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<username@example.com>” ,

R EAHEEPMAFHETRE .
6. & “HAE” , BRI,

3.3 18BN
3.3.1 EX&ER;

SREERCIZEEFRTREEILIREBAIMIR . BITERRIINRE, SaIRNa0EE
BRIRSIEMAANERR R TIFTEREIRE, WEIERFE. KHEEF.
RINEMARE, EREIEERATLUREZER.
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FIFises 3 TUEE
o= U
1. BREERHE.
2. mEEEHarzrmaes Y By, SERENHEE.
3. R CMARST > HEBHRS .
S BB ANAR S TR
4 EEMSHE, 2 ETH” .
1\ SR
5. EETHIESD, WIE—AEH, BEAM EBET 2N T 8, ERRSIET
IR RBTIER
6. EBHENHEIED, RE SIS ENSII TS,

3.3.2 BAEL

ERRR R AFFIRS RERHHSRIREIR, FMIERIEESIR3-2,
ERE A ERARKESREENREALIIRE . FMRPEEIERE.

= 3-2 EAEZ(IAA

REMR | SHIgE Ll

JRmiH [ XBC (FR | XERSEEBREIZETLHER
SRR | lEE)

FFEA PrERFPHIENRREZERLMEE

AN T~AR REAMZERAMERRIAR . B8
urn:csp:iam::domainid:root, E&, domainIdB]
HARPBKSID,

TBREEERAFN “tkSID” , HRHNBSHESR
Bahthe, WASRGE, BE “AE” . A
Z1ID, MELBIRE, (BEMRRIRIERXNARE
i230KB,
ERERPRENNBTESRIEXFRL ER.
NFEIEN, LAIESKREPEL, WIEX
BEURHREN.

“DkSID” BBRENG I : BRIEBRBHRS =S
a8, REALARAFRETH “RIELE" , I8
E “ksSID” .

al&fmiE | Blan “OBS” . | AIElRSBBIREFRENZ RS AT XHZ ERRFH T

BHRS | rExEss | BIF.

B “BIRfiE | W8 _ .

BESE” & BIABE R = KIEF1ANti-DDoSB A AP ERA

B, B HIHERIR . EREUSIN A =ARSS UIEI{ERASMNATIF
ot HMERESIENRSAEFIERE.

BEfaER
o)

B EFERERIKES, IERNARSSHEMAPNERHTSIMEE, WUES
ERFB. EER. KMHEERMFREDRSE.

SRS 01 (2020-08-30) IS © ERRAGIRAT 7




S B AARSS
PSR 3 TEEE
HARIHERES

IpARIEE R EEE T ERIRERIAITIE R E AP m RSN U TISE
RAFRI—FPEREE . HIRRERAIARLINZR3-3FR .

& 3-3 I5IISRABERY

2R itz S
Version B SRESHGERRA BRIRX#F “2016-09-077 ,
Id RESAIE—IRR . RBEAZT,
Statemen | i5aRESEET — N ERRE/D—KStatementiEa) .
t StatementiBEREN, | StatementiZEANBEESHTE, i52W
QEMBRH=RSEE | StatementiEGRYAER .
BT ERRAGIRIE o
—/MBIEEREE—
oy Z K StatementiE
.

W RERRASIGIERESRY RG], & StatementiEf):  “Statement1” 1
“Statement2”

{
"Version": "2016-09-07",
"Id": "access_policy_01",
"Statement": [
{Statement1},
{Statement2}
1
}

Statement iIEQERK
T HEMETISREIRAIRE . StatementiB@HVBRINIZE3-4FF

{
"Version": "2016-09-07",

"Id": "__default_policy_ID",
"Statement": [
//58—statementiEa)
{
"Sid": "__user_pub_0",
"Effect": "Allow",
"Principal": {

"CSP"™: [
"urn:csp:iam::123456789:root",
"urn:csp:iam::987654321:root"

1

I
"Action": [
"SMN:Publish",
"SMN:QueryTopicDetail"
1
"Resource": "urn:smn:regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"

//55 "/ statementiEf)

{

"Sid": "__service_pub_0",
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"Effect": "Allow",
"Principal": {
"Service": [
"obs"
1
1
"Action": [
"SMN:Publish",
"SMN:QueryTopicDetail"
1,
"Resource": "urn:smn:regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"
}

]
}

2 3-4 Statement iIEGITEIEA

TCERBMR 15488 49T
Sid StatementiZEa@RIID, StatementiZ @ ID/REME—RY, a0
statement01. statement02,

Effect StatementiZRIR . “Allow” & “Deny” .

Principal e Principal: Statement | PrincipalztZ=FNotPrincipalbTZERE(E

NotPrincipa igni@'ffﬁﬁﬁﬁgngo J‘iE_o

L e NotPrincipal: EEE, “CSP” MSIBEERNSRIERA
StatementiEGHEE(E | BV Aurn:cspiiam:domainid:root, E
=[P Fdomainld AELMBAFRY “ikSID” ,

HeisziF “CSP” # FELL TIRE

“Service” PR “Service” WRIBESABTIER NS
“CSP” MWSHEMR | NERBSBMES .
HieFERP, aJLAME
BF2Z1 R,

- “Service” YRIG
HNE=IRS, T
ﬁﬁﬁ?%’l\iﬂﬁ

FJo
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i 3 FUEE
TCERBR 15488 4R
Action e Action: StatementiE | ActionstEFINotActionTTERME{TiEHE
NotAction TERRRYIRIE —
e NotAction: HRIHFRRER
StatementiIBHBRME | ¢ SMN:UpdateTopic
FRRYHERME _ .
SRR R | SMN:DeleteTopic
—EIR(E, fFan: e SMN:QueryTopicDetail

SMN:Update*.

SMN-Delete*, W& e SMN:ListTopicAttributes
BH5 o , ;_én? e SMN:UpdateTopicAttribute

iéatgm;@iﬁ’@ﬂiﬁﬁﬂ’ﬂ e SMN:DeleteTopicAttributes
%gﬁt‘mﬁi%a@ﬁﬁ e SMN:DeleteTopicAttributeByName
e SMN:ListSubscriptionsByTopic

e SMN:Subscribe

e SMN:Unsubscribe

e SMN:Publish

REURIFS SMNZORIBRET X R TR
IERURMESSMNEO RS X R .

Resource e Resource: Statement | ResourceFINotResourcefi&{FitE—
NotResourc B ERRER. EER, EERSTAERURN,
e e NotResource:
StatementiZE G HERRE
FRYERR
Condition | ConditionTt=2 SR E IR EE
ﬁatementiﬁ’@iﬂﬂg% #5152 % ConditionTTEAIAH .
ALERER,
Condition JoE=HIERK

ConditionjtEEStatementiBEWEMAIFM, {FRConditionsTEE B X R E MM E
B9ISAES], ConditionTt=BRLINZES-5,

Z 3-5 Condition JTEARK

BR 15ER 2R
FHiz8% | BURMEEMLEFHE. PR RRY a1 E R Siso-860 141
HFIEARRTIE B, FIZEFNERSIE
3-6,
FHXRET | REFHEEIANR. FRENZT . FHXREFEEES
)I_|U§3'7 o
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HEMBER B EFEStatementiBTRIEffectFIER “Allow” BHINERM, IR
BN StatementiEAIAYEffect¥IESR “Deny” ,

NE3-1Fr7~, ConditionJTtEBE2M “SMHzEF” ,  “condition1” F
“condition2” , RHEIZEANDFEITE;
Hep, “&Hiz&Fcondition1” 88210 “£ExiE=x" , “conditionKey1” F1

“conditionKey2” , RFIZEANDRITE;
BE, “‘SMHX#E=FconditionKeyl” S&214 “SMAXIELE” , “valuel1”
“value12” , SZHIBIBORKITE,

3-1 FHETHIZE
OR

OR

ConditionJTZ= IS0 T -
"Condition": {
"DateLessThan":{
"csp:CurrentTime":"2016-11-07T15:35:00Z"

B
"StringLike": {
"smn:Endpoint":["*@gmail.com","*@hotmail.com"]

}
}

% 3-6 Condition JTTREMHIZE TR
*E | SEHEEY
String StringEquals

-
&

3

FFERILES, KD ANG
FEELER, KOoANE
FFERILED, AXHKRNE
BELER, FXOKNS

i

=
3

StringNotEquals

StringEqualslgnoreCase

=
3

StringNotEqualslignoreCase

B4l | 4| A 4|
G

StringLike fFELE, HETSFE— %S E
5 (%)
StringNotLike FRHENEELE, WETSFE—1
ZNBER (%)
Numeric | NumericEquals B a/ NEILED
NumericNotEquals B/ N EREE
NumericLessThan BHa/\EE “/NF7 ILEe
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FFisr

3 FHEE

PSS

FH=EH

il

NumericLessThanEquals

BEHENSE “NTFEET Ui

NumericGreaterThan

BHENSE ‘KT e

NumericGreaterThanEquals

BHESE “ATEEFT Ui

Date

DateEquals 457E B HACED

DateNotEquals 15 E HHAG E ILED
DateLessThan TEAE HHEAFNRT [ 2 B IS
DatelLessThanEquals fE45E BEBFORTE), sz miPthe
DateGreaterThan EAE HEAFORY [E) 2 F5 AT

DateGreaterThanEquals

FisE RS E), Sz/EMTA

Bool

Bool

f/R(EMLES

3 3-7 Condition JTTER K=

ESLE S 15388
csp:CurrentTime E NN

smn:Protocol

ﬁ;&o

TIRANY, 1ZKEFRAESMN:Subscribet®{ERT

smn:Endpoint

B

IR T, 1ZKEFRESMN:Subscribef®{FRY

3.3.3 AR

pl—
{

"Version": "2016-09-07",
"Id": "__default_policy_ID",
"Statement": [

{

"Sid": "__user_pub_0",
"Effect": "Allow",
"Principal": {

"CSP™: [

1
}

"urn:csp:iam::123456789:root",
"urn:csp:iam::987654321:root"

"Action": [

"SMN:Publish",
"SMN:QueryTopicDetail"

]

"Condition": {

"Resource": "urn:smn:region:cffe4fc4c9a54219b60dbaf7b586e132:Mytopic",
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"DateLessThan":{
"csp:CurrentTime":"2017-11-07T15:35:00Z2"
}
}
}
]
}

{XA3iAE

ZIBIO)ZRAEAYIDA"__default_policy_ID", B&—{ StatementiEf), StatementiEa
AUIDJ “_user_pub_0” , ¥EINLA “IKSID” "123456789"F1"987654321"HIFH
P, fiFXtTopicUrnA
"urn:smn:region:cffe4fc4c9a54219b60dbaf7b586e132:Mytopic"BIERR, H1TEME
BMEIEFBRRIE, ZIBDREA &S "2017-11-07T15:35:00Z"

—~H=

{

"Version": "2016-09-07",

"Id": "__default_policy_ID",

"Statement": [

{

"Sid"™: "__user_pub_0",
"Effect": "Allow",
"Principal: {

"CSP": [
"urn:csp:iam::123456789:root",
"urn:csp:iam::987654321:root"

]

%,
"Action": [
"SMN:Subscribe"
]

"Resource": "urn:smn:region:6558ed0a1485466897e962f38fdfdb88:helloworld",
"Condition": {
"DateLessThan":{

"csp:CurrentTime":"2017-11-07T15:35:00Z"

}
"StringLike": {
"smn:Endpoint":["*@gmail.com","*@hotmail.com"]
}
}
}
1
}

HDiRAR:

ZIBI0)ZRAEAYIDA"__default_policy_ID", B&—{ StatementiEf, StatementiZa
RIIDJS “__user_pub_0” , 1214 “IKSID” 79"123456789"F1"987654321"HIFE
P, i3 TopicUrng"urn:smn:region:
6558ed0a1485466897e962f38fdfdb88:helloworld"BYFEER, HITERITIEAVRE, (B
QAT EgmaillfEE hotmail bR Biziha) R E WHAE LR
"2017-11-07T15:35:00Z"

wBI=

{
"Version": "2016-09-07",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__user_pub_0",
"Effect": "Allow",
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"Principal": {

"CSP"™: [
"urn:csp:iam::123456789:root",
"urn:csp:iam::987654321:root"

1

1
"Action": [
"SMN:Publish",
"SMN:QueryTopicDetail"
1,
"Resource": "urn:smn:regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"
h
{
"Sid": "__user_pub_1",
"Effect": "Deny",
"Principal": {

"CSP"™: [
"urn:csp:iam::987654321:root"

1

1
"Action": [
"SMN:Publish",
"SMN:QueryTopicDetail"
1,
"Resource": "urn:smn:regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"

"Sid": "__service_pub_0",
"Effect": "Allow",
"Principal": {

"Service": [

"obs"

1
1
"Action": [

"SMN:Publish",

"SMN:QueryTopicDetail"
1,
"Resource": "urn:smn:regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"

}
]
}
XEi5ER:
ZiGIaERASAYIDA"_ default_policy_ID", &&=~ Statement; ’j IDHBIA

“ _user_pub_0” . “__user_pub_1” 1 “_ service_pub_0"

e IDJ3 “__user_pub_0” RYStatementiEf), TN “IKSID” J9"123456789"F0
"987654321"H9FHF, RiFXITopicUrnAg
"urn:smn:regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"RY=E
&, HTRMmBENEAEEFSE.

e IDJ3 “__user_pub_1” RYStatementiEf), B4 “IKSID” 79"987654321"HIFF
3TopicUrnAg
"urn smn regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"f93E
B, HTRmBRMERERFS.

e ID jg"_serwce_pub_O"E@JStatemenUE@, AF=IRSZOBSIEETopicUrnJg
"urn:smn:regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"RYE
B, #HiTEmBEENEEETFRE,

=/ StatementiBTAVRTE TIZIHIRREEAIER . EEREZRESD, HIEZZENT:

o MR “fkSID” 5"987654321"HIAF @ TopicUrnA
"urn:smn:regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"BY=E
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BPiEm 3 FIEE
MEMHE, HOEEHERIAIDA"__user_pub_0"HIStatementiBa) RiFi%IE
&, {BIDJ3"__user_pub_1"BYStatementiBAIIELEIZIRIE, WIRIEFIENIESR, &~
BERMmIEE.
o IR “BKEID” J9"888888888"HIFF [ TopicUrnAy
"urn:smn:regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"AIE
AEmEE, FiBRREARNZAFHITEN, BIrGERStatement¥ LSRG,
BEiZH"Deny"BYStatementiBAIER, tHi&E"Allow"StatementiBEAER, MiE
EHIEDIES, T RERmBER..
e IR “DkSID” J9"123456789"RIFF @ TopicUrnjy
"urn:smn:regionld:e23bf08ebb924730b452426c60849564:ECM_BKS_Topic"AY=E
WAEMEE, HAERHAIEIDA"__user_pub_0"HIStatementiBE A RIFZIRIE, B
128 "Deny"#YStatementERL, FTLURIEHIERE, IR HIER
A h E
3.4 1] ER
BR{EZS
ERENAHEFRIVGER, S RENZERRINTIRE
IMTIE
1. EBFEBEERFS.

waEssartaes Y B, SEKGINRE.

IR CRRRST > “HSBIRS .

O\ B HIARS T

EAMSHE, g | .

N E SR .
%%@ﬂ$¢,&F@EWE%MH@%MI@,EEW“@W”EEE“%M
DAL

WEIHSER “SRILTE” IHEE.

£ YT MHHEPGEFEEEZEAIMY, £ “TTR%R" BAEPRAIINANT
FeLin, HLERMAY, BN Kinitit—1T, SSURAN107MEiR,

- IEEEBAY
VRRiEmANE R HRFEtt, 40: username@example.com,

BRNNAYHRFEBIE SRR RS ARIERT “TTF0IER" B, 48/NETABR
HINTRIERE, ZHifat it AT EE T iz E A hRIPTEIER .

- JEEEHTTP/HTTPSHRINY

VT IRRImEEMA MM (40: http://example.com/notification/
action ) , BEEMIAITIA . X TFHTTP(S)EERIEL, BSWHTTP(S)&ix
P REREAIET

B “HE” .
BT PR B RERE FAANRTIRSIERS,
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5 =12

3.5 KB ER;

AR

o ATHIEEESWEAIT RS, BAISTREmEITRIZFRP, MAREANE, BHE
BHRSABRXTHBAERS, BEARNRIPFANESL ((ERBRSEFERE ) 19
PR “ITEIRARIZIRE” #BD

o HEBHRS AR IR HERELFE.

NINTREE, HEENRSSEITRRIRASITRWAMER, EEPETTRIEAE

Béo T FIIARIREEEAS/ NS B, BPEERNEF G, HRFESE N LR

AT

h Y 4 g
>
10N

3.5.1 &HETEEEN

HRBHRSIERME T LA T =MERNSE .

o RAHNAERRIER.

e KISONIEXHTIEE

o KRHEIREAAIER .

—B—&HNBEREEAH, HREBHRSHIEKEERHMEB N SEREERIALT
AR =

ﬁﬂ%ﬁ%ﬁﬂ*’r}h}{};l&ﬁ , WTFABRKINER, RASEMFRDHEZSFE EZi
X, BEAFRIOSEE, BI2REEOISSATEFAREE, HRBER
BRERIREEFEHITAE.

WNRER “HTTP” 3¢ “HTTPS” thiEWCER, FFPRIHTTP(S) BEFHERS KIERER,
FFSMNIAE, SMNBIEAMAZEBEZIHTTP(S)ZinT = . BEEXIRS Ezﬂﬂ
ﬁ,g%itﬁﬁ)ﬂ}guﬁzﬂ%%,ﬁgm HELINEEKRAER, EM‘"‘%[EXM@%%HTTP(S)
; oIV

3.5.2 @EEAHNANHR

B{Ein=

YA RSB AR IS A R R TS
BRI

AT S A T A S B, AR TR A EEE.,
o) A A i%,%l

1. SBIEHE

2.Tﬁﬁ?ﬂAEtﬁ%folh:Lhtﬂﬂﬁﬁo

3. % CRARST > “EEENRS .

HNHEIBANARSS IWH -
4. EEMSHE=Z, &R “FR
HNERLTTHE o
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5. EERIIFRS, EEREEEQELHEBRNER, TN “BIE" Z8E “RhiE

:%\ 7 °
6. E?'Eaﬂﬁjzﬂgﬁﬁ?ﬁ,%\iﬁﬁﬁqﬂ, FEEMACEFNFTELMERNERZR, F
E— Zr) o

Hes#REREIERES, ESiRIBI&RS-8Fx.

S8 1588
NSty HERIRE, KEGRDT5127T,. ARES,
iHEZEE HERA=M, 938 “XAHER” . “JSONER”

l “BiRER” . BRAEREERANEREA—,

o ‘YAXEET : BNXNABALKEHIEE,

o “JSONBEE” : IRISONBRLIZEATEE .

o “HBIRER” : IRERIBLAREATES . BEIRENE

SEHBRIREE
HEAR HENRE . HEABREATHERNAEII256KB,

7. BE HBE”

HERBHEXEARANT R, SMRIRRIKEINERRBTRBIESE (HRE
FARSSFFER ) RO “TREMMNGERIRE” &85 .

3.5.3 @I AT JSON HE

BEa=
MREBEEZEDARINT N EERRNAE, TAEEREHISONEE, ETLIE
MARIEEEE. BMEFIHTTP(S)iT MY BERRIAS .

BUIRSRE
FrEa T IRRiR /AT A 8B EEXSER ,, RIBARNT RZREASKEEER

[EERTA 7 JISON JHR
1. BREEEHE.

waEssar taes Y B, SEKGIRE.
IR RS > “HSBIES .
HE S BB ENRSS TR

4 EEMSHE, WEE CEH” .

HNEREHE o
5. T’EE%%@UEEP, GREREEOEAMBRNER, TAM “BE" £8E “khE
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iHEIEAIRSS
FFisrm

3 FHEE

6. EEEMNAHMEEEEY, FTRIMACEENZTELMEENERZIR, &
AN, He2HREFR@IETRES ., ESiREIESERXR3-8,
teht “THEZEEY” #%iF “JISONEE” , “BERR” aJLAFaHNISONIENHY
HE, UabUE T TEBEERISONKBRITEE . S HERSHANRET
256KB,

- FEENSONRKEIEE., JSONKKXRIILEIESEISONIEIERIRA .

- BEYTEBmEISONEIITER, 158ELE7~10,

B “4RSONBER” .

ERHANNEIES, £ “EE” EPFBMARS “This is a default message.” , 7£
“hi” R AEERE Y .

IEREARERIY, ERASONEREENA/NRE, BN EERNERE, &%
LBMTEEMARNSHZTH. £RRYSONEREENZTE AR TS MmN
HFETE . £RAISONEEHENFZHHESHEEFERHEES . WS,
TR, BE. tMXBFITEERBRITEDH . ISONEBUHEIITER X, B2
TISONKEZERIRAEAYISONERITEER D -

9. BF ‘BT’ , RABENEMISONEEHEREEENSIES,

10. BRJLAEERBZNMMYESEERBSFEREXER, XA LS [ A =
WEEFREREENS . RFEEMISONIERAGEBRTENALR, “default” , T
ELAZEENYET, & “default” RRIABAIX. XFISONIERXHIHERIA, 15
2 )SONIEEEIHA

1. B “BBE” .

HEBHEXEREMTRSRR . SMNMRHERRINEERNRRBESE (ERE
MRS AFERE ) B9MR “ARIMGESIRE” 5.

3.5.4 BEAABEIRER

BFin=

HEERIEHRRIEER . MREEAHRIEHEREFE, FEHXFEERFEZIX
&, BRRGHNREETENASRS, HIETUERCSIZNHEEEREITREE
KIXHR .

HRENESERENTE, AEIR— PSSP ARIMNEEEREBEREEEAE
PMXANTIRE, (BLMEE— 1 DefaultiMNEEBIAIENR . ARIPHNYSEEATHEBARIR AT
VUREARRRIERAE, ER{tagt VA IEERE . WRRBMERIDefaultiMyAIE
], BARRFREZZER.

ERRERSIUREERR, FRRFERER, BMEER, RosiRiRDefault.
SMS. Email. HTTP, HTTPSEIMMXINT, ISZERBETIR A EMXAPAEERAE
FRY{taghrEFt, EEM{tag}RIIE—IX, HEANERABZ{taglIiHYS
. rB{tagEZfE, HEENRSZSBENERERY{taghRE A NAIZSEIE. 20
R{taghRBIRESHE, BIRABTHER, HEENRS SZBERZTIITRE
Tﬂ%&;ﬁ!&%ﬂ%ﬁwmﬁ, NRMIRAT IR ARIRABAFE, BEMADefaultiEZiRA

EX—EoH, EHLURREREIUHTIE BRI ERIT R imitil . fEAE
gﬂiié%}zm, BHRBLBIFERER, XTHEERIFRERIESNIERER
B,
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FIPIERs 3 TS
BIRS

P T s R T A B RS S, SRR TR R R
BIEIENR

1. BREEEEE,

2. rEEEsiar e Y BiF, ERERKSNEE.

3. MR CRIARET > HEBNRS .

B EAIRS R .
4, EEMSH, %iZ SHEER" .
5. ES I S RE E RAEAR  E  EEHR

FlaNERLA S E ISR
- 1ERZFR: “tem_001"
- m¥: “Default”

- {EHRAZA: “The Arts and Crafts Exposition will be held from {startdate}
through {enddate}. We sincerely invite you to join us. ”

EEFAMERER

1.

2.
3.

SREEEHE.

rEERsar taes Y EiR, EERKENRE.

TE CRARST > “TEEBHRS .

HANBRIBHARSS U .

EEMSAEE, &F ‘|7 ,

HENFERERHE -

EEEELE§U§EEP1 EREEOEAMBEENER, Al “BE° Z8F “LKHiE

EEENABEEINEIER, TEFMIEEENFELMBEENEEZR, &

g, HeSHIRERmDRERES,

It “THEREY ER “BIRER” , “BERS” tAFHRAERES, B

gg}%ﬁlﬁﬁﬂiﬂﬁ*ﬂ%ﬁﬂﬁﬁ% o IBERABABENTHAX/NAEBE

- FalaNEREIURGER, EREXITEEE N (BRBHMRSHAFER )
RIMR “EIREERIRA” 85

-  BETEBmEREREIINER, BEIE)

B “4AiEiRiER” .
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SR
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EYESBEN: Default. f8{5. HTTP. HTTPSFOHRE
Idgﬁ)‘&ﬁ%ﬁiﬁg “Default” . UNERFAPARIEZFEMY, NFERZHA
ELISEN BRPaEEXERRNES .

BLA{tagHER H{UFEIEENR, EFERZIERAXESRT,
{tag} AT LA EARNS . tagReeBEREZE . INEF
8. #=x. -. ., BWRBEXEFEE. NSEEaEERF
3k, KERK2I1MZES,

EIRASEERNGT:

o BIRABTZIFA AL,

BIRABEREENZ,

BiRR A/ NESZH256KB,

BIRRBSHRFRSI0N (FEER) HEM2561 (8
EE/Y) 5.

REHER, S MFERIFIEANA KB,

FlanE R MEE eI EER
- ERBFR: “tem_001”
- PMY: “Default”

-  IEIRAZA: “The Arts and Crafts Exposition will be held from {startdate}
through {enddate}. We sincerely invite you to join us. ”

7. BE “BRE”
FEZARIRE B ERE A ERTIRS .

(ERUEL
. EHBEIRREEIRTIRR, EREEENE R ERER.
2. Al “EMET R BT, B “EIRNET .
ERIENR

. EERERIRRERERSIES, EREERIRAEERRER,
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BEREITRS, SBOILUCRSHREMHIRSIERARESM (fIilLH 7 aMiE
K. RHEIERAGRIPHBIL . AAREROBRUN L HIEREE ) , EFRENE
18, EIAIEE.

ZHINCRAVRFEEEAEE =N, BUERFARKREREEEHaNTINRME, BEx
ARSSSTIFRIAPHAITRIRIE, LARRGAERRARAIRE.

6.2 SXHFFERITHIKEIR(FAIR

AP EREFITRSE, HSMNIRSHIAPIKIERRS, BEXHBIRIFICRIZ
RE, FHKIEREREURIISIE B E G HEMERIRT R 08
MREERBEEFZOBER TARSMNBEGHEITIR ( Unsubscribe ) #E, =HITUAS
ICTFIXLR(E, a0, HSFBEGHITIAN, ERFHMEEEIFREEGHITIEANGE

12, A ERERIE R FEBUNsubscribe, XS R FEMNEGEITRENAS
W=EHIHER.

=HITZFE BB RMIRSIE(ESRINZEKE-1Fio

% 6-1 =EITIFAY SMN 215z

BRIESMR RIRAER A

elfEE S topic createTopic

A BR =R topic deleteTopic

BEHER topic updateTopic

B topic updateTopicAttribute
FHBRERE AR topic deleteTopicAttributes

RIS ERFRAVEREREE | topic deleteTopicAttributeByName
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BRIESR RIRER EHEW
AT subscription subscribe
BGHEITIR subscription unsubscribe
lENEISUEY message_template | createMessageTemplate
2 6EEBER message_template | batchCreateMessageTemplate
FEiNEEER message_template | updateMessageTemplate
EHEISY message_template | deleteMessageTemplate

6.3 EEHITHE

BEin=

BFERR

HIEFRTZHFEIURSE, BRTRICRERSTFERF. cHITRSERRHS

RIFRIE7RAVRIFICR

AU EINMIERFITHRS EIEEH S BN SERIE7RAUFMFICR

1. EBEREEERSS.

aEEssar Faes Y @i, SEREHRE.
B CREHIET , KIZ ‘BESHE > ZETRET , BASEIRSEER

Ho

. BEEMSHMR “SHIIR" , BASHIIREERE,
5. SMPIRZIFEEHmEREIAXNANHESME . SRISMIIRSFN M EENEA

BEE, FREENT:

SRR BRI, RIREEFNFIREER,

ETRAEPIEEEERMG

" YTRESEELY IR ‘BHERT B, EEEEENBRSEGEIR,

" YPEESREL AR “RIRIDT i, EEFHMAETEAKIRIED,

" \é;ﬁ%%ﬂ” EF CEWREMR” B, EFERSFHBAENBHATE
IR o

BRIFARF: ETMIETEEE—BARRERF, WRERFERFES,
mAEEF %S .

EHERR): RN “FraSEERE” |
“Incident” , Rui&iEEAH—IR,

RHEsEE: AlitEERRI tRRESIERRIFSM,

“Normal” . “Warning” .

6. EEETEMICRAEM, BF ~ EFZCENEMES.
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H&ICRER

7.

FRER.

ZEITFBNEERBEHE—NSONEAIEHAER . —
HiEXR, ABREECEMERAURIE.
IERIABFER, EHRFEERESE—SDIANERSS

LATFREIER T CreateTopic. DeleteTopicklUpdateTopici®{EfICloudTraceie R 5L

Ho

{

"time": "2017-02-15 14:21:50 GMT+08:00",
"user": "xxx",
"request”: "xxx",
"response": "xxx",
"code": 200,
"service_type": "SMN",
"resource_type": "topic",
"resource_id": "topicUrn instance",
"source_ip": "127.0.0.1",
"trace_name": "createTopic",
"trace_rating": "normal",
"trace_type": "ApiCall",
"api_version": "2.0",
"project_id": "tenantld instance",
"record_time": "2017-02-15 14:21:50 GMT+08:00",
"trace_id": "xxx"

"time": "2017-02-15 14:12:15 GMT+08:00",

"user": "xxx",

"response": "xxx",
"code": 200,
"service_type": "SMN",

"resource_type": "topic",
"resource_id": "topicUrn instance",
"source_ip": "127.0.0.1",
"trace_name": "deleteTopic",

"trace_rating": "normal",

"trace_type": "ApiCall",

"api_version": "2.0",

"project_id": "tenantld instance",

"record_time": "2017-02-15 14:12:15 GMT+08:00",
"trace_id": "xxx"

"time": "2017-02-13 15:38:30 GMT+08:00",
"user": "xxx",

"request”: "xxx",

"response": "xxx",

"code": 200,

"service_type": "SMN",
"resource_type": "topic",
"resource_id": "topicUrn instance",
"source_ip": "127.0.0.1",
"trace_name": "updateTopic",
"trace_rating": "normal",
"trace_type": "ApiCall",
"api_version": "2.0",

"project_id": "tenantld instance",

"record_time": "2017-02-13 15:38:30 GMT+08:00",

"trace_id": "xxx"

&% EEEE’JLEiE{LJ BE: ‘EEFMT , BHIEORRZIRFEHEEERY

HSFBRT—HESMNEZE
M ERIBIEAIAR HH FEEH’EE’J?%ZLJ\&EE‘ZM
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MR EFEXEFTABRISMNE THEMENNIRSIE, ETLMERSZE—SHDIAIERS
( Identity and Access Management, f&#RIAM ) , BIIAM, EaTLA:

o IRIBRAAIIVSSAN, FEERIKSH, [kl PARREEREESN IR TeIZIAMA
F, iLRTHEH—REEIE, FERSMNER,

o RIBEVWAFRYEREE, REFERIHIANR, LUXEIBRZERIRIEE .

o BSMNRFRZRIELELW . SHHIEMKSHERRSS, XEIKSHERRST
LIRIE BRI Tz

IRKSELEBREETRER, FHREUEMIAIAMAR, ERILEASET,

IRERSMNIRSHIIEEINEE.

RETHENEYBPERNGE, BIERENE7-1F7x.

LLRPERNZE, BETRAFPERLIINASMNIUR, FEESSEIRGERE TR
B, SMNZIFHNRFENR, 521 RREE ., IREFEXIIRSMNZIMIEERSS
B, 1AM RS BIPTEIIRIES WAPREE .
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B AP AFFRIN

FIAMIZFIGRIZAFAE, FEFHEBIHRSR “SMN Administrator” .
BlEZAFHIMANRFA

FIAMIZFIGRIEZAR, FRBEIMAN1HEIZIBERE.,

FAPEFRAIRIENIR

FRENAPEREHE, RSN, JGIERR:

- F YBRSBYIERT HEFEREMRSS, HASMNAY ‘25 > £ TmE, B
THELEA “CIEFER” , BACIEER, WREIFBEFIKIN, ¥R “SMN
Administrator” 2434,

- EIRSIERT hiEEREEEIMRS (BRIEHEISER{NEESMN
Administrator ) BE—BRSS, WMNERIBTIRARE, FR “SMN
Administrator” 244,

N

w
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S EEHHIEE?

1. EREEEHE,
2. mEeEEsias e Y, SRS .

3. BENEALMAN “My Quota” BlfR ' .
RN “IRSSECH WM.

4. ZAEILVE “IRSSECERT NH, BESIEIRRSEHRERBR.
INRIARIECEFBERBISZER, FSEREURIF, HiFT KEcil.

QMaTERISH AECER?
1. BREERE.
2. o “ENBY AR
3. fF ‘HRIR” TE, RECNER, EHSEXSH.
Hep, “EEHHR" HSHSREREENONATIRERE.
4. EBRERE, DEHIGFHEE BR .
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9.1 iHRIBAIRSBMLEME?
BRI S TR A T =5

. Eiﬁ%ﬂ%?%ﬁké?ﬁ)\’ﬁﬁﬁﬁﬁﬁ AR, (ERSMNARS AT LAKIEREE
o EHREEBEEENMARNAITEMELARYT ST,
o HEBMIRSEANER. FIpME.

9.2 iHRIBEAARSS STIFRIME RN B HLE?
MEBAIRS ST U . BT . “HTTP” 1 “HTTPS”
o CERE  HELBTHARREEATAIEL,
. EE HEMEEXANE LTRSS,

e “HTTP” . “HTTPS” : HELIHTTP/HTTPSIERAIF XA EZITIRAIURL, B
BIRSZIF A Z = 2 M PiEE

9.3 HEBHIRSNERZFREMBIVEK?

FRBIRAEBEL2551NFF, RIHERAFERFFAUREFH (-) TUL

(_) o = PIKPFRIERZFROAM—, MIFERS, JUEHRERMZERER. €
EEfE, SMNERIZERSEE—RIURN, HPEIERSEIR (SMN) | KiF&
R, INBIDFIEBRZFR, URNISHEDCIEERBERIAPIEMBN—2FRE . Tt
B RHhENEITREREXNZETRITEERIE, #HNS|IFiE—ERURN,

9.4 BN\ AFAILAGIEZ /DA ERR?

SR ENART 8JE230001ERR
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9.5 BN ERAKRZSZFHZ LM HE?

BB RREIIATTAIN10000 M T 5 -

0.6 AUMEMEHESEHE?

mETRMERLBIRE.

9.7 8 FFALIBIEZ D1 ERENR?

EFHFEIARTEIE 100N B RER -

9.8 BN TRERA BT SMMERIMHITITIR?

BEANEBSHFZIMERIMNNEN,, BaisdFHTTP/HTTPS., BMELARISEEREINY

’rng\ 9 FREGIEE SR LUEFIBIr eIV EBR AP IFaIERE
7

B EREEINAIRE .

9.10 iJRALKimtbhtaT LN ?

TR AR IHEN . MMRFBEFRENTE TANTIRZ IR, THREEH
TR, EFREZER NEFRT MRS MANT &R

9.11 EAnRELZMEYER?

ERMHIEEAEMR.

9.12 EBSFRIEREREXENTHNZRT =7

MBITRRFRDRAULIESE, BRENRSSHBEREEEEENTRHR R TR

PRI RRIRT RGAEE, (HRBHMRS SR AIEEMAYEERFEIXMAYHE S
PIEER, FF PRAIR. MIRAEEBOREEIOXR, HEBEEER, FBR7FE
KWHGHEEBAY, BARERAPAE “HRAERW FIEXER
KWAEEATRYE R IR BRI B RER, BEURTEMATESMTIANHS

E. —RSEHNEZREESR, NREMEENIIFRHIATLS, NeE—XKZ
R ETERY
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9.13 & EESILNHTREKERIZ D >)’t’>

BRHERRSIOTRZEREIUR, iEMEEREREHEREAEERNER.

9.14 MEFEXERG, THERTA iﬁﬁ IREIHR?

;ﬂg%ﬁ& SASMEE, HESTE. B ER SRR TR R

ICHEELIREMY, EEEIIEMRERIRII IR
ANRADBPATBERRRIERIRE, IBERRARSSF

9.15 A+ ABFEIBINERMEFE R TiEER?

#R HRFE R ENRIFERIBSRA, BOAZIEB I MInternet FRE R, SEHMFFEIRT
EZER, CERECHNMERRERITTEN TRERRITEERTE R

9.16 YHTZREXAAFRINKS ID?

1. EBEREEEFS.
2. BEALABRAFRETH “BAEIE" .
3. TERFERHREAFH “MKSID”
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A fyR

A.1 JSON &5 2508

JSON f&zUiAiAA

JSONRB FERFAIBRAFPENARANTHERELEARAEER, BaISTFIMY
Default. SMS. HTTP, HTTPS. email, EfDefault 24089, EmaillIRABIE LS
HRASERIANITIRE , HEeMURRIIRER:

"default": "Dear Sir or Madam, this is a default message.",

"email": "Dear Sir or Madam, this is an email message.",

"http": "{'message"'Dear Sir or Madam, this is an HTTP message.'}",
"https": "{'message':'Dear Sir or Madam, this is an HTTPS message.'}",

}
R DefaultiRENBAEEAS, MTHHATREREBIREANERRS .

T RAIEMBTEERNSKERRT, BEERENFHRINES, HPHTTP,
HTTPS. EmailZEELRYiTIRUE]"Dear Sir or Madam, this is a default message."HI
&, MSMSEBAYITFIEUE “This is an SMS message” o

{
"sms": "This is an SMS message.",
"default": "Dear Sir or Madam, this is a default message."

}

JSON REREYR
o HBISONBRER,
o JSONRERHA/RE Defaultiig
o EAJSONIBERIK/NAR#BIT256KB,
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FAPiSE INGE:
JSON iEEIt8&

EEARERIRMY, E£RAYNSONIBNBERIXNARE. ISONEEENFHHEEHE
BREPETNEES. W55, 8. @FE. iMEFINERRSRITFTH. BF
FHHERARUBMNER “This is a default message.” 794,

iHE: “This is a default message.” , HEABEE26MNFT,

BMNBEE, ERNY, £RISONBER, RFAMINERDefaulttMYATES o
"default": "This is a default message.",

14 DefaulttM¥IN L BRI S, 18N,
HERESNEEFTE:

o SEMIMNATEREE3NERE, ENMBMY: 3x N=3N

o EMIMNAIEREEANWEIS, ENPHHY: 4 x N =4N
o BEMIMNATHEBEIMTES, HENMHY: 1xN=N

o EMMYAYEEEES1%E8EMAThis is a default message., FENPMMY: 26 x
N = 26N

e EE(N-1)4:1x (N-1) = (N-1)
o ME(N+1T)DN: 1x(N+1) = (N+1)

o HES2: 1x2=2

o {HMYNBIR default 119™: 7x1=7

RN T AL

o IHMNBIRHTTP14: 4x1=4

o MY ZIRHTTPS14: 5x1=5

o IHNBFRemail 19: 5x1=5

o IHMYBIRsms14: 3x1=3

Bi1t: 36N + 9 + IEIFAINYET L

fFlgn, EksEy “HTTP” | “HTTPS” #0 “email” 3MIMY, E£RAGEEMWT:
{

"default": "This is a default message.",
"email": "This is a default message.",

|||||

}
fN_tDefault, MINAYESR4S, ERAISONBEEZTHHITENT:
o [EEFTH: 36 x4+9=153

o PHMYZBFRHITP14: 4x1=4

o PMYZFRHTTPS 14 5x1=5

o 1tHYZFR email 17: 5x1=5

&it: 153+4+5+5=167
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A2 I=ERIBIVH SR

ERENEEEEEEANER, LB taghyB R IETERIESD .
BEIRRAEER, BIEEXR/NREBIZ256KB, EHRIEUERIN TFExR:
"message_template_name":"confirm_message",

"tags"{

"topic_urn":"urn:smn:regionld:xxxx:SMN_01"

}
£ Pkl

message_template_name | {2REFR, FBEANT . BRIRBIROILUAEHBERTIZE
FRREY, 1EIRETR T ESRE— ) DefaultiMYAIE
R, 2B ILE ERIEIR R Defaulti®Eti

tags BIRPE SRS, RIRER TEEARANE
R, FEBEIRAIGEtagsA—FF, FFELAFZEE
PrERItaginE#fREEtagsA, @ —NjsonmapXIR

A.3 AEMY BRI
AEETRMGEREIREEE SIRBTEFAARE.

o HRHFIHTTP(S)RiRWZIRTEEEE: HRER. HERBMENHIT AR
o EEZRREKIINEERRESHEERER.

A4 1T TR BR

AT EFHRPTEERTESNE, FOXSMNTENZETRABRET T
s . I RISEEER TN =S G &ETT AR B & AT BT BRAPIAIXIT Y
INHR . tRIEARIIMNE RERTRIEERES

o WF—PEMHTEE, 1MIIRSAFRE20RITFPRABER, 2RESRITR
FAOXITEIA, WRBEXNEHE, B7RZARTXNHATRE RIXTT 595
INERE . ANRX N EMETREXTX B FRIFEAMEBIRIT TN, ZRIRTRENR
EE=E8ZE.

o WF—REEITHE, 1MIESATREIORITEHMAER, 2RESRITR
Z20XTEIA, WRBIEXNEE, B7RZAARXANFIITRE RIXTT5PH
i)ﬁg{%o MBXADFHITIESHXNBFPAASERE T THA, ZBIBREMN
WEBE=EEE.

o  JIF—THTTP(S)IJiEE, 105¥&ES RIFAIX200RITFEFAER .
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i A BIF
A5 1ERUEMES SMN OIS X R
F A1 IERURMES SMN EORMRET XK
TR EOBR =O1hee
SMN:UpdateTopic UpdateTopic (B ERENE, BHRl
(X3Z#5EeL topichY

display_name=Eg,

SMN:DeleteTopic

DeleteTopic

MIBR— N ERUAR ERY

FrBiTiR%E . MibkTopic
BEA R SERIEX

BB LiEBHIXSZ

TopicAULTIEE -

SMN:QueryTopicDetail

QueryTopicDetail

BEigTopicRUFMER

SMN:ListTopicAttributes

ListTopicAttributes

BHifTopiclIEHEEE.

SMN:UpdateTopicAttribute

UpdateTopicAttribute

B TopiclE M.

SMN:DeleteTopicAttributes

DeleteTopicAttributes

ERERFBE Topic/E4E .

SMN:DeleteTopicAttributeB
yName

DeleteTopicAttributeByN
ame

?ﬂiﬂﬁfﬁi‘éﬁ% REYTopic/E

SMN:ListSubscriptionsByTop
ic

ListSubscriptionsByTopic

D TEREYFE AT
I, 1TR5RIZE
IIFeUEER R TH =
HEZ . S IREIERLIE
EoffsetLAKlimit, &
RIEEFAAREFEITH
&, RE=FE,

SMN:Subscribe

Subscribe

FgETopiciRin—MT
&, HEnTREEAX
—MEARSER. T
FIEHT
ConfirmSubscriptionffa
NG, ZTRE AR
ETopickBHIER

SMN:Unsubscribe

Unsubscribe

MBE—A1T5d, 1TIUFE
BENT MR, (6T
& E X EREATH
BETLMER, MIPRES
SXEDFITHIA
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PSR A BiS
FEBURME EOSIR EOIhEE
SMN:Publish Publish BIEERIXLE TopichIFR

BiTRmR . HiREHE
SIDHY, ZHEEMIR
FHARSIIEEIEX
BEFAITNE . HE
B, BRTFIZERE
— T HERIEAN
o

A.6 HTTP(S)ZunTo S EREEGI

A.6.1 HTTP(S) Rim T ~EREHIRE

MiziJ AR imAmER, HRENRSBNAZKES, BPYTLUZRKERIRIRESE
FMIRSS RZIXZEHTTP(S) RighESHD M, SESHEMISEER . E1EEH
SRMEALTEESFIEGEITER, WSEERAMESER . APEIEIRNERER
BEWBLAT, PIBHBLIEEE. HRAMERLEFNSHEERTSER

=
BTlo

A.6.2 HTTP(S)HERKR
BT

HERSMNARSSEIHTTP (S) Rim&IEHRAIER, EHLIBITIEELAMERFRIEESE
BRXDHERN . IHERNEEHTTP(S)ITIHMAEERMEIL. HTTP(S)HEXER
BIREZCAIHTTP(S) BUETT iR BRI =B R s,

HSMNRSEHTTP(S) Rin &K HER, LEPEIEBRX-SMN-TOPIC-URN, X-SMN-

MESSAGE-ID, X-SMN-MESSAGE-TYPE, X-SMN-SUBSCRIPTION-URN, #NZA-2Ff
o

% A-2 HE HTTP LZpS#05AB

B ol
X-SMN-MESSAGE-TYPE HERE, [BEXRESIIE:

e SubscriptionConfirmation
e Notification
e UnsubscribeConfirmation

X-SMN-MESSAGE-ID HEHE—FRR,
X-SMN-TOPIC-URN FRAO—RR, BRERIFEAER,
X-SMN-SUBSCRIPTION-URN VIRZiRRIE—FRR .
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HTTP(S)iJIFIAE RS

m“BDHTTP(S)ﬂIE Jﬁ'u'l«liﬁ, SMNZ [T RLIRHEXE—FRITRARES, TESHE
REEHRIHTTP Content, B JSONWTE’J?H%, HohEsubscribe_urlE, 171585
LA =EGETiEKsubscribe_ urliﬂ_’,iJJ: THA, BIRISONFELHBRINZERA-3F,

& A-3 HTTP(S)iTRFAE 2RSS EUREA

25 5i8H
type JHEZERY . SubscriptionConfirmation
signature BAER.

BEFEBEmessage, message_id, subscribe_url,
timestamp, topic_urnflltype, EFSZEERL, 52
IRESHEER

topic_urn FHEPE—IRR, FaRAEIER.
message_id HEE—RR,

signature_version FBE2HIRAEE, BriEV]

message 1T FIRAE BRYHER

subscribe_url T ERRIARZEILITRIURL,
signing_cert_url BFEEEZANEBURL,

timestamp HESE—IXRIERIRTE)E

HTTP(S)iT st HEAEFIN T :

{

"signature": "ViE96uGbBkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmORye0/EuQ/gLC1UIXwvUsqbUCPNBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTe0gCFT068Zru70K6w9aQaY44mXnN3OWGmBmoHyFab5TRXLSQNz/9u/
Vj646cQMMal0PPQ30QzGYDOMtzgDZi12m8jMTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SPMH3+qC6RZhETA2A==",

"topic_urn": "urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "SubscriptionConfirmation",

"message": "{\"enterpriseProjectld\": \"0\", \"eventTime\": \"2019-08-12 22:40:55.040632\",
\"chargingMode\": \"postPaid\", \"cloudserviceType\": \"hws.service.type.bandwidth\", \"eventType\": 1,
\"regionld\": \"region01\", \"tenantld\": \"057eefe55400d2742f8cc0017870ceef\", \"resourceType\":
\"hws.resource.type.bandwidth\", \"resourceSpecCode\": \"19_bgp\", \"resourceSize\": 10, \"resourceld\":
\"e091f1b1-08ef-4e2b-a27e-f85e4c19026a\", \"resouceSizeMeasureld\": 15, \"resourceName\":
\"elbauto_2019_08_13_06_40_46\"}",

"subscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:
653e212a43884f7188ca656¢c537e31ce",

"signing_cert_url": "https://console.xxx.com/smn/
SMN_region01_b3974c411807498bb532b3cd6cd65d91.pem",

"timestamp": "2019-08-12T722:40:56Z"

}
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FFisE A MIZ
HTTP(S)#EXEHERIST

HTTP(S)1T[548 ﬁ“ﬁiTlFﬂEﬁL)\F, LIPS EISMNHEXASER, TEISHEARHTTP
Content{Z82, ©RISONE, BRFEIRBINERA-4FR,

& A-4 HTTP(S)#EXH BRSNS EIR A

2% 15488
type HEZERY ) Notification,
signature TAER.

BEFEBEmMessage, message_id, subject,
timestamp, topic_ urnﬂ]type,,\% S 2EERE, R
subjectAfFE, NASERK, BEIREEER.

subject HERE
topic_urn RRYE—IRIR, FRaopSIAERIERR .
message_id HEE—RR,

signature_version

VX B BRI .

S EZ e T LABH A1 T I5 o
signing_cert_url BFEHEEZRIEBURL,
HE B —IXRIZRIRT EEL .

message

unsubscribe_url

timestamp

HTTP(S)#EXiBEBAFFIII T :
{

"signature": "ViE96uGbBkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORye0/EuQ/gLC1UIXwvUsgbUCPNnBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTe0gCFT068Zru70K6w9aQaY44mXnN3OWGmMBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMal0PPQ30QzGYDOMtzgDZi12m8jMTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SpMH3+qC6RZhETA2A==",

"topic_urn": "urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "Notification",

"message": "{\"enterpriseProjectId\": \"0\", \"eventTime\": \"2019-08-12 22:40:55.040632\",
\"chargingMode\": \"postPaid\", \"cloudserviceType\": \"hws.service.type.bandwidth\", \"eventType\": 1,
\"regionld\": \"region01\", \"tenantld\": \"057eefe55400d2742f8cc0017870ceef\", \"resourceType\":
\"hws.resource.type.bandwidth\", \"resourceSpecCode\": \"19_bgp\", \"resourceSize\": 10, \"resourceld\":
\"e091f1b1-08ef-4e2b-a27e-f85e4c19026a\", \"resouceSizeMeasureld\": 15, \"resourceName\":
\"elbauto_2019_08_13_06_40_46\"}",

"unsubscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:
653e212a43884f7188cab656c537e31ce",

"signing_cert_url": "https://console.xxx.com/smn/
SMN_region01_b3974c411807498bb532b3cd6cd65d91.pem",

"timestamp": "2019-08-12T722:40:56Z2"

}
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HTTP(S)BUE T RiH 2 RIS

HTTP(S)lTlﬁﬂéglﬁ'ﬁHy“ﬁijlﬂﬁﬁlAE , BIRBWEISMNEXREUEITIFBIANER, T
SHHAHTTP Content(S2., BRJSONE, ERFESHIBINFEA-5F.

& A-5 HTTP(S)BUEITIE B ARSI S 20503

2 L]

type JHEZEAY, UnsubscribeConfirmation,

signature BEER.
BE2FERBEIEmessage, message_id, subscribe_url,
timestamp, topic_urnftype EAFEZEERLE, BN
REEHEES

topic_urn FHWE—IRR, FpSNERIER.

message_id HEE—RIR

signature_version FEBHRAEE, BRIRV1.

message EUEIT A B 2 A0EIA

subscribe_url BRI AEEIBERIURL,

signing_cert_url BFEHEEZRIEBURL,

timestamp HES IR AIEAIRTE)E .

HTTP(S)H)Z‘%H@ HERBINT

"signature": "ViE96uGbBKkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORye0/EuQ/gLC1UIXwvUsgbUCPNnBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTeOgCFT068Zru70K6w9aQaY44mXnN3OWGmBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMal0PPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SpMH3+qC6RzhETA2A==",

"topic_urn": "urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "UnsubscribeConfirmation",

"message": "{\"enterpriseProjectld\": \"0\", \"eventTime\": \"2019-08-12 22:40:55.040632\",
\"chargingMode\": \"postPaid\", \"cloudserviceType\": \"hws.service.type.bandwidth\", \"eventType\": 1,
\"regionld\": \"region01\", \"tenantld\": \"057eefe55400d2742f8cc0017870ceef\", \"resourceType\":
\"hws.resource.type.bandwidth\", \"resourceSpecCode\": \"19_bgp\", \"resourceSize\": 10, \"resourceld\":
\"e091f1b1-08ef-4e2b-a27e-f85e4c19026a\", \"resouceSizeMeasureld\": 15, \"resourceName\":
\"elbauto_2019_08_13_06_40_46\"}",

"subscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:
653e212a43884f7188cab656c537e31ce",

"signing_cert_url": "https://console.xxx.com/smn/
SMN_region01_b3974c411807498bb532b3cd6cd65d91.pem",

"timestamp": "2019-08-12T22:40:56Z"

}
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A.6.3 RISHRER
IRERR

ATHRFREZE, RETHEA. BUEITRMBERIZRINE, BRI FEY
SMN&ZIXRTH R TIEE, HEXBEFEITIMAERE . BXESFEGHEITREH
Bo EASMNBEEFRIER, EFUBEEZREIEERNGESE

BAFTER
IESMNAEAIHTTP(S)BREGTHIZAN T -

1. SMNERIBELET SRWHIHTTPER., [FREAPXBIVE-EEEHITERN
iE, BRI ERERESENEEERENERREREE.

2. BIEHTTPEEHAYsigning_cert_urBREGEPRAFAIMELL, @i iz UREGIEE RN
B, FEERX509IEH,

AR
TEOEBABHRIAERREHTTPSIER, HBEIE FHHHEIRSS [ANEBRIER .
3. MXS09IERHIEIAE, ATFRIEKEEBAIRTEEMTEMY
4. HMEHEEE, BREEEtypeXINANE, FREAEBEENARRIESZIE
BIIELR .
5. BIEBERFHH. BERPIRENNER, FHRERFERAR. 83—
5—17, 8—NMEL—1T, BATNAEEZRASITIT—1T.

SEHBEANEZREER
1. BEEM
- HEBMREELITE, iRsubjecthz, NARSE58S:

message
message_id
subject
timestamp
topic_urn
type

- —HERENERNERREERTRANT:
AR
B-MRE—T, 8—MEL—1T, BPAXYNAYEEZERSTHT—1T.

message
My test message

message_id

88c726942175432bac921eafd0036163

subject

demo

timestamp

2016-08-15T07:29:16Z

topic_urn
urn:smn:regionld:74dc9e44d0cc4573adfce91cdfdd3bad:xxxx
type

Notification

2. iTHMSARIEGEITI
- TEMATIEGEITARE S RE AL TR

message
message_id
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subscribe_url
timestamp
topic_urn
type

- —MTEEARE R B RREIN TR
[MERTY:
B—MEA—1T, B—MES—1T, BFANNAEEZRMTGTHT—T.

message

You are invited to subscribe to topic:
urn:smn:regionld:d91989905b8449b896f3a4f0ad57222d:demo. To confirm this subscription,
Please visit the following SubscribeURL in this message.

message_id

def5c309cbff44d5a870787ed937edf8

subscribe_url
https://ipitilt/smn/subscription/confirm?region_id&token&topic_urn:demo
timestamp

2016-08-15T07:29:16Z

topic_urn

urn:smn:regionld:d91989905b8449b896f3a4f0ad57222d:demo

type

SubscriptionConfirmation

A.6.4 =BICHS

IIEHEREAE%, Hesigning_cert_url, signature2M “HTTPSHERER” #Eik

ERR9(E, messageMHFEIHBRIZAREE. I ATOIRE, XHSE,

private static void isMessageValid(String signing_cert_url,
String signature, Map<String, String> message) {
InputStream in = null;
try {
URL url = new URL(signing_cert_url);
in = url.openStream();
CertificateFactory cf = CertificateFactory.getinstance("X.509");
X509Certificate cert = (X509Certificate) cf.generateCertificate(in);
Signature sig = Signature.getinstance(cert.getSigAlgName());
sig.initVerify(cert.getPublicKey());
sig.update(buildSignMessage (message).getBytes("UTF-8"));
byte[] sigByte = Base64.getDecoder().decode(signature);
if (sig.verify(sigByte)) {
System.out.println("Verify success");
}else {
System.out.println("Verify failed");

} catch (Exception e) {
throw new SecurityException("Verify method failed.", e);
} finally {
if (in!=null) {
try {
in.close();
} catch (IOException e) {
e.printStackTrace();
}
}
}
}

(11 588
f#FH)ava 8 IRALITHIFEF, SLMERSE=7jarBcommons-codec jarif#{TBase64f#T .

Fig LiRBEETESRY byte[] sigByte = Base64.getDecoder().decode(signature);"iE%EE g
"byte[] sigByte = Base64.decodeBase64(signature);” .

HMERIN S ARREINE

E7S
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private static String buildSignMessage(Map<String,String> msg) {
String type = msg.get("type");
String message = null;
if ("Notification".equals(type)){
message = buildNotificationMessage(msg);
} else if ("SubscriptionConfirmation".equals(type) ||
"UnsubscribeConfirmation".equals(type)){
message = buildSubscriptionMessage(msg);
}
return message;

}

private static String buildSubscriptionMessage(Map<String, String> msg) {
String stringMessage = "message\n";
stringMessage += msg.get("message") + "\n";
stringMessage += "message_id\n";
stringMessage += msg.get("message_id") + "\n";
stringMessage += "subscribe_url\n";
stringMessage += msg.get("subscribe_url") + "\n";
stringMessage += "timestamp\n";
stringMessage += msg.get("timestamp") + "\n";
stringMessage += "topic_urn\n";
stringMessage += msg.get("topic_urn") + "\n";
stringMessage += "type\n";
stringMessage += msg.get("type") + "\n";
return stringMessage;

}
private String buildNotificationMessage(Map<String, Object> msg)

String stringMessage = "message\n";
stringMessage += msg.get("message").toString() + "\n";
stringMessage += "message_id\n";
stringMessage += msg.get("message_id").toString() + "\n";
if (msg.get("subject") != null){

stringMessage += "subject\n";

stringMessage += msg.get("subject").toString() + "\n";
}
stringMessage += "timestamp\n";
stringMessage += msg.get("timestamp").toString() + "\n";
stringMessage += "topic_urn\n";
stringMessage += msg.get("topic_urn").toString() + "\n";
stringMessage += "type\n";
stringMessage += msg.get("type").toString() + "\n";
return stringMessage;
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