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me
upstream_status String R SiRARSS SSAYIEAZES
upstream_connect_tim | String R EImIRSS ERERZ AR
e
upstream_header_tim | String R EIWRARSS sHEEISE— MR
e TIHIAERT .
bind_ip String RS |ZEER 1P,
engine_id String FRRS 2R E— R,
time_iso8601 Date tRREZRY 15O 8601 FEUATE,
sni String FRIRIEIE SNI ERAYEE o
tls_version String FRIREEIZ SSL EZAIMYARA o
ssl_curves String FRRE Fin sz iFa0RL5 %R
ssl_session_reused String R SSL SIEREBWER.
e EER: v
o REAH: .
process_time String FRIRE | Z2R9G N AR
x_forwarded_for String ﬁﬁ,‘:ﬁ%ﬁ?%':':' X-Forwarded-For B9
Ho
cdn_src_ip String FRIRIERLH Cdn-Src-lp BIAS -
x_real_ip String FrRiRigskskdh X-Real-1p BIAS -

sec-obs-access
SR FEIRSZ A0 HEFRS A TErR:

£ 11-34 sec-obs-access

FER et FEREX
srcip String V5ialobsAYiRip
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srcport String 51lobsAYIRIRA -
logtime Date HEICRAYE,
ces_log_version String AEBIEKAV0, VORIERCESHITH
&, VIiERCESHITHZE.
request_start_time String IR FHRATE
ctx_request_id String 15KID, BERIRERAIME—IRR,
request_method String 15KT5i% (get/post)
remote_ip String Z ikl PiwE o
operation String 1R{EEEY, WNGET.OBJECT,
bucket_name String Ba.
object_name String WRE (MXHE) .
query_string String Bkquery,
http_status String httpis=IASES, 40200,
content_length String BRABKE.
user_agent String EFimagent,
storage_class String RIFHESEE,
user_name String BREBPBIR,
user_id String BXEHRPID,
domain_name String BREWKSEIR,
domain_id String BEREWSID,
project_id String BEREMBID,
owner_domain_name | String FaownerfBFZ#R.
owner_domain_id String ¥aownerfBFID,
owner_project_id String fEownerImHID,
transmission_type String [ ESich
o 1: AN
o 2: K
scheme String MIZE MY o
http_version String httphR 7S o
host String fR53obsiE A .
port String w6
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auth_v2_v4 String ENBER.
host_type String waBER.
x_forwarded_for String RIEBZEFimlP,
pub_bkt String A RERBIOE,
pub_obj String EANEZIBETR.
website_req String B EAwebsiteidEK .
crr_req String EE5HcmEK.
batch_delete_success_ | String MBI S
count

ctc_log_urn String ZFit,

requester String KRS,
is_over_write String EONEES,
error_code String BIRER .
detail_error_code String FHEIRER .
request_content_type | String IERXIZRER
request_content_md5 | String BRITRmMd5,
total_bytes_received String EKEINBERE,
response_content_typ | String B VRSE-ESic

e

total_bytes_sent String EBIERNE DN SL+NE S BODY{E
referrer String 51X,
index_read_count String BT EIERATIE
persistence_read_coun | String EEUERYREL

t

vpc_id String RIERE FimFrERIVPCID,
access_with_security_t | String {&EFsts token,
oken

copy_size String copy_size,
vpcep_traffic String TEEP

access_key String ako
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sec-nip-attack

IPSKE SRR E A R

Z 11-35 sec-nip-attack

FEB Ry FEEX

Syslogld String HEFS.

Vsys String RIRZFZFR,.

Policy String ZERIEEIR,

Srclp String HRSZAYIRIPHELE

Dstlp String 2RI BRYIPHEE

SrcPort String RZARRO (IFFICMPIRSZ, iZ=FER
H0) .

DstPort String RXAERIRO (XJFFICMPIRY , iZ=F
E&H0) .

SrcZone String RXRZ 2 .

DstZone String RMBYEZ SIS

User String HPZ.

Protocol String F2MERIRSZ BN o

Application String BRNEIRHRM TR A

Profile String B BRI TR

SignName String TANER,

Signld String FHARIID,

EventNum String BEFHEIANFE, 2F3AHFREES
FRER BEAHFRMRAE, ~RE
JFFHNI1,

Target String BT AT NRRIM FTILERINTSR . BIK
BT
o server: EHEXRIRS R
o client: EHEWFAE iR,
e both: EHEXNRAIRSZIHIIE i

Severity String BRI NARM &R IHRI™E
. BARERNT:
e information: F¥REEMHIER.
o low: FRRTEEMNRK.
e medium: FRTEEMERF,
e high: ¥REEMAS.
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sec-iam-audit

=B i) FREX
Os String B2 MAR S I EHIIRIER 5
BARERIT:
o all: FIEES
e android: ¥HERS.
o ios: ERRF,
e unix-like: Unix&%,
e windows: WindowsZ%t .
e other: HfttER%,
Category String B A NRNAR S B TEAFE PR B R
a3
Action String FR2ME,
o alert: FEAMEREFE,
o block: ®ZnNEAFERT.
Reference String BEHNSEER.
Extend String 1BiRIET FRYBNIEFES o
F—BHIANLERITESFRE XU THAR:
& 11-36 sec-iam-audit
FEB it FRAX
uid String FBFid.
un String BFR&.
did String fAFid,
dn String HFE,
src String BKIEE,
opl String BRAERS
op String BREZREY,
res String IAMBRSZERER .
ter String Eipo
dtl String iamINIEERS
tn Date RERTE,
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FB it FREX

ts Long iamiRSSIERANA LB .

tid String

evnt String

tobj String REIRSS -

sec-hss-vul
FHiREIHERF RS A FhR:
£ 11-37 sec-hss-vul

FB it FREX

agentUuid String agentfyuUID,

alarmCsn String £EUUID, masterdpfEsEEad
BEHNAERK -

alarmKey String FEXREF, WTFEE, HpE
f&agent LIRAYEEmsg_id; X3
FiRiE, Hmasterdrk.

alarmVersion String agenthk A=,

occurTime Int64 TREEATE (ms) .

severity Int32 HSSTEX BYmRAEFER -

hostUuid String SEMMENLUUID,

hostName String SEMENSZ .

hostlp String S ENIBEIP.

ipList String S ENIPHIZE,

cloudld String cloudagent sn,

region String S ENETEX

projectld String =2 fEFID,

enterpriseProjectld String S aEIFEFID,

appendinfo Object mEFES.

appendinfo vulld String mEAEHEID,
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type Int32 ImEsEE
e 0: linux
e 1: windows
e 2: webcms
repairNecessit | Int32 REAEELENR .
y o 1: K&
e 2&3: HAfg
o 4 Bfg
status Int32 RBFE.
cve_ids String CVE D%, BEEIIESIE
.
url String REFIEEMEHE
vulNameEn String IRIERIM A .
vulNameCn String IR E
severityLevel | String mERERR, DHMTER:
e C(Critical: ™&
e High: &
e Medium:
e Low: K
descriptionEn | String IR AR
descriptionCn | String IR AR
solutionEn String FRIR T3 IR
solutionCn String FRIR T3 IR
repairCmd String BEHm<.
needBoot Int32 EhnEEn, SRBAl, 8
INENzEN
errorinfo String EEXWRE
appName String FEREIZRESE (linuxiEE
55) .
version String FEREAVZAEMRA (linuxils
g ) .
createTime Int64 BELRIEATE (ms) .
updateTime | Int64 mEEERtE (ms) ; ¥IaE
[EcreateTime,

M #%hRA 05 (2025-01-20) AR © AR ERABIRAS 199



RERMN

PR 1 BHEE
FB it FREX
agentld String XBtEHagentAJUUID,
projectld String Z2/mfEFID,
sec-hss-alarm
FHNZEEEREFRE MU TFR:
# 11-38 sec-hss-alarm
FB - i) FERaX
agentUuid String agentfJuUID,
alarmCsn String ZUUID,
alarmKey String ExEE, WFEE, Hans
1§agentJ:}EE’J{ =2msg_id; Xt
FiRiE, Hmasterdrk.
alarmVersion String agenthR A=,
occurTime Long EHRERTE (ms) o
severity Long XIBEZEL .
hostUuid String ZE@EHUUID,
hostName String ZNENZ
hostlp String SR ENEEIP,
ipList String SENIENIPHIZE,
cloudld String cloudagent sn,
region String S mETEX .
projectld String ZlmFEFID,
enterpriseProjectld String S FEFID,
appendinfo Object HFEFB.
appendInf | agent_id String AGENT ID,
© version String EHIRA
container_name String HEEID (BRLEWS)
image_name String BRGEWN (BRLEWH=R) -
event_id String E={*ID, GUID,
event_name String EHZR,
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event_classid String EHHE—IRR,.
occur_time Long AERTE () o
recent_time Long BE—RRERE (7))
event_category Integer BHKRE,
event_type Integer EHE,
event_count Integer EHEREL
severity Integer BRI
attack_phase Integer WEMER o
attack_tag Integer WEHRR,
confidence Integer BEE.
action Integer o{EZREY,
detect_module String SRR ,
report_source String LiRiE,
related_events String HEESHEID,
resource_info Object RRER.
network_info Object MEEE
app_info Object NBER.
system_info Object EFEE,
process_info list HEER.
user_info list BFREER,
file_info list XIHER
geo_info Object HIBEE,
malware_info Object EEHEE,
forensic_info String EUEFES .
recommendation String =TIV
extend_info String EHTRERER.
resource_i | project_id | String InHID,
nfo region_na | String Region&fRo

me

vpc_id String VPCID,
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host_nam | String FHNBFR
e
host_ip String FMNIP,
host_id String FA41ID ( ECSIFRZID ) &
cloud_id String CloudAgent SN,
vm_name | String EHNBZFR
vm_uuid String EH#WLUUID,
container | String Aegid,
_id
image_id | String Bgid,
sys_arch String EFCPULEH,
os_bit String BIERFIE
os_type String RIERSGEE,
os_name | String BERFZZIR.
os_versio | String BRERFRRA
n

network_i | local_add | String Atttk

nfo ress
local_port | Integer Aitim o
remote_a | String hEhE
ddress
remote_p | Integer poae =i M
ort
src_ip String JEIP,
src_port Integer TRim o
src_domai | String R
n
dest_ip String BHIIP,
dest_port | Integer Bi9ixO .
dgst_dom String E]:pas
ain
protocol | String 1713V
ap lp_proto String MBI
co
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flow_direc | String MEAME,
tion

app_info | sql String PATRIsqUED -
domain_n | String DNSiz4Z .
ame
url_path String URLEERR,
url_meth | String URLF%E.
od
req_refer | String URLiEkrefer5E
email_sub | String BB,
ject
email_sen | String B AIXE o
der
email_rec | String BRI o
eiver
email_key | String eSS =N
word

process_in | process_n | String HIERR.

fo ame
process_p | String HESHIERER
ath
process_pi | Integer Higid,
d
process_ui | Integer HERRFId,
d
process_u | String IETIHERIERA
sername
process_c | String HEX ST,
mdline
process_fi | String HREMEFE
lename
process_st | Long HIZEEATE .
art_time
process_gi | Integer HIZAHID,
d
process_e | Integer HEBMEEID,
gid

MAERARAS 05 (2025-01-20)

WRIERE © EARITERARERAF

203



RERMN

PR 1 EHEE

FE i) FREX
process_e | Integer HEBMARFID,
uid
parent_pr | String RIFFEEIR,
ocess_na
me
parent_pr | String SOHFEIHERR
ocess_pat
h
parent_pr | Integer RiHFgid,o
ocess_pid
parent_pr | Integer RHERFId,
ocess_uid
parent_pr | String RHEX a5 L1To
ocess_cm
dline
parent_pr | String RS
ocess_file
name
parent_pr | Long RHEBRATE .
ocess_star
t_time
parent_pr | Integer AHFRAID,
ocess_gid
parent_pr | Integer IFFEEREAEID,
ocess_egi
d
parent_pr | Integer RiFFFEMAEFID,
ocess_eui
d
child_proc | String FHEBIR,
ess_name
child_proc | String FHENHERR o
ess_path
child_proc | Integer FiHZid,
ess_pid
child_proc | Integer FHIEARI,
ess_uid
child_proc | String FHEH ST,
ess_cmdli
ne
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child_proc | String FHEXHE
ess_filena
me
child_proc | Long FHIEEEIATE
ess_start_
time

child_proc | Integer FHFE4RID,

ess_gid
child_proc | Integer FIHIEBAID,
ess_egid
child_proc | Integer FHEEEMERFID,
ess_euid
virt_.emd | String B ER< .
virt_proce | String EHMCHIEEZ TR
ss_name
escape String el S s W
mode
escape String YR EHRITHISS .
cmd

user_info | user_id Integer FBRFuid,

user_gid | Integer FHFgid,
user_nam | String FHARFP&R,

e

user_grou | String FAFHEER,
p_name

user_hom | String HAFhomeB =,
e_dir

login_ip | String BREXip.
service_ty | String TRAVPRSZ KB,
pe

service_p | Integer BRIRSImO
ort

login_mo | String ExA.

de

login_last | Long BAFR&R—XERITE,
time
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login_fail_ | Integer BREREBUXE
count
pwd_hash | String <hash,
pwd_with | String EZHEENOS,
_fuzzing
pwd_used | Integer EIBERIRE .
_days
pwd_min_ | Integer AOSHIREEEAR
days
pwd_max | Integer ASRISRKBIHAR
_days
pwd_war | Integer AOSTRATIRRIEZERE
n_left_day
s
file_info | file_path | String MAFERIZR /AR
file_alias | String XHRIE .
file_size Integer K
file_mtim | Long Mt ERfe—IRIEKATE]
e
file_atime | Long Y RE—RGIERE .
file_ctime | Long X afE—IRARS AT 8] o
file_hash | String M {4hash,
file_md5 | String 3 {#md5.,
file_sha25 | String Y {%sha256,
6
file_type | String SR,
file_conte | String XHHRB
nt
file_attr | String Xz
file_opera | String SCIHRESREL,
tion
file_chang | String THERIENEME.
e_attr
file_new_ | String SRR
path
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file_desc | String AR
file_key w | String XX HEF
ord
is_dir Boolean =58=.
fd_info String XIEARER .
fd_count | Integer XFaREE,

forensic_i | monitor_ | String WAz,
nfo process
escape_m | String el J s W
ode
abnormal | String SEiwO.
_port
geo_info | src_countr | String BEZR .
y
src_city String TR o
src_latitu | Long BEE,
de
src_longit | Long BEE,
ude
dest_coun | String BHER.,
try
dest_city | String SR N
dest_latit | Long BHIEE
ude
dest_longi | Long BEE,
tude
malware_ | malware_ | String TR
info family
malware_ | String R,
class
system_in | pwd_valid | Boolean ASERERER.
fo
pwd_min_ | Integer A$KE,
len
pwd_digit | Integer SHYFEK,
_credit
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pwd_upp | Integer ASHKREFH,
ercase_let
ter
pwd_lowe | Integer ASHNEFH,
rcase_lett
er
pwd_speci | Integer ASHISHRFR .
al_charact
ers
extend_in | hit_rule String FEAEm
fo
rule_nam | String MNEFR,
e
rulesetna | String MNEEZ TR
me
report_ty | String LiREEZEEY,
pe
ti_info ti_source | String TBEIRFIR .
ti_class String BlRD 2.
ti_threat_ | String TEIREANZRE
type
ti_first_ti | Long F—Ix A IETE] .
me
ti_last_ti | Long I —IR & IATIE]
me
sec-hss-log
FZeBEFEE NN THAR:
Z 11-39 sec-hss-log
FE il FERAEX
agentUuid String agentgJuuUID,
alarmCsn String HZUUID,
alarmKey String FEXREF ., WTFEE, HE
f&agent LIRAYEEmsg_id; X
FimiE, Hmasterdrt.
alarmVersion String agenthk A=,
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occurTime Long EHRERTE (ms)
severity Long XIBEZEL .
hostUuid String ZEM@ENLUUID,
hostName String SNENZ
hostlp String S ENBEIP,
ipList String S mENIPHIER,
cloudld String cloudagent sn,
region String S METEX .
projectld String S ImFEFID,
enterpriseProjectld String S EFID,
appendinfo Object HFEFB.
appendInf | agent_id String AGENT ID,
© version String EHRA
container_name String HEEID (BRLEWS) o
image_name String BERER (SRLEWS) .
event_id String =E/%ID, GUID,
event_name String EHBIR,
event_classid String EHE—RR,.
occur_time Long RERTE (B) .
recent_time Long —RERERE (F) .
event_category Integer BHRE,
event_type Integer =L it
event_count Integer HHRE .
severity Integer BRI
attack_phase Integer WHEER
attack_tag Integer WERH .
confidence Integer BEE.
action Integer E{EREL,
detect_module String SRR ,
report_source String HRIE,
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related_events String HBXEEHID,
resource_info Object BRER.
network_info Object MBREE.
app_info Object NAEE,
system_info Object AFEE,
process_info list HIZEER,
user_info list BRPEE,
file_info list XHER,
geo_info Object HIRER.
malware_info Object TERHER.
forensic_info String BGIE=FES .
recommendation String BTN .
extend_info String FHTRBEE,
resource_i | project_id | String IRHID,
nfo region_na | String RegionZ R,

me

vpc_id String VPCID,

host_nam | String FHBER,

e

host_ip String FEHIP,

host_id String FEHID (ECSIIRIID ) &

cloud_id String CloudAgent SN,

vm_name | String EHNBATR,

vm_uuid | String REFANUUID,

container | String Begid,

_id

image_id | String HBiRido

sys_arch | String R GCPUZEY,

os_bit String BIERFNE

os_type | String IBRIERGREL,

os_name | String BIERZZIR,
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os_versio | String BIERGhRA
n

network_i | local_add | String Attt
nfo ress
local_port | Integer AteiwO o
remote_a | String AL
ddress
remote_p | Integer PV =T I
ort
src_ip String IRIP,
src_port Integer RO .
src_domai | String NEIEN
n
dest_ip String BHIP,
dest_port | Integer BH%imE .
dest_dom | String BHaYE .
ain
protocol | String Yo
app_proto | String MR
col
flow_direc | String mEAME,
tion
app_info | sql String H1TAY9sqiBT .
domain_n | String DNSizZ .
ame
url_path | String URLEE=E .
url_meth | String URLAE,
od
req_refer | String URLigXKrefer58 .
email_sub | String mp{EEERR
ject
email_sen | String B AIEE o
der
email_rec | String BRI o
eiver
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email_key | String B S 2c
word

process_in | process_n | String HEBRR,

fo ame
process_p | String HIENHI’R
ath
process_pi | Integer Hi2id,
d
process_ui | Integer HEAFId,
d
process_u | String ETHENAFS.
sername
process_c | String HEEX R ST1T.
mdline
process_fi | String HENXHE
lename
process_st | Long B2 hRTE]
art_time
process_gi | Integer HF24AID,
d
process_e | Integer HEBAID,
gid
process_e | Integer HEBMARFID,
uid
parent_pr | String RIFHFEBIR,
ocess_na
me
parent_pr | String SOHFEIHERR
ocess_pat
h
parent_pr | Integer RiHFgid,o
ocess_pid
parent_pr | Integer AR,
ocess_uid
parent_pr | String RHFEM 21T
ocess_cm
dline
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parent_pr | String SRR E
ocess_file
name
parent_pr | Long RHER AT E .
ocess_star
t_time
parent_pr | Integer SHFZAHID
ocess_gid
parent_pr | Integer RIHEBFEAEID,
ocess_egi
d
parent_pr | Integer RiFFZEVAEFID,
ocess_eui
d
child_proc | String FHEBR,
ess_name
child_proc | String FIHIEHIRIR o
ess_path
child_proc | Integer FiHEgd,
ess_pid
child_proc | Integer FHERFId,
ess_uid
child_proc | String FHEXHBL1T.
ess_cmdli
ne
child_proc | String FHEXHSZ
ess_filena
me
child_proc | Long FHIEEENATE
ess_start_
time
child_proc | Integer FHFE4AID,
ess_gid
child_proc | Integer FHEBWAID,
ess_egid
child_proc | Integer FHEBYEBRFID,
ess_euid
virt_cmd | String Eiltas,
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virt_proce | String EHMEHIZZIR,
ss_name
escape String el J Y s
mode
escape String WREHITISS .
cmd
user_info | user_id Integer FAFuid,
user_gid Integer ARFgid,
user_nam | String BR&IR,
e
user_grou | String FBRBRFR,
p_name
user_hom | String AFhomeBEZ,
e_dir
login_ip String BRPZFip,
service_ty | String BERIIRSEE,
pe
service_p | Integer BERRS O
ort
login_mo | String BxHo
de
login_last | Long BR&RE—RERE,
time
login_fail_ | Integer BAREFEMIRE
count
pwd_hash | String H<hash,
pwd_with | String EZHIEENOS,
_fuzzing
pwd_used | Integer ZI{ERERIREL
_days
pwd_min_ | Integer SHIREEEAR
days
pwd_max | Integer ASRIRKBREAR
_days
pwd_war | Integer STHIHRRISZEXE
n_left_day
s
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file_info | file_path | String MAFIRIZ/BATR
file_alias | String XHR1E .
file_size Integer KN
file_mtim | Long Nt ERE—RIESATE
e
file_atime | Long MR E—IRIAIERTE .
file_ctime | Long M EE—IRIRS N ZERT 8],
file_hash | String Y {#hash,
file_md5 | String {#Emd5,
file_sha25 | String N {#sha256,
6
file_type | String ISR,
file_conte | String XHHAB
nt
file_attr | String Xt
file_opera | String SCHRIESREL,
tion
file_chang | String TEENENE.
e_attr
file_new_ | String SRR
path
file_desc | String AR
file_key_w | String R ET
ord
is_dir Boolean =aHER.
fd_info String MHETRER
fd_count | Integer NEBREE
forensic_i | monitor_ | String BIEHE,
nfo process
escape_m | String ol LY s
ode
abnormal | String SEiwO.
_port
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geo_info | src_countr | String RE=R .
y
src_city String TR
src_latitu | Long TREE .
de
src_longit | Long RZE .,
ude
dest_coun | String BHEZR.
try
dest_city | String BRI .
dest_latit | Long BHSE,
ude
dest_longi | Long HHNZE,
tude
malware_ | malware_ | String oY=
info family
malware_ | String RSS2,
class
system_in | pwd_valid | Boolean SERZETEN.
fo
pwd_min_ | Integer SKE,
len
pwd_digit | Integer ASHHFERK,
_credit
pwd_upp | Integer ASHKREFH,
ercase_let
ter
pwd_lowe | Integer SHNEFH,
rcase_lett
er
pwd_speci | Integer O 4ER=FERT o
al_charact
ers
extend_in | hit_rule String FAERLNY o
fo
rule_nam | String MNZFR,
e
rulesetna | String MM EERZFR
me
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PR 1 EHEE
FB it FREX
report_ty | String FiREUESEE,
pe
ti_info ti_source | String BRI
ti_class String BRDZE
ti_threat_ | String BRI ZEE .
type
ti_first_ti | Long E—IXEMATE,
me
ti_last_ti | Long RIE—IXZIATE
me
sec-ddos-attack
DDoSKEHEFERE XA RFR:
2 11-40 sec-ddos-attack
FEB it FREX
log_type String TRE,
time Date A HBRTIE] .
device_ip String ”&EIP,
device_type String REEER (&% CLEAN; #N:
DETECT) »
direction String HzEAE (inbound, outbound) o
zone_id String FHPITRID,
zone_name String PRI REFR
zone_ip String IP,
biz_id String 521D,
is_deszone String EEMERE (£ true; &:
false ) .
is_ipLocation String EEHHHYERE (2 true, &:
false ) o
ipLocation_id String HIB(IEID,
total_pps String Sppse
total_kbps String S Kbps,
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FB it FREX

tcp_pps String 2 BFRRYTCPREERpps.,
tcp_kbps String 2 BFRRITCP i EKbps
tcpfrag_pps String 2 BAREOTCPRE R BIE = pps.
tcpfrag_kbps String Z| BFRAYTCPRE /iEKbpso
udp_pps String 2| BfRRIUDPEBIE=Rpps .
udp_kbps String 2 BFRRYUDPEEKbps
udpfrag_pps String ZBFRAYUDPHE H E1E=pps.,
udpfrag_kbps String ZIB+r89UDPRE HiRREKbpso
icmp_pps String B BrAICMPEBE=Rpps,
icmp_kbps String B BrAYICMPEREKDbps,
other_pps String FB#rA90ther S BE=Rpps.,
other_kbps String FB#rA90ther 2R EKbps,
syn_pps String ZEARAYSYNIR ST .

synack_pps String Z BFRAYSYN/ACKIR S pps o
ack_pps String F BARAIACKIRSIEpps -
finrst_pps String F BFRAYFIN/RstR S Hpps o
http_pps String EBfRRIHT TP EIEZpps.,
http_kbps String | SEaN:) HTTPE'\miEEKbps o
http_get_pps String FBRAIHTTPIER B &IEZpps
https_pps String 3 BEARHTTPS S B E=pps
https_kbps String ZBFRAHTTPS 2578 Kbps.
dns_request_pps String 3 B#rU53DNS QueryBliE=Rpps .,
dns_request_kbps String 3 B#rU53DNS QuerySii&EKbps,
dns_reply_pps String F Bl 53DNS ReplyBiE=Rpps .
dns_reply_kbps String F BRIl S3DNS ReplyZi&EKbps.
sip_invite_pps String 3 Birl S SIPEIERpps.
sip_invite_kbps String 2B SSSIPRREKbps.
tcp_increase_con String E BirAtcp B FIBIEEH ST
udp_increase_con String 2 Bfrudp BRI EiEE st
icmp_increase_con String I Btriemp B IRERIERERLT .
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PR 1 BHEE
FER i FEREX
other_increase_con String Z| BfraothertM SR FRIERZH SR

it

tcp_concur_con String B Bira0tcpHRIEEH ST
udp_concur_con String B BiraudpHREE# ST -
icmp_concur_con String B Bira0icmpH RIEEH AT
other_concur_con String F Bfra%othertMY F RIEZH ST -
total_average_pps String 2 BfrRIFrE R ERNF1apps.
total_average_kbps String 2 BRI ERE09FKbps .

sec-cts-audit
=HITIRS AEFERES IR

2% 11-41 sec-cts-audit

FE ERY FERaAaX

time Date EBHRERTE., LASERERE (KRB
EHEGSRTEINSE X ) TR
~, Fla0: 2022/11/08 11:24:04 GMT
+08:00,

user Object RERIENERFER .

request Object REIERAA

response Object RENMEARE.

service_type String BERR

resource_type String RIRSEE,

resource_name String HBEER.

resource_id String RIRRIE—IRIR

source_ip String REARRZENBFIIP, MIRARFER
B, WA=,

trace_name String BRIEBR,
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FBF{Em 1 BiEE
FB S FREX
trace_rating String BIFEHER, DHUTER:

e normal: EARKXIEIERIN,
e warning: NEAKIRIELK

e incident: URARIR(F5|E LK
WEFERIER, LINRIERT =
PEE R S HEFREIR .

trace_type String RIEZEE, DRLUTIUM:
e ConsoleAction: FREITERIEHES
PATRORIE
e SystemAction: FREFREBHLARY
RME
e ApiCall: FRFBEApiGatewayfitiAk
HIRIE

e ObsSDK: F/REIZIEROBS 124tHY
SDK i & HI*=FOBSHHEIEFIRIE

e Others: FRIEZEEIT “ObsSDK”
i & HIZ T OBSHEIERHIIRIE.

api_version String EIRERBERN RS BIAPIRAS o

message Object JEER

record_time Long ICRIRERIATE, FRBXATEE.

trace_id String REREE—IR R

code Integer E(thttpiR[ERS, 5140200, 400,

request_id String IERARIERAIrequest id,

location_info String ICRNXEKRTEE, DREMTEE
RUHEENER .

endpoint String ZIREIP R = RIRERF B ERY
endpoint,

resource_url String ZIREP R =R EF B REAGD 5
# (A&endpoint) ,

user_agent String OBStFHEX<IR{EHIEObsSDKA T IE AT
AUIRIEREL,

content_length Long OBSHREXIRERIERBEANEKE,

total_time Long OBSHEIE IR EFIEKAIIE R ATIE]

sec-cfw-risk
EIEK B EE M HEFERES A FFR:

SASRRS 05 (2025-01-20) WA © EARUERABIRAE 220



RERN
5z =12

1 s

2% 11-42 sec-cfw-risk

FER

KE

FREX

event_time

Date

MR RATE] .

action

String

=P XIESHRIAYNE R EE o
e permit: BT
e deny: [HHER

app

String

AR,

attack_rule

String

& RIBH RN o

attack_rule_id

String

&N BERIBAEIRIIDS

attack_type

String

REWERIZEE:
e Vulnerability Exploit Attack: @I
&

e Vulnerability Scan: JEiEHH

e Trojan: ADEKS

e Worm: IEHiHS

e Phishing: WBHEIEH

e Web Attack: WebXd

e Application DDoS: DDoSKH

e Buffer Overflow: & HMXiHHKE

e Password Attack: ZB4E

o Mail: HBHHEXRZEEIRIKEITH

o Access Control: ifjalis#l{T

e Hacking Tool: EXTH

e Hijacking: ##FTH

e Protocol Exception: fZEFEIMNY

e Spam: TFTELIRMME

e Spyware: fF{E/ENEIRG

e DDoS Flood: DDoS;Z#tIfd

e Suspicious DNS Activity: BJZEDNS
Mt

e Other Suspicious Behavior: Eftha]
REITH

dst_ip

String

BRYIPihLLE

dst_port

String

BimOS .

packet

String

WHEBATRIRREIES .

protocol

String

I ESIE
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1 EEE

FER

FREX

level

E AN E |4 N E=A
e CRITICAL: =&

e HIGH: &

e MIDDLE: &

e LOW: &

source

String

RESNGvG =S Yagiiliba v
o 0: HfitipriH
o 1: EMHT

src_ip

String

JRIPHELIE .

src_port

String

RixOS .

direction

String

MEHME:
e out2in: ANAM
e in2out: HHEME

sec-cfw-flow

mhkiERE A EFRE XA FR:

2 11-43 sec-cfw-flow

FE it FREX

app String RZFE2EEY

dst_ip String BYIPitbiit

dst_port String BrYiwOS,

end_time Date ReERAYE],

protocol String VeSS

to_c_bytes String IRBimEEFinAENFETE
to_c_pkts String IRSSim0%E Fim A IXAIRIE
to_s_bytes String E iR mAIXINF T4
to_s_pkts String RS im0%E Fin A IXAIIRIEL
src_ip String JRIPHBYE

src_port String B =

start_time Date imFHERTE]
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FBFtsr 1 EEE

sec-cfw-block

=k E LS B SRS XA ER:

£ 11-44 sec-cfw-block

FE St FREX
hit_time Date BlE R AERIRTIE .
action String =K RIHINE R E :
e permit: BT
e deny: [HER
app String NFAZEEY,
dst_ip String BAYIPibiLE
dst_port String BiixOS .
protocol String PN EERY
rule_id String A FINAIID,
src_ip String JEIPHEYE
src_port String N =

sec-apig-access

APIMIKI/31E) HEFER S AN R :

2 11-45 sec-apig-access

FB - i) FEREX

region_id String B=.

api_id String APl ID,

body_bytes_sent String IR[E]Body X/,

bytes_sent String EPIREKN,

domain String YN eIz

errorType String 2EHRE (1 #RE) .
http_user_agent String BRPAERR,
http_x_forwarded_for | String X-Forwarded-Forsk
opsuba_api_url String 153KHEJURI,

out_times String WXARERS EBAEREFERT
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sec-dbss-alarm

FB it FREX
remote_addr String TTIRIp o
request_id String 153Kid,
request_length String BMEKRK/N
request_method String HTTPIERT5 %,
request_time String 3IEFERT
scheme String s o
server_protocol String EXRN o
status String K&,
time_local Date B8] .
upstream_addr String TP o
upstream_connect_tim | String umIEERERT .
e
upstream_header_tim | String TimSLFERT o
e
upstream_response_ti | String IR [EIFERT
me
upstream_status String ImIRIARS o
upstream_uri String BREImRAYURI,
user_name String F P projectidgkappid.
DBSSHE HEFERE MU AR:
# 11-46 dbss-alarm
FB it FREX
domain_id String K=ID,
project_id String InHID,
region String region
tenant_vpc_id String FHFBIVPC ID,
tenant_subnet_id String FHFBFMID,
instance_id String SC{EID
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FBFtsr 1 EEE
FB E- St FREX
instance_name String LA,
alarm Object EEWR,
source_type String dbss,
alarm alarm_risk String HEER,

client_ip String ERIP,
database_ip String HiRZESIAIP,
count Long HERH
user_name String HIRERPSZ.
schema String oracle schema,
rule_name String MMZFR o
rule_id String FNWID,
sql_type String SQLITEEY,
sql_result String SQLHITER
db_type String HHERERE,

sec-dsc-alarm

DSCEEBATRIRBFRIREATEEAFAR, BAFMNT:

# 11-47 AK SK ttEE ( aksk_leakage )

FE St FREX
log_type String HERT,
region_id String region,
domain_id String K=I1D,
project_id String InHid,
leakage_ak String AK,
source String R o
find_time String AIETE]
account String IS
file_name String NEZ,
file_suffix String MRS,
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FB it FREX
leakage_user_id String itEFFAFID,
leakage_user_name String tEFHAFE
leakage_domain_id String HEFEKSID,
leakage_domain_nam | String MEFKSE .
e
url String tHEERILLE

7 11-48 [Xp& OBS #8324 (obs_risk )
FB it FREX
log_type String HERXER,
region_id String region,
domain_id String K=ID,
project_id String InHid,
bucket_policy String NFHE/FAERE.
bucket_domain_id String MRFEWSID,
bucket_project_id String WEFRFRBIREID,
bucket_name String HEiR.
file_name String XHBTR,
file_path String IR
risk_level Integer BURNEER o
sensitive_data_type String|[] BURREERE
privacy_detail String DMABRFAEYERRA
file_type String SR,
mimetypes String SRR
rule_list List<Map<Stri | FCECHINIFIER .

ng,String>>

keyword String DB SURREE AN X =
available_zone String HKX,
encrypted String =EmE,
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#F 11-49 HIESURFEREE (db_risk )

FB - i) FEREX

log_type String HEXRT,

region_id String region,

domain_id String K=ID,

project_id String InHid,

vpc_id String VPC ID,

db_instance_type String RDS PUB,

db_instance_id String HIRZELHIID,

db_instance_type String HUREESLAIRE,

db_instance_ip String HYEEESLHIP,

gb_insta nce_domain_i | String HIEELHIFREKSID o

db_instance_project_id | String HUREESLHIFTEIREB D,

db_instance_name String IR ESLHIBFR

db_name String HURERTR

table_name String RAMR,

field_name String FEREMR.

data_type String FEREHERE,

risk_level Integer SRR

sensitive_data_type String[] BUREESREY

privacy_detail String WNEL ¢z

rule_list List<Map<Stri | PLECHRNIFIZR
ng,String>>

keyword String PR SURRE R N K = o

11.5.5 PRIEFRINBESEIEE

BEER
RERMTIFEEADRERREELEE, HEBRRHNMESE.
FEBERNNTRED AR B SR,
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FBFigr 1 BihzE
BIIRSR4

ESREIREN, MR EESNEIRER .
BRIERINE S SRR
SH BREERHAE.

=82 BHRUEALEFR E, EF “LE > ZE2TMN SecMaster” , HAZE=NEER
Mo

B3 EANSHEER “TEZE > ZESE” , FELEZEIERS, BEERITES
HER, HABGTERESERH,

11-72 HEABHF LT aSEERE

KL R ©
==A° d
| [=m) @

TR EENSHEIER “RIINEE > 225 , EARESHRE.

11-73 EALZEHHRE

SRS EEMEE=ESH=F, BERETEER, BAKEEEE, BREEER
R, AREEREEHIERICRRE .,

11-74 EEHIERE

Q|| 159 )

$IR6e WMATHDIMED, REMNEEE, FRE ‘B8/9%H” , BrElntisR.
EEEESMEMRFEEIERSSITEE.
SR SERNEALA TNEE” , EAFESERENHE.
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11-75 imINEE

OHESEEE x| R secapig-acces

TIB8 EESZEMER, SHIRBINE11-50F17R,

F 11-50 SZERIEEE

SHEW SHIHA
SR ZEERBTHRITEE, RAMAEMN .
REIETR BENZFSEERRIER.
mEEE REZHERBTERE, AILIRERES. &
fe. e, &, Rl
HEXRE EFRZFEEREMARE, BRRIEEEE,
TREUSEE ROAJIHIIER
i BEIZEEERRERER .
BERIRE IREIZSEERERRE.
%%‘ié;ﬁﬂgﬂkﬁ, JEENSEREIRERINEH

9 RETHE, PBEEA N ‘T—%7 , #ANREBREIZIERH,
STE]10 REERZE, SERBWNER11-51F7R,

SASRRS 05 (2025-01-20) WA © EARUERABIRAE 229



RERN
5z =12

1 EEE

£ 11-51 12 E5ERIZIE

SHBR S¥5A
HigHmy IRESEZERNEaMN, RETHEILED ‘&
77, EEHEBITER,
IS MEUHEESEIMNS BT, BXH
EiTE9|othET, EEomMEaELEFHNESE
2NEREDIMEER
WiBH
WNRFFEBFER AtextZRERY, BMASFEHRAMATCH_QUERY
HiToaEia,
Higitkl RESEEET.
o IZTEIAER: xxH//NET/XKo
LIZTEEERADTET, AREN5-599%;
LIZTEIEINNEIES, AHREN1-23/0\0F; iz
TEEAKEY, FIREN1-14K,
o BHEIEO: xxo#//NBd/K,
LIEEOAD AT, AREN5-5978; XA
EE OISR, aNZER1-23/0\8F; HEHEE
ORXES, AREA1-14K,
o JEIRMITATE: xxofh, ATLUKENO0-593%H,
S e HENEE: BENSEET #REE.,
B T, FHREkey+valuelFE, STRET
1=,
o HEIFMEZE: BENEESZEZMR. WA
BEIN
A 5214 WESZEMASE, oIREN: ATF/ETF/AETF/
INFxxBT, fhASEE,
NBEZEAMASHE, LRSS “IRNN” REHBITR
mn, SRR MEASEE.
WIZE TS MASMHR, EEEEEREEN
F, RESREMN EEITRORICIZE, INREHE
AN BRI A SEHWENEIR, REEISERA
FEZERIRNEE,
£EaH BB EGERSEFEZN SR . AR
ThE=:
o BIIEEHERDHEEI—NEE
o BEXTHERMIIAILEE
EEDR REERERIEINEEE,
1N REFFEEEREGELLETES,
o WNRISE NG, BERSEEELLZTES,
o WNRZEARIF, BIERSEERMEILZTE
8.
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BN RETMNE, BEREATHE “T—27 , #NERFRRERE.
$E12 MBWALIRE, REREEG A “BE” .

-

11.5.6 EEEERSGITER

ST TEENSNEDRE, RERRIFEZERSIT I ANEGHS RIS
RHTINCET, ERLRESIHERERESENRITEREE R EWMNOITE
%o

ZERMA LB L FERER R REEMoITER:

o FEREARTEASHITER

o FEEFXRTEANSFER
o HEREFXRFEANITER

o HEFARTESNSTER

EEERGIUTEREELR
TEDTERATLNEIENE . LR, HRE. HERXHTRER.
SB BREWSHE.

S BEREALSN —, HEE ‘K2 > RLT0 SecMaster” , HARLEINEIER
Ho

$|3 EEMSHEEE “TE=E > TEEE” , #AELFZEERY, BEERLES
[BETR, HABRLE=aEERE.

RLEM P

R4 EANSHERE “BNeE > 229 , EAZESHRE.
11-77 EANLZEDHRE

: Peact:d
o a BiEER ©
isap-cioudiogs.ef... @ 88

SRS EEMHET=ESH=F, BERETEER, BASEEEIE, BREEER
R, AMREEREEHIERNICERRE.,
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11-78 EBHIERE

HE=E © ORBSFEE X [ secchw-block X

sec-cfw-block

£6 WMABTESIMESD, REMEEE, HRE ‘Sf/91h .
FRT RIEFEEESENRITERRERTEONOTER .
o FREARTEHSHITER
FRENEENNHRERTEE, BUNEUENZIE, JIARESEREETOH.
Eﬁ#ﬁiﬂﬁﬂlﬂ, BEERSIMEQDSRIRNEIREREERS R, FIALIKER
LHITRT.

EE ‘EERS RE, AEERSHTREAMNR “EZREE EP%EE o

11-79 R&FLT
BLEREZSH,
= 11-52 RIRSHEE

ST SHZIR SR

HAERSH AR BE M EIBIRAZ R

SEJiM= R ER %}:%Eﬁ?-ﬁﬁ, BZFERIEFREFR

ERRETME, ENATSkERHNERESTER.
o FEEFARTERIMOHER

B —RBT R —EMEEE—RABANE— NG FEES ERITWE
i, BTEBRNDITER, TLUSHER SRR IAIES

& ‘EERS RE, AEERSHTREAMNR “EREE EP%EEEO
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& 11-80 {r&BE St

N

R ERZESH.

= 11-53 IFGESHEE

SR SHEMR SH5A

BEXEE IR ShAYEEFE =i
SEIi=T X4HATRR B X XHHRRZ R o

YiHARRR BE X YHIRRIZ R o

XS EEXHETRFER

YHIFER ERYIHERTFE .

ElficE ERES) WA AREERES.

B E FiEEREBIRRECE .
EfERRPOUE, TLRER
£ . EH0A.

EFREETAE, ANTRGEEERNEESITER.

o HEREFEXRTERIMOTER

HERER—MBEELRRENNEEE RS, JUES N EEMESSiTzE
HITBMELR . ZERMF, HRERARBEEREF (BEZRNEE—E,

BERMEAN) REFHE.

®iE “ExRFH RE, AEERSUTREANN “EREE” EF@EM °

11-81 KRB Feit
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REHIRESH.

& 11-54 IRIRESHEE

28255 SHEWR SR
BEARE N BE XK EIRRE R
ElZRECE XEHRRR B TE MXHIREE R o
YR BE X YR EZ R o
XEh=ER EEXHETRFER
Y= ER ERYHETRFR .
EfIEE ERES HWARSERER
B E FEEREGIE RS
EPIERRFRIUE, AILECEN
£ T EMA.

EFRREmE, ANk ERRNERES R,

o HEFIXRTERNDTESR

HERTRF-AEDENSILER, BEIMERNEIILE

s
o,

B ‘ERS RE, AEERSHTREAMR “EREE EP$$® 0

11-82 HESeit

° 202202

FCEHE

W

&
/%Zo

2 11-55 HESHEE

v mes

v msms

;;;;;

2551 SHBIR SH5EA
BEARE R BE X & EIREER
ElZ=ECE oS iR,

#IE DEEIEINAIEE -
S ERES HWARSERER
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FBF{Em 1 EiEE
SHH SHEIR SHRA
B E FREREFIFREE .

EfEERFRIVE, JLEREN
L\ -|:\ E*DEO

ERRETRE, ENATSkERHNSRESTER.

11.5.7 F&BHZE
B(Eiz=
ZEENYTIFERIEASSE IS EE A,
BUESRIS
ESSREIREAN , FMIREES WEURER
THEHBEE
T EZIREERHE
=2 BERELE LSRN _, HER “RE > 2K SecMaster” , HAZETINEER
Mo

$I¥3 EAMNSHZER “TEZE > [EsE” , FREIEREYERS, BEEEIES
BEZFR, EABGIEZTEESERHE.

l 11-83 HA B LIEZOEERH

xxxxx

T4 EANSHERE “BNeE > 220 , #EAZESRE.
B 11-84 HEAZEHHTAE

.

BiEEE ©

mEzE E ECE

SRS EEMEET=ESH=F, BERETEER, BASEEEE, BREEER
R, AMEEREEHIERICERRE .,
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11-85 EBEHIERE

HE=E @ GRBSMEE x (3 secchu-block X

$]6e (Tt ) AEEMECRNE, BATORMG, EENE M ESIREEgE,
Fed ‘wl/ohT .

$B|7 THES.

o THEWMER: £ ‘BEE IET, 850, RegTHESIIKY,
o THERAE: £ ‘BXRH REHD, BE ‘THAT , RRBTHETE

it
LR
11.5.8 EIE¥IEZS(E]
%E{El‘ﬂ%i&ﬁ%ﬁ%ﬁé . BE. RERTT. B—HIETENIEEER—REIIE
REE

AETNEEIEHIETERIEXRERE:
o FIAHUETE: NRFEEAZEMRHNRESIT. BESHT. SEEEIESE
ThRERY, FEFEEIETE.

. %Eﬁﬁ?fﬂﬁ'%i BEEREHAEEMETEER, SIFRMR. KETIeE
E\ rEj%O

o IRIEEUETE: HETEFEMAINE, NRFEXNEERERHEITIEL
o MPREUIE=TE: WRAFABFERNHIETE, TLARBREIE=E.

£JRSPRE!
o HREIE=ERR
- RACIEBOASIR ARSI
- WRESHIRSIESET, FERESE, WiZMRSETEEERR. 55
EEMREIESE, BlREIEEE.
FTIE AR

BB BRSWEHA,
S BETEA AN —
.

$I|3 EEMSHIEEE “TF=E > FEEE” , AELFZEERS, BEERIES
[BER, HEABFRLE=aEERE.

R ‘& > D2 SecMaster” , AL EZNEER
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11-87 AR ESITRE

ELOH
mERaEE

BiEEE ©
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T2 PHREALEHRY E, ®E ‘e > Z2hN SecMaster” , HAZE=NEIER
Mo

$I|3 EEMSHIEEE “TF=E > FEEE” , AELFZEERS, BEERLES
[BER, HABFRLF=aEERE.
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87 . “ZHarHBEFEXN” FEXERER.

BE: EREREBEENE (172/6/12/24/0\08 . IE7XHEEX ) AH “EiB
FERGEE RN (MB)” | “EFRIEERSEEARNNMB)” . “EFFEIEEREE
HE(XH)" . “NEEEEIGEEAXNMB)” . “NEEBHENEEH=E

(5R)” . “KEGARGEEX/NB)” . “BENEFER(E/M) . ‘EERHZE
Ef(j%g/w) 7. “BEREEXNESEB)” . “KEFAGEREKRIN(B)” FiE*X
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“UTRSHBDRR(FR/A)” . “TTRSEHEREIEARNGB)” . “TTREEHEHEN
HIRHE(5)” . 1 “BKEEE" SHEXEREER.
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11.6 IS5 SHIEE
11.6.1 EHSSIMEEHLA

EXiE;

2R SRE!

REDNMAZESTERNERSHIME L, XERWMIHER SQLIEEX. ARES
Edle £, BfmtEnsSotmEEEN R

SQLEEIEEAINIMEDARMN, UEL | HiR. SEREUTRIRER, SmME”YYUR
S5ERET—kER.

TG | D1MESD

% 11-63 EXiE%

FAabSid 12Ee
EHET ENiEaATiEEATERRAmESY, REFSRENE

T BIDRERIRSEM, FTLARBERE. SRthEaRIREH

SIMEE AIMEARTHNERERHTIHEMST .

BEEUAIFHEFIZE, thal: (age + 100) < 1000,
RERYRATIFFER, F32iFF AL, tkalavg(log(age)).
AXIHFBRXRE

AXFFEIA,

NEEFEARZFEFHRES5005,

GROUP BY %34H_EFR/9100004H
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11.6.2 &w|FIES

EREUATIEEASERNIBGRSEY, REFSEGNAR. BEIRERRR

%, FLIRSBERE, BRthERRIFFERE.
AETENMREIEDLURERTA,

e

187
EMETERMER:
o X5*, BRAHTIIL, REIZEHE.
o H—IgBANEIFIEAN, FOEET “NOT” . “AND” { “OR” &E#z, #f
SEHER ()7 IRSRESHESSRHAIER.
TR FOEAREEIN AR
FEREIR B FERME
Hep, oJ{E RIS ERNRIERFIR.
BRER
& 11-64 1R{ERRREA
ERERT 15EA
= EEOEFRESFTEHENBE.
<> EIEFREFSFTEHNENESE.
> BOEFREATEHENBE.
< EEEFRENTEHENBRE.
>= BOEFREATHEFTEHENBE.
<= EEEFRENHFTEHENBE.
IN EEEFRELTEREETERNBESE.
BETWEEN R FRELTIEEIEERNBEE.
LIKE ENEREFRENRE.
IS NULL EEEFREANULLAIAE,
IS NOT NULL EEEFREAINOT NULLIHEE.
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% 11-65 ZEE TR

BiE: EiNiEa
ERBERS *

BEWGETIERMIN CIRESIEH
200~299 ) RIHE

request_method = 'GET' AND status
BETWEEN 200 AND 299

BIAGETIERIHPOSTIERAIAE

request_method = 'GET' OR request_method
='POST'

EFEIEGETIE KRBT

NOT request_method = 'GET'

HHGETiE K POSTiE K, HigK
BIIRIBEE

(request_method = 'GET' OR
request_method = 'POST') AND status
BETWEEN 200 AND 299

HHGETiE K POSTiEK, HigK
LWHIBEE,

(request_method = 'GET' OR
request_method = 'POST') NOT status
BETWEEN 200 AND 299

BEHGETIERMIN (RSB
200~299 ) HiEKkAtaKFETF60
MrIRE.

request_method = 'GET' AND status
BETWEEN 200 AND 299 AND request_time
>= 60

EFIEREER60RRIAE

request_time = 60

11.6.3 DHTiES

11.6.3.1 SELECT

FTENDMEDEEZNT:

SELECT [DISTINCT] (* | expression) [AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]

[ORDER BY expression [ASC | DESC] [, ...]]
[LIMIT size OFFSET offset]

s, SELECTETISESNNTER . AEHREEN

ER*ERREFR

SELECT *

MASELECTIEZSE0R AR~ o
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% 11-66 (FR'BEIIFEFER
account | firstn | gend | city balanc | emplo | state | lastna | age
_numbe | ame | er yer
r
1 Amb | M Broga | 39225 | Pyrami | IL 32
er n
16 Hatti | M Dante | 5686 Netag | TN 36
e y
13 Nane | F Nogal | 32838 | Quility | VA 28
tte
18 Dale | M Orick 4180 null MD Adams | 32
EHiEEFER
SELECT firstname, lastname
£ 11-67 BiHEEFER
firstname lastname
Amber Duke
Hattie Bond
Nanette Bates
Dale Adams
(£ AS ‘A=FEREN B
SELECT account_number AS num
% 11-68 {HF AS L5FEREMBIZ
num
1
16
13
18
{£F3 DISTINCT £8
SELECT DISTINCT age
X H5hRA 05 (2025-01-20) IRIERE © LATITERAGIRAT 252



RERMN

FBFisEs 1 EENEE
2 11-69 {5/ DISTINCT X&
age
32
36
28
{5 SQL &K

REHEXABTIEES R

SELECT LENGTH (firstname) as len, firstname

7 11-70 {EH SQL R

len firstname
4 Amber

6 Hattie

7 Nanette

4 Dale

11.6.3.2 GROUP BY

STRIDIMEDE RN T:

SELECT [DISTINCT] (* | expression) [AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]
[ORDER BY expression [ASC | DESC] [, ...]]

[LIMIT size OFFSET offset]

Hrp, GROUP BYRMRENH. AETABIFMAGROUP BYiEEZSHIRBN A .

BrRINESE

SELECT age GROUP BY age

£ 11-71 ZR=ZEBESA

age

28

32

36
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BrERBIESE

SELECT account_number AS num GROUP BY num

& 11-72 ZFRAIEHHE

num

1

16

13

18

BENFROHE

SELECT account_number AS num, age GROUP BY num,

£ 11-73 RSP FEHA

age

num

age

1

32

16

36

13

28

18

32

{s5F3 SQL BREX
FHAEFEREES R«

SELECT LENGTH (lastname) AS len, COUNT(*) AS count

& 11-74 (£ SQL FR#

GROUP BY LENGTH (lastname)

len count
4 2
5 2

11.6.3.3 HAVING
TS TMEDIEENT:

SELECT [DISTINCT] (* | expression) [AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]
[ORDER BY expression [ASC | DESC] [, ...]]

[LIMIT size OFFSET offset]
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Hrh, HAVINGFARTIEEITIENBEESR (GROUP BY ) BiREITEERNEM ., K
B RIBNBHAVINGE LS EGHA R = .

ELEE L, SERGREKFITEE.

SELECT age, MAX(balance) GROUP BY age HAVING MIN(balance) > 10000

% 11-75 HAVING

age MAX(balance)
28 32838
32 39225

11.6.3.4 ORDER BY
SRS TMEDIEENT:

SELECT [DISTINCT] (* | expression) [AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]

[ORDER BY expression [ASC | DESC] [, ...]]
[LIMIT size OFFSET offset]

Hrep, ORDER BYFRTMEFREHAF . AETABRENBEORDER BYIEEZSHIRBER-
Bl

(ER=FER{EHIF

SELECT age ORDER BY age DESC

% 11-76 ([FRFEREHRF
age

28

32

32

36

11.6.3.5 LIMIT
FTENDMEDEEZNT:

SELECT [DISTINCT] (* | expression) [AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]
[ORDER BY expression [ASC | DESC] [, ...]]

[LIMIT size OFFSET offset]

Heh, LIMITERRIEEREBIEIREINEE . AETABSBNABLIMITIEEZSE0RBENT
.,
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SELECT * LIMIT 1

& 11-77 I5EROAYSE

account | first | gende | city balan | emplo | state | lastna | age

_numb | nam |r ce yer me

er e

1 Amb | M Broga | 39225 | Pyrami | IL Duke | 32
er n

EEREINFEIREE

SELECT * LIMIT 1 OFFSET 1

& 11-78 FERMONFHIREE

account | first | gende | city balan | emplo | state | lastha | age

_numb |[nam |r ce yer me

er e

16 Hatti | M Dante | 5686 Netag | TN Bond 36
e y

11.6.3.6 {H
SRS TMERDIEENT:

SELECT [DISTINCT] (* | expression) [AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]
[ORDER BY expression [ASC | DESC] [, ...]]

[LIMIT size OFFSET offset]

AETLNMERE

% 11-79 HEss

BREL R EX 5l

abs HEIIE abs(number T) > T SELECT abs(0.5) LIMIT 1

add i add(number T, SELECT add(1, 5) LIMIT 1
number) -> T

cbrt AR cbrt(number T) -> T SELECT cbrt(0.5) LIMIT 1

ceil [a_EEREE ceil(number T) -> T SELECT ceil(0.5) LIMIT 1
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PR 1 BHEE
BREL R EX 5l
divide FRiE divide(number T, SELECT divide(1, 0.5)
number) -> T LIMIT 1
e BAKE e | e() -> double SELECT e() LIMIT 1
exp BAKE e exp(number T) -> T SELECT exp(0.5) LIMIT 1
AR EE
expm1 HSAEE e expm1(number T) -> T | SELECT expm1(0.5) LIMIT
AR =R — 1
floor [ FENEE floor(number T) > T SELECT floor(0.5) AS
Rounded_Down LIMIT 1
ln BAXTEL In(number T) -> SELECT In(10) LIMIT 1
double
log LA T AR log(number T, number) | SELECT log(10) LIMIT 1
AYXTEL -> double
log2 LA 2 AIEE | log2(number T) -> SELECT log2(10) LIMIT 1
RIS EYL double
log10 LA 10 AJEEL | log10(number T) -> SELECT log10(10) LIMIT 1
AYXTEYL double
mod WS mod(number T, SELECT modulus(2, 3)
number) -> T LIMIT 1
multiply | Fei% multiply(number T, SELECT multiply(2, 3)
number) -> number LIMIT 1
pi T pi() -> double SELECT pi() LIMIT 1
pow THIRE pow(number T, SELECT pow(2, 3) LIMIT 1
number) -> T
power TR E power(number T) -> T, | SELECT power(2, 3) LIMIT
power(number T, 1
number) -> T
rand REALEL rand() -> number, SELECT rand(5) LIMIT 1
rand(number T) > T
rint ESHINE rint(humber T) > T SELECT rint(1.5) LIMIT 1
round UESTDN round(number T) -> T | SELECT round(1.5) LIMIT 1
sign Fs sign(number T) -> T SELECT sign(1.5) LIMIT 1
signum s signum(number T) -> | SELECT signum(0.5) LIMIT
T 1
sqrt ERLR sgrt(number T) -> T SELECT sqrt(0.5) LIMIT 1
subtract | W% subtract(number T, SELECT subtract(3, 2)
number) -=> T LIMIT 1

MA4RRAS 05 (2025-01-20)

WRIERE © LEARITERARERAF

257



RERMN
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BREL R EX

/ BRiE number / number -> SELECT 1/ 100 LIMIT 1
number

% V=3 number % number -> SELECT 1 % 100 LIMIT 1
number

=RRE
% 11-80 =AEH

BREL EF EX

acos &% acos(number T) -> SELECT acos(0.5) LIMIT 1
double

asin RI1E3% asin(number T) -> SELECT asin(0.5) LIMIT 1
double

atan RIEHT] atan(number T) -> SELECT atan(0.5) LIMIT 1
double

atan2 T#1 U tBB& | atan2(number T, SELECT atan2(1, 0.5)

BIEEREMRIE | number U) -> double
7]

cos FiiZ cos(number T) -> SELECT cos(0.5) LIMIT 1
double

cosh PHESEA cosh(number T) -> SELECT cosh(0.5) LIMIT 1
double

cot =37 cot(humber T) -> SELECT cot(0.5) LIMIT 1
double

degrees MEREHRNE | degrees(number T) -> | SELECT degrees(0.5) LIMIT
double

radians EfEir Il E | radians(number T) -> SELECT radians(0.5) LIMIT
double

sin 1F5% sin(number T) -> SELECT sin(0.5) LIMIT 1
double

sinh Y HAIESX sinh(number T) -> SELECT sinh(0.5) LIMIT 1
double

tan 1Ft] tan(number T) -> SELECT tan(0.5) LIMIT 1
double
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BRREK e EX 5l

curdate = curdate() -> date SELECT curdate() LIMIT 1

date HEA date(date) -> date SELECT date() LIMIT 1

date_for | {BIEfEU3XEY | date_format(date, SELECT date_format(date,

mat SINMEHERE | string) -> string 'Y') LIMIT 1

day of m | B{% day_of_month(date) -> | SELECT

onth integer day_of_month(date) LIMIT
1

day_of w | BJL day_of week(date) -> | SELECT day_of_week(date)

eek integer LIMIT 1

day_of ye | HEXE day_of year(date) -> SELECT day_of_year(date)

ar integer LIMIT 1

hour_of d | Z4X/\IFEL hour_of_day(date) -> SELECT hour_of_day(date)

ay integer LIMIT 1

maketime | £ HER maketime(integer, SELECT maketime(11, 30,

integer, integer) -> 00) LIMIT 1
time

minute_o | Zpi/\AFER | minute_of hour(date) | SELECT

f hour # -> integer minute_of_hour(date)
LIMIT 1

minute_o | HYXRSFHE minute_of_day(date) - | SELECT

f_day > integer minute_of _day(date)
LIMIT 1

monthna | B{p&B#R monthname(date) -> SELECT monthname(date)

me string LIMIT 1

now EEIENE] now() -> time SELECT now() LIMIT 1

second_of | #3k minute_of_day(date) - | SELECT

_minute > integer minute_of_day(date)
LIMIT 1

timestam | HEA timestamp(date) -> SELECT timestamp(date)

p date LIMIT 1

year Fip year(date) -> integer SELECT year(date) LIMIT 1
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SCAEREL
& 11-82 X AR
BRER EF EX 5l
ascii FE—NFERHI | ascii(string T) -> SELECT ascii('t') LIMIT 1
ASCIl {8 integer
concat w | EEZGEH concat_ws(separator, SELECT concat_ws('-,
S string, string) -> string | 'Tutorial, 'is', 'fun!") LIMIT
1
left MEFEREE | left(string T, integer) - | SELECT left('hello’, 2)
5B >T LIMIT 1
length KE length(string) -> SELECT length('hello’)
integer LIMIT 1
locate BRER locate(string, string) -> | SELECT locate('0', 'hello")
integer LIMIT 1
replace B iGE replace(string T, string, | SELECT replace('hello’, 'l',
string) > T 'x") LIMIT 1
right MBELEE | right(string T, integer) | SELECT right(‘hello', 1)
=) >T LIMIT 1
rtrim ERBRAMZEE | rtrim(string T) > T SELECT rtrim(‘*hello ")
fFe LIMIT 1
substring | BXF=F& substring(string T, SELECT substring('hello’,
integer, integer) -> T 2,5) LIMIT 1
trim EFRFMZE | trim(string T) -> T SELECT trim(' hello ')
fFeE LIMIT 1
upper LIRS | upper(string T) -> T SELECT upper('helloworld")
LIMIT 1
Hith
% 11-83 Hfth
BRER EF EX =l
if PFE1 BT if(boolean, object, SELECT if(false, 0, 1) LIMIT

object) -> object

1,

SELECT if(true, O, 1) LIMIT
1
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BREL YR EX AN
ifnull ZFEAnull ifnull(object, object) -> | SELECT ifnull('hello’, 1)
B, EFEBRIA | object LIMIT 1,
= SELECT ifnull(null, 1)
LIMIT 1
isnull FRERAL isnull(object) -> SELECT isnull(null) LIMIT
null, 2iR[E] | integer 1,
1, AiR[E0 SELECT isnull(1) LIMIT 1
11.6.3.7 BRERAL

SERDTMEDIEENT:

SELECT [DISTINCT] (* | expression) [AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]
[ORDER BY expression [ASC | DESC] [, ...]]

[LIMIT size OFFSET offset]

RETNERERE.

& 11-84 RERHY

BREL EF EX ANl
avg kI avg(number T) -> T SELECT avg(age) LIMIT 1
sum kF0 sum(number T) -> T SELECT sum(age) LIMIT 1
min =IME min(number T) -> T SELECT min(age) LIMIT 1
max RAE max(number T) -> T SELECT max(age) LIMIT 1
count IR count(field) -> SELECT count(age) LIMIT
integer , 1,
count(*) -> integer SELECT count(*) LIMIT 1,
count(1) -> integer SELECT count(1) LIMIT 1

11.7 ZiEiniE

11.7.1 HiEiEmRid

Birin=

ZERRIHSHIELIRBEEMEENEMI T mT, ETEFEEIENEEHE
ERFEEENRE. KEHEREE, RETRSEMERERINIEREZEMEER
BRI R o

RIEIRE BRI IR En =
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o REATHEERMEBIEEE: REQTHREIIHMIEEE.

o IHEHEHIREOBSH: 1EHTEHIERINRZFMHEIRSS ( Object Storage
Service, OBS) .

o IBAFHIRELTS: KEHTEHIEEI=HERSS ( Log Tank Service, LTS) .

Itoh, EIFERHIRIGSES, GEEENEREBES. ERRBES. BEaikiE
155, MbRREES

IhEeiiss
o IMEER: REEAERHEHPEHERNEE, ST MAVEIREIRERE
OBSE=T~ .
o ﬁ?EEEF' ZEeRNESTRARRSPIEIRERH, REEBRETNEIER
BRIOBSER M, AR EIEEFEE.
o DB TERWMAVRELUEN, MWEIERHIT T HEEE ., LRI ALINEE,
BARmMEB . AREENEIEREIARNEmF.
BUiRSR4
o UWFEIEFIOBSH, FECHE—MMERIEIFAE .. AHZS 2 HIESRIA BIIE
(EBARSIFFHTUERE) -
o WNFEBFILTSH, EEBEETHENBEEMNBER.
£JR5EH

o ERSKIEMNIFREIEMKSEETR, FIFRETIEMIIRS
o IMNEIMBNEIERENEKRSIRE, WEEERENKSIHT &W%{’E 0

11.7.2 IE HESIREEMEIESEE

BFnR
AEHNMBNAREESHEERHIRSE. TESBNT:
o SB—: CIRBURIREMES
o BB HIERIBEN
o SBS: EHERENENKESEEERIERS
£JRSPRE!

o ERSKBNZIFREIEMKSEETR, FIFHIEFIEMIIRS
. ﬂﬂ%%ﬁ%ﬁ%ﬁ%h@jﬂﬂsmvﬁxﬁ, J\JHEEEEE’\JL{:?LH&W?A’EO

—: BUERIREIREBES
S BREWNHE

\

S BENEELSN —, BF ‘2L > REE SecMaster” , HARS ENEIER
Ho
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SI|3 EEMSHIEEE “TF=E > FEEE” , #AELFZEES, REERLFES

HEFR, EABGIEZEESERE.

B 11-117 #ABirITEZEEERm

RETH S O

A TENSIEEE “BiNsE > 229 , BEARESHRA.
B 11-118 HAZEDRE

BRRAEE

BiEEE ©

P ES ] e

$I|S EEMFE=ESM=T, PERETEER, BRANEESER, RHEFRE

[ERY “EBZ > k" , AMEHIEREREIRERE.

11-119 EAKEIRERE

HigzE ©

iR

£E;e (Hik) EEHAMRIURTF, WIALIRE, BE “BE” , TR

BRI E B RYRIBREFRHITRIN, WREEZFN, WEFAITLEER.

$RT BB ERNET, REMEREEXSH
1. BREEREE.

% 11-85 EXER

BRTR

SHEWR SR
IRIBETR BE MIRIBEER
IRBEIRHFE BOANERL, THRECE.

2. ECEHEIR.
HRREEY, BrIapEERENFEAES, THE.
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FFERE 11 BEE
& 11-86 HURFES LA
SHER SE5EE
1R HURIREEE, SAERAPIPE,
X1 LEISEMEXE.
TiE=sia) LEIEEMEINIE=E.
HuE=sia) LEIEEEIEIETE.
BiE BIEAIZFR
HURMIE SRR LEIBEPEIRU BRI
ZES D HIRRIZSHERINA.

3. ECEFUEBRRY, BRIERERHTEE.

- PIPE: BEpIEEHERESIAKSHEBEMKSHIEET, 15RIE
BB ERITIEERE

" AKSIRE: BHEREENIRREAKSHEMEES, SHEER
BEUNZE11-87F 3o

%= 11-87 EeEUEBRI-AKS PIPE

SHEIR SH5EE

S8 TR B RItRIK S8, IANER “ K
®s” .

1RIBRERY EIRIBRTY,  HAbIEREPIPE,

T1E=sa] EEBRIPIPERRE TIE=iE o

HE=sE) %642 B ROPIPEFRTESIRZSIE o

SE PR BERIPIPEFFEEIE

SYN=T) BUAER, TREE.

 BKSIRE: BIAREENIRREIHMEKSHEER, SHECEIRB
WNZE11-88F7~,

% 11-88 EeE&UEBRI-EIKS PIPE

BB SHIREA

eS8 EERHIRRIE BRI AIK S8, IAbER “I5
W=

1RIBIEE TEFIRIBAEEY, AEIEPIPE,

W=D WA BBIPIPEFREMSHIID,
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4. & “piIEI” B, EEPR6FEFIINIR,
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BIFEAENAYHIEAR .
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.

LSBT HIEBEEN
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l11 120 HA BRI ETBEIERE
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$RA EENSHEIRE, BARESTNERE, BF “QEREEE" [E, SAMER
EETENH o

SIS FHERESERE, ®F “BRRENREY TE, #ABERIENRENTE
&, BEERMIBESEREST “BIE” JI80 ‘&R .

IFEHEEZEN, JUAEFERERNANES, ARREIIRA LA ‘&
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Bl 11-121 FIEIRIBIFN
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BUEFE, BRBESENRESEHRA ‘BN , EE, JaidiEBAIi
BEIREBR.

$R= AHERENENYEESEFEEHIERE
SR EREEEHE

B SEREA LS =, EiE ‘28 > R SecMaster” |, HARLRINEER
.

SIE3 EAMSHIEER  TIESE > a8 |, HETIESEbET, BEERTIES
BER, HABGLEZREESERR.

B 11-122 #ABiIRITEZEEERmE

=22 ESTs
E=2®
=) o
' "

$RA EEMNSHEEE “BINEE > 2297 , EARESITRE.

11-123 HEALZEDFTRE

pmEEn

SRS EEMEHE=ESH=F, BERETEER, BAKEEE)E, BREEESR
7, AR REEHIERCERRE.
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& 11-89 EiRIIBENRETE
BE BFRERE

ik FEEMRIB(ESERTET B 5, BE BT
INFMERLERIN, AILIAGFEERERRIES, ARHE
TIIRE LA ‘B8

EiH 1. EEMNRBESIET “BME° 5, BE “BE .
B EEUER, AILIAIRPTERENENES, &
FREFIRA LA “BUE” .

2. FERERIIMESR, BE “HE” .

11.7.3 IRBHEZIEZE OBS 1

BAEES
AEBNBUAIREATHIREOBSHE . TESBUT:
SH—: SIRMIRIREES
ST HIRIREBIEN
SW= HOBSHEFLIRIRE
LR SR

o ERSKRIEMNIFREIEMKSEETR, FIFRETIEMIIRS .
o IMNEIMBNEIERENBEKSIRE, WEEERENKSHTRIURIF,

SB—: SIEEEIREES
S BREEEHIA.

BB BMEREALSN —, HR ‘%L > LR SecMaster” , HARLEINSER

Mo
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R4 EANSHERE “BiNeE > 220 , EAZESHRE.
11-126 HAZEHDHRE

: sERaEE
IHIE:‘) N BiEEE ©

isap-cloudiogse... @ 88 v

meEn

SRS EEMEETESHI=H, RERETEER, BAKESER, SEEREESRR
[ER) ‘B2 > 1iE7 , ANEHIESIEIRERERE.
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% 11-90 EXEE

SHEWR SR
RIBBIR BEXIZEBEER
IRBEIRHFE BOANERL, THRECE.

2. BcEEURIE.
HIEREES, ERINEERENFAER, THitE.

= 11-91 HIE RS XK

SHEWR SH5EE
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X1 LRI EBEFTEX.
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.
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.
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SRS EHIERESIERE, BiF “BRRENREY X, #ABERIENRENNE
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prree

EHE

BERETE, BRBESEIUIREERN “ERINT , BifE, UaERiER
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.

$T|=: 7 OBS FEEHIEIRE
SE BREERIA.
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S$I|3 ERYIRTEF, PEMBHIERIEINAEAOBSHEINZIR, HABIROBSHHFER
Ho
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R
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% 11-93 BRIIENREE
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11.7.4 B HESHIEZE LTS
BT

LTELINTIFEMWAF. HSS. CFWEHHMARARE, EREMIRIENRSZIFERY
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\
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2R KEBBEIBIR.
EHEER KEBBEIEEEE.
el A KEBERIBIZEA
RIS REBBEAIMRE.
KRR REBBAIEIKIRER,
RIKIRR REBERIAIXER,
EEIRE REBENEEIRES.
BB REBEHE,
ETIRES KEBBEEITIRS.
2BE IR EBEEH I TRIE . FIEFRE,
HpRREEE
T EFREERTS
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S BEREALS —, HEE ‘%2 > TR0 SecMaster” , HARLEINEIER
Ho

$I|3 EEMSHISERE “TE=E > FEEE” , AELFZEERS, BEERIES
[BETR, SABFRLE=aEERE.

13-42 EANBIR T EEERE

L FEER O

R EEMSHISEE “RE > RESE” , EAXEEERHEE, & “REBEE
B’ &, #FAREBEEENH.

13-43 EAREBEEERH

. - S S S e
=
e

RS EXREBEEEIIFY, REEMEERRET “BME” 780 “B2 > fikR” .
AR
SESREBELTEIDRE, ZFEEHRITRIBRRE.
H£;6 ERHAHIMERERTE “HE” .

e R

ER/EL/ERREEE
SE BREEEHA.

S SETREAELAMN —, EiE ‘28 > R SecMaster” , HARLRINSER
.

SIE3 EAMSHIEEE TS > S8R |, HETIESEsET, BEEFTIS
WS, N TSR,

13-44 N B T SERE

J B O

......

$R4 EENSHIEEE 28 > REEE™ , HEAXREEENEE, &R ‘REBEE
B’ &, #FAREBEEERNH.
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B 13-45 #Ax%ﬁiﬁ%ﬁﬁﬁ
E=. D
S5 EREHEZIPIIET, BEEFBERET “BIE" FINER/IEL/ER.
$1¥6 EEHNMEREE “HBE .
R
13.2.10 EEREDSEE
1R{Eign=
A= NBHTEERET SEE.
BEERETHER
£ SREEREES
S SETEALSHN —, EiE ‘28 > RE R SecMaster” |, HARLRINEER

Ho

S|3 EEMSHEERE “ TFZE > FEgER” , AELFES

HER, EABGIIEZESERH.

Bl 13-46 #ANBirITETAIEERE

RLEM

=AEE O

S[EpEF, REERIES

R4 EEMSHICEE “RE > RESIE” , EAXEEERHEE, & “RETRE

B’ ¥, #ARETREERNH.

= 13-47 ;&)\x PEEERmE

::::::

° -
°

$R|S ERETREETES, EAEXRETRINFAER.
SPRBREH, JUETRREREEISEEDR

WFEEEITTRIFAEE, IRETRER, FAMREFRREHRITES.
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% 13-18 TS EuRAA

SHEMR SHu5EA

T REHR/ID TREER/ID,

IR T RERERS.

X1 T RPTEXIS

|PHtIE T5mAYIPHBilL .

CPUfER= T ERICPUEAR,

NEFERZR TRIIREERE,

M (ER= TR,

L& IRER T ERRIRLR IR

IRE TREIREER.

OB RRKREXARIR TREEUBNIHAKE
1528PRE OBT S8HRIE D “KBK7 o

4R
13.2.11 EET =FfNAEE

BFin=
AEDNEIMUEETRFASEEE . THPR. EEAGFE.

EETRAFAER
$B BREWEHE

T2 %ﬂiﬁEEJ:EEI’J —, &R ‘&2 > T2 =K SecMaster” , HAZERNEIER
Mo

$|3 EANSHEIRR “TE=E > =EER” , ARTEzERIERYS, BEEFITES
[B&R, HABRLF=EEERHE.

l 13-48 HA B LIEZ I EERHE

ffffff

. e

THRA EENSHIEER “g8 > AUEE" , BARADSEERHE.
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13-49 HATREERE

T L]

LIS ATSEEREYT, EETSIFAER.
STRREN, JLBEERERESEEED

% 13-19 TS HIHEA

BYEM SR

TIRATR/ID T RRIZTR/ID,

RIS T RAMERIAZS .

Xig T RFREXE

|PHIE 5= A9IPHBAIL .

CPUfERZ T EAICPUFEAR,

YEREIEES TRIARFEERER.

MR (FEREER TR ERE,

MR 5 RRIMILE IR

IR TRRAMREER

OB HASREARIR T REAOBNIHIKE
1598RRE O BIRCH “KBX” o

$We WEBERANBAMEMED, TRHHASH, EANBLNHERESGEE.
.

S BREEEHA

B SEREALSHN —, EiE ‘28 > RE R SecMaster” |, HARLRINEER
.

SIS IEAUSHTRER  TIE=SE > SAgE” |, HETIESabET, SEEmTES
BEER, BB TS S E R,

l13 50;&)\E$TI1’E SEEERE

xxxxx
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FPiEmE 13 iR8
A TEMNSHHEEE %8 > AHE1R7 , MAHATRSEERHA.,
13-51 EATREERE
TS ATRESEREF, BEBrRTRERET “1BE7 I8 “FE” .
6 EELAFMER, BE “BE” .
(MARY::|
EET R, A=MIBRECSFIendpointinterface’®iR . EEEMNRABFERAEIBEREINRE, TEF
SRR
R
BEEHEFS
T SREEEHE
=2 BERELE LSRN _, HER “RE > 2N SecMaster” , HAZETINEER
Mo
T3 EENSHZEERE “TE=TE > =g’ , #FaEILEZEsIERP, BEEEIES
BEFR, HABRLEZEEERA.,
l 13-52 HFABIRTF=AEERE
T4 T_ EMSHEER 28 > AUHE1R" , dATRBEERAER, EF “HHE1E" .
&, HANAHSERHE,
IS HEMSEERER, EEAGFNFERER.

o BTTR:
BEFETEGG LA ETTRT , alEERZEHNETERER.
o EEERE:
BEFERAGG LA ‘BEERE” , AEEHIZAHFREEER.
o IRIEFCE:
a. BEFEEAMGGLA ‘RERE’ , AEEHZEAGNEESERME.
b. EPAEmERET, HETREEES.

" RIITE R BEDRIIRAELA RINT , AERER RN R B
B, EETRE, B WA .
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" J*'E EMITRSHERS: BETSRSMERY , EADTREERER
, WETRSHEE.

" BB SEBIRTREIET BMET IR T .
" BEDR REBIRTREIEST RE7 589 ‘BT .
" MEMRR: EPERRTRE, BEIIRELRA HEBRT .

" BERERAS: BEREA A HERAET .
¢ BEREATH “REHNA .

4R
13.2.12 @HESK

Bal, HPREFEZRTHEFEILSS, MRERESRNIERRTT, BNTARSR

LIESE

o HHIEHIZE (isap-agent ) ZRNIFIESIER K AIK, o

o ;zzéﬂ#}:rﬂ (isap-agent ) FHERARESEATHIRENE L W SAT, BFRIE
“Jopt/cloud” "'"IETFE D00GH.EZ=E)

Ftt, HEE/optBR L &isap-agenthd, WNREBINANE13-53FrRANRREERT,
MR R BIECSHI/opt B R BB AR,

l 13-53 i3z @;rﬁ]g

AT LA EIEHIZE (isap-agent ) FIECSBREEE/DEH100GB, EILEELHMIT
?zETEPEI’Jﬁ/v\Wn_ﬁﬁI: BIREFHEXRNTE.

ItERY, FEXHPREHEHTH KIRME, BEARESRIT:
S BRIEFHESEE .
1. BREEEFIS.

2. BEEEEHIeELMA Y, GEXEFNE.

3. & Dﬁﬁ#ﬂ:ﬁia&—, TR e > B RIRSEE , HERURIRSEEYIE
h, BEHEIRIRisap-agentAiYECSETR, #)\ECSﬁfFﬁﬁo

. R ‘mERT BT, $AEERERE, B FEwE”
5. HEHBERERINHE, RiE— “BENRK” F=25 “100GB” E’Jﬁ%o
~IERNRIESHEEEREESE ( ERAFERE) -
6. MEBHEHNING, TIUEECSHERERNEEE SIS,
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~ERERECRSRE, FEERTRESAENSER, BIRAUER,
ZIEREZAALIEREER

HR2 HITHED XIRE.
1. BFRILpILRiKisap-agentTR, HTITa<, BEEISITHRRBEER:
lsblk

13-54 EE T RHEA/NME!

[rootPhost-19Z2-168-8-188 cloud It lsblk
MAJ :MIN RM TYPE MOUNTPODINT
: 1 dis
A B part /boot
5 part

| a A lum ~
Uo oup-lwv_tmp : 8 Z6 B lum stmp
Uo lGroup-1v_log e B lum varslog
xdb Z57:16 A 188G B disk
lr-nntlili :1'.'|I.'Il.l(‘|. 1 _
2. PUTIITaS, HITHESKX:
sh /opt/cloud/isap-agent/action/agent_controller_linux.sh partition

SIRTERWNTERRE, NRRHEES XA,

13-55 #EBHX

ud b 25Z:16 @ 188G @ disk
[root@host cloud It sh -0 = [

I3 EHZEAMHEHE (isap-agent) , HEMIRIEES MAVESS.
.

13.2.13 Logtash {B{4-ECE IR

FHFREELogstash RERERLZE MNEIT EFIAIERY . EEARERIZSIHITA
EREENMKESE, T EIRHEAEEElog4j2.properties. jvm.optionsiz{THTE

RALELE
jvm EITHREFEE
% 13-20 jvm i=z{TRFEE
BCEIN FeERE | BOAE A&
- boolean | true RSBinbcE, EiMRE (R8T
Djava.awt.headles Liuﬁ%) TanzfT, ATEEER
s %
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BcEIn FCERE | BOAME [T =gt

XX:+UseConcMark

boolean false

=R ERACMSHIR B ESEIKERE

BB THIHERFERBINTR

SweepGC

-Xmn string 1024M RERERAFPFRA AN
N, WMBREFRANNT, ANEH
A%, FRATEA, REEI
REHD, REMF MRS . Xmnis
BUINTFFETXmx

-Xmx string 2048M RESHTRANRAE, SEBRE

XS LABRIVMIZ EBHFER S
TR, NmESNBEFIREE
%R, IEIRETRESHERE
ERNEH TR, SMERR
gR/EN

Djruby.jit.threshol
d

number 0

EREEERBRORE, AR
IRERT, JRuby B9 )IT fmiFEE=id
WFZHENARARRL, REXD
BB & ZohadiE ( fmiEmk
) FOATEIMERE

XX:CMSlInitiatingO
ccupancyFraction

number 75

CMSHIIR I EERS, HEFIRE!
75%HT, A CMSHIRE]I

-Xms string 20248M | BT ElavalEAFGR K. &

IVMERRY, ER=doiisEiE
NRFSE, SEREXNSHA
LB £ N TR Fris T R R
HIEEIER/N, MRS M.

log4j2 HEEE

% 13-21 log4j2 BEEE

_slowlog.layout.comp
act

BoEIN BoERE | BAE BoEi5EE
appender.json_console | boolean true =EHFEjsontE &L

appender.json_console | string

JSONLayout | iBfiNjsont2 A& fmEEE,

_slowlog.layout.type KEBRIAERNAS

appender.json_console | string Console IEMNjsont2HESEE, BIA

_slowlog.type {EConsole, FREHZITED
EiEdle
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=il BEoERE | BAAME BEcEiREA
appender.json_console | boolean true EEFRBjsont2AEHEE
_slowlog.layout.eventE aafT
ol
appender.json_console | string json_console_ | jsontE HEIHEAIZFR,
_slowlog.name slowlog FEEGAERNAS

13.2.14 iE&E2EMNHEE

RZEREPREEES, BRShIRIERERREII T RAR:

& 13-22 [RiEZREE

ZEESERIR XTRIAY ik
logstashigd

sy TCP tcp BFEWTCPIMY AR, BEEMNIESI
%13-23,

FBP#UENMY UDP udp BFEWUDPHMY AR, EEEMNIES
M#*E13-24,

IFHRFfE OBS obs AT EERIREEOBSHERI A EHIE,
EeEMNIEESFE13-25,

FEEBATI KAFKA kafka FBFiEBNKafkaME BEEIE, oSN
B2MFE13-26,

Z=INEIE PIPE pipe BFBZE=MER/INZIAFM, E
EMNiEESFE13-27,

Elasticsearch CSS elasticsearch | FAFsEENESEEREIEUE, BCEMNIES
313-28,

7 13-23 tcp iEEEEECEMN

Ay XdRzlogstash | FEH BRAE B2x | #k
o EIR WHIE
i port number 1025 g REH S
=)
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Fmy SFpilogstash | ZEHY FANE =S | B
i1 R
fRIEEEY codec string plain = fRigt&(
e plain: iFE
VLIS
e json: XHiE
jsont&zLA
g
R type string tcp = ATFBAER
2&SSL ssl_enable boolean false B EAaFEssUA
ik
ssUIE$ ssl_cert file null & certitH
ssl-keySZ{4 ssl_key file -- S ssl-keySZ{4
sslZ$H ssl_key_passp | string -- & ssEHZ$H
hrase
%+ 13-24 udp EREEECEMN
Famy XJMilogstash | 358! KNME 2 | &t
EoEIn WiE
i port number 1025 2 REFHHIE
=
TSI codec string plain 2 fRAD ST
e plain: iFE
VLGNS
e json: XHiE
jsont&zLA
g
IRIAREE type string udp = RIS, B
TIEEEabiEm
g
BAFI /)N queue_size number | 20000 & BABI /)N
BEWEMXF | receive_buffer | number | 20000 & ERENXE
TE _bytes TE
FMX KN buffer_size number 10000 & X AN
TE&i=z workers number 1 B T1E&IEE

MAERARAS 05 (2025-01-20)

WRIERE © EARITERARERAF

396



RERMN
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& 13-25 obs iEHZREENN
g Ytizlogstash | ZEEY EIAE BE |k
[iTa=101 B
region region string -- = region
1% bucket string demo-obs- = R H
sec-mrd-datas
endpoint | endpoint string - = endpointitt
i, FEER
hihttps
AK ak string -- “® AK
SK sk string -- “® SK
BUZR prefix string Jtest S HEIERIS S
DTk
EFEXH | temporary_dir | string /temp & HEiZEXAT,
¥ ectory EFRISHE
RXFRE | type string - B T
12121812 | sincedb_path | string Jopt/cloud/ S A& &IEEL
logstash/ M EER,
pipeline/ PrLEERSE
file_name :RERYS 73]
% 13-26 kafka iERzZ3 B EMN
Ly Yifilogstash | 28! BANE EF | R
BoEIR R
iiFE=gichild bootstrap_ser | string -- = iSE=gichils
vers
Fi topics array logstash | 2 F, JEAT
HEZPER
HEREAE consumer_thr | number | 1 2 poE s
eads
Rz S auto_offset_re | string latest & =1E4=1ivi
set o earliest:
IR ERY
HE
o latest: i
ENERHTHYIB
2
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Ay Xihzlogstash | 2E! SOME 2 | A
[iT=10 B
SSLIE$H ssl_truststore_ | file - S SSLiE$H
location %IRSSLIE
KM FRZE
VELSTEES
SSLZ%4R ssl_truststore_ | string -- S SSLZx4H
password HIEIRSSLIE
KIMNBTHE
EH5Z5%
ZEMY security_proto | string SASL. SSL | & ZLHMNY
col
sasliEiZACE | sasl_jaas_conf | string -- & sasliEiZhcE
ig
Py 1 is_pw_encrypt | string false & =Em=
ed
sasl#l sasl_mechanis | string PLAIN & sasl_mechanis
m m
¢EId group_id string -- B group_id
Hrf, “sasi&EiZAcE” HEREkafkafliiEHITES . REINT:
o MASGERACE
org.apache kafka.common.security.plain.PlainLoginModule required username="'kafka/E/ "
password='kafkaZ 3,
o ENEREEE
org.apache.kafka.common.security.scram.ScramLoginModule required username='kafka/g/%
password='kafkaZ 43,

& 13-27 pipe iEESSE BN

d

iy YtRzlogstash | ZEHL EONME 2E | i
[T=10 WiE
it type string il = it
ISE pipeld string - =] =i
gl domain_name | string domain_n | 2 iq=!
ame domaionNam
e
BRPZ user_name string user_nam | 2 K~
e user_name
=3 user_passwor | string - 2 id=

user_passwor
d
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FBFisE 13188
iy SFpilogstash | ZEHY KINME 2E |t
[i=10 WiE
AR subscription_t | string true & MESE
ype e Shared: &
1y
e Exclusive:
HEER
e Failover:
KRBT
1TIAWDMANIE | subscription_i | string true S VIR E
nitial_position
3 13-28 elasticsearch iEizZSeFe SN
iy Fpilogstash | ZEHY KNME 28 |t
[iT=10 WiE
FHht hosts array -- = FH et
] index string -- = E]
KmERIEG query string -- = KmEFRIEG
BRZ user string -- =2 BRZ
AL user_passwor | string -- = Z5g
d
R EIE ] size number 20 g RIS S
& scroll string 5m = &
XHEHER docinfo boolean | true 2 NiSEE
EBBCEINZ | is_pw_encrypt | boolean true 2 EAEENE
ed
=ASSL ssl boolean true = =ASSL
WEHB S ca_file file - & IFB
=ASSLIEE ssl_certificate_ | boolean true B E&SSLRIE
RIe verification
BHEZ=S
TERNAFPREERESE, BaiiThIB NG LBN TR
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% 13-29 HRVEEES

ERERREIR XtRZEY ik
logstashig{d
B HImY TCP tcp BFARXETCPIMY B, BEEMIIBEER
Z£13-30,
FIR#UEIMY UDP udp BFRZUDPINYBERE, BEEMNIES
WFE13-31,
EEBATI KAFKA kafka RAFiEBES N\KafkaigErT!, BB
niEEnE13-32,
XJRIFfE OBS obs RATFEREEINRFEOBSHEF, A&
MNES #%E13-33,
Z=INESE PIPE pipe BFEEEEANLZECNEEF, BkE
MNiESFE13-34,
7 13-30 tcp EREESECENN
Ry Yifilogstash | ZEEY ERIAE BE |k
B &I WIE
im port number 1025 = im
FRFOZEEY | codec string plain = FRTOEEY,
json_linesgl&
plain
e plain: ¥
VTS
e json_lines
: Abjson
BLRBE
EHUMEE | host string 192.168.066 |2 hostittik
i 5T =N
LHBE
ssliEH ssl_cert file -- &5 ssl_certilf
2ASSL ssl_enable boolean false B EEFBssl
ssl-key3 | ssl_key file -- B ssl_keyS {4
(G
ss|Z5$8 ssl_key_passp | string -- & ssl_key_passp
hrase hraseZ5$H
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2 13-31 udp EHEEEENY

oy IFRilogstash | 3E! LIVIN =] 2 | Ei
ECEIRN WiE
FHHehE host string - 2 FHHehE
i 5TEN
KB
im port number 1025 = i [
fRRGZEEY codec string json_lines | 2 FRADZEEY,
json_linesak&
plain
e plain: iFE
TSN
e json_lines
: Rtijson
BXRE
EN5 0N retry_count number 3 5 B IRE
EIfIER=FR | retry_backoff_ | number 200 & Bl RE=ER
# ms #
2 13-32 kafka iEiZSEECE N
Famy JfRMilogstash | 38U BiAE EE | R
EcEIn WiE
RSt | bootstrap_ser | string -- = ARSS kit
vers eg:192.168.21.
21:9092,192.1
68.21.24:9999
E3 topic_id string logstash = F&;
FRFOZEEY | codec string plain = FRRGEEY,
jsonzg&plain
EXR{KE | max_request_ | number 10485760 = = RN N
KIEE size E
SSLUE+H ssl_truststore_ | file -- &= SSLiE$H
location 2L9i%ERSSLEE
>IN ESE:S
BSiz2%
SSLZ$H ssl_truststore_ | string -- & SSL=%$H
password LEIRSSLAE
>IN EE:S
BHSiz2%
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g JFRilogstash | KHEY EOANME 28 |k
[iT=A0] B
Z2tY | security_proto | string PLAINTEXT S LMY
col
sasiE#E | sasl_jaas_conf | string - B sasUEZACE
=1 ig
A% | is_pw_encrypt | string true S Yl IE
ed
saslil#l sasl_mechanis | string PLAIN B sasl_mechanis
m m

Hreh, “sasiEEEE” FERBEkafkafEH#HITIES ., RAMNT:
o BANIEEECE

org.apache kafka.common.security.plain.PlainLoginModule required username="'kafka/E/~"
password='kafkaZ#3,;

o ENEEAE
org.apache kafka.common.security.scram.ScramLoginModule required username="'kafka/H/~%"
password="'karkaZ#3,;

7 13-33 obs iEZACENNY

A XJRzlogstash | 358! KAE = | R
[Tl WIR
region region string -- = region
& bucket string demo- = ik
obs-sec-
mrd-
datas
endpoint endpoint string -- = endpoint
EE temporary_dir | string /temp/ = FBFRE
ectory logstash/
eyt codec string plain =S fRAgg=plain
Z&json
AK ak string -- = AK
SK sk string -- = SK
EIE prefix string test B HRIZRIER
RISE encoding string gzip & w8t =Ugzip
SE A
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iy ItRzlogstash | HEHE! KINME 2E |t
=101 WiE
11281 sincedb_path | string Jopt/ & FRAFSEiE
cloud/ B EER,
logstash/ PrLEERESE
pipeline/ RERYS =]
file_name
5 13-34 pipe EZRECEMN
) YtRzlogstash | JEHL BANE B2E | ER
[i=101 WiE
S type string izl = i)
B pipeld string -- = BB
AK ak string -- = AK
EFREAER
FEEZSH
SK sk string -- = SK
EEFEEE
FEEZSH
1k domain_name | string domain_n | 2 =
ame domain_name
EIFFE PR
FES5ZSH
BARFRZ user_name string user_nam | £ 3=
e user_name
EIFRFE R
FEFZSH
=h user_passwor | string -- =1 lq=
d user_passwor
d
AR
FEEZSH
[E482eR compression_t | string NONE & RS EgEER
ype
FABUi#ERE LE block_if queu | boolean | true S FAZi#5RE LEFH
e_full N
Bt ab 1R enable batchi | boolean | true & EEFBHta
ng b
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13.2.15 FENTES R i54RE

FPRENREFEFHATERICLogstash BB TFEIEHEE S, BEITFEEEXILogstashd
filterBB D BOTIB(L T4 . BRI, STIFUNTRERLogstashiffd:

% 13-35 TiFpyEny

fiEtres XihzLogstashshly | IR
i

kviZHT kv BEXIRERNT, BITRNIEES3E13-36,

mutatefi#ifT mutate mutatefi#ifr, FETHINIES WE
13-37,

grokfi#tfr grok IEMEEYT, FRATAINES % 13-38,

datefi@fr date RSB, REATARNES E13-39,

dropfEtfr drop HSIMbR . TEAIN, EEEZAN,
BaI & A EHMEANRIBFIC R

prunefi@t prune EEHBRHBT, BTRNBESE
13-40,

CSVARHT csv csVAETURET, REATAINIES WE
13-41,

SR EURAT ruby =ENBEEruby T, BTSSR
%£13-42,

jsonfigifT json jsonfbIBEE(Y,, REARIINIEESINE
13-43,

Splitf#tfr split RN, REMTAINIEESFE13-44,

Clonef#tfr clone SeRERENT, RENTHINIESZE13-45,

uuidfgtr uuid uuidfigtfr, BTN ESI#E13-46,

% 13-36 kv i@t

FERAT ALY XtRZAY i) SNME =2 | &R
LogstashBc & WIE
I
EFE source string source 2 BENRAFER
Bir=E& target string message | & Bitr=E&
FESE| field_split string ) S FEIE|
EVIES] value_split string = & FERADE
EBEFERZTRE | trim_key string - S ZEBrkeya9=
1%
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BRI XIRZAY it BINME =h | R
Logstashft & B
I
ERETIE trim_value string -- & FPBkvaluespy
=K
REFEE allow_duplica | boolean | true & RFEE
te_values
INFE default_keys | array -- EN i hlkey
HEBR=FER exclude_keys | array -- & HEfRkey
BEFE include_keys | array - S B &key
BUZRITHL prefix string -- &5 BUSRILEL
B3R recursive boolean true &5 1B 3REHT
FRIEW transform_key | string - & keyHytLik
IR add_field hash -- & SEN=2ER
#hiTag add_tag array - B A iNtag
IR FER remove_field | array -- =S BIR=FE
fFRTag remove_tag array -- S fPtag
idtric id string -- =S idkRid
R =EH whitespace string strict/ =S THRES
lenient
FERIEEE remove_char_ | string <[10), & FER(EEY
key
% 13-37 mutate &t
FEATRLI XIRZAY it BINME =h | R
Logstashft & B
I
ERIEHY convert hash -- &5 HRILELY,
HERKS join hash -- & HARRE
NG lowercase array -- B B AINE
BIANFER coerce hash -- & BRIAZER
FRE rename hash -- & FREKAE
FRYE replace hash -- & FERYUE
FENHE split hash -- & FEBOE
S#ghiRRAR 05 (2025-01-20) WRIXFRE © L ARITERABIRAE 405
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FFisr 1318
BRI XIRZAY it BINME =h | R
Logstashft & WiE
I
ERR=HE strip array -- & EBRERS
BT update hash - S BT
L N uppercase array - & HBUAKE
BINZFER add_field hash -- & BINFER
#hiTag add_tag array -- B iitag
BT remove_field | array -- & BIe=2ER
f8P&Tag remove_tag array -- B FPatag
IDFRIC id string -- & idkFid
FEREH copy hash -- & FEEH|
gsub{E#Eia gsub array - & gsub{E&ik
% 13-38 grok fi#tfr
FERAT AR XIRIAY it FIME =a | &R
LogstashifitE WiE
I
TEMPTEg match hash -- = IEMPTEg
F—ITHe blzea k_on_mat | boolean | true & IENPCFeHkt
c
BEEFRE overwrite array message | & BEEFRE
wINFER add_field hash -- S wINFER
N hiTag add_tag array -- B iwitag
Bhr=FR remove_field | array -- & B ER
f&P&Tag remove_tag array -- & fePitag
IDF¥RIC id string - & idkFid
2 13-39 date &t
TR XS RAY E- S AAINME =h | &R
Logstashfit & WiE
IR
IEN g match array - 2 Em
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FFisrm 1318

FERAT ALY XtRZAY it BINME =h | R
Logstashft & B
I

Bir=FE target string timestam | 2 Bir=FE

P

wINFER add_field hash -- S wIN=FER

i~ fNTag add_tag array -- S 7~ fitag

BIRFER remove_field | array -- S IR =2ER

R Tag remove_tag array -- & & fstag

IDtRIC id string test S idkRic

locale locale string -- = locale

AY X timezone string +8:00 B timezone

2K 13-40 prune f#tfr

FRAT AR XIRIAY St FINME =a |
LogstashiitE WiE
I

EEBRFE blacklist_nam | array -- 5 B
es

EZBE blacklist_valu | array - & EoeE
es

HEBFER whitelist_nam | array - S g Em=Es
es

=F=ET whitelist_valu | array - B =p==ti
es

% 13-41 csv f#tfr

FERAT AR XIRIAY St FIME =E | #ER
LogstashifitE WiE
I

Rt source string message | & FRATRER

SRR columns array -- & llal=y

IEFes separator string ) S IEIRF

B zs5) skip_empty_c | boolean | true & Bz =5
olumns
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FBFisE 13188
F 13-42 RERENT
FEATAII XTRZAY 5] SONME =8 | ER
Logstashfic & WiE
jiji}
KEIDE filter_length number 10 & KESE
ea=1in =] set_time ruby_time | 123 & A=)
& 13-43 json f#tfr
A AL XTRAY St} KNE =a | ER
Logstashfit & WiE
7}
R ER source string message | 2 RIS
Bt EE skip_on_invali | boolean | true B Hhd HEjson
d_json AT
IN=EER add_field hash null S NINFER
~h0Tag add_tag array null & i hitag
TEPR=ER remove_field | array null 5 TEPR=ER
f&P&Tag remove_tag array null & f&Pxtag
Bir=ER target string message | & Bitr=ER
& 13-44 split FRATESAENTRIN
AT AL XTRZAY it HAE =8 | ER
Logstashfit & WiE
i1y}
FE3 field string message | 2 FEEF
2
% 13-45 clone fEHTESETALN
AT AL XTRAY St} KNE =a | ER
LogstashiitE WiE
IR
g clones array -- =2 EEEENE
ER5IZ%E
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BFiEr 13188
& 13-46 uuid fEHTEERATIN
AR XIRZAY it KANME = | B
LogstashifitE WiE
In
Bir=E& target string uuid = Bir=E&
BERE=S overwrite boolean true =2 A Es

13.2.16 FHEBHZFIRS

B2
AP REFBHIEFIZERBsalt 5 R, FRESHIERE, migit L3RBT agenthi5
i, BEEEGagentHITHIIRIE, BIEHEFREsalt-minionF4kZlisap-agent,
(MAgiTY:
FHRA S NOEEE o
HRBH=HIRE

F£H1 EREEEHS

S22 PHENEA LT5RY E, eiF ‘e > 2T SecMaster” , HAREANEER
Ho

S|3 EEMSHISEE “TF=E > FEEE” , AELFZEERS, BEERLES
[BETR, HABRLF=aEERE.

l13 56 HABIRLIETEEIERE

ﬁﬁﬁﬁﬁﬁﬁﬁ

B4 FHETS.

1. EEMSHEIRE “1§§>_ﬁ1¢ B, RAEATSEERERE, BHE8FD
RPETEST “BRAE7 FIRY “IEH”

. TEHIHAET, B W
BRI, B RERE BT %5
SWS SHEA.
1. ETSERAET, B .
2. EFETRRET, BE “T—F7 , AERARIERETS, SHEE.
Sh6 TRAMHEHE.

1. (FRITEEETE (fa0: Xftp. SecureFX. WinSCP. PuTTY. Xshell& ) &EF
LLEEECST &,
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5z =12

131RE

LRT

2. HMEHRSES. 2EFIRI%RES, LrootifRIIT, EECSHZRIAgent,

] 13-57 &% agent

7 9 de. At /wor] bafe! z Sa 1les/1sap-agent.tar .gz && tar -xzu
/ﬂpt/l:lnutl/ls(\p agent tar.gz —C /npt/l:lnud 2 <h /npt/l:lnutl/lsap agent .<h 102 L1ac93c 11450 A IO 61eIE090T DAt o147 -Beob Acar
bzbf -d1f 79ad2BcfZ https :/ssecmaster—ga.cn-north-7.myhuaweicloud.com https://iam.cn-north-7.myhuawe icloud.comvd auths tokens
% Total ¥ Received % Xferd fverage Speed Time  Time Time Current
Dload Upluad Total Spent  Left Speed

00 4870k @ 4876k @ 8 48.8M fomiom —oiomio— ——i-—io- 41.8M
./csb-isap-agent-service_1. a,zazqa7zs1425z7,«1 1.tar.gz
./isap-agent.sh
sb-isap-agent-service_1.8_28248725142527_all,
sb-isap-agent-service_1.8_28248725142527_all/csb-isap-agent-seruice_1.8_2B248725142527_x86_64. tar.gz

_2A248725142527_all/csb-isap-agent-service_1.B_28248725142527_aarchbd. tar.gz

_20248725142527_xB6_64

_20248725142527_xB6_bd var,

_20248725142527_xB6_b4bins

_20248725142527_xB6_b4./bin csb-isap-agent-service
sb-isap-agent-service_1.8_28240725142527_x36_64/manifest.ynl
sb-isap-agent-service_1.8_28248725142527_xB6_64/act ion’
sb-isap-agent-service_1.8_20248725142527_xB6_64-act ionsovert imeUninstall.sh
sb-isap-agent-service_1.8_28248725142527_xB6_64/act ionsagent_controller _Linux.sh
sb-isap-agent-service_1.8_28248725142527_x86_64/repos
sb-isap-agent-service_1.8_2B248725142527_xB6_64 conf s
sb-isap-agent-service_1.8_28248725142527_xB86_64/conf sbammer . txt
sb-isap-agent-service_1.8_28248725142527_xB6_64 conf conf ig.propert ies
sb-isap-agent-service_1.8_28248725142527_xB86_64/conf /component . properties
sb-isap-agent-service_1.8_28248725142527_xB6_64confisap-agent .service

ww_az

# Total  « Received % Xferd fverage Speed Time  Time Time Current
Dload Upload Total Spent  Left Speed
ma 168k 188 168k 188 217 154k 199 B:@@:AL @:P@:@1 —-:--:— 155k
=1

“service:service’
‘service:service’
‘service:service’

‘service:service’

811209 811115 8 11:43 ttyl  00:89:08 ,opt-cloud isap-agent binsesb-isap-agent-service
811338 811115 8 11:43 ttyl  B8:88:88 grep csb-isap-agent-service

install isap-agent successfully

[root@localhost conf 1 _

3. RIERERER, MAKSEERED,
4. MEFEEIZECINT™EER, NERRAgentZHERIN,

install isap-agent successfully

5. ZERE, AREZNEHENTREEREF, EFETRIRE.
PRI BROEIEEIE

. &° "E%H#‘F 12 > P ER” WEY, BE g7, FEETRRE
B, DRRERSIBEEEITIREIIR “RR”

2. TERBMFMET, B W
-

13.3 BREH!

Brn=

HRSRH

BEEEHRAR
FE

iiﬁﬂ&i%@iﬁ)‘iﬁi, ERILARIEFEXN BRHETES . AETRBNELUTER

o EBEEHBAR
o RS

o ZRHEANENERAIFRIE. MIRRE,

SREERSE
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FFiEr 13188
SIB) BEREALAN =, %iE “Be > RESH SecMaster” , HALR S ZINEER
.
SIS SRR C TS > g8 |, HETESabET, SEEmTES
BEER, BB TS ERE.
13-58 A BIF TS ASERE
- a .
SBA EENSHEEE 85 > BREH" , SAESE4IEE.
13-59 WA\ ESREHIHE
=
S5 EFREHEIES, 55EREMEE,
% 13-47 ESSHULH
SRR S
—RES B EIN—& B RS,
—pER BRFEN_RERER.
BRRS BRI,
Bt ESFEtedt .
5 R X,
Bt BRETHE.
11 A% B R TR B IR .
et
B E
S BREEEE,
BB BEREALAN =, HIE ‘%% > L= SecMaster” |, HAZ S SINEER

Ml
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HPFPigE 13188

3 EEMSHISEE “TEE > EEE” , AEIETEIERF, BEERLES
[BEFR, HABGITIE=EEERHE,

13-60 HNBir LE=aEERE

$]4 EEMNSHEERE “RE > BREH” , #EABREFINH.

13-61 HABREHITRHE

s PEEFERAET “RE" SN EREE" , BHERERE.
6 EERGBRAESR, HEREBRHR.
S|T BE HE .

R
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5z =12

14 NRETE

1 4 PRELE

TR

14.1 SRR PFHRN{ER SecMaster

BITESM

MREFENEFAERSecMaster#H TR RETR, B LUERAZ—SMIAIER
%% (Identity and Access Management, fSF#RIAM ) , BZIAM, &aTLA:

o IRIERNAIILSZAER, FEENKSS, L AREEREESRIINR T EIFEIAME
P, iLRTIREE—%LEIE, F{EHRSecMasteridiE,

o RIBEIWAFRYERRE, REAFBRIHIANIR, LUXEIARZERIRIEE .

o ESecMasterFFEIELEL W . SRHIERMKSHERRS, XEKSHE SR
SHLUMRENIRHTEH .

MRS ELEEHRETRIER, FREQERZAAMAR, SIS AET, &
INEERRSHIEEINEE .

AEDAENBEYAREINNGE, #ERENE14-17R,

LSRR ZE, BT HERFPERLIRINAISecMasterfi IR, HEESSEPRFTREIT
E1E o

WNFE14-1F7~, BIF T SecMasterfIFiB ZFNR

% 14-1 SecMaster KFANR

R/ RIEER R 251

SecMaster FullAccess Z e =N ERIR . R RE

SecMaster ZEMNRENR, HEZSORAY | RFRE

ReadOnlyAccess R {XeeEEZE=NERE, ~B
BLENEENIR.
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RERN
FFisrm 14 BREE

AN

14-1 4FFBY SecMaster BURIFIZ

Fia

L)

SEAPEFHER

BIEAER

Y

ARESHEERIR

]

1. GIERFHEHEN
FEIAMIZHIGCIZEFE, FHEFLZE2WAISIR “SecMaster FullAccess” &

2. CSUEAPFHIMARFA
HEIAMIZFIGEIEEBR, FHEEMANFEIZEBFE.

3. HAPERHRIENR
HOZEMNBARERERS, RSN, IGIERR:
ERSIIRPERFRZEZWI (BRZHFRIENESR “SecMaster
%lggzcess” ) BUE—BRSS, MRIBRURAFE, F- “SecMaster FullAccess”

14.2 SecMaster HEN T &

NRARGINERISecMastertlfR, FimEERIRINER, STLIBIZEENREE. BEX
EREEHR R LURINAYIEAIR ( Action ) i55%E SecMastertlBRAZZAIN .

BRIZRSFEAIFIUATRME eI BE X RE:

o AW MERIZBENRE: THETHERIEL, EUNCRESM=EIEERKR
5. BF. B8R, FUERBRE, TBMNEMKE.

o JSONWIEICIZBREMRE: JLMERERIERRG, RIEEAERRIERIEA
&, AL EREREERRSISONEIRIRIEAS .

%Wﬁﬂ@ﬁﬁi%%)’li BIEBEMERE . AENENEERRISecMaster B E X RISHE
pilo
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RERMN

BPFPigE 14 NRETE
SecMaster BEN FEHEHEF
o R ISEBFPEREZIER. MURRITON
{
"Version": "1.1",

"Statement": [

"Effect™: "Allow",

"Action": [
"secmaster:alert:list",
"secmaster:search:createAnalysis"

]

}
]
}

o B2 EHBAPENSERERES

EEREFERNESEMRIMER, SUIRBEERMER. APHEETRIRE
B, —MENIRAYERIIR BRI FEAlowFIDeny, NEfEDeny{f5EREM .

WNRIGEEAPIEF “SecMaster FullAccess” MRS REE, (BEAFERFIEES

“SecMaster FullAccess” HENMANENEZEENISUR, EOJLAGIE—FIBERE
MEEXBPBEENKEE, AEREIPE “SecMaster FullAccess” FIIE4RERIEF

R, RiEDenyL5ERN, MAFELARISecMasterifThR T 204

PTEIRIE, EBRIEREINT:

{
"Version": "1.1",
"Statement": [
"Effect": "Deny",
"Action": [
"secmaster:alert:updateType"
1
}
1
}

o I3 SANERIRRES

SRS

— P EEXRBERIUSSZSMERI, BiRT LSS RRSAERIIN, iE
LIS SEMRSZ AN, TS SAIEMIRS GIRIRARSEENE, BIERE

MBEARSZEZERRRS . SMENEDRBEHRNT:
{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secmaster:alert:get",
"secmaster:alert:update"

1

I
{

"Effect": "Allow",

"Action": [
"hss:vuls:set",
"hss:vuls:list"

1

}
1
}
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FFisr 14 BIREE

14.3 SecMaster RN 5N IR

MREEENHEFAENLE =N ( SecMaster ) HTHEMIIREIE, SolLUER%
—BHIANIERRSS ( Identity and Access Management, |IAM ) , WMIRKSE2RE5HE
BHEKX, FFECERZANIAMBR, EaLAEAET, A ERSecMaster
RSZAIEEINEE.

BIANBIRT, FHENAMBRKEEUNR, SEEEEINABPAE, FERPAER
FRESEA®, FaeERPEPRIAFRISHENAIR, X—IEMIIRIN. &RIX
&, BRIAILETFEAIRY RS HITIRIE.

RARIERINABHIERE , DAHHAEBTHRE . AELIRSINE, 2IAMEHIEMHA
—FARIE AR B TARERBERE MAXBRAVHEAL Z RN LE] . SRESIRIEINFEHE, AILUSH
FIEMRE. BRAISM, e WISIREIMINZEEIRTER.

SZIFHIRBUIR

RO SRARBIEE XK, NRAFRETNHTIENER, EEROLIGIES
EXKEE, FEISERPARTBENXRIERHTHRMINLEEH
o MUR: RITSIEBEIUR(F,

o IBIUR: EENEEERSISACton, EEE N SEISRMIACtionE NBINA,
AT ASEHUBRURT RAOARINEE .
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15.1 =& E
15.1.1 e =SEMZERSES ZENXEZESXE?

SecMaster5E it 2fh1PIRSS ( WAF. HSS. Anti-DDoS. DBSS) BI*XZE5X3I4N0
T
o XEX:

SecMaster: {FAREEERS, KT HEMLZERSERERIMONETE, #HiTR
ZRBINEDHT, EMNERLERMESE, FHREFEK.

Hh2 2RSS : BMONEIET LIS —ICRESecMaster, EMEFLERMNIL

HEE,

o [X3HI:
SecMaster: {ATRTHCEEMENFISHAOES, FLEERZEBIPHE, 5
Hih 22 IRSEBEFER

HithZ 2SS (XERYNRSICNOHERE, FLEERLZEmIPE, &
SENMEBRIRII LSS .

SecMasterSEfMZ2[H1FRSB XA, FHNBWNFE5-1,

% 15-1 SecMaster 5E{tRZAIX B

ARZBFR RSS2 | XBESX 5! PR

Eog e ] Z2 B | SecMasterEEEMEBEL2RWKES | EeER:
( SecMast B, RESHTSREFMEIEN=LZE | BIRES
er) BEES, FHRMBFIPEIN #,
Anti-DDoS | M4&& % | Anti-DDoSEFFEEDDoSKTREN | RIERINISE
mEB% SNFORATE, HEXKERE. HIPSEIE | 2.

( Anti- [EE45SecMaster o

DDoS)
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FPigr 15 & D0 iaER
RSB BIR RSSHER | KEESXEI yaE/aFSE
BIWFNZ | ENZRE | HSSEFTREENEZAZ 2N, SNE | REEVEK
% (HSS) MZEXE, WITHIPEREE, EXEZE. | T2k,

PP E IR RIS 5 SecMaster ,
WebR S | NEEZE | WAFIRS I Mub\ SRE# T2 HEAN | (RIEWebL A
KiE FORGIF, BREERILE, BEFEEREW | EFNA
( WAF) &, BALEXI USRS . HEXENEH . e,
T, SEHIRERZPKSecMaster, £
2RWebXEEE,
HIREZE | $UELZ L | DBSSENTHIREHITTANMGIFFIE | RIE=LEIE
RS it, BXEITAE. SZ2HIESEES EZ &
( DBSS) SecMaster, ZE,

15.1.2 SecMaster 5 HSS RZHIX BI?

RSESEX X35!

o LT2XLMX (SecMaster ) 2=BENFHI—RZeEEFL, ETF=RELRS, 12
=~ EEAFER. ZeTHER., T2 EENEHEE. ZeRIESBINNEEE
B, TUSHEN=LZE, BRTLEEE. HPRIBINKESHIR, 1280

FREEXURS, MRS, BILALERBMASIFNIRA EEES BE |

BT eizEEE, BEZNZEEK,
o U FEMZE (Host Security Service, HSS ) 22U TR IPONEZL~R,

ERTENZE. BRLZEAMAPBHEN, SEBRRESE.

Lot pRSS 28 TERENIIRIHRINESK
BMS2Z, SecMaster2EMLBLEETBHIRSS, HSSEIEAFHIRBEL MR

S

ARSSIIREX

oo
=

EHE, FENESSH—AML.

SRR OEM

o SecMasterBiIRELMEZEEIE ( B1FHSS. WAF, AntiDDoSEZR LIRSS
HIE) , EHEEETSIE, 2258 EE. YL2ERENSUEE. 225

Sl

S rz'
“JNo

LELL
FBb

, BB —ME. BaitREZEEE, HECNRER

o HSSEIEENPZRIEAgent, FHAI. TRFIFNREEEZFRASHENSN
b, FMHSSRImFGIFF O TARNFIGIAMES, 2HUREEIEZE. BIFA
MNEEdle, EEENAgent HIRHIZEER.
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FFisrm 15 & e

% 15-2 SecMaster 5 HSS FZIhEEX I

THREIR HES AR
B/ | ZR | 2WMENEFSR | o SecMaster: {SZIFEIEHSSENEZNIE
ZE |7 BUAL2RTE 55, ERSENTFHNBARZERR.

o HSS: MZFE2MENMIZERR, &
IFREAEENPIKS. im0, &
E. WebBR. BHERMBREMNES

P | - e SecMaster: X¥HGEFIEMIAZ IR
= &, EUSMIERFHBELZ SRR,
o HSS: AIZHAZINEE.

wE | EVE | EMEVFEE | ¢ SecMaster: {XziFEFEHSSEVNR AN
HE | | AR SEE | £R, ERINREA.

BRI . o HSS: SHHEETILINUXETE. Windowss
,ﬂ Web CMS:FEH f"FﬁFﬁﬂ *iEﬁj\:I)I":'ﬁr.l
%, 8REENEEEIES. KE%
rl' ,F'ﬁ RS . JRIRETOPSHIXEIRSS
28TOP5, FENELR TREEVIERER .

B | =RS | - e SecMaster: $INI=IRFZXTHEECEIN, M
B | BE& ZHXEZER, TR=IRSXEEEAIERT
EeEFMXEEERE .
e HSS: F3Z¥FHzZIneE,
ENE | - e SecMaster: AZIFZINEE
% o HSS: $RIEH, IRMEELRTINGE, &

EONSREREE . SSOSREEFE, &
ENENRERLBER. ENNEEXKE
TOP5, EHSEOHEN . EHSEOALSKEE
TOP5HY%tLT .

15.1.3 ZE2=NIEHERIESTA?

LZEANET = R SRR IRSS RENREE, B XEESREMIEES
DITHEIEMESE, FRERFEN.

o —EXREENMREHE, UNZEHIFIREASTEREE, BEAEIESEAS
TRENER, EMEFNZEINR, HEMENAIREE.

o S—rmiCREWFENZRS (Host Security Service, HSS) . WebR IR K&
( Web Application Firewall, WAF ) '«’—;TI%BHPHEQJ:?EE'J ZHUE, MH3REX
VENLZLHEHICE, HITAEREZEINGEES, SeeAIDHFHREIHKEE
A2, BEBARTRIENMANEERE, FHREEXAIIFEHREIN

LZEAMBINSHENLEHIRENST, AREFHILERFIRIKE, SHE
BN MILESS .
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15.2 WJSEFNZZ G
15.2.1 L2 =INEEERRAIE?

WLL2nE, tﬂ%ﬁ'%%i%ﬂﬂﬁf‘ﬁﬂ* SENEERINEE, BIFEET & “ EHE
B s “1REe”

o WUEBES: FEMEES NUTEES.
o RGN PEAMR(EASIEME.
15.2.2 LR ZE?
R RIAN BB IIEBI

BNESE, RIESEPRERIHS (N\T) 118, SEERRME, FRHRARE, T
BIFFEN=

15.2.3 L2 =WZFHRITIG?
MNRARABERARECRGIPIIEHISRES, THRTERITS—REUHEIRE,
o IFFITEEN: T ELSR . ZRAARE, 55— “BE" BEE,
(MARIY:
EERRETMNEIEREINSNT, BEWLECST = (BT REHE) . FUHESVPCLIR

e (BTEBNEERETR) . IREBII TR0, SEFIBEMEIEIIECSEIRFIVPC
BiF T AR, BT,

£JRSIEH
o %mt‘l‘ﬁﬂ’]?ﬂﬁﬁqﬂ, BiJ/BUE B RZEF~ECERRY, 1BEBSINEE—FHFEIT/EX
o ZERWMEBIIGE, BEFIBRMIATER:
- WNREFERTHIERENRE, FEFIERATRELIEIECSHEIR, FMIRE
B2 (M= iRSBEEFEE ) -
- WRERTHIEXREDRE, SEFIBRMBTEENSERETRIIVPCE
mPm, FHRESSR ( VPCERIRTREFER ) -
ENEREIHEE

SE BREREHE
SW2 PEREELHN =, B ‘22 > ROTM SecMaster” , HARSRINEIER
A.
SW3 A RN AP, REALA CUR , TRRSSEED.
SE4 HORBUTAMRAGEES, BF B, —REREEI RATRR.
EERAEEED, R RATRAARCATE
R
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PSR 15 IV
BITHEER

S BREEEHA

S SETEALSHN =, EIE ‘28 > RE R SecMaster” |, HARLRINEER
.

BIE3 7f “RM7 W@, BHEALA ‘SRS, SREASEED.

$R]4 BE BUHE” , —REMIEHIENES R RERAEESEO, RHETENE
BCERIREEGH -

.

15.3 ZETH
15.3.1 WIEFFLZEIFED?

LZEAMZIFTEIENBA R NERE, HEBERFZ2EREs . BIER
TEIF5, AIRIE T BRI E NGRS PRI R RAMAR o

BERERGEERE, FHEERSTHIRG BRI EF a2 BE
f, RIBTEEEEchs %#%uom=$#%xﬂﬁ#FﬂEﬁhuF ﬁéﬁﬁ
SEE,
BTt s
BB BREEWEE,
B SEREALSHN =, EiE ‘28 > R R SecMaster” |, HARLRINEER
.

T3 ELENSHEERE “TEZE > TEER” , FETEZEYIERS, PHEFRIES
BEFR, EABGIETESERE.

l 15-1 HEABirLIEEEERE

§§§§§

. a=="_.

B4 EEMSHAEIERE “KQTE > 20T , SAEZNERNE, NASEHEZS
BINEHTLIE.

SIS EAMNSHEIER ‘R > RESE” , SEANRREERE, MERHTLE.

$R6e EEMSHISERE “HipzsE > SZEIE” , AL SEEERE, NEEHMH
TR,

SR HENEZ. R, SERERE, J_IEI “Z‘E@*% >SHBLK E, BE ‘B
W, ENETEEEHRNREITS
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FIFism 15 A
(10 88
HFENEE—EhETE, BEERE “SHEN” M9 E, BRIFINE, Eaa
NZ&2iTs
-

15.3.2 A A B BRI NGRS E B ERNIEEIRRD?
R RIIHONE DAFES0S K, FHTENNS.
B2, MBEHE LAFEENRR LNRBEESD (8 “REE" RISATTR

WA FRRINBE S, BlEN, imOREFSSOSE IR AN R ) , BPRAEZEIY
TRV MR AKIER, L, REaMARSEREHNRFIREBZNNEIEE

B
MREANNLRERTMARBERLRMAFEZ AR, WRERBAARRIRE
o

15.3.3 A+ AR REAPEIREA—HEKRETREUE?

4 WAF, HSS R9EEEFD SecMaster RRIEEEFR—1?

HFSecMasterdiCER TWAF. HSS EIRASFFEHSEEEHYE, MWAFFIHSSHERE
SSLATEZEHIE, SHTFESecMasterSWAF, HSSHREIERA—HEIER .

Eity, BINEFIEXINARSS (WAFZRHSS ) HITEEHAE,

A AR SREFRBERREEH?

()RR SR :
TE=afigsnkia, ELERERN “EAelE” RETREHEETREZER,
B ‘2" REFHEE2EHIBAERA0,

()R ER R :

Te=iaeli@nkl), BERF-FHIREREATRE, T2 EERHTHIER
=, BOFEFRSEBHITES.

BRI
BEMOFS, RESRRARBEMRE-FHAXEEER.

15.4 R EER
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15.4.1 WHTRIER HIFSESH?

RNEEE—MERNNERLTH, WEEEEERRNRENSUENTEEER

WIBEESH

tMCEESMH

LR

£ER3

gz

MRAFPEMER, —BWMEl), BIaSERKEEE, TEEERNRE.

RERMEXNEWFHZE (HSS) , BWHSSIENZEINR DR TH, EHh2EMMNE

IBEZEEY, BFHEENR.

HSSIBIS R NGNS ZEMIPEEE, MREMBADWEENAITH, WEEK

HRORIPEHITI=EL, FH ERSES .

SEWEIRRETHSSHSEESHET, BERHSSEIREFIGIAFGIEEES M.

o MRERIENBIRMALI, WNEINSERINEREN, WP TRERIRSE
BEEMRENEEER, BNSEUTER, ZAMESESNG, BRH—2eE

FHAIXEL o

a. BMEMHAERENIRIPRIBIEER

b. BEMEMEMHEBEIWAENRGEKFOS .

¢ IBEMBMHUTIRNNEXEK,, HFEERREKFFHAE,
d. BREHPTEEEFRER, IERFATEER.

o WIRERIENIRBENDWAE, WHIRIPHHSSI=&L, ESEWTEE, MEENZ

£,

a. IBNRAHHIAERETRYRIPRIRIEENR -

b. BRINERIINESR, EEHIERANXK .

¢ IBRIESEPRTERFRHSSFEIFREN o

d. BRELRERINEENZEAH. XSRS

HEFMMLIETRE, SAULRELEER, HMcEiRINEESH, IENEES

HRIEE,

SEREEEHA.

BFmmEALEFH — , IR ‘e > ReRMK SecMaster” , AT E=INEIER

Ml o

EEMSH=EE “ TE=E > =EagER” , AEIE=EsERGS, REERIES

[B&R, HABRLF=EEERHE.

ZLEM

EEMSH=EE “RNEE > SZ2EE” , #ANSEIIREERH,
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SRS T “BOWET KB, RIFEEIIR.
$hR6 HFEBEE, RIELFERMRERMSES G

TR

15.4.2 IUEEFFE BEE S RANEFMESEIA/N?

LZERFE ‘RERE” PEEMEATOHRANFHEZEX/) . AREREFH
MEERTSITHATMER:

o ZERENBRPH “BES SHARTI—RNATEFHDE;
o ZERIRENERFR “‘BESH SHEFLA—EBRABTSTER, 850

SEFEESE;
o ZERIRENAHKRPH “BESHT” SHERE—RBEAATHITNER, 88
BASFESE

ZEREEEL LIFENEERERS.

15.5 FIERE
15.5.1 B4z HIgg LM, AoTAbiE?

HERER, TEMEECS ELRBMITHIZE (isap-agent ) , HHIMERELWNEF G
B, BERAETHITHIELE:

HIEEEY, ERBSHEENAHSFIRERGSEmE? .

AREEE—: 1F%5E isap-agent B9 ECS [RFZ2851FfE Agent i OBS i BIMEEA
B

15-4 ECS E415 OBS MEAE

fERTTE:

o (M%) AHix—: BECSEHSOBSHIMEIERE

o (W) FiEZ: FaELRHAURZEG THIIAE, BiELRE HET
EHH “/opt/cloud” BERT,

EROBSEEIEHSA,

FEEMNSHZIERE ‘@Y% , HREEFESER, HEAENREERE.

BEBMENRER, BEAENRIFERARE, THERMANRZES.,

BT ITEEIET A (40 SecureFX. WInSCP ) infeERBR=RSEE.

BREE LERTENA “/opt/cloud” BBET,

™ a N o o
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AJRERE_: ECS PRSI E=BARE

15-5 HE=ERE

RRTTE:
IR, TREEER=E.
ATREREIPY: workspaceld RREEEM
LEELIAN TEFREERT, NZFERWorkspace IDIRIGEM .

15-6 workspaceld 355

start to sap-agent, plea
rt to 1sap-agent, pl
art to insta p-agent, pl

start to insta p-agent, pl
start to install -agent, pleas
workspaceld error, install isap-agent fail

BRTTE:
1. BERRENEEEHSE.

2. EEMSHERE “TE=E > FEERE” , AELE=ESERS, BEERFRT
F==ERMR, HEABRTF=EEERNHE.

3. EEMSHEIRE “RE > AHER" , EATREERNERE, BEEFTRE
o

4. BEWITHSHRIworkspaceldfprojectld.

15-7 IZHIEFRIZEHIER

1) feREfagent
1. BEREESR
TEAT— EsT
(1) ENBNE—TE, Bl opticoud

(2) & s curl -k -o Jopticlol

L.com

pticlof

oud
nt_controller_

ent_controlier_suler tar.gz -

aunorans [EEE]

"192.168.0.0 E 9

h install «

Kens

5. BEXFRETiIeSPBIworkspaceldfiprojectld, BES4HEI—H.

& 15-8 SIS HIER

6. [BELFRITaR<S FRYworkspaceldfprojectld,
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ARERETR: isap-agent BRR%E, RAENEEERE
LEFLMNTEREER, NFRRAgentERZE%E,

15-9 Agent EE LR

t install the ISAP-salt-minion-euler again.

FRRTTIE:
1. (\%) BiE—: BUEEEHE LTS
a. BRLZEENEEIETHS.
b. EEMSHZEE “TiE=E > TSR , FELE=EIIFRF, BHE
B ILE=EER, EABGITETIEERHE.
c. TEEMSHIZEE R8> BHER" , EATREERNERE, BEERD
SETE(T “EMET BIRY CEET
d. 7ESRHRIFRIAMER, BE “FRINT
2. (EN%) miE: BEEAGESEEEBMHEHIEE (isap-agent) .
a. EYEEEE TR (40: SecureFX. WInSCP ) inf2ERBEr=IRSE,
b. ]r;ﬁ;’fjtﬁsh /opt/cloud/agent_controller_euler.sh uninstallfs<, EIEEEE
55 o
3. KERECSREE.
a. BYEEEET R (40: SecureFX. WInSCP ) infeBRBEr=IRSE,

b. (%) AiE—: H1Tls -a Jopt/cloud/EF “/opt/cloud” BFE FRIH,
BT TEFRES ( REHANH ) BY, NRRETHEIE .

15-10 RIASZ {4

[root@ecs-o__ __..d]# 1s -a /opt/cloud/

agent controller euler.sh

c. (O ) HiE=: HifTsalt-minion --version®s¥, HIRTRUNTEFRRES
BY, WFRRESEHTRK.

15-11 {&& isap-agent (58

[root@ecs- ©  'l# salt-minion --version

-bash: salt-minion: command not found

A E=
TRIHBE—ERE, FEMITREHEIARE .

BIREEE7S: ECS F| DNS [IZZHhiT

Ziisap-agentidizdr, FREIRT “Could not resolve host:**#*”
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ent

Spen
9:69:01

com: Mawe or service n

HEERTI AT RE2 T ECSEIDNSLE KT, SHEELM

15-13 ECS %I DNS R4l

1sole .conf
"

uota.conf

attr.conf

:3a
11 yum.conf -> dnf-sdnf.conf
136

meout:1 single-request-reopen
etcls
etcln
etcli
I# ping 18.63.25
1.68) 56 hytes of data.

9 packet i ' e ved, 188+ packet loss, time BZ21Bms

BERTSIE:
FEECSRIRIVPCH, ENIEFBRIDNSHELL , FMIREBS I ( BIFAB=HFIERE )
B “ERHENTIRSSSEAIDNSIRS S=ithE? » EHHTIE,
AeEEAELY: TEZTRAFELRKSPREIR
Z¥isap-agentidfEzH, REHETRUTMMER:

install isap-agent failure

Tip: Please check the workspace status and reinstall
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15-14 TETBAFERK SR EIRIR BT

Time
Spent Left

HWH:HHHH gqrep csb-isap-agent-service

install isap-agent failure

Tip: Please check the workspace and reinstall
[rootPecs ~ 14

fBRTTE:
1. EEISRITFZEEREFE.
2. KEZERMER/IMPRW, (YHKF ) SEEEER.

OJRERE/\: BERMHX

Z¥isap-agentidizd, REIET “The directory space of /opt is too small” ,

15-15 EERMDX

188 158k 1688 158k 188 214 1819k 2459
I 2ck all
a

ERISE:

1. AZRFEPHITU TSRS
sh /opt/cloud/isap-agent/action/agent_controller_linux.sh partition
ESFMRIFESI#HES X

2. Efh&¥Eisap-agent,
FHIRIEES WRBEBMEHEFIRE

15.5.2 XEVFEREEENE, WLLE?

[BIREIISR

SRS RS E B R B SR Misap-agentiehd HBHEI, BATEE—EIGE
R (Fit—pth ) , (BREREEE FE3HME, FED AFIREBEN BT
7 RARD TR WIS, XIS I CPUERIR o AT EFIRAIE AT 00%,
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15-16 RET =tlfE

ssem mmmsm

E

RIS

RFEERERSRNFTSREE FAE BN LEFERR, SERERLEIERIET,
FHEFSHCPU. AEFHEGH.

1. IEERRET RFIERIECS,

- BALEFRRUERRSHRENS, £ ‘RUESRSSRT JIRD, B TE
gR" BRE.

- WNREPNENECERYIE TP, S oJLMERTEERETE (fFli: Xftp.
SecureFX. WiInSCP. PuTTY. XshellE ) Z2FFHN, FHERArootlkSEIENL
iR B TR

2. HTUNTSHS, HSBEEHRZNETRES:
top
LHERINTEFRRET, MFRRECSHlavaHtiE h T KECPUEE,

15-18 IZ1TIRE

- 19:21:09 up 8 days, 29 min, 2 users, load average: 1.04, 0.29, 0.13

84 total, 1 running, 83 sleeping, 0 stopped, 0 zombie
: 95.8 us, 3.7 sy, 6.8 ni, 0.5 id, 6.8 wa, 0.8 hi, 6.8 si, 0.8 st
: 3879596 total, 532820 free, 1234536 used, 2112240 buff/cache

0 total, 0 free, 0 used. 2295348 avail Mem

1 SHR S %CPU %MEM TIME+ COMMAND
0 4731800 27.9 0:44 .63 java

0 353640 0.7 0.8 0:00. dockerd
[¢]

Q

g

11780 S . . 0:00.02 containerd-shim
S 1:41.10 rcu_sched
A h_jsap.ag

2

0-02

3. PUTWITa<, EERERIETAE:
docker logs isap-logstash -f

BEUEERT, EEISaREES ltersfy (e ) kEERR, WTEM
7~
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& 15-19 EE&ERETHE

UseConcMarkSweepGC, -Xmn1624 W d rue, -Djruby.jit.threshold
41 [main] INFO logstash.settil i i

.452 [main] INFO logstash.settings - Creating directory {: ing=>"path.dead_letter_queue",
e"}

INFO 1logstash.agent - No persistent UUID file found. Generating new UUID

“82b3 134 27664db2", :path=>"/opt/cloud/logstash/data/uuid"}

:29:54.574 [Api Webserver] INFO logstash.agent - Successfully started Logstash APT endpoint {:
}

[Converge PipelineAction reate<2aac87a8-c8b5-4cc8-8bbb-f74fel314cal>] ERROR 1 tash.agent - Fail.
{: i LogStash: :PipelineAction: eate/pipeline_id:2aac87a8-c8b5-4cc8-8bbb-f74fel314cal,

(

=>"/0pt/cloud/1
"496252¢
1_enablec

to exec
eption=>"Log$

ConfigurationError”, :me: ge=> xpected one of [ \\t\\r\\n], \"#\", \"{\" at line 15 ((ﬂllmn 6 (byte 1463) after

r {\nelse

initialize'", "/opt/cloud/logstash/logstash-core/lib/logstash/java_pipeline.rb:48:in "initialize'"

rbacktrac £ logstash/logstash-core/lib/logstash/compiler.rb “compile_i
ash/execution/AbstractPipelineExt.java:189:in “initialize'", “org/logstash/execution/JavaBasePipelineExt.java:72
“/opt/cloud/logstash/1

fi
, o

ogstash-core/lib/logstash/pipeline_action/create.rb:52:in "execute'", "/opt/cloud/logstash/logstash-core/lib/logstash/agen

“block in conve tate' "1}
INFO logstash.runner - Logstash shut down.

FATAL org.logstash.Logstash - Logstash stopped processing because of an error:

(SystemExit) exit
/jruby/RubyKernel.java:747) ~[jruby-complete-9.2.20.1.ja

9/jruby/RubyKernel.java:710) jruby-complete-9.2.20.1.jar:?]

(SystemExit

at opt.cloud.logstash.lib.bootstrap.environment.<main>(/opt/cloud/logstash/lib/bootstrap/environment.rb:94) ~[?:7]

Using bundl JDK: /opt/cloud/logstash/jdk
OpenJDK 64-Bit Server VM warning: Option UseConcMarkSweepGC was deprecated in version 9.0 and will
future r

WARNING L i 1o Cta(h Vlvﬂ \Ihl(h tvpi(aﬂv located in $LS_HOME/config or /etc/1 tash.

4. PTLATEGHS, i )\“’ J_EEES‘Z{#FET" iV
cd /opt/cloud/logstash/config/files

5 WITLAT®S, EEfilterifn 2BFERE.
cat AEXMHE
HHEMUN T EFIRABE, NFRRHaifilter3nFER

15-20 filter PP FIESE

[root!
pt/cloud/logstash

root root 1646 Jun 27 19 ! c bb-f74fel3l4cal.cont
root r 40896 Jun 27
V1% cat b-f74fel314cal.conf

pulsar-ca_cert.p

h/config/a. txt*

R BERZEzREEEHE, FEANBRIEZE,

82 EEMSHSER "iRE > REER" , #ARKEERASS,

E, HAETREERE.,

likely be removed in a

You can specify the p

R “EEITRREIR

SB3 PEEMETSRAETIREIIN ‘R  FERERET, MNMERRERES, 12

EUNIEHRIECERSR

SASRRAS 05 (2025-01-20) WIS © EARHTERABRAE

430



RERIN
5 =12

15-21 SR raRic &

Bazs
= 25 eITor_parser
f=ad e R
0/25¢
= /
# EiHER Else i=ix v | T
asdfsadfzaf =Ty v
# BEHTHIN Mutate#2F v |
HEIE, sadffd asdfsadf e
Eill|
F =]
~.??,:
]
42 73 [=] o
15-22 (Eoi Rt E
ExER
* EFR SITor_parser
b =P s
0/256 .
FF =
# BEHTHIN Uuid v |
- uuid
*ETZE=E @2 &
+ Rl

SRA B HET .

RS fwiETHE, ALHIRE “REBEEIE™ TE, AREERREBERIEIIR ‘&
B, ERXERE

$R6 MEREBEMRET RS

o ERTHE, £ ‘XEBEEE" NEY, RERRREBENRERE.
o HLBHIERE ‘REDRER ¥, TH, REAGRETRIIRERIE.
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UREBETIRET A “RBRS BTN “ER’ i, NEREENERT.
R

15.5.3 A{izFISS = A S aLE?

WRAHIEHIEE (isap-agent ) RFREY, EHIEHIEDIRER, JEEFERGIH
TR, Hep, ERGIUT:
o HF
sh /opt/cloud/isap-agent/action/agent_controller_linux.sh restart
WAA: (ALt EELtisap-agenti#ie, HEHBNZHE. WHnSHET
isap-agentFEIEM, THE T RE IV SEHIESHIHERFEBR .
o [3E)
sh /opt/cloud/isap-agent/action/agent_controller_linux.sh start

BE: Hisap-agentE IS, BREHGEEKRE, BReERLEGSSE
mflisap-agent,

o (ZIE
sh /opt/cloud/isap-agent/action/agent_controller_linux.sh stop

WBE: Lbas S ATF{=1tisap-agent, FRALLGSIEBNBIEERBRGRESN,
Sisap-agentifig(Z 1k,

o BEEIHE
ps -ef|grep isap-agent
A SR TEEXHRVIEE Lisap-agent2BFE.
o TEFEHTE
tail -100f /opt/cloud/isap-agent/log/run.log
5B AF&EAisap-agentfks, &A10017HE, BFEEHEE lagentRE

B
o WEHKX
sh /opt/cloud/isap-agent/action/agent_controller_linux.sh partition

W ATETALERER, FOERME, FHTHEHKOER.
15.5.4 YI{aJFERR ECS 1 VPC LimTi mRiR?

EERBIERERE, FEWLECST S (AT REME) « MEHEEVPCRIGT
= (AT EBNEEREDTR) -

o ECSWLfE, RAEBIRIEERBERETWE, BAKERERESN (8t iRS:E
FFiEm ) -

o VPCHRIFTREER, RABREERERHTIEE, BARKERRIESN (VPC
KT <AFEE) .

RABERAIIERENSSRITZERNGE, FEFIRNEIZAYECSTHIFMVPCE
iRTIRRiR, BRMETEE . BRRMESRINT:

25 ECS #0 VPC &%+ S E
S BREEEHE,
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SR2 BNATREHERIECSHIR.

1. ;" ?]EEJ:%%E& — ., R UE > BMRRSE , BARMSRSHEEE
Mo

2. ERFIIRPHRIBTREMEECSKIR, FHEBRECSRIFMET “1BIE" SR
‘B2 > RT3 “EE > kR .

15-23 iR1J ECS

a
@ @ | 8|y

3. I‘ ﬁﬁﬂgﬁﬁi}d@qﬂ, IRIERIIERETIETT /MIPRECSRIRAME, STRECSEIRIER

FI3 BHATEENEERET RAIVPCRIF T REIR

1. Eﬂiﬁﬁ&tfiﬁ’\] =, & ‘&% > e =K SecMaster” , HALRE=INE
Em,

2. EEMSHERF “TE=E > =EER” , #ELE=ESERS, BEERFT
E==ERR, HABRTE=EEERNH .

3. EEMSHERE “RE > AHER" , AGATREERE,

4. FHETR.
a. AEDREERNEYF, SEERTRAEST “BIE7 U89 “EH .
b. FEREAIRIMES, BE “HIN .

5. HHBRVPCEIRT =,

a. AELREERETF, £ MR, AERHMETRNES, EEmE
£

WO

b. ‘EMZZ@EEIIERS, £EH ‘MR .

D)
ot

15-24 M=

c. TERERIEIAMES, BE BN .
6. EREEANARERMOIENATEIERENREMAIVPCERIFT R

a. rﬁﬁﬁrﬁﬁm:, BEIR R4S > VPCRIETH S , AVPCRIHEH S
SRS
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b. ARIFTISERIET, WA “isap” , & “Enter” , ERERERMEIE
REBXAIVPCEIFT M.,

¢ EEEATEREMOIENATEERENREMAIVPCERIFT R,
" B BREHITER3T.

15-25 % VPCEP

sE s X x/lc]l®

=5 ERET #E EED SRS SR =il st BIERE iR E=213

EARRERIRE
BETESEASNNE

R

" B WAEHRE, BEERVPCEIRT mPRTET “BIE” FU89 “H
bR” , FESHAMIMERSE ‘B .

15-26 ffifx VPCEP

cl®
EHUEE ¢ RS ST RREEE £ Bl U it
=5 =
=<3 =l
= s #

MBRSERkE, MREMITEEER3.7,

7. BEERGUBRERMBXAIVPCERT RUBETE.
- B EERERRAFHTHE.,

- faii : 521:£E¥1;%E;!E#2 o
-

15.6 N RETE

15.6.1 4N{aJ%5 IAM FIKEHEN?

i@%‘%ﬁﬁ%ﬁﬁﬂ?Nﬁ%?s?é{’lfi?@ﬁﬂ@ﬂﬁ%ﬂ?, HEERERS FIKSHITRIE

25 1AM FIKSHZN
181 (FRESEIKSERSEEHE,

£H2 ERAELLfAPEE —, GBF ‘GE5HE > £—SHIANIRS” , BAGR—SHIA
RSB EBIEH S
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L3 BIEAFE.
1. EAENSHEEE ‘BFRE” , #SANBPERHEE, R2h6LEH “CIEBF
gﬁ” [e]
2. TERIZAPFERNE, wERFESIRIERAMER.
-  FBRFPEZIR: BEEAN “SecMaster_ops” .
- R BEMERMERENE
3. BE ‘g’ .
FRA FIEETENRE.
1. Egﬂﬂ%ﬂﬁﬁﬁ% “DOREIE > R , FAENRNEA LARE “CIEBEX
REE”

2 oo ok

FCERI .
a. REEZIR: BREAN “SecMaster_FullAccess” .
b. SREEEREST: HEHE “JSONWIE” .
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