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MBILARS RE, REBRIRSEXABATEN. ATSRSZEFE
SHMAR, FIERPETHREH, JRFE—FRTFRBINEMAE, T8
IEff5ERIlSS . ABHARERHERFXIRBMUENRIER, TixkEREIEId
PR/ MR EEEER,

o RER: IAMESTIRMAI—FMARIEIRINAYEES], FILUSHAZIEMFIRSAYSE. &
BLARISREMS . ETRIBRENE—MENRIEAIRN5, sEBBER
M PRE/IMENZEEEER, FlU0: FHXIECSIRSS, BIERRESEHIAMAF{Y
BERE — R RRZFRRH TR EIERE . SHBNERIELAAPHZCIRIE
EITHERIFS, IAMSZHFRIAPIHEZIINES M “ 1AM APIZE>IRFAURINIR o

MFNFR, BIETIAMBIFIBRZNIR

% 1-2 IAM RZEUR

REme/R | Eh K5 | AB/RIERE
B TR

FullAccess ETF RSN EIRBIE | 4t | FullAccessTRESRE
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Administrator | BIRSZSHIEERINR KEE | ABAS

2B TIAMERBRESEFENIRIRINKR, BALISRIZRERGERIRSIN

PRo
(i8R

Tenant Guest. Tenant Administrator2&—SMIAERSIZENEMIR, T8 EIAMBYE T
R, FELTFRPARHITRET.

* 1-3 ERRMFSRAENRAIXE

BE Security Agent FullAccess IAM
Administra | Operator ReadOnlyAccess
tor

SIEBIAMAER |V X \V X

BRIAMAEFR |V X V V

#15

IERIAMAR | V X V4 X

BRIAMABRF |V X V V

ZRIRE

EZIAMEBR |V X \V x

ZRIRE

RBRIAMEF | V/ X vV X

SIEAFE |V X \V X
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BRIE Security Agent FullAccess IAM
Administra | Operator ReadOnlyAccess
tor

SA Vv x v/ %
Metadata3
s

&i8
Metadata3Z
(s

RS HREM
7

FIFHY
Eighesgt

B S RM
[5]

EHTMY
SEFTRRET

pllES=ghgiet
]

llERIING
AU BBk S
I

<
X
<
<

<< <

< L] L] L] <
X

< L] L] L] <
x

IDAERFRPFFBIERT, NEERTUEEDRER. IAMAFPNFECE. BA/
=R E CRYRRER, FEEERXALDERFRIF . HIIEBFRIFEOAX
il

EH4FIAMBRENHEMIAMBFRIGRZEAHITERE, WallisER3IASIAMA
PIEESENREFRINE . GIRNIAMBRAZAIAMABFBEIZILEESR, MWIAMABARAE
ERBG Security AdministratorsiZ FullAccesstX R .

R 1-4 HIERRESRGENRAIKXE

BRE Security Agent FullAcces | IAM
Administrator | Operator s ReadOnlyAcces
s
SlEinmER |V X V X
( 9Efh 1AM
FF)
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BRIE Security Agent
Administrator | Operator

FullAcces
s

1AM
ReadOnlyAcces
s

'BEEipaEE |V X
FIF (FEM
IAM AF)

\/

\/

ESupiaEsR |V X
( F9ELh 1AM
FAF)

fipRipRESE |V x
( IEM 1AM
FBF)

FullAccess KRS
{

"Version": "1.1",
"Statement": [
{
"Action": [

Wkokok 1l

1,
"Effect": "Allow"
}
1
}

IAM ReadOnlyAccess REEAS
{

"Version": "1.1",
"Statement": [
{

"Action": [
"ilam:*.get*",
"iam:*list*",
"iam:*:check*"

]I

"Effect": "Allow"

}
1
}

Security Administrator B8RS
{

"Statement": [

"Action": [
"ilam:agencies:*",
"jam:credentials:*",
"ilam:groups:*",
"iam:identityProviders:*",
"lam:mfa:*",
"ilam:permissions:*",
"ilam:projects:*",
"ilam:quotas:*",
"jam:roles:*",

2021-11-30
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)il 1 F=@iEN
"iam:users:*",
"iam:securitypolicies:*"
1y
"Effect": "Allow"
}
]
}
Agent Operator HERE
{

"Version": "1.0",
"Statement": [

{
"Action": [
"iam:tokens:assume"
1,
"Effect": "Allow"
}

Tenant Guest BEHE

{
"Version": "1.1",
"Statement": [
{

"Action": [
"obs:*:.get*",
"obs:*list*",
"obs:*:head*"

1,

"Effect": "Allow"

b
{
"Condition": {
"StringNotEqualsignoreCase": {
"g:ServiceName": [
"iam"
]
}

h

"Action": [
"**get*”,

" list,
"**head*"
1
"Effect": "Allow"
}
1
}

Tenant Administrator B8R

"Version": "1.1",
"Statement": [

"Action": [
"ObSZ*Z*"
1

"Effect”: "Allow"
.
{

"Condition": {

"StringNotEqualsignoreCase": {

"g:ServiceName": [

2021-11-30
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"iam"
1
}
T
"Action": [

Wkokok 1l

"Effect": "Allow"
}
1
}
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ERILABIE AT T

o M AEEBEIAMAR

o INIETFEIIREREELFZAFE

o UNfABAFAR

o INfAEIRTARIAMAR

o FRIEMIAMBRITERZRSFE

BHEREEHARS, ARITREKS, B TER.

ARBR—RAEMEFANIAE], REPFE=1ERERN . AT HEARTS—E!
2. PERFEAESERR, ARSNARTTEBALLIMKS, MEALTIEER
EM—IKS, EXTIKS FRIZIAMABRHSENIR, AERBLIZNIAMABARS RS
REWARER.

AXUARNBMERIAMEIZEERRBRPEHEAG, SRR TRE, S aERIAMSE

RS HRAYECE o

ARNTIANRERL

o REEENFINARUNRZERENEEAN (IRE2-148 “admin” ) , #171
Rofc, BEAEEE. FAkREiE amesFlAlice,

o RAEFERNBEMILRIFLE (JIRE2-14H “FEARA” ) . FINRREE
CharliefllJackson

2021-11-30

17



H—BDINIE
FFisrm 2 BRIENI]

o  MIFABEIBAFFALHIMuLHTUHASUIE AR ( XIRE2-1949 “Mit AR
H” ) ., BIARkRBFE)acksonFlEmily, ErlacksonERtGasmAFARMK, FEit
HHBERIAN “FEARA” & “MIARE” , LASBERERAAPEHR
PR

2-1 FFPEIEEER

=
admin FEARE A RE
James Alice Charlie Jackson Jackson Emily

AR TNSSERE
e adminfBEXFERZNTAZBIRSE, FTEFEHIAMIRS

o FARARBEMNLFAIZES, EEFEREMRIRSEE (ECS) |« ittt
(ELB) . ERIMFABEZ= (VPC) . XEKBEHIERE (RDS) . =tEE (EVS) AKX
SEERSS (OBS) o

o MWHAREBAEMuLAIINRER ERENI, FRERNAMEEEIE (APM) .

FRFEERE
1. ANEIMERREMEMNKSERARETE, AR “FRAREA” & “MEA
BEA” , FARPEEN. BMESRESN: SE: URAPEHEN.

2. ARFNEERLE=1IEEE PRI REIZIAMABR, FibttiMERFelZA
FPERZRRSTFE. BELRBESN: £R2: QBAMARPHESR.
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2 BUEANIT]

2.2 2P 1

BlEAFA

B AR

SER2
£ER3
gz

(S PRI

B2

BIZE R HEHFFEN

ARBNEBARS AEEE (admin)  FEARBIMMAIARA . BFRERFZAKARNET
admingl, ATFIAEKSEHAEZRENERREENR, RLANTNEREEEIAM
FEAIEFAARERNIKARERNA,

EEREREHE, FEE “G—SHAERS" .

S —BAERS, ZNSHERT, B “BRE’ > “SlERra’ .

7 CURAFE RE, WA CRPESH , BE HE , SREPE0R.
RIS ENSENT A, B2 “IXAREA" .

.

Aﬁﬁ%ﬁﬁAE%%ﬁ%mzmﬂstRm;aB\mQEwwom,%E%
“FEARA” BFXANRSHEEIIUR. MK ARTEFEFA=IRSZSAPM, T2
B MK ARE” BFRIIRSHIBUR mﬁw)ﬂéﬁﬁﬁixm’a‘, FBFASIER AR LA
FRXLERIRS . IBEEEME=RESNESIUR, B2N: PURE.

HEPTBEANBR o

HEREIRINF1 PR, B “fEREE” FRZARSSHIMIEES BN ERE . TN
BRARSS, MRERNXEAEFIRERE, WREREZIREFER

x 2-1 FRER

FBFH {EFRRIBRSS FhriB X WERIEAE

HFrARA ECS frERBXig I MIE

fth X 13

BrERXIHIMIE
fih X 15k

BrERXKIEIMIE
fib X 13§

BrERXIFHIMIE
fib X i

BrERXIESMIE
fib X 15k

ERXIE

ECS Admin

RDS RDS Admin

ELB ELB FullAccessELB

Admin

VPC VPC Administrator

EVS EVS Admin

OBS OBS Buckets

Viewer

UL WNSEE APM frERXKIEIMIE

fthX13

APM Admin
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S22 TRPESIERS, REFHERFA “FRARA” , aR “UREE” .

2-2 N RECE

ALEIE 18R Q

RAFREERE |= AFHE & = BERE |7 2

v TTEARE o - 2021/11/29 15:57:45 GMT+08:00

v admin 1 EEFRERENEERE. 2020/08/17 19:41:09 GMT+08:00 EFEE

3 EAPFERE “APENR REF, BERIIRA LS “RENR” .
SR RBEXERINERIR.

1. EFR1IA, FROBSH, HEMRSBHEMBRRS . EFAFEEPEE “ KIFHRIR
B’ , #EMIEFEERE

2. WEFEETFHPHEINIR, & “HBE” .
LE5 REEBRSAIMR

1. AEEFEEGIEE “2BRS" .
2. EZERRSPERFIEE “OBS Buckets Viewer” , B “ME” , THRERRK

SHIBHL.
e SE25MTE, 4 WLARE” BF “APM Admin” BIIUR.
R

2.3 £ 2: GiE IAM BRPHESR

E"ETERRAFPENEE, ATRBERARTEREEMIKS, LREMRE!
ZIAMBRFHIMNBFERIRIE, EEMIREIRZANBFIIERS, JLEYERS
RS FaFERSIREEMNAIRIR .

Bl 1AM B8R
SR ER—BMANERS, ZMNSRERS, BE “BR” > “QIZAF7 .
$H2 REEANEE. £ ‘SRR REES ‘ARERT M “BEnR” o iFIRE
ZZ1MEF, JRE NIRRT #iTHEE, SRRSALE101M AR

2-3 ReERFER

< | eEme

Qummrnze
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AR
o AFRILUERILMRERNRFE . Bt FINSEE—MAAERTRSFE

o ZAFTICEEN, PRI SERIEREERFIETEERE, WRAFIRESIELrE
FHSHE, ReehEEREEZE.

x2-2 BPER

BRER yizl:]z]

BRP& WiE, IAMARPER=RSZFESHARSZ, AL “James”
“Alice” J9fl,

g Esiichalo “EIRAR” EE ‘BEAERMNRE” BSWIE, EIFEANAIRIE,
IAMEBP4BERIBBAHELL, RIEAZREIE, tBeJHIAMARBES
“4E

FN= EE, IAMEAR4SERNFNS, TERAMBRRNEREIE, tba
AHIAMEBRECHE

iR EIE, ICRIAMAFEXER,

o fRiZiHIN: AIAMARFERIBOZEHETEE, SZIFHAFEIZAPI. CLI. SDKERE

TRIBE=RS.
o EIEEFIGIHE: NAMABFRERER, XEHFREREEEHRINETRRS
AR
- WMRAMARXEEREERHSNERRS, 255 iEEEREHanE, &
PESichsl AT
- zgﬂilAMJﬂPﬁﬁH%ﬁfiiﬁl‘lﬂfﬂﬁ%, EGHa R mERE, FIEEE RS

- MRAMABFEEERZEREARENNNEIE (SBOAPIER ) , ELEERIEE
mIEIpE, IR TR,

- MRAMABRFERRO RS, FEEEEHSWRIELRENR (HIAMAFRA ) |
ENHR AR HEISEMEEREH &5, SIS ATBAIEEER. FIMIAM
BREEHSERZEIETR COMIRS CIZEIETR, FEETILAERHITRNIE
ik,

& 2-3 R EFIERERRIP

;{*};‘,ﬁ@éﬁ!'—ﬁﬁiﬁ A8

ipla&A @('Ji%ﬁﬁ)’—“‘?‘EEJZEEIJEJTEEZMT\@U@E’%E%%PE’ﬂiﬁl‘tﬂ@‘%ﬁ
AK/SK)) &

— M BERFERZRERNEEER.

=i | BEX BEXARER, FtEAFEXERNEEFTEEEE

ﬁgo

MREEAPIERER, EiNEEFZSI, REACS
HNEFRER, BXFIRERERNEEER.
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BaiERk | REBHMENIAMBARNERED, elZ<BFREIR T
excelZTURIERD S . SEDXHEMEERF,, BPER

ZERRER .

REeZ RN REFrER.
BRER | RRBUMMEARMTEEMHESHAR, AREREHS
RHRE FIREER.

MRERZRAPRIERER, BENEFZHSI, RIFHEA
FAFBYEBEEIEANFA, AP BEHMEFRI—RIEHES
FERSEFEE, BITIREER. ZHHETRRE

BR | ABRER | ABERFIPE, AMAREZRE, RTEEIREBA
RiF | RIP (3 | BPSFEESN (FRBMHKIE) , EHEAERNIE
=) WEBAGIERS (B ORBMIGIE ) , ZPRERE—HMEE
ii’g, BNFRERRFF, SXBHINETLIESKSE
ERLUERETFL. BBFE. EPAMFAHITERIGIE .

o= BliEsenkla, WHEHABERRIF, 521 BFiEE>IAM
RAP>B8FsERIAMARER.

$|3 B5F ‘T2, BEAFMAZABPA (FiE) .
o EBRFIARBFA, BFEESHEFAMIR, X—IZRIBHAFEN.
o WIFCIEFAIMAAFAE, TRE “QIEAFA” , ESRFESTREE (7
&) , BlEAINERIEISAF AR EIZRBFAY
AR

“admin” ARFRERMENAFE, BEEEBEARUNAERRSZRINRIENR. ARTIA
RERPEMNXREEN: BE2-1.

$R4 5F QAP , IAMARSIESRN, BRIIRFETHEEIIAMABR, R “i5
BB E&FT “wiENET BR2 RERIEEEETIEERART “HaER” , 7
L TRE FEGRIRZER

2-4 FAFeIEmIN
BB
(D mERsssEE @mnEre @iz © =
2N FBF 2 EBEIERRLH
HEBRIE (F25)
i1 AR =l SHITESID "

Alice Alice@123.com
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$£IB5 SELE1-EBANTGE, I Charlie. JacksonFlEmily, FANAITRAIFFA .,
----45R

IAM BBPE%

BIIRIHET, ARBEERA “A-Company” BIIKSHEIE T Z HJames. Alice.
Charlie. JacksonFlEmilyfIIAMEEF . SSRIAMARGIER, ARNBIEEREZEEKS
Z. IAMBRZRIBZBPEMEMNNR T, XERTHILMERBCHBERENE
BiFR=REFEE.

L] EERNHE, BEBRTAN “IAMBRER” , £ “AMBFER” IHE, BA ‘I
S8BT . “HARA/ME” 1 “ERT .

£E2 5 ‘BR7, BERTRSFE.

R
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{EFRIE
IAMEEF
FAF 4R R 51X
WIRETE

InH

it
KSLERE
SH1REE
ZEKINESEMFA
BEIAMZEICR
AEERCER

3.1 (EFERIIE
IAM HOfEFIRIS

MKS

IAMRY(ERXIRAEIER:

o IKS: KSHELUERABERS, S1FIAM,

. ?dmin}%PéﬂﬂPE’\Jﬁ%F‘: IAMEGARFHadminRIAF, AILUMERRTERSS, &
HIAM,

o IBFT “Security Administrator” A RRIAAF: BEFZAERIBFHIAMSIE
5, AJLAERIAM,

EEEEERIAMBT, FFBREITIRSCTS, HEEE. HiTLAREHIAMAIKERIRIE
iCR. FFiEE%E: FE=EHITRS.

KSEXFEE, NEMABHNRREGT2EFINIR, AILULARERRS .
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IAM HFP

REEREIAMFRIENAER, IAMBRHLUIERIIKSSE . IAMARZHIEBRERR
%, FRIENIRFERFEIKSFIRE. IAMAHEERR, IAMARPISIRIIZIRBEAT
BIkSH—EH.

S5 IAM BFPHEIXER
KSSIAMBARELEELLARFXRE, IKSHERBHNRREGTEEHRINIR.
:FAMHQPEE%IEE@UE, RIRMEERDE, SERALMIHESEERMIEIAMBR
RBEO

3-1 tkSF0 IAM BBFPRIX R

=

HIZHER

IAMPAF1 IAMAR2 IAMARF3

FAFA

RPHERNIREHIRIR/NRN, ERTLUERRFERDIAMABREN . FBUABRT,
FEZMNIAMBRREHINR, F2HEMABRA, FHEBFARN, BRAS
FFEPERSEPEMNR .. BIE, IAMBRHAILAEF RIS =ARSHITIRIE

“admin” #NREMAFE, BEMARRSIFEIRENR. BRAFPMNiZBRE
&, BRAULRERERMERRR, SFEENMURTEIZAFERAR. XA
HENR. EERFEE.
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BIZRAHF
B AFHEN PNGI=E
RF
HF4E
PR
IAMTRE 7 ZIRSHNERLIR, AINEERINR. RIZNR, oI AEEHERIXLEAR
R. BMUABRT, BEERCIENAMBRISEHUINR. FE2EEMANBFE, FiE
FAFEEFRIBSAE, FeESRAPATRIAFPRENNANIR, X— 2R
N, #E5, BFRAMAIUETFHEFRINIEXS =ARSHITIRIE
o MAB: IAMRYIRMEN—FMRREA P TEIREEE XA RAIER EIZINH . 1%
MFIARS HRE, RIEERINRSIEXAEHRTEN . BTSRSZEFEWY
SRR, FAISEAPETREH, TR E—HFIEFRENEMAE, F6e
FilsS . AEHAEHEERPXIBEIENINER, BiETEARIEXT
WIRR/IMENZEEIEEK,
o ZREE: IAMEFTIRMERI—FhdBri EIANAVEE ), ATLUSIHEIEMIRSANRIE. &
BLANISREMSE . ETREBIOBINE—MENRIGENGR, emEiEl
S RER/IMUNLZEEIEE K, Fla0: FXIECSIRSS, EIEREEBITHIAMAF{Y
AR — R RIRSFRFHTIEENSERE.
3.2 1AM HBRF

3.2.1 8l IAM B

IREREER, EoRSFEETSHRR, IUIEERRSR. cEE. &
BIRSHE, CEBRRRRENRECWPFEANRISENRRERER, ATERD
EEEE’\JTDK%&‘TEE, ZRILMERIAMRI R ETEI8E, LR TENAREREIZIAMA
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AR
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o EHIELAPEN (ERETFEWIRBEREN) | EEAIAMBPESF=RENR,
IR “EIESRAPEN , BanEERTHFIONR, HEEREEATA ‘T
—£7 | AN ERESCEE” RE, SE3%ETRIRE.
() 5 HB
° ?U%i%l{éMﬁﬁPﬂﬂ)\ﬁ%ﬁAﬁﬁPéﬁ “admin” , MIAMAEPAIEESR, TLFTE=RERT
T=RE,
. iiﬁ\m)ﬂﬂu)@’l\m)ﬂéﬁﬁa‘, AP EIAZSANEFEINIR, BIEESNAEFRESIRIIE
o FTEFEAIAMBNN=IRSNESREE, B2 BURSE.
o WREFFETHWESIE, BAEEEIZIAMINE, HEERE.
T3 (USSR CRPMEREFPANREE” , TERERTHEE ) 7F “ZEH/IMEN
SBE” ImE, EEENNIAMABRPERNEWIRE .
B4 BE ‘AT, TRRIAMARPIEN,
ENERE, BIERLE “NESIESISNEIR” MEEE. BXZIAMARFRIN
fRo
LR
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AR

BT “HSH-RHR-0P4” XigBFREFEIBIAMEENLESHBERRRENAR, &
ERBIBESRATELFANAR . BItEEELAREAKIE “ESH-RHR-0P4”
XIRSEN . B2 IMTAIAMARRS “FR-fI7HHLEL-OP5” KIgZARFBHR

3.2.3 IAM BR&R

BERLRIAMARE, XTHENIAMAFEILIERERSTES . ERHAEEER
WEK “IAMAREZER” , LIRIAMIZHIGRMH “IAMBRERIEE" .

SBRTE 1 REERTNH
$B ERFHBIRNE, PEERTHN IAMBRBER” , £ “AMBPER TE, B
ANIKFIE, IAMPBF /HFER1EES o
o KSE: AVAFFBMKS . IRTHEKSS, BOEERRIKN.

e |IAMHERZ/HBFE: FEIAMEIEAFE, MANIAMARZ/MfE. NRAFLERRF
BRAAER, BSOS ERKE,

o HL: IAMAFHIZERD,
TE2 B ‘BRT , THER.
MERY:
o MEBIRIAMAFRT, IAMBFISEMNETRRE, WAMBARESHIRIR, Faesd

?gﬁ%ﬁﬁﬁ"é{’ﬁ, FERFREERSEEAPAFRPANRFERN/BIRBPAIAMBR
- o

o WMREIBIAMAFE, IAMAFIIATEUABFA “admin” , MIAMBRAEER, T
B RRS AITESIRE.

.

ERFi% 2 |1AM R &R

I EREOERRRNETBERIEE, REEENERFZIHE, HERERES
. ERAMABRLTRIERERN, RESBMRBIAFPNKSE, BRNERES
RRPEMELR, HERFPREER.

$H1 SEREAMEHNS, 8% “AMBARERIEE" , FRIEERXSERF.

£HR2 %EERU%&%EFHFE%UE’\JM’,M, WA “FRPE/MET M “EET , 8E BRT

R

3.2.4 EFTEXN IAM BBR{ER

BEREIAMARYIERG, BEAFS, EREAMN ‘22RE” , AILIESR
ERAMBRIERER . FEBAREHE. 22RE, AEESMIIREIICR.

EERBHEREAGNLN ¢ ©l, , JLUMERRFYIRRETRINE, AFR&E. K& B

ERROARTRINE . AN SMEISMRID. fEik. RIA—RERATE. BIZEATE.
ipEER. MFA (IR « ERBERRHK. BRERIRE.
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EXER

REZAMBRIIERNER, FREENIKSHIERNER . AP, AFID. eI&
REIZISEER, THEN.

Bl 3-4 1220 IAM AP, s, il

Alice

BrER Alice HFID Te2c9d41589741110032c2490dffcede

ES Ba 2 | BAAT  EERsENEEEsiann £
[ - 2 | SRS 2022/06/23 23:09:46 GMT+08:00
sgspn - 2 W

o K& ZNAMAFRPRE, IAMAFRIRSEUANER, RF2EFILERX
IAMAF, SJILUSIAMABRFRYRSIRER “EA7 . FRE, ZIAMBPELEE
SHE—AXNARRSEFEE, SEEEEHAIHEMNRERD.

o HERIN: EXiamAFRIBEE .
AR

o BESEUTUWHA, EBXUHER:

o WMRAMARNZEREEEHAIERRRS, LA RIEEEERHEH
i), FEIEEEATE

. HDEQMFHPWFTE%E%@%EE%, EHR AR EmELR, FIEEEAY
D527 8

o  MRAMARFEFEREMEANRERDNEIE (S2APIER) , EGHEER
SRR, SR AN

o  WMRIAMARERED RS, FEAEEHSIIELNER (HIAMARE
A) , EMERS R EELEMEREH &8, IR HEBILRE
8. FINAMAIFTERHIA ER SR TR COMES IRMIRTE, RBEIS
[BZ R TERMH I,

o WMRUBIAMAFRISIER DiwfEiHEs R h IS EERAAE, BHRENE
AIREREIAMABREELIIRRSS , HEREN.

o fEHAR:! EXIAMABRFIEIRER

FriERF4E

FriRAPAR AR EEIIIR, ELI{I*ESZIAM}EEPESFEJ: FAFZHBTLUE R F RO
PR, WNFHIENBFERBRAFAENRIR, 520 BEENRAFH.

HegEAMBRIFTERFA, WSETEUABFAE “admin” , FEEIES.

o BE ‘MAZIBFA” , £ ‘RRBFRFA’ PEREFZNMANEFE, — 1 BEF
ALIAN—TEE2Z 1T HAFE. BRIARFERE, BERFERETIR.

o SHIAMBFETEAFEAMR “BiR” , BE ‘27 , BHisHBEF4A, A
PRBABRTEIZAFENR,
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REINE
BRRITUZREERAMAPNSEZAERE . BREE. BRRPHDE
. IAMBFIIEERECHFNS. iiHEL . BRIMFARSE, E2E5KSReR

Bftix,

o BEFANIERE, ReZNAMABFPHZRERNERE, FEEENKSHZSEE
INIERE .
- ZRPRIFHL. BRI

(1 %88
(E2AMBFRHEFISTHMHEI AT SKS . BEIAMBRES.

- EMMFARE: SREFPEERIMFARS . BEZ2EXZERIMELIRZMFARY
A, FHEER: SERANESEMMFA,

o ERFIE: BENAMAFRHNERER, FEFEL: ERAMABRERD,
o ERFIP: ERNAMARNERGIEST, SRFEHMFA. FHLFIHEFE.

ERFIPEXTAPERENEHN, RTEEZNEHANBFRZI0ZE (F—R8
PINIE) , BREERE “EFWIE" UEBAKIES (XS MIEIE ) , %8
AKX

o HIEA: BEEIAMARFRNLEER, #EEEN: EEIAMBRGIEUER.
RUCH

BERIUUERTMIFAMBFRERINIR. FELZIAMARIRIR, ESEA

Em)ﬂgﬂo

3-5 IAM FBFPERIE S

FTERFE =ERE EiCE

AMTSERERNE, CUNBSISEs Q LT
R BRER IREFRERE] TR FiEE FRER B
Security Administrator F—SGINEES (BiRS.  2EES A admin v EEFEEENENERE. ErA
Tenant Administrator 2RCESEES (RIANE FrEEE [(Ba5e3smE)] admin v EEFSEERRIEFE. BEFE
Agent Operator AR AFAAE FTEEE [SFRINEMA]  admin v RaEfERERNEFE. mra

NFEEKS FTEBERINCR, 55E: EEFMNCR.
AR

ﬂﬂﬂﬁé%?%*éigi, BFRZ AMBFERBRBFERNTIR, ZAFPAFREIAMABRRBREIZN
PR, HEERE,
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3.2.5 ffE& IAM BB

A 8
BEERSIAMER, BREZAMBREEEES, ZHERNIAMERE . IAMES
. A, REME AMERE RS RER B RIS .

o SHIEEMIFIAFRESHEMIRSSIARERER, SXEHE, BSEER"E
E"I}J‘ﬁ“é, LAl S3iEiT R MERERIR . INFEESEHEHIAMAR, B2EENE

o WBBIAMABRPNENBRARE, B21: BPEFIN/BRAR

BELR
SE HNAMEHE, EEUSHLEE “BR T,

S22 PEFEMRRAIAMABFRESIRY “BIER” , WIAREPRREFER, BE
‘B, MEREIN.

.

3.2.6 {4 IAM FBPZ15

MRAMABRFTIC T ERERD, FRIRBHEMtisEFI, JUREEREIAM
hEEE,

BESREIAMARYIERS, BEAMUN ‘“2eRE” , & ‘R2RE™ ¥, BF
‘BRE-BIFHN” NS , EEAMBPNERESD.

MR

o IAMIRMHRIZSIRENRE, ERTEEREEAMAFNERS.

o KSHMERNIAMBREEET ‘L2IRE” BXER, BrE “KSHU>-EXER"
IEIRSERD

o IAMARFILIAEKSIRERNEIZNECHIZER. .
o BUImMEINLE: APBEHMEFR—XIHSHEERET A, BITRER

g,
o BmhER: RAEMEMEIER, SIZRFAINERTEFEREERES
AR,

o HEX: BEERBENXAFRIZENR, FEHIEEAEERAF.

3.2.7 &1# IAM P04

iAE1Z24ABNAK/SK ( Access Key ID/Secret Access Key ) , 2E@idHFATE (API,
CLl. SDK) HA=IRSFEEHMBHEILE, FEEERITHE . RABIAKGREATA
FHBp, BITSKETEZIE, BEINZEI T BFRIERIIES . 24
FEREBDHIIERL,

MBIAMBIPRAEREHE, EREERHITEANEHIEHELOBRT, o
IR RAEIAMARETRIAMBI P ROVH 554 .
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:é%EEEIAM%P@J%EP, BFAMR “Z2RE” , FEERRBFEEE
Ho

(AR

o IVEXFRRFARERIZEILIDZA, (EaLACIZIGEHHIAEIE (IRETAK/SKED
SecuritityToken )

o IAMIRIRAY “R2IRE” IhRE, ERTEEREEIAMARANERER. ARSI
LIEEpRER, ZRNTEERTHRERFAILUERERGNERT, BITEEDYE

A,
o KSFIAMEFIIIHOZEAREIMINSHEILE, BEIKSFIAMBEP{XEEFERECRYAIEEH
HITAPIER,

o FMEBILIAEAF FE
a. BE “FEnEER” .

E| 3-6 FTIRIHIIER

s @)

O usro=EE. STEEETERE,

EFET LR AR, Q
HREED |= ik = flEFiE (= &5 = 2
JIHF 2021/09/07 09:3056 G =8 SE 8 hRe
MR
BYRAPRZSOULUAG2MNMADER, BRHEIAKA . AT7ReM, BNEERERER
FE#EIBIREH

b. BHFEEFERFRIF, NWEERFWARIERIHES.,
c BE MR’ , ERFATHINIERE, BhaEBRHEEF .
o MIBRIHIRZEA

a. BE BERT o

3-7 MipRIBIEIESH
ISR @

0 uErEEEtE, eTRIESHENE,

[OF -erarazs=2) SSERAILAFIN RS, Q
HREHED = wmE = EEEmE = ¥ = BE
JTHF 2021/09/07 09:30:56 G BA e | FA |k

b. EFEERFEEFRIF, WEERFWAILIEEIE].
¢ BE ‘HmE”
o BHA. FRIKIAEA
FEIZROLIDERRANERRE, MHEMLLAER, SRNT:

a. & “piER” mEH, ER2EANHIERGNEE ‘A7
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3-8 (ZRIKIIESA
HRER @
O usrEEErE. sEErETERE
OsErAEs | EFELEMETEE. Q
THEIEAID = R = AR = ¥E 1= 21F
JIHF 2021/09/07 09:30:56 G... BE R"E i1

b. BHFBRMEFRIF, WEBMAKLIEEsSER. AERE ‘B , FHHYE

Ao
BRBEERLASEREMN, B2FEULLSER.

3.3 FAPHEMNIEIN
3.3.1 SIERAFPHFFEN

EERULCIERFSA, FHERFARTRENAE, RAEBRFPIARPE, #5
FRFAFRIAFREENANIR . IAMFE 7 RIRSERINR, FINEERNR.

iR, EERUIUERERXERFNREAFERN, #a, BRHMIUE
FIRN =ARSZSHITIRIE . FIHEESNBIAMABFEN .. NEEERE=RBNERES

R, B2 BURE.

HURSRM

TEOIRMFER, BINEERIRA TR TRE:

o THRIRMESESRS%.

o FEERIAMBRNRRSORARE, H5%5: TRE.
ele 12z T =|

£} BERER ‘F—BHINHEHRE .

$E2 ER—BMNERS, ZNSMERS, &F “AFE” 1, BE4 L5 el

FFPA” .
$I3 & “SIZAPAR” FE, WA “RAPAERR .

$R4 BE “taE’ , APECIESTK, BPANRPETRHCIZNBFH,

AR

BERSTLEIE20MNAFE, NRISpRFEMTEHEWSZEE, EILIHET Kfkci, B

FEERZN: IMTRBT AEH? .

TR

LSRR

TERXERT AR AFIEIIR . INFBESUR, 521 BIRBPASUR.

$B1 EAFAESFRD, BEREAFEAM ‘B .
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S2 TRPEERERERNET, aGFERTFAFPAR. 8F “T—27 .

WRRARB B EENER, JLABHNRIIFREG LAY “FERE" SZBENX
RE%, FAEFCZRRIREERHITRAENTIRES], BEMREEENARGRIAT B
7. FRIESECIEBREN R

S EENRAERTEE . RASREEIMERRE, BiEFRICCELE, EFh
RPEFESEIEIERTEE, R1AIAMBHAREEIEELZE.

% 3-4 BCEESE

WikAE | AN

FESE | IAMBRAILURESIRERK S tENRERE . £BRESE.
et | SRR LIRE, IAMBATLRIESIRERIZ A L TRE higEE.
HESE | OFECWIREEAE.

tnEmEAFECWIRE, BRATEETAOVREEN, TREWRE
BEEE: HAROWEE,

IRERS | ERIEEREAE, AMAFALIRE IR ERZREIRE PR,
MBRR | neiseEeEy ‘KERE” , BfaEnERasLBREN
IR, REEHELBRESIRIERBEEENTEEE, FEmXi
TREAUREEESE B s E KIS RE .

£BIRS | IAMBRAELURIESIREREBIRS . £BREHENAXoYIEX
&R o, HREBERESE, FEEYIMXE, TREFERS (0BS) |
ABEDAEMLEE (CDN) &,

MRIEZFERCER “2BKRE" , BraiEiIRiEe8 B RIRSY
R, REBMSMBESSRIERCEIRENABEEIR, QAEiEBEIRSI
IREMERSEENAEBIRS -

S|4 Bk W, SRAPEER.
-

3.3.2 FAPEHAN/ZIRER
SRR RBPEIHENE, SRPIIABRES, SRPESRRERIR, S
RPHIE. SEERNRPERRIINEBIRAR, RETArREE.
FRPERMAR

SR EEXREAPAESES, REHENBAPE, i ‘FRARE” , AR “BFRE
EE” o

$E|2 7 ‘ANEAFT PIEEENMIERFEFRIER.
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3-9 EEAF
HREEE
EFEER  FEARE
AEfRR (H35) Q BigfE~ (308) Q

AREE

James
Alice

A--Company

=
b
i)
Z
i3]

ARER BE

oI
mff

it

I3 BE ‘AT, TRAPE.

-
PP %R
S EERERRESIET, BRITRIOMFE, FI FTEARE , AU CERE
IE” o

$E2 & ‘BEAF” b, SEAFRSRANRRERR, BE “HE” , THBIRER
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3-10 BrRAFAEFRIFEF

APEE )
TEEE (= Q BiERr (322 Q
HBREir FRERFE Jiil==ct oo BiE
A--Company =5
S
3.3.3 HipRFAF4H
BELR
LIZEBMRARPA, 52E LA TR E:
ZB1 HAIAMIZHEIE, EENSHZERE “‘BPAE” ”E,
T2 FERHFEYIERS, PREPEGNAY “WR” .
FIR3 EHEFEERE ‘27, MRaiENEPE.
S
3.3.4 EESENARA
EEAPHEER
BIEREAFAYERS, PEEAPEANR ~ , AJUAEERPEHEHNERESE .. R
B8ERHEF,
B AP ENER

ERILUHENBREAIFS, £ “BNcR™ REEFNEBFPHEHESRERINIR.
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AR
o EXNAFENIR, BmzAFEATRERFNIR, BEREREEF.
o EEEMFANEERBFHadminfIR

1. BERFPANESR, fin “FRARE” , HABPEFERE, £ “Fic
R’ REEERPHEREIIR.

2. BEFBEESUREME “BER” o

3-11 BIFRIRICH

FiF4 | group01 iz
ArEER 01 & FFEID d
EEREER group01 2 BIEERE 2020/10/12 15:11:10 GMT+08:00
ERER  ArEE ===
EEN »resvesos, cwmmamess Q SmERE
B LU EEFEKE LoE E E o] e
RS RS R o (] groupot groupo S
3. EMAEEDR, 2E RV, MkRH EU?z’I‘Ro
4. B ‘R REHRY ‘B AR R .

3-12 LZRFARI

aroup01 3
ErEEn 0 & ErED 02372¢7995801500314dc00z1db21%ed (3
R groupo1 &£ Bl
HIoR mArER BBk
[ |[p— o NI v
R RREE IREIFRE R ET0 EZ =) 13
EEEEEERENENR cct (5] aroup01 group01 AFa .23

5. ERNREIEEMNAR. (FRERE, BE “HRE” , STRAFPEANIREN.
6. EBBE “IRE” , BEE ‘APE-RNCRT RE, WIMESERIBFENER,

B A B2 FRF0ER
SRSERPESIET, BEMPAENL “HE7 , EXEPASTIRA.
0 3488

MR ZAFAZMERERESHRERNSNEENNG, (ZXBFPARIRESE N SRR
MK, BEEEERE.

B FRFA+FEIABF
ST EEREMPESIET, SERPAGNN REPER” .
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3-13 (EX A PAEFRIFEF

AFEEE

RAREr FrErFE BRERs B
Murphia BE Murphia X
James == Alice X
Company--A =
Alice ==
- i

S 7 CEERR” REERERNRER.
U3 7 “THEAP” REEEIRRIRA.
R
(L) 3548
RFREAFA “admin” , REHENEHPEERIAR, TRESEAERSINR.

3.3.5 BERAF AR

BRIESER
LEBERRABPETNEMUR, BSEUTRE:
ST BNAMERS, EANSHESER BPE” [E.
S PRMPESR, HNBPEEERE.
$EI 7 “ERICR RET, 2EEERRURSENN Bk
S|4 ERER, B3 R, BIRAPENR.

.

3.3.6 KA ERIRINTTE

AT RRSZFESRBZEFENEREXR, MHRSFIHEKRBMEMIRSIAE
SLHIINEE . EEERARTABERINEG, YTEKBUFEERTFRMNAed 2%
Mo RIEAFEMRBMAR, FHEEHITREURN
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BELR
B ERNCTEHTIENET, SEREERETERTENRAE,
2 KIRAE, REEEmHadKEAe,
& 3-14 Ji'rs}q:m@
AELTIR = R?
EEDK3) MEbR RS SR SEEER FEERS DNS Administrator X Q
P itk s
v DNS Ad trat E=EIRES (DNS) BER. FEiRETHFENR Enfhed
B3 RRAENRTAHN v , EEABIKITIXER.
l 3-15 EE%@EI’JRW&I?&?
fBIgn “DNS Administrator” , FAERBPFEFE “Depends” FE, FRFEMKIX
R, [FAPHEET “DNS Administrator” AR, AEEERMBRIEF “Tenant
Guest” 0 “VPC Administrator” 8, “DNS Administrator” ABE4ER,
A B “BBE , THRIKEAEHIEN.

.

3.4 REE
3.4.1 (NREXRHEE

PR

IBRAYS SR

RABERT, EEREZNIAMARREHONR, FEEEIMANBRE, FERF
AR FRIEEAE, AREERAFEPRIBPREYNAIR, X—IEIRAEN.
BiE, BPMALETHRIRFRINRIS AR HITIRE

PR IERSUEHIEE D A TSRS .
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o AR IAMEIRMII—FMRIER PRI T(FEREERE XA PRATEN EZH . %
MBILARSS9RIE , RUBRAIRSEXABATEN . ATERSFESRS
ZEFREWSERR, FEEAPRFRER, AEREE—H R FKIRIER
e, FREEHRTMISS . ARHTERERFIBETENNER, TiExE
R IR RV R £ E IR,

o RER: IAMESTIRMAI—FMARIEIRINAYEES], AILUSHAZIEMFIRSAYSE. |
BLARISREMS . ETRIBRENE—MENRIEAIRNG, EBBER
M PRE/IMENIZ EEEER, FlU0: FHXIECSHRSS, BIERRESEHIAMAF{Y
eI — XA IRSZ R TIEEREIRRIF
RESRIFEIZRINSR, DARGRIETIBEEN R

RS- R GRS

ZIRSEIAMME 7 ERENIR, ARGRRE . SIERGAFARENE, JIERER
ERXERFEERE, RERBRBEER, TREEN. IEEEMERRSHERR
B%, ESH: BPRE.

MREEXEIAMEF SERPHEHSESRIERNG, TEBRENFERSHIRRRES,
JRERZARSS E R A FFIAM

- B E X RS
MRBRGHBELEAEENER, ERRULURESRSISOENE, AZEEY

Rlg, FETERFARTEECRESREITHRMINIET, BENRIEENRS
SRERRYT AN e . BRIAMSITAIEAIE]. JSONREIRF B E X RIS ET .

3.42 A&

ABRIAMEBHRHAI—MRIER PR T(FERAEE AN PRAIAERL EZ ZAAE o 12

LIRSS RIE, RMAIRAIRSHEXAEHATEN, ABHTEEHRERFPXIBHRLE

RIER, TEZERXRFEWSIHRR/ MR EEREK,

RATFoRSFESMESZEFEVSEMXE, RILRFERFERTFRen, &

igg?ﬁ%ﬁ;&%@—#ﬁ%ﬁﬁﬁpﬁﬁﬁpéﬁ, RIESBRER . BIRES I KA
22 ; o

RBERR

SLAPEEFEAER, BEAtEN v , JUEEREHFARS, L “DNS
Administrator” 7965, iHEBBEEHNE.

3-16 DNS Administrator BEBHE
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{
"Version": "1.0",
"Statement": [
{
"Action": [
"DNS:Zone:*",
"DNS:RecordSet:*",
"DNS:PTRRecord:*"
1,
"Effect": "Allow"
}
1,
"Depends": [
{
"catalog": "BASE",
"display_name": "Tenant Guest"
h
{
"catalog": "VPC",
"display_name": "VPC Administrator"
1
}
S5
* 3-5 2H1HA
2% aX =1
Version AERhRA 1.0: KERETFHEHHEET.
Statemen | Action: 1RERR BXH: REBZEEXBIRE
t: RN "DNS:Zone:*": FRIIDNSHIZonefftS
BeEnE 12{E, Hrh “DNS” AIRSS;
BIER “Zone” MEREE; “*7 N@BEAT,
TR Zone ZERBINILUINITERIBIR
E.
Effect: {E | EXActiondh | o Allow: RIFHIIT,
B AUREINR2 : N
Ry ,— D . ~ o
Sty :H . eny: ARIFHIT
HE—"MActionpIEffectEBEFAllowX B Deny
B, BEfEDeny{t5tHIERER
Depends | catalog KRR | BRSEFR. BlaN: BASE. VPC,
: BIRSS
BEBAMK | display n | KEIBES | MBS,
HMXE .
ame I\ IHHE
S EEFREIAY “DNS Administraor”
R, YWRERAEZAESKRNAEE
“Tenant Guest” 1 “VPC
Administrator” , “DNS Administraor” 7
S5
THREZSAHABKKIXE, 5% RE.
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3.4.3 55H&

3.4.3.1 RKEEAS

AP EISIRRRERY, BERIEEIEAY v , TEERBRIFANS, LARFR
“IAM ReadOnlyAccess” A,

3-17 IAM ReadOnlyAccess HREERE

HELITIR

&85 1= S B =

t KSTLOSSEENEENR SAOATENSOSGEE.  awS

{

"Version": "1.1",
"Statement": [

"Action": [
"ilam:*:get*",
"lam:*:list*",
"ilam:*:.check*"

1,
"Effect": "Allow"

3.4.3.2 RE&E;
TELAOBSHIE E N SR M, THABSIEHNEE,
{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"obs:bucket:ListAlIMyBuckets",
"obs:bucket:HeadBucket",
"obs:bucket:ListBucket",
"obs:bucket:GetBucketLocation

n

1,
"Condition": {
"StringEndWithIfExists": {
"g:UserName": [
"specialCharactor"
]
%,
"Bool": {
"g:MFAPresent": [
"true"
]
}
%
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"Resource": [
"obs:*:*:bucket:*"
1
}
1
}

RERLEHS
FREEHIEIEVersion ( EREIRAS ) FlStatement ( FIEHUEES ) FEBy, Heb
Statement®]LABZS, RRABAIEEIR,
3-18 ZRERLEHS
Version Effect
Action
Statement 1
Statement 2 " Resource
Statement ... Condition
REESH

REES B S VersionFIStatementfERD, FTENBRIESEIEMRAB ., THEKXIES
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hanEquals

NumberEqualsA | #({& EREESINRME, BRESEE—FHE

nyOf E(E]

NumberNotEqua | #{& JEESNRMHE, ERESHERHEER

[sAnyOf =

DatelessThan AiE] BRERTHRME

2021-11-30 48




H—BDINIE

P58 3 P
EEAF E it izl
DateLessThanEq | A& BRERTHETRME
uals
DateGreaterThan | A& 5 R{ERETRME
DateGreaterThan | {8 ERERTHETEMEHE
Equals
Bool mRE BREFTERME
IpAddress | Pt IBREERMHEFMIERIPIBIEEEIR
NotlpAddress Pttt IBRENERMEFMZERIPHIEEEIR
IsNullOrEmpty =8 BEREANUIEE T FTEH
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{

}

"Version": "1.1",
"Statement": [

{
"Effect": "Deny",
"Action": [
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}
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o ActionfUfEINIR, 8N RS2 RIFLEELIRE.
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"Version": "1.1",
"Statement": [

"Effect™: "Deny",
"Action": [

"bms:servers:create"
1

}

1
}
WRIRLEIAMBFIES “OBS ReadOnlyAccess” 1R, (BAFEISSAPEES
FEOBSHEIR (flan, AEHELERPZLL “TestUser” FLRIBREELL
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"Version": "1.1",
"Statement": [

"Action": [
"obs:bucket:ListAllMybuckets",
"obs:bucket:HeadBucket",
"obs:bucket:ListBucket",
"obs:bucket:GetBucketLocation"

1

"Resource": [
"obs:**:bucket:TestBucket*"
1
"Condition": {
"StringStartWith": {
"g:UserName": [
"TestUser"

AR

SRNNEBDBRS SIFRIRPIZN, BIGNOBS MRIFMEIRSS; X T AIFRIRRANZINAIIRSS »
EEENRETESERFRE, WEELIZMI.

SEFEREENREE
B UNMERRSREE, RORBEENERE, SLIMIAMBRIIEERSER
o LITERESHEFIFRR: (NFIFIAMABF{ERECS. EVS. VPC, ELB, AOM

{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow"
"Action": [
"ecs**",
"evs,
"vpctt,
"elb:**",
"aom:**"

}

o  LUITRIHEAFERR: RIFFEIAMAR (LATestUsermp Bk ) MIBRIFEOBSIIR
( my-bucketfEmy-object B R FHIFRFEYIR ) »
{

"Version": "1.1",
"Statement": [

{
"Action": [
"obs:object:DeleteObject"
]

"Resource": [
"obs:**:0bject:my-bucket/my-object/*"
]

"Condition": {
"StringStartWith": {
"g:UserName": [
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"TestUser"

]
}
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{

"Version": "1.1",
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{
"Effect": "Allow"
"Action": [
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I,

"Action": [
"ecs:**",

"evs:*M!,
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"elb:**",
"aom:**",
"apm:**t

1
"Effect": "Deny"
}
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1. CIZRPEHFRFRFPESEZEINR.
2. SIERPFERFIAZIBRAY.

3-27 1K= B D HECEIENIR
IAMB P SiE
EncSARRERE
HW=h SR IEAR IAMEEF
i3 KSBEIAMBFREEHITSEE,

1. WEEHLERECHIKS, NRABEIKSA,
2. REIBIRINAIXIEA, SEKSARNEIR.
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B 3-28 1kS B {JirfAEE

WP
EIEIKS AR S
KigA
-

3.6.1.2 QIEZESE (EEHERE)

B EIEEFE, ALRBRFELZEEMKS, EFEETWRIASBENRAAEIER
B. WEEHERBECHRSERRE, IRAETHKS, DUESEEEHETNR
R, BREELHZACHZEEIE (ER/F0 ) BtA, BRIKSRE.

RIS
ERIREITA], BNEERIR TR TRS:
o THRIRNENESRS%.
. i}"dtﬂé?ﬁ%ﬁﬂ’ﬂmﬁﬁ, HOAMUREEERE, NRE, FERMNIEREN
SR .
BAESER

£ BERG—BDINERSEHE .

£IR2 ;’féﬁ—%fﬁiﬁﬁﬂﬁ%ﬂ’ﬂE@U%ﬂﬁ$§¢, wE ‘T TE, BEA LS ‘eIEE
E” o

$I3 FLIEEERNE, RE “TIEEIM .
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3 FBFiER
3-29 FHEZFR
=T [ fIEET
=EREER agency
e i 'i' EERSE
_ S PR R IR T BG42 CLOUDIKES
=RE
SRR IRESTE8G42 CLOUDERS
SRS
EEaTE T, -
=

0i255

$RA “HFEEET G ‘E8IKST , £ ‘ERMKST PATERIEIEXRRENEM
IKSHIKS R
AR

o TENKS: BREHZLEMKSHFLELWAARENRNAHEEKSHIRR. FE
MRS REERIKS, TRERKIBAF. IAMAF,
o RS RIUSERRSEAHEMARS . FIHFEN: ERRMERSEERE.

SIS R “FEaE” , B “Ek7 BR.

$Ie HE “T—27 , BAGEERENTE.

SR IGFERFEEONR, BE “T—2F7 , EENRAERER.
(0 #a

o LEITRMNBVAEMIKSIEN, LRPARNEMEIKRSHIIAMAREN, MERFESLIER
B, {NENERABURDM AR, BIURFBESR: SRAPEBIN

o ATREEMKS RS, FIEEABERNSecurity AdministratoriXfR, EINEIRRESIHS
NEREFRIMIR

S8 B “HAE” , EEOIETH.
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AR
I HE5R, BECHKSEIR, SIZIERSM. FEIDURERNEREMIRSMRET
BlE, #EELAUUEIIRACEZRSIKSHEERIERIR.

R

3.6.1.3 (/i) DEEENUR (REFE5ERE)

SHMMSESZRIETEEXR, BIGERELS, FABR FRERATIRRIAEH
(SAFLAKRadminFFAFRINR ) TLIESEEERE, IREEESEIAMAR
HPETEESE, JUREREEINIRDESIAMAR

MREESANEEXR, ILUEFIAMARRANEIENR, BIEEMEHIETE,
LR FIAMABFBANIR, (NEEREENZET, BIAMABFHITRBIIRAT, (N6E
IREIBIRINAIRIEH , FEENEMEE, ERLIIRMRERIZEIENIR, ZiX
IAMAEFEIEEENEE.

BUIRSF

o DHEMIKSSEIRTEEXR,

o CEEFNEETHENKSSR. FRORNEESIHUREED,
BIESR

£ CIZRAFEFHIEN.
1. ERFERE, B2E “CIEBAFE”

WA “FHPAER” .
B ‘M’ , BPALESR.
BEMERFEGNR ‘B .
BIZBEE MRS

(1] 5288
MRFEZTFIAMARBAENEIENR, (NEBEENEE, BRITUTZREIEME
HEIENIR . NRAFBHTIBMOIEIERN, FFAMBAFREEMENEEIIR, B
HiZLB, EEHIT6,

R NE, PENRIIRG LA “HERE .

BN “EREREIR o

“RERECEL I R “ISONIRE” .

£ “REERB XiE, BEALTAS:

i "Version": "1.1",

"Statement": [

{

ok N

an oo

"Action": [
"ilam:agencies:assume"

"Resource": {

"uri": [
"/iam/agencies/b36b1258b5dc41a4aa8255508xxx..."

1

b
"Effect": "Allow"
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]
}

AR

®  "h36b1258b5dc41a4aa8255508xxx... " EEERNHSNEIENID, EEIZ/IM
FIEHIRE, HEEREIAHER, EiEENRIA,

" ANEEHRRRTHREIEAREENOVERE, BESNRAS, FEESE
BREEE
e. BE ‘T2, BRERMIEN.
6. EEIFr—EOIZMNBETENFERRISE “Agent Operator” R, 8F “T—£7 &
-  BRENEKEE: BFXEEEEIEEIDINEE, TeBBEEMEFE.
- “Agent Operator” ffR: FAPAILIEEFREEE.
7. EEESCEEL =R,
8. B ‘M’ , BFEIENERK.
T2 SIEBRIAMBRHIMANBRA.
1. =EBFRE, B2F ‘GQIZBF7 .

2. EORAFRE, BABPES.
3.0 “EiEET R CEERHAHE" h ERSIEE” .
4 “BREIP KE TR FEESHRIST, 8% T .
5. 7F “EREAPA” B, HESE HARNARE, B ARAR .
6. S=AUIAMARBIE,
(10 488
ﬁ@ﬂ?ﬁ’fiﬁﬁi‘i{’ﬁ%ﬁi, HRIENIAMARFT LB NRAEERITLKSS, BPERE
BEEIEEE.
R

[REER(F

WEIEA WS HE ¥ ZEIRIIAMBRIIEI LR BERITAIKSH, EFH
RIENIREREIERIR

3.6.1.4 iRME (WEFET5IRIF)

SHMcSSZRIETEEXR, BEERELS, GBURSE T EENRIIAR,
JLUTRABERELKSH, RIENREEEIESIRR.

BUESR

o EAEKSSEURTEEXR.

o GEEFEEIEEHNKSEIRRAIRIEESR.
BIESER

£E ERAKSHELR2FFEZNABRERERSFES.
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AR
SEPHENREFREE SRR, FTLURAE.,
SE2 BB HEG LAARE, &R “iRee” .
SE]3 & “HRAe” WET, MAZTHIRSER.
(1 38R
 PUIE emememmmasy oaem
o
$RA BE “HRE” , REZEHSKSH.

-

[REEEER
RITBHEGLANERS, ®E ket , TUREEEESHR,

3.6.2 ZREHM=IRSZEIBRIR

AT RRZFESRIZEAFELEREXR, —ErRSFESEMTRSHEL
15, FELCRRIRZEL, BRFIIRERRIZIRSS, IHZRS VSRS HERE
fh=fRSS, RBEHIT-LERREHETIF.

SRIAMBH M EEEIES

1. HIAMEHGCIERRSET

LIISRIFEIRSSOBS 6 1SR EABREFELS0BS, IFOBSLAZRIS D ERE
ARSS, BIANAITAOMIZEEIZEIRE .

2. Eﬁﬂﬁi}&‘%ﬂé‘ﬁﬁﬁilﬁﬁﬁﬂﬁ, RGURREBCIZEE, Uik ERY
PETIE.

ARSI S (AR S3 SFSZFE M1
fESFSiEHI G RIS RSt
FOENHRSERNE, R “FHSEENE .

¢ HERTEECESFSER, B ‘AT’ , RREAEEISmBE
SFSZHE, FHEFKMS CMKFullAccesstXPR, 1S#BkINE, SFSRILAZKENKMS
ZEARSRINRE SR A

d.  GELEIAMESI SNBSS HEE CoRNET.,
£ IAM =HI 8 I8 =IREZER
1B BRFE—SHIANIRSEHE.

FE2 ER—SMNERSHEMNSMERS, &F ‘T TE, BE “QIEET .
$I3 ALIEEERNE, RE “TIEEIM .
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3-30 =ERSBEFEZR
=it | ST

mm S e am e CLOUDKE

® Z__—EE:,F;_ —AL R e Rz =LAl Y L =
= .
SRR g §

2 Bl

S|4 “FFEERE ®E ‘TRSET 7 ‘TS PiEEERNIITRS .

SIS i “RFERTE) .

£e (Ft) HE “FEEk” . BNESHERER

$£B|7 BE ‘T2, EASEEENTE.

T8 ARFERTEIIMIR, BE “T—2F7 , EENURNIEREE, SF:EERIN.
£ BE “HE” , TR,

-

3.6.3 HFREENFIE

(ERESET

NRFRISUEIEAINR . FFEERTiE). fEdF, JLAEERRYIERTS, REEFENN
e, 1BEE.

AR

o TRBELZIFIENIRSS . FEATE. R, IR, BB, LBRZIHEN.
o ERRRBSEFNRETRETINZEIRSZ O INEERIER, BEERE.
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HFRETE

MRTBHEERET, JUEERIIRY, BEHETAMR “WiR” , MREE.

3.7 KSREIRE

3.7.1 IkSEZLIRENA

LEFENKSHLZEEDHTREN, AILIEY ‘IKSHZLIRE” #TIRE. “iK

SRLRE” G1F ‘KSRE” . ‘SURNRE" . ‘SRWIEFRR . “EREK

B” . “ipiEEdl” o AERENE ‘kSEERE” NERXRMEEN “‘1kS

ZEIRE”
{ERXISR

xR FRANRAKSZLREFRRIRE FIIRAIARRIFERETR .

* 3-12 AR

Thae {EFEXIR

SR8 | FrEIAMBRFeILUER

WHRE | EERTLMEN, EBAMBRAIEE,

BRI | EERALENR, EBIAMBARNAIEE.

R

FROREE | EERALUENR, EEBAMBFXAIES.

iplaEd | EFERULMEYN, ZEBAMBRRAEE.
AHTHAKSZLIRE

S8 EERERG—BMANERSEFSE
$E2 EAENSHESR, &F ‘KSEERE™ RE.

e

3.7.2 IKE&E

AITERIFFBRIEARIFIKSFIAMABFEX

(AR
o FHSHEMEI RBESE— AR (IAMBREIKS ) , FIEEHE.
o — AR (IAMAREIKS ) (NEESE—1FHL. Bt . EHIMFAIRE, BIOSURIRIE
HT RIGIEATIRE
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FAFiER 3 FFER
SREWR. XEKFNS. FEnptisit
IEREREL. KBTS . 4REMHEIEENL, LUEKEEHI.
SE BAKSRRRE.

$E2 7 ‘ISRERE” TET, E&F ‘KSIRE” &, & “BEFRFH” AN ‘iz
BMERR” , N “1EXERS” WH.

£]3 (k) EBESHWIES, KEFHHAIGIED .
AR

X BRITSEE 7 HRAH AT, AREEFIIES . WNREMHEUFNFE R E, WEH
Eiva1 38

R4 BANRZE. FEEHRIAEL,
AR

o ERAREEMFRNERAFBNERF, FIa1: APEHA12345, NIEBAREEA12345,
a12345, 54321AF154321a,

o EMNHBESHIEE, PNENNRIMKES, TURSEREERRIEPHITRE.
S|SB ET , AR

s

3.7.3 BURIR(E

SEEERAILIRESRIRE, EBAMARIEEENR, TENERTIRE, U
HEN, BERREERNEIRIFERINUR .

(1 588
EXFRARPEHRITEURRERY, AFEHTBMNRIE,

FEHA MFA

FE#AMulti-Factor Authentication (MFA) 2aEF-E6( M FIANLEBANIEE, BREET
BR—XRIEZRS (TOTP) R, MFAIRETILIEFEEHEAIUETRE, BaisiF
HEFREREIIMFA, EIMFAR BREF A LAEB RS ( BIES8EF ) bz
17, IEEHE, ENMFARSEZIANEA R HR—F,

AONMBIMILEREMMFA, IIREELREMMFANRIER, BIRIENREERSS]
IR . IR TREXBYIETIMFA. EEEVMFARNRIE, 520 EHIMFA,

AR
CRBELERGRE LR E— IMFANBIER, FEUbEREMMFAIRS
B HAREIRE
$R2 £ ‘RERE>EREET TWm, S “EHIMFAT BURY “RIEHE” .
£|W3 IRIEAMNGRLRISPERIAMFATRE, EAENMFANRREFFHRINABR .
ERLIET A 4518 . FahmARI L UPEMFAIRES
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o T HES
HHFEN LEREFIOMFARN ER, EF “FBEIE” , 3 “4EEil
MFA” SHERI 485, FAERINE, NEREFRSBRINAR
o FIiimA
Eﬁﬂuezf%mwmmmﬁr%, R “EINRERERT , FoiRmnA
(1 88
FHBNFMIBPARRISETIEES, ENEBIRSTFEENLEREINEE.
B4 MINBRE, mREIMFARNEREFER, BEEMMFARNEISOSRHE. &0%
B30 BIEFH—IR.
TS £ “YIEEMFA” WEBNESNHENS, AERT “HBE” , THRIEREI
MFAIZ EZHIIRIE
EREP
FREFRFRIPE, BI3kSPHNIAMBREERZRSFEEN, RTESRUEBA
BREMEBI ( B—XRBMHIEIE) , THEEEEFINIEREAANLIES (58
15:‘2%) , 1ZIBER— ML 2L, BINTRERFER, SXEMANETLURSKS
§ ! o
S HEEEHCHBERFIP, KSHERRETIUAIAMBRABRERFF,
o ERERANAMARHBERIFF
SEREIAMBRIERS, RPHIREFIN ‘Z2iIRE” , B ‘EFREPSBRIES
27 AU L 7, EIRMIESTATN. EHEHRERIMFA, RIAMABRFF
BERFIF,
o IKSEFHBERRF
HAKSZRIEER, IKSALE “IKSZ2IRE > RIRE>ERER > 7 &
BE “VEMRET , &R ‘AR , HRERIESX, FRERFRP.
1RERIF
o  FHiEER(EFRP
FEE, KSUKKSHAIIAMBRP#HTEURIRIER, fIuRiREE=IRS A
R, SEMARIERDHTINE, BRIRREmRIINEFIRE, “RIEFRP”
INAFBKRES, ATENEREZE, BUREHBIRE.
FRERERIPE, BAESRRIERIERINGRINS S Z A, HITERIRIELE
BIRIIIE
T SERPEANKSZLIRE.
TE2 £ ‘IKSZRIRE > BRREIRERIP > 7 &b, BE “MEIBAY .
3-31 HEEIEFF
Bz cuon e
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SI|3 FAMEERRE “HR" , 9t “BFRIE" 5 “IBEARIIE" .
Wik “IEEARKIE” , FERREFRIFE, FRBHRTORBMHEE, BREEAR
AES VAT Ao
3-32 BERIFIRE
BIFRIMEE

HEEEFP, PlasitEFEsmiEREse

FREERAE SRTAF TS SHTOERE, SETEMrA. SRS rtTes
L, FEZIRS==.

o BRFRIGIE: MABUBRIFRIKSIIAMABFEHIT RISIE,

o BEARWIE: KSRIAMAFMARNERRFIOREEARRITIE, XI5F
S BREBLE, FZIFEMMFALIIIE .

$R|A BE “TRE” FRIRERF

o KIARIELRIF

KiAfE, WSLURIKSHRIAMBREITEURRER, AFEEMAIIESHITIIE,
FTE1 EEREANKSEEIRE.
T2 EERE ‘IKSHLIRE > SURRIERIERIP > 7 th, BE “TRMENR” .

3-33 BBEZEMERY

$I|3 EANEEPIEE X" , FeE ‘B .
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3-34 XAREHRIP
BERIPEE

HREZEEFP, UEHitEF S makERES

RS, ERTFAFEESETEEREN, SETELMrA. SEEHE TSR
B, REFNRSES.

Pai=t:

l*a_ll

SRR il

T4 7T “SHIIE" BEPRANIGIES,
o BFRIGIE: XARFRIFEERIAARITORIGIE, IFFIS. BRI,

FEHAMFA,
o SEARRIE: BISEARMEERIE. SSFNS. MEHEL, FEEEHMEA
BIE .
S B R, ETRERP.
.
(10 488

o SURMRFHAS N RIRSZBIREN o

o MFPWMRHITEUREIE, BHAN “BRIFRIP” E, SPNESTU, SEREEIE. FHF0
EFAMFA=FMSAIES R o

o WRAFPRFETFIS, WNESXRBEEZEF.
o UIRAFPRYPE THRIRIE, NAIES TR EEIEEMRAITL

o UNRAPREPERMEMENE . FHNFAIELIMFA, BHTEUBIRIER, JSIRRA P 4BEmpit
HE. FHEEMMFA,

o (EFIERAHbIL . FHFHITINETSEH I AR HIE, EIEERMFARRIES .

o FAEIRERIPE, HUTEURIRIERS, FEMARIESHITIRIE, ISR REEHITR
{ERIIAMB FRETBERIFHL SR, MARZIAMARERIKS

VA RRIF
o FREIHEEHRR

FEE, (REBRATLIGIE. BR/(ERmMERIAMBREGEZER. BT “i5
@?.‘%Hf%ﬂj 7 BUARXIRES, ATREZRZS, ENFTRIBREHEEFRP)
BEo

EERFANKSEZEIRER, T “SURIRIE>-BHOEHEEFRP > 7 h, BE

“ 7, FRBIaZEBRP
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o KIAMIEZBAERIF
XAfE, FMBIAMBRELIEIZE. ER/FHEEMIRE CRIEEER,
BESRHENKSZE2IRER, & “SURRE>-HRERRP> 7 1, 825
‘@7, XIFBIDERRF

BXEEAFENE
o FEOTESERPRENE

FEE, FEAMERAIUSERCHERSE, JLURIEZSIEZEAMABRALL
BRHNEMLER, TLUSERESIER. FNS. fbEibit, BHAFE, BXiF
IAMBFIEXFrEREML.

BEREAZERER, & ‘RE2RE > WRIRMP>-BEEERAPEL > 7 4,
8% ‘YAER" . £ ‘BXEEAPEMRET BER, EF ‘AR Haik
TIHIAMBREEERNEE, B ‘e’ , FEAMBRETSERRE.

o XFABEEEIERAFEN

%Iﬂfa—, NEEXTUEEACHERSR .. IAMBFRNFENERED. F
=. B, BEXRE Iim%%EEZ‘Zﬂ*ESIIAMFHF{"' BHTERE,

SERHFANZRIRER, £ “‘LRDI8E > SR8 EEARPEE > 7 4,
BE ‘YEMEN” . 7 ‘BFEERFPEMRE” BED, EE ‘XKFA7 , Bk
“tRE” , %@IAM%PEE%@H@PET o

3.7.4 ERIGNERIR

HBAKSZERET, ER “‘BFWIEERR” ¥, JLSSIRBERIE. KSHiE
REE. KSERARE. EERER. ﬁihﬁﬁmﬂ_ T, BRIGIERIEIIIKS
OSSR gIAMBREXY .

ill]ﬁ-aﬂ‘lESI, 1ﬁﬁ?€? IEJJJ‘HLE{’EJZI JJDWBEO

S1EEAT RS
MERAFBOEERNKKREERA, SIEEaEY, FEEHER.
3-35 SIE BT RRE
SiEHERN SR
AT 1 rNE v | HiEEEE ERSEES.
SBERTLURERIEBINAIIE, SIE@ITITREOARSTANNET, BJLATE1550 #~24/)\
B Z B TIRE -
S BiE SRR

RAEIREREIRERREIERERE G, BRSEE—RIE. 9iEl, KS
FRENECEIAMAFEE, WEMEERE, TREENRER.
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Mk S{EFRRES

RIS RIER

BRIIHER

3-36 MKSHIEREE
S HiE g

T 15 | TER. BEESEN . BEEWRS | 15 | o

wn
5

BERALIRERENEHKE .. IREMERNEREBORE . KSHEHS.
o [RERIEKE (%) : BUABNISHH, HLE15~602 82 EHTIRE.
o [REMEAEREYORE: FOANSK, ALMEI~T10RZEHITIRE
o IKRSHIERHS (D) : BUARISDH, BILIE15~300 2 EHITIRE .

?D%IAM%PE&EE’JE?&&H NigEBEEREETEHEAPIHERRSFES, BaW
=,
IKSERREEIAKRE, EERAILUERFE, HE1~240RZE#HITIRE.

ZRIEOIKS TRIAMARER, MKSEEFRER . IAMBR#HIERAE, FTLEX
REERENER.

IRAEREERIET, ARPERMINE, BE ‘EXRWIE" RESTEE DXERK
INEdIE), RIEEERAUEHAFEEREEFEFEERER, WREFEREFRA
NERER, BNZEMENER.

RIIEFRETRIAKXAE, EERALUSEFS.

ERULUAREERERPRHITAS, FIIIRIEE, B RTAPERNFRER

-
BRWIERRIAXT, EERTLUEERR.
B 3-37 BRI

ERWIHER

ERALE  SEHEEYNEIEEA.

welcome
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HFiERE, BPEE ‘ER0E" RAFEIILSHER.

3-38 ZRINIE

EFRWIF

welcome

2019/7/3 17:36:31 GMT+08:00

3.7.5 ZHERE
HEAKSZLIRERE, % BN T8, AMNEBRESE. SHEMRE
N Sl S T o
RESERTLISERBER, SEAMBRREEENR, FAEHTISE, 1
BIER, BHRAAMBERATRIERFIUER.

FENAMEIERIRERDRE, fIIERR/IMKE .. B E—FMEL B IR
X BEARESHEERER, REBFEEERN, MEREHESDREE
HNEREESHEER .

AT
o EEEVLEESFFHME (XEFE. N\EFE. ¥F. HHFF) A2, 7
A2~ AR Z[ENRE
o  ERER/IMKEFRNANANFR, AILIE~21MFHZERE.
o (H&) ARE “REFEMBHNE—FMARLELLEN , REBBEPRFE—FHF
EEHMARRORE . FIINMREN, RREBPARIFHIEEFH .

o (Hik) HE “HEBRARESRENHEEDRER" , RENEBESRIAIL
XIS EEER . HIINREN3, RRAEERRE=IXRNIHEEN, AFER
BEEEN, NRHEESHEELHEE, RABSIETRAREERREZIR
RRRZER, FEEMIEZD.

BRERIRERE, BXEEHEIAMBPHEEERZEBIKS AR IKS FRIAMA
YR,
OB MHAKEE

RPERENERCRERER, SUEERBEKRN, TEERARSBZFEL, IAM
SEERBRHRN SKFHR R TR ENET . EESUHARETLAESIRFERE
13, EeKSEet.

EIREMHARIBEOAXE, SERULUEERRE, &£1~180RZE#HITIRE.
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(EA BN, BAIKSLURIKS FRIAMAFIZEIER .
AR
BRNHE, BEUHEEHERENTND, MEERI S BRBER.

FiDE=raE FARTE) RS

SHPERENE, BXENEBENEEREZRERENNEETREEN . BiE&
A2 AR A RIS AT AR LEFBFSREEERS, SEISICEE.

BRI ERERAKRE, SERATLUEEFE, T0~1440010ZEilTi8
&

(BB FRYERES, XK SLURIKS FRIAMABFIZENER .

3.7.6 ipo)E]

HAKSLZLIRES, EF “HiEiEs” RE, TLSRIFAEIPHIIXE. 1
IIERYIPHEIEEYIER . SIFAIERIVPC Endpointi#fTIE2 .

EEROILUSBENIHEHIRE, REFFREENEFEIPIBILXE). MR VPC
Endpointif[a=fiRSSFE . HRIAMAFZAENIREELRE, MHBER, BHKEE
R AERIFERIIER o

Ll S eSS
J ?EE%U@"LE@ (#7%) @ XEKSTHIAMBRERIZH LN, MIKSEKEFRE
o APIAE: (XIS TRIAMAFBEIEAPIMKISGEIAPHECOER, El/a2/\at4E
;&O
AR
o ISIIEHIRERZSAIRE2005%.

FEVFIBIEAY 1P HELEX|E)

3-39 AIFAIAIAY IP it X[E]
FEVFRIRIAY PIEEEE]
WERGAE | BGAE0.00.0-255.255.255.255
Ptk (X i ®iE
0 - 0 - 0 - 0 |-| 25 .29 .25 - 25 ik

@ &Em

REFARReEMZE CENRIIPHINA B =RSEFES, ®JLATE0.0.0.0~255.255.255.255
ZIEgE .. BIAE70.0.0.0~255.255.255.255, A0FEEHIRE NINMEEKREEH
IAMB eI LN EER S IHE RS FES

FEVFISIEIAY 1Ptk ek RIES
PRAIFIF RAEMIR R PHEIE S RIBR A1 ARSS T4, #IE0: 10.10.10.10/32,
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fSiFiA1a89 VPC Endpoint

{NTE “APlipia)” REPAIHTEE .. REIFAFREEMNERIREIDAIVPC Endpointiid
=AREFEAPI, flEN: 0ccad098-b8f4-495a-9b10-613e2a5exxxx, EAGHTIHIANE
HEE, WEARFMFBVPC Endpoint#REEIHITAPI.

(MERITY::
o “RIFHIIRIIPHAIXE" | “AVFHEIAYIPHENXEIEMER " F ¢ SRiFiAIEAIVPC

Endpoint” , WIREMZE, REREEF—FEITRIFHE.

o B “IREZGAME” , BILUE “ RiFAIORIPHBIEXE " RENELAE, BD
0.0.0.0~255.255.255.255, @S “ AiFinaAIPHBIEXEEMER” . “ RiFAIEARIVPC
Endpoint ” &%,

3.8 B{piRitEs
3.8.1 Bpi2Atraihid

B

IAMZHRFEFSAMUMYHNR R &R, IREESEEECHEWEERS, REIIE
PEEFEREKSHNERSER, SrILUERIAMBNSHIRARIIRE, TIAPE
REVERERKSERERARS TG, XR—IEIRZAERBIBINIE,

B RIAMSZ ISR RIBX RSO IAILE :
o NLEEERNEESER (Web SSO) @ RSHEABNEN, ERFEBRFAEYT
NEeSpa=RS A

o FARAPHEN: FATE/MABREFENERNEREN, FlaNOpenStack Client.
ShibbolethECP Client, ERF B BIAPIERA R O=RSFEE.

o  BNIRMHE (Identity Provider, f&#RIdP)

REWE. FEARSMER, BFE. BBE, EHRERNRFINERF
BRESS . AW SZRSFESHKBEMALERTRES, SHiRHFERIWEEN
S5, BarERBrIE=71dPEMicrosoft Active Directory (AD FS) .
Shibboleth,

o fRSBIE{HE ( Service Provider, f&FRSP)
IRBIREEBISSMIUESIdPEILEEXR, FERIMPIRENAFER, HA
FIREEERRES . SRS FEHKIBEMINERNERES, RBIRMHESE
=IRSBFEE

o EXIBEDIAIE
SRR IdPSIRSBIREMSPEEEXRZFA AR ENRE, TUBAFERER
AR, FRZNEFBEDIAIE.

o EASEZ (Single Sign-On, f&#RSSO )
BRESMIEEBIIPRAERE, oL BRI IHERDER Y BEXEAR
SBIRHESPES, X—IEMZAERER. U DUEBRASERSFEEE
VHEXRRE, tIEEBERSFHPHNAFBES=RSFESEENERAO, FHE
BNRSEBECUERRATERE, UG LIRS FES.

e SAML 2.0
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3 FFiEm

LZEMERCIES ( Secturity Assertion Markup Language 2.0, FE5RASAML
2.0) 2— 1 HE—EMXER, AXRERZERPIXMUELR . SAML2.0ZHiRE
1%ﬁ_,\OASISTEHjE’JFH?F;z@LM’EE’J*T:&, ?E%%ﬁ:‘?zaeﬁi(% (1dP) {FFEAI—F
FRRE, KFSAML2OAVIFMEAIES W : SAML 2085 ARk . IAMSZH5ER
SAML2.OtM)HATERFRSAIAUE, B SRS F RIS MDIAMERIEIdP
IR FESAML2.01MY

{(EFEEXFB D INIERILES

BIEAFEE

ggﬁﬁ%ﬂ%{ﬁiﬁﬁﬁﬁ, EERFRARWEERFNEIRSFEE L3I 9REFE!
o

ERBBEMIANLEE, EWEEBRIAFEACWEERFETHEFLEKS, B

FEIAERAERNRSE, R 7 ARISERS.

FAF#ESE

(ERBFBHDIANLER, AFHREWVERRFANARS FERNEEERRTRR
KRS ER,

(ERBFIEMINEE, BPEATCWEBRZHEZINIONARENRE,
B 3-40 {FHEEFEMAIERMLE
PNy Ly~ e R

| EEXRAIERF, BidEEed
i IdPRISPRIFEF SHo M 1

| WP R AR SRS SRR,
_ SRETE
SUEIES = DU ETRS
ERETEERN
oF
ST
?Aﬁ%ﬁtﬁLﬁE?&ﬁi* '
| ROAE, ALUBREEEES, |
| SmeER. g
FEEEIR
o WIdPIRSZ SN BEIZEEM=IREZFEMIATE . BHX—3L, BIEMERGMTHYE
( Greenwich Mean Time ) , BNESHEXFEMDIAIELK .
o HMTEFHEFPHNSMHEE (NmpEFtElt. FNSHE ) REEEWIdPH, 2
IdPHH&%ﬁUEHE%:F“‘EI’JT’: LR, Eit, BFRFIES B DR HrsIhe uil"ﬂﬁﬁli
SFENBLATAR:
- RKSHETHRHRERIP (EFHRIPSURERIP ) , WEFBARPAE
W, BNELFRREPEMITEURR(ERY, AEZEIRIGIE,
- AZEFCIEXAIBEEE (AK/SK) , XiEFEITHEFsZEtoken3KIXEXIGAT
BIEEILE ( IImEJ‘AK/SKﬂ]securltytoken ) o
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ANFEERAXRAAK/SK, REEMKSIESLFIAMAFEIEER, H=LEHA
F. BTFERERRAFAEIINR, E@EXHESEBRARRE—TAF
HRISRIAMAB R EIEH D =E5H

3.8.2 EF SAML MY AYEXFBEDIAILE

3.8.2.1 EXFREDIALECE WA
AENENBETFSAMLNYAIE AP S ARG TSR IMEA P REE IR

BRELER.

A R
ISR EEROIPITIESAML 2.0,

BIBROINEREELS R
B UEBRESARAMBISHAIXR, BERRUTRESE.

1. BEVBRFEXRFCUESDREMRE: TMARFSEIdPRITTEIE M, EIEE
KR, AERF LESDIREE.

3-41 338 Metadata {4

ibidP AEHR

Metadata.xml ZFiaMetadata Metadata.xml

2. HEAXRRFHRESHIELEN: BiSEESHERAN, BIdPHrIRER. BRER
HipatRREIZIR S, RPEEERINE RPEIMERR.
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[ 3-42 FIFEERER

IAM SUSEREGHA
Metadata DLAMESIEE
ie=lridP 3 isia) s
g I EERESA
1=
S
' s OF oS h=3 e F Az =)
18 SRR A SEE A
5
&%%Ff A BB
cladala e £ @irsms
IAM)
| jY— @ Hnl{ER
REH

3. EECWESERGFEIANO: BRANHOANORSREWESERSES, BFE
BEEREWEERFEZHURRSR.

& 3-43 i ERE R ERIER

ESREE  hp /R ES feuthui@SeaktE authui/federation/websso?domain
id=2d3a6af17e324db8%eBdedbeba2 **** &idp=newldP&protocol=saml

| EbldPROTTETEST I LS
| 5, ARCERATRUERS.

S —

- ST, S5 -, B EERIR
| EREERECVEERGE, |
| FIPET LA S RN E S R, Al

s o o B

AW SHY BB SR RZFREF DA ERE
BASNERE RN B EA RS ABRERE, PUSHEESERRAEN

RERE.

2021-11-30 80



H—BDINIE

FPiEmE 3 FAF¥SmE
3-44 BIBEMAMER B
e EIE RS TES
suigp T
| i — - "
@
(@) EHSAML Requast IAM
LA PSR PR
MRS AML Responsa
""""""""""""""""""""""""" () EP e s
LY (@) mHMatadatatil, BRSAML Request
!g;.‘!-. (B) SRSAML F
(5 FRSA lesponse
: (8) WiRIR . #i¥Token
ﬁF?l“ﬁg (@) EPe SRR
(MARIY:
NEEEEERERNESREMNSER, BINEFERAChrome s HFLEEt “SAML Message
Decoder” .

M EESRER, BRFBEAMIAERIS TR
1. BAPENSSEPIIFEZESMRHBEEMIIERIEE, NERORFLERR
BRIEK,

2. RGRBEEREEPETHER, ERIAMBHIREFPXINAIMetadata X ¥,
FIZESAML Request, AIELENILEZE,

3. WSSEBWERNISKRE, HEASAML Requestz51dlIdP,

ARERWIPHEXRIERTTEFMANBFBIIED, EIdPBFRERISH
SRHTINE, FEORIETRAFEENSAMLETS, [RKEaERIXSAML
Response,

LS B2 N0 R f54EA& SAML ResponsefS R 5t .

ZFNSAML ResponseFEUEITS, FRECEERNSDILEMN RS EIEARY
IAMAERF4H, A& Token,

7. BPRARERER, HERE.
ARy
ST EETES, SNSSHEREK.

3.8.22 FR]1: CIEBHHIEMR

BCEBFBSDINE, TEAEWIP HERRFIITEIESNH ( MetadataXff ) , 7
E}Al?s"é%ﬂé‘t@ﬂ@%{ﬁﬁﬁﬁ\ EEEAIdPRITTEEN 4, KEIW PN REZERT
BEX%.

HUIRRSR

o NHIEBRERRSFS LEMTIRIIKS, HEAIAMPEZRAFEHFE
X, BARGEESN: SIZBPEFEN. FIAM EEIZRBRARRAT S
|dP_ERIFFEEZBRET R R, f618IdPHRYFFIRERIAM A R FAHAIINER o
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o  IEEBREIRENEIVIAPRIFS BN ASEL T E RV IdPERTE . BT ARIAIEIL
IdPHIBCEFERAER, mRSFEEHINAGFRIIPRIREARFAR, R
ER{eAlIdPRITTEIRE X . mEIRSBSFATHE LEERWIPPERKNRFESE LR
AVIdPRYESENSAS o

g2yl IdP WARGRISEXRR

FIdPHECE RFRITTEIR M, LARIMIdPYIRFRIEE.

£ TERERRITEIEX ( metadataXff ) o

e  WebSSO: ipiamit “https://EFtHYauthuifRs3A918/authui/saml/
metadataxml” , BEGE, &F “‘BirmFER” FHREESZIR, Fla

websso-metadata.xml,

e APHELIER: @Mt “https:// XIEHIZR 575 £518f /v3-ext/auth/OS-
FEDERATION/SSO/metadata” , BBAHE, &F “BirmFR" HREXHE
¥R, fFlNapi-metadata-region.xml,

REFEARIKIERERERIAPINXMHERIEBAPEED, WMRAFFEERNE
ETX, FETHSMEIEAITTEIE S .

S 5 A EERIRIPIRSE E, S5 AES MIdPIRRS ORI,
SIS IRENAVIAPRISTEIEST I . JRENS TS S MUIdPERRS ROBERISTAY
e

ERF LIEBDRME

FIAMIZEI & ERIZSMIRIERE, RREBMRMBRITEIE MRS, JUEIAMABEYT
MIAPRIEEXRR, BEEWAFAILEREREARRS,

B EANAMEEFIS, EEMSHERS, & “‘BORME™ &, 256158 “8
ZEniRMRE” .

$I|2 7 ‘CIRSMIEHE BOPRERR. Y. LB K&, @,

& 3-13 BHREBETSH

2% =34

BIR %2&1&%59%%& SINREEBNTEES, BERE—IRR
AP/ o

1Y SpIRHE Y.

E=id SpREEEE .. —MIKS TREEFE—MEENBHIRME.

o EHIEFSSO: ZEMIRMUFHPIRARERG2EE, RAINHEHB
MEIEEMAPER . —MESTLIEZS N EIAFSSOZEER
SniRHE.

o IAMAIFSSO: ZBMiRHBTRIBRERG2EG, RARER
BLENBS MR S EMEISHRIAMBR . — M MKS T REE6IE
—NMAMAFSSORERISHIRMET . WRIEFZEER, BERE
Egm)ﬂ@u&w_\iﬂ’g|AMmF'#i§z‘§9h%B%1ﬁlD, BSECIEIAM
R,
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s 3 FFtERE
SH =34
K& BHRMEITIRE. BOARER “BAE” .

S BE W, OESHIRERRI.
R

ERS LR E TR

BeETTEIE I, BNELSE3RENEIRI I dPRITTEIE N B EEIR S . IAMSZIF

“ B RO “Fapdwis” PMECE, EEEP—MEIDT . WNRTEIESEE
500KB, BB “Faniwis” BETHIE. NRELTHIEGEN, FEAFEHML
e ERIETTEIE, AUSKMEKITARERTRS.

o _Hf&ETHUE:
a. BEBOREMBIIERS “BE" JI8 e .
b. B “ LEXM” Z£MAY “RINSE” , EERIRENAIE L IdPAITTEIES M

3-45 HETTHIEN S
THEEE

FHESHE HER A IREUTAERER, B LIT500KBLAMETSIf, EidS00KBRIMIHER FanisiE TEnEER.

¢ BE “LEXHT . BHNEERRSRNEINTHE, 525 “HE” .

" B R RRREEENNHT RSSO BORME, BIRRERNRE
EFANSMIRER" , 151 “Entity ID” FHAEFIERERREERF
FRRIBDRMRT .

" ERTEIESHEntity IDAT . ERZIERIHERASE, FEEMHIA
TR HRIIESIEE, B LEsE B FaREREUTAIRE .

d. B “HE’ .
o FRImIETTEUE
a. BE “FamiE" o

b. & “FoifRiETEIE” WEY, WMAMNEWIdPTTENESFHFRENAY “ Entity
ID” . “&ZIEP” 0 “SingleSignOnService” E5%,

% 2% | &Y
PR

Entity ID 2 | MRIdPTEEUESI ¢ “entitylD” HOfE.
U SHIRHT M — IR, TR
TEAAS SRR, BEEEXINL
SR,

SEHHOTIY 2 | fUIdPSIREIRMEZIE, BISAMLNY
SERREEIREANAIE .
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2 28 | 8X
Wik
IFH B XIRZIdPTTEUES A “NameldFormat” A9
NameldFormat =

SORMESTIFRIA P B RIRREI. &R
MRS DIRHE SEF AR Z @SSRS
B—F750,

TR IdPTCERESIEF “<X509Certificate>”
AYE
FRIEBE—HEEAERATIIEERIE
H, ATHELZEMY, BFERRKEXTE
F2048HIANEE . IAMIBID TTEUESEFRY
ERIEBFRBABRKIBEMINEIREFSE
BHnEE. T8,

SingleSignOnServi X3 Rz 1dPITEUE S A

ce “SingleSignOnService” HYE.

BB SHIRRRAIESAMUERIAR . TTE
=R “SingleSignOnService” &L
$FHTTP RedirectgfHTTP POSTH = -

SingleLogoutServi X3 Nz dPITEUE S 4

ce “SingleLogoutService” HIE.

RS REEIRESIETIHINEE, BIBAFE
IAMEESIEEIREISBERTHELE
“SingleLogoutService” FEEXFFHTTP
RedirectafHTTP POST/5 =,

BEIED

]

i

iy

Al AR AR EIdPRITTEE X R F sl RiE T SR S SRR R EARIA
Bo

¢ BE ‘BE”
o BE ‘HE’ , RFRERR.

EXFBRPEREGIE
SB BEEFEEREAUPEEICUAIdPIRS SR RAE.
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FIFig 3 T
1. FEIAMESHIAN “SHIRIER” TE, B CRET S CBE , B “5H
ISUTSEAMSE TE; Bk “BREHE AN (S5, FENSETT
o
2. HENMBRESEHEEIPERRE, WRIGELN, ERARRIE LT
BRI dPIR S SR E R AER .
SH HASIEERARR SNEEREEAT SRR
. BRE: ETESBIWITAY, GALUSRIH SRR R EE LR
ik
o BREY: BRECUEPSEG.
(AR
RSB SRR REERRIRS, REHTNIR. NEHAFEENREEEESHIFEIAN, BIR
RBFIEEN: £]2: EESMEIEAN.
R
HEREME
. SESHREHED: EONEUBSIET, BF ‘BE , TSESHREE
OEASE . TTEIEES. SRR
(10 488
%éﬁé%%%ﬁﬁ%@tﬁ” RETAH “EBUSHIRHRE" , FTEEREN “EBXEHmhiRE
o EHSHRERHED: ESREMUESIET, BE BN A CEXEHR
B’ RE. TENSHEEEORS ( BR’ % BR7 ) . BARE. T8
I oL
+ WRSBRGE: ESRRIEIRT, B W BSOS
[REE(ES5

£ ‘SRR X, BRESHEERN, 237IdPRIIRFRSIAMPRERE
IBRIBRETR R, (£15IdPRFIRISAPENNARSRFNIR . SOERMNIFS
52N £E2: RESGEEAN,

FEVESERFFRERSER, FEWAFITUBEEIEBERAPINERES
FNOEBHEARE, HiEESE: £83: RBERWEERFERAO.

3.8.2.3 IR 2! EESHEBRIN

EIAM 8 SMIRIHERE, BISAPERSKFTRIARKZREIAA “FederationUser”
BHEXFBAPNEEHIORS, SETHTNR .. EalLATEIAMISH SECE BRI,
sCIp:

TtV EBRGRRERAYERAENAFRE.

PSR RGRFERRIFRIR . HFRAIRIMEINBMZRFE,
IR ZETBRIAFSIAMARAENIREIX R, NMESEFAEFIXEXNAEF
HRYNIR, ERRFEPRITR. BIHERECIZFTZMSIIIAMARE, elZIAMA
FPAFERBEZN: IERAFPAFRIN.
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AR
o BEHSHREONE, WEBRUOBBHPTLMIEY, BERSRETNAATEL.
o MBFTEHRHFONR, EXEFFRAFAOIRDE, EXE, BEERRWIPES
EREER,
HURESRAF
EEARFLNESHRER, FHITISMHRERNERIHEIIIESER, NTelE
HIESDRHEESN: S8 SIZSEME.
BRIESR

(ETLAERD “ SRR , IAMSISIEES RS EN S EEEREISONIES; 1
AL RIENN EREEISONES, RIBSHHIINMEERITOIES
W SHEEERNERE.
SIEERANY
SRR EG—SHANIRSNAANSHEET, BF “SHREE" .
ESIMRERTIES, RCORINSNRIRE, BF B3 .

7 “SIRIEIEINT KEeE “OIRmn”

a.
b.
C.

% 3-14 SHURA

SHE |k 5488
BRE |BHBEPER | ATRSRGENBAFRSEIER, S2iULtE
HPERAE | BAPE “FederationUser-1dP_XXX” , H
F&, LITE | 9 “IdP” AEMIREEETR, WADFS.
R “BXFBAF | Shibboleth®, HFXNABEMDIZHETH
87, BXIBER;  “XXX” ABEEXRIEAFER.
Uiyl
o E—SMNIEHBNEIAREEERRERE —,
MER—SMHREERNENESNEIBAEFS,
J”#UE%Eﬂﬁ*?ﬂﬁﬂpﬁlkgéﬁtFiﬁﬁﬁﬁ—/l\lAMﬁa
o FRPBEEEANNEFE. TIE. HFIIFHT
7F (-_.) BAREELABIE L, FEEEE” . \".\
\v \no \rEEBRFER .
FFRA | BEHEAFPER | BRAFEERERFPEAINR
SRFTERIA | pg
P48, BFREZREEEXNEFERE. =K. HETITHE
7F (-_) BAFEgELAE=ERL, R 887 . \". \.
\n. \rEEISH%FER .
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3 FFfEm

d.
e.

a.

BEIERXFR A F AR

SHH

1)

15388

ZNFY
E2VES
%

EXFRRFIAE
Prise I 4EY
BEEISE?&%%
o

LimEIZEREEMHN, BKIAREEMERR
HRIIR; SARHEEYSEMERT, ZMUAE
¥, BERBREIREGIBREEBLERS,
— BRI 2 o] LABIFE 1 05 ER5R
5.
“BiE” . “E” AdPEIZSAMLETSIR
CLERZHEPES; “&M47 akE:
empty. any_one_of. not_any_of, i¥#HijBA
BEN: BOEHEMNEREA
588
o — M HINTTLABIER S SEAMERM, FBEMEMNF
IHE, LEIARTLAERL .
o —ENIRMETLASIRZZS SN, MNHLEE
. MRAAEMNIENEXIBAFEALERL, BB
AR EINFEARRR,

il AEWVERRFEEERITERN .

" HFHPF{Z: FederationUser-IdP_admin

=  FPF4E:

“admin”

" NS R
“0000000017 o

F X AFIDJ9000000001 I FPERRSFA LMEHIAMBRE S
FederationUser-IdP_admin. B& “admin” FAFPHERINIE .,

£ ‘NN ImE, BE “HE” .

E “ENSMiRME” E, BE HE” , FEREE.
o FRISFIN
BERERAMEZFEL, HAIAMIZFHIG, AEENSHERT, BE ‘5
IRMHE” .
EBmhREMBIIERS, ERECIENBMHREME, 2E B .

£ ‘SN KigeE “mEHRN” .
ERIEENBMNISONBRAISHIERMN , BARIBIESL: SO

“ {E » .

TFAH5ER .

“_ NAMEID_” ; “£&f%” : “any_one_of” ;

BE “BRIEHN7 , MERERIFINHETIEERE .

FEER “HNIER" © £ “wiENN° Nm, S8 “wmE” ; & BE
et mmE, BdE e’ , (EEREER.

RERT “JSONEHEHXR

EHARIELARE o

TR | BIEUSONIER, SEBE “BUR” ,

EESMEHEMNE, EEKTAFEGEBENNIR.
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SR BIARER.

FIAMIEHIGR) “‘BHIREE" Tm, S5 “BE° JIK “BF7 , #EA ‘BHiEH
BEMSR THE;, BE ‘BT Gl “S87 , EXSRFITE, BARW
EERFRAFPBNED, ERNI0.

$2 EEHHAFPEEEEMERFPEHEIR.

Bign, ERESHIREMNET, FEBAF “ID1” XMIAMABFA “admin” , B
BERSIIIR . #ANEHE, BFRE—RS, EEREULULELRS .

R

EPSESEE

BENN: £ “BOER0N 7 Xiggpds “BEFERN" . SIS mERinE
JSONM R R, ISONXERTIRFIESE: SpERINEMIRE

3.8.24 (mik) 8 3: BECWEERGEIAO
BEHREBNSREERETNCUEERE L, CUAPEZEENIRSE.

HUESR{
o COIRSMIRHE, FESHRUBIBSRAHEAILIERER, NEeEHR
ESHREEESN: SE: ARSRRHUE.
o BUEBERGRECURFRFBINO.
BAFTHR

B FIAMEERIERANSMERS, 85 “SHREME .
$E2 SHEEFSHRERIFREGNN ‘BF .
SR|3 BE “BREHET aR “E517 .

B4 BUMEMIERUEBRFZRE G,
<a href="<ZRf#E>"> RHANO </a>

S5 APERCUSERGHEIES ‘RAND" TUERHTARS.
R

3.8.3 BNTLHRMNIFA5RAA

EXFBRHOAEIRAN R FHISONSNET . A LAUBII JriE) SONSUSRIZMNY . JSON
BT
[

{

"local": [

"<user> or <group> or <groups>"

"<condition>"

2021-11-30 88



H—BDINIE
FFisr 3 FFiEr

}
]

SENRAA:
o local: ERELIFAFMEZIAMPRPSHEE ., TS EMNE “(0.n}" , {0}ER
remoteFFEFEERIE—1NEM, {1}FRTremoter BFEERIE_MEM

e remote: FREFIAFEIMPRHAAIER, HSEENIEZEMHERIIFRIEL,
BEHETSRE -

- condition: EX¥BARFREIZIAMETS, SDEEMNIBIERSFY . SRIsF=
P SLN

" empty: TRE, BIFH—EEN, REBARMEAE, ETLABATIE
FelocallRAFRI AT o

" any_one_of: MABMESTREZAES—MSEMENER, FHiROMR
&, REEREER T localbRpfy HAITF .

" not any of: WMARMEEPALSHTIEEETEX, FREIHRE,
IREEAEERFlocalRA I 1T o

T
MESIEIAMPRARSMEREREES: KINEFE. K. HFgUFH=FM ()
BERBEUEFFFL.
empty F{4RHAI
empty & HFRF R 2eeBIREl— BT EE, ZERTER ocalRPAISMFF
“{0 n}”

o  UUTRAIFREBIAFEAMSBRIBERZIRA “remote” FIE— MBI E+THE
+E N EM(E, BlFirstName LastName. FR@FF4ER “remote” BIE=1E
418, BlGroup, GroupEHHIBEREEE—1 .

[

{
"local": [
{
"user": {
"name": "{0} {1}"
}
B
{
"group": {
"name": "{2}"
}
}
1

"remote": [

"type": "FirstName"
"type": "LastName"

|||||

: "Group"

- ~ ~ ~
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}
1
RIRENUTHS, WEXFHBRAPEIAMARIFREZJohn Smith, John SmithfE
IAMFRREF “admin” FAFE. (ATHEER, @B TESRSEE, ZBIRNR
BlIiEMEREE, FEESRR)
{FirstName: John}

{LastName: Smith}
{Group: admin}

o UIRBITAFRFEEAMPETZS I TRAFE, SHEERNI TR,
LU RBIZRTREFBRFEIAMARIBRETRA “remote” RISE—1EIHE+TIE

+E - NEM(E, BIFirstName LastName, FRrig@FAF4E “remote” HIE=1E
418, BlGroups,

[

{
"local": [
{
"user": {
|lnamell: II{O} {1}!!
}
%
{
l|groupslI: ll{2}l|
}
1,
"remote": [
{
"type": "FirstName"
%
{
"type": "LastName'
%
{
type": "Groups"
]
}

]

BRIZIEANLLTHS, NEFTARPERSHRIEFEJohn Smith, John Smith/E
F “admin” 1 “manager” FPFA,
{FirstName: John}

{LastName: Smith}
{Groups: [admin, manager]}

any one of. not any of £&{47Rf5l

any one of. not any ofSempty&4AE, XA NMFFREINE—NHRE, %EFR
e TFER local P SMIRF o FRLALLTRAEIA, (NE— G “{0}” BF¥remote
RARE— P EmptyRIFIEFE, 4 group A— P ElERIEadmin,

o LUITRHIFREFSEFPEIAMBRERER “remote” BIEE—NEME, BD
UserName., FRIBRIF4E “admin” . iZMUMNIITEIdPHETF “idp_admin”
FEFPENRERFREY.

[

{

"local": [
{
"user": {
"name": "{0}"
}
B
{
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"group": {
"name": "admin"
}
}
1
"remote": [

{

"type": "UserName"

"type": "Groups",

"any_one_of": [
"idp_admin"

1

}
1
}
1

o UIRBIAFRFEEAMPETZS I TRAFE, SHEEANM TR,

AT ROIRTREEFEFPEIAMBREREA “remote” BISE—NEME, BN
UserName, FRriE@APE A “admin” 1 “manager” . ZMUMXIIEIAPHETF

“idp_admin” FAFERIABFPER

[

"local": [

{

"user": {
"name": "{0}"

}

b

{
"groups": {

"name":"admin"

}

)
{
"groups": {

}
}

"name":"manager"

]

;
"remote": [

{

"type": "UserName"

"type": "Groups",

"any_one_of": [
"idp_admin"

]

}
]
}
]

- BRRENUUTHEIS, BT John SmithEF “idp_admin” FFH, FRLARSIF

ZRAFBE=RSFEE.
{UserName: John Smith}

{Groups: [idp_user, idp_admin, idp_agency]}

- BRBENUTHS, BFJohn SmithAEF “idp_admin” AP, FTLLZ

HIMITFIohn SmithFRLER, RFiFlohn SmithifB=IREZFE .

{UserName: John Smith}

{Groups: [idp_user, idp_agency]}
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BHRIENRARIFEGE

EAILATEREEBISE— “"regex”: true” AREFR=IRSZFEEBILAEN TERIAF
ITEER,

AR RBIFRTFZANIIEIdPHRAREZLMEEEFL, “@mailcom” FEENBRE
M, FEIAMBRIAERE A UserName, FRigFBBFPEA “admin” |

[
{
"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "admin"
}
}

]

:
"remote": [

{

"type": "UserName"

%

{
"type": "Groups",
"any_one_of": [

"*@mail.com$"

]

)
"regex": true

1
}

FIHBESTH
SAFME, Ll “2ES” iAREs.

AT RBIRFZIUIEEAR B FIdPEY “idp_user” B AEFIdPEY “idp_agent” F3
PEERIEXFRRP AR . [MTERARP: EIAMBREREZ R UserName, FRE@RFPEA

“admin” ,
[
{
"local": [
{
"user": {
l|namel|: H{O}H
}
)
{
"group": {
"name": "admin"
}
}
1
"remote": [
{
"type": "UserName"
h?
{

"type": "Groups",
"not_any_of": [
"idp_user"

]
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"type": "Groups",
"not_any_of": [
"idp_agent"

}
]
}
]

LA ERNZERF

[
{
"local": [

{

"user": {
"name": "{0}"

}

b

{
"group": {

"name": "admin"

}
}
1
"remote": [
{
"type": "UserName"
{
"type": "Groups",
"not_any_of": [
"idp_user",
"idp_agent"

}
]
}
1

SN HNAES TG

ZMNAE, RRESBFRAERBERARE.

RRPERE— T ESINBRE, FERlfREIE— 1 RPEMNER, &
MRS FEARIFILABRER; MAFANBREESINABRAEZIRNES. —
MEbRSEAZANEE S X EIERFRREESAFEERES B . XHFNEESIFRE

B,

AR RBIFRREXIIdPHRETF “idp_admin” FPENAREY, FEIAMFRIARER

UserName, FR@FBF4ER “admin” .

"name": u{o}u

"type": "UserName"
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{

"local": [

"name": "admin"

]

"remote": [
{
"type": "Groups",
"any_one_of": [
"idp_admin"
1
}
1
}
1

BRIZEANLLTES, BHFJohn SmithEF “idp_admin” B, FELGLEEEINIXTIohn
Smith& ., FEIAMPEIEREZ9John Smith, FRAEAFPAES “admin” .

{UserName: John Smith}
{Groups: [idp_user, idp_admin, idp_agency]}

3.9 ZEFIAIESEHL MFA

3.9.1 ZEZXIAILE

HARSHEFANIE

ZRFNER—MIEERBILELETSE, CREBERPRMAERZINETIME
I—E&F. BRZRZAEG, BRETEREN, RTEERMBAZFZEIN
(B—RBMHWIE) , AHFZRMIIEG (FTIXRBMHIIE) , SERRSMNEES
ERGAEHKSHTRRRHESHNZ 2R
SRTNEEENAESIIIENRERIPTR, FETERWIE&ERE, ARERE
HER, BRTHFEMARFSNERLS, EFEEERWTERNEBANIRIES; FE7T
BRIERIPRE, APEITEURRIERY, FEEAIIERRIARIE,

SETMNIESHSRIRE
SETNDREZIFF. MAEMEIMPARE.

ZEFINEN RRIE=R
EEFNEEENATEFRIPIURIEERP .

o TR{FP: BLURKSHHNIAMARERE, KT EERNEBARFZHED
Hh, EREASIRWIENEBAZSERADREFRGIEHD, B AERES
7, H—LRREKSZEM.

o  B{ERP: BLIRKSHIIAMBFEITEURRIER, GIINBEREERIRS R
i fp‘%iﬁﬁ)\%%i)xiftiﬁ%EFH’\JS@WIHENT;T%{’EHHE%A, B RIRIB/ PSRRI
PRFNIRK o

BEHEXEFRFRIPTIRERIPRINGE, B2 SURHRE.
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3.9.2 [E#l MFA
AEFENENBUOLERIIMFA . AWITRSIEIIMFA, LARIAMBRFENE5%DL
IR EEHAMFAR R RSB R UM EEE EIUMFA .

HAZERI MFA

E#IMulti-Factor Authentication (MFA) EEEF-46UEFINEBIIRSE, BEETRTS
BI—XMZERS (TOTP) trEE. MFAIRE R LARFEHFE I UIETIRG, BaliF
EFREREIAMFA, BIELIMFAN BIER, TTLATERSIEERE ( BIREEeFNL)
Fizf7, EEEAE, EIMFARSEZINESRPHI—FF,

ANMEIEPE R MFA

BEEEEINEE LRE—EIMFARN BIERFE (fIE0: Google Authenticatord;
Microsoft Authenticator ) , A BE4BEREIIMFAIRSS o

] HEANREIRE,

$H|2 7 ‘RERE>BURET TWmE, £F “EIMFA” G “RIEHE” .

£E3 RIEANRENSEEMMFARE, EENMFARBRREFRIMAF.
SR LIET R 4518 . FahmARI L UPEMFAIRS !

o T HED

IAFIEELRRIFNIMFAN R, &IF “FEETAR" , 13 “4IEEi
MFA” SBERrRRI 4503 . RTINS, NARREFSBRNER.

o FEfA
EF?MJ:EEE%@?E’\JMFAF_\?%ET%, e “BNRMROER” , FahNINA
MERLY:

FHMNRNNMBRA AR SIFETHEEN, BWNERNREHFEEmREREIEE,

£]4 FNAFTR, AREMFANEREFER, EEEHIMFARSISOSRE. si&0<
B30 BHEH—IXo

SIS E “PEEMMFA” TEMNESHNREOS, ARRE “BE” , THIPEEN
MFAIRERIIRIE .

.

SN{JEREXEEHA MFA BEIFRD

PEEUMFAFFEERFIPESURERIPE, BPEHITERTHITERIRIER, F
ZHEAMFAR FFE FRIENSIGIERD o

IRy, EFEITFERERE LRIEMMFAN BRERF, EEFHRARBFPESEKSHIE
NZENN
SIMETRE4REESL MFA

BB EFIMFAE BT FHARE R E B RIFREMMFAN B FRIAMAF SIS,
IAM AR eIk S A LA R E B B Se R RSB R AM FARDIR(E -
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ZE1 HAZRIRE.
T2 7T “LRIRE>BEURE TmE, BF “ENIMFA” Gy “aiimEgs”
FIE3 £ “EYPEIIMFA” TUE I AMELIMFAIR B IRENHIshSISIERS o
3-47 BMNEHL MFA IEIIERS
BB EIIMFA

R ERIMEPA

MEEFERATEXMPAMEREREFRIL. BEREREFE—HEE

WA BT WE , RIERE, SRBIMFARIE.
e

EEEI MFA

FHELSEMBREIAMFAR FEZFRIAMAR , BRAEEREEENMFA, S8
SR ESBRUI TR

T ERFA—BMAERSEREHS.
B 7 G SNNERS> R RETNAERSIET, BRAPENIN ‘ROEE" .
W3 7 “BLRE WA, BF EIMFARE GUK BB .
S|4 Bk IR, BERAEY.
e

3.10 && IAM B{Ei2R
3.10.1 FHB=HITRS

=H1TARS ( Cloud Trace Service, LATREFRCTS ) , RReMRAERENWHIHESR
RS, RBENSHhRRISEICRIIE. FEINEahee, aBETFERED
. &WET. BRRENORENSEERNATS.

AT HEEEIAMAIKEIRIESM, fIUIeIZAF . MrEFSE, ENEERAER
HIHIRSS
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BAESER

S BREEEHIA.

$W2 BF REBIIET , W CERSHE > ZEHRS (TS, BASEIHRSESR

.

S| BHAMSHMM BIRE" , BNBREEERE.

$WA BF FREREIRS .

SS EFEREHRSIHERE, 8% ‘FE" , SAFABEEIHES, RELBHHE

_/|\EE/%%§ o

FEZHITRSHINGE, ErILTEER:S
=g

B/Gro

R

ERREEERGBHNEIZIEERRAYIFM

FIAMEITIRE, BINCIERF . APES, (TSERICRIXERE. CTSIFICRM
IAMABXRRIRIFSM, TR

% 3-15 CTS 2509 IAM 12R(EFIZER

BREBTR RIRIER B2

BFREZR user login

=RBRAPER user cloudLoginBySaml

BREY user loginFailed

BFREH user logout

BIBRER user tenantLoginBySamlSucce
ss/
oidcLoginSuccess

IAMBFREIRESR. BB | user changePassword

ITHA. ERBRNGID HRIREE

30—y A

elfEdsEla user createUser

EBFER user updateUser

BRI user deleteUser

BIFEAK/SK user createCredential
addCredential

HIBRAK/SK user deleteCredential

{EF. BAAK/SK user changeCredentialStatus

BETAK/SK user updateCredential

R ekl user modifyUserEmail
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BRIESR RIRFER SHEMW

ECF user modifyUserMobile

BREZEIREBTESR | user modifyUserPassword

CAL

EERIERAFEG user setPasswordByAdmin

eIgAFA userGroup createUserGroup

SEFTEPA userGroup updateGroup.
updateUserGroup

IR F4E userGroup deleteUserGroup

SINAFEIRFAE userGroup addUserToGroup.
updateUser/
updateUserGroup

MRAFERERAF userGroup removeUserFromGroup
. updateUser/
updateUserGroup

elEESS] project createProject

EMIRE project updateProject

fHERIRE project deleteProject

elfEEe St agency createAgency

BN FSE agency updateAgency

HBRZESE agency deleteAgency

THigme agency switchRole

Token createToken

SIS MHIREE identityProvider createldentityProvider

BB MIRUEE identityProvider updateldentityProvider

illEE= gyt gs] identityProvider deleteldentityProvider

HEIdPTTEUE identityProvider updateMetaConfigure.
uploadMetadataFile

FamiEIdPTTEIRE identityProvider updateMetaConfigure

BB E X RS role createRole

&2 B E M ERRE role updateRole

B B E X ERRE role deleteRole

B S SRR domain updateSecurityPolicies

EEIDRS domain updatePasswordPolicies
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BRESR St Sl B2
BEimApnEtglE domain updateACLPolicies

3.10.2 &F& IAM I=®itBE
FE=EITIRSE, =EHITRSHRICHEIRESHE, SIEIAMUUNREMIRSAVEES
%, =EITIRSFEFE7RENREICR.
IREE T
1 SEREIAMIZHIEHITIRE, flelE— AP “CTS-Test” o
T2 HA=HITIRSIZHE, EEIAMEBRECR,
FB]3 BF v, JUEEEHNERER,
T4 BE ‘EEFMHT , BEESHNSEA.
45

3.11 EEECH

4 2HoE?
AR, FARET SRS TRNER, WAPNSRIENASHT IR
o MERSALUSIES O MAMAR . BFAS,
IR LEE FEAIRAIT AR RERRE, SRS AR,

EHEEERIVECE?

1. BREWEHG,
2. miemEEsiaz e Y, SERKESHRE .

3. BFEREALEAR “My Quota” EifR o
RFAN “IRSECAL” TUHE

4. FOILE “IRSBEH THE, BESNERNSETRERBR.
WMRHFERFAEHEWSZER, ESERERE, RS K&,

QMRS AECER?
1. BREEERHE.
2. EREALE, HER CSE> RORER
KON “IRSEAR” W,
3. P CEETARER
4 fEFERIS WE, RBCHER, HEEXSH.
Hep, “EEHHR" HSHSREREEONSTIRERE.
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5. EHBEREE, GEhNFRE ‘R .
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ik
S
o
=

FAFERAPREESE
IAMAFETESE
REIRERX
RTINS
SIS
FHIEEEE
Hfthja)eR

4.1 ARPARNEEIESE
4.1.1 308 IAM BT “ZR-fufiltb-OP5” XiFg=IRSSIIR

| R
EERETHE “ FHR-IT7HILEL-0P5” KIS, BEAKSFHIAMBPETRXE
RARSS ERAR -

BT “FR-fUfFLEL-OP5” XIEAFETEIBAEENALE “ FR-fafFLtL-OP5”
SIRSFRGRIEMNAR, ARP5R-fIHILLL-OPS” RIRSBRAFELFERIAF
IFREFEENTIOAKIGHN “ h7R-fIfHFLEL-OP5” KIFIRIZIFEN .

BIESR
IERREEEEATAKIG ORI AMBFPHISEMARFE., MEIEIAMBR
“User-001” , FISEMNNBFA “UserGroup-001” ., iESEQIEIAMER. AF
LRRbN/FERRAEF .

BR{EES

R EEREREHIT, ERHIaEREE < , 18 “H7R-fIfmFLEL-OPS” X1,
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4 B Ia)R

£ “HPrR-fUfhiLiL-OPs” XigEHa, ®F “‘EESHE>-R—BMAERS .

ES—BMINERS, EMSHERS, &% “BPAE” , 54650 “QIERF
H” , CIEERIBAFA, W “UserGroup-0017 ,

£ “ARPA” E, SHE3CEAPEENN “12227 .

£ ‘EXNAPE-BRANR” TE, RERAPFERNRXEAMR “128” , EEm
FIR, BE “HWE” .

FZFERPEEN, HReNEAPEARIAMBPS 2B EREIR.
g W, SAIAMAR “ShfR-fI7Lt-OPs” RIS,
R

RINGERkE IAMﬁHP’*i“?ﬂE}E‘EfﬁUE‘, HRE “thZR-fIfnlit-OP5” [Xig, mILL
RN RERTIRS RIR

4.2 IAM R ESTIEE
4.2.1 IAM BRPEREKBEAD

|E) R AR

AEHE

IAMAFERAZIRT ‘BAPENEEHER « “CHEERERE TiEHEACLIL
W, ZIHERENRIRERIZFG” F, EIAMBREREY.

o EFIET ‘APANEBER"

a. HERR: IAMBRERE, KRMAMBERAL,
BRYE: BE “AMARERT , IIERAO.

b. TRERR: WKSZFMAMARZHNEIR.
fRRTTE: MIAIEBRIKSZFNAMBRS . IREREBIAMARZFIRE
fll’&%, BHRREER,

C. BEREA: HBMAEIR.

%aw?&fili WAIEFRYER, WA FEXNESE, NRETICED, 52
ELATEZERE: TCEBREAT .

d. TIEEREE: (EXUTEAZ ISR EIZLE, NEREFEERRIF .
%#J&H/i- 1@:%@&']%%%37_%, E?ﬁﬁi"o
) f%k%a_- YRS IEREIRE TIEHAACLIIN, ZIHEFRENZRIRE RS
[ |
a. HIREEE: SEREIAMZFIERE TIHIOEEIIN, RAOFERERIPitit
X&), IPiBitakmEE. VPC Endpointif[ A =iRBFESE .

%aw"&fili IR EEREEEFHIGACLAN, MaiFBapiREERTMR
S HEERESOHRESITN .
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FAFSR 4 B
4.2.2 a{arEssl 1AM FBRFiGInE4ES
BgE D, REIAMBRREMNSE PN REHDRS, ESRPEEMER
SRR,
BREL TR

R BRHE—BMANERSERSG
$H|2 EEMSHERS, &F “KSRERE”™ , BE “HiEEH” [E.
(AR
IBEHEHIIRS FRIAMBFAERL, MIKSEASRER.
£33 7F piIEE” RES, E&EFE ERenR” 1RE, REAIVHAIIIPibIEKN

EX o
o “AIFAEANPHIEXE" ¢ [REIFAF REENZEEEMAIIPHIIIE R

o “AIFHIIAYIPHELEEMER” © PREIFE P REEMIZTERIPHELITMERE R .
f5ltn: 10.10.10.10/32

AR

“ AYESERYIPHENEEE)” F0 ¢ RVESIERIPHEILENES ” BRhS B R EREE P —FEIE 4
HFiAiE.

A SBF “FA” .
R

4.3 ZLIEI
4.3.1 M HRERICIEIhEE

ATHIREERNRE, BNCHEERRIEINEE.

FRZEEE, KSEIAMBRERITHEN, FE2E “ERWIE" REBAEIL
MFA/f2(5/BEFE3EIERD 1 TIGIIE -

él‘?ﬂiﬁﬂ]ﬁ‘éﬁ, IKSWIAMAREREH G, XFZBAKS/ARE. BEHITR
I,
BREL R
o EERAEFK—BHINERSEHESFEEMAMBARIERIIEINEE
R ER—BMANERSEFEEMNSMERS, B2E “BR7 .
$H|2 ERAFYIERS, BSENNAFEERN ‘RE2RET .

£R]3 & ‘ARFEBERERE” RE, “BFRFPT TR “WIESRT B, EEFEEER
IIETSEC, HMIABRAYIRIERS .

WA BE T .
e
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o IKSHEWKSRERETFEECHERINIEIAE
B BERF-SMHIANERSENG, AEMNSHERSD, &F ‘KSEERE™ ©
SE2 ARERENHE, “SURMEE" TP, BE ‘BREP AN ‘ZENRE” .

SIR3 E“ﬁi{%ﬂi‘iﬁﬁ” TEY, Qi ‘FR7 , FEFFEEERNIIEST, BMAEN
Y3GIIERT

S| Bk TR
et

(EESESYE
FEBRRFE, ERUNETIAMARRE SRS RRFRIES:
o EEEEH-SHNHEHANMRISES, BAMNBPERN ‘R

%;j_ltﬁjﬁ “BRIPSWIERR” B ‘L 7 NEHEAMBPEKERIRIPG

iJ—.E I~o

o BEAEKSHDRENERRMEREY, B “BRFP” AN “ZBNME
7, EEES “IIEAR EEF/ MM/ EHAMFA

4.3.2 MoK AERIGUELRE
HTHRGEDNES, BVEFRERIENE.

FRIZIEEE, KSHIAMBRERIZHAN, FE2E “BERWIE™ REBAELL
MFA/fE(=/HEFESIERD 1 TIGIIE o

émamﬁﬁ,M%ﬁmmmpéiﬁﬂew,&%gmAw%ﬁP%\gﬁﬁﬁg
FRIGIE .
SHRXET IAM BRESRIEIITE
o BEREH—BHAERSIEHAXTEMIAMBPIERRITIEE
$B1 EH—SHANERSEHEENSHERSD, B ‘AR .
S EAPSIET, BENNAREEN ‘887 .

$E3 £ FAFFE-2LRE RE, ‘SRR T CBIESR b, 8k 2, &
BEWIERRA KA .

S| Bk TE
.

EERXABSERIIE
o IKSTEKSREREFXNECHBRIEILE
$B BRE—SHAERSENS, TAMNSRHERS, %E ‘KSRERE" .
$E2 ERSRENE, “SURRE TE, BE BRRP AU “SEMER .
$|3 £ “BRRPRE TET, 9% D .
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$RA BE “HBET .

.

4.3.3 IHTIESURIFRIPIRIES TV

B ERfEA
EERTFSBIERINE, FRPESTEREER, SUMRARE. ERbT8Es,
FBREREEARMTIE, BRI FR RN TIRE .
FRREIRIE, BAESRRERTRIEN15982 M, HTSREEEER
BIE
o IMMEIGESTN BERIIET , B3N “IEEARKIE” , BEE: HEK
AR “BRERMNE”
o MMESEAN EEARKIE” , 300 BERRIE SUSKISEART
NS/MpHE, BE%E: -LNREATH EEARRE"
BELR
o MEMEARN BAERIE"
S BRE—SHAIRSEHE, EENSHERT, EE “KSERE” .
P G HEQE REH, R CSRRMET RE, STRERPENRY T
|3 AN “BRIERIPZE” TED, HE EEARKE" , HAREENS/60
fEEBAE . BRVIFRD. .
SWA BF W, BRWEARNIEEARBIE,
R
o HFMTARH “IEEARBIE
ST BRE—SHNERSEHE, AANSHEET, BE KSRRE .
PH I HLQET WA, R BB WS, SERFRIPTI
I3 AN RERIPRE” RER, WIE XM, BE WE FATERR
T, XRERP.
S 7 CRORE” WE, “SURRIE TER, PRBERIPGINN “IEER”
SIS AENGETEE TR, 9% BERNT % EEARRE” .
SIEE IEEARINE , FREBERPN, BESTIRSHES, WRSEAR
KE AT A o
o BERINE: MARSUBBIERKSHIAMABRIET RIIE.
o ISEARKIE: KSRIAMBPREISEREEEA RITIOE. ST
M. BREEMENE, RSZIFREIMFARIE,
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£LR6

Bk R, EMMERPRIEST.
-

4.3.4 AR AR EERIF

| AR

BRMES R
g
$E2
$IE3

BERFRRERIFE, BPERTSRIRIER, FIIRRESIR. £aha%RE,
HERERNEEARHITIOE, BRIRBFHRIOXLIIREK . WRXDRIFR
i, BEBIATEREE.

BERE-BHNERSENG, EEMNSMERF, EF ‘KSTERE™ .

£ ‘IKSEHLIRE” RET, EF “SURRE" TE, BHEFERIPAMRY “SZEME
EAMEEER “BERIPRE” RES, &R ‘XH” , BF ‘e’ FHTE0%
iEE, #{ERIPXERIN.

TR

4.3.5 WHa4PEREHL MFA 1%

Multi-Factor Authentication (MFA) E—MIEEBENEZESLH A X, CaEEERP
ZINZEZ SN BEIMEIN—ERP . BEMFAIG, BRPERISHIEH, RFBEKXRE
FPERANBRPENEDR (F—R2EX) , UNEBEEMFARENNIES (F-%2E
x) . XEEEEXRESEFEACHIKFPIISRIEMESNZ 2R

MFAIRE BT LAE TG LIETRY, REBr{CHFETIRHRIEMMFA,

REFAMFAIR & R EEF -6 AIEIBRIN e, BEE T I ER—RIEEE
{( TOTP) . RN REFRAEREtRE (REEEFN ) LiafT, IEES
8

BRI
RARHEEAAESREE LR —IMFARFZR (FI1E1: Google Authenticator ) ,
7 ESBERPIMFAIR &
BMESR
B BRHE—SMINERSIEREG, ELNSMEES, £ ‘KSL2RE” .
$E2 1 BURRIEY IE, B “RIIMFA” AR “RIEERE” .
S£EB3 RIEGNRENESEEMMFATRE, EENMFARNBZFEFRINAF.
o TS
o FrmA
S84 FNBFRER, BEERUMFANEISOSTE,. shSOSE300 BahEH—R.
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SIS £ “PEEMMFA” WEMNESHNRAEOS, ARRE “BE” , STHEPEEN
MFAIZ EZHIIRE .

.

tHX FAQ
AN{TIZREY REHAM FASSHIFRS
WfafE4E. EEEHIMFA
REHAMFASSHIFRS RIS BT B AT

4.3.6 WMaIERENEHL MFA JG1ERS

HEEMMFAFFRERFIPIIRMERIPE, BRPERTERSGHITEURREN, F
ZHMAMFAN TR FRIEISIRIERD, TEILIERGIEG,

Itthd, APREEIIAMFANRRER, AEREEAF E4EKSHYIIEN .

RERCL
WREFIMFAIGIERRIE N ET, 555 EUMFARIESRIENEEEAT

4.3.7 YMaE48 . EEEHL MFA
o WMREFUEEFERAESKSHENEIUMFAN BIER, TE/MYIMFA, 15
E: fREPEIIMFA,
o WMRELEFEFEAESKSHENEIUMFAN BIER, BLEMIMFA, HEE
EEMFA, 52%: EEEHLIMFA,

BNEERE, MFEBBERELIMFA, BIAMARE ‘KSZEIRE” FBETEN
4, FHRFEEEN: IUHEEMMFAIRE

W

FESBEENL MFA
1. BRE—SMINERSEHE, EEMNSHERT, B ‘KSZ2RE” .
2. T£ “BURR(ET K, BE “EIMFA” AR “RIERREE7 .
3. TEMR4BENIMFATRE, BIAMERIMFAISEIRENAIENSIAIER .
4. BE “HES , WG, =RRSMFARIE.
SEEEH MFA

FHERLHEMBREIMFAR BZFRIAMAR, BRKREEREEENMFA, B2
SRR FEBRAI TR
BERG—BMANERSESS.

2. & “B—BMAERS>BR” REFRAFIERTS, RBERRENN ‘22ir
%” o

3. & “#2iRE” mEYH, BE “EHUMRARE” AR “E8” .
BFE ‘e’ , EER.
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FIF T 4 %ISR
4.3.8 4l MFA ISIFRBREE RET B4
AR

1T TIRIGIE . 4PETRAREBEIIMFARY, MFAISIFRBRIIEAEIT .

A RERE
o WIFBEMAER.
o ESHIEGREH
o EITIEAKSHIEIIMFARIERD
o EHYEEILIMFAR, RERNMFAREFRENFNAER.
o  MFARIFRMERHAIFIRIIMER, MEFVAEHRLIMFAREEARSHR
SENEEZEI0MILL, ERAIMPAIERDE R E@IT R .
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