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o FAETEEEVNILIRFAE CUZSMIPREVSHURIE . BIIRERESEE, &S ILEI0X
VARIPRA B2k MIBREVSHIERIE o

o EFFHITHIIRS RIEFIIERF I USSR FarISFHIT NS RIRSZ RIEE.

6 BEEFREGEIT0XLABIHMRFICSE, NEERIOBSHEeLTSHEAHF T, BHiGHESE
HHNEMIRES 2 BERTHITIRSEES
(0 AR
BIDBII0RINRIECR, BB R BRI RFEIRSS (OBS) = ATRS
(LTS), AAI{EOBSIEEITSHEEEMEERTEM . BN, ST REM0XRUFIHIRIED
o
;7 1ERIEIEED, LlcreateVolumefdeleteVolumefEN K=, HEINIMICH .

£ MESEHF7TLRVERT, MEURERAER, MalRBRINAUEE, BAFEIUR
18, AR FTERFPBESLZE2RFIGERYRF.
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EIBREHIIRERHITEH
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1. LCTSERRINRERERITHEA,

2. rEEmEsiarrfes ¥ ER, ERRKGNERS.

3. BEALR — , %ER ‘SESHB-ZFIRS C1S7 , BAZHIHRSIFBR
Mo

. BEEMSHMR “SHIIR" , SASFHIIRAE.

5 MEEEERE ‘SiA1E" , ERMIRFEENERTIRFEYE, “SHHE” >
_J‘L%ﬁﬂéﬁ” > “RREE” > ‘TR | BE ‘T REITRR, B8
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AR

TRFEMEARA: ORGSR “EEEM" > “EVS” > “evs” > “IREMEZIR” >
“CreatEVOlUme” ESZ “§£E$1¢,, > « EVS” > “eVS” > “?ﬁ%ﬁ%ffﬂ” >
“deleteVolume” , B “Eif” IZIAPTIER, BUAEIEE X1/ ISLAAFRA U2k
PREVSRUIR(E . B IRENEEE, RZAILIEOXLAMAE 2T MPREVSHIRIE

6. EHZIRENERIFIOXLIGIAVRIFICR, NHEZIOBSHELTSHEE+TE . FiFfH
SEARFHERFESRENREIT RS EES M.
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BBITORARMFICS, AT SEAE R BRI AEIRSS (OBS) AR

TARSS (LTS), A RIEOBSIEskLTSHTEEMERHEEM . BN, LISTREMHIORLL
BIRYIRFICR .
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.

9. MESEMFESERERS, MEURERFPEER, HAIREENANERIE, BB
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SIMAGE) NN FRIFAHRFICR, EEISRRIBRMENIEN, SERBREMSHT.

AELNE, BEHITRSIMTEMIMNEN B RIRSHRERH EFRERH
P&, LARAMTE NN SRR = AR S5 21 FARIAYIRIRR

EFETEHITRS HEFRINSIER .
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EsEpsar Faes Y B, SERENRE.

B — |, E CEIESHE SEEHES (TS, MASEIHES IR
.
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BEVIET FHS: ECS X MESE: ecs X HIBID: 1081ech0-908-4035-bacd-90a4 Qe
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SIS B ffy —
&=,

SImA BEAMISHTNN “HHAIE | EASHSIERE.

SIS IESTIERRORE:

“ZIRSS: ECS” > “FEEBL: ecs” > “HBHEHLKFI: warning” , IRIECIZEI
M RIRSZEEEMBVIRIE, EERPEEFHBIRAN “createServer” 1#EICFEHH,

=S ECS R ecs SRR warning IR

, i “EIESEE > MRS C1S7 , HAZHITRSIFRER

FFe BEIFMFICR, ERXIMNPHERETER, RIFERETHIGHRIERER
A TIRRREN DT o

e

EIHRSEHIIRERH TSN
AR et R IRSS SRR B L R SR E AT B
1. HUCTSERRREREREHE .

2. rEEmEsiarrfes Y ER, ERERKENES.

3. BEALR — , %E ‘EESHEB-ZFHIRS C1S7 , BAZHIHRSIFBR
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. BEEMSHMR ‘IR , EANEHIIRRE.
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BIFER, FMEHERIENMET.
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3. BFEAbE — , %R ‘SESHES-RHITRS C1S” , HAZHITRSIEER
o

. BEEMSHMR “SH5IR" , SASEHIIRAE.
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ZHITRS AT RE MRS XRFRIVFEMER, BARNRS-1Fr.

(AR

o NT5ERF,

R FERASERE S 2MAHET TR
o AETEETFCTSEIBES TN BIEAR

x 8-1 FHRIXRFR

FEREWR =AWk | 358 iR

time = Long FRRSEHFERREE . PAZRERTE
HITEZR, #la0: 1660927593570, 1
2O, ZFERLAR E#EH TEm
FtiE o u%Eij‘_—"liﬂ’,Ele—l_l1970fEO1 Bo1
HOORT0073 00 EMAE D ERH o

user = Userinfo | {RRALASHIIAFER.

object

request S Structure | FRIRSEHIIRAIZIERAS, BIRIRIEE
=57 N

response B Structure | ICRAFBERMMMA, RRSEEXTNEZO
MYAZ, BIRFREEREREIL,

service_type | 2 String FRREIASE AR A =IRSZ LR,

event_type 2 String FRIRSE I N RIS AREY,

project_id 2 String FRRSEHFTERIREID,

resource_type | =2 String EFAFEHFIRIINAIRIFERE,

MASRRZAS 01 (2024-12-27) WRINERE © EARITERABIRAE 43



=EHIHRSS

FFigrg 8 ZHITIRSZSSHEE
FEREM BRIk | ER iR
resource_acco | & String FRRRIRFFERNMKSID,, (XIEETHFIRIE
unt_id HRERIBE. flan: FHRAREHEFBT
HEVER, LAt AKSBAYaccount_id,
AR EEMEFPBET, MRAFTRE
FHPAREREFBRIE N EIRAYRT R, CTS
SEH—mEITEE, EEFAREFB
N=EIHIRSHIYIEEZRRFICR.
read_only H boolean RRBFEREFERIE,
tracker_name | & String FRRICRE AR ANEERES B TR
o H'trace_type"FER{E"system"T,
ZFEREBIAA "system",
o H'trace_type"FER{E"data"BT, 1%
FRABANNEIEEEIREE AR
operation_id | £ String ICREHXIMAMRIEID
resource_nam | & String FRRSEEX NAYRIRERFR
e
resource_id B String FRIRSEAN A =BRSZHRIRID
source_ip 2 String FRRALRSHRIERIP, HARSKANE
B, WA=,
domain_id = String FRRAA SR FID,
trace_name = String FRREIASEAFIRITMAIEEZIR
trace_rating 2 String FRRSEHEHER, 9 hnormal (IEE)
warning ( 2% ) flincident ()
e normal: ERAIIEIERII .
e warning: SEATISIELEM
e incident: ERAFIIRIES T LR
BEEENRER, SISk =&
FARP W SHIEEER
trace_type = String FRRSEHRERLEE, SIBEEHTE
E3EAPIER (ApiCall) , ConsoleTE
iBA ( ConsoleAction ) 1R A aliEF
( SystemAction ) ., HIREXEHTES
}EObsSDK, ObsAPI,
api_version & String FRRSE AN M =R SO
message = Structure | FRIREAMAARS ARSBMHRINNEEE
record_time = Number | #RIREEITIRSBICRARSEHHIRTEIEL
trace_id = String FRRSEER0ID, BHRSERMAIVVUID,
NShRAS 01 (2024-12-27) RS © EARITERARBIRAE 44



=EHIHRSS

BPiEm 8 =HITIRSSHHESE
FERER BRIk | ER iR
code B String ICRAPBERNA, FRRSEXINEO
IREIFHTTPIRZERD .
request_id & String IERARIERAIrequest id,
location_info | & String IERARBEKREEE, BEEMEEZER
HANMER.
endpoint S String ZIREE R R EIFIBERERY
endpoint,
resource_url | & String ZIREIP R =R R B IREAA D 5
( &A&endpoint ) ,
enterprise_pro | 2 String FRREIRRFEREIIREID,
ject_id
user_agent & String EREZFiRCIERR,
content_lengt | & Number | iEXKBEEAHEAHKE.,
h
total_time & Number TBKAYNORZATE .
2% 8-2 Userinfo
FEREMR =AWk | KR A
type 2 String BRIEERISHEE,
principal_id = String BRIERFPNS%5Id,
o WMRZE IAM RS, &9 <user-
id>
o WMIRZE IAM ZHERIESM, RS
<agency-id>:<agency-session-
name>
o WIRZE IAM EXI S0, &
<idp_id>:<user-session-name>
principal_urn | 2 String EIEFEPBAYURN,
o WMRZE IAM AR S5, &
iam::<account-id>:user:<user-name>
o WNRZE IAM £E1E B, B
sts::<account-id>:assumed-
agency:<agency-name>/<agency-
session-name>
o WNRZ IAM EXF 8D, &N
sts::<account-id>:external-
user:<idp_id>/<user-session-name>
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FERAR BAEWIE | R iR

account_id = String WSID, WSIDEIE: EEHEea LA
RS TROEIRP, EF ‘TS
W, ERAVEIEREE “KSID” .

access_key_id | 2 String LEEAID,

id =) String FIFID., BFIDRIE: TEEHlehaLA
RS TROEIRP, ®&F ‘TS
uE” , EERAESIERESA “IAMARF
ID” o

name = String BR&#R. BREREE: aEfaaL
BRI TROEIRG, ER “HaE
e, EFRAYEIETRmESIREY “IAMAR
87 .

domain 2 BaseUser | tRiRAMASHAIHRdomain{EE..

object

user_name = String BRFR&R,
iBA: user_nameS5name=xEHIE X —
.,

principal_is_ro | @ String =aeRAF,

ot_user o (B “true” BY, FRIBIEERIRA

Fo

o {EF “false” B, XRIZEEREN
SESD . IS M IERERAFRY
IAMAR .,

invoked_by = Array of | RHEIERAIIRSAIBIR. ZTHSIRIERNR

strings ["service.console" ]

session_conte | & SessionCo | IGEfZ2EREM-

xt ntext

object
2k 8-3 BaseUser

FERER A% | kR iR

id = String W=ID, WSID21E: AEHara LA
RS TROEIRP, EF ‘BAE
W, ERAVEIEREE “KSID” .

name = String WKS2fR. WSRIREE: TEHeat
BEPENTRAOEG, EHFE “HAE
W7, ERAEIERESRL ‘S8 .
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£ 8-4 SessionContext
FERBWR ERE | R iR
attributes & Attributes | IFFTZ2ERNEM.
object

2 8-5 Attributes

FERBM BRIk | R R

mfa_authentic | & String EEERIEIMFABDIAILE
ated

created_at & String A IRt Z 2 EIERTAIATE o

8.2 4

AR R BRI ARSS PN EE SRR TTEEGY, FXIE AP E BRI 1T 7 i
JgE, LS ERFREEMIEREMHHES . EttIRSEErRISHAISRIATEAIE
#o

FHANFRERUSESMENET

o BIERMRSSIELH
o =EEELHI

B = AR5 2TSLHI
{

"trace_id": "cbdd4480-2e03-11ef-82de-cf140e2a70fb",
"trace_name": "createServer",

"resource_type": "ecs",

"trace_rating": "normal",

"api_version": "1.0",

"source_ip": "124.71.93.243",

"domain_id": "7e0d78c85**d0b9b7cba",
"trace_type": "ConsoleAction",

"service_type": "ECS",

"event_type": "system",

"project_id": "07066c6fc90025a02f6dc01e105b286e",
"read_only": false,

"tracker_name": "system",

"operation_id": "ListSubscriptions",
"resource_account_id": "7e0d78c85***d0b9b7cba",
"time": 1718777931170,

"resource_name": "ecs-test",

"user": {

"access_key_id": "HSTAZVL6WYSOJ5MYE2GA",

"account_id": "7e0d78c85**d0b9b7cba",

"user_name": "IAMUserA",

"domain": {

"name": "lJAMDomainB",
"id": "7e0d78c85**d0b9b7cba"

b
"name": "IAMUserA",
"principal_is_root_user": "true",
"id": "f36972ced***d619f1214",
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"principal_urn": "iam::7e0d78c85***d0b9b7cba:user:IAMUserA",
"type": "User",
"principal_id": "f36972ced***d619f1214"

B

"record_time": 1718777931170,

"request": "{\"server\":{\"adminPass\":\"********\" \"extendparam\":{\"chargingMode\":\"0\",\"region|D
\":\"cn-north-4\"},\"count\":1,\"metadata\":{\"op_svc_userid
\":\"f36972ced***d619f1214\" \"__support_agent_list\":\"hss,ces\"}\"availability_zone\":\"cn-north-4c
\",\"description\":\"\",\"name\":\"ecs-test\",\"imageRef\":\"7d940784-ac0a-425f-
b3fa-8478f1a1df70\" \"root_volume\":{\"volumetype\":\"GPSSD\",\"extendparam\":{\"resourceSpecCode
\":\"GPSSD\" \"resourceType\":\"3\"},\"size\":40,\"metadata\":null,\"hw:passthrough\":\"false\",\"cluster_type
\":null,\"cluster_id\":null,\"iops\":null,\"throughput\":null},\"data_volumes\":[],\"flavorRef
\":\"sn3.small.1\",\"personality\":[]1,\"vpcid\":\"250ad46d-9c89-44ec-a97d-293da771b06b\",\"security_groups
\":[{\"id\":\"3bb87748-e387-42e5-ad7a-4331638f1321\"}],\"nics\":[{\"subnet_id\":\"1a02d 148-e7f9-4a3c-
ba58-18099dfbf752\",\"nictype\":\"\",\"ip_address\":\"\",\"port_id\":null,\"binding:profile\":
{\"disable_security_groups\":\"false\"},\"extra_dhcp_opts\":[1,\"ipv6_bandwidth\":null,\"ipv6_enable
\":false,\"driver_mode\":null,\"allowed_address_pairs\":null,\"efi_enable\":false,\"efi_protocol
\":null}],\"publicip\":{\"id\":null,\"eip\":{\"bandwidth\":{\"name\":\"ecs-test-bandwidth\",\"size\":1,\"id
\":null,\"sharetype\":\"PER\"\"productid\":\"\",\"chargemode\":\"traffic\"},\"extendparam\":{\"chargingMode
\":\"postPaid\"},\"iptype\":\"5_bgp\"\"ipproductid\":\"\"}}\"key_name\":\"KeyPair-ebbe\",\"isAutoRename
\":false,\"server_tags\":[],\"batch_create_in_multi_az\":false,\"spod_enable\":false,\"user_data\":\"\"}}",

"message": "success",

"response": "{\"job_id\":\"ff8080828fe9028a01902f2542df1b10\",\"job_type\":\"createSingleServer
\"\"begin_time\":\"2024-06-19T06:18:09.5027\",\"end_time\":\"2024-06-19T06:18:51.169Z\"\"status
\":\"SUCCESS\" \"error_code\":null,\"fail_reason\":null,\"entities\":{\"server_id\":\"7285ea5d-
f15c-4d9c-9ede-37d37023f2f4\"}}",

"resource_id": "7285ea5d-f15c-4d9c-9e4e-37d37023f2f4",

"request_id": "null"

}
FEULERF, ALUERXTEINTFR:

o time": WRRFMFERIBTEEL, ABIFJ91718777931170,

o user': IR TIREBFER, AMITRERP AWK, (domainzER )
IAMDomainB TFRIAF ( name=Eg% ) IAMUserA,

e request": iER T BIFRECSERSZEEANIER, HILUMEUZECSERSSSEMERER, W
nameJgecs-test-bandwidth, FiRid ( vpcid=2EZ ) 79250ad46d-9c89-44ec-
a97d-293da771b06b,

e ‘response": ICR T GIERECSIRSBHREIZR, ofLUHEEARIXEER, WelE
£ER (status=FER ) ASUCCESS, $Hi=f3 (error_code=rEg ) FIKLMIRE
(fail_reason=E% ) 9% (null) ,

=iEFRSEA

"trace_id": "c4ddaaOb-2e05-11ef-bdc6-e1851d8cb7fb",
"trace name": "deleteVolume",

"resource_type": "evs",
"trace_rating": "normal",

"api_version": "1.0",
"source_ip": "124.71.93.243",
"domain_id": "7e0d78c85**d0b9b7cba",
"trace_type": "ConsoleAction",

"service_type": "EVS",

"event_type": "system",
"project_id": "07066c6fc90025a02f6dc01e105b286e",
"read_only": false,
"resource_id": "bc661a99-3088-4e86-899f-fb4f46c2bb71",
"tracker_name": "system",
"resource_account_id": "7e0d78c85***d0b9b7cba",
"time": 1718778778419,
"user": {

"access_key_id": "HSTAA8960GPIROJGW19L",
"account_id": "7e0d78c85***d0b9b7cba",

"user_name": "IAMUserA",

MHGERAS 01 (2024-12-27) WA © EARTERABIRAE 48



=EHIRSS
FFisrm 8 ZHIHRSEHHSE

"domain": {

"name": "lJAMDomainB",

"id": "7e0d78c85***d0b9b7cba"
B
"name": "JAMUserA",

"principal_is_root_user": "true",

"id": "f36972ced***d619f1214",

"principal_urn": "iam::7e0d78c85***d0b9b7cba:user:IAMUserA",

"type": "User",

"principal_id": "f36972ced***d619f1214"

1
"record_time": 1718778778419,

"request": "",

"response": "{\"job_id\":\"defe9cf7b5ca4566860edbebb181e17a\",\"job_type\":\"deleteVolume
\"\"begin_time\":\"2024-06-19T06:32:53.018Z\",\"end_time\":\"2024-06-19T06:32:58.411Z\" \"status
\":\"SUCCESS\" \"error_code\":null,\"fail_reason\":null,\"entities\":{\"volume_type\":\"GPSSD\",\"volume_id
\":\"bc661a99-3088-4e86-899f-fb4f46c2bb71\",\"size\":10,\"name\":\"volume-d64d\"}}",

"resource_name": "volume-d64d",

"request_id": "defe9cf7b5ca4566860edbebb181e17a"

}

FLIEEBS, Al lESK TN TFER:
o time": FRRBHEFERANER, AFIhS1718778778419,

o user': IR TIRMEBAFPIER, AMIFTRERAPAK, (domainzE )
IAMDomainB RFEIEEF ( name=E& ) IAMUserA,

e "request": IEMIEFER, LALHT,
o 'response": iCR I MIBREEANREILER

e trace_rating": IERTHHBIKSI, ATXBresponseFEARTHEPIREER, K
fflshAnormal, 1IEFEEEEET LR, BMCEIRIERIDD
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FSHH A HE TR

BEa=
MEAFEESNSEXREHHTR—EE, TULEEEXERRES IMKSICRERN
EHF—EEEEI— N OBSHE. AT f”ﬂl]ﬂ@ﬂ%ﬂ*%ﬂ)ﬂiﬁhﬁo
A ESTE P iE i
1. THFBEREEEHE
() %88

o HPANEEEEERFHEENKS, HFPBNOBSHERENKS
o OBSAZ#FiSregionitfif, HEIOBSIHEATA XY REERARFEFBIRE—" region,

2. rmEmEsiarrfes ¥ EE, ERERKSNES.

3. MEALR T, HE T > WRERHES0BS”  MANSEES AT
&

4. EMSHIZIEE “WBIIKR" . ERFIREERHITIRS TR EEEIRER,
HAN ‘R WHS

5. EEMSHEE, B “THaREs > BRI .

6. EFREALGIEE “JSONYE" , & “Rwig™ , ERRINTTSUEHEPARIN,
He A R R B RE LR E RS,

RIFEPAZRHENARE, BRIEERRMENNSR, 88UTHEs: UEER
PEFRHEFPAKS . DBHERPERIEFAKS . DEESHTREIEFAKS
L,LlAM%ﬁ:‘EPIU FPERHEPAKS

- UEBRPEREFARECTSERR
{

"Statement": [{
"Sid": "xxxx",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#/A domainldagency/cts_admin_trust"
1
B
"Action": [
"PutObject",

SRR 01 (2024-12-27) WRINERE © ARITERARBIRAE 50
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}

"Resource": [
"exampleBucketName[*"

]

o

}
]

"Sid": "xxxx1",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#FA domainlduser/*"
1
by
"Action": [
"HeadBucket",
"ListBucket"
1
"Resource": [
"exampleBucketName'"

]

- BIHEFRERBEFARECTSERRR:
{

"Statement": [{

}

"Sid": "xxxx",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#8/A domainldagency/cts_admin_trust"
1
B
"Action": [
"PutObject",

1,
"Resource": [
"exampleBucketName/*"
1
e

}
1

"Sid": "xxxx1",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#A domainldidentity-provider/{{provider-name}}"
1
B
"Action": [
"HeadBucket",
"ListBucket"

]

n

Resource": [
"exampleBucketName'"

]

- UEESHIREEPAKSEECTSIERRS:
{

"Statement": [{

"Sid": "xxxx",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#A domainldagency/cts_admin_trust”
1
B
"Action": [
"PutObject",
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1
"Resource": [
"exampleBucketName/*"
1
W
"Sid": "xxxx1",
"Effect": "Allow",
"Principal": {
HID”: [
"domain/#8A domainld.agency/{{agency_name}}"
1
by
"Action": [
"HeadBucket",
"ListBucket"
1
"Resource": [
"exampleBucketName'"
1
}
1
}

- IAMBGORRERBRAKSEECTSERRRR:
{

"Statement": [{
"Sid": "xxxx",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#/A domainldagency/cts_admin_trust"
1
B
"Action": [
"PutObject",

1

"Resource": [
"exampleBucketName/*"

1

e

"Sid": "xxxx1",

"Effect": "Allow",

"Principal": {
"ID": [

"domain/#A domainldagency/{{agency_name}}"

1

B

"Action": [
"HeadBucket",
"ListBucket"

1

"Resource": [
"exampleBucketName'"

1

}
1
}

& 9-1 HRIRSHIRA
£ i

Sid statement Id, iHiRstatementfI=EE,

W
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2 A
Action JEEA S statementVEFBIIRIE, ActionREEHOBSTIEHIFRGIR

10.

11.

12.
13.
14.

15.

E&E, UFHEEAERR, FAXOANE., (TSREE
"PutObject"#1"HeadBucket"F action .

Effect IBEARSFEstatementfIBIR 2R RIFIEEE®, EffectBEMIRSA
AllowzkZ&EDeny

Principal | HSERRAEISAAEA, domainldBlLUBIZIEHIETE “BAVEIE"

TREIXREY, Principali&=t:

e “domain/Mk=ID:agency/cts_admin_trust” ( FRRISNETH
FATRIcts_admin_trustE$E, BICTSERSAIEZIZEITREE
fiEAFEZIOBSHE ) »

o “%omain/mK%ID:user/*” ( BREBRUATAPATHRIEFH
F).

e “domain/MSID:identity-provider/provider-name” ( &R

BRIVERPATRIEES D REEER) -

Resource | igxEstatementiS/EBRIN—ARIR, IFEBET “*” , TRAE
=R, CTSECEEWSHEMEITEE exampleBucketName/*#[]
exampleBucketName,

BE “REFE7 , THERIEECE.
YNRFAFBTRIOBSIBECE T 1RINEIIRE, BEMNEEPRBIAERT “BENE
87, WREEHIEINZRSS (DEW)SHEFARTIRIN

ARy

EHEFEERENERN, RNERBENER. BARREIEEREFATROBSEINE AL
70%, SEFAEEFBRIE RSB o

HOABSEEEHA,
wEERslaE e ¥ B, ERERENRE.

BEA by — , ER ‘EESHE >EHEIHRS CTS” , EASHITRSIES
TTH .

BEAMNSHMAY “BiRgg” , EANERREERMHE.
FEEEHERRERAN, RERMETH “‘BRE” .

EIRERIEAEOBSH “#hik” , OBSHEFIBRFREN “HittAR” , FEF
NS IERTE P BEIR OBSIERINES -

BE ‘BE , THREERS
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1 o RIEREH TR T

10.1 AESH X H R IERIATIRE

Birin=

AELZEMERHES, BEBETSEERMREERILATEN, MSEURFICRA
BRI, TANAERMEENESIRIKE. SH =2 RIS ER
BNfEHR S S RYE S

FESH G2 MERIGTHEE

1. EBEREEESS.

2. EEEFISAE LML VY Bin, EEREXKEFNE.

3. BFEAER — , %R CSESEHE > ZHITRS CTS” , BAZHITRSRA
o

4. BEFEAMNSHRIE “BERsE” , HENBERREERME,
(1] #5488

HXRFBREITRS, $& “FHESHEITRS .

5. BEHEEMEEBRSEsystemAlIY “EE” 2, ALY ‘ECEiBkRsET B4
BET—F, AREEMEREITH ‘XXHRIE” 71X, BIRHESEH =Y
wERINEE

(11 588
RETIRSS SHSECE 7 OBSH BB IREER B F RIS R MR o
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10.2 FHEXH

WEM AT REFEER

BWEXHIEER—/\ITIRREIOBSHEIFH S HRIBIR . FHHRIIGFHRELNRE
;}EESZ#H’\J%Z?—%% o FIRHENHRHNFERFHEREENRITEIEREME

OBSFE>CloudTraces> Xt AtiEfrar-: &> REkma: B>Adatar: H
>trackername>Digest>fREETHR

f5la0: User Define>CloudTraces>region>2016>5>19>system>Digest>ECS

EEX HasEiEIl
HEX BRI T

IBIEEMEX 48748 CloudTrace-Digest Xidknay/Xitira- LR Gk HEX HHER
ZFOBSHIATIE s &-/F-HTAf-5-#Z.json.gz

f51%0: File Prefix_CloudTrace-Digest_region/region-
project_2016-05-30T16-20-56Z.json.gz

T L5
x10-1 HEXHHEFER

FERBIR BHEME | KB R

project_id = String WEXHCRAISHHIERFID,

digest_start_time | 2 String WE XS RAISEHJUHATEIRUTC
AE.

digest_end_time |2 String HEXHFCRIISEHUFRIZERUTC
AE.

digest_bucket 2 String WE SRR EIRIOBSIERIRTR

digest_object 2 String WE X FETEOBSHEHRINE .

digest_signature_ | 2 String FFEEX G HITEZNEE.

algorithm

digest_end = Boolean | iZMEMHEENEELERIUY

previous_digest_b | & String BI—ZE 4R IR OBSHERIZ

ucket Ro

previous_digest_o String BI—HE M4 FETEOBSHR A
bject B,

iy

previous_digest_h | & String BI— B A RS a A
ash_value =1
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RS

FREWR EARE | KB fEA
previous_digest_h | & String X Iei—RE X TR IER
ash_algorithm R =R
previous_digest_s | & String BI—HE I FE
ignature
p(rjevious_d igest e | 2 Boolean | BI—HENMHRENHELER .
n
log_files & Array RENX RIS M ETIE
bucket = String EH R FIRIOBSIBHIRFR
object = String FH N FETEOBSHEFRINE .
log_hash_value | 2 String SR HF RIS R {E
log_hash_algorit | 2 String BFSEEEH TR IR S
hm 8%

HE I 2RI—/\EF IR EIOBSHSE A HRIZTR . B SUHRIISHELUARED

;?F’EEESZ#E’\J%Z?E% IR REN AR FE R FEERE AR TTEIEREE

WE BT :
BEGIPFRIZBFIESEE10-1,

{

"project_id": "3cfb09080bd944d0b4cdd72ef2685712",

"digest_start_time": "2017-03-28T01-09-17Z",

"digest_end_time": "2017-03-28T02-09-17Z",

"digest_bucket": "bucket",

"digest_object": "CloudTraces/ae-ad-1/2017/3/28/Digest/EVS/mylog_CloudTrace-Digest_ae-ad-1/

_2017-03-28T02-09-17Z.json.gz",

"digest_signature_algorithm": "SHA256withRSA",

"digest_end": false,

"previous_digest_bucket": "bucket",

"previous_digest_object": "CloudTraces/ae-ad-1/2017/3/28/Digest/EVS/mylog_CloudTrace-Digest_ae-ad-1/

_2017-03-28T01-09-17Z.json.gz",

"prewous digest_hash_value": "5e08875de01b894eda5d1399d7b049fe",

"previous_digest_hash_algorithm": "MD5",

"previous_digest_signature":
"7af7cbef4f3c78eab5048030d402810841400cf70eb22f93d4fedd13b13a8208a5dc04ce2f8bd0a4918f933ca3fc
b17595ae59386a2dc3e3046fa97688a9815a2d036fa10193534c0ebbecff67221e22ac9cf8b781cbae3a81eaccfc
0a2bd1a99081b1e4fe99b19caa771876ba7cce16d002feb4578cd89bc6f1faaca639ab48f3cb56007bcc5e248968
f4a17a95b8cdbc7d8bbd7c63630da878cd4d471fc75c60bac5f730d94fefe8fdd2f2fa8accd62dbe100eab7773e79
15e91bed474291b9daceab63a8267390bcb4855b5825554ebb07d4a29ce077¢364213c575c461d1e9fafa0c29fde
1c6de1d5630e015200821b2f3ae91e53cd8591433dd7c0b4c8bc",

"previous_digest_end": false,

"log_files": [{

"bucket": "bucket",
"object": "CloudTraces/ae-ad-1/2017/3/28/ECS/mylog_CloudTrace_ae-ad-1/

_2017-03-28T02-09-17Z_0faa86bc40071242.json.gz",

"log_hash_value": "633a8256ae7996e21430c3a0e9897828",
"log_hash_algorithm": "MD5"

H

}
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mEXHEE

REHHNERERUTREEIRIE I TEERET . ST REXXGEEIT

0

RENH I

TCEEIN:
meta-signature

BEMHEZN T HGREBE. THERAIEE:
7af7cbef4f3c78eab5048030d402810841400cf70eb22f93d4fedd13b13a8208a5dc04ce2f8bd0a4918f933c
a3fcb17595ae59386a2dc3e3046fa97688a9815a2d036fa10193534c0ebbecff67221e22ac9cf8b781cbae3
a81leaccfc0a2bd1a99081b1e4fe99b19caa771876ba7cce16d002feb4578cd89bc6f1faaca639ab48f3cb560
07bcc5e248968f4a17a95b8cdbc7d8bbd7c63630da878cd4d471fc75c60bac5f730d94fefe8fdd2f2fa8accd
62dbe100eab7773e7915e91be4474291b9dacea63a8267390bcb4855b5825554ebb07d4a29ce077c3642
13c575c461d1e9fafa0c29fde1c6de1d5630e015200821b2f3ae91e53cd8591433dd7c0b4c8bc

meta-signature-algorithm
BEXHEENEE. TERTAIEE:
SHA256withRSA

EanfEE

BRI BRI, BER— T EEEN . ERMIREXEF, 5
BI—REX AR T FRIE !

- previous_digest_bucket

- previous_digest_object

- previous_digest_hash_value

- previous_digest_hash_algorithm

- previous_digest_signature

‘=7 BEXH

B ERE SR —/ )\ BRSPS EEHER), aEITEER
THEXH, ZREHABRENlog files:[|FEIEIE ., IREEHTEEHE
XAHCRA—/MNITARERFHXE, XIEEER.

WES i

REXHBEER—RENY (NREFR) IHFEERIEHE, XEFTSH—
“8%7 , 7EISERYENEENARE S R AN SR FHIATERTESERRE .

B
B HRRZ RS H BRI SIREREE KEXAIOBSHEH .
WEXHFEX X

RENAEFRESSHXERRNX ST, DAREETERITENELZER

B

10.3 SBEF RIS

BEIm=

BTF=HITERATTRE. AIAFHERNEEBERHERE, Eit, EaAB1T
SR TRIEZEITSHEEMNTE, [FU LH T2 SRS EFE
time. service_type. resource_type. trace_name. trace_rating. trace_type, EHftt
FERESRSECEN.
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ERSEHXHEERNE, RRIPSRHESXHERZZRIOBSHEF, ERTLUERIX
LY HIHECRIRERRTR. BAREXHNESER, BSHHEN .

R ERIE
ERITEM G EMRIGR], BB TBaRIHREMIIEESH:
ZHITRHENHERRSAHFER, WTFE8MRENH, ZHITHITIATRE:
1. CIBRHMFERFHE (RIEEREXXHFERITR ) , IREXRSATAIR.
2. REHFER2FHENRHENFBEDBERATEL, EHHFESR, BHFESZ
L HE )27 AVt v
3. BizHFEIMARBEXHIRIMeta-signatureTTEERE IS
HFEBFHREBUTREXHFR:
o UTCH RASTURORE N MLERATEE (2017-03-28T02-09-17Z) .
o SEIMEMHRIOBSIFIEIR
o HEIMENMM (E4EH) HBRHE (+H75EFHmE ) -
o BI—REMHARITNHEHFES.

BRIGSE F5eRME

%ﬁ%ﬁﬁﬁ%ﬁ'mﬁgﬁfiﬁﬁi SRR EN Y, ARBREHSIBNSEG

1. REURZENH
a.  MOBSHHIRENFEEIG IR B E RIS RE 4

b. Iﬁﬁiﬁ?ﬁ%ﬁ#&o&ﬁEF'E’\J?—?’Fﬁ%&%%ﬁ'—ﬁ}ﬁgiﬁEF'iEiH’\JOBS?FE?—?’Fﬁ%
WA={UTV

c.  MBEIHITRAY meta-signatureTTEIE B M PIABHEN M FES .
2. FEBETREHFEZAIRSANH,
HAI=EHITREZHIRSARNAR

MIIBIjJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEASjQDkIBCOPRhOCVmM7ZI8sYZ20o0jl+ay/
gwRSk9q0gkY3pPORrAhSsEzgYdYjaMCqgixkmbpt4AH9AROJU4drnoCAZSMqRxgvObGC9kVd4q95l4zibsw
AsksjuNQo/XoljBl+rRAqCa+1uetgVU4k4Yx8RryYxYx/timvMe/O4mGAlaTf+rsqt3VXR1QIj5lYR/nx41BEgC/
Kb1elYAfDaaab8WS5INRprj7qdu6oAo4Ug47WabecvEtG3JRpj5+0qLyW41Fvse30sCOh5DQAxTt4x00/rVZ
+gH7Kua00y7gC8YOxFVpYbfn/oW61PUDeHG/N9hUjOrlgDDJpD2YbCIQIDAQAB

3. REMFEEFHH.
BT REBNHNHFEERRARNEG, BREETEHFEZFHH, HEDLH
FEEFHERE, BB TRIEMFEZFHATEA .
HFEZFRERALITHER:
signature_string = digest_end_time
+ digest_object

+ Hex(hash(digest-file-content))
+ previous_digest_signature

THRHEFEZFAHEARO:

2017-03-28T02-09-17ZCloudTraces/ae-ad-1/2017/3/28/Digest/EVS/mylog_CloudTrace-Digest_ae-ad-1/
_2017-03-28T02-09-17Z.json.gze280d203da44015e0eda3faa7a2ec9612221cc0dc8b0fe320db4febe6014
2350641ad19da18cb6d3f5e7faad792c3efe98836c6d6547f5e5c7a48f7088000a057af26cc3bb913cae163

7befa9e4231b7d1fd6d98eaba735e509e7c5ea3c6757f732b4468f7418ef18e3312ac696dd786ec5792eacf
94aee27cd7be76bf23b641c5e9a686cca6414745787254100c2bee31e584a15¢c2229270f9dee81f9043574

SRR 01 (2024-12-27) WRINERE © ARITERARBIRAE 58



=EHIHRSS
FFisr

10 RIS AR T RN

RGTE S

B3RV FERZF TR MEXHRHFERRNBIES RSA ERIGIEE
i%o AR true, WHFELRIVES, HEXHE.

BRBGSEHA

RIEFHEHENE, ERILKRIREICRIIEH S .

BEMMHCR T S XHRIERE, Xt EEFI0OBSEREHE ETagrtiliEH 7k
R RE, WRENSHMEZHINERFIOBSHEEAEZN, WEE
HESREZMN, BEREXHRIHFER BT,

T RS R BN LR

MIZES SR PIRENSEH S HRIbucket Flobject {F8.,

b. JHAOBSE Fimik IREREH IR LB PHIETag T HIRAYE

¢ MREEXEIIRIEHRIlog_hash_value=F ESREN A G HIRIAIA T E .
d

EURETag e &URRYEARE X P A HRIRIGIRFR{E, RIGHET
fo, MSHHER

1R85 2 IR E SIS
A MREEXMTR, INTFFRIEE T RI—RESHRIETIEE:

- previous_digest_bucket

o

- previous_digest_object

- previous_digest_signature

REBAFNSRIG B MEEN ISR REICRINEMH U .

IFFORIEENH, EAEENHEIETRAImeta-signature JTTEIER £ FKEY
#HFEHZ, previous_digest_signatureFEARMH T RI—HEXHIIHFEES . &0
Eé;ﬁﬁﬁﬁﬂﬁ?ﬁ%ﬂﬁﬂ%#&#, BEREARIRAREN S, SURE b
TEATROB BRI R ITHRHZEMNS A SUFREZRMRRS, ZUBERERRY
jarBlAN~, HEE(ER T Ejar&hRAs:

- esdk-obs-java-2.1.16.jar

- commons-logging-1.2.jar

- httpasyncclient-4.1.2.jar

- httpclient-4.5.3 jar

- httpcore-4.4.4.jar

- httpcore-nio-4.4.4.jar

- java-xmlbuilder-1.1 jar

- jna-4.1.0jar

- log4j-api-2.8.2.jar

- log4j-core-2.8.2.jar

- commons-codec-1.9.jar

- json-20160810.jar

- commons-io-2.5.jar

ROREGHAEER :

import java.io.BufferedinputStream;
import java.io.BufferedReader;
import java.io.ByteArraylnputStream;
import java.io.InputStream;
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import java.io.InputStreamReader;

import java.security.KeyFactory;

import java.security.MessageDigest;

import java.security.PublicKey;

import java.security.Signature;

import java.security.spec.X509EncodedKeySpec;
import java.util. Arrays;

import java.util.zip.GZIPInputStream;

import org.apache.commons.codec.binary.Base64;
import org.apache.commons.codec.binary.Hex;
import org.apache.commons.io.lOUtils;

import org.json.JSONObject;

import com.obs.services.ObsClient;

import com.obs.services.ObsConfiguration;
import com.obs.services.model.ObjectMetadata;
import com.obs.services.model.S30bject;

public class DigestFileValidator {
public static void main(String[] args) {
[ FEESHFRTERRSZIR
String digestBucket = "bucketname";
/] WENXEFEIRR, ¥45): CloudTraces/eu-de/2017/11/15/Digest/ECS/tGPYa_CloudTrace-
Digest_eu-de_2017-11-15T10-12-10Z.json.gz
String digestObject = "digestObject";

ObsConfiguration obsConfig = new ObsConfiguration();

obsConfig.setEndPoint("***Provide OBS EndPoint ***");
ObsClient client = new ObsClient(ak, sk, obsConfig);

try {

/[ SREEE SIS
S30bject object = client.getObject(digestBucket, digestObject);

InputStream is = new BufferedInputStream(object.getObjectContent());
byte[] digestFileBytes = I0Utils.toByteArray(is);

/] SREUEE SR FE

MessageDigest messageDigest = MessageDigest.getinstance("MD5");
messageDigest.update(digestFileBytes);

byte[] digestFileHashBytes = messageDigest.digest();

StringBuilder outStr = new StringBuilder();
GZIPInputStream gis = new GZIPInputStream(new ByteArraylnputStream(digestFileBytes));
BufferedReader bufferedReader = new BufferedReader(new InputStreamReader(gis, "UTF-8"));
String line;
while ((line = bufferedReader.readLine()) != null) {

outStr.append(line);

bufferedReader.close();
String digestinfo = outStr.toString();

/| MNOBSHRHAIEE S (4L REV TR meta-signaturef(E, EMZHENHHIIHFES
ObjectMetadata objectMetadata = client.getObjectMetadata(digestBucket, digestObject);
String digestSignature = objectMetadata.getMetadata().get("meta-signature").toString();
JSONODbject digestFile = new JSONObject(digestinfo);

/] BRI EXH/EOBSIEFR 2 &Y

if (!digestFile.getString("digest_bucket").equals(digestBucket) || !

digestFile.getString("digest_object")

.equals(digestObiject)) {

System.err.println("Digest file has been moved from its original location.");
}else {

[ SR FEZF R

String signatureString = digestFile.getString("digest_end_time") +

digestFile.getString("digest_object")

+ Hex.encodeHexString(digestFileHashBytes) +
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digestFile.getString("previous_digest_signature");
String publicKeyString

"MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEASjQDKIBCOPRhOCVmM7ZI8sYZ200jl+ay/
gwRSk9q0gkY3pPORrAhSsEzgYdYjaMCqixkmbpt4AH9AROJU4drnoCAZSMgRxgvObGC9OkVd4q95l4zibsw
AsksjuNQo/XoljBl+rRAgqCa+1uetgVU4k4Yx8RryYxYx/timvMe/O4mGAlaTf+rsqt3VXR1QIj5lYR/nx41BEgC/
Kb1elYAfDaaab8WS5INRprj7qdu6oAo4Ug47WgbecvEtG3JRpj5+0gLyW41Fvse30sCOh5DQdAxTt4x00/rVZ
+gH7Kua00y7gC8YOxFVpYbfn/oW61PUDeHG/NShUjOrlgDDJpD2YbCIQIDAQAB'";

VAN

byte[] publicKeyBytes = Base64.decodeBase64 (publicKeyString);

/] ¥EX509EncodedKeySpecXts

X509EncodedKeySpec x509EncodedKeySpec = new X509EncodedKeySpec(publicKeyBytes);

/] FEEINEEE

KeyFactory keyFactory = KeyFactory.getinstance("RSA");

/] BXASHRERS R

PublicKey publicKey = keyFactory.generatePublic(x509EncodedKeySpec);

Signature signaturelnstance = Signature.getinstance("SHA256withRSA");
signaturelnstance.initVerify (publicKey);
signaturelnstance.update(signatureString.getBytes("UTF-8"));

byte[] signatureHashExpect = Hex.decodeHex(digestSignature.toCharArray());

/] BREEREBEN
if (signaturelnstance.verify(signatureHashExpect)) {
System.out.println("Digest file signature is valid, validating log files---");

for (inti = 0; i < digestFile.get/SONArray("log_files").length(); i++) {
JSONODbiject logFileJson = digestFile.get/lSONArray("log_files").get)SONObject(i);
String logBucket = logFileJson.getString("bucket");
String logObject = logFileJson.getString("object");

/1 NOBSHEHRRIZ -S4 Sk IR EN T EEE TaghYE, RIS HRIIAFHE

ObjectMetadata objectLogMetadata = client.getObjectMetadata(logBucket,
logObject);

String logHashValue = objectLogMetadata.getMetadata().get("ETag").toString();

logHashValue = logHashValue.replace("\"", "");

byte[] logFileHash = Hex.decodeHex(logHashValue.toCharArray());

/| W E S PIREN S A MG T 1E
byte[] expectedHash = logFileJson.getString("log_hash_value").getBytes();
boolean hashMatch = Arrays.equals(expectedHash, logFileHash);
if ('hashMatch) {
System.err.println("Validate log file hash failed.");
}else {
System.out.println("Log file hash is valid.");
}
}
} else {
System.err.println("Validate digest signature failed.");

}

System.out.println("Digest file validation completed.");

/] SREXEI—E R previous_digest_bucket, previous_digest_object,
previous_digest_signature, JRENEIZIEE A ERGHEXHIRBEREFTES

String previousDigestBucket = digestFile.getString("previous_digest_bucket");

String previousDigestObject = digestFile.getString("previous_digest_object");

/] WNBEST S sk hfImeta-signature TR B I PIREUZHE N A= E S
ObjectMetadata objectPreviousMetadata = client.getObjectMetadata(previousDigestBucket,
previousDigestObject);
String signatruePrevious = objectPreviousMetadata.getMetadata().get("meta-
signature").toString();
String signatruePreviousExpect = digestFile.getString("previous_digest_signature");
if (signatruePrevious.equals(signatruePreviousExpect)) {
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System.out.println(
"Previous digest file signature is valid, " + "validating previous digest file hash value---

")

String digestPreviousHashValue =
objectPreviousMetadata.getMetadata().get("ETag").toString();
// ETagTe8iBIIER SH XIS ERNE 1S5 ER, XEFEWNS|ISEE
String digestPreviousHashValueExpect = "\"" +
digestFile.getString("previous_digest_hash_value")
+ "\
if (digestPreviousHashValue.equals(digestPreviousHashValueExpect)) {
System.out.println("Previous digest file hash value is valid.");
}else {
System.err.println("Validate previous digest file hash value failed.");
}
}

} catch (Exception e) {
System.out.println("Validate digest file failed.");
}
}
}
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1 1 SIFERITHIKER(F

Z=H1HIRSS ( CloudTrace Service, LATREFRCTS ) AR H RS D RAVRIEICR,
HiEEs. B FIEER .

%LK HIHIRSS , EALUCRZHITESRSEXNRESMH, BEFHENES. &
L0l

& 111 ZHHRSGSHBE B RSERFTIE

BRIESR AN <] SHEMm
ClERIEIRES tracker createTracker
(EMUEERES tracker updateTracker
(ZFIBIRES tracker updateTracker
[EFRIEERES tracker updateTracker
ilESENEES tracker deleteTracker
elfE S SEEE S R notification createNotification
il S eSS R notification deleteNotification
(EErESIELEISERN notification updateNotification
(BB SR EBRMATS notification updateNotificationStatus
(ERXERIEBA notification updateNotification
B SREBA notification updateNotification
SHEMIIERSHE trace getTrace
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1 2 PRELE

MREEBNEFHAEN ZFIHARS ( CTS ) HTRANSIREIE, SYLUFR%—5
INIERRSS (Identity and Access Management, {f&FRIAM ) , BiZIAM, &AETLL:

o IRIEEIWAINSAR, FEENKSH, [P AREIRESR IR IEIZIAMA
P, itﬁlimﬁuﬁ_ﬁé%iﬁ5 #fiFﬁCTSo

o IRIEEWAFRIEREE, REARRIGENIR, LULZEIBFZERIRREE -

o BAOSKEZRLAETW . SMIEMKSHERIRSS, XEKSHERRSSOILL
R REI TRIEH

MRS ELEEHRETHIER, FRECERZAAMAR, SIS AET, &
HEERCTSIRSHIEEINRE .

TR

HIRER

LLRAPARNZE, BETERFPEATLURINAICTSIIR, HES IR RS TR,
CTSIFHIRGNR, B2 CTSEANR.
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AN

12 NRETE

12-1 LRAFEF CTS IR
FriG

BIEEFAFAFHEN

BEZRPHIIARFA

AP SRR

&xR

1. BIERPAEFEN

FEIAMIZHIAEIEEBEFA, FHEFNR “CTS Administrator” o
2. CIERPHFMANBFA

FEIAMIZHIGEIEEBR, FBEMANPEIEEEBFE.
3. FAPZEFRHEIENR

HEIZNARERITHES, RERNXE, BIER,

STRERRR 07 (2024-12-27) IR © R BRABIRAS) 65



ZEHIHRSS
FFisr

13 STHFEITHIIRSS MIRESIR

1 3 IFEHITHIARS BIRIFSISR

& 13-1 IFRITRIBRS RIFMIREIIR

PaES =R HIHHMFEE XS
A B RARSS RS SEERARSS =R > SIIFERITRVIRIF
IES
RERS RRIRSS > SUTHITHIBR(FYIZR
S (Y SEPE{ERAE > STITEITRIBR(EYIZR
ERE TR ;%%SIIVE?%E > STHFERTHRIRFS
=fi# iR =EE > IFERITRIRIETIER
SRR SS SEPES M > STIFERITTRIFAIRIF
e
pogZ% SRR §$'§ﬁ$ﬁi’9?§i > STHFELTRIER(F
il
S| iz=s /%\HJLE%EE%% > SZFFERITHIERFS
s parS Bl ;?&%ﬁ%l% > ZFFERITHIRIFSY
BHRRERS BeRREIRSS > SIFHEITRIRE
e
SR FNERIRSS E%‘&%%HE% > ZIFERITRIR(F
il
BESHE =isiERSS =FEARSS > SRR RYRIES
&=
ZHIHRSS iﬁiﬁ'ﬁﬁ% > ZFFERITHIRIFS
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FPiEmE 13 THRFEAITRIIRSS RIRIEDIZER
ok =iRSS HIHRESE S
F—BDIAILE F—BDINIE > ZIFERITHYRIE
IES
REEERS RS EEIRSS > AFHRITHURIE
SIS
RREERS RREERSS > IFHEITRYRIE
HZ=
HEIBAIARSS HEEHARSS > SIFEITARME
IS
Nz a4 SHRHERSKafka | DHUERIRSS Kafka > SZiFEIT
R ENEETIES
SHXHERS SHNHEMRSS RabbitMQ > 745
RabbitMQhR BHITHNRIETIZE
SHXHERS D FIEEIRSRocketMQAR > 37
RocketMQhR IFERITRURIET ISR
SHREFRS DHNEFRS > HFEHITHE
WZTES
APIRK APIRIX > SZFETHRURIESIR
HERE =HIERE ZHUEEERDS for MySQL > 7%
BHiTAERIESIZR
Z=HIEZERDS for PostgreSQL >
IFEHRITHRIES IR
Z=HUEZERDS for SQL Server > 3%
IFERITRURIET ISR
MAEIEEERSS SMASEUREERRSS > SZIFHITHYE
1EBIR
SHNEEEPEE | DHNEUEREFREY > SZIFET
HUEREDIZR
Ze5588 HIEMZMRSS %ﬁgﬂﬂ'&?ﬂﬁ% > XHFERTTRNRIE
5
WebRIBIEASE | WebMAIHKEE > SIEIHIOR
WAES
HIEEZ SRS HIEEZ SRS > IFHRITHR
1EBIZR
HiEREH0 HIEREHFD > IFEHITHRME
IS
ARz NASHIEERTES | NASHIERSEMTFS > iFEHIt
SNEETIES
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FPigr 13 TIFHITHIIRS RIRIESIZE
ok =R HIHRESE X
=RENTERSS iﬁ@’fﬁﬂﬁ% > STHFETHAOIRIES)
AT %R AIFEFEE AIFEFE > TIFHEITANRESIE
KEE MapReducefg5s% MapReducefRss > SZIFHEITHYIE
W2IES
HIECERS HIR G EIRSS GaussDB > iFH
GaussDB THEYRIESIZR
=ERRS =RIRSS > STIFHITANRIES
=
CDNESEgeh% HEShsES BeohEFEE > STIFEITANRIE
IES
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14.1 (£ IAM AR ( FIKS ) 7£ CTS EcE%AE, ##(F OBS
eIz IAM FRA?

2, BIFOBSHAIAFRAXDIAMARFMIKS, REZMAFESRIFOBSHEAIRED
fl,

14.2 SHFIRATFICRBLEER?

SHIRICR TIRMEM, DRINEEESHMEERSM ., SEEFMHERIKFH
MRS RFEHE. BiE. MIFFRIFIOFMER . BEESHETIIEIERIRIER
&, BIENLEfE. THE. SMIIRFCREDRFIIEXER.

14.3 ARPKPREZEE =BT IRSHRNEND?

SRAPKFXER, ZETRSKIBTLUZIETZISIRS RERNRIEER, (BREER
FILOOKRIRIFICR . RWOXZHIRIA IR FICREUBHHIIFALIRES
OBSHE, MiGHEHIHFIE T OB =ERIRERE(IZ,

LR REEXSIBERERHAT “MIFR” #1E.

14.4 BEAPNZTBRERITRSS?
PR FE R RS .

o NHEER. TWEAE, ZAIHRSEEEREZEHITRNROLERYE, 26
FWBMEERGLENEERNERANIS, BERSITUARE. FiHIGE
AL EELERERSD -

o NNAAE, mHIHRSEZZRHITEN, FRUBREIIEFASRARY
BUFR, scBRREMEITRAERAIFREERE, BLIRNIEEFETEE.
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14.5 IRAFEFB=®EITIRSS, {8 OBS W RECEIEHEAY
g, SHIMHAER?

ZHITIRSSRIERARIOBSIFHEMRIERIGERH X . WMRFRBECEOBSTFE
RIS, BRAREHITIRSBEEEESZHE

wlPREE FFRIOBSH, EIREHIEFRES B RENANEIRIERES . APA®EE
EFeIEOBSHEELEFACEOBSHERYILITR o

14.6 ZHITIRS BEIFTEHHFRRIERIE?

245, BN BT REMRIGR VB S TEFE: time. service_type.
resource_type. trace_name. trace_rating. trace_type, Hitt=EEAZIRSZBECE

Mo

> o] = BN i
14.7 AT AEESHEOFPHNBLESHRIFERATE?
ALIATI=FERBsource_ip. code. request. responsefllmessage, XLFERHIER
HITIRSMERINEFER:
e source_ip: trace typeJaSystemActiontt, FRARIF(EERIRS AR, Lt
AR IPFERAIEEER
e request/response/code: X=NFEREFRTRAKIEIEMTMANEKRAS . BKE

REHTTPIRERS, ARLERT, XEFRAZHT, FESWEEN, =E
ZEHN RS SRELEREEEFRET.

e message: ZFRAMBFER, SEHMRRSETUSEE, FEEINFMIMEE
BY, AIBINEIZTERA, RENIEREER.

14.8 AT ASHIIRFPHIEERERICR TRIX?

NFRLEREYE, SFrEMESEHeR, HEUSR, BREE | ZRENEFR
1BE. EEHIIFRP, BRRXEEEICK TR (Fa0, WorkspacefdeleteDesktop
=), BLfrt, XBEFHEEEXE. EREFTRNBEEICE, BHENSSE
FASSEM4NT:

o F—5FM: ICERAPKESEK;

o F5FHM: ICERAFPBRIRFER, BRESF—FHECREHS TR
B, ICRAFIERAIEFRIENLER .

REFHFEEESER, TRRIRAFPRXIRERIIESER.

14.9 BB ANIRSS STFHILL AR SS ?

ZEHITIRS SIS SPRIKIRERIXER], ZIFAIIRSEREEIEECS. EVS, VPC,
DEW. IAMFI/E4OpenStackE, ZIFHRIFSEE FEFRCIEE. MR, B, ERM
X REOpenStackiZOSHR(E .
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14.10 CTS W{I<EIREFSFHE—4L(EZE OBS 1§

EITRSRFEORAIEM, DJLAEERRIEINOBSHEAEREXECE, BHHE
£, KEIRFZEOBSH . BN FESEEEEERRE.

14.11 AL BLE trace_type J3 systemAction 954, 7F
£ user ¥ source_ip I=HIHER?

trace_typeFERAINSE N MFRERFER, ZFERAILUZEEE
( ConsoleAction ) . APIM% ( ApiCall ) XEZMRFARA ( SystemAction ) ,

RERNERAIERFAARRNE, PIINEMMARSEE. B HgE. ERIEMHESLL

RAFRRAFIEREERNREFZREPRXRERS, XMBRT, T EERMAIRFN
FRFERE, RIBFEITIIEMMEL, ZR N FRAZ.

14.12 W@ S =EHITIRFBHEIA ECS BIEIEZRR

GG

MREHERE—SECSHLIEZAR, AUBICTSERNEMHATES.
HURS

o EFBEHITRS

o EFFERIEIRECSENATZIRID
BAESi

£E1 BRTHIHEFS
$H2 PEAMSHNE “BHIIR" , EASHIIRAHE.
£33 HEFEEEREFERER LF6REIhF12R, AREERERRKREN:

“ZIRSS: ECS” > “HMHEZFR: createServer” > “B&RID: {ECSEHIHIZE
/D]” o

=B ECS SHER: createServer X HEID: 8acd386a-3927-4156-815e-74c01d53e276

T4 EIIRERP, RESEEN, EEFHFARBR.
userfIFRREIBIZBECSHIABFIFIE, {"'name™"KS:&","id""BFRIKS

ID","domain"{"name":"IAMAIF&","id":"IAMFEFID"}}, IEEWEARSOEINZS
ECS, NKEZ5IAMARE, ZfEE.,

-
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14.13 W{aI&iE IAM FHRERRY IP Heilk

alER R

HURESRAF

BFEE
LR
£ER2

INREEEHAMABFRIERIPHNFNEREYE, LIS ASRIKS 2E8FELENK,
AJLUBE CTSICRISEHHRHITES

EFERHITRS .

HENZHITRSEH S
CeERYESEE, ARERREPRXER:
‘TERSS: IAM” > “HHEEFR: login” .

ZEEE: 1AM > FEER: login x  iEMIEREA X @

TSRS, BREHEER, JUBEERIEFRNSEHRS . HF "source_ip"HER
IP, "record_time" AEFATE,

"trace_id": " »7c-11ef-a25f-f754d1
"trace_name
"resource_typ
"trace_rati
"message” :
"source_ip"
"domain_id"
"trace_type
"serv
"event_ty
"project_
"read_only"
"resource_i
"tracker_name
"time": 172135852
ce_name”:
{
“"domain™: {
"name™ :

s
"record_time": 1721358527589,

"code™: "

s
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14.14 A ACIEERWAIRHEREE W deleteMetadata
==t Loy

AFRZAELZELWIHEEE(EFAmetadatafZEIGAIHE S, ERIRENWIEKRE
SBEIIMRZER, RtSftAF N deleteMetadatalEE .

14.15 EHAZFIFEEFEAT?

)RR
ECTSEHAEO TSN
BERE

£ EERACEFEERREEE.

FR2 BEBEFHEEERER. STLERERES — SN IHIERM:
o  SEHBIR: MASFMHRIBIR,
o S{HID: WMASEHID,

o JFREM: MATFENEN, SZSHMERNERELRRATRIINAIAPIEE
ORERERBR2MSEET, ZFRAT,

e XHRID: MAKRID, HZzRREELRFIDHRRCIZRWET, ZFRAZ.
o RS ETRAEPEEMNATRS BN,

o RFEE: HETHIEFIREYNAVEIREE,

o RMFAF: A TRIEFERE— S MEEIRERF.

o EMHEKRI: ENALTA “normal” . “warning” . “incident” , RENEFEA—
I,

- normal: FREEIEMI.
- warning: FRBIEEM.
- incident: FRIGRIEAWEFERNIER, BHIa05REMKIES,

I3 ;liiﬁ%ﬁ%i)&lﬁ%fé, AN ESEY, JURRTIER, RERATRETAE
R

R

14.16 =HITINEERIBHAZERE T LABEIXA?

ZHITRSASRE, SEFEERSRE. FHREIUNRIOXAFHIIFMHEIINER, R
BRI EREFRERSTSNE, NBIRELEXA.,

RAFREREXARFITINE, BLATEIGE:

o JLEERSRPREREERRENIFEEA, MireEHEE, FHBRILUEEL
o
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o TILIER—BMINERSIAMAPIECTSEIEMIR, SHIHIRSISTEER.

14.17 WO =EERINSEEA0?

| R
ANALA REE R AR BRI A
BAFTER

B ERTHIHERG.
$I2 CMSHSIER “RIRESM” , BE “eEXBIREER .

$I|3 £ EERMET RIREE " BEMXIRET , RRAiE “EVS > evs” RINKEIRIFR
R, BIRT =R ERIISEEH

R

14.18 I LARIWESERIHHE?

EITIRS FREFPRIOBSEFEFR M EL—IITRSEN . AREERT, =HIt
RS RS S XKIER—FH . Eit, EFURSEIEENSEML.

14.19 CTS RICR=IRSSEECIEB K MAIEH1T?

CTSRICR RS REIBEMAIF M. AR HITRIZTIRSS|[RIFN, X MR(FEIFH
BRFERS LIRFICTSH,
TEEEE

SEHIIRSSHFHITECSIRSS , ICRARSH|AXRIFSEMG, BEFEHENES. #Hit
| IR

CTSSZHFRRITRIECS KBS FIS SE M RIRSZ I/ SHTFHRITRIRIEIIR, SAFX AR
SERH T CIE. MBR. IEEEERYIRIERY, ECSERSZ=BmMNICRIRIERNERIRIESS
R, FRBIEEIBIAESIHRZH RS TAFEHITE . ZHIHRSERESEF
FRFRIAOXRAVRIEICR, BAULE “FHIIXR REHITESR.

LB ERTHIHEHG.
SE2 £ ‘SR RE, HEEERE ‘RE1E .

I3 EEREPFEICERIRSSERIE: “TRS: ECS” > “HIREE: ecs” > “SHf
ZFR: createServer” , BEITIEREER,
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(AR

EEFRINGRIFOOXLBIHNREICR, NWEEFOBSHPEIAEMENSMt, ERFCEP, U
“createServer” {EAXEFINER, HKEXIMICR.

-

STRERRA 01 (2024-12-27) IR © ERRBRABRAT 75



	目  录
	1 产品介绍
	1.1 什么是云审计服务
	1.2 基本概念
	1.3 工作原理
	1.4 使用场景
	1.5 计费说明
	1.6 权限管理

	2 快速入门
	2.1 入门指引
	2.2 在CTS事件列表查看云审计事件
	2.3 查询云审计服务转储事件

	3 查询云审计事件
	3.1 查询云审计事件
	3.2 查询云审计服务转储事件

	4 管理类事件追踪器
	4.1 创建追踪器
	4.2 配置追踪器
	4.3 停用/启用追踪器
	4.4 删除追踪器

	5 数据类事件追踪器
	5.1 创建追踪器
	5.2 配置追踪器
	5.3 停用/启用追踪器
	5.4 删除追踪器

	6 创建关键操作通知
	7 云审计服务应用示例
	7.1 安全审计
	7.2 问题定位
	7.3 资源跟踪

	8 云审计服务事件参考
	8.1 事件结构
	8.2 事件样例

	9 跨租户转储授权
	10 校验云审计事件文件完整性
	10.1 开启事件文件完整性校验功能
	10.2 摘要文件
	10.3 事件文件完整性校验

	11 支持审计的关键操作
	12 权限管理
	13 支持审计的服务及操作列表
	14 常见问题
	14.1 使用IAM用户（子账号）在CTS配置转储，操作OBS桶也必须是IAM用户么？
	14.2 事件列表用于记录哪些信息？
	14.3 用户账户欠费给云审计服务带来的影响？
	14.4 哪些用户应该开通云审计服务？
	14.5 如果用户已开通云审计服务，但OBS桶未配置正确的策略，会出现什么情况？
	14.6 云审计服务是否支持事件文件的完整性校验？
	14.7 为什么查看事件窗口中的有些事件的字段为空？
	14.8 为什么事件列表中的某些操作被记录了两次？
	14.9 关键操作通知服务支持哪些服务？
	14.10 CTS如何长期保存事件文件——转储至OBS桶
	14.11 为什么有些trace_type为systemAction的事件，存在user和source_ip为空的情况？
	14.12 如何通过云审计服务确认ECS的创建用户
	14.13 如何查询IAM用户登录的IP地址
	14.14 为什么创建虚拟机的时候会有两个deleteMetadata事件？
	14.15 查询不到事件怎么办？
	14.16 云审计功能申请打开之后是否可以自助关闭？
	14.17 如何给云硬盘添加告警通知？
	14.18 可以接收重复的事件吗？
	14.19 CTS会记录云服务器创建失败的事件吗？


