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{FRI T e SISIRCAIEBEHIEI “/etc/pki/ca-trust/source/anchors/” &2
o

cp /home/root.crt /etc/pki/ca-trust/source/anchors/

FERI T i SEIRCAIE B RIIEMRIEBEEUSEF .

update-ca-trust extract

FRNTHSEERCAIEBERERNKINER, EFZFFMRCAIER(E
BERTRRCANMNZEEAMRERIRANAIALL, WME FRINEIFRCAIETFT

o
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view /etc/pki/tls/certs/ca-bundle.crt

2-12 FRONAYR CAES

() %88
HopensshRAIIRAT, ATeESHEELEER, A=t {FRHyum update openssl -y <
E#fropensslhRA
e macOSE S

a. ¥IFmachIEEGE, &iF AR .
MAZEERE ‘AR .

¢ BREREEFRRCAERIHENRRES, LRTHEARIRCALBEEETRAH
RafEE.

d. EPIRCAEBNMY, BERFERIEE ‘EREN” .

e. EEF “SE> ERALGERR” , &F “BEEE" , B8k X .

f. BAEBEEEHRCAEBEEEN.

g. & “$PRtER7 TNEERCAILS, IR EFMKEERTRCAIMAZEEAIR

IEP AR o

2.3.3.2 EEFiELEFAGIB
AN BINTHEE P EFAETE S

ElE=-S 5
AEIREER, BETHMEITSE. FTHIERRESSN TGS,
FYREN

SRS HEFERREFIRERE, FERERSHEEFPIRIEBIMRCAINAZIIRSS2E%
[SERRIEBMATAT, FHRFES LMEERECA,
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FFisr 2 FF1ER
BRIELER
PATRELAWindows R Jaffl .
TH1 SREEEHS.
£ BEImEmEZ LR = , I51E ‘R > RUEPEERS , AEENSHEIERE “FA
BIFBEHE > AAEIER” , #ANAETIBEERT.
L3 EEREBAETRY “BIE7 51, BE “TH , EATHIERBRA,
$UB4 EIRIRSSEEAEEN “IS” , BE CTERIEBR” .
S5 EE FEHANEBXHEEREE “client_iiszip” , BRER, FEIEBIMHE “serverpfx”
FASBZRRE S “keystorePass.txt”
£I6 WHIEBRIUY “serverpfx” , IRIBERZSRIBFIERFEGE, 2F ‘T2 .
|7 WAESAERNHEHE, 8F “T—27 .
£IR8 WMAMFAPRZRIY “keystorePass.txt” HRIRENAIERS, BE “T—£7 o
S EIFE BFBERIEBMATIIEE (P) 7, BF “WL” , #F “fA7 , BE ‘M

E” WNE FERABEIEBHR.

2-13 FEFAAIES

T
IFPFEE R H R,

Windows TLASHISEESFRE,. (RuALUSEHEE—MIE.

OFSEH#EE, SEEIEEEU)

@ BArEA RS TR |

TS

\

| HUZER)...

E NG

EEEERGEEEE(C).

----- 7| Active Diréctory FIFITE
""" | EEENE
-] S

[ ST#EEEES) \

TF—EE(N) i

$R|I0 BE “T—27 , BF ‘T, HIBEERTER ‘SARLT , EBRIEMKI.

s
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2.3.3.3 ERSBEZENGIES

2.3.3.3.1 7£ Tomcat [RS3E LR EFAGIEH
AZLALInuIEIER Zirhf Tomcat 7IRSS S M BIN B T BRI S5,
(1 #3288

HATRSRAEFRAIRZ HBNZEERE, ALRAEIEBEREPERSEIELIEEN
HEERSEERE, SIEBEERSBEMINLKIERRE, MHSE, BUSHILIMERA

o
HUESRMF
o FEIPEEX, B “IPRS 8 BEE .
o ETHTomcatiGXIEIES, ENEEESITRHIES.
o EBEBINERMN EBERIE" ERBARHD RAERIHE" .
LJRFM
o IEBRERE, SUEREIGIEBNRSSELEIRE ‘443" (H0, FARELZSMAL
10 “443” B0, BERRBEEATIEBABHTTPS.
o ATEEPKEERSHIN, FEERSHIEBIRCANAIEFHZEEN
IRIEBRRIUGR, EMRIEES DIEERCA.
o WMR—MIBRESMRSH, VWE—MRSH LHBHE.
o FRTBIRSHE LBEETHONE, CRSTEBIOEE——IIN, BHE0
SR MEZ IS, VWATFHMEE. SUREDER, WSBERTIZS.
BIESR

ETomcat7iRSE 2B L 2 EFBIEBHIRIZW FFR:
OFKEE - QeIZBR - OBEXEENH - @EFTomcat - GRRIGIE

FTB—: KRB
FEARMEEE S TEAITomcath&TCUEB I FHIRSUER S “serverjks” FZFI {4
“keystorePass.txt” .

TE": CIEBER

ETomcatILZEER TEIE “cert” BR, FEBIEBNMH “serverjks” FIZERI 4
“keystorePass.txt” E#IZE] “cert” BFEH,

\
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TR=: eEEXH

A

(ENECE SR, BRECENHRITEN, FENTENRIAEPIRTEE, BEX
i®fE, BEANREHTEE, BRLIEEERSERS T EERESNFTHR, &2
mafERAgILSs

ETomcat7ZEEBRIEMRENT :
1. HFETomcatZZEHZFconfBRET “serverxml” SEFHEIN TS

<l
<Connector port="8443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />
>

HEILLESE, Eie<!- - M - >XXERRA
IBINLAT21N 24, iBIRIER2-131ESHIVE.

keystoreFile="cert/server.jks"
keystorePass="IFHZF3"

TREESEUT, ERSHBRERERHTIZN:

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
keystoreFile="cert/serverjks"
keystorePass="jf 523"
clientAuth="false" sslProtocol="TLS" />

A

FEREZEYIREERS, JERI “keystoreFile” , “keystorePass” S%{H]
7, HESHSREE CHIRERIES .

& 2-13 SHORB (—)

e SHu5A
port EERSREERANROS, BNEEN “4437 ,
protocol IREHTTPHMY, RIFIREERDT],
keystoreFile “serverjks” IHFHEEE, HEXTIEREFIEXTIRRLE
A, =" cert/server.jks
keystorePass “serverjks” B9ZRS, IHE “keystorePass.txt” X
HRRYERS .
i3]
MREBHEE “&” , BEHEMMN “&amp;” , LI%ES
=g AR
iy

N keystorePass="Ix6&APWgcHf72DMu", THEXS
keystorePass="Ix6&amp;APWgcHf72DMu",
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2 ZS#L%EH
clientAuth EBAERFEHNSSLEREREZEIER, XISSLEF#H
TEMIGIE, RIFHREERT,

4. FETomcatZZEHZFconfHFET “serverxml” M{EFRFIMI TS

<Host name="localhost" appBase="webapps"
unpackWARs="true" autoDeploy="true">

5. ¥ “Host name” MAIEPLIERHSZ o
SEFIEINT (L “www.domain.com” Hfl ) :

<Host name="www.domain.com" appBase="webapps"
unpackWARs="true" autoDeploy="true">

6. (EGRfEREFRENH.

FIEPY: &S Tomcat
ETomcat binB R F#47./shutdown.ship${=1E TomcatfRE;
ZF10E, BT [startup.shisS (WEREHRFIFEIEEARE, WEEFE
1) , BEhTomcathRss .

RISRUGHIE
HERLINE, PIFERNSEERAYEI=FN “https://iHE” , & “Enter” .
ONRNpE S = B RT 2 8RR, NIRBRIEBRRENI.

2.3.3.3.2 7£ Nginx [RS8 L LFEFABIED
A LACentOS 7HR{ERFFHRINGinx 1.7.80RSZ B AFINBIAEIEBRILEELE,
(10 #%8e
HFRSSEBRRIRALIRSFNERERE, ELRENGIERIREPFERRIGSTIELRIEEN

HERTREBERE, ZEPEERSZRENZZERTA, (XMtEE, BUEHZRERS
o

HURS
o FEIPEER, B “EPRS 1 BEE .
o ETHNGNERAREES, BRNMEES I TRIES.
o EBEBASERN TEBERIMN" ERBHRH RAERIH .

HIRFEM

o IPZER, BUELZEINEIEPIRSSE LR “4437 w0, RRNELZRSHEE
n “443” w0, BETEENARTIEBEHTTPS,

o  NTEEFIREERS[IER, FEBRSBS[EBIRCAINARIZFinZEEN
RIEBmATES, FHREESIEERCA,

o WMR—EEESMIRSEH, WEB— 1 RSm LABBEE.

o GFREIIPRIKRSHE EFRIZTRIER, YRSIEPBRIEER——IMN, BDERIERY
EMEZRGIES, WATEMEE . SULEDER, NEFBRTIZE.
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BRIELER
fECentOS 7THERERFFHINginx 1.7.80855 22 L ZEFAEIEPRIEN FFR:
QIR -~ QBIEBER - OENEENXH - QRIEEREIEHR - OFF
Nginx — ©ERIEIE

LE—: KA
FEARMRED FEANER U .
RIFIEB X “servercrt” FOFASEE “serverkey” o
o “servercrt” X{HEIEEIIEFAS “-----BEGIN CERTIFICATE-----" #[1 “-----

\

END CERTIFICATE----- 7, DRRRSERIEBFIFKRCA,
e  “serverkey” NHBIF—ERFAPMRE “----- BEGIN RSA PRIVATE KEY----- i
— END RSA PRIVATE KEY-----"

$B;_: tIEER

ENgGInXBILZZEBE R TEIE “cert” BF, HBIE “serverkey” #1 “servercrt” E#l
2l “cert” BRT,

BR=: EEEXH

%

ikl

(BB R, BRBECENHHITEN, FFENTENRNEPEHTEE, BkEX
ixfE, BEANREHTEE, BRiIEEERSERS A EERSNFTME, =2
N RA9ALSS o

BeENginx® “conf” BRTHY “nginx.conf” 314,
1. HREWNTEERNS:

#server {

# listen 443 ss|;
# server_name localhost;

# ssl_certificate  cert.pem;

#  ssl_certificate_key cert.key;

# ssl_session_cache shared:SSL:1m;
#  ssl_session_timeout 5m;

# ssl_ciphers HIGH:'aNULL:!MD5;
# ssl_prefer_server_ciphers on;

# location / {

# root html;

# index index.html index.htm;

# }

#}

2. MRRTENEEEFEGSE,
server {

listen 443 ss|;
server_name localhost;
ssl_certificate  cert.pem;
ssl_certificate_key cert.key;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_ciphers HIGH:!'aNULL:!MD5;
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ssl_prefer_server_ciphers on;
location / {
root html;
index index.html index.htm;
}
}

3. EUITSH, BERSHIELRBINIR2-14F7R.
ssl_certificate cert/server.crt;
ssl_certificate_key  cert/server.key;

STRIEREINT, ERSHIRIELIAMERIZN:

server {
listen 443 ssl; #BCEHTTPSHIBKIAIA IR 9443, WNRELCARECEHTTPSRIZNAIG BRI,
AEEESHNgInXTTIEBE .
server_name www.domain.conr, #{EX9EIEBEPERIHS -
ssl_certificate  cert/server.crt, #EIRRISANERHHIERIR o
ssl_certificate_key cert/server.key, #EIRpLISHIFAESEFRIER
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_ciphers HIGH:!'aNULL:!MD5; #IN&%&14,
ssl_prefer_server_ciphers on;
location / {
root html; #iimBR.
index index.html index.htm; #5RINE M -
}

ikl

AEEESHREEE, 28% “ssl” FANBMSIERREREEXR, HE
SHIBIRIES CRISEIRBIREN .

= 2-14 SRR

2 SHLRE
listen SSLipaliRAsS, IREHN “4437

BCEHTTPSHIBKIAIGITiR /9443, WIRAKBECEHTTPSHY
FiANBEiRO, SJRESSENgInxTEERB.

server_name IFB4PEISZ . =~F: www.domain.com
ssl_certificate WEBSTH “servercrt” o

REA “servercrt” HRVERIE, HU0 “cert/
server.crt” .

ssl_certificate_key | FA$ASIE “serverkey” .
BB “serverkey” HIERIR, HIa0 “cert/serverkey” .

4. (BUSERERFECEN K

STEN: A E R EIEH
HEANGindfTERT, PUTIATSHS:

sbin/nginx -t

M HhRA 02 (2025-08-06) WA © EARTERABIRAE 37



SIEREERSS
FFisrm 2 FFiEr

SEREEU AR, WRRECEIEM:
nginx.conf syntax is ok
nginx.conf test is successful

LR : ERF Nginx
HITLA TS, ERBNginx, FEEE.
cd /usr/local/nginx/sbin

./nginx -s reload
RUERIGIE
HEMINE, TIERSEERAMI=FEA “https://IHE” , #& “Enter”
RN Bl B RZ2oimR, NRIBIEB &I
2.3.3.3.3 7£ Apache fRZe8 L ZEFABIEH
AR3ZLACentOS 7THRERZHRIApache 2.4.6iRSZZAPINBIABIUEBNLELSE .
[MARY:E

ATRSHRFSRAIRSZ H[MEEERE, ALRABIEEEREPERISEIENAIEEN
HERARSBERE, ZEPEERSZRERENGRERTA, RHUSE, BUEIISIRERS

o
BIfESRM
o FABIIPEEL, B BT H “B8L"
o BT HApachelBXXHIFATIEH, BEINEIEBES W FHITES.
o HIFIFPAIEED EBERE" £HH “BERERE
R
o IFPLER, SUELTEIAGIEBIRSHLAR “4437 ix0, FNTEREAE
o “443” ix0, BRLREENATEGHAHTTPS,
o ATHEEFIKEERSH|IED, FEBRFFIFEBAIRCAINAZIZPiRZS(ERY
RIEPBANAES, FMIEEBES WEFRCA,
o WME—NMABBEZNRSEE, WE— 1 IRSELEBEIPE,
o (FLREIPHIIRSEE LEEETHES, YWRSIEPAUGE——XIR, BIERIERY
R MEZHRER, VUBFEHMEE . SULESES, WREBIRETAZE,
BRIES R

fECentOS 7HRERZFRIApache 2.4.6/R5588 L L R=ANBIEBAURIZIN FEA/R:
OB - QLIEBR -~ OENEENH -~ @EFApache -~ OHRIGIE

LBR—: KRB
AR ECS FERARERI .
SRASERI “cacrt” « “servercrt” FOFASESIMH “serverkey” .
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BPFiER 2 FBFiER
o “cacrt” MHEOIE—EBRHPHKCAIFRE “--—-- BEGIN CERTIFICATE----- ” 0
R END CERTIFICATE----- ”
o “servercrt” X{HEIE—ERIRSZEIFRE “----- BEGIN CERTIFICATE----- |
— END CERTIFICATE----- 7
o  “serverkey” {HEIE—ERFAAILES “----- BEGIN RSA PRIVATE KEY----- ” 0
p— END RSA PRIVATE KEY----- 7

fFApachelILEB R T EIZE “cert” BR, FBIE “serverkey” . “servercrt”
“ca.crt” EFIF) “cert” BE T

TR=: EEEXH

ikl

(BB R, BRBECENHHITEN, FFENTENRINEPHTEE, BEX
iRfE, BEANKEHTEE, BRLIEEERSERS T EERERNFTHR, &7
MaARAYAYSS o

. ¥THApachetRERT “confd/ssl.conf” {4,
2. EEIUFPR4IEIEE .
HEIFHERIN TS

ServerName www.example.com:443

TEREWNT (LA “www.domain.com” 9 ) :
ServerName www.domain.com:443 #FFIRS3 2289132

3. EEIEBAE.
KEIFHESIN TS
SSLCertificateFile "${SRVROOT}/conf/server.crt"
IREIEBRHA “servercrt” STHAIEREE, BIEN “cert/servercrt” o
SEmRENT:
SSLCertificateFile "cert/server.crt"
4. BeEIUEBFAB.
HRIFHESIN T SH:

SSLCertificateKeyFile "${SRVROOT}/conf/server.key"
BB “serverkey” SFRIEEIR, HIa0 “cert/serverkey” .
SEEREWNT:
SSLCertificateKeyFile "cert/server.key"
5. FEcEIFH%.
KEIFHERINTSE:
#SSLCertificateChainFile "${SRVROOT}/conf/server-ca.crt"
R TEREREEERERFS ‘47 , FHREN “cact” XHRIKE, fian
“cert/ca.crt” .
SEAEEWT:
SSLCertificateChainFile "cert/ca.crt"
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6. (BXE, R7F “ssl.conf” XHFHERHRE.

S£BPY: EJg Apache
HATUA T IREEFApache, FECEER .
1. #fTservice httpd stopan$iELEApachefRSS .
2. #iiTservice httpd startip S EEApachefRSS .
SR IEHIE
ERING, AIERNEEEAMU =R “https://iHE " , ¥ “Enter” ,
AR BEFHU= B RLEHHRR, WRBHIEBLREMRI-
2.3.3.3.4 £ IS BRS5#8 RIS

AELNMEIMTEIABIERLEINISIRSS R

malt:
ATRSH[ERRATIRSHNEEERE, ALRFNBIEBIREPERGSEIENAIEEX
g{%.%'ﬁjﬁ‘éémﬁﬁﬂilﬁ, ZIEBEERSZSRHEIZZIERTE, (MESE, BLUERSEIRMERA
RIS
. METHEEER, B EBRE N BER .
o  ETHRISERIONEIES, BIREESITRIES.
o ESEBEIEEN ERERLH ERBRN RAEERTH .
RFEM
o EBREN, SUEREWETBORSBELIR 443 R0, AEERLA
10 “443” K01, BETERATERAHTIPS,
o HTHEFHEERSHIS, BEGRSBEBORCAINTIEFIHEEEN
IREBITEIIEE, FERIEBS USEHRCA.
o MP-NIEESMESE, NE—MRSELHBHNE,
o GREFPORSHIBBEGONS, WRSTRNNE——I5, AHEN
SHMHESOES, UATFHMGS. SNEEHER, ISSERTIRE.
BAFTER

EISIRSS 28 L BB BHSRIZE N AR
OFREE - OFEINS - QBRIIE

LB—: KB
EAMREES FHANER .
SRISIEP I “server.pfx” FIZEFEI{4 “keystorePass.txt”
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FFisr

2 FFiEr

STER_: BEIS

TS, BFERISHXZRBESHITRE

2. FIFISEEBIEHEIE, Wi “RSB[IER” , WE2-14F7R,

& 2-

14 IRSSE2IEPH

E=
€3 CTUYREMIE £0
419 cruvi (CHINA i - BiFRE) - G2@eTe) | HERE Bd -E-
O eEEEs
RRCIZ Y

@ Default Web Site:

=
€ B oaF & a:% ¥ |

IBTfE HTTP S5 1P bl MIME 258 WebDAV & BT HEW | BSHIES | IiesR L3
TR feAR El

G ERME EwEE B SHBE BN e =]

==

B3 B

MEER  HEOEE BERSSE

3. ERHRIEOS, BFE “SN7 , ME2-15F7R.

& 2-

158N

4. 8N
(A

|ﬁ| £E

“serverpfx” IEBIE, BE “HHE”
24|

“ZR0 " ECEERTEERN “keystorePass.txt” HAAYEZRT
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=IEBEERS
FFisr 2 FFiEm

2-16 S\ pfx IEBIHE
SAES [ 2| (]

MR ph) (O
D:\pms g D
(P

FEIFSHIEIER(A)

we || E

5. BiraReEEmFmR (XBUBRGAL=A6) , &R “RESE , WE2-17
PR o

2-17 JRiE4PE

5] .
= | 0 Default Web Site £
4% CTUYmmmimm (CHINA' | | g - fFG) - & 2SR
) EFRER s -
FRF .
Default Weh Site = Hpe s z ;
¢ B omm E CEI =
— B WITP B2 wrp.s;:fm MIME &8
D EEEEF.. A
H FExas. E
| wmees. |
BERS k
@ RER A
ke L,
X R
R0 FTP 5%...
EsE

R

6. fEEHERIEOF, BE M7, FHESUTMER.
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FFism 2 FFtEr
2-18 RIS SEE
bl ed 4
R (T IF Mk I i @)
[nttps x| [2EELE x| 43
AL ()
|
SSL JIEH 15):
Iserver LI E% ... I
wE | mE |

- ZEEL EE “https” .
- im0 RIFEOAR “4437 imORNA
- SSLIEH: EEASNRGES.

7. EBEZERE, B2F ‘RE” .

SUSRGSIIE
HEBAINE, TIERSEERAMI=FEA “https://IHE” , #& “Enter” .
RSN R RE 2 BHRR, MIRBRIEBERRMA.

2.3.3.3.5 £ Weblogic JR5588 - Z&EFATIEH

WeblogicEFJAVAEEZEHIRYRIE)4, WeblogicRAAFHA. £/ SPESMEE LS
A WebRI . MLER FAFNEIERERN Y avaii FIRSSSE . 5lavalIshZSIhaE)ava
EnterprisebRERNIZEMS INKEIMER BANFA .. £k, SBESEZH,

ERIWeblogic 10.3.1RELA ERINRASIFRAERmEAISSUIES, 10.3.1ZH1RIMRA
AFF B mmESSUES o

AETNEIMTBIABIER LT WeblogicBkS5 28 .

(1R
BT RS RRSIRALES BINERETR, ERENGEBIRPERNG O RIERAREY
(HEBRRRIETR, MEBTRRSRIZEERTO, ST, BUEHZRERRN
o

HURSR

o FABIEBEEXR, B “IEPRE” B ‘BEK” .

o ETHTomcatl&ILAIFABIES, BEREES RN THRIES.

o HIHIEBINERER “IEBERM” EHHEHN “REERHE .

e B%FEIDK,

WeblogicZ#[FBTIDKEE . INRKLE, Ni5%%)ava SE Development
Kit (JDK),
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SIEPEIERSS
FFisr

LYRFM

2 FFiEm

o IPHER], ZSUELEINEIEPHIRSSE LR “4437 50, RNEZSHEIE
n “4437 w0, BRRERIDATERBEAHTTPS,

o  ATEEFIREERS[IER, FEBRS[EBIMRECAIARIZEFinZEE
HRIEBIATAT, FMIRFSSIEERCA,

o MB—NMIBESNIRSEEE, WEB—IRSHE LHELE,
o FLEIIPHRSSE LFBIETIEE, YWRASIEPNEZ—IN, BB
S MEZAIEE, WBATFHMEE . EURESER, NEERBIRTARE,
BRES R
fEWeblogicir$S 88 EL=FABIEPRYRIZAN T FA7R:
DIREZE -~ QBECEWeblogic - QPRIGIE

TE—: KBS
AR ES TEAITomcatt&UER XA FREIEFR I “serverjks” FIZERI{4E

“keystorePass.txt” ,
B BtE Weblogic
ERWeblogiclRSZ 2 EEEHIS .

2. BFEImEAELFS “Lock & Edit” , fRHELE.
£ “Domain Configurations” &, B “Servers” ,

2-19 fRS528
View changes and restarts Home

Click the Lock & Edet button to
madify, add or delete items in this

damain. Information and Resources
I' Lock B Edit I
» Configure applications » Common Administration Task Descriptions
» Recent Task Status » Sat your console preferences
Domain Structure » Read the docunmentaton
wi_seroer
+- Ervironment
Depboyments Domain Configurations
+-Servicas
Security Realms
+- Interoperabslity & Domain & Messaging & WTC Server
+- Diagnostics - -
» IMS Servers @ Joit Connect

» Store-and-Forward '!-{lé‘l'll".

4. TERREERVIERAS, EEREEEALERSSIEPFAIServer, HANRSFEANRER

Ho
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5z =12 2 FFiEr

2-20 BtrBRSS =8

Viewd qﬂwnges and restans Home > Summary of Servers

Ho pending changes exdst. Click

the Releasa Configuration button

ta allow athers to edit the

damain. A server is an instance of WeblLogic Server that runs in its own Java Virtual Machine [TV
own configuration,

Summary of Servers

This page summarizes each server that has been configured in the current WebLogic Sen
Domain Structure :
¥ Custemize this table
wi_server
#- Ervironiment Servers
Dirphoymgnts
- Services IE' Showing 1 - 1of 1 Pri
Security Realms T T I T T T
- Interoparability [ | mame « Cluster  Machine | State Health | Lisi
s Dlagnosl:n:i = L { L Al - .
|:I | examplesServer{admin) I RUNNING | oK | 700
Howt do L.. El Showing 1 -1of 1 Pri

5. {EHHTTPSIHO.
RS HEMECERM, EIF “General” 7%, BEERBBHAHTTPFIHTTPS, LA
KipiaigOs,
i54)i%E “Listen SSL Port Enabled” , F{EMimOSH “443” ,

& 2-21 ixwA

domain. Configuration | Protocols Logging Debug Monitoring  Control | Deployments = Servic
| 2 ‘ m Cluster | Services | Keystores = SSL | Federation Services | Deploymen

Release Configuration

Domain Structure

Use this page to configure general features of this server such as default network con

wil_server
[+ Environment —
-Deployments View JNDI Tree »=

Services

Security Realms Name: examplesServer An alphanumeric name
Interoperability

[-Diagnostics

Machine: (None) The WebLogic Server h
Infa...
Moo Eis Cluster: (Stand-Alone) The cluster, or group o

& Configure default network 43 Listen Address: I:l The IP address or DNS
connections

& Create and configure machines

@ Configure clusters Listen Port Enabled Specifies whether this «
@ Gtart and ctan cansmre port. More Info...

6. BEEINEAAIZA,
a. TERRSBESHVECETUE, &R “Keystores” T, BLEIAMEAT
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2-22 I\IEA T

| Activate Changes |

ICunﬂguratmnl Protocols  Logging Debug Monitoring  Control  Deployments  Servic

Undo All Changes

General = Cluster Ser\rlces S5L  Federation Services | Deploymel

Domain Structure

wi_server
Envirenment
- Deployments
Services
~-Security Realms
- Interoperability
[#-Diagnostics

How do L..

@ Configure identity and trust
@ Configure keystores
& Setup S5L

Save

Keystores ensure the secure storage and management of private keys and trusted cer
keystore cenfigurations. These settings help you to manage the security of message tr

Keystores:

Identity

Demo Identity Keystore:

Demo Identity Keystore
Type:

i.t].émn Identlty and Demo Trust
Custom Identity and Command Line Trust

= Whi
- trus

|Custom Identity and Custom Trust |
Custom ldentity and Java Standard Trust 1

|Dema Identity and Demo Trust

3 URd) WEBLUG™ 1] SeTVET |IU|UBTIUIIENY. kS The

ks

The
defz

" IRSBEBMIANILEIEZRE “Custom identity and Java Standard Trust” o

»  WEHAIESIERE “Custom Identity and Custom Trust” ,

£ “Identity” Xigd, ECEZEH.

ECEZ AR (server jksPiRFRIBRSS 25 LRUERIZ, FHESE

E]8
2-23 E$A

@ Configure identity and trust
@ Configure keystores
@ Set up 551

| Heatth of Running Servers
i Failed (0)
| " Critical (0)
~ Overloaded (0)
\' Warn (0)

I ok (1)

How do L.. |

System Status &

Keystores: [ Gustom Identity and Java Standard Trust :’""h'
- — — ftrus
Identity
Custom Identity Keystore: C-\beakeystore jks The
Custom Identity Keystore The
Type:
Custom Identity Keystore The
Passphrase: the
Confirm Custom Identity Re-t
Keystore Passphrase:
Trust
C:\bea\JROCKI~1\jre\lib\security\cacerts The

Java Standard Trust

®  Custom Identity Keystore: 1BIEEjksM{HRFIEIR . ~fl: C\bea

\server.jks

= Custom Identity Keystore Type: M{HIEIBEES “jks” .

=  Custom Identity Keystore Passphrase: iSESIEHE, AP
“keystorePass.txt” HHYEERT

= Confirm Custom Identity Keystore Passphrase: i5B/XIESIFHE

B

FEHREMMALEF, FEREIREINMSIEE Hcacerts,
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2-24 (SEEH

RTIDO0ED (U)

| o ) o T —

T Eete Keystore Passphrase:

[Ee=—]

Java Standard Trust Cribea\JROCKI~1\jrel/ib\security\cacerts The
Keystore:

Java Standard Trust jks Thi
Keystore Type:

Java Standard Trust
Keystore Passphrase:

Confirm Java Standard
Trust Keystore
Passphrase:

[0 ]

= Java Standard Trust Keystore Passphrase: N5,

=  Confirm Java Standard Trust Keystore Passphrase: BIXHIAZ,
7. BEERSIEBFABRIE
ERSSEAVECETRmE, EIFE “SSL” ¥, BELUTSE:

2-25 FA$H
'Pfum'!'s "Logging | Debug | Monitoring | Control | Deployments | Servic

General = Cluster Sendces KE',.'S.&‘.;’ES Federation Senvices | Deplayment

Domain Structure [save

wi_server

- Environment
Deployments

+ Services
Security Realms

This page lats you view and define various Secure Sockets Layer (S5L) settings for thi
of message transmissions.

#1- Interoperabslity
# Dizgnostics Tdentity and Trust Keystores e | [ Inchic
Locations:
Identity
How do L.
Private Key Location: from Custom Identity Keystore The
@ Configure identity and trust nfo.
& Setup S5L
& Verify host name verification is Private Key Alias: = The
enabled gl Em_r
& Configure a custom host name
varifier
& Private Key Passphrase:
& Configure two-way 550 p i e

- Identity and Trust Locations: i&i%i¥ A “Keystores” ,

- Private KeyAlias: BcEFATAEARIFATHRIREE . FAARIGARILAER
keystool -listG$EE

- Private Key Passphrase: BIAFAIBIRIFZS .. BEFABFRIPEREMN
keystore M AH{RIPZRBHERE] o

- Confirm Private Key Passphrase: EXINFASBIRIFZD,
8. I®ESTHE, B “Active Changes” , (RIZFTBIES .
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2-26 (RFECE

[ Configuration| Protocols Logging Debug | Monitoring | Control | Deployments  Servic

General Cluster Sersfes Keystores SSL Federation Senices DE“[.‘I'E@'H"EM

Domain Structure iEl

wi_senver
Emvironment
Deplyyments
Services
Security Realms
Interoperability

Thiz page lets you view and define various Secure Sockets Layer (SSL) settings for th
of message transmissions.

+

=

&

# - Disgnostics Tdentity and Trust Keystores o Indi
Locations:
Identity
How do L..
Private Key Location: from Custom Identity Keystore The
@ Configure identity and trust nfo,
& Sat up S5L

& Verify host name verification is Private Key Alias: —= S The
enabled = Iiegn@r plr

® Configure & custom host name
wprifigr

R L T — i
@ Configure bwo-way S5L

9. (k) MRRFIRTEEERWeblogic, NEEERFREAEEREEN . MNE
2'27ﬁ}:|:7.|_T ’ m”%:ﬁﬁ%iﬁ o

2-27 B RER
=%  WEBLOGIC SERVER

It
"'hea ADMINISTRATION CONSOLE

Change Center Welcome, weblogic Connected t

View changes and restarts Home > Summary of Servers > examplesServer

Click the Lock & Edit button to Messages

modify, add or delete items in this =

dnmaf?fr; [# All changes have been activated. No restarts are necessary.

B —

| Configuration || Protocols ' Legging Debug Monitoring Control Deployments  Servic

Domain Structure General = Cluster = Services =Keystores SSL | Federation Services = Deploymen

wl_server

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Use this page to configure general features of this server such as default network con
+~Security Realms
&-Interoperability
Diagnostics View JNDI Tree =

RISRAGIE
HEMING, AIENSESSAIMEUI=AREN “https://iHE 7 , 1% “Enter” .
SNSRI MS BRI R RE SRR, MRAREPLER.
2.3.3.3.6 £ Resin JR$527 L LEFATIEH
AEPNBITEIAEIEBLESIResiniRSZ 2R .
(0 388
AT RS BRIMANRS ERERERR, FLEETBIERERIH S SRR EY
FHERPTRERIATRE, SEBERRSRENZEIATO, RUSE, BUEOEIRELN

IEEo

o FEIEREELR, H “EBRE” B ‘BER” -
o ETHTomcatiERHFABIEY, BFMRIEES I THIES.
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o ERFIEPINERN IEBERM” ERHAHN “REEMHE .

HIRFEM

o IFPLERI, SVELZEMNBIEPHIIRSE LR “4437 iw0, ERNERZSAE
n “443” K0, BETEEHARTIEBEHTTPS,

o  NTEEFIREERS[IER, FEBRS[EBIMRCAIARIZEFinZEEN
RIEBmATET, FHREESLEERCA,

o WME—EEESIRSH, WEB— 1 IRSE LABBEE.

o FRRIBRIRSHE LEBZIZTAINS, BRSIEBRNHE—IN, BIHISH
EWMMHZAGES, WATFEHMNERE . BNRENER, WEBBIRETAZE.

BRES R
fEResinfRB 2 L ZEFABIE BRI FAR:
DIRESI M QFECEResin - QRRIGIIE
SE—: FKEOUY
FEARMEEES TEAITomcatt&UIER SEFFRSIUER X “serverjks” FNZEREI 4

“keystorePass.txt” .

LT : BcE Resin

A

(EECEN AT, BREEXHHRHITERD, ARMSEENXRRERRITEE, kEX
i®fE, BEANREHTEE, BRLIEERRSERS A EERESNFTHR, =2
M fERagLSs

1. (A& ) L¥Resin,
MRELRE, WEHkTZZE,
a. EFResinERMHIRIEENRA FHAEHNEERS.
AEELATEWindowshR A AYResin-4.0.38kR A 91T ER
b. MEIET#AIResinE,
c. #HAResin-4.0.38tRBFFH K ZElresin.exeX {4,
iZf7resin.exeX {4, Z{THAENS HILANE2- 28I m SR~ E O,

M HhRA 02 (2025-08-06) WA © EARTERABIRAE 49


https://caucho.com/

SIEREERS
FFism 2 FFisEm

2-28 B EO

wrdinatorThereadl ]

olloverflarnk
23 WebfApplproductionswebapp/default rezin—adminl
33> Nebfpplproduction webapp/default - ROOT1 active
34> WebfApplproductionswe “default resin—doc]1 a

shosts/default] ac b

w—B,cluster=app] active

p listening to *:HEEQ

» Res d=app-81 started in 2
\—port-8OBA-113 Loading

t-888B-11> In-place c
-port-BABE-11} Quer et starting as Qu

in=-port-8BBE-11% Quercus Finished initialization in

e. IE{TRHE, BENILEES, EWeblEhtr=Ais \ResinBIALELE “ http://
127.0.0.1:8080” , ##& “Enter”

SREETNE2-29P R0, NFRRZEMI.

2-29 &= Resin

<> C 127.0.0.1:808¢

Resin® Default Home Page

This is the default page for the Resin webk server.
Documentation is availabkle at /resin-doc.

Administration is avallable at /resin—admin.

2. (ZECEMH.

a. fTEResinZZEHZRTHI “Resin.properties” BLEX{H ( HFResiniRANHIAR
B, BEXMBEIEEN “resinxml” 324 ) B, HEIMTSH:

# specifies the --server in the config file
# home_server : app-0

# Set HTTP and HTTPS bind address
# http_address : *

# Set HTTP and HTTPS ports.
# Use overrides for individual server control, for example: app-0.http : 8081

app.http : 8080
# app.https 1 8443
web.http : 8080
# web.https 1 8443

b. ¥ “app.https” #1 “web.https” BURSERETF “#” X2, FIE “8443” ixO
1B “4437 , 18X, WIFARR:
“app.https” . “web.https” : IEERSBHBEFRNIROS, BNEER
“443 ”» o
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# specifies the --server in the config file
# home_server : app-0

# Set HTTP and HTTPS bind address
# http_address : *

# Set HTTP and HTTPS ports.
# Use overrides for individual server control, for example: app-0.http : 8081

app.http : 8080
app.https 1443
web.http : 8080
web.https 1443

c. HIWMTSE, FIE “jsse_keystore_tye” . “jsse_keystore_file” FI
“jsse_keystore_password” ={TRIAGER “#7 K=,
# JSSE certificate configuration
# Keys are typically stored in the resin configuration directory.
jsse_keystore_tye : jks
jsse_keystore_file : cert/serverjks
jsse_keystore_password : 1FBZ4FT

d. EXEPEXERESH, BREEFSNI5R2-15,
# JSSE certificate configuration
# Keys are typically stored in the resin configuration directory.
jsse_keystore_tye : jks
jsse_keystore_file : cert/serverjks
jsse_keystore_password : iFBZHG

& 2-15 SH15A

¥ SHI5E
jsse_keystore_tye % EKeystore S HRYSERY, —iRERIZ jks.
jsse_keystore_file “serverjks” HFIERER, HEXTIREFERTER
=98], ~f: cert/server.jks
jsse_keystore_passwo | “serverjks” B9ZERS, 1HE “keystorePass.txt”
rd MFRRYERS .
iyl
MREBHEE “&” , BIEEBHER “&amp;” , LA
REEARRKI.
=~

N keystorePass="Ix6&APWgcHf72DMu", THEHSS
keystorePass="Ix6&amp;APWgcHf72DMu",

e. BEEREFREFOCENE.
3. E3Resin,

RUSRISIE
MBS, TR “https,/E" , & “Enter”
MBASBIAE TR EHITR, WRIHEBLERD.

2.3.4 BHMBIED

FABIEREERRT, MREABREFERZEBHEZAGILERTAAESR, AJLUBER
IFREEEHamEZER. ARIEEmERE, BTERARNEHERREE.
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PSR 2 FIF¥ER
FEHNBRENEEBIRESE,
HUESA{
IEEBIREN ‘BELR" .
LJRFH
o REMGIEBRIBIRNE, BELEGH, HEEEF.
o RBWIBE, HERLIBAENCR, SELECANICS, BEAIRE, HE
{EHRIE
BAFTER
SB BREREHA.
$B BRENEALSHN =, EE ‘%2 > REPSERS” , FEEUSHEER “FA

BIEREE > AAAIER" , ENABILEREERE.
EFERENFAEIEBRETN “BE” 51, B8F ‘B .

EREAIXNEES, WA “REVOKE” , FEEFESRHEEE, LIMAREIERER. Bl
RIREIRED “UNSPECIFIED” , BiHREIAIEERES X% MEERRES X

No

* 2-16 BEFREERENX

RHEEH JIRMRFC 5280t EFHIB | X
fHIEAG
UNSPECIFIED 0 PIHITRIEERHEER,
REGANE
KEY_COMPROMISE 1 UEPZAM R EE
CERTIFICATE_AUTHORIT |2 BRIRRE, FECARA
Y_COMPROMISE MELHEE
AFFILIATION_CHANGED |3 UEBPRFEASEMER
B E
SUPERSEDED 4 IEREHEL
CESSATION_OF _OPERATI | 5 UEP & & IRIRHAISLIR
ON e mey=1
CERTIFICATE_HOLD 6 IEBHBIARNER AT
Y, BRAIESER
PRIVILEGE_WITHDRAWN | 9 I BABENFEIREY
NEMH
ATTRIBUTE_AUTHORITY_ | 10 BIRIEBEHEANVI AT EE
COMPROMISE EZEIRE
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=)=k =] 2 FAFiE/E@
5 BE ‘AT .

YnEAaLAEY “‘EEEExxpI! 7, BIABIEBRKESEEHN ‘EmtE” . N
AR B EEATH o
LR

2.3.5 EEABUHIFEE
ij%&%?‘a%%PEgEEEi%%AﬁiE%EI’\JﬁéEEE, BIEFABIUEBRATR. EERESEFIIA
S&F,

BRI
EERIEIAEIEE, MR EESRIBIAGITER.,

RELS TR

SR BEREEEHE.

£E2 BEREALHN — , BF ‘%2 > FIEBEERS” , FELNSHIEEE “FA
BIEBEE > AAEILER" , #EAAGILEREERE.

TE3 EENGIEBER, IEBSHIRBANER2-17F 7R

X 2-17 IEHSHRA

SHBR izl
II(E%%) R RS BIZERIFABIERER.
CN
EhRCAZR BRFINEIEBITRFABCARIRTR,
ke FABIEP RIZEAIATIE] o
FHAAE) FABIEPREIHBAIATIE o
RE FABIEPEVIRE, HEAENT:
o BXK
IWBIEBLTFEERIRE,
o EiTHA
FABIERLTFEITHEIRZE,
o Emil
BIERLTFERBEIRE.
12RME FBERPaILAEREE= S, BT TE . RENRRERERE.

$R4 RAPUREIABIERER, EEMEIERIFRER.
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B EAABIEBIFERARE T, %EE CHRIMRE” FRRFAEIEE . NRBFEF
%ﬂ SRR TR, %Wﬁmﬁﬂjfﬁ SEINE FIEER—IRES, BINE
TMSHBIETRE AR o

LR
2.3.6 HIFRFABRIES

BRI ERZREBERRBENRFEPMER . IEBNHAE, NS HASEZES.
MREERFABFEZNES, BESRAETHTLIE.

RURSRG

EBREN ‘B . BER S ERHE .
EJRF

o EBHBREEEERE, HERRE.

o BREBEBRIE, BRAIE, BEEME.
BAEDER

B EREEEHS

T2 BEmEA LS = , E1R ‘R > mIEPEERS” , HEENSHZERE “F
BIFBEE > FAGIER" , #EAABIEREERHE.

T3 TEZMFROFABIEBETN “BIE” 31, B “BkR” .

£IF4 EEHAHEETBN “DELETE” , LUSABREREE.

TS BE: “MRE” , REALAEDE “BERIERoxIn! 7, UiREBRIERRI .
----45R

2.4 NREE
2.4.1 G FHIEIEER CCM

MR EFEXEFAERCCMEI THBHNNIRERE, EolLUERRE—SMDIAERSS
(Identity and Access Management, f&#RIAM ) , EiZIAM, &ErJLA:

o RECURISER, FEEOKST, Aol REIREEN IR TARZIAME
A, LR TR 5T, S RFICOMET

o IRECUMAFIELS, REREISENR, ASIERZSREE.

o BCCVABERATE . BUNHAKSHERRS, REKSHEZRET
SRR RIR L iE .

MBS CELEHEENER, FESURBTNAMER, ERLBGIAST, 7

S INEERCCMIRS R EThAL.

AEDAENBYAFEINNGE, BERRINE SRFEIRCCMBBRRZF R .
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FAFiER 2 FAFER
ARSI
RPN AT, IEE T RAPETLIRINNCCMINIR, FESERERitTiE
=
iR

2-30 £AFE CCM R
e

¥

BIEAPEAEN

¥

BIERR

PSR

===3
L
= 7]

Y

Bl AR
FIAMIZFIGEIZAFE, FRFIEIEFEERSEEIMR “PCA

FullAccess”

2. CIERPEHMARFE
FIAMIZFIGRIEZAR, FRBEIMAN1HEIZIBERE.,
3. AFEFRFIIENR

FEIRMNARERIETE, IRERINXE, IERR:

£ “IRBIIR PRFESIEREERS, RFKETNIRAZE, &= “PCA
FullAccess” B4,

2.4.2 CCM BHENFIE

MRAEGMENCCMIBUR, FsEEaURNER, FJLALIEBENRE .
BRISZFLA TR e B E SRR :

o AN MERIZEBENRE: THETHEREEL, EUNCRESMZIEERR
5. B, BR. FEFRERE, IBMNEMKRE.

o JSONWIEICZBEEMRE: HJLMEEERIBRIRG, RIEEAERIRIERIEN
&, AL EREREEARSISONISIRIREBASR .

REAENBERANCCMBE X EIEED
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CCM BE N KBRS
o REIT: BIEPBIERCA

{
"Version": "1.1",
"Statement": [
{
"Action": [
"pca:ca:create
1,
"Effect": "Allow"
}
1
}

o f2: IEBFAFRIFRIER
ERRIEEERNESHMRIRER, SNEEXLMRER. BRHEIETRISRES
, —MESIRRIERINRERZEAlowFIDeny, NE{EDeny{t5c/EM .
WNRIFEBFAFES “PCA FullAccess” MIERZER, (EARAFLEAFIEE “PCA
FullAccess” HENXAIMIBRIEBINR, EalLlSIE—SEBRIFMEBRIBEN SR
B%, SARRIANE “PCA FullAccess” FIEERIKISTHF, RIEDenyL5EER,
M AFPA LSHIEB TR T HIBRIEBINIFREIRIE, IEBRIEROIAIT:

{
"Version": "1.1",
"Statement": [
{
"Action": [
"pca:ca:delete"
1
"Effect": "Deny"
}
1
}
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ik
S
i
=

3.1 AR LIHHMIFATA?

NIPFIRAAEBTRIIATITRINETS . 258 (Public Key ) S5FATH ( Private Key ) 2
BiE—MEESEIIN—NEEY (BI—PRPF—FAE ) , NPREANFIFN
#853, FAANRIERTTRIERD . RNIBBERTINERIEEH . RIENFER, S0
BILARBER AOFATRRR RIS o

BIXMEESEINE AR FEERNEE—RY, ERXERXIAIEHER,
MRAED—IERNE—REE, NWORARB— N ERTERE

NIPFIRASBRIARERI AR S TUAN T -

o IEEIGR: RIPMNE, FAREE

o ITRWE=: PER, RIPVE

AR
ATABRIEATENE, EBWEIEEREIRETR, AEFECEMMA, HZERE. —BRE
IEBFAAERISM, BUZRHCHIERHMEXHZENHEWIES . LIBEREARERSH
PSS St E ST R HRIARSE

HAIEBRIRE

AP RARNBEES, BFA—XERLEZREMHTINE . #%. S1THEFE
CSIRE—IEFEAN AR AFRFIAIFAEEE (FASH ) , AEHTRENES,; BENR
E—EAHER (R1F) FEFARF, A—HBFAEE, BFINEMEIELEE.

HFZRNARANRE , XEHTET AT EZERIINE, BHMERTHFEESZ,
HAMEBE—NREBENFL (CA) HFEEZNEEATFEZPREEEBURATF
BRI, REROIREE—1AFER. SHRUREBENFONHFES
HFIPEE— N EENFH IR R ESENIEBRRER .

BlIEFASH
P EEBRESIEHFAEZANNZE LI KEGIN TEK:
o IETELFEARSATE
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o NEREZE2048(1
RERY:
EINIEME 2048 (U INFHS ERISHA2S6IEEIE .
ERILGBIS LA T MR =L U AYRASA:

e {FFOpenSSLTE4RLFALH
OpenSSLE— 1@ KENAI ZZeEMET R, &aJLAMN “http://
www.openssl.org/source/” FEEFHAIOpenSSLT BLREH
(1 %8B
EROpenSSLARA WA E1.0.1g8k LA ERRA

2%OpenSSLT AR, Ean<171R{ FiaiTopenssl genrsa -out
myprivate.pem 2048R17] 4R ERAIFASAS AL .

- “myprivate.pem” BIAEGRIFASESE .
- “2048” IEEINEKE.
o {FFKeytool TESHFAA

Keytoo| TERIDKFEHHZHEIETE, aJLl#fEKeystore (jks ) #&LAYIER
X4, BalLAM “http://www.oracle.com/technetwork/java/javase/downloads/
index.html” TZIJDKT BB k5KEKeytool TH,

AF{ERKeytool TEFIERI N BFFAIREARA I S HRY, EEBNERCIE
A9 “ keystore” RS HFAA,
ESHAN S, LUTFEDRIASENREAIFALE:

----- BEGIN RSA PRIVATE KEY-----

----- END RSA PRIVATE KEY-----

&

k|

TieEIMH A NENER, BERTEMREFERIFAAE, FAAXE—E
ERHERE, SRIBRINNAIRE . REAERBEEEEER.

3.2 AT AR(ERTTEBHRIPEIFAIR?

EAFABRINFZDFIFRY, BEMSF mEERRFERRISEPTREREREM
BYFASH, PRLASISRIGRIFATSARINEZIDEIFRY, BAHERmAINESAIEFIES
ENSTEEREGAITAR, AIRESEBEFIEBHELRY, HTTPSIRSS KA. Bt, FE
ISR ERBRIPAIFAE o

EISERFATRRY, IBEIEEBFRIFEBHT LE.
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AT EFFFATHZRDRIF

WNRIFHZEELRINEZRRP, JLAEIEOpenSSLT BEIiz{TUA TS Ein iR
P

openssl rsa -in encryedprivate.key -out unencryed.key

Hrep, “encryedprivate.key” SHEIDRIFAIFATESH; “unencryed.key” 2XiE
TERBIRIPAIFATESS, T EE keydpemiyn],

WNRSENEPREREMREZEFRIFAITASE, SFEBZIEBREBLCONR, FENE
IER RIS . EICONERIEF G HRZRSAINZER), BIFASARELL “----- BEGIN
RSA PRIVATE KEY-----" FF3LFFLA “----- END RSA PRIVATE KEY-----” £E£ERAIFE .
MNRIFPBEA 2B, WEEFERTEREERIEBIRY . BEfERs, 185%
ERBFIEREMLAER?

HAFRIFARR B E BRI

(EFN AR T FHSAYFATASE , WNRFAASMER AN TN, NRIAEAIFARRE
DNEERDRIFRY:

o  PKCS#8FATANNZFETC

e Openssl ASN#&Z(
----- BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info:DES-EDE3-CBC,4D5D1AF13367D726

...... BASE64 FAERE......
----- END RSA PRIVATE KEY-----

(AR

FAKeytool THAERIZRE R A RIBRIFH, SRR EEBIEAX G . XTEFE
BER, EEEERYEFEBEMEENL? .

3.3 FRBFIEPEMRLEAE?
ERAIWeb RS W E, BEEE T OpenSSLFNavafGfhEREZA3ZE

e Tomcat., Weblogic. JBossZEWebfRZHH, —R&{ER)avai2taI=maZE ., Eig
Java Development Kit (JDK ) TE&HAIKeytool TR, “Hklava Keystore
(JKS) 1&CABER S

e Apache. Nginx&WebBRSZ514, —R(EAOpenSSLTEIRHAIEE, £/
PEM. KEY. CRTEHELHREF

e IBMHEYWebiRS3 =5, WWebsphere. IBM Http Server ( IHS ) &, —R&{EFHIBM
FmBwiiKeymanTHE, 4pKDBIEIANEFR I,

o {HERWindows Serverdfdinternet Information Services (1IS) fRSS, (£
Windows BrAUIEB FEAE B PFXIEANER X

ERIEBMERIER
o (EELMER T AEERSHE RS BEMERXE:

- *.DEZESZ*.CERSUL‘F: XEFRER R HEEIN, REFIERER, T
BFAA.
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- *CRTXf4: XHEHANEEXETLUAR ZHFE, Bl XA, —#&iY
P ARKR, IHEAES* DERR*. CERIFHA4HEE .
- *PEMXf4: XHEHANEBME—RRENAEX, ATLAFRIEBEFAR, sER
EZEHES, *PEMXHUNREEETAHE, —RA* KEYIUEFE,
- *PRXZ*.P12344: XHEIEBXER—HFE, RSB FAE, B
—RBZEIRP
o BHAILMERICERBERT IR . IRERO2MNNHFNFE, NE
NZIEB R XA IER
2545
—-BEGIN CERTIFICATE—-
MIIE5zCCA8+gAwIBAgIQN+whYc2BgzAogau0dc3PtzANBgkgh......
—-END CERTIFICATE—-
- UNER7FE “—BEGIN CERTIFICATE—" , NHBXE—MEBHE,
- WNERTFTE “—-BEGIN RSA PRIVATE KEY—-" , MiREEIXSE— N FAES(E
UEPEREUiE i

IEBERZ BRI LAEREERY, MNE3-1FxR.

3-1 IEPIgEEHR

JKS
FiTWeblogic., Tomcat., Thoss3

KEY&CRT KDB
FFApache., MginxZF FETFIHS. WebSphereZs

ERIERLA T A SR PNE B8 Z BIRYEE

BIKSHEUIE PRI PFXIET
SR LAERIDKF EHAIKeytool TH, EIKSHEIUIER UG EEHRRL PFXIE

flan, EALAMITUAT SN “serverjks” IEPBHEEIER “server.pfx” IEHX
4

keytool -importkeystore -srckeystore D:\server.jks -destkeystore
D:\server.pfx -srcstoretype JKS -deststoretype PKCS12

BPEXIETUIERHRIRIIKSIET

R LAERIDKR B AIKeytool TR, FEPRXIETUIER )4 EEIRIKSIETL .

ZEZZD, AT LAHATLA TS “server.pfx” IERIIHEEIRRE “serverjks” HEPX
keytool -importkeystore -srckeystore D:\server.pfx -destkeystore
D:\server.jks -srcstoretype PKCS12 -deststoretype JKS
¥EPEM/KEY/CRTASZIE P46 0 PFXIE

EALAEROpensSLT A, JSKEVIEBA I AICRTISS AT 46 HRAIPRXIS
B
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IEPEIERSS
FFisrm

3 Ehlja@

fBlan, BEHIKEYIENEZSEY ( serverkey ) FICRTASZN AL (server.crt )
S41ZEOpenSSLTEZRERR, ([#EAO0penSSLTEHITLA TSR
“serverpfx” IEBIE:

openssl pkcs12 -export -out server.pfx -inkey server.key -in server.crt
o EPRXIEIUIEREERIIPEM/KEY/CRTIEZL

R LAEROpenSSLT B, REPRXIEZUIER S (L IPEMASTUIER M. KEYHS
B AEFFICRTIE N A A o

FEn, BERIPFXAETUE B SUGEHIZEOpenSSLL2EHS, EH0penSSLTEH
FLAT R SEIEREERL “serverpem” IEP . KEYIEXESA G
( serverkey ) FICRTASR NS4 (servercrt) :

openssl pkcs12 -in server.pfx -nodes -out server.pem
openssl rsa -in server.pem -out server.key
openssl x509 -in server.pem -out server.crt

ks

IEL s PR E T AT 8IS OpenSSLT BA s FATAFICSREISIER 4, FHIEE
75 R EE R AR R PEMIETUEB RIARIBR T, DB, EESERER
%ﬁiiﬁ%ﬂa‘, I5ERET LIRS RD B B RAIFA ARG HBERIN A HIES
PLECHITERE

3.4 WaHIE CSR 3TH4?

FERBHFIEBRZE, ERscERIEBFABEIMERIBERIE ( Certificate Signing
Request, fEFRCSR) o CSRMAZBEMNAIEBRIANH, S8 TENIRSEEEEM
BHBEAER, EERTACANEFIOHITHEZ,

(MARY::|

EWERRGIRMAICIECSRINEE, BREIABFERMSERIERAN ., X THEEEMIF
MES, BESEMETRR “BHREM - EEEFREERS" OEE? .

FEIEMCSRI RIS ERMFAAN G, BV ZEFEMSHENFAN.
MR E2 M SIET L, IBIRIBRA RS TIkE:
e f{HFAOpenSSLT B4R CSRI
MREFBHAPER, BIVEFEAKeytool TELERMCSRI 4,
o (#HFKeytool T B4R CSRY 4

(11 #58R

IEBIRS RZAICSRYHRIZARERT™EER, BRKELRE2,048(7, ZAXELIA
RSA,

{58 OpenSSL TEL4R; CSR 3244

gz

Z#O0penSSLTEH,

T2 WATLA TS ERMCSRY 4,
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openssl req -new -nodes -sha256 -newkey rsa:2048 -keyout myprivate.key -
out mydomain.csr

o -new: IEELER—FAICSR,
e -nodes: IEEFATAIUGAHINE

e -sha256: IEEMEEZE.
o -newkey rsa:2048: ISEFAEEEKE,
o -keyout: ERFASENE, BIRATBEEN .

e -out: &ERECSRXE, BRATEEN -
I3 HERCSRME “mydomain.csr” o

3-2 45 CSR 3244

Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

[Country Name (2 letter code) [CN]:CN

[State or Province Name (full name) []:ZheJiang

[Locality Name (eg, city) [Default City]:HangZhou

Organization Name (eg, company) [Default Company Ltd]:HangZhou xxx Technologies, Inc.
[Organizational Unit Name (eg, section) []:IT Dept.

[Common Name (eg, your name or your server's hostname) []:www.example.com

[Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

[A challenge password []:

An optional company name []:

HEBAREEIRBUT:
=22 il BNl

Country Name RBRMFIEER, Ree2m{™ | CN
FENERG. fiwm, FEREE
=CN,

State or Province | ERIBR{FIEERZIME, AILA | Zheliang
Name BRI,

Locality Name FSRNFRfER ™, AILAZH | HangZhou
NEE

Organization FRISERUBTRAERIR, AJLLZ | HangZhou xxx
Name R EER . Technologies, Inc.
Organizational FRERMAIRRTESBI ], AILAZH | IT Dept.

Unit Name MR,
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Common Name FRISIEBRERMAES . www.example.com
i5EA
o ZEIFZAKENER, BEEEE
SERIEHE

o ZHZXENIER, BESZHE
&, =fl: *example.com

Email Address ERiE SR AYREFE -
TEHBAN, BEZEE “Enter” ,

A challenge RECSRHE . -

password TEMN, SEER “Enter” .

(e

o TEFEFAOpenSSLT B4RAHIGERE, BETEFNHEBZIMMERUTFRZEN. B
Bt, BEEHFOpenSSLT BRTEEIFUTFSRIBIEI .

o IEBRFZREXCSREMHIERRERTEER, FRKEVRE2,04801, HRFEELIIA
RSA,

TSR TRANG, SEXSRIERTERmyprivate key (FASEH ) 7
mydomain.csr ( CSR, IEPHBERIME ) B4

-G
{£F Keytool T E4RY CSR XX {4

FTI1 ZEKeytoolTH, Keytool TE—AREETEava Development Kit (JDK ) TE&H,
B2 (FHKeytool T B4 RikeystorellE B34,
(11 ¥ 88

KeystorelE B E AR, SHERALRESEERBFIEPBEHPLER? .
1. PUTLATap S RkkeystoreilE 5344

keytool -genkey -alias mycert -keyalg RSA -keysize 2048 -keystore ./
mydomain.jks

- -keyalg: IEEFARE, HIMERSA,

- -keysize: IEEZIHKE/I2,048,

- -alias: FEEIEBHIZE, ATBEEN .

- -keystore: IFEIERBNHFREFER, IEBXHIRATBEEN
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& 3-3 45} keystore IEH 4

[Enter keystore password:

Re-enter new password:

What is your first and last name?

[ [Unknown] : www.example.com

What is the name of your organizational unit?

[ [Unknown] : IT Dept.

What is the name of your organization?

[ [Unknown]: HangZhou xxx Technologies, Inc.

What is the name of your City or Locality?

[ [Unknown] : HangZhou

What is the name of your State or Province?

[ [Unknown]: ZheJiang

What is the two-letter country code for this unit?
[Unknown]: CN

Is CN=www.example.com, OU=IT Dept., O="HangZhou xxx Technologies,Inc.",

Jiang, C=CN correct?

[ [nol: Y

L=HangZhou, ST=Zhe

Enter key password for <mycert>
[ (RETURN if same as keystore password) :

2. BWNEBFRIPER, ARRETROXBAREES:

al=R 15488 il
What is your first and | EBEIEBAESZ . www.example.com
last name? i85
- ZEHEZRBEER, B
EE%E%EE’\JIE

- ZEERERER, 1B
BEZEHZ . 76l
*.example.com

What is the name of
your organizational
unit?

ERISSRZRIFRTERRI ]
o

IT Dept

What is the name of
your organization?

;fi%%ﬁﬂ’ﬂﬁﬁ&ﬁﬁ%
N o

HangZhou xxx
Technologies,Ltd

What is the name of
your City or Locality?

BRSSP

HangZhou

What is the name of
your State or Province?

ESSRRIFREELD

Zheliang

What is the two-letter
country code for this
unit?

FRIBER{UFTEEZ, 1SO
’)ﬁ“ﬁﬁ% (W=
) o

CN

MATRE, BMABARNSEEIER, BAYERRIER.
3. RIBRTMAZEEN, adSIEREBR—, R —HEEEOIERENT,
I3 BIIEBXEERIERIERK.
1. HITAT S ERMCSRIS

keytool -certreq -sigalg SHA256withRSA -alias mycert -keystore ./
mydomain.jks -file ./mydomain.csr
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-sigalg: IEERMERIL, ERSHA256withRSA,
-alias: 1EXERIE, W5--aliasHkeystoreS{HFRNIERHIE—
-keystore: FEEUEHIIH .
- file: IEEMEFIERYE (CSR) , BIRATEEN -
2. RIBREREMNIEBZRBANT A% “mydomain.csr” o

-

3.5 UfaIfER “ BRI - EIEERAREENT AYERE?

e R

NREERBHFIEBINIEEE S EECSRIY, AIaENE! “ Bz - Ei%EZ 6

77" RIREER .

EIEUELS|

FERIFBCSRI4RT, FRIFHAIESCommon Name=Eg,
BRGE

EIHEIEFH LIECSRY S, BIRIERIESCommon Name=E,

ikl

Common Name=xEW RS B4ENF S .

FRIECSRIGRBFIEH, 22BN ERR SRR RFAEMCSRIIIRE. [IRS
EFRRGBERERCSRYHINGE, EHFIERBMAGEERSISAEIEIATIER T &

)

3.6 AABIEBBEHAIEXT
BRI S A?

o IREBH
FWBIEBREREIRIEECRISIEBII MR EREEAME o
AR

FAEIEBRLTRIERSHCARITE R, FILl, REMWGIEBEIHAINNHE: FABIED

B < ERIANECAEREHA.
o TEEIHARIE

WEIERRIBRKING, ETUEREEESS, AABILERIRNEESEIERE

HARYE] o
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3k

IMTECEFARIERFIFAR CA FHAIEES?

B i E REVSEIHIRGH @R, SFABCAEENSRIEAFIEE. 37MB. 1178, A
BIEBEEMSRIEAFI30K. 7XKAY, REBEARESEENEEIBRWAZXEEHIRER
RELEUNT:

R EREEEHE.

SER2 %EEJ:%E’\JE, HNBRHD .
$I|3 AEMNSHE, TR HRIRNEE > HREWERE” .

£BA & ‘TREET T, Ak ‘FrElSEHEEERN” , BERELESR “4RERIL
A

3-4 Wik mBMSEIHAER]

' pamer )
mexm

o e st

O 0 0 O OB B O

RS Téﬁ%ﬂ:‘.ﬂ’ﬂ “HREIEIIN” XHEET, EFVMERET, KRR AR

o EALMEFHMRRE. BALFENEEA. FTETHEA . KBURARE THAAi%
FENMIATEA . TTUERESMERA, URSMERSR.

o BBAEILIBE NIRRT , INFEERANERA . RRSBEHMAIEXRIES
SEFTRINAERWARFHSEAETS, BERIEE, ZERASTTREGER .

3-5 GPEIRIA

X
SIEEBA
0 FESWAE EHISSH 2E0HEE DFMETISHRE, BB FrlSrsEs. X
LN I = EiEA LinkigE
( mmsgs )
D E=rans HEH Fil &
EEEEA +86182°°2993
FIF 6561 m +86135°+3763
D
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H$|6 BE “HAE” , THEE.

e R

IEIEBNAREIRE T, Ba@nll 5T
ATBRIEBISE, SBUSHE, BSEWTSRHTHE,
SB EEIES.
IEIEBRARSISESE, SIWEEHHBESTRMEER, BDTBRIMRIR
AUERISHHES .
S BIHIHIES.
TEIREBISHART, PR RMIEBIRAERITES.

.

3.7 }A BN PEER RS RAMEERRY?

FWBCATIFABIEBEEIZFEITEE, BIRIEEAFAECAKE . FAGIEBHEHTIE.
BARWERRIEIRNEERE,

SMEELEFAT CA SFABIEHAYIHEE?
AEIEBSISERITE . WBELLTE, RHERBENMEERIT,

KB iR e
o FABCAZAHEAEHBSIFITULE
o  FPHITHIRRFAG CAIRIERR, FABCAREIZEINIR . iTRIMBRSRIR7RER (1R
BISRBENERRTEME ) . TEIEREW B RIRABIIT:
- tn%glﬂﬂ%ﬂyiﬁfrﬂﬂﬂwa%, FABECAHMIERT , NIFETRIMBRERBRIFAB CATR
SR,
- WIRAFEHRIRERERE, BGETIHRIMER, FABCAREEMIER, MFETRIM
BSERIEIAYFATE CASIRIFINES o

fBlgn: #&7£2022401 501 H00:00817 T MIFRFAB CARYIRIE, BEIREMFABCALT
KIMRIBRHERASEIAT7R, 7REFABCAIBMIER, BBA, PCARRSSIEARUKELX7XKAY
Z; WREE20225:01H04HO00:00BGE T1HLIMIRR, FABCARMEMIER, 3B
4, PCARRSZIG#M3%2022401 801 H00:00Z&E2022401 504 H00:0058 889228 -

3.8 AABIEBELRG, BERIERTAT CA?

SR LURIESEFR B RIERIA RS FARAE CARYEE D TIREE B 1S FIFAB CA:

o WIREABTFBEAENMIECARZRIET, BREREBERBHIEBMELIED
mIHYIZRAIINEE, SALAZERIZFAECA, ZEAFECAE, ETHAIEBERTRE

2o

o NMREABFBEAENAGCA, ERILIMFRMZFAECA. BIFRFABCARE, BA
Bit#, HFELSHRES (F#miE ) MUER, EZAECATRIREILES
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£

EHETENIT “miE” B(E, TEBEMEPMIETIR, FEIZFABCATIEFCA
TEBEMNEIERBSLERT ‘S #81E.
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A BITiER

A ZiTieR

V-Zi=):t

{Ens05iRA

2023-03-30

FERERE

BEHUNTED, RFER:

o EREE

o ZEFHFABCA

o SHFABCA

o HEUEMIBRFATCA

EHUNTED, MEAS:

o BIFEFABCA

o THFBIED

o CCMHBEENERE

BN TED:

o NABUEFRIFHH
£Weblogiclz55e8 F3FATIEP
fEResinfR5EE L LEFABIES
SR PFHEERCCM
FABIEPREERS MU ZEH?

2022-12-15

ERERET.
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