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H2023F4H52H%E, APINXIEFIEREEH, HIAREAERSWNTERRT.
% 3-1 #lERES
=Ra [BAR iR
APIRYZ 2B ESTIFNEIAIE 7c =)
HTTP&HTTPS/GimARSZ LR, | T =)
BFENEIXIRE
ENAPI ENAPI BIZEAPIDAERT, SZiF
S \Swagger3Z{f;
APIFIRTTSZIEFSNAPI
APIIEIX BT B E X bodyfk x B8
APII¥ERAB APIEIBERIEEEME | APIEITRISEERE
—ig =
/;Plﬁé'%ﬁ : BEREEYME |8 7
E.BEMEEAPE&BEE’\J}EEE% 7 8
i
FRECEFMRIE IR AER | T =)
e =it i RREE . HTTP Sl RIFEHE=. HTTP
IR L ETR ., el | IASLESIE., REisk
2.0. KafkaBEHEE.
Wriges, SERKEE
(meEkEd. ipaE
., EFFH) &HTF
REISEE
SSLIFPREE 7 =)
REBEIFCERSBEDE | T )(ﬁiﬁiéﬁﬂﬂvpci;ﬁ_ =)
il
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EHERCEERAR
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oH

B

nEEE

niEEE

BEZAPISE

FiEE

FiEE

BEEEESZ

TEEHE

TEEHE

HENRTE

EMSH= 75 7 RIEIHRSE
BITFHIE

7

P el
EEat e

SATEERSIECCETRRZL

LIRS

MRS AR EIEE

Al H S FIKSIDEE!

=PEAPI

custom_log

E=INIERRS

gzip/£4s

GRPCHMY

SSEfEHTRNE

SIFEAPISERR

OpenAPI 3.0#155

EFimEREENX

http to httpsBzIEEM

CAIFH

cH|cH|cH|cH|cH|cH|cH|cH|cH|cH|cH|cH|cH|H|H|HA
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APIRIX ( APl Gateway ) B AEIRIEMRE. SUH. SREMIAPHEERSS, #E
TR . EIRFISEESAUEAIAPI . (BRIAPINKRILAEE . RIE., A, K
MLt SEIRERRFEERL . W SSREDFF R IV S3REZEM

FERRE
(FERRAPIRNHITAPIRIEE R T BT
4-1 API [
APIRIEE APIZ APLERE
i APIEE
TTEES )
FIRAPI — TREUFHEFAPI
AP EETEAPIRNXHRHME SHIAPIERSS, APIERBE MAPIM XA ZRENFFE AP,
FFL API

B FREBISAPINXARBESRIRS S8R, SLIMUSSaEHTN.
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e

e
R85 5EEE
B EEAPI
R SRR
WAiKAPI
IR

—_—

N

w

B

elEEsLhl
%1?“%—4\&?&’95-%5},??\[@, PRERYIRIFERRAESLAINETT, FRISLAIERIRIR
BERE.

BIZEAPISE
BPAPIENAEEIE—TAPIDET, EEIZEAPIHINIZRICIZAPISSE.
HPEEZ

EFFAPIET, BEENAPIDAGE—MEMIRZ, HAPIEBEESIRIAPHER,
EPEINIIIG 2, EaLMERRANAPIDERIERIHZHTAPIER, 8K
ZaLisaiEiftiE=10000%

BIEEAPI

EEBRIRIRS I IFRERESTFUl API, HIFIMFIL.

APIBIZRING, EaltRIESERITAPIEEIHITRES:
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FPiEE o
BRRE
R % 4 A
MEEH I PRH BT BIRAPIRISRARIXEL, RIFEIRRSS .
= slaHEE
BIAAPIRYIPHBLEFONK , e LAEId I &IPS K PRI B R B BERIE
o8 DIFE AN IPHENEEE M5 EAPI
" BEEH
BEARPBTRIHRRSIIEAPINXIISM, EAPIMKIEKRGIHIRS
BT, REERIRRSHNEZS.
iEfas i
" BESEEHERKIREA
Bl REH =R A EE G RRMsETiE kL mask . BahtlE
SIFGIERAPIBYY FREE D, TTHR. RIEAISEIIAPIRYESIRIAIE
. HTTPll[']F" L ETERREIL AR
ST LABRENXHTTPIaNEL, FEREIRIAPINEL S E S ERIImASL .
" REEH2.05kkEIRAE
SO LABRHIBAIAS B RAPIRIIARIREL, XIFSEinis. BEitiREiiE
FEMRIZANSIRRE
u KafkaH IU\?EJX%E%LHEE
Kafka B SHEX RIS IR TIBAPIRYIFAE A B X E KafkaR98E], 75
1EFE}:&EQAPIE’9U§.UEHEI“'fl:lluno
" HEERESSRRKiNAE
Wi EE 2 APINXTEGinRARSS HIL B DA RIP R FRIAENH o
= B=FHIAIESRRSAR
EA LB E =HIMEREECE B SRS AAPIBYH I TIALE .
i API
IEAPIBRSSRIINEER B IEE T A,
EfAPI
IEAPIRREIFRER, APIRBEAMIINER, ZFRER.
VAFH API
AV A E UMTSRENFE Rt A FEAPIR EFFRIAYAPI, B/ D AR E SRS
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FHi&a
IR EE (APPIAIE)
3% HISDK
==}
1. ZEEVAPI
i*%éggﬁggi%ﬁéﬁ%l, BIFBIEEE . BRI 1BKRAE. BRERURINES
ILFIE =0
2. BIEEER

{EFRAPPINIERIAPI, FBEEAPIMKEFEIE—MER, ALK ERIDFIZART
(Key. Secret) ., BEIZEIVEIESPEAPIG, (FRAPPINIEERAPI,

3. 3KENSDK
A@Id SDKXTAK/SKERKE R, FERBAPI,
4. EEAPI

BT SRENAPI R APttt , JEFEAPI, HRIEAPHERRAES ARG, EAAPIRT
EEBHITARRANAEESURIE,
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APl &1

ITLd

5.1 €32 API 994H

SUAPIRT, BESOREAPISE, APISEIEATAPIES, APIRUELIAPIS AR
By, EESEARRIFRBAPI,
BaisziFA T eIENEAR:
o HixtlEE
SIEE—EENDE, FEEAPI, BRATBEITEIZEAPL,
o  SAAPKEIHE
MAEHENEBRIAPIE, RLEIEDE,
o S ACCEI{EfAZE;

SEANZEZA2E5|E ( Cloud Container Engine, f&#RCCE) T{Efa%, FHCCERRSS
g8H . BEREBIES WESNCCETIERE

AR
o XIIMFEIAPIRY, EFREHNAPIDESER CAIRIIFS

o —MAPIREETE—APISA,

o APIDAEBIEE, RFNHEAMDE— P AINXBIEINES, LRSS RESH
LA31E]10000K . EBRTLAUBIS XA “TElisi& A" eXAERiES, XAEREImiEiti
7, BAETRREZRAAP.

o SLHIEEfE, B—1"DEFAULTSA, WJEREISENAEZMILEREAS HFRIAPI,

BUESR
el ==

Bzt
IR HEANAPIREISHI AT .
SE2 RIELIRSTEANSHE EHIEESA .
$E|3 EEMSHIZERE “APIBIE > APIDA”
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SR

gz L

B “BIEAPIDH > BECRE” , EREFREESHER.

x5-1 pHRBERE

2¥ il

SEHBTR APIDHETR, FAFRBAPEEOHITHEHEE,

R XIS ERINGR

BE “HBE” , eIETM.

TR

SN APLEI34E

£
£IR2
I3
L4
HIR5
+I1R6

ST

N APIR) S HI S TR o

RIBSEFR S AN SRS ET5IEEL .

FEEMSHF=ZIER “APIEIE > APIDEAR”

BFE “BIEAPIDE > SAAPIZITXHE” o
TEREPIERAIRE TAPIG, RIFEHRE “FTH” SAX S,
EESISINEISR

%£5-2 S\ API

SHETR il

SABLR SABLRAE ST 25!

4,

o SERLFTAINDA: BAPIEXSAEI— P HNSA,
HeBmEIE—HFRIAPIDE, FESARIAPITEEZD

SATEFER

o EEEBNAH: BAPIENSANT—EBNSHE,
2R EFEBRIAPI, I2BHIBNAPISADAH,

SAZEF

BZCARIAPL,

API9¢H (NIEi%kR “BREEDE" 1F, SEIRFAPISEH,
mREE ik, HSAPAPIZIRSEGRIAPIZFRERAS, SARAPIS

REEE “EREANE i, FEREREES.

Paxaxy
~J o

TRES Aikfs, BENAPH REMIRETR (ACL, #iEE
B (ACL, iz ) ZiMERES, SBECHEIRE (ACL, it

) SEARR

(T ) B “£BERE (%) .
1. =2EE. 55%55.2,
2. EmEKREE. FEELR
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3. BE ‘T2, ZFEE “RE” . “JSON” [ “YAML” HEREBREF
5o

4. WAERGE, BEF “RBR7, %
S8 BE ‘UHIGANT , EREPERER
=

o UNREEFE “‘WELRM , &F
mEME L.

o BT RERT , BEERIAPL,
S0 BE " , BHEE “APIE(T’ WA, AIEESETHAPL.
-

PXECE -
BIERMAPIZIIAER,
ERAPIZRHBRIIME, SAPISETRRBAPIR

[EEERME

APISEBIERING, ERILISIL S BEERERS, APIEREET RIS S KIEA
IEFFHBIAPI

5.2 &\ CCE T{efa;

APIMESZHFENT=AZE5|EE ( Cloud Container Engine, &F#RCCE ) T{EfaZk, 12fH
APLEMFFMCCERRSSRES] -

AR
MREFLFIAZS: “SANCCELIERE” , BHEER.

AEEIN
o {XNZ#FCCE TurbofEE¥. VPCIBIRRIHICCESERE,
o IREBMRYEISLHSCCEERFIBR—NVPCH, SiEdE M FIERE ML
ik, BUSANRRBAPIEHIEMIT=,
o IERVPCRIEZIEEIAICCEERERY, BB EELAFBERmAVHECEFIRINCCESE
BB EMER, BUSNEEBAPISEIELMITS .
o SAESEMENAAPILIR MRS RENGHEESE, AFEBESBENTERET
FrELHIRbut T, HEFREIREEET,
BUiRSRE
B0, WNRKEE, 52%E ( =BRE5 |EBAHPIER ) 1Y “CIETIRERE
( Deployment ) ” ET5EIE.,
BEL R

£ HNAPIMKIEHIETRE .

SH2 RIELIRSEAMNSHE EHIEESA .

T3 TAMSHIZIEE “APIBIE > APIS4H”

SB4 BE “CIEAPIDAE > SACCETIERE" . RIBTRSEIHE, REES.
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x®5-3EEER

e

il

]

CCETraziFiE R H . XIFRLIEMIINAHSIERERSH.

EIREERF, BT ‘EERARSIECCE” BE.

EETERERIGETE, AT EEN—ARRNNRIBRES .

o TIRZSHE Deployment: EEITHIRENMRAHTWEIREARSHIITIE
REFRATINERE -

o BIRETERH Statefulset: HEEITERFRFRFHESINSHIIER
HIRNBIREITIERE

o SFIFHIZEE DaemonSet: SFHFHIZEERILIMRGREES (HERL ) =
BT PodsLhl, SETRIINERR, BENERE—
Pod , HETRMNERHEIRRT, XLPod2AREIK . MIFRDaemonSeti&
SR EeIEAIETEPod,

TERHEBIINRIFSE ( xBRw51ZMAFER ) P89 “ TIERHEE

MY =

W BT

IRSSHmRE

RSStmR(E

1 TAFRHEAIPodITEE, BT PodiTREIEERNTIFRAH . IRSBITREN
PodtrZhYH, BRSBSIMRE/IPodinERIE.
PodiTEEXABIES, BEE ( =D =R5I1ERFER) B “irE5E

73 ) ===
iR o

&R TIFRERIPodinE . MNRIRSBIPMRBHRSIHRERME—, BFREERE
EEN TR, ERILIBITIEEEMPodiREIEERA TIFRE

BERIMY

XFEFHTTP. HTTPS, (&R SUREIRITERFERHTTPS,

IERIBZRIR

IEKRIRFEIRCE “+7 MEIEIAS, FlU0, BEKIREA/a/{b+}.

i ]

IBSCCETRRAERmNiROS

ZEINIE

FIEAPPIAIE. IAMIAERITSIALE o

e APPIAIE: FRRHAPIMXKARSS ARIELIBRAILEIANIE, HEEFERAPP
NEB .

o IAMIAIE: FTREBAMIRSHITLZEIAIE,
o TINIE: FTRAEEIAILE,

S IFEEIH,CORS

BEFBEEISEICORS ( cross-origin resource sharing ) o

CORSAIFNISS e misigfRSS3E, AEXMLHttpRequestiz=k, MMzeiRT
AJAXRBERR(ERRIBRS

CORSIER HHEZE:

o fHERIEXK: KEEZH, BII—OriginFE,

o JEEEISR: HEIER@EESZHEI, EI—RHTTPEIEIEK,

FFFECORS (E@ERiER ) B, BEBRMEIE— “BRGE" H
“OPTIONS” BIAPI, EfRIFiESEFRBEBIHIAIN.
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5z =12 5 AP 18
£ 1588
[EimiBRT (ms) [EimBRSSERAVEBRIATE] .

MNREAPIRIXZRES, BEEiRIUMNIER Z2A95E1R, BiEHRKEinE
AdATE), LUEHEERE .
A

ELfE ESEEMGERIATE LR, AI{EXCEEI1ms~600000ms,

WS PE R .
R

5.3 4pElH 3

FEFIAPIT, SFEZFNAPIDBGEIRIIHZ, BFBISIRIE R AR5 HARIAP
xS A LARINS MRS, AIRIGIEIREL .

IRSTIE A AT 5370 PR I 12 RO 22 P e 22 PR A -
o MANEZ: HEERRSFERRINSEES, aILUERRMIEZIGIEAP,
o RMIEE: HMEESRSFEEINMIWSERES, sILUMERAMIEZIBEAP,
BRI LMERRADEANEIREE (Fi5E ) IBEAPISERRIAPI, ZiEitiEE E—
BEARTNEN, 8XR&EZ0ILAAIEI10000R, (XIERFAIUKEER.
AR

o [E—LHITRIRE DB ERRAVIRIIIES

o FIEBRFNRBEESLAIERVPCARIARSS 28 LREAFILIE, MRBNHBEITAME
H5inE, BESEG EHEAMNCEMEIP,

o IMNIIEZ AT (i~ .aaa.com ) BF, AFPTLLUBIS ZSERFREFiES (FIa0
default.aaa.com, 1.aaa.com ) ihAIER4RESE NHIEFEAPI,

IREIE =
o FRSFAMUSRSNTAPINIGS, FIREPARIESESIERRIINS .
a. EEANESE, BNESE (ERIFRSHEPEE) 1 AREEEE > 6
RIS

b. FEEHZE “IRSBEMAPIC iEZEilt” NAXEICRERE, BRNESE
( =RTERSSAEFER ) B9 “IRINARENCRE” &15,

C.  WIERAPIDLHEPAIAPISTIFHTTPSIERIMY,, NEE iR INSSLIER .
REEIRFIAENSSLEBRIASTINZE, FEIZESSLIES.

o ZRSBFEEINSBRERFIFDAPINIGS, FIXENAMIEZEIMIIHS
a. HiBEANES, BAAESSZIMEHEE.
b. FEEEHZIAPIDEFIHIZNCNAMERBUCRERE, BEESE ( =BT
IREZAPIERE ) B9 “SRINICNAMEXBUCRE” &1,

¢ WNRAPIDEPHIAPIZIFHTTPSIERIMY, NIFEIIIRTHZARINSSLIES .
CHEBIRIRENSSLUIEBRINENER, HEIBSSLES.
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RMES R
1 HAAPIREIZSISTHE,
2 RIESLIR S EANISHE B i%iRses),
T3 EAMSHZEERE “APIEIE > APIDAHE”
TTA BESHASH,
IS BE ‘DEERT ”E,
FTIR6 £ “‘HREE” XiF, Bf ‘Ui’ , HERETEEHSEE.
xR 5-4 Wi BEE
28 izl
= EHEE4REES
SiER/NTLSARAS RIS a FHERRIR/NTLSKRAS, TLS1.18¢TLS1.2,
HWEFFERTLS1.2,
ZECE{IHTTPSAER, AMHTTPEE Efttisals
o BRI EERESHIRmET “ssl_ciphers” 2¥BEcE
HTTPSHIINZE
X#Fhttp to httpsBzfl | @A IFHTTPEIHTTPSRYEEM .
EEMD (LLAPIESERINER “HTTPS”
“HTTP&HTTPS” , BIf 7isiZ B 48ESSLIFBRTEEM
==y g8
ol
BTSSR, JFGETaIFHEAD S N E A seEBEIEE
%, FEAPHERTSEIRENGETEIHEAD,
£]7 B “BBE” , BIMIER 5APISESE.
MRABEEIEZNT, EEHBEAET, B ‘B3 .
$1B8  (OliE ) MEAPIDEFRIAPISTIEHTTPSIERIMY, MEE I ZL4PESSLIFS .
E S onligsz
1. TEEEFRETRE “SERESSUER” .
2. TEERSSLIFEE hA%E4IEISSUIER, AEEE “Hx” , SSRSSLFPEH
4I%E o
- WNEREFREAISSUIER EEICAES, allaik “FHEEFimAL" BIFE
HT{,TEPSXQE-jiAiEO AR, FR/XAZEFPmAIESNMESEHn, SEE
BIE,
- WNERIEPRSIERSTAESSUESR, TJ8E “CIFEESSLER” , FRESSUES,
BN EBCE IS EOIZSSLIER
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FFisr 5 APl £12
= e
. ﬁgﬁoiiﬁ%%%zﬁm@: RIS IHZ CNAMERRT R S BRGNS Eaid&E
o RINSSUEBEMERERE: ERIERANHEFITIRFIMERBEANEE T —%.
[REERIF

HEMNINZE, SaILITHACIZEAPI, SAPEOEEEAPINEF, FH/EIHREE].

5.4 GQIE®IETE

APIMKIREIMEEZEINRE, BIRIENERE, SCUERERIMNEEXFRAIAPIE
FRE&R.

WRTEEEANE LRESIERN—MEE, ZXSEEEME L. BideEINE
TE, LWE—TAPI, ERRFETEBARENERRS

LOZEAPIFTEN TEZEME, UEEERERRINESE. FINCIZEAPIFNEN TEE

B “Path” , EREIFEETESR “Path” , TH(E “/Stage/test” , NAPIFE
EMEIIRERT, (F/ “/Stage/test” X “Path” , APLEREEIRE1FIERLLAPI
i, EimiRSSiEKPathy “/Stage/test” . FEIREE2HEIETEZESR “Path” , TEE
“/Stage/AA” , MAPIFERHEINE2RT, FF “/Stage/AA” K& “Path” , AP

FEERE2HIEAALAPIEY, fFiniRSSiEKPath/g “/Stage/AA”

5-1 MET=REE

RIS f;g*ixamplﬂa‘, =imiR
AP Simia=kPath
HTRAPIERIE EAAPI
TRIED ggg;ﬂifﬁﬁmplﬂj =
BET R
FB1 HAAPINEIEH S RE .
B2 RIELRSTEANSA= EAERsE) .
B3 ELNSHEIERE “APISIE > APIDAH”
B4 B SHSH,
$£;5 BE ‘HEERT 1R,
$I86 £ ‘NETE" X, iEFNE, RKRCIENE, oJPd “CIRBIRE" Q.
$]7 BE ‘TINNETE” , BEETEEE,
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B
FELPRRIEAPIERF, MERERMETEESANER, B2ETRIAER

& 5-5 FETE

SH ol

TEBIR LEEIR, VRSEIEAPIRENITEIRRTEE
&

TEE LB,

S8 B “HE” , SIS,

[REER(F

.

BIESTIMERER, ERILUBAPIRMEIMEZEMENIME L, LUEAPIERER
328

5.5 Frig o) ><io iz

P KN R FEAPI K ARBERLINAEIEAPIER , MM EERITEIRMMA . APIRIKIZAERAIARY
RIXIARL (default) , WIREFZEATEXIMAASBMKIMNAZS, AJEAPIDEHE
IErpFRmKImL, ERImNREAFSISONEIIRIE .

BN, “default” MIEANERASN:

|||||

"$context.requestld"}

ERILIBENX

"$context.requestld","apild":"$context.apild"}
JSONARIA B LURRES, BEEERFEAS .
MR

o BADHEHZZOIIHIGAN MK

o BRBFIONARLEEN, MESkATkeySIFHF . BXFEFITUL (15)12811) ,
valuer] LAS | FiE{TRIEE (LIS | BRIZRERNAPIRKIZ{TAIAIZRENZEE ) , valuefaeg
/E\ “[[” *D “]] ”» o

o TEERBARXNIR “default” SREEEXAIMKIDN, MEEESEEREERATIEN, &
AJLUEEFIRMNAPATSES, LARIDNAE

o MXIMNEREXAEREEE BRI, BRI RINNEEREA

o MNABZIFRAMAAPINXIZITHIER ($contextTE ) , BEARTAPINKIZE{THIAIIRENE

==
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BIFSR

HNAPIREIEFHI S THE -
IRIBESCRRA SSTEA M SARE= _E 5 IEIEsLH .
EENSHZIERE “APIESIE > APISAH” .

BESHEH

BE “pEER ¥,
£ “MIRMEN” Xig, EETLAFTEEmER KA .
INRERROANKIBN S, FERERINEE, S£& “IRERAEER” BIF.

TR

SESEE VeSS
APIRISEIRMOEIRIRIRAL T Tk, HIRCA ORI R SERR B EE e S

7 5-6 API KRITEIR MM SR

fEI=IAA SNAROMD | FELHEAER
RRZSHES
B4 403 E4ihE), WATAECERNHITIEEISEEE. S8E
W=
BEMANLEEERE | 500 BEMNESRE, BEEW. REISEINE
= 2=
BEMIAEELK 500 BESIAERIRERAELK
BEMANESHFE | 401 BIiRBEESMINERN S D KREEREASEE
IR EEIR ES
SE=HINEEERE | 500 FB=FANESRE, BEEW. REISEINNE
= EiR
E=FINEELW 401 FE=FAESIREIAELRY
FE=FINESHFE | 401 FE=FAENB D RREERRL
pEt=ES
TAIESRI 401 INIESEL, IAMERAPPIAERIES S5
INEBDRIRRRE | 401 INIEB D FRIEE TR
[EimtBAT 504 [EimtBhY, SiEinAIMLEIZEEIdTRE ERYATE]
2%
[EiRAAT A 502 FimAnT B, MERXEIR
ZRIANAXX - HEaXXCEEEIR
ZRIASXX - HE5XXCEEEIR
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fen=iae EOAROM | FHHIREA
RARZSHS
FRILZICEHIAPI | 404 RICECEIAPI
BRSEEIR 400 IERSEIRWEY . ASZHFHTTPA X
ERREELSE | 429 APIERREE T Bt BN E RIS SHE
EIEAREEN 401 (R SRR BIEAGAEHZAP

APl Xz THI AT SRENZE &

& 5-7 MXIHIRIDALHE SRS IFRIZE

ETREERR 1)
$context.apild APIEJID
$context.apiName APIZFR

$context.appld

APIIEREBEREIRID

$context.appName

APIIEFRZERIEREIIRER

$context.requestld

LIRAPIERERIERID

$context.stage

APIiERRIEREINE

$context.sourcelp

APIiE & BRI

$context.reqPath

APIEKIZE, ~E&querys#

$context.reqUri

APIEXERR, B&query2#]

$context.reqMethod

APliEKAi%

$context.authorizer.fronten
d.property

BliH B E SGMIENGR A contextBRETAIIE ERREXTHY

FIIERE

$context.authorizer.backend
.property

[Gim B E XIAMEIR A contextIRETAYIE EHMEXTRY

FIFERE

$context.error.message

LRI KRNI AIERE S

$context.error.code

LFIR KRNI AYEEIRAD

$context.error.type

LRI KRN R AT IR R

5.6 gl API

APHRHEIBAPIZOBCETAPINKG, FH/EiREE]. CIZEAPIDLATEE:

[E =
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XIFEERIREX . REREMBERSH.
o SiRfcE
XIFECERIAGR. REERIRFIREISR .
o (i) HAPLRINSRES
B EE A RIE RN ERES o
(MR
APIRIIRSS B FRESTRIAPIZRI, APIRSFFHHIARBEERESTURRXALE

BUESRY

o CEIEAPIDE., INRKEIZEAPIDAE, BCIZEAPISH,

o WNRBIRRSHFEERARDEIBE, HEIRAEHEE.

o WMRFEFHABRENIANESNHTAPINZSIALE, BEIBEESGAILE.
BlinECE

$E1 HAAPIRFEIZHI SR,

$I2 RIETIRSEAMSHE EHIEESLol,

$|W3 EAMSHIZIERE “APIBIE > APIDAH”

T]A BEDASH.

W5 £ “APIETT” INE, BT “CUEEAPI > BIEAPIY
1. RIETRSHER, BEERImEN .

AR
@}gEAPIHYT, SAPIFTESDHE. BRLE. BRI, LERHESN, APITECIERN
I3,

2= 5-8 HiimEN
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BUtESR(
o COIEAPIDE., WIRFKREIZEAPISA, SEIEAPISH,
2024-10-09 52



AP %
FBFigr

5 APl &18

LBT
g
g )

F$R]10

o NMRERRSFEEARHEE, FEEAREE.,

o [FimARSZEE X proto3f4, BNfEproto3{HTE M APIAIRequestFIResponse
protoX {42 T E M EUREIIFNARSS EORISY, BEEJRPCHER. BET
ProtoAbufiE%_, TR EIENEMIIRER, TIEAEFiRIEHIRS ZEE
ENERE.

EENAPIRI K= HI S T
IRIESLRR S TEA IS RS f .
EEMSHZIER “APIETE > APIDAH” .
B DA
£ “APIIETT” TUHE, BBE “UEEAPI > BIEGRPC API”
fERImENIEE%E5.1,
GRPC APIETImENX R “iBEKTZE” #1 “BKRN” BN “POST” #1 “GRPCS” ,
GRPC APIgIIREN R “I812” FERIBEIRUISMNAT=MEES XN PIEEERE:
o /
o /{BELERSA)
o N{BBMERSIN{HESR)
ARy
o BF. BEE. 5B MprotoXHRzREY,

o UPIRIEFIRE “‘HBBNMIRSBY{ITIER)Y B, APIRIILERIA RILAER “ 433t
[T/

T EIBES%E5.2,

B T2,

BEERANGRESEZELE,

GRPC APIRVGiHARSS 2B “GRPC&GRPCS” # “FunctionGraph” FEFHZEEY

o [SinARS3EELN “GRPCAGRPCS” BY, “IBRIZE" Fl “BRZ7 , OBIBGAA
“ POST” *D “/77 , “ i%*flj]‘iy” i % “GRPC” ﬁ “GRPCS ” , Ezzﬁ% “ %%ﬁ
PRHEE” o

o [SimBRSZZEELA “FunctionGraph” Y, “MLEZ24G” 0 “IAEZEEY” BIAS
“V2” F1 “Synchronous” , BARYIF “SH4mHEE" .

(JiE ) FINREERESELRS,

R

(BIiE ) 79 APl RINSEHE

SER1

RAAPIfE, F3RIRINRES o
£ “APiz{T” UH, BE “IFINRERT o
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SER2

SIR3

eRRIEEE, BCERER,

o EEREERE: BE ‘EREAKRK &, EERK.
o CUEHTRES: BESEOUERIRHIIEAPI,

BE “E”  SRCRISRICIE.

e TR

5.8 T2fE API

HURRSR

BAEL R
SE
T2
T3
gz 2

[REER(F

APIM K357 ZE BIZERIAPI, IZSAPIBIERMER ., BEREAPIFTEEREMAPIZIR
FOAPIETHRERR .

RIEAPIEARS T e B ERES, MRFBRIERBIBFNRE.

E8UZEAPI, ANEFKREIZEAPI, 15BIEAPI,

FHENAPIRIZAZHI S T o

IRIESERR ST A M S 5 IEEsEal,
EEMSAHZIER “APIETE > APISAH” .

B DAEZH

£ “APlizfT” TUHE, BE “BL > RE
BENXAPIZFRIIAPIRIIRIRR, Bt ‘BT -

APIZEfESERkfE, BITIEIHAPI, IIERSERIER,

5.9 FREE5I0)
Hosrisia

NESEEHTZEUER, SRFINTEBANARRIERISE (CORS ) iEK, LAIR
HREEHIEEEINEIR, MCORSFAIFNEEMEERSSEE, KIEXMLHttpRequestis
sk, MmSEIIEEEAE,.
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5-3 BBiEifia
hitps:/fwww. example01.com B=EErE 155
[SiFaIE]
-
CORS
-
N ES2RIECORSIBER D IR
o EHEPIFK
R EBIRIERINIT R R ERE A TR FRM:
a. IEKRFEREHEAD, GET, m&FPOST,
HTTPRILEE B LA T BE:
" Accept
®  Accept-Language
®  Content-Language
®  Last-Event-ID
= Content-Type: BUESEE: application/x-www-form-urlencoded.
multipart/form-data. text/plain
MFERIEK, NEREMELERZH, HII—OriginFE;, OriginFEBRAT
IRBAARIEREBBNE (H+HEZ+iRO ) o RS[RBIXME, J&x’E%EH
BIXRIEK, [RSEOMEEHEE “Access-Control Allow-Origin” B, %=
nelﬁﬁo
o JFEERIER
R B ERIEREN SRV DIFE RIEK
MFIFERIER, FEXBEZR, NEESESIEM—RHTTPEIFIEK, FRATIE
BK, NEReaiRSes, SRREAENREEERSRIITIZEZH, LL
KeILAMERBLEHTTPIER G ZFLEEFR . FBEE, NERRRSREAIX
EERIEK,
FREESIE
APIRIRERAARTF RS IS E), RETEHE, HSELUNRESMEERE . 17T
BENMBIHANERL . BiRNERD EZFEEEEORE, SEREEREHLSZSR
H&2EA .
o ERIERAVBEIAE
WMRZOIEFHIAPI, £ “L2EE” BY, Qi “‘FEiFEig (CORS) 7 F
K. HHANERES, ISEFEBEK,
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RLEE
=1 (3 2FF FhE
FEIME APPIAE IAMEAIE BEMIMIE FoAIE
O E=EFAppKey & AppSecretiliE. =2HE:
» SEEEAE FEESINES, APIEESTUETADCodeEEIERZUETAPIER, HIAPIMUAHTTPSETER
THENEE FEZHFENEIMNES, APITLIESEENNAE
THSEEHICORS [ FE=#sEEECORS

JEE BRIV

A

JEfERIE RGO B i e E S VS, R E S —MEC BRI,
BL—: BCE—OPTIONSIEXK, {EATULIER, FUSIERAPINSEIRE, 15
SEUTRBIES, #EFESE %EIE’“E%E;‘?O

BR_: RFERE—NBERREZRBHIEAPIRIR, EEFFESEEHE
IR = RERHAR .

a. & “BimENX #, SHIESIRBPINT:
" BKITE: EEFE “OPTIONS”
" BRI EEFESEFECORSHIAPHERIATIERIMY
" IR EHAMT/

5-4 TS IEK-ENX APl 153K

URL ERAE BRI s e
OFTIO. ~ | | HTTPS - ! @

b “RREE” P, RENEE FNE" , Dis “FREZISEEHCORS”

5-5 FaiER-(ERTINES
RLRE

== N) i s

FRERFERhAE, MEEER. =255 —

TISERCORS l FE=5E4C0RS

c RiRECEIEIE “Mock” .
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EIERIER

B 5-6 fta1EK-fFimit Mock
[GimBLE

=R HTTP&HTTPS FunctionGraph m

Xq?la%ﬁ ’ lu\%gﬁFrﬂgﬁﬁlﬁIIﬂo

H=—: EFFFCORS, HEIRRFZIMABEEPRISEEELAT, APIMKIEZ{EEE
E’Jusd? Fix[E] “Access-Control-Allow-Origin” §&taisk, =~AEIG0T:

NBEBRAX—HFOrigin RIS RE R :

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: ltt—}Exz\ , ek EERER, EAIFIERERTF “http://
www.cors.com” APIIXE?&/EHEHER@}E XAME, J&z’E%’E?HMK RIEK o

[EimBR 5 REIRAGER -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway

{"status":"200"}

APIRISK N RZiH S :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *

{"status™"200"}
Access-Control-Allow-Origin: LthFEEWE, “*” RRAPINXEZ(ERFANEK.

mR_: EFFCORS, BieiwnRSZMAERFISEBEL, FirfRSSMNAYEEL
BBEAPIMKIEINRIES L, BT :

RsEseEiX— N OriginFBRNEREE :

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: It=Ei%k, FRIBREEFAER, LAIFIEKRFRTF “http://
www.cors.com” , APIRIX/[FimARSZSIRIEXAME, &Ex‘?’zéﬁ%‘zﬁv’tﬁio
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JFEERIER

[EimBR 5 REIRAGHER -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json

Content-Length: 16

Server: api-gateway

Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}
Access-Control-Allow-Origin: FRRIRIRSES “http://www.cors.com” BIIERK .

APIRIXIERLEE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}

[EimARSS IRASH B FPROES L B ZE AP K I N H S R AIES Sk o

R%?EIE%%%H?, EREFREESE, FEEIE— “iBRGE” J9 “OPTIONS”
HIAPI

“IBk7iE” J9 “OPTIONS” HIAPIFNEBAPIFIX BIGNT:

o MEDH: FEESHSCORSRIAPIFTTERIS 4.,

o EKAGE: &EE “OPTIONS” .

o EKIMN: EESEFFCORSHIAPIHBREANERIMY

o [IRFZ: HFWL/RIA], tBalEESEFHECORSRIAPITEREZE ILEcHYIEKPath,

o ZHRINE: FNAR “TIANE” o TICEFEWHINESTC, APIRXENZERFTINIEL
i,

o IFFEIHCORS: EEFFECORS,
BIgEIRIRSERE IMock, REIENT:
NETBEAIX “IBHRAGE" 79 “OPTIONS” HIAPIHEK:

OPTIONS /HTTP/1.1

User-Agent: curl/7.29.0

Host: localhost

Accept: */*

Origin: http://www.cors.com
Access-Control-Request-Method: PUT
Access-Control-Request-Headers: X-Sdk-Date

e Origin: Lt=FEEWI%E, RREKEEMER.

e  Access-Control-Request-Method: ILbFERWAIE, FRIERS(FEREPLHTTPIEXK
Bk

o AcEcess-Control—Request—Headers: WWFEEAE, RRBERSTINGIERILER
FE.

EiwRSREHR: T
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APIRIKIR[EHS :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 02:38:48 GMT

Content-Type: application/json

Content-Length: 1036

Server: api-gateway

X-Request-Id: c9b8926888c356d6a9581c5¢c10bb4d11

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: X-Stage,X-Sdk-Date,X-Sdk-Nonce,X-Proxy-Signed-Headers X-Sdk-Content-
Sha256,X-Forwarded-For,Authorization,Content-Type,Accept,Accept-Ranges,Cache-Control,Range
Access-Control-Expose-Headers: X-Request-ld,X-Apig-Latency,X-Apig-Upstream-Latency,X-Apig-RateLimit-
Api,X-Apig-RateLimit-User,X-Apig-RateLimit-App,X-Apig-RateLimit-1p,X-Apig-RateLimit-Api-Allenv
Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS,PATCH

Access-Control-Max-Age: 172800

e  Access-Control-Allow-Origin: LtFERWAE, “*” FRAPIMKIZEZ(EEIHABE
Ko

e Access-Control-Allow-Headers: 5K EEREEIFERAT, WFBRMNE, £x
RFBIHAIFMEERLEEFE.

e Access-Control-Expose-Headers: FREEIAODIFEENIRELEEFE.

e Access-Control-Allow-Methods: Lt=EG#AE, FRRAPIMKZIFAIFFEHTTPIS
KBiEo

e Access-Control-Max-Age: Itt=FERANIR, RRARFUMGHIEREE, 2 ¥, &
BN, TEBXEHTHEIER

RSB RIE—MEOrigin=FERAIERL :

PUT /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

[EiRBRSSREIHE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway

{"status":"200"}
APIRIKIR[EHS :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *

{"status":"200"}

5.10 iz API

APIBIZEREWIRSEEIERE, SRzt ERLARINHTTPLER
2 5bodylx 25, EIXAPIEO.
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AR
o FIREETAEMEEENAP, FRIHEL.
o MBAPILIET B ISR, ERTAPIES, FIITE.
o VBIHAPIRS, FEIHEAIATIAEALIF60s,
HURESRAF
EfEE e EIRARSS -

BMELR
S HANAPIREIEHISTRHE .
S  RIBLIR S ELM S 75 56
HI3 EAMSHIZIRE “APIBIE > APIDAH”
TR]A RELHAEH
LBS5 & “APIETT” IRE, EEFEXNAPI, B2FE AR .
£16 ECEURLFNAPIERSH .
BRI BERINY. 38%, ABEBEAPIERSH .

géﬂiﬁﬂ%iﬁﬁ%ﬁﬁﬁﬁ%o SRRV NS ZEER, FREEZEHEAIT

(MR

LNTIEZ RZEER, BRALUESZ 2 E 2 ihahgiE s A THIFRFEAPI
Blan, ENZEEA “aaa.com” , FEEFALAA “default.aaa.com” F1 “1.aaa.com” &,

F$7 BE At .
$IE8 ERME FHIR[OIZREIE XIHFTENAPIEARIResponselZ 8.,
o EAMRMINAY, IREIHTTPIKZSEEA “2xx” FIResponsel5E.
o AIXEWAY, IREIHTTPRESAE 4 0E5xx, EREIREEIESNERD,

$R9 TAILIBTRREESRSHESHE, KEFENEKR, BWIEAPIERS.

e

W

[EEEIRE

APIEIRALINIG, EAJLUSAPIRHEINNG, LMEAPIERERR. ELTAPIRIRE
HETS, JIAPLRINRES .

5.11 L API

APITEBIESR, BITIEERNARLRERE, IHEEREREEBZEBAP,
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T
o {NTEAPIIAPPINIERT, A TIFHEIUAER.
o PENMEREFZZEHIIZI10001API,
BUIRSR{E
e APIEART,
o CEBIEWRE,
o CERIEEIRE.
BELTR
$IR1 HAAPIRFIZHIETRA.,
T2 IRIBLPR SELMSHE _EF5ERELA .
I3 EEAMSH=ERE “APISIE > APIDAHE” .
TRA B SHASH,
IS5 £ “APIiE{T” UM, EREHENHIAPI, BE ‘B2 > BI7 .
6 B “IHImER .
ST EFAPIENIAE, ERHARERRE, BF ‘e’ . T “SNAR” BEEPERS
REYENE
MRERNEIREEREGRIEN, EERIERDEIRFAETRE “BRIER
[REERE
IREAPHSIUAIBEERR, TLUEIAREIESHISDKIARILLAPI,
5.12 &% API
BT RRIAPI, TEEHEIRENIAE. APIREEAGINRER, AEAR.
APIMESIFEEAPIRMAE (UhRA. KMk, RGIEMEHIAE) , HXiF
EiREIARERIAPIHSERRA o
(0 A8
o ERHIHAPI, HEENEEE, EESHAHTLSEXENEERSIIRER,
o E—MAPIEENMFERR SR 0REFNATHHE .
BUiRSRY
SRR E,
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&% API
FB1 HNAPIKIZFHIERE .
SE2 RIELIRSEAMSHE BB ERLA .
T]3 EEMSHEIERE “APIEIE > APIDAH”
LRA BELASH.
SE5 1T “APIEfT” IE, EIFREREAPI, B “RERMIRE" .
TE6 EEAPIFERMIINKE, FHESAMIREA.
ARy

o RAPHEISEMIMERE AT, BREHBANEZZIMENAP,

o MRFEAEMIMEISSEECESNING, AR — ECEEITE,
BT BE ‘AR’ , APIRBRINGE, “ARTRMRA” iZHA FANTERINSIEX.

EARMAIAPIR S EtERFZEEIIIMEMIRSS, DTLAEEPSAPINEXIMEHFT
o ZIRMEBSEULAPIERSERIMRE L EZHILE, BHREESFERLLAPIRIER
&, EEFTERIAPI, B2E “T&” BIA),

R

&R mHE
S APIE(T” TE, ERGEBERHHLAP
$W2 BFE FE > RAEHE .
S| ERAFRET, BF ‘EERE" , BHHRAEMEEEE.

BEAPIERNEE. APIBK. BiRiER. ASEX. SHIG . EESHFIREILS
£

TR NRBBIREBZRRAAZRRE, WERREAET, B “UHNEELhRA |, 8
“UNHRZICARA” JHEIE

BE “HE” , SRR, IRASENER “SEhRA" , RIERER

I,
APIEFEVERLLAPIEY, APIZEA “HEIRA” REBNVSH, FERREXFERTF
BIAPISE,

Bigan, 2018588 1H A HIERELEASERMERIAPILEE IR EH “HBII0TE” , 2018
F8H20HEMAPILEMERIZE N “BIRIVAL” , HAMEIRELEASEINE . AEIRE
5;)1 8%8)% 1BAGBHRRA S LERA, HATAPIEREEAALLAPIRY, APIFIITEER
79 “HEISPLER” o

R

A156 API 18<H7 FAQ
APV BN EE R EEMARM?
APIEZHBEIRELEASEIRMERILAIEE 5T, A&fZEIJERELEASEIRE T EAIT)?
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APIRZGREIAERERS, SRARFENEIRIRSIE?
5.13 % API
EAGHIAPIE N EMREESEHEXIIMEMHIRSS, I EINSAPINEXIREST
%,
A
ZIR BB SR APIE S BRI B TIEBIAIE), BRREEENERILLAPIRIERF
BUiRSRE
o CEEIEAPIDEFNSERAIAPI,
o APIERHEIZIAE.
BIEL R
$IR1 HANAPIREIZHIETRA,
T2 RIBELFR SELMSIE B ERLA) .
T3 EAMSHIEIEE “APIETE > APIDAE”
T4 BBRAPIHDASH, HNAPIDEIFEBERE.
o E;\TéﬁAplo EEMERAPI, AEEALAEE “T&” , Bl “THAPI” X3
B,
o MEBTEHAPI, =ZEIITTL10001API, B “HtSIRE” , ERAP, REHEE
T2iRi, i “ T&API” IHEE,
SIS EIFAPIFETEIONE, B “BE” , STHRAPITE.
[REERE
IRIBAPITES, TILUBISMIBRAPI, BRAULLAPIRRT S FERYER .
5.14 S \EH API

5.14.1 [RHIE5FESH1R-E

Ul

FEAPINKHP SN ESHAPIRS, REISFHESMENTFAZ:

o APIMXSHEIREI, WITFIx:,
- APIMFEEAREF formDataflbody\ BHIERSHEN -
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MG

- APINXEE R ZiFconsumesFproducesE N o

- APIRXF, headerfIBRISHEMR, FRAANS,
[EiRsREEPRS, NTEiR.

- FONEIRREIAHTTP, RESBIHSIFHTTP. HTTP-VPC

- BARIHRERIAHTTP-VPC, REGIHRIFHTTP. HTTP-VPC
- BUAEmZEE function, SRESEIHZREEfunction

- BRABEHEEEImock, FE&GiRSZiFmock

% 1F0penAPIFISE .

OpenAPIFISE (OAS ) , RENXN—MREN. SERAREESHXAIREST Ul API
AIHE . OpenAPIHIBRIBTS ESwaggerdilie, APIMXERISZIFHFFOpenAPIHL
38: Swagger 2.05¢OpenAPI 3.0, AT HEXS, TXHOASEKROpenAPIHLE
(&&swagger 2.08%0OpenAPI 3.0 ) , SwaggerZERSwagger 2.08155,
OpenAPIZR/ROpenAPI 3.08158

APIRES AT S HAIOASTIR, SAPIRNEITRE X HIIRET LR,

EREBHEEBIEAPINXSHEBER
APIEKREEEREEER
S \APIRSZISRIAPIR X3 FR=PER

& 5-20 OAS RS APl MAITRE X AIIRET XX

Swagger | OpenAPl | APIMX | SARITTH EHETA
PUE PUE PUES
(LA3.0.0
Jaf1 )
info.title | info.title | APIDZE | SARIFHINE: 5 | ERADEZR
B A9 EHZFR
ENFEBDA: Kk
Dz
THEENFE. BN, #
F. Th%, HREE
AN N F Tk,
3 ~ 6AFETH
info.descri | info.desc | APISEH | EANFIFHDE: 3 | EXRADEEAEE
ption ription A B LRER
ENFEBDA: Kk
(EJ=E]
info.versio | info.versi | k7~ K(ER APiEE
n on FIEENMEREZHBIAT
i8]
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https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#info-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#info-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#info-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#info-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#info-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#info-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#info-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#info-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#info-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#info-object

AP| 3

FBFisE 5 AP| &18
Swagger | OpenAPl | APIX | SARI{TH ST
TR R IR
(EA3.0.0
79651 )
host serverurl | API3¢H | K{FEH R5EfERRAPI4ERY
15 E—TBEENEZ
MR DERGIERE
N E NERSERY
HITiEE
basePath | - - BS58RAPRIEKR | KER
IRIR SRR
paths.pat | paths.pa | APliE3k | SbasePath#fiEicsk | BFRIAPLIEKIZR
h th iy YEAAPIEKIERR
operation. | operatio | APIZFR | fEJIAPIZTR EFHAPIZTR
operationl | n.operati
d onld
operation. | operatio | APIiFiA | fEJ9APIEIR EFRAAPIEA
descriptio | n.descrip
n tion
operation. | operatio | APIgiix | YENAPIERESE BRAAPISERSH
paramete | n.param |iER&#
rs eters
operation. | - APIETIRG | YERAPHERIMNY EFRAAPIERIMY
schemes IER7IIN
operation. | operatio | - R{EF ElEiE Fedefaultg iz
responses | n.respon EX
ses
operation. | operatio | APBAIE | APRAIEAST HERAAPEAIEAR
security | n.securit | 7530 #L&x-apigateway- | £5&x-apigateway-
y auth-type auth-type
& 5-21 iI5RSHEEEH API XSHERER
OASHHE! APIRIRSERY XEHNSHRMEFR
integer number maximum
long minimum
float default
double enum
required
description
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https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#swagger-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#server-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#swagger-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#paths-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#paths-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#paths-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#paths-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#operation-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#operation-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#operation-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#operation-Object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#operation-Object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#operation-Object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#operation-object
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#operation-object
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default

enum

required

description
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7+ 5-22 APl IERIERIERIEEER
IS OAS3EE! APIRI%
Jusers/{userName} X 2
Jusers/prefix-{userName} 35 BlmIEKE X A5
Jusers/{userName}-suffix [EimERE X325
/users/prefix-{userName} -
suffix
Jusers/{proxy+} ASHF BUimIE K E X 2 HF
[RimIEKE XA

5.14.2 &)\ API
$%Swaggerzi OpenAPIENX BIAPISAZIAPINX, ZIFSEARFOEANSATEED
A A . SANFIBREEEAPIEN PAEAPIMET BEN
ENZFOETEEIR

BAPIEX SAEI—MHIDE, SATEFRAZEMNEIZE—IHIAPIDE, ¥
SABAPITEEZSH.

ERATFEB—HEHEZEAAPISAZIAPINK,
SNAPIE], EFELATEIN:

APIMXHRAPISEFIAPIRIECZH BT K o

{#FASwagger infogOpenAPI infoldtitlefFIAPISEEZTR, HEIFEAIAPISHEZ
MABESEEHAPINEZIRES

SARIAPIENF, MNRFERR, BBARBERFASARLEINT, 5TSNRIAPI
ZETREARY, FEEANNAPIZETRSAKM . HIEISARIAPIENPFE21E
MBS RIBZERAIAP, BBASLEARIAPIZEREANNY, FEANEE
TEANKM

MR REE, SSNAPIRT RENRMERSEARE (ACL, REEH
%) SEER, WEBZEHRE (ACL, REEHE) .
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o SAWAPIR=BEMEMIINE, SARTLIERE “II0&H” 5E “HEk
7, WRILIB TR .

SANIEBLHIEFMN

BESRR
£E
&2
£&3
&4

BAPIEXENEI—EBHIDEH, SEAEEFAEMESEFEBIAPI, J2EH
IEEIAPIS N 4H

ERFE— M HRIAPIEE —MERSHIAPIEARIEBRISD A,

SAPIFT, BEFELATSEIUC

o APIMEFAPIIEETHER Ko

o SAHAPIEXSEABRIAPIEN HERET, EAILUEEERSANAPIEN BEES
RIAPIEN, SEREESHRIAPIEN, IETSABAPIENZRTRENKK

o MSGETEES, MENAPIOTEEVRSHSOEER (ACL, REES
) SHMEER, NABZEEEK (ACL, RERHZ) ,

o SANAPIAZBMAHIING, SANRTLIER ‘AR & “HEk
7, EALIBTIEERE

BENAPIR K3 H & TH -

TRIESERR L SSTEAA MSHiA= 51 RET6
EEMSHAZIER “APISTE > APIFIER” |

BE “SAAPI” , BMEMEESESAAPIRIT .
el LASELITRAIS AAPIZIAPIRI X :

o S AHTTPEESIRIRSAPIAI

e S HTTP VPCEESIHARSSAPITA]

e S AFUNCTIONZESixARZAPIRHE

o B AMOCKEEGIRIRSSAPIZAI

e

S\ HTTP B FixhRSS API =451

BEIAMNEIERSHRRGETSIEAPIEY,, FiRiRSSEELIHTTP,
Swagger;=<fj:

swagger: "2.0"
info:
title: "importHttpEndpoint10"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/http/{userld}"
get:
operationld: "getUser3"
description: "get user by userld"
security:
- apig-auth-iam: []
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schemes:
- https
parameters:
- name: "test"
description: "authorization token"
type: "string"
in: "header"
required: true
- name: "userld"
description: "user id"
type: "string"
in: "path"
required: true
responses:
"'200":
description: "user information"
x-apigateway-request-type: "public"
x-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "HTTP"
parameters:
- name: "userld"
value: "userld"
in: "query"
origin: "REQUEST"
description: "user id"
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
httpEndpoints:
address: "example.com"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
title: importHttpEndpoint10
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
'/http/{userld}"
get:
description: get user by userld
operationld: getUser3
parameters:
- description: authorization token
example: "
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in: header
name: test
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
- description: user id
example: "
in: path
name: userld
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-iam: []
servers:
- url: >-
https://abc.com
x-apigateway-backend:
httpEndpoints:
address: example.com
description: "
enableClientSsl: false
method: GET
path: /users
retryCount: '-1'
scheme: http
timeout: 30000
parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
- description: user id
in: QUERY
name: userld
origin: REQUEST
value: userld
type: HTTP
x-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: NORMAL
x-apigateway-request-type: public
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
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name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}

S\ HTTP VPC 2B FiwARSS APl 736

BEAPPINEF NSRS HRHIIIANYSZAPIEN , RiRIRSERVPCEIE .,

Swagger=<fjl:

swagger: "2.0"
info:
title: "importHttpVpcEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/http-vpc":
x-apigateway-any-method:
operationld: "userOperation"
description: "user operation resource"
security:

- apig-auth-app: []

schemes:

- https

parameters:

- name: "Authorization"
description: "authorization signature"
type: "string"
in: "header"
required: true

responses:

"default":
description: "endpoint response"
x-apigateway-request-type: "public"

X-apigateway-cors: true

x-apigateway-is-send-fg-body-base64: true

x-apigateway-match-mode: "SWA"
x-apigateway-backend:
type: "HTTP-VPC"
parameters:
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
httpVpcEndpoints:
name: "userVpc"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
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name: Authorization

type: apiKey

x-apigateway-auth-type: AppSigv1
apig-auth-iam:

in: header

name: unused

type: apiKey

x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpVpcEndpoint
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
/http-vpc:
x-apigateway-any-method:
description: user operation resource
operationld: userOperation
parameters:
- description: authorization signature
example: "
in: header
name: Authorization
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-app: []
servers:
- url: >-
https://abc.com
x-apigateway-backend:
httpVpcEndpoints:
cascade_flag: false
description: "
enableClientSsl: false
method: GET
name: userVpc
path: /users
retryCount: '-1'
scheme: http
timeout: 30000
parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
type: HTTP-VPC
X-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: SWA
x-apigateway-request-type: public
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components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses: {}

£\ FUNCTION ZBI[5iRfRSS API 7~
BEIAMINEIIERSERAMIGET A ZAPIEEY, , [GinARSSZEE AFunctionGraph,

Swagger=fjl:

swagger: "2.0"
info:
title: "importFunctionEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'ffunction/{name}"
get:
operationld: "invokeFunction"
description: "invoke function by name"
security:
- apig-auth-iam: []
schemes:
- https
parameters:
- name: "test"
description: "authorization token"
type: "string"
in: "header"
required: true
- name: "name"
description: "function name"
type: "string"
in: "path"
required: true
responses:
"'200":
description: "function result"
x-apigateway-request-type: "public"
X-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
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type: "FUNCTION"
parameters:
- name: "functionName"
value: "name"
in: "query"
origin: "REQUEST"
description: "function name"
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
functionEndpoints:
function-urn: "your function urn address"
version: "your function version"
invocation-type: "async"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpEndpoint
version: '1.0'
servers:
- url: >-
http://api.account.com
- url: >-
https://api.account.com
paths:
/function/{name}:
get:
description: invoke function by name
operationld: invokeFunction
parameters:
- description: function name
in: path
name: name
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
example: "
- description: authorization token
in: header
name: test
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
example: "
responses:

2024-10-09

73



API %
FBFigrE

5 APl &18

default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-iam: []
servers:
- url: >-
https://api.account.com
x-apigateway-backend:
functionEndpoints:
alias-urn: "
description: "
function-urn: "your function urn address"
invocation-type: async
network-type: V1
timeout: 30000
version: "your function version"
parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
- description: function name
in: QUERY
name: functionName
origin: REQUEST
value: name
type: FUNCTION
x-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: NORMAL
x-apigateway-request-type: public
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}

8\ MOCK 8 GixARSS API 7~f51
BETINERIGETHEAPIEY, EimiREZBEEIAMOCK,
Swagger/=<fjl:

swagger: "2.0"

info:
title: "importMockEndpoint"
description: "import apis"
version: "1.0"
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host: "api.account.com"
paths:
'/mock":
get:
operationld: "mock"
description: "mock test"
schemes:
- http
responses:
"'200":
description: "mock result"
X-apigateway-request-type: "private"
x-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "MOCK"
mockEndpoints:
result-content: "{\"message\": \"mocked\"}"
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpVpcEndpoint
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
/mock:
get:
description: mock test
operationld: mock
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
servers:
- url: >-
http://abc.com
x-apigateway-backend:
mockEndpoints:
description: "
result-content: '{"message": "mocked"}'
type: MOCK
X-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: NORMAL
X-apigateway-request-type: private
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
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headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}

[EEEIRE

BESNIIRIAPIEZHEIRGES, LUEAPIERERER.

5.14.3 &1 API

SHJSON. YAMLELYMLIETCHIAPI, APINESZIHFENMAPISHINHEAPIS Y

BMELR
1 HANAPIN XSS THE.

$E|2 RIFLIRISEAMNSH=E B IEERLA .

$I3 TAMSHIZIEE “APISIE > APIDH” . BEFELASHRERTE ‘S .

SAELMISA=IER “APIEIE > APIBIR” , BE “SHAPI”

TR RESHSH.

% 5-23 S API
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API54H EERFSHAPIFRTERIAPIS 4H
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APIENSEBHE o EHiEMN: BIEAPIRNRIERENXFIMMEN, 7

FiRIRSBEN . EFAPIRTIHIERE X T Swaggerill
SBEMIRSN, AEFEAPIRXHI—LESwaggerl B=F
B . &R T ERkSwaggergOpenAPIKETUAYAPISASE
o

o £ETEN: GIFEAPIEIRBEKREN . FimiRSSEXFIN
NENX . ERTFIEBAPIENX & /3SwaggerziOpenAPI
g

o IRENX: BIFAPIRIREREN . FimiRSEXFINE
NEMX , TEIFEAPIKEAUREES . IHOEHIE5REE
STRIIEN -

S4Bt IEFRISON. YAMLELYML,

BE XhRA ASHRIAPIHEXMAS, MRLBIEERES, FIA
{(EF=RIAYE .

OpenAPIfRAS RS Swagger 2.080penAPI 3.0 X AJAPI,

WS BE CSE” , GUSTSBER, HEHTFRXM.
.

5144 T EBENX

5.14.4.1 x-apigateway-auth-type
BX: EFSwaggerfiYapiKeyt\ERETL, TEXAPIMKSZIHFAMFEINEL
{ERE: Security Scheme Object(2.0)/Security Scheme Object(3.0)

Swagger:

securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7Rfl:

securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
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type: apiKey
x-apigateway-auth-type: IAM

% 5-24 S5 88

8% =E | EE pizkilz
WA
x-apigateway- | 2 String APIRIKINIERS R, S2¥5AppSigvl. 1AM
auth-type
type = String INIEZERY, {N3Z$FapiKey
name 2 String BFIAERISEHZIR
in = String {3Z¥Fheader
description & String HRrMEE

5.14.4.2 x-apigateway-request-type
BX: APIMXENXRIAPIERZEE!, ZHFpublicilprivate,
{EFBis: Operation Object(2.0)/Operation Object(3.0)
B
paths:
'/path":

get:
x-apigateway-request-type: 'public'

& 5-25 SEURA

2 =E | kB L]
WA
x-apigateway- | & String APIZEEY, #Fpublickprivate,

request-type e public: AFFERIAPI, TTLALLE,

o private: FABZEEIAPI, R E
ho

5.14.4.3 x-apigateway-match-mode

BN APIMXENXAIAPIERURLAIITEMED, STIENORMALFISWA,
{EFBi%: Operation Object(2.0)/Operation Object(3.0)

Bl

paths:

'/path':

get:
x-apigateway-match-mode: 'SWA'
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5.14.4.4 x-apigateway-cors

% 5-26 SR

match-mode

2% =2 |=E 588
x-apigateway- | 2 String APIILECHER,, SZ3FSWAFINORMAL,

e SWA: BUZRIUED, a0 “/prefix/foo”
#0 “/prefix/bar” &= “/prefix ”
LD, {8 “/prefixpart” ZASIZIT
T8

e NORMAL: #XJPTHES,

BN APIMXEMBIAPIER A SZIFEY, booleanzkh!,
{EFBiE: Operation Object(2.0)/Operation Object(3.0)

Al

paths:
'/path":
get:

x-apigateway-cors: true

% 5-27 S¥uR8H

cors

2% =E | B 1588
x-apigateway- | & boolean A X REHIERAIRR

o true: i

o false: AL

FREBEEIERIAPIER, ToA S IEINa0 T ki :

SLief A FR SLisfE AR
Access-Control-Max- 172800 FRAS N A B KB 7RI )
Age By s
Access-Control-Allow- | * b 0y I CIA

Origin
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SLig 2 FR SLi{E A
Access-Control-Allow- | X-Sdk-Date, X-Sdk- IEIER B IFRYSL g,
Headers Nonce, X-Proxy-Signed-

Headers, X-Sdk-Content-

Sha256, X-Forwarded-

For, Authorization,

Content-Type, Accept,

Accept-Ranges, Cache-

Control, Range
Access-Control-Allow- | GET, POST, PUT, EXIEKR AT E
Methods DELETE, HEAD,

OPTIONS, PATCH

5.14.4.5 x-apigateway-is-send-fg-body-base64

BX: 2EXSFunctionGraphRZ BiIFSHNEKRAF#HTBase644wA8, booleanztE!,
{EFBiE: Operation Object(2.0)/Operation Object(3.0)

o~

paths:

'/path":

get:
"x-apigateway-is-send-fg-body-base64": true

% 5-28 S¥HHH

e =E | EHE eBH
WA
x-apigateway- | & boolean B AT 5FunctionGraph3z Bin=a953K
is-send-fg- {Ai#1TBase644RiY .
body-base64 o true: 4573
o false: RYRHQ

5.14.4.6 x-apigateway-any-method

BX: APIRKENXBIAPIERAE, BLAEKRIEREEXRIHTTPSE,
{EFBiZ: Path Item Object(2.0)/Path Item Object(3.0)

i

paths:
'/path":
get:
produces:
- application/json
responses:
"200":
description: "get response"
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x-apigateway-any-method:
produces:
- application/json
responses:
"200":
description: "any response"

% 5-29 SR

e =E | EE kA

WA
x-apigateway- | & String APIEKRFE
any-method

5.14.4.7 x-apigateway-backend
BN APINXENXRIAPIRIHIRZEN
{ERBiZ: Operation Object(2.0)/Operation Object(3.0)

Al

paths:
'fusers/{userld}":
get:
produces:
- "application/json"
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "backend endpoint type"

3 5-30 SEURAB

2% m=E | XE 1588
x-apigateway- | & String APIRIRARSENX
backend
type = String [EinfRS52EE,, ZHFHTTP, HTTP-
VPC. FUNCTION. MOCK
parameters & X- RIRSEHEN
apigateway-
backend.para
meters
httpEndpoints | & X- HTTPZEE [RimARSSENX
apigateway-
backend.http
Endpoints
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2% =E | XkE 588
httpVpcEndpo | & X- HTTP-VPCEEFiRRSZENX
ints apigateway-

backend.http

VpcEndpoint

s
functionEndp | & X- FUNCTIONZEEY [FimfRSSE N
oints apigateway-

backend.func

tionEndpoint

s
mockEndpoint | & X- MOCKZER FiRARFZENX
s apigateway-

backend.moc

kEndpoints

5.14.4.8 x-apigateway-backend.parameters
B APIRKEMAIAPIRIHRSEHEN o
{EFBiEk: x-apigateway-backend

<l

paths:

'fusers/{userld}"

get:

produces:

"application/json"

parameters:

res

name: "X-Auth-Token"

description: "i\ilEtoken"

type: "string"

in: "header"
required: true

name: "userld"
description: "FHFR&"
type: "string"

in: "path"

required: true
ponses:

default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "HTTP"
parameters:

- name: "userld"
value: "userld"
in: "query"
origin: "REQUEST"
description: "FHR&"

- name: "X-Invoke-User"

value: "apigateway"
in: "header"

origin: "CONSTANT"
description: "JERE&E"
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£ 5-31 251508

24 2E |’ pizhil
WhITE
name = String SHER, HFE. H=F. TUE. &

2. AL, UFEFFL, &RK32FH
headerfi ERIZHBMRAK D K/NE

value 2 String SHE, HSHKIEHIREQUESTRY, B
NERSEZFR

in = String S¥MUE, ZiFheader. query. path

origin 2 String SHBRGIRIE, ZHFREQUEST.
CONSTANT

description S String SHE iR

5.14.4.9 x-apigateway-backend.httpEndpoints
BN APIRFEEMAIHTTPEEIAPIFIHIRSZ EX o
{EFBi%: x-apigateway-backend

<l

paths:
'/users/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP"

httpEndpoints:
address: "example.com"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

% 5-32 S¥URH

B8 = | B kil
WAk
address 2 Array [EimbRSSHEE, &0 <iHBEkIP>:
[port]
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WhiE

scheme 2 String [RImERIMYEN,, Z#Fhttp. https

method 2 String [RimiEKRTE, ZIFGET. POST,
PUT. DELETE. HEAD. OPTIONS,
PATCH. ANY

path = String FImEKER, ZIFRETS

timeout B Number FimEkiERtata, U=, RaE
735000, HYESEEZ91 ~ 60000

5.14.4.10 x-apigateway-backend.httpVpcEndpoints

B\ APIREENBIHTTP VPCEEIAPIFIHIREZEN o

{EFiE: x-apigateway-backend

i

paths:
'fusers/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "IAiiEtoken"
type: "string"
in: "header"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP-VPC"

httpVpcEndpoints:
name: "vpc-test-1"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

3% 5-33 SRR

2% = | =E i8R
A1
name 2 Array VPCEERZTR
scheme 2 String [RImERIMYEN,, Z#Fhttp. https
method B String [RimiEKRTE, ZIFGET. POST,
PUT. DELETE. HEAD. OPTIONS.
PATCH. ANY
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%S i
path = String BimiEKIgE, ZHEETE
timeout S Number EimskiEntadia, BuEd, HRaEE
735000, EYESEE/1 ~ 60000

5.14.4.11 x-apigateway-backend.functionEndpoints
B APIMXENXAIFUNCTIONZERIAPISIHRIRSZEN -
{EFRi%: x-apigateway-backend

<l

paths:

'/users/{userld}"

get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"

description: "IAiiEtoken"
type: "string"

in: "header"

required: true

responses:
default:

description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:

type: "FUNCTION"

functionEndpoints:

version: "v1"
function-urn: ""

invocation-type: "synchronous"

timeout: 30000

& 5-34 SR AB

SH =h | =E 15488
S
function-urn | 2 String BRI ZTURNHBE
version = String BRERA
invocation- 2 String EREAAREY, ZiFasync. sync
type
timeout S Number REGERTRTIE), B{U=R, BREER

5000, BUESEE/1 ~ 60000

5.14.4.12 x-apigateway-backend.mockEndpoints
BX: APIREE X HIMOCKERAPIFIRIRSZEX o
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{EFBi%: x-apigateway-backend

<l

paths:
'fusers/{userld}"
get:
produces:
- "application/json"
parameters:
- name: "X-Auth-Token"
description: "iAilEtoken"
type: "string"
in: "header"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "MOCK"
mockEndpoints:
result-content: "mocked"

3 5-35 SRR

e =E | EE 5eBH
WHif
result-content | & String MOCK;R[E]Z5

5.14.4.13 x-apigateway-backend-policies

BN APIRXEMBIAPIFiREREE

{EFBiZ: Operation Object(2.0)/Operation Object(3.0)

i

paths:
'fusers/{userld}":
get:
produces:

- "application/json"

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "backend endpoint type"

x-apigateway-backend-policies:

- type: "backend endpoint type"
name: "backend policy name"
conditions:

- type: "equal/enum/pattern”,
value: "string",
origin: "source/request_parameter",
parameter_name: "string"
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% 5-36 ST

2% =E | XxB 588
x-apigateway- | & x-apigateway- | RE&Rix
backend- backend-
policies policies
type 2 String [RimARSS LR, TAFHTTP, HTTP-
VPC. FUNCTION. MOCK
name = String [BiRREEZFR
parameters & X- FiRSEENX
apigateway-
backend.para
meters
httpEndpoints | & X- HTTPZEEURSZENX
apigateway-
backend.http
Endpoints
httpVpcEndpo | & X- HTTP-VPCERIRSE N
ints apigateway-
backend.http
VpcEndpoints
functionEndp | & X- FUNCTIONZEBUIRSZE X
oints apigateway-
backend.func
tionEndpoint
s
mockEndpoint | & X- MOCKZERURFBEN
s apigateway-
backend.moc
kEndpoints
conditions 2 x- RERSIHEE
apigateway-
backend-

policies.condi
tions

5.14.4.14 x-apigateway-backend-policies.conditions
B APIRISEE M RIAPISim RISt o

{EFBiE: x-apigateway-backend-policies

<l

paths:
'fusers/{userld}"
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get:
produces:

- "application/json"

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "backend endpoint type"

x-apigateway-backend-policies:

- type: "backend endpoint type"
name: "backend policy name"
conditions:

- type: "equal/enum/pattern”,
value: "string",
origin: "source/request_parameter",
parameter_name: "string"

= 5-37 S¥UHA

2¥ 2 | kil
WhisE

type ! String REEFM KT, HFequal. enum.
pattern

value 2 String REESEIHE

origin = String REESZHMANRIR, SxiFsource.
request

parameter & String RIS KIR Srequesthd, 1BERA
SRR

5.14.4.15 x-apigateway-ratelimit
BX: S|ERERE.

{EFBi%: Operation Object(2.0)/Operation Object(3.0)

i

paths:
'/path':
get:

x-apigateway-ratelimit: 'customRatelimitName'

7 5-38 SRR

2¥ =a | XE 5ER
WA

x-apigateway- | & String SRS

ratelimit
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5.14.4.16 x-apigateway-ratelimits

B RIERIESIRE RERIEIRET .
{EFBi3: Swagger Object

<l

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: second/minute/hour
shared: true
special:
- type: APP
limit: 100
instance: XXXXXXXxx

7= 5-39 S¥0HA

2% = | s 5iEA
%S i
customRateli | & X- IEEITRATRESR
mitName apigateway- | gu(smiyasps qu-apigateway-
ratelimits.pol | ratelimit/@4HES | FIZERE SR
icy

5.14.4.17 x-apigateway-ratelimits.policy

r"!/—l'—

BEEN o
{EFBi%: x-apigateway-ratelimits

<l

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: MINUTE
shared: false
special:
- type: USER
limit: 100
instance: XxXxxxxx

I)Il:j:

R 5-40 SEURAA

B8H = | EE 5ER
WA
api-limit = Number APIFERE PR
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A%

user-limit & Number FPiBan R EBRE

app-limit & Number Rz Al REBR S

ip-limit 5 Number iRIPI5 IR BBR %

interval 2 Number T RIS AT E) B HR

unit 2 String TIESREREY B AR, SiF

SECOND. MINUTE. HOUR. DAY

shared & Boolean EEHEZRERE
special S X- KRS RS
apigateway-
ratelimits.pol
icy.special
XIREH

5.14.4.18 x-apigateway-ratelimits.policy.special
B R RIEEN o
{EFBiEk: x-apigateway-ratelimits.policy

<l

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: MINUTE
shared: false
special:
- type: USER
limit: 100
instance: XXXXxXxxx

& 5-41 SRR

2% =E | KB 1588
WA
type 2 String YIRS RAEREY, STIFAPP. USER
limit = Number Pl
instance = String 45ERAPPER USERFIRTSRARIR
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5.14.4.19 x-apigateway-access-control
BaX: S|EBaEFHISRE
{EFBisk: Operation Object(2.0)/Operation Object(3.0)
Ml
paths:
'/path':

get:
x-apigateway-access-control: 'customAccessControlName'

& 5-42 SRR

2% =y | EH 54EH
x-apigateway- | & String TSR
access-control

5.14.4.20 x-apigateway-access-controls
B HIOEHIRIEE RS KBRS IR .
{EFBiE%: Swagger Object
Bl
x-apigateway-access-controls:
customAccessControlName:
acl-type: "DENY"

entity-type: "IP"
value: 127.0.0.1,192.168.0.1/16

2 5-43 245

BH =E | X' 5EA
WA
customAccess | & X- EEBFRAYIE = HIZRES -
ControlName apigateway- | g(#mizasas, ¥x-apigateway-
access- | access-controlBHES A HIZERS
controls.polic .
y

5.14.4.21 x-apigateway-access-controls.policy
BN hEEHIERIEE X o
{EFBfE: x-apigateway-access-controls

0

x-apigateway-access-controls:
customAccessControlName:
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acl-type: "DENY"
entity-type: "IP"
value: 127.0.0.1,192.168.0.1/16

X 5-44 S¥ERBH

2¥ =E | B 1588

acl-type = String iBlEEHfT/, ZIFPERMIT, DENY
entity-type = String InEEHIRTR, (NSZIFIP

value 2 String HIOEHIREE, Z2ME ¢, EE

5.14.4.22 x-apigateway-plugins
BX: APIRIXEXAIAPIHEHARSS o
{EFBi%: Operation Object(2.0)/Operation Object(3.0)
il
paths:
'/path":
get:

x-apigateway-plugins: ['Plugin_mock']
x-apigateway-plugins

% 5-45 SE0RAA

B8H = S kA
x-apigateway- | & Array APIF4BERIIRFETIZR
plugins

5.15 & API 5%
APIBIESTHEELAIEAIFAVEMAP, BAURL, BFIRE. RENESER.

BREL R
£ HNAPIREIEHI AT .
2 RIEIRSEEMN S E75i%ELf),
$IE3 EoLIEEARLA THFRBAP, XiSHmE. &% . EIXERE,
$BA TEEMSHEZEE “APIEIE > APIFIE” , HAZIAPIZIET@E,

SRS BEAPISH, ENAPIFTEDERIFERE, “GIZAPI” | “HREE" | ‘KKEX
87 FRETSE LNEH THIFS.

s
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5.16 3Z§F HTTP2.0

APIRKSZHFHTTP/2 (B AMEMIMNEE2hR ) TGN, BEFRZHTTP2.0, BE—
E%U’f%ijt;%ﬁ\ ZREBHZERAISRKELERIGEN, i Emttat, SCIRIER
Me&itE.

AR

o HTFHTTP2ORZMKIMEZIZEILRY, BB AEREAHTTP2.0RHERBELRIS ERIMEE
5, MEZEFIRASIFHTTP2.0,

o NRLFILAIRSIFFHTTP2.0, BEBARIIARSISFHRLA,

o WIFHXFAHTTP2.0MMY, FEAPIRXIZHER “BES%™ REFHY
“request_custom_config” SETXAHTTP/ 2 ENR] .

Binary Format —i#HIt&zl

HTTP1 XA AR R ES, MHTTP2.0SFrBEREEDEINE/NGEEFM,
HITENIREAZHFIEXRID . BNFERS (XK ) @, ZHBIERIrE
BEEARZHE, =BFHEmiEee.

MultiPlexingZ &S

ETHGIEINAEM £, HTTP20ARBIKMZB MERETIMHITLE .. KiXiEK
R l@Re o

Ei%E TErEBEEEREMNERE L, BNERTLRSEIEHENES; 8
BHR—EHEZMNER, SMMZEATLEFAE, REATLIRIEIEIBAYRIR
IREMES . NMEEIRIER, =BARE,

Header[E45

HTTP2.0fEAencoderskiRi.VEEEHINIHeader K/, ZFIRSRSIHSBIRF—
{AHeader fields¥k, #pESheadertEif, BMERMA), TMWESEHE.
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API &

oR

6.1 EIZRERFHEEE API

BT RIERISE0, JIAPHRMERIEAZHISREEFNY FEaE

A
REESHSPNER, ABILERTE, BHZ2ERE.

RIS
o —MAPIRBESIE— MARIKEIEES .
o RESRIAPIASARERS, QENAPHBERISE, HESATIAPIEN . JAPIHEE
RESEITIEERTAING, SIS IRIIRIETR S EAIAPIERL
o RESROSDE. M. EWSLMEY, FRBEMEMAP.
o APYTEARIERRINKBMAERR, BRRTHRIASHE MAIENE
B
o IMRMIESAPIEHEXR, WHEEENTHIREE.
BUERAS

H£IR1 HENAPIREISHI AT .

S22 RIELIR S ELMSAE 75 EELE)
$E]3 EEMSHIZERE “APIBIE > APIERE” .
$H4 7T “RIESE M, B2 “OIEER .

SRS PEEEOEAVRIREE,
o IEMRES
e R E PR E RIS ES

N

(8,
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+ 6-1 RIZEE

2% iiAH

REEAR HSRIEABIR, RIBUSHABEEN . BINEIRE—
B MNIESRKIEETIR, HEERERRFEL,

REESERY ERRIEAVEE, FRIZEBAIRIIREAREY EaE .
izLild

NRIEEERLUTRIEAN R SRISEAIP AT, BBERR
ARIFARELHIZIERF R -

- BEERHESR: SAPINEELIOREEETIG
;?kaﬂ]ﬂrlf" Nk, BEh BB EIMEIERAPIRIEE

- HTTPIIRSLEIRGRES: SILABENXHTTPIAAZSL,
FIREIRIAPINE LY P ERC BRI Sk o

- uu.g?fﬁ%ﬂ OZRHE: mILABRH SRR /E PIAPIAYIRE
RE, XIFSERE.. EiREfETEMRE
E’Sl#%ﬁ%];w}; 0

- KafkaBEHEXER: KafkaBEEEERIBHTIE
APIFYIEEER B EHEXEIKafkal98EH, HERRF
SRENAPIRIARAREEE .

- BIR=RSRER: WRIREERAPINXERinIRSS HINItRE
IERRRS RIF R FRINENH

- B=HINERR: BEE=SIAEREREECRY
LIRSS HAPIRSB R TIAIE

ESREAEIAMESR .

RIBHIREND, XISRPEENHAEERMHLR .

TERIZRREER, REENBIERERE:

- BERFEHZRRIR

- HTTPIA L ETRRARIER

- mEiEH2. 058 ERER

- KafkaHEHEXSREG5ER

- BERERSRERIEA

- B=TSINIESRRERAA

i
5

H
R
o
D

o (EHRER
FEMSEREER, SIENBNRERE:
- mug?ﬁ%‘]%lﬂ%ﬁﬁﬂﬂ
- ipEEHIRRSIER
- BEEPRIRRA

55%6 EE “E [

J ﬂﬂ%‘”*%g?ﬁJEﬁULE’J%H &, IBECOIERIRN “IRIF” JIheE “w’R” &
BSHEN,
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AR
- RERERAIBRIRTE S ERIRIERESR.
- REEHREIERERRE IS RE
o RERCIRERE, BIEFENRIRIITEAPI, FHEEREIIIAPIE

R

FITRERSETE API
LB BERBESH, HNRIEFES.
S22 7E “REXAPI” XIERINERE, BE “4BEAPI” .
I3 THIBAPIDEIUR ARG, AEMEIAP
$B4 BE “TRE , YBETHK.
o  MEBENAPINTESBEULLERE, BEAPIFTETH “BE4D”

o UWNRISAPIFNERYPEULREE, WAIESHELIA0API, BEIIERLT “M487 .
ExZ[ERTEES81000MAPI,

e

6.2 B RIRHL = R

BEFZEUER, NNRRENREMARRNLENEEBR, WIREREEHEH
HUIHAYRIR . CORSAIFNLIZE MRS 2 A IXXMLHttpRequestiE=R, MTISCINES
winial, ESEEAERIREIES DARBEELIE.

BE R R R AL RS ETUEIB RS . Bah g2 EBEFiaiER
APIRYY FERESD, AJHRIE. RIBRISCILAPIRYESIEISIE
MARY
INRILHRBETE LAISEAIFASF, BRRRAIFARELAIZISITIRS .

EFAR S

o ETHERHESE.

o [E—APIDAET, HEBRKZRWFAEAPI, REEHER— M EBEZREZER.

o WRAPIFET “SH#FCORS” INALHIEIRT, tH4fE 7B A BREZSRES, MLA%D
ERIRIE

o  WMRFENMERIERTEOPTIONSHERIAPI, NLZiERIZR TFHIFRFEAPIIIRBIF
HEEIE R B E R,

o  NREE4BEAPIRT, APIFUIERTTEMMMallow_methodsH ABIFANERGE.
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% 6-2 BLESEURAT

2%

ol

Allowed Origins

Access-Control-Allow-Originlizsk, $SERIFIAIEIAPIRY
AMEURI, SANURIZEFEREISGESIB -
WFRIEFSHEIERNIEK, AJLBSHERER “*7 ,
FRAFRETEIHAYAEIEK

Allowed Methods

Access-Control-Allow-Methodslafsk, 18EASIFFER
HTTPIEK %, EMEKRAEZEEREXESHEF.

Allowed Headers

Access-Control-Allow-Headerslgpzsk, $I5E
XMLHttpRequestiE SRR ARVFETHANEKLFE, 2MNMB
KLz BfFERERSGESIRF .

Hrh, @Ei5RLAccept. Accept-Language. Content-
Language. Content-Type ( BYE{X[E Jsapplication/x-
www-form-urlencoded. multipart/form-data. text/

plainfd ) BRARIFEIEKDIER, THEETZSHTRE,
L
o CUEBERRHZREET, BATEEAlowed Headers, &
RS RIET IR ENIERL,

o EHAllowed Headers)y “*” , RRAVFEEIBERLIEHNE
Bk,

Exposed Headers

Access-Control-Expose-Headerslahzsk, $8§E
XMLHttpRequestiE=K NI P e iHETHRINAN L FEE, 2
MRSk BfEAESIE SR
Hrh, EARNEKSkCache-Control, Content-Language.
Content-Type. Expires. Last-Modified. PragmaZkiAft
RN T, TREZSHFIRE,
Ll
o BOIEBIHEEHLZRIRAT, BIATBCEEXposed Headers, &
FVFRISEERRT)avaScriptUIS T ES 13 K B3R 1S AU R Sk A
( BRXMLHttpRequestXIZRHIgetResponseHeader () /5355515
RIEARNRNSL, Cache-Control, Content-Language.
Content-Type. Expires. Last-Modified. Pragma) o
o FEExposed Headers)g “*” , FRFAIFNILEEERIIavaScript
RS EERATISIEA D IRISRIUFT B IR LA -

Maximum Age

Access-Control-Max-Agelifizsk, IEEAXFUSIERIE
WHA, B . EEREIAR, EEERXAHTEIEK.

Allowed Credentials

Access-Control-Allow-Credentialsliafsk, &
XMLHttpRequestiExk A2 & ftifFi&ErsCookie,

o FXFRERTRAIT.
o FFXRXARTAIFo
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RN =N

"allow_origin": "*",

"allow_methods": "GET,POST,PUT",

"allow_headers": "Content-Type,Accept,Accept-Ranges,Cache-Control",
"expose_headers": "X-Request-Id,X-Apig-Latency",

"max_age": 86400,

"allow_credentials": true

6.3 HTTP gL SRR RE 1B

AP R 2 FSAPIMFKIR([E1 % FisAINaA, HTTPIER L 2APINER RI—ER5 . ZATLL
BENXHTTPIMREL, fEIREIRIAPINEL A4S EZECERNLL .

AR
SNSRULCRESTESAISERIRARSSS, BRI TR SLAIZIRFTR A o

{SEFAPR I
o ETHEEIHREM.
o  TEIEMAPIMKIEINAIR Safzsk ( x-apig-*, x-request-id% ) , BIEAPIRX
RMHAYCORSINAEEMNAINE R L o
[T= a0zl
% 6-3 FcESE05AA
a4 15488
Name MR SLEFR . BNRIEPREERNEBEZHRAMWASL (R
XHKNE ) , BRZHFIM0KMASL
Value IMASLAYE. 2 “Action” 5 “Delete” AHIARSLAYER
£, AT,
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2% 588
Action MR LiR(E, EEILABER. N0, bR, BhEsEhtBisE
B9maRzk .
Override: B&=
o AP PEFEISERINERELAT, ERHEEIERSLEY
EE=CAMMNLAYE.
o SAPIRRN PEFESNSIEEMRNLMEREFRAIE RSk
B, ZRERSELEanN LAY EIR E—& IR LE
io
. ;APIH@MEPK??E?EEEE’\JHEM%E?, EIIE TR
Append: 70
o AP PEFERSERINGRSLAT, EHaiar LAY E
ANEIEamrEEZE, BESSR.
o HAPIIR PFES N SEEMMN AR RS FRAVIm R SL
i, S ERELAYER ¢, 7 #HERE, BiRIIHE
MRz SkAYE .
o HAPINBRNPAFEIEERINEIRSLET, FRI0=ZE00 AL
%0
Delete: fHf&
o HAPINBNPFEIEERIMASLAT, MIFRZEIMmAL
o SAPIRNFEFESNSIEEMNLEEEFRAIER L
B, MIBRFAEERIZTRAIIMAL
Skip: Bk
o HAPIGNFFEISERINGRSLAT, BhidHauimask.
o SAPIRRN PEFESNSIEEMALMERBFRAIE Rk
B, BSREREERNRE,
. iAPIH[ﬁ]F_\‘ZEPZ:T?E?EiEE’\Jﬂﬁ]FJ‘Z%E?, I EEN
Add: g
iieAplummqn%éﬁmaiagu@m;&, AN )0
RIAECE A
' "response_headers": [
{
name": "test",
value": "test",
action": "append'
by
{
name": "test1",
value": "test1",

"action": "override"
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}

6.4 iEfEH 2.0 SREERAA

MR 2. 0R A8 BT LABRHI A ASE N APIRORRIE IR S, SHSSEURE . BMimiE
BT EREAFRRE .

{EFA PRI

EcES#iRA

o EHifimiz
HLIIAPI. BF. &R, RIPHTZHEREZE, SCENRSIEHITRISHEINEE
—XUBEXRFES,

o SHIRIE
YiFtR#EHeader, Path. Method. Queryl\RERZFATEHHNSHEHITEENR
=,

o HTHIRIEANSHRAE
SEMNMERESEPHTIFENRE

(MERiY::
WNR LRI LBISERIA AT, BRI ARITA R LOIZIRFHRA .

o ETHEEHREM.

o  WE—MAPIHERSITHIRIRG, HEHERERF2.0%, RERHIFERS
£

o  SHIMIEMISEEAF-320FR; SEREIHINES I EN 1001,

o FREEABHRKIKEGS535,

% 6-4 BLESE0NAE

2% ECEi5AR

P W FERETRERE.

o SIHEEMZ: SHAME TLAINIPSE—ERILEER
¥, ERTHAER/NGS.

o SiHEERIZ: SHAMSE TLAINIBLEEIRIER /N, B
ATEASEIER/NNREE, ERTFHAERAS
=
2o

o BRE: LANBINTREZFEHITRIE, SHEHS
TELFIREMERERIER), BUNERESFE—EHIR
=8, BRTHA=EANFS.

RISECEE o EEANAPIEN
STEPMAPIHITRESITFES

o APIHZAH

SHPE T iR E AP TR R E RIS .

2024-10-09

100



API %
FBFigr

6 APl $51&

A&

i PRHEIAIATR .

o 5 “APIREIRF” BeA(FER, FrBEMATEANEAD
APIEFRIXE LR -

o 5 ‘AFREMRE" BcaER, RrBMAERAEAN
ﬁﬁplﬁﬁlA%ItBEo

o 5 “EIEREMRF BLSER, FrRBUERASED
EREERIRE LR

o 5 “RIPRERT BESFH, T rBMATERANEN
IPHENHE SRR EL EBR -

APl E PRI

BB APIFIE AR E_EBR
5 ‘B’ BcAfER, FRRPAEHERAIBENAPIERIX
#H R,

FRFREMRE

BAEPIEBAPIRE LR, GNERAPHAIESRZLHIAMIA
iE, ARPREREINBIDFRIES]; 2NRAPHAIES TV IAPP
NIE, AP RERIBIKSIDRIRE . WSIDFINEIDIES
ETRX “4F5%EF7 BCEIRE,

o BT “APLREMRE” o

o 5 ‘B’ BLAER, RRBAAERAIENARIER
IXEEBR o

o MREWSTESNFHFIHITAPI, BEWSRITHY
ERIRELHITIRS o

EEREMRE

EBNEIERBAPIRE LR, (NERTFAPIIZEINES T
FIAPPIAERT o

o AL “APII}ILEBE%U 7

°*5 “BHS” BcEfER, %TELLE]WEUWE’J%A‘*?E%K
IR EBR

IEI PI}ILEBEﬁ;U

BAANPHBUEEFIAPUREL LPR . BT LAEIEEL B SEAIRY
“real_ip_from_xff” 2#{EFEX-Forwarded-ForsL=fJIP
TERIRIERIFIBTRIE .

o AL “AP|U|LEBE$U 7

o 5 “BIK” BLAER, RRP(UAIEARIENPHEIHE
FIREL LR

tf

%;ﬂl}l

=&

[x

SHRERERX. FRE, USHHERHTRIZRE .
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W
U3

A&

A
<
W
o

EX BTN LERISE
o SHE: FATFHNILENSEHME.
- path: APIERAIURI, RFEBHAECE .
- method: APIEKRTE, RABIALRE.
- Header: 5Kk Akey(H,
- Query: QueryStringfkey(E .
- System: R&SH,
o ¥ BATFFIETSHINLEHINSEHEBER SR,

TE XA

TEXMUAICECEE, DURAPIRERFIFIATL .
B “ARINEIN 7, AN AN
o MY
g 2 | AFIISASMHRAS, KT CEVSE
FRISHBINFIESEGE, URBASEIE,
- =R%EF
- I=AFREFEF
- patternIIEMFRIAT
- enumAKESE, SNSHEZEREXESHR
L4 APII}ILEBE%U
APIERIREAIRKIE

o [P
EMMNAGREEFIIHS, WMRLAAREERHS, M
RUmERHIITIL “FEREXNSE” MR RE,

fflgn, = “*M?"%Z” FIRIISE “Host” , S¥UEE
2 “Header” ; £ “TEXHN” EF' MI—EN, PLfes
R ER “Host = www.abc.com” , APIRER&1A10,

A< A60s, FTRIEGOSH, Nﬂ:iﬁ?%ﬂzqﬂ Host2#&EF
“www.abc.com” BJAPI, BAPIERXREGAZI0, S5h
=AM

fr*—:ﬁ%;ﬁ:ﬁﬂ%

IRRIEECETT R, FFRfE, “Eifiniz" AAFRER
H/ EERERTS “HERRE” BRI AR
EIERRY, LUSERRIEENE,

15IRFE

FHPIDAKSIDEIREID,

o 4FEAPPIAIERIAPIES, FAFIDAIRBID, 2% ( API
MXAPIZE ) thpy “SRENIREID” &75,

o HBEIAMINIEAJAPIRT, FHFIDAMKSID, A32iF
FIAMAPRHE, 152% ( APINXAPIZE ) ':F'EI’J “**
Kk SZFKSID” E5,

BEAPMAATERN, LEFIBEAPINGAE, il

“ERETR” BAPERERENE.

2024-10-09

102



AP| 3

BPiEm 6 APl 5EB&
28 EEiRAE
ERIETE EREEERE, RENBMNEA, LtEESTAPIRYER
KE, FET “BitiRiE” HAPIRSREE,

A ECE

"scope": "basic",
"default_interval": 60,
"default_time_unit": "second",
"api_limit": 100,
"app_limit": 50,
"user_limit": 50,
"ip_limit": 20,
"specials": [
{
"type": "app",
"policies": [
{
"key": "€9230d70c749408eb3d1e838850cdd23",
"limit": 10

1
h?
{
"type": "user",
"policies": [
{
"key": "878f1b87f71c40a7a15db0998f358bb9",
"limit": 10
}
1
}
1
"algorithm": "counter",
"parameters": [
{
"id": "3wuj354lpptvOtoe0"”,
"value": "reqPath",
"type": "path",
"name": "reqPath"
h?
{
"id": "53h7e7j11u38l30cp",
"value": "method",
"type": "method",
"name": "method"
h?
{
"id": "vw502bnb6g40td8u0",
"value": "Host",
"type": "header",
"name": "Host"
}
1
"rules": [
{
"match_regex": "[\"Host\",\"==\",\"www.abc.com\"]",
"rule_name": "u8mb",
"time_unit": "second",
"interval": 2,
"limit": 5
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6.5 Kafka B&HEXERSIHER

FIFMEEHRAPIKEARBEEE . KafkaB i?&Lﬁﬂﬁm&??EAPlE’ﬂiiﬁHﬁJﬁﬁﬁ BHE
#iXZE|KafkaB98E D, HERFREXAPIHSERHEER.

(AR
SNSRILRESTESBISERIRASSS, BRI TR SLAIZIRFTRAS o

{5 FABR
o ETRRIREMN.
o [E—MAPIGEHINERZ AT 65 Kafka H X SRME
o APIFBEKafka HEIEIXRIEE, MHEEIGIRIE30%,
BCES KA
x6-5RESH
2% BECE kAR
REEXREE
Brokerittziit IES BirKafkafOiErzttilit, #BINEEXR ., SMhbELIsE
XiES (,) BF.
TopicERR 1B5 BfrKafka iR HERER
Key ESHERKeyE, TRETFMEEKafkafHEED X, AL
HEFHEENIER. IRKeynZT, WHESHFEER
BHEESX.
KMEIN S E HE#EXRKafkakWEHIEILECE -
o FHiURE: KMEMNEIRNIXE, BEN-5K,
o SHid(EfRAYEl: KMEHIEIRATEER, STER1-10%,

SASLECEER
Ty iEEEiRKafkaFH{ERNLZ 2N

e PLAINTEXT: ENABASAIEPIAETY .
e SASL PLAINTEXT: SASLEFAIEMY o
e SASL_SSL: SSLEBFAIE#MY o

iH SR EltrKafkahHBWIARE, BUAJIPLAIN,

SASLARZ XY “LetimY” %8 “SASL_PLAINTEXT”
“SASL_SSL” FtEHRE,

SASLELSSLINIERREERRYAF S .
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2% EcEi5AE

SASLEBFZ215 Y “Zei” R “SASL_PLAINTEXT” =
“SASL_SSL” RIEERES .,
SASLEYSSLIANIMERREFRIAF RS .

FIASASLEAFZRS | (N “ZLeiMY” %#F “SASL_PLAINTEXT” 8§
“SASL_SSL” BIEHSE,

BS5SASLARZRE—H#9E.

IEBAE N “2eimY” &R “SASL_SSL” ItEfRSE .
SSLINIERR{ERBICAIEBAS

THIERERER
RETHIE HXRNAEH, FEETHRGEFRIER.

Hrh, start_time. request_id. client_ip. request_time.
http_status. scheme. request_method. host. uri.
upstream_addr. upstream_status.
upstream_response_time. http_x_forwarded_for.
http_user_agent#lerror_typeFEREEMAEHEPIES, H
MEAFREIRETIES

BREE HIXRBEES, SEETGHAPIEKRER.

o HEERBRAEEE: FiklE, FESATHEETINS
KHeader2#, SNFRAFEHEIGES (,) 9, XiF
FER M TEREIRE .

o HEEBIEKQueryString(E2: Ak, FIESHEHRE
EHHNERQueryZHIER . SN FRIEFERRES ()
ohR, FERHTERIRE.

e AEBEIBERBodyIMEE: AikfR, HEPSIETAPISK
EI\J BOdy{z’S'{%l%\ o

M) iy 5042 HXRAES, FEEFHIAPIGAER .

o ATHBMILFEE: FitfE, FESHTHEETAINN
RHeader2#, ENFRIEEAEIGES (,) £k, XiF
(ERHITEEORE

o AEHABMNBodyXER: AkE, HEHPRE TN
Bodyﬁ-‘%—%\ °

BEANERE | #EXNESH, FRETHEENESE.

o Hiln: EHEHASHEETAIRNGRBESXOAENIINFRE
2, SNFREERARXES (,) 2.

o [Fin: EEASHEETHRIRBESOAENIINFRE
2, SIMFREEARNES (,) 2k.
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6.6 HTisaESRE AT

HRE=REAPIN XS iRARSS B RS RRRS (RIF R RN ENH . SAPINGIRARSS
BIELENXEBIHEIERSRIER T, SEARRRAIERILE, RAPIERGIR
EEEE IR ERBERERINEENRERER. BEHRFIKEIERER, HEEX
4, BRIKEER.
AR
SNSRUCRESTESBISERIRARSSS, BRI TR SLAIRIRFTRAS o

BIIRSR4
{FFa1, BE T ERIRSE.
EcE2S &R AR
% 6-6 FtESH
S8 EcEi5AA
RIRECEE o EEMAPIEN
STEANAPLHITIZS

o APIEZEAEN
XIHPRE T % RSB B APIHITIES
WS 2EEY MR SSAYAR A LR,
o BAYPR: WISESLARIRARSSHBATEOARA S5
o [LFCR4IR%: WrigEELL “ LS PaNREE R

KM
FiEC el HTRE RR AR AR .

o ITHEE: AEENREMAFHINERIREIAZIRE
BHE, WSZEDARARTEESS .

o BOLL: EEENREMAFEINERRAZIRER
{8, AIEEEREMARTIES

Ui S e X2 “HRERERAEY” iR “ILECSHRRR” IIRECE.

[T ) e S L

o IMAEIRED: RiRMOAREBRASIER, WixEiKs
R EMA RS

o RMUAMRIOMNATIE: FinIORNATEBITREE, WizE
imiE K E MR S

RHEE (7)) HTISSRAYAAOXRMAITRNEE, 5 “BE” % ‘89

tb” SHFCEER, SREERNMOREAEIRERE

B, NARARTIEES
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2% EcEi5AA
BE () N “KH4E” EIFE HEEET HEERE.
BTSSRI A RE, 5 “IHEE" SHESER. T8
BA, HEMERENRIRERRENAZISEIE, Nkt R
ji=E
izl
BrERES SRS IR N MK A D THLA , INRAPINEFES M
XA, WENMRFEEBEHAIRRESTD T
WNEREN W B EHEREERRIM AR BB EE, WAIXEZ
WA RS RS A RIS, BEfiRiEIS(ERIM KB K
RIEBERBK.
TSR LATEAPIRIESLAIEHIERY “SEAUSE” T]RE, 7 “HBiAN
IP” FEEMFAHFRIPNE, —NPERRA—IMXEM,
e/\ERIXEL X3 “K4EL” EF ‘Botlk” HEERE.
B E)E PO At A BT IS 22AYAPISR/ VBRI EL . AIRATEERN
APINR2IRARRE/NTFZE, WAMARRKES,
BB (%) N3 “FH4ER ®FE ‘ot HEERE.
BrESSERIMARE, 5 “IHEE" SHESER. S8
B EMASEHNERIRERBDLARIRE, Ntk
WTERES o
FERHE (7)) WTERSEFFIERVIFEERTIE), Rri&EEHBRTaAENZERSX
iR
[EimBER SRR [EimBEIR R X o
o FE: MAMRAIAPIFIEEKREAINIEERIRIRS -
o XiF: MEMRIRAIAPIASIEIE KL ZENE DR iRIR
%, BEERORSATHNEIRER, REIAIHTTPIK
Sf%H “5037
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28 EEiRAE
[Eim SR Ag R N3 “IEinbRReREE” FAEREEE.

W= ERE, RimERAVEEAREERE,

e Mock: {EECERINENLERIFIIEiRARSS MMM EEIR
@0
- MockBENXRERS: [RimfRSSIIMAPIRTET .

- MockiR[EIZER: FRixikSZIARIBody(SE, JSON
B,

- MANLSE: EiwiRSSIMAAIHeaderS 4,

o HTTP&HTTPS: IEGEimIRSZIERIERBIETE
HTTP&HTTPS/Gi%RSS o

- LHBE: EAEFERAHEE N DEIRRS . R
®EE R, SREEIRAtIEREEE.

- [EiwURL: BcEERRANGHIRS SRt

- EiwEEEY (ms): [FiniRSSERAVEATETE], EIAS
5000ms,

e FunctionGraph: 1B/EinARSSERIERLGIEEREL -

- REURN: REERIE—IRR. 8F “7Fm” ,
A IME R SRR SSAIEREIURN

- REE: EERERHURNESEEE.

- RATRIE: EEEERRERA

- ABZEEL: IEFERHEAVERRE,
Synchronous: FRELEM, BintAEARSE]
EREREZAMTHREIERER, BRimAX
BREALES, WEIGHRIIRNEXAEE.
Asynchronous: FRFLEA, FinREIRSZIE!
ERERERERERN, HITRINEREIERLE
R, RBFIHETHNER FTEERANLIEHBARYS
X, BERIRAKHERERNER.

- EiwiEiY(ms): FiniRSZSBERAVERATE, EIAN
5000ms,

e Passthrough: BEiRIRSZIERERKLEAPIRGIRR
22

FJo
BE RIS , ARG ERIRSINERFINS
KLSH
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B AECERPI

W
U3

A&

RSHEE

w

[RRSHRETTX . FEETARREENAN, API

IEROUFEILE B E RN FRAYARA SRR ERES, NS

ARIVECE B E MM Z AT L5 ECERIROA A S4A0

PR oREE o

o YIRICEEIBENMN, MHTRNAEERIARAFM
FOBEERRNE . SNRICECRIRIE E X MNARECEA S
1¢§§B§?&§€H§, AT EF5 BCERIBOARLA SRR
R

o WIRAKRMIEEIBENHN, WHIT ESEENFIAA
SRR RS

EX AT TACRIZ
o SHNE: SHEAPIERPIINE.
o S¥ ATHHINITEANSHSZ,

R BN BreqPath (i5KE84Z ) fMmethod (1EK7
%) B¥. BE “NISH” , IiNNEMTRESH

TE X

B E X BrER2RAO AN . S8 “RONAAIN” , BN
W, RERFEN EZTRIINFCECRIR, AEil T
BRI ST -

o DUECSRf4: B “ 27 RIBLERZHRLR . IRE
EXHEATETIN, TBEE “BFER” WRKEXR
HIToERE.

- =R%ETF

- I=AFRETF

- pattern SIERNZFRIXTL

- enumAKE(EH, BIMSHEBEZBRARIGESHIE

o MAFHIIRIRIEIRISEESE EHREIAMA S
AP RIRECE -

flan, FE “BESHEE , LIRFERID “rule01” F1

“rule02” W, “rule01” X7 “fAFEEE" HE

FE “BinbRRERE" , “rule02” WMEEFE. BiEsE

RAFIRT “rule01” PUECSRAY, ANRIUENISIZEE EHED

BERNAMARETEEREE (rule01 AR ERMAS

%), FHITrule01 BAYGEIRIERREE . ANRATENES

PREEFIMT “rule02” , LALLSEHE,

{

"breaker_condition":{
"breaker_type":"timeout",
"breaker_mode":"counter",
"unhealthy_threshold":30,
"time_window":15,
"open_breaker_time":15,

"unhealthy_percentage":51,

"min_call_threshold":20
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B

"scope":"share",
"downgrade_default":{
"type":"http",
"passthrough_infos":null,
"func_info":null,
"mock_info":null,
"http_info":{
"isVpc'":false,
"vpc_channel_id":"",
"address":"10.10.10.10",
"scheme":"HTTP",
"method":"GET",
"path":"/demo",
"timeout":5000
%
"http_vpc_info":null
"downgrade_parameters":[
{
"name":"regPath",
"type":"path",
"value":"path",
"disabled":true,
"focused":true,
"id":"92002eqbpilg6g"

"name":"method",
"type":"method",
"value":"method",
"disabled":true,
"focused":true,
"id":"tuvxetsdqvcos8"

3,

"downgrade_rules":[

"rule_name":"rule-test1",
"parameters":[
"reqPath",
"method"
1,
"match_regex":"[\"regPath\",\"==\",\"/test\"]",
"downgrade_backend":{
"type":"mock",
"passthrough_infos":null,
"func_info":null,
"mock_info":{
"status_code":200,
"result_content":"{status: ok}",
"headers":[]
L
"http_info":null,
"http_vpc_info":null
B
"breaker_condition":{
"breaker_type":"timeout",
"breaker_mode":"percentage",
"unhealthy_threshold":30,
"time_window":15,
"open_breaker_time":15,
"unhealthy_percentage":51,
"min_call_threshold":20

Byl
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6.7 E=FAIEREZ5EH

R LUEE 5 =5 INERIRECE B CRISSINARSS JIAPIRYSIEIHITIMIE . APIRKSE
FRRFRIENARSS, WERIENARSS RIS 5B ALE AR RARSS -

(AR
SNSRILRESTESBISERIRASSS, BRI TR SLAIZIRFTRAS o
FS=RINEREEWT, E=HIANIERESEAPIE, BalLISEEAAPIER.

BRiE APIG BT ERS [EiRmSS

EBFMEER ( AEToken) S EMEER

{L IMEREDD ( Token ) J94_--J%@?ﬁiﬂ¥9ﬂ ______ jJ
AR (

rEiER, KEAPSMAEER

(8&Token) > s Token .
Ll
ARy e TokeniiEm
(o -PHEENE, BREE e -----o00 SRS
o Foenmmamn

U EER [ ALFINE =75 E R AT AR )

) Wiy jﬁ
ki

RIS
FEFRRT, B5E T RRATIREM

EcES#iRA

% 6-7 ECESERAE
2% 1588
REEE EEFERMEBEEASE=HEONENIRS .

o i%F “fEM” Y, EESTURSHIREEE.
o EF “AMERT B, EELIURSAIGMENL,
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2% il
JEiHURL o BEXRFEE
F#EGET. POST. PUT. HEADIBEKRA £,
o IEKRIMY

HTTPEYHTTPS, (EE Rl EURE RIS (E
HTTPS,
fEEE (A7)
X “6ER” AfEER, TBIRE. EFEENR
HBER, WRLEUENRHEE, SBhrlieE
‘FrEtadiEE” el
[EimARSS L ( BTk )
REAERARHEEN, TERE.
EESNRS AL, &80 “EwO” o E
MAENBRSHAENPHBI /%S, FRiEEROAT,
HTTPIMYERIAERE80UR , HTTPSIMYERIAERE443
iz,
15488
ERINZFFIPvaltbtlt
firES
LINARSSHIEEE, BIBRSSHYurl.

[GiwiBAT (ms)

SRS IERAVBAIATIE] . BRIASEA RIS fEinIn N ERT
gfﬂﬂ;g, HBAYATE) EPREIEEAPINKIZHIGH “BES
7 _Eo

BE N hostsLig;

(REEfEAREBERTE.
AR AR RHBEPIIRRSS SRR, RIFEEENX
i5RAYhostskis, BUARERIERP/RIGAThostL1E o

PR I=EE

SiRIPIIRES DRI T8 = S INERMATNREGA R4k
gg;%g%l‘iﬂ{ﬁﬁj , BRRRIPIERIZE, XSO HEMHIRGE
Ban, SoA, TRIPIHEES =0 FRE T =5 IAMERK
ROREGAZIL R ERIENE, MAIRIPIERIZE, BE25
HERIRARI=E .

BpKIR

1EMAPIRIATERPIREUL A EC BRI S EUR TR =T 51
EOSN ( ZKZ3F10 header2##0110 N query2
#H) . BHOXREESENTH, EBAPIRBIERNERS
%fo( header2#f1query2%8 ) ARASE =HEUEOHT
¥,

EAETC

FXARBRE, SEMRSAUR ( SENIRSEEEX
%EE%EWHE%J‘EEISX)() B, APIRIKABPAEZ = Fimis

RFETRIERIE

FXFERE, BETAPIRIRIERIKEBEIEEOSEN.

2024-10-09

112



API %
FBFigr

6 APl $51&

SH

ol

IBRIEKRN (F75)

REFRE “AIFEFRIRERE" IHEE.
IERAR/NAFREBI SLAIAIFRIRAITRIEA/N . SLAIRY
EABEREXNATEAPIRNKES S ‘BESH” $&E
EO

RVFEHRIRERIER

FXFERE, BAPIRIRIERISEHZRSMUROBRZ
[ERRERIEOEN .

BR[O EAm

FXARRE, SRR, BEZHREIENIRSS AL o

SIS RN AL SLAR

SNELINEY, RIGIBIE NSRS IREIRINR A SLHFREN
L ECERISCER, (ERIWSS R,

BRASZIFECE 101 3LER

BZEIRT HXAARRE, ERRSFEREIAER “20 BF, FRRIAIE
J\Eﬁo
EINERICE R “‘ABENER" XAETERE.
HRIBEIRSS IR BRI L RIS E B F IS EERTTIR
g, maSkhEFELLARENSHE, FESHERSN
INIEEE .
EARHEE FXARBRE, RIAPIERILERE/BEBMNIGH T/
ITE=T TN
eSS L =E=4=<b
NREIRAPIER LB AR EMN , BARHITE=TIA
IEEA,
o EZHHNY
INRFIRAPIERILECRZEMN , BHITHE=TINIE
=
EXZH EX BT ANEISEL

o SHIE: ATFARNERNSHNE,
- path: APIEKRAIURI, RFEBNIABE .
- method: APIERTIE, EREARE.
- header: 1&EkLATkeylE,
- query: QueryStringfkey(&.
- system: RHESH,
o ¥ ATFIMSHNHHSHERS .

2024-10-09

113



AP| [

BPiEm 6 APl 5EH&
28 izl
TE SR EX FBFNATF K244 o

BE NI 7, wEMNBIRFMNEG, £ “FH
FIAR” BER, KR “EXNSH PROSHBHFIR
%, URBASHIE,

o =HET

o =RRETF

e pattern HIENIZFRIXT

o enumANEE, SNSHEZEARNESHIRE

B AECE P

{
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"path™: "/",
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"carry_resp_headers": [],
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"rule_type": "allow"

mbi}ﬁ:fﬁJ% IH HE

mbi THXITNAR . SEANERSAENEEIREIIIAPIRIERIRE, FRiFERR
o MHHED TR R RARTRERES . N TRANSERENRS, BaLiBigelE
m&')‘”H& TXIEBDAPIRITIREES] o

{sEFRPRE!
o CTRFEHESM.

L4 APIm\JJl]m&”‘”HWfEéﬂzmu}"‘”kﬁﬂﬂ Q;BZETAM ﬂ—/\ﬂiﬁﬂiﬂ, _AAP|/\HE?)§
il /;lb?ﬁk‘vlﬂﬂéﬂi& {El | mu; %H&TMQWIE%AAM

o MNRAPIRIPEIZHRES, MITRFEHLA “BeESE
“ratelimit_api_limits” F92#=1TE.

2024-10-09 114



API %
FBFigr

6 APl S51&

=t

* 6-8 FLE SR

2 izl

REEZFR APIIZRER BTN,

R o “EHitiRizs” 1 “HERE” #mK,

o HAIE MNP TIRESITRIEG;
o HERFHXIHIE ViZRIBHFFBAPIRITERESIT
sl
A< REMREIREL
o 5 “APIREIRF” BAFER, FRRBEMATEANEA
APIERIXE LR .

o 5 “HPRERH” BEER, TRB(ATENAIEAN
BRiERIRE R

o 5 “ZIFREIRF BLEER, TRB(ATEINAIEN
ERERIRE LR .

o 5 “RIPRERT BSFEH, TrBEMATEAANED
IPHENHE SRR EL EBR .

AP ERH! EBNAPIIERIRE EIR
5 ‘IK” BEER, RREMATEANENAPIERKIR
MR,

BRPiR=RE BENAPEBAPIRE LR, (NEAPINZSINEST
APPIAIFEEIAMIAERHER
o BT “APIREMRE"

o 5 ‘B’ BeAFH, T REMTENNENHEFIBEK
RE IR

o MRFEKRSTEZNFHFIBIEAPI, ZEKRSEITH
RRREHITIRS

ERRSRE BNMEIRBABAPIRE IR, (NEAPINZSINESR S
APPIAERTIERT o
o FiBIT “FFR=EMRF” 0 “APIRZIRE” o
o 5 ‘MK’ BAFEA, FREUMNENIEIEERIXE

LBR,

TRIPR =R E/NIPHBYE ( Z P ugIPHbE ) JABAPLIREL LR, f&aTLAsE
IRECESLEIRY “real_ip_from_xff” SEERX-
Forwarded-ForskFRYIP{ESRi= a9 BrikiE o
o BT “APIREIRE”

o 5 ‘MK’ BAfFER, FRE(MNAEAAYIPHELIHERIX
H R,
TP K FEHIRIRAYEAR

2024-10-09

115



API %
FBFigr

6 APl S51&

[EEER(F

o WMRFEEANEREHITAREEF], TLUE “REZFIRE” PARESERE
EHIREE . 4IEE, ZERIOREZIFHRERENRERS, MAPIREMABARE
2R E = H SRERPRS .

o WMRFSWEANEPHITREES, JUE “REZFIRE” bIHHEPHERSE
RS . 4EE, ZAFRRERISHREFNRERS, MAPIREMBFRE
P REEH SRESIRE .

AR E R E IR

EEIERERE, HEREMZERED.
EnERERFERNE, 2E “BHRERT TE, #NEKRERERE.
BE NINMSHRERT ) B ORISR ERT AR,

B LA TR, ISR .
o ANNEEERE: BE ‘BEREE , HECHERRE, BARE,
o INIIEMENE: Bd “Hitt” , WA DMEE.
MERL
FHERMSENERRRRELEERN, LISRESEREENE.
BIEn: APIREIRFIE10, EIERBIRGUEN3, RN, BHER (FSIBA) RIRER

2, $5EERE (E1EB ) MIEEN4, FERAE1DHRESTLUAIEE T ZRZREEAIAPI 2
R, FEREBE1 D HARSAILUAIDYE TIZmIE REERIAP 4K,

-

AEPEERE IR

SR
£ER2

43

ERERIGFERE, B “SHER7 , EANFRERTE.

B “NINMSIHRERT , B CIRIMSEHRER T AR,
BAEPER.

% 6-9 1FKIEPER

SH 1508

fHFID SRENAYMKSIDEKIREID, i55556-4HR7 “45kEP”
15288,

57} EERERA, tHEFILEAPIRRKXE,.
T eERBITAPIRERFIE

$RA BE “HAE” , STHEAEFASRI.

2024-10-09

116



API %
FBFigrE

6 APl S51&

(AR
R EN AR EREELEERR, LURERRIEEN &,

FlEn: APLRERESEN10, BPRSRSER3, 19, 55 (FHPIDRA) i
B2, 455 (FHFIDAB) misER4, BPAME1DFY ARSI LULIEE TiZmi=RIgH
API 2)%, FHPBE1 DRSS ILUFIASE TiZRERISRIAPI 4R,

TR

6.9 15l SR EE5 AR

BaE %Jﬁ%mﬂ APIRXIRMAIAPIZ 2BHPEEZ—, FERREFIHIGAPIRYIPHELIE
%m’m); FaTLABIS IR B IPHE e KA B R B SR L E/ SOIFEAN I PHELE /MK S5 /1K
Z1DiAEIAPI,

G HISRESAIAPIA S 2IEEMIAY, RERKHIEEFIREHEAPIE, HIEEHR
B& A XIHPEAIAPIZERS o

EFAR !
o ETREIHESE.
o E—MAPIFER— M AEH R4 E— MERIRHIZEEADIHIOIEFIREE, —MAd
BEHIRE AT LAGBEZ AP,
BcE24uKAA
% 6-10 EcESHUNAA
2H i5AH
REEZIR B HIRERAIRFR
2024-10-09 177



API %
FBFigr

6 APl S51&

W
U3

ol

E
[

FEHIAIEIAPIRISEERY
o |Pilil: FRHIEFEAPIAYIPHELL

o IKSE: (NEAIAMINESRERIAPI, BREIEBAPIAINK
S8, NXIFREKSE, MKSERKSE TRIAM
FRPEMRE, A ZFEEAMARE.
ALRERKSERZRS S, SKSBLUEET
9“7 IRFt, WRSEIFREERT “,” LIIMIE
BASCIZSRF, IRSRIKERSIE-641FRF, 3255
AHF . SKSEFHFRIDRKERBIZ1024,

o IKSID: {VIEHIAMIAIESEELRIAPI, PRHEIERAPIEINK
SID, XZIFEEKSID, JWKSIDREMKSIDTFAIIAM
FBRFIDERT, ~ZIFBEIAMARFID,

LB EKEIDEZWEID, SKEIDLIHENERT
B9 “,” IBFF. KSIDARNFE. HFEKR32F

5, ZRSIDEFINSKEABZ1024,

{5488
o — M APIERSSPETTRPSEBIISIEEISERG : TP AE AT

ZEBIKSIDAEE, HTIAPIEY, IRRENEREESE, 1
RIGAEE, RIGEBINHE/KT; MRREEZSxKAE
B, RIGBINERS “B” 1818,

o —PMAPIGIRISPE=FERIRIAIORHISRES . IPHEERIIPSE
B KPR S 2 EBIKSIDEEEY, iBITAPIET, P4
EMKPEER “‘B” NXR, Hh—ARIeLMNBER
Mo (—NAPIERTEREIPEEFNNS S /M S DRI
ﬂﬁ)ﬁmg, XL RIRHIRTB S 5 = MUY KB iEHE

shi’F

B “seiF” M IR
M “KB” BoRER, AVF/ZRLLBRAPIRIIPHELL/KS
Z/MKSID,

[agiichils

N3 “3E17 Jp “IptEht” BAEEERECE.
BIARFSREZEIESIAIAPIROIPHENE, SIPHBUEEE .
i588

FVFRAREFIAIPHETRE, HBIATIURERS100%,

RS

Y “3B7 B “KSE® HREEE.
BWARIFREZILDAAPINIKS S, 2N KSBZEE
RZEES () FRF.

R BEESIeA LANAPE, &R “RELE"
£ “HRIEIE” NEHIABAFPIKSE .

MKS1D

XY “%B” 3 “IKSID” BREAE.
BASRIFREZLILGIIAPIIKSID, SNMKSIDZIENE
BZEES () RF.

TR SBEESIeA LANBARE, &R ‘RIELE"
£ “ERYEIE" NEIREVAFRIKSID,

2024-10-09

118



API R
FBFigrE

6 APl S51&

6.10 L ZHRMEAB

{sE FAPR !

(ERRIE

FcES#RA

BERERRATRRIRSSIGEAPIMXRISS, EAPINXIEREIRIRSH, RIEEIRR
SR,

B E AT KeyHISecretdlpl, EETIBEBUBETIAPIALLER , HESTHLN
FAPIS, APIRIXESHIES S IAPIERE, SEIMERNSSEE, KRS
BB SRERR S RHTES, BT S RAAPIEiT A Authorization
L g 2 A — MR AP AN .

o ETERHRESM.
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e aes: EEFaesINIEFERPIEE.

HiASecret BEE5Secret—39(E .

IR R4S

2% ( APINXFFAIER ) B “WERIRIRSHTER " EONEIRIRSHITES, L]
BRLERFAPIKIET KAYAUthorizationk PR EZ 2 E—HBERIRIGAPIF G X .

6.11 BEMIAIE
BEMIAMEEERMIALE: BlimEENXIAMENRREENIALE,

o RIRBEEMAIE: MREFEERBCHIPAMERSE, TMAZAPPIALE/IAMIAIEX]
APIE’?EIEI&FJWLME%WE?, EALMERBESCAILE, BiZEBENXAIREHTIA
IEEA

o FEREEMALE: STENGERRSERAFBINAMERAN, SHEEENTE
APNERFEHATRAPI, TAPIGEIEEESINIELIRE, BSFMAERTREMN,
BUAPIFFRIIERE . BREZEAPIGHEIEEEMNAIREUAE, APIGEILL
FRERXSIZRIRAERSE, SREVRIRARSSAOLIERN

AR
Ez’ESiiAiIEﬂ‘Zﬁﬁl%l#Ifﬁiﬁﬂﬁ%o NRZRTRegion; 2B FELREMTIERIRSS, WASZIHERR
ESNILE,

BEMNENEMMERIES, 2% ( APINXFAIER ) NEEANEHEXET.
FRBESXOAMERABAPIRIRIZI FEFR:

2024-10-09 120



API 3
FBPFiER 6 AP| Z5H%

6-2 {EFAEBEESGAILIERA API
FHa
BE—TEE, EAEEMA

IERYEImEAET, ITAPIEETIA
ik

HEEEMIME, =R

BAPREEAEEMIAME, &

T8 VI AERTAPI #7455
TRIEH
ﬁﬁﬁq
E#%H
m—p
5

BUIRSRY
EERHTIERRS PSR EIE.
BB EXIAILE
TE1 HAAPINXIEH S RHE.
B2 RIESLIR SEA NS EFs%RL6.
L3 EEMSHIZEE “APISIE > APIERER” .
$BA £ “BECGALE” @, BE QIEEEANE” .
BeERESINIESH

2024-10-09 121



API %
FBFigrE

6 APl S51&

£ 6-12 BENXIAIESE0LAA

S 15488

INEZFR FREMAPALEEZR, AFXSARBENGAILE.

- i) o Hilw: XFAPIRSHEHTINESEI
o [Fim: X RimIRSAISITEN

BB e Lhls IEFEFEFunctionGraph R 8IFEAIEREL .

hRABL5IZ EIRREAORASLEIR, REARALEIRINEESESE
( RETER FunctionGraphFF3ERS ) B “hIRAETE”
M BRER B,

LRTFRTIE)(RD) REINELE REFHIRTE
BUESEBE/90s~3600s, EAOIEARER, BATIF
3600s,

BipKiR REBTANIHS RS,
3 KB H “Biiw” , B “EENE7 AR08, %R
REIWSH,, FREEN, HSESEIERZERENR
INEER

EAB&iXbody B BAPIERAIbody R BIEIBLAIAIERE] . body{k
ABELERHNAT, Sheader. queryIBIEIE—,

BFREE BEENRISERESH, APIGEBEREN, 5 “‘BHkE”
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TRIBIR, ENERFBRE, REVEIERIKeyFSecret,

- ZREUAIESZPR{ERSDK:

FEAPIRKIEHI IR “FEIFO” , & “SDOKEMIES|" EH THIINIE
SFfERSDK,

2024-10-09

162



AP| 3
BPFigE 11 AR EAHI API

- ¥%EYAppCode:

FEAPIMKIZHIGIERR “APIBIE > FIREE" , EERIIRPREIZAPIFTIEN
EIRAIBIR, BNERFIBERE, £ “AppCodes” XigA3REXAppCode.,

VEF API
(MERITY:
AEDIREEREIFLIANESHRERS, ERIRNEMSHREFERFETAE, WiE
RIECE . SSLECES . IREFIRSHEERRESHUSZER, ENSEWRINEHITEE.

1. fiEAPHEK, R~EIENT:
POST https://{Address}/{Path}?{Query}
{Header}

{
{Body}

- POST: iEKFi%, FERMIRINAPIRIERERFIRIANERT %,
- {Address}: iEKitbtit, FERIIRANAPIRIERIERFIRENAIEZ ML
APIERIZ= APIERSHACE

{E A= FAPI {ERMRSS S EchYEIE R e RS 4P ERTE = A
API, THERIIMECE -

{ERIPIERDEFAULT | APIFSiF{EFIPHhEFIDEFAULTS4E FRYAPI, T

$3¢BRYAPI FEHIMLE
ERIPIERIE o {EHAHIPHBNIES 1A EDEFAULT 34 FHIAPPIA
DEFAULT4ZBRYAPI UEAYAPI:

1. ELBIRIBECESE “app_route” 0
“app_secret” IREA “on” . R
“app_route” ZJ5, E—EETALENAE
ENEKRIBEFGIERIAPI
2. EEREERRINHeader&#] “X-HW-ID”
I “X-HW-APPKEY” , SE{EIAPIFfIEIX
EEAIKeyF0Secret,
vl
{ERESZIAE ( APPIAIE ) FEFBAPIRT, (REEERE
BhifiiNHeader2%{ “X-Apig-AppCode” #1 “host”
BNay,
o {HFIPHBLIEZAAIEDEFAULT S 4H FHIFEAPP
NIERIAPI, BEEIEKIBERRINHeader5#

»

host” .

- {Path}: BRI, FEMIWIKENAPIFEREEPIREANERIEER.

- {Query}: SiAS%, Ak, BN ‘SHB=SHEE" , HE0limit=10,
S/ ENSHZEER “&7 R, FREREAPIRIEREEPIREATER
SHHITIRE .

- {Header}: iERLBE, BN “SHEZ: SHEVE™ , HllContent-Type:
application/json, FIRIFIREXAPIRIEREE PIREAIERSEHITIRE .

- {Body}: iEKHEK, JSONIET ., FEIRIFIREXAPIRIEBERFIREAYER
FABHERHITIRE .
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2.

HAPHERFIMAIEER

APLRAIES T APIERESHEE

APPIAIE ( 21N {FFASRENAISDKITAPIBRHITE R, BIAiESE ( API
i) WMEFFATSE ) B9 “{ERAPPINIEERBAPI” =15,
APPIAIE (EZIA FEAPIEKRFFIIHeader2%{ “X-Apig-AppCode” ,
iE ) SEENFENAPIFSE RSB FXEZI9AppCode, B

FBESEREN T,

APPIAIE (app_secret
TAIE )

o SLEIRECESHE “app_secret” BIg&EHR “on”
FHBapp_secreti\ilE .

o EAPIERFRNINHeader2# “X-HW-ID” , &%
{E93REXAPIRY A BE B HIREXZIAIKey o

o TEAPIERFFNNHeader2% “X-HW-AppKey” ,
SH{EIIRENAPIRSERE R IAENEIRYSecret .

APPIAIE (app_basic
IAILE )

o LAINEESH “app_basic” BiIEAN “on” , FF
[Bapp_basici\ilE,

o TEAPIERHFHINHeader&#L “Authorization” ,
SH{E N "Basic"+base64 (appkey+":"+appsecret) ,
Hrhappkeyflappsecrets 3 03KEXAPIRSERER
FRIRENZEIRYKeyFSecret,

APPIAIE ( IEIA
iF )

FEAPIERHERFHEEAPPIAIER] B E XOAEASAILES
=

15N 0

IAMIAIE ( TokeniA
iE )

SR EIREZFEEBDIAIEToken, ABEAPISRET
BIMHeader2# “X-Auth-Token” , SE{EIAIILE
Token, BiRiE2%E ( APINFEFFAISE ) B9 “TokeniA

) ==+

" B,

IAMIAIE ( AK/SKIA
)

{FFASRENAISDKITAPIBIRHITE R, BIAiESE ( API
MEFFAEIER ) B9 “AK/SKIAIE” B35,

IAMIAIE ( XUEEIA

FEAPIERFEIHEFIAMINER B E SGAERIAIES

ilE ) =W

BEMIAIE RIEEESOMERIENX, FEAPIERSHFETERIA
IHE R TIALE,

FTIAILE THINIE, RTEEEHAPI,

FE=HIANE (APIEE

B )

r‘gAPIT;%&%Z’%ER%X%%&EP%?%%’E’\J%ET:‘MEH%

N0

11.2 IALGEESL

EFBAPIES, APIRIKIBINAI FIMRLEZE Sk o
X-Apig-Mode: debugZ=7RiiuiziH2LENNAPIMKIEHEE o
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RGBSk fhR jizkil2
X-Request-1d | i&KID FiBEIREK, #BSRELSH
X-Apig- MAPIRXKERIEREIRTG | (XEEKRBELBAX-Apig-Mode:
Latency IR [EHE LAY AR debughd, R[EILESE]
X-Apig- MAPIRKIERGEiREIEIR | (NEEKIEELEEX-Apig-Mode:
Upstream- R[EEE LRI AR debug, BREI®RIRSZEELARIMock
Latency A, IREISE
X-Apig- APIREZHIEE NEEKRIBELEEX-Apig-Mode:
RateLimit-api | 5 debug, HAPIECE T APIREEH!
remain:9 limit:10,time:10 | A9, REILSE
second
X-Apig- BERRERFIER {RIEIEREE LB EX-Apig-Mode:
RateLimit- ). debug, HAPIECE 7 FHFREMRE
user remain:9 limit:10.time:10 | A9, REILSE
second
X-Apig- ERERERFNER (REEKiEE LB EX-Apig-Mode:
RateLimit-app | s debug, HAPIEE T EIEA=IRE

remain:9,limit:10,time:10
second

BT, IXEESE

X-Apig- BIPRERFIEE (REiEKiEE LB EX-Apig-Mode:
RateLimit-ip | debug, BAPIECE T iRIPREMRE!
remain:9,limit:10,time:10 R, IREILSE

second
X-Apig- APIZRIATREE RIEERBREL B AX-Apig-Mode:
RateLimit-api- | = debught, REILEESE]
allenv

remain:199,limit:200,time:

1 second

11.3 $5iRA5

HIARAPIRY, tJEEBEI TERPIEIRIE. RE

(APIZ=15E ) BRI “$HIRAD” HHTAMEE.

(MR

2 “APIGW” FFLAVEEIRD, B

o EIIAPIGIEOSIEAPI, KEFEIRE, FPEREIRIGIEESE ( APIMXAPIZE ) 1y “HHiR

o ﬁﬁHAPIG%El%E%EIT, BLAEIRES (WAPIG.0101 ) M, BIREEHIFEEARE, BRaY
EREEHRITMAIER
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% 11-1 %63
=G | ERER HTTP | iEX BRI
b7 TN
g
APIG.01 | The API does not exist | 404 | APIRTEIEEKR | ICEEAFBAPIFR{E
01 or has not been KRMEIRE Bt . iB5KA
published in the A BBIERFICUERY
environment. APIRE—X; &
BAPIEE A7,
WNRAHEIEEF
i, KEIEKX-
Stagek2ENA
AR S; 08
i)ﬁﬁHAPIEﬁHE’\JﬁE
BEREEHER
APUEET'_ RY92H
APIG.01 | The API does not 404 | APIERBER | lBEAPIERGE
01 exist. yees ERSAPIENRY
FiEMEE
APIG.01 | The backend does not | 500 TiEHE SR BXEARF
03 exist.
APIG.01 | The plug-ins do not 500 | TiEHEURMAED | BRERIARSEF
04 exist. =1
APIG.01 | The backend 500 | TEHKEIRIREL | BEERAZE
05 configurations do not =1
exist.
APIG.01 | Orchestration error. 400 kIR KMBEAPIEEAIET
06 EinsHEReE
APIG.01 | The custom lua script | 500 Luafi R EER | BRERARZEF
07 encountered an HEIR
unexpected error
APIG.02 | API request error. 400 | BERBHAAEE | FRGEIEK
01
APIG.02 | Request entity too 413 iB3kbodyiZ K RV Rbody A/
01 large. (KF12m)
APIG.02 | Request URI too large. | 414 BERURILT X RENERKURIAN
01 ( KF32K)
APIG.02 | Request headers too | 494 | iEkskidk (8 | ENERLAN
01 large. MERLKTF
32KEFrEIEK
L PRKEXRF
128K)
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ERE | E|IRER HTTP | iEX BRI R
RE
5
APIG.02 | Backend unavailable. | 502 fBiRA~al KMEAPIEBCENNG
01 ittt 2 A TR
APIG.02 | Backend timeout. 504 | [SimEBHT =y NN EIE
01 NSimAIR BT E]
APIG.02 | An unexpected error | 500 | FIEREEIR EXERARZ S
01 occurred
APIG.02 | Backend unavailable | 502 [EimAn] A KMEAPIELENG
02 ImiE KM RS E
[EimARSZE R IMY
—&
APIG.02 | Backend timeout 504 | fSimiBAT 1 KEBAT A B2k 48
03 IMNEimAYRL AT E]
APIG.02 | SSL protocol is not 400 | SSLEMMARAA | {EASHFAISSLID
04 supported: TLSv1.1 ZiE WHRAS
APIG.02 | Verify client certificate | 400 | ZFIRIEPIRIE | KEEZFIHERE
05 failed 5w BIEH
APIG.03 | Incorrect IAM 401 IAMIMIEHER( | faEtokenEd
01 authentication = i
information.
APIG.03 | The IAM user is not 403 IAMBBRARITF | KERRPEEHEE
02 authorized to access IHIa]API B2 R R
the API.
APIG.03 | Incorrect app 401 APPINIEEESE | EIBERIAIE.
03 authentication = R12. Eas#.
information. BRI RFER
NEE BR. &
2. BERIKE
H—E; KEER
imteeit a2 E
. i52E (Fk
B ) B9 “EH
APPIAMEE AP
BEPRESZRE
AYIE)ER
APIG.03 | The app is not 403 | APPASIFIAIE | IGEAPPEEIEIN
04 authorized to access API 15IaJAPI
the API.
APIG.03 | Incorrect 401 INEHEEEIR KEIANLHEERS
05 authentication 1EH#
information.
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=B | ERER HTTP | iEX BRI R
RE
i3
APIG.03 | API access denied. 403 | RAFIAEAPI | KEREESUAE
06 API
APIG.03 | The token must be 401 tokenFEEFT | EFMIAMIKEY
07 updated. token
APIG.03 | The throttling 429 | BHEREERE FRERFR RS
08 threshold has been E—'_I WNER AR
reached. 2RI HIEKEL
IR, i&4FEihsr
1
APIG.03 | The project is 403 projectA~RIfEEF | {ERAEfprojectih
10 unavailable. ia]
APIG.03 | Incorrect debugging 401 NSRS | BRERARSE
11 authentication 1=
information.
APIG.03 | Incorrect third-party | 401 E=HINEEE | RESHEE
12 authentication iR, INELW | IEH8
information,auth fail
APIG.03 | Incorrect third-party | 401 FE=HINEEE | RBESEKPEHE
13 authentication iz, BmiER | BE5E=AAILE
information,identities 142'4:'%1 yRIRIRE
error —&
APIG.03 | Incorrect third-party | 403 | E=HIANEEE | BEEEARSHIA
14 authentication 2=, HIOELR | 15kEREE AW
information,access SiEK, MRE,
deny NIREE=FIAIE
IRIERIBHIE D=
BMELARRR
APIG.04 | Unknown client IP 403 TERBIZERFiG | BREEASTF
01 address. IPHBLE
APIG.04 | The IP address is not | 403 IPHEIEAR RIFS | (B IPHBIE R
02 authorized to access i3] ERR RS
the API.
APIG.04 | Access to the backend | 403 FiwIPAFIFL | BimlPHEESin
04 IP address has been e 1af 2 XS R AY I Pttt
denied. AAiFipaE
APIG.04 | The app is not 403 | RMNZSEENIP | RERIPEEES
05 accessed from a AR N ERR | RS PEE
trusted IP address. F T RFeEIES
APIG.05 | The app quota has 405 | APPEEBHIAT | T9SLAPPECAR
01 been used up. 3
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=B | ERER HTTP | iEX BRI R
RE
i3
APIG.05 | The app has been 405 | APPH#RIRES RETE
02 frozen.
APIG.06 | Internal server error. 500 AEREEIR BRI F
01
APIG.06 | Bad request. 400 | IBEIBK BEERERSS
02
APIG.06 | Domain name 500 12 AR TR KMEHEHE, UL
05 resolution failed. RigZ22EHET
R Eprchily
APIG.06 | Failed to load the APl | 500 | ZRNNELAPIEECE | BXRIE AR
06 configurations.
APIG.06 | The following protocol | 400 | WMXA#REF, | eRASTIFAINMY
07 is supported: {xxx} RN ZE (HTTP/HTTPS )
XXXo 1518]
EE xxxLASE
PRI FRIA S
)i
APIG.06 | Failed to obtain the 500 TRIRENEIENK | BXERFARSZF
08 admin token. =)
APIG.06 | The VPC backend does | 500 | #F2IfazEin | BERIATIE
09 not exist.
APIG.06 | No backend available. | 502 ,xﬁ__f EENE | KEFRERREES
10 lffﬁ ﬂﬁﬁ ’ yﬂiﬂﬁﬁ{n o
5t ERE—
E3
APIG.06 | The backend port 500 | RiminEARIKE] | BRI
11 does not exist.
APIG.06 | An API cannot call 500 APIERES E )=y
12 itself. B, BIFEREHK
REEBIT10E2
APIG.06 | The IAM service is 503 IAMBRSZERIA | AR F
13 currently unavailable. E1);
APIG.06 | Incorrect third-party | 500 zxﬂﬂ%:?‘ié’fﬂ KMEE=HIAIE
15 authentication VPC RHBEETREL | AHBEERERDS
information 5 1Fff
APIG.06 | Incorrect third-party | 500 | EEE=F%N | REE=SIAER
16 authentication request RS EM SERIEE
information
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ERE | ERER HTTP | IBX BRI
fig
APIG.06 | Incorrect third-party | 500 | SKEXEE=H%M | KEHE=SIAER
17 authentication AR 3 M@ Rz S BERIEE
response information
APIG.07 | Backend signature 500 |itEEHESEE | BRREALE
05 calculation failed. g
APIG.08 | The IAM user is 403 | ZIAMAFRED | BRERARSZH
02 forbidden in the BiregionR#EEE
currently selected F
region
APIG.21 | PublicKey is null 400 BERTPERKE | BBEEAZE
02
APIG.22 | Appkey or SecretKey is | 400 | Appkeygk mEISKAIAppkey
01 invalid SecretKeyAa | 2SecretKeyE2 &
& ff
APIG.22 | Refresh token is 400 Refresh tokenZ~ | @& Refresh token
02 invalid Bik BRI
APIG.22 | Access token is invalid | 400 Access tokenA~ | ¥&EAccess token
03 aik EELEH
APIG.22 | ContentType invalid 400 ContentType#f | #&&ContentType
04 &i EEIER
APIG.22 | Auth parameter 400 | NIESHASE | REINESHES
05 invalid 1Eff
APIG.22 | Auth method invalid | 400 | INERZEAGE | RBIAESERE
06 1Ef
APIG.22 | The length of 400 through_datai#8 | through_datati<E
08 through_data is out of K BR300, RIE
range SCRRIETIEEE
through_datali&®
APIG.22 | The value of 400 grant_typef9{E | grant_type Iz
09 grant_type is not in EiE client_credentials
enum List . refresh_token,
RIEEPRE R
APIG.22 | Lack of grant_type 400 | TRAIEIEREY i~ Algrant_type
10
APIG.22 | Lack of client_id 400 | BROEFIRID | FRIIZEFURID
11
APIG.22 | Lack of client_secret | 400 | BR/DEFIRER | ivINZFiEZH
12
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HiRE | ERER HTTP | iBX BRI

K&

i)
APIG.22 | Lack of refresh_token | 400 | ff/Drefresh BEERIATIE
13 token
APIG.10 | Refresh token is 401 Refresh tokenid | EFikEXrefresh
01 expired HA token
APIG.10 | Access token is 401 Access tokenid | EHr¥kEXaccess
02 expired 2R token
APIG.10 | App not match refresh | 401 AppSrefresh KEclient_id2H&
03 token tokenA<[PLHg 1Eff
APIG.10 | App not exist 401 AppATFIE ¥&Eaccess token
04 EALEH
APIG.10 | AppKey or AppSecret | 400 | AppKeys MEIEKRY
09 is invalid AppSecretA~& | AppKeyzk

& AppSecret2%&
0z
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1 2 IREE

TR

12.1 SR FHRBUER API R

NRIEFEEZXEFRBRIAPIR KRS HITIIREE, SAILUERR—SMIALERS
( Identity and Access Management, fE#RIAM ) , BIIAM, EETLA:

o RIBEIWRINSSAEN, EERIZKSH, H[EHAREIREERINRITEZEIAM
AR, itRTHEE—REEIE, FERAPINKIRS KR

o RIBEVWAFRYERRE, REAFBRIHIANR, LUXZEIBRZERINRIEE o

o BAPIMXIRZFFZIEALELW . SUNEMKSHE SRS, XEKSHES
ARS A LUMRIES R TCIZHE

MRZKSELEHRTENER, FEEERTAIAMAR, EFLUMEIARED,
SIS EFBAPIM K BRSS AITIRE o

AETHENEYAPERIGE, BERENE2-1F7R.

RIS
SRPEENCA, BETHAPETIIRINE12-1, FESTIRBRETER.

£ 12-1 API MEIR G A B REE

Aot/ | Ek 251 R R

REEBR

APIG APIRXKIRSZBIIEERNIE. | RARE MRERIEIRERE R

Administra | BI%IRRYAF T LAERE E{thiRZZFRAVEIE

tor APIXRSZBAIFFETIHEE bR, TEE, WiEHE
EERMBE P AEIT R
RSZHA9AdmInistratori¥
PR o

APIG APINMXAIRSZEAEINIR . BB | RHKES o

FullAccess | iZANPRAYA P RILAEFHAPIR

KRS BINEE -
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12 NRETE

BN =

Eofe/ | Emad 51 (L3UES
REEBTR

APIG APIR X ARSSHY RiIEIA1a)HY RRRIE To
ReadOnly | BR. B ZIRAIEFREE
Access BEAPINXIRSHZEE

o

12-1 5P IEIN APl MK IRSARIRIZ
Fig

¥

BIEAPEARN

¥

BIEARF

L)

FPZ SRR

L)

]

—_

BIZRFEFFIRN

HEIAMIZHIGEIEERAFE, FHEFAPINKRSHIRR “APIG Administrator” %
“APIG FullAccess”

BIZRFHIARRA

FIAMIZFIGRIZAR, FPRBEIANTREIZRBEFE.
FRPEFRFIRIENR

FEIZRBRERIZHE, WIEAPIRKARSHIRIR

N

w

12.2 APl X EE N8

MBRAEMEMAPIRXAUR, FHECHBNSR, ALREEN R, BEVE
BRI U IEOEAR (Action ) IE2% (APIIEAPIZE ) bt “RUIRSESAE
® .

BRISZFLA TS U2 B E SRR :
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o TMUUERIZBEENRE: THETHERIKEL, BHINMHNESHEIEERERR
5. BF. BR. FMERIBRE, JEIEMRE .

o JSONHIEICBZBEEMNRE: JLMEEERIBRIRG, RIEEAERRIERIEN
B, EALEEAEREERRSISONSIUIIRIBRE .

BRRIZSEESH: (H—BMAIERS ) F/ “CZBENRE BT, A&FH
BN B E FRIAPIR X B E X SRBEHER o

API % B TE N RS
o RAT: IZERFEIZEAPI. EIXAPIRIBUR
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",

"Action": [

apig:apis:create
apig:apis:debug

]
}
]
}

o HI2: IEEAFRIEAPISA

EEREEERNESEMRIRER, SWIRBERMER. BPHEETRISRES
B, —MERIBYERINRERZFEAlowFIDeny,, ME{EDenyflLt.

WNRIFLEFFEFAPIG FullAccessHIRF KIS, (EAFTERFIHEAPIG
FullAccessHriE X HIBIZEAPIDERUR, ERILABIE—RIELEEIFEAPISERNBENX
%RE, ARBERPBAPIG FullAccesstIEERASIZ TP, RIEDenyt5cEM, N
BRPaI LT BIRRAPI D HIMNIPR EIRIE . B SRES BN T :

{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [

apig:apis:create
apig:apis:debug
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1 3 SEITARSS SZISRIK IR

13.1 =®HITIRFEZISHI APIG #B{E5IER

FE=EHITRS

MREFBEWE . ICRNEBTIAPINKIRSIVRFES, BTXELZEDHT. BHit.
REMEFERNRZRE, BATRLTFERFITRS, BRESL ( ZHIHRS
FAFisr ) B9 “FB=EHIHRS ™ 15,

ZHITRSBELATII8E:
o ICERHITAR
e HITHTEN
o HITAEEENE
o EHNHINE
o KIBBR(FE

BEXBRFIIR

BEIREHIRS, ERLUCRSAPIMKEXANRIESM,
iﬁﬂ o

x 13-1 =FIHIRSZIFHI APl Gateway 12{EFIZE

EFRENES. FitiE

HRERR RiREE EHR
BIZAPIHE ApiGroup createApiGroup
(BZAPIS 4R ApiGroup updateApiGroup
THIBRAPIS>4H ApiGroup deleteApiGroup
RIGAPIDAZIREHBIFAE | Swagger CheckApiGroups

ellfE378 5

Environment

createEnvironment
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BRESR RiRRE B2

(BEIAE Environment updateEnvironment

RIFRERLE Environment deleteEnvironment

mETE EnvVariable CreateEnvironmentVaria
ble

fFREEE EnvVariable DeleteEnvironmentVaria
ble

BRZ= EnvVariable UpdateEnvironmentVaria
ble

BIERIER Throttle CreateRequestThrottling
Policy

(EBURIT SRS Throttle UpdateRequestThrottling
Policy

BRI SRS Throttle DeleteRequestThrottling
Policy

BUEEAPI Api CreateApi

(EZZAPI Api UpdateApi

fRHIBRAPI Api DeleteApi

A T4API Api CreateOrDeletePublishRe
cordForApi

RISAPIENX. Api CheckApis

i API Api DebugApi

HERM/TEAPI Api BatchPublishOrOfflineAp
i

VIHRAPIhRRZS Api ChangeApiVersion

IRIERR A S AP Api DeleteApiByVersionld

Bl = %A Signature CreateSignatureKey

B R %R Signature UpdateSignatureKey

HpR=E =258 Signature DeleteSignatureKey

HEEZER SignatureBinding AssociateSignatureKey

FRIRAPISEZZFRI4PE | SignatureBinding DisassociateSignatureKey

XR

GPETRIT RS ThrottleBinding AssociateRequestThrottli
ngPolicy
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BRERTR

HiRkE

SHEMR

FEPRAPI SiE SRASAISDE
P S

ThrottleBinding

DisassociateRequestThro
ttlingPolicy

IERRGRR I SR

ThrottleBinding

BatchDisassociateThrottli
ngPolicy

CUEBISIRIRE ThrottleSpecial CreateSpecialThrottlingC
onfiguration
(EBUFFRRIE ThrottleSpecial UpdateSpecialThrottling
Configuration
il S ThrottleSpecial DeleteSpecialThrottlingC
onfiguration
APP#E1R AppAuth CreateAuthorizingApps
FRBRIZIY AppAuth CancelingAuthorization
4t ApiGroup AssociateDomain
R ApiGroup AssociateCertificate
(&&= ApiGroup UpdateDomain
FRYUBIR ApiGroup DisassociateDomain
TRlBs a2 E ApiGroup DisassociateCertificate
BUEEACLERHES Acl CreateAcl|Strategy
1EBIACLERRS Acl UpdateAclStrategy
HIBRACLEERS Acl DeleteAcl
HEEMIBRACLERRS Acl BatchDeleteAclV2
BAPISACLEREEH1THPE | AclBinding CreateApiAclBinding
FRIRAPISACLEREERISBE | AclBinding DeleteApiAclBinding
L EREIRAPISACLEREERY | AclBinding BatchDeleteApiAclBindin
4ixE g
SIZBENXIAIE Authorizer CreateCustomAuthorizer
(&2 BE SIAIE Authorizer UpdateCustomAuthorizer
fIRR B E MIAIE Authorizer DeleteCustomAuthorizer
SHAPI Swagger ExportApiDefinitions
S NAPI Swagger ImportApiDefinitions
BIEVPCIEIE Vpc CreateVpcChannel
EHVPCEIE Vpc UpdateVpcChannel
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BRIESR RRER SHEWR
fBRVPCIBIE Vpc DeleteVpcChannel
NN EHT S imsLfl Vpc AddingBackendInstances
B SR Vpc UpdateBackendInstances
Bk = i SE A Vpc DeleteBackendInstance
HEENEIRRSZ /KRS | Vpc BatchEnableMembers
B);E]
HEIELFIRESZ AT | Vpc BatchDisableMembers
AAJH
1B VPCIBIEfEERE Vpc UpdateHealthCheck
NS EFFVPCEERIN | Vpc CreateMemberGroup
AR5 =84H
EB,%VPCJEEE%HE%%% Vpc DeleteMemberGroup
j%‘?ﬁVPC BfEinRSeE | Vpc UpdateMemberGroup
tIE S HEBE NI ApiGroup CreateGatewayResponse
B HBE X AR ApiGroup UpdateGatewayResponse
B 5 4H B TE M Im R, ApiGroup DeleteGatewayResponse
EM D HETIEERIREER! | ApiGroup UpdateGatewayResponse
BB E X IR Type
MRS EIEETEIRIEEIAT | ApiGroup DeleteGatewayResponse
SRRV Type
SCHIBCEFE Feature CreateFeatureV2
CIEEZIREAI (ZFE) | Instance Createlnstance
BT = hRLA) Instance Updatelnstance
LIS 4PEEIP Instance AddEip
SCA5IRESDEIP Instance RemoveEip
FREEHI AL Instance AddEngressEip
=E e s N Instance UpdateEngressEip
KIALF AR EO Instance RemoveEngressEip
FEEFAMAO Instance AddIngressEip
EFSLAIN AT Instance UpdatelngressEip
KALFAMAO Instance RemovelngressEip
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BRESR RIFER B2
IR Z = hiRSEA Instance Deletelnstances
IREIIETE Instance CreatePostPayResizeOrde

r

.

B EE B RIR T RiERE

I
it

vpc-endpoint

AcceptOrRejectEndpoint
Connections

ERINSEFILR IR i
- =F=1:c]

vpc-endpoint

AddEndpointPermissions

HEEMIPRSLAIR T ik
- =F=1c]

vpc-endpoint

DeleteEndpointPermissio
ns

SEA NS FRER S

AtREE

Instance

BatchCreateOrDeletelnst
anceTags

ENHIRS Microservice ImportMicroservice

BlIEESSLIEH SslCertificate CreateCertificate

1 2A48ESSLIEH ApiGroup BatchAssociateCerts

12 BR4RSSLIEH ApiGroup BatchDisassociateCerts

fRIBRSSLIEH SslCertificate DeleteCertificate

{BEZSSLIEH SslCertificate UpdateCertificate

SSLIFB4iE 3 Certificate BatchAssociateDomains

SSLIEBE4REE Certificate BatchDisassociateDomai
ns

elbEnaEs Plugin CreatePlugin

(Eestdmt Plugin UpdatePlugin

ilERERES Plugin DeletePlugin

RSB EAPI Plugin AttachApiToPlugin

API4FEGS Plugin AttachPluginToApi

FRIRGBERRI4RIAPI Plugin DetachApiFromPlugin

FRIRGBEAPIAYIEY Plugin DetachPluginFromApi

tlEAPP App CreateAnApp

1B APP App UpdateApp

fERAPP App DeleteAppV2

BERA App ResettingAppSecret

BERAPP App CheckApp
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BRIESR RRER SHEW
£lI#2APP Code AppCode CreateAppCode
B&ERAPP Code AppCode CreateAppCodeAuto
fHF&APP Code AppCode DeleteAppCode
IREAPPRYIa)EH] AppAcl UpdateAppAcl
fRIBRAPPRIIAIENHZ AppAcl DeleteAppAcl
elFE RN AppQuota CreateAppQuota
(EMUESRECEN AppQuota UpdateAppQuota
pIEER I AppQuota DeleteAppQuota
EIERCAYIEERYIZE AppQuotaBinding AssociateAppsForAppQu
ota
RN EIEECEAENER94E | AppQuotaBinding DisassociateAppQuotaWi
E thApp
KA=EHIHRS

WRFEXA=HITRS, BASEESL ( aHITRSEFER ) 89 “BirER

13.2 £ CTS SSF¥IXRBE=HITHH

Bria=
AFPEAZEHITIRS CIEEELEERRE, FERATRICRTRSRRARE. FolE
HIERBIREEE, RAFIRICRAPOBSHEHEIERIE. ZHITIRSEEEHE
SRFRIETRIOKANRIEICH
AN EINMIERFITHRS EEEF S TS ERE7RIOKRAURFCR:
o TENREMIIREEHFITEM
o HIBREHIIREETHITFH
(= FAPRH
o FAFBEE=HITHEHAREEARIE7TRIOKZECTE. NMRFETTBII7X
OXRIBRIFICH, BB EMERIXIRFMEIRSS (OBS)Skm AEARSS (LTS), 7
AJEOBSHEENLTSHHEHEERHLEMHER . B, BRBTEER7RI0XKLA
BIRYRIFICR
o Z=LEFR, 19MANIIBE ZHIHEHSEEEEERFMHRFICR, S5ot9a
Z B ZERIHEH ESEEESHRFICR.
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EFhREHIIREEF TSN

1. ERSERAE,
2. BFAR — , %R CSESHE > ZHEITRS CTS” , BAZHITRSRA
Mo

3. BEAMNSHE “FHIIER" , HEASMIIREERE.,

4. BPRTFBESRERKRERINARIFSG, EAILERiERES— 8
e TS

SHER: WASZHRIETR.
FHID: WAFHID,

BRE: WARRNEIR, JZFEmE R RELREEMREIINAY
APIEMRER SRR RERSHT, ZFRAZ,

RHIRID: WMAZRID, HzZRREFELERIDIZRCIELWAT, ZFE&A
=RSS: T FHAEFIEET A =IRSB AR

RIREE: A THRAEFIEENTNAVRIRIEE

BEERF: ETHRERERE— NS PERIERIERR,

EHEHRB): BEIRA “normal” . “warning” . “incident” , RANEEREE
F—IR,

" normal: FTRIBIERIN.

=  warning: FRNRIERM,

" incident: FRRLGIERWEFERIER, HIaI5EEMEIES .

RESEE: iAFEEsE V. REX. &E1ERRESY, BallB
EMEIA7RIORAESRIBRAVRIES o

5. g%ﬁ-ﬁﬂ%ﬁﬁ, AR IS HRMFCRNM. RIFiFIER. REFIRERER

~Fo

giﬁ%ﬁ*&qﬂiﬁﬁA{}%‘\%%@?—, T Enterii2, AILIESHIIRERGSRMRY
=

BF ‘S 2, sHITRSSBEBERUXSISIAIRSIGSH,
ZXSXHRE T RRERERNATESEY, B&RZSH50005%ER.

e Cimin, TRESISHR B RISTEE.,
2, AR EHENRTEE. REEEREITTE

99, RSB BT, ZRIINEISSERT A, FINMEALLFF

6. XTHEMEMNXRFRIFRE, BEL "sHHTRSEMHESE > FHER &5

#0

‘THEITRSEMESE > FHEMT BT,

7. (9% RS MPIRRE, £EALESRY “REIAR” &H, AIEEIRR

BHFIERE.
EIHREHSIRERHITES
1. BREEEHE.
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%ﬁEZ—EJ:% — , &F “EESHE > ZWIHRS C7S7 , HARRITRS R
Ho

BEAMSMMRT “SHIIR" , BASFHIIRESERE,

RARE8XERTHIHEN A, EHSRARTRHRSHIIR, BEREA LS
A9 “IRMEBRR” =, YHREIBRSEMIRRE.

HHFRTIFES IR BN NAYRIESEM . HEIE AR SIFNMERERIE
a8, FHEEWNT:

- SR kR, BIRREMGRSEE, £ MIETERETARG .
TBIE R BUR R IR DRI, EHEFaMAENEARIZIRID.
" IEGRSREURE MR, EFEERENBRISEGETR,
" IERREURRIERMIEEN, ERIEENFNMAR T BRNSEIRS

o

- BERRF: A TMIEPGREE—BARRRERR, R ERPERP%S,
AR o

- BHERR: sl “FrEsEEE&s)” ¢ “Normal” . “Warning”
“Incident” , RANEFEEAH—IR,

- HESEE: AEEEERATVNY. RA1XR. RE1EEESHE, BeTlE
EMERIE7RIOKEZATBIERANRIESH -

- BE ‘SH’ HH, cHIRSSEEEERUCSVIEIRIFRS ST,
ZCSVHEE T RXRERERNATESM, B&RSSH50007ER.

EEEERRMYE, B ‘587

TEEHYIERNE, f LTLX«—;H:.'?A’EW»B%SZ#%DF‘ F%5IR .

- B S =, cEITRSSBERERUCSVEIIRSXESE,
ZCSVHEE T RXRERERNATESM, BE&RSSH50007ER.

- wECkm, TUUERISHREERNERIES.

EFEEENEHAN, BE 7 Eﬂﬁlﬂiﬂ’hﬂﬂnu Lo

W0 BER D #RE D

R pdiES =R
createDockerConfig dockeroginemd W - dockerioginems @ norml
requ

>

O

uuuuuuuuu

AERESENCRAN, 8F “EFFH , SRBE—BEORTZIREEME
MRFRER .
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=gt

i

Yrequest”: "
“trace_id": “6T76ddae3-842b-1lee-9289-9159eeebalac”,
“code”: Y200%,

Ytrace_nams”: “createlockerConfig”,
“resource_type”: “dockerloginemd”,
“trace_rating”: “normal”,
“api_wersion”: "7

“message”: “createlockerConfig. Method: POST Url=/vi/manage/utils/secret. Reason:”,
Ysource_ip”: " i

“domain_id": "

“trace_type”: "ipiCall”,

“service_type”: “SWR,

“event_type”’: “system”,

“project_id":

“responze”: U7

“resource_id*: ",

“tracker_name”: "systen’.

“time”: “2023/11/18 10:54:04 GMT+08: 007,
“resource_name”: "dockerloginemd®,

“user”: {

“domain’; {
“name”: ¥
vige

-

10. XTFHEMHEMNXRFRIFR, 520 ( FITIRSHFER ) P89 “=HITHR

11.

SEMSE > FHERT P
(At ) FEIRREMIIRRE, BEALEHRY “RIRHR" &=, AIEERIR
EHFIRTE

“w—

=

HITIRSFEHSE > BHEH

)N =z

BT
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14.1 A 1&EE

API Gl
o MEAVPCEE (fAREE ) i, BHRSHUATIUEHA?
o [SiHIRSHIEE—FEEREIECSHIMIE?
o [SRIRSEEZISHPERANELBIENE?
o [SRIRSHNITIFESIAGEN (FMIP) 157
o  APIRIRILASBTEIMIE A 157
API B

o APIEARKMAIATREREBML?

o APIERIREEEIRIBUMILLIE?

e "The API does not exist or has not been published in the environment."§ll
faIRgIR?

e No backend available, EAFR?

o [Si¥IRSZVAMALM “Backend unavailable” gi#BAT “Backend timeout” [EF
ot

APl IAIESERY
o EARIIFHTTPSHINEHAIE?
o “TINE” HUHIAPIZEA SN SIEA?

AP $ZHIZREE
o EAEXIGHERHRXREIMEENIZH?
e APIERREEET RG]
o BHLAIEERIEFFIMAPI
o EETSMAENAPI, MEESHEASET (MEEIPHEL ) RIFFRIESH?
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API SAEH
e APIEAKMEMHARE?
e swaggerSAAPINY BFEREZEIEIR?

14.2 API Bl

14.2.1 TixLEZE API RHAIRE?
APISZECEE . ANSRIRIRBIRIE, TELRERBIRE.,
HEREXIOMAIRS, 5% (APPSR ) i “HHENEE" &,

14.2.2 API F9NIRAS U] E M. ?
AP N RS 5 R ,
o —FPEMXKIOLES, HiEFKENAMKES, ATFAPIESREES] . HaEHISRESLAR

INERY, MXERREIRIMNES . BXMXIBNAFRES, 555 (APIN
KFFER ) R0 “FERKImA” B,

o —MERIKARSZIN . MNERHEERAPIARSS ( BIAPIRIRMAE ) BX, APIRIX
REE

14.2.3 {§f VPCiEE (RFEE ) , BwRSHENIROEAE
57

IBESAPIEimRSEwO

BXAPIRIRECEMNEMIES, 152% ( APIMXAFIER ) FY “CIZAPI” &5,
14.2.4 AAER VPC iEiE ( AEEE ) i, BixiRsSittinIU AR+
A?

AR ARG ZEEAMIP ( TIF=IRSERAEMEIPHINE ) . BIHREEFSAMEO,

ALAZAMAIIP, ReJL 2RI .

14.2.5 [RipREHit 2B —EEEE 9 ECS RIIBHE?

[EimpR St T LABCE SO ECSHITEME /A MIP, Bl AR E A E SRS 229 AM Pt
ik, EATLABE A -

BXAPIGIREENIFMIES, 55% ( APINXEPISE ) Y “BIZAPI” =15,
14.2.6 [RimIRFZ 2B ZIFHEFAM ELB ibit?

o  EEIIFHRERAMELBIBIL
o WIRILMELBHELL, ATEEFEMA.
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14.2.7 [SinARSS ST FHESTAR ML (7R IP) 157

EZ=hR: Z8F . EOIFRER—vpcFMAIP, SEBIS T TBRIREEIES.OFAE

bt
AIFEERRAIMER :
e 0.0.00/8

e 10.0.0.0/8

e 100.125.0.0/16
e 127.0.0.0/8

e 169.254.0.0/16
e 172.16.0.0/12

e 192.0.0.0/24

e 192.0.2.0/24

e 192.88.99.0/24
e 192.168.0.0/16
e 198.18.0.0/15

e 198.51.100.0/24
e 203.0.113.0/24
e 224.0.0.0/4

e 240.0.0.0/4

e 255.255.255.255/32

14.2.8 APl X REBXIFZRITPEAR

i;ﬂ'o
BIOVPCEE (RAHEBE ) XiFERinma, — NPCEEFALIRIZN=IRSESE.
XFVPCHEIE (RAZIEE ) BNEMIRIE, B2 ( APINXEFIEE ) 19 “8lzVPC

=z -

BE (QREEE ) " &1,

14.2.9 IRV IHR RISEEFEMTA?

IR E IR 8FE, WTEEWR, SERSHEACRETEISSOIRIAOLL .
fRipkInfE, BIRIER. 15 SAPlﬁg\éHjJ%ij‘—E’J?E%, BI—1 2 ERZEEHES T
IRSTIEE, B—MERREEREN T SHE

(0 %8R

INRE(ERRIAMIES , FEAEDNSIRSZ AMERTAIEMAICR (T=hR) -

SIREERRIRMIEES , FEADNSIRSAMBRITAIEMAICR (2R ) , TEEXEEIRIR
SSHETERIVPC,

14.2.10 API <RI LA4RE M2 157

Eﬂzgéﬁ)ﬁ, HJLABEAMES, BEATEESR, FHSAICRBETZISTAIRIADCH
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14.2.11 AHA S HBHAECERLW?

1.

2.

BEEAFHRBCORS,
HAAPIERS, B “RiE7 , BERSHBCORS, MNERZFFFECORS, BHE.
BEIEECZEOPTIONSHUAIAPI, BN DHRFLIE—1OPTIONSHUAIAPI,
(AL
SHRBWNT:
FEsE: HEIREFFECORSHIAPIFTIES 4 o
BRTE: IEROPTIONS,
BRI SRS FRECORSHIAPIHERINTE RN o
EREERZR: SRS EFBCORSHIAPIHEENNIEKIZZ T E SEFFBCORSHIAPITTEAYIER
IR
DUEetEst: EIRRIE& AL,
REINE: “TINE” BXRLRINE, FIEEFYENAE, REEER.
TIFEIHCORS: Ak,

14.3 APIAH

14.3.1 API EAREMAY AT EE[REEI G HPLE?

P28 | )
BAAPIEMAIA= S =F: B—VPCRIARELM . REIVPCZEERLM. M
M,
e VPCHIEAMBAPILKMES, BHREEBEEFIAPIBIDHCRISEZ—E, WNRIHZE
%, SSSARAPILY,
e REVPCZIEEBEAPILKET, BHEEMANVPCHINEEEEE . NRAE, AL
BT EIBVPCHERIERE, B INVPCHIMEEITIE, SLIMEEVPCIHIaISLA,
XFeEEMFERAVPCIFIERE, B52E ( EIFAE=HFIER ) By “XWEE
1% 575, ok ( APIMKRESLE ) Y “APIMNXEVPCHKGERRS” BT,
o  MIEFIAPIKMEY, BIRERIEEIGNT:
- APLZEHEHEMEAMIP (EIP) , SEAPIFDARIGEIAERMELE, 23MIE
FAAPIZ
?BEEEI PEEMARANT, FMEEESE ( APINXEFIER ) $ “IgLsL
57 B3,
- AREHNEESIR, SHAMNIERBAPILK,
gﬂ_%kﬁﬁ%ﬂﬂﬂﬁﬁiéﬁﬂ%iﬁﬁ% ( APIMXFEF$8R ) & “MILscfpl)” =
Mo
- ABRERERFINEREESL “hostpBIfE” , SHAMIEBAPILK ,, HINHE
BiLE, EEARET,
ez el
o IFHBREBREMIN, BeEIEEMET,
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152 R A EREMAIAPISE,

o  FEE (FIHER ) HITEERNRE .. APIDBEIREE, KRR ISBEBNSE—
AREEEANFER, FEEE—BAEN, 8REZSHLAHIET10000R,
SR LAE iR IR I 152 S Bl S T IAIAPI

y L

APIRBEAR . MRIEBLIAPI, WEESEHAM;, MREHEIERELEASERS, 15
KX-StagekRIEFEIERE A HAIMRRTR.

API TAIESEAY
ANREFAPPIAIE, App KeyFlSecret2&1EH .

AP 3= SRS
o IHEIHEHIFIRETSEER.
o EEBETRBRHIEE. RAKARIZEIRZAAPIRISEFBIE200%/
¥, MBEKROIERIZHRLE, APIMXRHNTIIARIZRI . EAILELAEHS
“SCHNSR” REHH ‘BRESH RET, BIER “ratelimit_api_limits” £
HRIRBEZARAPISIA TSRS .

14.3.2 APl R EIEIRBUMaILb IR ?
NREEFAFBCEIZERIAPI, SEE1=M0,
WNES(EREOSIEEIAPI, &% ( APINXAPISE ) thpy “{#1218”° =%,

14.3.3 API iR “414 Request URI too large”
AagEERE: URL ( BIEIERSH ) Kk, EIEBERSHMIEbodyFHEiE,
BXAPIABRIRIEER, i52% ( APINEHEFIER ) By “HBiRL”

14.3.4 "The API does not exist or has not been published in
the environment."{1{TfRHR?

B FEAPIR KR FRAIAPIHRSE , 1IBIRIATIRFHEE R sERE

1. ARAPIFERMEE . BKGE. BBEARER.

- LEEnelERIAPIIPOSTISIE, EMER T GETHIEREM .

- EEamiAIEAIURLELAPHEBHRAIURLD— /7 B SETIAILE EILAPI,
fBlunhttp://7383ea59c0cd49a2b61d0fd1d351a619.apigw.region.cloud.com/
test/F0http://
7383ea59c0cd49a2b61d0fd1d351a619.apigw.region.cloud.com/test=ILER
EAREIRIAPI,

2. APIiRBEARM. APIEIEfE, EERMIIEMRNNEEA6EER. BRNEEESE
( APIMXFIF1ER )  “RMWAPI” BT, NRARIEEFRE, KEIBEK
“X-Stage” LERBHNEMIIRIEE

3. R ALEM. NRAPIRESE . BKAE. IBIRIEHR, BEAHIKE, 81
eI B ERRITEISRIAPIFRTEDH . IBIOEAPIFIENSAEE, flses
PMAPIDEE, BNDEEECHMIINE, APIERE, FRTHEMSEEIIE
Zo
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4. IEBEAPIZE{FEHOPTIONSE AR, WNRFEFOPTIONSIEEIRIEK, BEAPIRF
JECORS, FHEUZEOPTIONSHLAIAPI, BENRIEIESE ( APINXAF{SRE ) &

TR =,
14.3.5 No backend available, E4f@HR?

o KNBERRKRSESTLULE, WRARENE, BIELRIRRS
o WNBERIRRSTNAIECSZEARE, EERRCHREHFZIKR.

o NERIRRSWIIERHFERAMIPHIL, WIRER, FEEAPIGIEHIGRY “Lf)
EiE > BEEHE > IHER FEABHOMI,

o 1OBVPCREFRIACLECE, BEEAHHERACLRIEIRE] T APIMXKLHISEin

ARSSFRTEFMBYELE.
o UWRFEAVPCEE, KEVPCEEWSIKO. #BEEERO. FinRS=HMNEE
BIER.

14.3.6 FixARSSEARLMW “Backend unavailable” =i2A
“Backend timeout” [FESH

UTRREAESHERIRIRS HRAXMESERER, B&—HE.

RE R
[EimRARSS B FEIR o TEHRIBAPIFMEC S iRARSS AL o

NRZEE , BN R IERRETE]
[EinARSS IPHBALL o

EimiEAPIRIEINEiRERTESIE

[EimtER i ERER SR

eSS IREERERSimEITATE
MIR[EIRT, APIMXIEREimikSS EAR
g8

WNER “FikRSB bt ” EECS ( Elastic
Cloud Server ) , ECSHIZEHIE/ NS
RN AT B =8 T1EK o

WERIRBRSTTEECSRIZ A, MR
H/NT3 EliR O AUFI MY ERR B IE

BEXRIMYECEEIR, NERKRS A
HTTP, TEAPIRKECE AHTTPS,

BIZRIAPISRiRARSSECEBRIAIMNY o

APIRIX 2 P fEim Ak S5 HHE RS AN o

HFEHEZHERS

14.3.7 [5iniRS A RIRER 2 T EEHT “Backend domain name

resolution failed”
APIGSLHIFFFERIVPCISE, T IS SR, [SisiRSEMIIR “ ek &

=0
RIEEELES

APIGEEBIFRERIVPCE AR EinARSS FRERIVPCIFEMEEIRE , RIS &N
FIEimARSS PRERIVPC T RETS AT .
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ERTTE
o TJoik—: TECIEAPIEY, ERAMEZEER “FikiRSSHILL” .

o ik EBIEAPIRS, AMEAVPCEE (REFBE ) , FRAFPRIRRSIPEE
‘RinRSHEL” , FINEESE, EHEADERFRINHost: HEFER,

HrTPS

o JFiE=: 7ERIZBAPIRY, ERVPCEE (RIEE)
a. BIEVPCGEE (LE@E) .

Q vecazms =
BEER
o
J—
o s

b. IR RiRARSS L

c. CEAPIEY, ERVPCEE (RAHEE ) , BEEEBENXKE.
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HTTPS

RO GET

I\“|H|

VPC_tgug - C

SEWhostiE aaa.bbb.com

[SEEREET(ms) 5000

14.3.8 (BN ixIRSZAYEBAIETE_LIR “backend_timeout” [5R4&E
3

SRR

(EAPIGELHISEL “backend_timeout” [FFREX,
GG

£ “EMEmRS” B, “Him@hd(ms)” KIEXK,
BRFE

EFRITHE, HMANBIRAPIERS, BE “RiIEB7 , £ “EXRRRS” TEE “SimiE
BF(ms)” o

14.3.9 YoJi)isiE FRIAE?
EHANBR ‘&7 TRERYAPIL,
U EFEMIAMEIIAPI, ERIIEREELX-Stage, SHEBSHESH.

14.3.10 AFBRERAZIFS/D?

EZMR: APIERGE AT A BodyiA 9 12MBRIERE, . i5Rbody{&#Bid 12MAT, R
BAVSETEK, BE “THS " HECESEPIEN “request_body_size” S,
“request_body_size” FRAPIERFPAIFETHIBody K/ LR, ZHRHEXCEE
1~9536 M,

14.3.11 {£FH i0S &SRS, afahi#H1iT APP IAIE?

BRIAPIMEAAPPIAIEEM T)ava. Python, C. PHP, GoZEZMIESHISDKS
demo,
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LISFERIOSES (Objective-CiES ) siEHMMABSERNNESH, 1B52% “Hk
1578 > (FRIAPPIAIEAAAPI > APPINIETAEIRIE” BUIESHITAPPIAIL

14.3.12 FiE— IAMIAES TV API, EECEASET AHATEED
B HEADER /&89 x-auth-token?

x-auth-tokenfEAPIRNXNEELBEN T, REFRZEILSHE, B2t

o

APIMKizFI B E R IR EL L BIZEHEADERERIX-auth-token, RRFEFEFRILL
APIEY, EiZfEheadershiZix-auth-tokenf1E{EENH],

14.3.13 ;A (&1 ) EGER
Q: ESTFESMI A (KiFE) ?
BTHEPRZCIES0MNA (F]) -
Q: APPIAIERYAPI, BHLHIARMNE =S ZETiZFE S ERER?
BIZS N (EIR) , HYBER—MAPI, DRAFRBNE=AF—HINEA (£

&) .
Q: APPIAIEHIAPI, BiIRBRFITIIUES DN E=T5EM?
RBIRE .

Q: APPINIERYAPI, REFEACEENA (KiE) ?

2, EERTUENE (EIR) , H4EAP, SIB=RNE (EiE) B, R%E4E
FXAppKeyFlAppSecret, ¥§AppKeyFlAppSecret’as8 =75, FRJLAEESEAILLAPIT o

Q: APPINIEEYAPI, FE=FHEAIEA?

REEIEAppKeyFIAppSecretizfita 55 =7, ARRE=HEISDKIER . B{FSDKAYE
BEBESN “Fiigr > [FRAPPINMIEERAP”

14.3.14 BESGFHRINFEER API?

APISZ#Fs s FRIE A .

{EFRAPPIAIERT, $5F8EhN FIRYAppKeyFIAppSecrectERSDKFAJAppKeyFl
AppSecrectifHfTAPPEZ ,

14.3.15 EPB1E VPC TR AEEH LA API?
FIAZBEIEVPC RN FIETLUERIAP, WNRIFZMBITEY, NSEFREXRMDNS, £
HERin o= LECEDNSIRSSEE . BcEE, BPEEVPCTRIRFARILUERAPI,
ECcE M DNS
BcEDNSHEEECE “/etc” BFE THresolv.conf3{4, IEEDNSHIRSSESHYIPHBLE

AR DNSHE% SRYIPHbIE SEFMUTFRIRIGEX, SeEl ( =R AEFERE )
B9 “ERERE" AP DNSHbLESREL IR DN SERS5=2SAYIPHELL

FIBAMDNSIRSS 2B PRI %
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BiE—: BRENFABE=IFNER,
FiET: dgig “/etc/resolv.conf” {4,
(0 i%=AA

BiEZ BRI MDNSTER MR RSZHBRERFEEY, FEEMHTRE. Eit, &
WERTE—

BiE—:

ERLUZI FERIESURMAAE A FMIEE, FEDNSERSS sEtbinARINE @ =ARSS
2EXI AT F PO

SR EREEEHE.

$m EEEEtazraes ¥, BERE.
S3 ERSIIETR, BE > BESRSR  BARMSRSREERE.
S PHSEREIEEIRS RS, BAHERE.
B E WHERE RETR, BEY, BEFNSR.
S 1E HARE RETH, BEELIAESSR.
BT BERELIERSR, HA REEHE > ELREE" TE.
S| EANSHERSEE “FR” .
SO HKFHEWSH AT, BHEFREHR.
SBI0 (EHIZF “DNSIRS S |, Bk “HE” .
fian, & “DNSHRSSeHELE” {&%J9 “100.125.1.2507 ,

SB1 EERURRSE. BF “/etc/resolv.conf” XHHIRNE, MIARPEEGECER
DNSBRSSsgttbil, FEDNSBRSS Rt/ FEADNSARSS sEtthi 2 /i

N, WNTEFr~, DNSERSSEsHELE “100.125.1.2507

# Generated by NetworkManager
search openstacklocal
nameserver 100.125.1.250
nameserver 114.114.115.115

(L) 3548
X EIFAB =R F RIS RRMEN S FR B 1% F M AR RS 2]
R

BFiE=
fmiE “/etc/resolv.conf” {4, FrEMAIMIDNSHRSS2SHBAL,

fBlgn, B4 F “region01” , WIFEEAE “/etc/resolv.conf” ZHehFE—NPibiEg
“100.125.1.250” AIIMIDNSHRSSEE
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(MARY:
o FBAYDNSHRSS sttt A FIREHIDNSERSS 28t 2 Bl o
o [R7F “/etc/resolv.conf” M{4/E, DNSECERIEIENER .

14.3.16 APl X255 WebSocket iE(E45?

APIR Xz 3 WebSocketHIE(EH) o
ERIZBAPIRT, BEKIMNFPRIHTTPIEZSFWebSocketfws, HTTPSHEZiFWebSocket

AYwss o
14.3.17 APl RS IFERE
X¥F,

FERESERKEE, BEHRAXZRIR,
14.3.18 KRB ZS 1Y, EAEFIHRIT

SIEAPIRCE T S RI8GIR, APINXSIRINFHITINE, TEEIEP—IZENHR
{TAPIERER , Ao T/REERITES.

SERERfRIRERR B ILECRT, NIEREARIRIITAPIERAVER .

14.3.19 APl ARXERAINALE 24 R H
APIE BRI AR AN ZBIRS o
APIERMHERANE R NEIRE . 1FHIESIESE ( APINKEFIERE ) 1Y “Bi&

L el V) =

SH” STHHH “request_body_size” ¥,

14.3.20 W{T&i APIG 5T AMGIRIRSS
BEFEEFINAMAOGE, RIFIMNEBIRSSERAPI,
INREEEAAPIBRINEITR, 5SEAPHEALXWHITTRERESHLE? .

14.4 API I\IFEERY

14.4.1 2B HTTPS BN ERAE?
EEZRR: SiE,

o JIRWENAIE, ECIZEAPIES, BCEXNRMEIAILE, FEAPIMXHIEiHRARSSER AN
INIE. BEEIBESECIZEAPIFR “SUEINE” SEIRA.

14.4.2 “FTINE” B APHZEALENSAR?

“FTIAIE” BIAPIRM XS EIROEIARIER MIBHDINE, SREEZIBAPHEMHE R
BUIECIREE, FHEABIIHTTPIER, AIXLEAPIMSEENT,

2024-10-09 194



AP| 3
BPFiER 14 FE IR

(AR

TINEBRT, APINKIEIERATEELERRSS . EIt, WREHFEEAPISHIRSHITE
12, HLAMER “FTINE” B, APIEAGEEENRFRAEGRRS, AERRSHTE
X o

14.4.3 TLS NG T A MRAER?

APIRESZIFTLS 118 TLS 1.20RAS, EASIFTLS 1.08(TLS 1.3,
XFTLSHRAREMIES:, B2E ( APIMNXEFISE ) F/Y “4bEldE” &5,

14.4.4 APl ER\IEREFFEHESOMERT?
%5,
BXERANEHEIES, B2% (APIRXARIEE) 1 “BRUAE" 5%,

14.4.5 ZEINEEZBHIRNB =G EIE Body {F

5. BT JIMNERIERATSE, BodyiRBREEBRRZ—, HIANE—MER
POSTHS A EAESUHRIAPI, BBATEZRTIETR, SEUXIMMHHIhashiE, S5%EME

BZEE,
9&31 SEHNEMIES, J2%E: (APINMEFAAIER ) Ay “APPINET(ERIE” =
'I?o
14.4.6 IAM IANESEFEIR
IAMINEEEEIRE

e Incorrect IAM authentication information: AK access failed to reach the
limit,forbidden

e Incorrect IAM authentication information: decrypt token fail

e Incorrect IAM authentication information: Get secretKey failed

Incorrect IAM authentication information: AK access failed to reach the

limit,forbidden
{
"error_msg": "Incorrect IAM authentication information: AK access failed to reach the
limit,forbidden." ......
"error_code": "APIG.0301",
"I’eqUeSt_id". MkkkkkkIl

}

ETRE/RE

o akskEZITHEEIR
o akXIMAYskALAC,

o akskMEHIMEMN LS, EEHBIRIXLAL, WBESHH (5OMPAENEY, iR
AR ERIERIER )

o token¥EfXAT, tokeniZHR,
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Incorrect IAM authentication information: decrypt token fail
{

"error_msg": "Incorrect IAM authentication information: decrypt token fail",
"error_code": "APIG.0301",
"I’equest_id": Mkkkkkk!l

}

GRS

FFBIAPIERIEIAMIAIE, TOKENAEHTEEM
RERINE

o 1EEIKENAItokenE2 B AXTMIAMMKS FHItoken,
o IEIREtokenBY5 %, token2HE1EHH.
o KEIREtoken B S ABNMTEERE— .

Incorrect IAM authentication information: Get secretKey failed
{

"error_code": "APIG.0301",
"request_id"; "rrrERE

|||||

}

REEEES

FAFRIAPIFRIBIAMIAIE, {ERAK/SKEZHILE, (BRAKFFE.
RERTTIE

KBAKHEERAIEH,

14.4.7 APP INIHSEEIR
APPINIEHERHEIRE:
e Incorrect app authentication information: app not found, appkey xxx
e Incorrect app authentication information: signature expired

Incorrect app authentication information: app not found, appkey xxx
{

"error_msg": "Incorrect app authentication information: app not found, appkey
01177c425f71487ea362ba84dc4abe5e1",

"error_code": "APIG.0303",

"request_id": "a5322eb89048eb41d705491a76a05aca"

}

GRS
appkeyEcEEIR .
BRI

LB FEAPINXIZH S RENAMISHEFIERE “APISIE > SiEEE" .
2 BEMNNERESTR, EANEEFS.
$IE3 BEF “Key” H, FEHFHEHappkey,
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Incorrect app authentication information: signature expired
{

"error_msg": "Incorrect app authentication information: signature expired, signature
time:20230527T000431Z,server time:202305277020608Z",

"error_code": "APIG.0303",

"request_id": "fd6530a01c09807640189e65e837b8ad"

}
BEEEES

iR AT E8ix-sdk-date SAPIGWRR S3 22RF [EABZ#B1Z 15min,
fRRIE

REEFIGIEEEER.

14.5 API I54I5RES

14.5.1 APl RE=H|

14.5.1.1 EEXRPIERH LR MEEN=FH?
RS,
TSI Rt B AARERRE, TiaRIEREIES,

14.5.1.2 80MFE (BiliEs ) 8 X&20ILUAE 1000 )%, RS ALK
5, RAEXEEXARE?

=P
SAFEE (FREE ) SRBSEULIE000RAPRHFHERTEUKS
BXTFHE (BLEE ) RIS, B2% (APIRNXAFISH ) Fi9 “4hets”
=R =

14.5.1.3 APl AR R B FET RG]
ESIRAPINKIFERSEIRG], ORISR ARMA DR OHE.

14.5.1.4 REEHIREAEREAD?
U RIS HAPI IR S B PR EIREIRER, MEAPIRBLEIEL,

MR FERIBPRERFIFAEN, KBAPINZEINEAEE HAPPIAIESKIAM
'LA'U—.E o

WNERIERIRHINE (E1R ) RERFIFER, KBEAPINZEINESNEE IAPPIA
Uk o

14.5.2 API 54
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14.5.2.1 BAFEISERRB R FR API

AJLARBIATAEMAE:

o BIZEAPIRIENEEIAPPIAIES T, APP keyFAPP SecretpZ=AaEMIRF .

o (ERIpEEFIRE, RERIPHIEEKSS, IRFHERITRISRIABFIER
API,

g{g.z.z BB 7 BOIAIER) AP, WIS T (UN3ERE IP bt ) RIFAREE
?

INES AR TE MR TR AL,

o FHE1: SIEBAPIENERTINESR, AEFIM “HREHREE" heedTIPES
BiTiE, EEMERRHMIEERIEED.

o  FHE2: EFEIRDH2MAPI, EFR—AMERSMDIALE (IAMINEIXAPPINIE ) , 5
—MER “TIALE" FREIHOEFIRE, LESBERZE,
14.5.2.3 i5iaiEFHISRERAY IP b2 BENAIE Fiwhy IP itbiik?
THIa)E I SRR AT PHEIE AR —E BN E FusAYI PHbLLE .
APIGRY Iz 2iRESremote_addriYEHITIRIE . $remote_addritEZ=EFiwAJIP,
ERERRSZIHIREE FiRHIIPIEERN, HEFimAAAPIGE, WMRFEEEEEL
2, BiAiiSEremote_addriZ BEFIKIP; MREATEMIE, BBAEFIREELS

EXAMEIR, AEBRXIMCIBEAZIAPIG, XEEFESIEremote_addriZ X &tHE
HAgIP,

14.6 APl &7

14.6.1 3J APl BN R EESHAM?

%go
SJPIEZ‘EE, INRBIXGRIEAPIZE, FEEMAMNIEBELNEHEEESEINE

EFAPIEFHEMINEMIES, B2 ( APINXAPIER ) F1Y “A%HAPI” =15,

14.6.2 APl 57%5%l RELEASE IRIEOTLAIEEAia), A7 EIIE RELEASE
WELiZipaE?

AP EIFERELEASEIRZERTLAIAIE), iI0x-stageidkiHELERIATAIE .

fan:

r.Header.Add("x-stage", "RELEASE")

i‘%ﬂﬂ{ﬁﬂf)\éﬁ% (APIRKFEF1ERS ) # “BRIEANIT” T “RIEFBFEBAPI” E15H
M /_J_? ﬁl.] o
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14.6.3 APl R/ EIAEAWNERE, SERFRNGERRSIS?

ERNEEE, WEERRRSEXTENSH, ATLSLRAPIRHEIRRENER, i
AR EIRARSS .

BXRINETSFMES, 552 ( APINKEAEFIEE ) Py “CIENETE” &1,
14.6.4 AP AR, W{uiEERE?

REFSRE

APIR I HI S 1RMaEIXINEE, FAIRYFERdebugiitE, Bl ERTAHEIXT
NIAE, ZEA{FERRBEEpostmanET B, FifINiEKEHELX-Stage, FA&EHE
IBEINE .

14.7 APl ENEBHE

14.7.1 APl S AKMEMHARE?

AJEERET: EIRSARAPIEEEL LR, HRISRRERSESA3001API, WNEHILL
#HE, BAHMEAN, HEREEEKTE, BEEAPIRIXEAN LR,

AJRERE2: SHIER, FEREMIZE. BNEEAPINXEFIGRmEIZE—API,
BESEERAPIIHRIEIR o

BJEERE3: YAMLXAHER O, BERETIEE,
BJREIRR4: AtthproxyMLEIRE], FIRMLEIAE .,
AJRERES: EXAPIEKRF, RRiFEHeaderiEX “X-Auth-Token” FEg,

14.7.2 swagger S\ APl {99 BFERE S 51EIR?

RIREFAH -
AT LASEECELF1 ~21NAPL, BEEEAER.

14.8 APl £

14.8.1 'BEAE{RIP API?

o (ERBMIAILE
SUZEAPIRT, JAPIEBIENSHIAUIE, 0EERIAMIAIESAPIR IR HAYAPPIA
iE, BALEAPIHSEEIRM

o IZEIRHIIIEHIREE
MIPHBIE ( Sttt X8 ) ARKSEARREHE, wEHBR/EEE,

o SAPIPERITRES, BITRIERIERIPAPI,

APIRXEIAAPIREIZFEI AT 20007, NREHRiIRIRSZABESZTIEETAPI 200
RFRGARIEXR, TREREIEHIREE, BREUERK.
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14.8.2 ‘BERRIE APl MKERRmRSREIIZE?

14.8.3 888

¥l

14.9 Hith

BT 5= HRRAPIN KE A EiRIR S SRR 2

o HAPIHIEZZZA,

EHEERERE, APIMNXEIFIRIRSINISRIENEREE, ERIRSIENIER
FHEERER, RIEHERNERERSAPINXHNEREEEE—H

o (FAHTTPSXBEKFHITING
FEMREBENASSLIES,

o (FHBIRIAIE:
FEALERRSFHFRLZEIAE, RIS FRIENSEIAPIER,, EEIE
APIRYE X EimBRSZMNER, AILAFERIRIAIE.

XS VPC iEiE ( fazki@iE ) WRY ECS FAST IP 1700

R32F5o

14.9.1 APl TFiE. A (EE) ZEXR?

AIDiIEJUl%ﬁEﬁéUZ:EEI’\J%i%EPO ELANRELEASERNBETAREMAER, 73 plfUZRE AR
MR,

NE (ER) 8X— 1 APIRBENEMN . SINA (EIF) i, RESBEmAT
INIBZBDRIN A (38 ) key&secret, ISISERIAPISNAIEEN (EiRB) |/, %
NE (i) EaEFTLURARE A HEIRERRIEEAPI,

BE—MAPIEZAEIRERIRER, BTl Z E X AR RIS FIS A A RIRIN

TR ) o 2, APIV2IRAENLITRES, alLALHEIBETANE, FHENSNIHA
B (&1E) , MAPIVIERAZIZERA, AILATERELEASERER, NS ERAF D
RNFE (&4E) R,

14.9.2 'EF£EF API fX?

APIRISKIRM T LA SR ETE A RIAPI:
o  WebltRIRSEEFS, MEEEHE.

MRECEMAIRS, TEESREEEHE, pTEEEHarts —, 4
S8 “APINX APIG”

BXEEEF SRR LUINIREERIES, B5% (APINXABFERE) -

e HTFlava. Go. Python. Javascript. C#. PHP, C++. C. Android&EZES
HISDKEL,

SR LAEIS T2 SDKERIFAMAAPI, BENREIESE ( APINKEFFAISE ) -
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14.9.3 API RS2 H5HPLE SDK iES7?

APIMXHaIsz#F)ava. Go. Python. C#. javascript. PHP. C++. CFJAndroidfY
SDK,

KT SOKRIFMIESIFSE ( APIMXFAIER ) -

14.9.4 APl MXRBEZFFEN POST 15iE EENH?

APIX 3 35813 POST /5% &S,

LER: ELFECESE T, BB “request_body size” ¥,
“request_body_size” FTRAPIERFAVHERAIBody X/NLEIR, STIFHEXCERE
1~9536 M,

AR
BRCTHFHERIEIEE

14.9.5 Y{al3REN APl pXERIREIIER?

SAPIERENIAMXE, MXIREIBKRERES . EFRMOIZERNIBodyERIUNT .

{
"error_code": "APIG.0101",
"error_msg": "API not exist or not published to environment",
"request_id": "acbc548ac6f2a0dbdb9e3518a7c0ff84"

}
e  “error_code” FREEIRAD,

e “error_msg” FRIREEE.
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1 5 ZiTicx

£ 15-1 XEEITIiEH

b -Zisl= ] BiTic=
2024-10-09 AR

o FIBRFERETEH.

o FIESANCCET{EREET.
o FIEBIEGRPC APIET,

o FMIBREEAPIET,

o MBS ABHAPIET,

o HIEE=SINEREHEET,
o FMIBEEREET,

o HMIEEERIETRETD.

o FMIBTHELAIMEET .

o FIBEAPPINIEEREIRET .
o FiEiAIENREIZRRAYI P R B ENRYE FiRAYIPHENE?

B2,

2023-05-30 AIRTE:
“JEAFAPI” FRiZ “(ERFIPIEFIIEDEFAULTS4EAYAPI”

2023-04-30 AIRTE:

o AFiEEEEEH.

o FENBHENLCRNAEZNER, VPCEEEZN
REBEE, FIAVZERUFIBREES.

2023-03-30 RRZEUTF:

o MIBEFRIEERET.

o “fEAN BETESZN “APIGERRE" , HEHHNS.
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2022-10-30 RKRTZEIT:
o IEFmNAE.
o FMEHNIRERE,
o EMGERFZIAMINIESEEIR. PEEVPCTHIRNF
=ALUARAPI? | FHIE—MAMIAESTUHIAPI, 7E
BB ASH A A TiEEEHEADER EIx-auth-
token? . AASDHEBIEHEEEK? .
2022-07-30 BORERX L
o BIEEAPIENX [FimBRSZ Afunctiongraphly, SZiFHIZiE
}:R.:O
o APIREZIEHIFHTTP2.0,
2020-11-05 E—IREX A
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