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o [ERIKSHELELMMETD, BIAJLAEZET AMIEIHEE .
o EinARSZEPBAEAMEIERLC, BB AMMEIIEZAE.
INRSEREZIRAPINK, FIAREIEFROEE—FSAPINXZENE L.
AT ERRSEEENEIFER OGS, NMAERAPINXARAPIRIEES
I,
EBZ TS API WX
£ BIEVPC,
BIMEEESE ( BB =AFER ) 89 ‘SIZEIUMERIIFR” &1,
TEMRAPINKTEZLE1NVPC, BAMEIREROSVPCZEEY ZT S, APIMX
BIRTA R At E R ORIARSS o
(O %8R

o FERAPIRKHLITNFMER o

o —ERLHDIFUTEAMEIEFROENPMVPCHIMG, BE=LREER, BNESIERIR—
VPCH, BRAEVPCEEEERRTENIDARM AR O RAIBLAEN.

o WMREBEVPC, AFRABFE.
L2 CIBREZIRAPINX
BRiESE ( APPSR ) B9 “eI@Lhl)” &1,
|3 FE (=TE&AFER) , FBEREE.
1. BEAVIEEE.

BRENEREFRERIMIEERIITTERS, NMRKEEREFEEBFIRKER
BRARZHF o
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2 (£ API X EZ BRI A E TR OAIIRSS 5E S

2. BIEZEMURX
FEAMI K T KEXE ZhRAPIR K EPERIVPC
MARLY::
FRFEVPCRERRY, FBERIEZRAPIMKETERNME, RRATFEELAHITAIVPCT
M. BIEEZRAPINXIES AEAMRIFS.
3. EUEmEIEO.

EIEESYIEEESEINX (S TVPCHIME ) XE40E, TemEsE
S hRAPIRSKEREVPCAIMLE

FEIRiEN X Sinin FNESS BIE B S A EE T ORI FFAPIE 58l A9 R <70
FM, FlaniEARttEESORIAPIERIE Ahttp://192.168.0.25:80/{UR/}, NiT
i M FmisF N ERLE192.168.0. 25F ERIFMER S M o

TBA KIFMKESR,

BEE—SIRERIECS, EBRESEZRAPINKIBRINVPC. FNESREH., REARM
HIEFOREEBECS, NSEZMRAPIMXAEER

R

{EFRE=hR APl RIS API

AEIED O S EZIRAPIMN KM EBE, SoJLAIEREERAPIMNIEIRFEERE,
BikESE ( APIFIERPISE ) 10 “ BRI B9,

R, APIREiRiRSSIHES EAREIEF/ORIAPLE AL
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IEELEK 3 (FRREIRS T AZBENXIAIE

3 {ERRHIRSHAZBEIIAL

W
=

FEAPIIZRINIESE, APIRMEIZMEIAMIAIE. APPINES SR, BN HRIER
API, BIRFAPIMXtEZIFAFERBESHIAELR (LATEBIRBEENIAL) , LUESR
RSB SBEEN.

APIRXSZIFRIEESNOANEZEEEERHM TIERRSELI, ARPERMITIERTEIES
TESMINIEREL, APINCERIZEREE, SLMBEMNIAIE, THEEABasiadMiEREl, NME
WE{E R R EBR SSSCM B E M IAILE

W5 B RESGAIERE
ERYTEROEHAREEY, BESCAINNBRSERSN ( APINXEITAIE
) R “SIZATAIREEOAENES B,

FERHITERREEIE— 1 REL, 1ES%EPython 3.6,

% 3-1 RYEEEE

8% BECE kAR

X1g; 5APIRXAERE X1

BRENSEEY RN SR

ERELZ R RIEYBENBR. BNEREBE—ENGIANESESZ
R, BEEERIREIFERK.

FIEBIR BRZIERHTIEREZHOEMNTRS . LAEE “XK
FRIFHATEIE" .

®AIRE ®WIRE RIMBRIFRMR, $XIEURRREERRNS
RS, 2IBERE. BN “default” ,

I={TRS %&#%EPython 3.6,

REEUETRE, HAREFERE. & “(K87 1L, BUTKBESIZEindex.pys (40
RIGFERNEREZRMX, #E:&Wihauthorlzer context_support_num_bool}
4, BR4contextdpgvaluedIZEEIAT LA AbooleanZE & 8 numberEaY )
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# -*- coding:utf-8 -*-
import json
def handler(event, context):
#LATRRNMHEEEER, WRERFS,
if event["headers"]["authorization"]=='Basic dXN****cmQ="
return {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user_name":"user1"
}
b
}

else:
return {
'statusCode': 200,
'body": json.dumps({
"status":"deny",
"context":{
"code": "1001",
"message":"incorrect username or password",
"authorizer_success": "false"
}
b
}

BB REMIAIE
FEAPIRISCIRHIATE, BIREESGAME, JENER “Bif" , REIbER F—5e)
e

APEREE @ R *
EEE A

FESE  SEWAE  SSUEHEE  amEs  KasE

WSS B FEHAB)  HENE

5657 © snaE e e

BIEEESGAIERY API
BUEBAPI, BUASEESIL (APIRIXFFISR ) A0 “BIRZAPI” B3, 1§ “ REIA
I BB “EESOAE” , FREE E—SRMEEOAL. RIERRZELH
API,

IR B RN R
ERAPIRBAERAAEEE, NREERINT:

{"error_msg":"Incorrect authentication information: frontend
authorizer","error_code":"APIG.0305","request_id":"36e42b3019077c2b720b6fc847733ce9"}
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AT UAPINRER AR -FRE RN contexthiIFER (NREERNEEZIRMK,
FH LISz #rauthorizer_context_support_num_boolFtd:, B4 contextdfdvaluehy
EBITTLHbooleanzEBYsinumberzs®! ) , EEEMNMENNMIENR . EAPIETERND A
o, “HIEEE" RETH “FXNAN X, REEECANEXMINERIEE, 1§
MaRRRSASEL 79401, FEHERERA ( 51FAZEAbooleanzEB gk numbersE4hT,
TERFTEMWEIS) :

{"code":"$context.authorizer.frontend.code","message":"$context.authorizer.frontend.message",
"authorizer_success": "$context.authorizer.frontend.authorizer_success"}

FXWE ©

W WS BEl =

BlziE, ERAPHENEIRIDAIEER, RENAEAS/401, ROERINT:

{"code":"1001","message":"incorrect username or password","authorizer_success": "false"}

PRSI S &
MSNEBE, BHIRERIcontextf=E , ALUERIER, RESRMT:

JRIBAPI, TEfRIRBRSSIUE, RIIRSESH, SHEENRIRAISH, RESHUBR
IBEESONERE FcontextFRIFE, FinSHB AV EERERTZENEFiRIERN
SHENNE .

amens EmenEn mReROE

IEFIAMTRZE, FEHERINAEESE2EBAP, aLIERIEIRFTEN T X-User-
Namesk, EAFRHBHE AZcontexthfJuser nameZEBHIAFE .
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3 (EFRREBRS AR B ESGAILE

POST http://c6300/b67474472da3331 65727007 dd 2. sy Japilecho Params

Status: 200 OK

Body

(14)

POST /apl/echo HTTP 1
host: c6308TbE7474472da333165727007dd2.

authorization: Basic dxMlcjE6cGFzc3dwvemQ=

x-real-ip: 103.218.218.69

connection: Keep-Alive

cache-control: no-cache

origin: chrome-extension://fhbjgbiflinjbdggehcddcbnedddomop
Torwarded-host: c6300TDE7474472da333165T27007dd2

x /%

0
x-forwarded-proto: http
content-length: @
accept-encoding: gzip, deflate
user-agent: Mozilla/5.@ (Windows NT 18.0; WinG4; x64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.89 Safari/537.36
x-forwarded-for: 183.218.218.69
X-reguest-id: 25Tos6db3fecd4Tdfeasadbs457bo7al
via: proxy A
accept-language: zh-CM,zh;q=0.9
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APl MXEZIRE VPC ARG IHRIRSS

4.1 HEME

N Fzs
LB EIRIRS S FERIVPCS SR SLAIFMERAIIVPCAN F ARIAIASAY, iZANEI5ER
REBECE, LASEIEEVPCIdHE? ASZLAElastic Load Balance ( S8ERAEIYMELB ) J9
B, FHARGEEAPIR X _EFFAMELBAHAIIRSS o
HREE
4-1 API P VPC FFIUGIRIRSS
VPC2
VPC1 T ,
o APIFE WPC Peering
- - @& 0
HP ELB ECS
-,
BRILE
HEBAPREUSIFRHTRITEE, TEEXNREISNELEE, BREEREL
FiEiRiRS L.
YR SRE

VPC1. VPC2. APIGELAIRZVPCMEZ R BEEE , X TAPIGELBIVPCHE X, 152
#3£4-3,
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e Y57 4 APl MXEZhREE VPC FEiHRRSS
4.2 FEME
X 4-1 BEHK

AR #H= (1)

VPC 2

APIEZ=hRELAH 1

ELB 1

ECS 1

4.3 BERIE

elFEion]

BUEESRIE A FR G

BIENFiER

BIEAPI

BIEECS

R

1. glIEvPC
BIEFNVPC, VPC1HAPIMEERTEVPC, VPC2AfEimMN FIEREVPC,

2. GUEEsLH
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4 APl M¥XE=RE VPC FSiHRIRSS

FEVPC1 _EBIZRAPIEZ=RREEH
3. Gl REIYE
FEVPC2 Bl M A EitE
4. GIENEER
BIERVPC PeeringXd&EiEE, $TIEVPCIFIVPC2,
5. BcERH
FEAPIEZhRELA ERCEIRE, BCEIPIEIEELBRRTEVPC2MESR
6. BIZEAPI
BUEEAPI, FimiRSSHEUECEELBRYIP,
7. BUEECS

WEIREVPC2RIEVPC, HEH FEEEiRMNFERSS, tl#Elastic Cloud Server ([
BRsSEE) -

8. EiXAPI
BIEXSIEAI M ELBR AL o

4.4 SCHELER

BlE VPC
gz
SER2
$4E3

ERMEEHS.
EEMSH=EE “EUFAE = > FAIVPCT

£ “EWFAER” ME, BE ‘CIEEIAER , BEEXR-2IR4-3EEER
BIMEEESE ( BB =IRSAFERE ) F19 “SIZEIFAES TN &15,

EAFR

FRIPRE @) . 0 . /24 -

FRIPVETIER FrPe @

FERESE gL @

ERES v R | DNSERSEEN | DHCPEXNHE | wE | &=f

@ BFER
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BT 4 APl X EZhREE VPC SRS
x42REEE
e [Nl
X1 EIRFRTERIX g .
BFR VPC1 ( APIRIKFRTEVPC)
EAIRE EEFTERITWIRE , HAbERE “default” o
AKX EERFRMEIETAX, thahEE “aTiAx1” .
B IEEIIAE =R BIE— P BRATM .
2 4-3 VPC MERHK!
VPC1 APIGSEfIFRSVPC | VPC2
10.X 172.31.0.0/16 RBESVPCIFIAPIGELAIRFZVPCES .
172X 192.168.0.0/16
192X 172.31.0.0/16
$E®4 BE TR .
TBs ESLEFE~LR4, CIFE “VPC2 ([FIRMARREVPC) 7 &
eIzl
S HAAPIKIEFIA
SB2 EANSHEEER “TRIER”
S|3 B “MEELf”
& 4-4 LHIER
8% EcEiREA
X EELBIFRENXE, B5VPCIREIXIS,
AKX EIRSLBIFFERIRT A, LhAbER “ATAK1” .
SEBIEFR EEXLFINSHR, RIEMKIBEN . BIEIRIE—ENSm
EHNESELOIZIR, HEERERBIFEK,
S EIFLOINSEME, ORISR OEN, itk
#® TR .
BIE:ZE NG R A SIS SLAIE TP AIRTBIER, BIERISE
BOHIBESEIER, FRIFFUAIRE “22:00:00---02:00:00” .
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B{ESCRE 4 APl X EZhREE VPC TSRS
2% EcEiREA
IR ERLFFTENEWINE, FRIFROANRE “default”
pIZE EEESIZNEIFAE R “VPC1” F1FM,
T BF ‘EIERSR , flEReE, CWIREREE
“default” 5, BOEIGUE,

ik ESLHIRERMER .

$B4 BE “TRWXLT

SES HISHIATIRE, FHAtELe, REASRCERE.
----45R

B3 ELB

LB REMEEGE

S22 EEMSHEEE “PMHREtaE > AEIvER" .

H$E|3 PE QIR EISET .

P4 RERHERES. BNHMASSET (SMERHNERFIER ) P "REE” =
Mo

+IR5

& 4-5 BEREINESH

2 [Ry=ailil:

SCf SR TR SLBIRIRIASSEEL .

X ERLFIFENXE, BS5VPC2E—XiH,

ATAX RO AX, thabER “TRx1”

B SRR EIIENETR, RIBIVBEN . BINEIRE
—ENREZMUES ISR, HEERERRIFIEK.

AIRE RSB BRI IRE , taBAERE “default”

HAE HEAC RS SR BUBRINIESR “ BEIEMS” , FISBAAERE “ I
FREY” 0 “RIL8EL”

&R HEABRIAIESE “IPVAFARY” o

FRr/EVPC FRERIFAE =, EEECIRNEIFAT R “VPC2” |

Blw T TEARF

B “SZAIRE .

59%6 E%LA{E%%‘L;EF %EE “ -II-IE—\— »
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LBT RINEITES
1. SEHEECEEMARIYENETR, & “BifR" REFHE “RNER=E" .
FCEMITRER. iR RIRO, 8 “T—27 .
R ERIRRSHRABIR. FintMAIDERIEEE, BF “T—%7
A NERARSS R, BE “T—27 .
BE BT . TEMRARERER.

ok N

5 4-2 L#)\”/_ ﬁ S5, EENTRENEEHERRSRAEER

RS (4 8 @

R

BIEERS Fi&ERR
ST EREEHANENSHEEE  BIFAES > HESER"
SE2 BE ARNSEE  RENSEE.

xR 4-6 WEEERE

el Ao e

X EIEREZTR ESWEEENSIR, RIEMLIBEN . BINEIRE—E
S BMNIESEAIZIR, FSEEREIRFIFIERK .

ANixVPC ECIENEMFAE = “VPC17 |

ISS) HERbBRIA “ HEIWF” .

XimIE EEEBmA.

XimVPC ERIEMEIFAE= “VPC27 .

$|3 BE “HBE” .
LA EREREE ZENRMNT , HEANEHEFBRE .
SIS £ “XEXEAT TEFRE RINKAT .

1. EREPESEAER.
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E=IESCHE 4 APl WX EZREE VPC FHSimARSS
L 4-7 KNigFFTiRAIEERER
2% 15 A
Kigig&H
BB = EeIREMFAE= “VPC1”
BA%E VPC1R9EEHZ
ELzhichils ?JjJ:ELBii’%ﬁﬁ, “HAEER” REHR ‘RS
i ” o
POz
EFAE= BeIENEMFAE= “VPC2” ,
iz VPC2RIEEHZE
B9ttt HAPIMXEZRELAFIERE, “EXER® REH
g9 “HFARIP” HbiE,
2. EE “E ZHE” o
[if=Tz155]
LB IREIAPINKIZFHIS .
2 EEAMSHZER “STHSE” |
I3 BHEECIZAPINXEZMRELAIIZIR “BEEFHE”
T4 £ ‘IR Xig, P& ‘T BERH, BEIPHEIZEELBEREVPC2HIMER .
TET|S B “RET
Bl API
1 TEAPIREIEHI S RIAMNISAESIERE “APIBIE > APIFIEK” , B “BIZAPI > g
API”
B2 EEannEEE, B ‘T—%7 .
% 4-8 IR E
S8 BoEi5AA
APIZFR IHEAPIZR, BNERE—ENGEMUES, HES
PRIRIRBIFIER
FriEsna ZRIN “DEFAULT”
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EIESCHE 4 APl WX EZREE VPC FHSimARSS
28 [l
URL BXKAE: EOEBRBIN, %R “GET” |
TR ERAPHERIMY, LHERMERE “HTTPS” |
FiEHZ: APIDESIEE, RFERDEBNSE— 1T HED
5@iﬁﬁﬁﬁ§i)ﬁiﬁiﬁ% , AR E B R&ZALAIAE1000
IXo
B BOBKEER.
HESIE) APIREARBER TN IBAPIESR, MNMF=4ERIEIRITDAL o
FHARIMKIOR S “default” o
ZRINIE EEAPHAIEST, LEbERE “TBINE” o ( TINIEE
=, ZeRIE, FAEEFRNAE, RESFESSIRS
th{FEF )
$83 REEwREERE, B ‘T—%7 .
%% 4-9 HTTP/HTTPS XBIE N [FiniRS
S8 BoEiRAe
REIEE B®BE ‘“NMER” aFBEnsnEimRRS .
URL BREiE: BEOERA, %R “GET”
RN EIRINEERY, IR “HTTP” |
[RiRRS bt IES 6 ELBRYARSS itk .
KR RiniRSHIEBE
T4 ENXRMOIERRE, 8F “Sk”
tll# ECS
1 HASRSSE
T2 B ‘QIEEMmRSRT
T3 EMEER, BF “T—%: NEEE .
* 4-10 HEitkcE
2 BoE1RAE
Xig RN RIRSRAAEXE, BS5VPCQE—XIE,
TS H®E “mETE
AKX EEEM RIS TR AKX
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B{ESCHE 4 APl WX EZREE VPC FHSimARSS
28 EEiRAE
CPUZES RN “x8611E7
g RIEAL SR, EFEE
BIR RIEA SR, EFEER.

$RA WEEERE, BE ‘T2 SKEkE .

& 411 NBEE

B2¥ EcEi%AR

PI£% EEELIZRIEIIAB R “VPC2” FIFN,
ZeH EREZRELAIPECIENZSH.,
SEE20IP jrin = S N A

SRS SREERE, BE ‘T2 WARE” .

% 4-12 ShEcE

2 BcEieA

=IRSZ|/ER EEEMRIRSESIR, ENEIER—ENGZNNIE
5, FEEHRIRBIFIEE.

BRAN BEFRTIRSHREIE, A “Z6B7

FR& ZRIA “root”

E A BEEBREIRSSENEE,

A RIS IEAME

£ WNERERERE, EEEWINE, IAMER “default” .
S| EEMNNERE, 2E “ZEEET .

e

& API
S 7 REIENSIRSEIEET, Bt BE/FINEHRESSE" .
£ 1 “ISHIRSRE” REH, HRINSIRSE.

$I3 HANEZIREFIFHY “APIEEE > APIFIZR” TUE, EELIEAPIFREITIER ‘B2 >
AR .

TRA BEIFRSH, BE Bl .
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REBER “200” RRFIEAI. BN, BSE (APINXAFHER ) FrY “BRE
RTAPI > $HIRAS” SRR,

TR
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AP| PMIXEZRRXTIE Web Rz B XS WAF

WA TIRIPAPIGR: [EiniRS 2R RZ TSR E, AJFEAPIGHISMRMEE Z ERRZEWAF,

5-1 [RiRARSS =RIHIA/REE

E 1% Fag i iR il RBIWAF O DWARERIT B EMINREAPG | OO | JAPIGHINREB SR EREES g
> > | 1 - >

HEPw WAF APIF 3 RimpR FaE

HE— (#F) 1 WAF IEEIMNGaERHEEIES, B3 APIG LIRS ERE
iR aEwARSS

HERE: APIDHEHBIEASLIRIINEMRSS, BEEEENAT Elt.

TB1 TAPIGELAIH, FFEAPIDE, FHORIFES, BAPIRINERENS AP,
1. ERAPIGIEFIG, EEMSHMIZFIEE “APIEE > APIDA” .
2. BF “QlESHE > BiRCIE” , EEDHEBRTHREE.
3. BFECIELSESH, HADEIFRS.
4. & “DAERY REHD, EERLEZHCR. ZEEEE—BAREEN, &
K2 LAiAIE 10000 .
5. 7& “APIiEfT” IIEH, BEH “GUEEAPI > GIZEAPI” , BIAZANAPI,

£ EWAFURINRGIFES . BEAWAFRRHIG, S “MusigE > F0psFmuG” , Bia)
BCERGIPES . BB “IRubibit” i, FSRESAPISHENES, FHRINES. N
BiE, EEHRITEATEIRIP. ZMISHIE. EXUHEZDNSETSE . (FHRFLRES
% ( WebM AP KIERFER ) AT “MISEAWAF (=& ) 7 .

AR

BERPNANZFimAIEIWAFE, ERRIRWAFSIMEIES, WAFRRLEAPIGRSEHEERZYT
HMBIEERE , APIGIIENIEHZIHE RIBR IR EPRE o
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Hitfz=

BrEE @

example100.com

Frpss]
4443 v | =EEEmsO
R AHTTPR MY SORIHT PSS 443
BERES
TSI B poE s B0 i

~ Bk
LEER
=mEI1SE

H£IR3 EAPIGSEHI, FAPISBLIES SIZAIBGFES .
1. HANAPIGIEHIS, EEMISH=FIEE “APIEIE > APIDAH”
BFRECIENDEETR.
3. & “QHEER” IEFH ‘HEEE” XiE, B “EMIER” .
4. 1EEEDRINSIEMFSIFEZENE,
A FEAPIGLHIF, 35 “real ip_from_xff” FFX3TFH, FHigESH=TER “17
1. TEAPIGEEHIGHAMNSHIZEH, H®F ‘TSR ,
2. 7 “BeES¥ REH, 8E “realip_from_xff” ¥,

N

SBWAE 237! BMETE
(1 %88

=AM AN U WAFES, WAFSTEHTTPSLER “X-Forwarded-For” shigsFFHIE
SCIP, APIGEZEIREIFITHAFRIESIIP,

R

HE_ (#Fik) : £ DEFAULT 4ESCEIEEARTNRE, WAF & IP ihal/5imRSS

$B|1 FEAPIGESIG, EEANOMIL, @I IPERHIRAPIGSES, FihERERE .
1. BRAPIGEHE, EEMSH=FIEE “SIEIEE”
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2. BELASEHE ‘BEEHG .
3. & “EhERT mEh, EEAOME.

SEEIPHEIE 2N I
$1W2 EDEFAULTHLEARANAPI

EIFABE =IBDHEEIVPCA R HELE

1. FEAPIGIEHIGRIAEMNSA=F, &F “APIEIE > APIDA”

2.
3.

B “DEFAULT” 4EBTR,

BB “CUZEAPI > BIZEAPI” , BIRIERONAPI,

H$|3 EWAFUZINRGIFES . HEAWAFRZEIG, S8 “MNibigs > RmIIpEMLE” , BIE]
FCERpIPIEE . BiE “iRubitbit” JHAPIRICSEGIRIAOIMBIE, FFILES, FNES
&, BFEHRIEATOIRIP, AihISE., ESUNZDNSETIRE . (FMIRMFERIESE
{ WAFR B KB RIFIER ) AT “MIISENRE (=R ) BT .

(1 %88
o WEWAFS5APIGIERE—VPCT,
o UNERAPIGHIEEEIP,

SRISHHIHL 443
REEEE @

L. ==mEao

“TRusttbht” BTLUESFARIMBIE .
“lRubitbhE” BTLUES Mt .

B

F1BA 7EAPIGSLAIAR, J9DEFAULTS4BERE S OIEAIBHFIESE .
1. TEAPIGIEHIBHEMSMES, #FE “APIEE > APIDAE

2.
3.

B “DEFAULT” 4EBTR,

f ‘pEER" REPR “GREE" X, B “4EmIIEE" .
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4. TERETDIRINECIZAIBAIFES
TBS5 TEAPIGELAIH, ¥§ “realip_from_xff” FFXITH, FH&ESE=TER “17 .

1. FEAPIGEEFHIBHEMSMZH, ®F “STHSE” .
2. £ “BLESH” mEH, ®8E “reallip_from_xff” 2%,

~ @ onon a1 Haz00 s
E - BRIAE ! BMETE -]
(1] 5488

=M AN U WAFRS, WAFSTZEHTTPSLER “X-Forwarded-For” shigsFFHIE
SCIP, APIGEZEIREIEFITHAFRIESIIP,

.
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6 API MXEZIRRETEF] 2.0 FRES

APl MXEZRMERETF 2.0 2R

ox

6.1 SEMiA

Rz

BELE

HRSRH!

SEAMPIERBAPIG EATFRIMSSAPIRS, WNRAIRFIAPIERAIXE, EERFAIAR
BRIEIN, S5IERERIEEI TR, EESEATERPKERIXEFTRSHMILTTE
FrEEiz. APIGIRMt TERREE—RERH], MAPIL BF. &R, IRIPES N 4EH

'f?l'uu&:c o

PR, BEERPSIFIELARFERSEMRIEIN, ERRITRISTE#HEEIAEHATR
SEHIHmR. (LN E—ERSHREREE—FEFRE, APIGEERRER
HIRIERORM_ FRME TR RIE—REEH2.0, B HIEEIMEHaIS EZRE TR

=

LUIBLIRERESI2.096), #ITSEERE, #HrilaiEidel@inE=s2.0RasRn IS
A EIHRAI BRI -

L4 qu}Iﬁ%Uz O%H]Q_JL/LBE%JELLEjlE—'JWAME’J%}Q‘LHJEH éﬂ ET—JEE%;.&I\ ”/‘g{mu
}I*Dga:gﬁﬁu|L$IEIJ¢‘J§$/)|L}I o

- HatimiE: oJLIXGAPI, P, EiE. RIPEHITSHER R, SEBIRER
HISRIZIRBAIRE—3, (BEEHAAAIED.

- SRR iFiRiEHeader, Path, Method. QuerylARRALZEHFHISE
{El_ QIEXUMJIo

- ETEMREIERRE: NENEFSEIERH T ERIRE
o HFNAR. EREMNERFRRAVAERERGIXIAPIBIEREIXE
o  HEHERLNIZE SR ERTRERES

o APIRIMHEIEH2. 05BN T REinH2. 0K ELHE TAPI, E—NAES,
—AAPlAB'é%)i MNREBIEH2.0KE4E, (BE—NREBiEF2 ORI LUHES
o ([EREHREHTENAPIE A, )
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o INRAPIKRYPEREIEH2.0KEE, FIZRHIELA “BcESE +
“ratelimit_api_limits” F92¥=1TE.

° yu%_/\AP|Q¥BE1§£¥E:}|L§E§%U%H§E ; glig?;é;BIEmuE}Iﬁiuz Oﬁﬁﬂ ﬁ%éﬁmuiﬁ‘é
HIERIE SR o

o SHMITAMINIZRZEEX 1001,
o REERNBHRAIKEG5535,
o WREBAILFIAIFREITHI2.0, BHARRAZS.

6.2 IBEME

BRIZIEI—APIB I FRYFIZIAFK :

EOAAPLRERTI9100K/60%>, BIFRERHIH5X/60%),
IFiEkLHeader=EE R “Host—wwwabc com” HIPBRHIFI100K%/60F
XHEKRFTENget BiEREEEA “reqPath=/list” BIPRHIF10)%/60%)
XHEKRIEEA “reqPath=/fc” BIBRHIFI10)R/60%,
I4EFEFEFSpecial RenterfGi S RHIF5/%/60F)

el LMRIELA MR ERIE DAPICIEZFH 4D E R EIEH2. 05608
i

ok N =

ellieE 5t

BoE Bhilinis

BeESHRE

BeEfTIRImE

1. ﬁIJE%H%
EREEH2.0RBEREE
2~ EEEE&HI}ILE
BeEEMRERH .
3- Eﬂ%"*ﬁuu&’"
FESHRERENX, EXSHEIMNESSERERE .
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4. EERHRRE
FRESFRRERETX, R ERSIEREFREEHNERTS

5. 4BEAPI
mETEHI2.05EIB4PEZIAPI,
6. I&iF

BITHENAYERURLIERAPI, ISIEREEHI2.0RIEEEER .

6.3 SCHELCTR
2 T

EFRAPIRXIZHIE @J@uw%?x%ﬂzo B% . BENRMELTRIESE «AP”—_BE}EHF';EI
) PRy ¢ J‘.TET:%JZ OREE” BT,

EEMSHt=hikE “APIEIE > APIZREE” , B “CIEREE” , EREREE “R
SEH207 .

RIEREIFR, EERBERNER.

= 6-1 RERERER

B8 EcEiiAA

REEZTR R B EN B, BNEIRE—ENHEMNESEIR, HEEHR
ERIRBIFIE

itk i) IeAbiERR “EttaemE” B,

RIEERCEE IEAMERE “BANAPIERL” , SIBRNAPIEITRESITFIES .

INES MEMRFIRS, RIBFKES607,

T2 BEitRiEEE.
BiE1, BOAAPIFE60ORAVREZERFI10X, ARRERFINSIR,

*x 6-2 ERtiRizhicE

8% EcEiAA
APl I HIBRE 10
PR EEHIRE 5

T3 SHRIEEE,
1. 1B¥E2, AESHREERETAHTSHREEE, EXSHHeaderHEXN I

AR .
a. B “REsE” , £ “‘SEUE” 7i%E “header” , £ ‘B JES
“Host” .
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b. £ “EXHN” Xig, B RN , APIRERFNIRERIOKR, KA
60%); B 4 FRIEMIN, 1RE “REFRANEE" PIUESRMES “Host =
www.abc.com” o

¢ B ‘AT’ , £aiE#headerIHostXIRAIITECIANI “Host =
www.abc.com” , FRTE60sA, XWFiEKLigHHostSHETF
“www.abc.com” BIAPI, BAPLBRIXREGAZI10, SHEREEM.,

2. 1RIE3. 4, EXSHPathyNAIZEMRN

a. £ “EMHIN” Xi%, B HRINMRN7 , APEREREIREN10XR, BHESA
60%; BB 4 FREEMIN, RE “RERANEE" PHOCE M.

b. MIRMIN=NEMERIEN, BKEEAN “reqPath= /fc” F1 “reqPath=/
list” , BERGEN “method=get” .

¢ B ‘BFER , #—E0FEROERY,

FMEKEER “reqPath” FHFREXARXNEREER, HUE “AND” XRKAH
“OR” , XREKIER N “regPath= /fc” & “reqPath=/list” .

e. ¥§ “reqPath=/list” 0 “method= get” WPMILECEMAHITLIR, kb
=, B “MERFER” , TEEEEIAS “AND” XK,

FERENES
=TER
| reqPath b = v T ﬁ-
reqPath v = v fist ﬁ-
method v = v get n
@
®

f. B “BE” . BRE60sH, IWFIEKIEEFEA “reqPath=/list” BiEKAGE
73 “method= get” BIAPIELIEREER A “reqPath= /fc” HIAPI, 7EAPIEHA
REDXENORET, SEREER
T FRRIEECE .
RIES, FRIEkRRtcE . X4EsfEFSpecial Renteri#{TimEisHl, REIZEF60
MR IFEARBAPIGREAXREA5SIR .

* 6-3 1Rz ECE

2% EcEiiAA
FHFID FHFSpecial RenterfdID
e 5
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£I¥5 BE ‘BT’ , REEF2 0% KEETHK .
$I6 4PEAPI,
1. EBEHREEEIR, HANRERES.

2. 1 “XEXAPI” [Xigf, IEEERELEASEINE, BT “4BEAPI” . iEFEHEN
API, B “HBE” .

ST iE.
BIHERAEKURLERAP), WIERE RIS 02BN,
R
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API KT ZEhRXNEIAIE

7.1 HEMIR

NP
APIFIXIR T RIFLINES, AP ELRESEGAELAPI RN EAES,
o ANLIAPIEIAEERAPPAEREESGAE (NEAL ) £&HRA0, BiF
BRI R E P EAIEAIAP o

LR
APIRIXIERIEZ SOAPPINEE T, BPARIBISER, RIETMEEME,
IRIEAPIMZR 21 .

LR SIRE

APIRMIX Sz 5 B E XOANER ZE BN R A TERARSSSEW .
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7.2 BMERIE

ellfE B S
BIEBESOAIE

BIEAPI

HEAP

1. BIERH
I B ENXMIRIIHEREL, FRRHRSHAZBENXIAIL,
2. CUIEBTENIAIE
SUIEEBESIAIE, KBUEE “Biin” , REUMBIEE F—SeEAREL,

3. gUzZEAPI
LZEEEFILZSINDBEREAPPIAIE, HaAik “STISWEINLE , EEE—56
ERIBENIANIE,

4. QIEERE

EEFAPPINIERIAPI, FEFEAPIMKFEIE—MEIE, EAEIEIDINIZERT
(Key. Secret) ,

5. 4BEAPI
K EIZREIRGEAPIS, ZRILAMERAPPIAEERAPI.
6. I

IERAPI, IIFNEINEEEIRERI.

7.3 SEREPIR

B ERRHTERERE, £ ‘%7 T\, S5 “BRE . FEESEERRE
IRSFRBERESIAIE,
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RIETER, EERHEEE, B “CQI2RE .
=71 RYEEEE

e [l ]

=] XA N —MRE, XM EBRRATRE, B
KITEYIEXIEEREE ( 1+%A/ﬁ FEE RIS
BE) , LEVAIRB REA TR, BPaLUbEE
WESPIZXEREER. BIAREEFRIXE

Xig, SAPIMXIEE X1 .

BREAEEY N “SHERE

ERELZ TR RIENBEN ZR, BiSIREB—ENGIMNIES
B, BEERERRAFEK.

RIEBIR ﬁﬁP%?EI:léﬁZIﬂEum%lE BEMIRIRS . LREER

“REREQAERE

A IRE HEWIRBRMBNARM, FHXIEVARIRE @SR
DHEHINEE, 2BERE. BN “default” .

ey 1%#EPython 3.9,

uéﬂzﬁULmﬁifé, HANREERS., 7 “RE" IENENSHERIER ‘TET
27, B “REWNET=E > MIKETE" . 28tokenFFHeaderB5%8
IJ—.E testﬁéﬂzﬁﬁﬁzQuerytéS@l’] XT?E&W%I}EQDtoken{E, NF B2k
If,

RiENRES

=3 E mESR

test user@123 s

£ “RIB” mE, wERTEXIANERE, BUTRIBESRindex.py* ., TRE,
EEEE;*BE” o ﬁﬁ%ﬁ'ﬁl% Z ( APIMEFFATSR ) Y “CIZBETFRIREENX
INERIEREL”

# -*- coding:utf-8 -*-
import json
def handler(event, context):
testParameter = context.getUserData('test');
userToken = context.getUserData('token');
if event["headers"].get("token") == userToken and event["queryStringParameters"].get("test") ==
testParameter:
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"auth success"
}
)
}
else:
resp = {
'statusCode': 401,
'body": json.dumps({
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b))
}

return json.dumps(resp)

ReENHEMHEHAE, AERE.

a. TETHMEFIERE “EEWXSEM" HikE.

AR

WHAEHHISHESHREZEPHSHERET .
b. BIENXEMTME, BF “Wid” Bl

¢ BE EET

SE|2 HNAPIRXIEERG, EAMSHIZEE “APIEIE > APIREE” .
£ “BENANE REF, SIEZBEMIAIE,

F7-2 BENANIEEE

24

BecEiRAA

TANEZTR

RIEXBEN BTN, RINIREBE—ENRERNIESSZ
R, HEERERBIFERK.

et

IR “RliR” o

EREBE

BE RN, EECIERE

WRASELAI 2

BN “BIIRAER" .

RFRE (RD)

30

BHKiE

BN BMHERRSHIUEIREF “Header” , SHZET
“token” ; BZANBMKFESHMEREFE “Query” , &
HEEE “test” o

$1B3 EEMSIFESER “APIETE > APIFIE” |, B “BIFEAPI > SIEAPI” |

1.

* 7-3 AR E

RIETERSH, RENRER.

24

[Ta=einlilz

APIZZFR

IHBAPIER, BNEIZB—ENnIMUES, 58
IRERBIFIEH o
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2% EEixAE
Frigs48 ZRIN “DEFAULT”
URL BRAE: EORAAI, HAbEE “GET” .

RN IEFRAPHERIMN, LEAbERE “HTTPS” o
FigZ: APIDECIER, EFEADEBDE—1W
M EREIRE S, EiEgEEXR&ESZ LA
10000% .

B2 BEOBEKBER, LMES “/api/
two_factor_authorization” .

Pog KM iz APIRIKARBERLINALIEAPIER , MMF~ERIEIRIDA -
BOARIRIK MRS “default” .

ZEINIE BEEAPRAIETS T, LEALESE “APPIAIE” o

XIFEEIAIE AiffE, ARNEINLE. EEEeIEBEINIAIL.

2. BE “T#7 , ERRSERIERE “Mock” .
EEMockBE X IREIEFIEEMockiR[E45R, BF “FTl” .
3. &FAPL,

B4 FENSHSER “APISIE > SIEER” |, ISR,
BF “CIEER" , EERESHE, REREEHE “BE” .
FIB5  4ETEAPI,

BEERER, HANSEFE. £ XHKAP” Xig, BE “4BEAPI” , EFAPIFF
“HRZE” o

$£He Wik,
o ERILABISAPIMKASIEIL IIEIEAPI, KIENEIMER S ML

S RVEParametersfiHeadersiRINE X AtestFItoken2#, SHERERSEHTE
SONEREFHSEHE—H . NRERSHEEENONEREA—HEHSEE
iR, RBEEIRE401AIEAREITD,

token
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o ZOJLMFERcurlds$iAMAPI, EESLTEJavaScript SDK, £ AKey. Secret, LA
RBEENXBHeader. Query&ES#HEricurlins, ARG curlinSEHEIHSTAE
FBAPI, BUNRIELSBIESE ( APIMNEFAIERE ) & “curl” &,

_auth

Upload Total Spent Left
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at it

APl PXEZRRSZIF http F https BaIE

8.1 HEMiA

N FnS
APIRX3Z#FhttpEEME I httpsIhEe . HFEFRIAPIRAhttpiM}AIEAY, HFhttpig
BiEMLZE5NIRZ2RE, nJLUMERAAPINXRIETERINEHSAPIHE L £Hhttps
thiinpa, ERFRSEEERhtpiiY.

YR SRE

AFXEE2EREI, IFGETEIFHEAD S ZREEQARESEEURESLX, ELLAPIEKS
iEPREANGETaEHEAD

8.2 IMERIE

Fia

!

YIFETER)

!
s

1. FBREED
A EEEMINEEAIAPIRIBImIERIMY AN “HTTPS” 8 “HTTP&HTTPS” .
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2. IFEEM
RIrEEMINEEREEN .

k= as
o ERIEAPISFIEIZEAPI, APIBTHECEANSRIMYMLIEE “HTTPS” 5
“HTTP&HTTPS” ,
e APIBRT.
e APIFF[EAPIZHESBEIMIZIFZFISSLIES .
APIHIEFIRERBEIEZFSSLIER, B2 ( APIMXEFIER ) -
HREEEMD

T EIRAPINKIEGIES, ELMSMIZEE “APIETE > APIDAH”
$2 BPESEZR, HAAPIFIESENFIERE.

B3 7T “PERERT I8N ‘HEEET Xy, KIICHEIIMIIES, T “SZiFhttp to
httpsE=NEREM” JIFEEEQIIEE.

-

RIFSEERREER

SE BTSSR AhttpsHMXERAPI
1. FERISEBMMHHERIBA “https://APIERESE [REIZE,
2. 7TEEEERF12,
3. RIS TETPRSBER “200” RTEAEMY.

B R AT
x ®0 T a

C Q| s ErE- me B | EEEE Cookie () BEEDE W=
O ERABERT O &HERSE
) ERAA  iiiinin
P X Ik RS mE Sa% WE
v
I p=

T2 BN REhttpiMGEABAPI
1. TENSSSEROMEhA=hig N “http://APIERESE” REI%E.
2. TEHEE EIRF12,
3. & ‘ML REFREIEBESR “3017 BREE[MAN.
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i 212 i) Lighthouse Adglock
X ® @ Y Q OfE6t OsRET SRR
cC @ us O m#¢ O REEREAL 28 fechork 5 Css BR MG S XS WS wem RS K ) HDERR ook [ ERNER O FSARE
O miEasya
O sRAREs

3
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9.

9.1 S &R

Sl Ay

APIBTiHE M BRSNS EHTTPSEY, APIFfE S BELSERIgEE, it
MIZRISSLEF . SSLUEREHITEIRERINZFSMDIERER, HSSUEPFA
CAIFHAY, ENAFBEFIRAEEINEIAILE; k2, FEEEAILL,

e HOIALE: EFinSIRBIRIEZN, ERinEERIGKRSIRSSUERE XM,

o  WENAILE: EFiRSIRSImIERE, RTEFIRFERIERS HSSUEREIENS,
RS iRt HFERIGE FinSSUER &AM .

9.2 IBEMIE

3 APl X EZhRSFFimdE TIAILE

Fin

BIZESSLIEH

TERAPI

7R

APIGEZNRZHFHREINEFINEAERMIAES T, FAAESRFRIAERREE
@, TE#ERREEIMERE, NEBAEEFRIEEESENEIAIL,
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9.3 SCLEL IR

EmEIAIE
FE1 SERAPIMXIESISRE .
$R|2 RIELIRSEEMSHE B IRESLA) .
£33 CIESSLIER,

EEMSIHZIERE “APIEIE > APIEREE” .
£ “SSUERER” NP, PE “GIESSLER” .

1.
2.

3.

ElEESSLIEH

SSUEH 2 TEIREm I EF N SOIERANES .

et

BAPIFBRIDHS EERBEBITRYIMIIHZHE o

HPEIUES

BRI 5 E LIZRISSLIEBHEE o

IEFAPI
ISIEAPIE T AR .

& 9-1 RREREIAERSERER

e BEcEixAA

IEBEFR ESIEBER, BEIRE—ENGIEMUES, HE
BRIERBIFERK .

o] DSEE EAbiZEEE “ HEiehl” .

irpRE | - Start certificate-----
MIICXgIBAAKBgQC6ndRHy5DV5TCZiVzT6qF
iaMGy61ZIbUrmBhUn61vMdvOHmMtbIST+fSl
ZheNAcv2hQR4aglLidwrcerTaRyG9op30Sh...
----- End certificate-----

= |- Start RSA private key-----
MIICXgIBAAKBgQC6ndRHYy5DV5TcZiVZT6qF
iaMGy61ZIbUrmBhUn61vMdvOHmMtbIST+fSL
ZheNAcv2hQR4aglLidwrcerTaRyG9op30OSh...
————— End RSA private key-----

CA BEIAELHEECAIES,

BE “HE” eIk,

A HEEHZ.
EEMSHFLIERR “APIESTE > APIHAE”
BFRAPIFTEDERIR, HADHIFE,

1.
2.
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3. & “HEERT REPBRE “HEMIIEE .

& 9-2 EcEMIIHZ

2% BECE iR
%3 ESE&RNEE.
ZFER/INTLSHRAS LEabisEsE “TLS1.2”
S#Ehttp to httpsB | BRIAXH o
HEEME

4. BF “HBE” .

S| HEIER.
1. EEYPEIRIEZRETRE “EESSUHER” .
2. EERECCIBRNERRT ‘AT .

ikl
BN IR E Fim MEAXKEIAS .

6 JERAPI,

EREONK TEERAPI, RKEBA “200” RRBAKN. BN, B5E ( APINX
FAFEr ) 189 “ERAERMAPI > RIS ETHLE,

Query Params

Description

1 Tis success

XN EIIAIE
£E1 £ ‘SSUERER” WEH, Bk “GQIESSUER”
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* 9-3 B EXVEIAIERIIERER

2H BeEiRA

IEBETR HEIERER, EBNRB—ENGIMIES, HER
RIFIRFIFIE K -

A IEE ItEAbisesE “ HAIsER)” .

IEBAE BEEIEBARE.

MIICXgIBAAKBgQC6ndRHy5DV5TCZiVZT6qF
iaMGy61ZIbUrmBhUn61vMdvOHmMtbIST+fSl
ZheNAcv2hQR4aglLi4wrcerTaRyG9op30OSh...

MIICXgIBAAKBgQC6ndRHy5DV5TcZiVZT6qF
iaMGy61ZIbUrmBhUn61vMdvOHmMtbIST+fSL
ZheNAcv2hQR4aglLidwrcerTaRyG9op30Sh...

CA FCEWEIALE, HAFEEESCAIEBARS .. CAEREE
SeRkfa, BMIIEESISSLERHE, HABEF iR,
1138

MIICXgIBAAKBgQC6ndRHy5DV5TcZiVZT6qF
iaMGy61ZIbUrmBhUn61vMdvOHmMtbIST+fSL
ZheNAcv2hQR4aglLidwrcerTaRyG9op30OSh...

T2 B “BHE I
$IE3 4EES.
1. EENSAHEIERE “APISIE > APISHE”
2. BFRAPIFFEDERZTR, HADHIFER.
3. £ “DHEER” REFET “4IEmiigE” .

= 9-4 BLEMIHZ

2% BEc B
I3 HESE&RMNEFE.
TIFER/NTLShRZAS AR “TLS1.2”
Y iEhttp to httpsH | BRIAEKA .
HEEM

4. BF “BBE” .
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£IBA 4EIEBR,

1. EEYPEIRIEZRETRE “EESSHER” .
2. IEEREOIERSERHAR ‘AEEFIWAL" , BE “HBE” .

SRS ERAPL,

FEREONS TEIRABAPI, JREBA “200” £rEAAKIND. BN, E5E ( APINXE
FFiERE ) 19 “AREAMAPI > {HIRIB” ETH0E,

BFARTWENALE, EELEAPIREEEEEFIRIER.

WNER{FEHPostmani@HAPI, MIFEETESettingAICertificatesdi7NClient certificates,
FEERIREBUUREH,

X
% General Add certificate
© Themes Host (required)
https:// mtls.test.com
Shortcuts
CRT file
@ Data
client.cert.pem X
+* Add-ons
KEY file
Eg Certificates
client.key.pem x
= Proxy
PFX file
) Update Select File
(@RAbOt Passphrase
@
Cancel Learn more about working with certificates »
R
=A
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1 O B LEER S S -RmAIESEER
API YR IEf[Rim

10.1 SEME

R PRt
APIRIX SIS E X ENRBE S, B FRMRISRM, SAPIERERFI TR
RSH, BURETRNERGS. SN T ROLERMSHEHRER, TlEl—
A “ERER  EISARNREESOAISY, NEHERSHEERNEHER
5. AHRLL “RESH-MIHATSE H6, HWABPMEETRE “RASH-7I
HIMNESH” SRIESLHEAPIERE R NSNS .

FJRSPRH

o HNINREEEIRAI, BIRAIIZSINERUAME “BESXALE" s{ERNEINIE
( APPIAIEERIAMIAGEE ) o

o FINEMEIRET, VIREN—EIANGR, i HI— 1 EREIRRIAPIER,
#I5HE R ZIZNARIAPI SR .

o ‘EBZSHU-mIRANESE” REFHR ‘FMET RFFHH. B BRE
=MERIRYE.

o —MAPIRZBEMNSIREEEIR.
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10.2 B ERIE
FHh

ACEAPIBIR

ELEBAPIGiS

SR

1. ECEAPIER
FAPIHRIRRERNEEREZSINES A “BESXAILE” SiERNEINE ( APP
TNESKIAMIAIE ) , FHEEEENEEAMENSR, IR2HE, UFEEIEEE
MINIE.

2. BCEAPIGIR
FEAPINEIRIR ENE AR GG, REFHNRMRRIEE “ RASH-Aik
INESH” , ARESHER. FUELE FMHES, HPSHSTRNFHER
ShlinE E XIAEREIR EEF context=FEz FRIE{EXS—E .

3. iEifAPI
IEIXAPI, MR ESINEREIERNNRIE GG

10.3 EChtEE TR

HUIRSR

1. ELIZBEENNERE, MRKEESSE (BB TIERABFER ) Py ‘&8
FERREIEERE FHolE, AEARMANREIEREREontextFER, FBR
PEEREY . EPRENIERSITFAH. /R, BE=MEEXE, B(E
XM “ RASE-BIRAMESE” REFHNOSHIRNFMHE.
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B 10-1 BEMIAIERHE

dedicatedgateway-yictdw v

index.py
1 # -*- coding:utf-8 -*-
2 import json
3 def handler (event, context):
4 resp = {
S "statusCode": 288,
6 "body": json.dumps({
7 "status": "allow"”,
8 "context": {
2] "test": "1237,
1@ "authstatusl": False,
11 "authstatus2": True,
12 "num”: 1881
13 1
14 s
15 "headers": {
16 "Content-Type": "application/json”
17 3
18 3
19 print(resp)
28 return json.dumps(resp)

2. ERIERmBEENXIANE, tNRKEE, B55E ( APINXAEFIER ) F/Y “BEX
INE” BT,
ACE API Bl
$£B1 BFAPINEZFHIERME.
T2 RIELFRSEANSHE E5isEbl,
TE3 TEEMSHZEE “APIEIE > APIFIER”
T4 B “GUEAPI > SIEEAPI” |, BLERIRER.

& 10-1 FliwACE

2% BcEiAe

APIZFR IEBAPIZFR, ENZE—ERIGIMNIES, HER
PURIRBIFIE

FhiEs 48 ZRIA “DEFAULT”

URL BEKRAE BEORARBRIL, BA “GET” .
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