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OPTIONSHg KENEFine S EE XN IRSImHEHTIRENNIR .
BERFBEIAE .

OPTIONSXI5: ENE Fined BEE RS ImHEHITIRENRIR .
BERTESIAEZE.
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MRFEIRSS

APl 2% ( [IfFLEbXig; ) 2 APIHEYS
RIB(EREO

x 2-4 Wi EEO

0 jizl:lz

PUTLfE HEERENRENEERINE

POST H& HTFERH HENRENEERIE .

SHIxR JHOBS EEREFENNREIE—EIA,

TEHR THIR,

KRB RITEURE KB RATEIEEE . BIEXRANIZTHRATE.
IRAS ., CORSELEZ(ER,

il ZFOE R IEERITR . tBEJLUERversionldifif&igE
FRASHIRTSR 6

HtEMFRITHR B—MERI—E o R MR, BERER
ke,

RESEFETIR BEERENRIABTIKE, WERTEETE.

SN IESPOE FEIEEMRI— " NREEIN L EHIE, A5 E
FEEXNRBEAINTRNCIEFHFITR .

IEEXRACL BE—MEENSZHACLEE. , @iZACLALUIR
HIRTRANESHPR -

FRENRTSRACL REN—MEENRAIACLIER. .

ESIRITTEIE ;ﬁbu (EE IR 22 _ HERXT SR T
& o

ERETR BIEEHTXYHREZAN— N IRMNEEMNETR
BEAEMRNS.

TR 4?}51?#632#,%%%]E@—ﬁ‘xﬁ%&%&ﬁ%ﬂi‘aiﬁﬁ
)\,

ERANR BREEHITXYHREZAN— IREGZ HEM
PUE £

EEENSRZEWORMIRIFEERE FETWORMAXAIE, HIERXSRZIFhCED
BT ZRIRIPEADR o
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MRFMEIRSS

API 2% ([Un#LibXig; ) 2 API 5
SRREIEO
& 2-5 ZEUR(ERENO
#=0 Ll
SRR ERE S RIES BiI—MEP BRI EER S FFLAR AREY
HIIZ R FE(ESS,
AL G RRIESS (FRZE IESMRT, SRETARLEOS
L LEERIES, RINEBHE—RIZER HEES
i TR R, SHER. JIERER
HEE FEERES LB,
R BE LENRN—EO ISR N AR,
FIZE HERIER BI—MESEIFTERES.
=Faaz BIEENREFHE— 1 ZEIWUR.
EHZER HIE(ES EE—1N 2R ERRIESS
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APl 2% ( [IfFLEbX1g; )

3 tn{a)iE A API

3 oA API

3.1 HiEIEK

ATNEBREST APISKRAVAER

B3 URI

OBSIRIEHFIN R R HHIRRSEKIBERFAIURI, SHFEHITRIRIFER, FJLUE
FRIXANURISBLE

URIBS—REH&0H ( BIESHARIER ) :
protocol://[bucket.]Jdomain[:port] [/object] [?param]

% 3-1 URI RIS

28 fiEid BEAEM%
ik

protocol | IEK{EFAIHMNZERY, WIHTTP, HTTPS, HTTPSEREITZR | Wik
SHHTTPSIFIENZER, MNREFMIRSSIFHTTP, HTTPSH
FEREITIMY o

bucket | IEXK(FRANERRIZER, EENRATE—IRE—IME. Bk

domain | FERURIRAIIRSS2SHE AT IPHBAL WA

port BERERNROS . RIBRIEIRSSEVEBARDMAR. & | ok
BRERRIANRD, SHERIMERERIANNIROS, 0
HTTPRIBIAIRO 980, HTTPSHIBKIAIRO /9443,
OBSYIREFEIRSZHIHTTPA X iHaiw980, HTTPSHIA
[Fig[59443,

object EXRERAONRERER . AJik

param ngiﬁﬁﬁ'ﬂﬁ%ﬂiﬁ%ﬁ’ﬂﬁﬁkﬁﬁ, REBEBIAEREEXTR | Bk

%:'\i)ﬁo
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APl 2% ( [IfFLEbX1g; )

3 tN{a)iE A API

ikl

PRIRENIESIRZSMIFRAIZED, #NAEEMEE . OBSETDNSHETHEREF RIS IERY
EZ8, BRAZEGESINNEK, EIEURLIIRHEERLIUEHEE KM7EdomainBimE,

FER=RigE R,
N, WREE— MUFa1 XY Htest-bucketfUiE, HPE

NFRAREIAENIBTHE o

BihafER—1 & otest-

objectidSRAYacl, IEFAYIAIEIURLIhttps://test-bucket.obs.al.example.com/test-

object?acl

IBKGE

HTTPR % (BFRDIRIFEEENT ) , BERIRSIREMRBRAAKEIRIE,

% 3-2 MRIFESIE REST IERA A

ik I5BA

GET ERIESBREISERR, WKEUEI®R. THNRS

PUT ERBSBENSELE, WORME. LENRE

POST RIS SRR TR, WA HERATS . AHE

DELETE | iERIRSHEMIMEERE, amisss

HEAD | ERIRSHREHSEAFNMNE, WRETIRTTHIRS

OPTIONS | BRIESHBNEEFRER M RFRIFIUR, BEMEECORS,
IBKiHEk

ANEAIMIMERLFER, MHSERIURIFIHTTPILIERERIFER . HHANAEEKE
BFRIEENRS-3,

& 3-3 AHIBKIERL

S PUTIRMFENIE, NIEXMLASERFRIS .

HELEZR ik BRIk
Authorization | iEKBEHFAIHRIEER. BEMHYIE
XA String
EANE: T
Fi: ERZIBERATFER, HitiEkeiE,
Content- RFC 2616FHENATHE (FEABEL) K | A5t
Length E.
XA String
ZANE: T
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HESLBIR fiik

=
Content-Type | ZRABHISEEL, FIG0: text/plain, &
A String
AINME: To
Date BREIRIHHOREEFIRTE, FlaN: Wed, 27 Jun | B5RRE
2018 13:39:15 +0000,
ZEAY: String
BME: Lo
FM: WREEZBRYEHELHPH T x-0bs-
dateFEz, NAILIATIZFER, HitER e
%,
Host FREEMNMbUE, 20
bucketname.obs.region.example.com,
ZERY: String

EME: o

fali

iBREEE (k)

BIHEARBELEEARE (RJSONSEXML ) &k, SiERiESE LA Content-type
XIRI, EBRIEREEBLZIMIND . BIERKEEAFSEIIFTFL, WHPXERFY
RIIUTF-84RI .

BMEONBRERARBTE, EHTES N EOBFEEERERMAE (HEHHE
BA9% ) , GET. DELETERMERBNIEOMATEREL, HEKREREAASTTEER
EEAEOMmE.

KiEIER
HERMARUETEWRIFINERERREER, HE%:
e CcURL

CURLE— i SfTI R, BRMITEMURLIREINEEE . cCURLZTXHAIZ
HTTPE %, BILAKIEHTTPIERARS G, FHEKIERER . cCURLERFEO
i, XFcURLIFEMEREShttps://curl.haxx.se/, HFcURLTAITES
2, {FEACURLEIHZIHAHIGEZ I ATOBSEIR

o R
B mBERREO, ARERER, HRELEBKER.

3.2 TAIEEERN
3.2.1 FAFPER/IE

OBSTEIAK/SKIHIERIETES, EFOBSRILIERE, BRHLENE NEELES
EEMHSK, BRE, BREDEEDEROEZIED,
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https://curl.haxx.se/

MRFEIRSS

APl 2% ( fufnFLibXiE ) 3 A{aJiE A API

e AK(Access Key ID): ih[a)Z$AID ., SFABIHIAEAXREARIE—IRIRRT; HIaER
IDFIFABIRIEE—R(FER, WEKkHITMESS . BXea0:
HCY8BGCN1YM5ZWYOK1MH

e SK(Secret Access Key): SifalZ$BIDES{FERMEA, MERHTINZESE,
AIFRNRARIXT, FEALEEREIES . 1&EIa0:
9zYwf1uabSQY0JTnFgbUqG7vcfqYBaTdXde2GUcq

FBFA LATEIAMBRSS 3K EXAKFISK,, SKENHITS 5152 WIREGARZEEE (AK/SK) .

OBSIRIER FEAS, 1Rt THeaderfIEHER . URLFIEHEZINET NN HEDN
FHREPEFSZIMSZITES .

LAHeadersh#Em &< A4, ﬁHF' > ZIIERIR N 3-4F7 . HeaderPiEREZ 5%
MERSEIRARERE, B2 HeaderFIEHER

3 3-4 OBS EZITBEMIELE

ST =~
B2 | 1. EHTTPES PUT /object HTTP/1.1
T8 Host: bucket.obs.region.example.com

Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain
Content-Length: 5913

2. 1IZBEEZMNTE StringToSign = HTTP-Verb + "\n" + Content-
StringToSign MD5 + "\n" + Content-Type + "\n" + Date +
"\n" + CanonicalizedHeaders +
CanonicalizedResource

3. ;&%AK*DSK AK: Hrkion
G Hkwkk

4. i+&&ZSignature | Signature = Base64( HMAC-
SHA1( SecretAccessKeylID, UTF-8-Encoding-
Of( StringToSign ) ) )

5. RN Z L &iXE] | PUT /object HTTP/1.1
OBSHE& Host: bucket.obs.region.example.com
Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain
Content-Length: 5913
Authorization: OBS AccessKeylD:Signature

xZ | 6. BIWHTTPEA PUT /object HTTP/1.1

SGE Host: bucket.obs.region.example.com

Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain

Content-Length: 5913

Authorization: OBS AccessKeylD:Signature

SZH%RRAN 03 (2024-01-02) WRIERE © HERRARBIRAT 1



MRFMEIRSS

APl &% (fafn#LibXi, ) 3 AN{aTiE A API
i =~
7. IRIBIERFAIAKIKER | MkigAuthorizationFERHEAK, ZKIAMEXEIAF
SK AISK
8. RIS AN+ E StringToSign = HTTP-Verb + "\n" + Content-
StringToSign MD5 + "\n" + Content-Type + "\n" + Date +

"\n" + CanonicalizedHeaders +
CanonicalizedResource

9. it&%ZSignature | Signature = Base64( HMAC-
SHA1( SecretAccessKeylID, UTF-8-Encoding-
Of( StringToSign ) ) )

10. IIFEZ IEEskisAuthorizationdhAYSignature SRS imit
HEhSignature2518%

8% SFKibEd

FHEFE: EREIEELEW

3.2.2 Header FiEHFE3

OBSHYFFBAPIZOEA LABIE EheaderhiEHE B H A KHITEMDINE, LERER
HEANESR .

EHeaderiETE B ZR2IEBEIIHTTP;E 2R Authorization headerskiFiEH&E 2S5
B, HESLgRE A

Authorization: OBS AccessKeylID:signature
BLEAVITESRRNT:
1. MIEERFRFE (StringToSign) o
2, WE—LHIGERIFITUTF-8485
3. EASKXEZLHERFITHMAC-SHATZ R ITE,
4. WE=LHERH{TBase64miE, BRIESR,
IERFRFER (StringToSign)1ZBBUN A THIE, BPSEHAIE MANFR3-5/T7R,
StringToSign =

HTTP-Verb + "\n" +

Content-MD5 + "\n" +

Content-Type + "\n" +

Date + "\n" +
CanonicalizedHeaders + CanonicalizedResource

2 3-5 #i& StringToSign FTEES#0i5EA
84 FR

HTTP-Verb | f8iZOiR/ERY/S %, XIRESTIEOMS, BNAhttpiERIZ{EAIVERB,
40: "PUT", "GET", "DELETE"&=/H,
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JHRIFMEIRSS
APl 2% ( [IfFLEb X1, )

3 UNalE R AP

SH

ik

Content-
MD5

1ZEERFC 1864tR AT E HIHRANMDSHEF /7, BNEEAR128-
bit MD5{E%2 I base644mtI/FEEINFrTaER, AILIAE . BIFEER
R3-10LUARERT B ESERG.

Content-
Type

REXE, AFEEHREEE, flUn: text/plain,
SIERPAFIZLET, ZSEER=FAELME, IFR3-6,

Date

SERLIEKRAYATIE, ZBIEIFSTVEIERFC 1123; ZBJEISSRIARSS &8
AR ENEEIE 1 55 #PET AR S5 imiR [E1403
HHEBENFEx-obs-datell], ZSHIRBEFHFRLIE; WX
3-10,

INRHATIREHEN G R ( ANIEEHEAN G RBI R A S EF R
18) B, ZBHAFE.

Canonicalize
dHeaders

HTTPiEkLigHAIOBSIERLFE:, BILA “x-obs-” {ENBIERAYSL
fa, %0 “x-obs-date, x-obs-acl, x-obs-meta-*” . FBF{EiEMHAPI
BY, 1BIRIEEE®EK, MIEABRYAPISZIFAYSLIs ke

1. BREAFZRIPXEFHFEEGERL /NG (ERNFESEXS
K/INE, & “x-obs-storage-class:STANDARD” ) , EERMNZS
??Eﬁﬁ? , BEFEFRIREXEFIFHEMNNRIAHITHE
¥ o

2. TERIMERLFERAES, MREEB/NFE, UFEHITEH.
l: x-obs-meta-name:name1fx-obs-meta-name:name2, M
FELEEIFRAYE (XBRZnamelfname2 ) LUES MR,
&3 Rix-obs-meta-name:name1,name2,

3. LFHPRIBERLFEAIXBEFARIFSEIEASCIFEEA AR5
FRF; 1B FEPRYER AR ERIFASCIRE S A FIREIZE
7, R—EEFHIEASCIBEATIRZR, EEERIKET
HomARIBAL TR, ATLARAURLYRRE T EBase644mis, RBimAS
HEEREALTE

4. HiERAFRERPEELEN T TabiEl, TEHFA. fl: x-
obs-meta-name: name ( namegifB— 1N ELENTK ) , TE
&R x-obs-meta-name:name

5. B—MERAFRERHFESRMT, IE3-8

MAERRZS 03 (2024-01-02)
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STREFERSS
APl 2% ( [IfFLEbXig; ) 3 AN{aliE RS AP

SH ik

Canonicalize | RRHTTPIERATIEEAIOBSHIR, #AiEH VAT :
dResource | o 1 ItRES+[FEE] + [FRE2] + ..

1. RFIIRE, HlE0: /bucket/object, IMRRBIIRE, WFHIEE
8, WA"/bucket/", WIM@RLIRE, WA “/7 .

2. NRBFRR, WEFREROHERK, BHlan?acl, ?logging,
OBSIIFEZFhF&R, B®¥E: acl, append, attname, cors,
customdomain, delete, deletebucket, encryption, length,
lifecycle, location, logging, metadata, modify, name,
notification, partNumber, policy, position, quota, rename,
replication, response-cache-control, response-content-
disposition, response-content-encoding, response-content-
language, response-content-type, response-expires, restore,
storageClass, storagePolicy, storageinfo, tagging, torrent,
truncate, uploadld, uploads, versionld, versioning, versions,
website, x-obs-security-token, object-lock, retention,

3. MRESNFER, EEEXLTREN, SEHTEXUFER
TRIZIRECEFAIF R MNNEIRHES, FHER “&” #i%,
WA
o FTHRRBEZEW—MY, FTENEKNURLEEZ MIBXEFINFZEIR
(f5%0, key=valuel&key=value2) , JNERFEXMIERL, OBSIRFZIHE
ﬁEU‘,D\%i‘l‘%%—/l\?%iﬁﬂiﬂﬂﬁ%—ﬁ\¥’ﬁﬁﬁ’ﬂﬁ§ﬁ§Bﬁﬂ%FE
F;

o LIFKEIXISR ( GetObject ) #EOJfI, BRIRIESE Sbucket-test, IIHRZH
object-test, ITERAIRASoxxx, FREXATFEEEES CContent-TypeJItext/
plain, BFAEZiTEHAYCanonicalizedResource’g: /bucket-test/
object-test?response-content-type=text/plain&versionld=xxx.,

TERUKFERM 7 —E4 Y StringToSignAIHIF .

% 3-6 FFEIR

iEREEL StringToSign
GET /object.txt HTTP/1.1 GET \n

Host: bucket.obs.region.example.com \n

Date: Sat, 12 Oct 2015 08:12:38 GMT \n

Sat, 12 Oct 2015 08:12:38 GMT\n
/bucket/object.txt
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& 3-7 {EFIIRRT AK/SK F0 securitytoken E{&EXT5

ERERL StringToSign
PUT /object.txt HTTP/1.1 PUT\n
User-Agent: curl/7.15.5 \n

Host: bucket.obs.region.example.com | text/plain\n
x-obs-date:Tue, 15 Oct 2015 07:20:09 | \n

GMT x-obs-date:Tue, 15 Oct 2015 07:20:09
x-obs-security-token: GMT\n

YwkaRTbdY8g7q.... x-obs-security-

content-type: text/plain token:YwkaRTbdY8g7q...\n
Content-Length: 5913339 /bucket/object.txt

& 3-8 HIERLFR LEWR

=Rz ISES StringToSign
PUT /object.txt HTTP/1.1 PUT\n
User-Agent: curl/7.15.5 \n

Host: bucket.obs.region.example.com text/plain\n

Date: Mon, 14 Oct 2015 12:08:34 GMT | Mon, 14 Oct 2015 12:08:34 GMT\n
x-obs-acl: public-read x-obs-acl:public-read\n
content-type: text/plain /bucket/object.txt

Content-Length: 5913339

& 3-9 JREWIZ: ACL

iEREEL StringToSign
GET /object.txt?acl HTTP/1.1 GET \n

Host: bucket.obs.region.example.com \n

Date: Sat, 12 Oct 2015 08:12:38 GMT \n

Sat, 12 Oct 2015 08:12:38 GMT\n
/bucket/object.txt?acl
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APl 2% ( [IfFLEbXig; )

3 tN{a)iE A API

£ 3-10 HEXR BT Content-MD5 L5,

iERERk

StringToSign

PUT /object.txt HTTP/1.1
Host: bucket.obs.region.example.com

x-obs-date:Tue, 15 Oct 2015 07:20:09
GMT

Content-MD?5:
I5pU0rd+sgO9EmMgl1KMQUg==

Content-Length: 5913339

PUT\n
I5pU0r4+sgO9Emgl1KMQUg==\n
\n

\n

x-obs-date:Tue, 15 Oct 2015 07:20:09
GMT\n

/bucket/object.txt

xR 3-11 FHEBENEHZ S LENR

iERERk

StringToSign

PUT /object.txt HTTP/1.1
Host: obs.ccc.com

x-obs-date:Tue, 15 Oct 2015 07:20:09
GMT

Content-MD5:
I5pU0rd+sgO9EmMgl1KMQUg==

Content-Length: 5913339

PUT\n
I5pU0r4+sgO9Emgl1KMQUg==\n
\n

\n

x-obs-date:Tue, 15 Oct 2015 07:20:09
GMT\n

/obs.ccc.com/object.txt

Java 1 Content-MD5 BUitE /555~

import java.security.MessageDigest;

import sun.misc.BASE64Encoder;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;

public class Md5{
public static void main(String[] args) {

try {
String exampleString = "blog";

MessageDigest messageDigest = MessageDigest.getinstance("MD5");
BASE64Encoder encoder = new BASE64Encoder();
String contentMd5 = encoder.encode(messageDigest.digest(exampleString.getBytes("utf-8")));
System.out.println("Content-MD5: " + contentMd5);
} catch (NoSuchAlgorithmException | UnsupportedEncodingException e)

{

}
}
}

e.printStackTrace();

RIEIE K588 (StringToSign) f1A P SKEEBAN R &£ 4 Bk Signature, SRS iE(FH
HMACE % (hash-based authentication code algorithm),
Signature = Base64( HMAC-SHA1 ( YourSecretAccessKeyID, UTF-8-Encoding-Of( StringToSign ) ) )

BINER X% 813 E S SAnewbucketname2IFABHHE, BFImERIENA:

PUT / HTTP/1.1
Host: newbucketname?2.obs.region.example.com
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Content-Length: length

Date: Fri, 06 Jul 2018 03:45:51 GMT

x-obs-acl:private

x-obs-storage-class:STANDARD

Authorization: OBS UDSIAMSTUBTEST000254:ydH8ffpcbS6YpeOMCEZfnOWE90c=

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>
</CreateBucketConfiguration>

Java FEZNHEGE

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.util. ArrayList;

import java.util.Arrays;

import java.util.Base64;

import java.util.Collections;

import java.util.HashMap;

import java.util.List;

import java.util.Locale;

import java.util.Map;

import java.util. TreeMap;

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

import org.omg.CosNaming.IstringHelper;

public class SignDemo {

private static final String SIGN_SEP = "\n";

private static final String OBS_PREFIX = "x-obs-";
private static final String DEFAULT_ENCODING = "UTF-8";

private static final List<String> SUB_RESOURCES = Collections.unmodifiableList(Arrays.asList(

non

"CDNNotifyConfiguration", "acl", "append", "attname", "cors", "customdomain", "delete",
"deletebucket", "encryption", "length", "lifecycle", "location", "logging",

non non non non non

"metadata", "mirrorBackToSource", "modify", "name", "notification", "obscompresspolicy",

non non non nn non non

"partNumber", "policy", "position", "quota","rename", "replication", "response-cache-control",

"response-content-disposition","response-content-encoding", "response-content-language", "response-
content-type",

"response-expires
"truncate",

"uploadld", "uploads", "versionld", "versioning", "versions", "website",

non

"x-obs-security-token", "object-lock", "retention"));

nn non

,"restore”,

non non

storageClass", "storagePolicy", "storageinfo", "tagging", "torrent",

private String ak;
private String sk;
public String urlEncode(String input) throws UnsupportedEncodingException

{
return URLEncoder.encode(input, DEFAULT_ENCODING)
.replaceAll("%7E", "~") //for browser
.replaceAll("%2F", "/")
.replaceAll("%20", "+");
}

private String join(List<?> items, String delimiter)
StringBuilder sb = new StringBuilder();

for (inti = 0;i < items.size(); i++)

{
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String item = items.get(i).toString();
sb.append(item);
if (i <items.size() - 1)

sb.append(delimiter);

}
return sb.toString();

}

private boolean isValid(String input) {
return input != null && !input.equals("");

}

public String hamcSha1 (String input) throws NoSuchAlgorithmException, InvalidKeyException,
UnsupportedEncodingException {
SecretKeySpec signingKey = new SecretKeySpec(this.sk.getBytes(DEFAULT_ENCODING), "HmacSHA1");
Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);
return Base64.getEncoder().encodeToString(mac.doFinal(input.getBytes(DEFAULT_ENCODING)));
}

private String stringToSign(String httpMethod, Map<String, String[]> headers, Map<String, String>
queries,
String bucketName, String objectName) throws Exception{
String contentMd5 ="";
String contentType = "";
String date = "";

TreeMap<String, String> canonicalizedHeaders = new TreeMap<String, String>();

String key;
List<String> temp = new ArrayList<String>();
for(Map.Entry<String, String[]> entry : headers.entrySet()) {
key = entry.getKey();
if(key == null || entry.getValue() == null || entry.getValue().length == 0) {
continue;

}

key = key.trim().toLowerCase(Locale.ENGLISH);
if(key.equals("content-md5")) {

contentMd5 = entry.getValue() [0];

continue;

}

if(key.equals("content-type")) {
contentType = entry.getValue()[0];
continue;

}

if(key.equals("date")) {
date = entry.getValue()[0];
continue;

}
if (key.startsWith (OBS_PREFIX)) {

for(String value : entry.getValue()) {
if(value != null) {
temp.add(value.trim());
}
}
canonicalizedHeaders.put(key, this.join(temp, ","));
temp.clear();
}
}

if(canonicalizedHeaders.containsKey("x-obs-date")) {
date =",
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// handle method/content-md5/content-type/date

StringBuilder stringToSign = new StringBuilder();

stringToSign.append (httpMethod).append(SIGN_SEP)
.append(contentMd5).append (SIGN_SEP)
.append(contentType).append(SIGN_SEP)
.append(date).append(SIGN_SEP);

// handle canonicalizedHeaders

for(Map.Entry<String, String> entry : canonicalizedHeaders.entrySet()) {
stringToSign.append(entry.getKey()).append(":").append(entry.getValue()).append (SIGN_SEP);

}

// handle CanonicalizedResource

stringToSign.append("/");

if (this.isValid(bucketName)) {
stringToSign.append(bucketName).append("/");
if (this.isValid(objectName)) {

stringToSign.append(this.urlEncode(objectName));

}

}

TreeMap<String, String> canonicalizedResource = new TreeMap<String, String>();
for(Map.Entry<String, String> entry : queries.entrySet()) {
key = entry.getKey();
if(key == null) {
continue;

}

if(SUB_RESOURCES.contains(key)) {
canonicalizedResource.put(key, entry.getValue());
}
}

if(canonicalizedResource.size() > 0) {

stringToSign.append("?");

for(Map.Entry<String, String> entry : canonicalizedResource.entrySet()) {
stringToSign.append(entry.getKey());
if(this.isValid(entry.getValue())) {

stringToSign.append("=").append(entry.getValue());
}
stringToSign.append("&");

stringToSign.deleteCharAt(stringToSign.length()-1);

// System.out.println(String.format("StringToSign:%s%s", SIGN_SEP, stringToSign.toString()));

return stringToSign.toString();
}

public String headerSignature(String httpMethod, Map<String, String[]> headers, Map<String, String>
queries,
String bucketName, String objectName) throws Exception {

//1. stringToSign
String stringToSign = this.stringToSign(httpMethod, headers, queries, bucketName, objectName);

//2. signature
return String.format("OBS %s:%s", this.ak, this.hamcSha1(stringToSign));

public String querySignature(String httpMethod, Map<String, String[]> headers, Map<String, String>
queries,
String bucketName, String objectName, long expires) throws Exception {
if(headers.containsKey("x-obs-date")) {
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headers.put("x-obs-date", new String[] {String.valueOf(expires)});
lelse {
headers.put("date", new String[] {String.valueOf(expires)});

}
//1. stringToSign
String stringToSign = this.stringToSign(httpMethod, headers, queries, bucketName, objectName);

//2. signature
return this.urlEncode(this.namcSha1 (stringToSign));
}

public static void main(String[] args) throws Exception {
SignDemo demo = new SignDemo();

[* INERIakFIskiBRISEIR B o E N FHABERANZENE, ENEREXHHENEETE
RENER, [FRNEE, BIRLE;
AfILlakiIskiRFEMEZEF RG], BITARFRIEEEAMKERSERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, */
demo.ak = System.getenv("HUAWEICLOUD_SDK_AK");
demo.sk = System.getenv("HUAWEICLOUD_SDK_SK");

String bucketName = "bucket-test";

String objectName = "hello.jpg";

Map<String, String[]> headers = new HashMap<String, String[]>();
headers.put("date", new String[] {"Sat, 12 Oct 2015 08:12:38 GMT"});
headers.put("x-obs-acl", new String[] {"public-read"});
headers.put("x-obs-meta-key1", new String[] {"value1"});
headers.put("x-obs-meta-key2", new String[] {"value2", "value3"});
Map<String, String> queries = new HashMap<String, String>();
queries.put("acl", null);

System.out.println(demo.headerSignature("PUT", headers, queries, bucketName, objectName));

}

BERUTERIEFIER Y (IREBRITITENAEEN ) -
ydH8ffpcbS6YpeOMCEZfnOWE9Oc=

Q N N
Python RERRITEGE
import sys
import hashlib
import hmac
import binascii
from datetime import datetime
IS_PYTHONZ2 = sys.version_info.major == 2 or sys.version < '3'

# INEFRRYakFIsKIEGRIBEMEIB PR BN F G RANZEXK, BNEREXHRENETERENF
B, {EFRRE, RIRRE;
# ABIAakiIskiRFEMBETEF G, BETAREEIEEEAMKERRERRTSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
yourSecretAccessKeyID = os.getenv('HUAWEICLOUD_SDK_SK')
httpMethod = "PUT"
contentType = "application/xml"
# "date" is the time when the request was actually generated
date = datetime.utcnow().strftime('%a, %d %b %Y %H:%M:%S GMT')
canonicalizedHeaders = "x-obs-acl:private\n"
CanonicalizedResource = "/newbucketname2"
canonical_string = httpMethod + "\n" + "\n" + contentType + "\n" + date + "\n" + canonicalizedHeaders +
CanonicalizedResource
if IS_PYTHON2:
hashed = hmac.new(yourSecretAccessKeylD, canonical_string, hashlib.sha1)
encode_canonical = binascii.b2a_base64 (hashed.digest())[:-1]
else:
hashed = hmac.new(yourSecretAccessKeylD.encode('UTF-8'),
canonical_string.encode('UTF-8'),hashlib.sha1)
encode_canonical = binascii.b2a_base64(hashed.digest())[:-1].decode('UTF-8')
print(encode_canonical)
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BRTBIEGIERD (RBHITIHENAREL )
ydH8ffpcbS6YpeOMCEZfnOWE9Oc=

3.2.3 URL HRiEHE3

URLAER R OBSHliﬂii—:%F"f’@iﬁ—/M EIR{ERIURL, URLEF'A@EFHF'
AK, 8. BXE. REHFEE, (FOERXD URLE’J)U’]T#L M2E, OBSHR
RHSZEUJZ”l‘la?FlMJMla?EdL%éZiURLﬁHF‘EE,T_ PITIRIE, {ﬁJIID’f’JL—A}’*m
FLZEENTEHITRAURL, EZEMURLAIARE FEIX S, {BiZURLE#EEXpires
} EREMATERNER URLEP}E“"’K%IEﬁHﬂ:?_ RIRHLEE D A Secret Access
KeyHIIERT, iLEMABERAMZLHIURLIGHITRMDINE, HHITENARIE.

URLFEHERIBRATHEEEIN T :

GET /ObjectKey?AccessKeyld=AccessKeylD&Expires=ExpiresValue&Signature=signature HTTP/1.1
Host: bucketname.obs.region.example.com

URLER{EAIGATAK, SKFsecuritytoken FEITSEERIIIT:
GET /ObjectKey?AccessKeyld=AccessKeylD&Expires=ExpiresValue&Signature=signature&x-obs-security-

token=securitytoken HTTP/1.1
Host: bucketname.obs.region.example.com

SHEAKREXUR3-12FT,

xR 3-12 BKEREH

SHEWR R BEWIk
AccessKeyld BEENAKEE . OBSIRIBAKIAES RENSE | 2
{’ Y, FHARURLIIZREAEEAIT,
28 String
Expires GRS S 0A0RTIE); UTCRTE, 1970181 |2
HERZ EHIEERIEXpiresiT BB ( LAY
HEBGL) .
228 String
Signature IRIEFFSK. ExpiresES#itE B AE =
A String
x-obs-security- {FRIGATAK/SKEEAT, IEATAK/SKFN &H
token securitytoken®RERMER, 1BRLPFER
BN “x-obs-security-token” =EZ;

TEANTEIRREUNT:
. MEERFFTER (StringToSign) -
2, WE—EHERHITUTF-84T
3. ERASKMYE —SRIERHITHMAC-SHATE R E,
4, ME=LRERHITBase64wiT
5. XEMULEHIERHITURLRRS, BRIES.
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1ERZFFFER (StringToSign) iR BRUN AL THIE, /ASHAIE INER3-13F7R:

StringToSign =
HTTP-Verb + "\n" +
Content-MD5 + "\n" +
Content-Type + "\n" +
Expires + "\n" +
CanonicalizedHeaders + CanonicalizedResource;

& 3-13 #33& StringToSign FRES#iH A
¥ A

HTTP-Verb | fERZOR(FAVTIXA, JIRESTIEOMES, BIJhttpiEsRIZ(FAIVERB,
gn: "PUT", "GET", "DELETE"S=Z{F&#,

Content- FZBERFC 1864 AT E I EMRRIMDSREFZG R, BlEER128-
MD5 bit MD5{E£21dbase64fRiB/E1SEIRIFERFE, TLIAZT,

Content- AREDE, BFIEEEESEE, fla0: text/plain,

Type WIESRARREZSLNAT, XS IR RS RME,

Expires IEATIEA AL ZAATE], BliEkiEE S ExpireshHY{EExpiresValue,
Canonicalize | HTTPiERLigiFAIOBSIERL=FER, BILA “x-obs-" {ENaETERAISL
dHeaders &, 0 “x-obs-date, x-obs-acl, x-obs-meta-*” ,

1. BREAFERPXEFHFEFEFERNING, FEMMIBIPFER
BY, ESEFRIZRXEFIFHREMNNEIRHITHER

2. TERINMERLFERAE, MREEB/NFE, UFEHITEH.
l: x-obs-meta-name:name1fx-obs-meta-name:name2, M
FEABEIFRAE (XEBREnamelfIname2 ) LUESHIE,
& FFEix-obs-meta-name:name1,name2,

3. ki ARER L FERPIXEFARRIFEBIEASCIFBT A iR
FR; 1EREFERPAER AR ERIEASCIIETARIREIZFE
7F, MNR—EEFERIEASCIBSATIRAERS, SEEFIRET
HomARIBA TR, ATLARAURLYRRE S EBase644mis, RBimAS
RRIDALIE

4. HiERILFERBPEFLENTIEotablei#lS, BEHF. FHla0:
x-obs-meta-name: name ( namegimEB— "N TLTENTK) , =
Ly x-obs-meta-name:name

5. B M ERAFREENEESEHT.
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SH ik

Canonicalize | FRHTTPIEKFTISEAIOBSEIR, #iEH a0 :
dResource | tBZ+xIKE>+[FAE+ [FRR2 +.

1. @ENRE, Hlan: /bucket/objecto MRLBIRE, W=
8, WA"/bucket/", WIMERLIRE, WA “/7 .

2. IRBFER, WEFZERIIEEK, Flan?acl, ?logging.
OBSS#FEFhF &R, B¥E: acl, append, attname, cors,
customdomain, delete, deletebucket, encryption, length,
lifecycle, location, logging, metadata, modify, name,
notification, partNumber, policy, position, quota, rename,
replication, response-cache-control, response-content-
disposition, response-content-encoding, response-content-
language, response-content-type, response-expires, restore,
storageClass, storagePolicy, storageinfo, tagging, torrent,
truncate, uploadld, uploads, versionld, versioning, versions,
website, x-obs-security-token, object-lock, retention,

3. MRESNFER, EEEXLTREN, SEHTEXUFER
TRIZIRECEFAIF R MNNEIRHES, FHER “&” #i%,
WA

o FTHRRBEZEW—MY, FTENEKNURLEEZ MIBXEFINFZEIR
(fgn, key=valuel&key=value2) , WMNRFEXFER, OBSIRSZImEE
ﬁEU‘,D\%i‘l‘%%—/l\?&’Eiﬁﬂiﬂ?\ﬁ%—ﬁ\¥’ﬁﬁﬁ’ﬂﬁ§ﬁ§Ba’lL%r‘E

F;

o LIFKEIXISR ( GetObject ) #EOJfI, BRIRIESE Sbucket-test, IIHRZH
object-test, ITERAIRASoxxx, FREXATFEEEES CContent-TypeJItext/
plain, BFAEZiTEHAYCanonicalizedResource’g: /bucket-test/
object-test?response-content-type=text/plain&versionld=xxx.,

HRHEIESRF ¥R (StringToSign) AP SKIE AN F&IA £k Signature, RIS 2{EM
HMACE % (hash-based authentication code algorithm),

Signature = URL-Encode( Base64( HMAC-SHA1 ( YourSecretAccessKeylID, UTF-8-Encoding-
Of( StringToSign ) ) ) )

URLHRfSignatureit &5 ixfIHeaderdigmAYAuUthorization B Z 1+ E /5 2B FL R
A:

o URLAPEZTEBaseb4RiBEIEEEIIURLIRT
e  StringToSignAAYExpiresFl/EAuthorizationiE 2SI EE L DateXd M .

{EFRURLIETHE R 750N 2R 2 Al FiiE X AYURLEEHI:
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£ 3-14 THIIRTE URL HETFREZA9ER M StringToSign

Host:
examplebucket.obs.region.example.co
m

ERERL StringToSign
GET /objectkey? GET \n
AccessKeyld=MFyfvK41ba2gigM7Uio6P \n
znpdUKGpownRZImVmHc&Expires=15
32779451&Signature=0Akylf43Bm3mpD | \N
1bh2rM3dmVp1B0%3D HTTP/1.1 1532779451\n

/examplebucket/objectkey

2 3-15 7£ URL Fr{EFAIEAT AK/SK F securitytoken TEXI5RiEK K StringToSign

security-token=YwkaRTbdY8g7q....
HTTP/1.1

Host:
examplebucket.obs.region.example.co
m

EREEL StringToSign
GET /objectkey? GET \n
AccessKeyld=MFyfvK41ba2gigM7Uio6P \n
znpdUKGpownRZImVmHCc&Expires=15
32779451&Signature=0Akylf43Bm3mD \n
1bh2rM3dmVp1Bo%3D&x-obs- 1532779451\n

/examplebucket/objectkey?x-obs-
security-token=YwkaRTbdY8g7q....

RIEE2 T ERN

Signature = URL-Encode( Base64( HMAC-SHA1( YourSecretAccessKeylID, UTF-8-Encoding-

Of( StringToSign ) ) ) )
HEHES, AEEHostEIURLATRIZR,

A LA RFRE X AIURL:

http(s)://examplebucket.obs.region.example.com/objectkey?
AccessKeyld=AccessKeylD&Expires=1532779451&Signature=0Akylf43Bm3mD1bh2r

M3dmVp1Bo%3D

EN T ER R E R Az N AT LI R #examplebucketifsRAJobjectkey TR o X1k
ERIBHAR 1532779451 (Sat Jul 28 20:04:11 CST 2018),

FELinuxIME EERcurltpSHIaERRFRFHEE\ENX , M TmSEiRobjectkey FE;

Eloutput3 {4

curl http(s)://examplebucket.obs.region.example.com/objectkey?

AccessKeyld=AccessKeylD

\&Expires=1532779451\&Signature=0Akylf43Bm3mD1bh2rM3dmVp1B0%3D -X

GET -o output
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(AR

WMERBEE lf(lJ""””qﬂﬁﬁHURLqﬂﬁm\_\L%EE‘ZEﬁﬁEMURL Wit BEZN A EFERREHETE
A ER A9 “ Content-MD5” | “Content-Type” . “CanonicalizedHeaders” RiHEEZ,
BN SR BeHEHIX ”:bzééil, BREZFRSRZE, SIRREEHIR,

Java FEZNHELE

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.util.ArrayList;

import java.util. Arrays;

import java.util.Base64;

import java.util.Collections;

import java.util.HashMap;

import java.util.List;

import java.util.Locale;

import java.util.Map;

import java.util. TreeMap;

import java.util.regex.Pattern;

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

public class SignDemo {
private static final String SIGN_SEP = "\n";
private static final String OBS_PREFIX = "x-obs-";
private static final String DEFAULT_ENCODING = "UTF-8";

private static final List<String> SUB_RESOURCES = Collections.unmodifiableList(Arrays.asList(
"CDNNotifyConfiguration", "acl", "append", "attname", "cors", "customdomain", "delete",
"deletebucket", "encryption", "length", "lifecycle", "location", "logging",
"metadata", "mirrorBackToSource", "modify", "name", "notification", "
"partNumber", " " " "
"response-content-disposition
”response content-type",
"response-expires",
"truncate",
uploadld" "uploads",
"x-obs-security-token",

obscompresspolicy",
replication", "response-cache-control",
", "response-content-language",

non non

policy", "position", "quota","rename",
","response-content- encodlng

nn non non "o

restore", "storageClass", "storagePolicy", "storageinfo", "tagging", "torrent",

non "o

versionld", "versioning", "versions",
", "object-lock", "retention"));

non

website",

private String ak;
private String sk;

private boolean isBucketNameValid(String bucketName) {
if (bucketName == null || bucketName.length() > 63 || bucketName.length() < 3) {
return false;
}

if (!Pattern.matches("A[a-z0-9][a-z0-9.-]+$", bucketName)) {
return false;
}

if (Pattern.matches("(\\d{1,3}\\.){3\\d{1,3}", bucketName)) {
return false;
}

String[] fragments = bucketName.split("\\.");
for (inti = 0; i < fragments.length; i++) {
if (Pattern.matches("A-*", fragments[i]) || Pattern.matches(".*-$", fragments[i])
|| Pattern.matches("A$", fragments[i])) {
return false;
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}
}

return true;

}

public String encodeUrlString(String path) throws UnsupportedEncodingException {
return URLEncoder.encode(path, DEFAULT_ENCODING)
replaceAll("\\+", "%20")
.replaceAll("\\*", "%2A")
.replaceAll("%7E", "~");
}

public String encodeObjectName(String objectName) throws UnsupportedEncodingException {
StringBuilder result = new StringBuilder();
String[] tokens = objectName.split("/");
for (inti = 0; i < tokens.length; i++) {
result.append(this.encodeUrlString(tokens[i]));
if (i < tokens.length - 1) {
result.append("/");

}

return result.toString();
}

private String join(List<?> items, String delimiter) {
StringBuilder sb = new StringBuilder();
for (inti=0;i < items.size(); i++) {
String item = items.get(i).toString();

sb.append(item);
if (i <items.size() - 1) {
sb.append(delimiter);
}
return sb.toString();

}

private boolean isValid(String input) {
return input != null && !input.equals("");

}

public String hmacSha1(String input) throws NoSuchAlgorithmException, InvalidKeyException,
UnsupportedEncodingException {
SecretKeySpec signingKey = new SecretKeySpec(this.sk.getBytes(DEFAULT_ENCODING), "HmacSHA1");
Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);
return Base64.getEncoder().encodeToString(mac.doFinal(input.getBytes(DEFAULT_ENCODING)));
}

private String stringToSign(String httpMethod, Map<String, String[]> headers, Map<String, String>
queries,
String bucketName, String objectName) throws Exception {
String contentMd5 ="";
String contentType = "";
String date = "";

TreeMap<String, String> canonicalizedHeaders = new TreeMap<String, String>();

String key;
List<String> temp = new ArrayList<String>();
for (Map.Entry<String, String[]> entry : headers.entrySet()) {
key = entry.getKey();
if (key == null || entry.getValue() == null || entry.getValue().length == 0) {
continue;

}

key = key.trim().toLowerCase(Locale.ENGLISH);
if (key.equals("content-md5")) {
contentMd5 = entry.getValue() [0];
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continue;

}

if (key.equals("content-type")) {
contentType = entry.getValue()[0];
continue;

}

if (key.equals("date")) {
date = entry.getValue()[0];
continue;

}
if (key.startsWith(OBS_PREFIX)) {

for (String value : entry.getValue()) {
if (value '= null) {
temp.add(value.trim());
}
}

canonicalizedHeaders.put(key, this.join(temp, ","));
temp.clear();

}

if (canonicalizedHeaders.containsKey("x-obs-date")) {
date =",

}

// handle method/content-md5/content-type/date

StringBuilder stringToSign = new StringBuilder();

stringToSign.append (httpMethod).append(SIGN_SEP)
.append(contentMd5).append (SIGN_SEP)
.append(contentType).append(SIGN_SEP)
.append(date).append(SIGN_SEP);

// handle canonicalizedHeaders

for (Map.Entry<String, String> entry : canonicalizedHeaders.entrySet()) {
stringToSign.append(entry.getKey()).append(":").append(entry.getValue()).append (SIGN_SEP);

}

// handle CanonicalizedResource

stringToSign.append("/");

if (this.isValid(bucketName)) {
stringToSign.append(bucketName).append("/");
if (this.isValid(objectName)) {

stringToSign.append(this.encodeObjectName (objectName));

}

}

TreeMap<String, String> canonicalizedResource = new TreeMap<String, String>();
for (Map.Entry<String, String> entry : queries.entrySet()) {
key = entry.getKey();
if (key == null) {
continue;

}

if (SUB_RESOURCES.contains(key)) {
canonicalizedResource.put(key, entry.getValue());
}
}

if (canonicalizedResource.size() > 0) {
stringToSign.append("?");
for (Map.Entry<String, String> entry : canonicalizedResource.entrySet()) {
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stringToSign.append(entry.getKey());

if (this.isvValid(entry.getValue())) {
stringToSign.append("=").append(entry.getValue());

}

stringToSign.append("&");

stringToSign.deleteCharAt(stringToSign.length() - 1);

}
// System.out.println(String.format("StringToSign:%s%s", SIGN_SEP, stringToSign.toString()));

return stringToSign.toString();
}

public String querySignature(String httpMethod, Map<String, String[]> headers, Map<String, String>
queries,
String bucketName, String objectName, long expires) throws Exception {
if (lisBucketNameValid(bucketName)) {
throw new lllegalArgumentException("the bucketName is illegal");
}
if (headers.containsKey("x-obs-date")) {
headers.put("x-obs-date", new String[]{String.valueOf(expires)});
}else {
headers.put("date", new String[]{String.valueOf(expires)});
}
//1. stringToSign
String stringToSign = this.stringToSign(httpMethod, headers, queries, bucketName, objectName);

//2. signature
return this.encodeUrlString(this.hmacSha1 (stringToSign));
}

public String getURL(String endpoint, Map<String, String> queries,
String bucketName, String objectName, String signature, long expires) throws
UnsupportedEncodingException {
StringBuilder URL = new StringBuilder();
URL.append("https://").append(bucketName).append(".").append(endpoint).append("/").
append(this.encodeObjectName(objectName)).append("?");
String key;
for (Map.Entry<String, String> entry : queries.entrySet()) {
key = entry.getKey();
if (key == null) {
continue;

}
if (SUB_RESOURCES.contains(key)) {
String value = entry.getValue();
URL.append(key);
if (value '= null) {
URL.append("=").append(value).append("&");
}else {
URL.append("&");

}
}
URL.append("AccessKeyld=").append(this.ak).append("&Expires=").append(expires).
append("&Signature=").append(signature);
return URL.toString();
}

public static void main(String[] args) throws Exception {
SignDemo demo = new SignDemo();

/* INEEFERYakFIskiE RIS E AN F A G RANZENXK, BNERENHRERETEPEN
FH, (ERNBE, RRLE;
AfILlakilskiRFEREZEF R, BETARFENESEAMKERCERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, */
demo.ak = System.getenv("HUAWEICLOUD_SDK_AK");
demo.sk = System.getenv("HUAWEICLOUD_SDK_SK");
String endpoint = "<your-endpoint>";
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String bucketName = "bucket-test";
String objectName = "hello.jpg";

/] EEEERURLIERISGESbI=hipa), Tikm Ekis, tthkheaderstIASLISS S E AR LT, FH
headersEEZ gt E

Map<String, String[]> headers = new HashMap<String, String[]>();

Map<String, String> queries = new HashMap<String, String>();

/] BRHEESHExpires, RE24/NITEEN
long expires = (System.currentTimeMillis() + 86400000L) / 1000;
String signature = demo.querySignature("GET", headers, queries, bucketName, objectName, expires);
System.out.println(signature);
String URL = demo.getURL(endpoint, queries, bucketName, objectName, signature, expires);
System.out.println (URL);
}
}

3.2.4 ET N5 LENREPETER

Expiration

Conditions

OBSHRSS SIIFE T NILSERAIPOST LEENIRIEK, EBKRAIERERBIREAISH
Ff&, POSTLIEXR: B, BIE—REXRE, BERKRPFRHENFM, L
o R, URBER; A, B ETIRBHNES, FEEZRNIEREKREF
WA EBEBAIsignatureflpolicy; &/, BIB—MRBERBIR LEZET.

BERNTEIZRENT:

1. XJpolicyAEHITUTF-8%RE3

2. NE—DTHIERHITBase644RT .

3. (ERASKEZLRIERHITHMAC-SHAIZZITE.
4, WE=LRERH{TBaseb4RlT, BRIEZ,

StringToSign = Base64( UTF-8-Encoding-Of( policy ) )
Signature = Base64( HMAC-SHAT1 ( YourSecretAccessKeylD, StringToSign ) )

PolicylIAEUNT:
{ "expiration": "2017-12-31T12:00:00.000Z",
"conditions": [

{"x-obs-security-token": "YwkaRTbdY8g7q..." },
{"bucket": "book" },
["starts-with", "$key", "user/"]
1
}

Policy kB sh & &AM B ExpirationF152 {4t Conditions.,

HARIRZEZHIBATEISO 8601 UTC, FNSEf5A"expiration™:
"2017-12-31T12:00:00.000Z" £ RERE2017F12H31H 1282 BT iZFERE
policy Pk =ER . &iEEINAE"yyyy-MM-dd' T'HH:mm:ss'Z"F0"yyyy-MM-
dd'T'HH:mm:ss.SSS'Z'

Conditions@—MAFIEIERRIBEKREERI—FWLE], ATLUERIXLESEEIRFIERF

WREENNS . LAIPHIREEKRIEKRIERLIZEDbook, IRZWMLAUser/IET
2, WRIacREBAHAEE, BRT AccessKeyld. signature. file. policy. token.

field namesLAR BIZR Jax-ignore-INIREFRIFFEIR, #EER SEpolicyh, &
fEconditionsFNiZE ERIIN:
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APl 2% ( fufnFLibXi ) 3 A{aJiE A AP

2 3-16 policy PMIZBEMIEMETE

TTRBR )%
x-obs-acl BRHAJIACL,

S IFERRILECFOstarts-withS44 I0EL .

content-length-range

IRE FEMRINERS/IMKE, ZfFrangeltic.

Cache-Control,
Content-Type,
Content-Disposition,
Content-Encoding,
Expires

RESTiERFESLI -
F I ER AL starts-withS2{4ITER .

key HEFRZE,

S IUELFstarts-with &% {4 ITHE .
bucket BKRIER .

S ISFEHAITELD

success_action_redirec
t

HEWS I EEERAIURLIBHE , BAERSSR
5.4.2-POST_H{%,

TSI starts-with 244 ITHR .

success_action_status

WNERkIgEsuccess_action_redirect, NIpIN_EIERNIR[EIZS
EZFIRAYAESE . BAEABESH5.4.2-POST L&,

L S 1| T

x-obs-meta-*

BFREENXTHIE.
TTEFHIFEBFERRIFSEIEASCIRBEATRBIZRF, W
R—EE(FAIFASCIBE A [RBZES, SEEZFIHRELT
HRARIDAAIE, BILAREURLYRIEE & Base644wi8, RS
I A HIARTBALIE

SR IUEL R starts-withS&{4ITHL .

X-obs-*

HthlAx-obs- ARIERA9L15, o
L iEkETfPTELFOstarts-with {4 IUER .

x-obs-security-token

BKEEPFERSZ,
IGAETAK/SKFOsecuritytoken®=AUANNFER S o

Policy R4 ILECRIS VAl T :

MAERRAS 03 (2024-01-02)
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3 tN{a)iE A API

& 3-17 policy £H4TE AR

S44

111

Exact Matches

AR FTEES, postZREHIZINAYEX A IpolicyRy
conditionshiR BN ERE—1F. Hial: EEXIRAIER
BEXRACLIpublic-read, FTEdx-obs-aclTTERNET
public-read, policy®AJconditionsa] LURE
{"x-obs-acl": "public-read" }a&[ "eq", "$x-obs-acl",
"public-read"], XFERENH .

Starts With

WNREAIZSFM, WpostREHX N ITERIELINEEE
FRIEBEFE. fl: HEXNSREZ L user/ARI4R, FREH
keyTTE=HYERTLARuser/test1. user/test2, policyRy
conditionsHMZ 4N T :

["starts-with", "$key", "user/"]

Matching Any Content

postREFXI N TTRAVET LUZRERE, Hl0: 1Bk
EEERMBUATLARES/ L, FEF
success_action_redirect7TcEANEAT LAR{EREIE, policyld
conditionsHZ AT :

["starts-with", "$success_action_redirect", ""]

Specifying Ranges

postREHfileTTEXHHIABTKERLUE—MEERIE
E, RBEFRFIRKN. Flin EETRANSG
1-10MB, EEdfileTtENRBEKEILIE
1048576-10485760, policyAJconditionsHiZE4aNT,
ERERZBWNES:

["content-length-range", 1048576, 10485760]

(MR

policyf#jsont&z(, conditionsETLASZHF {} #1 [ ] Af A, { }PEEFRETERkKeyFvalue
WIR, LLEELE; [ 1PEERMEE. key. value=IR, LUESDIE, TakeyZBIfEASF

i St A —1
BFERRTE,

Policy run /e M AIFFFAN T -

= 3-18 policy FA7msE X RIFRF

B ENFHE HSLFH

\\ REHL(\)
\$ ETHES($)
\b B4

\f TR

\n 11T

\r Bk
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VY= = HIXFHF
\t IKFEFHIZFE
\v EHHIFE
\UXXXX FrBUnicode==fF

i&K# Policy 734
TEsKERRM 7 —LiEkFPolicyAI8IF
RF1: TEexamplebucketi@d_EiEtestfile.txtXds, HEIBEWRACLAAILANE
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JHRIFMEIRSS
APl 2% ( [IfFLEb X1, )

3 UNalE R AP
5K policy
POST / HTTP/1.1 {
Host: "expiration":

examplebucket.obs.region.example.co
m

Content-Type: multipart/form-data;
boundary=7e32233530b26

Content-Length: 1250

--7e32233530b26

Content-Disposition: form-data;
name="key"

testfile.txt
--7e32233530b26

Content-Disposition: form-data;
name="x-obs-acl"

public-read
--7e32233530b26

Content-Disposition: form-data;
name="content-type"

text/plain
--7e32233530b26

Content-Disposition: form-data;
name="AccessKeyld"

UDSIAMSTUBTEST000002
--7e32233530b26

Content-Disposition: form-data;
name="policy"

ewoglCJleHBpcmF0aW9uljogljlwMTkt

MDctMDFUMTI6MDA6MDAUMDAWWi
IsCiAgImNvbmRpdGlvbnMiOiBbCiAgIC
B7ImJ1Y2tldCI6ICIleGFtcGxlYnVja2VOli
BIOLAogICAgWylJlcSIsIClka2V5liwgInRlc
3RmaWxILnR4dCJdLAoJey)4LW9icyT1hY
2wiOiAicHVibGLjLXJIYWQIiIHOsCiAgICB

bImVxliwgliRDb250ZW50LVR5cGUILCA
idGV4dCOwbGFpbildLAogICAgWylJjb25
0ZW50LWxlbmd0aC1yYW5nZSIsIDYsID
EwXQoglFOKfQo=

--7e32233530b26

Content-Disposition: form-data;
name="signature"

xx17bZs/5FgtBUggOdQ88DPZU00=

"2019-07-01T12:00:00.000Z",
"conditions": [

{"bucket": "examplebucket" },
["eq", "$key", "testfile.txt"],
{"x-obs-acl": "public-read" },
["eq", "$Content-Type", "
]
}

text/plain"]

MAERRZS 03 (2024-01-02)
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iBR

policy

--7e32233530b26

Content-Disposition: form-data;
name="file"; filename="E:\TEST_FILE
\TEST.txt"

Content-Type: text/plain

123456

--7e32233530b26
Content-Disposition: form-data;
name="submit"

Upload

--7e32233530b26--

~I2: EexamplebucketiEH_ti&file/obj1Xd5%R, HEIREXWSRNIIANEE N TTEIE
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APl &% (fa#piLibXi ) 3 ANMaTiARE AP
5K policy
POST / HTTP/1.1 {
Host: "expiration":
examplebucket.obs.region.example.co | "2019-07-01T12:00:00.000Z",
m "conditions": [
Content-Type: multipart/form-data; {"bucket": "examplebucket" },

boundary=7e329d630b26

["starts-with", "$key", "file/"],
Content-Length: 1597

{"x-obs-meta-test1":"value1"},

--7e3542930b26 ["eq", "$x-obs-meta-test2", "value2"],
Content-Disposition: form-data; ["starts-with", "$x-obs-meta-test3",
name="key" "doc"],

file/obj1 ["starts-with", "$x-obs-meta-test4", ""]
--7e3542930b26 ]

Content-Disposition: form-data; }

name="AccessKeyld"

UDSIAMSTUBTESTO000002

--7e3542930b26

Content-Disposition: form-data;
name="policy"

ewoglCJleHBpcmF0aW9uljogljlwMTkt

MDctMDFUMTI6MDA6MDAUMDAWWi
IsCiAgImNvbmRpdGlvbnMiOiBbCiAgIC
B7ImJ1Y2tldCI6ICIleGFtcGxlYnVja2VOli

BI9LAogICAgWYyJzdGFydHMtd2l0aClsICI
ka2V5liwglmZpbGUvIl0sCiAgICB7Ingtb
2)zZLW1ldGEtdGVzdDEiOiJ2YWx1ZTEifS
WKICAgIFsiZXEiLCAiJHgtb2)zLW1ldGEt

dGVzdDIiLCAidmFsdWUyIl0sCiAgICBbI

nNOYXJOcy13aXRoliwgliR4LW9Sicy1tZX

RhLXRIc3QzliwgimRvYyJdLAogICAgWYy!)
zdGFydHMtd2l0aClsIClkeC1vYnMtbWV
0YS10ZXNONCIsICIiXQogIFOKfQo=

--7e3542930b26
Content-Disposition: form-data;
name="signature"
HTId8hcaisn6FfdWKqgSJPORN4Oo=
--7e3542930b26
Content-Disposition: form-data;
name="x-obs-meta-test1"

value1l

--7e3542930b26

Content-Disposition: form-data;
name="x-obs-meta-test2"
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iBR

policy

value2

--7e3542930b26
Content-Disposition: form-data;
name="x-obs-meta-test3"
doc123

--7e3542930b26
Content-Disposition: form-data;
name="x-obs-meta-test4"

my

--7e3542930b26

Content-Disposition: form-data;
name="file"; filename="E:\TEST_FILE
\TEST.txt"

Content-Type: text/plain

123456
--7e3542930b26

Content-Disposition: form-data;
name="submit"

Upload
--7e3542930b26--
3.3 R[EIFER
BERREUE, BRI, SEREMHE. WAGEELIEEE.
I NEE
SR —HM2xx (BT ) Eldxxaisxx ($5IR ) FIEFARD, IREBERTR 7 BRI
YRS, TERRSAETIFRIES RS .
NapzE 2 Sk

MMIERHEEL, MNEH#FEEHESL, W “Content-type”

AN AR ERLFRIESN&RS-19,

o
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APl 2% ( fIfFLEbXig; )

3 UNfalEFE AP

x 3-19 AHIGRGEE S

HESLBR

ik

Content-Length

IMAGH A FHRE .
A String
EOANE: Eo

Connection

1B SRS SENEERRKERT 2T
A String

BE: keep-alive | close,

BNME: F.

Date

OBSEFNuNzAYATE] o
KA String

ZONME: Eo

ETag

IR AIbase644RTBA128( I MD5HE , ETagE2 X RASHIME—
R, AILUBHZEIRFINRATEEE T . il EETSRAT
ETaguA, FEIISATETag B, NLRAMSRASELE T,
SLFRAETag R RMIEH{E. ETagR RIMTUHIAS, A2
HpHiRE. HENREFEIURIECIERIXSR, BIIMD5INEE
[EEPE—RYETag, WNRBIBER LEXHR, NEICMERE
0Mal, MD5&1R%ETag, bR IERETagiiA~EMDSARHE
A String

x-0obs-id-2

HENEAIREANFIARTTS o
ZERY: String
ZOANE: Eo

x-reserved-
indicator

BN e RANF AT S o
A String

BOME: o

x-obs-request-id

FOBSBIZRIE—IRENXIERANE, HIABT%ERENMT

=}
X

A String
ZNE: Eo

MREERA (BNE )

Mo Rz EAIE E LAZEMAEL (ISONZZXML ) iRE]l, SiaR;EE kA Content-type
XIRZ, (EIBBRIALEELZ MRS

MAERRAS 03 (2024-01-02)
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APl 2% ( [IfFLEbXig; ) 4 HRIEN]

[RIE

4.1 BIEHH

BIEESR
MR OBSHHFIETRIE . ERBELCIR—ME, REFRALOBSHIFIENIR.

ENEIMEERIEBAPITEEEN KIS EIE—ME, APIRIERGEESIAEE
FHAPlo

o EIREVAKFISK, IRENJT:EZSIIREGAITEE (AK/SK) .

o FHEEMYUERIENXIEER, FREXIGHHEERBAPIRIEndpoint, FMEEIE
SNEIRTE,

XiE—BifE, SIETHETEES

£ a1 X BIE—1 %59 bucket001 AIFH
55 {EFEEARYApache Http Client,

package com.obsclient;
import java.io.%;

import org.apache.http.Header;

import org.apache.http.client. methods.CloseableHttpResponse;
import org.apache.http.client. methods.HttpPut;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.impl.client.HttpClients;

public class TestMain {

/¥ INIEEFRRYakFNskiERADEI ISP H N FEE B RANZ X, BINERENHRENRTERENF
W, (ER@RE, MREE;

ArBILAakFlskRFEMREZES P, BTARPIRIBEEEAMIMEFRENETE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, */

public static String accessKey = System.getenv("HUAWEICLOUD_SDK_AK"); //BEAXEXHIAK

public static String securityKey = System.getenv("HUAWEICLOUD_SDK_SK"); //B{EAZXEXAISK

public static String region = "a1"; // BUYBEIMKIABRTEERI X1

public static String createBucketTemplate =

"<CreateBucketConfiguration " +
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API &% (FIfmLELXi ) 4 RIENI]

"xmlns=\"http://obs.al.example.com/doc/2015-06-30/\">\n" +
"<Location>" + region + "</Location>\n" +
"</CreateBucketConfiguration>";

public static void main(String[] str) {
createBucket();

}

private static void createBucket() {
CloseableHttpClient httpClient = HttpClients.createDefault();
String requesttime = DateUtils.formatDate (System.currentTimeMillis());
String contentType = "application/xml";
HttpPut httpPut = new HttpPut("http://bucket001.obs.al.example.com");
httpPut.addHeader("Date", requesttime);
httpPut.addHeader("Content-Type", contentType);

[ REERITEEE/

String contentMD5 ="";

String canonicalizedHeaders = "";

String canonicalizedResource = "/bucket001/";

// Content-MD5 | Content-Type ;& B BT, datafgz{IRFC 1123, FiERAPAIATE—E

String canonicalString = "PUT" + "\n" + contentMD5 + "\n" + contentType + "\n" + requesttime + "\n"
+ canonicalizedHeaders + canonicalizedResource;

System.out.println("StringToSign:[" + canonicalString + "]");

String signature = null;

CloseableHttpResponse httpResponse = null;

try {

signature = Signature.signWithHmacSha1 (securityKey, canonicalString);

// $EINE4Z L8 Authorization: OBS AccessKeylD:signature
httpPut.addHeader("Authorization", "OBS " + accessKey + ":" + signature);

// 1 hnbodyix
httpPut.setEntity(new StringEntity(createBucketTemplate));

httpResponse = httpClient.execute(httpPut);

/] FTEN KSR EEFWEIRNEREE R

System.out.println("Request Message:");

System.out.println(httpPut.getRequestLine());

for (Header header : httpPut.getAllHeaders()) {
System.out.println(header.getName() + ":" + header.getValue());

}

System.out.println("Response Message:");
System.out.println(httpResponse.getStatusLine());
for (Header header : httpResponse.getAllHeaders()) {
System.out.println(header.getName() + ":" + header.getValue());
}
BufferedReader reader = new BufferedReader(new InputStreamReader(
httpResponse.getEntity().getContent()));

String inputLine;
StringBuffer response = new StringBuffer();

while ((inputLine = reader.readLine()) != null) {
response.append(inputLine);

reader.close();

// print result
System.out.println(response.toString());

} catch (UnsupportedEncodingException e) {
e.printStackTrace();

} catch (IOException e) {
e.printStackTrace();

} finally {
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try {
httpClient.close();
} catch (IOException e) {
e.printStackTrace();
}
}

HrhDatesklgiDateUtilsA9tE )9 :

package com.obsclient;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
import java.util.Locale;

import java.util. TimeZone;

public class DateUTtils {
public static String formatDate(long time)

{
DateFormat serverDateFormat = new SimpleDateFormat("EEE, dd MMM yyyy HH:mm:ss z",
Locale.ENGLISH);
serverDateFormat.setTimeZone(TimeZone.getTimeZone("GMT"));
return serverDateFormat.format(time);
}
}

BEFRERSignaturefIitEAEN:
package com.obsclient;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;
import java.security.InvalidKeyException;

import java.util.Base64;

public class Signature {
public static String signWithHmacSha1(String sk, String canonicalString) throws
UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec(sk.getBytes("UTF-8"), "HmacSHA1");
Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);
return Base64.getEncoder().encodeToString(mac.doFinal(canonicalString.getBytes("UTF-8")));

} catch (NoSuchAlgorithmException | InvalidKeyException | UnsupportedEncodingException e) {
e.printStackTrace();

}

return null;

}
}

4.2 SRENHESIR

BIEES
MRAPESEEECURNAMERESR, TMERRIESIFEOEE.
TENMRITERRIESIRAP, APIRIBRIAEES MAMTEMAP,
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BIIRSR4

o EIREVAKFISK, IRENJTESIIRENAITEA (AK/SK) .

) ,SFEEEHHE% B ZAEFIENXIGER, FRIBEXIEEERAAPIEIEndpoint,
FHEEBEESNEInT R,

¥REX a1 XIgAIHE5IZ=
5 {E @ ARYApache Http Client,

package com.obsclient;

import java.io.%;
import java.util. ArrayList;
import java.util.List;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client. methods.CloseableHttpResponse;
import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;

import org.apache.http.client. methods.HttpPut;

import org.apache.http.entity.InputStreamEntity;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.message.BasicNameValuePair;

public class TestMain {

[* INERBRYakFNskiERIDEIATSPa B I FEHERANLZEXE, BNAREXHHERELREFENF
., (BRI, Eﬁﬁ;zé

AflllakilskiRFEMEREF RG], BETAREIEEEAMKERRERRTE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, */

public static String accessKey = System.getenv("HUAWEICLOUD_SDK_AK"); //BEAZXEXAIAK

public static String securityKey = System.getenv("HUAWEICLOUD_SDK_SK"); //B{EAZXEXAISK

public static void main(String[] str) {

listAllMyBuckets();

private static void listAllIMyBuckets() {
CloseableHttpClient httpClient = HttpClients.createDefault();
String requesttime = DateUtils.formatDate (System.currentTimeMillis());
HttpGet httpGet = new HttpGet("http://obs.al.example.com");
httpGet.addHeader("Date", requesttime);

[ IREERITEEZ/

String contentMD5 = "";

String contentType = "";

String canonlcallzedHeaders =

String canonicalizedResource = "/"

// Content-MD5 . Content-Type ;REEIEH{T, datat&=XIRFC 1123, FIiERPHIAFE—E

String canonicalString = "GET" + "\n" + contentMD5 + "\n" + contentType + "\n" + requesttime + "\n"
+ canonicalizedHeaders + canonicalizedResource;

System.out.println("StringToSign:[" + canonicalString + "]");

String signature = null;

try {

signature = Signature.signWithHmacSha1 (securityKey, canonicalString);

nn,

// $EIN%Z L8 Authorization: OBS AccessKeylD:signature
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httpGet.addHeader("Authorization", "OBS " + accessKey + ":" + signature);
CloseableHttpResponse httpResponse = httpClient.execute (httpGet);

/] FTENAREEREEFIWEIREREE R

System.out.println("Request Message:");

System.out.println(httpGet.getRequestLine());

for (Header header : httpGet.getAllHeaders()) {
System.out.printin(header.getName() + ":" + header.getValue());

}

System.out.println("Response Message:");
System.out.println (httpResponse.getStatusLine());
for (Header header : httpResponse.getAllHeaders()) {
System.out.println(header.getName() + ":" + header.getValue());
}
BufferedReader reader = new BufferedReader(new InputStreamReader(
httpResponse.getEntity().getContent()));

String inputLine;
StringBuffer response = new StringBuffer();

while ((inputLine = reader.readLine()) != null) {
response.append(inputLine);

reader.close();
// print result
System.out.println(response.toString());

} catch (UnsupportedEncodingException e) {

e.printStackTrace();

} catch (IOException e) {

e.printStackTrace();

} finally {

}

try {
httpClient.close();

} catch (IOException e) {
e.printStackTrace();

}

HrhpateskigiDateUtilsg94& )9 :

package com.obsclient;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
import java.util.Locale;

import java.util. TimeZone;

public class DateUrtils {

public static String formatDate(long time)

{

DateFormat serverDateFormat = new SimpleDateFormat("EEE, dd MMM yyyy HH:mm:ss z",

Locale.ENGLISH);
serverDateFormat.setTimeZone(TimeZone.getTimeZone("GMT"));
return serverDateFormat.format(time);

}
}

ER2FRrESignaturefIitEGIEN:

package com.obsclient;
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import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;
import java.security.lnvalidKeyException;

import java.util.Base64;

public class Signature {
public static String signWithHmacSha1(String sk, String canonicalString) throws
UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec(sk.getBytes("UTF-8"), "HmacSHA1");
Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);
return Base64.getEncoder().encodeToString(mac.doFinal(canonicalString.getBytes("UTF-8")));

} catch (NoSuchAlgorithmException | InvalidKeyException | UnsupportedEncodingException e) {
e.printStackTrace();

}

return null;

}
}

4.3 HEXR

BFnR
CELMRIBRE, SE@2E {4 LEFIOBSHEFRM T .

NMEIEAERAPUT LIEAPITEIS RIS LEXIR, APIRSERSGIEIES WUTE
FHAPI,

ElE==S et
o DIREVAKFISK, SREUSAS MIREGAIDEA (AK/SK) .
o ERRTES ARG,
o DfEERIF T LI, BRI AR,

. @%‘%gﬁﬂﬁﬁtﬁ%ﬁﬁﬁﬁﬁ’ﬂ XigEE, FREXISHHERAPIRIEndpoint, F4
1|:l 1% = %!ﬁ‘ﬁ:ﬁ’-nn o

@ a1 X948 bucket001 A H{EXTSR, ZFRF objecttest1
5 {sE @ FARYApache Http Client,

package com.obsclient;

import java.io.%;
import java.util.ArrayList;
import java.util.List;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client. methods.CloseableHttpResponse;
import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;

import org.apache.http.client. methods.HttpPut;

import org.apache.http.entity.InputStreamEntity;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
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import org.apache.http.impl.client.HttpClients;
import org.apache.http.message.BasicNameValuePair;

public class TestMain {

[* INERIakFIskKiERIBEIR B EENFHABERANZENK, ENERENHHENEETEFENF
], [ERINESR, fiREs;

KRB akFIskFEEREZER R, BITARARHEAEAMETIRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, */

public static String accessKey = System.getenv("HUAWEICLOUD_SDK_AK"); //B{&E J95KEXAIAK

public static String securityKey = System.getenv("HUAWEICLOUD_SDK_SK"); //BY{EJ95KEXAISK

public static void main(String[] str) {

putObjectToBucket();

private static void putObjectToBucket() {

InputStream inputStream = null;

CloseableHttpClient httpClient = HttpClients.createDefault();
CloseableHttpResponse httpResponse = null;

String requestTime = DateUtils.formatDate(System.currentTimeMillis());

HttpPut httpPut = new HttpPut("http://bucket001.obs.al.example.com/objecttest1");
httpPut.addHeader("Date", requestTime);

[ RIEERITESE
String contentMD5 ="";
String contentType = "";
String canonicalizedHeaders = "";
String canonicalizedResource = "/bucket001/objecttest1";
// Content-MD5 . Content-Type ;B EIEIRIT, datat§z{IRFC 1123, FiEKRIATE—E
String canonicalString = "PUT" + "\n" + contentMD5 + "\n" + contentType + "\n" + requestTime + "\n"
+ canonicalizedHeaders + canonicalizedResource;
System.out.println("StringToSign:[" + canonicalString + "]");
String signature = null;
try {
signature = Signature.signWithHmacSha (securityKey, canonicalString);
/] LERSHERR
inputStream = new FilelnputStream("D:\\OBSobject\\text01.txt");
InputStreamEntity entity = new InputStreamEntity(inputStream);
httpPut.setEntity(entity);

// EEI0EZ ks Authorization: OBS AccessKeylD:signature
httpPut.addHeader ("Authorization", "OBS " + accessKey + ":" + signature);
httpResponse = httpClient.execute(httpPut);

/] FTENAREEREEFWEIRINEREE R

System.out.println("Request Message:");

System.out.println(httpPut.getRequestLine());

for (Header header : httpPut.getAllHeaders()) {
System.out.printin(header.getName() + ":" + header.getValue());

}

System.out.println("Response Message:");

System.out.println(httpResponse.getStatusLine());

for (Header header : httpResponse.getAllHeaders()) {
System.out.println(header.getName() + ":" + header.getValue());

BufferedReader reader = new BufferedReader(new InputStreamReader(
httpResponse.getEntity().getContent()));

String inputLine;
StringBuffer response = new StringBuffer();

while ((inputLine = reader.readLine()) != null) {
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response.append(inputLine);
reader.close();

// print result
System.out.println(response.toString());

} catch (UnsupportedEncodingException e) {
e.printStackTrace();

} catch (IOException e) {
e.printStackTrace();
} finally {
try {
httpClient.close();
} catch (IOException e) {
e.printStackTrace();
}
}
}

HrohpDatesLigiDateUtilsg9t&= )9 :
package com.obsclient;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
import java.util.Locale;

import java.util. TimeZone;

public class DateUrtils {

public static String formatDate(long time)
{
DateFormat serverDateFormat = new SimpleDateFormat("EEE, dd MMM yyyy HH:mm:ss z",
Locale.ENGLISH);
serverDateFormat.setTimeZone(TimeZone.getTimeZone("GMT"));
return serverDateFormat.format(time);
}
}

EZFrrEsignaturefIit&5xEJ:
package com.obsclient;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;
import java.security.InvalidKeyException;

import java.util.Base64;

public class Signature {
public static String signWithHmacSha1(String sk, String canonicalString) throws
UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec(sk.getBytes("UTF-8"), "HmacSHA1");
Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);
return Base64.getEncoder().encodeToString(mac.doFinal(canonicalString.getBytes("UTF-8")));
} catch (NoSuchAlgorithmException | InvalidKeyException | UnsupportedEncodingException e) {
e.printStackTrace();
}

return null;
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}
}
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API

5.1 fERVERHIR(E
5.1.1 FKENESIE

IIRENM R
OBSFPEILUBIE 5 RE 0 S OIREAIRETIR
iSRHEER

GET / HTTP/1.1

Host: obs.region.example.com
Date: date

Authorization: authorization

ISRHESH
ZEREE R HERSH.
IERHERL

;Z?E:Vﬁiﬁ%‘ék'—i%ﬁi%ﬂ?—ﬁ, 5205R3-3, ELSMINERL, MINERERk
I~ F7R.
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APl 2% ( fufnFLibXi ) 5 API
% 5-1 MfiImEKEEk
HESLER ik Py p sy
x-obs-bucket-type | BiZIttiEESkBRFREIAENAYITIRNE - B
BYE:

e OBJECT: JXRENFhBHEIIZE.
e POSIX: SREVFFBHITHEHRAIIZE,

;%Etiﬁ%%ﬂﬂ&*ﬂﬁﬁﬁ RFFHITIUER S

A String
7fl: x-obs-bucket-type: POSIX

IBRHRITE
ZEREE PR HERTTE.

N RzH 2

GET HTTP/1.1 status_code
Content-Type: type

Date: date
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListAlIMyBucketsResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>/jg</ID>
</Owner>
<Buckets>
<Bucket>
<Name>bucketName</Name>
<CreationDate>date</CreationDate>
<Location>region</Location>
</Bucket>

</Buckets>
</ListAllMyBucketsResult>

NaRGHRSE
ZIERMMIESERATLEEL, BESE%R3-19,

N Rz E B ITEE

ZIERIBAGEEH, SLAXMUEIUSRBRAERIEIILE, TTRIIEREXINkRS-2

Ao

& 5-2 INGHETTER

TCRBR ik
ListAllIMyBucketsResult BRIES%E,

KA XML
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TTEBR R
Owner EREEER, 8&8HFID,
KA XML
ID FEBFPBE9DomainID (KEID) »
ZKAY: String
Buckets BFFRERIEYIE,
KR XML
Bucket BRIEEE,
KR XML
Name Rz I
A String
CreationDate RO CIEERTE) .
A String
Location BN EER.
28 String

HRIRMAAGHE

5K

il iz 73~ 151

IZERENFIRIEIR, IBRIRCEE3ER6-29,

GET / HTTP/1.1

User-Agent: curl/7.29.0

Host: obs.region.example.com

Accept: */*

Date: Mon, 25 Jun 2018 05:37:12 +0000

Authorization: OBS GKDF4C7Q6SI0IPGTXTIN:9HXkVQIiQKw33UEmyBI4rWrzmic=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435722C11379647A8A00A

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSGGDRUM62QZi3hGP8Fz3gOloYCfZ39U
Content-Type: application/xml

Date: Mon, 25 Jun 2018 05:37:12 GMT

Content-Length: 460

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListAllMyBucketsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>783fc6652cf246c096€a836694f71855</ID>
</Owner>
<Buckets>
<Bucket>
<Name>examplebucket01</Name>
<CreationDate>2018-06-21T09:15:01.032Z</CreationDate>
<Location>region</Location>
</Bucket>
<Bucket>
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FhifskE

iERiHEREU

<Name>examplebucket02</Name>
<CreationDate>2018-06-22T03:56:33.700Z</CreationDate>
<Location>region</Location>
</Bucket>
</Buckets>
</ListAllMyBucketsResult>

Bl R ISR IR EERRE B — T FERYRIE
(1 28R

o FANBRT, — T RAFIULUABRIBIIEETREET 1001,

o AFMIRERE, FEFHI0DHTEIZERFIHITERSR.

o OBSIZISHECUEMERIFTFHERWORMIAX, FTHEALASEARAIIRIREWORM, F0E
ERKRIAWORMERES , T8 WORMFXRGEACIEEIIF, —BIREEXA; &
FTAWORMAXRMBHESENANBARBSIRA, BSRANRESTIEXA; BLEN—I1HEE
B FFRWORMARAIFHI T HERSR

HeEBRIEREOBSH/RER—RY . MNRER—RAFESLIZR—XIFHIES
fRRRERLIN. FRIELASMIE i SESCIZRZMREREFE. AFPULIEER
HESkHPIIAx-obs-aclF2H, IREECEMAIPREHIZRES .

FIFBFRIERRAFEEREANE . RXCIEEKRITIELE “x-obs-storage-
class” RISERHIBHARESEE , BN RAIFEEE SEAFEERFRT .
F&2BG3F: STANDARD (fREEfFfiE ) . WARM (GB7FfiE) . COLD (187Fh%) -
MR BETLLE , NEIEEIIREFIEZSEE,

SRR LENREY, MRKBIEENRAVFHERER (SEPUTEE) , NIZXTRAY
BB EMRRIBOAFIESEL,

o OBSINEFERGMNITIENRSHNELE, BMERTERENRNHFTE
SMELIEIERWSS AR, Fla0: AEEE. BN, A=, HXERFS

1o

o OBSEFEEAFTARENE (PFEA—RINE ) EEFERERIREG
BRI S, flal: XHRZ/HE. BllEhEFELR. StEFERELL, i3
ﬁ?ﬁg;@gﬁ’ﬂﬁ})ﬁ%i'fi FELRGEIE, BRARIR, [E2FBMEEK
FHrEFE.

o OBSRFEEARTRDME (FH—FpE—R ) FESES, flil: R
3. KEBSNEFHR. REHEZE. SABRMRE, JURRSAHTE,
AT RGRAMREE, FRRKENETEERDHEIBNTRE.

PUT / HTTP/1.1

Host: bucketname.obs.region.example.com
Content-Length: length

Date: date

Authorization: authorization

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>/ocation</Location>
</CreateBucketConfiguration>
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IERHERESH

ZBKBRPAHBERSEH

IERHRL

ZIREEHELSEEER—H, B2NEK3-3, EFLIEHMINESL, MINSKEEk
RPN

& 5-3 fINEKRIBERk

HESkBIR HEk

=
x-obs-acl SUERMERY, ATLAINELGEESLSERENRIES | &
RHE, EFRARVSRREATRE MRYE AR, BiF:
private. public-read. public-read-write.
public-read-delivered. public-read-write-
delivered,

2R String

x-obs-storage- ST, TN ELEES LR EREENATFIE
class KA, BUATEEZEEIE3: STANDARD (4R
Fii%) . WARM (iE7=Ff#) . COLD (8%

fi#) . MR ZBIEELL, NEIEEAErRE
FhiBzEE,

ZEAY: String

N

x-obs-grant-read | #EfEIEEdomain FHIFRFE AP EREADIUR .
FFFIEBATR . FIEEPZERIES .. FIE5F
PZIRAXTR . IREETTEE .

ZEAY: String

~5l: x-obs-grant-read:id=FEFid

i1y

x-obs-grant-write | #1518 Edomain FTHIFRFE AP B WRITERN
PR, IFEIEE. MR, BEWAMENSR, T
Vtaieeg. HIEER. R, aHE. BIESE
FEES.

KA String

5 x-obs-grant-write:id=FEid

iy

x-obs-grant-read- | ¥Et4AIEEdomain FHIPRFE BB G READ_ACPHY
acp PR, SIFERBRIACLIERE .

ZERY: String
l: x-obs-grant-read-acp:id=f2id

i1y

x-obs-grant- EEIEEdomain FRYERE P BEWRITE_ACP
write-acp PR, ARIHESIBIACLIER..

KB FfFEH

fl: x-obs-grant-write-acp:id=f2/id

N
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IEKHRITE

HESLBIR

%

x-obs-grant-full-
control

=GB Edomain FIERE RS
FULL_CONTROLE o

A FEHR
fl: x-obs-grant-full-control:id=fEFid

x-obs-grant-read-
delivered

EiNEIsEdomain FAYFE FIF B READIR,
HEEHABRT, 1ZREADIIRIGERLEEN
IE=POES

2£AY: String
7fl: x-obs-grant-read-delivered:id=fEid

i1y

x-obs-grant-full-
control-delivered

EsAtgEdomain FIUFTE RS

FULL_ CONTROLXIR, HEFEFIARBRT, %
FULL_CONTROLXPRIEIBLABAFTBIIR
A String

f5: x-obs-grant-full-control-delivered:id=#8

Fid

iy

x-obs-fs-file-
interface

SIEEIT T LIS LB ESLUASIEHITUEHR
.

ZEAY: String

~f5l: x-obs-fs-file-interface:Enabled

iy

x-obs-epid

EWIRHid, FEEWIRERNBFE LA EIR
BMRSSIREY, 8= Auuid, EGAIRBE “0” %
Bz, F*ABEEWIRENBRRIARTS
1Z3k18

A String

l: x-obs-epid:9892d768-2d13-450f-aac7-
ed0e44c2585f

N

x-obs-bucket-
object-lock-
enabled

SUEMBAT AT LA LB B SR EWORMA X
A String

l: x-obs-bucket-object-lock-enabled:true

iy

IR LASINERERTE, WINSKERTENERERINGERS-4F7R.
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API 2% ([Ufn#LibXig; ) 5 AP
x 5-4 IIMERIBERTE
TCEAMWR ik =AUk
Location 1EEBucketEMNX i #5 6) &5
2.
o (EARAXIHAIEIRTI =E
R
- A#fSLocation, H@GER
AR TERIA XS,
- flocationEEHEX
i, WEGLIRIEIEER
1a
o FRIERIAKIFAIEIRTI =
CUNERT, BIUET
Location, #HLocationH
BEFRRE 1% 481 T FX LAY
X1k
BXOBSXIFFNLZimT5 FRRYE
ZER, BEELRTR.
A String
NaRzE S
HTTP/1.1 status_code
Location: location
Date: date
Content-Length: length
i pziH RSk
IZIE RN HBERAHEEL, BMESER3-19,
MEGERTTE
ZIE SRR P AR BN ITTE .
HEIRIMAH S
TAREEIR, MBHEIRELE8ER6-24,
(=8 N el fEL
PUT / HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 02:25:05 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGXxpMXTE6ynw=
Content-Length: 157
<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>
</CreateBucketConfiguration>
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NaRpl: BlUEEAE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

Location: /examplebucket

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCTOW2tcvLmMIJ+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

IBERRG: CIEEIEE ACL FITFfEEEARINE

PUT / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:25:05 GMT

x-obs-acl:public-read

x-obs-storage-class:STANDARD

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGxpMXTE6ynw=
Content-Length: 157

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>
</CreateBucketConfiguration>

MIRRGl: CIEISRE ACL FITFiESEELRI4E

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

Location: /examplebucket

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCTOW2tcvLmMIJ+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

R — —
BRRG: CERFITIUGRSR

PUT / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:25:05 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGxpMXTE6ynw=

Content-Length: 157

x-obs-fs-file-interface: Enabled

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>
</CreateBucketConfiguration>

MaRGl: BIBFITHRS

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

Location: /examplebucket

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCTOW2tcvLmMIJ+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

BB CIZEERSFIF WORM Fk

PUT / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*
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Date: WED, 01 Jul 2015 02:25:05 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGxpMXTE6ynw=
x-obs-bucket-object-lock-enabled:true

Content-Length: 0

appl: CIZEMERSFIFF WORM FX

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 00000184C11AC7A6809F881341842C02

x-reserved-indicator: Unauthorized

Location: /examplebucket

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCTOW2tcvLmMIJ+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

5.1.3 SIEFHATR

&b
IHEEN4a

iERiHERU

XS E AN PRAY A P A LA TSR BV I RTRFIZRAVIRIF o

&D%ﬁHPT‘ BERPRIEE TS, J\Jl_@ﬂ:: LB EBAEDHAIENRINERE
2 (—RRZIR[EI1000MIRES ) ; WMRBFIEIEE 7 prefix. marker. max-
keys\ dellmlterﬁ*ﬂlﬂlﬂﬁﬂ—/\jzy >, MR BRI RS FRISIZIBANRS -5~ ERNE

REIEERIRIR.

AP EELUSRSEFiRIIversionsSEHRNITIIZBAR S RAITRAURIE .

GET / HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date
Authorization: authorization

EREEHEF ( ShiRAE)

IE_IZ%WQ:U\/ &

GET /?versions HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZERAABEITHESH, JIEHERN—RoNR, SHRVENRS XIRS-5F7R.

£ 5-5 5KEESH

2HE | ER BE W
R
prefix LS ERF R prefix FFLAINI R . E

27U String
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SHE
i

%

marker

FIZBAIRIIRRS, FEE—MRRNT, MZIRRFIL
g?ﬁ?ﬁmﬂ%ﬁ@ﬁ%ﬂ%o ZFRINATIESRAT!

A String

iy

max-
keys

EEIREIRIRANRE, REIRINRYIFGZZRFH
IFRIERZSRImax-keys IR, SEEIZ[T, 1000], #EH
SEERY, RERBEOARY10003H1T4ME

28 Integer

i1y

delimite
r

BB HITHENDIERT . WNRIBE 7 prefix, M
prefixE|EE— XM delimiterlE EBHERFFFEIINRE
SWOR—E, ARk—5CommonPrefixes; NRIZHIE
Eprefix, NIUIRBIIBEFHFRE—R LT delimiter[@&
BHEHEZMENNRBSHW O —H, F—5
CommonPrefixes .

flgn, WHPE3IIMXIR, 25l/abed. abede. bbede,
WNERigEdelimiterad, prefixBa, abcd. abcde&=# 5
Bi—4B, FR—&Ei&abcdgiCommonPrefixes; {158
HigEdelimitersd, abcd. abcde&tEork—H, Rk
—&Zai4¢ HNabcdAYCommonPrefixes, bbcdeS#ERH
PE—H, Fr—5a1889bbcdiCommonPrefixes.

STFHITERS, TETIHSEAIENATIZEEIT5)
ZIIBRTHREARS, SY%FER. EXEERS=T
(BREHRFE. BRTXHEZ ) 9512, ENEE
[delimiter=/], RIZEHFIER RS, F3I2EFEH
=, REYIEYEE,

A String

1y

key-
marker

FIZEXTRATHEEIA N E « 1ZFERINATSRAIIEE,
A String
BRE: LXEKIRERIINextKeyMarkerf&

iy

version-
id-
marker

RSYREBTFBIRATIZFS
5i5kpadkey-markerfc &, IREIRINTRIIRIER
ZiEF AR FHEFEEIZIMRFF AN SR (RIRIR &
KF10001) ., a0 version-id-markerd~Ekey-markeryd
NE—MREAS, WZSETM .

A String

BYE: WRARAS, Bl ERIEKIREKRAY
NextVersionldMarker{&

iy

=R ISES

IZERERATRIBRERL, BIFINR3-3FR.
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5 API

IERHBITR
ZERE AP RHHETE.

N Rz 2L

HTTP/1.1 status code

Date: date
x-obs-bucket-location: region
Content-Type: application/xml
Content-Length: length
<Response Body>

oIS IS S

ZIERAIBALE S ERAAEEE

IRGEEITE

IZERIIARGEE S, SLXMUEZZ0SEPRIISRSIGR,

No

% 5-6 INEEITE

%, BRiEEER3-19,

TCERAYER S XINZR5-6F

TOERAR

R

ListBucketResult

PR IIE.
AL XML

Contents

SREITTEIRIER -
AL XML

R ListBucketResult

CommonPrefixes

Bk delimiter2#AT, REEE

CommonPrefixes ¢S E .
KR XML

A N+

A= ListBucketResult

passy
(3F)

Delimiter

BERpEFERIdelimiter2#,
ZERY: String
Q& ListBucketResult

ETag

IZAIbase6447A3AY128{UMD5HEE , ETag@ITHRA
SHHE—RR, AJBSIZERINRATEEER
to LbUN EEXTRATETag A, TERIRATETagh

B, MIRANKABELET T, LFRAYETagEXTHR
ANEHE. ETagRRMTHIINS, MARETE
B, EERIXISREHE IURERIFERINISR, BIIMD51N
FREEHE—RIETag. ( HURZERSIHMZFINTR
Bf, ETaglBAREITRAIMDSE, MEEIIRSHINE
TEHAE—RHE. )

ZERY: String

R ListBucketResult.Contents
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5 API

TTEREM

)

Type

IR JENormalfTHRATR(E .
ZEAY: String
AT ListBucketResult.Contents

WRIFBERIDomainld,
A String

Vo S= =

L ListBucketResult.Contents.Owner

IsTruncated

EPE B A KREIAILIstBucketResultss By FRE,
Wro “true” XRAIREBIREIEELER; “false”
RRAREZFIRO| T 2EPER,

ZAY: Boolean

R ListBucketResult

Key

WRE o
ZEAY: String

A= ListBucketResult.Contents

LastModified

SR EE—IRHEAIETE) ( UTCRTE ) o
KA Date

Ve S==x

R ListBucketResult.Contents

Marker

FI %S RATHEIR L EFRIR R o
A String
Q-‘-‘-

NextMarker

= ListBucketResult
MBEARREERBIEIER, WAERFIEEEIF
B, BFRBRRERIIFFNRE—INR. BEE
BRALEEMarkerEFZ BRI ARIFAINNR .
ZERY: String
Q& ListBucketResult

MaxKeys

F %A R ZIREIAIITRANE
A String
LR35 & ListBucketResult

Name

RIRBERAINES -
A String
Q3 ListBucketResult

Owner

2;%%, BEWKIAEEDomainldiINRIAEE
N o

KA XML

T ListBucketResult.Contents
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TTEREM

)

DisplayName

BRIABEEZNR
ZEAY: String

AT ListBucketResult.Contents.Owner

Prefix

MRBAIBIR, FRAXIBERRAIEIIREZBELHAZ

BIERAYFIB IR
A String
Q& ListBucketResult

Size

SR FETE
A String
AT ListBucketResult.Contents

StorageClass

XIRAVFIESER
AU String
BXE: STANDARD | WARM | COLD

4 N+

R & ListBucketResult.Contents

& 5-7 JIEZIRAIRIDNEETTR

TTRBIR R
ListVersionsResult REFIEFEHIRINER (EBRA ) B
KERNBE,
£AY: Container
Name Ba.
A String
R ListVersionsResult
Prefix JIRZMIRIR, FTRARIERESEEXT
RZARLECZBIBAIEITR . K8
String
XY ListVersionsResult
KeyMarker FI A RIS IS RAGEIR L BIRRET o

ZERY: String
AT ListVersionsResult

VersionldMarker

ZERY: String

ANT

AT ListVersionsResult

S EETIRETIIRIRASHIECIAAE -
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TCEBR ik
NextKeyMarker NRAREHIRLCIEEPER, MEIEK
FEEEiZItE, BFRBETRIEK
AYKeyMarker{& .
2R String
A5 ListVersionsResult,
NextVersionldMarker MRARREEIRBEIER, MAIER
RIS EZITE, ATIREET RS
B9VversionldMarker{& .
&8 String
A5 ListVersionsResult,
MaxKeys FIH AT S ZIR BRI RN -
A String
RLHE: ListVersionsResult
IsTruncated EKIHEEANXR[EIRIListVersionsResult
FERIRIFEBT, “true” BRARRE
IRELERER; “false” ‘RAXESE
IRE T £EFER,
ZA: Boolean
RLFE: ListVersionsResult
Version RERAEENSE
AY: Container
R ListVersionsResult
DeleteMarker RERFRIRICEI S EE
AU Container
AT ListVersionsResult
Key REZ o
A String
AR5 ListVersionsResult.Version |
ListVersionsResult.DeleteMarker
Versionld SRARAES
ZERY: String
AR5 ListVersionsResult.Version |
ListVersionsResult.DeleteMarker
IsLatest RN RS ERTARA, trueftE2
EHTAYAR A o
ZA: Boolean
R ListVersionsResult.Version |
ListVersionsResult.DeleteMarker
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TCEBMR ik
LastModified SRR —IRIEBIRTE) ( UTCRT
8) .
#AY: Date

R ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

ETag XIZAIbase644wAEAY 128 MD5HE .

ETag@RAHNBHIME—mR, JLUEE
ZEIRAINRATEEE LN . LiFtR
BEENRANEE . LU0 E{EXIKRATETag
HA, FEITSRATETag B, MiHBEXTSR
ABEE TN, ETagR RIMTLAIA
&, MARETHE. LEOXSRE
TURIECIZRITR, BIIMDSINZESER

BMH—HIETag.

2&8Y: String

AT E: ListVersionsResult.Version
Type %R, dENormaliISATIR(E

288 String

LA ListVersionsResult.Version
Size SWROFHE

XA String

AT ListVersionsResult.Version
Owner BFREE, 8&%sifEEDomainldi]

SIFIPEERIR,

ZA: Container

Y55 ListVersionsResult.Version |

ListVersionsResult.DeleteMarker

ID SERIBEEAIDomainld,
ZE8Y: String

A N

X-ljll\\
ListVersionsResult.Version.Owner |
ListVersionsResult.DeleteMarker.Owner

DisplayName WRIBEE B

XA String

ANT

x-ljl\\\
ListVersionsResult.Version.Owner |
ListVersionsResult.DeleteMarker.Owner
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TCERBR R
StorageClass SIRAVIFAESRE

ZERY: String
BE: STANDARD | WARM | COLD
R ListVersionsResult.Version

CommonPrefixes iBXRPdelimiterS8AY, REEER
CommonPrefixesDHEE .

AU Container

ANT

A5 ListVersionsResult,

Prefix CommonPrefixesipB{E85, EIAARE
B9Prefix o

ZERY: String

ANT .

o=
ListVersionsResult.CommonPrefixes,

TERIERH S
TRHER, FIEBRCEaATER6-2F,

>, — AY
BRG: FIEFRENSR
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 02:28:25 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:KiyoYze4pmRNPYfmIXBfRTVxt8c=

MRl FIEFRAXIR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D34E379ABD93320CB9

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSXiN7GPL/yXM60OSBaYCUV1zcY50elWp
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:23:30 GMT

Content-Length: 586

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>examplebucket</Name>
<Prefix/>
<Marker/>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>object001</Key>
<LastModified>2015-07-01T00:32:16.482Z</LastModified>
<ETag>"2fa3bcaaec668adc5dal77e67a122d7c"</ETag>
<Size>12041</Size>
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
<DisplayName>ObjectOwnerName</DisplayName>
</Owner>
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<StorageClass>STANDARD</StorageClass>
</Contents>
</ListBucketResult>

IERHI: FHETR

HRFAEE& Jexamplebucket, HBAIEEII1NZAInewfile, obj001, 0bj002, obs001
FNIR, INRIAFEFIHITREZJIobj002RINIR, BEXRBBEXA:

GET /?marker=0bj001&prefix=obj HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:28:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:KiyoYze4pmRNPYfmIXBfRTVxt8c=

— N,

NapzBl: FHEXIR
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF260000016435D758FBA857E0801874
x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShn/xAyk/xHBX6qgGSB36WXrbco0X80
Content-Type: application/xml
Date: WED, 01 Jul 2015 02:29:48 GMT
Content-Length: 707

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>examplebucket</Name>
<Prefix>obj</Prefix>
<Marker>obj001</Marker>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>0bj002</Key>
<LastModified>2015-07-01T02:11:19.775Z</LastModified>
<ETag>"a72e382246ac83e86bd203389849e71d"</ETag>
<Size>9</Size>
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
<DisplayName>ObjectOwnerName</DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
</Contents>
</ListBucketResult>

N —
iERB: BRRA

GET /?versions HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:29:45 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:iZeDESIMxBK2YODk7vleVpyO8DI=

MaRCRB: Zhivas

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D758FBA857E0801874

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShn/xAyk/xHBX6qgGSB36WXrbco0X80
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:29:48 GMT

Content-Length: 707

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListVersionsResult xmlns="http://obs.example.com/doc/2015-06-30/">
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<Name>bucket02</Name>
<Prefix/>
<KeyMarker/>
<VersionldMarker/>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Version>

<Key>object001</Key>

<Versionld>00011000000000013F16000001643A22E476FFFF9046024ECA3655445346485a</Versionld>

<IsLatest>true</IsLatest>

<LastModified>2015-07-01T00:32:16.482Z</LastModified>
<ETag>"2fa3bcaaec668adc5dal77e67a122d7c"</ETag>

<Size>12041</Size>
<Owner>

<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
<DisplayName>ObjectOwnerName</DisplayName>

</Owner>

<StorageClass>STANDARD</StorageClass>

</Version>
</ListVersionsResult>

5.1.4 SREETTEIE

TORES TR

XEREIE R B P A LA TE R TSR R B ERIRF

ER él%s#_t

HEAD / HTTP/1.1

Host: bucketname.obs.region.example.com

Date: date
Authorization: authorization

e
KiHESH

.lv(lﬁ—.}z ﬁ:u\q:';f: ﬁlu\/é&o

iERiERk

ZERFERAAHEEL, BFSIERS-3,
INSRABZIRENCORSECEER , NWFEEEMAIERLINTERT FREXCORSEERIBEKIH

B o

3% 5-8 ¥XEY CORS BeBHERKEEL

Headers

HELER ik BEWIE
Origin TERIEEEEIEROrigin (1B% | 2
HEFE) .
2R String
Access-Control-Request- | SEFRERAILAGHIHTTPLS, Il | &

LEEZOSSE R

KA String
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BXREHETTE

ZEKBRPAHHEEITE,

aRzHE T

HTTP/1.1 status code
x-obs-bucket-location: region
Date: date

N RzE Sk
IZIERINGE B ERATHEEL, BRiE555%3-19,
BRARMMERLZIN, EAIRefERINTER2 MINRAEESLFRIER .

& 5-9 FHINERLEE Sk

HESLER R
x-obs-bucket-location WX EEE

A String

x-obs-storage-class BEVERIATEEEEL,, B85 STANDARD
(*REERE ) « WARM (GBEAE ) .
COLD (&7=fi#)

ZEAY: String

x-obs-version WP TEAYOBSIRSZIRAS -
ZERY: String
x-obs-fs-file-interface BERHTERS . BUEBSEnabled

(FHIIXHES) .

g%ﬁﬁt&ﬁ%ﬁ*ﬁ?ﬁﬁﬁ#%

KA String
x-obs-epid HEERIEIIREid,
Z£AY: String

Access-Control-Allow-Origin LIFRE TCORSEE, WMRIERM
Origini# EARSSIRAICORSHLE , MTENT
N A EEIXOrigin,

ZERY: String
Access-Control-Allow-Headers LIFZE T CORSELE , MIRIERAY

headersi# EIRSZixHICORSECE, NTE
IR B EIX headers,

A String

Access-Control-Max-Age LR E T CORSELE, IRSZUKCORSHD
BPRIMaxAgeSeconds,

A Integer
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HELZFR ik
Access-Control-Allow-Methods LR E TCORSHIE, WNERiEkmY

ruledPfgMethods,
A String

DELETE

Access-Control-Request-Methodi# EAR
$5imAYCORSELE , NITENIR FEEIXE

BXE: GET. PUT. HEAD. POST .

ErhAYExposeHeader
ZERY: String

Access-Control-Expose-Headers LIHIEE TCORSERR, PRSZUHCORSED

NaRGHRTTER
ZERAIARI R A IARETE .

HERIBAHR
TR, FEERCEaa1ER6-2H,

BRE: KEETHIKEN CORS BLE

HEAD / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:niCQCUGIZpETKIlyx1datxHZyYlk=

MaRRpl: KEEHEREY CORS BCE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016439C734E0788404623FA8
Content-Type: application/xml

x-obs-storage-class: STANDARD

x-obs-id-2: 322AAAQAAEAABAAAQAAEAABAAAQAAEAABCSxwLpq9Hzf30OnaXr+pl/OPLKdrtiQAF

Date: WED, 01 Jul 2015 02:30:25 GMT
x-obs-bucket-location: region
x-obs-version: 3.0

Content-Length: 0

BRRG: #ERE T CORS 5, KEUETTEEFN CORS Bt &

HEAD / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:niCQCuGIZpETKlyx1datxHZyYlk=
Origin:www.example.com

Access-Control-Request-Headers:AllowedHeader_1

MARE: #8IRE 7 CORS f5, IREMETCAUEF CORS BcE

HTTP/1.1 200 OK
Server: OBS
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x-obs-request-id: BF260000016439C734E0788404623FA8
Content-Type: application/xml
x-obs-storage-class: STANDARD

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSxwLpq9Hzf30OnaXr+pl/OPLKdrtiQAF

Date: WED, 01 Jul 2015 02:30:25 GMT
x-obs-bucket-location: region
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET,HEAD,PUT
Access-Control-Allow-Headers: AllowedHeader_1
Access-Control-Max-Age: 100
Access-Control-Expose-Headers: ExposeHeader_1
x-obs-version: 3.0

Content-Length: 0

5.1.5 SREVE X ey &

&b
ThREN R

EKRiHERI

ERHRBH

IEREISER

IBKHRITE

N AE AU

IUA=1SES

RGHSITER

SHEAAIERA A A AT LA TREE X e E (S B RIR(F .

GET /?location HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

1/(1% ~élu\q:lz_+'+“ ’ll_:\/;'kl&o

ZERERALIERL, BFESH&R3-3,

ZIEREEFRATHETE,

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Location xmlns="http://obs.region.example.com/doc/2015-06-30/">region</Location>

IZIERIIINGE S ERATEE L, BRi555%3-19,

1z R ISR XIS B LAE BT R=RIFZZURE], TTRAIEARE XANZR5-10F17R.

S5k 03 (2024-01-02) WRIERE © HERRARBIRAT

67



MRFEIRSS

APl &% ([I7nfLEL X1, ) 5 API
F+ 5-10 ILNHETTE
TCRBR )%
Location B EEE
A String

RIRIIRGH R

iERpl

il iz 73~ 451

HER

1|E_| Xﬁ% ﬁ

ThFHREIR, TERIREEEEER6-21F,

GET /?location HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:1DrmbCV+lhz3zV7uywlj7lrhOMY=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D9F27CB2758E9B41A5

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSKWoJmaMyRXqofHgapbETDyI2LM9rUw
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:30:25 GMT

Content-Length: 128

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Location xmlns="http://obs.region.example.com/doc/2015-06-30/">region</Location>

1.6 HHIFRHE

MRt T MR IS ERIE . REMAIFIAENE RERAIMREpolicyt X RAIA
F'_JLH;’% THIFRERVIRE, EMERRIROIETE. &D%’fﬁ*ﬁﬁ%ﬂi%ﬁ%ﬁx&ﬂ
LJL)UJ*ET A=, JLMERIIERANRMIIEHEZR HEESEOKMAMERS

E:
WNRMIBRIERT, IRSImIREISXXEEIREIERT, %éfEHﬁEETFEUL THREE—EHAIE, &

ltt,Hﬁl‘EﬂﬁE’JE%% N, S—REEBEEREGHIRKT, R, FEBR
RIERIFREER

DELETE / HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZBRKBRPMERERSH .
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1% IE:%\*

ZERERATRIBRERL, BFEEIR3-3,

IBRHBTTER
ZEREE R EREETE.

N Rz 2L

HTTP/1.1 status code
Date: date

N RzE S Sk
ZERNMRCE S ERATLEEL, BIFESE%3-19,

AGEEITE
ZiERAA B R PR BEEITE,

HEIRINGE S
THHER, HIRCEOATER6-2T,

N —
(=R

DELETE / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:31:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWiOX5BpJMA=

il iz 73~ 451

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF260000016435DE6D67C35F9B969C47

x-obs-id-2: 32AAAQAAEAABKAAQAAEAABAAAQAAEAABCTukraCnXLsb7lEw4ZKjzDWWhzXdgme3
Date: WED, 01 Jul 2015 02:31:25 GMT

5.2 SRR
5.2.1 X EEHRE

ZEEORSCIEMBpolicy F& ,ﬁﬁULZSZ%ﬂ“ESZ—AﬁE’JﬁH MRFERFEE—ER
B, BBALEIERPAIIRIRISTEBERPINENRE. %Aﬁﬂ’ﬁfﬁ SR 5%
( statement ) ;&BIRH, 1E—A$ﬁqﬂﬁﬁﬁ$ﬁﬁmﬂﬁ’ysomm IR/ NABERBIT20KB o

RERzED, EFREERCAZRIIMEE, EERMEeENFRRERERRE
RERISRITUR -
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iEXREEE
PUT /?policy HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: signatureValue
Policy written in JSON
IBKHESH
ZIERBEPRAERERS .
iEKIEEL
ZIBREAALHERL, BKiEEN&R3-3,
IEXREETTE
BRHRARE— P REISONBRIFHHR, 88 7 HRIBRIES .
RLE ST
HTTP/1.1 status_code
Date: date
Content-Length: length
ImAGEE Sk
IZIE RN HBERAHEEL, BMESER3-19,
RGEEITER
ZIE R AL E RPN EE IR ITE .
EIRIMAH S
TAFARIEIR, IEEIREE8EER6-2F,
BRI 1
[EOBSTHF TR
£5FHFIDAI783fc6652cf246c096€a83669471855H9FEFHEHY o
SETERENAE P IDIESE KBNS IDFIFFID
PUT /?policy HTTP/1.1
Host: examplebucket.obs.region.example.com
Date: WED, 01 Jul 2015 02:32:25 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWIiOX5BpJMA=
{
"Statement": [
"Sid": "Stmt1375240018061",
"Action": [
"GetBucketLogging"
1,
"Effect": "Allow",
"Resource": "logging.bucket",
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"Principal": {
"ID" [
"domain/783fc6652cf246c096ea836694f71855:user/*"
1
}
}

NaRz7~%1 1

iERAI 2

NaRz7~p) 2

i5RAI 3

HTTP/1.1 204 No Content

x-obs-request-id: 7B6DFCOBC71DD58B061285551605709

x-obs-id-2: NOI2REZDOUJDNzFERDU4QjA2MTI4NTU1MTYWNTcwOUFBQUFBQUFBYmJiYmJiYmJD
Date: WED, 01 Jul 2015 02:32:25 GMT

Content-Length: 0

Server: OBS

[EOBSAFZ TR

FHFID#971f3901173514e6988115ea2c26d 1999, FAFETEFAFIDA
783fc6652cf246c096ea836694f71855,

W{TSRENFE P IDF R IDIES E XS IDFIFEFID .

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:33:28 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0X5BpJMA=

{
"Statement": [
{
"Sid": "Stmt1375240018062",
"Action": [
"PutBucketLogging"

"Effect": "Allow",
"Resource": "examplebucket",
"Principal": {
"ID": [
"domain/783fc6652cf246c096ea836694f71855:user/71f3901173514e6988115ea2c26d1999"

HTTP/1.1 204 No Content

x-obs-request-id: 7B6DFCOBC71DD58B061285551605709

x-obs-id-2: NOI2REZDOUJDNzFERDU4QjA2MTI4ANTU1MTYWNTcwOUFBQUFBQUFBYmJiYmJiYmJD
Date: WED, 01 Jul 2015 02:33:28 GMT

Content-Length: 0

Server: OBS

IR T R MEEOBSB PRI ATIREERE

FAF1D/971f3901173514e6988115e€a2c26d1999, FAFFr/EEFIDA
783fc6652cf246c096ea836694f71855,
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N Rz7~fl 3

iERTH 4

YN{ITERENFE DA FIDIESE3REKSIDFIFFID

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:34:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0X5BpJMA=

{
"Statement": [
{
"Effect": "Deny",
"Action": ["*"],
"Resource": [
"examplebucket/*",
"examplebucket"
1,
"NotPrincipal": {
"ID": [
"domain/783fc6652cf246c096ea836694f71855:user/71f3901173514e6988115ea2c26d1999",
"domain/783fc6652cf246c096ea836694f71855"

HTTP/1.1 204 No Content

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-0bs-id-2: BKOVGmTIt6sda5X4G89PuMO4fabObGYmnpRGkaMba1LqPtOfCACEUCMIAObRK 1N
Date: WED, 01 Jul 2015 02:34:34 GMT

Content-Length: 0

Server: OBS

EER T ENMEENE SRS refererskigAOINEE R AP B HERZ 8
PhEspEER R http://storage.example.com

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:34:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0OX5BpJMA=

{

"Statement": [{
"Effect": "Deny",
"Action": [
"GetObject",
"GetObjectVersion"

1,
"Principal": {
"ID": ["*]
%,
"Resource": ["examplebucket/*"],
"Condition": {
"StringNotLike": {
"Referer": [
"http://storage.example.com*",
"${null}"
]
}
}
1
}
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HTTP/1.1 204 No Content

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-0bs-id-2: BKOvVGmTIt6sda5X4G89PuMO4fabObGYmnpRGkaMba1LqPtOfCACEUCMIIAObRK 1N
Date: WED, 01 Jul 2015 02:34:34 GMT

Content-Length: 0

Server: OBS

5.2.2 FREXNHFESRRS

TheENB
123 ORISCEE A policy FRIF RIS E EMAIRISIR EIZE Z Fif
E(FERZEO, EHEEKVNEMIESE, EeMEENFRRPEEGIRE
HEEREERIAR o
AT RMIASTTIAE R CREERRS, RFEIRE] “404 NoSuchBucketPolicy”
AOEEIR :

o IEEMRIRBAFE
o IEEMRIRERERIEAEERRESRERE

IBRHEHI

GET /?policy HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IERHESH

ZEREE R EREESH.
IERSIS IS

ZBEREAALERL, BFSNE3-3,

1%* ﬁ:w?’ﬁi
ZEKHEPAEHREETER.
T pziE S

HTTP/1.1 status_code
Content-Type: application/xml
Date: date

Policy Content

N RziE S Sk
ZIERMMRCH S ERATEHEL, BIFESE%3-19,

I RGHR TR
RGBSR E—NSONIERIBRIE T .
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AIRTANH S

iERBI

N Mz 73~ 51

ThFRiEIR, TEBIREEEEER6-21F,

GET /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:35:46 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0X5BpJMA=

HTTP/1.1 200 OK

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-0bs-id-2: BKOVGmTIt6sda5X4G89PuMO4fabObGYmnpRGkaMba1LgPtOfCACEUCMIIAObRK1n
Date: WED, 01 Jul 2015 02:35:46 GMT

Content-Length: 509

Server: OBS

{
"Statement":[
{
"Sid":"Stmt1375240018061",
"Effect":"Allow",
"Principal":{

"ID™[
"domain/domainiddomainiddomainiddo006666:user/useriduseriduseriduseridus004001",
"domain/domainiddomainiddomainiddo006667:user/*"

1

1

"Action":[

1,
"Resource":[

"examplebucket"

1
}
1
}

5.2.3 MIBRIESRAS

IEXRHEHED

1% *Iﬁlu\/ ﬁ

1ZdZ O SCHE @i (F A policy FRTREMIE— MEERE_E AR
EFRzEO, FREERVASFIAEE, & ERMEENFRREEEHIR
HRSRBEAIMNR

TICHIRIEABEERFE, MIRINERSEERZIRE] “204 No Content” AIZS
£

DELETE /?policy HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZiaKEERRNMERBEESE.
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1% IE:%\*

EKRIHRTTR

N Az E EAETC

N pziE R sk

D) MEISPavES

ARIALH S

iERBI

il iz 73~f51

ZBERERAALERL, BARSHERS-3,

ZEREEPRMEREETE.

HTTP/1.1 status code
Date: date
Content-Type: text/xml
Content-Length: length

IZERIIINE S ERATLEE L, BRiE5E%K3-19,

EAER NI SIS T i N =1 ) Wibgve 8

ThFHRIEIR, TEEBIREEEEER6-27F,

DELETE /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:36:06 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0OX5BpJMA=

HTTP/1.1 204 No Content

x-obs-request-id: 9006000001643AAAF70BF6152D71BESA

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSB40WMNX3gVGGLr1cRPWjOffEbg1XV
Date: WED, 01 Jul 2015 02:36:06 GMT

Server: OBS

5.2.4 & &1 ACL

ab
ThEEN 4B

IEXRHEED

OBSS TR Fit 1T RIZS . BUABRT, REMAVEIEE A BIZIBANEEN
R. AAPBAILUKEEMBAYAHRRES, LI — P MERILURERINSERE, RVFFT
BASEEBIZNR

OBSHFECIZEMEAT A LU ENRIZHIRES, el LUBIZACUREAPIZOX EFER
ﬁ%EﬁZj&%ﬁkﬂyACL(access control list) —AffﬁEl’JACLE—§§}—_r1OO 2GrantiSi .
PUTEONEENEEEER, MXENBACLSEEZERERIMACL, NRFE(ENaL
EMPRES ACLE#&PUT—AafﬁEmACLEDTO

PUT /?acl HTTP/1.1
Host: bucketname.obs.region.example.com
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Date: date

Authorization: authorization
Content-Type: application/xml
Content-Length: length

<AccessControlPolicy>

<Owner>

<ID>/D</1D>

</Owner>

<AccessControlList>

<Grant>

<Grantee>

<ID>domainld</ID>
</Grantee>
<Permission>permission</Permission>
<Delivered>false</Delivered>

</Grant>

</AccessControlList>
</AccessControlPolicy>

IERSEISE

IR PIERAHHERSH

iERiHRk

(ERETLUERLIER BN UREEAIACL, B—MLgRENACLEBE—EBC
FisEE MAFAIIEA AP LARARNAR , B SkEig BRI S TR T IHENIR, ERE
DIRAINLA T RISk IEF BfSEEE .

& 5-11 k5 z0iREMR ACL

2R N BEYVR
x-obs-acl | i@iTcanned ACLEIA SRR BIEAYACL, &

BYE5E[E: private | public-read | public-read-
write | public-read-delivered | public-read-
write-delivered

ZEHY: String

IBKHRITE

BEYBNACLIEREEEERTTRY T LACLIER, TTRAIERSE NINERS-3FT7R.

£ 5-12 [fiImEREETTE

TORAR

R

Owner

WHFTEEER, 831D,

KA XML

=
=

WIRNAFRYERI,

2R String

ali
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TCEBR A BARYIE
Grant BFtrcBERRBFPIISER. B | &
FBRIACL, GrantyTEAREEIT100
PAS
Mo
2RI XML
Grantee ICRARPER. B
R XML
Canned BB AEFIR B
EUESEE: Everyone
A String
Delivered BIIACLEBLEANSREE. E | &
BFHEAEREXNR.
7Y Boolean
2RI false
Permission 2RISR - B
EY{ESEE: READ | READ_ACP |
WRITE | WRITE_ACP |
FULL_CONTROL
A String
AccessControlList BiEEFESE, 8&Grant, =
Grantee. Permission=/"7tZ%,
R XML
] A=1SY =R
HTTP/1.1 status code
Date: date
Content-Length: length
IVA=]SES
ZiakRNENEEERATIBERL, BEARESEE3-19,
RIS S S
Zia kA B R P AFBIINITR .
ERINGER
THFSFEIR, IEEREE8aEH«6-27,
=Rl
PUT /?acl HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
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il iz 73~f51

Accept: */*

Date: WED, 01 Jul 2015 02:37:22 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:iqgSPeUBL66PWXDApxjRKk6hlcN4=
Content-Length: 727

<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096€a836694f71855</ID>
</Grantee>
<Permission>READ</Permission>
<Delivered>false</Delivered>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ_ACP</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF2600000164361F2954B4D063164704

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCT78HTIBuheOFbtSptrb/akwELtwyPKs

Date: WED, 01 Jul 2015 02:37:22 GMT
Content-Length: 0

5.2.5 3XH#E ACL

ab
hREN A

IERHEER

15 R“EIU\/ &

ERHEL

FRPHATIREVBACLAYIRME, IREEEESEEMIINIREHIIRER . ARYIURE

XIS EREREAD_ACPRIIRELFULL_CONTROLAXIR, A BEHITIRENBACLATIRIE,

GET /?acl HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZEREEPNMEREESH.

ZERERALERL, BAES&RS-3,
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iEKRIHRTTER

N Rz 2T

aRzER Sk

IR EEITER

ZBKBRPAMERERTE.

HTTP/1.1 status code

Date: date

Content-Length: length
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>/d</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>/ia</ID>
</Grantee>
<Permission>permission</Permission>
<Delivered>false</Delivered>
</Grant>
</AccessControlList>
</AccessControlPolicy>

IZIERIINGE S ERATEE L, BRiE55E%3-19,

IZBREIER FLAR S T RIIFEUREWRIIACLIER., TTRIVEMAENANERS-130

No

% 5-13 [MAGEETTE

A String

pITE S o=
Owner BB EER
2RI XML
ID EBFFrEEFRIFER,Id,

KA XML

AccessControlList BiEEFETIE, 1IEF 7 hZEaIHEN
PRAYAFFIRFIXLEREERINR

KA XML

Grant BFtrmcRAFRREFINR.

Grantee ICRAPEE,
KR XML
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SR ALH S

i5RHI

Ml iz 73~ 451

a3 JCERIEH

Canned [ ARFR.

ZKAY: String, H{EREEREveryone,

Delivered BEIACLE B REAXIRIEIE
KA1 Boolean

Permission IEERBRPXhZAEr BB RVRIENIR .

A String

ThFtEIR, MERIRCEEEER6-2F,

GET /?acl HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:39:28 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:X7HtzGslEkzJbd8vo1DRu30vVrs=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436B69D82F14E93528658

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCS|Th8661+HF5y8uAnTOBIpNO133hji+
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:39:28 GMT

Content-Length: 784

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694f71855</ID>
</Grantee>
<Permission>READ</Permission>
<Delivered>false</Delivered>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ_ACP</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>
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5.2.6 REMATEEESR

TORENA

EFEARTHBI

IBRHEHI

BIENERY, BUARAERBRIBER, NRFEEMMIIES, ZBEEFTFESE
EEENFX. BETIEEFEE, SNBRMESSTE—%EE, FBSEEE
TR — BT . B ERUEFEEFEHBEEEEEE, JTUFRE
FiEHEINEERINEF, BAILIFREIEMRERIRAES, (EEZHEEEINEEN
WER—" regiond,

RFAEXMAZO0BSH 4, FEMOBS LEZEIFMESAIEF, EILOBSHEEIRISET
BN, BFLEEANBENY, UEEERATEER, FEEIR—BMAIL
ARSZERL— T RIOBSERSZHIESE, FEEERFNSHEEIE L, FEEmMIEH
<LoggingEnabled>t7x& FECEENAIASEENRE . AAZTEENRIIRAFTRER
IR EAEIRINUR

{

"Version": "1.1",
"Statement": [

{
"Action": [

"obs:object:PutObject"

]

"Resource": [
"OBS:**:object:mybucketlogs/*"

1,
"Effect": "Allow"
}

]
}

KR EEINEERYTS AR LE— P HEZRIBucketLoggingStatustrzEhdlogging X
(LS

RUNFIESEA DRFHETOS AR E AT E S XHRIRE . B FIREIR
Ffa, XEASXHEORTE, FiRBAFPERERERFRITZERIEHITITE.

A ER
EfrRHAFEKMSINER, FEEZEPETKMSIHERR

PUT /?logging HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: signatureValue
<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>domainID</ID>
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</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>
~‘ﬁlL}\/&
ZBKEERRNMERBEESE,
1% I%l%\*
ZIaKRERATLERL, BiKiESE3-3,
BXREHETTE
*=5-14 15K EETERE
BaF TP BARYI%E
BucketLoggingStatus HERSEBHEES. =
A Container
Agency BirtEOwnerBi3%n—8 | i¥&logginghd b, ki
PINEIRSCIZERIXTOBS | loggingAd2Disk .
IRSZAVEFEAIZTR
A String
LoggingEnabled ZERRENAEEEE | REloggingltwit. Xl
EBRYEREER ( 2Wtkrt | loggingAdmisk .,
KWITHBEERE, &N
XiABCE ) . FELtTE
T, aIIAIANEAFRIBER
BER.
2HY: Container
Grant EWIENENRENRNE | &
25, ATFEREEHAR
PREFIEFENEE
%,
ZAY: Container
Grantee ER#HIZRoggingtfRAE | &
FHIBE2E,
ZAY: Container
ID WISIERIFERID, 28 | &
H—tRH,
ZEAY: String
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2F

A

Permission

PRI B SIS
ERIEMAINIR

A String

IR BERUE:

FULL_CONTROL | READ |
WRITE

TargetBucket

EEREER, BERE
WRErEETLISE—
WRFERF=ENEEX
H. BEEFRIEREREX
Ha9RFownerIZEM B E
XHaEE
FULL_CONTROLI R, S
2 MBER B EKE
BE—1BirtET, R
i, MEEIEEAE
TargetPrefixLUXZE) SR H
g;lﬂf[ﬂﬁ HMBED 2B

ZKAY: String

& &loggingBtwsik, i
loggingRT7miE o

TargetPrefix

BEiZTREE—1 80
&, IBERNAEER
AIRTRBZEBLALL TTRAIA
BREIE

A String

& &logginglt Wik, i)
loggingR37misE o

TargetGrants

ISP
Z£AY: Container

iy

FiEv5ia BERY object a5 ZF N

<TargetPrefix>YYYY-mm-DD-HH-MM-SS-<UniqueString>
e <TargetPrefix>J9 B FEERIEFREIR -

e  YYYY-mm-DD-HH-MM-SSHBELEAYBEESATE,
E\ Hj\ fj\\ *I/I\O

e <UniqueString>J0BSBEENERMAIF T E .

— LR FEFIEOBSIHIE HERYobject R FRILAIGNT :
bucket-l09201 5-06-29-12-22-07-N7MXLAF1BDG7MPDV

e "bucket-log"IAFIEERIBEREIER

e "2015-06-29-12-22-07" A BHEEKIBHEASATE .,

e "N7MXLAF1BDG7MPDV"HOBSE I RIIFEGE,

BFREORETE. B.
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f@ipia BEE

LA R A BB BRI AR B e R

787f2f92b20943998a4fe2ab75eb09b8 bucket [13/Aug/2015:01:43:42 +0000] XX.XX.XX.XX
787f2f92b20943998a4fe2ab75eb09b8 281599BACAD9376ECE141B842B945358
REST.GET.BUCKET.LOCATION - "GET /bucket?location HTTP/1.1" 200 - 211 - 6 6 "-" "HttpClient" - -

BTN ESHE ST THMER:

2 5-15 Bucket Logging #&z{

2R Bl aX
BucketOwner 787f2f92b20943998a4fe2 | #@HJownerld
ab75eb09b8
Bucket bucket 2
Time [13/Aug/2015:14:43:42 EKRATEE . 1&=0U9:
+0000] [dd/MMM/yyyy:HH:mm:ss
Z], Bp [B/B/S/Na:5 8
) BYX]
Remote IP XX XX.XX.XX 1B=KIP
Requester 787f2f92b20943998a4fe2 | iEKEID
ab75eb09b8 o LEAKSHIAMBFE
RCIESKAT, LEIDAIERE
FrEMkSHIKSID,
o SfEAESZRAPAIIIEK
Bf, BMER
Anonymous,
RequestID 281599BACAD9376ECE14 | i53KID
1B842B94535B
Operation REST.GET.BUCKET.LOCATI | ##{E&FR
ON
Key - HREZ
Request-URI GET /bucket?location 1B3KURI
HTTP/1.1
HTTPStatus 200 IR[ClRE
ErrorCode - e
BytesSent 211 HTTPIRAAYZETI A/
ObjectSize - PUE NN
TotalTime 6 ARSS imAb 1A 8]
BA{: ms
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N Rz 2L

N RzER Sk

NaAHRTTE

HiRIERGHZ

iBERTA

5 API

ZR ANl =34
Turn-AroundTime 6 RIEKATE

BA{7: ms
Referer - i5KAIreferrerskizy
User-Agent HttpClient iBERAYuser-agentskiag
VersionID - Bk srshIversionld
STSLogUrn - EXIBANEREHERINER
StorageClass STANDARD_IA LRI RIFESEE
TargetStorageClass GLACIER BT HEIR SRR RIFEEEY
DentryName 12456/file.txt o WTFHITNHRSE, EX

4/ BFREBRE, H
R EZinodefmS53714/
BRIFREMN

o XWTFXIERME, ZFERA

mon
o

HTTP/1.1 status_code
Date: date
Content-Length: length

IZIERIIINGE S ERALEE L, BRiE5E%3-19,

EAER NI SIS T s N E =1 ) Wibgve 8

ThFHRIEIR, TEBIREEEEER6-2F,

PUT /?logging HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:40:06 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mCOjER/L4ZZUY9qr6 AOnkEiwvVk=

Content-Length: 528

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus>

<Agency>agencyGrantPutLogging</Agency>

<LoggingEnabled>

<TargetBucket>log-bucket</TargetBucket>
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N Rz~

<TargetPrefix>mybucket-access_log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694f71855</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643663CE53B6AF31C619FD

x-obs-id-2: 32AAAQAAEAABSAAKPAIAABAAAQAAEAABCTICjuOx8cETSRbgkm35s1dL/tLhRNdZ
Date: WED, 01 Jul 2015 02:40:06 GMT

Content-Length: 0

5.2.7 A HEEEEE

TORENA

iEKRiHERl

15 R“Em»/ &

“ﬁ ’Ll\%

IBKARITE

NS ISy =2

ZEONBHNEEIHEIENEEEERERER . EXUREIFERhttpiiget55HB
I loggingF & RFIR B HFIHEI A EEE BT

%ﬁ)ﬁglﬁ}gﬂ (EREYRNERAITE & E ERARIEEN GetBucketLogging X R
ﬁﬁ o

GET /?logging HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

1/<1|%?ﬁ:u\¢';ﬁ§ﬁﬁﬁlu/sz

ZiaKRERATLERL, BfsIE3-3,

IZEKEEPRMERBEETR.

HTTP/1.1 status code
Content-Type: application/xml
Date: date

Content-Length: length

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Agency>agency-name</Agency>

<LoggingEnabled>
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<TargetBucket>bucketName</TargetBucket>
<TargetPrefix>prefix</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>ja</1D>
</Grantee>
<Permission>permission</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>

NaRLH Rk
ZERIOMRCE S ERATEERL, BAESER3-19,

N RS TTER
ZIERIMRFLAE S TR RERM ORISR, TRIEFRE X INES-16F7

No

*& 5-16 lINER TR

BF fik

BucketLoggingStatus loggingRHEEMEES -
ZEAY: Container

Agency =4 logging BEREOWnNertll##EZE0BS_E{£logging
HERETESZ
2R String

LoggingEnabled FiFlogginglEEM=EeE. FRiZTEREEIXIlogging

AL ESIEREEEER ( 2WtkcEN$TFloggingft
&, dlxA) .
28 Container

Grant RSN E R ENRAIEESE .
284 Container
Grantee YER#EE N logging i R BRI S8,
ZAY: Container
ID WIS AFEIDomain Id, £BMH—FRA,
A String
Permission X F—ERYloggingtXPRKIR, ownerfEGUIBHTIE

B SRS EMEAIFULL_CONTROLAR . REHIFL
PRARRE 7 XA E HERYAEIBRE

A String

PRBERE: FULL_CONTROL | READ | WRITE
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BaF iR

TargetBucket EEEERY, EEfowneraTLUEE— 1 BR
1, BEMRINERERENZEF . EOBSES
F, ZEFZNEEEMRIBERER—BirE
F, INRXEM, EEEEARLITargetPrefixkA
KEARBARRIEENEESENEN.
ZEHY: String

TargetPrefix BTz EILUEE— 1 RISRE — X HEERRIXT
%o
A String

TargetGrants EREENSEE.
258Y: Container

=S AT

i5RHI

N Mz 73~

ThFRiEIR, TERIREEEEER6-2F,

GET /?logging HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:42:46 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:hUk+jTnRO7hcKwJh4ousF2E1U3E=

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF260000016436B8EEE7FBA2AA3335E3

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShuQJoWFpS77C8bOvImqURVOUY+0ejx

Content-Type: application/xml
Date: WED, 01 Jul 2015 02:42:46 GMT
Content-Length: 429

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<BucketLoggingStatus xmlns="http://obs.example.com/doc/2015-06-30/">
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>log-bucket</TargetBucket>
<TargetPrefix>mybucket-access_log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>
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5.2.8 REENSHEHEEE
INRENA
OBSE & s 4F 8 EMNISR LI ERI IR EBEHIIR, XMt EHiEE . HE
RO ARt =N
) FEHTEJ:%E’\JE%SZ#, JRRFERB—EHs—1 8, HEEERRE
I‘]O

o ERUVHEE—RMEREELD, BB —ENEEMAIEASBIET . X
M AR RERSTIRIRITE, ARE—ErEEMR.

o MRREERIHESHNERNLIES, BEEEY924~8640,
AEOSLHARECEEHEaFHEERER..
AR
o WREBFHIELIS, WSERKAMER, TERE.

FIFFBHIITIRIE, SERFRNITEBPuUtLifecycleConfigurationt R, EVABR TR
BREOFFEETLUMITIHRIE, BallliET iR SRS AP RIS A E AR

FapAEAECESLIN 7 BRI RANERNERIIRAIIOGE, FRLANSRIEZEE IERFH
BREGIEFBXIR, AT LBUR PRI PRED N 2 A EE LE :

e DeleteObject
e DeleteObjectVersion
e PutlifecycleConfiguration

WREEEHL B EEMINESERRECE, MiZEEEPutLifecycleConfigurationt R .

IEXRHEED

PUT /?lifecycle HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Length: length
Date: date
Authorization: authorization
Content-MD5: MD5
<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>/d</ID>
<Prefix>prefix</Prefix>
<Status>status</Status>
<Expiration>
<Days>days</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>days</NoncurrentDays>
</NoncurrentVersionExpiration>
<Transition>
<Days>30</Days>
<StorageClass>WARM</StorageClass>
</Transition>
<Transition>
<Days>60</Days>
<StorageClass>COLD</StorageClass>
</Transition>
<NoncurrentVersionTransition>
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<NoncurrentDays>30</NoncurrentDays>
<StorageClass>WARM</StorageClass>
</NoncurrentVersionTransition>
<NoncurrentVersionTransition>
<NoncurrentDays>60</NoncurrentDays>
<StorageClass>COLD</StorageClass>
</NoncurrentVersionTransition>

</Rule>
</LifecycleConfiguration>
IBKEEESH
ZIEKHEPAEREESH.
IBRiAEk
ZIEREBAYE R LI TERS-17F75.
F5-17 5KEEL
HELZR iR =AWk
Content-MD5 | $ZB8RFC 1864 EAEITBEHIESAIIMDSE | 2
EFFEH, BEIHEAR128-bit MDEZT
base644mi3/E1EEINF T,
A String
M: n58IG6hfM7vql4KOvnWpog==
BRKBETTR

FlERS, FEESRIGEERTEERIEHEPRERES . RERERIAXMLE
L&, BRRYECETTRINFRS-185ik.

o WIRMERIZhRANZEEnabledsi& Suspended, BRARILISE
NoncurrentVersionTransitionggNoncurrentVersionExpiration3&iz=HI3TSRA9H E
WRARIG AR . — N ASRARANESEER, BURTERAFHEMRARIAIZI (8D
TR A B ZHA9BRMTZ ) FDNoncurrentDays, X3 FHIBRE, FIa0
NoncurrentDaysEcE R 1HIE, FTRI—1IRARABEREZ G, B31XF8E
fBR . SRARIMRAVICERT1S, 5SHRHENR EEFHRRORAV2, LEIVIELAH
SBRA, IBABE1IX, 78H0=, VIFUZHT . MNRZIRAARHERER, FE
EtENoncurrentDays A1, StorageClassIWARMHESIE, RRI—MRAKAH
SIRAZE, BIIXEARNR . JIRARRRAVIGIET1S, SSHIRHEN H(E
FRORRAV2, WRIVIRLAREMRA, BPABIIX, 7508, VIFMSIERRIR
WRT . (&FiF: WRISHEEBRSSIERRIME T sESE—ERIER, —
RRAFBIT 48/, )

o WNERMEHISHIRAZEEnabledai& Suspended, BEFIMRAITSRHEExpirationi M
ATROLMIE

- WERIBRARESIEnabled:
MBI RIIEFIRA A Rdeletemarker, MZIIREF=E—NEHHY

deletemarker;
WNREFhRARdeletemarker, BIZ3TREAEX—NERA, WiXPMHRASE
IR ;
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5 API

AR ek ARdeletemarker, BXSIAEEMARAK, NHIZXIKAIFFBIRA
HIFAT, REFISIIMER, BASwEX (BIRETEL)

- WBERIRBRAIREI9Suspended:

MR RRFIR AT 2deletemarker, BARAFRZEnullizA, MEF=4—
NEFEInulliR AR deletemarker;

NRIFKIEFIRA A Edeletemarker, BIRAZnulliRA, WX nulliRA
SHFFERNInUlliR AR deletemarkerBss;

WNREFThRAEdeletemarker, HIZMRIBX—MRAE, WXMRESHK

IR ;

AR iR A REdeletemarker, BXSIAEEMARAK, NIZXIKAIFFBIRE

WAL, IRBIEMNER, hAswENR (BIXHTENL) .

o  WRFEHZBIRAZEnabledzlESuspended, BERFHFARAITRFHE Transitionf M

ATROSLIE:

- NRMNRBIEFRAZdeletemarker, XA

ARAFBIERS ;

- WNREHhRATREdeletemarker, BIiZXRiHBITERY, WX PHRASE

T

xR 5-18 &ap[HHARCETE

BFR

iR

ST

Date

IBEOBSYTiZ HERZ BRI S I T4 s
HAFRMI , HEBSE 47 91S08601 A9
&, FRAUTCHIZ S, fin:
2018-01-01T00:00:00.000Z, ERISRE
&2 A 82 F2018-01-01T00:00:00.000Z
AR S MMIPR e AE R Bt iE SRR, &F
ﬁgﬂﬁé—"ﬁﬁ MBI R A S BREEE
18 o

ZXAY: String

15 Expiration, Transition

WNERgHDays
o=, Nwsik

Days

EEEnERANENRREENTES
OREY ((EXIVIRIVRIIRA ) -
ZKAY: Integer

/\-0-0-5

/. Expiration, Transition

gnRigBDate
JoER, Wkt

StorageClass

RRITSIGBUE L TFER T o
28 String
EYESSE: WARMIZCOLD

ANTE

R E: Transition,
NoncurrentVersionTransition

MRB
Transitionzy
NoncurrentVe
rsionTransitio

nytEx, Mk
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API 2% ([Un#LibXig; ) 5 API
BR fEA Rk
Transition S FAREPRNIRNEMNEREY | REE

FKEFERITE ((EXINREIERHIR | NoncurrentVe
) rsionTransitio
R XML n, Expiration,
- . NoncurrentVe
FT=: DatedDays,StorageClass rsionExpiratio
LTI Rule NIl 455k
Expiration S AR PR IR EIR Container | HNRIEHE
(AT RBIERFTIRA ) Transition,
A XML Ngnc_:_JrreqFCYe
. rsionTransitio
F5 = DategfDays n
RT5=: Rule NoncurrentVe
rsionExpiratio
ID%Svi
ID —SRulefItRR, ARBES5NEHNE | B
FFERLARY o
ZERY: String
R Rule
LifecycleConfigurati fnEEABCERulefdContainer, ATLAECE | 2
on Z%&Rule, BERIIEENREBERAZK
INANEBIZ20KB
AR XML
FHE: Rule
RP=: &k
NoncurrentDays BTN RERADBIREAZEEILRITHM | (1RE
AR ((EHRITHERE ) NoncurrentVe
A |nteger rsionExpiratio
- . N Q=173
RT3 NoncurrentVersionExpiration, NoncurrentVe
NoncurrentVersionTransition rsionTransitio
njtE, Mwhidk
NoncurrentVersionT | £asEHIRCEFRRURADERAERE | NR=2E
ransition FIEFER EXNRIFMERIAIITE. Transition,
A XML Expiration,
S NoncurrentVe
ST = NoncurrentDays, StorageClass rsionExpiratio
KW= Rule NIl %35k
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APl 2% ( [IfFLEbX1g; )

5 API

2R

ik

NoncurrentVersionE
Xpiration

S s EHARC E PR PR ASE HART [ERY
Container, LU ZiFIREREER
ZIRA (HEF) 898, RILRZBMBRXT
KAH R EE AR SBARAS ({XET
XIHEARA ) o

AR XML

FT = NoncurrentDays

AN

LT e Rule

Prefix

REZFILR, ALWRREILERS S AT LAPTHL
EIZEnXRule,
Y String

AN

T Rule

£J%R:

1. BIRRERECER, MNRIEERIEES
EREBENE AN RIS
BEEBEXER, OBSEEMEMMMR
HE—%, MBLEEEERSIN . 5
W, RAPEFTIETIEREN
“abc” BUMIN, MARFIFBEEIEE
BIZRLA “abc” FERFFLATHIN .

2. NREFEIRRISECEN S EEIN
W, NARBIFEHIEERERZENMEAIT
)I-I\IJO

ali

Rule

BAE—&4%amBEARCER Container,
7Y Container
R = LifecycleConfiguration

i

Status

FRRAEIXSERule 2B B,
2R String
R Rule
BRE: Enabled, Disabled

el

N Bz ST

HTTP/1.1 status code
Date: date
Content-Length: length

N Rz H Sk

IZIERIINGE S ERATEE L, BRiE555%3-19,

Rz LEbave

ZIBEKRAIBALE EATIHETE.
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Ai=IMHE
THRHER, FIEBRCEaaTERe-2F,

iBERTA

PUT /?lifecycle HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:05:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:DpSAIMLX/BTdjxUSHOEwflhMOWI=
Content-MD5: ujCZn5p3fmczNiQQxdsGaQ==

Content-Length: 919

<?xml version="1.0" encoding="utf-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete-2-days</ID>
<Prefix>test/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>70</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>70</NoncurrentDays>
</NoncurrentVersionExpiration>
<Transition>
<Days>30</Days>
<StorageClass>WARM</StorageClass>
</Transition>
<Transition>
<Days>60</Days>
<StorageClass>COLD</StorageClass>
</Transition>
<NoncurrentVersionTransition>
<NoncurrentDays>30</NoncurrentDays>
<StorageClass>WARM</StorageClass>
</NoncurrentVersionTransition>
<NoncurrentVersionTransition>
<NoncurrentDays>60</NoncurrentDays>
<StorageClass>COLD</StorageClass>
</NoncurrentVersionTransition>
</Rule>
</LifecycleConfiguration>

e Rz 73~ 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643670AC06E7B9A7767921

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSVK6z8HV6NnrIh49gsB5vgzpgtohkiFm
Date: WED, 01 Jul 2015 03:05:34 GMT

Content-Length: 0

5.2.9 FEE A ARG S

ThRENA

IRENZAEIR BRI EIRRECE SR

EBIFHNTINRE, EEMFERITEBGetLifecycleConfigurationHiTIR . BRIATER
TRERFIEETLITIHEE, allliBid iR SRR AP RIS EMMA

Fo
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API 2% ([Un#LibXig; ) 5 API
\$ :\ 4
iERiEEHEL
GET /?lifecycle HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: authorization
1ﬁilﬁlu\/&
1/(1% \élu\cpz_{ﬁﬁﬁsﬁlu‘/ﬁo
\E :\ 4 |
iBXKiHRk
iZiEﬁE:.R{EEH ntt \;ﬁlu\%5 E\'{Z'S% §3'3o
IBKHETTE
1/(1@ ~ﬁ:u¢'7r{§ﬁﬁ “ﬁ’n_ﬂn% <)
h 24
Nz S =0
HTTP/1.1 status code
Date: date
Content-Type: application/xml
Date: date
Content-Length: length
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<LifecycleConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Rule>
<ID>/d</ID>
<Prefix>prefix</Prefix>
<Status>status</Status>
<Expiration>
<Date>date</Date>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>days</NoncurrentDays>
</NoncurrentVersionExpiration>
<Transition>
<Date>date</Date>
<StorageClass>WARM</StorageClass>
</Transition>
<Transition>
<Date>date</Date>
<StorageClass>COLD</StorageClass>
</Transition>
<NoncurrentVersionTransition>
<NoncurrentDays>30</NoncurrentDays>
<StorageClass>WARM</StorageClass>
</NoncurrentVersionTransition>
<NoncurrentVersionTransition>
<NoncurrentDays>60</NoncurrentDays>
<StorageClass>COLD</StorageClass>
</NoncurrentVersionTransition>
</Rule>
</LifecycleConfiguration>
Y 24 N
N RzE RSk
ZIBRKNBALERERATHEL, BRiEESER3-19,
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N RS TTER
LB RR R R S A P E SRR B T a0 T3R5- 19984 .

% 5-19 & AR ETTE

BR R
Date HEEOBSYY1Z HERZ RIAINI SR TE an I HAFAN o

HERE R 1S08601AIME, FEIUTCHHE
5. #H0: 2018-01-01T00:00:00.000Z, FE~iSH
EIEXATEI BB F2018-01-01T00:00:00.000ZAIFF 5
PR AL IR E MR AEZEE,, FF o X ATE
IS RA S PRER AR E o

A String

R =: Expiration, Transition

Days EEENREREIEIIERNZ D RERITEREHA
A (ARET RIS RAVERFTIRAS ) -

AU Integer
T2 Expiration, Transition

StorageClass FTRXIRBFNE LB F B RS
SR String
EYESEE: WARME,COLD

Ve ==

A= Transition, NoncurrentVersionTransition
Transition S AR EPR I BT S RFER
AETE ((NEIIRIEIIRA )

AR XML

F = DategfDays

AT E: Rule

Expiration S s EHAECE PRI HARTEIR Container,
R XML
Fi552: DategfDays

ANTE

LT Rule

ID —ZRulefItRR, AREII 255N FEFIERSEA
B o

ZKAY: String

ANT

T Rule

LifecycleConfiguration 4 enEHFBECERuUlefYContainer, AJLAECE S5
Rule, (BRFRIEENEEBEEARKX/NAR BT
20KB,

KA XML
F: Rule
GEI=H
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APl &% (ffn#LibXi, ) 5 API
B iR
NoncurrentDays RRURE S FERAEZ FFE LRI ERL
28 Integer
R¥5=: NoncurrentVersionExpiration,

NoncurrentVersionTransition

NoncurrentVersionTransition | & apEEAfCE PR RITSKAL BIRAIFEASEFE
BENREERRIAITE.

AL XML
?-p,ﬁ NoncurrentDays, StorageClass

TIAR -

NoncurrentVersionExpiration | 4 apEHARCE PR H S hr AT HARTEIRY
Container, ZAILUSZaEREECERAZRA
(&= ) 8948, KL RGRETRTHBISEE
an[EHBRY A SEhRA o

A XML

?ﬂﬁ'ﬁ' NoncurrentDays

Prefix WREEE, ALARREPLEXTSeT LACECE 50X
%&Rule,
itk String

TR

Rule BRE—£4 5 EEARCERIContainer,
A4 Container

/\—H—E

=: LifecycleConfiguration

Status FRRYEENXERule 2R EH,
E it e Strmg

TR

ﬁxﬁz{g. Enabled, Disabled

TEIRIERLE S
SR AT BB HEIR AN T 2R5- 20158 .

% 5-20 4—:55'5%5135

HIRG iR HTTPIRZSHS
NoSuchlLifecycleConfigur | H8RY4 G REHAECEARFIE | 404 Not Found
ation

HRERELESEFR6-2F,
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BRI

GET /?lifecycle HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:06:56 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:/Nof9FCNANfzIXDSONDp11fDu8I=

il iz 73~f51

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436BA5684FF5A10370EDB

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSEMKZSleboCA1eAukgYOOAd70X3ZONN
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:06:56 GMT

Content-Length: 919

<?xml version="1.0" encoding="utf-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete-2-days</ID>
<Status>Enabled</Status>
<Expiration>
<Days>2</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>5</NoncurrentDays>
</NoncurrentVersionExpiration>
<Transition>
<Days>30</Days>
<StorageClass>WARM</StorageClass>
</Transition>
<Transition>
<Days>60</Days>
<StorageClass>COLD</StorageClass>
</Transition>
<NoncurrentVersionTransition>
<NoncurrentDays>30</NoncurrentDays>
<StorageClass>WARM</StorageClass>
</NoncurrentVersionTransition>
<NoncurrentVersionTransition>
<NoncurrentDays>60</NoncurrentDays>
<StorageClass>COLD</StorageClass>
</NoncurrentVersionTransition>
</Rule>
</LifecycleConfiguration>

5.2.10 HHER#EAE S RHAGCE

ThREN A

ﬂgﬂ?g%ﬁﬁgiﬁ%ﬁﬁﬁﬂﬁﬁﬁo BERERPRRASIZH, OBSA=BE MRS
X\ o

FZIFRATIIRIE, FSERFRNITEGPutLifecycleConfigurationt¥fR . FIABER TR
BEFrEETLARITIRIE, Balbi@idie BRIk A R IEREE B .

IBRHEHI

DELETE /?lifecycle HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: Authorization
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ISRHE S
AR R EREESH.

1% I%l%\*
ZIERFERAAHEEL, BFRSIERS-3,

IERHBTE
AR ERRETE.

N Rz 2

HTTP/1.1 status code
Date: date
Content-Type: text/xml
Date: date

NaREERk
ZERIMRCE S ERATEERL, BAESER3-19,

IRGHRTTER
ZERAOIRE SR AR TR .

TRIERE S
THHER, IEHRCEaaERe-2F.

N —
1=

DELETE /?lifecycle HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:12:22 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:5DGAS7SBbMC1YTC4tNXY57Z12Fo=

N Mz 73~ 51

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF260000016436C2550A1EEA97614A98

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSB7A0KZEBOCutgcfZvaGVthTGOJSuyk
Date: WED, 01 Jul 2015 03:12:22 GMT

5.2.11 IEEBHNBIRARES

TORENA

ZIRAINEERIER P EIMEESMIRIRAIER MEM—MIREFR. BPYLUER
ZIRATIRERRTE . ERIDEFEIRAVZ MNRA, XIFRAFREENEIMR SN
eI IREENE . SIRAINEET TR TEIEFREMFE.

BIABRT, WIRBIRESRAINEE,
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SFBWORMIXSE, WRUAFE T SRAINEE, HEXEERE
AEMIREMBNSHRARTE, ARFENEERAISHRAIIEE.
IREMRIZ RS I9Enabled, FFERRIZIRASINEE:

LUK, REAT—IHREB—E—RAS, LERRRINREABE
=IFNR, MELIEMIFRRASHEZTR

AILUBERAS FHMR, FMEERASEHIATHRIUR;

HIPRASSRET AT LUSEARSSHIRR, FNHERASHIFEIRN=E—NEE—RES
AIMIBRIRIC, FHABIBRIIR;

;U HRAMRIIREBEOAIIEEFIRIIE, ALUSESEBARERAIRY

PRTHIBRRICS, BTRARNREHEEFITE (F1BENRTEE) -

IREMAIZBIRAIREASuspended, EIEHBHIZSIRAINEE:

|BAIRR A B AR LR B

J:1§§2;;9‘@UEN%E’\JH&$%% null, EEEZNNFEEEEEREZNREASAH
nullAYXISR;

AJLUEERAS FHMR, FMEERASEHIATHRIIR;

MIBRXIRASAILUSERRASHIBR, AEiRASHIRISRIG=E—TRASHInullay
MFRtRIS, FHMBRRASAnulAIRISR;

BRTHIBRARICS, BTRARNNREFHEEFTIE (FEENRTEE) .

REBNFEETLIRERNSRARTE.

IBXRHEHI

PUT /?versioning HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
Content-Length: length

<VersioningConfiguration>

<Status>status</Status>

</VersioningConfiguration>

IEREISE

iERiERk

ZERERALERL, BFESIERS-3,

iERIHRTTE

FLERT, FEESRAGEEARFEERNSRPIRE, EEERLXMUSI L
&, BIRRIECETTRANRS-211#iR,
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API 2% ([Ufn#LibXig; ) 5 API
& 5-21 BSRAREEETTER
B )% =AU
VersioningConfiguration | ZIRABEERRT =, =
RP=: &k
Status NRBHNZSRARES. =
AU String
R VersioningConfiguration
B3E: Enabled, Suspended
i Sz S =0
HTTP/1.1 status code
Date: date
Content-Length: length
D) AEISSS
IZIE RN HBERAHEEL, BMEESER3-19,
MR HS TR
i;(lﬁ—kﬂ']ur]rﬂﬁ,uq:q: ﬁlu\ma%o
tt\ :\ 4
A=)
TAFKREIR, IBHRIRESE8ERe-27,
s=E= —
15K~
PUT /?versioning HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 03:14:18 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:sc2PM13Wlfcoc/YZLKOMwsI2Zpo=
Content-Length: 89
<VersioningConfiguration>
<Status>Enabled</Status>
</VersioningConfiguration>
M 73451
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF26000001643672B973EEBC5FBBF909
x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSH6rPRHjQCa62fcNpCCPs7+1Aqg/hKzE
Date: Date: WED, 01 Jul 2015 03:14:18 GMT
Content-Length: 0
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APl 2% ( [IfFLEbX1g; )

5 API

5.2.12 SREERIS RIS

e
INEEN4A

R NIEIS e

IBRHESH

iEKRiHRk

IBKARTTE

N Rz 2L

IaRzER Sk

NaRHEITER

WRIFTE BT LBRBUSERRIZS RIS
MRNRIKERRIZIRANRTS, WIHRERSIREREIIZS RIS

GET /?versioning HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZEKEEPNMERBEE S,

ZERERALERL, BFESIERS-3,

IZEKEEPRMEREETR.

HTTP/1.1 status_code
Date: date
Content-Type: type
Content-Length: length

<VersioningConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">

<Status>status</Status>
</VersioningConfiguration>

IZIERAIBAMGE S ERAEEE L, BIMEE2%E%R3-19,

IZIERIIIN A LA R TR UREEINSRARTS, TTRIEREXINRS-22F

No

xR 5-22 MLGEETTE

2F )

VersioningConfiguration | SRARFSENTE.
284 Container
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BF A
Status FRFIEHZ R AR

HixII R HE

iERpI

N Rz 7~

ZEHY: String
BRE: Enabled, Suspended

TAFIHRIEIR, PTEBIRELESERE-2F,

GET /?versioning HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:15:20 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:4N5qQloluLO9xMYOm+8lin/UWXM=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436BBA4930622B4FC9F17

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQIrNJ5/Ag6EPN8DAWWIPWgBc/xfBnx
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:15:20 GMT

Content-Length: 180

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<VersioningConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<Status>Enabled</Status>

</VersioningConfiguration>

5.2.13 ZEBNERBMNEE

IEXRHBER

OBSiH /B ANINREREIS FE BNEXIRAIVEZ AR F R AT EANZE, WIRERE. RIFH
EREERERXESH .

ANBERT, BREERESHE, L’PEW%@E’JL%DEEEJ% —PE
NotificationConfiguration., NEBEBGFHEIAIE, TLABIERINT
NotificationConfigurationJtZEZHEE@ANINEE

<NotificationConfiguration>
</NotificationConfiguration>

3 OBS EWFIEEHRBMANEKRE, RWIHEENERBEMRSS (SMN) THES
FENRERRBESENEG THRFERS, WiEETEERIZERTHERKE—
Mz S o

RNTHE EEIJJ#L TIECEIRIE, TEMRIFRN '%ﬁﬁ PutBucketNotificationtfR ., EAIA
BRTREBNREEREIZAIR, EnllBIT g EERIEESGEEMBAR

V.

PUT /?notification HTTP/1.1
Host: bucketname.obs.region.example.com
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Date: date
Authorization: authorization string
<NotificationConfiguration>
<TopicConfiguration>
<ld>Configurationld</Id>
<Filter>
<Object>
<FilterRule>
<Name>prefix</Name>
<Value>prefix-value</Value>
</FilterRule>
<FilterRule>
<Name>suffix</Name>
<Value>suffix-value</Value>
</FilterRule>
</Object>
</Filter>
<Topic>TopicARN</Topic>
<Event>event-type</Event>
<Event>event-type</Event>
</f;picConfiguration>
</N6tificationConfiguration>
‘ixs‘ﬁIU\/ﬁ
ZIERBEPRAMERERS .
BXHE L
ZiEKERLATEEL, BfsE3-3,
IBXREETTE
FEUEXRT, FEEFRIESATEERIEN, EMVEEESAXMUSR £
%, E-WE’J@E%n%&D%Hm
* 5-23 WHHBHRS A ETE
2R )% =AU
NotificationConfiguration | EEEFSHFERRIETTE, WRFEN | =2
=, HEAERBAIINEEt T XK.
ZEAY: Container
RE: T
F7tE: 04N 5kZ /N TopicConfiguration,
TopicConfiguration FeES M@ ERAYTE. )
AU Container
Rt NotificationConfiguration
F7cZx: Id, Filter, Topic, —{ \EkZ4
Event
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2R

ik

Topic

EHBEHEBAIURN, HOBSKIZEIAEH
REFENEME, SarMBEHIESE
ZF+, oJLAEHEBIIRSS EERo 1%
FIEHME.

A String

RI=: TopicConfiguration

&R
<Topic>urn:smn:region:project_id:smn_topic</Topic>
il

<Topic>urn:smn:exampleRegion.d745b885f14941369
b2d2138e7a65bef:0bs_test</Topic>

guration
=
RITER
WATEIR

BIFENERENE—R, H2RF
KIEEEID, EFBENDE—ID,

ZEAY: String

Ryt TopicConfiguration,

iy

Filter

ObjectiyrtE, ALMREFIIEXRERI—
AN

AU Container

RJTE: TopicConfiguration,

FIT=: Object

oy

Object

EMTTEMNEITTE, ZHNALATCE S
KERBHEE.

ZAY: Container

A5t Filter

FiE: — N EEZ FilterRule

oy

FilterRule

BTSN EEXTRITER .
#AY: Container

RJtE: Object

FJ7t&: Name, Value

N

Name

EENNIERZ IR RS TR .
A String

Rt FilterRule

Bik(E: prefixay & suffix

iy

Value

BENNREXEE, RIENameTtEE
MA9RIREEER, WMABETIEINTREY
XEFEE, FHERKLEREEYS, &
K% i510241MF5 .

A String

A2TTE: FilterRule

N

MAERRAS 03 (2024-01-02)

WRIERE © HERRARBIRAT

105



MRFEIRSS
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2R

ik

Event

HERMEIESREMEEE,

AR
f£—MopicConfiguration, BEBIRPAILIE
INBAEHRE,

2K8Y: String
BikE:
FENSIRERTLAELATE:

guration
, AN
I:l, 21:75
I

e ObjectCreated:Put
e ObjectCreated:Post
e ObjectCreated:Copy

e ObjectCreated:CompleteMultipartUp
load

A EFEECT SF A LIERIE
e ObjectCreated:*

BRI SR ERTLABR LA ™ME

e ObjectRemoved:Delete

e ObjectRemoved:DeleteMarkerCreate
d

sl E BRSSP A MIBRIR(E

e ObjectRemoved:*

RJtE: TopicConfiguration,

N RzHREET

HTTP/1.1 status code
Date: date
Content-Length: length
Content-Type: type

NaREHZE
ZIERMMEESERATEEEL, B

N RS TTER
ZIBRAMREH B R R AT .

BRI ALH S

HBEFPRTREBAEON, RFEsRENotificationConfigurationstRAIBERIE, LA
NEEEREEN. PEAEON—LEEIER, UKRTEEERE,

KESER3-19,
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iERpI

N Rz 7~

% 5-24 FcEMRYERNAYEEIRDSIR

T A pr———.
(=
InvalidArgument IZEIR 0 see T MIER S 400 Bad
o IBETAZIFevent, Request
o ISEMURNTFHENEESHER, 15
HHAURNS %,

o IEEAJURNFPRIXISHEPRERIX 5
A=, EEFRMEFIERIXESURN
PR X% —%.

o IEERITIEMNZ BFEEEEEE

H2EE,
AccessDenied HMITEASRIMEE, EERBPIZI | 403
PutBucketNotificationt¥JE . Forbidden

PUT /?notification HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:15:45 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uRTt8YTkAqJCUfWfYkveEcIGACO=
Content-Length: 538

<NotificationConfiguration>
<TopicConfiguration>
<ld>Configurationld</Id>
<Filter>
<Object>
<FilterRule>
<Name>prefix</Name>
<Value>object</Value>
</FilterRule>
<FilterRule>
<Name>suffix</Name>
<Value>txt</Value>
</FilterRule>
</Object>
</Filter>
<Topic>urn:smn:regionr4b29a3cb5bd64581bda5714566814bb7:tet555</Topic>
<Event>ObjectCreated:Put</Event>
</TopicConfiguration>
</NoatificationConfiguration>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 9046000001643C8E80CT19FAC4D8068E3

x-obs-id-2: 32AAAQAAEAABSAAKGAIAABAAAQAAEAABCTFAXJPTib3GkcQ7nVVs4C8Z6NNcfVDu
Date: WED, 01 Jul 2015 03:15:46 GMT

Content-Length: 0
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5.2.14 FREVERYHREREE

ab
ThEEN 4B

IREVEEAE B ERER .

N T BERINITILLECE1RE, "gﬁ%ﬁ?ﬂ’_%}FﬁﬁGetBucketNotification&BE 2N
E)R"F IEEIFEEREZSUR, (BE0]LUBIT IR EMERISD AP RIIESER Bt

HEHE

GET /?notification HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ISRHERSH
ZER BB EREESH.

HERk

ZERERALERL, BFESIES-3,

HETTE
ZERHE R MEREETE.

N Bz ST

HTTP/1.1 status_code
Content-Type: type
Date: date
Content-Length: length

<?xml version="1.0" encoding="UTF-8"?>
<NotificationConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<TopicConfiguration>
<ld>Configurationld</ld>
<Filter>
<Object>
<FilterRule>
<Name>prefix</Name>
<Value>prefix-value</Value>
</FilterRule>
<FilterRule>
<Name>suffix</Name>
<Value>suffix-value</Value>
</FilterRule>
</Object>
</Filter>
<Topic>TopicARN</Topic>
<Event>event-type</Event>
<Event>event-type</Event>

</TopicConfiguration>
</NoatificationConfiguration>
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NaRzHER Sk

IZEKRAIBAMGE B ERAEEE L, BIfEE2%E%R3-19,

IS IS PavE S

FELOERIR[ERINIRE SR E S HIECETTRIN F&R5-256 18

2% 5-25 Notification BgBtx=

2R

ik

ation

NotificationConfigur

EeEMSBMHERNIAYITER, NRIIMAS A, RIEE L6
TFRIARTS

#AY: Container

TopicConfiguration

BeE S EENFAAYTT= .
A4 Container

R m: NotificationConfiguration

FTm: Id, Filter, Topic, — gk Z Event

Topic

EHBEIERAYURN, HOBSIEMIEIE & EiS eSSt
B, BerHhBMBEEEIZER,
ZEHY: String

/\-|-|-|_|__—I

X TopicConfiguration

BIEMHEINEENE—IRR, HEFAPXRIBEID, RS
BanE—D,
A String

Qs

Tm=: TopicConfiguration,

Filter

ObjectdYtx, HLMRFEIEXRZA9—EMN
284 Container

/\-H-£

X TopicConfiguration,

Object

ObjectfyrtxR, BLMREIIEXIREZI—ERN,
Z58Y: Container
L& TopicConfiguration,

FilterRule

BT EHN R EXTRITER .
AY: Container

LT Object

FT5=: Name, Value
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APl &% (fa#piLibXig ) 5 AP
B fiik
Name BEMNIZT R BRI EEHITILIE
ZERY: String
T2 FilterRule
AiklE: prefixag&Esuffix
Value BERNNREXET, BLUZRBRIIRHERITETR.
AR String
AT FilterRule
Event wRERMBIIERRISEHEE,
5EA
£—"MopicConfiguration, BCEIRFATLURIIS SR,
AU String
BiAE:
HENSIRERTLARLATE:
e ObjectCreated:Put
e ObjectCreated:Post
e ObjectCreated:Copy
e ObjectCreated:CompleteMultipartUpload
E(E BT S IFF e _LIERME
e ObjectCreated:*
BRI SARERTLABR LA A :
e ObjectRemoved:Delete
e ObjectRemoved:DeleteMarkerCreated
S E (ERBR R S IFFTE MIERRIE
e ObjectRemoved:*
R = TopicConfiguration,
HE=IAHR
TAFHEEIR, rEEIRCE887E%R6-27F,
=GNl
GET /?notification HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 03:16:32 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:r5+2zwPTKwupMg6lkeTUUgPcHfQ=
MRz~
HTTP/1.1 200 OK
Server: OBS
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x-obs-request-id: 900B000001643FDDD751B37BA87590D8

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSIRBSladan5ZCVw6ZIY/DAs0zs6z7Hh
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:16:32 GMT

Content-Length: 490

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<NotificationConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<TopicConfiguration>
<Topic>urn:smn:region4b29a3cb5bd64581bda5714566814bb7:tet522</Topic>
<ld>Configurationld</Id>
<Filter>
<Object>
<FilterRule>
<Name>prefix</Name>
<Value>object</Value>
</FilterRule>
<FilterRule>
<Name>suffix</Name>
<Value>txt</Value>
</FilterRule>
</Object>
</Filter>
<Event>ObjectCreated:Put</Event>
</TopicConfiguration>
</NotificationConfiguration>

5.2.15 IR EREOATFESRE

ab
THEEN 4B

ERIHEHER

ERIHERSH

IERSZISES

RNEOSE R CIE N EFRRRERAFEEEEERER

BIFFRHATIRIE, FEMRMITEBPUtBucketStoragePolicyi R, BIAFER TR
WBREFE BT LAYTILIRME, BrIBITIRERRIRE AP RESEINGEERF .

IRE THINEROAFEREZ R, 5 LENR. SFHXNKRMPNRCSE EEESIKE
EXRAVFERE, NZSRAVFEEEEERIBOAFIEEE,

RECEMAOBIAFIEZEENRT, FBRIBUATFAESEELSTANDARD (FRAEFE ) o

PUT /?storageClass HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Content-Type: type

Content-Length: length

Authorization: authorization

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<StorageClass xmlns="http://obs.example.com/doc/2015-06-30/">STANDARD</StorageClass>

IZEREERKEEFEETESH.

ZIBKILEIFRRNERIERL, AERHSNR3-3,
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APl &% (fa#piLibXig ) 5 AP
IBRBETTER
IZIREREMINERBETTEFRIEERMAIEBOATFIERE, BANERS-26,
7= 5-26 [ffImEKIEETE
JTCRBMR A BEWIE
StorageClass IEERBIAFEEE, =
A String
EVESGE: STANDARD | WARM | COLD
FiE2£B1E3F: STANDARD (tREERF
fi#) . WARM (i@fFfi# ) . COLD (i&7F
fig) . EltiXEERENESR:
STANDARD. WARM. COLD
I H=ISY =R,
HTTP/1.1 status_code
Date: date
IR VAEISES
ZiE RN EEERAATEEEL, BRESER3-19,
MMALEETTE
ZiE KN EE R A B HETTE,
HIRIAGE S
THHKEIR, BIRoS8371k6-24,
=GNl
PUT /?storageClass HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 03:18:19 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:Tf6XbndPx/yNgfAVQ6KIXr7tMj4=
Content-Length: 87
<StorageClass xmlns="http://obs.example.com/doc/2015-06-30/">STANDARD</StorageClass>
i Rz 73~ 5
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF2600000164368E704B571F328A8797
x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSIsw3tPtUn6damTI5acQmQACEfmTwl3
Date: WED, 01 Jul 2015 03:18:19 GMT
Content-Length: 0
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5.2.16 SRENVERAIATF BT

TORENA

SKELZMEIR ERIBNAFEEENEE .
FIFFBHIITIVRIE, SEMERNL _%ﬁGetBucketStoragePolicy#Lﬁ’FRBEo ZIABRT

SERATEETLUATIURE, BRLiE

Fo
IERHEHE

GET /?storageClass HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization

SRIHESH

ZBETRBRR R HHERS .

1% ] él%\%

ZERERATRIEKEEL, BFESIES3-3,

iERIHRTTR

ZBEKBENMERBETE,

N Az H EAETC

HTTP/1.1 status_code
Date: date
Content-Type: type
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<StorageClass xmlns="http://obs.example.com/doc/2015-06-30/">STANDARD</StorageClass>

N pzE = sk

ZERIIONE S ERATLER L, BARiE5E%K3-19,

D) MEISPavES

IR LB 2T R REWERIFRERAER, TTRIEAREXARS-27F7R.

xR 5-27 MLGEETTE

iR B RIS E R REE R G E b A

TCERAM A
StorageClass HRROBGATREREL,

KA String, BEAKEEEISERS-26,
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TRIRMNGHE

iERBI

il iz 73~ 45

TAFHRIEIR, TEBIREEEEER6-24F,

GET /?storageClass HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:20:28 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:0zVTSdKG60OFCIH2dKvmsVGYCQyw=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436BE45820FDF3A65B42C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSCju1CZy3ZfRVW5hiNd024IRFdUogWy
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:20:28 GMT

Content-Length: 142

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<StorageClass xmlns="http://obs.example.com/doc/2015-06-30/">STANDARD</StorageClass>

5.2.17 iR Efftns:

TIREN A

IBRHEHI

OBS{EFEPUTIR{EA— 1 ELFERIERIIIRE o

AERINRERE, 2 LIS RERTEIRREAST LIXERE, WALt
SHERIRFRM D KIwE, HITEFRMAINADHT. fll: B NRREFAEETERES
R EELHE, BNATLBNASMIENRS, REFRERRIE L. EomMaE
BY, BEAJLAEE N AR AR SR O HTLU RN BRI -

EIFITIGRIE, FERFRMITERPUtBucketTaggingtX PR, TREER R EHEHY
PREZERILAVTIRIE, thalAEd iR B RIS s P RIS GEE AR

(MR

o BIMERZBIREI0MRE.
o IRERIES (Key) FIRKIKEN3GNFR, r&EH052(E (Value ) IRKKENIZNFH .

o IREHIREE (Key) AIHME (Value) FEEEETH 7 . “7 ( “|7, ¢ 4,
“S7 0427 0\ LARASCIIRBOx00--0x 1 FAUSREIZ T, EAXZIRSE A, YISE

& (Key) FIfE ( Value ) 3#4TUrlEncodefi .

PUT /?tagging HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: authorization string
Content-MD5: md5
<Tagging>
<TagSet>
<Tag>
<Key>Tag Name</Key>
<Value>Tag Value</Value>
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ERIHRSH

ERHEL

IBKARITE

</Tag>
</TagSet>
</Tagging>

ZEKREEPNMEREE S,

IZIERERRYHEE LN TRS-28F 7

& 5-28 i53KkiERk

EESLZTR 5% EEIE
Content-MD5 1ZEBRFC 1864FREITEHIBEMRRIMDSRE | 2

EFRFER, BNEEAR128-bit MDELZD
base644RiBEISRINIFRTE

A String

3:f5: n581G6hfM7vql4KOvnWpog==

USRS, BEEEKATEEARFEERRIITE . FENEEFERUXMUSIN L
&, BIARIECETTRNZRS-29,

% 5-29 FBAREEETTR

HESLBIR

ik

Tagging

TagSetFTagHItRITE=
ZEA): Container

RT=R: T

TagSet

TagRVESTTE
A4 Container
RJITE: Tagging

i

Tag

TaglyEETE
AU Container
RjTE: TagSet

i

Key

Tagl2=
2E8Y: String

o= Tag

ali
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HESLETR )% BRIk
Value TagHdf& =
ZERY: String
RjtE: Tag

Az iE 2R
HTTP/1.1 status code

x-obs-request-id: request id
x-obs-id-2: id
Content-Length: length
Date: date

NaRGES Sk
ZIERIOMESERALEEL, BESEHR3-19,

VRIS PIvES
B RAAREHE B R E IR .

= NETS

BRT AHERGEIRIGIS, IEROESIREI—EHEBAYEIRIG. TRPIIENEON—LE
EER, UNARERRE, 1&5-30,

% 5-30 B EBIRS IR0

= A HTTPIRZE
B

InvalidTagError B EAEIREShY, I—M T BREITag, 400 Bad
Request

MalformedXMLError FLEEIRSHT, RBEAxmIELEIR 400 Bad
Request

i5RBl

FIANE 1R IexamplebucketAI4EH] L83 (Key ) ATagKey(Namel), $#{E
(Value ) J9TagValue(Valuel)BIFRES, MAIXABERI:

PUT /?tagging HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Wed, 27 Jun 2018 13:22:50 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:Pf1ZyGvVYg2BzOjokZ/BAeR1mEQ=
Content-MD5: MnAEvkfQIGnBpchOE2U60g==

Content-Length: 182

<Tagging xmlns="http://obs.example.com/doc/2015-06-30/">
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<TagSet>
<Tag>
<Key>TagKey%28Name1%29</Key>
<Value>TagValue%28Value1%29</Value>
</Tag>
</TagSet>
</Tagging>

N Rz 7~f51

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF26000001643FEBA09B1ED46932CD07

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSEZp87iEirC6DggPB5cN49pSvHBWClg
Date: Wed, 27 Jun 2018 13:22:50 GMT

5.2.18 FREVEIREE

INRENM A
OBS{EFGE T ERIKBUEEABAINTE .

EFHEHITHIRIE, EERFEFNITEBGetBucketTaggingt R, HREER TR EREMN
FrEE T LAITIGRME, EalLUE iR EfE RIS e AP RIS GEEHM AR

IEXRHEEF

GET /?tagging HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization string

HESH
1/(1% ~ﬁlu\q:lz_{§£ﬁsélu\/§ﬂo

ERHEL
iZiEﬁEzk{ﬁﬁﬁ/\/\lﬁlu\%s E{ % %3 30

i5s iﬁ%‘ﬁ%
KiHEPMERHEETTR.

M RGE S
HTTP/1.1 status code

x-obs-request-id: request id
x-obs-id-2: id
Content-Type: application/xml
Content-Length: length
Date: date
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Tagging xmlns="http://obs.example.com/doc/2015-06-30/">
<TagSet>
<Tag>
<Key>key</Key>
<Value>value</Value>
</Tag>
</TagSet>
</Tagging>
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5 API

NaRzHER Sk

IZIERIINGE S ERATLEE L, BRi555%3-19,

W R H S TTER
AR BRI R S E SRR B TR T#5-31.

x 5-31 @RS EETE

2 R

Tagging TagSetfITaglyrTE
ZAY: Container
RTER: L

TagSet Tag&EATTE

#AY: Container
Ryt Tagging

Tag TaglSEBRIT=
A4 Container
RITE: TagSet

Key Tag&=F
A String

RjtE: Tag

Value TaghY{E
288U String
RjtE: Tag

EIRIIAER

BRT ANHERYEEIRIDSN, IEOESIREI—EEBAYEIRIG . TRPIIENEON—L

EER, UNATRERRE, 1&5-32,

& 5-32 e EMInEAYRIRIDY IR

EIRE R HTTPRRZS
i
NoSuchTagSet EENMLERERE 404 Not
Found
1=
GET /?tagging HTTP/1.1
User-Agent: curl/7.29.0
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Host: examplebucket.obs.region.example.com

Accept: */*

Date: Wed, 27 Jun 2018 13:25:44 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:H1INcyc5i0XIHqYTfuzkPxLZUPM=

HTTP/1.1 200 OK

x-obs-request-id: 0002B7532E0000015BEB35330C5884X1

x-obs-id-2: s12w20LYNQqgSb7moqg4ibgJwmQRSmMVQV+rFBgplOGYkXUpXeS/nOmbkyD+E35K79j
Content-Type: application/xml

Date: Wed, 27 Jun 2018 13:25:44 GMT

Content-Length: 441

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Tagging xmlns="http://obs.example.com/doc/2015-06-30/">
<TagSet>
<Tag>
<Key>TagName1</Key>
<Value>TageSetVaule1</Value>
</Tag>
</TagSet>
</Tagging>

5.2.19 MERSEIRE

TheEN A

iERiHEREl

1% Rlﬁlu\/ ﬁ

=R ISES

1% X ﬁ:w?’ﬁ?

NaRzHE T

OBS{# FIDELETE RIS ERAIIRE -

SIEFIATIIRE, FTRIERIATEGDeleteBucketTaggingfUR . FRENES FRHEH
REFEE T LARATILRE, BeTLiBI iR &R RISS AP RIBEIEEARF

DELETE /?tagging HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization string

1/(1% \élu\q:lz_{ﬁﬁﬁ“ﬁru\/ﬁ

iZiEﬁEzk{ﬁﬁﬁ/\/\lﬁlu\%s E{ % %3 30

KiHEPMERHEETTR.

HTTP/1.1 status code
x-obs-request-id: request id
x-obs-id-2: id
Content-Length: length
Date: date
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NaRzHER Sk

IZIERIINGE S ERATLEE L, BRi55E%3-19,

N RS TTER
ZIBROMREEE PR HHETTE.

FEIRIRES
THRHER, FIABRCEaATERe-2

BRI

DELETE /?tagging HTTP/1.1

User-Agent: curl/7.19.7

Host: examplebucket.obs.region.example.com
Accept: */*

Date: Wed, 27 Jun 2018 13:46:58 GMT
Authorization: authorization string

N Rz~

HTTP/1.1 204 No Content

x-obs-request-id: 0002B7532E0000015BEB2C212E53A17L

x-obs-id-2: CqT+86nnOkB+Cv9KZoVgZ28pSgMF+uGQBUCE68flvkQeq6CxoCz65wWFMNBpXvead
Content-Length: 0

Date: Wed, 27 Jun 2018 13:46:58 GMT

5.2.20 i EEHECER

ab
ThEEN 4B

W DECAVEL IR TS, B AByte (F15) , BERAIRAEN2%-1, BRI
INBCERA0, FRNBIRGEINEECET.

(iR

1. WWECEURES, MREEVEERARS, FTLUCEINRENO,

2. BTREHIREAHTIRGEE, METEERAUE, BRI RIENY, 7
EivEE. JeestilfrEEticansENrEiEEFERERIEIZAER.

3. WEETEENEENRIEEERS.

4. REEBLAEHEE LEXSR, SIREIHTTPIRZEAZ403 Forbidden, fHiRA3
InsufficientStorageSpace , 151 KEC&l, ECHECAURS (IREH0) , SMFFRAHEZAINS
Ko

IEXRHEER

PUT /?quota HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Content-Length: length

Authorization: authorization

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">
<StorageQuota> value</StorageQuota>

</Quota>
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APl &% (fa#piLibXig ) 5 AP
IBRBESH
ZEREBREEFEETESH.
1% IEI%\*
ZEKIEBEIEFHRINERBEESL, AHEHSHE3-3,
IBRKBEETTR
IZMEREMINE KRB SR RIS eIz akean, BiANERS5-33,
% 5-33 fiiImERBEETE
TCERBMR R BEWI%
StorageQuota IEERT IR MERMNAFT. =
A Integer
lRGEEEF
HTTP/1.1 status code
Date: date
Content-Length: length
RSk
ZE RN B EERAAEEEL, BRESER3-19,
MRGEEITER
IZERNMN PR S EIINITTER
EJ ) VHE)SY
TAFFEEIR, FrBERCE8871E%k6-274,
=GNl
PUT /?quota HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 03:24:37 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:k/rbwnYaqYfOAe6FOM30JQ0dmI8=
Content-Length: 106
<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">
<StorageQuota>10240000</StorageQuota>
</Quota>
i Rz~ 5l
HTTP/1.1 100 Continue
HTTP/1.1 200 OK
Server: OBS
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x-obs-request-id: BF260000016435E09A2BCA388688AA08

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSHbmBecv7ohDSvgaRObpxzgz)9+I8xT
Date: WED, 01 Jul 2015 03:24:37 GMT

Content-Length: 0

5.2.21 3REVBHCER

IEXRHEEF

SRIEISE S

EX ﬁlu\*

IBKHRTTE

IaRzH ST

NaRzER Sk

NaRGHEITER

WRYRE S AP TIREMREC AN SR . MIYRREREAREFENATLIE

IINECAER . WEECEERISRBYte (F15) , ORETIR LR

GET /?quota HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

A AN LI HEISE S 8

ZERERAHRIBRERL, BFESIERS-3,

ZIERBRMERBRTE.

HTTP/1.1 status_code

Date: date

Content-Type: application/xml
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">

<StorageQuota>quota</StorageQuota>
</Quota>

IZIERIINGE S ERATEE L, BRi55E%3-19,

ZIN LGB R TR RERERIECEER, TTRAVBRE N INRS-34F7R.
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HiRIALE S

iERTpI

N Rz~

% 5-34 WRGEETTE

part =i R

Quota ERYEcEn, B8 E=TTR.

KA XML

StorageQuota WRECENE . BIFT.

A String

ThFHRiEIR, PTERIREEEEER6-21F,

GET /?quota HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:27:45 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8m4bW1gFCNeXQlfu45u02gpo718=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436B55D8DED9AE26C4D18

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSs2Q5vz5AfpAJ/CMNgCfo2hmDowp7M9
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:27:45 GMT

Content-Length: 150

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Quota xmlns="http://obs.example.com/doc/2015-06-30/">
<StorageQuota>0</StorageQuota>

</Quota>

5.2.22 3XEEF=EE

IEXRHEER

BIFURIMERNREATE, MREBZEA/IMERIEREELY, BAjByte (F

=)o
AR

H;lLE(Z\BSﬁf?%%EE‘%ﬁ, EttFEE—ERIRIE, FEELRIENT, FEAZNIFEME
H‘ ;B‘_‘Lo

GET /?storageinfo HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
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ISRHE S
ZERTEREBEREESH.

1% Ié:%\*
ZERERAAHEEL, BARSHRS-3,

ISKERITR
ZBEREE P MERBEREETE.

N pzE U

HTTP/1.1 status_code

Date: date

Content-Type: type

Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<GetBucketStoragelnfoResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Size>size</Size>

<ObjectNumber>number</ObjectNumber>

</GetBucketStoragelnfoResult>

NaRGES Sk
ZERIMRCE R ERATEERk, RAESEHR3-19,

Wi R H S TTER
IR RER NS TRIENRE, TRIEMRS X INES-35FT7.

% 5-35 MIRGERITR

TCEBIR #iR
GetBucketStoragelnfoResult FRERFEIERER, G&8F=X/N
RN
7|<;:F'J XM L
Size REIFEXN,
##A): Long
ObjectNumber IREIRFRMEL
ZKAY: Integer

SR
THRHER, IEHRCEaaERe-2F.
5K

GET /?storageinfo HTTP/1.1
User-Agent: curl/7.29.0
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Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:31:18 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:bLcde)GYWw/eEEjMhPZx2MK5R9U=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435DD2958BFDCDB86B55E

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSItZctaPYVnat49fVMd10+OWIP1yrg3
Content-Type: application/xml

WED, 01 Jul 2015 03:31:18 GMT

Content-Length: 206

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<GetBucketStoragelnfoResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Size>25490</Size>
<ObjectNumber>24</ObjectNumber>
</GetBucketStoragelnfoResult>

5.2.23 g EMABENiEH3

ThRENA

IBRHEHI

IERSH

iﬁ *;ﬁlﬁ\%

%BS{EEPUT}%’E%*@Q%EEMEE%, IRERINZIE, RPIBIORERIEEXIHZMEE
BRI

WYL, B T X142 1813 DN SEEIS IE R fFIT EIOBSARSS o

PUT /?customdomain=domainname HTTP/1.1
User-Agent: curl/7.29.0

Host: bucketname.obs.region.example.com
Accept: */*

Date: date

Authorization: authorization string
Content-Length: 0

% 5-36 5 KEESH

P Hik SENE
customdomain | FBEHBEENIEZ . =

AU String, WNHEEEERN

Mg RIK256F T,

ZINME: X

AR —MERSHLURE3NEEN
B, — I EEMFEE REeE—MEER

ZERERALIERL, BFESIE&RS-3,
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API 2% ([Ufn#LibXig; ) 5 API
\$ :\ r4 —
IBKHEITE
B ERPAEREETE.
TR Rt
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: request id
x-obs-id-2: id
Date: date
Content-Length: 0
N RzH RSk
ZERIMEBERATLNEL, BRESEH3-19,
MRGESITER
ZIE R E RPN BN ITE.
-H s N
HIRMALER
THRHER, MEHEREEaa8ERe-2%,
=3 S v
=]
PUT /?customdomain=obs.ccc.com HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: Mon, 14 Jan 2019 08:31:36 +0000
Authorization: OBS UDSIAMSTUBTEST000094:u2kJF4kENs6KLIDcAZpAKSKPtnc=
Content-Length: 0
i Rz 735
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 000001697692CC5380E9D272E6D8F830
x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSsfu2GXj9gScHhFnrrTPY2cFOEZuvta
Date: Wed, 13 Mar 2019 10:22:05 GMT
Content-Length: 0
o == \\ 3
5.2.24 SREVERYEE X183
ab
THREN R
OBS{EFGETHRERIRERRI B EXIHE -
\E :\ 4
KRS
GET /?customdomain HTTP/1.1
User-Agent: curl/7.29.0
Host: bucketname.obs.region.example.com
Accept: */*
Date: date
Authorization: authorization string
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IERSH

ZIEKBRPMERIBERBERSH .

IEKERL
ZERERALEE

gl
H

iﬁ*;ﬁl§\ﬁ§
HERIBEPRAERERTTE.

NS ST =2

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: request id
x-obs-id-2: id

Content-Type: application/xml
Date: date

Content-Length: 272

, BAsIF&R3-3,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketCustomDomainsResult xmlns="http://obs.example.com/doc/2015-06-30/">

<Domains>

<DomainName>domainname</DomainName>

<CreateTime>createtime</CreateTime>

</Domains>
</ListBucketCustomDomainsResult>

NaRzHER Sk

ZIERINIINE S ERATLEE L, BRi555%3-19,

luRiEE TR

ZIN LGB R TR UREWERBE SR, TTRERE IR NNGE R TR

o

% 5-37 lINGERITER

TCERBMWR iR
ListBucketCustomDomainsRes | BENXIHZIROIERAE,
ult 2£RY: Container
FT 5 Domains
o= T
Domains BHEMIHZTE,
£HY: Container
FT & DomainName. CreateTime
R E: ListBucketCustomDomainsResult
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APl &% (fa#piLibXig ) 5 AP
TCERBR fik
DomainName BEMXEE .
ZEHY: String
FHR X
L= Domains
CreateTime B X133 elIZRTE
A String, UTCHYE
FHR: Xk
LT E:: Domains
H > N4
l'EEIl?E“F"]EIﬁ:%s
FAHER, FEHZEEaATER6-2F.
\$ —
=8
GET /?customdomain HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: Mon, 14 Jan 2019 08:31:45 +0000
Authorization: OBS UDSIAMSTUBTEST000094:veTm8B18MPLFqNyGh2wmQqovZ2U=
M Rz~
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 000001697693130C80E9D2D29FA84FC2
x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSMB0AIOweqGUsIFIScVXSKIG4DmypX9
Content-Type: application/xml
Date: Wed, 13 Mar 2019 10:22:24 GMT
Content-Length: 272
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketCustomDomainsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Domains>
<DomainName>obs.ccc.com</DomainName>
<CreateTime>2019-03-13T10:22:05.912Z</CreateTime>
</Domains>
</ListBucketCustomDomainsResult>
=\ K3
5.2.25 BB B E X3
ab /Ao
INEENT A
OBS{FEFIDELETEIR/ERMIFREEEMIHE -
\$ :\ r4
IBRHEHR
DELETE /?customdomain=domainname HTTP/1.1
User-Agent: curl/7.29.0
Host: bucketname.obs.region.example.com
Accept: */*
Date: date
Authorization: authorization string
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IERSH

E 5-38 BKHESH

S8 3% Py p i
customdomain | EERIBREIBEE XIS . =

KA String, WIHEEIEERN
WA &=IK256=FT5,
ZANE: To

I=RSIEIESS
ZIERERALERL, BFRSNE3-3,

IERHBITR
HERE B R EREETE.

N Az H EAETC

HTTP/1.1 204 No Content
Server: OBS
x-obs-request-id: request id
x-obs-id-2: id

Date: date

W RziE S Sk
ZERNMRCESERATLEEL, BIFiESE%3-19,

i RS TTER
B RAOMRLHE S R AT .

SN RzE S
FHHER, FEERCAOa1ER6-2H,

N —
(=BGl

DELETE /?customdomain=obs.ccc.com HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Mon, 14 Jan 2019 08:27:50 +0000

Authorization: OBS UDSIAMSTUBTEST000094:ACgHHA1z+dqZhqS7D2SbU8ugluw=

Nl iz 73~

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 000001697694073F80ESD3D43BB10B8F

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSYjWyXNRPSnFymJWOAIS9GKpWO0OQmoUJ
Date: Wed, 13 Mar 2019 10:23:26 GMT
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5.2.26 [ EHRIINZEEE
INRENER

OBS{EFPUTER(FfEEIZ S B BOARS IR INZE &SR

IREWNERER, TZEHLENRE, SXRBEIRUAIIZEEXEIEEITI
%, el BNRSHINEARE: KMSIEEZHIIRSIHING (SSE-KMS) . &
FREERRIIRSSIRINE (SSE-C) o BXRRZIHINESNNESERBFSE RS RINE

==
BTlo

EFERLRE, B RBEBMITPUtEncryptionConfigurationiZ2{ERIINIR . HEIHEEE
INEBISTE, FEITLUSHRIEFRELA .

IEXKHEHFIU(SSE-KMS)

PUT /?encryption HTTP/1.1

User-Agent: curl/7.29.0

Host: bucketname.obs.region.example.com
Accept: */*

Date: date

Authorization: authorization string
Content-Length: length

<ServerSideEncryptionConfiguration>
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>kms</SSEAlgorithm>
<KMSMasterKey| D> kmskeyid-value</KMSMasterKey|D>
</ApplyServerSideEncryptionByDefault>
</Rule>
</ServerSideEncryptionConfiguration>

IBRHEEH

ZEREE R EREESH.
IBRiEEk

ZEREAALEEL, BASIRS-3,
IERHETTR

FULERF, BEEERAEEARPEERIINZEE . MINERIEEES XML
L&, BARYECETTERNRS-39,

& 5-39 WBHINEECE TR

HESLBIR A =0
Wik
ServerSideEncryptionConf | #BHIBGAINZE BRIRTTE =
iguration SAI: Container
RITE: I
FI5ZE: Rule
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APl 2% ( [IfFLEb X1, )

HESLBIR

1)

Rule

WRIBANNZ B BRI FTTR,
A Container
RIT=: ServerSideEncryptionConfiguration

FE:
ApplyServerSideEncryptionByDefault

ApplyServerSideEncrypti
onByDefault

WROBANNZ B BRI F TR,

ZRY: Container

RITE: Rule

FtE: SSEAlgorithm, KMSMasterKeylD

ali

SSEAlgorithm

WROBGANNZE & 2RSS IRINEE X
ZEAY: String

BRE: kms

RiTE:
ApplyServerSideEncryptionByDefault

]

KMSMasterKeylD

SSE-KMSHIZTS = MEMRIKMSEER, IR

RARgERMtZE, BARANEERES

WERA

ZERY: String

BRUESIFRFMEL:

1. regionlD:domainID (M=1D):key/key _id

2. key_id

e

e region|DEFERAZAFR/EregionfyID;

e domainIDEFRZRMEKSHKSID,
IRENF5 A2 WIRENKS IDFIAFID;

o key id@MNZIAEEIRSZIZINZEBID,

RITE:

ApplyServerSideEncryptionByDefault

iy

MAERRAS 03 (2024-01-02)

WRIERE © HERRARBIRAT

131




MRFEIRSS
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NaRzHE T

N Rz Sk

N Rz E B ITTEE

RIRIIRNGH R

iBERTA

HESLBIR 1)

ProjectID SSE-KMSHNZ A FKMSEZBRRERIIRE
ID, SNERKMSEZEAFTERILNE J93EEIALR
B, UEFEEBEdizsHu#1TINEIDIERE
A String

BE:

1. 5KMSMasterKeyl DFEPLEZHIIREID,

2. fERIEEKMSMasterKeyDRUTERT, Aa]
IREMAID,

RT=:

ApplyServerSideEncryptionByDefault

528A
EFFEEUAIAMIN R TRIYE E X AT RN St
13SSE-KMSINE, REEHREERILXIINESRY
XIRiFIT LAETHERIRE, IFEBREE LRI
BERIN SR T EIETESERIE

HTTP/1.1 status code
Date: date
Content-Length: length

IZIERIIINGE S ERATLER L, BRi555%3-19,

ZIBKNNIRLHE B HHRITER

TAFIHRIEIR, PTEBIRELESERE-2F,

PUT /?encryption HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Thu, 21 Feb 2019 03:05:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:DpSAIMLX/BTdjxUSHOEwflhMOWI=
Content-Length: 778

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServerSideEncryptionConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>kms</SSEAlgorithm>
<KMSMasterKeylD>4f1cd4de-ab64-4807-920a-47fc42e7f0d0</KMSMasterKeyl D>
</ApplyServerSideEncryptionByDefault>
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</Rule>
</ServerSideEncryptionConfiguration>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643670AC06E7B9A7767921

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSVK6z8HV6NrIh49gsB5vgzpgtohkiFm
Date: Thu, 21 Feb 2019 03:05:34 GMT

Content-Length: 0

5.2.27 IREVERNNZECE

ThRENA

IEXRHEEFR

i% > ;E'L“/ y

iERiHRk

i‘%ﬁ%‘ﬁ?

RS ISY =22

OBS{ERGETIRFFRIRE S ERAIIIZECE -

RIFFATINRE, FEMIRMITEBGetEncryptionConfigurationtfR. HRETRIRL T
HERIMEETLMTIURNE, trliEd ik EfRIRE A RS RINGE A

Fo

GET /?encryption HTTP/1.1

User-Agent: curl/7.29.0

Host: bucketname.obs.region.example.com
Accept: */*

Date: date

Authorization: authorization string

ZBERBRPNMERERSH

iZiEEE;.k{EFﬁ/\/ \Iﬁlp\%, -E'{ % %3 3

KHBPRERBERTE

HTTP/1.1 status code
x-obs-request-id: request id
x-obs-id-2: id

Content-Type: application/xml
Content-Length: length

Date: date

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServerSideEncryptionConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>kms</SSEAlgorithm>
<KMSMasterKey| D> kmskeyid-value</KMSMasterKey|D>
<ProjectID>projectid</ProjectID>
</ApplyServerSideEncryptionByDefault>
</Rule>
</ServerSideEncryptionConfiguration>
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JHRIFMEIRSS
AP 2% ( [IfFLEbXig; )

5 API

NaRzHER Sk

IZEKRAIBAMGE B ERAEEE L, BIfEE2%E%R3-19,

IS IS PavE S

FLOERIRERIIAE S E SHIECETRN T .

& 5-40 FHHIINEECETTR

HELBIR fR
ServerSideEncryptionConfigur | f8RENANIZECERIRETTE.
ation AU Container

RITE: L

FI5Z=: Rule
Rule BWRERIAIIZE &R F TR,

ZRY: Container
Ryt ServerSideEncryptionConfiguration
Fc=: ApplyServerSideEncryptionByDefault

ApplyServerSideEncryptionBy

RROECAINZE R ERF TR,

Default A Container

A6 Rule

¥t SSEAlgorithm, KMSMasterKeylD
SSEAlgorithm FRBRIINEE EERNRSIRINEEE,

2R String
BXE: kms
Rt ApplyServerSideEncryptionByDefault

KMSMasterKeylD

RRSSE-KMSHNZE TSI FEEAIKMSEZERID,
A String
RITE=: ApplyServerSideEncryptionByDefault

ProjectID

FRSSE-KMSHNZ S FKMSEZBRRERIIRE
1D,

A String

Rt ApplyServerSideEncryptionByDefault

AR
FEARARGAIAMIRE TR E X ZHXB A R T
SSE-KMSHN%, RAEZBFHEEDTLAIINZEAIISIH
T EETEEEIRE, IFRPREERRENINENRIE T
EETHERE
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MRFEIRSS

APl 2% ( [IfFLEbX1g; )
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TRIRMNGHE

BRI

il iz 73~ 451

BRTY AHAVEIRIGSN, HEOERIREI—LHEMAEIRE . FRPIIBREON—L

ERER, UNATEERER., Wnzks5-41,

& 5-41 FREVEINEECERVIEIRIDT 2R

IR L)% HTTPIRZSES
NoSuchEncryptionConfig | I8 EHIEISBIREINNZEE . 404 Not
uration Found

GET /?encryption HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Thu, 21 Feb 2019 03:05:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:DpSAIMLX/BTdjxUSHOEwflhMOWI=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643670AC06E7B9A7767921

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSVK6z8HV6NrIh49gsB5vqzpgtohkiFm
Date: Thu, 21 Feb 2019 03:05:34 GMT

Content-Length: 788

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServerSideEncryptionConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>kms</SSEAlgorithm>
<KMSMasterKeylD>4f1cd4de-ab64-4807-920a-47fc42e7f0d0</KMSMasterKeylD>
</ApplyServerSideEncryptionByDefault>
</Rule>
</ServerSideEncryptionConfiguration>

5.2.28 HHFR#ERIINZECE

ab
ThREN 4R

IEXRHEEFR

OBS{# FIDELETEIR{ERMIPRIE EBAIINZEE -

FIFFBHIITIRIE, SERFRNITEBPUtEncryptionConfigurationt¥fR ., HEER T

SEWNFTEETLMITIHRE, tRLiEi iR BRI AP RSN Gt

o

DELETE /?encryption HTTP/1.1
User-Agent: curl/7.29.0

Host: bucketname.obs.region.example.com
Accept: */*

Date: date

Authorization: authorization string
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ISRHE S
ZEREERTEREE S,

=R EISES
HEREAALESBL, BASNE-3,

IBRHBRTTE
HERIH S R E R ETTR.

Nl piziE SETC

HTTP/1.1 status code
Server: OBS
x-obs-request-id: request id
x-obs-id-2: id

Date: date

NaREERk
ZERIMRCE S ERATEERk, RAESEHR3-19,

BIVASISPvES
B RAOMREHE S R AR IR .

TEIRIEREE
THHER, FIABRCEaATERe-2

=R &Nl
DELETE /examplebucket?encryption HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: Tue, 08 Jan 2019 13:18:35 +0000
Authorization: OBS UDSIAMSTUBTEST000001:UT9F2YUgaFu9uFGMmxFj2CBgQHs=

Nz 73~

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 000001682D993B666808E265A3F6361D

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSYB46jGSQsu06m1nyleKxTul+H2700C
Date: Tue, 08 Jan 2019 13:14:03 GMT

5.2.29 i%H DIS B

TORENA

AEOBRFHIEERECEDISERE . EORESFN, SR L EFEEHERRIERS,
NhR[EREIN, status codeiR[EI{EH200; FNlstatus codeiR[EEI201,
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MRFMEIRSS

APl &% (fa#piLbXig ) 5 AP
BRKEEE
PUT /?disPolicy HTTP/1.1
Host: bucketname.obs.region.example.com
Authorization: authorization
Content-Type: application/json
Content-Length: length
Date: date
Body:
"rules": [{
"id":" rule_id",
stream": "stream_name",
"project": "project_id",
"events": ["ObjectCreated:*", "ObjectRemoved:*"],
"prefix": "",
"suffix": "",
"agency": "agency_name"
1
}
BRKEEESH
ZIERKBEFRNMERBEESH.
(=R H=] =80
ZERERAHIBEEL, BfslE3-3,
IBRKBEETTR
F5-42 iEKEETE
B R W%
rules REEHINIZLLE o =
2£8Y: Container
EESeE: [1,10]
jizL:ld
BE—MME TR RS ESRGE R,
FEEWNERE—
2 5-43 rules 2% AA
BiR R BEARN%E
id FNID, HeliE LAcERIDISTKRIEMNAIE— | 2
FRiRo
ZEAY: String
BUESBE: [1, 256], #E “~a-zA-Z0-9_-]
{1, 256}$”
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2R

%

stream

DISIRSZBIERZTR. HFE/EDISIRSBIZELL
A String

project

DISARSSIBIERT/ERYIREID,
ZEAY: String

i

events

OBSEHE45I%

A String

BYE: KEI[O, 1023], ERAFMMEEF
F, SIFNTSH2EE:

e ObjectCreated:* ( i _LIEIRIE)
e ObjectCreated:Put ( _H{EITHR)

e ObjectCreated:Post ( {EFINISEEE_H1EXT
%)

e ObjectCreated:Copy (3ENIIR)

e ObjectCreated:CompleteMultipartUploa
d (&#R)

e ObjectRemoved:* ( FTEMIBRRIE )

e ObjectRemoved:Delete ( BEITRIRAS
SHIFRXISR )

e ObjectRemoved:DeleteMarkerCreated
( MEEXNRRASHIFRITR )

i

prefix

WRBZBEIR, AFIEEINREXESF, R
EEMAIRIE, MAEEEEROXTRAIKEE
FEE, FRHUKIEBENRS, KX
102410 F5, s&/IN\ATAZE, [T, prefix
FosuffixiEERIKERKAI10241FF o
A String

EVESGE: [0, 1024]

iy

suffix

WREBER. AFEENNREXET, R
BEXBEES, MAZTEIEONRIIEE
FES, FHHKLERERS, mAUX
F10240MF5F, s\aTAT . [T, prefix
Fsuffix IR ERA 10241 F o
ZEAY: String

EUESEE: [0, 1024]

iy

agency

IAMZIER, #HEEH Y REE0BSHRSS,
M AR PR 2 DISARSSAIDIS
AdministratorgkDIS User,

AU String

i
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IRz E B
HTTP/1.1 status

Server: OBS
Date: date
Content-Length: length

NaRES Sk
ZIERAOIRIE S EFR 2

NaRGHRTTER
ZERAIAREE B AR TSR TR .

HRIRIIRGH R

HERk, BidES

TR, FrEERCEEa1ER6-29,
ISR

PUT /?disPolicy HTTP/1.1
Host: bucketname.obs.region.example.com

E%3-19,

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:sc2PM13Wlfcoc/YZLKOMwsI2Zpo=

Content-Type: application/json
Content-Length: 1049
Date: Tue, 21 Jul 2020 15:38:30 GMT

"rules": [{
"id":"event-01",
"stream": "stream_name",
"project": "project_id",
"events": ["ObjectCreated:*", "ObjectRemoved:*"],
"prefix": ""
"suffix": ""

"agency": "d/s_agency'

Byl

il iz 73~ 451

HTTP/1.1 201 Created

Server: OBS

Date: Tue, 07 Jul 2020 07:29:13 GMT
Content-Length: 0

5.2.30 3XEX DIS @H15ER

INREN A
AEO BT BEEREIDISEASRE SR
EIE9200,

iERiHERU

GET /?disPolicy HTTP/1.1

Host: bucketname.obs.region.example.com
Authorization: authorization

Date: date

EFEIR1FE, WIR[EIEEIN, status codei®

MAERRAS 03 (2024-01-02)

WRIERE © HERRARBIRAT

139



STREFERSS
AP 2% ( [IfFLEbXig; ) 5 API|

ISRHE S
AR EREE S,

IBRiHE Sk
HBERERAIEHEL, BhSI%E3-3.

\E :\ 4 —
BXEHEITR
ZIEKHEFRRNMEREETTE

NaRzHE T

HTTP/1.1 status_code
Server: OBS

Date: date
Content-Type: type
Content-Length: length

policy json body

W Rz S Sk
ZIBERNMRCEBERATLEEL, BFESE%3-19,

Az E ST

* 5-44 INEEITE

e R

id MWD, HFiHE LA EAIDISEHRESMNAIHE—HRR
288 String

stream DISERSSEIBRAFR -
258U String

project DISERSSBIEFTERIIREID,
A String

events OBSEMHFIZE,
2R String#A

prefix WREBIS
ZKAY: String

suffix MREER -
28 String

agency IAMZEFER .
28 String
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tERIRE R
THRHER, IEBRCEaaERe-2F,

s=E= —
=GNl
GET /?disPolicy HTTP/1.1
Host: bucketname.obs.region.example.com
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:sc2PM13Wlfcoc/YZLKOMwsI2Zpo=
Date: Tue, 21 Jul 2020 22:28:46 GMT

il iz 73~ 151

HTTP/1.1 200 OK

Server: OBS

Date: Tue, 07 Jul 2020 07:28:46 GMT
Content-Type: application/json
Content-Length: 1063

{
"rules": [{
"id": "event-01",
"stream": "stream_name",
"project": "project_id",
"events'": ["ObjectCreated:*", "ObjectRemoved:*"],
"prefix": ""
"suffix": "",
"agency": "agency001"
h
}
5.2.31 {4 DIS EBHEISEHEE
IhEEN 4R
AEOBTHRISEEPE BRI EDISTEANRES . MFRMIN, status codelR[EHES
204,

EXRHEER

DELETE /?disPolicy HTTP/1.1

Host: bucketname.obs.region.example.com
Authorization: authorization

Date: date

BRHBREH
ZEREEFTEREESH.

iEXRiHRk
ZEREAALEESL, BARSI&RS-3,

IHRHBTER
AR R EREETE.

g Rz 2

HTTP/1.1 status code
Server: OBS
Date: date
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NaRzHER Sk

IZIERIIINE S ERATLEE L, BRiE5E%3-19,

aRNGHRITTER
BRI E SRS TR,

TIRIERE S
TRHER, FIEBRCEaaTERe-2F,

\$ —
15R~
DELETE /?disPolicy HTTP/1.1
Host: bucketname.obs.region.example.com

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:sc2PM13Wlfcoc/YZLKOMws|2Zpo=
Date: Tue, 21 Jul 2020 17:28:46 GMT

g Rz7~51

HTTP/1.1 204 No Content
Server: OBS
Date: Tue, 07 Jul 2020 07:38:30 GMT

5.2.32 EcEEHEAA WORM KA

FRIWORMAXHESG, SFEERIARIPRIBFIRIFERR o

SIERRECE THERFAWORMERESLLE , MIREE LRI IR BIsERIFRE
MURIFHARR, NHT EAERISIRE BN FRBRENAWORMERHS . FIECEITRIZWORM
RIPRIEARRAM S ET, WREWORMRIPRIEFZCIRMU— P IEMAIE, EiX
MNTEZ BRI REPSZEURIP, HBREAWORMERISUE R E—MRIFHAIR, SC
PR EXIRZFRIPRIB B = 0 E SR E+EHEERIRIPEAIR -

EIFHHATINRIE, SEMIFHITES "PutBucketObjectLockConfiguration"#R .
FANBR T RERFEE T LIAITLHRE, allEidig EfEaRrga P SRREIER
SLEMAR,
(1 %88
o IWOILUEREZEBTHRIIAWORMERRE, (BIX{NIHMEXSE EERNIRER, EBEI EERN
M RAYRIPIRESARZEA o

o ZREEAMNKESHAIAZRP, SHEZMRAMANREKREF, GBULEESHESR
IRAEECENTRFEWORMERIFRE -

HEe5RuT:
REEERGZIRZE NS IIEZ"COMPLIANCE"
o TIRNSERREBHAPR1X-100*365Kk14~1004F,

IBRHEHI

PUT /?object-lock HTTP/1.1
Host: bucketname.obs.region.example.com
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Date: date

Authorization: authorization
Content-Type: application/xml
Content-Length: length

<ObjectLockConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>

<Rule>
<DefaultRetention>
<Days>integer</Days>

<Mode>COMPLIANCE</Mode>

<Years>integer</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

N
KiHRSH

ZEREERRNMERHEES

iERiHRk

ZEKRFERANEEEL, BIRE8lE3-3,
BXREHEITE

%= 5-45 I5KEETTERE

BF A BRI

ObjectLockConfiguration | {2k WORMECEHIASS =
ZAY: Container

ObjectLockEnabled BRWORMAXRKS, R | &
g€9Enabled
A String
~f: Enabled

Rule BRBAWORMEEEEAIM | IREBHREAWORMEEHS

coog

PSS
27: Container

BeEffwIk, AEBNS
BT HBIECERIERENA
WORMZSR&

DefaultRetention

BREGAWORME RIS

AU Container

ANERBRule BN 41k

Mode

EUABIERIPERES, =R
AR
"COMPLIANCE"

ZEHY: String

7<f5: COMPLIANCE

WNER B DefaultRetention
ANk
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AP &% ([IfpfLEbXig ) 5 AP

2Z2=F ik BRI

Days EUARIRIPREL, BUESTE | QNEREDefaultRetention
E791-36500K ASENFOYears—i%k—, &%
;t*;_}é: |nteger 2ﬁ&;§ﬁ¢_/|\ﬁzzﬁglﬁl
_ AERE
1

Years EOABRIPERL, BUEE | tDERBDefaultRetention

E91-1005F, —FLhr | F=WFDays—it—, &
FMARIF36SK, 75 | REEESP—TBAER
EREF BHEE

A Integer
1

N RziE 2

HTTP/1.1 status_code
Date: date
Content-Length: length

NaREHRE
ZERIMRCE B ERATEERL, BAESER3-19,

iz LEbave

ZIBKRAIBALE EATIHETE,

Ai=NIALHR
IHIBRET AR FRSEIRAN R 244 .

Z 5-46
tHi=6S ik HTTPIRZES
InvalidRequest Bir@ ek 400
WORMFF%
MalformedXML RIEBCERLER 400

HREIRERE81ER6-2F,

ISR 1
FREHBREAWORMSSES A R FH

PUT /?object-lock HTTP/1.1

Host: bucketname.obs.region.example.com

Date: WED, 01 Jul 2015 02:25:05 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGXpMXTE6ynw=
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I Rz~ 1

iERA 2

N Rz7~fl 2

Content-Type: application/xml
Content-Length: 157
<ObjectLockConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>2</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCTOW2tcvLmMIJ+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

B YRR EIAWORMEIRELE

PUT /?object-lock HTTP/1.1

Host: bucketname.obs.region.example.com

Date: WED, 01 Jul 2015 02:25:05 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGxpMXTE6ynw=
Content-Type: application/xml

Content-Length: 157

<ObjectLockConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
</ObjectLockConfiguration>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCTOW2tcvLmMIJ+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

5.2.33 SREVFER KA WORM ZRHE

TORENA

iERiHEREl

SREUZAE IR BRI R EAWORMEREE .

BIFHNITIRE, EEMRIFIRIEE B GetBucketObjectLockConfigurationt¥fR . 2k
Q‘%}R;P\ﬁ WRPFEE T LITIGRIE, aLliBITiR EFERISe A RERIENE
HttFRF,

AR

NRIEFTF T HERWORMFER, (EMKRECETRBEVAWORMERES, AT LAERLZEOS
BFFRAFTFER

GET /?object-lock HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
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B HESH

E*“ﬁlu\%

IBKARITE

NS IS =22

Mo RzH Sk

IR EEITER

Authorization: authorization
Content-Type: application/xml
Content-Length: length

ZEREEPNMEREE S,

ZERERALERL, BFSIER3-3,

ZIEREEPRMEREEITE.

HTTP/1.1 status_code

Date: date

Content-Type: application/xml
Content-Length: length

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Days>integer</Days>
<Mode>COMPLIANCE</Mode>
<Years>integer</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

IZIERIIIALGE S ERAFHEE L, BRE55%R3-19,

FULGERIRERIIRE SR E S HIRERBIAWORMERER TR AN FER5-47H#iA .

% 5-47 BRI\ WORM HFIZTT=

ZR 22753
ObjectLockConfigurat | #ZRWORMECEHIZSE
lon ZAY: Container
ObjectLockEnabled WORMFF?EH(U, H&EHEnabled
258 String
45: Enabled
Rule HBREAWORMERER RTINS, QD%MEEEEE UL AN
IAWORMZHE, WiREIFAZEELERD
ZAY: Container
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2R

i)

DefaultRetention

BRIKAWORMESRZAYZS 28
AU Container

Mode FOABIRIPRRE, HEI(ZIFSHUETN"COMPLIANCE"
A String
~f8): COMPLIANCE
Days AOARRIPREL, BUESEE/91-36500K
A Integer
B 1
Years ZOARRIPES, BUESEEN1-100FE, —FELFR EWAIR

365K, AEERIFE
A Integer
NI

SR ALH S

LUK AT RERIAFIARTRIR AN TR 21HiA o

% 5-48
RS R HTTPIRZTE
InvalidRequest BifrEsEHEEKR 400
WORMFF%

HRBIRCEZEEER6-29,

iBERZA 1

FIFH THRHEWORMAR, KRECEHMMEIAWORMEEIEHIIE R

GET /?object-lock HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:25:05 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGXxpMXTE6ynw=

Content-Length: 0

I Rz~ 1

HTTP/1.1 200 OK
Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482
x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCTOW2tcvLmMI+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 157
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ObjectLockConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>

</ObjectLockConfiguration>

BRI 2
HHTHERWORMAR, BEE T ERIBIAWORMKRIERIER:

GET /?object-lock HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:25:05 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGxpMXTE6ynw=
Content-Length: 0

IRz~ 2

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCTOW2tcvLmMIJ+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 157

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ObjectLockConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Days>10</Days>
<Years>0</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

5.3 gESMuLIEES
5.3.1 ZEHIIMILECE

ab
ThEEN 4B

OBSAFERAIRFEHSHIMITEIR, W.htmIMITHF . flash3 . ST,
HEFinEI I Website B N RipIX LI RFIRRT, NS IAEEBEITHXLS
FRMRRR, EMARERF . HENNVAZSE:

o ETERMABRIEREIZIM—TIER.
o IREFENEECTRNEEEDIFEANIBTK,
AEOSLMReEeS EHRMWIGEEER

EIFITIGRIE, FERFRMITERPUtBucketWebsitetXfR . BAIATER TR EREH
PREZERLABVTILRIE, thalAEid iR EEsRERE P RIS EE AR

AR
1. REBEEMEETTE “.7 , BWEIHTTPSIAEIR AIaE LB FIRRIIEBHE
2R ERMEECEISRIE AR _LIRZET0KB,
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IEXRHBER

PUT /?website HTTP/1.1

Host: bucketname.obs.region.example.com

Content-Length: length

Date: date

Authorization: authorization

<WebsiteConfiguration>
<RedirectAllRequestsTo>

<HostName>hostName</HostName>

</RedirectAllRequestsTo>
</WebsiteConfiguration>

IEXRHESH

IZIERBRPNMERERSH

IERSEISES

ZeKERALEEL, BAsE3-3,

iﬁ *iﬁl%\ﬁ?

FliERF, FEETERBEARPEERIMNGEEER, REEELXMUSHE

&,

o WIREFEMAIAIER, MitECEITTRINZRS-49E1A

= 5-49 EEMFAEIEK Website Bt&ETE

B i) =
)
)%
i%
WebsiteConfiguration MUAECERIRE T = =
ZAY: Container
RER: &
RedirectAllRequestsTo HAFMEERINEEDTH, RN | 2
=M, FrEEMmINRET REAREH
/118
ZEHY: Container
R m: WebsiteConfiguration
HostName MAEEERARE . =
A String
R RedirectAllRequestsTo
Protocol EIREEENERATEARAIMY (http, S
https ) , BXIAERhttpt o
ZEHY: String
R m: RedirectAllRequestsTo
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o MRBERTEEERMN, MusECETTERINZRS-5052 .

& 5-50 IZEEE@MIN Website BcEITTER

B

R

foF ¢ I} HiD

WebsiteConfiguration

Websitefic ERIRT = o

AU Container

i

IndexDocument

Suffic.
ZAY: Container

Ve S==nd

R WebsiteConfiguration

ali

Suffix

Suffix st ERHHEINTEXS G KAERAIKE
(Ban: SuffidicERY= “indexhtml”
BERHIE “samplebucket/images/” , &
EIRYEIERE R “samplebucket” FERIE T
“images/index.html” FIRIAS ) -
SUfDITERABERNTRERR “/” =,
A String

AN

AT E: IndexDocument

il

ErrorDocument

KeyrtZ&,
ZAY: Container

Ve Se=xd

R WebsiteConfiguration

iy

Key

HAXXER B IR EFRRIRIRAIZTR . X
NITRIEE 1 = E IR EIRIRE .
A String

Ve S= ==

R E: ErrorDocument
£ X aErrorDocumentfZ{ERd

1y

RoutingRules

Routingrz 3,
28I Container

£

R WebsiteConfiguration

i1y

RoutingRule

BEQMNUTE, —FEEOMUNES
—\Conditiorf0—" Redirect, 24
ConditionlCBelY, Redirect®3%.

SAY: Container
L= RoutingRules
TTERELEF—RoutingRulestE

i
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R

Condition

EAEE O CRRISHFRITTE.
28 Container
L& RoutingRule

KeyPrefixEquals

RS EEOEMAINIRERIBIR.

Bign:

o EEMExamplePage. htm XIS AGE
K, KeyPrefixEqualsi&Fa
ExamplePage.html,

258Y: String

/\-i-i—

LT = Condition

£ X = ConditionfFE, FERFHED
mHttpErrorCodeReturnedEqualsA~{F
£, NRIRETERNFEYE, REETE
BY, RedirectZ 4.

i1y

HttpErrorCodeReturnedEqu
als

IR RedirectERATAIHTTPEEIRAS . =&
FiEiREY, WREBRBETXME, B4
RedirectsE34 o

fan:

o HIR[ERYhttpEEIRFT/I404RTEE@E!
NotFound.html, BJLAE Conditionshry
HttpErrorCodeReturnedEqualsiR B9
404, RedirecthRIReplaceKeyWithi&
B INotFound.html,

28 String
AT = Condition

Zi: XBmConditionzE, HERFBD
= KeyPrefixEqualsF~FE. NRIRETS
MM, FERIUERERIENE,
RedirectA ] 43,

iy

Redirect

BEEEENITE., AIUEEDRIS—
IR BN RESERS— MM é
EHaEEIRAER, TJLMEEARANRE]
ﬁgo

ZAY: Container

Q4

X TR RoutingRule

il
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E= fik =
B
%
i%
Protocol RS E OIS RAERAIMNY . S
A String
R Redirect
BJi%(E: http. https
& BEMRFTRFENIFRIE
HostName AR E OISR ERNGERA . B
A String
R Redirect
&4 BHMRSDRFERIFRIE
ReplaceKeyPrefixWith AR EQERIERNNREIR, B | &
KRAPRIT R Z S5 KeyPrefixEqualsBIAE
e IReplaceKeyPrefixWithHII A o
fBan:
BIEFrEXtdocs ( BR THINSR ) AYEK
&EEMEIdocuments ( BRTHINR ) ,
LG ConditionRAYKeyPrefixEqualsiZ &
#Jdocs, Redirectd Ay
ReplaceKeyPrefixWithi& &7
documents, BBAITFIIRZFRA"docs/
a.html", EE@AIER " "documents/
a.html",
A String
R Redirect
&4 GHEHMRFEDRFENIFRIE, T
A5 ReplaceKeyWithERS1Z1E
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2R A =
B
i
ik
ReplaceKeyWith BIAEE@IEKRITERIINRS, 5k | &
HEMIRESHEIRIReplaceKeyWith
HRE,
fgn:

EEREXY "docs" BR TR B RS
skEEME"documents/error.html", &
LU ConditiondfgKeyPrefixEqualsiZ & 79
docs, RedirectdAReplaceKeyWithiZ&
J3"documents/errorhtml", BRAXTFIS
S EZ R A"docs/a.htm!"F1"docs/b.html",
BEMAVERERA " "documents/
error.html" .

ZERY: String

A A Redirect

%4 BHME BT RFERTIERE, &
B]5 ReplaceKeyPrefix WithEIRF1E

HttpRedirectCode AR PAIHTTPIRZSAS . B
ZEHY: String
R Redirect

F: BEMRST RFERIRRE

N pizE EAETC

HTTP/1.1 status_code
Date: date
Content-Length: length

NaREERk
ZERNOMRCESERATTEEL, BIFiESE%3-19,

IRGHRITTER

HIERABEE SR HE TR,
TERIARH S

TRHER, FIEBRCEaatERe-2F,
BRI

BAREcE MG, (EEEMEIEK

PUT /?website HTTP/1.1
User-Agent: curl/7.29.0
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N Mz 73~

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:40:29 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:pUK7YpOyebng4P6gqzVjoS7whoM=
Content-Length: 194

<WebsiteConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<RedirectAllRequestsTo>
<HostName>www.example.com</HostName>
</RedirectAllRequestsTo>
</WebsiteConfiguration>

BtREcE ML, (BEECFFAIEKIENIE]

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF2600000164360D144670BO9D02AABC6

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSItgMZ/AoFUX9711xx8s67V3cCQtXWk

Date: WED, 01 Jul 2015 03:40:29 GMT
Content-Length: 0

5.3.2 SREVERI ML EC B

ab
IhEEN B

IEXRHBER

N4
HESH

(=R ISES

iERIHRTTE

N pzE EAETC

SREUZERERNNGEEER .

SIERPVTICEIE, FEMRIITEBGetBucketWebsiteAITINIR . FRIAMEIRE TR
WHIFFEE BT LAFTILRME, A LUBIT IR SRS AP RSN G E R, .

GET /?website HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

i/(lﬁ ﬁlu\¢T{§%\élu‘/§io

ZeKERALEEL, BAsE3-3,

IZEKHEEPRMERREETR.

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: length
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<WebsiteConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<RedirectAllRequestsTo>
<HostName>hostName</HostName>
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SIS

IRGEEITE

SiRTANLH S

iBERTA

il iz 73~ 451

</RedirectAllRequestsTo>
</WebsiteConfiguration>

ZIERIIINGE S ERATLEE L, BiX

LSRR ERIIARGE SR E SHIECE
=, WBKERTE,

HEIESR AT RERU4SIATEIR AN T R5-51 ik

& 5-51 1FEkEIR

BE&E#£3-19,

TTRSIRERIMNEEEIFRANEKER

R R HTTPIAZSH
NoSuchWebsiteConfiguration | {@AIWebsiteBtERF1E 404 Not Found

HRABRELESER6-29,

GET /?website HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 03:41:54 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:Yxt1Ru+feHEOS94R7dcBp+hfLnl=

HTTP/1.1 200 OK
Server: OBS

x-obs-request-id: BF2600000164363442ECO3A8CA3DD7F5
x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSFbGOmMINOBVp1kbwN3har8jbVvtKEKN

Content-Type: application/xml
Date: WED, 01 Jul 2015 03:41:54 GMT
Content-Length: 250

<?xml version="1.0" encoding="UTF-8" standalone=

"yes"?>

<WebsiteConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">

<RedirectAllRequestsTo>
<HostName>www.example.com</HostName>
</RedirectAllRequestsTo>
</WebsiteConfiguration>

5.3.3 HIBRIERIM UL EC &

MIpREERAIMLEECEE S .
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iERiHEREl

EREHRSH

iERiERk

iEKRiHEBTTR

N Az E EETC

N Rz 2 Sk

IS ISPave S

TRIRMANGHE

iERTA

N Mz 73~

FIFFBHIITIRIE, SERERNITES DeleteBucketWebsite’FRBEo HANBRTREHE

HPFEETLAITLRNE, (RRTLiE R ERRIES A RS RIRGEE AR .

DELETE /?website HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZIERBRPNMERERSH

ZERERALERL, BFESIES-3,

ZBKBRPAMERERTE.

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: length

IZIERIIANGE B ERAFEEL, BRE5E%R3-19,

ZIEKNIRGE SRR HETTER,

ThFHRIEIR, TEBIREEEEER6-21F,

DELETE /?website HTTP/1.1

User-Agent: curl/7.29.0

Host: bucketname.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:44:37 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:AZ1bON5eLknxNOe/cOBISV1bEqc=

HTTP/1.1 204 No Content
Server: OBS
x-obs-request-id: BF2600000164363786230E2001DC0807

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSFUGA4fEyDRgzUIEY2i71bJndBCy+wUZ

Date: WED, 01 Jul 2015 03:44:37 GMT
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5.3.4 1ZE1EAY CORS BCE

ThRENA

CORS ( Cross Origin Resource Sharing ) , BIEIEZREHE, SW3CGRELBLREY
AI—FAEE, RIFEFIREIEIEREE . HEEINIUEKP, ATFEER
B&SOP ( Same Origin Policy ) B9%F1E, —1™MIARIHIATINB RS S — 1 MukAY
AN RERER,

OBSAITFEMARFEFSHIMIAIR, FELEMAIERT, OBSAIERILARL AMLLEEIE
(BENIERIOMIEEE ) . RBHIT 7IEHAICORSACE, OBSHAIMLLA BENTRL
E= N Vi T: N G

HARIN BRI

{RATLAMERCORSZ3#F, fEM)avaScriptFflIHTML 53R+ WebN A, BHiZiHIEI0BS
FRRE, MABREIERS S M.

o TILMEAHTML 5HRRYHEETHEE, BIEMOBS L&, RnLEHE, SuEEE
MWeb FIFEFINE .

o FEEREAREZFRISNBMIIR. HFXRIMHTML 5SA, WAEALIS|BFEEOBSH
AIWeb=F{AaiEl H, ILXLRFEES N MILHE,

EIFITICRIE, FEMREMITEGPUtBucketCORSIR . BNIAEIR T RBEWRIFT
BETLHRITIERE, BB RERRIBSAPRERRGEEMRARF .

IERHEEE

PUT /?cors HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Length: length
Date: date
Authorization: authorization
Content-MD5: MD5
<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<ID>id</ID>
<AllowedMethod>method</AllowedMethod>
<AllowedOrigin>origin</AllowedOrigin>
<AllowedHeader>header</AllowedHeader>
<MaxAgeSeconds>seconds</MaxAgeSeconds>
<ExposeHeader>header</ExposeHeader>
</CORSRule>
</CORSConfiguration>

\$ :\ z e,
18> Iﬁl%\%&
ZEKBEPAEREESH.

iERiERk

IZERERRLERLIMICORSIERERL, BAEIR3-3F015%K5-52,
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% 5-52 CORS i53kHEsL
HESLZTR )0 BE W%

Content-MD5 | #ZB&RFC 1864t EITE IR RARIMDSHEF =
£, BEMEE{R128-bit MD5{ERiIbase64RIBET1S
=T,

A String

Tf5: n581G6hfM7vql4KOvnWpog==

IBKHRITER

FLERF, FEEIFERAIEE %'?EEE’@EI’JCORSEEEGM o BEEERLAXMUSR
&, BIARYECEITTRINZRS-5341A

% 5-53 CORS FeBt=

B ik BEWi%k
CORSConfigu | CORSRulesf9IRTI =, R AAF#BIZ64 KB, =
ration ZAY: Container
RWTR: Fo
CORSRule CORS#EN, CORSConfiguration FEJ&ZEE100 | 2
HL

ZE8Y4: Container
AR5 CORSConfiguration,

ID —ZRulefYfRR, HARBIZ 255N FEHFFERERA B
B o
ZERY: String
LA CORSRule,
AllowedMeth | CORSH#IMI 7tiFHIMethod . 2
od A String
B¥E: GET. PUT. HEAD. POST . DELETE
T CORSRule,
AllowedOrigi | CORSHIM #iFB90rigin ( JRIFENZHE, N | 2
n BFENIES ) , BIENFRAHTE, aJLE
— N ILECRF s o B— M AllowedOrigina] AT RZE
—A~ 7 1B .

ZEAY: String
AR5 CORSRule,
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APl &% (fa#piLibXig ) 5 AP
B fR BE W%
AllowedHead | BLECORSIERFDIFIETHI “ Access-Control- &
er Request-Headers” ki, tNR—MEKRT S
“ Access-Control-Request-Headers” 3Ligf, MEH
Ptfic_EAllowedHeaderPBIECE AN IE—N A
AICORSIEK (BIENFAHITIE ) . B—
AllowedHeaderA]LAFEgRZ— “*” BERT, A0
HI=HE .
ZEHY: String
Y55 CORSRule,
MaxAgeSeco | ZFime] LARFAICORSIMAZATE], LARD B, B
nds B//NCORSRuleAILIBEEZ—
MaxAgeSeconds, BILUEENRAHE.
A Integer
Y55 CORSRule,
ExposeHeade | CORSIIRHHAIFMININSKIY, AEFIRIREEINIMNIE | &
r 2, FHml=g,
28 String
LT5=: CORSRule,
Ifva=)=t=sae
HTTP/1.1 status code
Date: date
Content-Length: length
LRSS
ZiERAaAGE EERAAEEEL, BRESER3-19,
upziEEITER
ZIE KNI E EA T EETTE.
HEIRMAGE S
TR, rBHEIREE887E%R6-29,
=P N
PUT /?cors HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 03:51:52 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:lq7BGoqESyyhdEWE6KojI 7ysVxU=
Content-MD5: NGLzvw81f/A2C9PiGO0aZQ==
Content-Length: 617
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<?xml version="1.0" encoding="utf-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>HEAD</AllowedMethod>
<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedOrigin>www.example.com</AllowedOrigin>
<AllowedHeader>AllowedHeader_1</AllowedHeader>
<AllowedHeader>AllowedHeader_2</AllowedHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
<ExposeHeader>ExposeHeader_1</ExposeHeader>
<ExposeHeader>ExposeHeader_2</ExposeHeader>
</CORSRule>
</CORSConfiguration>

N Rz~ 51

HTTP/1.1 100 Continue

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643627112BD03512FC94A4

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSYi6wLC4bkrvuS9sgnlRjxK2a5Fe3ry
Date: WED, 01 Jul 2015 03:51:52 GMT

Content-Length: 0

5.3.5 IXEV#EAY CORS BLE

INRENA
KBS EERICORSE RIS A .
EIFFHATICIRIE, E%EE%{%M"%EGetBucketcoRSWBEo ZIANER TR EEAYER
BETLMTLERE, tallETRERR Hﬂjﬁﬁ)ﬂﬁmﬂ&&%mﬂﬁﬁ)ﬂo

IERHBED

GET /?cors HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

~$*~EIU\/ﬁ
ZIBKBERPAMERHESH.

IBRiHRL
1X1ﬁ?{§ﬁﬁ/\ ;ﬁlu\%s E‘{ % %3 30

ISRHETTER
ZERHE R MEREETR.

IaRzH2 A

HTTP/1.1 status code
Content-Type: application/xml
Date: date

Content-Length: length
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CORSConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">

<CORSRule>

</CORSRule>
</CORSConfiguration>

NaRzER Sk

IZIERIINGE S ERATEE L, BRi55E%3-19,

)R =15 Bave S

FULOERIRERINIALE SAFE S HIECETTERIN FRS-54{E18

% 5-54 CORS BiBt=

B ik

CORSConfiguration | CORSRulesfItRT =, TAAF#EII64 KB,
£AY: Container
KR To

CORSRule CORSHIM, CORSConfiguration FaJE22E,2 100N IR ,
#7Y: Container
R CORSConfiguration,

ID —ZZRuleftRiR, HAFRBII 255N FHIFRFRAER -
AU String
L& CORSRule,

AllowedMethod CORSHRM 531FAIMethod .

ZERY: String
BXE: GET. PUT. HEAD. POST . DELETE
R & CORSRule,

AllowedOrigin

CORSHIMABIFAIOrigin ( BRIFBIFERE ) , ALlHE—
PMRERT” *7 o B— M AllowedOriginAI LAFHRZ—
“*7 JBHCRT o

SR String
R = CORSRule,

AllowedHeader

BLECORSIERAPAIFHETHI “ Access-Control-Request-
Headers” sLisf, a1ER—MEKT 7 “Access-Control-
Request-Headers” ki%, MR BILE EAllowedHeaderd
NEEIANZR— I EIEZNCORSIER ., 8—1
AllowedHeaderAJLATF&wZ— “*” BEFT, ATHI=T
o

ZEHY: String

R CORSRule,
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B fR
MaxAgeSeconds ZPigEl LAEIFRYCORSIMAATE, LARD L,
B/ CORSRuleTTLABEEZ—"MaxAgeSeconds, TTLAIZ
BERRE.

EIRIAHR

i5RHl

N Rz~

ZERY: Integer
R4 CORSRule,

ExposeHeader CORSIIR H-RIFTINSKS, A= PiRiREEINIER, &
ATHIETHE
A String

R =: CORSRule,

AR AT BERTAF A SRR AN T 3R5-5541K o

& 5-55 1EKEIR

HE=E wR HTTPIRZSED
NoSuchCORSConfigurati | #8HICORSEEARTFIE 404 Not Found
on

HREIRELRE81EER6-2F,

GET /?cors HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:54:36 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:WJGghTrPQQXRuCx5go1fHyE+Wwg=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164363593F10738B80CACBE

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSpngvwC5TskcLGh7FzZ5KRmCFlayuY8p
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:54:36 GMT

Content-Length: 825

<?xml version="1.0" encoding="utf-8"?>
<CORSConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<CORSRule>

<ID>783fc6652cf246c096ea836694f71855</ID>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>HEAD</AllowedMethod>
<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
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<AllowedOrigin>obs.example.com</AllowedOrigin>
<AllowedOrigin>www.example.com</AllowedOrigin>
<AllowedHeader>AllowedHeader_1</AllowedHeader>
<AllowedHeader>AllowedHeader_2</AllowedHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
<ExposeHeader>ExposeHeader_1</ExposeHeader>
<ExposeHeader>ExposeHeader_2</ExposeHeader>
</CORSRule>
</CORSConfiguration>

5.3.6 HIBFHERY CORS EcE

ﬂj@ﬁ?‘aiﬁﬁﬂ’gcorzs@aﬁ{%@o HpR SR A PRI SIS A e B Bt L A2 1X A0S
kipial,

EBIFHHTIIRIE, SERFHITEEPuUtBucketCORSIIIR (TEIEEIE PR B MIFRE
CORSHPRATFIIZ BHFCORSHARE— Action) o

iERiHEREl

DELETE /?cors HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ARHEEH

AR R ERE RS .
IBRERL

ZERERALEEL, BASIRS-3.
ISRHETTE

AR ERERTE.
NaRLESHT

HTTP/1.1 status code

Date: date

Content-Type: application/xml
Content-Length: length

NaREHRSE
ZERIMRCE R ERATEER, RAESEHR3-19,

N RGHR TR
BRI B R E TR,

tRIERHE
THRHER, FIABRCEaarERe-2F,
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BRI

Nl iz 73~ 51

DELETE /?cors HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:56:41 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mKUs/ulPb8BP0ZhvMd4wEy+Ebil=

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF26000001643639F290185BB27F793A

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSLWMRFIfckapW+ktT/+1AnAz7XINUOb
Date: WED, 01 Jul 2015 03:56:41 GMT

5.3.7 OPTIONS ##

INRENA
OPTIONS, %’”ﬂjhiaﬁ, %%F'iﬁﬁ?i]_ AIRSFZIHAI—MER, BEFBTENZ G
EREENRSIRHTIREISIR . IEHFUSKAINRE], EFiHATFARITEEE
A9IEK o
OBSAFEMANIRFRESHIMIUEIR, EIERAYERT, OBSHIFERILARL oML E
,J?j;(‘ XFMERIFSET, OBSHAMEIENRS IR, SELIEEFIHAIZAIOPTIONSTR
1% o
EM@OPTlONs OBSHINEW/NELRECECORS, X FCORSHIERGIA, BE2WET
S EFRICORSEE .

5 OPTIONS 359X 3

1% Iél%\*gﬁ

1% X %l%\

ER él%s?k

_t

#

OPTIONSISBIEURLIISAERISE; OPTIONSTHESIIURLBES, EaigE
S5, MENEREHIA:

OPTIONS /object HTTP/1.1
OPTIONS / HTTP/1.1

OPTIONS / HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

Origin: origin
Access-Control-Request-Method: method

IZEKEEPNMEREESH.

ZIEKRERRYE BN TRS-56F7
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APl &% (fa#piLbXig ) 5 AP
2% 5-56 OPTIONS i5sRigEsL
HELZR iR BEWIE
Origin FusRisERIEEIIEKOrigin ((@EAEE ) . g
ZERY: String
Access- SEPRERAILBRIHTTPS %, AILAES N EAk =
Control- 15,
I'\Q/qutl;]esg_ 3AY: String
etho
BRE: GET. PUT. HEAD. POST . DELETE
Access- SCRRESRAILAERIHTTPELE,, AaTLAR B L, B
Control- S7): String
Request-
Headers
IBkiHEtER
ZERBEPAERBEETR.
A=) =t =3ae
HTTP/1.1 status code
Content-Type: application/xml
Access-Control-Allow-Origin: origin
Access-Control-Allow-Methods: method
Access-Control-Allow-Header: header
Access-Control-Max-Age: time
Access-Control-Expose-Headers: header
Date: date
Content-Length: length
VRIS
ZNo R {FE FRYE B LA R &RS5-57FiR o
2 5-57 CORS IMR5HEL
HELZR fiik
Access-Control- ANRIEKAIOriginiF BIRSBIHAYCORSELE , NITENINFE
Allow-Origin 21X Origin,
AR String
Access-Control- ANRiEKAIheadersim EIRSSIRAICORSECE , NFENIRZ A
Allow-Headers B85 X Mheaders,
A String
Access-Control-Max- | BRZ5ixmCORSHECEHAIMaxAgeSeconds,
Age AU |nteger
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APl 2% ( [IfFLEbX1g; )

5 API

N RziH2TTE=

HEIRIAER

i5RTHI

HESLBIR

ik

Access-Control-
Allow-Methods

WNER1EKAYACcess-Control-Request-Methodi# B AR SSixHAY
CORSECE, MMM EEXSEruledAIMethods.,

AR String
B3E: GET. PUT. HEAD. POST . DELETE

Access-Control-
Expose-Headers

AR53imCORSEL B HYEXposeHeader
A String

ZIE RN E SR A HETER,

IHEIBK AT RERIAF A SR IR AN T 3R5-58H#1A o

K 5-58 15Tk iHI=

IR

ik HTTPIRZSAES

Bad Request

Invalid Access-Control-Request-
Method: null

FEECE T CORS, OPTIONSHEHT, 88
ANAmethodskiag

400 BadRequest

Bad Request

Insufficient information. Origin
request header needed.

FEECE T CORS, OPTIONSHERT, &8
BN ANoriginskig,

400 BadRequest

AccessForbidden

CORSResponse: This CORS request is
not allowed. This is usually because
the evalution of Origin, request
method / Access-Control-Request-
Method or Access-Control-Requet-
Headers are not whitelisted by the
resource's CORS spec.

fBECE 7 CORS, OPTIONSHEAT,

Origin. method. Headers5{f—rule
LEeA L,

403 Forbidden

HARRELESER6-2F.

OPTIONS / HTTP/1.1
User-Agent: curl/7.29.0
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5 API

Ml iz 73~ 451

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:02:15 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:7RqP1vjemo6U+Adv9/Y6eGzWrzA=
Origin: www.example.com

Access-Control-Request-Method: PUT

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436314E8FF936946DBCIC
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET,HEAD,PUT,DELETE
Access-Control-Max-Age: 100

Access-Control-Expose-Headers: ExposeHeader_1,ExposeHeader_2
Access-Control-Allow-Credentials: true

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTLYimJvOyIncCLNm5y/iz6MAGLNXTUS
Date: WED, 01 Jul 2015 04:02:15 GMT

Content-Length: 0

5.3.8 OPTIONS &

ab
TRENA

152 E=T5 OPTIONSHE,

5 OPTIONS #ERIX 5!

IERHEEF

‘$X~Elu‘/ &

HRk

OPTIONSXISRE T‘URLEP? EXREZ; OPTIONSHEIRZZHIURL MRS, TFH

KRB . MERNBRITORIA:

OPTIONS /object HTTP/1.1
OPTIONS / HTTP/1.1

OPTIONS /object HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

Origin: origin
Access-Control-Request-Method: method

ZBERBRPMERERSH.

ZIBREFARYE BN T ER5-59F 7R

% 5-59 OPTIONS i&3kig Bk

EEXT

HESkRR | ik ERWIE

Origin TERIEERIEEIRIEROrigin (BEAHE ) . =

A String
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APl 2% ( [IfFLEbX1g; ) 5 API|
HESLETR A BRIk
Access- SERRERTLEHIHTTPA X, TTLAES N AEL =
Control- 78
E/qutl;eijt- A String

etho N
B¥YE: GET. PUT. HEAD. POST . DELETE
Access- SEPRERATLAFRIHTTPLE, aJLAm 24 3k . S
Control- SR String
Request-
Headers

iﬁ *;ﬁlﬁ\ﬁi

IZIEKHEEPRMERBEEITR.

aRzHE T

HTTP/1.1 status code
Content-Type: type

Access-Control-Allow-Origin: origin
Access-Control-Allow-Methods: method
Access-Control-Allow-Header: header

Access-Control-Max-Age: time

Access-Control-Expose-Headers: header

Date: date
Content-Length: length

N RzE sk

ZIBK(EARYHE B LU T R5-60F 17

% 5-60 CORS i53kHEsL

HELER R
Access-Control- WNRIFKAIOriginiw ERSZIHAYICORSECE , TN E,
Allow-Origin EiXNOrigin,

ZEHY: String

Access-Control-
Allow-Headers

WNRiEKAIheadersi# EIRSSIRAICORSELE , MTENWAZH
BEiX Nheaders,

AU String

Access-Control-Max-
Age

IR33I%CORSELEHAIMaxAgeSeconds
A Integer

Access-Control-
Allow-Methods

WNER1EKAYACcess-Control-Request-Methodi# B AR SSimHY
CORSEEE, NEMLHFEEIXSEruledrRIMethods,

AU String
B%E: GET. PUT. HEAD. POST . DELETE
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API 2% ([Ufn#LibXig; ) 5 API
HELEZR fA
Access-Control- AR55imCORSELEHAYEXposeHeader
Expose-Headers 7 String

N RS TTER
ZIBRAOREE S R RS TTE.

TERIARH S
SR ATAEAOHS RN T 25-61 i .

& 5-61 1FkiRIR

IR 1175 HTTPIRZSHS
Bad Request Invalid Access-Control-Request- 400 BadRequest

Method: null

1EECE T CORS, OPTIONSHERY, 88
ANAmethodskigf

Bad Request Insufficient information. Origin 400 BadRequest
request header needed.

FEEZE T CORS, OPTIONSHEHY, &8
PO originskig .

AccessForbidden CORSResponse: This CORS request is | 403 Forbidden
not allowed. This is usually because
the evalution of Origin, request
method / Access-Control-Request-
Method or Access-Control-Requet-
Headers are not whitelisted by the
resource's CORS spec.

#BECE 7 CORS, OPTIONSHEHRY,
Origin. method. Headers5{f—rule
LEeA L,

HARIRELESER6-29F,

iBERTA

OPTIONS /object_1 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:02:19 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:bQZG9c2aokAJsHOOkuVBK6cHZZQ=
Origin: www.example.com

Access-Control-Request-Method: PUT
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N Rz 7~

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643632D12EFCE1C1294555
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET,HEAD,PUT,DELETE
Access-Control-Max-Age: 100

Access-Control-Expose-Headers: ExposeHeader_1,ExposeHeader_2
Access-Control-Allow-Credentials: true

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCS+DXV4zZetbTgFehhEcuXywTa/mi3T3
Date: WED, 01 Jul 2015 04:02:19 GMT

Content-Length: 0

5.4 SHRIE(E

5.4.1 PUT H{&

ThREN A
FFEOBSEAHOIZ T2 /G, AILARAPUTIRIEINAINSNIR LERIMEH, LEXT
SKIFEREEREEIBAEII— TR, TR FEERFREEHIER,.
AR
E—MRPEFEINREZE—Y.
ERARFABRSIRFIER T, NREEEERELEHEREIINREENNSR, BF
LN RSBERRIINSR,; ATHREREFETERIEFREEIRA, RRY

IEERIBELFIIAContent-MD5S4] . TEXMIEIR T, OBSWEI LERINRIE,
SWIRFITMDREE, MRA—FNREILEESR

FAFERI LA EERISRETEEX-0obs-acl B4, IREXIRAMNRIZHIRE . INREZHA
P LEXNRIIRISE-obs-aclZ#, NiZXRAATLUEKFFAOBSAFIAIE.
ZIRESTHFAR S5 i AN THRE o

BR HEXRK/IEEZI0, 5GB], MRFE LEEISGBIAN MY, TEBIBERIR
kDR L&

OBS;2B KA. AT EAFRESEHTEEREE, OBSIEM T —M5zU&EHL
Nk EIAEXIRAIBIRPIEI “/7 , FIa0 “test/123.jpg” o UERY, “test” BitK
BB T — 32k, “123jpg” MEHIRYL “test” R THIXMHEZ T, MSERR
£, SIREFR (Key) BRRZ “test/123jpg” . WEBFHRANNR, HEHELS
LISERAIFZRR . S8 LRSS a2 AIISRAS, MREX/NAN0, EHE L
SERTATNGR, BEFHESAEATRAN.

5 POST HERIX S

PUT_H{Eh&Eu@idiaskaLigEi®; POST HENWENEEMARPIIFEBIF LR,

PUT HERFEURLAISRERIR S ; POST HEIRZMIURLIEINS , BRISENRE .
FEHIERITHRIN:

PUT /ObjectName HTTP/1.1
POST / HTTP/1.1

KTFPOST LEEREZSIFMER, iESEPOSTLIE.
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SR

WORM

IEXRHEEF

IERHERBSH

iHRsk

NEFBIZIRARESEFBE, ERASBIANRER— T E—RAS, HEESE
NIRz3RSkx-obs-version-idiIRENZARAS . INRFEIIZIRARESEEFY, NNIRAVRR
AKSAnull, XFEHBRART, SRIEEBIZIRERS.

MEFBHPIWORMAXZFBHI, WATLLANIREEWORM,, AT LIBIT ST Sk igx-
obs—object lock—modeﬂ]x obs-object-lock-retain-until-date?E_HEXSRIEIRTIEERT
KAVRIPRES, WRENETXLELT, BEE THREBIAWORMERE, NH LEaT
XT%!AEEJJF" ﬁHEJUAEEHu o ETTLATE HEERCE BT RFEWORMIRIF RIS .

AR

ERBRIWORMFFXAERS, ZASEIHIASIRAINGE. WORMRIPEZEFXSMRASH), B
EWORMBIIRAZZIWORMIRIF, ;SEREWORMAIMRATTIEERIFS . FI40, test.txt 001=F|
WORM{RIF . LEATBIR HERIBAXE, PRI SRR A test.txt 002, test.txt 002FHFKECE
WORM, BB4test.txt 002FAZFRIFALAEERR . HETHURA, FMEEREAS FHIIE
BT, thEiEtest.txt 002,

PUT /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
Content-Type: application/xml
Content-Length: length

Authorization: authorization

Date: date

<Optional Additional Header>

<object Content>

ZBKBRPMERSH .

ZEKREFERAHRERL, BINESRER3-3, ZEKRTLUERMIAEESL, BiRa
F5-62f7o-

(MR

OBSYIF1E BRI TEIE R EIERHT TP ERI6MEKL: Cache-Control. Expires.
Content-Encoding. Content-Disposition, Content-Type. Content-Language., 31 E{&
Objectifig B TIXLiEKL, OBSEEEIGXLWLIHANERT TR X6MEHRTLUBITIOBSHE
HAYNERXI R ITEIBAPIE CIHITIELR . FEiZObject# FEiT & HEADRIAT R, XLEARTFHVESS
SWE BRI AIHT TP iR B Fif .
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5 API

£ 5-62 iIHKEEL

HESLBR

ik

Content-MD5

1ZEERFC 1864t TR LB B AIIMDSREEFRTER,
BNTEHE{R128-bit MD5{EE21d base644RIBEEZEIRI=F
FE

AU String

f5): n581G6hfM7vql4KOvnWpog==,

x-obs-acl

BUEERISRAY, AJLANN LIS Mg BRI RIES]
REE, FRNREATENXEBRE, 8&:
private; public-read; public-read-write

ZEHY: String

REA: FRFERAZIURITRE )RS o

3f5ilx-obs-acl: public-read,

iy

x-obs-grant-read

BIENIRAT, (ERLLEEBR FATEBFEIEX
SIBRENIRITEIRAIIR -

ZEHY: String
SEf5x-obs-grant-read: id=domainID, J1RZIES
NMEF, FEEY, D8

iy

x-obs-grant-read-
acp

BUEENISRAT, (R LTIZAAR FETE P AIRE
STRACLAIBUR

A String
Sf5lx-obs-grant-read-acp: id=domainID, JNER#EIR
GLEEP, FEE,DE.

i1y

x-obs-grant-write-
acp

BIEEXIRAT, (ERALLLERNdomain TIFERFREE
XIRACLAIER -

A String
SEffx-obs-grant-write-acp: id=domainiD, f15R#EX
[2NHEP, FEBY,DE.

iy

x-obs-grant-full-
control

BUEERTSRAY, ALk domain REFERFEIE
R IRERTRITHIE . FKEDIRACL, BEXTRACLAY
PR .

ZERY: String

Sf5lx-obs-grant-full-control: id=domainID, 401545
RE2NMEF, FEEE, DE.

iy
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APl 2% ( [IfFLEbX1g; )

5 API

HESLBIR

ik

x-obs-storage-
class

BIEEITSRAT, ALAIN LSS ERTRATFEEERY,
WNRARIREIL L, NLMEHBHAEEEEEATR
RITEfEREY

A String

HBA: TRfiBEB53%h: STANDARD (FRERME ) «
WARM (iB7ZfE ) . COLD (187FE ) » EIiXEBaE
BHYEA: STANDARD. WARMHICOLD, FEA/NS
BUR

fl: x-obs-storage-class: STANDARD

x-obs-meta-*

BIEXISEAT, ATLATEHTTPIERAIIALL “x-obs-
meta-” FFELBYEESL, ARIIABEXRITEIE, L
EXNNRHITEENEE . HEPRBULREE S
X RITTEIER, IMABNBEE N THIEESERENHE
BRYLPHIT,

A String

~ffll: x-obs-meta-test: test metadata

AR BENTTHIEKey-valueXd &R RFF S US-
ASCll,

iy

x-obs-website-
redirect-location

HIIZE T Websitefie &, FJLUSIKREUXMRIRAYEK
SEMEMASZ—IURFI—IIMEIURL, OBSKIX
MEMSLIEAFEE, REEXSRAITTERES .

BiIgn, EEEERIMAS—XIR:
x-obs-website-redirect-location:/anotherPage.html
HEEMIERE—FMBURL:
x-obs-website-redirect-location:http://
www.example.com/

A String

FINE: T

g,(JEE L\Z‘;ﬁl«\i “/v . “http://” Ejz “httpS://” F%,
KEFREI2KB,

iy

x-obs-server-side-
encryption

FRIZLSRRRS IR RSSE-KMS B .
AU String

f5: x-obs-server-side-encryption: kms

Lif

SSE-
KMS
PE="
AY,

ricgs
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HERSLER fEiA i
x-obs-server-side- | SSE-KMST = MERIZKIE, Z3kigRrEEHA, W1 | &
encryption-kms- | REBFIRBREZLE,, BARANEEZRGEE
key-id . EBAEEERFE, BRIACIEFHER.

A String
ISR TR AT 2 :
1. regionID:domainID (81D):key/key_id
BE
2.key id
HrhregionIDEFERZ$AFrEregiondJID; domainID
=FRZEFERFIERID; key iId2MNEBEIER
SRIZRIZESAID
=~
1. x-obs-server-side-encryption-kms-key-id:
regiomdomainiddomainiddomainiddoma0001: key/
4f1cd4de-ab64-4807-920a-47fc42e7f0d0 s
2. x-obs-server-side-encryption-kms-key-id:
4f1cd4de-ab64-4807-920a-47fc42e7f0d0
x-obs-server-side- | SSE-CH T FIEMiZskl, ZLEEmNZERNE | &,
encryption- %o =HiE
customer- S String H
algorithm _ . . SSE-
7fl: x-obs-server-side-encryption-customer- A
algorithm: AES256 =
95 FEEFx-obs-server-side-encryption-customer- | i,
key, x-obs-server-side-encryption-customer-key- AR
MD5—itef#F .
x-obs-server-side- | SSE-CAR BRI, W GERNEHERANE | &,
encryption- H. ZEBBTIMEIIR, =HE
customer-key SR String J=2]
SSE-
f5: x-obs-server-side-encryption-customer- 5
key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/ =%
rCB20/9Cw= it
£95R 1 iZLigFH256-bithy iR idbase64-encodediS | w4
Fl, FEx-obs-server-side-encryption-customer- %,
algorithm, x-obs-server-side-encryption-customer-
key-MD5—i2{E
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HELEZR fEA =5
x-obs-server-side- | SSE-CITU NMEMIZLIS, ZLEFRRINZFERNER | B
encryption- AIMD5{E ., MD5ERTRIEZBERITIEFIRAH =1k
customer-key- =18 H
MD5 A String SSE-

_ . . Ch
f5: x-obs-server-side-encryption-customer-key- %
MD5:4XvB3tbNTN+tIEVa0/fGaQ== B,
295K iZ3k i HE5ERY128-bit MD5{ELZidbase64-
encodedf§%l, FEFx-obs-server-side-encryption- %
customer-algorithm, x-obs-server-side-encryption-
customer-key—iefEFH .
success-action- HWESHAVER—PURL, BFEEILXEKEERY | &
redirect M R fERYEE RE [ RYHBL .
o NMRNSHEBRBEIRIEMIN, MMRFZH303,
LocationsLIF ALt SEARAFRE . JWRE . R
ETagZERY -
o NMRIMSHETLR, NWOBSRHEILSEIRIER,
Locationkig Axdseitbiit, MR ASRIEERERINE,
KMIEEIRE,
A String
x-obs-expires RROURANDERRYE, BURXR, SHIZENREE | &
Bnffibg. ( \IIREIEREFIEITE )
WFEXTFEMNIRZIF LERNEE, tBIFEHE
IHETTEIEREOEN
ZKA: Integer
5 x-obs-expires:3
x-obs-object-lock- | ENAFIHITRAIWORMIEL,, BaIZiF &,
mode COMPLIANCE, Bp&##t&ED, FEFx-obs-object- =]
lock-retain-until-date—[E{EFH . X-
SR String obs-
— . obje
:5: x-obs-object-lock-mode:COMPLIANCE ct-
lock-
retai
n_
until
date
Ag &
e
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HELEZR fEA i
x-obs-object-lock- | HEXIRAVBIEITHARYELLATE], 1&XEKAUTCHTE, | &,
retain-until-date | FFSISO 8601FrE, ¥l: 2015-07-01T04:11:15Z, s

FEEFx-obs-object-lock-mode—EEHH X-
A String OE_S'
f5: x-obs-object-lock-retain-until- gt_Je
date:2015-07-01T04:11:15Z ~
lock
mod
ek
R
WA

IBXKHRITE

ZEKBRPMERBERTR, ERRAFHRIRIRAVERE

N Rz 2R

HTTP/1.1 status code
Content-Length: length
Content-Type: type

N Rz Sk

IZIERIIAGE S ERATEE L, BRiE555%3-19,
BRAHIDNGERSLZS, TR REERINZERS-63FAYER L

Z 5-63 FIHNMmALE Sk

HESLBIR

ik

x-obs-version-id

MRIRAS . MRBHIIRAREAIFE, U
SIREIRFRIRAES .
2R String

x-obs-server-side-encryption

UNRARSSIRINEERSSE-KMSH R, MR EEZk
1% .
A String

l: x-obs-server-side-encryption:kms
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HELBIR iR
x-obs-server-side-encryption- | ANRIRSFZIHINIZRSSE-KMSH L, MMM E 1%k
kms-key-id 1%, ZLHFRRERR.

A String

=X /9. regionlD:domainID (FBFID):key/
key_id
HrhregionID2ERZART/EregiondlID;
domain|D2fFEAEAFEEFAIEFID; key_id
AR INZERREAID,

fl: x-obs-server-side-encryption-kms-key-
id:region.domainiddomainiddomainiddoma000
1:key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-
customer-algorithm

WNRPRSZIHINZRESSE-CHT, NG &%k
1%, ZLEAFRRINZERNEE,

A String

l: x-obs-server-side-encryption-customer-
algorithm: AES256

x-obs-server-side-encryption-
customer-key-MD5

WNRARSIRINZRZSSE-CHT, NS EiZk
1%, ZkgFRINEERREARMDSE,
AU String

f5: x-obs-server-side-encryption-customer-
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

x-obs-storage-class

SR PIFREFETSRET, SiREISkE, ATEY
{E59: WARMEZCOLD

A String

Na Rz HEITER

ZIB KNI B HHRITER

= NETS

IZIERATREIEFHER, FIERREE8aER6-2%.

iERTA: EENR

PUT /object01 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*
Date: WED, 01 Jul 2015 04:11:15 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:gYqgplLg30dEX7GMi2qFWyjdFsyw=

Content-Length: 10240
Expect: 100-continue

[1024 Byte data content]
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MR EETR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164364C10805D385E1E3C67

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-id-2: 32AAAWJAMAABAAAQAAEAABAAAQAAEAABCTzu4)p2lquWuXsjnLyPPiT3cfGhgPoY
Date: WED, 01 Jul 2015 04:11:15 GMT

Content-Length: 0

iERRA: EENRIERZE ACL

PUT /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:13:55 GMT
x-obs-grant-read:id=52f24s3593as5730ea4f722483579ai7,id=a93fcas852f24s3596ea8366794f7224
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:gYqplLq30dEX7GMi2gFWyjdFsyw=

Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

MaRRG: EEXIRAIERTIRE ACL

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164845759E4F3B39ABEES5E

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSReVRNuasOknl+Y96iXrZA7BLUgj06Z
Date: WED, 01 Jul 2015 04:13:55 GMT

Content-Length: 0

IBRTG): WIFES R EER

PUT /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-storage-class: WARM

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/d)qj/CJIVLrSZ0gpw3ng=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

MaRIRB: FEFFEShRAR EETR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577

ETag: "d41d8cd98f00b204e9800998ecf8427¢e"

X-OBS-ID-2: GeVgfeOJHx8JZHTHrRqkPsbKdB583fYbr3RBbHT6mMMrBstReVILBZbMAALIiBYy1l
Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-version-id: AAABQ4gq2M9_cOvycq3gAAAAAVURTRkha

Content-Length: 0

iERRBI: _EEXIRITHER MD5

PUT /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:50 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/d)gj/CJIVLrSZOgpw3ng=
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Content-Length: 10
Content-MD5: 6Afx/PgtEy+bsBjKZzihnw==
Expect: 100-continue

1234567890

RG] EEXISRASHET MD5

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164B165971F91D82217D105

X-OBS-ID-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCSEKhBpS4BB3dSMNgMtuNxQDD9XvOw5h
ETag: "1072e1b96b47d7ec859710068aa70d57"

Date: WED, 01 Jul 2015 04:17:50 GMT

Content-Length: 0

BERTH: HEREE website LI FEAIREEM

SiBIRE T WebsitefitE, SAILIE LENRGHEITIUTRE, REBRAFPETFEX
KESEED

PUT /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-website-redirect-location: http://www.example.com/

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/dJqj/CJIVLrSZ0gpw3ng=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

IR : _HERIECE website SCIl FE ISR EEM

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTMxB5ufMj/7/GzP8TFwTbp33u0xhn2Z
ETag: "1072e1b96b47d7ec859710068aa70d57"

Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-version-id: AAABQ4gq2M9_cOvycq3gAAAAAVURTRkha

Content-Length: 0

iERBI: E URL REHERH LEXUSR

PUT /object02?
AccessKeyld=H4IPJXOTQTHTHEBQQCEC&Expires=1532688887&Signature=EQmDuOhaLUrzrzRNZxwS72CXeX
M%3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Content-Length: 1024

[1024 Byte data content]

p7Rfl: £ URL EHEZH EEXIR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTmMxB5ufMj/7/GzP8TFwTbp33u0xhn2Z
ETag: "1072e1b96b47d7ec859710068aa70d57"

Date: Fri, 27 Jul 2018 10:52:31 GMT

x-obs-version-id: AAABQ4gq2M9_cOvycq3gAAAAAVURTRkha

Content-Length: 0
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N — . ] Ny S 2
ERTO: HEREEFERENER
PUT /object01 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:15:07 GMT
x-obs-storage-class: WARM
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/d)qj/CJIVLrSZOgpw3ng=
Content-Length: 10240
Expect: 100-continue

[1024 Byte data content]

NaRGl: EEIEEFESERRINR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164846A2112F98BF970AA7E

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-id-2: a39EOUgAIAABAAAQAAEAABAAAQAAEAABCTPOUJU5XINYU32fvKjM/92MQZK2gtoB
Date: WED, 01 Jul 2015 04:15:07 GMT

Content-Length: 0

ERRH: CERECEXIRI WORM RIFHRHSE

PUT /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:11:15 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:gYqplLg30dEX7GMi2qFWyjdFsyw=
Content-Length: 10240

x-obs-object-lock-mode:COMPLIANCE
x-obs-object-lock-retain-until-date:2022-09-24T16:10:25Z

Expect: 100-continue

[1024 Byte data content]

RG] : CAERJECENTSRE WORM {RIFSRES

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164364C10805D385E1E3C67

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-id-2: 32AAAWJAMAABAAAQAAEAABAAAQAAEAABCTzu4)p2lquWuXsjnLyPPiT3cfGhgPoY
Date: WED, 01 Jul 2015 04:11:15 GMT

Content-Length: 0

TRENA
ERSRIBERISEREIMASEIN— SR, PTZRERERPRERNER
PR
(0 #:88

E— AP EFEINREZE—Y.

FEREAFESRANERT, NREEEIRNEESEHEENNRBENINR, BF
FEFNKSBERRIONSR,; ATHRESFETEREIETREEIRA, AR
LAfER B0 Content-MD5 2%, fEXFMERT, OBSWEI LERMRE, &3
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MIFRHITMDERREE, MNRA—HNREIHEEE . ARPERILAE EEXTRATIEEX-
obs-aclE2#, IREXIRAIPRITHIZREE

AR T AILAAPUTER EEXIRS, ERILMERPOST EEXIR .

BER LEXNRK/IEERI0, 5GB], MRFE LEEISCBIAN Y, TEBISRIR
ERDER LG,

IZIRESTHFAR S5 I INEETHRE o

5 pUT HEHXEI

EIEN

WORM

iERiHEREU

PUT L& S#uBiiEskLidi(&i®; POST HENEIERAFIRPEIHEE,

PUT LERBTEURLAIERERISA; POST LIEIRIMIURLIIBIES, ERIEENSRE.
REIBERITHEH:

PUT /ObjectName HTTP/1.1
POST / HTTP/1.1

KXFPUTLENESFAER, BSEPUTLLE.

NEFBIZIRARESEFBE, EASBNANRER—THE—BIRAS; WNREH
ZRARESEEE, WEFERBIIRRAS Snull, FHHEIGNIESkx-obs-version-
IdRENZIRAS . XTFRIZIREAIRES, SRIRERNSRARE.

WNRBAIWORMAXZHERY, WATLAANNREEWORM,, ErLlEIZEHITTRX-
obs-object-lock-mode#x-obs-object-lock-retain-until-datef£_EEITRAIERTIEEXTS
KAVRIPERES, WNRERETIXLSTE, BEE THREAWORMERRE, NFh EERY
SWREENARIAEKE . ST EEEEREDIESITIREWORMIRIFHKES

(AR

ERIWORMARFBRT, RSSBifTHSRAIIEE, WORMERIPEEFIIRRASH, &
EWORMBIIRAZZIWORMIRIF, ;SEREWORMAINRATTIEEMRIFR . FI40, test.txt 001=Z|
WORMI{RIF . LEAITBIR HERIGAE, PRI SR RAtest.txt 002, test.txt 002FHFKECE
WORM, BR4test.txt 002FiAZRIFAILAEEMR . HETHUFRA, FMEEREAS FEHIR
BId%R, thpiRtest.txt 002,

POST / HTTP/1.1

Host: bucketname.obs.region.example.com
User-Agent: browser_data

Accept: file_types

Accept-Language: Regions
Accept-Encoding: encoding
Accept-Charset: character _set

Keep-Alive: 300

Connection: keep-alive

Content-Type: multipart/form-data; boundary=9431149156168
Content-Length: length

--9431149156168
Content-Disposition: form-data; name="key"
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acl
--9431149156168
Content-Disposition: form-data; name="success_action_redirect"

success_redirect
--9431149156168
Content-Disposition: form-data; name="content-Type"

content_type
--9431149156168
Content-Disposition: form-data; name="x-obs-meta-uuid"

uuid
--9431149156168
Content-Disposition: form-data; name="x-obs-meta-tag"

metadata

--9431149156168

Content-Disposition: form-data; name="AccessKeyld"
access-key-id

--9431149156168

Content-Disposition: form-data; name="policy"
encoded_policy

--9431149156168

Content-Disposition: form-data; name="signature"
signature=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename"
Content-Type: image/jpeg

file_content

--9431149156168

Content-Disposition: form-data; name="submit"

Upload to OBS
--9431149156168--

“ﬁlu\/&
i,dﬁ ﬁuﬂlﬂ?i:ﬁﬁﬁéﬁ‘%ﬂo
IBKiHEL
IZEKRERALAHERL, BfEESNR3-3,
NRIEEIRENCORSECEE R, WEEEMARYEE LU TERS-647 .

2 5-64 FREX CORS BeEMIERIHEL

HESLBR %3 AWk
Origin ?ﬁi)%fﬁ BERIEEIEIB R Origin (@5 Joi% =

&

284 String

Access-Control- | SEFRERATLATSHIHTTPSL,, aJLAE Sk
Request-Headers | 13,

ZEHY: String

1y
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IERHBITR
ZERHBATHETRIARERAAR, RRFRIVAKS LIIHR5-65/R.

% 5-65 B KHEXRETTER

SHEW ik

=

Wi

file FERINRAR . XERSHRZIOSHRBEE,
E%’E%Xﬂ‘%ﬁﬂ"\o MRERESD—SEkeyly
KA THHFIECASEE,

HRFEM: WSHPTARE—TSH, SULS
2 BEHZHARER; —MERFRESE—

file2%4,

key BT LB R EVBRITIRETR

A String

ali

AccessKeyld FARIEIRIE R & fo&EHIACcess Key,

A String

LOREM: MNRIZEKREIFLERIES Hpolicysy,
signaturefd, MAREIELLSE,

x
ESES

%

policy ZERNLZEHREA, policytERiBE2EETN
REE L ENFRPPIEFERE TS Hpolicyt&
ZEHY: String

PRHE: Z3BucketiZ2fit 7 AccessKeyld (8 signature)
KRGS, W REELSE,

xE

S

%

signature IRYEStringToSignitEHAIEE=F1FH,
AU String

PR : ZBucketiZ2fHt T AccessKeyld(skpolicy) FEE
AT, WAREIELSE.

xE )
CES

%

token kG —ISIEER A ERIACCess Key, BRER
FIERAIRERER . tokenAIREHRS TEIRIEE
AYAccess Key, BKREZINEKRPVELZERKIE,
A String

Al

HTMLAR: <input type="text" name="token"
value="ak:signature:policy" />

iy
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SHEWR fEiA a8
x-obs-acl CUEERISRAY, AL ELBESLSEXNRAINIRE | &

HIZRRE, (FRNKEATEXNERRE, 8F:

private; public-read; public-read-write; public-

read-delivered ; public-read-write-delivered.,

ZEHY: String

=~

POLICYHr: {"acl": "public-read" },

HTMLA: <input type="text" name="acl"

value="public-read" />
x-obs-grant-read BUEEXTSRAT, ERLELEIENdomain FEFBREF | &

BN RARES R TTEHRRIIR -

A String

=~

POLICYHr: {"grant-read": "id=domainld1" },

HTMLHR: <input type="text" name="grant-

read" value="id=domainld1" />
x-obs-grant-read-acp | SIEXIRAY, FRALLFENRdomainNEFEAR | &

BIRERIRACLAIRR o

A String

I

POLICYHr: {"grant-read-acp": "id=domainid1" },

HTMLHR: <input type="text" name="grant-

read-acp" value="id=domainld1" />
x-obs-grant-write-acp | SUEEXISRAY, ERLLEFRNdomain FIFERER | &

BETRACLHIBIR

ZEHY: String

=~

POLICYH: {"grant-write-acp":

"id=domainlid1" },

HTMLHR: <input type="text" name="grant-

write-acp" value="id=domainld1" />
x-obs-grant-full- SUEENISRAT, FERLLFEENdomain FErBREF | &
control BIEWR . SRENISITEIE . IRBIRACL. BXY

SACLRIR

A String

=~

POLICYHr: {"grant-full-control™:

"id=domainld1" },

HTMLHR: <input type="text" name="grant-full-

control" value="id=domainld1" />
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SHEWR

ik

x-obs-storage-class

BUEEXISRAY, AL Lt Skigis EXTSRAVFiEZE
B, NSRRI EILSLE, MIARRIENAFIEZEEUE
AVIRAVFHESEES

A String

i5HE: TFBEZEEIE3M: STANDARD (HRERE

fi&) . WARM (iE7#fif) . COLD (1R7#fE)
X B aTECERMER: STANDARD., WARM.
COLD, FEXNEEUX,

B

POLICYHr: {"storage-class": "STANDARD" },
HTMLHR: <input type="text" name="x-obs-
storage-class" value="STANDARD" />

Cache-Control,
Content-Type,
Content-Disposition,
Content-Encoding
Expires

SN SEHEHTTPAREBESL, OBSIEXLESHIC
FTE, HEFPTHIXIHREHead Objectt, 7E
MIAziE B L PIEHIX LS,

ZERY: String

)

POLICYHR: ["starts-with", "$Content-Type",
"text/"],

HTMLHR: <input type="text" name="content-
type" value="text/plain" />

iy

success_action_redirec
t

LWSHEVER—TURL, BFEEHRIEKIEE

FRINNE A FRRYE E M ATHBAL o

o WMRISHEEINEIZIENRIN, 1WLA3H9303,
Locationskigi It SHUARESR . WREF. X
SHIETagHRY o

o MRINSHELR, NOBSRHELLSEAIE
FB, Locationskigimsdsitbiit, N ABIRYEER
ERRTHEREMIEFIR[E] .

A String

il

POLICYHA: {"success_action_redirect": "http://

123458.com"},

HTMLHR: <input type="text"

name="success_action_redirect" value="http://
123458.com" />

iy
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SHEBMW A =28
x-obs-meta-* CIEXIRAET, AILAEHTTPIERFION “x-obs- S

meta-" ;HESLekLL “x-obs-meta-" FFLASEHE
3L, ARIMABEXBITTEE, LENISRHITE
EXEE, HAPRKEUIRSEGILITRITEIRE
BY, MIAMBENTTHIESSTREIEEEESL
I,
ZEHY: String
A
POLICYHR: {" x-obs-meta-test ": " test
metadata " },
HTMLHR: <input type="text" name=" x-obs-
meta-test " value=" test metadata " />
success_action_status | IXPMSEISEMINIEMNAVKESRS, RIFRENER | &
200, 201, 204,
o MMRINSHIERIRTE /200,204, OBSHINH
BrhbodyhZs,
o MRINSHEWIRTE 201, NOBSIILIEZAH
BE— XML SR RIS KAIm R o
o HIEKAIEFTIHSHSETHAT, OBSIIL,
39204,
A String
~f:
POLICYH: ["starts-with",
"$success_action_status", ""],
HTMLHR: <input type="text"
name="success_action_status" value="200" />
x-obs-website- LR E T WebsiteficE, aJLUSREBUXNMNAIRY | &
redirect-location BEREEQEBAS — IR —MIMEBEIURL,
OBSEXAMMEMN LI AHENT, (REEXNRAVTTEIR
HINME: T
g"JEE LZ\ZﬁL\,L u/v . “http://” E}Z “httpS://” F
L, KEAEIZ2K,
x-obs-server-side- FERIZEFRRIRS IR I RESSE-KMSH - Bo
encryption SR String HiE
— /- . . =<1
M5l x-obs-server-side-encryption: kms SSE-
KMS
Bk
A,
%,
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SHEWR fEiA a8
x-obs-server-side- SSE-KMSH R MEMIZLE, ZkEFzREEHR, |&
encryption-kms-key- | SIRAFREREZLE, BBARANERFGR
id WIEA . ERAEEIAAREFE, BEOACIEHE

.

ZEHY: String

SRS o S EN: S Y Y v

1. regionID:domainID (fE1D):key/key_id

BE

2.key_id

HrfregionIDEfERZHATEregionddID;

domainID2EAZEFTEAFRIFEFID; key_id

ENEREIERS CIZRIZERID,

=~

1. x-obs-server-side-encryption-kms-key-id:

regiorrdomainiddomainiddomainiddoma0001:ke

y/4f1cd4de-ab64-4807-920a-47fc42e7f0d0 sZ&

2. x-obs-server-side-encryption-kms-key-id:

4f1cd4de-ab64-4807-920a-47fc42e7f0d0
x-obs-server-side- SSE-CIH I MERIZSLE, iZSkigFRrNEERN | &o
encryption-customer- | &%, =1k
algorithm SR String A

SSE-

3l x-obs-server-side-encryption-customer- Cr5

algorithm: AES256 =

295k : FEEFx-obs-server-side-encryption- A,

customer-key, x-obs-server-side-encryption- A

customer-key-MD5—#e{EFH . i
x-obs-server-side- SSE-CIH I MERZSLE, iZSkgFRrNEERN | &o
encryption-customer- | 58, ZEHRATINEIIR =fE
key 258Y: String }SEH;E

f5: x-obs-server-side-encryption-customer- C7‘3‘_

key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/ =

rCB20/9Cw= it

2958 i%=LigH256-bitfIER5AZid base64- A

encodedf5%, FEFx-obs-server-side- %,

encryption-customer-algorithm, x-obs-server-

side-encryption-customer-key-MD5—3#2fEF .
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SHEW fEA =a
x-obs-server-side- SSE-CIH R MEAIZK, iZgRRINZEERR | &
encryption-customer- | Z$ARIMD5{E . MD5ERTFIRIEZAERISIER | LfE
key-MD5 B R

A String E;_E'
f5: x-obs-server-side-encryption-customer- %
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ== o}
TR 1ZL i ZEARY128-bit MD5{ERiSbase64- |
encodedi5%l, EZEHIx-obs-server-side- %,
encryption-customer-algorithm, x-obs-server-
side-encryption-customer-key—i2{$Fg
x-obs-expires TR HARTE), BURR. SHZENRS | &
wWEHER. (MNREEELRETEFRITE )
A Integer
M5 x-obs-expires:3
x-obs-object-lock- ENAFHIIRAWORMET, BalsiF 7,
mode COMPLIANCE, BNE#MIEL, FEFx-obs- S
object-lock-retain-until-date—[E){$HMA ., X-
#AY: String OE?"
f5: x-obs-object-lock-mode:COMPLIANCE ?_Jec
lock-
retai
n_
until
-date
P2
™o
x-obs-object-lock- X SRAVBIEIT BRRYE LERTE), 18XEKRAUTCHY | &,
retain-until-date i8], FEFSI1S0 8601tRE, uN: b2
2015-07-01T04:11:15Z, FEFIx-obs-object- X-
lock-mode—[El{EMA ., obs-
AU String ?bJeC
1 x-obs-object-lock-retain-until- lock-
date:2015-07-01T04:11:15Z mod
efid
o
N RE S
HTTP/1.1 status code
Content-Type: application/xml
Location: location
Date: date
ETag: etag
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NaRzHER Sk

IZIERIIINGE B ERAFEEL, BIAE5E%R3-19,
BRAHMNERLZS), A RefERNRS-66hAYHEE k.

7 5-66 [IINNEALER K

HELBZFR R
x-obs-version-id SRR AS . WRBIZBIRARSHFE, U

SIRERIRABRSS . MNRBRIZSIRIIREE
=, NZiRENuUll,

A String
Access-Control-Allow-Origin LIFIZE T CORSELE, MNRIERAIOrigini# EiR
FimAYCORSELE,, MMM HFEEIX4Origin.
A String

Access-Control-Allow-Headers | @& & 7Y CORSECE , 1R 1EKAIheadersiFE
IR ixAYCORSELE , MENAFEEXN

headers,
A String

Access-Control-Max-Age LiHIRE TCORSELE, ARSZIHCORSE EHHY
MaxAgeSeconds .

A Integer

Access-Control-Allow-Methods | H#EIRE ¥ CORSELE, WNRiIEKAYACCess-
Control-Request-Method;# EIRSixAICORSHT
B, NEmAHPEExXEruledbfMethods.,

ZEHY: String
B%E: GET. PUT. HEAD. POST . DELETE

Access-Control-Expose- LiBISE TCORSERE, ARSZIHCORSELEHHY
Headers ExposeHeader,

ZEHY: String

x-obs-server-side-encryption WMRIRSB IR RSSE-KMSH =, NN E1Zk
1%

A String

fl: x-obs-server-side-encryption: kms
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HELBIR iR
x-obs-server-side-encryption- | Y1RIRFBIHINZZESSE-KMSHR,, IMNEEZk
kms-key-id o, =L FRRERHR.

A String

¥=XA: regionlD:domainID (FEFID):key/
key_id
Hrhregion| D2 {FER%BFf/EregionddID;
domainID2{ERZSEFTEEFIIFEFID; key_id
EARINZ(ERRIZEAID

fl: x-obs-server-side-encryption-kms-key-
id:
regiorrdomainiddomainiddomainiddoma0001:k
ey/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-
customer-algorithm

YNRARSSIRANEEESSE-CII =, MARIE &k,
ZERAINEFERNEE

A String

7f: x-obs-server-side-encryption-customer-
algorithm: AES256

x-obs-server-side-encryption-
customer-key-MD5

YNRARSS IR R SSE-CIHEL, MREEIZL,
1z RN ERRYEBRIMDSE,

ZEHY: String

f5l: x-obs-server-side-encryption-customer-
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

N Rz B BTt EE

ZIEKINIRGE SRR HETTER,

HERIAER

TAFIRIEIR, PTEEIRELESERE-2F,

BERTA: i@ POST L&

POST / HTTP/1.1
Date: WED, 01 Jul 2015 04:15:23 GMT

Host: examplebucket.obs.region.example.com
Content-Type: multipart/form-data; boundary=7db143f50da2

Content-Length: 2424
Origin: www.example.com

Access-Control-Request-Headers:acc_header_1

--7db143f50da2

Content-Disposition: form-data; name="key"

object01
--7db143f50da2

Content-Disposition: form-data; name="acl"

public-read
--7db143f50da2
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Content-Disposition: form-data; name="content-type"

text/plain
--7db143f50da2
Content-Disposition: form-data; name="expires"

WED, 01 Jul 2015 04:16:15 GMT
--7db143f50da2
Content-Disposition: form-data; name="AccessKeyld"

14RZT432N80TGDF2Y2G2
--7db143f50da2
Content-Disposition: form-data; name="policy"

ewOKICAiZXhaaXJhdGlvbil6IClyMDE1LTA3LTAXVDEyOjAWOjAWLjAWMFoiLAOKICAiY29uZGl0aW9ucyl61FsNCiA
glCB7ImJ1Y2tldCI61CIleGThcGxlYnVja2VOIiBOLAOKICAGIHsiYWNsljogInB1YmxpYy1yZWFkIiBOLAOKICAgIHSiRX
haaXllcyl61CIXMDAwIiBOLAOKICAgIFsiZXEiLCAi)GtleSIsICIvYmplY3QwMSJdLAOKICAgIFsic3RhcnRzLXdpdGgilLC
AIJENvbnRIbnQtVHIWZSIsICJ0ZXhOLyJdLAOKICBdDQp9DQo=

--7db143f50da2

Content-Disposition: form-data; name="signature"

Vk6rwOONQgO9BLhvNSIYWSITRQ+k=
--7db143f50da2
Content-Disposition: form-data; name="x-obs-persistent-headers"

test:dmFsdWUx
--7db143f50da2
Content-Disposition: form-data; name="x-obs-grant-read"

id=52f2453593as5730ea4f722483579xxx
--7db143f50da2
Content-Disposition: form-data; name="x-obs-server-side-encryption"

kms
--7db143f50da2
Content-Disposition: form-data; name="x-obs-website-redirect-location"

http://www.example.com/

--7db143f50da2

Content-Disposition: form-data; name="file"; filename="C:\Testtools\UpLoadFiles\object\1024Bytes.txt"
Content-Type: text/plain

01234567890
--7db143f50da2
Content-Disposition: form-data; name="submit"

Upload
--7db143f50da2--

MRz~ fl: i@ POST L&

Bl Ecorsi5, MMNEEEAccess-Control-*BI(SE

HTTP/1.1 204 No Content

x-obs-request-id: 90E2BA00C26C00000133B442A90063FD
x-obs-id-2: OTBFMkJBMDBDMjZDMDAwWMDAXxMzNCNDQyQTkwMDYzRkRBQUFBQUFBQWIJiYmJiYmJi
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET,HEAD,PUT
Access-Control-Allow-Headers: acc_header_01
Access-Control-Max-Age: 100

Access-Control-Expose-Headers: exp_header_01

Content-Type: text/xml

Location: http://examplebucket.obs.region.example.com/object01
Date: WED, 01 Jul 2015 04:15:23 GMT

ETag: "ab7abb0da4bca5323ab6119bb5dcd296"
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BRI B x-obs-acl SLisiHISEFERR

Hx-obs-aclSLEFF IS EFMEER, EEmkE, HEHNR

4mA8E1, policylIAE I

{
"expiration":"2018-07-17T04:54:35Z",
"conditions":[
{
"content-type":"text/plain"
h
{
"x-obs-storage-class":"WARM"
h
{
"success_action_redirect":"http://www.example.com"
h
{
"x-obs-acl":"public-read"
h
[
"starts-with",
"$bucket",
1
[
"starts-with",
"$key",
1
1
}
=R

POST / HTTP/1.1

Host: examplebucket.obs.region.example.com
Accept-Encoding: identity

Content-Length: 947

Content-Type: multipart/form-data; boundary=9431149156168
User-Agent: OBS/Test

--9431149156168
Content-Disposition: form-data; name="x-obs-acl"

public-read
--9431149156168
Content-Disposition: form-data; name="AccessKeyld"

H41PJXOTQTHTHEBQQCEC
--9431149156168
Content-Disposition: form-data; name="key"

my-obs-object-key-demo
--9431149156168
Content-Disposition: form-data; name="signature"

WNwv8P1ZiWdqPQgjXeLmAfzPDAI=
--9431149156168
Content-Disposition: form-data; name="policy"

eylleHBpcmF0aW9uljoiMjAxOCOWNyO0xN1QwODozNDoyM10iLCAiY29uZGl0aW9ucyl6W3siY29udGVudC10eX
BlljoidGV4dCOwbGFpbiJ9LHsieC1vYnMtYWNsljoicHVibGLLXJlYWQifSxbInNOYXJOcy13aXRoliwgliRidWNrZXQiL
CAillosWyJzdGFydHMtd2l0aClsIClka2V5liwgliJdXX0=

--9431149156168

Content-Disposition: form-data; name="content-type"

text/plain
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--9431149156168
Content-Disposition: form-data; name="file"; filename="myfile"
Content-Type: text/plain

c2c6cd0f-898e-11e8-aab6-e567c91fb541
52b8e8a0-8481-4696-96f3-910635215a78

--9431149156168--

Iz~ : & x-obs-acl sLiFFHIEEFEEEY

HTTP/1.1 204 No Content

Server: OBS

Location: http://examplebucket.obs.region.example.com/my-obs-object-key-demo

ETag: "17a83fc8d431273405bd266114b7e034"

x-obs-request-id: 5SDEB00000164A728A7C7F4E032214CFA

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCSWj2PcBEOYcoLHUDO7GSj+rVByzjflA
Date: Tue, 17 Jul 2018 07:33:36 GMT

BR2BI: {FH token HITEN

POST / HTTP/1.1

Content-Type:multipart/form-data; boundary=9431149156168
Content-Length: 634

Host: examplebucket.obs.region.example.com

--9431149156168
Content-Disposition: form-data; name="key"
obj01

--9431149156168
Content-Disposition: form-data; name="token"
UDSIAMSTUBTEST002538:XsVcTzR2/

A2840E4VH9qPndGcuE=:eyljb25kaXRpb25zljogW3siYnVja2VO0ljogInRlc3QzMDAzMDU4NzE2Njl20DkzNjcuMT
lifSwgey)Db250ZW50LVR5cGUiIOiAiYXBwWbGLjYXRpb24veG1sIn0sIFsiZXEiLCAi)GtleSIsIC)vYmoudHhOIL1dLCAiZ

XhwaXJhdGlvbil6IClyMDIyLTA5LTA5VDEyOjA50jI3WiJ9

--9431149156168

Content-Disposition: form-data; name="file"; filename="myfile"
Content-Type: text/plain

01234567890

--9431149156168--
Content-Disposition: form-data; name="submit"
Upload to OBS

aRz7~fl: fER token FHIT=EN

HTTP/1.1 204 No Content

Server: OBS

Location: http://examplebucket.obs.region.example.com/my-obs-object-key-demo
ETag: "7eda50a430fed940023acb9c4c6a2fff"

x-obs-request-id: 000001832010443D80F30B649B969C47

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCTjOyO9KJd5In+i9pzTgCDVG9vMnk70/

Date: Fri,09Sep 2022 02: 24:40 GMT

iERA: IREXNRE RN

POST / HTTP/1.1

Date: WED, 01 Jul 2015 04:15:23 GMT

Host: examplebucket.obs.region.example.com

Content-Type: multipart/form-data; boundary=148828969260233905620870
Content-Length: 1639

Origin: www.example.com

Access-Control-Request-Headers:acc_header_1

--148828969260233905620870
Content-Disposition: form-data; name="key"
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object01
--148828969260233905620870
Content-Disposition: form-data; name="AwsAccessKeyld"

55445349414d5354554254455354303030303033
--148828969260233905620870
Content-Disposition: form-data; name="signature"

396246666f6f42793872792f7a3958524f6c44334e4e69763950553d--7db143f50da2
--148828969260233905620870
Content-Disposition: form-data; name="policy"

65794a6c65484270636d463061573975496a6f694d6a41794d7930774€6930784e565178...
--148828969260233905620870
Content-Disposition: form-data; name="x-obs-expires"

4
--148828969260233905620870

Content-Disposition: form-data; name="file"; filename="test.txt"
Content-Type: text/plain

01234567890
--148828969260233905620870
Content-Disposition: form-data; name="submit"

Upload
--148828969260233905620870--

ARG IREXISRITHARS 6]

HTTP/1.1 204 No Content

Server: OBS

Date: Thu, 15 Jun 2023 12:39:03 GMT

Connection: keep-alive

Location: http://examplebucket.obs.region.example.com/my-obs-object-key-demo
x-obs-expiration: expiry-date="Tue, 20 Jun 2023 00:00:00 GMT"

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-request-id: 00000188BF11049553064911000FC30D

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCSwWj2PcBEOYcoLHUDO7GSj+rVByzjflA
x-forward-status: 0x40020000000001

x-dae-api-type: REST.POST.OBJECT

IERTHI: BN
TRRER IR AR ZED 79200

POST /srcbucket HTTP/1.1

User-Agent: PostmanRuntime/7.26.8

Accept: */*

Postman-Token: 667dcc44-1c48-41ba-9e41-9f87d8975089

Host: obs.region.example.com

Accept-Encoding: gzip, deflate, br

Connection: keep-alive

Content-Type: multipart/form-data; boundary= 285613759795901770404350
Content-Length: 1134

285613759795901770404350
Content-Disposition: form-data; name="key"

obj
285613759795901770404350
Content-Disposition: form-data; name="AwsAccessKeyld"

XXXXXXXXXXXXXXX000003
285613759795901770404350
Content-Disposition: form-data; name="signature"
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9rc4bVhDPQ7eHtw17hWtYxLnBWU=
285613759795901770404350
Content-Disposition: form-data; name="policy"

eylleHBpcmF0aW9uljoiMjAyMyOwNiOXNVQxNDoxMTozNFoiLCAiY29uZGl0aW9ucyl6W3siYnVja2V0ljoic3)jYnV
ja2VOMIiJ9LHSsic3VjY2Vzc19hY3Rpb25fc3RhdHVzljoiMjAwInOseyljb250ZW50LXR5cGUIOiIJ0ZXhOL3BsYWIuln0s
eyJrzXkiOilzMzMifSxdfQ==

285613759795901770404350

Content-Disposition: form-data; name="success_action_status"

200

285613759795901770404350
Content-Disposition: form-data; name="file"; filename="test.txt"
Content-Type: text/plain

285613759795901770404350
Content-Disposition: form-data; name="submit"

Upload to OBS
285613759795901770404350--

MaRRGl: IR
IRERIHIBRATIAZFE9200, IEREES

HTTP/1.1 200 OK

Server: OBS

Date: Thu, 15 Jun 2023 13:12:51 GMT

Content-Length: 0

Connection: keep-alive

Location: http://obs.region.example.com/srcbucket/obj
ETag: "d41d8cd98f00b204e9800998ecf8427e"
x-obs-request-id: 00000188BF2FF55F5306426E000FE366
x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCScDjcXgZ70MYSVnZnk4+HrCIVWLVPTI
x-forward-status: 0x40020000000001

x-dae-api-type: REST.POST.OBJECT

IERRG: CEREEXNRK WORM RIFHRHSE

POST /srcbucket HTTP/1.1

User-Agent: PostmanRuntime/7.26.8

Accept: */*

Postman-Token: 4c2f4c7e-2e0b-46c0-b1a7-4a5da560b6a

Host: obs.region.example.com

Accept-Encoding: gzip, deflate, br

Connection: keep-alive

Content-Type: multipart/form-data; boundary= 940435396775653808840608
Content-Length: 1409

940435396775653808840608
Content-Disposition: form-data; name="key"

obj
940435396775653808840608
Content-Disposition: form-data; name="AwsAccessKeyld"

XXXXXXXXXXXXXXX000003
940435396775653808840608
Content-Disposition: form-data; name="signature"

X/7QiyMYUvxUWKOR5fToeTcgMMU=
940435396775653808840608
Content-Disposition: form-data; name="policy"

eyJleHBpcmF0aW9uljoiMjAyMyOwNiOXNVQXNDoyMjo1MVoiLCAIY29uZGl0aW9ucyl6W3sieCTvYnMtb2JgZW
NOLWxvY2stemVOYWIuLXVudGlsLWRhdGUiOiJUaHUsIDIwIEp1biAyMDIzIDEzOjEyOjUXIEANVCI9LHsieCTvYn
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Mtb2JgZWNOLWxvY2stbW9kZSI6IkNPTVBMSUFOQOUIfSx7ImJ1Y2tldCI6InNyY2)1Y2tldDIifSx7ImNvbnRIbnQt
dHIwZSI6InRleHQvcGxhaW4ifSx7ImtleSI6ljMzMyJILF19

940435396775653808840608

Content-Disposition: form-data; name="x-obs-object-lock-mode"

COMPLIANCE
940435396775653808840608
Content-Disposition: form-data; name="x-obs-object-lock-retain-until-date"

Thu, 20 Jun 2023 13:12:51 GMT

940435396775653808840608
Content-Disposition: form-data; name="file"; filename="test.txt"
Content-Type: text/plain

940435396775653808840608
Content-Disposition: form-data; name="submit"

Upload to OBS
940435396775653808840608--

ARG 3TRE WORM {RIFERES

HTTP/1.1 204 No Content

Server: OBS

Date: Thu, 15 Jun 2023 13:24:03 GMT

Connection: keep-alive

Location: http://obs.region.example.com/srcbucket/obj

ETag: "d41d8cd98f00b204e9800998ecf8427¢"

x-obs-request-id: 00000188BF3A36EE5306427D000FEEOA

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCS/5pj0pOhAQcDVI3B6ESY167zy4eAQvV
x-forward-status: 0x40020000000001

x-dae-api-type: REST.POST.OBJECT

5.4.3 EFxdz

SHI33%R ( Copy Object ) 4FIEFARFIOBS L EEFERINREIE—EIAR.
HHITERRIRIEIERS, BIRREBIASHIEXNRAOTEE; AR EAILUSERYSR
TR E IR N ARIRIERPATERITTENE . FEERNRASEHIRENRIIACLE
2, BRI RAIACLZprivate, FFPAILUERIREACLANREROREINREN
XFSRAIACL,
EHMRIRENBERFEBL LTS TE NNERIINRER, TeeEmHEXLRE,
IZIRESZAFIRSS Im AN INRE
= ﬁ;g KK/IEEIR[0, 5GB], MNRFEXRA/NBIISGB, ReefFRRIENERINEEE AL
53\5(‘ o

() #8e

SR RAER AR UREHTTPIRE g FpTstatus_codesRFIMMERZARMT, KigiH
status_codeiR[E]20003 R RARS iR ELWENER, BFHAESFINRIER, SHREMINEHE
MRGERAIbodyH, RBEbodytkhBETagin&EA R, BNRREFILK .

ZhRA

ZIANBRT, x-obs-copy-sourcetriREHREITRAVEFTIRA . UNRIEXTFKAVERFThRA
=ERFRS, MEIAIZIIREMIR . ESFHEERARITSR, ATLATEX-0bs-copy-

sourceidsKig B2 sLrhigrsversionld&%],
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WORM

RIFHENSR

IERHEED

IEXRHESH

IERSEISES

MR BRI RIENZIRARESEFE, EFRABRERERE—IRRAS (iR
KEEBENRIMRASARE ) , HESEIILNIRLxX-0bs-version-idiR[EIZARAS . 40
REFURABHIZSIRARSEEEN, UBRESRARAS Inull,

A

ERSEAESHRANER T, GEXRobject ASHIHBIRIRobject_B, MIRES
HIIREZRIXIRobject_BEZFE, EFIRIERITZEEIIRobject BNISHEFHEHIXT
Sobject BB, SHIKINGE, Ree FHEIFAIXIRobject B, EXIRobject_BIEEK
bR . EtAEERcopyEORTIBHERBITIRAMFAESEELMNE, EEEcopySEH

HIERMPR . EFTERIRERobject ATAEAE(

MEBHPIWORMFRZFBHI, WATLLANIREEEWORM,, AT LIEIT &R S igx-
obs-object-lock-mode#[Ix-obs-object-lock-retain-until-datefFE 2 $IXt S A EIATE EXT
RAVRIPRES, MRERE XL, (BEE THRKRIEIAWORMEERE, MEHIRIXS
KB AROARE . SR LAESHIEEEHEITREWORMIRIFHES .

AR

EEHXIRAET, FERNERNRSENRAWORMRIFRSHEEMY, SFNFAESHIRETR
gWORMﬁ?F%?rSQ EEBIZEME, MEMRIWORMREH TR B ASINIEZAIB IR

IRFEHNREBLEFMENR, FEFMTENRAVKENRS, AEIFENRAETEKRSIR
TS, ZFREEFINI. FYRKIKENEEEKRE, SEFIEXW, &[OEIR403

Forbidden., FE#IAN:
ErrorCode: InvalidObjectState

ErrorMessage: Operation is not valid for the source object's storage class

PUT /destinationObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
x-obs-copy-source: /sourceBucket/sourceObject
x-obs-metadata-directive: metadata_directive
x-obs-copy-source-if-match: etag
x-obs-copy-source-if-none-match: etag
x-obs-copy-source-if-unmodified-since: time_stamp
x-obs-copy-source-if-modified-since: time_stamp
Authorization: signature

Date: date

IZEKEEPNMEREESH.

ZHRHLASHINRGE BB EEHIRIER, BIfR3-3FR.
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& 5-67 EKEEL
HELEZR A =a
W%
x-obs-acl SHIRSRAT, TN EGEESLEETIRAIBIREFIE | &
B&, {EFERYSRERATRE XHE RS, B private;
public-read; public-read-write,
7Y String
7f5: x-obs-acl: acl
x-obs-grant-read | BUEEXIZRAY, ERLLFENdomain FEIBREFBIE | &
X RFNFRENIT R ITEHERI R
A String
x-obs-grant-read- | BIENISRAY, FRALLFENdomain TEIBAFER | &
acp BT S ACLAIAR o
A String
x-obs-grant- SIENIRAY, FEALLEFENdomain A BEFREE | &
write-acp XFZRACLAIINPR .
A String
x-obs-grant-full- | SUEEXIZRAT, ERLLFENdomainFEFERFREIE | &
control R SREGTRITEIE . IRETRACL. BXFRACLRY
*yI}EO
ZERY: String
x-obs-copy- FREEEHINSRIEFIERZLURENRE . JEY | 2
source KEFESMRART, BidversionldSEFEERAENT
Ko
ZERY: String
2R PNFHFS5%, FEHITURLEncode
7f5l: x-obs-copy-source: /source_bucket/
sourceObject
x-obs-metadata- | WWSHARIEEHNRITEIRRNENRFET, & | &
directive ERERPRITTEIEES,
A String
BWEYE: COPYBLREPLACE,
ZRINE: COPY,
~: x-obs-metadata-directive: metadata_directive
REM: RIS HAWEARCOPYIKLREPLACE, T
OBSIZEMR[EI400551R; UNIRFAFHITETTEIERIE
(ESRSBRISER ) , WikSHReER
REPLACE, BNIERIEATIIEK, RSSimIMN
400, WSHASEASINEZRIXT R E LR IRINZEITR
(EXNREBrI%ERE ) . MRAFFERLSHEN
RIS, RGFIR[E400,
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1)

x-obs-copy-
source-if-match

RBESFEMNREtag SIS HIEERERER 7 HITE
FIRTRIRIE, BURE412 (FIEEERER) -
ZERY: String

f5l: x-obs-copy-source-if-match: etag

£9REM: I B¥ AT 5x-obs-copy-source-if-
unmodified-since—ifefEMA, (EFRESHERHEHZ
H—EelER.

x-obs-copy-
source-if-none-
match

RESEMREtag SIS HIEEREREEM ZEH1T
SHINRIE, FURES12 (BIERETHE) -
ZERY: String

f5l: x-obs-copy-source-if-none-match: etag
AREM: WS AETSx-obs-copy-source-if-modified-
since—iEfFF, EREESHERHEHSH—IE(F
F.

iy

x-0bs-copy-
source-if-
unmodified-since

RAESFENRENSHIEENNBZ FEREESII 7 iH
TEFNSIRE, BUIREILN2 (FIEREHRHE )
It S H(A] 5x-obs-copy-source-if-match—it2{ER, 18
TR SHeESMERSH—RER.

ZERY: String

Bt fF&http://www.ietf.org/rfc/rfc2616.txtHERS
XEIHTTPESEIZERTER .

1. EEE, dd MMM yyyy HH:mm:ss z

2. EEEE, dd-MMM-yy HH:mm:ss z

3. EEE MMM dd HH:mm:ss yyyy

X 7451 :

1. x-obs-copy-source-if-unmodified-since: Sun, 06
Nov 1994 08:49:37 GMT

2. x-obs-copy-source-if-unmodified-since: Sunday,
06-Nov-94 08:49:37 GMT

3. x-obs-copy-source-if-unmodified-since: Sun Nov 6
08:49:37 1994

HREM: WWSHISERIRIEAREIR T S RIRIBRSS 23RS
8 (GMTEiE ) , BUSHAER.

iy
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HERSLER )% =a
x-obs-copy- REARNRELSHIEENNBZEESIAHTE | &
source-if- FIRTSRIRIE, BNIRE412 (FIBRERHEE) , ks
modified-since #A] 5x-obs-copy-source-if-none-match—if2{FF, {8

TeeEHERMMEFSH—RER
ZERY: String
U F&http://www.ietf.org/rfc/rfc2616.txtHERS
AIHTTPRYEIF R
1. EEE, dd MMM yyyy HH:mm:ss z
2. EEEE, dd-MMM-yy HH:mm:ss z
3. EEE MMM dd HH:mm:ss yyyy
X751 :
1. x-obs-copy-source-if-unmodified-since: Sun, 06
Nov 1994 08:49:37 GMT
2. x-obs-copy-source-if-unmodified-since: Sunday,
06-Nov-94 08:49:37 GMT
3. x-obs-copy-source-if-unmodified-since: Sun Nov 6
08:49:37 1994
WRFEM: S HIEERIY A e T HRIRYARSS 28T
18 (GMTESE ) , BUSHAER.
x-obs-storage- SHISRAY, AL LSS E BRIRTRAVFESE &
class B, WIRFIRELLE, NEABBIXRETERENEOAT
TESEBUEDIIRAVIFMEZEE,
A String
5B fFMEEEIE3F: STANDARD (HREERFlE )
WARM (i@#Ff#& ) . COLD (i27FfE) . HILXERIED
ERYER: STANDARD. WARM, COLD, FEANE
Bk
f5: x-obs-storage-class: STANDARD
x-obs-website- IR E S Websitefic &, AJLUSIREUXIMYIRIVER | &
redirect-location | BEEMMEMEASZ— PRI —IMIMEFEIURL, OBSIGIX
MEMKIZHEE, REENRITEESF
ZEAY: String
AINME: T
é,ggi %‘Zﬁu «/” . « http//” ﬁ « https://” ;:FSAL’
KEARBI2K,
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API 2% ([Un#LibXig; ) 5 API
HERSLER )% =a
x-obs-server-side- | EFZLNFRTRIRS IR RSSE-KMSHH . BIFAIR | &Bo
encryption {EFSSE-KMSA I, HfE

ZERY: String E@E
f5l: x-obs-server-side-encryption: kms KM;
B
A,
1%
x-obs-server-side- | SSE-KMSH I MEMRIZLE, 1ZLEFRTMNZBIFTIR | &
encryption-kms- | ERRIEEH, WRAFRERMHIZLE, BBARIAY
key-id TR EWER . ERAEEBAFE, BAALE
FHER
ZERY: String
XSRS ICRYER D = :
1. regionID:domainID (f21D):key/key_id
E
2.key_id
Hrregionl D2 EF/EregionfYID; domainID
=FAZEREEFIIFERID; key id2MNEZAETEMR
SRIZERIZEAID
N
1. x-obs-server-side-encryption-kms-key-id:
region.domainiddomainiddomainiddoma0001:key/
4f1cd4de-ab64-4807-920a-47fc42e7f0d0 z&
2. x-obs-server-side-encryption-kms-key-id:
4f1cd4de-ab64-4807-920a-47fc42e7f0d0
x-obs-server-side- | SSE-CHI{ MERIZLE, ZLBFRRIMZEIRIRE | &
encryption- &, =HiE
customer- AU String B
algorithm _ . . SSE-
M3: x-obs-server-side-encryption-customer- CcH
algorithm: AES256 =
#4958 FEEFx-obs-server-side-encryption-customer- | A7,
key, x-obs-server-side-encryption-customer-key- wh
MD5—2{ER riogs
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MRFMEIRSS

API &% (FIfrLELXi ) 5 API
HERSLER )% =a
x-obs-server-side- | SSE-CHI MERIZLE, ZFFRRMZEBIRGRE | B,
encryption- Br#ER . HfE
customer-key AU String H

SSE-
f5l: x-obs-server-side-encryption-customer- cH
key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/ =
rCB20o/9Cw= o)
295K 1Z3LiEH256-bithIEE{HZ I base64-encodediS | w4
B, FEZEFx-obs-server-side-encryption-customer- ¥
algorithm, x-obs-server-side-encryption-customer-
key-MD5—#2fE

x-obs-server-side- | SSE-CHIU MERIZLE, ZLBERFIMZEIRIRE | &
encryption- FIRYZSBRIMDS{E .. MDSERFIIERSRERERES | SfF
customer-key- RBHE. B

MD> A: String SSE-

C
f5l: x-obs-server-side-encryption-customer-key- Egj_
MD5:4XvB3tbNTN+tIEVa0/fGaQ== i}
£95R iz EREEEARY128-bit MD5{ELR IS base64- DA
encodedf5%l, FEZEFx-obs-server-side-encryption- %,
customer-algorithm, x-obs-server-side-encryption-
customer-key—e{FH .

x-obs-copy- SSE-CH I MERIZLE, 1Z LB FRREZFENRER | &,
source-server- N&Ex, el
side-encryption- | semi: String IR
customer- — . , . IR
algorithm 5 x-obs-copy-source-server-5|de-encrypt|on- (&
customer-algorithm: AES256 SSE-
295 FEEFx-obs-copy-source-server-side- ChH
encryption-customer-key, x-obs-copy-source-server- | I,
side-encryption-customer-key-MD5—#2{E A,

%,

x-obs-copy- SSE-CAHIU MERIZELE, ZkigFzFERENRER | &,

source-server- AOESA o el

side-encryption- | semy. strin R

customer-key = g . . PUEA
f5l: x-obs-copy-source-server-side-encryption- (EF
customer-key: SSE-
K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB2o/ 5
9Cw= ft
29581 Zki 256 bithyEE$HLE I base64-encodediS | AT,
F|, FEFx-obs-copy-source-server-side-encryption- | @
customer-algorithm, x-obs-copy-source-server-side- | i%,
encryption-customer-key-MD5—#2{#F .
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APl &% (fafpiLibXi ) 5 API
HELEZR fiik =8
WhiE
x-obs-copy- SSE-CHE XU MERIZLE, ZLigRrEERENRER | &o
source-server- HZ$ERIMDS(E ., MDSERTFIRIEZBEREREFSE | HiE
side-encryption- | BHsE, Wiz
customer-key- SR Sty IR
MD5 S String ) . fe
f5l: x-obs-copy-source-server-side-encryption- SSE-
customer-key-MD5:4XvB3tbNTN+tIEVa0/fGaQ== cH
295 1zt FR=E$ERY128-bit MD5{ELRiIbase64- =
encodedf5%l, FEZE#Fx-obs-copy-source-server-side- | By,
encryption-customer-algorithm, x-obs-copy-source- | &
server-side-encryption-customer-key—it2 (& . %,
success_action_re | LEBHAUER—URL, BFIEEILORBERRIERTT | &
direct Nz fERYEE RE [mAYHbiL .
o MRUSHEFHEIRIEMII, MDAFES/I303,
LocationskiF ALt SELARESR . JWRE . XIRH
ETagZB5Y .
o WRIMSHIETW, WOBSRREUSEAIER,
Locationskig axggeitbiit, NariABRIERIERTINTL
KMIEEIRE,
A String
x-obs-object- BNVAFHEIRIWORMES,, BaifNsZiF &,
lock-mode COMPLIANCE, BP&#tED, FEF0x-obs-object- s
lock-retain-until-date—E{&EFH . X-
A String OE,S'
7f5: x-obs-object-lock-mode:COMPLIANCE ?_Jec
lock-
retai
n_
until
-date
Ej‘/‘\
w
x-obs-object- XS RAVSEIT BRRY#L LERTIE), #8=XERAIUTCRTIE], | &,
lock-retain-until- | F&FEISO 8601474, #l: 2015-07-01T04:11:15Z, T
date FEZEFIx-obs-object-lock-mode—[El{FF X-
A String OE_S'
objec
5l: x-obs-object-lock-retain-until- t- )
date:2015-07-01T04:11:15Z ~
lock
mod
ek
1A
AT
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APl 2% ( [IfFLEbX1g; ) 5 API|

HittER 52 NEk3-3815,

IERHERTTER
ZERIEER P EREETE.

N Bz ST

HTTP/1.1 status_code
Content-Type: application/xml
Date: date

Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>modifiedDate</LastModified>
<ETag>etagValue</ETag>
</CopyObjectResult>

NaREHRk
ZIERMMRCH S ERATEHEL, BIFESE%3-19,
PRAFIAREEE Sk Z S, FaTAERN FRS-68 IRk

2 5-68 [ INNmALE Bk
HESLZR Ei:)%

x-obs-copy-source-version-id EXTRAVRAS .
ZEAY: String

x-obs-version-id BRI RERAES .

2R String

x-obs-server-side-encryption WRIRSS wINZERSSE-KMSH I, NS E1Zk
1% .

A String

7l: x-obs-server-side-encryption: kms
x-obs-server-side-encryption- | WRARSZIRINZRZSSE-KMSHH, MNEEiZk
kms-key-id 1%, ZkigFRREERR.

ZEAY: String

¥=L9: regionID:domainID(f2F1D):key/
key_id

Hrhregion| DEfERZ BT EregiondyID;
domainID2ER=EAMEEFAIERID; key_id
EARNNZ(ERRIEBID

f5: x-obs-server-side-encryption-kms-key-
id:
regiomdomainiddomainiddomainiddoma0001:
key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0
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APl &% (ffn#LibXi, ) 5 API
HELZR A
x-obs-server-side-encryption- | A1IRIRFZIHIIZRSSE-CHT, MMEEZk
customer-algorithm I, 1ZSRFRRINEFERNEE.
2R String

f5: x-obs-server-side-encryption-customer-
algorithm: AES256

x-obs-server-side-encryption- | dNRBRSZIRINZESSE-CH T, TN EZiZk
customer-key-MD5 ia, 1ZSkig RN FE R EAIMD5SE,
ZEAY: String

f5: x-obs-server-side-encryption-customer-
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==
x-obs-storage-class MR AIEFREFEXIRAT, SiRE|LSkE, FJEY
{E9: WARMELZECOLD

A String

EVASTSPAvE S
ZIERMMRCH SIEIE ST EREESHER, TREMRS XINES-69FT.

% 5-69 IRLEREITR

TCERBMR 3%

CopyObjectResult SHIxgERAIContainer,

2RI XML

LastModified XIFR _EIRIESBIRTIE] .

ZERY: String

ETag TS H9base64miBHY128{MD5HEZE , ETagEXTHR
ASHE—RR, FJABTZEIRINRATESE
Tk, bl EEITRATETagmA, FEIISATETag)s
B, MIRANIKABAETZ,

A String

TERIAREE
THRHER, IEHRCEaaERe-2F,

iERTH: EEEH

EiBmydsiEN, EifbucketpI3dssrcobjectiZ M EiFHexamplebucketd
destobjectXd5

PUT /destobject HTTP/1.1
User-Agent: curl/7.29.0
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Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:19:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:2rZR+iaH8xUewvUKuicLhLHpNoU=
x-obs-copy-source: /bucket/srcobject

apfl: EEEH

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 001B21A61C6C00000134031BE8005293

x-obs-id-2: MDAXQjIxQTYxQzZDMDAwWMDAxMzQwMzFCRTgwMDUyOTNBQUFBQUFBQWIJiYmJiYmli
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 249

<?xml version="1.0" encoding="utf-8"?>

<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T00:48:07.706Z</LastModified>
<ETag>"507e3fff69b69bf57d303e807448560b"</ETag>

</CopyObjectResult>

IBRTHG): EFSRATR

EN—ZIRAETIR, SiibuckethHIMRASH
AAABQ4uBLdLcOvycq3gAAAAEVURTRkhaf%d5ksrcobjectiZ M ZiE
examplebucketfdestobjectXIS

PUT /destobject HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:20:29 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:4BLYv+1UxfRSHBMvrhVLDszxvcY=
x-obs-copy-source: /bucket/srcobject?versionld=AAABQ4uBLdLcOvycq3gAAAAEVURTRkha

RG] EFIZIRAFIIR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001438B8A9C898B79

x-obs-id-2: DB/qBZmbN6AIoX9mrrSNYdLxwvbOOtLR/l6/XKTT4ANmMZspzharwp5Z74ybAYVOQgr
Content-Type: application/xml

x-obs-version-id: AAABQ4uKnOrcOvycq3gAAAAFVURTRkha

x-obs-copy-source-version-id: AAABQ4uBLdLcOvycq3gAAAAEVURTRkha

Date: WED, 01 Jul 2015 04:20:29 GMT

Transfer-Encoding: chunked

<?xml version="1.0" encoding="utf-8"?>

<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T01:48:07.706Z</LastModified>
<ETag>"507e3fff69b69bf57d303e807448560b"</ETag>

</CopyObjectResult>

5.4.4 THEHER

GETIRENTIRFME TEHIIR . (FRHGETIZOR, BRIAITUHEXTSRAIREADIUR .
QD%X§§OWnerri} EZHEFPETREADIFIONER, e AEARERENELENER TS
EIEASE
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ARS5 imANE

ZhRA

BEEER

IEXRHBER

IEREHERESH

WREFIRAIISR LGRS, (AT ZFRERINIIEZRHITRS RINE, STHNR
B, EFtREERPREER,

BAMBRT, SRENAIZRIMRARINTR . WMREFRARIIREMIRITIC, WiRERS
KAFE . NRBIREVEEMARINIR , BRAI#EHversionldiBER S

MRBTFHAMIRBRFEENR, ATFUREFHEEFEREP, B ERYR
WS, REFRETHIZSTFENR . WRATARRIKERESE, B[EAEMWL: 20
BWRERE, THIIRMINATHEZIREIX-obs-restoresMFHERIKE KGATE . IR
ISR IEERERNREFENRAIZ T HIEKAY, SiR[EIFEIR403 Forbidden,

GET /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
Range:bytes=byte_range

<Optional Additional Header>

AR

HrhRange=F Rk, MRSBRIASIEENE .

GETERBRBXIRASET, AIFRAPBEERSHL N —LERLEHTES,
BJLIESRIEESLA: Content-Type. Content-Language. Expires. Cache-
Control. Content-DispositionLA Content-Encoding®t61{~, BIMNRFEIRERIXTFRIA
BEZTHRAR, AJLAB versionld&#, 1SERE FEBIMRA . BAFRYIRIAINZERS-70
Fh7=o

AR

OBSAZAMIEBKRPHETAIACcept-Encoding, AT HIERIEUIRMITAEE . BRIERTERME,
[EAEREANREEE P AE . FLHTTPClientfEEHAE R FaReRRIEIRZIRIREIRY
Content-EncodingXt#IRHIER AVRENE, BRiniEF® 2ikEE iR RAE S EMEE
SMBLARAMIREE ({EOBSIFRFAINTR TTEUEContent-Encodingai & 7 FEFISRATRS
Content-Encodingi#fTEE ) . MNRE FHNRIIERPIEATESHEL, OBSIREAIHTTP
FREEELPELUEKRPIEENEENT NE,

& 5-70 BKERBH

BHEWR fik EEWI%E
response-content-type BH5IIRNFIContent-Typesk, B

ZEHY: String
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AP 2% ( [IfFLEbXig; )

5 API

SHEWR

ik

response-content-language

FE SR #AYContent-Language
L,

2R String

response-expires

BEEIWLN HAYEXpiressL,

A String

i1y

response-cache-control

E5 NN AICache-Controlsk,
ZKAY: String

i1y

response-content-
disposition

ESIWLFAYContent-Disposition
AU String

-

response-content-
disposition=attachment;
filename*=utf-8"name1
THEHURERZS “namel” , A
RnamelPEEFX, FEBHX
H1TURLERRD .

iy

response-content-encoding

FESg R #AYContent-Encoding
L,

LAY String

iy

versionld

EEIREIRAIRAS .

A String

i1y

attname

E 5N HAYContent-Disposition
L,

A String

I

attname=name1

THNREHRZN “namel” |

i1y

IERHRL

IZIERIMERRELHELSIN, TR LMERMINAYE SRR RAIINGE, HE

SLRUE M ANSRS5-7 1P o
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APl 2% ( [IfFLEbX1g; )
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xR 5-71 i5KiEEL

HESLBR

fiik

Range

REGSRAT, REXFERangeSEEIRAINTSR
AE . WERRange A& ENRHELLFEIR
BN IR

Range2—1SEE, BHEIRER/NA
0, RAANRIKER . RangeSEERY
FIREIVIEIR, WNSRRange REERIA
B, FRABERIRERINSEKER XD
XERINRAR .

¥ sRangeskigfs, IWALGEERIETagll
EXRAETag, MA=ERangeSEERXS
RAYETago

A String

bytes=byte_range

7f51: bytes=0-4

Tf52: bytes=1024

53: bytes=10-20,30-40 ( XRSH
Xia) )

If-Modified-Since

MRNIREBFRPIEEREZEE1E
B, MREIMRAE; SURIEIRE304
( not modified ) »

xR FEhttp://www.ietf.org/rfc/

rfc2616. txtERSZLAIHTTPRBIZE5F
=238

i1y

If-Unmodified-
Since

MRBREERPIEENNEZERE
B, WRERIRAZT,; BUEIERE]
412 ( precondition failed ) .

KB fFFEhttp://www.ietf.org/rfc/
rfc2616.txtFLERTVAIHTTPRS A= 7F
==IN

iy

If-Match

WNRITRAVETagiliEKkPISERIETagll
@, MRERNRHE, BUAYEREI412
( precondition failed ) .

A String

(ETagfE, fl:
0f64741bf7cb1089e988e4585d0d3434
o )

iy
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APl 2% ( [IfFLEbX1g; )

HE, MRERNRHE, BUANERE]
304 ( not modified ) .

ZERY: String

(ETagfE, #:
0f64741bf7cb1089e988e4585d0d3434
o)

5 API
HESLETR )% BBk
If-None-Match WNRITSKAVETagiliBE RPIEEIETagR | &

x-obs-server-side-
encryption-
customer-
algorithm

SSE-CH = FMERIZKIE, iz3kigzRzmmn
EEANEE

ZKAY: String

f5: x-obs-server-side-encryption-
customer-algorithm: AES256

295k EEFx-obs-server-side-
encryption-customer-key, x-obs-
server-side-encryption-customer-key-

MD5—i2fER.

Bo éE%SSE C
B, Wik

x-obs-server-side-
encryption-
customer-key

SSE-CH = FMERIZkIE, izskigzRamn
B(FERNZR . ZEHATHRENR.
ZEAY: String

f5l: x-obs-server-side-encryption-
customer-
key:K7QkYpBkM5+hca27fsNkUnNVaob
ncnLht/rCB20/9Cw=

295K 1ZLigFH256-bitAy AL
base64-encodediSEl, FEFx- obs-
server-side-encryption-customer-
algorithm, x-obs-server-side-
encryption-customer-key-MD5—itCfs#
=28

Bo é{ﬁmSSE C
HICES, ik

x-obs-server-side-
encryption-
customer-key-MD5

SSE-CI5\ MERIZ Sk, 1ZkimERmN
F(FRANZARMDSE. MD5ERTR
IEZREmERERIREHE

A String

TB: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

AR iz ARY128-bit MD5ESR
1dbase64-encodedf5%l, FEFx-obs-
server-side-encryption-customer-
algorithm, x-obs-server-side-
encryption-customer-key—it2 (&R .

Bo éﬁﬁHSSE C
HICAS, ik

MAERRAS 03 (2024-01-02)

WRIERE © HERRARBIRAT

210



SIREFERSS
APl 2% ( [IfFLEbX1g; ) 5 API|

\$ :\ ’ —
BXEEITXR
ZIsRKBEERAEREEITE,

N Rz 2L

HTTP/1.1 status_code
Content-Type: type
Date: date
Content-Length: length
Etag: etag
Last-Modified: time

<Object Content>

NaREHRk
ZIBERNMRCESERATLEEL, BFiESE%3-19,
PRAFIAREEE Sk Z S, ATALERIN RS- 72FMEEL

% 5-72 MIHNmmALE 8k

HELER iR
x-obs-expiration LR PINZE T X Rlifecycle, 1TEARFELART

Klifecycle i, ZHELFHexpiry-dateffiiRxd
KHFHEIHRES; IRNRIIBIRENR
lifecycle, RE T @K Blifecycle, THARFEILAKE
FsllifecycleofE, 1ZHELFHexpiry-datefl]
rule-idAPMREXNAANRANFEZSHER;, &
WA E izt

A String

x-obs-website-redirect-location | H#BIgE T Websitefic&, FAILUKBEXIHRITE

EROXANEME, Website2 N\ =iR[E]1301EE@IT
Rz, FBiEREERIZEIEEEVBRNZ—D

TR IMNEBRIURL o
2R String
x-obs-delete-marker RN RESEMRIRC . MRAZ, Wi

FeEmizEEsL,

7Y Boolean

BNUE: truelfalse

BRINE: false

x-obs-version-id SRR AS . MRIZXIRERAS, WIFL
FetmizEEsL,

BYE: FHE

ANE: T
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APl 2% ( [I#fFLEb X1, )

5 API

HESLBIR

fifik

x-obs-server-side-encryption

ANRIRSSIRINEZSSE-KMS B, MRS &%k
2R String
7f5: x-obs-server-side-encryption: kms

x-obs-server-side-encryption-
kms-key-id

NRIRSIHIIBESSE-KMSHH, MRS &%k
1%, ZSkgFRREER

2E8Y: String

¥B=J9: regioniD:domainID(FEFID):key/
key_id
Hrpregionl D2 HREregionfyID;
domainID2{FEREBFRERFAIFEFID; key_id
X INZERRIZERID,

7l x-obs-server-side-encryption-kms-key-
id:
regiorrdomainiddomainiddomainiddoma0001:
key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-
customer-algorithm

IR SRR SSE-CHT, MRE&i%k
1%, ZLERTEEERNEE,

A String

:f5: x-obs-server-side-encryption-customer-
algorithm: AES256

x-obs-server-side-encryption-
customer-key-MD5

IR SR RSSE-CHT, MREaizsk
1%, Zig R REERNEARNMDSE,
A String

f5: x-obs-server-side-encryption-customer-
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

x-obs-object-type

IR FAIENormalitskAt, wiREIELE, AIEUE
73: Appendable,

A String

x-obs-next-append-position

&R FIAppendabledIRET, FiREIIESKIE

A Integer

)R =TS bave

ZIERINERLE SRR HETTER,

TRIRMNGHE

ThFHtEIR, MEERIRCEEEER6-2F,
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BRTG): THEANER
GET /object01 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:24:33 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxILnxlO9awaMTn47s=

RG] FEENIIR
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 8DF400000163D3F2A89604C49ABEES5E
Accept-Ranges: bytes
ETag: "3b46eaf02d3b6b1206078bb86a7b7013"
Last-Modified: WED, 01 Jul 2015 01:20:29 GMT
Content-Type: binary/octet-stream

x-obs-id-2: 322AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQwxJ211VvxD/Xgwuw2G2RQax30gdXU

Date: WED, 01 Jul 2015 04:24:33 GMT
Content-Length: 4572

[4572 Bytes object content]

I5RTB: 153E Range THITR
fERERange FHMR ( FHESREMREINE )

GET /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: Mon, 14 Sep 2020 09:59:04 GMT
Range:bytes=20-30

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mMNPLWQMDWg30PTkAWigJaLI3ALg=

fEERange THMR ( THMRSAMXERE)

GET /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Mon, 14 Sep 2020 10:02:43 GMT

Range:bytes=20-30,40-50

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:ZwM7Vk2d7sD908zRsRKehgKQDkk=

IRz~ : $EXE Range FEIXIR
$5ERange PSR ( FHMSRBEIMKERE )

HTTP/1.1 206 Partial Content

Server: OBS

x-obs-request-id: 000001748CODBC35802E360C9E869F31
Accept-Ranges: bytes

ETag: "2200446c2082f27ed2a569601cade360"
Last-Modified: Mon, 14 Sep 2020 01:16:20 GMT
Content-Range: bytes 20-30/4583

Content-Type: binary/octet-stream

x-obs-id-2: 322AAAQAAEAABAAAQAAEAABAAAQAAEAABCSN2JHu4okx9NBRNZAvBGawa3lt3g31g

Date: Mon, 14 Sep 2020 09:59:04 GMT
Content-Length: 11

[ 11 Bytes object content]

{EERange THMR ( FTHMRSAMXEARE)

HTTP/1.1 206 Partial Content
Server: OBS
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x-obs-request-id: 8DF400000163D3F2A89604C49ABEES5E

Accept-Ranges: bytes

ETag: "2200446c2082f27ed2a569601ca4e360"

Last-Modified: Mon, 14 Sep 2020 01:16:20 GMT

Content-Type: multipart/byteranges;boundary=35bcf444-e65f-4c76-9430-7e4a68dd3d26
x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSIBWFOVWS8eeWujkqSnolANC2mNR1cdF
Date: Mon, 14 Sep 2020 10:02:43 GMT

Content-Length: 288

--35bcf444-e65f-4c76-9430-7e4a68dd3d26
Content-type: binary/octet-stream
Content-range: bytes 20-30/4583

[ 11 Bytes object content]
--35bcf444-e65f-4c76-9430-7e4a68dd3d26
Content-type: binary/octet-stream
Content-range: bytes 40-50/4583

[ 11 Bytes object content]
--35bcf444-e65f-4¢76-9430-7e4a68dd3d26

IERTH: FIERIR Etag {8
USRI EagiEIERN FEZR

GET /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

If-Match: 682e760adb130c60c120da3e333a8b09

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxLLnxlO9awaMTn47s=

apz7Bl: FIBFYXISR Etag {&, Etag A<PLEC

AR FERITISAIEtag{BEA2682e760adb130c60c120da3e333a8b09, MAER N
54

HTTP/1.1 412 Precondition Failed

Server: OBS

x-obs-request-id: 8DF400000163D3F2A89604C49ABEES5E

Content-Type: application/xml

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQwxJ211VvxD/Xgwuw2G2RQax30gdXU
Date: WED, 01 Jul 2015 04:20:51 GMT

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Error>
<Code>PreconditionFailed</Code>
<Message>At least one of the pre-conditions you specified did not hold</Message>
<Requestld>8DF400000163D3F2A89604C49ABEES5E</Requestld>
<Hostld>ha0ZGaSKVm+uLOrCXXtx4Qn1alzvoeblctVXRAgA7pty10mzUUW/yOzFue04lBqu</Hostld>
<Condition>If-Match</Condition>

</Error>

IR GI: FIBRIS: Etag [EICES, TEAEID
ANRIFERIIT S Etag(Ei2682e760adb130c60c120da3e333a8b09, M TEkaIN

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 5SDEB00000164A21E1FC826C58F6BA001

Accept-Ranges: bytes

ETag: "682e760adb130c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSbkdml1sLSvKnoHaRcOwRI+6+ustDwk
Date: Mon, 16 Jul 2015 08:04:00 GMT

Content-Length: 8
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[ 8 Bytes object content]

iERBI: 7E URL PIETHEE THXIR

GET /object02?
AccessKeyld=H4IPJXOTQTHTHEBQQCEC&Expires=1532688887&Signature=EQmDuOhaLUrzrzRNZxwS72CXeX
M%3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Fri, 27 Jul 2018 10:52:31 GMT

MR : £ URL EHESE THNR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BASEQD

ETag: "682e760adb130c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTIpxILihVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

[ 8 Bytes object content]

BXRRG: TEHNSRHEGS, (FH response-content-disposition 2%
THITSHEDR, [FMresponse-content-dispositionSESCH

GET /object01?response-content-disposition=attachment; filename*=utf-8"name1 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxLLnxlO9awaMTn47s=

MR Fl: FTEXNSRHHERR, (FH response-content-disposition 2#{

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BASEOD

ETag: "682e760adb130c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTIpxILjhVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

Content-Disposition: attachment; filename*=utf-8'"name1

[ 8 Bytes object content]

BRI FTEXYNRHERS, (EM attname 2]
THENERHEGS, (FHattnameSHEH

GET /object01?attname=name1 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxILnxlO9awaMTn47s=
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IWp7Gl: FTEIIRHERR, (FH atthame S

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BASEOD

ETag: "682e760adb130c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTIpxILjhVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

Content-Disposition: attachment; filename*=utf-8"name1

[ 8 Bytes object content]

5.4.5 SRENIRITTEIRE

&b
INEEN4A

?ﬂ@gﬂ%g&ﬂﬁﬁ’ﬂ%)ﬁ'ﬁ]umﬁHEAD};T:{ I LIRBIRITHIE, REEEEEXNR
TTHIRER .

2R ST AR SS IR N TNRE o

ZhRA
BOAERT, REMIRBHARANIIRTEIRE. MRRFRANERENRITE, U
IR[E1404, INRBREVEERRAMTIRITTEE, BRI EHversionlHESE

iERiHERFl

HEAD /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IERHESH
RS EORAINERS-T3FR

R 5-73 BKERBH

SHAR A EAWIE
versionld SIRAIRAES . S

ZEHY: String

IBRIEEk
ZBEREBALEEL, BHESER3,
SIMZABEREILAEFRMIIAGEEL, BFIIRS-745R.
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FE 5-74 1I5KHESL
HELBZFR R =AWk
Origin FusRisERIEEIIEKOrigin ((@EAEE ) . B
AR String
Access- SLFRBERATLAFRIHTTPLE, allAfsrS L, B
Control- SB): String
Request-
Headers

ERIHRTTE

NaRzHSE

x-obs-server-
side-
encryption-
customer-
algorithm

SSE-CHIU MERZLE, iZkigFRrEEERNE
%o

AR String

7f5: x-obs-server-side-encryption-customer-
algorithm: AES256

295 FEEFx-obs-server-side-encryption-
customer-key, x-obs-server-side-encryption-
customer-key-MD5—#2{FFH .

Bo. HFEH
SSE-CHTt
B, @it

x-obs-server-
side-
encryption-
customer-key

SSE-CIH U MERIZLE, Z IR FE(ERIE
Ho

ZERY: String

f5l: x-obs-server-side-encryption-customer-
key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/
rCB20/9Cw=

2U5R : 1ZLiEFH256-bithYZHZZ base64-encoded
8%, FEE#x-obs-server-side-encryption-
customer-algorithm, x-obs-server-side-
encryption-customer-key-MD5—#2$EH

B. HfFEH
SSE-CHTt
B, @ik,

X-obs-server-
side-
encryption-
customer-
key-MD5

SSE-CHIN MERZLE, iZkigR = EAE
$ARMDS{E, MD5ERTFIRIEZREREREFIRE
e

ZERY: String

f5l: x-obs-server-side-encryption-customer-key-
MD5:4XvB3tbNTN+tIEVa0/fGaQ==

#95R: ZL AR EARY128-bit MD5{ELZ base64-
encodedfS&l, FZEFx-obs-server-side-
encryption-customer-algorithm, x-obs-server-
side-encryption-customer-key—#c{FH

5. HFEH
SSE-CHT%
B, @itk

IZEKHEEPRMEREETR.

HTTP/1.1 status code
Content-Type: type
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Date: date
Content-Length: length
Etag: etag
Last-Modified: time

W RS Sk
ZERNOMRCE S ERATLEEL, BIFESE%3-19,
PRAFIAREEE L Z S, ATALERIN RS- 75FMERL .

% 5-75 MHONNERLER Sk

HELBIR 05
x-obs-expiration HXRBIMIGE T XIRKlifecycle, FHRRFELAXS

KlifecyclenitE, BB FHexpiry-dateffiiRxd
KHVFEMEHER,;, NRWRIZBIRENNR
lifecycle, RETH#EKBlifecycle, THARTFEILAKE
FallifecycleaiE, 1ZBEELHexpiry-datef]
rule-id PN EREXANIRANFHEDSHIEE; &
ARz ki .

A String

x-obs-website-redirect-location | HiFIZE T Websitefic &, FrILURBEXIRITE
BAGXANEME, Websitelz N iR[EI301EE @M
R, FEREEEZIZEEEENRRNS—
XIREEIMEBAYURL o

27U: String

x-obs-version-id SRR AS . MNRIZIREIREAS, Wighz-
AeHhziBEEk,

2E8Y: String

HNME: T

Access-Control-Allow-Origin LiIFHZE T CORSEE, WNRIEKAIOrigini#EIR
FimAYCORSECE , MTENg N A& ZiX 4 Origin.
A String

Access-Control-Allow-Headers | H#EigE T CORSELE, IR iEKAYheadersiFE

RSB IRAICORSECE, MMM EZIX
headers,

ZEAY: String

Access-Control-Max-Age LIEIRE T CORSELE, PRSSIRCORSELEFHY
MaxAgeSeconds .

A Integer

Access-Control-Allow-Methods | 41 & 7 CORSECE, WRIEKAIACCess-
Control-Request-Methodi# ERRSSiHAICORSEL
B, NEmNFEEixXEEruledAIMethods.,

A String
B%E: GET. PUT. HEAD. POST . DELETE
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HELER ik
Access-Control-Expose- LR E TCORSELE, IRFBiHCORSECEFH
Headers ExposeHeader,

2R String

x-obs-server-side-encryption

WRIRSSIHINZZSSE-KMSA T, IMNE &%k
1% .
A String

3l: x-obs-server-side-encryption: kms

x-obs-server-side-encryption-
kms-key-id

ARSI ESSE-KMS 5Tt , IR &%t
fa, ZLHFRREERR.

A String

¥=L9: regionID:domainID(f2F1D):key/
key_id. EfhregionID2{FERZ A /Eregionty
ID; domainID2{EEZAFTEEFRIFERID;
key_id@ AR INZE(ERRIZESAID

f5: x-obs-server-side-encryption-kms-key-
id:
regiomdomainiddomainiddomainiddoma0001:
key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-
customer-algorithm

IR SRR SSE-ChTt, MRrEAiZk
i%, ZLEFREEERNEE

ZEAY: String

f5: x-obs-server-side-encryption-customer-
algorithm: AES256

x-obs-server-side-encryption-
customer-key-MD5

ANRIRSIHINZRESSE-CAHT, TINEEZk
19, ZSkiEFRRE (R ARIMDSE,
A String

l: x-obs-server-side-encryption-customer-
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

x-obs-storage-class

R IIRTEFERES, SIREISE, BJEY
{#5: WARM=ZCOLD

2R String

x-obs-restore

WRALFHERE, FELTFEERESEEK
Sht, KIREISLE ., RANRAIKRERES: 1E
EREongoing-request="true"; B&E
ongoing-request="false", expiry-date="Wed, 7
Nov 2012 00:00:00 GMT", ErRexpiry-datez
TRIRE FRISMATE .

A String

x-obs-object-type

XIR/IENormalXIRAY, =iR[EISLE, AJEUE
73: Appendable

A String
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HESLETR )%

x-obs-next-append-position Xt SIAppendableddzAT, SiR[E]LELI
A Integer

x-obs-uploadld WRAZE HIEESEFHMRE, SIREHSL
1%, SLUFERRIIMAIZERESSID

ZAY: String

x-obs-object-lock-mode N FFIHXTRIIWORMIETL, BRHNZF
COMPLIANCE, BPEfMIELL, (XNEXWREEET

TR K WORMIRIF RIS kN B BAIAWORM
RESATIR[E], FEFEHBGetObjectRetentiontl R,
ZEAY: String

5l: x-obs-object-lock-mode:COMPLIANCE
x-obs-object-lock-retain-until- | LEITSRAIBIETHARVELLERTE], BRERIFIUTC
date A8, HFFEI1SO 86011, dN:
2015-07-01T04:11:15Z, (XY RBECEIIITR
R WORMERIF SR BE T N FRTEB LR BAIAWORMER B
AfRE, FEEHBGetObjectRetentiontl R

A String
:f5: x-obs-object-lock-retain-until-
date:2015-07-01T04:11:15Z

I RGHR TR
BRI E SRS TR,

HERIARIEE
THHER; IEHRCEaaERe-2F.

i5Rpl

HEAD /object1 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:19:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:/cARjk81(2iExMfQqn6iT3qEZ74=

il iz 73~ 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

ETag: "3b46eaf02d3b6b1206078bb86a7b7013"

Last-Modified: WED, 01 Jul 2015 01:19:21 GMT

Content-Type: binary/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHpOVTYtXnLDmwV6D
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 4572
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5.4.6 fRIf&EXTSR

ThRENA

ZhRAE

WORM

iERiERREl

EREHRSH

iERiERk

BIBERIRAVIEIE . WREMEREIGRAZE, WBAREIRINES

SRS IRASIREZFERS, MEERIMRISE=E— N E—hRANSHIRBRR
ic, HAREXSR; LENSIRARSESuspendedis, FIEERAMIRISHIRRIRA
SANUBTR, FREFE—MRAESIInulBIRIBRITIC .

INREBMPFMEERARIIR, BRI EHversionldiHESH

T T WORMAKAWERATS T ShRA, SIERIEEMASHTHIPRIISIEE
B, BATFSRANEHAZEERRIESR, SAURIETLIRINF ARIIRAFITR
FE—NHEHE—IRASHIMRTIC . SEIEERASHITRFRIISRIZIERT, WMRTIR
%EWORM}%E%%& WORMAMRIFPIRH 2BRHIXIRAIMIFEFIRE403 . MIFFIRIEAR
SHWORMIRIR,

DELETE /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IERSHHIAIIRS-T6F7

ikl

MERIISRES, ERIBRSHINIFRT BEREESHPIHNISHER, MREET
OBSTHIRAMISHIER, RSB imISIRME40055iR

& 5-76 BRBEEESH

SHAR A pyap Ay
versionld FMIPRITRAIRAS S

ZEHY: String

ZERERALERL, BIMEEER3-3,
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iEKRIHRTTER

N pEE BTl

aRzER Sk

lALEETTER

FEIRTIAHR

iERHI

N Rz 7~

IZEKEEPRMEREETR.

HTTP/1.1 status code
Date: date

IZIEKRAIBLMGE BERAEEE L, BIMEEE%R3-19,

Ef’&éitﬂrﬁ]ﬂii‘ﬁ%é&z%, MRFAET ZIRAINGE, EAREERINTERS-77FHRIER

2 5-77 MiIhNNER;GE Sk

5 API

HESLEZR R
x-obs-delete-marker RN R EZESIRCHER . MNRAE, WA

Eunt JUEA SIS
2£8Y: Boolean
BXE: truelfalse
ZHAME: false

x-obs-version-id SRR AS , WRIZWRERAS, et
AeHMizEEL,

BYUE: F7FEH

BINE: T

ZIEKNIRGE SRR HETER,

ThFHtEIR, MERIRCEESERE-27F,

DELETE /object2 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:19:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:MfK9JCnSFHCrJmjv7iRkRrrce2s=

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D3F51DEAO5ACOCAQ66F1

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSgkM4Dij80gAeFY8pAZIwx72QhDeBZ5
Date: WED, 01 Jul 2015 04:19:21 GMT

SASRRZN 03 (2024-01-02) WA © ERFRABIRAE 222



STREFERSS
APl 2% ( [IfFLEb X1, ) 5 API|

5.4.7 L EMIBRITZR

TORENA

HERPFIRIFERTE—MERAE D IR—IXERER, MREARETIRE . tER
BFRURBXREROEREBGSZIURIIMIRER . OBSHIHLEMIPRIIRERRZEMIER
MRAIB, BIRIOMRERERIEEREF .

e EMPRIT SR TSNS, : verboseFlquiet, VerboseRIBEIREIMAAS, A&
S 2 EMBRRINERSRIIS S RO STEXMUEE; quiet2i5mREINNNAT, HiRE]
PBREMAIIRER, ZEIREIEVASMIERKI . OBSEKIAFERverboset&Ezl;, dNRMA
PAESREEAPIEEquietlEANE, FAHquietiE,

#HE EMBRANERIE B L% & Content-MD5 LA K Content-Length, FALUFIESK
BBRAERS mCNEIMEEEINREE, WLk,

N, A 24

IEXREEE
POST /?delete HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: authorization
Content-MD5: MD5
Content-Length: length

<?xml version="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>Key</Key>
<Versionld> Versionld</Versionld>
</Object>
<Object>
<Key>Key</Key>
</Object>
</Delete>

IERHESH

ZERIBEREE R T EREESH.
IRERL

ZEREBALHEL, BKESER3-3.

iERiHRTTR

ZIERBIEEERK BRI TETEEZMERPRIINRIIZER, TRIBFS X
&5-78F7Ro
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N Rz 2R

NaRzER Sk

IAGERITE

E5-78 BHKHEITE

TCERBWR 1175

=
Quiet ATFiEEEMquietiEl, JIREPFREMAINRE | &
R, NMRBIFERR, WLKEATrue, GIRIFalse
MR R G2

ZA: Boolean

Delete EMBRAIITSRIIZE =
AL XML

Object HFHIBRAINT R o =
AL XML

Key FHIEREIXTSRKey o B
A String

Versionld FHBRAIIT SRR A S . S

ZEAY: String

}tb%ﬂﬂﬂ PRTR IR R AR E B /10001, WMERBHIRT, RBIHSIREER
Z: =] ;£ o

HRIESHER, EEARSIURIGRES, MREERIER, BREHNEE
FA—HHER (BINRES I BIERMEEETEE ) -

HTTP/1.1 status code

Date: date

Content-Type: application/xml
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<DeleteResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Deleted>
<Key>Key</Key>
</Deleted>
<Error>
<Key>Key</Key>
<Code> ErrorCode</Code>
<Message>Message</Message>
</Error>
</DeleteResult>

IZIERIIAGE S ERATEE L, BRi555%3-19,

ZIERAIIENLEIS E BT RIREIMFRAIZER , TTRAVBARE X UIRS-794 7R
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% 5-79 WAGEETTE

FEREBMWR A

DeleteResult Hemng AR = .
2AY: Container

Deleted MR INZE R A9 Container .
ZEAY: Container

Error BRI EZERAIContainer
ZEHY: Container

Key BIMRIFRERAITRE -
A String

Code AP S M LE R AVEEIRES o
A String

Message IR R MEE RAVEEIRIES.
ZERY: String

Versionld RRIBRITSR AR A S
A String

DeleteMarker HitEMBRBERIBDAERZSIRAEEY, WNREIESMIE—

MuUBRMFRC, RELREHIZITERERIE Strue,

K784 Boolean

DeleteMarkerVersion
Id

BEREUZER T BRAIBIRITICHR A S o

L ERFRIBERIFIONEESHRAER, WNReIZEMIFR—

MURRFRIC, MAGHESIREIZITER . ZTTEEL TS

RPSEE:

o FAPEXEANTIRAMBRIER, BNERIBNRE, TR
RS, XMERT, RHESIE—MIRIRS, FHED
R AR [EZ R AR CHIMR A S

o FAPAXTIRAMRIER, ENEKENEENREZIUR
RAS, (BRIZRASIHI—MIUBRFRE . XiER
T, REEMBRLRIER RIS, FERLR R EIZBIFRER
ICHIRRAES .

ZAY: Boolean

= NETS

1. BRPKEIEREESTHTXMLAYENT, 21R#EIZ 1000 3RIR[E]400 Bad

Request,

2. MRXMLERFHFESHITRKey R Gi%, ELIN#EIE1024575, OBSiX[E400 Bad

Request,

3. MRBERHBLPAREE Content-MD5, OBSHIR[E400 Bad Request,
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HitfEiRELE S1ER6-29F.

BR2
POST /test333?delete HTTP/1.1
User-Agent: curl/7.29.0
Host: 127.0.0.1
Accept: */*
Date: WED, 01 Jul 2015 04:34:21 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8sjZWJIWmYmYnK5JgXaFFQ+vHEg=
Content-MD5: ZPzz8L+hdRJ6qCqYbU/pCw==
Content-Length: 188

<?xml version="1.0" encoding="utf-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>obja02</Key>
</Object>
<Object>
<Key>obja02</Key>
</Object>
</Delete>

N Rz 7<)

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3FE4CE80340D30B0542

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCRhYOFBWRmM6qjOETACBZWS+0KYIPBqOf
Content-Type: application/xml

Date: WED, 01 Jul 2015 04:34:21 GMT

Content-Length: 120

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<DeleteResult xmlns="http://obs.example.com/doc/2015-06-30/"/>

5.4.8 kS SFMHUR

RBREVSFHENRAIAT, FEIOBURIKE, AEBHIT FHEURRIRF. X
SRS, SFFE—MREFEEENNREIR, WlRIRSREINFEREFMEER
E’\ig%@g%ﬁiﬁﬁﬁiﬁﬂﬂﬁgﬁ, EBREMRAVRFRIEZIR SR EFESERRITTR
Bl AN=BMER .

ZhRA

BIABRT, RENEERHRARIIR . NREHIRAFIGREMFFITIC, MWiRE
404, IRBHREEERARITR, BERAEHversionldiHESH

»: hJ 4
IBREEEN
POST /ObjectName?restore&versionld=VersionID HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: authorization string
Content-MD5: MD5

<RestoreRequest>
<Days>NumberOfDays</Days>
<RestoreJob>
<Tier>RetrievalOption</Tier>
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</RestoreJob>
</RestoreRequest>

1% Iél%\ ﬁ

SHEBIR ik ERWIE
versionld FIRESTHETSRIRAS B
28 String
EX ﬁlu\%
ZEKRFERANEEEL, BINEE2E3-3,
BXKERITTE
%= 5-80 15 KHETERE
Z2=F iR =AW
RestoreRequest REEENEES =
ZAY: Container
Days IREXRAVREFTE, RIMERT, BRK | 2
B30,
28 Integer
RestoreJob REIRINAIS 2 &
ZAY: Container
Tier RE1EIR, SZIFFARMENE: [Expedited] | &
Standard] .
ExpeditedRRRIERETR, |IF1EFME
REFEAT1~5 min,
StandardZF R ERENTR, FEFME
REFERI3~5 h,
ZRIABE SIStandard .
KA String
Az E B
HTTP/1.1 status_code
Date: date
[ VA=ISES

IZIERAIBAE S ERAEEE L, BIMEE2E%R3-19,
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IMALERITTE
ZIE R RGE B AN E IR TE .
=S VA1)
& 5-81 WREFHEIHDIRS EIRGIIE
T fik HTTPIRZSEG
RestoreAlreadyInP | MRIEERE, iBRKifse 409 Conflict
rogress ErrorMessage: Object restore is already in

progress

ObjectHasAlready | ERIRERINIR, ZILFEEIKERFATE.
Restored ErrorMessage:After restoring an archived

object, you cannot shorten the
restoration period of the archived object

409 Conflict

not well-formed or did not validate
against our published schema

MalformedXML DaysFERAGIE ( R HEE) 400 Bad
ErrorMessage: The XML you provided was | Request
not well-formed or did not validate
against our published schema

InvalidArgument Days=FEZEVEBHEE ( 1<=days<=30) 400 Bad
ErrorMessage: restoration days should be | Request
at least 1 and at most 30

MalformedXML TiersrBBAAE 400 Bad
ErrorMessage: The XML you provided was | Reguest

InvalidObjectState | IRERINIRAZIRTFHENTR

ErrorMessage: Restore is not allowed, as
object's storage class is not COLD

403 Forbidden

N —
15K~

POST /object?restore HTTP/1.1

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:39:46 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:kaEwOixnSVuS6If3Q0Lnd6kxm5A=

Content-Length: 183

<RestoreRequest>
<Days>2</Days>
<RestoreJob>
<Tier>Expedited</Tier>
</RestoreJob>
</RestoreRequest>
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N Rz 7~

HTTP/1.1 202 Accepted

Server: OBS

x-obs-request-id: A2F500000163F374CCBB2063F834C6C4

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSLbWIs23RRI5NVpkbWUdIm8Dg+wQBw
Date: WED, 01 Jul 2015 04:39:46 GMT

Content-Length: 0

5.4.9 EINISXR
A\

EINEMRIRERISEEERRI— I NREEN LIEEE, FEEERNREERN
RN EIZFFIIR

BidAppend Objecti/EEIZEAIODbjectZEA HAppendable Object, TMiEidPut Object
L1ERIObjectZNormal Object,

AR
P HERRIRIFETEREF . AP SARIEEWRITERIR, ZALAERER LENR, B—MEF
FERIIRBLINEE—RY .

AT RFEEIEEERESRETREERRL, BRYULMEERERLFINACContent-

l\éIIDS%;’%Z, OBSI R L1EHURER , SXEIEHITMD51REE, MRA—HNIREILEE

15N O

IZIREZHFEBIE2AppendableXt RATEEX-obs-aclS#, IREXIRAINPRIZHIZERE .
IZIRESHFAR S5 i AN THRE o

FOEthiR{ERUK R
1. XM—ERFENIAppendableXdSRi#{TPut Objecti®fE, ABAiZAppendableXds
SHFTObjectBR, EBITANormaliR, kZzHiE.

2. AppendabledtRE$IEZ M Normalids, R~ziFAppenabledtHEHK
Appendabledi5z.,

WORM
EFFETWORMFFKRIEF, (ERIENNS LIEMSBGRUFRE403,

#J3R
BREN LEH =B RAREESETE

2. BRSImMNZSSE-CHI, BBAEN LIEFFBHLER—1F, & iEx-obs-server-
side-encryptionZ 295k Header, JSEEBIN_EEHMRIET .

3. IRSBIwINIZESSE-KMSHR, BEREE X LEERRAFERGNRET, 748
BE1&Ylx-obs-server-side-encryptionZ A%k Header, [FEEEN_HERET

BIREN LEMKEREBISNRIKE _FIRSGRIBRS o

B Appendable}IRIENNE X E &2 /310000)K .
WRXIRIFHEZRELCOLD (197FhE) , NAEEARZEO.,
TN HRAAZTIHENSEXNR

N o u A
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IEXRHBER

POST /ObjectName?append&position=Position HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Type: application/xml

Content-Length: length

Authorization: authorization

Date: date

<Optional Additional Header>

<object Content>

IEREERESH

IZERBEMHEPIEESH, FTHXE

SHBE KRR N NES-82F 7R

& 5-82 IBKERBH

ENNS L&, RiEERNRENNLLEVE,

SHEW

fik

(& Hi0

i

append

RAXZIUEMS 5 LE .

A String

i

position

ENEE. SZENSHNRENX HIERHRGIIEE
position80, NRIENFTEEERIpositionEEIRSS kA
R _EERINIREE B RILIEX-obs-next-append-position
g,

A Integer

i

(=R ISES

IZERERALERL, BIFEEER3-3,

15k&#position=08Y, ZiEKJLMERIIMINERL, BAWNFRS-83F7R.

ZIERALAERRIRS IRIIZEREE L, BIAIRS-84FR.

% 5-83 iFKHESL

iHESLBR

fEk

x-obs-acl

FRER, AL EIGERSLOR EXIRAVNRIZHISR
B&, EFBROSRERATUEMRIE RS, &4E: private;
public-read; public-read-write,

ZERY: String

A FAFERZTORITE MR ER

x-obs-grant-
read

FEIXERY, (ERISLE RN domain FE BRAIEN
SIBRENTRITEHRRIIN R

A String

N
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HESLBIR

1)

x-obs-grant-
read-acp

FIRERT, ERILLIEdomain FEFERFHAIRE
XTSRACLAIIR o

ZERY: String

x-obs-grant-
write-acp

FXEHY, ERLSkEERdomain FErEERE ST
KACLAIBUR -

A String

iy

x-obs-grant-
full-control

F—IRERT, FRLLLEIERdomain FErE AR EIEXT
R, FKENIRITHIE . IKBEIRACL. EXIHRACLAIFR
PR

ZERY: String

i1y

x-obs-
storage-class

F—XERY, TNt ELgig BEITSIFMELRE, W
BRigEISLE, WEEAIEOAFEEEEATSIF
g8,

ZERY: String

iBA: BIATFIESEEIG3fh: STANDARD ( #rfEFAE ) |
WARM (iBfFf# ) . COLD (&7FfiE) , (BERETHRAT
HENN LS, XErEREREREERE: STANDARD,
WARM, FEXNEEU,

f5l: x-obs-storage-class: STANDARD

iy

x-obs-meta-*

F—IXS0, BJLAEHTTPIERANIALL “x-0bs-
meta-” FLRVEESL, ARIMABEXRITEE, LUME
S FHITEENEE . SRR E LT
KITEUERY, IMABBE N TEESESTREREEAIL
FET. HTTPIERAEEEER, KEAEEEIISKB,
ZERY: String

5l x-obs-meta-test: test metadata

i1y

x-obs-

website-
redirect-
location

IR E 7 Websitefit &, AJLUSIREUX MIIRAVIERE
EMEEAS — IR —1IMEBRIURL, OBSIFIXAME
ML B, REFENRAVTEES .

ZEAY: String
NME: T

2R WA “/7
B 2K,

“http://” 8% “https://” FFk, &

iy

x-obs-expires

RTNRAVIERRTE, BURX . SHZEHNREEE
bR, (NIREREELBIEHFHETE )

HA: |nteger
7f5: x-obs-expires: 3

iy
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% 5-84 RSIHINEBRHEL
HERSLER )4 Py
i%
x-obs-server- | {FRIZLIHFRRIRSS IR INZE ESSE-KMSTT = o Bo
side- HH): String {£F
encryption — L . . SSE-
f3: x-obs-server-side-encryption: kms KMS75
TUAT,
WA S
x-obs-server- | SSE-KMSH I MEAZLS, iZkigFxrE=EH, IR | &
side- RARgERMtZE, BARANEERESEER.
encryption- GEVAEZAAEFE, BRUARIEFHER.
kms-key-id S String
XHSmMEIAIEIR D
1. regionID:domainID (fE1D):key/key_id
HE
2.key_id
HrpregionID2fEH%BR/EregionfYID; domainlDZ
FERZERERFIFERID; key idRMNEHEERRS
BIEZAYESAID
ANk
1. x-obs-server-side-encryption-kms-key-id:
region.domainiddomainiddomainiddoma0001:key/
4f1cd4de-ab64-4807-920a-47fc42e7f0d0 B
2. x-obs-server-side-encryption-kms-key-id:
4f1cd4de-ab64-4807-920a-47fc42e7f0d0
x-obs-server- | SSE-CIHTU MEMAZL, iZLHFRRINEFERANGE L, | &, 3
side- ;kéﬂ String {ﬁﬁﬁ
encryption- _ . . SSE-C
customer- m%:. x-obs-server-side-encryption-customer- A3t
algorithm algorithm: AES256 SDA
24J%R . FEFx-obs-server-side-encryption-customer- peir
key, x-obs-server-side-encryption-customer-key-
MD5—iefE .
x-obs-server- | SSE-CIHE MMERIZLIE, ZLEFRRINZFERNER. | B =
side- ZZAB T INEIIR . {#F
encryption- SR Strin SSE-C
customer-key | % _ : B
7f5: x-obs-server-side-encryption-customer- B, %
key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB20o/ iﬁ,
9Cw= °
2951 iZ=kiRF256-bithYE BT base64-encodediS
Fl, FTEFx-obs-server-side-encryption-customer-
algorithm, x-obs-server-side-encryption-customer-
key-MD5—EfEH
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HERSLER E[i1)% s

x-obs-server-
side-
encryption-
customer-key-
MD5

SSE-CH5={U MMERZE, 1M RINZERERN | §. 5
MD5{H. MD5ERFIGIEEREREREFIRELE. {&MH

A String SSE-C
= . . VaE:®
5l: x-obs-server-side-encryption-customer-key- DA
MD5:4XvB3tbNTN+tIEVa0/fGaQ== i’&:

#4951z FREEEARY128-bit MD5{EZR IS base64-
encodedf5%l, FEZEFx-obs-server-side-encryption-
customer-algorithm, x-obs-server-side-encryption-
customer-key—ie{FEF

IBXKHRITE

IZEKEEPRMEREETR.

IaRzHBE

HTTP/1.1 status code
Date: date
ETag: etag

Content-Length: length

N Rz Sk

IZIERIIAGE S ERATEE L, BiE555%3-19,

AR

ETagiREBINZEAXIEN EEEHERIHash{E, TEENIIRAIHash(E,

& 5-85 M InNN@Az;

HEk

HESLRR

ik

x-obs-version-id

MRABRAS . MNRFBRIZIRAIRES
iR, NSIRERIRAIRAS .

ZEAY: String

x-obs-server-side-encryption AR RSB IHINZRSSE-KMSH, Nk
BE&i1ZLE

ZERY: String
f5: x-obs-server-side-encryption:
kms
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N Rz E B ITTEE

EIRTANH S

HESLBIR

1)

x-obs-server-side-encryption-kms-key-
id

R IRSSIHINZERESSE-KMSH T, Mok
BEIzLY, iz R RERR.
A String

L. regionlD:domainID(FEF
ID):key/key_id

Hrhregion| D2{FERZBFr/Eregionid
ID; domainID2{FAZAFTEFEFAYE
FID; key_id@AXINZ(FEREHIZEID,

T5: x-obs-server-side-encryption-
kms-key-id:
regiorrdomainiddomainiddomainiddo
ma0001:key/4f1cd4de-
ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-customer-
algorithm

ANRPRSSIHINZRSSE-CH, IINEE
Z3kaE, ZLEERRINEFERNEE.
ZEAY: String

M5: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-server-side-encryption-customer-
key-MD5

UNRERSSIHNNEERSSE-CH, MMNEE
Z3ks, iSRRI ARY
MD5{&.,

ZERY: String

Tf5l: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

x-obs-next-append-position

BT —IXIERNIZiEHhIposition,
A Integer

ZIE KRNI E B PR HETTE.

1. MRARREN LEENSIKEBEXNRIKERT], OBSIR[EI400 Bad Request, 5

1=h3~AppendToolarge,

2. R positionBYEFNIHBINTRAIRIAIEAR—EL, OBSIR[E]409 Conflict, HIRAD

J9PositionNotEqualToLength,

3. WRIEEHPFEERNREENNR, XN5RZEEIFAppendable, OBSIR[E]409
Conflict, $HIZf3/90bjectNotAppendable,

4. WNRIGSKIENBXEGEIZ10000%, OBSIR[E1409 Conflict, $£i=f85

ObjectNotAppendable,

5. WMNRMRIFEREEIACOLD (iRFFE) ,

NARgeEARIZEL, dNOBSIR[E]409

Conflict, $&iRf390bjectNotAppendable,
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HitEiRE8 arEske-24,

»! — » A |
BRI BEENSRIR
POST /object?append&position=0 HTTP/1.1
Host: examplebucket.obs.region.example.com
Expires: Wed, 27 Jun 2015 13:45:50 GMT
Date: Wed, 08 Jul 2015 06:57:01 GMT
Content-Type: image/jpg
Content-Length: 1458
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1458 bytes of object data]

ARGl EEENMNSHR

HTTP/1.1 200 OK

Date: Wed, 27 Jun 2015 13:45:50 GMT

ETag: "d41d8cd98f00b204e9800998ecf8427e"

Content-Length: 0

Server: OBS

x-obs-request-id: 8DF400000163D3FOFD2A03D2D30B0542

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCTjCqTmsA1TXRplrmridvcEWvZyjbztdd
x-obs-next-append-position: 1458

BRRE: 5 redirect F1EHE N LHENSG5R

FAFfFEtBexamplebucket, 335Robj001AFE, BITEMEZOCIEHMYTR, RE
B e[ kiE"x-obs-website-redirect-location":"http://www.example.com/", BENX
sLs"x-obs-meta-redirect":"redirect”", 153K

POST /obj001?append&position=0 HTTP/1.1

Host: examplebucket.obs.region.example.com

Expires: Wed, 27 Jun 2015 13:45:50 GMT

Date: Wed, 08 Jul 2015 06:57:01 GMT

x-obs-website-redirect-location: http://www.example.com/

x-obs-meta-redirect: redirect

Content-Length: 6

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:kZoYNv66bsmc10+dcGKw5x2PRrk=

[6 bytes of object data]

IR~ : & redirect F1BENXSKIFIENNSXIHR

HTTP/1.1 200 OK

Date: Wed, 27 Jun 2015 13:45:50 GMT

ETag: "9516dfb15f51c7ee19a4d46b8c0dbe1d"

Content-Length: 0

Server: OBS

x-obs-request-id: 5SDEB00000164A3150AC36F8FOC120D50

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSIVITYwsA4p9GEW+LYqotSI5BYDXHT
x-obs-next-append-position: 6

5.4.10 IEXSR ACL

TIRENA

OBSSZISRIRI R TRURIEE] . BUAERT, RENRISREAGHIRIY

EEIR. BRBALISEEAAEER, LR — PR LIEE ATAaE

35, RUFEATHERI. SSEAMSSSNETRENERE 7ACL T
REH
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OBSFF#E LI RATAI LUK BN PRI HSRER

e LUBITACLIREAPHZEON EFE

HOXT SR E M FREXACL (access control list) » —NIRAJACLERZ 1510055 Grant

L

ATENBUMTELIIRACL, EXIRANHER

ZhRA

FINBRT, BEXHNRRMIRAIIITRACL, BIRERERAIIIIRACL, ERTLIT

S#versionld,

E :\ r4
ARiHEMEL
PUT /ObjectName?acl HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date
Authorization: authorization

<AccessControlPolicy>
<Owner>
<ID>/D</ID>
</Owner>
<Delivered>true</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>/D</ID>
</Grantee>
<Permission>permission</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

1% Xlﬁlé\ &
IERSHRABUNZRS-86F 7o

& 5-86 iI5KIER S

2R String

SHBIR R A WIE
versionld SRR AS , R ESIEERAIIITRACL, B

HEk
ZERERMAERERL, BHSIE-3.

iERIHRTTR

ZEKBRBIHRETEREENRIVACLER, TTEIENINEKS-87FR.
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% 5-87 IEKEHETTE
TCERBMR )% BE W%
Owner WHEFEEER, 881D, g
KA XML
ID FFDomainld. =
&8 String
Grant BFtrcERPRBERPAINIR. 2 | &
MIFTRAIACL, GrantTTEARERB
21001,
A XML
Grantee ICRAPEE, S
KAV XML
Canned BIFfE AIEFRR. &
BUESEE: Everyone,
ZERY: String
Delivered ITRACLE S FEFEIIACL, &
A4 Boolean
ZRIN: true,
Permission EF R, =
EVESBE: READ | READ_ACP |
WRITE_ACP | FULL_CONTROL
ZERY: String
AccessControlList | ihjaiz#I%5IER, BE&Grant, 2
Grantee. Permission=7tZ=,
KAV XML
I Rz S
HTTP/1.1 status code
Content-Length: length
Content-Type: application/xml
IHZISES
ZiaRNENEEERATIERL, BERESEER3-19,
MRAIgRLEESk 29, EalseERINRS-88FRYEE L
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APl &% (ffn#LibXi, ) 5 API
2 5-88 MAMIRIAS L
HELEIR ik
x-obs-version-id FERACLAISTRANR A S o
ZERY: String
NaREH S TR
ZiERNMAERHRAHERETR.
-+ :s re
e IS LN
IZIE SRR TSR, PIBRIREEEE8ER6-29,
=3 —
iI=p ]
PUT /obj2?acl HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:42:34 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8xAODun1ofjkwHmM8YhtNOQEcy9M=
Content-Length: 727
<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Owner>
<Delivered>false</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694f71855</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>
M Rz~ 51
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 8DF400000163D3FOFD2A03D2D30B0542
x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCT|CqTmsATXRplrmrldvcEWvZyjbztdd
Date: WED, 01 Jul 2015 04:42:34 GMT
Content-Length: 0
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5.4.11 3RERXI5R ACL

TheeN A

ZhRAE

iEKRiHERFl

IEREERESY

FAPHUTIRBTRACLATERE, IROEREESIEEXNRINRIEHITIRES . AFPYR
HIBERHEEITRIEACP (access control policy) IR, 7 HEHITIRENRIRACLATIRIE .

FIANBRT, SFEEFIRANNSRACL, MNRESRFRANNRERRIRS, RG]
404, MNREFREUSTEIRABITTRACL, iERaliETversionldiBESH .

GET /ObjectName?acl HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZERFBEEBREESHPIEERERBXIRACL, SHENINES-89F .

& 5-89 I5KERSH

EHERR fitik R
versionld BEXNRAIRES . B
A String
\$ :\ z N
iEKEEL
ZIEREAAHEEL, BMEEER3-3,
\E hJ 74 —
IBKEETTR
ZIERIHEPRAMERBERTE.
RGE S
HTTP/1.1 status_code
Date: date
Content-Length: length
Content-Type: application/xml
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>/d</ID>
</Owner>
<Delivered>true</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>/d</ID>
</Grantee>
Xi5hRAS 03 (2024-01-02) WRIXERE © LR ARBIRAT 239



STREFERS
AP 2% ( [IfFLEbX1g; ) 5 API|

<Permission>permission</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

N pzE 2k
IZIERIIINGE S ERATEE L, BRE5E%R3-19,
BRAHIDNGERSLZS, TR REERIN TFRS-90PAYHEE k.

K 5-90 [fFhnnaRz;E Rk

HELBZFR 0%

x-obs-version-id EEMNRIRAS,
BYUE: FrEH
ZNME: T

IR VASISSavE
IZEREIERLH S PBILHETTRRERIRAIACLES, TTRAIIEARENINRS-91FF
TNo
#+ 5-91 MAGHETE

JCRBMR R

ID FAF#IDomainid,

ZERY: String

AccessControlList BIEEFESIE, 1IEFR 7 hZEaIhaNRAIAERYY
=

KA XML

Grant BFtrmcBRRBFBSUR .
KA XML

Grantee ICRAPEER,

KA XML

Delivered STRACLER U FFEAIACL,

ZAU: Boolean

Permission BB PXNZXSRITEEINRIERIR

ZERY: String

fERIERLHE
THRHER, FIABRCEaaTERe-2F,
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BRI

il iz 73~ 451

GET /object011?acl HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:45:55 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:YcmvNQxItGjFeeC1K2HeUEp8MMM=

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 8DF400000163D3E650F3065C2295674C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCS+wsHQRUA2Tx+mXUpNtBbWLPMLe9ClIx

Content-Type: application/xml
Date: WED, 01 Jul 2015 04:45:55 GMT
Content-Length: 769

<?xml version="1.0" encoding="utf-8"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Owner>
<Delivered>false</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694f71855</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ_ACP</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

5.4.12 {EXXIRITEEE

ThREN A

iERiHER(

PR LGB AZ AN, (2oak b e EERIRIRAITEIE .

PUT /ObjectName?metadata HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Type: application/xml
Content-Length: length

Authorization: authorization

Date: date

<Optional Additional Header>

<object Content>
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BREESH
£ 5-92 {HKEHESH
SHBR iR ERWIE
versionld SHRAIRAS , B
A String

BREEL

(AL

OBSSIFTHIEIXI RITEIBRIE R BT HT TP ERI6 MEKL: Cache-Control,
Expires. Content-Encoding. Content-Disposition. Content-Type. Content-Language, OBS

SEHBEXEHRERFAENRITEET, £ FENRIEHEADMRAEHR, XERFAE

BEWRES

XS RZAIHTTPL g iR Bl Fif o

% 5-93 {FKiHESL

A String

HELZR fR BEWI%E

x-0bs- TCEURIR IR =

g?etat‘?ata‘ BY{&1}9REPLACE_NEWEEREPLACE

irective _ — vt

REPLACE_NEWZR/R: XFERFEERITTEIRHT
B, FEEENTEIERTRE, KRIEEITH
BEHREAT (F1: BENCHIERSRGE) ,
REPLACERR: RIS RPETHILGTES
i, KRISERITTEIRE ( AFFERx-obs-storage-class
NEETTEHE ) WM.
ZE8Y: String

Cache- 1EEObject# FEATAIM I EFIT - S

Control 38U String

Content- 1EEODbjectf FEATAIRFR B

Disposition S8 String

Content- 1EEODbject# FEATHIRN S RAIED - B

Encoding AU String

Content- 1EEObject# FEATHIRNFIESIER - B

Language 2R String

Content-Type | Object3{4388Y, &
A String

Expires }EREObjecttf N ELATRIM ARV EZTFIT HARTE) o B
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HELZR fR BRIk
x-0bs- LR E T WebsiteficE, tJLUSREBUXPNYIRANE | &
website- KREEQEMEAS —MIRE—MIMEEIURL,
redirect- BN, EEEBERIBHS %
location . . .
x-obs-website-redirect-location:/anotherPage.html
HEEMIERE—FMBURL:
x-obs-website-redirect-location:http://
www.example.com/
HAY: String
g,gai %\Zml/\/{ “/15 . “http://” ﬁ “httpS://” J:F
3L, KEARBII2KB

x-0bs- BREXTRAVTFMEEE B

storage-class | sau: String
5B 7FEEBUE37: STANDARD ( ¥rfEfF% ) .
WARM (27%f& ) . COLD (87Ff%) . EIXEF]
BCERYEHR: STANDARD. WARM. COLD, F=
KINEK,
f5l: x-obs-storage-class: STANDARD

x-obs-meta-* | AILATEIERFIIALL “x-obs-meta-” FFLATHEER B
L, BRIABENXAITEIE, LMENNRHITE
ENXEE, HAPRBUSRSEIILITIRITEYE
BY, MARBENXTHIRESEREIEEMLHAH
m,
AU String
~5ll: x-obs-meta-test: test metadata

B HETTE

ZIERKBEFRAMERBEETX.

Iifva=)=t =3ae
HTTP/1.1 status code
Date: date

Content-Length: length
Etag: etag
Last-Modified: time
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NaRzHER Sk

NaAGHETTER

HiRlIAER

% 5-94 [fiINMEr;EE sk

HELZFR )%
x-obs-metadata- | JTTEUBIRIEIE R .
directive

VB IREPLACE_NEW={REPLACE .
AU String

Cache-Control

TEREODbject#i FEATAIMRNAYEZFITH . RIERIEF T Ik
i%, BRANMNASEEHRIZEEIERL,

ZEAY: String

Content- IEEObjecttl FEATAIRTR . WMNRIERIET T IkLisk, BRAM
Disposition NASEEFRZEEESL .

A String
Content- 1EEObject#f FEATAIN S RADIER . WRIBRER Ttk
Encoding i%, BBANINAYEEFROIZEELESL,

A String
Content- 1EEObjecti FEATHINBTESIER . MMRIBEREF Tk
Language 1%, BBANINAYEEPRIZEELESL,

ZEAY: String
Expires 1EEObjecti FEATRIM TR EFIIHARYE . ANRIEKRIET T

Itskis, BPANRNAYESFRIZE AR LEEL,
A String

x-obs-website-
redirect-location

LRIRE 7 Websitefic &, AJLUSIRBUX M IRAVEKREEDER]
BB —NTRE—MMNBAIURL, dNRIEKIER 7 Itbsks, BB
AN ASEEFNZEEIEEL .

A String

x-obs-storage-
class

EEXNRAVFEEE, RIEKRES TR, APANNAYH
BHiZze S tiEEk.
A String

Xx-obs-meta-*

RAREEXRITHE, IMENHREITEEXEE ., WMRIEK
BT ISkE, BRAMMNAYE S AiZEEIER k.

ZEAY: String

ZIEKRIELE AT EETTE.

ThFRiEIR, TEBIREEEEER6-21F,
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ERRB: IR TTEE

EXIRobjectiimINITEYE: Content-Type:application/zip#x-obs-meta-test:meta,

PUT /object?metadata HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 14:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxLLnxlO9awaMTn47s=
x-obs-metadata-directive:REPLACE_NEW

Content-Type:application/zip

X-obs-meta-test:meta

ARz~ AINSSRITERE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHpOvTYtXnLDmwV6ED
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 0

x-obs-metadata-directive:REPLACE_NEW

x-obs-meta-test:meta

BRI BIRTEIE

X5 object EIFIETTEEX-0bs-meta-test:testmeta, HEx-obs-storage-class/J
WARM, 335 objectAyTTEdEX-0bs-meta-test{EHfanewmeta, x-obs-storage-
class{&iACOLD,

PUT /object?metadata HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 14:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxLLnxlO9awaMTn47s=
x-obs-metadata-directive:REPLACE_NEW

X-obs-meta-test:newmeta

x-obs-storage-class:COLD

ARGl (EBIRITERE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHpOVTYtXnLDmwV6D
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 0

x-obs-metadata-directive:REPLACE_NEW

x-obs-meta-test:newmeta

x-obs-storage-class:COLD

IBERTH: WBRITRTTENE

YfFRobject BFETTEIEX-0bs-meta-test:newmeta, Content-Type:application/zip,

BB TTEEX-0bs-meta-test o

PUT /object?metadata HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 14:24:33 GMT
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Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMSO0jaVxILnxlO9awaMTn47s=
x-obs-metadata-directive:REPLACE
Content-Type:application/zip

ARG BIFRITRITERE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHpOVTYtXnLDmwV6D
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 0

x-obs-metadata-directive:REPLACE

5.4.13 IEKEXI%R

&b
IgEN4R

iBKi

~

s== N
185Ki

HEHEE

HESH

s== N
185Ki

B EMRIFERISRIEE X RERR— M RS ERIEIEMAR.
AR
BRHRORAEFITXHREASSS, BB TNUHRRNGEFRNERTH: SIEHTXHRS.

PUT /ObjectName?modify&position=Position HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Type: type

Content-Length: length

Authorization: authorization

Date: date

<object Content>

ZIERFEEHETIEESH, XPXEBUNELE, BIEENXIER EENE.
SHURBBINZRS-95P 7R o

# 5-95 5KHESH

BHEWR fiik =R Wi%
modify FPXZ2LMENE L L&, =

A String

position SRERINE =
ZKA: Integer

IZERERATRNIERERL, BIFNR3-3FR.

iR 03 (2024-01-02) IRAERE © LA/ ARBIRAE 246



STREFERS
AP 2% ( [IfFLEbXig; ) 5 API|

IBXREETTER
ixlﬁj?ﬁ:u%q:'z_ éIU\TE%o

N Rz 2

HTTP/1.1 status_code
Date: Date

ETag: etag

Content-Length: length
Server: OBS
x-obs-request-id: request-id
x-obs-id-2: id

N pzE =Sk
1/(1‘%—.}?E,Jur]r‘_~ﬁlu\{§ﬁﬁ/ \i%lu\?k; E‘&ki%%%is"lgo

NaALEETTE
1/(15_!—}25’]”“}_‘_‘%:;,\':’:7[: ﬁlu\mgo

HixIa NS
THHER, IEHRCEaaERe-2F.

R
PUT /ObjectName?modify&position=Position HTTP/1.1
Host: examplebucket.obs.region.example.com
Date: Wed, 08 Jul 2015 06:57:01 GMT
Content-Type: image/jpg
Content-Length: 1458
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1458 bytes of object data]

WA Rz~

HTTP/1.1 200

Date: Wed, 08 Jul 2015 06:57:02 GMT

ETag: "d41d8cd98f00b204e9800998ecf8427e"

Content-Length: 0

Server: OBS

x-obs-request-id: 8DF400000163D3FOFD2A03D2D30B0542

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCTjCqTmsA1TXRplrmr)dvcEWvZyjbztd

5.4.14 IR
THEEN 4R
BT RIBFRIEBEE XA — I UIRERTEIEE R
AR
BRI HTERGESS, QTR RGOS EEMERTA: RHTIRE.

HEH

PUT /ObjectName?truncate&length=Length HTTP/1.1
Host: bucketname.obs.region.example.com
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Authorization: authorization

Content-Length: length

Date: date

IEREHERBSY

ZIEREELHEPIEESH, RPXEREHMNE LE, EINESERREREOTRK
N, BEURBBUNZRS-96Ff

X 5-96 EKEHESE

BYER ik =20
i%
truncate FPXZUEKS N LE. =
LR String
length HETEXIRAIK/N, =
28 Integer
IERRIEISES
IZIEREAAHRIERBEEL, BANER3-3MR.
IEXREETE
ZIBKHRLPIHHETE,
D=Lt ==
HTTP/1.1 204 status code
Server: OBS
x-obs-request-id: request-id
x-obs-id-2: id
Date: Date
iR 2 Sk
IZIE RN HBERAHEEL, BINESER3-19,
VA ISP
IZERNMAEERATHEETR
= A=)
THEHER, MEHEREEaa8ERe-29,
(=R G N]
PUT /ObjectName?truncate&length=1000 HTTP/1.1
Host: examplebucket.obs.region.example.com
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGXpMXTE6ynw=
Content-Length: 1
Date: WED, 01 Jul 2015 04:19:20 GMT
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N Rz 7~

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D3F51DEAO5ACOCAO66F1

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSgkMA4Dij80gAeFY8pAZIwx72QhDeBZ5
Date: WED, 01 Jul 2015 04:19:21 GMT

5.4.15 EipRBTHR

TORES TR
B BAMRIRERIEBEE X RARN— I HREGFRNEMIRE .
[MARTL:
BRHROXAEF I TXHRESSS, SEFTHRRNSEFRERTA: SIEFHTXHRS.
BB ENIFRFERE,

IEXRHBED

POST /ObjectName?name=Name&rename HTTP/1.1
Host: bucketname.obs.region.example.com
Authorization: authorization

Date: date

ERHRSH

ZERBELHEPIEESH, FAXEREGIZRE, REHEENREBZEHITR
%W o %ﬁiﬁﬁﬁyuis'g7ﬁﬁﬁ? o

& 5-97 BKEREH

SHBR 7% BRIk

name BRI REIR, 1BERBXEER, =
A String

rename HIPXEREDZIRE, =
&R String

ISKHZRk
ZERERALABREEL, BARS-3FTR.

\E :\ 4 —
BRKEETTE
ZIERKEHELFR ARG HEITE,

aRzHE R

HTTP/1.1 204 status_code
Server: OBS
x-obs-request-id: request-id
x-obs-id-2: id

Date: Date
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N RzEE Sk
IZIE RN HBERAHEEL, BINESER3-19,
ARSI
ZIE RN B RPATEEITER.
%El%ur]rlﬁlu\
TAREIR, MEHEIRELE8ER6-2F,
(=R GNl
POST /ObjectName?name=file2&rename HTTP/1.1
Host: examplebucket.obs.region.example.com
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGXxpMXTE6ynw=
Date: WED, 01 Jul 2015 04:19:20 GMT
N7~

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D3F51DEA05ACICAO66F1

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSgkMA4Dij80gAeFY8pAZIwx72QhDeBZ5
Date: WED, 01 Jul 2015 04:19:21 GMT

5.4.16 BEEXRH WORM FIPHKES

ThEEN R
FFETWORMFFRAIHE, LAERIRIRSZIFECESIESIRIRIFHARR o
o R EENRESRBEEFRIFPEIRI BN BRRECAMRIFRE, SRILIBIEZ
MR BN RIRIFHAIR -
o IR EEWNRIEE T HRIFHIRSBRINA T RARIFHIR, RIFRFETIZER
{REERRIPHAMR
o  WRFIFHARNARIHER, RV,
(1] %83
FFFZBAE “PutObjectRetention” R REECE S IEXIRIRIFHAIR -
EIEN
FFE T WORMFARAWEFECAFIE T ShRA, EHBAMRE LENSESERTS, &
FECEXIRFWORMRIFRIEAI BT LIS ERA S RIFERARIIRECE, WMRER
EERAS, WKEIRENEZNRIRIIRAER . WORMINEER I HIE—hRZS
SHIBBRIRCER
ZRIR(F

ZER HENWRESHEIASB N BRREAWORMEES, L @IIE &S
HAHEE LG RECEXTRKEWORMRIPEKEE, 1I5EE LEMNERIEAHZEONBIRTR
HTEHITEE . NRE E‘%%ngﬁxﬁ%uﬂﬂ)ﬂ ER L ESHZSRIREE DL
EOREEETRHEWORMRIPER
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BRKEEE
PUT /ObjectName?retention HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: authorization
<Retention>
<Mode>String</Mode>
<RetainUntilDate>Timestamp</RetainUntilDate>
</Retention>
5K EEESH
1BRSEIRBBINFR1 iR,
+ 5-98 5 KEESH
SHEWR R BEWIE
versionld HRHMRAS . o BSIEERBINRORE | &
WORMZEHE . AETNAEFTHRA o
ZEHY: String
BKRiHEk
ZIERERALAHBEKREEL, BRESHES-3,
BRKBEEITTR
&= ik EEUiE
Retention JTRFZEWORMIRIFSREEES | 2
BENSES
Z£8Y: Container
Mode MRAVFRIPEREE, SEIX | 2
XIFEMER
"COMPLIANCE"
A String
~fl: COMPLIANCE
RetainUntilDate SIRERIFEAIR, ASEE | 2
BX, BRIIEER, W
2015%781H13=20%
35X RYE Y
1435728035000,
i5EA
ZFER WG T X a0RdE,
BINAE A 8485
27 Long
Gl 1435728035000
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APl &% (fa#piLibXig ) 5 AP
IRRLESHE
HTTP/1.1 status_code
Date: date
Content-Length: length
I A=ISES
ZEXRNMAERFERAAEEEL, BARiESER3-19,
=1 A
ZiE RN E B AT EETTR.
=l hzHR
BRI REAS R R IR AN TR 214
% 5-99
IR fEiA HTTPIRZES
InvalidRequest BirtEisBHERK 400
WORMFF
InvalidRequest RIFEAPRIZ EfEIR 400
MalformedObjectLockErr | SEREECEIRTCIEIR 400
or
HREIRELBAEXR6-2F,
s== —
(=R GNl
PUT /objectname?retention HTTP/1.1
Host: bucketname.obs.region.example.com
Date: WED, 01 Jul 2015 02:25:05 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGXxpMXTE6ynw=
Content-Type: application/xml
Content-Length: 157
<Retention>
<Mode>COMPLIANCE</Mode>
<RetainUntilDate>1435728035000</RetainUntilDate>
</Retention>
I Rz~
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF260000016435CE298386946AE4C482
x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCTIW2tcvLmMI+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT
Content-Length: 0
=3
5.5 ZERR(E
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5.5.1 FI&SiER EIIRL S RIES

ThRENA

EPEII)AJEJ‘JZM%EI B —MEFBRRMEEREFH AR REGERIZ R LEE

FJ o

iEKRiHER

GET /?uploads&max-uploads=max HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IBRIHESH

ZIEKAILIBIABRKEEPEESH, BT EENZSRELEES, BRESHR
BBANZR5-100F 7R

E 5-100 {5 KEHESH

SHBR A BARWIE

delimiter JFFEFFEEdelimiterfITRAES, BEXNSRE | &
(WNRiEKPIEE T prefix, ML HREEEEL
igprefix ) PMNEZEHFES—NdelimiterZ [BIZERF
EBEE9CommonPrefixfEl R FiR[E] . XREE
& CommonPrefixfIESHMA— M 0H, Eh—
FZicREMNPIRE], ZICRABEESZHER,
NBEFRIBPZDETEESER EEES.
ZEHY: String

prefix WNRIEKFIEE 7 prefix, MNP NBENRELL | &
prefix FHARNESEE -
A String

max-uploads FIENZRAESHREARZE, BUEEERN B
[1,7000], HiELCERT, 1RIBEAARYT10003 1740
%,
A Integer

key-marker FIZAHRES ERIkey-marker Z GHIZ BES o S
ZEHY: String

upload-id- RBEFkey-marker—ii(FRAEENX, FIEMRE | &

marker feERIkey-markerfupload-id-markerZ [ERIZ E&
155,
ZEHY: String

iERiERk

ZERERATIEREEL, BIREIER3-3,
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BXKEEITTE

ZIEKBERAMERBEETTE

N RzH R

HTTP/1.1 status_code
Date: date
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListMultipartUploadsResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Bucket>bucketname</Bucket>
<KeyMarker/>
<UploadldMarker/>
<NextKeyMarker>nextMarker</NextKeyMarker>
<NextUploadldMarker>idMarker</NextUploadldMarker>
<MaxUploads>maxUploads</MaxUploads>
<IsTruncated> true</IsTruncated>
<Upload>
<Key>key</Key>
<Uploadld>upload/D</Uploadld>
<Initiator>
<ID>domainlD/domain/D:user|D/ user/D</1D>
</Initiator>
<Owner>
<ID>owner/D</1D>
</Owner>
<StorageClass>storageclass</StorageClass>
<Initiated>/nitiatedDate</Initiated>
</Upload>
</ListMultipartUploadsResult>

NaRTES Sk
ZIERIMRCE R ERATEER, BAESEHR3-19,

IRGEEITE

IZEREIBALE S PRI HBTRREIZ R HEESS, TRIIBEARENINERS-1015
o

% 5-101 ASEETE

TCERBR fiik
ListMultipartUploadsRes | {®7FList Multipart UploadiERERIIEEE
ult

£HY: Container

F s Bucket, KeyMarker , UploadldMarker,
NextKeyMarker, NextUploadldMarker, MaxUploads,
Delimiter, Prefix, Upload, CommonPrefixes,
IsTruncated

AN

R None,

Bucket VR IAESS R ERIRE o

ZEHY: String

RT3 ListMultipartUploadsResult
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TCEBMR A
KeyMarker FI AR IR TR & -

ZEHY: String
75 m: ListMultipartUploadsResult

UploadldMarker

FIZAFAYEEIA UploadIdfiuE .
ZERY: String

Ve S==nd

R ListMultipartUploadsResult ,

NextKeyMarker

MRRRZEREEIPER, MAEKRPIEES
NextKeyMarker=Ez, FAFHRBEREZETHRiEKE
KeyMarker{&,

2R String
LT e: ListMultipartUploadsResult,

NextUploadldMarker

MBEARSEREEEER, MAEKRFEES
NextUploadldMarkersc=, FFHRBEIE FRIEKAY
UploadMarker{&.

ZEHY: String
RT3 ListMultipartUploadsResult

MaxUploads REIRIRAKZE HEFSEHE .
A Integer
75 ListMultipartUploadsResult
IsTruncated FEZREARRRERIMultipart Upload45 Ry F &,
Wro “true” RRARKBIREIEEPLER; “false” F
RAREERE TEEPER.
ZAY: Boolean,
LT a: ListMultipartUploadsResult
Upload {®7FMultipart Upload{EZ{EEMNBE.
2RI Container
FT553: Key, Uploadld, InitiatorOwner, StorageClass,
Initiated,
LT a: ListMultipartUploadsResult,
Key #atkMultipart Upload{ESZHIObjectZ =,
A String
R Upload,
Uploadld Multipart Upload{Fs3R91D,

AU String
R = Upload,
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tHIRMNGHE

TTEREM

ik

Initiator

Multipart Upload{ESSHIBIEZ .
?%lﬁ\: IDO
ZAY: Container

Ve S= ==

RT3 Upload,

BEZAIDomainld,
A String

Ve Sennd
X

Owner

T e5: Initiator, Owner,
ERAIFREE
ZEAY: Container
FT = ID
AR5 Upload,

StorageClass

RIPFZEE HERINRIFMEEE,
A String

Initiated

Multipart Upload{E5589#0ta{LAdiE .
Z8Y: Date,

Ve Semnd

R, Upload,

ListMultipartUploadsRes
ult.Prefix

iERPHRIPrefix,
28 String
RT3 ListMultipartUploadsResult

Delimiter iEKPHHIDelimiter,

A String

752 ListMultipartUploadsResult,
CommonPrefixes iR Delimiter2#A7, REIHEH

CommonPrefixesi A= E .
AU Container
RT3 ListMultipartUploadsResult

CommonPrefixes. Prefix

CommonPrefixesB{EE 0, EIAAERIPrefix,
A String

Ve S= ==

AT &= CommonPrefixes,

OBSE#XtmaxUploadsi#{THIKT, tNEmaxUploadsAlEEERE & /\F0, OBSIR

[2]1400 Bad Request,

HitiRiRBEEE5ER6-29,
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BRTA: A HTSESIECIRHRIIRIES

GET /?uploads HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:51:21 GMT

Authorization: OBS UDSIAMSTUBTEST000008:XdmZgYQ+ZVy1rjxJ9/KpKg+wrU0=

NaRCRB: A USSR CRIRES

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D405534D046A2295674C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSDaHP+a+BpORI6EMmIXvCOrf7q3qvBQW
Content-Type: application/xml

Date: WED, 01 Jul 2015 04:51:21 GMT

Content-Length: 681

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListMultipartUploadsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>examplebucket</Bucket>
<KeyMarker/>
<UploadldMarker/>
<Delimiter/>
<Prefix/>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>
<Upload>
<Key>obj2</Key>
<Uploadld>00000163D40171ED8DF4050919BD02B8</Uploadld>
<Initiator>

<ID>domainlD/b4bf1b36d9ca43d984fbcb9491b6fce9:userID/71f390117351534r88115ea2¢26d1999</ID>

</Initiator>
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>

</Owner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2015-07-01T02:30:54.582Z</Initiated>

</Upload>

</ListMultipartUploadsResult>

BRI BI: 7 prefix ¥ delimeter S E{IIRHRIERIES

g, FAF#Eexamplebucketd2MNERIESS, IFHRZ B Imultipart-object00170
part2-key02, FIZER(ESEAT, @ Hprefixs “multipart”, delimeter®&H
object001, FIZEE¥IBILAIERIES -

GET /?uploads&delimiter=object001&prefix=multipart HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:51:21 GMT

Authorization: OBS UDSIAMSTUBTEST000008:XdmZgYQ+ZVy1rjxJ9/KpKg+wrU0=

IR : # prefix 1 delimeter ZIZ¢SHIELAVER(ES

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 5SDEB00000164A27A1610B8250790D703

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSG3Is2ZtLDD6pQLcIq1yGITXgspSvBR

Content-Type: application/xml

Date: WED, 01 Jul 2015 04:51:21 GMT

Content-Length: 681

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ListMultipartUploadsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>newbucket0001</Bucket>
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<KeyMarker></KeyMarker>
<UploadldMarker>
</UploadldMarker>
<Delimiter>object</Delimiter>
<Prefix>multipart</Prefix>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>
<CommonPrefixes>
<Prefix>multipart-object001</Prefix>
</CommonPrefixes>
</ListMultipartUploadsResult>

5.5.2 ¥ladt EIERRIESS
J

ThEEN A

(FRZE EESER, BPYRESEARIESE LEESEOCERES, Rasts
FARPERE— T 2EHE—IZER HEESS, FAESIRR. BEAPOILREX MR
IRARIEXANER, W R, &HE. JI%ERE, QISR HEESFAEmES
NEIEZNSR; E—MNRALEREFESANZER EEES; 812R HEESENR
R LINEELER, Sifacl. BFREENTTHIEINIERNHTTPEEL
contentType. contentEncodingss, XLMNNAYERLEERTLICRESER HIEES
ToEIR .

ARSI AR S5 i AN TORE o

WORM

MNRBHUWORMA X ZFERY, WEJLAENIGH S BRIFSFAIECEXTRKEWORMERIFSR
B, eI LAEId s SLigix-obs-object-lock-mode#Ix-obs-object-lock-retain-until -
datefE¥IA L Z RITSHIEIHEERZ A H I RAIFIPREE, NREFETXLEL
1%, {BRcE 7 RREIAWORMERS, NEHENXREBIMNARIAKEE . FEnlL
EEFHEEEDIEITREWORMIRIPZKHES .

S{ERPUTFIPOSTLIE LIEXIRARE, ZE E{&EXIx-obs-object-lock-retain-until-

dateskiFIAR R B E TR BRI TRt EEEE, MAHETFEHSRIESH
AfE. RARREAWORMERRERT, RIFAGEEIARTEINEFHITEIFAITE, BISF T
B+HBRBAMRIFHAIR . 53 A1, BREEESTLIEEE, A2 EIWORMINEE

o o

IERHBE

POST /ObjectName?uploads HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IBRHESH
ZERBEEHERIEESY, FPXESREE, SHERS-102fTR.

% 5-102 EKEHESH
SBMR 0% =

uploads TPXEZE HEES,
ZKAY: String

iy

WAiE

fi
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IsKiHEk
ZIERATAERMAIAEESL, BNR5-103F7R.

£ 5-103 i5KiEEL

iHESLBIR fEik

==

Wi

x-obs-acl Va2 B HE(ESAS, aTLANN_ LGB B SLg BT RAY
W PRIZHIZRRE , EFERIRIEATE MRERRE, &
¥&: private; public-read; public-read-write,

A String

5B FRAEAZZUAYTRE )RS

Sffix-obs-acl: public-read-write,

x-obs-grant-read | ¥IALBER HAE(ESSAY, ERALLSLEIEdomain~Er
B RP ARSI RITTEIEINR

A String
SEf5x-obs-grant-read: ID=domainID, YIRITBEEZA
P, SZ28d, 98,

iy

x-obs-grant- IR 2. H1E(ESAT, ERLLgIE I domain TRr
read-acp BEHPBIREBRIRACLAIBSR

A String
Sf5iIx-obs-grant-read-acp: ID=domainID, f0RENE
ZMEP, FEEE,9E.

i1y

x-obs-grant- IR e HIE(ESSAY, (FERL Sk domainRERr
write-acp ERFEENRACLAIR

A String
SEf5lx-obs-grant-write-acp: ID=domainlID, f05R#EY
[P, FEBY,9E.

iy

x-obs-grant-full- | ¥IIAHBER E&{ESSEY, (ERALSLEIENdomain T

control BAPBIENR. REIRITEIE. SKEIRACL, B

SFHRACLAIRIR o

ZEAY: String

SEf5ix-obs-grant-full-control: ID=domainID, ¥15E#EY
HE2ANEF, FEES,DE

iy
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HELEZR fiiA P
x-obs-storage- I B R EEESES, AL SR ENSRIEFE | &
class fifsB , ANSRRIREILSLE, NLARRIBIAFAESEEUE

FIRIRAVFEEE
A String
AE: fEEEAIE3R: STANDARD (FREENE ) .
WARM (iB7#fi ) . COLD ( 14776k ) . EItXEFIE
EAYER: STANDARD. WARM, COLD, FEXNE
BU=%.
l: x-obs-storage-class: STANDARD
x-obs-website- HIFIRE T WebsiteficE, AILUSKEUXTMIIRANIEKR | &
redirect-location | EEMEWERSZ—1RIRIL—PIMBAIURL, OBSIFIX
MENKIEHEE, REENRITEEF .
2R String
AINME: T
g"]?ﬁ 'K‘Zﬁu “/” . “http://” EJZ “https://” J:F%;
KEARBE2K,
x-obs-server- (ERIZ kRN IRSS IR 1% 2SSE-KMSH R o Bo
side-encryption | sem: string kg
— (1l - . — R
:f5: x-obs-server-side-encryption: kms SSE-
KMS
B
AT,
DA
%,
x-obs-server- SSE-KMSH R MERIZLE, ZkigFxrnE=A, R | &
side-encryption- | FAFIRBIRMHIZLE, IBAANEZBRESHEER.
kms-key-id GRNANERSAAEFE, BEROACIEFHER
ZEAY: String
XEFREIlRYER D =
1. regionID:domainID(f2F1D):key/key_id
E1%=)
2.key_id
ErhregionI DEFERZAFREregionfJID; domainlD2
FRZEFEEFIIFERID; key id@MNZAEIRRSS
BUEERIERSAID
M
1. x-obs-server-side-encryption-kms-key-id:
regiomdomainiddomainiddomainiddoma0001:key/
4f1cd4de-ab64-4807-920a-47fc42e7f0d0 &
2. x-obs-server-side-encryption-kms-key-id:
4f1cd4de-ab64-4807-920a-47fc42e7f0d0
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HELEZR fiiA i
x-obs-server- SSE-CH I MERAIZE, kR RINZEERRIE Bo
side-encryption- | i%. =HiE
customer- SR String F3
algorithm _ ) ) SSE-
f5: x-obs-server-side-encryption-customer- ch
algorithm: AES256 %
95 FEEHx-obs-server-side-encryption-customer- | i,
key, x-obs-server-side-encryption-customer-key- W
MDS_E{iﬁHo ﬁlﬁ_o

x-obs-server- SSE-CH I MERAIZK, iz gZRRINZERRIE Bo

side-encryption- | $8, ZZARAFIIEIIR. =1k

customer-key SAU: String H

SSE-

fl: x-obs-server-side-encryption-customer- cH
key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB20o/ =%
9Cw= Ej-
2958 1Z3Li256-bithy&E {213 base64-encodediS | 4
Fl, FEZEHx-obs-server-side-encryption-customer- Seir
algorithm, x-obs-server-side-encryption-customer-
key-MD5—i2fEF

x-obs-server- SSE-CARNFERIZLE, ZLEFRRmMBERNESR | B

side-encryption- | BYMD5{H., MDSERFRIEZREREEFREHE. | 3F

customer-key- SR String H

MD5 _ . . SSE-
f5: x-obs-server-side-encryption-customer-key- 5
MD5:4XvB3tbNTN+tIEVa0/fGaQ== =
AR izt HEEARY128-bit MD5{ERidbase64- A,
encodedf§Z|, FZEFx-obs-server-side-encryption- DA
customer-algorithm, x-obs-server-side-encryption- 5
customer-key—ie{FF

x-obs-expires FRURANZHEARTE], BURXR. SHZENRESEE | &
bR, (NIRERFIELRTEIFRITE )
A Integer
35 x-obs-expires:3
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APl &% (fa#piLibXig ) 5 AP
HELER ik =B
x-obs-object- ENBFIHRIWORMES,, BaNZHF B,
lock-mode COMPLIANCE, BI&#MER, FEEFx-obs-object-lock- | #EH

retain-until-date—[E{#M . X-

2R String OE_S'

5 x-obs-object-lock-mode:COMPLIANCE ::)_Jec
lock-
retai
until
-date
SLigy
A%
-I'-I$+
A

x-obs-object- LE3TSRAV IS HARYEL LERTIE), BN EK I UTCHTE], =
lock-retain-until- | FfF&1SO 860147, #l: 2015-07-01T04:11:15Z, & | &%

date ZEFIx-obs-object-lock-mode—[E{EFH . X-
2RI String obs-
— . . . objec
7fl: x-obs-object-lock-retain-until- t-
date:2015-07-01T04:11:15Z ~
lock
mod
ek
1A
W

x-obs-meta-* et EEERAESET, sJLATEHTTPIERAAINLL “x- S
obs-meta-” FFELAGEESL, FRIMABENXHITTE
7, ENTRHTEENEE, HHAPIREULIISRE
ERXIRITHIERN, IIARNBENTEHIESSERE
BERSLHEI,

2R String

~f5: x-obs-meta-test: test metadata

Hit AR LIESER3-3,

IBRHETTER
ZEREE R MEREETE.

N Az E AU

HTTP/1.1 status code
Date: date
Content-Length: length
Connection: status

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
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NaRziER Sk

N ISPIvE S

<Bucket>BucketName</Bucket>

<Key>ObjectName</Key>

<Uploadld>uploadID</Uploadld>
</InitiateMultipartUploadResult>

IZIERIIANGE S ERATEE L, BINE

% 5-104 MhNmAsEE L

2ERE3-19,

HESLBR

114

x-obs-server-side-encryption

WNRIRSSIHINZZRSSE-KMSA T, MR
Baizkig,

AU String

f5: x-obs-server-side-encryption:
kms

x-obs-server-side-encryption-kms-key-
id

ANEIRSIHINZERSSE-KMSH, ML
Bz, =L ERRERR,
A String

. regioniD:domainID(FEF
ID):key/key_id

Hrhregion| D2{FER%$BFT/Eregioniy
ID; domainID2{FERZAFREEFAYTE
FID; key_id@AXINZ(FEREAIZEID,

fl: x-obs-server-side-encryption-
kms-key-id:
regiorrdomainiddomainiddomainiddo
ma0001:key/4f1cd4de-
ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-customer-
algorithm

BIRIRSSIRINEZSSE-CiRt, IMMES
Z3k8, ZEERTRINEFERNEE.
A String

7f5: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-server-side-encryption-customer-
key-MD5

MNRARSZIHINZRSSE-CHT, TNEE
Z3kiE, 1z RN R ERY
MD5{&.,

A String

f5: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tIEVa0/fGaQ==

ZERIMNEEPETROEEITE, REMRZBR HEESHNSR EEESS. @
B, WRE, HEELER. GHERER, TRIEAREXII&RS-105F17.
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& 5-105 MIRGHETER
pave <= ik
InitiateMultipartUpl | HIAZEZ EIEESHIER.
oadResult HE: XML
Bucket ZER HEXNRAERIES .
ZAY: String
Key ZE; FEXISZAIkey,
ZEAY: String
Uploadid ZE HEid, EEHTSE LER, IBEXNdEESERE
B1ES
A String

iﬂ: ur]r‘_lﬁlu\
1. Q05 AccessKeysi&EZ 3, OBSiIR[E]403 Forbidden, fHizf3.AccessDenied,
2. WNRWATFE, OBSIR[E]404 Not Found, #EHiRFEANoSuchBucket,

3. KERAFPEREESIEERINERIRE, WNREEMNR, OBSIR[EI403 Forbidden, &
1IR3 A9AccessDenied

HiptEirE 8 a1Ek6-274,

iERTA: #RE

POST /objectkey?uploads HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 05:14:52 GMT

Authorization: OBS AKIAIOSFODNN7EXAMPLE:VGhpcyBtZXNzYWdlLIHNpZ25|ZGGieSRIbHZpbmc=

NaRERA: ¥DIRIER

HTTP/1.1 200 OK

Server: OBS

x-obs-id-2: Weag1LuByRx9e6j50nimru9p04ZVKnJ2Qz7/C1NPcfTWAtRPfTaOFg==
x-obs-request-id: 996c76696e6727732072657175657374

Date: WED, 01 Jul 2015 05:14:52 GMT

Content-Length: 303

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-30/">

<Bucket>bucketname</Bucket>

<Key>objectkey</Key>

<Uploadld>DCD2FC98B4F70000013DF578ACA318E7</Uploadid>
</InitiateMultipartUploadResult>

iERTA: MR RNERET ACL

POST /objectkey?uploads HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 05:15:43 GMT
x-obs-grant-write-acp:ID=52f24s3593as5730ea4f722483579ai7,1D=a93fcas852f24s3596ea8366794f7224
Authorization: OBS AKIAIOSFODNN7EXAMPLE:VGhpcyBtZXNzYWdlIHNpZ25|ZGGieSRIbHZpbmc=
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ARGl #IaatERRIRIRIHETS ACL

HTTP/1.1 200 OK

Server: OBS

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTnV+daB51p+IVhAVWNT7s5rSKhcWqDFs
x-obs-request-id: BB78000001648457112DF37FDFADD7AD

Date: WED, 01 Jul 2015 05:15:43 GMT

Content-Length: 303

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-30/">

<Bucket>bucketname</Bucket>

<Key>objectkey</Key>

<Uploadld>000001648453845DBB78F2340DD460D8</Uploadld>
</InitiateMultipartUploadResult>

5.5.3 H{EE’
)

ThEEN A

IEXRHEEFR

IERHESH

SR EEESZ0EE, BRAILIEEEESR LEESS, B LEREONSERN
F55 L&, NEFin LIEHERE. B— I YRNE— SR LEESE LER,
EERINFEEREHIRMERERN, HAISHSTIRARLEE

BA/ISEER[100KB, 5GB], (BEHRITEHERIEFN, RE—TRIIXIEEN
[0,5GB]. EfERIERAYRSEATEERS], ESEE=Z[1,10000],

IR ARSS i I TORE o

A

E3{EShpartNumber2E—aY, EE H{EtBREpartNumberfiVEs, F—IXx HiELE
B—XEERE, SHA LER—IIRAE—partNumberfid, RSB imEELast
Write WinZgg, {B “Last Write” BIRTIBIE X DR TTEIECIZERT B, I T IRIESEE
Htt, BERREENIFRIER—XRPE—E LENFH RS, B—NRNAFREERH
K EEREEH

PUT /ObjectName?partNumber=partNum&uploadld=uploadID HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Content-Length: length

Authorization: authorization

Content-MD5: md5

<object Content>

£ LIERIMEFEBSEEESHPIEES R LEES SRS K LEEER, £
HRBMRE M INR5-106F7R .
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APl &% (fa#piLbXig ) 5 API
& 5-106 IEREESH
SHEWR ik = Wi
partNumber HEEMES . BUEAMTEI10000RYEEES =
A Integer
uploadid ZE HEESId, =
ZERY: String

ERHEL

ZERERALERL, BIMESER3-3,

& 5-107 [RBiminZEZaR B2k

HESLBR

fEk

Bk

x-obs-server-side-
encryption-customer-
algorithm

SSE-CH =l MeERZL
18, ZSkiEFRINEER
&%,

2R String

f5l: x-obs-server-side-
encryption-customer-
algorithm: AES256
205R: FEEFx-obs-
server-side-encryption-
customer-key, x-obs-
server-side-encryption-
customer-key-MD5—j2
EDZZ

B HEASSE-CHR
BF, Wik, BESHHBK
4;1%5&1%%@%@@59%
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ERIHRTTE

RSt =2

HESLBIR

A

BRWik

x-obs-server-side-
encryption-customer-key

SSE-CH I MERZL
1o, ZLiEFRRINZRER
B9%5R . 1ZESBRTINE
POE

A String

~f5ll: x-obs-server-side-
encryption-customer-
key:K7QkYpBkM5+hca27
fsNkUnNVaobncnLht/
rCB20/9Cw=

£95R : 1Z=LigFH256-bithY
Z4A%213base64-encoded
551, FEFx-obs-
server-side-encryption-
customer-algorithm, x-
obs-server-side-
encryption-customer-

key-MD5—E{FH

&o SfEMASSE-CHTL
AY, Wik, FESHAK
éﬂ?ﬁﬁ&%ﬁ%’fﬁﬁﬁ’ﬂ%
Ho

x-obs-server-side-
encryption-customer-
key-MD5

SSE-CI5 1\ MERAIZL
18, iz INE SR
AIZ$ERIMD5S{E . MD5{E
BFREEBEmEiEP
RBLE.

AU String

f5: x-obs-server-side-
encryption-customer-
key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

AV SRS SR Az o
128-bit MD5{E£1E
base64-encodedi§%, &
EFIx-obs-server-side-
encryption-customer-
algorithm, x-obs-server-
side-encryption-
customer-key—i2 & .

Ao H(FEAESSE-CHIL
BY, Wik, BESIRK
HER{FSERERY
MD5{&.

IZEKEBPRMEREETR.

HTTP/1.1 status_code
Date: date

ETag: etag
Content-Length: length
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AP 2% ( [IfFLEbX1g; )

5 API

NaRzHER Sk

DN ISPavE S

IZIEKRAIBAMGE B ERAEEE L, BIMEE2%E%R3-19,

% 5-108 [IInmasEE kL

HESLBR

ik

x-obs-server-side-encryption

NRARS IR RSSE-KMSH T, Mk
BakE.

A String

f5l: x-obs-server-side-encryption:
kms

x-obs-server-side-encryption-kms-key-
id

AR ARSZIHINZERSSE-KMSH T, Mgk
Ba&izdks, g RREER
28 String

¥ 9: regionID:domainID(FEF
ID):key/key_id

Hrregion|D2ERBZEAFT/Eregiondy
ID; domainlD2{FREZBFEHEFAIE
FID; key_id@AXNIZERRIZSAID

fl: x-obs-server-side-encryption-
kms-key-id:
regiomdomainiddomainiddomainiddo
ma0001:key/4f1cd4de-
ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-customer-
algorithm

SIRARSS IR SSE-C T, MRS
Z3kiE, ZSkEERTRINEFERNEX.
2R String

f5l: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-server-side-encryption-customer-
key-MD5

UNRARSSIRINZRSSE-CHT, MM
1Z3k8E, 1Zk R INZ R ERY
MD5{E,

ZERY: String

f5: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tIEVa0/fGaQ==

ZIE RIS E B PR HETTE.

EIRII AR5

1. WMRERFSEBISEE1,10000], MikE]

§812400 Bad Request,
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WNREA/NEBIISG, MiR[EIsEIR400 Bad Request,
WNERAccessKeyz &2 TR, OBSIR[E403 Forbidden, $&I=f3/IAccessDenied,

BEEEEEE, NEEAEE, OBSIR[E404 Not Found, 1235
NoSuchBucket,

5. KEMHAACL, FIETAFDomainld2EEEIEEmINEINIE, MNREENRE, N
OBSj&R[E]403 Forbidden, $&i=f3J9AccessDenied,

6. KEZERLEISEEREFE, WRAFE, OBSIR[E404 Not Found, fBIRIBA
NoSuchUpload,

7. KMESKAPEEESER HEESIARE (Initiator) , IIRAZE, OBSE[E
403 Forbidden, $§i=i3HAccessDenied,

HittgREB & ER6-24F.

N —
15K~
PUT /object02?partNumber=1&uploadld=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 05:15:55 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:ZBOhFwaHubi1aKHv7dSZjJts40g=
Content-Length: 102015348

[102015348 Byte part content]

N Rz 7~

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40956A703289CA066F1

ETag: "b026324c6904b2a9cb4b88d6d61c81d1"

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCUQuU/EOEVSMa04GXVwy0z9WI+BsDKvfh
Date: WED, 01 Jul 2015 05:15:55 GMT

Content-Length: 0

SR ELEESZ0EE, BRALBEEESR LEESS, MFEiES LER. iR
MRS REBFERRENEO .. RIFEFRBE LENRI—ERD SRR EN

EXO

IZIR eSS AR S5 IR INEETHRE o

ikl

NS RRBRIEHTTPIR Bk ig i AYstatus_codeRFIRMEREELIN, ;ki:EEF
status_codeiR[BI2000 R RIESZiwCEWEITERK, BF Rt IEIENEERIBK, N2
%I)J%Eﬂrﬂﬁ_\iiiﬁ,%lﬂ’ﬂbodyﬂlﬂ , RBbodykHEETagicS AR =KL, éﬂﬂ%a‘x%m%
W o

RiExIRobjectiE N A— 1 BRpart1, WIREEIUREZRIpartl EEFE, EIUREH
1TZEEREEpart SHRFTENRIREIESRS . . EURINGE, REePIZERIRHIR
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partl, EREEGSEMIR. RItEERENREOMBHRETRAFEREST
e, BRREURSHERRMIR. EIREFRESRobject BAETEMN .

RIFHENSR

MRBEIR2LFENSR, FSEFIENFARERT, REHENRLTFEKRER
SIS, AEEENREI . ENRKIKESEEEIRER, SERNKNK, R[O)EEIR403
Forbidden, SEi#iA)T:

ErrorCode: InvalidObjectState

ErrorMessage: Operation is not valid for the source object's storage class

N N 24
IEXREEE
PUT /ObjectName?partNumber=partNum&uploadld=UploadID HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
x-obs-copy-source: sourceobject
x-obs-copy-source-range:bytes=start-end
Authorization: authorization
Content-Length: length

ERHESH
EIRBEASHHEERIRRNRSTIZSR LTSS, SHNEHNENIIRS-109
PR

E 5-109 {5 KEHESH

BHEM #ER W

partNumber HIEEBRIES, =
ZKAY: Integer

uploadid ZE HEESI, =
A String

=R ISES

BRI TERATHHERASS, EMERTRM RIEE . AHEELZR-3M0
o

E5-110 5KEEL

HESLZIR ik W%
x-obs-copy-source EURYEIR =
2R String
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5 AP
HESLZTR ik T Ayt
x-obs-copy-source-range | BEXNRPHFENNENE | &

HeE (start-end)
start HERERIA=FT5, end
HRRERFT,
A Integer

x-obs-server-side-
encryption-customer-
algorithm

SSE-CAy5t FAEAi%k
19, ZkEERRINE BT
BR{EANEE

ZERY: String

f5: x-obs-server-side-
encryption-customer-
algorithm: AES256
2R FEFx-obs-
server-side-encryption-
customer-key, x-obs-
server-side-encryption-
customer-key-MD5—it2
EDZZ8

B LEASSE-CHR
BF, Wik, BESHHK
4;1%5&1%%@%@@59%

x-obs-server-side-
encryption-customer-key

SSE-C/HI MERIZL
fa%, 1z RN B iR
AR . 1ZZEE
FINEXR .

A String

~5: x-obs-server-side-
encryption-customer-
key:K7QkYpBkM5+hca27
fsNkUnNVaobncnLht/
rCB20/9Cw=

2958 : %3LiaF256-bithY
¢H221dbase64-encoded
15%8l, FZEFx-obs-
server-side-encryption-
customer-algorithm, x-
obs-server-side-

encryption-customer-
key-MD5—2{FFH

B HEASSE-CHR
BF, Wik, BESHHL
é:%ﬁﬁ&%ﬁ%ﬁlﬁﬁ%
Ho
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AP &% ([IfpfLEbXig ) 5 API
HELBIR TP BARYI%E
x-obs-server-side- SSE-CH =, MEH1ZkL Bo. HFASSE-CHT
encryption-customer- o, ZEERRINZEBR | BT, %%, FESVKRK
key-MD5 ERFRZIAIIMDSE, | LIERIESERIERN

MD5{ERFIIEEHER | MD5E.
HREREETHE.

A String

~M5: x-obs-server-side-
encryption-customer-
key-MD5:4XvB3tbNTN
+tIEVa0/fGaQ==

295R : iZLI AR
128-bit MD5{&£25d
base64-encodedi§%l, F
E#Ix-obs-server-side-
encryption-customer-
algorithm, x-obs-server-
side-encryption-
customer-key—i2{FF

x-obs-copy-source- SSE-CH I MERIZL Ho. SENEXRER
server-side-encryption- | 1%, ZSLHFRFEXIRIE | SSE-CHTAT, Wik,
customer-algorithm BAEx,

A String

:f5: x-obs-copy-
source-server-side-
encryption-customer-
algorithm: AES256
295k FEFx-obs-copy-
source-server-side-
encryption-customer-
key, x-obs-copy-source-
server-side-encryption-
customer-key-MD5—j2
G2
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HESLBIR

A

EENi

x-obs-copy-source-
server-side-encryption-
customer-key

SSE-CIH T MERZL
1o, ZLHFRRNEXTRE
BHZESH. BT REEIERS
%o

A String

M5 x-obs-copy-
source-server-side-
encryption-customer-
key:
K7QkYpBkM5+hca27fsNk
UnNVaobncnLht/rCB2o/
9Cw=

295k iz FH256-bithY
25RLZidbase64-encoded
5%, FEx-obs-copy-
source-server-side-
encryption-customer-
algorithm, x-obs-copy-
source-server-side-
encryption-customer-

key-MD5—2{F

Bo é}%xiﬁﬁ%@ﬁﬁ

SSE-CH AT,

WA

x-obs-copy-source-
server-side-encryption-
customer-key-MD5

SSE-CH =t MERiZk
fa, ZKIgFRRESRE
FRr9Z$ARIMDS5{E . MD5
ERTFRIEEREEIE
N ZEht i

284 String

fl: x-obs-copy-
source-server-side-
encryption-customer-
key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

AV SRS = SRz o
128-bit MD5{E£EE
base64- encoded{E'EU
EFIx-obs-copy- source—
server-side-encryption-
customer-algorithm, x-
obs-copy-source-server-
side-encryption-
customer-key—i2{FF

Bo é}%xiﬁﬁ%@ﬁﬁ

SSE-CH AT,

A
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5 API

HESLBIR

A

match

x-obs-copy-source-if-

RBESIFEXRAYEtagSItE
SEIEERVEIRF
ITEFRNSRIRE, IR
[E1412 (BIERMEH
E) o

A String

fl: x-obs-copy-
source-if-match: etag
LUREM: S ERISx-
obs-copy-source-if-
unmodified-since—jcfs&
A, BFReESHeRFME
HISH—EFER.

x-obs-copy-source-if-
none-match

RESEXNSREtagSItE
SIS ENBEAEE A
HITEFIXISIEE, BN
REI412 (BIBREAH
E) o

A String

fl: x-obs-copy-
source-if-none-match:
etag

LIRS BHT S5x-
obs-copy-source-if-
modified-since—32{&E
B, BfgeEHEEREHE
TS —EFER.

oy
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APl 2% ( [IfFLEb X1, )

5 API

HESLBIR

A

x-obs-copy-source-if-
unmodified-since

REJENRELSEHIE
EREEZ EREEsd
FTHITEFINRIBE, &
MHR[E412 (BIERHEF
WE) , BSHASx-
obs-copy-source-if-
match—ie(FER, {BFEE
S5HeRHEHSH—iE
f5F.
A String
BN FEhttpy//
www.ietf.org/rfc/
rfc2616.txtHERRUAY
HTTPRIEIFRTE
1. EEE, dd MMM yyyy
HH:mm:ss z

2. EEEE, dd-MMM-yy
HH:mm:ss z

3. EEE MMM dd
HH:mm:ss yyyy

XI Rz -

1. x-obs-copy-source-if-
unmodified-since:
Sun, 06 Nov 1994
08:49:37 GMT

2. x-obs-copy-source-if-
unmodified-since:
Sunday, 06-Nov-94
08:49:37 GMT

3. x-obs-copy-source-if-
unmodified-since: Sun
Nov 6 08:49:37 1994

RZ: bSEIEER

AY{a) A~ BEre T HRIRYBRSS

2Rt (GMTRTE ) , &

MSEHAER,
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AP 2% ( [IfFLEbXig; )

5 API

IBXKHRITER

NS IS =22

HESLBIR

A

x-obs-copy-source-if-
modified-since

REJENRELSEHIE
ERVAYEZ S d 7 it
TEFINSIEE, IR
[B1412 ( BIEREFAH
&), tBHA5x-obs-
copy-source-if-none-
match—EefER, (BAEE
S5HeRHEHSH—iE
f5F.
A String
BN FEhttpy//
www.ietf.org/rfc/
rfc2616.txtHERRUAY
HTTPRIEIFRTE
1. EEE, dd MMM yyyy
HH:mm:ss z

2. EEEE, dd-MMM-yy
HH:mm:ss z

3. EEE MMM dd
HH:mm:ss yyyy

XI Rz -

1. x-obs-copy-source-if-
unmodified-since:
Sun, 06 Nov 1994
08:49:37 GMT

2. x-obs-copy-source-if-
unmodified-since:
Sunday, 06-Nov-94
08:49:37 GMT

3. x-obs-copy-source-if-
unmodified-since: Sun
Nov 6 08:49:37 1994

RZ: bSEIEER

AY{a) A~ BEre T HRIRYBRSS

2Rt (GMTRTE ) , &

MSEHAER,

ZEREBPRMEREETE.

HTTP/1.1 status code
Date: date

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyPartResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
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5 API

NaRzER Sk

<LastModified>modifiedDate</LastModified>
<ETag>etag</ETag>
</CopyPartResult>

IZIERIIINGE S ERATEE L, BRiE555%3-19,

xR 5-111 MIINALER Sk

iHESLRR

ik

x-obs-server-side-encryption

NRARSIHINZERSSE-KMSH T, Mk
Ba%kE.

A String

M5: x-obs-server-side-encryption:
kms

x-obs-server-side-encryption-kms-key-
id

WNRARSS IR RESSE-KMSH T, Az
Baizdks, ZSgRRERR.
A String

¥ 9: regionlD:domainID(FEF
ID):key/key_id

Hrregion|D2EBZAFT/Eregiondy
ID; domainID2fE M= BB FAYE
FID; key_id@ARNNZ{ERZEID,

TM5: x-obs-server-side-encryption-
kms-key-id:
regiorrdomainiddomainiddomainiddo
ma0001:key/4f1cd4de-
ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-customer-
algorithm

UNRARSSIRINERSSE-CH, MMNEE
Z3ks, ZSEFRRIIEERNEE,
A String

T3: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-server-side-encryption-customer-
key-MD5

UNRBRSSIHNNEERSSE-CH, MMNEE
1Z3k8E, 1Zk RN R ERY
MD5/{&.

ZERY: String

f5: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

N RS TTER
ZERIARGE S EFREETERRERIENNER, TRNENRS- 11255,
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% 5-112 IIAGE BT

TCEBMR )%

LastModified xR _EIRIELRTE]
2£8Y: String

ETag BfrERAYETaglE, ERATHE—IRR, BFREFHFIIR
EE—E0E
A String

EIRNI R

BRI

e Rz 73~ 451

N

!

=S

UNERAccessKeyZ &2, OBSIR[E403 Forbidden, (&I=f3/IAccessDenied,

2. BHERBEREIRESEE, REAFE, OBSIR[EI404 Not Found, fHIRIBH
NoSuchBucket,

3. MRENRARIFIE, OBSIR[E404 Not Found, $EiRAZINoSuchKey,
MEAPIHEENSISEIZNIE, OBSIR[E403 Forbidden, $EiRf3H

AccessDenied,

5 WMRARXYEOEREEIR, OBSIR[E403 Forbidden, fHIRAZH

AccessDenied
6. BEEEENIESAFE, OBSIR[E404 Not Found, $EiR3INoSuchUpload,
NRARAERZSER FEESARRE, OBSIR[E|403 Forbidden, (EHIRIBA

AccessDenied,
8. HENAIPEEGEIISGRY, OBSIR[EI400 Bad Request,
9. HNRERFSIBITIBEI1,10000], OBSIR[E$EIR400 Bad Request.

HitEiRE8 arEske-24,

PUT /tobject02?partNumber=2&uploadld=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:16:32 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:dSnpnNpawDSsLg/xXxaqFzrAmMw=
x-obs-copy-source: /destbucket/object01

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40ABBD20405D30B0542

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTIIpD2efLy508sTTComwBb2He0j11Ne
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:16:32 GMT

Transfer-Encoding: chunked

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyPartResult xmlns="http://obs.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T05:16:32.3447</LastModified>
<ETag>"3b46eaf02d3b6b1206078bb86a7b7013"</ETag>
</CopyPartResult>
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5.5.5 Fljx¢E _HERIER

ThRENA

BFRATLEEAZEOEE—MESPERFRERER . LHEOFERZ RIS
B RS TRAN—EG

\$ :\ r4

iEXREEHE
GET /ObjectName?uploadld=uploadid&max-parts=max&part-number-marker=marker HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date
Authorization: auth

ERIHRSH

ZERBISERERSHIEESR ELRESUMRIIENREE, SHRENRSXIE
5-113F73o

% 5-113 BEKEESH

BHEWR ik L%
uploadld ZE HEESRYId, =

A String

HNME: To
max-parts MEEIIZEE LERMNPIEAPartEiH. | &

A Integer

ZAE: 1,000,

part-number JEEListAYiCiaiE, RBPart NumbergB | &
-marker jC:.FiZ%#(E"J Pa rt%?&gu II:EI o

A Integer

EINME: L.

iERiHRk

ZERERALERL, BIRESER3-3,

IBRHRTTE
ZBEREE P MEREETE.

N Az E B0

HTTP/1.1 status code
Date: date
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListPartsResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Bucket>BucketName</Bucket>
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<Key>object</Key>
<Uploadld>uploadia</Uploadld>
<Initiator>
<ID>/d</ID>
</Initiator>
<Owner>
<ID>ownerid</\D>
</Owner>
<StorageClass>storageclass</StorageClass>
<PartNumberMarker>partNmebermarker</PartNumberMarker>
<NextPartNumberMarker>nextPartnumberMarker</NextPartNumberMarker>
<MaxParts>maxParts</MaxParts>
<IsTruncated> true</IsTruncated>
<Part>
<PartNumber>partNumber</PartNumber>
<LastModified>modifiedDate</LastModified>
<ETag>etag</ETag>
<Size>size</Size>
</Part>
</ListPartsResult>

NaRLERk
ZIERIMESERATEEEL, RS

W

£#3-19,

N REHE TTER
ZIERMORAET HETRREE LETHRESR, TRIRASLIIHRS-114FR.

% 5-114 AGEEITE

I RI=FEE B FR faR
ListPartsResult {R1FList PartigkERIB=E .

A): Container

FiE: Bucket, Key, Uploadld,
PartNumberMarker,NextPartNumberMarker, MaxParts,
IsTruncated, Part,

SZ-JE,-I n 960
Bucket Bucket&#R,

258Y: String
AT ListPartsResult,

Key Object&Z R,

AU String

RY5a: ListPartsResult,
Uploadid Upload{£531D,

2RI String
R ListPartsResult,
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5 API

MR ERZFR

P

Initiator

Upload{ES5HIEIEE o
28 Container
FHA: Do

RT3 ListPartsResult,

Owner

FInitiatorf8[E .

#AY: Container
FH=: D,

R T 3: ListPartsResult,

BlEEEAIDomainld,
SR String

AN

RXFE: Initiator. Ownero

StorageClass

TFiERE,

A String

B3E: STANDARD | WARM | COLD
3&-{4—

PartNumberMarker

T ListPartsResult,
AR ListtEERYPart Numberigtaiis .
A Integer
A2 ListPartsResult,

NextPartNumberM
arker

MBAREERBIEEER, WAIEKFIEES
NextPartNumberMarkerc=, BT trBBETRiERAY
PartNumberMarker{& .

A Integer

ANT

R ListPartsResult,

MaxParts

RENSRPEARIPart#H .
A Integer
R ListPartsResult,

IsTruncated

FREEREARIREAList PartZERYIRBE R, “true” TR
RRRERESIEER; “false” FRAXEZRETLEP
=

ZAY: Boolean,
5&

——

e ListPartsResult,

Part

RIFPartiZERISES

AU String

Fi5&: PartNumber, LastModified, ETag, Size.
T2 ListPartsResult,

( PartNumberZE<Partf%(=. )
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PartNumber 2_ti&EPartiime
A Integer
AT ListPartsResult.Part,
LastModified Part_EERYBTIE] .
ZKAY: Date
R ListPartsResult.part,
ETag B HERASNETag, ERASHIE—IME, BFERSFHET

R EE—ME .

A String

AT ListPartsResult.Part
Size 2 EfEPartk/h,

KA Integer
AT ListPartsResult.Part,

S VAE]S
. A05RAccessKeyzi &2 TR, OBSIR[E]403 Forbidden, f&iRfZ/IAccessDenied,
2. WNREREFRZIE, OBSIR[EI404 Not Found, $&iRf3AINoSuchBucket,

WNRIERIZ R HEESAIFLE, OBSIR[El404 Not Found, $&iRF3H
NoSuchUpload,

4. OBSHIEFFEFDomainldREEBIEEMANZIANIR, INERERRE, NOBSIKR[D]
403 Forbidden, $HiZf8/9AccessDenied,

HipffiRELE &ER6-29F.

BRI

GET /object02?uploadld=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:20:35 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:xkABdSrBPrz5yqzuZdJnK5oL/yU=

il iz 73~ 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40C099A04EFADD1BDD9

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSK71fr+hDnzB0JBvQC1B9+S12AWxC41
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:20:35 GMT

Content-Length: 888

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListPartsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>test333</Bucket>
<Key>obj2</Key>
<Uploadld>00000163D40171ED8DF4050919BD02B8</UploadId>
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5.5.6
/

/|
ab
hREN 4R

WORM

<Initiator>
<ID>domainID/domainiddomainiddomainiddo000008:userID/useriduseriduseriduseridus000008</ID>

</Initiator>

<Owner>
<ID>domainiddomainiddomainiddo000008</ID>

</Owner>

<StorageClass>STANDARD</StorageClass>

<PartNumberMarker>0</PartNumberMarker>

<NextPartNumberMarker>2</NextPartNumberMarker>

<MaxParts>1000</MaxParts>

<IsTruncated>false</IsTruncated>

<Part>
<PartNumber>1</PartNumber>
<LastModified>2018-06-06T07:39:32.5227</LastModified>
<ETag>"b026324c6904b2a9cb4b88d6d61c81d1"</ETag>
<Size>2058462721</Size>

</Part>

<Part>
<PartNumber>2</PartNumber>
<LastModified>2018-06-06T07:41:03.344Z</LastModified>
<ETag>"3b46eaf02d3b6b1206078bb86a7b7013"</ETag>
<Size>4572</Size>

</Part>

</ListPartsResult>

BB

WNRAF HEZRENR, MaullEREHERED, ERSERSIHEHAFPIEENER
BHE— N TEINTR, ERT “SHER” 1BELEI, BRPARETHEE LENE
B, EEHRINEEEZR HEESBRAIHCRAIMITEELEEENRIRIRITE
B, EAMESREIIEE HENSHIXEEESLAIMEITIEER . EHASHERNB
RT, BAAEELast Write WingEBg, {8 “Last Write” BYBYEIE X EHMFSHIFIE
HY18]

BEELENR, RERBINENNAIZR HEESS, HELFRPNSSEM; i
MBRELEES ‘GHER BFiE, REEENSRELRTERS, AFRL
ERVELILL B BRES M NAIREBIFNIRRBE ST “‘G6HR™ BIFHEIRIIES,
‘BT TEMRSRIRYE, BERIERESERE.

B TRNZR EETIBEEBR FTENSREN, THENMSREENRNE
IEERange FTHEN B HEMRIIERDEE

B TRIZ R EET LB EBRIMBRESRED, MSENSR EENRAPR
BOBREE, BRERTIRE.

BHTHRNZER HEHIBERCRENTIRIIMDSENEtag, £ FEZEREIBILIstHE
AN REDNN S BEEE FtaglERL B MD5 (MiMo--My ) -N, B, M,
FRBNERAIMDSE, WNBKRRBIFR, B3TDER, 81 0 EREBEIMAIMDSE,
BHEBETaglE R R EIE3 MNP BRIIMDS & FHE KB TMD5IHEE52I— N iRE, B
PE-NEASHERRETagE, -NEREHEZ/VER, TiZrfFEIs-3,

BHRIERINBHIFSIMAER . BRSS imiR[EI5008L5031RERT, EiINEFima LSt
SIHIRENS BRAES T AINIRITEWE, FrELRIIRAYX-obs-uploadIdkigihIfE, 25

SHRRXREEFHRIESSIDEE, WRER, RBERSINERELEHERM, TFEB

HITEIR . XTFHA—HIERA, S017.5-HE—H4iRHA,

NEREBHIWORMFAXZHEH, EHEBRENEHEEMIIREEIREWORMERIF,
WNRIGIEHIAIATIETE T WORMIB R LI HECE TIRIFPEILEHEE, N ERiZREE
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ZhRA

IEXRHBER

ERHESH

iERiERk

NEFERIRAFIFEIERE . WIREEIRUITIRBIEEWORMMEX L, {BAC
BT RFEOAMRIPRE, BN ARRBOAMRIFREEARIFEAIR, SEFRRIRIPE

IEBEPASFHEE+HRIFEARR . AEEHE, EKIBTUESEAEGHEHIMREETR
KWORMERIFERES o

MRBHISRARSEARH, WEHREFINNRER— T HE—IRES, HB
SHENIR R Skx-obs-version-idiREIZMAS . MRBHISHARSEEEFH, WEFH
REFSFIIMRIRAS Anull, XTFRIISRART, SRREBNSIRSRE.

A

R EETI0MER, BEHBRIBETIMNRRITEH, BPBARBESHIIRBESWERR
BaiilbR, RESHAIBRMBRETRERSE . EHITEHZANSERYIHE LERIRE
M#TEN, FEZSAER, BRIIEREER.

POST /ObjectName?uploadld=uploadID HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Content-Length: length
Authorization: authorization
<CompleteMultipartUpload>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
</CompleteMultipartUpload>

ZIEREHESHPIEES R LIEASSKIBEESHI—1 LIERES, 28E
MANZR5-115F7%o

E5-115 5KEHESH

BHEMW R W%
uploadid 15 HIE1ESS . =

A String

ZERERALERL, BIFEEER3-3,
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iEKRIHRTTER

IZERBEMEHETHHETER, BEEGHIIRIIE, TEANEARSXINERS-1165

PR
& 5-116 BKEETE
TCRBR ik BEWIE
CompleteMultipa | §FHHIERFIE. =
rtUpload SR XML
PartNumber EBs. =
2K Integer
ETag HERMINEIREIRIETagE, ERATHE— | 2
R ZERTEHERITHTEIE SR
5,
A String

NaRzH ST

HTTP/1.1 status_code
Date: date
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CompleteMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>http://example-Bucket.obs.region.example.com/example-Object</Location>
<Bucket>bucketname</Bucket>
<Key>ObjectName</Key>
<ETag>£Tag</ETag>
</CompleteMultipartUploadResult>

NaRLES Sk
ZERIMRCE B ERATEERL, BAESER3-19,
PRASIMIEELZ S, EATREERIRS-117FHEL

7

x 5-117 I0MALEE Sk
HESLRR

x-obs-version-id

B

iR

SHERINNRAIRES

AU String

x-obs-server-side-encryption MR RSB IHINZRSSE-KMSH T, MM E&izk
1% .

258Y: String

: x-obs-server-side-encryption: kms

SASRRAS 03 (2024-01-02) WA © LR ABIRAE] 285



MRFEIRSS

APl &% (ffn#LibXi, ) 5 API
HELBIR iR
x-obs-server-side-encryption- | ANRIRSFZIHINZRSSE-KMSH, MM E 1%k
kms-key-id 1%, ZHFRRERR.

2R String

¥ : regionlD:domainID(FEF1D):key/
key_id
HrhregionID2ERZART/EregiondlID;
domain|D2fFEAEAFEEFAIEFID; key_id
AR INZERRERID,

fl: x-obs-server-side-encryption-kms-key-
id:
regiormdomainiddomainiddomainiddoma0001:
key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-
customer-algorithm

IR SR RSSE-CHTt, MREaiZk
1%, ZERNINEERNEE,

A String

f5: x-obs-server-side-encryption-customer-
algorithm: AES256

WA EEITE

ZIEKAIEAGE B BT EERTERRESHERIER, TTRRIEREX IR

5-118F7,

& 5-118 IIRERTTE

JoE R
Location BHEBINRIER.
A String
Bucket BFERERIE.
ZERY: String
Key BHERINTZAIkey,
2R String
ETag RIES N ERIETagit BB ENER, ENRABHIE—IR
"o
A String

TRIRIAMGHE

1. WEEHEEEA, OBSIR[E400 Bad Request,
2. WMRBRMAEIAARIERH, OBSIR[E400 Bad Request,
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3. HEMAPUNMREREERIZBRESFHFHS, OBSIR[EI400 Bad Request, IR
HlnvalidPartOrder,

. R AccessKeyz &2 TR, OBSIR[E403 Forbidden, $&I=f3IAccessDenied,
5. WMRIERPEARFE, OBSIR[E404 Not Found, $EiRFEHINoSuchBucket,

6. WRIEKRMNZBER LIEESAFE, OBSIR[E404 Not Found, BIEHIRIER
NoSuchUpload,

7. WMEBAPARIZESHARE (initiator) , OBSIR[El403 Forbidden, $&i=Ri3H
AccessDenied,

8. HEAHERIINRIEKREINFFEETAFEE, OBSIR[E400 Bad Request,
1=f3 AInvalidPart,

9. WRiEKERYIFRPEESAIEEAIEtagitiR, OBSIR[EI400 Bad Request, $EiRiGH
InvalidPart,

10. BREE—1TERZINMIEEERR TN (/VF100KB ) , OBSIR[E400 Bad
Request,

1. WRESHTHESA/NNEFEIT48.8TB, OBSIR[E]400 Bad Request,
HittEiRE B A1EFR6-2F,

N —
=GNl
POST /object02?uploadld=00000163D46218698DF407362295674C HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 05:23:46 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:dOfK9ilLcKx0o58tRp3fWeDoYzKA=
Content-Length: 422

<?xml version="1.0" encoding="utf-8"?>
<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>a54357aff0632cce46d942af68356b38</ETag>
</Part>
<Part>
<PartNumber>2</PartNumber>
<ETag>0c78aef83f66abc1fale8477f296d394</ETag>
</Part>
<Part>
<PartNumber>3</PartNumber>
<ETag>acbd18db4cc2f85cedef654fccc4add8</ETag>
</Part>
</CompleteMultipartUpload>

il iz 73~ 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D4625BE3075019BD02B8

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSN8BD1AfQclvyGBZ9+Ee+jU6zv1iYdO4
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:23:46 GMT

Content-Length: 326

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CompleteMultipartUploadResult xmlns="http://obs.example.com/doc/2015-06-30/">

<Location>/examplebucket/object02</Location>

<Bucket>examplebucket</Bucket>

<Key>object02</Key>

<ETag>"03f814825e5a691489b947a2e120b2d3-3"</ETag>
</CompleteMultipartUploadResult>
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5.5.7 BGHS R L&(ESS

TORES TR

NRAFHEEE—MES, TLUEREY E%ExJ:ﬁ%E&}gDHY HIESS . BFEREEN
HESEOSBRE, ﬁﬁ)’—“‘T EBXHESS T LR RIS RAVRIE

iERiHERl

DELETE /ObjectName?uploadld=uplaodID HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Authorization: auth

1%* El%\ &
ZIEKBIERSH, EEENENRESNZER HEESS, SHINENURS-119

Fh7Ro
R 5-119 i5KBEESH
SHAM ik EaW%E
uploadld 15 HE(ES =
ZKAY: String

EX ﬁlu\%
ZEREFERAHEEL, BfiEsER3-3,
BRKERTTR
ZEKBEPAFEREETER.
M RziE SR
HTTP/1.1 status code
Date: date
I VHETSES

IZERNIINE S ERATLEE L, BiE5E%3-19,

NN H R TTER
ZERAIRDE B RS TR .
TERIARE S

1. UNERAccessKeym &R, OBSIR[El403 Forbidden, $&i=f3IAccessDenied,
2. WRERIEARZEIE, OBSIR[E404 Not Found, $EiRf5INoSuchBucket,
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3. FAPHTEGEZ R HEESBRERNFIM AR RS 2ES R E S 2MIrE
&, WRAZNOBSNIR[E403 Forbidden,

4. {ERKIN, OBSEAFIR[E]204 No Content,
HihigR e 8 amEXRe-2%,

== —
=GNl

DELETE /object02?uploadld=00000163D46218698DF407362295674C HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:28:27 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:QmM2d1DBXZ/b8drqtEv1QJHPbMO=
i Rz 735

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D463E02A07EC2295674C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTp5YDIznOUgqG3laRfkHLGYyz7RpROON
Date: WED, 01 Jul 2015 05:28:27 GMT

5.6 IRFBikINE:

5.6.1 [RZiwINZ =N

ﬁ!_}g_fuﬁﬁﬁ =ESsIl e THMR, BALERKRSRIIZESINHITEE . T
X o

OBSxXz#5BRSSImINZINRE, (ENNZRITAEIRS AT

BRI LURIEEBIER, FRAENZEESES A RERRSHIIZEINEL . HEis
FHIRSZIRINZE ST KMSIEEZHRYBRSS IR N0ZE (SSE-KMS) FNE P24tz 25819
FimaE (SSE-C) » iR B LERR AT IARERIAES256 &L

SSE-KMSH I, OBS{EAHKMS ( Key Management Service ) IRSZIZIEAIZIRHITIRSS
imIN% . BRALAGIZBEENZESE, FFSSE-KMSHNZE

SSE-CH53(, OBS{ERIAFRMHAIEAFNZHIIMDSEHITIRSSIRINE -
(ERAIRSSHINE, RERIETagEREXTRAIMDSE.

5.6.2 [RSSim & SSE-KMS 5=,

ab
ThEEN 4B

SSE-KMSA T, OBS{EMAKMS ( Key Management Service ) fRSZIZIHAVZEHITIRSS
iwNE . FAPTLBIZEENZE, FFSSE-KMSINE, RkigE, WAFEXE
X 18 A9 _EESSE-KMSHNZZRIRISRAT, OBSIERNAELIEZE—NEINEE. BENX
B BIA R A BT INEFBEZ KM SAE R RSB INAEZ 4 .

(MR

{ERAEENAIAMINE THIE E X ERMIBAIRIETSSE-KMSINE, REERAAER LI
[RRIRISRIEAT LR THESIRIE, IFEZBIRBEREXIINEISIEIT LI THIRF
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TG Sk i

SSE-KMSTZUHBINRA ki, AP LUBISECESRS-120F RIS IR SEHISSE-KMS

=,

S LABIS R ERAIBOAIIZE S IR ARII R TINE . ARECERUAINE
&, MFHTRHEINEIHA LEMRAGER, BERRBRROAINZREHRTINE .
BXEINERENE S ERESEREMNNBEESET.

% 5-120 SSE-KMS A ={ERHYSLI;

=

ik

x-obs-server-side-encryption

{ERZL SRR in & = SSE-KMS
o MIR(FEASSE-KMSHINE
A String

M5: x-obs-server-side-encryption:
kms

x-obs-server-side-encryption-kms-key-
id

SSE-KMSH I ERIZLE, 1Z3kigz:
TINZEIRERPOERE, MRAFE
Bigfthzkis, ABARANEREES
WFER . EEATZHAREFE, BEOA
BIEFER-

ZERY: String

BoZ S R W e W

1. regionID:domainID (2 1D):key/
key_id

HE
2.key_id

Hrregion|D2ERZEAFT/Eregiondy
ID; domainID2fE A= BB FAYE
FID; key_id@NZAEIBIRSS CIFRAIZR
$8ID,

=~

1. x-obs-server-side-encryption-kms-
key-id:
regiorrdomainiddomainiddomainiddo
ma0001:key/4f1cd4de-
ab64-4807-920a-47fc42e7f0d0 o &

2. x-obs-server-side-encryption-kms-
key-id: 4f1cd4de-
ab64-4807-920a-47fc42e7f0d0

SZfskiEYEO

DA O R & SSE-KM ST 3L 15, -
e PUTLIEWR
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o POSTL{EXSHR ( FEEEx-obs-server-side-encryptionfIx-obs-server-side-
encryption-kms-key-iditEIREH, AL )

o SHMR (FBAISLEEHIBERNR )
o AL EIERRMESS
ERILLBIDREEREE, KIRFISEMANSRKE, MREEMFPIFIENRAIT

RS imINZEIRS, WAESEEMRIEARK . a0, MNRERAHEF LENRIES
TEERSBIHINZ (SSE-KMS) BItERLiEx-obs-server-side-encryption:"kms", RIJ&]

{FERLA T RsRRgIAR -
{
"Statement": [
{

"Sid": "DenyUnEncryptedObjectUploads",
"Effect": "Deny",
"Principal": "*",
"Action": "PutObiject",
"Resource": "YourBucket/*",
"Condition": {
"StringNotEquals": {
"x-obs-server-side-encryption": "kms"

N — s N Y —
iERB: (ERRGAZRRX LERIXISRIF TINES
PUT /encryp1 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: Wed, 06 Jun 2018 09:08:21 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:f3/7eS6MFbW3JO4+715AtyAQENU=
x-obs-server-side-encryption:kms
Content-Length: 5242
Expect: 100-continue

[5242 Byte object contents]

MaRRGl: (ERRNAZRNS eI R TINE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D45AA81D038B6AE4C482

ETag: "d8bffdfbab5345d91ac05141789d2477"

x-obs-server-side-encryption: kms

x-obs-server-side-encryption-kms-key-id: regiorn783fc6652cf246c096ea836694f71855:key/
522d6070-5ad3-4765-9737-9312ddc72cdb

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTV7cHMANGFBAGXUHeibUsiETTNQgLCqC
Date: Wed, 06 Jun 2018 09:08:21 GMT

Content-Length: 0

iERTA: EREEZERX LENESIHTINE

PUT /encryp1 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Wed, 06 Jun 2018 09:08:50 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:f3/PWjkXYTYGs5IPOctTNEI2QENU=
x-obs-server-side-encryption:kms

x-obs-server-side-encryption-kms-key-id: 522d6070-5ad3-4765-43a7-a7d1-ab21f498482d
Content-Length: 5242
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Expect: 100-continue

[5242 Byte object contents]

NapRGl: (EREEER HERNREITING

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D45AA81D038B6AE4C482

ETag: "d8bffdfbab5345d91ac05141789d2477"

x-obs-server-side-encryption: kms

x-obs-server-side-encryption-kms-key-id: region783fc6652cf246c096ea836694f71855:key/
522d6070-5ad3-4765-43a7-a7d1-ab21f498482d

x-obs-id-2: 32AAAUJAIAABAdIAEAABAOSAEAABCTV7cHMAN12BAG83ibUsiET5eqlCqg
Date: Wed, 06 Jun 2018 09:08:50 GMT

Content-Length: 0

BRRA: BEENSIENANENSR, BiEENE®HE

PUT /destobject HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

x-obs-server-side-encryption:kms

x-obs-server-side-encryption-kms-key-id: region783fc6652cf246c096ea836694f71855:key/
522d6070-5ad3-4765-9737-9312ddc72cdb

Accept: */*

Date: Wed, 06 Jun 2018 09:10:29 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:SH3uTrElaGWarVI1uTg325kTVCl=
x-obs-copy-source: /bucket/srcobject1

MRRGl: BEENSENANENSR, BifEmE=38

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB78000001648480AF3900CED7F15155

ETag: "d8bffdfbab5345d91ac05141789d2477"

x-obs-server-side-encryption: kms

x-obs-server-side-encryption-kms-key-id: region783fc6652cf246c096ea836694f71855:key/
522d6070-5ad3-4765-9737-9312ddc72cdb

x-0bs-id-2: oRAXhgwdaLcOwKVHqTLSmQB7135D+32AAAUJAIAABAAAQAAEAABAAAQAAEAABCS
Date: Wed, 06 Jun 2018 09:10:29 GMT

Content-Length: 0

BRI £ URL RiEHERH LEMETR

PUT /destobject?AccessKeyld=UI3SN1SRUQE140YBKTZB&Expires=1534152518&x-obs-server-side-
encryption=kms&Signature=chvmG7%2FDA%2FDCQmMTRJu3xngld)pg%3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Wed, 06 Jun 2018 09:10:29 GMT

ARRGI: 7 URL PSR LEINENR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB78000001648480AF3900CED7F15155

ETag: "d8bffdfbab5345d91ac05141789d2477"

x-obs-server-side-encryption: kms

x-obs-server-side-encryption-kms-key-id: region:783fc6652cf246c096ea836694f71855:key/
522d6070-5ad3-4765-9737-9312ddc72cdb

x-0bs-id-2: oRAXhgwdaLcOwWKVHQTLSMQB7135D+32AAAUJAIAABAAAQAAEAABAAAQAAEAABCS
Date: Wed, 06 Jun 2018 09:10:29 GMT

Content-Length: 0
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5 API

5.6.3 fRS3UmINEE SSE-C /5=

THREN A

FiE Sk

SSE-CH=U, OBS{EFAFIRHAYEHFIEBRIMDSERTIRSSIRINE

OBSAFHEIRMEMAIINEETR, WREEKMEEH, WETRREZIIR. SSE-CF5

TUHTIB N7 <A Sk gk 2 457 SSE-CINE o

{EASSE-CHRMENSR , EwifER FEAI=13k1E,

Z 5-121 SSE-C AR INEXI SR E AL

2R

)

x-obs-server-side-encryption-customer-
algorithm

SSE-CI5 U MERIZ Sk, 1ZkigzRmN
ENRERNEE.

TM5: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-server-side-encryption-customer-
key

SSE-CI5=U MsERZ Sk, 1%kt in
EXREBEH, LigE=2256(7% A
AIbase644RhT

Tf5l: x-obs-server-side-encryption-
customer-
key:K7QkYpBkM5+hca27fsNkUnNVaob
ncnlht/rCB20o/9Cw=

x-obs-server-side-encryption-customer-
key-MD5

SSE-C T MERIZLE, Z3kigaRmm
EXREANZIAIMDSE, LiFHER
INZZ$AMDS{ERIbase644RH3 . MD5(E
RFEIEZRERIEFIREHE.
TM3: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tIEVa0/fGaQ==

ZAMBR = ST AN BTN EO:

e PUTLIEWSR
e POSTLH{EXISR

o EHIR (FBRILEHTBEIRNR )

o IFEIRITEIE

o FEWRAS

o lMBL LIERIESS

o LER

o IEIRR (HIBROLIEETXIERR )
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HNEERRIUENER, HIMEIN=1 LS FRIRESSE-CINENZS .

2 5-122 JFXIRIE SSE-C INZFAYLig,

B 1235
x-obs-copy-source-server-side- SSE-CH IV MERIZSLE, iZ3kig&rnig
encryption-customer-algorithm EENRERNEX.

7f5: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-copy-source-server-side- SSE-CHIU MERIZSLE, ZSkigFni#
encryption-customer-key BRI RERINER

f5: x-obs-copy-source-server-side-
encryption-customer-algorithm:
K7QkYpBkM5+hca27fsNkUnNVaobncn

Lht/rCB20/9Cw=
x-0bs-copy-source-server-side- SSE-CH I\ MERIZLIE, 1ZLinFR i
encryption-customer-key-MD5 EIERERIZAIIMD5{E . MD5E

RFIEZRERI R B HE.
f5: x-obs-copy-source-server-side-
encryption-customer-key:4XvB3tbNTN
+tIEVa0/fGaQ==

IBRB: _Ef& SSE-C INEITR

PUT /encryp2 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Wed, 06 Jun 2018 09:12:00 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mZSfafoM+ILApkOHGOThlgeccu0=
x-obs-server-side-encryption-customer-algorithm:AES256
x-obs-server-side-encryption-customer-key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB20/9Cw=
x-obs-server-side-encryption-customer-key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

Content-Length: 5242

[5242 Byte object contents]

Mpz~fl: & SSE-C INERITHR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D45E0017055619BD02B8

ETag: "0f91242c7f3d86f98ae572a686d0696e"

x-obs-server-side-encryption-customer-algorithm: AES256
x-obs-server-side-encryption-customer-key-MD5: 4XvB3tbNTN+tIEVa0/fGaQ==

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSSAJ8bTNIVOX+Ote1PtuWecqyMh6zB)J
Date: Wed, 06 Jun 2018 09:12:00 GMT

Content-Length: 0

iERRHI: 1§ SSE-C INEIIRIE N KMS INEZEIFR

PUT /kmsobject HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*
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Date: Wed, 06 Jun 2018 09:20:10 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mZSfafoM+lIIApkOHGOThlgeccu0=
x-obs-copy-source-server-side-encryption-customer-algorithm:AES256
x-obs-copy-source-server-side-encryption-customer-key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB20o/
9Cw=

x-obs-copy-source-server-side-encryption-customer-key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==
x-obs-server-side-encryption: kms

x-obs-copy-source: /examplebucket/encryp2

Content-Length: 5242

[5242 Byte object contents]

Nap7Rfl: 4§ SSE-C INZEIIRIZM I KMS INEIIR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164848E0FC70528B9D92C41

ETag: "1072e1b96b47d7ec859710068aa70d57"

x-obs-server-side-encryption: kms

x-obs-server-side-encryption-kms-key-id: regiorn.783fc6652cf246c096ea83669471855:key/
522d6070-5ad3-4765-9737-9312ddc72cdb

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTkkRzQXS9ECzZcavVRncBqqYNKoAEsr
Date: Wed, 06 Jun 2018 09:20:10 GMT

Content-Length: 0

iERBI: E URL RETHERFH L& SSE-C INEXIR

PUT /encrypobject?
AccessKeyld=H4IPJXOTQTHTHEBQQCEC&Expires=1532688887&Signature=EQmDuOhaLUrzrzZRNZxwS72CXeX
M%3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

x-obs-server-side-encryption-customer-algorithm: AES256
x-obs-server-side-encryption-customer-key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB20/9Cw=
x-obs-server-side-encryption-customer-key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

Content-Length: 5242

Expect: 100-continue

[5242 Byte object contents]

MR7RFl: £ URL REHEEF € SSE-C IR

HTTP/1.1 100 Continue

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BASEQO

ETag: "1072e1b96b47d7ec859710068aa70d57"
x-obs-server-side-encryption-customer-algorithm: AES256
x-obs-server-side-encryption-customer-key-MD5: 4XvB3tbNTN+tIEVa0/fGaQ==

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTIpxILjhVK/heKOWIP8Wn2IWmQoerfw
Content-Length: 0

5.6.4 S5iRSZimINEHEAYEL

?ﬁﬁ?&'—ﬁﬁﬁ%ﬁﬁ”ﬁbﬂ%‘*ﬁ?&ﬂ’ﬂ%ﬂ » LAR(EFZE ORI ARSSin INEXHE BN EFE
SRS iRINZRXATEOEREMMXANERER, FEINRAR.
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& 5-123 5 SSE-C BXAYEOIHEBM N A ERRZER
#0 EHITHY
PUT_EEXISR HTTPS
POST_E{EXIR HTTPS
Al EERIESS HTTPS
IRENXI RITEE HTTPS
REIRAR HTTPS
L& HTTPS
BHEB HTTP or HTTPS
& 5-124 5 SSE-KMS XA OXHMERIMNYAIERER
#0 &Y
PUT_EAEXISR HTTPS
POST_Ef&EXIHR HTTPS
iRl LERIESS HTTPS
SRENXISRITEHE HTTP or HTTPS
EPPOEANES HTTPS
EER HTTPS
BHE HTTP or HTTPS
& 5-125 SHIxdSEOMERIMYAYERER
EXIR EiFR &SN
IENNERIR SSE-KMSINZII R HTTPS
SSE-KMSNZIT R SSE-KMSINZII R HTTPS
SSE-CHNZEXTR SSE-KMSINZITR HTTPS
E| LI SSE-CHNZEXTR HTTPS
SSE-KMSHNZEIT SR SSE-CHNZEXTR HTTPS
SSE-CHNZEXTR SSE-CHNZEXTR HTTPS
E| LU EMEITHR HTTP or HTTPS
SSE-KMSHNZEIT SR EMEITHR HTTP or HTTPS
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APl £% ([T7FLELGH,) 5 AP
BEXIR BiRR &Y
SSE-CINZEXTR FEMEIIR HTTP or HTTPS

& 5-126 EUEBIEOMEMIYAERER

FENOES BRER &Y
E[FIIEFVES SSE-KMSHNZER HTTP or HTTPS
SSE-KMSINEXIR SSE-KMSHI#3ER HTTP or HTTPS
SSE-CONZERIR SSE-KMSHNZAER HTTP or HTTPS
IENNERIR SSE-CHNZEES HTTPS
SSE-KMSHNZE IS SSE-CHNZZER HTTPS
SSE-CHIZERTR SSE-CHNZEES HTTPS
EINERIR IR HTTP or HTTPS
SSE-KMSHNZEXTHR IENNEER HTTP or HTTPS
SSE-CHIEXIR IR HTTP or HTTPS
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6 fHIRED

Hixig

BEREOLER, BASROEREE. RS URES MEOXNAEIRIDREL

%El ISEE ESS

HBARABER, HTTPIEKIREI—13xx, 4xxa5xxBIHTTPIRESRD . 1R([E]

ERAPEEFRIERABRIERER .

HEIRNIRGH ST

SERAER, ARk EHEEE:
e Content-Type: application/xml
o FEIRIIRIAY3XX, AxxXEHSXXEIHTTPIRZESD .

WAL HEAFEESE ST ERIEAEE . TENEIRIONEEN KGRI TS
RESTH RN P ATHEAYITE

<?xml version=

<Error>

"1.0" encoding="UTF-8"?>

<Code>NoSuchKey</Code>

<Message>The resource you requested does not exist</Message>
<Resource>/example-bucket/object</Resource>
<Requestld>001B21A61C6C0000013402C4616D5285</Requestld>
<Hostld>RkRCRDJENDc5MzdGQkQ40OUY3MTI4ANTQ3NDk2MjgOMOFB
QUFBQUFBYmJiYmJiYmJD</Hostld>

</Error>

BIUENERE XI0%R6-1F7.

% 6-1 EIRPAEEITE

TORA

fER

Error

HHRIIALGH R AXM LS AR ERRIRT RITE= -

Code

HEIRMAALGH SYAXM LSRN N XS N AIHTTPE SUREIRS, BIRRIEIR
WBiEEn®E6-2,

Message

] isne[lr]fi;ﬁ BEAXMLFBEFEIRESHE. FMOEERE, BARER
BEIBESI%6-2,

Requestld

RIRBIRBRAYERID, BFHEREN.
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6 fHIRED

TTEREM

ik

Hostld

iR [EliZH RRIARSSIRID -

Resource

ZERIRTERAIR IR E R

MR

PSRN S S BRI EFERERER,

HTAE e SR AS AN IR o

Hixigisiie

BEWEHEHIRERICARE, HERFRRE?S

EMROBSEF A LSRG, MRBEER, SEMNFEZMNAIFRBERERE
Bo WREFEHRMRSSAIEIRIGINZERE- 2P

% 6-2 {Ei215

RSB =G HirlE e SIEFETE
301 Moved PermanentRe | ZiXiHERIELREE | IRERIREINEE@tIE
Permanently | direct FEERIMBLL, B8 | RIXEK.
LABHERZIEEIX
ichilg
301 Moved WebsiteRedire | Websiteigskig/ ErmaEE.
Permanently | ct bucketName,
307 Moved TemporaryRe | IGAYEEEM, HDNS | SEHmIEEME, tBalld
Temporarily | direct BT, BREEE | BiEKARXEIEE@
EEEE. 118
400 Bad BadDigest EPimtEElINRA G B L g AIMDS
Request FHMDSEERESRE | SIEEMEITEHRR
IKEIMABMD5ER | MD52E—H.
—H
400 Bad BadDomainN | H&FEi%, (EREIERIEE .
Request ame
400 Bad BadRequest | iIEREBHAREE. RIEREIREIRE A
Request RRHITIES
400 Bad CustomDomai | Bo& T EFEIE . EREEET, fHE
Request nAreadyExist BicE.
400 Bad CustomDomai | IBRAFERIE RECEEEMIFR, T
Request nNotExist = MIER o
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API 2% ([Un#LibXig; ) 6 $HIXRtD
RSB Ei=B HIXER AIEfEDE
400 Bad EntityToolarg | e j@iTSDKaE{APIAY & E1ERYpolicyhRYSE
Request e PUTEfE. POSTL | HEERDIIRK/N
BFIENSET
5GBRISZ 4
o EEGHIBIISGB
o RERMEECERID
20KB
o BidpostzREH
policyBRHIBISZIF
X (AFPATEE
X))
o EITSDKERAPIRIS
B¢ HELARZSDKAY
=t )
48.8TBRIS {4
400 Bad EntityTooSmal | ¢ HEERREE—E | X L {ERpolicy PSR
Request L /INF100KB HaE BTSRRI,
o /\Fpost&EH
policyPRHIAYSC 4
X (FPTTEE
X))
400 Bad lllegalLocatio | FBFPZkHsLocationfEIE | iE K& 1EEkiARegiont)
Request nConstraintex | BXiARegionl#F, ok s IEEKIARegionAy
ception Location®l4# .
400 Bad IncompleteBo | HFMKZFEEZEM | EFF LETR,
Request dy [BRS USRI AREE
TR,
400 Bad IncorrectNum | 8 POSTIEREFBE | 7 L— P LEXUE,
Request berOfFilesInP | T—N LRI,
ost Request
400 Bad InvalidArgum | TTXHISHL, RIBREINEIREEE
Request ent RRHITIES
400 Bad InvalidBucket | iEKIHERIEEARTF | BREE.
Request =,
400 Bad InvalidBucket | IERPIEEAIFEL | BRES.
Request Name W, BRITEARIF
B FR o
400 Bad InvalidConten | Content-Length3kis | BB fIEEsLisiBX R
Request tLength AEEIR. RARZHF o
400 Bad InvalidDefault | FFiEZERIART . IBHIAREIE (R FERYTFE
Request StorageClass %50,
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API 2% ([Un#LibXig; ) 6 {HIRfT
RSB Ei=B HIXER A IEfEDE
400 Bad InvalidEncrypt | HHIRRINNIZERE. T | ESIERINELET
Request ionAlgorithmE | Z{SSE-CINZAINTER, | HTR.
rror ETERINNZE SLig i

=, SEABERE.
400 Bad InvalidLocatio | BUEEAERT, 1EERY {SRE1EMARYLocationgl
Request nConstraint Location A& XS A= | 18,

.
400 Bad InvalidPart — P EHBSNMEEIER | IRERIEFARIERFentity
Request TEKE, XLEER] | tagBFFER.

RegB g, SEE

EfVentity tag 5EEHY

entity tagA~—%,
400 Bad InvalidPartOr | BRIIRRIRFAZRH | RERSHFHBIEEH
Request der FF, BAIRVIUEE | &6FF.

SHFHE
400 Bad InvalidPolicyD | REBHFHIASSHREE | iRBIRERIEREEA
Request ocument XHEPIEENRER | BNESSERERY

—. policyZEix .
400 Bad InvalidRedirec | FoRARIEE@LtELL . TEELERRYIbIL .
Request tLocation
400 Bad InvalidReques | ToUEK o RIEIREIRIEIRIBEMA
Request t RRHITIES
400 Bad InvalidReques | IERIAT, TEH | IREBIEMWAEN LIEH
Request tBody BpNEkigE LE | BiF.

HEIK,
400 Bad InvalidTargetB | delivery groupXdBitx | 33 Btrt@tEc EACLAR
Request ucketForLoggi | HFACLAR o BER.

ng

400 Bad KeyTooLongEr | $2{itH9KeyiT 1<, (EARREERIKey .
Request ror
400 Bad KMS.Disabled | SSE-KMSHIZST EEAEEI, Six
Request Exception T, EZBEHER. 357 2 =N
400 Bad KMS.NotFoun | SSE-KMSHIZZ/S EEIERRIEZRE
Request dException T, EFZBEAEFE. ito
400 Bad MalformedAC | f2HAIXMLISTEE {FERLERIOXMUERE
Request LError =, WEAFTEHMN |,

ERAMER -
400 Bad MalformedErr | IERPEHAIXMLIE | ERAFEHRIIXMUSRE
Request or NAIE ito
400 Bad MalformedLo | Logging@BIXMUEA | FERIERAIIXMUEE
Request ggingStatus | IEff8. o
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6 $HI=MD
RSB Ei=B HIXER RbIEfEDE
400 Bad MalformedPol | Bucket policyl@EAR | iRIEREIIFEIRERIA
Request icy B, RS HEpolicylIE K
BTIER

400 Bad MalformedQu | QuotaBIXMUERAIE | FERIERIIXMUERE
Request otaError 38 o
400 Bad MalformedX | SRAFRET—ME | EREMIIXMUEINE
Request ML BEIMRYEEIRAE0RY ito

XML& HILXFRIEE

=
400 Bad MaxMessagel | EIMR, FEKRE | BUNRAHHRMAE
Request engthExceede | BiK, 1508

d

400 Bad MetadataToo | FTEUBEELEIT | ‘RDTEIEBES:L.
Request Large FFRIRATTEUR K

N
400 Bad MissingRegio | igskAf/DRegion(E | iEKkH#ETsRegion(E
Request n B, BREHTIA 2,

Region,
400 Bad MissingReque | HEAFPAE—I=H | IREERIIXMLIEE,
Request stBodyError XML EIEKRES

sSkY%,
400 Bad MissingRequir | iERFPERDHERISL | IREVERILE
Request edHeader I8
400 Bad MissingSecuri | iIERBRD—PREY | IR ERISLE,
Request tyHeader %L,
400 Bad MultipleConte | &4 Content-Length | it IaELigal & EX
Request ntLengths S SN AR,
400 Bad TooManyBuck | FHFBRMERIEE | BRI SEEER.
Request ets XET RGH LR,

HHiERILECE—

it
400 Bad TooManyCust | BEE T IIZSHIFEF RSB B EEE
Request omDomains | 1, ito
400 Bad TooManyWro | ESSREEIRIERLIE | FHAIEFBAYACCess Key
Request ngSignature | #8ARSS . BEi.
400 Bad UnexpectedC | iZIBKBEREMAM | IRIERAEA,
Request ontent BERimew, ®ixis

KRAREHEAME

Fiwts 1 o
400 Bad UserKeyMust | iZIRERBIFHAR | BBAERATSS.
Request BeSpecified A{EA,
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MRFEIRSS

AP &% ([IfpfLEbXig; ) 6 $HI=MD
RSB == HIREE AIEEE
403 AccessDenied | $E481500), BKgE | 1B5KEGIEMAYEERSL
Forbidden W HE s ESL | .
IR EIR
403 AccessDenied | iSRS ZFWORMIRIFISHERR
Forbidden WORMRIFRISIR . | BEREMIFR .
403 AccessForbidd | i RAE, WKRECE | (EXBAICORSECE, T}
Forbidden en CORSZLECORSHIN | EH1RIEMEAICORSECE R
pNUTTR IEICEAIOPTIONSIS
*,
403 AllAccessDisa | FAPEAURMTEIZ | BIER,
Forbidden bled &, @R NERXE
¥,
403 DeregisterUse | BFE&iTH FELEHRFF .
Forbidden rid
403 InArrearOrins | AP R B FEAE 7B,
Forbidden ufficientBalan | M;&BNRHITEF
ce 12BIE,
403 InsufficientSto | FFEZBIARE - FBITBCENPRE, 1EhNES
Forbidden rageSpace KA BREB D XTI o
403 InvalidAccess | RRICRHAAFEE | EHIEAIYACcess Key
Forbidden Keyld P12HAYACcess Key Id,
Id,
403 InvalidObjectS | EXIRABEEZ T W RIFITIRE IR
Forbidden tate i, FELHTIKE | 1E,
ZEETE .
403 NotSignedUp | {REOMPIRIRBEER | SEiEAOBSIRSS -
Forbidden FiER, BIRSEE
RGBT ARefE
iz o
403 RequestTimeT | EFiIRACIEXRAAT | BREEEFIKNEEE
Forbidden ooSkewed i85 0BShRSZimAYATE | S2RIOBSIRSS imATIE]
BELK, *E%i_}j(‘o E’fﬁfﬂﬁ?
hFZe A, opss | UTCHIENARE MR
RIS EFIR50BSHS | AR,
IRAIRTIEE, ZiZAd
[BZEATF 15900,
OBSHRSBIm=IEAZRY
Bk, MBIz
2.
403 SignatureDoe | IBSRHFTHEEER | &E(RAYSecret Access
Forbidden sNotMatch FITHEEBINERLR | KeyHIER &R,
_& o
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APl &% (ffn#LibXi, ) 6 {HIRfG
RSB Ei=B HIXER AIEfEDE
403 VirtualHostDo | FREEFREMENIGE | HostfEFRREHAZENLIEIE
Forbidden mainRequired | 13, 183,
403 Unauthorized | FBFPRSERAIANIE. BELZINEEER,
Forbidden
404 Not NoSuchBucke | }§EHIERTFIE. SeOIEEIRIE,
Found t
404 Not NoSuchBucke | #8policyF~=FE. S EM@policy .
Found tPolicy
404 Not NoSuchCORS | CORSECEARTZETE FEELECORS,
Found Configuration
404 Not NoSuchCusto | IEREIBFIEHAF FRERFE.
Found mDomain =,
404 Not NoSuchKey 1BEHIKey R TFE FELENR,
Found
404 Not NoSuchLifecy | i&kEdLifeCycleRiE | scfeBELifeCycle,
Found cleConfigurati | £,
on

404 Not NoSuchUploa | I8EMNZER LERE | (FREEIIREERY]
Found d #£. Upload IDAR7E YATLES .

£, FESREED

P SER .
404 Not NoSuchVersio | i53ksigxERIversion | {FEFE1EFEAYversion ID,
Found n IDEIFRIFTB RS

#BAPLAL
404 Not NoSuchWebsi | i53kHIWebsiteF~7F B & Website,
Found teConfiguratio | £,

n

405 Method MethodNotAll | IEERIBIERIFHRE | HIEARF.
Not Allowed | owed FEERAIERIR L.

XJ R [EIHYMessage

73: Specified method

is not supported.
405 Method FsNotSupport | posixi@FRZ3FzZAPl, | FiEARRIF.
Not Allowed
408 Request | RequestTimeo | AP SServerZ |Gy | MEMNEEEL, ki
Timeout ut socketiERZFERBATATE | REEARZF.

RIEEHITIZER

E.
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APl &% (fafn#LibXi, ) 6 fEiIRA3
RS =B SIS A IEfEDE
409 Conflict BucketAlready | 5 RHIEREEF BIEE .
Exists . BRIBRETERE
REHFrERFRHEA
89, EE—NAER
BEEEER—IX.
409 Conflict BucketAlready | &CiZIEKHIAFE | AHEHEET -
OwnedByYou | ZEIEBITXNEF
B9%E, FHEBXT
o
409 Conflict | BucketNotEm | AP=IXMIBREIEAR | ScHBRriEPXIR, RE
pty R, BiE.
409 Conflict | InvalidBucket | THAINPIRE, BE | AXAWBAIZShRATEY
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