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BT,

AR
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BETEAAAPIRIENIREF, BEERTIKS. AFIZBEHEERE.

X1 ( Region)

MR BN EATIEEE XS, E—1RegionAHZRMEIHE . RIFME. WK
fFiE. VPCRZE, BHERMIP, RIRELAHIRSS . Regions AEFRegionFIE R
Region, i@FIRegiontEEMAHIEFRIBERARIRSSHIRegion; EfERegionfER
EER—R S5 REmFEE PR SSIRSAIE FRegion,

ATAX (AZ, Availability Zone)

—PMAZZ— IS MPBEIERONES, BRIZBXIOKE, AZRZiE EEE
&, NE. FEEIEIORSIER . — 1 RegionFRIZNAZEIBII SEE
FiEZE, LiBERREBAZIGES I AMERAINEK,

InH

XIFBIA N —PIRE , XTMEHESRE, AXEEVEXSENER (it
BRE., FHEEFEMONERE) , DBOAIRB ARAHETIEIN, BFRaLIGaE
KSPIZKIFRIFFBERIR. NREREHTEISHIMNIRIES], TLAEXIEE
INVIBEHEIZFINE, HFEFRBEHEIERR, ARLAFINEARLHITE
N, FEAPNEERHNFEFREFRIR, FEXIREIRIZHIEIIEHH.
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2 Yn{apiE R API

2 oA API

2.1 HIEIEK

AP NBAMTIIEREST APIFIISEK, FLUERIAMRSHIFRENEF TokeniiBBIN{aE
FBAPI, iZAPIZEEVERFHIToken, TokenT LA FEBEMAPIRTER

B3 URI

1BERURIRAN T &R 4HAL -
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

REBKURIBEEEKERLT, EXSHESHIEREBEREMNSKEE PRIRE
BEE, FrLAFEILEIREE .

URI-scheme:
FRBTEWERIINY, HBIFTBAPIIRAHTTPSINY .
Endpoint:

IEERERESTIRSS Inm AR 2IHZ K IP, ARIARS AR XIFAIEndpoint A&,
e LAMME X NI 15 R3REN

FIANIAMARSSTE “ae-ad-17 XIEHAYEndpointy “iam.ae-
ad-1.myhuaweicloud.com” ,

resource-path:

RIRREZE, tHEIAPHADRER . NEFAPIBIURIELRIRER, fIan “3REXNERF
Token” APIf9resource-pathy “/v3/auth/tokens” .

query-string:

EISH, BAEED, FARENAPIEEEESH ., SsHaEEEs—
27, ERBP ‘SHB=-SHEME” , HI “limit=10" , RREEFEII105%
R,

BIINEFZIRENAMEE “ae-ad-17 XigfToken, MFEEA “ae-ad-17 XigAI
Endpoint ( iam.ae-ad-1.myhuaweicloud.com ) , F7E3KHENAIF TokenfJURIERHLE]
resource-path ( /v3/auth/tokens ) , HHEFRFRIN AT

https://iam.ae-ad-1.myhuaweicloud.com/v3/auth/tokens
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2-1 URI REE]

https://iam ae-ad-1 myhuaweicloud.com |{fv3/auth/tokens

| | |

Rl-scheme Endpoint resource-path

e

(MR

FHEEHE, EE8TERAPIRIURIERS, REHresource-pathEfsy, FHIBIBERAZEE—IC,
XZEIURI-scheme&B2HTTPS, E—NRFBAYENdpointfER— X t4ERE, FrLAELSRER
BIXFERD S

BREE
HTTPiEKR7GE (BRIRAEESENE ) , EERRSRETERTALERNIRE,
e GET: BKRIRSIREHEERIE
e PUT: EXRBSZHEFHIEERR-
e POST: EKRARSEEHIG TR TIFIRIRIE
e DELETE: EKRIRSZHMFMEERTR, MNMMERITIRE.
e HEAD: iBKIRSZEERIELER.
e PATCH: BEXKESHREFHFEBFENLONE . SRBEAFENRNRE, PATCHAIRES
EROIBE— R
TEIRENE P TokenfJURIERD, EATLABRIESKAGER “POST” , NMIEBKA:

POST https://iam.ae-ad-1.myhuaweicloud.com/v3/auth/tokens

BEXREHESL

BENMIERLFER, AMEERIURIFIHTTPISEFRESRIIFER . BIANE NGB EIRERIAGE

kL “Content-Type” , IBRENUSESE.

T AHEEELEERINANISKF,

e Content-Type: BEMRAIZER (KBX) , ik, BABUES “application/
json” , BEMEERSEEMEOPEJHA,

e X-Auth-Token: HFToken, AJi%, X{EMTokenHIAIERT, HBIEKIZE
B8 . FARTokentt i 2iEFHZAEVE R TokeniZOMNN/E, ZEOZEE—FEEIA
IERYEO

(MARTY:
APIEIRSZFHERAK/SKIAIE, AK/SKIMER{FERSDKINERIFITES, &2 IiE=BmE
BRFFRIIAuthorization ( BZIANEEE ) F0X-Sdk-Date (15K A&IXEAIATE ) iBEFKk,
AK/SKIAIERTIEMIBRIE S WAK/SKIAILE o

X FIREVEFTokentZ [, HFAREIAME, FFLARRIN “Content-Type” BIA], iR
IRk ERE RN TR,

POST https://iam.ae-ad-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
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IERIHRIF

IEREBMEREUSHUEIUAL, SiERERLF R Content-typeXIiz, (EEFRIFR
HELZIMIRE . BERBEEARFSEIFP, WRFFURAUTF-84D .

BMEONBRERRARBTTE, EHTES M EOMBFEEFTRERE (HEHHE
SRR ) , GET. DELETERERERZENMAFTERRS, HRAEFATFER
EEAZEOME.

ST FIREN AR TokeniZz, EalANEORERE D EEIFFENERSEH N SEIN
BE, SHEEMIINGHERIN TR, IHENRAFRESRIELIMEES, Hob
usernameIAFE, domainname/SFAFFERIKSEIR, = HERERE
13, x00000000000XXXX3projectiIZFR, EEJ AN X FILRin T =3RE

(MR

scopeSEE N T TokenAWWERLS, THEREIFIRENHIToken{XEEHiElproject FAYRIR . fE4A AT
LUZ B TokenEBEAEANMKS FEAIERREIKSHIE N project FHIER, FHMAENXIES WIREL
FARToken,

POST https://iam.ae-ad-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]

,
"password": {
"user": {
"name": "username",
”password" " *******aﬂll
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXXX'
}
}
}
}

FXBEHIEXMEREEPASHESTTLT, ETLUERCurl. Postmanm{EiEdR
BEREBESNLZLEKRFAHAPI, XIFIRENAHFTokeniE O, IREIAMINEESLH “x-
subject-token” FHEEEIKEWHIFAFToken, BT TokenZfg, EFinlLA{ERATokeniA
IEEREAMRAPI,

2.2 TAUEEEIN

BEREOSWTHRMAELSD, BeJLUSIEREFR—FEITIAESE,
e Tokeni\iE: &EidTokeniMEEHIBK.

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAIER
HEEFERAK/SKINE, HZEMHETokenNIEES -
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HEzeH0

APl &% 2 30T R AP
Token AIE
(e
TokenBOBEMERSI24/\0F, EE(EFRE— N Token AT, ATLASEEFRSE, B MEERA,
TokenfEItENAZZHFRESHE (IGHT ) HER, BB TokenfiARBEREMIIR,
TokentT\IEFL 27 FIAPIRIRTRIG TokenIIZIERIBESL, NMEIBMDINIE, K15
REAPIBIBUR o
Tokena] B2 A FIZRENA R TokeniZ 3KEY, AAARIRSAPIFZZEprojectZRAIHY
Token, BNERZKEVFEF TokeniZ[ORY, iE3kbodyArauth.scopeRIEVEEZEEXF
project, N A7
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
llpassword": n *******al"
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " xxxxxxxx"
}
}
}
}
skEXTokenfs, BARAEMEEZON, BFEEMERBEELPFIRM “X-Auth-Token”
H(EBpIToken, ffliNToken{E3 “ABCDEF)...." , MLAREORE “X-Auth-Token:
ABCDEF)...” MENERiBELENAT, SR,
POST https://iam.ae-ad-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
X-Auth-Token: ABCDEF)....
AK/SK IAIE

(MARzY::]

AK/SKEZINER IS EE R AN 2MBLLA, 12MBLL 95 RiS{ER Tokeni A o
AK/SKINEFL 2 ERAK/SKITERBITER, HEKITEEZEERIZIERL, M
BITBDIAIILE.

e AK(Access Key ID): iBIa)Z$AID . SFABIHRIEAXBENE—IRRT; HiRZEH
IDFIFABIBIOZESE—E(ER, MERHITINESE

e SK(Secret Access Key): Sifa)Z$BIDESERMIEA, MERHTINEZEEE,
AFRRARIET, HEALEEREIES .

{ERAK/SKINIERT, 1EAJLIRTEZFAFERAK/SKHEREITES, tBAILUERE]
RIZER SDKXFBRIHITER . 1FHAIER T EFSDKERTTIEEZS WAPIEZER .
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A
HASDKRIZHZRINEE, SRSFRMAISDKAE, ERIHEES.

U EIES

AT
BREEUE, BRKEIRR, BEREH. MAERLFIERAE

IREBE2—EHMIXXESXXAIH A, IKEBRRTIBEKRMAAMRES, TEIORE
HFES RS

X FIRENF P Tokendx [, YIRFARIREIATSESA “2017 , MFRFEREII

NaRGHERSE
RRIEREE Sk, MAEFEEREL, 1 “Content-type” .

X FIRENFFTokenz O, R[EIENE2- Zﬁﬁj_-El’J HEL, HA “x-subject-token” FiZ
EEIREIEFToken, BT TokenZ g, EeialLUEATokenI \IEEREEAEAPI,

=] 2-2 SREVAF Token NRzEEsk

connection —  keep-

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGI

x-iam-trace-id — 218d45ab-d674-4995-3f32-2d0255bad1b3

x-subject-token

MaRCEEE (A )
TREHE S AE LA IUARRIRE, SIRGE Sk Content-typeXd i, (EEIRIME

HELZINMIRS .
X FIRENFAF Tokeniz O, IREUITEER, AEEEL, XERERBOAS.
' "token": {

"expires_at": "2019-02-13T06:52:13.855000Z",

SASRRZS 01 (2022-12-20) WRIERE © HERRARBIRAT 8


https://support.huaweicloud.com/intl/zh-cn/ae-ad-1-api-iam/zh-cn_topic_0057845583.html
https://support.huaweicloud.com/intl/zh-cn/ae-ad-1-api-iam/zh-cn_topic_0057845583.html
https://support.huaweicloud.com/intl/zh-cn/ae-ad-1-api-iam/zh-cn_topic_0057845583.html

HEzeh0

APl &% 2 SN{aTiERE AP
"methods": [
"password"
1
"catalog": [
{

"endpoints": [
{
"region_id": "xxxxxxxx",

SEOREALEN, SREESREBRIESREERE, ExWAAIBody A EzUaI TR

o
{
"error": {
"message": "The request you have made requires authentication.",
"title": "Unauthorized"
}
}

s [

HrR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .

SASRRZS 01 (2022-12-20) WRIERE © HERRARBIRAT 9



HiEz2H0

3 API 1588

APlI &%

API 15 B8

3.1 EEKED
3.1.1 BRAEUREIKED

TORENA

URI

IERSH

Xjson{RFREERNZSAINZKED

POST /v1/{project_id}/sdg/database/watermark/embed

* 3-1 BESH
2% ERWE SRR fiEid
project_id = String ImgID
7 3-2 153K Header %
28 Wk ST fiEiA
X-Auth-Token | 2 String FAFToken, BiZiAAIAMBRSS

“SRENFEFTokeniZ[1” ¥KEX
( MRz HE S SLFX-Subject-
Tokeng9{& )

10

N5k 01 (2022-12-20)

WRINERE © HERRAREBIRAT



HEzeH0

APl &% 3 API B8
7 3-3 153K Body &%
2% =RWIE SR 1)
watermark_co | 2 String VGRS
ntent
watermark_ke | 2 String 7KEP=E$H
y
columns 2 Array of FEEBTIER, RAKE00,
Columns A, ZV0E8RINFR, —
objects ™ “primary_key” AtrueF=
Fi2, — M hafalseFAEERAIK
ED
data 2 Array of HIBEFZRONS, RAIFKE
Map<String,0 | 2000
bject> objects
Z 3-4 Columns
S =A%k SHLR iR
name 2 String HIEN=ZEREIR, RATEFRKE
256
type ! String BRI FER 3R
KA
e INTEGER
e STRING
e DOUBLE
primary_key |2 Boolean mcizFREAHNERE. truey
I, RFREIKEMIE;
falsen3EEHRE, BEIZIIERN/
IRBUKENNS . FERZEBITIERAF
AERE&Z Atrueskfofalse
=FE
RS E

REBZ: 200

MAERRAS 01 (2022-12-20)

WRINERE © HERRAREBIRAT
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HiEz2H0

APl &% 3 API 588
# 3-5 IR Body 2%
B8H SRR iR
marked_data | Array of ERNIKENSRYEUERE
Map<String,O
bject> objects
KREME: 400
# 3-6 I Body 2%
e S¥n RhR
error_code String FESIL)
error_msg String BEIRER
1=
POST https://{endpoit}/v1/{project_id}/sdg/database/watermark/embed
{
"watermark_content" : "test12345678test",
"watermark_key" : "keyword",
"columns" : [ {
"name" : "item1",
"type" : "INTEGER",
"primary_key" : true
Ao
"name" : "item2",
"type" : "INTEGER",
"primary_key" : false
11
"data" : [ {
"item1" : 0,
"item2" : 3
Ao
"item1" : 1,
"item2" : 4
1
}
I Rz~ 5
RE&EB: 200
(=R An
{
"marked_data" : [ {
"item2" : 3,
"item1" : "test"
o
"item2" : 5,
"item1" : "test"
13
}
WRINERE © LA ARBIRAE] 12
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HiELeHl
AP &%

3 API 1588

7 NEX

URI

iBREH

R&6G: 400

SHEIR

~

"error_code" : "DSC.00000004",
"error_msg" : "Invalid parameter"

-

RSB fik

200 =AY

400 SHEIR

52 BRI .

REUSREIFEFKEDAE

POST /v1/{project_id}/sdg/database/watermark/extract

% 3-7 BRS¥

2H ERWIE SHERR %

project_id = String InHID

% 3-8 153K Header 2%

2H ERWIE SHERE ik

TokenB9{& )

X-Auth-Token | 2 String R Token, EiTiEAAIAMIESS
“IREXFEFToken$z 0 ” ¥KREX
( NaRz;E B SkHX-Subject-

kR 01 (2022-12-20) WRINERE © HERRAREBIRAT
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HEzeH0

APl &% 3 API 588
% 3-9 153K Body &%
84 =AWk SHERR R
watermark_ke | 2 String IKENZZ$A
y
columns 2 Array of FEEERIGIZR, &AKE00,
Columns A, ZESHRAINE
objects “primary_key” Jatruel9=zx
B, fIZE>—1HfalsefIFER
FERIZEUKED
data = Array of IKENEUE, HUBSEREHAET
Map<String,0 | 30,0005
bject> objects
Z& 3-10 Columns
2% =A%k SR Rk
name =1 String HIEN=FEBEIR, RAIFKE
256
type 2 String HIRRFER LR
KEME:
e INTEGER
e STRING
e DOUBLE
primary_key |2 Boolean HCIZFREANER, truel
I, RRFREIKEMIE;
falseodEEHE, BEIZIUERN/
IRBUKENAS . FERSEETIERA
AR &2 /atruesk Hfalse
B=FE
R3S
RE&ES: 200
% 3-11 WKL Body &%
2% SRR iR
watermarks | Array of IRBUKEINBSIER . HEHIEPARRSITIEES
strings AREPIKED, IRERCGERERINEINKENRE, 5|

RPIKEDPNEAEIZ 100

MAERRAS 01 (2022-12-20)

WRINERE © HERRAREBIRAT
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HiEz2H0

APl &% 3 API 588
REES: 400
% 3-12 WKL Body &%
B8H BHER R
error_code String e
error_msg String HEIREE
=GNl
POST https://{endpoint}/v1/{project_id}/sdg/database/watermark/extract
{
"watermark_key" : "key",
"columns" : {
"name" : "col",
"type" : "INTEGER",
"primary_key" : false
"’data" {
"col" : 0.1
}
}
I Rz 7~ 51
K& 200
BRI
{
"watermarks" : [ "watermark" ]
}
REMB: 400
SR
{
"error_code" : "DSC.00000004",
"error_msg" : "Invalid parameter"
}
RS
RSB ik
200 1BKREIN
400 SR
xS
ESIEIRB.
MA%hRAS 01 (2022-12-20) RN © LARABIRAE 15




HiEL el
AP &%

3 API 1588

3.2 BREE
3.2.1 SLAITRER

ThREN A

URI

IERSH

RIETZER . T EESERHRTLAI TR

POST /v1/{project_id}/period/order

% 3-13 BB1ZSH

2% Rk ST R
project_id = String InHID
2 3-14 153k Body 2#
2% AUk ST R
chargingMod | & Integer HEER, 0 SEHRTE,
e 1: #BFJ|IHE, 20 —RMIHE
cloudServiceT | & String =IRSSSEE
ype
compositePro | & String HEEZID
ductld
discountld & String 301D
isAutoRenew | & Integer EEEhEEEk
periodNum & Integer 1T EHAEE
periodType & Integer VJIGEEAsERY, 2: B, 3: F
productinfos | & Array of FmiEBEYE
ProductinfoB
ean objects
promotionActi | & String {3HID
vityld
promotioninf | & String BHIER

o

N5k 01 (2022-12-20)

WRIERE © HERRARBIRAT
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HEzeh0

APl &% 3 API A8
2% BRI SRR ik
regionld & String HEIREFrEregiondlid, 40:
XX-XX-1 o
zone S String FriEE=xR X1

2 3-15 ProductinfoBean

B8H B W% SRR ik

allResourceNa | & Array of BRERYIE

mes strings

cloudServiceT | & String =R R

ype

displayld & String B7RID

productld & String =mlD

productSpecD | & String FranRlig R

esc

resourceNam | & String EFBZR

e

resourceSize | & Integer FoFNHIRENE, 3Ex
FobspUiIE

resourceSizeM | & Integer RETEEEINR, WEEZG

easureld W0TF: 15: mbps (BLHEEAT
M), 17: gb (WL=IERE
BHMER ) , 14: DNR

resourceSpecC | & String P andmts

ode

resourceType | & String IR

usageFactor | & String EFRRH

usageMeasur | & Integer EfEATEESERR

eld

usageValue & Double EfERE

V=251
RE/: 200

SRR 01 (2022-12-20) IS © ERRAGIRAT 7



HiELeHhl
APl &% 3 APl i5BH

& 3-16 UL Body 2%

2% SR R
order id String 1JEID

WR&6G: 400

& 3-17 N Body £#§

S8 SR A
error_code String =3
error_msg String EIRER

(=GN
RIEERIAPIEX SR T TR
POST /v1/{project_id}/period/order

{

"chargingMode" : 0,

"cloudServiceType" : "hws.service.type.sdg",

"isAutoRenew" : 0,

"periodNum" : 1,

"periodType" : 2,

"regionld" : "XXXXXXXXXXXX",

"zone" : "CH",

"productinfos" : [ {
"cloudServiceType" : "hws.service.type.sdg",
"productld" : "XXXXXXXXXXXX",
"resourceSize" : "xx",
"resourceSizeMeasureld" : "xx",
"resourceSpecCode" : "base_professional",
"resourceType" : "hws.resource.type.dsc.base"

1]

i Rz 73~5
RSB/ 200
OK
"order_id" : "XXXXXXXXXXXX"
}
K&/ 400
TouFK

{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}

SRR 01 (2022-12-20) IS © ERRAGIRAT 18



HEzeH0

AP| &% 3 API BB
RS
RSB 0%
200 OK
400 TREK
T
B2 ERB.
3.2.2 HRREFEER
INRENA
EORFETEES, RIERE I DEEITRIFRE
URI
GET /v1/{project_id}/period/product/specification
* 3-18 IB12B¥
2 BRIk SR faR
project_id = String InHID
BRkESH
y
=25
RERG: 200
% 3-19 I Body £2#f
2% SHER e
orderInfos Array of 1TER%IZR
ProductOrder
Info objects
X H5hRA 01 (2022-12-20) WRINERE © AR ARBIRAE] 19




HiELeH0
AP &%

3 API 1588

2£ 3-20 ProductOrderinfo

el SR iR

tenantld String fHFID

periodType String 1T EHAZE R

periodNum Integer 1TWEHAEE

resourceld String HIEID

productinfo Array of ~mlER

ProductinfoB
ean objects

Z 3-21 ProductinfoBean

el SHRT iR

allResourceNa | Array of RIELZTRSZFE

mes strings

cloudServiceT | String =IRSEE

ype

displayld String R7~ID

productld String FmlD

productSpecD | String el EIA

esc

resourceNam | String RRZIR

e

resourceSize | Integer FRSIFEUREHE, B iFobsiYaEE
resourceSizeM | Integer RESEESEINR, WEEZEIRNT: 15: mbps
easureld (BLHTEHMER ) , 17: gb (WXL RIFERZATE

)., 14: NR

resourceSpecC | String = rmmhs

ode

resourceType | String RIRER

usageFactor | String EFERRH

usageMeasur | Integer EffATEE SRR

eld

usageValue Double EfFERE
RE&ES: 400

SiSkRA 01 (2022-12-20) WRINPTE © HERIRARBIRAE) 20



HiEz2H0

APl &%

3 API 1588

iBERTA

il iz 73~f51

7 NEX

THIR0S

& 3-22 [ILZ Body 2%

24 SHR R

>

error_code String RS

Hyx ==

error_msg String HIREE

ERRREFEES

GET /v1/{project_id}/period/product/specification

RSE5: 200
=848

"orderInfos" : [ {
"tenantld" : "XXXXXXXXXXXX",
"periodType" : 2,
"periodNum" : 1,
"resourceld" : "XXXXXXXXXXXX",
"productinfo" : [ {

"cloudServiceType" : "hws.service.type.sdg",
"productld" : "XXXXXXXXXXXX",

"resourceSize" : "xx",
"resourceSizeMeasureld" : "XXXXXXXXXXXX",
"resourceSpecCode" : "base_professional",
"resourceType" : "hws.resource.type.dsc.base"

1]
]

W&G: 400
FTRIFR

"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

REED 1R

200 =AY

400 TRuak

B2 WEIRE

N5k 01 (2022-12-20)

WRINERE © HERRAREBIRAT
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HiELeHl
APl &% 3 APl i5BH

3.3 FUERSHREL
3.3.1 XJEIEHITRREL

IhEEN 4R
BRI TR Y
URI
POST /v1/{project_id}/data/mask
* 3-23 IERBH
8% BE W% SRR 1k
project_id = String ImBID
IBRE8H

2 3-24 &K Header %1

2% BEWi% SRR ik
X-Auth-Token | 2 String FBFToken, BZERBIAMERSS

“SREXFIF TokenZ[1” 3KEY
( M@ RizE B SkeX-Subject-

TokenH9{E )
& 3-25 i53K Body &#
e =A%k SHRT (i35
mask_strategi | 2 Array of FRBRIRTIR, B— 1 TREEXINL
es MaskStrategi | —1=FE, BRECRASEIERZ100
es objects ™o
data 2 Array of HiEYI%
Map<String,O
bject> objects

SRR 01 (2022-12-20) IS © ERRAGIRAT »



HEzeH0

APl &%& 3 API iR
£ 3-26 MaskStrategies
2% BEwik SRR )%
name 2 String FEMBIFEREIR, mAEF
KRE256,
algorithm 2 String REEERIR, 1FBERMR"5h
SIRSERISELE" -
Mzs(E:
e SHA256
e SHA512
e AES
e PRESNM
¢ MASKNM
e PRESXY
o MASKXY
e SYMBOL
e KEYWORD
e NUMERIC
parameters B Map<String,0 | lREIEESE, FBEUMR"50
bject> SIBUERISELE"
V251
REB: 200
7 3-27 WA Body 2%
28 SR iR
masked_data | Array of IREUEHIEIRRIEURY IR, EHSIERFEE
Map<String,0 | [
bject> objects
REB: 400
Z 3-28 IR Body 2%
28 SR iR
error_code String TR e
error_msg String BIRER

MAERRAS 01 (2022-12-20)

WRINERE © HERRAREBIRAT
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HiEL el
APl &% 3 APl 15 BH

BRI

POST https://{endpoint}/v1/{project_id}/data/mask

{

"mask_strategies" : {
"name" : "col",
"algorithm" : "KEYWORD",
"parameters" : {

"key" : "keyword",
"target" : "target"
}
1
"data" : {
"col" : "keyword"
}
}

i Rz 73~451
KERL: 200
BRERRLIH

"masked_data" : [ {
"col" : "target"
1
}

RASE5: 400
TRER
{

"error_code" : "DSC.00000004",
"error_msg" : "Invalid parameter"

}
KEE
RED ik
200 izt daan
400 TREK
St

B2 ARG,
3.4 £5EiE50
3.4.1 BHEEENTH

&b
INgEN4A

EEEENER, REBAER. EWAETHENRTIE

SCRSREA 01 (2022-12-20) IS © ERRAGIRAT 2



HiEzeH0

AP| &% 3 API iiiBH
URI
GET /v1/{project_id}/sdg/smn/topics
* 3-29 BRIZBH
2H BRWIE SHER fHR
project_id = String ImBID
2 3-30 Query 2%
B8H =Rk SR R
offset & Integer i
limit & Integer PIRAN
IBREH
7
e
RE&H: 200
% 3-31 KL Body &%
2H SHEE iR
default_topic_ | String AN BRBAERAIE—RERRRT
urn
topic_count Integer AN EEB TS
topics Array of EARYESEAI =TI
TopicBean
objects
2K 3-32 TopicBean
2H SHEE iR
name String HEEMERZIR
topic_urn String HE B ERAE—RRERR
REM: 400
RN © LARABIRAE 25
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HiELeH0
AP &%

3 API 1588

& 3-33 UKL Body 2%

SH SRR g
error_code String =g
error_msg String HIREE

iBERTA

EREEEMNER

GET /v1/{project_id}/sdg/smn/topics

) vzast]l
RE&ES: 200
BERALL

"default_topic_urn" : "xxxxxx",
"topic_count" : 1,

"topics" : [ {
"name" : "Xxxxxx",
"topic_urn" : "xxxxxx"
1
}
KREG: 400
TouFK
{

"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}
KD
RSB R
200 BKEIN
400 TREXK
S
52 EIRB,

w

4.2 2SS EEAERR

B EBIMAIKEKINA D, WBHIEM . BERVA(09XER, 1AFREMN)EFE

RicE

N5k 01 (2022-12-20)
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HiEz2H0

APl &% 3 API 5388
URI
PUT /v1/{project_id}/sdg/smn/topic
+ 3-34 BRBY
B8H =% SR 1)
project_id = String ImAID
IBRESH
% 3-35 {53k Body 2#f
8% =% SR 1k
id & String HEEHid
project_id &G String IREID
status & Integer SEEIRES
topic_urn & String HE B E AR — SRR
D)VE254
R&ES: 200
Z 3-36 gL Body 2#
8% SR ik
msg String REFEE
status String IREMAZ, %0'200','400'

WR&E: 400

% 3-37 lgR; Body &%

2¥ SR )%
error_code String RS
error_msg String BIRER

N5k 01 (2022-12-20)

WRIERE © HERRARBIRAT
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HiEL el
APl &% 3 APl i5BH

5 RpB
1 EBHIE R

PUT /v1/{project_id}/sdg/smn/topic

{
"id" M OOOOXXIKK
"project_id" : "XXXXXXXXXXXXXXXXXXX",
"status" : 1,
"topic_urn" : "XXXXXXXXXXXXXXXXXXX""
}

M Rz~
RS 200
BRI
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RZAEMG: 400
TouFK
{

"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}
REET
REB R
200 BKEIN
400 TRuaEk
e
B2 ARG

3.5 E|/7KED
3.5.1 E| /&R A\B&7KED

ThRENA

XHE F AR N X FRE/KEDE & E HRE7KED, FIFLAformDatag9t&zUIE NRFINZKENE K #0
IKENBEX(ER, DSCHRSBXIE Hinse/KENEiREILZE AR 28R NKENRIE R Z#HEFIR,
BaiziFE R ~jpg, *jpeq, *jpe, *.png, *.bmp, *dib, *.rle, *tiff, *.tif, *.ppm,
*webp, *.tga, *.tpic, *.gif,

SCRSREA 01 (2022-12-20) IS © ERRAGIRAT 28



HiEL el
APl &% 3 APl i5BH

URI

POST /v1/{project_id}/image/watermark/embed

% 3-38 RIS

2 =Rk ST ik
project_id = String InHID

IR
2K 3-39 j&53K Header £%f
28 BRIk SR )%
X-Auth-Token | 2 String HRFToken, @EidiERIAMIRS
“SKEXFE R TokenZ[” $REX
(NaRz;E B SkHX-Subject-
TokenH9{& )
2 3-40 FormData %

28 = Tap i S¥ER iR

file = File ERIKENRIE R34, NI0AY
B EORIEEEIIS121%
=,

blind_waterm | & String EHEMANBNNEEKEIAS, KE

ark RNEBII32MFERF . HENXSZIF
HFENENKNE, SEREK
Efimage_watermark —i%—i8
o

image_water | & File FERARIE R ESKENSE, 53X

mark ZFrE/KED blind_watermark —
®—iE7,

D)2

W&G: 400

& 3-41 I Body %%

2 SR R
error_code String RS

SRR 01 (2022-12-20) IS © ERRAGIRAT 29



HiEzeH0

APl &% 3 API 5388
2H SR iR
error_msg String BIRER

1= ]

(AR
BidformERIZRS, file DEAKRIE.
POST /v1/{project_id}/image/watermark/embed HTTP/1.1
{
"blind_watermark" : "testWaterMark",
"file" : "test.PNG"
}
M Rz~
RS 200
BRI
"{\"Watermarked image\"}"
RSB/ 400
TouFK
{
"error_code" : "DSC.00000007",
"error_msg" : "File format error"
}

RS
RSB iR
200 BRI
400 ToREK

HEIE]
B2 EIED.

3.5.2 $EENE RIS =R EEIKE]

ab
ThEEN 4B

X BRI FHEKENRYE R T7KENIEEY, FBFLAformDatafItETUE N SHEEUKEDAY
ElR, DSCARSSLASONBIREIIRBIME HEBIREXAIERYS FREKED . BRISFFNE R
LA *jpg, *.jpeq, *.jpe, *.png, *.bmp, *.dib, *.rle, *tiff, *.tif, *.ppm, *.webp, *.tga,

*.tpic, *.gif,

N5k 01 (2022-12-20)
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HiELeHhl
APl &% 3 APl i5BH

URI
POST /v1/{project_id}/image/watermark/extract

x 3-42 IR1ZSH

2 ERWIE SR fEiA
project_id = String ImAID

BRSH
2 3-43 &K Header &%
2% 2Rk SR )%
X-Auth-Token | £ String P Token, B@BJiARIAMIRSE
“SRENFIF Token¥E [0 ” 3KEX
( Na Rz B3k HX-Subject-
TokenHY9{E )
2 3-44 FormData 2%{
2% BBk SR )%
file 2 File FRENEKEDE RS .
mark_len & String IEEFIRBUKEDAIRE,
mark_leniKEXF0, NF32,
EEETLEFKENIZEN AL
V254

W&G: 200

= 3-45 IR Body 2%

2H SR iR
watermark String ZKEDNES, KERBIE3R2NED

KEB: 400

SRR 01 (2022-12-20) IS © ERRAGIRAT 31



HEz2H0

APl &%& 3 APl AR
# 3-46 IR Body 2%
2% S¥RE R
error_code String RS
error_msg String BIRER
=]
(0 #8A
BidformERIZR, file AEAIE,
POST /v1/{project_id}/image/watermark/extract HTTP/1.1
{
"file" : "testPNG"
}
M Rz~
R&ES: 200
=Ry
{
}"Watermark"  "mark!”
REES: 400
FTRIEK
{
"error_code" : "DSC.00000007 ",
}"error_msg" : "File format error”
KB
RS ik
200 IERNE2%
400 FRIFK
S
BES IR

3.5.3 12 ENE Y&l HiS7KED

XTEERANE F BEKEDRIE i TKENSZEY, AP LAformDataRItSzUE N15ZEVKEDRY
B, DSCHRS3LAR R —dtHlimavEzlREIME H BIREN R HRYE HEE7KED . BRI

N5k 01 (2022-12-20)
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3 API 1588

HiELEH0
AP| &%
BHE RN *jpg, *jpeg, *.jpe, *.png, *.bmp, *.dib, *rle, *tiff, *tif, *.ppm,
*webp, *.tga, *.tpic, *.gif,
URI
POST /v1/{project_id}/image/watermark/extract-image
x 3-47 IBEE2HY
2% =AWk SR ik
project_id = String ImAID
RS
2 3-48 153k Header 2%
8% 2RIk SHER fER
X-Auth-Token | 2 String HRFToken, EidiERIAMIRS
“RENAFToken$z[” 3KEX
( M@ RzE B SkehX-Subject-
Tokenf9{8 )
& 3-49 FormData £#{
B2H =AWk SR faR
file = File FIRENREKENAYE /344 o
IN)VES5'8
RE&ES: 400
#= 3-50 l[gL; Body &%
84 SHRT RhR
error_code String e
error_msg String BIRER
=P
(RAEITY:

BidformzEBRIZZT, file AEIRIE,

33
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HiEz2H0

APl &% 3 API 5288
POST /v1/{project_id}/image/watermark/extract-image HTTP/1.1
{
"file" : "test.PNG"
}
M iz 7~ f51
REEB: 200
=R
"{\"image\"}"
KREME: 400
FTXEK
{
"error_code" : "DSC.00000007 ",
"error_msg" : "File format error"
}
NN
R ik
200 BRI
400 AR
=t
BEEEIRE

3.5.4 EIRERNBRZKED ( 374ttt RS )

URI

IEEFEIBIHMES ( BRiZIFOBS ) RIE R ER AN FRIKENe & E HIEKED, B8k
ANBYKENE SRR FEERIUE ( BRIsIFOBS ) , IFRERHER:
*ipg, *.jpeg, *.jpe, *.png, *.bmp, *.dib, *.rle, *.tiff, *.tif, *.ppm, *.webp, *.tga, *.tpic,

* gif,

POST /v1/{project_id}/image-address/watermark/embed

% 3-51 BB1RSH

2 ERUWIE SR iR
project_id = String ImAID

SRR 01 (2022-12-20) IS © ERRAGIRAT 3



HiELeHhl
APl &%

3 API 588

IERSH

£ 3-52 153K Header &4

2%

Rk

SHERE

ik

X-Auth-Token

=
=

String

FBFToken, @E3ERIAMIRS
“SREXF P TokeniEZ[” 3REX
( N Rz5H B SkAX-Subject-
TokenHd{& )

% 3-53 {53k Body 2#§

2%

BRi%

SHERE

%S

region_id

=
=

String

HaiBFrEregionfdid, &0:

XX-XX-1 o

src_file

=
=

String

FINRSZKENRVE Ak, SHEiR
ZFOBSIfE, &= /9 obs://
bucket/object , Edbucket/y
MHIRBELFRE—XIZAIOBS
WBFR, object IFITREIREF
£, f5Ia0: obs://hwbucket/
hwinfo/hw.png, Erobs://Z&
ROBSTEfi&, hwbucket 9t
2, hwinfo/hw.png ARt RE IR
YES=N

blind_waterm
ark

i1y

String

FRANNFRKERSE, KE
MBI 321MFFF o HEHXSTHF
HFRENKRNG . SEREEK

Efimage_watermark —i%—,

image_water
mark

iy

String

FERNRIE A IS/KEDHEIE, #8=(
EKEsrc_fileFER, SXFHE
7KERD blind_watermark —i%
—, #BESHY, £

image_watermark,

dst_file

iy

String

NINZKENFERYE B ERAYB L,
BXEKREsrc_filexE, g
BT, BRIABYsrc_fileRdf&, BP
IKENEBERN

R S &

WK&G: 200
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HiEzeH0

AP| &% 3 API BB
# 3-54 @R Body 2%
2% SR A
region_id String HEIIRBFrfEregiondlid, : xx-xx-1,
watermarked_f| String S IIZKED/SRYOBSIE Fithtll, ZBIR3ZIFOBSX
ile 4%, #3079 obs://bucket/object , Efbucket
HANHFIM B F E—XIFAIOBSHERIR,
object IXTREIKIZZ . HIU0: obs://hwbucket/
hwinfo/hw.png, Erobs://Z&ROBSTFfi#,
hwbucket9484%, hwinfo/hw.pngHITRLIRIR
2o
K& 400
2 3-55 gL Body 2#
S SRR iR
error_code String HEI=f3
error_msg String EIRER
iI=p G ]]

Ml iz 73~ 451

POST /v1/{project_id}/image-address/watermark/embed HTTP/1.1

{
"region_id" : "xx-xx-1",
"src_file" : "obs://hwbucket/test.png",
"blind_watermark" : "testWaterMark"

}

WR&E: 200
IEREAY)
{

"region_id" : "xx-xx-1",
"watermarked_file" : "obs://hwbucket/test.png"
}

R&E: 400
TRUEK

{
"error_code" : "DSC.00000007",

"error_msg" : "File format error"

}
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3 API 1588

HiEZ 2t
AP| &%
KD
RSB R
200 =AY
400 TExK
== fD
52 ERB.

3.5.5 {2ENE R HRRISCFRSKED ( ST HEERRAS )

URI

SHEEFEIBIHMER ( BRIsZIFOBS ) MERANXFE/KENHE R 2B FrE7XKED,
SIEBE RN *jpg, *.jpeg, *.jpe, *.png, *.bmp, *.dib, *.rle, *tiff, *tif, *.ppm,
*webp, *.tga, *.tpic, *.gif,

POST /v1/{project_id}/image-address/watermark/extract

% 3-56 IEREEH
2% AUk ST fEiA
project_id = String ImgID
% 3-57 153K Header 2%
2¥ ERWIE SR HEid
X-Auth-Token | 2 String R Token, EiTABIAMIRSS
“IREVFEFToken$zd” ¥KREX
( N@RzE B SkHX-Subject-
TokenH9{H )
# 3-58 {53k Body 2
2¥ ERWIE SR fEid
region_id = String IREprfEregionfyid, &0: xx-
xx-1,

37
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HEzeH0

APl &% 3 API 588
2H BRIk SR fHR
src_file 2 String FIREFRE/KENAYE A ittt
HRIRZHEFOBS, &0 obs://
bucket/object , Efhbucket’y
NS/ B F E—X1AIOBS
HEETR, object ANIRERE
£, ft0: obs://hwbucket/
hwinfo/hw.png, Erobs://Z&
ROBSTEfi%, hwbucketJoi@
2, hwinfo/hw.pngAXTREEE
=,
mark_len B Integer IBEFRBUKENKE, &/
0, &mA32., REFILUEFK
ENiZEN 488
R3S
KEB/: 200
# 3-59 IR Body 2
2% SHEE iR
watermark String BEKEIRE, KEARBE32MED
RS 400
& 3-60 NI Body %1
84 e el R
error_code String e
error_msg String HIRER
=P
POST /v1/{project_id}/image-address/watermark/extract HTTP/1.1
{
"region_id" : "xx-xx-1",
"src_file" : "obs://hwbucket/hwinfo/hw.png"
}
I 7~ A5

REB: 200

(=R NZAY)
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HiELeHhl
APl &% 3 APl i5BH

{

"watermark" : "mark!"

}
KRE&MG: 400
TouFK
{
"error_code" : "DSC.00000007 ",

"error_msg" : "File format error"

}

7N
KRB )%
200 BRI
400 ToREK
=
52 EIRE .
3.5.6 1EENE FHRYE R ESKED ( STEFHBILRRA )
TheEEN 4R
HEEFEIHES ( BRIZHFOBS ) MEfRAE FiE/KEDRIE F12ENE HRE/KED,
REVERIKENE RS FRERFEERUE ( BRisFOBS ) , HRFNER1EL:
*ipg, *.jpeg, *.jpe, *.png, *.bmp, *.dib, *.rle, *.tiff, *.tif, *.ppm, *.webp, *.tga, *.tpic,
* gifo
URI

POST /v1/{project_id}/image-address/watermark/extract-image

% 3-61 IB12SH

2 BRIk ST ik
project_id = String InHID
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HEzeH0

AP| &% 3 API 588
IBREH
K 3-62 153K Header 2%{
2H BRWIE SR fHR
X-Auth-Token | 2 String R Token, EIEARIAMIRSS
“RENAFToken$z[” 3KEX
( NaRziE B3k HX-Subject-
Tokenf9(8 )
7 3-63 153K Body &%
2% =A% SHEER faR
region_id = String InEphfEregionfdid, &0: xx-
xx-1,
src_file 2 String FHEENE R iE7KEDRYE ittt
HEIRZIFOBSYIR, Bl
obs://bucket/object , Ern
bucketIFNH BB FRE—X
1HAYOBSHEZTR, object/IXIHR
THIZE, fl0: obs://
hwbucket/hwinfo/hw.png,
Hrobs://Z7<OBSTF1i%,
hwbucket A&, hwinfo/
hw.png AXTREHKEZZ
image_water | 2 String 12BN k897K ENE] B Rttt
mark BINEK[Esrc_file,
R3S
RE&ES: 200
% 3-64 IRZ Body &%
2H SR iR
region_id String HEIIREFrEregionflid, #0: xx-xx-1,
image_water | String IRENHAYKENE FFRutbil, a1 R S7FOBSYY
mark %, 1&IL9 obs://bucket/object , Efbucket

NFHBIIRBE T E—XIFAIOBSHERTR,
object ATREIKZE . Ul obs://hwbucket/
hwinfo/hw.png, Erobs://ZK<OBSTFfi%,
hwbucket 5%, hwinfo/hw.png AXTREIRIR

Zo
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HiEL el
APl &% 3 APl i5BH

R&6G: 400

% 3-65 I Body %4

2% SRR R
error_code String EIRg
error_msg String HIRER

BRI

POST /v1/{project_id}/obs-image/image-watermark/extract HTTP/1.1
{
"region_id" : "xx-xx-1",

"src_file" : "obs://hwbucket/hwinfo/hw.png",
"image_watermark" : "obs://hwbucket/watermarkfile/mark.png"

}

M Rz~
RS 200
15KAkIN
{
"region_id" : "xx-xx-1",
"image_watermark" : "obs://hwbucket/watermarkfile/mark.png"
}
RS 400
TouFK

{
"error_code" : "DSC.00000007 ",

"error_msg" : "File format error"

}
RS
RSB 0%
200 =R 4574Y)]
400 FToBuEK
BI=0
B2 EIRE .

3.6 X-EHE
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HEzeH0

APl &%& 3 APl iBA
3.6.1 dRiERT2FR
IEeEN4A
RIEEUIRRBIR
URI
PUT /v1/{project_id}/sdg/asset/{asset_id}/name
% 3-66 IB12BY
2% B SR ik
asset_id = String tnald)
project_id = String ImAID
IBRESH
% 3-67 153k Body &%
8% BEWYIE SR R
name & String AR
D)2
RE&ES: 200
7 3-68 [N Body 2
2% SHRT R
msg String ENZ)S
status String IREPAZ, %0'200','400'
REHS: 400
Z 3-69 l[IL; Body &%
e SHRT RhR
error_code String e
error_msg String BIRER
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HiELeHhl
APl &% 3 APl i5BH

=GNl
RIBEURRBIR
PUT /v1/{project_id}/sdg/asset/{asset_id}/name
{

"name" : "XXXXXxx"

}

e iz 73~ 5 )
KEB: 200
ESREEIN
{

"msg" : "xxxx”,
"status" : "RESPONSE_SUCCESS"
}

WK&G: 400
TRIER

{
"error_code" : "dsc.40000011",

"error_msg" : "Invalid parameter"

}
KL
RS ik
200 BRAEIN
400 ToBuEK
HI=g
B2 NEIRE.
3.6.2 BEAFSIE
INRENEA
EIHIEAEENGIER
URI

GET /v1/{project_id}/sdg/asset/obs/buckets
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HiEzeH0

AP| &% 3 APl iiBH
= 3-70 IR1ZBH
2% =%k SR R
project_id = String ImgID
2 3-71 Query 2%
2% =RWIE SR R
added & Boolean E%1Y
offset &= Integer Qi
limit & Integer PIRAN
IBREH
7
)2
REMB: 200
% 3-72 K7 Body &%
2% SR R
buckets Array of OBSHESIZE
Bucket
objects
total Integer OBSHEZEL
2 3-73 Bucket
2H SRR iR
asset_name String AT i
bucket_locati | String W&
on
bucket_name | String T
bucket_policy | String RIS
create_time Long BUFEATE)
id String ¥EID
XH4hRA 01 (2022-12-20) WRAXFTE © SR ARBIRAE 44



HEzeH0

APl &% 3 API 588
2H SR iR
is_deleted Boolean EEHMER

REB/: 400
% 3-74 K Body &%
2% S¥RT R
error_code String RS
error_msg String BIRER
=GNl
EHIRERFAmMEINGIE
GET /v1/{project_id}/sdg/asset/obs/buckets
I 7~ A5
RS/ 200
153KAkIN
{
"buckets" : [ {
"bucket_name" : "xxxx",
"bucket_location" : "xxxx",
"create_time" : "xxxx",
"is_deleted" : false
1
"total" : 1
}
REB/: 400
ToREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}

RS
RS g
200 1BKAEIN
400 TRUEK
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HiEz2H0

APl &%& 3 APl iBA
T
B2 IERB.
3.6.3 ARINET=H2Y
INEEN4A
ANINEHE R PR
URI
POST /v1/{project_id}/sdg/asset/obs/buckets
* 3-75 B2 H
8% =E W% SHERR 1
project_id = String ImAID
2 3-76 Query 2%
2% =A%k SR R
type & String Rrekh
IBREH
% 3-77 153K Body 2%
¥ 2RIk SHER fER
buckets & Array of OBSHEFIZE
BucketBean
objects
2k 3-78 BucketBean
8% =AWk SR U
asset_name S String BIEZR
location & String s
bucket_ name | & String EaR
bucket_policy | & String HRERRS
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HEzeH0

APl &% 3 API 5388
e
R&R3: 200
# 3-79 L Body &%
2% ST R
msg String REFHZ
status String IREYRZS, 40'200','400'
RE&ES: 400
% 3-80 IRZ Body &%
8% SR ik
error_code String =3
error_msg String HIRER
=GNl
N IIEUE SR PR
POST /v1/{project_id}/sdg/asset/obs/buckets
"buckets" : [ {
"asset_name" : "xxxx",
"location" : "xxxx",
"bucket_name" : "xxxx",
"bucket_policy" : "private"
1
}
i Rz 73~5
RESMB: 200
15KAkIN
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RE&ES: 400
ToREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
SRR 01 (2022-12-20) IRRFE © ERRAGIRAT 47



HiEzeH0

APl &% 3 API 5488
RS
RS g
200 BRI
400 TRUEK
TEL
B2 EIRB.
3.6.4 fHBREFHEAN
IheeN4A
PR EHE SR P A H AN
URI
DELETE /v1/{project_id}/sdg/asset/obs/bucket/{bucket_id}
% 3-81 IBE2¥
B8H =Rk SR R
bucket_id = String }EID
project_id = String ImAID
IBREH
.
N RS
RS 200
% 3-82 IR Body %4
el SR R
msg String REFHZ
status String IREYRZS, 40'200','400'
RS/ 400
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HEz2H0

APl &% 3 API 5388
% 3-83 N Body &%
el SHRT R
error_code String EIRg
error_msg String BIRER
=2 Gl
RIBREUE B P13 IR
DELETE /v1/{project_id}/sdg/asset/obs/bucket/{bucket_id}
i Rz 7351
RSB 200
(=R An
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RSB/ 400
TouFK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RSB
RS A
200 IERdpA%
400 TouEK
X
BESIEIRB.
N4
3.7 3ZHE7KED
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HEzeH0

APl &% 3 API 5388
3.7.1 STHHER A IKED
INREN4A
STWORD(.docx), PPT(.pptx), EXCEL(xlsx), PDF(.pdf) ZEIRIS{FHR N\ FHEK
EN. M=HE/KEDsEE FBRZKED, AR LAformDatafYf&=UiEN S INZKEPAYSZAFN7KED
1BX(EE., DSCARSZLA4NINT/KEDEIREIZE P E R NZKENAISTFRI i HIR -
URI
POST /v1/{project_id}/sdg/doc/watermark/embed
% 3-84 IR
2¥ BRIk SR ik
project_id = String ImBID
=P
2 3-85 153K Header &4
B2H BRWIE SR fHR
X-Auth-Token | 2 String R Token, BEIEARIAMIRSS
“SREXVFIFTokeniZ[” 3REX
( Na Rz B3k HX-Subject-
TokenfY{H )
& 3-86 FormData &%#§
2% =% SR A
doc_type 2 String EERNIKEDRYSZ SR
KA
e WORD
e EXCEL
e PDF
e PPT
file_password | & String BN EEZERT, SEECUERY

BB, mAIFRE256, R
Office XA B IRZIIEZAIN
PRERD, BMANIZER, EF
AN PRATIZ S o
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HiEL el
AP &%

3 API 1588

SH

SHERE

%S

marked_file_p
assword

=
=
= String

IKENEE M R B,
ERAZIFIKE256, BARIIN
(ERA TR

readonly_pass
word

iy

String

INIZKEDEEA R B RIS
3, BmAZIFKE256, AR
INRIEZRRS

visible_water
mark

iy

String

BKEDRS, 5
“plind_watermark” FEBZE/D>

B RAE

font_size

iy

String

BRZKEN=FR AN, BYES
[1,100], EAIAMES0

rotation

iy

String

BZKENDES A, RIS,
EYE79[0,90], BAIA{E45

opacity

1y

String

REZKENRYERAE, EVELO,1],
BIAMEF0.3;

blind_waterm
ark

iy

String

EKEDNE, 5
“visible_watermark” FEB&ZE

BE—ATHE

file

File

ENINKEDRYSZRY

image_mark

0 | HD

File

ERKEDRIFT . B4R
B BA “png” T,

“ipg” , BUREISHER;
BRI BITTIMB; E5
ERH9IERIER “ Content-
Disposition” &%, &#
“name” BYELRA
“image_mark” ,

visible_type

i1y

String

ZFERATET, BOASTEXTE

B,

HiZF R HNIMAGERT:

o EKRHEXRRHAUREERS
“image” MEIGXMF, E
B “png” T
“ipg” , BULREISHE
x5

o ERHKX/NAEZ1MB;

e “visible watermark” ,
“font_size” , “rotation”
0 “opacity” FERTLH

MEM(E:

e TEXT

o IMAGE
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HEzeH0

APl &% 3 API 588
VRS54
RS 400
% 3-87 IR Body %4
2% SHEE it
error_code String L]
error_msg String HIREE
=P N
(MARIY:
BEidformERIZRIEK, HEffileREAH,
POST /v1/{project_id}/sdg/doc/watermark/embed
{
"file" : "test.doc",
"doc_type" : "WORD",
"opacity" : "0.1",
"font_size" : "30",
"rotation" : "45",
"blind_watermark" : "blind_watermark",
"visible_watermark" : "visible_watermark"
}
I 7~ A5
RZ&G: 200
153KAkIN
"{\"Watermarked document\"}"
REB: 400
TouFK
{
"error_code" : "DSC.00000007 ",
"error_msg" : "File format error"
}
K&
RS R
200 BRI
400 TRUEK
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HEzeH0

API &% 3 API 5388
RIR
52 IR
3.7.2 M AiRENREKED
ThEe T 4A

FERRN X FREKEPAIWORD (.docx), PPT(.pptx), EXCEL(.xlsx), PDF(.pdf)ZEEifg
AGHITSIFREKEDZEY, FAFLAformDatafIt&=IE NEHEEUKENBISZE, DSCARSS
LUSONAE TR BIM A BB REN A H IS FHEKED RS -

URI
POST /v1/{project_id}/sdg/doc/watermark/extract
% 3-88 IRZ2H
2 BRIk SR i)
project_id = String InHID
=P

& 3-89 153K Header 2%f
28 BEWI%E SR R

X-Auth-Token | 2 String HRFToken, EidiERIAMRS
“SRENFA P TokeniZ[” 3REX

( MR EESLHX-Subject-
Tokenf9{H )

2 3-90 FormData £#§

2% =Rk SR A

doc_type = String FIEBUKEDRYSZ LR
KA

e WORD

e EXCEL

e PDF

e PPT

SRR 01 (2022-12-20) IS © ERRAGIRAT 5



HEzeH0

APl &%& 3 API iiiBH
28 BRI SRR ik
file_password | & String FRESUHRIERS, mRAIFK
256, WNROfficeXt4BILEE
FOSRSAORURERD, S
25, fEEIENRAIEER
5,
file = File HEEREUKEDAYSHY
R S5
KEB: 200
Z 3-91 WL Body #
28 SR A
watermark String EKEINE, KEAEBE32MNED
RS 400
% 3-92 IR Body 2%
2 SRR R
error_code String I
error_msg String BIRER
=Rl
(REETY:
BidformzEBRIZZIEK, Hfile ERSH
POST /v1/{project_id}/sdg/doc/watermark/extract
{
"file" : "testMarked.doc",
"doc_type" : "WORD"
I iz 7= A51

KERG: 200
=R Ay
{

"watermark" : "mark!

}
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HiEz2H0

APl &% 3 API 588
RERD: 400
TouFK
{
"error_code" : "DSC.00000007",
"error_msg" : "File format error"
}
RS
RS R
200 BRI
400 TRUEK
=g

URI

XYWORD(.docx), PPT(.pptx), EXCEL(xlsx), PDF(.pdf)*ZBIHSIRYER N\ SZFREIK
EN. MZFER/KEDSEE HERZKED, FBFEANRIZKENAISZ RS ( BEIsZiF0BS)FlKk
ENBX(EE, DSCHRSXIiHNNSe/KENEIREIZE P E RN KENRI SRRttt

POST /v1/{project_id}/doc-address/watermark/embed

% 3-93 IR

2% =AUk SRR R
project_id = String ImgID
7 3-94 153k Header 2%
2% ERWIE SR fEid
X-Auth-Token | 2 String R Token, BEiTARIAMIRS

“SREVFFToken$% [ ” $KEX
( M@ Rz;E B SkHX-Subject-
TokenH9{H )
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HiELeHhl
AP &%

3 API 1588

% 3-95 153K Body &4

2H

SHER

%

region_id

= String

ImBFrfEregionflid, al: xx-
xX-1o

src_file

= String

FNIZKEDRYSZASBLE, HEiR
ZIFOBSXIR, & obs://
bucket/object , Ebucket/y
F=SEII B FE—X1EHI0BS
R, object ITREIRER
%, 40: obs://hwbucket/
hwinfo/hw.png, Erobs://Z&
ROBSTEfi#, hwbucket 9t
2, hwinfo/hw.png AIITREER
=&,

doc_type

String

i

RN IKEDRISASEEY
ESIER

e WORD

e EXCEL

e PDF

e PPT

dst_file

iy

String

IIZKENFRRISASTERIE, 48
HFNEKEsrc_filexFER, Fig
EiY, ERIABYsrc_filefy(&E, BN
IZKENEBEIREN A .

blind_waterm
ark

iy

String

ENFKEIRSE, 5
“visible_watermark” =EZE

WE—AFHE

visible_water
mark

iy

String

B FIKEDRE, ShEKED
“blind_watermark” =EZE/D

B—1ARR=E.

image_mark

i1y

String

FERN\RIEIFZBR7KEN ST Yt
ht, FEREREKEsrc_file=
B2, BEFSHRIRIRA

[3 png ” ﬁ “jpg » , lz:l:ml-l]\g@
SEEEIR; BRI RNFEBS
1TMB
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HiEL el
AP &%

3 API 1588

MR S4L

SH

SHERR

%S

visible_type

String

ZFERIRHIBA/KEPER A XL FIE =
Bk, BENANTEXTSEE, FiE
Bvisible_watermark=EI8 &
B =IKED; HZFERA
IMAGERY, FBES
image_watermark=2EiR B7K
EDE 5 itbbItbAT
“visible_watermark” ,
“font_size” , “rotation” 0
“opacity” FERXX.
MESME:

o TEXT

e |IMAGE

file_password

iy

String

FEONZKENSAERBAT, BN
HRVERY, BRASFFKE256,

gNEROffice X FSA IR BT
ROIRPBRZRS, IBMINIZED, 3
EARIERAIEEET .

marked_file_p
assword

iy

String

NIKENREE IR B,
BATIFKE256, BRARINS
(=R

readonly_pass
word

iy

String

IIZKEDfEEE R B R
8, BmAZIFKE256, AR
INRIEZRRS .

front

iy

Integer

BEZKED=EA KR/, BYES
[1,100], BAAME50

rotation

i1y

Integer

B7KENNESE M, RIS,
EME79[0,90], BIAME45.

opacity

iy

Float

BAZKEDRUIERRE,, BYE([0,1],
EUAMEZ0.3;

RSEE: 200

% 3-96 NI Body £%§

24

SHE

R

region_id

String

HEiInEFrEregionf¥id, #0: xx-xx-1,
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HiEzeH0

APl &%& 3 API BB
28 SR A
watermarked_f| String AIZKENSRYSZ S BIE, HEIRSZHRFOBSXISR,
ile 89 obs://bucket/object , Efbucket 970
LM BGTRE—XIFZAIOBSIEETR, objecty
WRLIRZZ ., FE0: obs://hwbucket/hwinfo/
hw.doc, Erobs://ZR/ROBSTZE, hwbucket
%, hwinfo/hw.doc AR EEIZZ .
RE&ES: 400
2 3-97 WLy Body 2
2 SR R
error_code String EIRg
error_msg String BIRER
BRI

N Mz 73~ 51

POST /v1/{project_id}/doc-address/watermark/embed

{
"region_id" : "xx-xx-1",
"src_file" : "obs://hwbucket/hwinfo/hw.doc",
"doc_type" : "WORD",
"blind_watermark" : "blind_watermark",
"visible_watermark" : "visible_watermark"

RSF5: 200
53RN
{

"region_id" : "xx-xx-1",
"watermarked_file" : "obs://hwbucket/hwinfo/hw.docx"

}
RS 400
ToREK
{
"error_code" : "DSC.00000007 ",

"error_msg" : "File format error"

}

N5k 01 (2022-12-20)
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3 API 1588

HiEZ 2t
AP| &%
KD
RSB R
200 =AY
400 TRuER
1]

URI

T EHRA N FREKENAIWORD (.docx), PPT(.pptx), EXCEL(.xlsx), PDF(.pdf)3

BRI ATIKEDIREY, FAFENHRBUKENRYSZ At ( BRIZ#F0BS ) , DSCARSS

LASONRIREZUIR B WSS IR BRI h RIS FREZKED AR -

POST /v1/{project_id}/doc-address/watermark/extract

* 3-98 IEREH
2% AUk ST fEiA
project_id = String ImgID
% 3-99 153K Header 2%
2¥ ERWIE SR HEid
X-Auth-Token | 2 String R Token, EiTABIAMIRSS
“IREVFEFToken$zd” ¥KREX
( N@RzE B SkHX-Subject-
TokenH9{H )
% 3-100 153K Body %
2¥ ERWIE SR fEid
region_id = String IREprfEregionfyid, &0: xx-
xx-1,

59
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HiELEHhl
AP &%

3 API 1588

RS &

SH

SHERE

%S

doc_type

i

String

FHREUKEDRI 2R
HEHME:

e WORD

e EXCEL

e PDF

e PPT

src_file

ali

String

B FREZKENRI S 4AT T
b, HEIRZEFOBSYIR, B
/3 obs://bucket/object , Erh
bucketBFNIHBIMB G TFRE—X
1HAYOBSHEZTR, object/IXIHR
LIRIER. flN: obs://
hwbucket/hwinfo/hw.doc,
Hrhobs://Z&NOBSTFfiE,
hwbucket 3%, hwinfo/
hw.doc AR EEIZA -

file_password

i1y

String

EENHRIER, HATEK
E256, IR OfficeMISGIEER
Bz RS, BAIE
B8, EEIESRAMEIEE
5,

WK&G: 200

Z 3-101 g Body %4

2%

SHRE

ik

watermark

String

EKEDAR, KEARABIE32MFET

KE/: 400

Z 3-102 g Body ¥

2 SHERR A
error_code String EIRg
error_msg String HIRER

N5k 01 (2022-12-20)
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HiELeHhl
APl &% 3 APl 15 BH

== —
(=R
POST /v1/{project_id}/doc-address/watermark/extract
{
"region_id" : "xx-xx-1",

"src_file" : "obs://hwbucket/hwinfo/hw.docx",
"doc_type" : "WORD"

i Rz 73~451
KE&S: 200
ERALIN
{

"watermark" : "blind_watermark"
}
KREME: 400
TouFK

{
"error_code" : "DSC.00000007",
"error_msg" : "File format error"

}
KD
REHE R
200 =R DAY
400 TREK
e
B2 ERB.

3.8 ISR AT
3.8.1 EiFAESIIE

LIREN4A
BTSSR

URI
GET /v1/{project_id}/sdg/scan/jobs

SCRSREA 01 (2022-12-20) IS © ERRAGIRAT &1




HiEzeH0

AP| &% 3 APl iiBH
% 3-103 I822H
2% =RWIE SR 1)
project_id = String InHID
Z 3-104 Query 3#
2% =AWk SHER U
offset B Integer i
limit & Integer PIRAN
content S String SES
IBREH
7o
NoRz S
K& 200
7 3-105 liILZ Body &%
2% SRR T
tasks Array of RRIRERVIFHRIESFIZE
ScanJob
objects
total Long FES 2
Z& 3-106 ScanJob
¥ SRR R
id String {£551D
name String {ESZBR
rule_groups Array of {ES3ERROINIZE
strings
WRINERE © AR ARBIRAE] 62
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HiELeHhl
APl &% 3 APl i5BH

2% SRR fik

cycle String EFSHiTH
WEHE:

e ONCE

o DAY

e WEEK

e MONTH

status String ESHPIRES

KzE:

e INIT

o WAITING

e RUNNING

e FAILED

e STOPPED

e FINISHED

e TERMINATED
last_run_time | Long {F5 E—IRM1TRTIE
create_time Long {2 IR
last_scan_risk | String 1B E—IRANXEERER
use_nlp Boolean EAFERTNLPETHE
open Boolean ESFHBRRES
topic_urn String SMNARSSIBANERR

start_time Long (£S5 IEE0RTE)

WREERS: 400

Z 3-107 g Body 2%

S8 SR A
error_code String =3
error_msg String HEIRER
BRI
EFERESYIE

GET /v1/{project_id}/sdg/scan/jobs
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HiEL el
AP &%

3 API 588

N Rz 7~
REFB: 200
oK

{

"total" : 1,

"tasks" : [ {
"id" U xxxxxxx”,
"name" : "ScanDemo",
"cycle" : "ONCE",
"status" : "FINISHED",
"open" : true,
"rule_groups" : [ "PCI" ],

"last_run_time" : 1634612489173,

"create_time" : 1630982438506,
"last_scan_risk" : "HIGH",
"use_nlp" : false,
"topic_urn" : "",
"start_time" : 1630983532673
1]
}

W&E: 400
FTRIFR

{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}

T

LN fiik

200 OK

400 TEK

HIx0

B MR,
3.8.2 EIEEISAMER

ThRENA

EEEEISaEER

URI

GET /v1/{project_id}/sdg/scan/job/{job_id}/results

kR 01 (2022-12-20) WRIERE © HERRARBIRAT
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HEzeH0

APl &% 3 API 1588
& 3-108 B1Z2H
2% AUk SR ik
project_id = String ImgID
job_id =2 String {£531D
£ 3-109 Query ¥
2% AUk SR R
offset &G Integer i)
limit S Integer DKM
type & String Rrekh
ESIER
e DATABASE
e OBS
e BIGDATA
BERESH
I
) E=S
W& 200
2 3-110 IR Body 23
2% SR ik
job_id String {£52ID
job_name String 154
type String EFRFRE
db_scan_resul | DbScanResul | HUEEHEE
t t object
obs_scan_resu | ObsScanResu | OBS#IiLEER
lt lt object
es_scan_result | EsScanResult | ESIF#455E
object
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HEzeH0

APl &% 3 API 1588
2% 3-111 DbScanResult
¥ S¥R A
total Integer AMERRE
db_scan_resul | Array of HIREmERYIE
ts DbScanResul
tinfo objects
2 3-112 DbScanResultinfo
2% SR ik
task_id String {£531D
db_name String HIEESZIR
table_id String Z%£ID
table_name String B =5
risk_level Integer X BE 2
sensitive_data | Array of PLEeEIaIRL MY
_type strings
match_info Array of FHPE5IECEIAIRINY
DbMatchinfo
objects
% 3-113 DbMatchlinfo
e S ik
column_name | String e
rule_name String iTv= I e
rule_id String PLECaIAIMID
rule_risk_level | Integer PUECAR I XS 4
column_line | Array of X P& EETT
integers
% 3-114 ObsScanResult
e e et fik
total Integer FAMERDE
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HiEzeH0

AP| & 3 API 1B
2% SR fHiA
db_scan_resul | Array of OBSHIBERYIZE
ts ObsScanResu

ltInfo objects

% 3-115 ObsScanResultinfo
e SR fix
task_id String {£531D
bucket_id String OBS#EID
bucket_name | String OBSHERZFR
file_path String XIFERE
file_name String NXi5E
md5 String X{Emd5E
risk_level Integer K& ER
sensitive_data | Array of X B EE 2t
_type strings

% 3-116 EsScanResult
28 SHERE R
total Integer HmEREE
db_scan_resul | Array of ESHiEERYIE
ts EsScanResult

Info objects

2 3-117 EsScanResultinfo
2% SR fHiA
task_id String {£531D
index_name | String ]
type_id String ZAID
type_name String FERIZ
risk_level Integer X &2
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HEzeH0

AP| &% 3 APl AR
2 SRR A
sensitive_data | Array of BUBEEZEE
_type strings
match_info Array of MU TEEARER

EsMatchinfo
objects
£ 3-118 EsMatchlinfo
¥ SRR g
field_name String HIEFERZ
rule_name String =
rule_id String $RAID
rule_risk_level | Integer AR R PE 2R
RE&ES: 400
7= 3-119 IR Body &%§
S SRR g
error_code String =g
error_msg String HI=RER
(=Rl
BEHEEFEEAmER
GET /v1/{project_id}/sdg/scan/job/{job_id}/results
il iz 73~ 451
KE&EE: 200
OK
{
"job_id" : "xxxxxx",
"job_name" : "xxxxxx",
"type" : "DATABASE",
"db_scan_result" : {
"total" : 1,
"db_scan_results" : [ {
"task_id" : "xxxxxx",
"db_name" : "Xxxxxx",
"table_id" : "xxxxxx",
X H5hRA 01 (2022-12-20) WRINERE © LA ARBIRAE] 68



HEzeH0

APl &% 3 API 5388
"table_name" : "student",
"risk_level" : 6,
"sensitive_data_type" : [ "xxxxx", "xxxxxx" ],
"match_info" : [ {
"column_name" : "phone",
"rule_name" : "Xxxxxx",
"rule_id" : "Xxxxxx",
"rule_risk_level" : 6,
"column_line" : [ 1, 3]
W
"column_name" : "email",
"rule_name" : "Xxxxxx",
"rule_id" : "Xxxxxx",
"rule_risk_level" : 1,
"column_line" : [ 1, 3]
1]
1]
1
"obs_scan_result" : null,
"es_scan_result" : null
}
RSB 400
TouFK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RS
RS A
200 OK
400 TRiEK
IS
BESIEIRB.
3.8.3 EEFAINIFIZE
IheeN4A
EFFESINGIEE, IREFERNSEFIIEINSIE
URI
GET /v1/{project_id}/sdg/server/scan/rules
* 3-120 BRBH
2% BEWI% SR R
project_id = String ImgID
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HiEzeH0

APl &% 3 API 1588
£ 3-121 Query 2#
2% =AWk SR A
offset & Integer it
limit B Integer DA
RS
I
)VE-2:5'4
K& 200
% 3-122 IR Body B
2 S fik
rules Array of s WUIEZIES
ResponseRul
e objects
total Integer N 22
2 3-123 ResponseRule
2% SR fHiA
category String MR, REFR(BUILT_IN)ZGE AN
(BUILT_SELF)
WaE:
e BUILT_IN
e BUILT_SELF
glelete_allowe Boolean =E IR
group_names | String HEXATHRNIZE
id String FWID
logic_operator | String ZIRIZERF, "AND","OR","REGEX"
min_match Integer =N U
risk_level Integer XEER

MAERRAS 01 (2022-12-20)
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HiEzeH0

APl &%& 3 API iiBH
28 SR A
rule_content | String MRS
rule_desc String A
rule_name String N ZFR
rule_type String MR, X52=(KEYWORD) . IENIFRIAT
(REGEX)Z¢ HSAIE = (NLP)
MzHE:
o KEYWORD
e REGEX
e NLP
selected Boolean =AAE
RE&E: 400
7 3-124 ghi Body %4
S8 SR A
error_code String RS
error_msg String BIREE
BRI
EFFEANEIZE

GET /v1/{project_id}/sdg/server/scan/rules

e Rz 73~451
KERG: 200
KL

{

"total" : 1,

"rules" : [ {
"category" : "BUILT_SELF",
"delete_allowed" : true,
"group_names" : "xxxx",
"id" T XXOOOOOKXXKK
"logic_operator" : "AND",
"min_match" : 1,
"risk_level" : 1,
"rule_content" : "xxxx",
"rule_desc" : "xxxx",
"rule_name" : "xxxx",
"rule_type" : "KEYWORD",
"selected" : true

N5k 01 (2022-12-20)
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HiEz2H0

AP| &% 3 APl 588
}
}
K389 400
FTRuEK
{
"error_code" : "dsc.40000011",
}"error_msg" : "Invalid parameter”
K&
7Nz R
200 IERNAY)|
400 TeRgiEK
HELE]
B2 W=D,

RIEIEERIANETR. MNEE, XEEFR. &/N\LEXEFSHEEBE XIS

FHRIRBIFN

URI

POST /v1/{project_id}/sdg/server/scan/rules

% 3-125 BRIZS#

2 BRIk ST ik
project_id = String InHID

N5k 01 (2022-12-20)
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HiELeHhl
APl &% 3 APl 15 BH

IERSH

2 3-126 53K Body 2%

2¥ =A% SR R

category & String MRS, PSRN (BUILT_IN)
o FE N (BUILT_SELF)
K=E:
e BUILT IN
e BUILT _SELF

id S String RNID

logic_operator | & String ZiEzEF,
IIAND"’"OR”’"REGEX"

min_match & Integer E/\PCEC IR EL

risk_level & Integer (=244

rule content | & String MRS

rule_desc &= String HLMHEA

rule_name & String FZFR

rule_type S String MR, X§EF

(KEYWORD) . IEMZFIAT,
(REGEX)ZkEHSAIEE (NLP)

BEHE:
e KEYWORD
e REGEX
e NLP
VRS54
RE&MG: 200
& 3-127 Kz Body %
2% SR R
msg String REER
status String IREMAZ, %0'200','400'

WK&5G: 400

SRR 01 (2022-12-20) IS © ERRAGIRAT E



HiEz2H0

APl &% 3 API 588
7= 3-128 iy Body %4
8% SR fiik
error_code String EIRg
error_msg String EIRER
=GNl
Bl RS
POST /v1/{project_id}/sdg/server/scan/rules
{
"category" : "BUILT_SELF",
"logic_operator" : "AND",
"min_match" : 1,
"risk_level" : 1,
"rule_content" : "xxxx",
"rule_desc" : "xxxx",
"rule_name" : "xxxx",
"rule_type" : "KEYWORD"
}
i Rz 735
WRE&E: 200
BRI
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
K& 400
ToREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
REB
RSB iR
200 1BKAEIN
400 TR K
xS
ESIEIRB.
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HiEz2H0

AP &% 3 API B8
3.8.5 {2XuaArEAN
ThEEN4R
1&28 B E X A BUREHRIR B AN
URI
PUT /v1/{project_id}/sdg/server/scan/rules
& 3-129 IRRBH
28 EEWIE ST fEiA
project_id = String ImgID
RS
7= 3-130 153K Body &%
e EEWE SR fEiA
category B String MR, RERN(BUILT_IN)
S, B EFIN (BUILT_SELF)
WEHME:
e BUILT_IN
e BUILT_SELF
id &5 String WD
logic_operator | & String BIEEENT,
"AND","OR","REGEX"
min_match & Integer =/ NILECREL
risk_level & Integer MFE S9N
rule_content | & String MURE
rule_desc & String FLMtEA
rule_name i String NZFR
rule_type & String MR, XHE=

(KEYWORD) . IEMIZRIA=
(REGEX)Zk HsAIE= (NLP)

waE:

e KEYWORD
e REGEX

e NLP

N5k 01 (2022-12-20)
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HiEzeH0

APl &% 3 API 5388
R3S
RSB 200
2 3-131 IIRZ Body 8%
e SHRT fhR
msg String REHS
status String IREPAZ, %0'200','400'
REB/: 400
% 3-132 [ Body S
2% SHEE e
error_code String e
error_msg String SIS
=P ANl
(e IRERLNY
PUT /v1/{project_id}/sdg/server/scan/rules
{
"category" : "BUILT_SELF",
"id" M OOXXXXIKK
"logic_operator" : "OR",
"min_match" : 1,
"risk_level" : 1,
"rule_content" : "xxxx",
"rule_desc" : "xxxx",
"rule_name" : "xxxx",
"rule_type" : "xxxx"
}
M Rz~
R&MB: 200
=Ry
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RZSME: 400
TouFK
{
"error_code" : "dsc.40000011",
MA%hRAS 01 (2022-12-20) RN © LARABIRAE 76




HEzeH0

APl &% 3 API 588
"error_msg" : "Invalid parameter"
}
RS
RSB A
200 1BEKEIN
400 TouEK
TES
ESIEIRE.
3.8.6 fRIERFAFEFAN
INEEN4A
A BRTE EROBUREHREIR BURAN
URI
DELETE /v1/{project_id}/sdg/server/scan/rules/{rule_id}
£ 3-133 BZBH
2% BEWI% SR R
project_id = String ImgID
rule_id =2 String $RNID
IBREH
7
I)VE=S5'4
RS/ 200
2 3-134 Ui Body 2%
2% SHRE R
msg String REHS
status String IREMAZ, 70'200','400'
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HEz2H0

APl &%& 3 APl AR
REES: 400
% 3-135 WKL Body &%
B8H e et ik
error_code String EIRg
error_msg String BEIRER
=2 Nl
fRIBRIE ERVFIHERANY
DELETE /v1/{project_id}/sdg/server/scan/rules/{rule_id}
MRz~
K& 200
BRI
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RS 400
ToREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
K&
/N R
200 BRI
400 TRiEK
=
B EIRE
3.8.7 EiEfAfEMNIAESIZE
IheeN 4
RIEIESERVINE I DE MBS =
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HiEzeH0

AP| &% 3 API 588
URI
GET /v1/{project_id}/sdg/server/scan/groups
% 3-136 IB12BH
B8H =AWk SR 1
project_id = String ImAID
2 3-137 Query 2#
2% =A% SR R
offset &5 Integer i
limit &5 Integer PIRAN
BRESH
7
R3S
K& 200
7 3-138 liILZ Body %]
B8H SHERR U
total Integer FUIE SRS e
groups Array of PRI
ResponseGro
up objects
2 3-139 ResponseGroup
8% e e RhR
category String MR, AEMN(BUILT_IN)ZEZEMN
(BUILT_SELF)
WA
e BUILT_IN
e BUILT_SELF
delete_allowe | Boolean = FOVFIER

d

MAERRAS 01 (2022-12-20)
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HiEzeH0

APl &% 3 APl AR
2% SRR fik
group_desc String MNLBHEIR
group_name | String MNBZ IR
id String MNZEID
rule_names String N ZFR
task_names String TS EFR
is_default Boolean EEREIAN

R&MB: 400
% 3-140 ImKZ Body &%
e S¥n A
error_code String e
error_msg String BIRER
1=
EiFEHINESIE
GET /v1/{project_id}/sdg/server/scan/groups
N Rz7~ 51
&G 200
BRI
{
"total" : 1,
"groups" : [ {
"id"  XOOKKOKKKKKK
"group_name" : "xxxx",
"group_desc" : "xxxx",
"category" : "private",
"rule_names" : "xxxx",
"is_default" : false
1]
}
R&ES: 400
FTXEK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
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HEzeH0

APl &%& 3 APl AR
RS
RSB ik
200 BRI
400 TRuEK
S
B2 WEIEB.
3.8.8 GIEREMNIA
IhEENA
IRIEIE ERIFINI B Z FRFNF AN 51 = Bl SR BUREHEI I mA NI ZE
URI
POST /v1/{project_id}/sdg/server/scan/groups
x 3-141 BRBY
84 BEWI% SRR R
project_id = String ImgID
IBREH
7= 3-142 153k Body £%{
84 EEWIE SHERR R
category S String HNZERI, RSN (BUILT_IN)
o B EHN (BUILT_SELF)
O
e BUILT_IN
e BUILT _SELF
default_status | & Boolean EEBIAINE
group_desc B String U EAEE 3%
group_name |& String HNLEZFR
id & String HIZAID

MAERRAS 01 (2022-12-20)
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HiEz2H0

APl &% 3 API 5188
2% BRI SRR ik
rule_ids & Array of BEERINIDTIZE

strings

R &%

RESHB: 200
7= 3-143 iy Body &4
B8 SR R
msg String REEE
status String IR[EPAZS, 70'200','400
RE&S: 400
7= 3-144 ghy Body %4
8% SR ik
error_code String =3
error_msg String EIRER
ERRHI
BUERITHEINILE
POST /v1/{project_id}/sdg/server/scan/groups
{
"category" : "BUILT_SELF",
"group_desc" : "xxxx",
"group_name" : "xxxx",
"rule_ids" 1 [ "XXXXXXXXXXXXXXXXXXX"", " XXXXXXXXXXXXXXXXXXX" ]
}
I Rz~ 5l
REHB: 200
BRI
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
K& 400
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APl &% 3 API 5388
ToREK
' "error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RS
RSB A
200 1BEKAEIN
400 TouEK
e
B2 EIED.
3.8.9 MERIFFENIZE
INgEN4A
RIS ZE I DI BRIS E AV IEANIZA
URI
DELETE /v1/{project_id}/sdg/server/scan/groups/{group_id}
% 3-145 KR8 H
2% =A%k SRR R
project_id = String ImgID
group_id = String MUZRID
IBREH
7o
V254
RS/ 200
X 3-146 gL Body 2%
2% S¥RE R
msg String REER
MA%hRAS 01 (2022-12-20) WRINERE © AR ARBIRAE] 83



HiEz2H0

APl &% 3 API 588
2H SR iR
status String IREYRZS, 40'200','400'
KREE: 400
7= 3-147 i Body 44
B8H SHEE iR
error_code String =3
error_msg String HIRER
1= ]l
fRIBRIEERIFIERINZE
DELETE /v1/{project_id}/sdg/server/scan/groups/{group_id}
i Rz 735
RSB 200
BRI
{
"msg"” @ "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RSB/ 400
ToREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RS
RSB A
200 1BKAEIN
400 ToREK
T EL)
BESIEIRB.
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3.8.10 SlEIIESS

TheeN4a
IRIBIEERES MR, s, 3EEE. FmHNE. AmiTEeEaEEs
URI
POST /v1/{project_id}/sdg/scan/job
= 3-148 IERBH
2% R WI% SR HEid
project_id = String ImBID
IERSE
7 3-149 {53k Body 2
2% mEWIE SR fiEid
asset_ids & Array of ArrIDFIE
strings
cycle S String AR, B(DAY), B
(WEEK), B(MONTH), BXx
134 (ONCE)
KEME:
e ONCE
o DAY
e WEEK
e MONTH
name S String TS
open & Boolean EEHEES
rule_group_id | & Array of HNEEIDTIZE
S strings
start_time & Long HiESFERTE
time_zone & String AT X
topic_urn S String FHRIE— R RIRR
use_nlp = Boolean =&Hnlp
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R3S
RSB 200
2 3-150 IR Body %1
e SHRT fhR
msg String REHS
status String IREPAZ, %0'200','400'
REB/: 400
% 3-151 IR Body S%(
2% SHEE e
error_code String e
error_msg String SIS
=P ANl
CUEEBUREURIIRIESS
POST /v1/{project_id}/sdg/scan/job
{
"asset_ids" : "XXXXXXXXXXXX",
"cycle" : "ONCE",
"name" : "Xxxx",
"open" : true,
"rule_group_ids" : "XXXXXXXXXXXX",
"start_time" : O,
"time_zone" : 8,
"topic_urn" : "XXXXXXXXXXXX",
"use_nlp" : false
}
I 7~
R&MB: 200
=Ry
{
"msg" @ "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RZSME: 400
TouFK
{
"error_code" : "dsc.40000011",
MA%hRAS 01 (2022-12-20) RN © LARABIRAE 86
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"error_msg" : "Invalid parameter"
}
RS
RSB g
200 1BKAEIN
400 ToREK
el
BSIEIRB.
3.8.11 HEEMSEEIEERE A
IEEN4A
HIREMSEHIRERE S
URI
GET /v1/{project_id}/sdg/server/relation/jobs/{job_id}/dbs
% 3-152 BIZBH
2% BER W% SRR ik
project_id = String InHID
job_id = String {E551D
2 3-153 Query 2#{
84 B WI%E SR R
assets_name | & String ABIrZR
risk_start =2 Integer FEXE SR
risk_end 2 Integer LI EER
offset & Integer i
limit & Integer PIRAN
IBRSH
7
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AP| & 3 API i5HB
Nl fiz 22
K&/ 200
%= 3-154 i Body %4
S8 SHER A
total Integer XREBRH
db_list Array of XRIEEYIE
RelationSimp
leInfo objects
2 3-155 RelationSimplelnfo
2% SR R
id String XHREEID
name String XREEBIR
path String XRIERHBE
risk_level Integer XEER
type String XREERE
REB/: 400
7= 3-156 iz Body S
S8 SR A
error_code String et
error_msg String BIREE
=Rl
HIEE M EEIEERER
GET /v1/{project_id}/sdg/server/relation/jobs/{job_id}/dbs
il iz 73~ 451
KEB/: 200
15KAIN
{
"db_list" : [ {
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"™ T U XXXOOOOKXXXK

"name" : "xxxx",
"path" : "XXXXXXXXXXXX",

"risk_level" : 2,

"type" : "MySQL"

11
"total" : 1
}
KRE&MG: 400
TouFK
{

"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}

T

WS

fik

200

BRI

400

TRIER

HIR0

52 EIRE .

3.8.12 HREIMZEIER S REH

ThRENA

HIEEMSEZRS REE

URI

GET /v1/{project_id}/sdg/server/relation/jobs/{job_id}/dbs/{db_id}/tables

% 3-157 &2

2%

24

fEk

project_id

ali

String

InHID

job_id

ali

String

{E531D

db_id

ali

String

#EEID

N5k 01 (2022-12-20)
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AP| &% 3 APl iiBH
2K 3-158 Query 2#
2% =E W% SR R
assets_name | & String AR
risk_start =2 Integer FeIAX PSR
risk_end 2 Integer K IFXESER
offset 2 Integer wmiEE
size = Integer TREA/N
limit & Integer SRR
IBRSH
7
NoRz S
W& 200
& 3-159 K Body £#{
B8H SHERR R
total Integer XREERH
current_page | Integer HBIR
table_list Array of XREEIIZE
RelationSimp
leInfo objects
2 3-160 RelationSimplelnfo
e SHRT R
id String XHREEID
name String XEREERR
path String XREREER
risk_level Integer PSR
type String XEERRE
RE&ES: 400
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2 3-161 g Body 2%

24 SHR

R

error_code String

IS

error_msg String

HIxER

iERpI

HiEEMZEZRS REE

GET /v1/{project_id}/sdg/server/relation/jobs/{job_id}/dbs/{db_id}/tables

{
"assets_name" : "xxxx",
"offset" : 1,
"risk_end" : 3,
"risk_start" : 2,
"size" : 100

@z 73~5 )
KEMG: 200
BRI

"table_list" : [ {
"id" : XXOOKKKKKKKKK
"name" : "xxxx",
"path™ : "XXXXXXXXXXXX",
"risk_level" : 2,
"type" : "MySQL"

1

"current_page" : 0,

"total" : 1

}

KEB/: 400
ToRE R

{
"error_code" : "dsc.40000011",

"error_msg" : "Invalid parameter"

}

T

AL 1k

200 BKEIN

400 Tuak

N5k 01 (2022-12-20)
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FHI=0

3.8.13 HUEEMZEFRFERRET

ab
ThEEN 4B

URI

IBREH

RS &

52 EIRE .

HIEEMSERFREENR

GET /v1/{project_id}/sdg/server/relation/jobs/{job_id}/dbs/{table_id}/columns

% 3-162 IBRE¥

S8 =AW SR faR
project_id = String ImAID
job_id = String {£531D
table_id g String =XID

2 3-163 Query 3#
SH EEWi%E SHR faR
assets_name | & String BIEEZR
risk_start 2 Integer IR X PR
risk_end 2 Integer 2PN EER
offset B Integer i
limit &5 Integer PIRAN

7

K& 200

R 3-164 W[ Body ¥
2% SR A
total Integer XREERH

N5k 01 (2022-12-20)
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2H SR iR
column_Llist Array of XRFEEIIZE

RelationSimp
leInfo objects

£ 3-165 RelationSimplelnfo

e e el ik

id String XHREEID
name String XREEBIR
path String XRIERHBE
risk_level Integer XEER
type String KRIEEEE

WR&E: 400

Z 3-166 i Body 2%

2¥ SR R
error_code String e
error_msg String BIRER

=P ANl
HIREMSZEFRFERRES
GET /v1/{project_id}/sdg/server/relation/jobs/{job_id}/dbs/{table_id}/columns

i) Rz 73~451
REB: 200
BRI
{

"column_Llist" : [ {
"id" o XXOOOKKKKKORK
"name" : "xxxx",
"path™ : "XXXXXXXXXXXX",
"risk_level" : 2,
"type" : "MySQL"
1

"total" : 1
}

W&G: 400

SRR 01 (2022-12-20) IS © ERRAGIRAT 93
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ToREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RSB
RS R
200 BRI
400 TRUEK
TES
B2 W=D,
3.8.14 OBS [MEEWFEREIH
IhEEN 4R
OBSIMZEEHREI
URI
GET /v1/{project_id}/sdg/server/relation/jobs/{job_id}/obs/buckets
* 3-167 BRBH
2H BE W% SRR fHiR
project_id = String InHID
job_id = String {E£551D
2 3-168 Query #
¥ B WI% SRR fHiR
assets name | & String BEBR
risk_start 2 Integer FEIRNEER
risk_end = Integer K IFX SR
offset &= Integer Q!
limit & Integer PIRAKN
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AP| &% 3 APl AR
BRSH
7
R &%
RSB 200
% 3-169 IR Body &%
¥ SR N
total Integer XRERRH
bucket_list Array of XRIEEYE
RelationSimp
leInfo objects
2K 3-170 RelationSimplelnfo
S SR iR
id String XHREFEEID
name String XREEBR
path String XRERHBE
risk_level Integer X PEELR
type String XREERE
KEB: 400
% 3-171 QR Body 2¥
S SRR R
error_code String EIRS
error_msg String BIRER
=Rl
OBSMZERAKEIA
GET /v1/{project_id}/sdg/server/relation/jobs/{job_id}/obs/buckets
Ml iz 73~ 451
RSB 200
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(=R NSAY)

"bucket_list" : [ {
"id" : XXOOKKKKKKRK ™
"name" : "xxxx",
"path™ : "XXXXXXXXXXXX",
"risk_level" : 2,
"type" : "BUCKET"
1
"total" : 1
}

WR&G: 400
FTRER

{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}
IR
REB it
200 BERAIN
400 TuEK
$01D
B2EIRE,
3.8.15 OBS MEES {49 TREE
THRENME
OBSIM#ZE {45 A&
URI

GET /v1/{project_id}/sdg/server/relation/jobs/{job_id}/obs/{bucket_id}/files

#* 3-172 B2RSH

28 ERYE SHERE fEiA
project_id = String ImgID
job_id = String {E531D
bucket _id =2 String ¥8ID
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K 3-173 Query ¥
2% =E W% SR R
assets_name | & String AR
risk_start =2 Integer FeIAX PSR
risk_end 2 Integer K IFXESER
offset 2 Integer wmiEE
size = Integer TREA/N
limit & Integer SRR
IBRSH
7
NoRz S
W& 200
X 3-174 g Body £#{
B8H SHERR R
total Integer XREERH
current_page | Integer HBIR
file_list Array of XREEIIFE
RelationSimp
leInfo objects
2 3-175 RelationSimplelnfo
e SHRT R
id String XHREEID
name String XEREERR
path String XREREER
risk_level Integer PSR
type String XEERRE
RE&ES: 400
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2 3-176 i Body 2%

2% SR

ik

error_code String

I

error_msg String

HxER

=P Gl
OBSIM&E| {45 REiH

GET /v1/{project_id}/sdg/server/relation/jobs/{job_id}/obs/{bucket_id}/files

vzt
RESES: 200
BRI

{
"file_list" : [ {
"id" T UXXXOOOOKXXKK
"name" : "xxxx",
"path" : "XXXXXXXXXXXX",
"risk_level" : 2,
"type" : "BUCKET"
11
"current_page" : 0,
"total" : 1
}

R&ME: 400
ToEK
{
"error_code" : "dsc.40000011",

"error_msg" : "Invalid parameter"

}

NN

NAE 1k

200 =R DAY

400 TREK

tHI=0S

TS EIRB .

3.9 HIEFHFSIREN

kR 01 (2022-12-20) WRINERE © HERRAREBIRAT

98




HiELEHhl
APl &%

3 API 1588

3.9.1 EEREUESITIIR

ab
THEEN 4B

URI

RS &

SIS NITIIR

GET /v1/{project_id}/sdg/server/mask/dbs/templates/{template_id}/tasks

% 3-177 BZS#

S BRI SHEER i)
project_id = String ImBID
template_id = String EHRID
2 3-178 Query 2#{
2 =AW SHER faR
workspace_id | & String T{EXID
offset & Integer i
limit & Integer SIRAN
.
R&E3: 200
7= 3-179 i Body 44
2 SRR iR
tasks Array of IREUESSIIE
DBMaskTaskl
nfo objects
total Integer IREESS 25

N5k 01 (2022-12-20)
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3£ 3-180 DBMaskTaskInfo
28 SR A
db_type String DBEEY
end_time Long (RS LERATE)
execute_line | Integer PITITE
id String {£551D
progress Integer HATIHE
run_status String FE1TIRE
start_time Long (S FFIRRTIE)
task_template | String {ES1EIRID
_id
type String £558
KL 400
% 3-181 [ Body £
2 SR iR
error_code String EIRg
error_msg String BIRER
BRA
BEEREBYESIITIIZE
GET /v1/{project_id}/sdg/server/mask/dbs/templates/{template_id}/tasks
M Rz~ A5l
KE6E: 200
OK
{
"tasks" : [ {
"db_type" : "MySQL",
"end_time" : 1658717568622,
"execute_line" : 100000,
"id" T XXOOOOXXXKK
"progress" : 100,
"run_status” : "FINISHED",
"start_time" : 1658717544469,
"task_template_id" : "XXXXXXXXXXXX",
"type" : "MANUAL"
1L
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"total" : 1
}
KR&ME: 400
TouFK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RS
RS R
200 OK
400 TouEK
e
BESIEIRB.
3.9.2 B /(ZLERRBUESS
INgeEN4A
FE/ZLEREES
URI
POST /v1/{project_id}/sdg/server/mask/dbs/templates/{template_id}/operation
%+ 3-182 IR128H
8% =W SR 1k
project_id = String ImAID
template_id = String F&EHRID
IBRESH
7 3-183 53K Body &#{
B8 EE W% SR R
status & Integer REUESIRES

MAERRAS 01 (2022-12-20)
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R3S
&L 200
7 3-184 Wiz Body S%{
B8H BHEE R
msg String REEE
status String IREMAZ, %0'200','400'
RESE: 400
% 3-185 liLZ Body ¥
2% SHRT fER
error_code String EIRS
error_msg String BIRER
=GNl
FE/ZLEREES
POST /v1/{project_id}/sdg/server/mask/dbs/templates/{template_id}/operation
{
"status" : 1
}
i Rz~ 5
K& 200
=Ry
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RS 400
TouFK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
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AP| &% 3 API 5A8
KD
RED R
200 =5 42Y]
400 Tuak
S
52 EIRB.

3.10 APl iAHICH

3.10.1 &ifj OpenApi AHICH

ab
TORENR

&EHifOpenApilARICHE

URI

GET /v1/{project_id}/openapi/called-records

% 3-186 BRIZ&#

S =Rk SR faR
project_id = String ImBID,
2K 3-187 Query ¥
¥ BRIk SR i)
limit & Integer SR/, BAA1000, K
2000,
called_url S String FEEFFBICRAIURL, £l
an: /v1/{project_id}/sdg/
database/watermark/embed,
start_time & Long FFu&ad1E] ( Unix
timestamp ) , Bfii: Z, 4l
w: 0
end_time & Long £E5RATE ( Unix
timestamp ) , 2fy: =&, fi
0: 1638515803572
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AP| &% 3 APl iiBH
2H BRI SR fHR
marker B String BE—MRR . IREGE—AY
TEWEE, SKENTF—IIAEL LR
EiERANRENE,
IBRESH
7
NuRrSEL
RE&MB: 200
7 3-188 WKL Body &%
2% SR fR
total Integer EFBAPISIREL
succeed Integer B FBAPIELINREL
failed Integer R FAAPISEBOREL
openapi_calle | Array of APIERICRYIZE
d_records OpenApicCall
edRecord
objects
next_marker | String SREN F— AR AIRIR AT o

2k 3-189 OpenApiCalledRecord

e SHE fHiA

user_name String JEARAPIEuser_name
user_id String EFBAPIFJuser_id
domain_name | String B FBAPIfYdomain_name
domain_id String B FBAPIFYdomain_id
request_url String B FAPIEJURL
request_meth | String httpigK5ix

od

response_cod | String httpiRZSAS

e

fail_reason String VAFRAPIKEWEE

N5k 01 (2022-12-20)
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i5Rpl

il iz 73~ 451

3 API 1520H
2 SRR A
timestamp Long EFBAPIFYBSIE ( Unix timestamp ) , BB: =
b
KEB/: 400
7= 3-190 NghZ Body 44
¥ SRR T
error_code String 2R3
error_msg String EIREE

&HiflOpenAPIERICHE

GET /v1/{project_id}/openapi/called-records

RSE5: 200

OK

{
"total" : 11,
"succeed" : 11,
"failed" : 0,

"openapi_called_records" : [ {
"user_name" : "XXXXXXXXXXXXX",
"user_id" ; "XXXXXXXXXXXXXXXXX",
"domain_name" : "XXXXXXXXXXXXXXXXX",
"domain_id" : "XXXXXXXXXXXXXXXXXXX'",
"request_url" : "/VT/XXXXXXXXXXXXXXXXXXXXXXXXXXX/sdg/doc/watermark/embed",
"request_method" : "POST",
"response_code" : "200",

"fail_reason" : "",
"timestamp" : 1638427576524

11

"next_marker" : " XXXXXXXXXXXXXXXXIIIXXKKKKKKKKKXXKKKKXIXXKIIIIXIIXXXXXXKX

}
RSE5: 400
TouEK

{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}

N5k 01 (2022-12-20)
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KD

REEE it

200 OK

400 TREK
e

B2 ARG
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APl &%

A Bg=R

A fyR

A1 RS

RSB YRI3 IR7i5AA

200 OK BKEIN.

400 Bad Request BEREY
B EEENRZIEK, FEEiHiZiEK.

401 Unauthorized BERINIEELEM .
KRS RIS Z FPiRR AN AR EEARIE
= | 55

403 Forbidden BRI,
IRENZIRES, KRB KREEBRIARS R, B
RFBineeZIBEEFPIEK, (BERIERMESHY
XS, EAzEREgEERIAE, BiNE
BEXZaR, FAESFIHiZIEK.

404 NotFound FriaRBRRAFE.
B EEERZIEK, FEEiHiZEK.

500 InternalServerErro | RBIRZInEeAIEKIAIDE], BEFEIEMEA

r FRIERK,
tt\
A.2 i51xf5
RS e HIREE ik AL IBEHE
400 DSC. The project ID | Project IDARFE | iSEIXEEAREAR
00000001 is not in the BHR85IFRH! | T,
trust list
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AP| &% A iR
RSB =I=h mIRER ik AL IBEHE
400 DSC. Internal AEREEIR! BEIXIEX R
00000002 service error =
400 DSC. Failed to read | IZENSHEEIR! | 1BIQE SRR
00000003 the upload KN,
file
400 DSC. Invalid SHEIR! BIEBERNES
00000004 parameter .,
400 DSC. Invalid project | Project IDIKE | IBEIXEEXRIA
00000005 id Hix! RN
400 DSC. File size HENHEBEE | BREERK
00000006 exceeds Ex APRH! N,
maximum
limit
400 DSC. File format MHRRIVEIR! | BRESUERIRE
00000007 error =,
400 DSC. Upload fileis | EEXHAZT! | BRRENHATE
00000008 empty BT,
400 DSC. There are HEESR BEIATEREREA
00000009 many tasks at | £, BHEER | X5,
present. it !
Please try
again later
400 DSC. Image MAEERZKED | IS INER S,
00000010 watermark MXiF=!
file is empty
400 DSC. Image MAEERZKED | iBPREBIER SR
00000011 watermark MEIgERK | )\
file exceeds PRI
maximum
limit
400 DSC. Invalid project | XA4ERZKED | 15 L4&.pngk.jpg
00000012 image ZERIEERI RIS S
watermark
file type
400 DSC. Invalid Auth NS BERABY
00000013 token,
400 DSC. Order DSC B1JMDSCE | iBiTWDSCEV AR
00000014 prossional AR N,
version
400 mask. Unknown FRENFEIR! BRI R AR
20000001 error ¥,
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APl 2% A BiF
RSB e HIREE ik AL IBEHE
400 mask. Internal AEREEIR! BRI R AR
20000002 service error =
400 mask. Invalid SRR BEBRIERINESH
20000003 parameter
400 mask. Mask data HUEIRBILEN! | BIERIERIIESH
20000004 failed
400 watermark. Unknown RENFEIR! BEIXSEAEEA
10000001 error =R
400 watermark. Internal AEREEIR! BRI REEA
10000002 service error TiF,
400 watermark. Failed to read | IEENSZ{4EE BIRE SR
10000003 the upload i=! NN
file
400 watermark. Invalid SHEIR! BIERIERNESH
10000004 parameter
400 watermark. Watermark ZSHRDKED | IBREEZNEER
10000005 not found RILE! mEIKED
400 watermark. File size FENXHEEET | BRaEXEX
10000006 exceeds ERAPRHI! I,
maximum
limit
400 watermark. File format SRR EE BB SRR
10000007 error i=! o
400 watermark. Upload file is | &35S BREYHNESE
10000008 empty z=| BT,
400 watermark. Wrong ZiotEiR! BB HHIZED
10000009 password =RIEH.
400 watermark. The ".doc" doct&3 | BRESEAIRE
10000010 format file BEASTEOKED | K.
does not Ihge!
support the
watermark
feature
currently
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APl &% A Bg=R
RS ERs ERER A A IBIERE
400 watermark. The "xls" XIS | 1BRRESEHIIRE
10000011 format file ATHERAKED | =,
does not Ihge!
support the
visible
watermark
feature
currently
400 watermark. The ".ppt" PPUER M | IBEEERIE
10000012 format file EATIERK | =R
does not EDINgE!
support the
visible
watermark
feature
currently
400 watermark. No RBIETEKED | BREEKENSEHE
10000013 watermark S Gk,
specified
400 watermark. There are HENESEK IBERIGIEARIEA
10000014 many tasks at | £, BHEEER | XiF.
present. it
Please try
again later
400 watermark. Blind B/KEIELEF | BlREXHREE
10000015 watermark =! FESKED,
already exists
400 watermark. There is not | XHREEGE | BREXHKRN,
10000016 enough I E AR !
channel
capacity to
embed the
watermark
400 watermark. Image BGREERE | BEXSBERZEA
10000017 channel g, AgeEr | X
capacity is NIKED!
too small to
embed
watermark
400 watermark. Currently HEIAZIFS | IBMAKTFS124%
10000018 does not BF512FK | EHNER, TR
support BB RZIK | AR,
embedding Ep!
watermark to
image below
512 pixels

MAERRAS 01 (2022-12-20)
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AP &%

A B#zR

A.3 3XEIH ID
VR API SREXIRE 1D

INH IDETLAEE EAIAMBRSSHY “EifisERM FRITEER” APEREY.

SAEVIRE IDRYIEO A “GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM

LT R, ALAMBRNZRTI RIRE . EORMAEERIES IANESER

MAZREIGNT, EAprojects FAY “id” BIAIREBID,
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"description™: "",
"links": {

"next": null,

"previous": null,

"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"

L
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"
}
}

MZHIEIRENRE ID

ERBEONNE, SO URLFEFERENNBRS, AFEREEMBERS. IE

RSIRINE R T:

1. BREEERFIS.
2. BERFRE, ETMBIRPREE “BRHNEE .
£ “HRFBIE" NEAmBSIERFEEIREID,

A4 SERBCRIRECE

A.4.1 SHA256/512

ZEIREIEEF RN B AESHA256/SHAS 1 209 EERE
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https://developer.huaweicloud.com/intl/zh-cn/endpoint

HiEzeH0

AP| &% e
IBREH

ERA1IEKRSH

8% B WIE SR iR

algorithm = String BIEEEY, SHA256/

SHA512

parameters 2 Object Y, ZBELSHOI B
B KTEH

{

"mask_strategies": [

{

"name": "col1",

"algorithm": "SHA256",

"parameters": {}

}

1

"data": [

{

"col1": "test"

1

}
A.4.2 AES

1S B R ERAESERIRITING

AESEESHEEWT: #IGREIVA16FHIIE, MBERLACCMER, BRS

=, IPKCS7-Padding ( BICMS-Padding ) .

INERERIZENH, BI6FDHEFERIVIE, BEANNNENAS . BB

Hl, BRELS|IZBMNBIE NI Base64dmis, LAIF R FEEERES.
IBREH

xR A-2 B5RSH

2% BRIk SHERR R
algorithm 2 String BIEKE, AES
parameters = parameters RS E LS
Object
2 A-3 parameters 2
2% BEWI% SHERR R
key 2 String AESEEEH

N5k 01 (2022-12-20)
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HiEzeH0

AP| &% e

2H BRWIE SR iR

len = String PEKE, BrlBUE(F

128, 192, 256

IBREA

{

"mask_strategies": [

{

"name": "col1",

"algorithm": "AES",
"parameters": {

"key": "df643533b90b6926c9bff63cc16173db",

"len": "128"
}

}

]I

"data": [

{

"col1": "test"
}

]
}

A.4.3 PRESNM

X BirF AR RERINAIEMAL, XYHERSATHES.

IBREH

L A-415RSH

e =A% SR ik
algorithm 2 String Ei%ZEA, PRESNM
parameters = parameters IRSEESE
Object
Z A-5 parameters
e =A% SR R
type 2 String BEFAENAIC, BYEW

T
e CHAR: F{Fi=
e RAND: [EHIE=

N5k 01 (2022-12-20)
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HEzeH0

APl &E& A M=
2% BEWIE S¥ER ik
method g String BESH, BtypeFEA
“RAND” R¥, methodEX
ERAEEE

e CHAR: Bt N=FH
e DIGITAL: Eifah¥==
e BOTH: #F5=HES

i
n = Int REBRINIFRF
m = Int RBEMFRF
(==L
{
"mask_strategies": [
{
"name": "col1",
"algorithm": "PRESNM",
"parameters": {
"type": "CHAR",
"n": 1,
"m": 1,
"method": "*
}
}
1,
"data™: [
{
"col1": "test"
}
1
}
aj:
{
"mask_strategies": [
{
"name": "col1

"algorithm": "PRESNM",
"parameters": {

"type": "RAND",
"n": 1,
"m": 1,
"method": "BOTH"
}
}
1,
"data™: [
{
"col1": "test"
}
1

}

A.4.4 MASKNM
X BirF AR ERInAIEmAL, XYRERIDABIRE.
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HiEz2H0

APl &%& A Fi=
IBRSH
R A-6 i5Kk5Y
2% =Rk SR ik
algorithm = String Hi%ZEA, MASKNM
parameters = parameters REELESE
Object
Z A-7 parameters
2% BRWIE SRR ik
type 2 String BEFHENAR, BUE
A
e CHAR: ZffHE=E
e RAND: REHliEE
method = String WmESH, BtypeFRA
“RAND” BY, methodEX
{E/\ﬁbjg:
o CHAR: BianFH
o DIGITAL: B AE=F
e BOTH: {F5FHES
Hig
n = Int BERINMIFR
m = Int BEEMFRF
(=R
{
"mask_strategies": [
{

"name": "col1",
"algorithm": " MASKNM",
"parameters": {

"type": "CHAR",
"n" 1,
"m": 1,
"method": "*"
}
}
1
"data": [
{
"col1": "test"
}

1
}
gy:
{
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HiELeHhl
AP &%

A Bg=R

"mask_strategies": [

{

"algorithm": "MASKNM",
"parameters": {

"type": "RAND",
"n": 1,
"m": 1,
"method": "BOTH"
}
}
1,
"data": [
{
"col1": "test"
}

]
}

A.4.5 PRESXY

FEBTFHREYRRE, EttEioREEE.

IBRSE

R A-8i5REY

2% BRWIE SRR ik

algorithm = String Hi%EAY, PRESXY

parameters = parameters RSE LS

Object

Z A-9 parameters

2% ERUWE SR R

type 2 String BEFAENA, BUE
A
e CHAR: ZHEE
e RAND: fEHiE=

method =2 String BESH, Btype=FERA
“RAND” BY, methodHY
EREEN:
o CHAR: BigAHFH
o DIGITAL: B HH=F
e BOTH: HFE5FZRAE

i
X = Int REBFZHFBME
y = Int REBFHNERNE
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HiELeHhl
AP &% A Btz

iEREH

{
"mask_strategies": [
{
"name": "col1
"algorithm": "PRESXY",
"parameters": {
"type": "CHAR",
"x": 1,
"y 1,
"method": "*"
}
}
1
"data™: [
{
"col1": "test"
}
1
}
EI
{
"mask_strategies": [
{
"name": "col1",
"algorithm": "PRESXY",
"parameters": {
"type": "RAND",
"x": 1,
"y 1,
"method": "CHAR"
}
}
1
"data™: [
{
"col1": "test"
}
1
}

A.4.6 MASKXY

BEFHREMNS, BBINSRE.
IEREH

EA-10 5KkSH

2 =AWk e E il A

algorithm = String BIESERY, MASKXY

parameters = parameters RsE LS
Object
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HiEL el
AP &%

EREEHI

A B#=R

2 A-11 parameters

S =AW SR R

type 2 String BEFAENA, BUE
A
e CHAR: FfHiE=
e RAND: [EH#EZE

method =2 String BESH, Btype=FERA
“RAND” B¥, methodBEX
BEXEEH:
e CHAR: EfENTE
o DIGITAL: iz
e BOTH: ¥F5=8RES

i

X = Int EFTINFSME

y = Int EFFERMNE

{

"mask_strategies": [

{
"name": "col1

"algorithm™: "MASKXY",
"parameters": {

"type": "CHAR",
"x": 1,
"y 1,
"method": "*"
}
}
1
"data": [
{
"col1": "test"
}
1
}
gy
{
"mask_strategies": [
{
"name": "col1

"algorithm™: "MASKXY",
"parameters": {

"type": "RAND",
"x": 1,
"y,
"method": "CHAR"
}
}
1
"data": [
{
"col1": "test"
}
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AP &% A Btz

]
}

A.4.7 SYMBOL

A SARENNERS, BS—HIRERE.
RS

EA-12 5KkSH

2 =A% SR R

algorithm 2 String ]iAZE, SYMBOL

parameters = parameters REESH
Object

£ A-13 parameters

¥ BRI SR Ak

String BEFHENA, BYE

A

e CHAR: FffiBxE

e RAND: FEH#EES

String BESH, GtypeFERN

“RAND” BF, methodEY

ELREEYS

o CHAR: Bt h=xH

e DIGITAL: i =

e BOTH: HF5FHES
i

Int BENAE

0: HH=FraiEs

1! SR ERSERE

String IEERNSHRFR

i

type

el

method

ali

direction

i

symbol

EREEHI

"mask_strategies": [

{

"algorithm": "SYMBOL",
"parameters": {
"type": "CHAR",
"direction": 1,
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AP| & A MR
"symbol": "@",
"method": "x"
}
}
1,
"data": [
{
"col1": "test"
}
1
}
EI
{
"mask_strategies": [
{
"name": "col1",
"algorithm": "SYMBOL", //BiBHEL £S48
"parameters": {
"type": "RAND",
"direction": 0,
"symbol": "@",
"method": "CHAR"
}
}
1,
"data": [
{
"col1": "test"
}
1
}
A.4.8 KEYWORD
Xt BiRF R PR E X Ra TR,
RS
= A-14 15Kk
8% BRIk SHERE iR
algorithm 2 String Hi£2A), KEYWORD
parameters = parameters R RS
Object
£ A-15 parameters
B8H W% SR R
key = String 1EERIKHEI
target = String BinEBRE
IBREA
{
"mask_strategies": [
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AP| &% A B#=R
{
"name": "col1
"algorithm": "KEYWORD",
"parameters": {
key": "KiE=",
"target": "BirFERFE"
}
}
1,
"data": [
"col1"™: "KEF"
}
1
}
A.4.9 NUMERIC
SHERFERETZW.
IBREH
EA-16 FRSH
¥ BRIk SHER iR
algorithm 2 String B8, NUMERIC
parameters = parameters RSE XS
Object
2 A-17 parameters
8% =RWI% SHEHR R
value = Double IBERUIRETEZMIXE
SEEE, ReghEHEE /N
#, BWmKTFO0
BAEH
{
"mask_strategies": [
{
"name": "col1

"algorithm™: " NUMERIC",
"parameters": {

"value": 0.05
}
}
1
"data": [
{
"col1": "test"
}

1
}
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HiEZedD .
APl &% B {&1iTicH

B ZiTicx

y-Zisl= ) 1EH5RE
2022-12-20 F—IREXA.
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