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1.1 #iR

Anti-DDoSTREiE RS ( LATE#RANt-DDOS ) JIAMIPIRHINZEICERIDDoSKH
BAIFFNILRSERT 25840 . [BAY, Anti-DDoSEILURFRF AR, HiREF
BIREEIT

Anti-DDoSiBII XS BEXRi73 [ 2RI PRI S5 it E i TSERT iilll, MRS RIS FEDDoSIY
TinE. AAINESWSHRRT, RIEAFRERIMGIPRE, BEERIRE.
[ERY, Anti-DDoSHHRFERITIEIRE, BMRRMESRENZ 2RI,

BRI AMER AR AR APIRTAnti-DDoSHHTIRRIRME, WN&EE. EFAnti-DDoSHRSS
F, XIFHNSEMRIEES NAPIES

FiAFANti-DDoS APIZHI, 1BIRRESRE 7S 7 #EANnti-DDoSHEXIEE, 1¥HEE152
W { Anti-DDoSREE RS ) 19 “FmNE” &ED.

1.2 E A

Anti-DDoSIE#t TREST ( Representational State Transfer ) XIF8API, SZiF&iET
HTTPSIERIER, BAR7EES WITREAPI,

1.3 Bigpea

KigT = (Endpoint ) BlERAPIEgERibIE, FAERSAEXIENERIETRARE, &
A LAMBXF IR f P EIEFRERSHRIET = o

1.4 295 5R

FARIZIRIRHIES WEIRAPIRDREA .

1.5 EXRHELE
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iﬂ!@;—;géﬁﬁﬁﬁmﬁ%ﬁﬁ HESETE, meti@RRPHERMIIHTHES
BT,

==

EEIEK?—T’:EIAMEF@UEE’\J}EHP, EIRSIERAR, BEESMEIE (ZBfA1E
2R ) o

BREEABAPIHENDREY, SFERIIKS. BFRNEBREEE.,

X1 ( Region)

MBI EFNEASIELHEE XD, FE—RegionIHEZEMITE ., REFMHE. WK
FiE. VPCRZE. B AMIP, BIEEATIRSS . Region iEFIRegionf 1L E
Region, EAHRegionfEEE@ARIEFIRALER =IRSZHIRegion; EfERegioniER
A E—3 S RE S EE IR SRS AIE FRegion

AKX (AZ, Availability Zone)

—PNAZE— N ZBMIEBHIERONES, BMUAXKIKE, AZRZE EBE
HE. NE. FEERRNDHSNERE. — 1 RegionF RIS NAZELEIT SiES
FHEE, LURERFEAZISES TR RZNE K,

=]

XIFEHANN—PIRE, XPMMBBRSME, AXREEYEXIGENER (1t
HEER. FEEROMNEZER) , UEAIRBARHTEN, BRAILUBEE
KSHZXIGHIFERIR. NREEEHITEIBMIONRIES, STLAEXEE
INNIRE#CIEFIE, HEFRBESOIEER, RAELUFIREAREAHTE
™, FENXEEHFEFMBERRR, FHERRIISTRIEHIENEHR.
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BIg{ERANti-DDoSIZMAYED, el EAIFERIANti-DDoSHIFREINEE

S izl

Anti-DDoS API#E | Anti-DDoS#[, S1EEiE. EFAnti-DDoSERSZEEO .,
IS REAPIEE £ZIZREAPIEL, GEEREEEEEEEO.

i

SASRRZS 01 (2020-11-06) WRIERE © HERRARBIRAT 3



Anti-DDoS R &i&i%
APl &%

3 tN{a)iE A API

3 W{aliE R API

3.1 HiEIEK

AP NBAMTIIEREST APIFIISEK, FLUERIAMRSHIFRENEF TokeniiBBIN{aE
FBAPI, iZAPIZEEVERFHIToken, TokenT LA FEBEMAPIRTER

B3 URI

1BERURIRAN T &R 4HAL -
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

REBKURIBEEEKERLT, EXSHESHIEREBEREMNSKEE PRIRE
BEE, FrLAFEILEIREE .

URI-scheme:
FRBTEWERIINY, HBIFTBAPIIRAHTTPSINY .
Endpoint:

1EERERESTIRS InmAIARSS 2_IHZ K IP, ARIARS AR XIGHAYENdpoint A&,
EeT LAMME X041 15 RIRE

FIANIAMARSSTE “ae-ad-17 XIEHAYEndpointy “iam.ae-
ad-1.myhuaweicloud.com” ,

resource-path:

RIRREZE, tHEIAPHADRER . NEFAPIBIURIELRIRER, fIan “3REXNERF
Token” APIf9resource-pathy “/v3/auth/tokens” .

query-string:

EISH, BAEED, FARENAPIEEEESH ., SsHaEEEs—
27, ERBP ‘SHB=-SHEME” , HI “limit=10" , RREEFEII105%
R,

BIINEFZIRENAMEE “ae-ad-17 XigfToken, MFEEA “ae-ad-17 XigAI
Endpoint ( iam.ae-ad-1.myhuaweicloud.com ) , F7E3KENAIF TokenfJURIERHLE]
resource-path ( /v3/auth/tokens ) , HHEFRFRIN AT

https://iam.ae-ad-1.myhuaweicloud.com/v3/auth/tokens
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3-1 URI REE]

https://iam ae-ad-1 myhuaweicloud.com |{fv3/auth/tokens

| | |

Rl-scheme Endpoint resource-path

e

(MR

FHEEHE, EE8TERAPIRIURIERS, REHresource-pathEfsy, FHIBIBERAZEE—IC,
XZEIURI-scheme&B2HTTPS, E—NRFBAYENdpointfER— X t4ERE, FrLAELSRER
BIXFERD S

BREE
HTTPiEKR7GE (BRIRAEESENE ) , EERRSRETERTALERNIRE,
e GET: BKRIRSIREHEERIE
e PUT: EXRBSZHEFHIEERR-
e POST: EKRARSEEHIG TR TIFIRIRIE
e DELETE: EKRIRSZHMFMEERTR, MNMMERITIRE.
e HEAD: iBKIRSZEERIELER.
e PATCH: BEXKESHREFHFEBFENLONE . SRBEAFENRNRE, PATCHAIRES
EROIBE— R
TEIRENE P TokenfURIERD, EAILABRIESKAGEAR “POST” , MIEBKA:

POST https://iam.ae-ad-1.myhuaweicloud.com/v3/auth/tokens

BXREHESL

BENMIERLFER, AMEERIURIFIHTTPISEFRESRIIFER . BIANE NGB EIRERIAGE

kL “Content-Type” , IBRENUSESE.

T AHEEELEERINANISKF,

e Content-Type: BEMRAIZER (KBX) , ik, BABUES “application/
json” , BEMEERSEEMEOPEJHA,

e X-Auth-Token: HFToken, AJi%, X{EMTokenHIAIERT, HBIEKIZE
B¢ . FARTokentt i 2iEFHZAEVE R TokeniZOMNN/E, ZEOSE—FEEIA
IERYEO

(MARTY:
APIEIRSZFHERAK/SKIAIE, AK/SKIMER{FERSDKINERIFITES, &2 IiE=BmE
BRFFRIIAuthorization ( BZIANEEE ) F0X-Sdk-Date (15K A&IXEAIATE ) iBEFKk,
AK/SKIAIERSIERIBRIE S WAK/SKIAILE o

X FIREVFEFTokeniZ O, HFAREIAMIE, FTLARRIN “Content-Type” BIA], iR
IRk ERE RN TR,

POST https://iam.ae-ad-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
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IEXRHBIE

IEREBMEREUSHUEIUAL, SiERERLF R Content-typeXIiz, (EEFRIFR
HELZIMIRE . BERBEEARFSEIFP, WRFFURAUTF-84D .

BMEONBRERRARBTTE, EHTES M EOMBFEEFTRERE (HEHHE
SRR ) , GET. DELETERERERZENMAFTERRS, HRAEFATFER
EEAZEOME.

STFIREN AR TokeniZz, el ANEORERE D EEIFFEERSEH N SEIN
BE, SHEEMIINGHERIN TR, IHENRAFRESRIELIMEES, Hob
usernameIAFE, domainname/SFAFFIERIKSRAIR, - *HERERE
13, x000000000000XXXXIprojectiIZFR, EEJ AN X FILRin T =IRE

(MR

scopeSEE N T TokenAWWERLS, THEREIFIRENHIToken{XEEHiElproject FAYRIR . fE4A AT
LUZ B TokenEBIEATEANKS FAAIERREKSHIE N project FHIER, FMAENXIES WIREL
FARToken,

POST https://iam.ae-ad-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]

,
"password": {
"user": {
"name": "username",
”password" " *******aﬂll
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXXX'
}
}
}
}

FXBEHIEXMEREEPASHESTTLT, ETLUERCurl. Postmanm{EiEdR
BEREBESNLZLEKRFAHAPI, XIFIRENAHFTokeniE O, IREIAMINEESLH “x-
subject-token” FHEEEIKEWHIFAFToken, BT TokenZfg, EFinlLA{ERATokeniA
IEEREAMRAPI,

3.2 TAUMEESIN

BEREOSWTHRMAELSD, BeJLUSIEREFR—FEITIAESE,
e Tokeni\iE: &EidTokeniMEEHIBK.

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAIER
HEEFERAK/SKINE, HZEMHETokenNIEES -
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Token IAIE
(AL
TokenB9EMERF24/\T, EBE[FHE— N Token ST, TTLALEFCSE, BE=ER,

TokenfEH BHLRZHHAERSHE (R8T ) IR, BBTokenRIBEEMUR.
TokeniAiIEf)tx%EiE%APlE]’\JEiﬂ%ﬂ%’ﬁoken?J[IEUi%ﬁ?iiﬁ%lék, MBI SHDIAIE, %15
EREAPIBIIR o

Tokena] B2 A FIZRENAF TokeniZ 3KEY, AAARIRSZAPIFZZEprojectZRAIHY
Token, BNiEFZRENAEFTokeniZORY, i5KbodyHauth.scopefIEUEZELFE
project, N A7

{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username",
"password'"; " #EEEEER
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " xxxxxxxx"
}
}
}
}
skEXTokenfs, BARAEMEEZON, BFEEMERBEELPFIRM “X-Auth-Token”
H(EBpIToken, ffliNToken{E3 “ABCDEF)...." , MLAREORE “X-Auth-Token:

ABCDEF)...” MENERiBELENAT, SR,
POST https://iam.ae-ad-1.myhuaweicloud.com/v3/auth/tokens

Content-Type: application/json
X-Auth-Token: ABCDEFI....

AK/SK IAIE
(RERLY::
AK/SKEZINER IS EE R AN 2MBLLA, 12MBLL 95 RiS{ER Tokeni A o
AK/SKINEFL 2 ERAK/SKITERBITER, HEKITEEZEERIZIERL, M
BITBDIAIILE.
e AK(Access Key ID): iBIa)Z$AID . SFABIHRIEAXBENE—IRRT; HiRZEH
IDFIFABIBIOZESE—E(ER, MERHITINESE

e SK(Secret Access Key): Sifa)Z$BIDESERMIEA, MERHTINEZEEE,
AFRRARIET, HEALEEREIES .

{ERAK/SKINIERT, EAJLIBTEZFAFERAK/SKHIEREITES, tBAILUERE]
RIZE R SDKIFBRIHITER . 1FHAIER T EFSDKERTTIEEZS WAPIEZER .
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A
HASDKRIZHZRINEE, SRSFRMAISDKAE, ERIHEES.

U EIES

WSS
BREELE, BRWEINN, BERESE. MAERSLFERAE,

ISR —HMNEISXRIEFARD, REBERT T IERIMNAYAE, TEIRE
IES= N i

NFEQ, NREARIRENAEEA “2017 , NFRRBERKEL.

NaRGERSL
SRIEREE Sk, MARFEAREL, 1 “Content-type” .

XFFEO, REGNES3- ZFEU_-E’J‘iéE;k, Hrh “x-subject-token” FiEHEIRENAIEF
Token, BT TokenzZ 5, EFteJLAERTokent MIEABEMAPI,

=] 3-2 SREVAEF Token MRz E Bk

connection —  keep-

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGI

x-iam-trace-id — 218d45ab-d674-4995-3f32-2d0255bad1b3

x-subject-token

MaREEEE (A )
TREHE S AE LA IUARRIRE, SIRGE Sk Content-typeXd i, (EEIRIME

HELZINMIRS .
MFEO, REUNITERA, AREER, XBERERSBOAS.
' "token": {

"expires_at": "2019-02-13T06:52:13.855000Z",
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"methods": [
"password"
1
"catalog": [
{

"endpoints": [
{
"region_id": "xxxxxxxx",

SEOREALEN, SREESREBRIESREERE, ExWAAIBody A EzUaI TR
o

{

"error_msg": "The format of message is error",
"error_code": "AS.0001"
}

HrR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .
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4.1 Anti-DDoS API [

4.1.1 &if Anti-DDoS ELEH 1% CE

HRENR
BRRFZRFAIANt-DDoSFHIFRIRACERITIEEE, AFRIEEEIIREFRESH
B SESHIBEIR R IH{TANti-DDoSRE Bk
URI
e URIE
GET /v1/{project_id}/antiddos/query_config_list
o SHIHMA
¥ ERWIK -] il
project_id = String BEFRIID
EXIHE
BRSH
%
NALHS
o EXIRMA
28 ALk | KB i5EA
traffic_limited_list = FREIREES mEMRHITIER
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e 2Rk | KB il
YR EREN HTTPRREIZIZR
HREIELE EEIREPREIT 2

http_limited_list

fD | A

connection_limited_Li
st

o traffic_limited_list=REREUIELEIII5AR

e Rk ESic] %88

traffic_pos_id = Integer | iRETEID
traffic_per_second = Integer | BRVIARE (Mbit/s ) E{E
packet_per_second 2 Integer | BMRIZE (1/s) BE

e http_limited_list=rER &R AR
2 =EWI% St 1588

http_request_pos_id | 2 Integer | HTTPiERE o ERID
http_packet_per_seco | 2 Integer | BRPHTTPIEREL (1N/s)
nd SHE

e connection_limited_list=FERE0ELE 15

¥ Py p i 2EE | 5EH
cleaning_access_pos_i | 2 Intege | i&EBSIGIEIREISERID
d r

new_connection_limit | & Intege | BB—RIPFRIEIEZ N
ed r

total_connection_limit | 2 Intege | B—IRIPIEZEE SN
ed r

ANl

o IFKHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/query_config_list

LI )V =271
{

"traffic_limited_list": [
{
"traffic_pos_id": 1,
"traffic_per_second": 10,
"packet_per_second": 2000

b

{
"traffic_pos_id": 2,
"traffic_per_second": 30,

SRS 01 (2020-11-06) IS © ERRAGIRAT T
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"packet_per_second": 6000

h

{
"traffic_pos_id": 3,
"traffic_per_second": 50,
"packet_per_second": 10000

h

{
"traffic_pos_id": 4,
"traffic_per_second": 70,
"packet_per_second": 15000
"traffic_pos_id": 5,
"traffic_per_second": 100,
"packet_per_second": 20000

h

{
"traffic_pos_id": 6,
"traffic_per_second": 150,
"packet_per_second": 25000

h

{
"traffic_pos_id": 7,
"traffic_per_second": 200,
"packet_per_second": 35000
"traffic_pos_id": 8,
"traffic_per_second": 250,
"packet_per_second": 50000

h

{
"traffic_pos_id": 9,
"traffic_per_second": 300,
"packet_per_second": 70000

}

1
"http_limited_Llist": [

"http_request_pos_id": 1,
"http_packet_per_second": 100

I

{
"http_request_pos_id": 2,
"http_packet_per_second": 150

I

{
"http_request_pos_id": 3,
"http_packet_per_second": 240
"http_request_pos_id": 4,
"http_packet_per_second": 350

I

{
"http_request_pos_id": 5,
"http_packet_per_second": 480

I

{
"http_request_pos_id": 6,
"http_packet_per_second": 550
"http_request_pos_id": 7,
"http_packet_per_second": 700

I

{
"http_request_pos_id": 8,

X H4hRAS 01 (2020-11-06) RN © LARABIRAE 12
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"http_packet_per_second": 850
h
{
"http_request_pos_id": 9,
"http_packet_per_second": 1000
"http_request_pos_id": 10,
"http_packet_per_second": 1500
h
{
"http_request_pos_id": 11,
"http_packet_per_second": 2000
h
{
"http_request_pos_id": 12,
"http_packet_per_second": 3000
"http_request_pos_id": 13,
"http_packet_per_second": 5000
h
{
"http_request_pos_id": 14,
"http_packet_per_second": 10000
h
{
"http_request_pos_id": 15,
"http_packet_per_second": 20000
1
"connection_limited_list": [
{
"cleaning_access_pos_id": 1,
"new_connection_limited": 10,
"total_connection_limited": 30
h
{
"cleaning_access_pos_id": 2,
"new_connection_limited": 20,
"total_connection_limited": 100
I
{
"cleaning_access_pos_id": 3,
"new_connection_limited": 30,
"total_connection_limited": 200
I
{
"cleaning_access_pos_id": 4,
"new_connection_limited": 40,
"total_connection_limited": 250
I
{
"cleaning_access_pos_id": 5,
"new_connection_limited": 50,
"total_connection_limited": 300
I
{
"cleaning_access_pos_id": 6,
"new_connection_limited": 60,
"total_connection_limited": 500
I
{
"cleaning_access_pos_id": 7,
"new_connection_limited": 70,
"total_connection_limited": 600
I
{
"cleaning_access_pos_id": 8,
X H4hRAS 01 (2020-11-06) RN © LARABIRAE 13
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"new_connection_limited": 80,
"total_connection_limited": 700
}
1
"extend_ddos_config": [
{
"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 1000,
"packet_per_second": 200000,
"setID": 33

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 2000,
"packet_per_second": 200000,
"setID": 34

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 5000,
"packet_per_second": 400000,
"setID": 35

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 0,
"traffic_per_second": 0,
"packet_per_second": 0,
"setID": 36
}
1
}

AR

“extend_ddos_config” FERERAFPIRIELIREKIZERIANt-DDoSBHIFRIHER .

R [EE

ESEREE,
4.1.2 &if) Anti-DDoS 5
ThEEN 4B

HifEcERANti-DDoSPHFHRRE , PRI LAEIGHSEEIPAYANt-DDoSHHFRHEE o
URI

o URIKET
GET /v1/{project_id}/antiddos/{floating_ip_id}

o SHRHA

SCRSREA 01 (2020-11-06) IS © ERRAGIRAT 4
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2% BRI i) 588
project_id = String FHFRIID
floating_ip_id | & String FBFEIPRIRZAYID
IBKEHR
BRESH

N RziER

& 4-1 IMNSE

B8H BRWI% i) Lzl
enable_L7 = Boolean | @&BFHBL7ERRIF
traffic_pos_id 2 Integer | MEHERID, BUEBET~9
http_request_pos._id b~ Integer | HTTPIERE S ERID, EUET®
E: 1~15
cleaning_access_pos_id | 2 Integer | iEEANAEIRHISERID, BUE
SBE: 1~8
app_type_id = Integer | NZFEZEEYID, BIIEEUE:
e 0
o 1

BNl

o EKRRMI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-
ba46829f57b8

o IARIRA
{

"enable_L7": true,
"traffic_pos_id": 1,
"http_request_pos_id": 1,
"cleaning_access_pos_id": 1,
"app_type_id": 1

REE
ESEREE.

SCRSREA 01 (2020-11-06) IS © ERRAGIRAT 15
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4.1.3 E#r Anti-DDoS IRSS

ThEENR
EFEEEIPAYANtI-DDoSPHIRRISECE . AR, RRIRBIRS T SR T XHAE
WEEIBK, BERSHINIFEZEESESFEEEOTETZESHINTIRE, BifxiES
EZ&EifAnti-DDoSIES .
URI
o URIFEZL
PUT /v1/{project_id}/antiddos/{floating_ip_id}
o  SHULHEA
2% BRI 28 pizkilz
project_id = String HFRIID
floating_ip_id = String FBFEIPRIRZAYID
1=
xR 4-2i5ksY
8% P Ay i) 1548
enable_L7 s Boolean | 2BHBEL7ERF
traffic_pos_id = Integer | REBDERID, BUEEE:
9
http_request_pos_id = Integer HTTPIESRE D ERID, BUESE
El: 1~15
cleaning_access_pos_i | £ Integer ,a&EﬁHI'ﬂBE%J SERID, BY
d BB
app_type_id & Integer | fNZFESEEID, ANEEUE:
e 0
o 1
N AziH R
* 4-3 NS
2R it 5iRH
error_code String AEREEIRED

MAERRAS 01 (2020-11-06)
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BR il 588
error_description | String ESE R ES T
task_id String 531D, FEEIRIBZIDEIIAMESIRE.
AFRARENESHITT R, ENAFRE, TR
B
ANl
o 5K
PUT /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/ee0c854e-082f-499e-
b7d8-1b42c22781af
{
"enable_L7":false,
"traffic_pos_id":2,
"http_request_pos_id":1,
"cleaning_access_pos_id":1,
"app_type_id":1
}
o N7
{
"error_code": "10000000",
"error_description": "Task has been received and is being processed.",
"task_id": "4a4fefe7-34a1-40e2-a87c-16932af3ac4a"
}
R[EE
BEEINEE,

4.1.4 &if] Anti-DDoS {53

ThRENMA
FFEIEEERANt-DDoSHHIFECEESS . BEMES ARIITAVAE
URI
e URIERL
GET /v1/{project_id}/query_task_status
MERLY::

ALAEURIFEMA “?7 1 “&7 ST RANERRHES, BESE5EREM.
o SHIHMA

2% BRWIE 5] ol
=

project_id String FHPFPAIID

3#5ihiR7R 01 (2020-11-06) WRIERE © HERRARBIRAT
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=R =15
F4-4 5k
2% R WIE E it 15i8H
task_id 2 String {£531D (FELEEH ) HIFFTER
I vH=1S
o EXHHA
B it 5B
task_status String EFS5RE, BLARTLRM:
® success
e failed
e waiting
e running
® preprocess
e ready
task_msg String ESHIINER
Al
o EKRRHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/query_task_status?
task_id=4a4fefe7-34a1-40e2-a87c-16932af3ac4a
o ARl
{
"task_status": "running",
"task_msg": ""
}
R[EE
BSEREB.
4.1.5 &) EIP BFHPIRETIE
INRENA
BiGARFFBEIPAYANt-DDoSIHFIRES., BFBIEIPEICREHERI=RSE, #F
AJLU#TEIS.
URI
e URIKE
X H5hRA 01 (2020-11-06) RIS © LA ARBIRAE] 18
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GET /v1/{project_id}/antiddos
(11 #%ea

ALAEURIFEMA “?7 1 “&7 MINTENERRHAES, BSEEREM.

o SHIHMA

2% Py Ay 268 5488
project_id = String EHFRIID
=R =15
& 4-515KksH
2% =Wk i) 5iAH
status & String AN E:
e normal: ¥RIEE
e configging: FRIZEF
e notConfig: ®RFKIRE
o packetcleaning: FT&ik
e packetdropping: FRZEiRE
Nl SEEIAFRBSIE, Lineutron
EAEIAIRE
limit & Integer IREIERANHIRS, BUETEE:
1~100
offset & Integer RieE, BUESEE: 0~2147483647
ip & String IPHE, S73%IPVARRTFNIPVEIE T 6
N, XD &R, fian “?
ip=192.168" , &=iR[6]192.168.111.1
#010.192.168.8F ¥ RIAYEIPRAHFIK
TRz
o EZHiHA
=T St 5iEA
total Integer SEMEIPSE
ddosStatus Y REELEN atiakvNaUilES

e ddosStatus=FEREELEFDI AR

SCRSREA 01 (2020-11-06) IS © ERRAGIRAT 19
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2% BRWIE =it Lzl
floating_ip_addre | 2 String | iZ&hIPHbE
ss
floating_ip_id = String EIPRYID
network_type = String EIPER/ESEEY, nikoHE:
o EIP: RYBEFIECSHIEIPTLHT
EZIECSHIEIP
e ELB: ZBEZIELBAYEIP
status = String PHIPIRZS, BESEE:

e normal: FRIEHE

e configging: FRIZES

e notConfig: RIKIZE

e packetcleaning: FEEk
e packetdropping: F£REiF

ANl

o i5ERRAI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos?status=packetdropping

o [IRNZRA
{

"total": 5,
"ddosStatus": [

"floating_ip_id": "1867f954-fc11-4202-8247-6af2144867ea",
"floating_ip_address": "192.168.42.221",

"network_type": "EIP",

"status": "notConfig"

b
{

"floating_ip_id": "49c6af49-9ace-42e6-ab89-1eeel1f4ac821",
"floating_ip_address": "192.168.35.152",

"network_type": "EIP",

"status": "normal"

b
{

"floating_ip_id": "7a8dc957-083b-499d-b7cf-6fa48f4880c5",
"floating_ip_address": "192.168.42.222",

"network_type": "EIP",

"status": "notConfig"

b
{

"floating_ip_id": "7c6676a0-b281-4163-9d0d-cb6485ae9860",
"floating_ip_address": "192.168.44.69",

"network_type": "EIP",

"status": "normal"

b
{

"floating_ip_id": "969c1d48-6a92-4ef1-b66c-b17c7e7d7ce7",
"floating_ip_address": "192.168.47.192",

"network_type": "EIP",

"status": "notConfig"

}

SZH%hRA 01 (2020-11-06) WRIERE © HERRARBIRAT 20
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API B3 4 API
]
)
iR[EE
ESEREE.
4.1.6 EiFHaE EIP B5iFIAE
THREN4R

BEHSEEIPAYANtI-DDoSEHFIAZ

URI
e URIER
GET /v1/{project_id}/antiddos/{floating_ip_id}/status
o  SHHHA
e BRIk i) ikl
project_id = String FHFRrIID
floating_ip_id 2 String FEFEIPIIRZAYID
IBKER
BRESH
7
AR S
o ZEXHHHA
2% ERWIE ESid] 15488
status = String PRk, mIEeE:
e normal: RRIEE
e configging: FEEH
e notConfig: F‘RKIEE
e packetcleaning: FiEik
e packetdropping: F®RZEE
il

o iEKTRHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bclc-
ba46829f57b8/status

SZH%RRA 01 (2020-11-06) WRIERE © HERRARBIRAT 21
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o [IBAZRA

{"status": "normal"}

R[EE
BSEREE,
4.1.7 EITIERE EIP fHIPRE
ThEEN 4R
BIEEEIPAEE R 24/ ZARIGIFRERES, RENERITERAA57H.
URI
e URIEZ
GET /v1/{project_id}/antiddos/{floating_ip_id}/daily
o SRR
e BRIk E-Sic) 15488
project_id = String FHPFPRIID
floating_ip_id e String FBFEIPRIRIAYID
EXRIER
BREH
¥
i 2
o EEHIFHA
B SR 588
data HiELE MM\ RRYREEIE
o dataFEREUELIINEA
e =A% it 5388
period_start | 2 Long integer | FFiAATIE]
bps_in 2 Integer ANig (bit/s)
bps_attack 2 Integer WEHnE (bit/s)
total_bps = Integer IS $i=<1
pps_in 2 Integer NIESGERZR (1Ns)

SZH%hRA 01 (2020-11-06) WRIERE © HERRARBIRAT 22
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2% B WI%E E-Sit) 5EA
pps_attack = Integer WESGERZE (M)
total_pps 2 Integer BHRSORE

5

o IFRTHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-
ba46829f57b8/daily

o N7
{"data": [
{
"period_start": 1472713370609,
"bps_in": 0,
"bps_attack": 0,
"total_bps": 0,
"pps_in": 0,
"pps_attack™: 0,
"total_pps": 0

"period_start": 1472713670609,
"bps_in": 0,
"bps_attack": 0,
"total_bps": 0,
"pps_in": 0,
"pps_attack™: 0,
"total_pps": 0
1

iR[EHE
i5EEREE.

4.1.8 EfISTE EIP RESE G

IIREN A
BIREEIMES R4\ HZRNSEEHES, BESHSESTEMNERSEMN,
GRS HZ A

URI

e URIBR
GET /v1/{project_id}/antiddos/{floating_ip_id}/logs

MARLY::
HLEURIEEA “?7 1 “&” SINFRNEARHMES, BESEBRF.
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o SRR
e mEYE | K8 1568
project_id = String FFBIID
floating_ip_id 2 String FEFEIPXSRAY1ID
BEKIEE
* 4-6 HRSH
2% mERWE | EE 1588
limit & Integer REIERNMEIRS, thXEERE
HEZKE, BYESEE: 1~100,
Soffsetfe &M
£ “limit” 5§ “offset” IRER
WREFFEFENIIE.
offset & Integer @%%%, “limit” EHITLt=ERE
sort_dir B String nJiESEE
o desc: FRATEIER
o asc: FRRAJEFF
BUMES “desc”
ImEGEE
o EEHIHHA
B SR %ikA
total Integer S IPREY
logs HiRLEa SEEMIIE
o logsFEREIRLEIDER
2 =R | KB 1538
start_time 2 Long integer FreRATE
end_time 2 Long integer ZE SR E]
status 2 Integer priFIRES, AEEE:
o 1: FNEk
o 2: XTENR

N#5hRZA 01 (2020-11-06)
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2% BEMIE | ER pizkilz
trigger_bps 2 Integer fARTRE
trigger_pps = Integer & BT HRSORSR
trigger_http_pps | & Integer AR RTHTTPIERIER
il
o iFEKTHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-
ba46829f57b8/logs
o IR
{
"total": 1,
"logs": [
{
"start_time": 1473217200000,
"end_time": 1473242400000,
"status™: 1,
"trigger_bps": 51106,
"trigger_pps": 2600,
"trigger_http_pps": 3589
}
1
}
IR[EIE
BESEREHE
4.1.9 EHEAGIFAITHER
IhEEN 4R
EWAFFrAANt-DDoSRHF AT R, BiE—EAMDDoSE=BUREIEEIREL . LA
MBI R BHTRIHER ERERITEYE . RAiSSrintazaluENERT
HIEEE, BEX I ENEKREEIAEISRITHEER
URI
e URIER
GET /v1/{project_id}/antiddos/weekly
MARY:

ALAEURIFEA “?7 1 “&7 MINFRANERRHES, BESZEREMN.
o SHIRMA

e =Rk St 1528
project_id = String FFBIID

3#5ihiRAR 01 (2020-11-06) WRIERE © HERRARBIRAT
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=R =15
F4-7 5KksH
2¥ ERWHIE i 4B
period_start_dat | & String BERYFCIRETE
e
rzER
o EZHiHA
BiR i 15488
ddos_intercept_times | Integer —[EIDDoSH=EL £
weekdata HUREEN — AR E S EE
top10 BN WL IREHEZ B 0AYIPibLE
o weekdata=FEREIELEHIIER
2% =AW - Sic] WiRA
ddos_intercept_times | 2 Integer DDoS=#RE
ddos_blackhole_times | 2 Integer DDoSZERIXEL
max_attack_bps = Integer RAKERE
max_attack_conns =2 Integer BRAWTHEEE
period_start_date 2 Long integer | FFYRATIE]
o topl10FEREIELETIHAT
2H BRIk it} itz
floating_ip_addres | & String S PitRE
s
times = Integer | DDOSIZELXREL, BIEEIRA
£
1

o IFKIHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/weekly?
period_start_date=1006510306

o [IBRNZRA
{

"ddos_intercept_times": 23,

SZH%RRA 01 (2020-11-06) WRIERE © HERRARBIRAT 26
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"weekdata": [
{
"ddos_intercept_times": O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474214461651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474300861651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474387261651

"ddos_intercept_times": O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474473661651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474560061651

"ddos_intercept_times": 2,
"ddos_blackhole_times": 0,
"max_attack_bps": 16375,
"max_attack_conns": 0,
"period_start_date": 1474646461651

"ddos_intercept_times": 1,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474732861651
}
1,
"top10": [
{
"floating_ip_address": "192.168.44.69",
"times": 23
}
1
}

R[ElE
ESETREE.

4.2 FEREE APl #2[]
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4.2.1 SIEFERBEER
IheeNA
EIAFEEER, ARTUEIHZEOESEESARKNERSTE, ENLEER
NiEEEEBEFHMHINEZEER
URI
e URIBR
GET /v2/{project_id}/warnalert/alertconfig/query
o SHUHHA
25 =AWk E it 15488
project_id = String FHFRrIID
IBRER
RS
7o
AzER
o EXIHH
2 BRWIE i izl
warn_config 2 FRHIRE EEREER
topic_urn = String HEBHARNMEE—R
i
display_name = String EEEHAREA
e warn_config=rEREIEL R E
25 Rk it 15488
antiDDoS = Boolea | DDoSHKIH
n
bruce_force & Boolea | E1MME ( RHEESR, FTP,
n DB)
remote_login | & Boolea | FMEFIZEE
n
weak_passwor | & Boolea |35M0< (&%, #iEE)
d n

N#5hRZA 01 (2020-11-06)
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2l Py Ay it 5iBH
high_privilege | & Boolea | #EEHESURIZS
n
back_doors & Boolea | MRf5I7]
n
waf & Boolea | {REB=FER
n
il
o IERTMI
GET /v2/67641fe6886f43fcb78edbbf0ad0b99f/warnalert/alertconfig/query
o IR
{
"warn_config":  {
"antiDDoS": true,
"bruce_force": false,
"remote_login": false,
"weak_password": false,
"high_privilege": false,
"back_doors": false,
"waf": false
h
"topic_urn": "urn:smn:aaa:67641fe6886f43fcb78edbbf0ad0b99f:test_soft",
"display_name": "group_1"
}
MARTY::
FTPR—MAZEMIMNY, ATHRIEHBERNZEMN, BIERSFTPRAEFTP,
R[EE
BSEIREB.

4.2.2 BHEE

FeEER

ERAFEREES, APUBEILZEOEMESRNEREE, RINTLEERF
MEETZRFIMHRNEEER .

URI

URIKET

POST /v2/{project_id}/warnalert/alertconfig/update

S¥IHA
2% =AUk ESid) 15388
project_id = String HFRIID,
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BKER
o FEENAA
2% =AWk E-Sid] izl
warn_config = FREURLES EEREER.
topic_urn 2 String BN E—R
Ho
display_name = String EERHARA,
e warn_config=rEREELE IR
2% =R WIE E- it izl
antiDDoS = Boolea | DDoSHKIE
n
bruce_force & Boolea | E1RE ( RHEESF, FTP,
n DB)
remote_login | & Boolea | BittERIZEE
n
weak_passwor | & Boolea |330O0< (&%, #IEE)
d n
high_privilege | & Boolea | HUEEEHIENIRIS
n
back_doors a5 Boolea | MTAfEI]
n
waf &= Boolea | {REB=ER
n
(0 #i88
FTPR—MAZ2HY, ATHRIESEERNZ SN, EINERSFTPRAEFTP,
Al
=Gl
{

"warn_config": {

}

"antiDDoS": true,
"bruce_force": false,
"remote_login": false,
"weak_password": false,
"high_privilege": false,
"back_doors": false,
"waf": false

"topic_urn": "urn:smn:aaa.67641fe6886f43fcb78edbbf0ad0b99f:test_soft",

N#5hRZA 01 (2020-11-06)
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"display_name": "group_1"

}

R[ElE
BESEREE.
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A Bg=R

A1 RS

IE%
IR[EHE 15888
200 IERNZAYS
=
WSS | 4weS 15388
400 Bad Request RS EEREEIRIEK .
401 Unauthorized AR NEREZAFPEMZESE,.
403 Forbidden XIRIE R NEANAEHREELE o
404 Not Found RSS2 R BB KAITUE -
405 Method Not Allowed IBRPIEEN T EE I o
406 Not Acceptable AR 55 28 2 PRASNG R TT A AR S P i iE
Ko
407 Proxy Authentication FAFR®RE S ERRIERSRHTIC
Required IE, XFERA SR,
408 Request Timeout BB 7 RS sSRYERFATIE
409 Conflict BTz, BRILERTTH
500 Internal Server Error BRARTH, REFE.
501 Not Implemented ERAKRTH, RSB AZIFMERAIIN

ab
BEo

N5k 01 (2020-11-06)

WRIERE © HERRARBIRAT

32



Anti-DDoS i &i&i%

AP| &% A M=
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502 Bad Gateway BRAKRTH, BRSFEM LIRSS EFWE!
— N TERIAINRY .
503 Service Unavailable BRARTTR, RAGIHNFE,
504 Gateway Timeout I KABAT o

A.2 I5i=G

& A-1 HRIRIDIEA

REFERB | A

0 B%I .

10000000 ESERI, EELE,
10000001 EREEERIEE,

10000002 ERETHEITokeni & BT INESLEIAERY o
10000003 IBIENAIERRSSHRAELE o
10000005 LI o

10000006 iAlaneutron#iFiE4e

10000007 ianovatiiieds .

10000008 RRSBARFE

10000009 MRFZPR

10000010 BRFRES o

10000011 FEEBF.

10000012 RAFEFZEE,

10000016 HIEVPCEEREIEIPAFE.
10001001 MIEEIHIBIRIELE o

10001002 THRIREMR S
10001003 TRRIHTTPIER AR S
10001004 TBRTBIEIRHISE
10001005 TRRIN LRI S,
10001006 R EEEMIER, BREBI.
10001007 HEPRESR RIFEHITIARIE
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BEERD | A

10001008 RIERRYESID.

10001009 BRIERPRSZIR

10001020 ZBiIPRIIDTR »

10005001 TRAVRIEINERLE RIS
10005002 EREERERM.

10005003 SEFTRMEIEREHRTT, BHEE.
10005004 TRAItopic_urn,

10005005 T H9display_name,

10001010 RHEBmNEEASIE,
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A.3 3REXINH ID

WEFE API 3XBXImH ID
I H IDATLUES A RIAMIRS Y “BRHEERE FTHIRBSE” APIZEEL,

SREVINBE IDAYEEO A “ GET https://{Endpoint}/v3/projects” , ,\EP{Endpomt}jleM
IR R, JLAMNBXFINZRIRET RIRE . EORNAEENES IIAIESEN

IR~ EIRNT, Eprojects TAY “id” BIAIREBID,
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"name": "XXXXXXXX",
"description": ""
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"

%,
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"
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https://developer.huaweicloud.com/intl/zh-cn/endpoint

Anti-DDoS R &Ei5%

APl &% A Bz

}
}

MEHIEIRENRE ID

ERREONEHER, SBOURLPFEENNBRS, MUFEREEMBRS . A
RSB RN T
. BREEENE.
2. BERFRE, NIRRT “BRHNEIE .
£ “BFIE" NEAmBSIERFEERRID,

SZH%hRA 01 (2020-11-06) WRIERE © HERRARBIRAT 35



Anti-DDoS R&E&% —
AP B2 VILESIEE B {8iJicH

B ZiTieR

y-Zisl= ) &5
2020-11-06 E—IREX A

SZH%RRA 01 (2020-11-06) WRIERE © HERRARBIRAT 36



	目  录
	1 使用前必读
	1.1 概述
	1.2 调用说明
	1.3 终端节点
	1.4 约束与限制
	1.5 基本概念

	2 API概览
	3 如何调用API
	3.1 构造请求
	3.2 认证鉴权
	3.3 返回结果

	4 API
	4.1 Anti-DDoS API接口
	4.1.1 查询Anti-DDoS配置可选范围
	4.1.2 查询Anti-DDoS服务
	4.1.3 更新Anti-DDoS服务
	4.1.4 查询Anti-DDoS任务
	4.1.5 查询EIP防护状态列表
	4.1.6 查询指定EIP防护状态
	4.1.7 查询指定EIP防护流量
	4.1.8 查询指定EIP异常事件
	4.1.9 查询周防护统计情况

	4.2 告警提醒API接口
	4.2.1 查询告警配置信息
	4.2.2 更新告警配置信息


	A 附录
	A.1 状态码
	A.2 错误码
	A.3 获取项目ID

	B 修订记录

