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1.1.1.3 AR BEHIZEMIR(EL T

BELR
SB BRARKHREERE.
S HNRGRE.

<AR651>system-view

£E3 BCERAMEORYIPHIE,

[AR651]interface GigabitEthernet 0/0/8
[AR651-GigabitEthernet0/0/8]ip address 1.1.1.1 255.255.255.0
[AR651-GigabitEthernet0/0/8]quit

R4 EEIABH.

[AR651]ip route-static 0.0.0.0 0.0.0.0 1.1.1.254
Heh, 1.1.1.2545AREHEE A M PRI ibE, iEIRIESCIRE R

S5 FEE VPN XIEEIP/EEIP2EIARIRHSEMIREEE,
[AR651]ip route-static 1.1.1.2 255.255.255.255 1.1.1.254
[AR651]ip route-static 2.2.2.2 255.255.255.255 1.1.1.254

o 1.1.1.2/2.2.2.29VPNMXHIEEIP. EEIP2,
e 1.1.1.2549AREEFHZE I PRI bk .

TI6 FIBSHA-2EAFARFCIREEIAINEE .
[AR651]IPsec authentication sha2 compatible enable

$B,7 ELEIPsecH IR,
[AR651]IPsec proposal hwproposal1l
[AR651-IPsec-proposal-hwproposal1]esp authentication-algorithm sha2-256
[AR651-IPsec-proposal-hwproposall]esp encryption-algorithm aes-128
[AR651-IPsec-proposal-hwproposall]quit

£ ELEIKERLRIN
[AR651]ike proposal 2
[AR651-ike-proposal-2]encryption-algorithm aes-128
[AR651-ike-proposal-2]dh Group14
[AR651-ike-proposal-2]authentication-algorithm sha2-256
[AR651-ike-proposal-2]authentication-method pre-share
[AR651-ike-proposal-2]integrity-algorithm hmac-sha2-256
[AR651-ike-proposal-2]prf hmac-sha2-256
[AR651-ike-proposal-2]quit

FIR9 BLEIKERTEHR,

[AR651]ike peer hwpeer1l

[AR651-ike-peer-hwpeer1]undo version 1
[AR651-ike-peer-hwpeer1]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer1]ike-proposal 2
[AR651-ike-peer-hwpeer1]local-address 1.1.1.1
[AR651-ike-peer-hwpeer1]remote-address 1.1.1.2
[AR651-ike-peer-hwpeer1]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer1]rsa signature-padding pss
[AR651-ike-peer-hwpeer1]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer1]quit

#

[AR651]ike peer hwpeer2

[AR651-ike-peer-hwpeer2]undo version 1
[AR651-ike-peer-hwpeer2]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer2]ike-proposal 2
[AR651-ike-peer-hwpeer2]local-address 1.1.1.1
[AR651-ike-peer-hwpeer2]remote-address 2.2.2.2

SASRRAS 01 (2025-11-13) WRIERE © HERRARBIRAT 8
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[AR651-ike-peer-hwpeer2]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer2]rsa signature-padding pss
[AR651-ike-peer-hwpeer2]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer2]quit

=PSRNz R

e ike peer hwpeerl. ike peer hwpeer2: XIMNFSERVPNIEE,
e pre-shared-key cipher: FAHZ=%4H,

e local-address: ARFEHHZEHIZSMIMEIE

e remote-address: VPNRIFEAIEEIP. FEIP2,

£10 BLEIPsecRHELE,

[AR651]IPsec profile hwpro1
[AR651-IPsec-profile-hwpro1]ike-peer hwpeer1
[AR651-1Psec-profile-hwpro1]proposal hwproposal1
[AR651-1Psec-profile-hwpro1]pfs dh-Group14
[AR651-1Psec-profile-hwpro1]quit

#

[AR651]IPsec profile hwpro2
[AR651-IPsec-profile-hwpro2]ike-peer hwpeer2
[AR651-1Psec-profile-hwpro2]proposal hwproposal1
[AR651-1Psec-profile-hwpro2]pfs dh-Group14
[AR651-1Psec-profile-hwpro2]quit

B REEMEEREO,
[AR651]interface Tunnel0/0/1
[AR651-Tunnel0/0/1]mtu 1400
[AR651-Tunnel0/0/1]ip address 169.254.70.2 255.255.255.252
[AR651-Tunnel0/0/1]tunnel-protocol IPsec
[AR651-Tunnel0/0/1]source 1.1.1.1
[AR651-Tunnel0/0/1]destination 1.1.1.2
[AR651-Tunnel0/0/1]IPsec profile hwpro1
[AR651-Tunnel0/0/1]quit
#
[AR651]interface Tunnel0/0/2
[AR651-Tunnel0/0/2]mtu 1400
[AR651-Tunnel0/0/2]ip address 169.254.71.2 255.255.255.252
[AR651-Tunnel0/0/2]tunnel-protocol IPsec
[AR651-Tunnel0/0/2]source 1.1.1.1
[AR651-Tunnel0/0/2]destination 2.2.2.2
[AR651-Tunnel0/0/2]IPsec profile hwpro2
[AR651-Tunnel0/0/2]quit

= ST Z LI
e interface Tunnel0/0/1. interface Tunnel0/0/2: FAERVPNIEEXTAAYTunnelfx
\ao

AREE, Tunnel0/0/133 R VPNRIXEEIPRRTERIVPNIERE; Tunnel0/0/233R;
VPNMXFEEIP2ERTEAIVPNIESE .

e ip address: AREEHEEAYTunneliZitbilt,
e source: AREEHAZERYZNPMBLIL,
e destination: VPNMIRYZEEIP, ZEEIP2,

$B]12 BENQA,
[AR651]nqga test-instance IPsec_nga1l IPsec_nga‘
[AR651-nga-IPsec_nqgal-IPsec_nqgal]test-type icmp
[AR651-nga-IPsec_nqgal-IPsec_ngal]destination-address ipv4 169.254.70.1
[AR651-nga-IPsec_nqgal-IPsec_nqgal]source-address ipv4 169.254.70.2
[AR651-nga-IPsec_ngal-IPsec_ngal]frequency 15
[AR651-nga-IPsec_ngal-IPsec_nqga1]ttl 255
[AR651-nga-IPsec_nqgal-IPsec_ngal]start now

SASRRAS 01 (2025-11-13) WRIERE © HERRARBIRAT 9
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[AR651-nga-IPsec_nqgal-IPsec_ngal]quit

#

[AR651]nqga test-instance IPsec_nga2 IPsec_nga2
[AR651-nga-IPsec_nqga2-IPsec_nqga2]test-type icmp
[AR651-nga-IPsec_nqga2-IPsec_nga2]destination-address ipv4 169.254.71.1
[AR651-nga-IPsec_nqga2-IPsec_nqga2]source-address ipv4 169.254.71.2
[AR651-nga-IPsec_nqga2-IPsec_nqga2]frequency 15
[AR651-nga-IPsec_nga2-IPsec_nqga2]ttl 255
[AR651-nga-IPsec_nqga2-IPsec_nga2]start now
[AR651-nga-IPsec_nqga2-IPsec_nga2]quit

XA SR T :
e nga test-instance IPsec_ngal IPsec_ngal. nga test-instance IPsec_nga2
IPsec_nga2: NQAZFR,

A, IPsec_ngal13diVPNRXIEEIPERFERIVPNIZESE; IPsec_nqa2idrVPN
MK EEIP2FRFERIVPNIESE o

e destination-address: VPNMZEAITunneliZOittit,
e source-address: ARIEHIZEAYTunneliZ[Otblit,
EBE IU\IIFZHHE*E}J NQAIJJ BEo

[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/1 track nga IPsec_nga1l IPsec_nga
[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/1 track nga IPsec_nga1l IPsec_nga
[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/2 preference 100 track nga IPsec_nga2
IPsec_nga2

[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/2 preference 100 track nga IPsec_nqga2
IPsec_nga2

HXSERBUT:

e 192.168.0.0/192.168.1.0: VPCAIHmFM o
BN FREES I AL ERAtrack nga,
- [E—%a@</, TunnelxfIPsec_nqaxFZERBETFT—KVPNEE,
e preference 100: BEEEMIER, FEEKIAF60,

ZK{T?WUEF', MEM5EEVPNMXEEIPERFERIVPNIERE; FERVPNIEREAXUER

NRFEREMNRERESE—F, BIAFEHDIEEI, WEZEMIRpreference
100,

R

1.1.1.4 G554

o XRASHHME, BEREVPNERRKTE.

- th=
+— /N
EFE “EIERMLE > IAR-VPNIERE” , BEVPNIERKEETRHIEE.
_ AREQEE [=1=]
%R “B2% > VPN > IPSec > IPSecEIREIE” , BMRVPNIEZIREETRN
“ READY|STAYLIVE ”

J JEHF'%i}EEP'D‘Wﬂﬁﬂnnﬁﬂ‘“jJEVPC?HWHEQDD_JL,UFEEng

1.1.2 BGP &Hi&E(
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R W > LT RN o
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VPNRIK KBS ERAFINEE VPNRIK KBS ERABFIR . LM KBS HHHT
nAA, IERESHIBRITEOA.
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HAEZ EFRVPN IR TFER o PUSES

ZEIP VPN AN PERROBERIAMIPT, | 1.1.1.2
FEIP2 VPN AN PEIRROBERIAMIP2, | 2222

£RA BCEXIRRIX .
1. &R “ERINERMLE > BUAR-XJiwMX " , B “SIENRMX” .
2. RIERERTEESH.
X K SERBRNZR Xim M K SERBRFR .

& 1-9 Miph XS EHB

2H oz HESH
BAFR X RI KHIEZ TR cgw-ar
FRiR EIE “IP Address” , FHEINAREZHEISE | IP Address
E{Jﬁmlpﬂiﬂ:o ‘I.‘I.‘I"I
BGP ASN ARIRHISEHIBGPEIARASTT, 65000

$£I5 BLEVPNIER,
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e ZRi¥triH: IP Address
o XJuHEkRiA: IP Address
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IPsectklg | o IANIFEE;EX: SHA2-256

o INZEEiL: AES-128

e PFS: DH group 14

o {EiMY: ESP

o HanEHA (¥) : 3600

BERE
BT VPN HEE OFIVPC BB ERIZE1-16 7R

1-16 IZ{ERIE

EhREHS ARGSERERE

s B e R o B e

& 1-17 BERIZNREA
HEMELRE | TR 15%0A

ujo it

—_

fﬁﬁ?ﬁ%ﬂ BUEEVPNRIE VPNRIEFBELIEMAEIP/EAHOM
= IPo

WNRIEEZMSLEIP, Ntk a]UAEESE
EfEA,

2 EUEESQPTITBS 92 AU INAREE FREEAOFE N 22 I | PHELEVE S

Tk, HIFFENITEHRRK

3 BlIZEVPNERE o VPNMIEHIEEIP, FEIPFIXTiRMZE!
E—AVPNESE,

o ERRIENKHER. MHEZ=EH.

IKE/IPsec SRR INFEE 2B B RIT—
o
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F | EERE | PR ot
=
5 | ARGFSECE | ARISHZEMIR(ESL | o ARIZHZSACERIAIRIE ML /AT iRiE
FmE R Ot EBFIVPN X B SR ED
B
o ARIBHHRECERIRMERN . MEEE
$H. IKE/IPsecREEFTZEFVPNIZERLAC
BREF—H,
6 |- LEERAGIE WiTpingdn<, MIEMETEER.

1.2.1.2 LATITHISRELE

HIRRSR G

= EVPCREFHWELZEIZE T -

BRIFERR

BEEVPNRIX

N =

BRENTEEEFS,

R W > EINERMET o

VPNRIXESH5BEIN3E VPNRIESEHBITR .

%= 1-18 VPN XS #5EH

R EERML > BAVER-VPNRIX” , BE “BIRBIAmARVPNRX” o
RIEAERTRESH, BE “UAIWXL” .

S yizl:lz] BES#H
BFR VPNPRIXRIZFR vpngw-001
XBEL | &R CEIAAETRT . EIFAB =
EFAE | EBEREAFENAPHIEPOEEN vpc-001(192.168.0.
= VPC, 0/16)
BEFM | BFVPNRIEFIBEFEREHORIVPCGE(S, | 192.168.2.0/24
IERREFI BB FNFEEIN R LTS
ECHYIPHbLE
KigFR | EERIRVPCEESHFEIEF.OVPCEER | 192.168.0.0/24
FM. 192.168.1.0/24
BGP ASN | BGPEHAR%ZEM, 64512
HAEZ B ERT . B
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=B RIEE 1 i NZ= VPN 2Vl iR
2 Lol BES#
ZEIP VPN AN PR OIBERIAMIPT, | 1.1.1.2
£ZEIP VPNRIZFIE PR OIBERAMIP2, | 2.2.2.2

£;A BCEXIRRIX .

1. %F “RIEANE > RAR-IHRMX” , BE “ IERMXK”
2. HRIEFEER, BREE— RN XSH.
iR X S ERARINER F— Xm0 XS ERBFTR .

& 1-19 £ iR XSERA

S 15488 BESH
BFR XSmRS AIZFR o cgw-ar01
FriR ARFEHZEAISE— AR PHELLE . 1.1.1.1
3. BEEEZMXimMNEXSE,

iR FESHR BN 5= MmN XS EEE R .

= 1-20 E X imMXSEER
8 488 BES#
BFR X RI KAIEZ TR cgw-ar02
nial ARIREIZEHYE — N AMIPHBLL , 2.2.2.1

$IB5 FEVPNIERE,

1. iR EIEAME > IAAR-VPNIERE" |, B “CIEBVPNIERE"
2. BECEBVPNIEESH,
VPNZEIZS HRBEINVPNEZS ENH BT

% 1-21 VPN iEESHEHA

2% 1588 BESH
BFR VPNEZRIETR vpn-001
VPNRI% EERVPNRIX . vpngw-001
EFT1RXKIP | iEEVPNRIKAIEEIP, 1.1.1.2
ER 1 MR | SRS XTiRR X o 1.1.1.1
EZ2MKIP | IEEVPNRIKAIEREIP, 2222
ER2N SRR | SRS 28T UR MK o 2221
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BESH
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EIRIRT

R “ERSIREER” .

SRR

X

BRPEIREHROPBEINEIVPCE

EH9FM .

- WiEFMSARiEFMAILIES,
ReEES; Wik FMABEH AN

/%%H%EWPWEE‘?WE@
Ho

- BB MEREVPCTREEMER, AL
YERXSim=M, Bian:
100.64.0.0/10. 100.64.0.0/12,
214.0.0.0/8, A[EregionHIFER
MEEARE, SLhrFERLIERIEE
A
WNERFEE(FF100.64.0.0/108%
100.64.0.0/12, E123z T B

=
=1

172.16.0.0/16

EE1ERE

BB &R 1 MXIPRYEZ IS BT
. NpfREEOMIE . Mgk
EOIE, WUE . EEE
A, HIAESHAIRIBECE .

IEIRIESLIRE

Ot Ee
B

- Fainke
RBILL “ FahaEe” bl
- B=ioke

Fahs e

NimhFiEzEr
kil

VPNRIEASTunnelBEE 1 PHEIE

169.254.70.1/30

X imhFiE
it

XFH MK AI TunnelBEIE| Pt .

169.254.70.2/30

ALY

BFEitigin= T IRHEEE
M, BIFICMPHRSAENISCEL; (F88
NQA, ZEINImZBEFERIFICMP
Mg RIEK o
1A
INEEFF SR, BHAXIHMESZIFICMP
Thae, BxfigEOithtEErdim
%ﬁ%ﬁﬂ%, ENETEESHVPNRER
18 o

Qi “fERENQA”

HEZE5A.
N

XS i) KRR T = AR E
RIEF—
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ElERIERE
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e

ol

BESH

RERECE

zg B KIERI SRR B B R T —

- IKESERE
= pRA: v2
" JAEEE:
SHA2-256

" InEmEL:
AES-128

= DHE&EIXL: Group
14

" dEas/EHA
(%) : 86400

= KimgtmR: 1P
Address

= YJumtRIR: IP
Address
- IPsecsERg
INIEEE:
SHA2-256

. EEE:
AES-128

® PFS: DH Group
14

" (&R ESP

" fEas/EHA
(%) : 3600

ER 2R E

EREES ‘SERIRE—E .
588
SRR, TR BN AR
EOHII RS O S 1
EERE, HitSH@RNEE fRE
BRI,

ESEi|

RNimhFiEzEr
rich il

VPN B TunnelXiE | PHELIL

169.254.71.1/30

X imhFiE iz
kil

TR Tunne BEE | PHBLIL

169.254.71.2/30
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REHAE FAES
EiERIERE 1 SEEAZ VPN fRlhR

1.2.1.3 AR BEHIEEMIR(EL T

BELR
SB BRARKHREERE.
S HNRESRE.

<AR651>system-view

£E3 BCERAMEORYIPHIE,

[AR651]interface GigabitEthernet 0/0/8
[AR651-GigabitEthernet0/0/8]ip address 1.1.1.1 255.255.255.0
[AR651-GigabitEthernet0/0/8]quit

[AR651]interface GigabitEthernet 0/0/9
[AR651-GigabitEthernet0/0/9]ip address 2.2.2.1 255.255.255.0
[AR651-GigabitEthernet0/0/9]quit

T4 BCEARR.
[AR651]ip route-static 0.0.0.0 0.0.0.0 1.1.1.254
[AR651]ip route-static 0.0.0.0 0.0.0.0 2.2.2.254 preference 100

Hrh, 1.1.1.254/2.2.2. 254 5AREHZE A MIPAIM B, {EIRIESCPREE R
$I85 FeEVPNMXE/FZEIPEIARRASENIRBER.

[AR651]ip route-static 1.1.1.2 255.255.255.255 1.1.1.254
[AR651]ip route-static 2.2.2.2 255.255.255.255 2.2.2.254

o 1.1.1.2/2.2.2.29VPNR¥a93E/£ZEIP,
o 1.1.1.254/2.2.2. 2549 ARIR HI 22,3 W I PR MY S tbik

TI6 FIBSHA-2EAFABRFCIREEIAINEE
[AR651]IPsec authentication sha2 compatible enable

$1B7 BB IPsecH IR,
[AR651]IPsec proposal hwproposal1l
[AR651-IPsec-proposal-hwproposal1]esp authentication-algorithm sha2-256
[AR651-IPsec-proposal-hwproposal1]esp encryption-algorithm aes-128
[AR651-IPsec-proposal-hwproposal1]quit

$E8 ELBIKERLIRN .
[AR651]ike proposal 2
[AR651-ike-proposal-2]encryption-algorithm aes-128
[AR651-ike-proposal-2]dh Group14
[AR651-ike-proposal-2]authentication-algorithm sha2-256
[AR651-ike-proposal-2]authentication-method pre-share
[AR651-ike-proposal-2]integrity-algorithm hmac-sha2-256
[AR651-ike-proposal-2]prf hmac-sha2-256
[AR651-ike-proposal-2]quit

$IR9 BLEIKERTER,

[AR651]ike peer hwpeer1l

[AR651-ike-peer-hwpeer1]undo version 1
[AR651-ike-peer-hwpeer1]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer1]ike-proposal 2
[AR651-ike-peer-hwpeer1]local-address 1.1.1.1
[AR651-ike-peer-hwpeer1]remote-address 1.1.1.2
[AR651-ike-peer-hwpeer1]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer1]rsa signature-padding pss
[AR651-ike-peer-hwpeer1]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer1]quit

[AR651]ike peer hwpeer2

[AR651-ike-peer-hwpeer2]undo version 1
[AR651-ike-peer-hwpeer2]pre-shared-key cipher Test@123
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F$R]10

$E1

£12

[AR651-ike-peer-hwpeer2]ike-proposal 2
[AR651-ike-peer-hwpeer2]local-address 2.2.2.1
[AR651-ike-peer-hwpeer2]remote-address 2.2.2.2
[AR651-ike-peer-hwpeer2]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer2]rsa signature-padding pss
[AR651-ike-peer-hwpeer2]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer2]quit

EXmSIABIN T :

e ike peer hwpeerl. ike peer hwpeer2: XIMFSERVPNIEE,
e pre-shared-key cipher: FAHtZ=%4H,

e local-address: ARFEHHZEHIZSMIMEIE

e remote-address: VPNRXA9E/EZEIP,

ECEIPsecR£HELE,

[AR651]IPsec profile hwpro1
[AR651-IPsec-profile-hwpro1]ike-peer hwpeer1
[AR651-1Psec-profile-hwpro1]proposal hwproposal1
[AR651-1Psec-profile-hwpro1]pfs dh-Group14
[AR651-1Psec-profile-hwpro1]quit

[AR651]IPsec profile hwpro2
[AR651-IPsec-profile-hwpro2]ike-peer hwpeer2
[AR651-1Psec-profile-hwpro2]proposal hwproposal1
[AR651-1Psec-profile-hwpro2]pfs dh-Group14
[AR651-1Psec-profile-hwpro2]quit

FoEEpEEZO.

[AR651]interface Tunnel0/0/1
[AR651-Tunnel0/0/1]tunnel-protocol IPsec
[AR651-Tunnel0/0/1]mtu 1400

[AR651-Tunnel0/0/1]ip address 169.254.70.2 255.255.255.252
[AR651-Tunnel0/0/1]source 1.1.1.1
[AR651-Tunnel0/0/1]destination 1.1.1.2
[AR651-Tunnel0/0/1]IPsec profile hwpro1
[AR651-Tunnel0/0/1]quit

[AR651]interface Tunnel0/0/2
[AR651-Tunnel0/0/2]tunnel-protocol IPsec
[AR651-Tunnel0/0/2]mtu 1400

[AR651-Tunnel0/0/2]ip address 169.254.71.2 255.255.255.252
[AR651-Tunnel0/0/2]source 2.2.2.1
[AR651-Tunnel0/0/2]destination 2.2.2.2
[AR651-Tunnel0/0/2]IPsec profile hwpro2
[AR651-Tunnel0/0/2]quit

XA IR T :

e interface Tunnel0/0/1. interface Tunnel0/0/2: FAERVPNIEEXTAAYTunnelfx

o

AEH, Tunnel0/0/1X3RZVPNRIXEEEIPERTERIVPNIERE; Tunnel0/0/23F /i

VPN X EFEIPERTEAIVPNIER
e ip address: AREEFIEEAYTunnelizitbilt,
e source: AREEHZSHILMIMELL,
e destination: VPNRI*AYTE/FZEIP,

FCENQA,

[AR651]nqga test-instance IPsec_nga1l IPsec_nga‘
[AR651-nga-IPsec_nqgal-IPsec_nqgal]test-type icmp
[AR651-nga-IPsec_nqgal-IPsec_nqgal]destination-address ipv4 169.254.70.1
[AR651-nga-IPsec_nqgal-IPsec_nqgal]source-address ipv4 169.254.70.2
[AR651-nga-IPsec_nqgal-IPsec_ngal]frequency 15
[AR651-nga-IPsec_ngal-IPsec_nqgal]ttl 255
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[AR651-nga-IPsec_nqgal-IPsec_ngal]start now
[AR651-nga-IPsec_nqgal-IPsec_ngal]quit
[AR651]nqga test-instance IPsec_nga2 IPsec_nga2
[AR651-nga-IPsec_nqga2-IPsec_nqga2]test-type icmp
[AR651-nga-IPsec_nqga2-IPsec_nga2]destination-address ipv4 169.254.71.1
[AR651-nga-IPsec_nqga2-IPsec_nqga2]source-address ipv4 169.254.71.2
[AR651-nga-IPsec_nqga2-IPsec_nqga2]frequency 15
[AR651-nga-IPsec_nga2-IPsec_nqga2]ttl 255
[AR651-nga-IPsec_nqga2-IPsec_nga2]start now
[AR651-nga-IPsec_nqga2-IPsec_nga2]quit
BXmSIHARIT:
e nga test-instance IPsec_ngal IPsec_ngal. nga test-instance IPsec_nga2
IPsec_nga2: NQAZTR.
ARBE, IPsec_ngalXFRIVPNRIFEEEIPERERIVPNIZESRE; IPsec_nqa2iFR7VPN
) X 25 EIPATTERYVPNIESS o
e destination-address: VPNRIZEAITunneliZOithtit
e source-address: ARIREIZEAYTunneliZOitit,
$TB13 EERSIRHEXEINQAINEE.
[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/1 track nga IPsec_nga1l IPsec_nga1
[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/1 track nga IPsec_nga1l IPsec_nga1
[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/2 preference 100 track nga IPsec_nga2
IPsec_nga2
[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/2 preference 100 track nga IPsec_nga2
IPsec_nga2
XS HURABIT:
e 192.168.0.0/192.168.1.0: VPCAKixFM o
- BN TFREESRIMECERAtrack nga.
- [E—%&<$H, TunnelxflIPsec_nqaxEEEET—RVPNIEE,
e preference 100: FEEAESR, FECEKIAN60,
ARBIR, REMSFEEVPNRIXIEEIPFREAIVPNIERE; FRVPNIEZHERE
o
MRFEREMNREZRESE—F, MRHFSIEER, WEEMBRpreference
100,
.
1.2.1.4 £552567IF
o ARASHHE, BEVPNERIKS.
- %h=
ER BT AN > BIER-VPNIERE” , BRVPNIERRSETHERE.
- ARi’tﬂElagg
EFE “B > VPN > IPSec > IPSecE IR ETR” , MRVPNIERRSETH
“READY|STAYLIVE”

. %Pﬁ?@ﬂiﬂlt‘mﬂﬁ%ﬁiﬂiﬁﬂz—wm?mWHER“_JLJJFEELng

1.3 X3ELEN USG Pk IE
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1.3.1 FHSIEHEED

1.3.1.1 #{Ef55|

ISR
FAZEVPN W KBTS AHS IS R AT 5L A G K A EBYAH o g ) BRRYSHMIFR o
Bl 1-17 B1EVH N
g EhE
L = @ =l FEIP:1.1.1.2 . _@
EilE AAFIIP :1.1.1.1
Ei E g %#EIP: 2.2.2.2 @
gL (e VPN@IZ VPC
FR - 172.16.0.0/24 FM@ : 192.168.0.0/24
BTG XISERIPHIE A6, S£RA=VPNRIZKAIEEIP, FEIPFIZIPHBILCI5E
—AVPNZERE
FEg
& 1-22 HUEMK
R SHIN | LAUSGEETXIEELIEI LA KRNBI
VPC FM 172.16.0.0/24 192.168.0.0/24
VPNRX | PIXIP 1.1.1.1 e FEIP: 1.1.1.2
e FZEIP: 2222
HEF |- 192.168.2.0/24
]
VPNiZEE “ERZ | o ZNiRBFEREOMNE: 169.254.70.1/30
E’Ei o FTUEBNEREOME: 169.254.70.2/30
Tunnel
ZEOH
it
“TERE2 | o AimhEiEEOMYE: 169.254.71.1/30
E&% o FUEBNEREOMB: 169.254.71.2/30
Tunnel
ZEO
it
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B SHIM | ££HUSGRIIIERZIEI =y ey ]
IKESREE | o ANEEL: SHA2-256

o NNZEZEEL: AES-128

e DHEj%: Group 15

o hRAS: v2

o dsfEHA (%)) : 86400

o ZNimtRIR: IP Address

o XfimtRiR: IP Address

IPseczk | o IAIEEX: SHA2-256
i o IEREE: AES-128
e PFS: DH Group 15

e DPD: 45
19 =DPDEAINF45T), ASHSHLE .
o SapEHA (B) : 3600

1.3.1.2 £RREFRISERESR

HUES
= LVPCREFREE8IER.
BIESR

B BREATEEEHA.
LB EIF WL > RIERAME” .
$I3 EEVPNMX,
1. R “EHIERMLE > BAAR-VPNRIX” , B “BRIEEATVPNNX"

2. RIEREIRTEESH, $£& ‘AL .

VPNRIXSERBRINEE VPNRXSERA TR, MRS XS EH TR, IE
KESEIBRIFEIA

2= 1-23 VPN X215

¥ 588 NES¥

2R VPNRIKAIBFR vpngw-001
XEMER | %R “EREAAER EIFAE=
EFAE | BREAFENAPEIRPOEEN vpc-001(192.168.0.
= VPC, 0/16)
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EiERIERE
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2% jizhil3 BESH
BEXFM | BFVPNRIXFIREFEIEFOIVPCGES, | 192.168.2.0/24
IBRRIEENERFMEEA N R L5
BChYIPHBAL .
Kim M ?%—Z—VPC%E'—ﬁﬁHP%ﬁEEP/DVPCEEE’\J 192.168.0.0/24
BGP ASN | BGPEIARZASHI, 64512
HARE=Y EFERVPNRIFKAY T W&
FEIP VPNRIXFIBEFEIRHOBENAMIPT. | 1.1.1.2
ZEIP VPNRIZFIFE R EIEH OBEaIRMIP2, 2222

;A FCEXIRRX .

1. EF “EIERRE > BAR-XiwMX” , BE “IENENX .
2. RIERERREESH.

X K SEH BRI iR X SRR XX RBSEHITIRA, JF
KESEIBRIFEIA

+& 1-24 HiwMN xS H0H A

YEJ9IP Address.,

- FQDN: #iiHas, ZiIFEENX
RE. KEBER1~1281=FF,
REEAXNNEFE . HFFUFHT
SERY, FZIFUUTESGRFER:

& <> (... ?, X
PDRNE,
ARG imM X TEEIP, 1HiIEEF
FQDNZEERIA,

15488
AR R X IACLILN B HIBEUDPE
[14500,

SH yial:lz BESH
B XFumPI KA R TR o cgw-fw
FRR - IP Address: fEEREXJiwRMIAIMKIP | IP Address

1.1.11

$IB5 FEEVPNIERE,

AiIF=T LA KIS ERIPHBLE S 2= A6, S A=VPNRIKAIZEEIP, FEIPFOZIPHELL 653

—§HVP Nj—_t._:hﬁt (<]

1. R “ERIERMNLE > RUAR-VPNEE" , BF “OIEVPNERE"
2. RIEFREETERESH

VPNIERSHIHIRINZR VPNERSERB R, M KRS EHITIRA, JF
KESEIBRIFEIA
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% 1-25 VPN iEES 55

M, BIICMPIRIAESCIL; {FRE
NQA, ZRINmZBEZTERIFICMP
MRZIEK o

VPNMX£ BRItz O i
INQAIRNI, EkXFumiE et 1E
JFigmx FEfRE .

2% iRE HYES#
BFR VPNEZRIETR vpn-001
VPNRI EERVPNRIX . vpngw-001
1 EIP ITERVPNZHIEEIP, 1112
EHE 1T IHMSE | EREE 1w . 1.1.1.1
EERE2 M EIP ITEIRVPNY KAIEREIP, 2222
EE2XTiHM K | IEIREE2XTIm MK . 1.1.1.1
EEE IR “ERSIRAER . FSIEHIEDR
X< d BREIEROPFENESNZVPCE | 172.16.0.0/24
EFM .,
- MigFNSAREFMNOILES,
FEEES; MinFMABEA M
XXBEHIVPCHEEFMFTE
=
- BB MERZEVPCIREEMES, FRE
YERXTim=M, Hign:
100.64.0.0/10. 100.64.0.0/12,
214.0.0.0/8 , FEregionAIFRES
WEEARE, SEFMERLEFIEE
TR
YNEREE(FHF100.64.0.0/108%
100.64.0.0/12, {SIRZ T BaHA
Bo
EEERE BoENEE 1 MXIPREOMUSELS | BRELEE
. NighEEObht . JighFE
FEOMLE, EAE . FHERE
A, FIAZEMRIEECE
EOMNSEE | - FEhoEe Frhofc
B KRBILL “Faiose” Al
- Bz
RigbFiEZELO | VPNRMEAITunnelBEiEIPHELE . 169.254.70.1/30
it
MimfFEiEO | Mgk Tunnel &Pttt , 169.254.70.2/30
btk
AL BFEiEin=TIRACEEE Ak “fFRENQA”
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2% i)z BES#
FHE=%5A XSRS EENI T = ZAEE | IBRIELRE
D =] RE—H,
RESECE PGB RSB E R ERIT— - IKEESRE
.
" JNEEE:
SHA2-256
" NEEE:
AES-128
= DHE&EIX: Group
15
" RA: v2
= 4 EEA
(%) : 86400
= RigtriR: IP
Address
= YJumhRiR: 1P
Address
- IPsecs:HEg
" JAFESK:
SHA2-256
" INFmEE:
AES-128
® PFS: DH Group
15
= (EhatimY: ESP
= 4 aEEA
(#) : 3600
ER2EE ERERE ‘SiEEIREE . x4
153RA
LERETRT, EE R BN ARE
B ORISR R R O e 5%
REARRE, EfSsEiER RE
1R
KigfFEizO | VPNRERITunnelBEiE|PHbiLE 169.254.71.1/30
ik
MimpfFEEO | MiwkXATunnelfEE| Pttt . 169.254.71.2/30
ikl
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----4ER
1.3.1.3 P XIGMIERELZ B

RMELT TR
1. EFHXERSEGSTRERA.
EEBEX%?&%&H&ZK@%EJ%‘E@E%% Be BB MR A= 3
2. BEEEEXKEE.
a. ECERSAIEEORIPHBLE,

interface GigabitEthernet1/0/1 # BB KIERAMIPHbLE
ip address 1.1.1.1 255.255.255.0
interface GigabitEthernet1/0/2 # BL BB A IERIFAMIPHbLLE

ip address 172.16.0.233 255.255.255.0
b. EEOXIAXIRMzone,

firewall zone untrust

add interface GigabitEthernet1/0/1
firewall zone trust

add interface GigabitEthernet1/0/2

c. BLETCP MSSK/\,
firewall tcp-mss 1300

3. BcEMERE.
ike proposal 100 # BEERT B AR PHENEFIVPNR X EEIPHIIKES RSB X< B E
authentication-algorithm SHA2-256  # #13&1-25E ERIIKERISIIEE X RIF—E
encryption-algorithm AES-128 # FFE1-25F ERIKERIEINZE X RIF—
authentication-method pre-share
integrity-algorithm HMAC-SHA2-256
prf HMAC-SHA2-256

dh group15 # F0R1-25F BERIKEREDHEL XRIF—

sa duration 86400 # F02R1-25BC BRI KESRRE E M A HRIE—3

ike peer hwcloud_peer33

undo version 1 # 3R 1-25E BHYIKESRIRIKERRAMEIF—E

pre-shared-key XXXXXXX # F12R1- 25 B ZZRRIF—E

ike-proposal 100

remote-address 1.1.1.2 # FIVPNRI KA EEIPRIF—EL

IPsec proposal IPsec-pro100 # BCERXIEAMIPHENEFIVPN R X EEIPHYIPseciRB§E A B E

transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256 # #13&1-25E B AYIPsecEEIINIEERIRIF—3
esp encryption-algorithm aes-128  # F03K1-25FC&RYIPsec IR NI EARIF—

ike proposal 200 # BeER ISR MIPHENEFIVPNR X FEIPRIEXECE, BeEMNIEL
authentication-algorithm SHA2-256

encryption-algorithm AES-128

authentication-method pre-share

integrity-algorithm HMAC-SHA2-256

prf HMAC-SHA2-256

dh group15

sa duration 86400

ike peer hwcloud_peerd4

undo version 1

pre-shared-key XXXXXXX

ike-proposal 200

remote-address 2.2.2.2 # FOVPNRERIFEIPRIF—E

IPsec proposal IPsec-pro200
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transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256
esp encryption-algorithm aes-128

4. BcEIPsech%E,
IPsec profile HW-IPsec100 # BEE [k IE 2 M| PittiEXTS Rz AYES FR SR
ike-peer hwcloud_peer33
proposal IPsec-pro100
pfs dh-group15 # F03R1-25E BERYIPsecEREEPFSIRIT—2
sa duration time-based 3600 # F03R1-25E ERYIPsec RIS A BHARIT—

interface Tunnel100
ip address 169.254.70.2 255.255.255.252  # BLE AN KESRIBXEEO IPHbhL
tunnel-protocol IPsec

source 1.1.1.1 # BeE AP KIEAY 2 I PibLE
destination 1.1.1.2 # BB JIVPNRIFEHYEEIP

service-manage ping permit
IPsec profile HW-IPsec100
firewall zone untrust

add interface Tunnel100

IPsec profile HW-IPsec200

ike-peer hwcloud_peer44

proposal IPsec-pro200

pfs dh-group15 # F13R1-25E BAYIPsecERBEPFSIRIF—3

sa duration time-based 3600 # F03R1-25E ERYIPsec RIS A BHARIT—

interface Tunnel200
ip address 169.254.71.2 255.255.255.252  # B ABAXIEHIRLEREO2 IPHEhE
tunnel-protocol IPsec

source 1.1.1.1 # BEE A KIERI M 1Pt
destination 2.2.2.2 # BEE VPN ERIEZEIP

service-manage ping permit
IPsec profile HW-IPsec200
firewall zone untrust

add interface Tunnel200

5. BCEKHER.

a. EE®ATLMIPRIEHSIEE.
ip route-static 1.1.1.2 255.255.255.255 1.1.1.1  # VPNRI3<ZEEIP+334§+255.255.255. 255+ Z5K5+B5
e YN S[FE S il
ip route-static 2.2.2.2 255.255.255.255 1.1.1.1  # VPNRI3AZEIP+334§+255.255.255. 255+ Z5K5-+F5
M e YN S[FE S il

b. ECEHARFANIPRIFHSIRA.

ip route-static 192.168.0.0 255.255.255.0 Tunnel100 1.1.1.2

ip route-static 192.168.0.0 255.255.255.0 Tunnel200 2.2.2.2
(1 %88
e 1B\ Aip route-static VPCF 1+Z4&+F RIS +Z48+Tunnel D4R S+VPNE
EIP/&ZEIP,
o WREFESNVPCFN, NFEHBANVPCFREEMKIEH

6. FEEZERE.
ip address-set localsubnet172 type object # EN MR

address 0 172.16.0.0 mask 24 # BEERPEIRTOIFRNER
ip address-set HWCsubnet192 type object
address 0 192.168.0.0 mask 24 # MBLEAZVPCRIFRIES

security-policy

rule name IPsec_permit1
source-zone untrust
source-zone internet
source-zone local
destination-zone untrust
destination-zone internet
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destination-zone local

service ah esp

service protocol udp destination-port 500 4500
action permit

rule name IPsec_permit2

source-zone untrust

source-zone internet

source-zone trust

destination-zone untrust

destination-zone internet

destination-zone trust

source-address address-set localsubnet172
source-address address-set HWCsubnet192
destination-address address-set localsubnet172
destination-address address-set HWCsubnet192
action permit

nat-policy

rule name IPsec_subnet_bypass

source-zone trust

destination-zone untrust

destination-zone internet

source-address address-set localsubnet172
destination-address address-set HWCsubnet192
action no-nat

1.3.1.4 5RIGIIE
o  KHISHE, BEVPNERRE
- ¥h=
B “EHIEANE > RUER-VPNIERE” | FRVPNEERSERHIIES.
- USGBHXIE

IR L& > IPSec > IPSec” , WRVPNIEEIREERA “Succeeded”
o  APHIEFOARSSEIENEVPCFNAIRSE I LIEEPINgE

1.3.2 BGP IRHE=(

1.3.2.1 #{FE51

=) U
LR VPN XKIEID BGPEEE XL A s KRR EEV4E W e &) EREYZE RIFR7 o

& 1-18 HBIZHM

A gL #hE
HEHEL — FEIP:1.1.1.2
B © mem— T ©
a :
2 ~ &EIP:2.2.2.2
FttEiEs L VPN 3% VPC
FM :172.16.0.0/24 FF : 192.168.0.0/24

AiG= TFLAR KIS RRIPHENE TS 520941, LeARVPNIIKAIEEIPFIEREIPAIIZIPbIL Bl
—¢AVPNIERE
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FEg
% 1-26 EiEiL!
B 2Im | B XSG A= KBI
VPC FM 172.16.0.0/24 192.168.0.0/24
VPN | MEIP | 1.1.1.1 EEIP: 1.1.1.2
ZEIP: 2222
HELF |- 192.168.2.0/24
i
BGP 64515 64512
ASN

VPNiERE | “EE1 | o AmmBFEREOMBI: 169.254.70.1/30

E;’% o XJimpRiEEEOitbil: 169.254.70.2/30

Tunnel
ZEOM
il

VERD | e AKIRBXIEROIMIL: 160.254.71.1/30
E&% o XfimpFiEEOMNE: 169.254.71.2/30

Tunnel
O
il
IKESRE | o JAIEEL: SHA2-256
o INZRE;X: AES-128

e DHEX: Group 15

o heA: v2

o 4an/FHA (7)) : 86400
o RimkriR: IP Address
e XJiwkriR: IP Address
IPsecZk | o AIEEL: SHA2-256
B o NITEE: AES-128

e PFS: DH Group 15

e DPD: 45%fb
LA =DPDENAS4ASRY, ASZHFECE
o a/EHE (®) : 3600
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1.3.2.2 L ATIEHISEREL T

ARSI
= LVPCREFRBEIREEH.

BRIFERR

N
o

1 BREAHREBEHE.

B2 AR WL > RINERME .

$I3 EEVPNRIX,

1. EIF “EIERENE > BAAR-VPNMX” , 2 “eIEIESATVPNNX” o

2. RIEREIETREESHY, $£& “ZAML”

VPN K SEiBRINZR VPNRIXSEGRABPI R, HAMRAS KBRS EHITIHA, JF
KBSHIBHRFERIA.

N

& 1-27 VPN RX S5

e 5iER BESH

2R VPNRIKEIEZ TR vpngw-001
XKEMER | &R CEMRAERT . RIFAE =
FEIAFAE | EBRENITRENRPEEROEE vpc-001(192.168.0.
= VPC, 0/16)

BECFM | BFVPNRXAAFEIESORIVPCEIS, | 192.168.2.0/24
ISRV E B FMEFEA T RIA LR
BCAYIPHBAL .

KigFW | LARVPCEESHFEIEFOVPCEIER | 192.168.0.0/24

FM,
BGP ASN | BGPEAE%E=MS, 64512
HARE FEFEVPN R TR, NGE

ZFEIP VPN AN PERROIBERIAMIPT, | 1.1.1.2
£ZEIP VPNRIZFIBE P IR OIBERAMIP2, | 2.2.2.2

R4 EEXIRRX .
1. &R “EIERMNE > BAAR-MFiRMX" , BE ‘SIEMRRX”
2. RIERERTEESH.

XK S ER RN IRRIXSERIBRTR. LN KRS EHI TR, 3F
KESEIBRIFEIA
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= 1-28 XimM XS5

e

152AA

BESH

BIR

XU P KA B o

cgw-fw

tRR

- IP Address: {EREXTimRMIZBIMKIP
{EJ9IP Address.

- FQDN: #iiHas, ZiFEENX
RE. KEBER1~1281EFF,
REEAXNNEFE .. HFFUFHT
SERY, FAZIFUUTES®RFER:

& < > [ I.\.ETH.?, X
PDRNE,
ARG iR X TEEIP, 1HiIEEF
FQDNZEERIA,

15488
AR R EAIACLILN B HEIBEUDPE
14500,

IP Address
1.1.11

BGP ASN

BB PEIEHOSFAE MNERY
ASN,

FBFREIESOEIBGP ASNSVPNRIE
BIBGP ASNAEEFEE »

64515

$IB5 ELEVPNIEE,

AiF=T LA KISERIPHBLE 2= A6, 2 =VPNIHAIZEEIPFISEIPFNZIPHELE 67

_gHVPN]\-_zEﬁo

. IRE EIIERNE > RAhR-VPNIEE" , S “GIBVPNEE .
2. RIERERREESH.

VPNIZEZSHIHBRINGR VPNIEESEORAN R MRS EHTIRE, IE
KESHIBRIFEIA.

% 1-29 VPN iEZESHG5HEA

2% i%Ae BESH
EZF VPNIEEHEZ R, vpn-001
VPNRI% EERVPNRIX . vpngw-001
EZ1RXKIP | EERVPNRIKRIEEIP, 1.1.1.2
ER 1 MR | EERERE MR X 1.1.1.1
ER2MKIP | EERVPNRIKHIFEIP, 2222
ER 2T IR | EERERE 2 XS IR MK 1.1.1.1
TS 1% “BGPEEHIE" BGPESHIIET
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ol

BESH

X

BRPEIRHOPEENEIVPCGE

(SRIFM .

- XimFMNSKRixFME LIRS,
TEEER; Wi FMREEHAN
/%%H%E@JVPWEE?WE@
Ho

- ZHMERZEVPCIREEMES, AL
YERRSumFM, FI4n:
100.64.0.0/10. 100.64.0.0/12,
214.0.0.0/8, A[EregionHIFER
MERARE, SCAMERLUEHIEE
A
WNERFEE(FF100.64.0.0/108%
100.64.0.0/12, EiE3z T B

=
=1

172.16.0.0/24

EE1EE

BB &1 MXIPAYEZ S BT
. NipbREZEOMiE . gk

EOMIE, =0, WAES

FIRIEECE -

IEIRIESLIIRE

Ot Fe
B

- Fahnke
RBILL “ FahEe” Hfl.
- B=ioke

Fh e

RimhFiEizEr]
ichil

VPNRIEAITunnelBEE I PHEIE

169.254.70.1/30

XimhFiEzE
rich il

X iwmRIKAI Tunne f&E P ,

169.254.70.2/30

MEZEH.
NS

MBI KSR ZZ AR ER
.

IEIRIESLITIRE
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e

ol

BESH

RERECE

EBEX%E’\J%H%EEE?E%@%—

- IKESRHEE

G NIFESE:
SHA2-256

" INEE
AES-128

= DHE&EX: Group
15

= RRA: v2

" dEas/EHA
(%) : 86400

= KimgtmR: 1P
Address

= YJumtRIR: IP
Address
- IPsecsERg
INIEEE:
SHA2-256

. EEE:
AES-128

® PFS: DH Group
15

" (&R ESP

" SEas/EHA
(%) : 3600

ER 2R E

GEREER ‘SERIRET—E .
588
LRI, TR BN AR
EOMII RS O S 1
BETE, HitSH@RNEE RS
BRI,

ESEi|

RNimhFiEzEr
rich il

VPNMEEITunnelf5iE | Pitit .

169.254.71.1/30

X imhFiE iz
kil

TR Tunne fEE | PHELL

169.254.71.2/30

R
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1.3.2.3 BEKIEMIERFL IR

1.

ERMKIEREIGSTEERE.

REPXIEE SRR L AREFAEER, EEBLAXINAMRAATF IS

1o

BEEREE

a. FEcERFAEEORIPHbLE,
interface GigabitEthernet1/0/1 # BB IRAI AR IPHBIL
ip address 1.1.1.1 255.255.255.0
interface GigabitEthernet1/0/2 # B BB IRAIFARIPHBAL

ip address 172.16.0.233 255.255.0.0
b. EEOXIAXINzone,

firewall zone untrust

add interface GigabitEthernet1/0/1
firewall zone trust

add interface GigabitEthernet1/0/2

c. BLETCP MSSK/\,
firewall tcp-mss 1300

BCENEIRES o

ike proposal 100 # B BFHXIE AR IPHEEFIVPN R % EEIPAYIKE RS IE XA E
authentication-algorithm SHA2-256  # F13&1-25BCBHIIKERRSINES A FIE—H
encryption-algorithm AES-128 # FF1-25E ERIKERIEINZ B X FIEF—
authentication-method pre-share

integrity-algorithm HMAC-SHA2-256

prf HMAC-SHA2-256

dh group15 # F02R1-25F BERIIKESRIEDHELXRIF—3

sa duration 86400 # FN2=1-25E BHYIKER RS E M EEIRIE—

ike peer hwcloud_peer33

undo version 1 # F03R1-25F BRYIKESRIEIKERRARIF—E

pre-shared-key Test@123 # TR - 25 BT ZZPRIT—

ike-proposal 100

remote-address 1.1.1.2 # FIVPNRIRBIEEIPERIF—E

IPsec proposal IPsec-pro100 # BEE R XIE LRI PHELEFIVPN I X EEIPHYIPseciRIgIEXBLE

transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256  # #15&1-258 EAYIPsect RIS IMIEEL R IF—E
esp encryption-algorithm aes-128  # #13&1-258C EHYIPsecERREINZE A FRIT—E

ike proposal 200 # BREMXIEAMIPHEUEFIVPNR X FEIPAEXE S, BREMNIEL
authentication-algorithm SHA2-256

encryption-algorithm AES-128

authentication-method pre-share

integrity-algorithm HMAC-SHA2-256

prf HMAC-SHA2-256

dh group15

sa duration 86400

ike peer hwcloud_peer44

undo version 1

pre-shared-key Test@123

ike-proposal 200

remote-address 2.2.2.2 # FIVPN IR BIEREIPERIF—E

IPsec proposal IPsec-pro200

transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256
esp encryption-algorithm aes-128

B IPsech¥iE

IPsec profile HW-IPsec100  # BeE Rk iE/ m I PHEIERS N AR FH SRS
ike-peer hwcloud_peer33

proposal IPsec-pro100

kR 01 (2025-11-13) WRIERE © HERRARBIRAT

53



FEE FAMIES

ElERIERE

1 35z VPN 1RAVhR

pfs dh-group15 # F05R1-25E BRYIPsec BRI PFSIRIE—
sa duration time-based 3600 # FIFR1-25ECEHYIPsecSRESEdp AHBRIT —

interface Tunnel100
ip address 169.254.70.2 255.255.255.252  # BB AR KIERIREIEREO1 IPHBIE
tunnel-protocol IPsec

source 1.1.1.1 # BB AP KIEAT AW IPHELE
destination 1.1.1.2 # BLE IVPNRIFEAIEEIP

service-manage ping permit
IPsec profile HW-IPsec100
firewall zone untrust

add interface Tunnel100

IPsec profile HW-IPsec200

ike-peer hwcloud_peer44

proposal IPsec-pro200

pfs dh-group15 # F03=1-25E BERYIPsecERIEPFSIRIF—

sa duration time-based 3600 # F03R1-25E ERYIPsec RIS A AR —

interface Tunnel200
ip address 169.254.71.2 255.255.255.252 # BCE B KIERIBRERE 2 Pzt
tunnel-protocol IPsec

source 1.1.1.1 # BB B KB A W Pk
destination 2.2.2.2 # BEEHVPNRIEAIZEIP

service-manage ping permit
IPsec profile HW-IPsec200
firewall zone untrust

add interface Tunnel200

ECERHRER

a. EBEEARRMIPAIFSEEH
ip route-static 1.1.1.2 255.255.255.255 1.1.1.1  # VPNRIXZEEIP+Z54§+255.255.255.255+ %51+
KA R PRI S
ip route-static 2.2.2.2 255.255.255.255 1.1.1.1  # VPNRIXEBEIP+Z54§+255.255.255.255+ %51+
K2R PRI S

b. FcEBGPIBEFIBGPIZH.
bgp 64515
router-id 1.1.1.1
private-4-byte-as enable
peer 169.254.70.1 as-number 64512
peer 169.254.70.1 connect-interface Tunnel100
peer 169.254.71.1 as-number 64512
peer 169.254.71.1 connect-interface Tunnel200
#
ipv4-family unicast
network 172.16.0.0 255.255.255.0
peer 169.254.70.1 enable
peer 169.254.71.1 enable

BeER LR

ip address-set localsubnet172 type object # EX MBI

address 0 172.16.0.0 mask 16 # BEERPHEDR ORFRIER
ip address-set HWCsubnet192 type object

address 0 192.168.0.0 mask 24 # BEEENZVPCHIFRISE

address 0 192.168.1.0 mask 24

security-policy

rule name IPsec_permit1
source-zone untrust
source-zone internet
source-zone local
destination-zone untrust
destination-zone internet
destination-zone local
service ah esp

service protocol udp destination-port 500 4500
action permit

rule name IPsec_permit2
source-zone untrust
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source-zone internet

source-zone trust

destination-zone untrust

destination-zone internet

destination-zone trust

source-address address-set localsubnet172
source-address address-set HWCsubnet192
destination-address address-set localsubnet172
destination-address address-set HWCsubnet192
action permit

nat-policy

rule name IPsec_subnet_bypass

source-zone trust

destination-zone untrust

destination-zone internet

source-address address-set localsubnet172
destination-address address-set HWCsubnet192
action no-nat

1.3.2.4 Z5ERIGIF
o  KHSHE, TBEVPNIERRE.
EHE
IR RIS > BAR-VPNIERE" |, FRVPNIEERSERAIES.
o FFHIEDLKRSEENEVPCEFRMAIRSE LT LMEE PingiE .
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FELE R4S

SERiSE 2 yhEm A= VPN £k
i AN z= VPN £HikR
2.1 &1

2.2 -5

BELZER

MDEREIE AL (VPN ) S1ERISE, 1ZErn ISR &R BAIVPNIZ
%, LMBARMNESENZTVPCEFMIBEEE,

VPNERISERIEIRP O (2% ) EEEIEAIVPC, XimMXiE R PinlERRYER
Fric, b__I-L/LIE%IEIEA#FlX B o

e =ffl: HUAWEI USG6600E.E

o fl: Fortinet WIBFHNIEVPNEIE

o Bl FEIRFGXISEE

e xfil: {EHETheGreenBow IPsec VPN ClientfitB= F=TFHIB

o fl: EFOpenswanfiE= ERTHIBE

o fl: {EAStrongSwanfitE= F= FHIE

HUAWEI USG6600 fic&

AEH L Huawei USG6600ZF%1V100R001C30SPC300kR ABIRS X EAYEL BT 12 I Fli
1TIRBE
BRI EUEEF I FMF9192.168.3.0/2451192.168.4.0/24, VPCTREIFM T

192.168.1.0/24%0192.168.2.0/24 , VPC_LIPsechfEpyHO.MIPA1.1.1.1 ( MVPC L
IPsec VPNRIARIwRMZXSE EFREN )

. BFRPXERENEGSTERERT.
2. BEEXERAER.

display version

17:20:502017/03/09

Huawei Versatile Security Platform Software

Software Version: USG6600 V100R001C30SPC300(VRP (R) Software, Version 5.30)

3. CUEBACLHEIERIRIMAIvpn-instance,

acl number 3065 vpn-instance vpn64
rule 1 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
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rule 2 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.2.0 0.0.0.255
rule 3 permit ip source 192.168.4.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 4 permit ip source 192.168.4.0 0.0.0.255 destination 192.168.2.0 0.0.0.255

q

4. Blgike proposal,
ike proposal 64
dh group5
authentication-algorithm sha1
integrity-algorithm hmac-sha2-256
sa duration 3600

q
5. BlfEike peer, FH3IHZAIBIZER ke proposal, EhidigIPitEitE1.1.1.1,

ike peer vpnikepeer_64

pl’e-shared-key kkkkkkkk ( ********?g!@i&ﬁAE{J?ﬁ;]\:ggﬁg )
ike-proposal 64

undo version 2

remote-address vpn-instance vpn64 1.1.1.1

sa binding vpn-instance vpn64

q
6. BUEIPsecti.,

IPsec proposal IPsecpro64
encapsulation-mode tunnel
esp authentication-algorithm sha1

q

7. elUEEIPsectklg, F+5|Fike policyFlIPsec proposal,
IPsec policy vpnlPsec64 1 isakmp
security acl 3065
pfs dh-group5
ike-peer vpnikepeer_64
proposal IPsecpro64
local-address XX.xX.XX.XX

q
8. HIPsecRERNARIBNAYFEAOLE.

interface GigabitEthernet0/0/2.64
IPsec policy vpnlPsec64

q
9. MitiEmEtt,

FELAREESRE, BRI BEE=PRIENEEREPONENSHF TES
MM, MTFERR:
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rootd
etho

e e e e

2.3 7~f8l: Fortinet KIZBH NS VPN HieE

S T
BRPEIE+HOE O XEEE KIERE, BPHEROEFEES/MEEKNEO, AR
FEERTZWEVPNRIE, BECRVPNIEESEBAEMEREIVPCFEM .

FaFhiERE

B ZHOFFMSESVPNIZEAVPCGEERINR, APEIEROEFEESIEEN
H0O, HEiEE11. 111111 OME N =HIVPCEEIIVPNIEE, AN+ WM ER
$910.10.0.0/16, H£RZVPCFMHI172.16.0.0/24 , BRIZIEIELEIZMISEHIVPNIIEIP
7922.22.22.22, B EIEVPNIEZES U RIEB A M ZEEIVPCF M .

2-1 SHOZFPMLEIEIT VPN N VPC EZERFH

£ HO% FRSEIEDVPNEAVPCESRT

‘ . = EVPC
AHVPNE
11.11.11.11
D A
1 23
@ VPN \4
\ : i ; ZIRVPNRI %
: 5 ‘ 22.22.22.22 :
ternet )RR Vall i ; ]
: #A3 | FM:10.101.0.0/16 | | FM: :172.16.0.0/24
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EIERERE 2 ifA\Z= VPN £H#iR
P RIHIOVPNIEE S R SRR EEEEE, FUE2-2,
2-2 KR&ECE
RENFE R EPNRREEES
IKES:8S
SHAT vl
AES128 86,400
Group 5 Main
IPsecRE
=i SHAT ESP
AES-128 3,600
DH group 5
1=
BcBER

ARBILAERZIRVPNEEEEAEM, AN EBP N KSR XERERIVPNES

B,
$I81 FEeEIPsec VPN

1. BUEERKE,

2. EEBREEXREE.
EeEIKE—MER
e & IPsec _ I ER
SShkIPsechRiBHECE -
B2 BEIRHA

1. INEESIEA.

s W

INEFEZIRVPCFM172.16.0.0/24R9FMEEH, HiEORVPNEFERZO .

2. EEZHORISEE.

FeEIRI AR TR, Bintbit ARinVPCRIFMAIZRERIEH, SEARRIRE

FRAECEIN, fRIZERERISRNTER
H$IR3 BCERBENNAT
1. ApRRmRE
2. HimipEZAsRE

TR

[i=Coa
1. ZARHVPNIRSIEE,
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B RIERE 2 ifA\Z= VPN £H#iR
=imVPNIRSIES o
i fTHCE
RO E
config system interface
edit "port1"

set vdom "root"
setip 11.11.11.11 255.255.255.0
set type physical
next

edit "IPsec” # BEEORERER
set vdom "root"
set type tunnel
set interface "port1" # BFEERERYIEREO

next

end

EOXD X E
config system zone
edit "trust"
set intrazone allow
set interface "A1"
next
edit "untrust"
set intrazone allow
set interface "port1 "
next
end

MUY RACE

config firewall address
edit "hw-172.16.0.0/24"
set uuid f612b4bc-5487-51e9-e755-08456712a7a0
set subnet 172.16.0.0 255.255.255.0 # imtthik I ES
next

edit "local-10.10.0.0/16"

set uuid 9f268868-5489-45e9-d409-5abc9a946c0c

set subnet 10.10.0.0 255.255.0.0 # bk ES
next
IPsectic &
config vpn IPsec phase1-interface # —MERECE
edit "IPsec"

set interface "port1"
set nattraversal disable
set proposal aes128-sha1
set comments "IPsec"
set dhgrp 5
set remote-gw 22.22.22.22
set psksecret ENC dmFyLzF4tRrljV3T
+1SzhQeU2nGEoYKC31NaYRWFJI8krlwNmZX5SfwUi5W5RLIqFu82VYKYsXp5+HZJ13VYY802Sn/
vruzdLxqu84zbHEIQKTIf5n/
63KEru1rRoNiHDTWfh3A3ep3fKImxf43pQ70D64t1510l06FMjUBLHgJ)1ep9d32Q0F3f30UxfDQs21Bi9RA
next
end
config vpn IPsec phase2-interface # _MNEREE
edit "IP-TEST"
set phaseTname "IPsec "
set proposal aes128-sha1
set dhgrp 5
set keylifeseconds 3600
set src-subnet 10.10.0.0 255.255.0.0
set dst-subnet 172.16.0.0 255.255.255.0
next
end

IhERIEECE
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EiERIERE

2 iEE Nz VPN 2HifR

2.4 =61 ;

Brin=

HhNERE

config firewall policy
edit 15 # RIERS15, RAERMERE, REZHANAT

set uuid 4f452870-ddb2-51e5-35¢9-38a987ebdb6c
set srcintf "IPsec"
set dstintf "trust"
set srcaddr "hw-172.16.0.0/24"
set dstaddr "local-10.10.0.0/16"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all

next

edit 29 # RIERS29, mEE=IRE, RESHEANAT
set uuid c2d0ec77-5254-51e9-80dc-2813ccf51463
set srcintf "trust"
set dstintf "IPsec"
set srcaddr "local-10.10.0.0/16"
set dstaddr "hw-172.16.0.0/24"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all

next

6. RHEE

config router static
edit 24 # BBHRmS24, HO=imERSIEE

set dst 172.16.0.0 255.255.255.0
set gateway 11.11.11.1
set distance 10
set device "port1"

config router policy

edit 2 # RIEEHARS2, = MElO=imRISEE
set input-device "A1"
set src "10.10.00/255.255.0.0"
set dst "172.16.0.0/255.255.255.0"
set gateway 11.11.11.1
set output-device "port1"

%F'%ZTEEPIL‘,\EG OISR ERIRE, RIEDMZXIEZHRIENT —&IPsec
VPNIRE, FREIZVPNENENEME,

wiNERTS

o (ERAXERFEEMNRIGETVPNERE
o (EADMZXIFHIERVPNIRELEESNATFES RIREIVPNERE .

VPNEALRNEERS, BXERRBINT:

o FPHIEHIOVPNIZEZFAMIP: 10.10.10.10/24
o FFPHYEHOEPFM: 10.0.0.0/16

o [AXIEHOIP: 11.11.11.2/24, AMKE: 11.11.11.1, VPNIZZEAINAT IP:
11.11.11.11

e ZimVPNPRKIP: 22.22.22.22, mimFM: 172.16.0.0/16
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EERERE 2 ¥hEE A= VPN 2 HifR
T BV PNIERE T URIEB AR EIVPCF R
2-3 }{SHR NAT i7=
RISENATHR
AR - _ """""""""""""""
DMZXVPNi& & P9 = EVPC
IP:10.10.10.10/24 HONGFW s
#OP:11.11.11.2
---'\- NAT :11.11.11.11 j
a
: & O
- VPN - smvpnms
. ; 22.22.22.22
i Blfrh FM: :172.16.0.0/16
i FFFR :10.0.0.0/16
HEHIRIHIVPNEE R R RIS BB E2- 4 ~EEEE, #H DMZIZEEi%ﬁHE’\JVPN
IR TNATERGERRT Tj}ﬁffi‘tﬂﬂaﬁzjﬂi‘mﬁ‘t (AR XS TIER D R
EERE .
2-4 #5797 VPN RIECE
RENFIE
IKESEES
IEEE  SHAI ki vl
mnEEEnE AES128 rnEfEEE (F 86,400
DHESE Group 5 Iy=L = Aggressive
IPsecERE
WIFESE  SHAT Bl ESP
hEEnE AES-128 EanfER (7 3,600
PFS DH group 5
BB R
RRBILAESRIRVPNEEER AEM, FANMEBRAFPMNRERISEHVPNEE .
F$1 Eg&ElPsec VPN

1. IKE—HiERECE

2. IPsec_RERECER

3. ZEIEECE

SCASRRZAR 01 (2025-11-13)
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EINEBMLE
EERIEE 2 iEE Nz VPN 2HifR

S FEIE
$IE3 BCERERNAT
-

el
AEFRSE EFRMEHER.

2.5 7=~f5: {§EFH TheGreenBow IPsec VPN Client Eit&=_1
vl I=B1::]

1BEps
AEFEMBIEAT “VPC+=e2m” # “VPC+VPC” 72T, {#HTheGreenBow
IPsec VPN Clienti{4 SR =iREIVPNIEZENEEIES
MEEIESEFERAThe GreenBow IPsec VPN ClientliVPN=IEERLE, B3NN
Bin=45 58 T IPsec VPN ClientEEEE, HSEEEEEIRBNT.
o 78— EE=TEZEFIRSVPCLAIVPNRIXEEL,
a. ZEPFIKES, SEBEAWINdowsIEIERS,
b. =EZ=BIPingi@z=ixVPCHIVPNMIZEIP ( Ping BT RZEIIVPNIERE ) o
o IFET: VPC1 ERECSTIEEFiRSVPC2 LHIVPNRIXHEX
a. VPC1_EAIWindowsEHIH EEMILEIP,
b. VPCTHIEINLATPingiEVPC2 LAIVPNRIXIP ( Ping A ETCiEFESIVPNIE
%),
BUESRIY

e 75— EE=+VPC
-  =imFERVPC. FMFIECSERE .
- EUESERVPNRIERLEERS
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REHAE FAES
EiERIERE 2 BT VPN ZHfR

2-5 RESIFE

VPNRIZ s e FinTH prime S prime i
vpngw-6016 10.154.71.9 192.168.11.0/24 10.119.156.78 10.119.156.78/32
REZEIE
IKEZ=ES
SHAT vl
AES-128 86,400
Group 5 Main
IPsecERE
SHAT ESP
AES-128 3,600
DH group 5

-  Z=E@EKTheGreenBow IPsec VPN Client ZFiR<aE,
-  REZ=dPing VPNRIXIPHBLIE
° =_: VPC+VPC

- SERFEANXIEAIVPC, FMFIECSELE, HP—NXIFAIECSHAIRAIWindows
(VPC2) ,

- TEVPCIEEVPNIIZFIVPNIEERIE .

2-6 RERIFE 2

vpngw-b219-vpnei..  117.78.30.55 192.168.111.0/24 122.112.215.214 192.168.222.225/32|
RESFE
IKESES
SHAT vl
AES-128 86,400
Group 5 Main
IPsecsRs
SHAT ESP
AES-128 3,600
DH group 5

- VPC2HBIWindowsEHIH Z2ETheGreenBow IPsec VPN Client 2 i
- VPCZFE}L\)\HLE_[PIHQ VPC1_ERYVPN I PItBLLE .

[MERTY:

R RIGHIVPNECE(EERARMIALE
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REHAE FAIES
EiERIERE 2 BT VPN ZHfR

BCELER

meE—: SE=+VPCHSNERiEiE
1. =BE2¥EE
2. IKEE—MERECE
3. IPsecEE_MERECE
£ VPC+VPCIZENZ RIS
1. =BE2¥EE
2. IKEE—MERECE
3. IPsecEE_MERECE

ECEIIE
o IGE—INE
ERE=SVPCERIIART, SERREAHEVPCTIHELL.

a. VPNIEEZE RINA T EFR.
b. BEEZIHVPCHVPNERRE. ERREH “REE” TH “‘EE”
c. BERAMEREES, WTERFxR.
d. =M@z Ping =imVPCEIL
e. =imVPCEMI Ping RE=
IHE—IIERIN
o IFETIGUE
%VPGVPC‘LEE%E’\J%%EP , VPC1RIEHWLFIVPCERIEE PimRIEWI A Z AT LA R
1B,

= T IRIERIN

2.6 ;~f5l: (M OpenSwan fieB= = TFEI&E

BiEim=
=iRfEVPCHIEE TVPNRIXFNIER:, = FEFERENZREIPsecFS iR,
BERENEL OMESHET T —X—HINATERSS

WFhERE
RpFIRINEE R RN R EERWNE HiNEE N RS EE R
Z EVPCHIVPNRIIP: 11.11.11.11, A#EFM: 192.168.200.0/24,
EPEHINATEERIP: 22222222, AMIFM: 192.168.222.0/24,
RIRECSS P EHAIA P S B9192.168.200.2001192.168.222.222,
VPNIEZRINESEERE N TREEE .
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REHAE FAES
EiERIERE 2 BT VPN 2B

& 2-7 HRINEE N RIS EEER

_________________________

' ZRIDCRS 3 7VPC i
1
o ' 1
. -
1 L I’ 1
| G G | 1 Gl Gl (e \ :
[ !
== FH : Ear Fh 1
1
1
D BEEE . l
FAPNRSE EhR=MmIE
TAIESHAL, JNEEAES128, DHHE y IAESHAL, ANEFAES128, DHE
IKEZERS group5, KEAVL, inEFEEMain, & | MEEDRUE . | [KEFSHS group5, KEAV1, ihEsiEztMain, &
@B/EHAB6400s 1, EFREdE ErfEEE86400s
IAESHAL, fOZTAES128, PFS DH e IAESHAL, AOEEAES128, PFS DH
i = b - | Linux IPsec i . hE= 5 -
IPsectils group5, &as/EHEI3600s &nux . IPsectilis groups, 4as/EHA3600s
- B o 2, BRENS [ N
INIEET, THEEE ARk | AT, mt=EE
BT — B —
PR | 22222222 B SRR | 11111111
MR | 1921682220724 R R FI | 192.168.200.0/24

=g
A BILATECentOs6.85h B E Openswan IPsecZ P #1743
£B1 T THS, LEOpenswanZ i,
yum install -y openswan
FE2 PTLATSS, FEIPVAREE.
vim /etc/sysctl.conf

1. HEREXHHEININTRE:

net.ipv4.ip_forward = 1
2. PUTLATES, BEARRESHEN.
/sbin/sysctl -p

B3 HITLATaS, Eifliptablestic®, HiAXiAfirewallsi DIFEIERIER o

iptables -L

iptables -L
Chain INPUT (policy ACCEPT)
target  prot opt source destination
Chain FORWARD (policy ACCEPT)
target  prot opt source destination
Chain OUTPUT (policy ACCEPT)
target  prot opt source destination

ig%4 ;;L’??Dxl?ﬁ%, EEE¥)\ ?’&/Iﬂ %Ho
vim /etc/ipsec.d/open_IPsec.secrets

FEEEHHIEINNTARE:

22.22.22.22 11.11.11.11 : psk "IPsec-key"

Fz‘t A A TFERRYIP+ I8 HT IR K I P+ S8+ IR N B S+ +PSK+Ft =% 1H,
SHRBHEER, PSKX/NEHH, ERAREXNEIS.

LIS HITLATSS, IPsecEZRE
vim /etc/ipsec.d/open_IPsec.conf

FEEXHPEINIITAS:

M HGERAS 01 (2025-11-13) WA © HARABIRAE 66



FEE FAMIES

ERRIER 2 WA A= VPN 2 HiffR

conn openswan_|Psec # ENIEEZ IR Iopenswan_|Psec
type=tunnel # FEEEDR
auto=start # TJi%iRadd. routeflstart
left=192.168.222.222 # AP, natiZSIERE SRt
leftid=22.22.22.22 # ANHFRIRID
leftsourceip=22.22.22.22 # WIRFEnat, JREMEHEEENat/FAYIP
leftsubnet=192.168.222.0/24  # ZANHIFW
leftnexthop=22.22.22.1 # natims F—BkiEEnat FRIMIKIP
right=11.11.11.11 # JmiHVPNRIEIP
rightid=11.11.11.11 # IimhRRID
rightsourceip=11.11.11.11 # i R EIEEVPN R XIP

rightsubnet=192.168.200.0/24  # imixFM
rightnexthop=%defaultroute # Imin R IR SR E

authby=secret # ESXGAES R HPSK

keyexchange=ike # ikeBEARME 0
ike=aes128-sha1;modp1536 # IREBXHREL B E XikeERELEFIgroup
ikev2=never # K] KEV2HRZAS

ikelifetime=86400s # ikephERSE AR EIEA

phase2=esp # ZMEfEE
phase2alg=aes128-shal;modp1536 # IZBEXJURACERE XIPsech B & ixFIgroup, modp1536=DH group 5
pfs=yes # FHISPFS

compress=no # RiAESE

salifetime=3600s # ZERtEanEEA

() %88

o TENATEFMIASHAIIREACE orceencaps=yes.

o EHZRVPN{ERRIDH-group i MAILLAFIFRIES NEAZVPNERAIDH-groupXI RAYELL
BHURSL? .

HATLAT e, HITERCEIRIE
ipsec verify

NREIBEEEEBHOKEY, FRRECEKIN .

ipsec verify
Verifying installed system and configuration files
Version check and IPsec on-path [OK]
Libreswan 3.25 (netkey) on 3.10.0-957.5.1.el7.x86_64
Checking for IPsec support in kernel [OK]
NETKEY: Testing XFRM related proc values

ICMP default/send_redirects [OK]

ICMP default/accept_redirects [OK]

XFRM larval drop [OK]
Pluto IPsec.conf syntax [OK]
Two or more interfaces found, checking IP forwarding[OK]
Checking rp_filter [OK]
Checking that pluto is running [OK]
Pluto listening for IKE on udp 500 [OK]
Pluto listening for IKE/NAT-T on udp 4500 [OK]
Pluto IPsec.secret syntax [OK]
Checking 'ip' command [OK]
Checking 'iptables' command [OK]
Checking 'prelink' command does not interfere with FIPS[OK]
Checking for obsolete IPsec.conf options [OK]
AR EEEHIIN TR
Checking rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/default/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/lo/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/eth0/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/eth1/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/ip_vti01/rp_filter [ENABLED]

BTN N ap<SRER :
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REHAE FAES
EiERIERE 2 BT VPN ZHR

echo 0 > /proc/sys/net/ipv4/conf/all/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/default/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/ethO/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/eth1/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/lo/rp_filter

echo 0 > /proc/sys/net/ipv4/conf/ip_vtiO1/rp_filter

$;,6e HITLATHS, BaliRS
service ipsec stop # X FIRS
service ipsec start # BnIIRSS
service ipsec restart # EERS
ipsec auto --down openswan_IPsec # X|7iE#

ipsec auto --up openswan_IPsec # F/5iEE

(10 88
BRENENSEERERSS, FEMFEERE.
R

=Ll
HATLA TS, &EiflPsecAIRE,
ipsec --status

HFERETNTER (BR)

Connection list:

000

000 "openswan_|Psec":
192.168.222.0/24===192.168.222.222<192.168.222.222>[22.22.22.22]---22.22.22.1..11.11.11.11<11.11.11.11>
===192.168.200.0/24; erouted; eroute owner: #30

000 "openswan_IPsec":  oriented; my_ip=22.22.22.22; their_ip=11.11.11.11; my_updown=IPsec _updown;
000 "openswan_IPsec": xauth us:none, xauth them:none, my_username=[any]; their_username=[any]
000 "openswan_IPsec": our auth:secret, their auth:secret

000 "openswan_IPsec": modecfg info: us:none, them:none, modecfg policy:push, dns:unset, domains:unset,
banner:unset, cat:unset;

000 "openswan_|IPsec": labeled_IPsec:no;

000 "openswan_|IPsec": policy_label:unset;

000 "openswan_IPsec": ike_life: 86400s; IPsec_life: 3600s; replay_window: 32; rekey_margin: 540s;
rekey_fuzz: 100%; keyingtries: O;

000 "openswan_IPsec": retransmit-interval: 500ms; retransmit-timeout: 60s;

000 "openswan_IPsec": initial-contact:no; cisco-unity:no; fake-strongswan:no; send-vendorid:no; send-no-
esp-tfc:no;

000 "openswan_IPsec": policy: PSK+ENCRYPT+TUNNEL+PFS+UP+IKEV1_ALLOW+SAREF_TRACK
+IKE_FRAG_ALLOW+ESN_NO;

000 "openswan_|IPsec": conn_prio: 24,24; interface: ethO; metric: 0; mtu: unset; sa_prio:auto; sa_tfc:none;
000 "openswan_IPsec": nflog-group: unset; mark: unset; vti-iface:unset; vti-routing:no; vti-shared:no; nic-
offload:auto;

000 "openswan_IPsec": our idtype: ID_IPV4_ADDR; our id=1.1.1.1; their idtype: ID_IPV4_ADDR; their
id=2.2.2.2

000 "openswan_IPsec": dpd: action:hold; delay:0; timeout:0; nat-t: encaps:auto; nat_keepalive:yes;
ikev1_natt:both

000 "openswan_IPsec": newest ISAKMP SA: #3; newest IPsec SA: #30;

000 "openswan_IPsec": IKE algorithms: AES_CBC_128-HMAC_SHA1-MODP1536

000 "openswan_|IPsec": IKE algorithm newest: AES_CBC_128-HMAC_SHA1-MODP1536

000 "openswan_IPsec": ESP algorithms: AES_CBC_128-HMAC_SHA1_96-MODP1536

000 "openswan_IPsec": ESP algorithm newest: AES_CBC_128-HMAC_SHA1_96; pfsgroup=MODP1536
000

000 Total IPsec connections: loaded 1, active 1

000

000 State Information: DDoS cookies not required, Accepting new IKE connections
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EiERIERE

2 iEE Nz VPN 2H#ifR

2.7 ~f51:
R{EZ=

R

BELER

000 IKE SAs: total(1), half-open(0), open(0), authenticated(1), anonymous(0)

000 IPsec SAs: total(1), authenticated(1), anonymous(0)

000

000 #3: "openswan_|Psec":4500 STATE_MAIN_R3 (sent MR3, ISAKMP SA established); EVENT_SA_REPLACE
in 15087s; newest ISAKMP; lastdpd=-1s(seq in:0 out:0); idle; import:admin initiate

000 #30: "openswan_IPsec":4500 STATE_QUICK_I2 (sent QI2, IPsec SA established); EVENT_SA_REPLACE in
1744s; newest IPsec; eroute owner; isakmp#3; idle; import:admin initiate

000 #30: "openswan_|IPsec" esp.b810a24@11.11.11.11 esp.aab7b496@192.168.222.222 tun.0@11.11.11.11
tun.0@192.168.222.222 ref=0 refhim=0 Traffic: ESPin=106KB ESPout=106KB! ESPmax

=4194303B

£ StrongSwan BiE= F=THE

RiRfEVPCHIEE TVPNRIXFNIERE, = FEFERENZREIPsecFS iR,
BERENEE OMEHETT T —X—HINATERSS

NpSRINER R RIS SR EERNE2-8Fx,

Z= FVPCHIVPNRIEIP: 11.11.11.11, AHEFM: 192.168.200.0/24.
ZPEHINATEREFIP: 22.22.22.22, ZAFM: 192.168.222.0/24,
RIRECS S P ENAIA PSS B /9192.168.200.200%1192.168.222.222,
VPNERIIh B SHEREA=HERE .

2-8 RINERE N RIRID R ECE SR

_________________________

H EFIDCRIE #£HEVPC !
' :
[ 1
H |
Rl ser] s Qe )= |
1 : 1
e B 7 7 :
1
1
1

1
_________________________ 1

APNRE Eh=NmsE

IAMESHAL, AMESAES128, DHEA . IAESHAL, AIREAES128, DHEA
IKE%H}% group5, KRAV1, thEsiEMain, & Xﬂfiﬁi@)@“ﬁ: [KE%W% group5, KEAV1, thestEziMain, &

#HEIEAB6400s 1. HFETE FHEIEAB6400s

IAESHAL, HOETAES128, PFS DH i s AESHAL, AIEZAES128, PFS DH

i . D b - | Linux IPsectt i . hOEE 5 -
IPseciEs group5, SE&EHEI3600s {twtnux et IPsecHHs group5. ZaEHA3600s
N 5 — 2, BOENH [, N
NTIE 5 SR BEmEaErk | AIEET FEEE

BT — B e

BRI | 22222222 & BRI | 11111111
FHEPFR] | 192.168.222.0/24 R | 192.168.200.0/24

IRiBstrongswankR ARG, HEXECERIBEFEER . AnRfllAstrongswan 5.7 25RZA
A0, FHBstrongswanfELinuxERAE FHVPNECE o

LB HUTLATES, &&IPsec VPNE i,

yum install strongswan
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$IE3

LR

ZRZEITIRIERE “Y” , HI “Complete!” 1IZ2RENFERZEE, strongswanfIECE
HEFWE ., 1E/etc/strongswanBFEr, EcEIZRFERiEipsec.conffllipsec.secrets
SAHBRNAT

HATLA TS, FRIPvatEx .,
vim /etc/sysctl.conf

1. TR A

net.ipv4.ip_forward = 1
2. HITUTSS, FRARESHEN.
/sbin/sysctl -p
HITLAT S, EifliptablesficE, fIAXFfirewalls oiFEiEREA -
iptables -L
iptables -L
Chain INPUT (policy ACCEPT)
target  prot opt source destination
Chain FORWARD (policy ACCEPT)
target  prot opt source destination

Chain OUTPUT (policy ACCEPT)
target  prot opt source destination

PATLATa<, BEMHEER.
vim /etc/strongswan/ipsec.secrets

FEEEXHPIBININTAS:

22.22.22.22 11.11.11.11 : PSK "ipsec-key"

B Sopenswantfd, ESHMEBEETIE, PSKREEAKRE, BEHARXXNEIS.
HATLA TS, IPsecEiicE.

vim /etc/strongswan/ipsec.conf

FEREHPEINMNTHES:

config setup

conn strong_ipsec # TEMXIEEZFRIstrong_ipsec

auto=route # mli%iRadd. routeflstart

type=tunnel # FERFEER

compress=no # KiAEGE

leftauth=psk # EXARHIAIEFS T J9PSK

rightauth=psk # EXImIHAIES T /9PSK

ikelifetime=86400s # ikepHER AR EEA

lifetime=3600s # — R anEIER

keyexchange=ikev1 # ikeZE$H3HR T =0 AOhRAN

ike=aes128-sha1-modp1536! # IR R B E X ikef EREAFIgroup, modp1536=DH group
5

esp=aes128-shal-modp1536! # 1R iR E E Xipsech ER &L Ngroup, modp1536=DH
group 5

leftid=22.22.22.22 # ARimtRiRID

left=192.168.222.222 # AP, nattpSEiEESCRYFMLEIE

leftsubnet=192.168.222.0/24 # AR

rightid=11.11.11.11 # ImimtRiRID

right=11.11.11.11 # i VPN R XIP

rightsubnet=192.168.200.0/24 # I T

AR

R ZVPN{ERRIDH-groupXd R AIELAS ¥ RIS S A= VPNEREAYDH-groupXd RAILL 45
fIBs7? .
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EiERIERE

2 iEE Nz VPN 2#ifR

£ HITLATE<, BaiRS.

=L

service strongswan stop # XFRS
service strongswan start # FnIiRSS
service strongswan restart # BEEIRSS
strongswan stop # FERE

strongswan start # FFiEi&EiE
() #8e
RN ENREERRS, HEMFEIEE.

-

HWITLAT <, B iERERTE .

strongswan statusall
Status of IKE charon daemon (strongSwan 5.7.2, Linux 3.10.0-957.5.1.el7.x86_64, x86_64):
uptime: 5 minutes, since Apr 24 19:25:29 2019
malloc: sbrk 1720320, mmap 0, used 593088, free 1127232
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 1
loaded plugins: charon pkcs11 tpm aesni aes des rc2 sha2 shal md4 md5 mgf1 random nonce x509
revocation constra
ints acert pubkey pkcs1 pkcs7 pkes8 pkes12 pgp dnskey sshkey pem openssl gerypt fips-prf gmp curve25519
chapoly x
cbc cmac hmac ctr ccm gem curl attr kernel-netlink resolve socket-default farp stroke vici updown eap-
identity ea
p-sim eap-aka eap-aka-3gpp eap-aka-3gpp2 eap-md>5 eap-gtc eap-mschapv2 eap-dynamic eap-radius eap-
tls eap-ttls eap
-peap xauth-generic xauth-eap xauth-pam xauth-noauth dhcp led duplicheck unity counters
Listening IP addresses:192.168.222.222
Connections:
strong_ipsec: 192.168.222.222..11.11.11.11 IKEv1
strong_ipsec: local: [22.22.22.22] uses pre-shared key authentication
strong_ipsec: remote: [11.11.11.11] uses pre-shared key authentication
strong_ipsec: child: 192.168.222.0/24 === 192.168.200.0/24 TUNNEL
Routed Connections:
strong_ipsec{1}: ROUTED, TUNNEL, reqid 1
strong_ipsec{1}: 192.168.222.0/24 === 192.168.200.0/24
Security Associations (0 up, 1 connecting):
strong_ipsec[1]: CONNECTING, 192.168.222.222[%any]...11.11.11.11[%any]
strong_ipsec[1]: IKEv1 SPIs: c3090f6512ec6b7d_i* 0000000000000000_r
strong_ipsec[1]: Tasks queued: QUICK_MODE QUICK_MODE
strong_ipsec[1]: Tasks active: ISAKMP_VENDOR ISAKMP_CERT_PRE MAIN_MODE ISAKMP_CERT_POST
ISAKMP_NATD

HWITUU TS, LEHIPsecEPRRIVPC2HIENL .
VPC1 ping

ping 192.168.222.222
PING 192.168.222.222 (192.168.222.222) 56(84) bytes of data.

64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:

icmp_seq=1 ttl=62 time=3.07 ms
icmp_seq=2 ttl=62 time=3.06 ms
icmp_seq=3 ttl=62 time=3.98 ms
icmp_seq=4 ttl=62 time=3.04 ms
icmp_seq=5 ttl=62 time=3.11 ms
icmp_seq=6 ttl=62 time=3.71 ms
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FEE FAIES

=SB RIS 3 &Rig A= VPN
i Nz VPN
\ N\, .LIJ.I\
3.1 BE=IEPBSEIERES CCM 1IEERSSimIEH
IR
S EREER
s EEEsHar e O B, SERERE.
3 EREE L AREEE, E A > SIS VPN .
A EANSHA, BIE “ENSAERE > SUR-VPNRE” .
SIS B 4R\ ZVPNFISE” A A ASVPNRSE” A, SEARVPNRSERE
BIE0 “EERSE”
e 7F ‘RS S, BIRSHIBREN ‘OEIES , fERRERhaE * ST
B7 M CSTBSEEES’ NE.
ST 75 “SSLEBEIE” WE, BT “ HEES > HETE” | RERmerASate

15N O

HEERSHIEENER HEERMREERESERA .

% 3-1 LEERMREERSER

24 152H

PR TR ERRMREIES o

IEBRFR RFEEX.

= A= 1 EERISSLIER B EXIMAIEIIRE H .
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SR RIS 3 Big A= VPN
28 izl
WEHB S LA A 44528 ( @0Notepad++ ) 3T LAEIEPEAYCERTLCRTHE

XA, BIEBATEFIZELEL .

1ZEE “IRSZIFIEB--CAIER " HIFEAREES &,

WA
BRIIRSEURASES, JURBEEANANERIES, AELE,
IFB N 4iESEiBidEasy-RSABREIER ( RS IHFIZ PimttACAIE

#).
LRSIV E (IEE e .
IEFFATR LASZ A YRiERS (4Notepad++ ) FTHF EEIEBEAIKEYAETUAISL

%, BIBABEHRLLE .
X RSB IRIEFRFATR
EEIERFRAARSTUANE IEH LEE.

3-1EB L&

————— BEGIN PRIVATE KEY———

MIIEwQIBADANE gk qhlkiGY9wlBAQEFALSCEE cwggS jAzEAL o TBAGD W widaf JTLcEA
Oy IvExbiroe 4 9VER IOmi AhM=

————— END PRIVATE KEY-——-

(00 35488
IRSZIRIEBRICNLIRRIHZIE .
S| BEWE, TGS,
£ BEIHFIE, WAEBRESN “BEH" .
TR

3.2 j@lJ Easy-RSA BERIEH ( IRSSimFIE FinttA CAE
)

ISR
Easy-RSAR—MFFAGEBERTE, ATHMAPERASENFISE.
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FEIE FAIES

SR RIS 3 Kig A= VPN
ARBINBEWIndowsiRIER S H, @idEasy-RSABRKIFH, IRSIHINZFikitE
CAIEF . ARBIERBIEIFIRAEasy-RSA 3.1.7, REIIGMRAZ B A]gEFEE
%, BRESEERIESIHE,

BMESR

ok N

IRIBWindowsiZ{E &R %t FakEasy-RSAZZERZE “D:\” BET-

- Windows 32{i#{ER %, nILAT#EasyRSA-3.1.7-win32.zip,
- Windows 64{R{ER %, mILATEEasyRSA-3.1.7-win64.zip,
AR AZ ZEEasyRSA-3.1.7-win64 7~ .

v Assets 8

DEasyRSA-3.1.7-win32.zip 331 MB
PEasyRSA-3.1.7-win32.zip.sig 310 Bytes
€DEasyRSA-3.1.7-win64 zip 363 MB
DEasyRSA-3.1.7-win64 zip sig 310 Bytes
DEasyRSA-3.1.7.tgz

(DEasyRSA-3.1.7.tgz.sig 310 Bytes

[)Source code (zip)

[RSource code (tar.gz) Oct 11, 2023

fRIESE “EasyRSA-3.1.7-winb4.zip” EIEEBZR, W “D:\EasyRSA-3.1.7"7 ,
#HA “D:\EasyRSA-3.1.7" B&.

=i AN emdHHREIER, FTHHSITEO.

HATLATd<, 1E1TEasy-RSA

\\EasyRSA-Start.bat

RGBT TERMER:

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa' to call the program. Without commands, help is displayed.

EasyRSA Shell
#

HITLATE<, #IHRMPKITRE.
.Jeasyrsa init-pki
RGBT TEMER:

Notice

'init-pki' complete; you may now create a CA or requests.

Your newly created PKI dir is:
* D:/EasyRSA-3.1.7/pki

Using Easy-RSA configuration:
* undefined

EasyRSA Shell
#

WiTap<SfE, 7 “D:\EasyRSA-3.1.7” HIBRTEGIEMT “pki” BIEE,

BRETESH,

a. 1§ “D:\EasyRSA-3.1.77 BRTHRY “vars.example” XHEHIZE!
“D:\EasyRSA-3.1.7\pki” BT,

b. & “D:\EasyRSA-3.1.7\pki” BETH “vars.example” E&EA “vars” o
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10.

[MERT Y
ZRANZ “vars.example” HIEANSHEHTRE. MFEENSHE, KHERE
“vars” RIS EIE,
PATIAT a8, ERCAIEFR,
.Jeasyrsa build-ca nopass
REETUTEMUER:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CA]:p2cvpn.com # iZECAIEPZIR

Notice

CA creation complete. Your new CA certificate is at:
* D:/EasyRSA-3.1.7/pki/ca.crt

EasyRSA Shell
#
BECAIEBRETAA

- ERMCATEBSUAGERIE “D:\EasyRSA-3.1.7\pki” BRT.
RRBIRERANERS “cacrt” o

- HERHICATASBERATZIZAE “ D:\EasyRSA-3.1.7\pki\private” BHE T,
KRB ERLRIFATES “cakey” o

PATIAT <, ERFImIEBRETAR.

.Jeasyrsa build-server-full p2cserver.com nopass

() % R8
WS,  “p2eservercom” RIRFBIFIEBAICN, WRRIHZER, W “p2c-
server.com” . BULEEEERENTIEBSEIERS, BIRELRES.

RBEETRUNTELUER:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7/pki/vars

Using SSL:

* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

+ Frvvernt + +.+ Footot +

o0 M a0000000000600 TP oooo00000 ++++++++++++++H

B o o

S SO SN AP occ Pocorcoocond R0 ORI SURE SOPIE SUUPIC, JUUE SOPRUPIE. SO PRI OISO SOV 0 ORI SO ST S SO O SO SN
.......... FrreeFeF e bR R e PP
+ott et SO TN S IR IR T S Fotte Lt +ot Attt
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11.

Private-Key and Public-Certificate-Request files created.
Your files are:

* req: D:/EasyRSA-3.1.7/pki/reqs/p2cserver.com.req

* key: D:/EasyRSA-3.1.7/pki/private/p2cserver.com.key

You are about to sign the following certificate:
Request subject, to be signed as a server certificate
for '825' days:

subject=
commonName = p2cserver.com

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes  # i\ “yes” LA4#4E

Using configuration from D:/EasyRSA-3.1.7/pki/openssl-easyrsa.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cserver.com’

Certificate is to be certified until Sep 22 09:56:54 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Notice

Certificate created at:
* D:/EasyRSA-3.1.7/pki/issued/p2cserver.com.crt

Inline file created:
* D:/EasyRSA-3.1.7/pki/inline/p2cserver.com.inline

EasyRSA Shell
#

BERSIHIEPRETAB.

- ERRIBRSBIHIEBBIAGFHIE “D:\EasyRSA-3.1.7\pki\issued” BR T,
AR RHIIRSSIHIEBA “p2cserver.com.crt” o

- ERRIRSIHFASABHATERAE “D:\EasyRSA-3.1.7\pki\private” BR T,
AR AR RIRRSSIRFATESD “ p2cserver.comkey”

12. FUTLAT S, EREFIRIEBNEMA.

.Jeasyrsa build-client-full p2cclient.com nopass
(11 588

WaESHh, ERRIEBIGE (TN “p2cclientcom” ) RSRBHIEBRISS (M0
“p2cservercom” ) F—H.
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13.

RARTUTERMER:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

Private-Key and Public-Certificate-Request files created.
Your files are:

* req: D:/EasyRSA-3.1.7/pki/regs/p2cclient.com.req

* key: D:/EasyRSA-3.1.7/pki/private/p2cclient.com.key

You are about to sign the following certificate:
Request subject, to be signed as a client certificate
for '825' days:

subject=
commonName = p2cclient.com

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes # I\ “yes” LA4¥4E

Using configuration from D:/EasyRSA-3.1.7/pki/openssl-easyrsa.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cclient.com’

Certificate is to be certified until Sep 22 09:58:26 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Notice

Certificate created at:
* D:/EasyRSA-3.1.7/pki/issued/p2cclient.com.crt

Inline file created:
* D:/EasyRSA-3.1.7/pki/inline/p2cclient.com.inline

EasyRSA Shell
#

BEEFIREPBREFAS.

- ERNEFRIEBENATERIE “D:\EasyRSA-3.1.7\pki\issued” BR T,
ARBIRERIZEFERIERA “p2cclient.com.crt”

- ERIEFIRFASBENAERIE “D:\EasyRSA-3.1.7\pki\private” BR T,
AR AR RIE FPimFATEA “p2cclient.com.key” o
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3.3 i#1d Easy-RSA BEAIUEP ( RZinFlIEPin{ERAAE
CAEH)

R
Easy-RSAR— MHERANEREET R, ATFEBARPERINSEEHFIER.,
ARBINBEWIndowsiEERZH, BidEasy-RSAESKIEH, REZIHFIZEFiHRER
REICAIER . A RBIERRYEEIRAIEasy-RSA 3.1.7, REIFIRA Z B0 BEIF1E
=%, BINE2EEHIESIHE,

BMES R

1. RIEWindowsi@ERZ T aEasy-RSAZEGZE “D\” BHE .
- Windows 32{\#&{EE%, aILAT#EasyRSA-3.1.7-win32.zip,
- Windows 64{R{ER %, nILATEEasyRSA-3.1.7-win64.zip,
AL Ze2EEasyRSA-3.1.7-win64 9741 o

v Assets 8

@EasyRSA-3.1.7-win32.zip 331 MB
DEasyRSA-3.1.7-win32.zip.sig 310 Bytes
DEasyRSA-3.1.7-win64 zip 363 MB

€DEasyRSA-3.1.7-winb4 zip sig

DEasyRSA-3.1.7.gz

(DEasyRSA-3.1.7.tgz.sig 310 Bytes

source code (zip)

[Source code (tar.gz) Oct 11, 2023

BRIE4E “EasyRSA-3.1.7-winb4.zip” EIFEBR, a1 “D:\EasyRSA-3.1.7" ,
HA “D:\EasyRSA-3.1.7” BZ.

A= AN emdFHREIER, FTHEGSITED.

HATIATa<, 1ZfTEasy-RSA,

\EasyRSA-Start.bat

REBTNTELUEE:

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

vk W

Invoke './easyrsa' to call the program. Without commands, help is displayed.

EasyRSA Shell
#

6. HITLATE<, ¥IIRHPKIAER,
.[easyrsa init-pki
RRETTUTRUER:

Notice

'init-pki' complete; you may now create a CA or requests.

Your newly created PKI dir is:
* D:/EasyRSA-3.1.7/pki

Using Easy-RSA configuration:
* undefined
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EasyRSA Shell
#

HiTa<fE, 7 “Di\EasyRSA-3.1.7" MBRTBzhER T “pki” RIS,
==
a. Y% “D:\EasyRSA-3.1.7" BRTHY “vars.example” X{FEEHIF|
“D:\EasyRSA-3.1.7\pki” BE T,
b. ¥§ “D:\EasyRSA-3.1.7\pki” BRTH “vars.example” E&pZl “vars” ,
(%88
BiNZ “vars.example” FHIARNSHERTEE. ITEENSHIE, KHRE
“vars” IS EE.
4 R BRSS IRCAIEIAIE R EFASR
a. EFIBEMBEN “EasyRSA-3.1.7" XHRZE “D\” BRT, HEHS, W
“EasyRSA-3.1.7 - server” ,
b. #HAN “D:\EasyRSA-3.1.7 - server” BHZ,
c. 7E “D:\EasyRSA-3.1.7 - server” B3Z{43Erh, Hbiiti<ehigi AemdFHZEZE
i, HIHHSITED,
d. HIFLAT®S, BfTEasy-RSA,
.\EasyRSA-Start.bat
E@rBETRUTERUEE:

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa' to call the program. Without commands, help is displayed.

EasyRSA Shell
#

e. WITLATEGS, EAIRSIHCAILES.
./easyrsa build-ca nopass
[MERY:

FLLAsSERLH, [Easy-RSA CAIFRZEIRERSIKRCAIERZMR, FIa0:
p2cvpn_server.com,

REETUTRLUER:

Using Easy-RSA 'vars' configuration:

* D:/EasyRSA-3.1.7 - server/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
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10.

For some fields there will be a default value,
If you enter ', the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CA]:p2cvpn_server.com # i&
BIRSBIFCAILBER

Notice

CA creation complete. Your new CA certificate is at:
* D:/EasyRSA-3.1.7 - server/pki/ca.crt

EasyRSA Shell
#

BEERSIHCAEBREFAA.
- ERRIBRSSIRCAIEBENMAZMAE “D:\EasyRSA-3.1.7 - server\pki” BFTo
NI AR RIRRSSIRIER A “cacrt”

- ERRIBRSSIRCATASBERAERMIIE “D:\EasyRSA-3.1.7 - server\pki\private”
BRT.

RRBIREREHIBR S IRFASEA “cakey”
PUTLAT S, ERBRSFZIRIEBREFAH.
.Jeasyrsa build-server-full p2cserver.com nopass
(MEEY::
Lasseh, “p2eservercom” RIRFZIFIEBHICN, HAREEZER, BULEEETE
ARIEBSEERS, BRIELINES.
REBTNTELUEE:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7 - server/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)
B T S O T T T T I R o e I ST S o b o

+++
TR T N TN i i I o SV O SO R S
+++++

o S O DR .t .t S S S S O S +otF e + +....
+ +..+ ot oo A

Notice

Private-Key and Public-Certificate-Request files created.

Your files are:

* req: D:/EasyRSA-3.1.7 - server/pki/reqs/p2cserver.com.req

* key: D:/EasyRSA-3.1.7 - server/pki/private/p2cserver.com.key

You are about to sign the following certificate:
Request subject, to be signed as a server certificate
for '825' days:

subject=
commonName = p2cserver.com

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes # i\ “yes” LAgx4E

Using configuration from D:/EasyRSA-3.1.7 - server/pki/openssl-easyrsa.cnf
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11.

12.

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cserver.com’

Certificate is to be certified until Oct 6 03:28:14 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Notice

Certificate created at:
* D:/EasyRSA-3.1.7 - server/pki/issued/p2cserver.com.crt

Inline file created:
* D:/EasyRSA-3.1.7 - server/pki/inline/p2cserver.com.inline

EasyRSA Shell
#

BERSIHIEBRETAR.

- SERRIRSIHIEBBIAERIE “ D:\EasyRSA-3.1.7 - server\pki\issued” B#
THY “issued” XHFEH,

RRBIPERHIIRSIHIERA “p2cserver.com.crt”

- ERHIRSSIHFASABHATERAE “D:\EasyRSA-3.1.7 - server\pki\private” B&
T8 “private” {43,

ARBIFRE R RIRRSS imFASE D “ p2cserver.com.key”

4R E FimCAIERBIAMEREFASE

a. EFFRESEERY “EasyRSA-3.1.7" X&kZ=E “D\” BRT, HEHZ, W
“EasyRSA-3.1.7 - client”

b. #N “EasyRSA-3.1.7 - client” B,

c. 7E “EasyRSA-3.1.7 - client” RIS{F3H, Hhi=rhig AemdFHZEIZFE#E,
FIFa<S1TEO.

d. BITLAT®<, izfTEasy-RSA,
\\EasyRSA-Start.bat
EBRETUNTELUEE:

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa’ to call the program. Without commands, help is displayed.

EasyRSA Shell
#

e. HITLUATESS, EEFiRCAIES,
./easyrsa build-ca nopass
RERTNTRUEE:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7 - client/pki/vars

Using SSL:

* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)
A+

LA 0 N U O U SN O SO N B T T T o
b L a— e+

+ + +..t L R S S S SO ST IR SOV SR S +++++++H++
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13.

14.

+4* + + + +4.+ ottt +oto oA

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CA]:p2cvpn_client.com #1i&
BEFIFCAIEBEMR

Notice

CA creation complete. Your new CA certificate is at:
* D:/EasyRSA-3.1.7 - client/pki/ca.crt

EasyRSA Shell
#

BEEFIRCAIEBREFASR.

- ERHEFIRCAIEBIUAGFERIE “D:\EasyRSA-3.1.7 - client\pki” BRT.
ARBIPERNERIRIERA “cacrt” ,

- ERRIZEFIRCATASEERAERAE “ D:\EasyRSA-3.1.7 - client\pki\private” B
=4l
RRBIPERNEFiRFATE “cakey” .

PATLA TS, EREFIRIEBREAA.

.Jeasyrsa build-client-full p2cclient.com nopass

(MEEY::

tbap e, BRIRIEBNEGSE (I “p2cclient.com” ) MSHRSIHIEBIGHS (10
“p2cservercom” ) F—%,
RBETNUNTERLUER:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7 - client/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)
B o B I e o +ottt +.4. I IO S 8

T B

++++

Private-Key and Public-Certificate-Request files created.
Your files are:

* req: D:/EasyRSA-3.1.7 - client/pki/reqs/p2cclient.com.req

* key: D:/EasyRSA-3.1.7 - client/pki/private/p2cclient.com.key

You are about to sign the following certificate:
Request subject, to be signed as a client certificate
for '825' days:

subject=
commonName = p2cclient.com
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15.

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes

Using configuration from D:/EasyRSA-3.1.7 - client/pki/openssl-easyrsa.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cclient.com’

Certificate is to be certified until Oct 7 11:19:52 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Notice

Certificate created at:
* D:/EasyRSA-3.1.7 - client/pki/issued/p2cclient.com.crt

Notice

Inline file created:
* D:/EasyRSA-3.1.7 - client/pki/inline/p2cclient.com.inline

EasyRSA Shell
#

BEZFImIEBFAH .

- ERIEFIHEBBIAERAE “D:\EasyRSA-3.1.7 - client\pki\issued” B&
To

ARBIRERIIZERIRIERA “p2cclient.com.crt”

- EREFIRFASABHUATERAE “D:\EasyRSA-3.1.7 - client\pki\private” E3
To

AR REHIZ PURFASE “p2cclient.com.key” o

4 BB ESERIRS CCM WLiEH

{

=
n0on

T

i

1)
=]

LYRFEM

BIEL R

RFRRECATMMBISES . BELIERRESS, HALBEZIERSEERSWTIE
B XIFRNWLRSHRNZFRIES, B IFRRWSLIRSREEFmES.

B ZIERSEERRSWIRS I, FEEZF iR E X 4RSS HRIED

SESH

TOSERRSSIHIES

a. BRCMEEHISE.

b. MAESSLIEH.

c. ERIESSLIER.,
NFEBESERRSWIAIEREBtE, TEFRE.

d. TEIRES.
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e.

o WL

?-’

an o

REMRIES .

BHRIEBIAN A GRIEEE (@Notepad++ ) $JFF, S4IPBRARTIZFiFEE
NP ERCAEREHE, EEFinbeENHPENKRSIRRIEBRIS NS
EUMIRRRSSLIEPHERTE?

LIRS IHRIE AN R

<ca>

</ca>

EFiFIEH
ERCCMEEHIA
TISESSLIEH .
FRIESSLIFH .
TESSLIES.
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