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AFR VPNEZRIETR, vpn-002
W) %IP TEIRVPN X E48ERIEEIP2, 2222
KigpgiEzd | VPNRIXAITunnelf%EIPHBLE . 169.254.71.2/30
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WimbEEEO | ik <AITunnelfEE|PHBLE 169.254.71.1/30
ik
----45TR
1.1.1.3 AR FEHZEMIR(EL TR

BELR

$E1 BRARBHBEERE.

T2 HEARFME.
<AR651>system-view

$],3 EEAMEOIPHELL
[AR651]interface GigabitEthernet 0/0/8
[AR651-GigabitEthernet0/0/8]ip address 1.1.1.1 255.255.255.0
[AR651-GigabitEthernet0/0/8]quit

HIR4 RERIARH.
[AR651]ip route-static 0.0.0.0 0.0.0.0 1.1.1.254
Hep, 1.1.1.254J9AREEHEE AR IPRIMI KL, iEIRIBSLIRE R .

S5 BoEVPNRIKEEIP/EEIP2EIARIEHEEAIEEHIES
[AR651]ip route-static 1.1.1.2 255.255.255.255 1.1.1.254
[AR651]ip route-static 2.2.2.2 255.255.255.255 1.1.1.254

e 1.1.1.2/2.2.2.29VPNMXHIEEIP. FEEIP2,
e 1.1.1.2549AREEFZE /I PHY MY bk .

L6 FESHA-2BEFBRFCINERIAINEE
[AR651]IPsec authentication sha2 compatible enable
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TBT BEIPsecZEIRI
[AR651]IPsec proposal hwproposall
[AR651-IPsec-proposal-hwproposal1]esp authentication-algorithm sha2-256
[AR651-IPsec-proposal-hwproposal1]esp encryption-algorithm aes-128
[AR651-IPsec-proposal-hwproposal1]quit

S8 BEBIKERSIRIN.
[AR651]ike proposal 2
[AR651-ike-proposal-2]encryption-algorithm aes-128
[AR651-ike-proposal-2]dh Group14
[AR651-ike-proposal-2]authentication-algorithm sha2-256
[AR651-ike-proposal-2]authentication-method pre-share
[AR651-ike-proposal-2]integrity-algorithm hmac-sha2-256
[AR651-ike-proposal-2]prf hmac-sha2-256
[AR651-ike-proposal-2]quit

T BCEIKEXTHFR,
[AR651]ike peer hwpeer1l
[AR651-ike-peer-hwpeer1]undo version 1
[AR651-ike-peer-hwpeer1]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer1]ike-proposal 2
[AR651-ike-peer-hwpeer1]local-address 1.1.1.1
[AR651-ike-peer-hwpeer1]remote-address 1.1.1.2
[AR651-ike-peer-hwpeer1]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer1]rsa signature-padding pss
[AR651-ike-peer-hwpeer1]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer1]quit
#
[AR651]ike peer hwpeer2
[AR651-ike-peer-hwpeer2]undo version 1
[AR651-ike-peer-hwpeer2]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer2]ike-proposal 2
[AR651-ike-peer-hwpeer2]local-address 1.1.1.1
[AR651-ike-peer-hwpeer2]remote-address 2.2.2.2
[AR651-ike-peer-hwpeer2]rsa encryption-padding oaep
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[AR651-ike-peer-hwpeer2]rsa signature-padding pss
[AR651-ike-peer-hwpeer2]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer2]quit

HEX A SHBAI T :

e ike peer hwpeer1. ike peer hwpeer2: XFRFERVPNIERE,

e pre-shared-key cipher: FAHZEZ4H,

e local-address: ARFEHHZEHYZNMIMELIL

e remote-address: VPNRJFZHIZEEIP, FEEIP2,

BoEIPsecREHELS,

[AR651]IPsec profile hwpro1
[AR651-IPsec-profile-hwpro1]ike-peer hwpeer1
[AR651-IPsec-profile-hwpro1]proposal hwproposall
[AR651-IPsec-profile-hwpro1]pfs dh-Group14
[AR651-IPsec-profile-hwpro1]quit

#

[AR651]IPsec profile hwpro2
[AR651-IPsec-profile-hwpro2]ike-peer hwpeer2
[AR651-IPsec-profile-hwpro2]proposal hwproposall
[AR651-IPsec-profile-hwpro2]pfs dh-Group14
[AR651-IPsec-profile-hwpro2]quit

AeE REbREREO .

[AR651]interface Tunnel0/0/1
[AR651-Tunnel0/0/1]mtu 1400
[AR651-Tunnel0/0/1]ip address 169.254.70.1 255.255.255.252
[AR651-Tunnel0/0/1]tunnel-protocol IPsec
[AR651-Tunnel0/0/1]source 1.1.1.1
[AR651-Tunnel0/0/1]destination 1.1.1.2
[AR651-Tunnel0/0/1]IPsec profile hwpro1
[AR651-Tunnel0/0/1]quit

#

[AR651]interface Tunnel0/0/2
[AR651-Tunnel0/0/2]mtu 1400
[AR651-Tunnel0/0/2]ip address 169.254.71.1 255.255.255.252
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[AR651-Tunnel0/0/2]tunnel-protocol IPsec
[AR651-Tunnel0/0/2]source 1.1.1.1
[AR651-Tunnel0/0/2]destination 2.2.2.2
[AR651-Tunnel0/0/2]IPsec profile hwpro2
[AR651-Tunnel0/0/2]quit
EXapSIHEBINT:

e interface Tunnel0/0/1. interface Tunnel0/0/2: FAEEVPNIEEITAAYTunnelf%
\%o

AR, Tunnel0/0/13%3RZVPNRIFEEEIPPRFERIVPNIESRS; Tunnel0/0/23%d Rz
VPN EEIP2ERERIVPNIERE

e ip address: AREEHIZEAYITUnneliZOEdL
e source: ARIEHIZERY/MIELE,
e destination: VPNMRIFEEIP. FEEIP2,

FCENQA,

[AR651]nga test-instance IPsec_ngal IPsec_nga'
[AR651-nga-IPsec_ngal-IPsec_ngal]test-type icmp
[AR651-nga-IPsec_ngal-IPsec_ngal]destination-address ipv4 169.254.70.2
[AR651-nqga-IPsec_ngal-IPsec_ngal]source-address ipv4 169.254.70.1
[AR651-nqga-IPsec_ngal-IPsec_ngallfrequency 15
[AR651-nga-IPsec_ngal-IPsec_nga1]ttl 255
[AR651-nga-IPsec_ngal-IPsec_nga1l]start now
[AR651-nga-IPsec_ngal-IPsec_ngal]quit

#

[AR651]nga test-instance IPsec_nga2 IPsec_nga2
[AR651-nga-IPsec_nga2-IPsec_nga2]test-type icmp
[AR651-nga-IPsec_nga2-IPsec_nga2]destination-address ipv4 169.254.71.2
[AR651-nqga-IPsec_nga2-IPsec_nga2]source-address ipv4 169.254.71.1
[AR651-nga-IPsec_nga2-1Psec_nga2lfrequency 15
[AR651-nga-IPsec_nga2-IPsec_nga2]ttl 255
[AR651-nga-IPsec_nga2-IPsec_nga2]start now
[AR651-nga-IPsec_nga2-IPsec_nga2]quit

HEXASEBRII T :

e nga test-instance IPsec_ngal IPsec_ngal. nga test-instance IPsec_nga2
IPsec_nga2: NQAZR,
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AR, IPsec_ngalXdRzVPNRIEEEIPERFERIVPNIESRE; IPsec_ngqa2XtRzVPN
X FEEIP2FTTEAIVPNIER o
e destination-address: VPNMFEHITunneldsZ Ottt
e source-address: ARIEHIZEAYTunneliZEOiEht,
FB13 EEFHSIRHEEINQATNEE,

[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/1 track nga
IPsec_ngal IPsec_nqgal

[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/1 track nga
IPsec_ngal IPsec_nqgal

[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/2 preference 100 track
nga IPsec_nga2 IPsec_nqga2

[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/2 preference 100 track
nga IPsec_nga2 IPsec_nqga2

BXSEBI T

192.168.0.0/192.168.1.0: VPCAixmFM ,

- B FREESAIMIACEREAtrack nqa.

-  [E—%a<$H, TunnelxflIPsec_nqaxXEEREF—%VPNER.
preference 100: FREA{LSER, FAECEFIAII60,

ZKtTTTWUEF', MEMEEVPNIEEEIPERERIVPNIERE; FHRVPNIEZEANGEE
I\o

MRFERENBRERESE—F, BIRHSERN, WFEZMRRpreference

et

1.1.1.4 £55R560IF

RASHHfE, EBVPNERRS.

- fTh=
TR EEAMLE > BIMR-VPNIERE” , MRVPNIEERESETHEE.
- ARE“EEI”“
i%E1E “B% > VPN > IPSec > IPSecRIEEIR” , MEVPNIERBRIKEETH
“READY|STAYLIVE”

ﬁHF'%ﬁE@L}WHE%a%%D“bePC?H W A IRSS 25 A LAME B Pingi@

1.1.2 BGP IRHR=(

1.1.2.1 $£(E55|
nSihd
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R ARPEHIER VPNEIE VPC
FR1:172.16.0.0/16 Fp1 : 192.168.0.0/24

FF2 1 192.168.1.0/24

KIHSE TUAARKEHZEEIPHBLE S 2961, VPNRIKEAXNERTL, FEIP. FEIP293 5!
FiZz|PHBLE BIFE— SR VPNIERS

R5IRE
VPNFIARBEHZESIFINAEE L. IIBGEEZEFEES, BRFRCIEBIEEI iR RISES
BRF—H
R
% 1-7 HENK
B S¥IR ARIZHZEHRN 61 L A=KTBI
VPC F 172.16.0.0/16 192.168.0.0/24
192.168.1.0/24
VPN | PIEIP 1.1.1.1 (AREEHZE LT | EEIP: 1.1.1.2
PIEIGEO/0/89#=HIP) FEIP2: 2222
BEFM | - 192.168.2.0/24
BGP ASN | 64515 64512
VPNiEZE | BB | e tunnell: e tunnell:
it 169.254.70.1/30 169.254.70.2/30
e tunnel2: e tunnel2:
169.254.71.1/30 169.254.71.2/30

IKESRHAS o fRA: v2

o JAIEEX: SHA2-256
o fNZE;E: AES-128

e DHE&Ej%: Group 14

o HasfEHA (%)) : 86400
o RKimkriR: IP Address
e XJiwkriR: IP Address
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IPsecZREg | @ INIEEER: SHA2-256
o fNZZEi%X: AES-128
e PFS: DH group 14
155&?1)}1)‘(' ESP
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BAERE
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EEEEES AR WebBERHE
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F | EHERE | TT 15iBA
=
1 | EEEHE | SIEVPNRIX VPNRIEFEEBHIEFMANEIP/EAH O M
IP,
WNRBRDLEMISLEIP, Ttk aTAEE4p
E{FH,
2 BlEERT RIS ANINAREEFHERE S RTUR MK o
3 BIZEEE—VPNIE | VPNRIKHIEEIPFIRS iR X HEE—5
= VPNiE#E,
4 BIEESE"EVPNIE | VPNRSEAYZEEIP2FOXT U LR E — 5%
= VPNiE#E,
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EiERIERE
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F | EHERE | T8 izl
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5 | ARGp<SECE | AREBHZEMIR(ESL | o ARIRHIZEMIARIREXIERE O/ iREE

M| B EEOMNIEEFVPNNXE JiEG
[Ty
o ARIZHIZAVEIZE . MEZ=ZE.

IKE/IPsecEREE B EFVPNIEZE &R
.

6 |- LEERIOUE HiTpingdis, WIFMNBHEEER.

1.1.2.2 =iEFISIREL R

BITESM

= EVPCREFREZRBIZETM -

BIEL R

FeEVPNRIE

EREHNTEREHS

R WS > EINE RN o

1. &% “EIEANE > BUAR-VPNRX” , BE “Uhm ARVPNRIK” AITTE
5, BEE ‘IS ARVPNRX” .

2. RIEREIETEESH, $& ‘AL .

VPNRIZX K HESERAFANZR VPN KR SERAFR . LMY KBS HHT
inAE, IERESHIBFRITROA,

= 1-9 VPN MEXES R

S yizl:lz] BESH
B VPNRIKAIBFR vpngw-001
XBEL | &R CEIAAETR . EIFAB =
EFAE | BEREAFTENAPHIEROEEN vpc-001(192.168.0.
= VPC, 0/16)
BEFMN | BFVPNREAEPEIEFORIVPCE(S, | 192.168.2.0/24
IBRRERI BB FNFEEIN R LTS
EoHYIPHbLE
KigFR | EERIRVPCEESHFEIEF.OVPCEIER | 192.168.0.0/24
FM. 192.168.1.0/24
BGP ASN | BGPEIBEHR S, 64512
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SR RIS 1 W NZ VPN 1l RR
2 Lol BES#
HAZEZ( FEFEEVPNRIKRI TEETC, BGE

FEIP VPN AN PR OBERIAMIPT, | 1.1.1.2
FEIP2 VPN AN PR OBERIAMIP2, | 2222

;A BEXTIRRIX .
1. EE REIERRE > BAR-XiwMX” , BE “IEMNmENX” .
2. RIERERTEESH.
X K SEBRNZR Xiw MK SERBRFR .

& 1-10 XJixMKX SR

e 5iEA NESH
BFR X RI KHI B TR cgw-ar
tRIR I “IP Address” , FHBIAAREEHZS | IP Address
B9 kI PHELIE 1.1.1.1
BGP ASN ARIEHIZEHIBGPEIA R A SHI . 65000

$£B5 BEVPNIERE,
ANFET, ARIEHZESVPNFEEEIP, EEIP2H BB —VPNIERE,
1. %R “ENERMLS > PAAR-VPNIERE” |, Bd “QUEBVPNIER .
1. BUEEE—RVPNER,
VPNIERESEIRBFINZER F—RVPNIEZESEHBEAT

% 1-11 £—5% VPN iEE256R 08

2% 1588 BESH
BAFR VPNERZRIETR vpn-001
VENTES ITEIRVPNR K vpngw-001
pgx1P ERVPNRIX E4BERIEEIP, 1.1.1.2

X ity PO S RS IR cgw-ar
EEER & “BGPEEHIER” BGPHEHIETU
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100.64.0.0/10, 214.0.0.0/8,
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- Bzipie
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T ==4H . OB KISEZNTAREZIAEER | BRELGIRE
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EIERIERE

1 35 A\Z VPN 1RUVhR

e

ol

BESH

RERECE

EBEX%E’\J%H%EEE?E%@%—

- IKESSES
= pRA: v2
" JAEEE:
SHA2-256

. EEE:
AES-128

= DHE&EIXL: Group

14

= Sen/EHER
(%) : 86400

= KimgtmR: 1P
Address

= YJumtRIR: IP
Address
- IPsecZRHEg
NEEE:
SHA2-256

" InEmEL:
AES-128

® PFS: DH Group

14
" (&Y ESP

" fEas/EHA
(%) : 3600

2. BIEFE”HRVPNERE,

MERiTY:):

LEAMXISFIE— R VPNIEER B RS EHI TR, RIRNRSHENFE—FRVPNIEE

RIEF—

% 1-12 5% VPN EIZS HG5ER

e i8R BESH
BAFR VPNEZAIETR vpn-002
FES2 ERVPN X E4BERIEEIP2, 2222
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EERIEE 1 ¥ A Z VPN 1RAlhR
S ol BESH
Eﬁﬂﬁﬁ}ﬁu VPNRIFEAITunnelB%iE| Pt . 169.254.71.2/30
ﬁiﬂﬁ;ﬂﬁiﬁ}%u XFUHRI AT TunnelBEE | PitbhL 169.254.71.1/30

1.1.2.3 AR BRHEMHR(FL B

HIESRY

o CEEREAREH: LITAMMO: GE0/0/8, AMIPRRIRA1.1.1.1,
o CECEARIBHEE FTFAMMO: GE0/0/1, FAMIPIRIZJ9172.16.0.1,

BESR
SB1 BERARKEHBEWHEERRE,

ItEAELAARG5T V300R0T19C13SPC2005961, ARIREES . RAERAAIWebEIERME
OReFAER, BRENBUNMREES . RERAImXIENE,

FE2 REEMIRE.
EE Bk > IPUSS > BRH > FHSISMECE > IPv4 5H5I8H7 , DAIESEIEEIP,
FEIP2RIEFSIRHBERGE, BE “iFN° , XESHEENE #SBREENT.
1-5 ESIRHAECE

o

BEEE EEREES AFSHREES

@ IPvAgsssiad  ARISHERIVPNRIXEEIPAIESEEH

EERERE
* EB9IPHsaE I I - * FRIER
VPNE :
T8t 1.1 . 1, 25 @ ARBHZEQRIRXM, SRETFES. #E0: GigabitEthernet0/0/8 X
ek fi
I

L]

FEET BEREES S EEES

(@ IPvAERSEEEH  AREHBZEEIVPNRIXEEIP2rY=5EH

BEREERE

= ERIIPHBIE 2 .02 .2 .2 * FRIHEG

VPNEER) :

T8 1.1 . 1 . 254 @ AREBHZELFRRXLE, FRBIRES. H20 GigabitEthernet0/0 X
el [
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REHAE FAES
EiERIERE 1 A VPN fR\lhR

£I3 FFtunneliEO,
1. %EEF ‘B > BOSE > ZEEN7
2. EER MunneliEzO, FRESS tbF$$ “An .
ZESHEEUNE tunnellEOEERT.

1-6 tunnel EOEE

@ 2
BEERE BEERE
= R, LoopBack Tunnel E=nEp LoopBack Tunnel
* E&FS: 1 * 20H%S:
< IPMEEE/AEIB: 160 L 254 . 70 . 1/ 255 . 255 . 255 . 252 “IPHEAE/RES: 69, 234, 71, 1/ 255, 255, 255, 252
O SR
EEEs IPSec EEE IPSec
* Ehhik GigabitEthernet0/0/8 « B GigabitEthernet0;0/8
Bt : .1 01,2 Bttt : 2,02 .2 .2
VENZR) : - none - VPNEZRI : - none -

=i ]

FIB4 BLEVPNIEE,
1. IR “B4% > VPN > IPSec > IPSecRAR=TE”

2. EREFmMtunnelfYIKESREE. IPSecsklg, %ﬁ_téﬁﬁﬂﬁﬁﬂl F—XVPNERZED
B. B F"&VPNEZE SR,

AR
- 7|<FHIKEV1J_1TIPSecT7}ﬁEj WNRFFEB IR EBATECE R0, NFEERiRERXA
muiﬁ_ﬂjﬂ] BE o

- RAIKEV2ITIPSectifld, BB REEMMEREN0, NXAARIHREEITINEE.
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EERIERE

IR Z VPN 1RdlhiR

1-7 —% VPN EEEE

IPSecHRERE

* IPSeciEREERR

IKES=ECE
IKERRE :

WIEAR :
ESE

DHERS:

O IPSecemEE

=g
ESPIAESS. :
HE:

SHAETESE

© =R

FRBHIA .

RERAEE

HENEREED) «

DPD{SETT ) :

DPDEH :
DPDZHARTANFE) :
DPDE(FRE :
PRF:

PFS:

IKE SATFZEETEIFD) «

IPSec SAELSL:

ar-to-hwvpn-01

v1&wv2 vl v2

RSAZIFIES

SHA2-256

EEE ekt

8

PRF-HMAC-SHA2-256

Group14

86400

= BOE%R:

=

FHEEE:

IEESE

E=-ca-b ]

ESPIIZESE

DPDIESTEAIIR

DPDE(EHERERE) :

Tunnel0/0/1

AES-128

HMAC-5HA2-256

AES-128

notify-hashls:
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EERIERE
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1-8 3522 VPN &8

IPSecERRRE
* IPSecE=EERR ar-to-hwvpn-02 = EOEM:
@ IKEpzEE
IKEA - Va2 vi v2
NEST FEtEER RSASIFER =T
INEESE: SHAZ-256 e :
DHERS : Group14 FEEERIA
ESP
SHA2-256 ESPIIEE:E:
EET ST
[
IPaEiE E=2
86400
DPD{EEREIEHrE) :
DPDERY : RRAtE = DP DI :

DPD==RRTAEE) : 30 DPDEFAEE) :

DPDEREL:

PRF: PRF-HMAC-SHA2-256
PFS Group14
IKE SATEREEIIENES : 86400
IPSec SABHAET : 3600
843200 @

H$I®5 ELEBGP,
1. &R ‘B > IPLSS > IBH > shSIRHECE > BGP” .
2. ¥ “IBEIBGP” IHERFRIRE,

Tunnel0/0/2

AES-128

HMAC-SHAZ-256

AES-128

notify-hashils

15

“ASS” BLENARIEHZEAIBGPEIARAS

3, “IBM=SID” ECEJIARIRHSE MTRARMORIM KN, S8 “NAE" .

3. EcEBGPME, XKESHECEINE BGPLEEEF .

1-9 BGP SBEACE

 sEEs @

HERE
* SBEIP 169 . 254 . 70 . 2 = SBEASS
=k B :
EBGPERRIBAME: 255 STAE:
eoulil
CE: =51 -
EERE
= SREIP 169 . 254 , 71 2 SIEASS :
a8 i :
EBGPEEREATRAREN: o255 EFENIE:
&0

64512
Tunnel0/071 = 2
64512

Tunnel0/0/2 = =3

4. EERHESIN, £ “BHRSINRE™ K “HNEE” BtEX “Direct”

s
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1.1.2.4 £ERIIF
o  AHSHHE, BEVPNERIAE.
- ERE
WEIR “ EBIE ML > BAAR-VPNERE” | FRVPNIEERSERAES .
- ARERHRSE

EE “BYR > VPN > IPSec > IPSecRIEEIR” , MRVPNIERIKSERH
“READY|STAYLIVE”

o  FAPHEHORRSRINENTVPCFRMARIRSS2EAI LAEEPINgIE .

1.1.3 SREBEL

1.1.3.1 $£(Ei55|

h=A
VPN X181 SR B AR UG 152 0 ARER FREEHY ER BY 2 P N ] BREYZE BRI o
1-10 BREYZH Y
sEchils ] wnz
e il EEIP: 1112
JE— G e —&
—= ahe ) EEIP2 £ 2.2.2.2
BriER ARBSHIZE VPN VPC
F1 ;1721600416 FE1 0 192,168.00/24
2 1 192.168.1.0/24
AiH=TLAAREEHESRIPHBE S 2= 96, VPNRISRAXGEETL, FEIP. EEIP2535!
FlizIPHENEBUFE— SR VPNIERS .
YR SIRE
VPNFIARESHZEIFHVAER L. BT EFEER, BRFRCIEIEENMinRISE
BEREF—E0
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% 1-13 HUEMY)
S S¥IN | ARIBHERIEI HER=ERITE
VPC M 172.16.0.0/16 e 192.168.0.0/24
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[
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IPseczk | o IAIEEL: SHA2-256
Bt o NZE;L: AES-128
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BRIERE
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3 BIEE—RVPNE
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4 SIS —RVPNIE
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VPNIZEZE,

F_RVPNIEZRIEEER . TIHE®
$A. IKE/IPseccREESEINFNE—5VPNIEE
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o ARIEHIZEAIARIRFEERE OMBlE/XTimkE
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%_ﬁo
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£ BFREATSIERHE.
IR EIR K > BINERAMNS”
FIE3 BEVPNRI,
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2. RIERERTEESH, BE ‘URAWXL” .
VPNRIX K HESERAFANZR VPN KR SERAFR. AN KBS EHTT

inAE, IERESHBFRITROA,
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EBiERIERE
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2= 1-15 VPN XX ESE07A

S izl BESH
BAFR VPNRIZRIEFR vpngw-001
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= VPC, 0/16)
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IBRFREFI BB FNEEIN R LTS
B9 PHbLLE .
KigFR | EEARVPCEESHPEIEF.OVPCEER | 192.168.0.0/24
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HARESS, EEEVPNR XA TIEER . PASES
FEIP VPNRIZFIFE P IR OBERNAMIPT, | 1.1.1.2
BEIP VPNRIXFNPEIEHOEBEAIARIP2 2222

HIRA BEXJIRRX

1. 1%F “RIEANE > DAR-IHEMX” , BE “IERMX”

2. RIERERREESH.
X KSR R XiwM K SERBEFR

= 1-16 XimMX S5

e 5AH NESH
BAFR X KHIEFR o cgw-ar
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BGP ASN AREHIZEAIBGPEIAR A SHI . 65000

$IB5 ELEVPNIEE,

KIZET, ARIBHSESVPNRFEIEEIP., FEIP29RIGIE—ZVPNIER,
1. EF “ENERANE > ®IhR-VPNIEE” , BE “QIEVPNIEE .

2. BIEFE—RVPNERE,
VPNIEZSHIRBINE F$—RVPNEZESEIRBFR.
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TR R REELT o SRESIET
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MHEZER. | RPN XEENESEERRE | BRELRE

AR RIE—,
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ElERIERE
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2% i)z BES#
RISECE OB X IBR RSB E EERIF— - IKESERE
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= pRA: v2

" JAEEE:

SHA2-256

" NEEx:

AES-128

IPsecsERg

DH&EGXL: Group
14

S anEHA
(%) : 86400

KigtriR: IP
Address

SHimFriR: 1P
Address

NEEE:
SHA2-256

INEEE:
AES-128

PFS: DH Group
14

&Y ESP

S anEHA
(%) : 3600

3. BESE_RVPNEESH,

MERTY:):

LEAMXISFIE— R VPNIERE B RN SEHITIRE, RIZNRSHENFE—FRVPNIEE

RIEF—
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REHAE M

EiERIERE

&
1 35z VPN 1RUVhR

1.1.3.3 AR BEHIZEMIR(EL T

BUESS

o CHEEARKEHZEWANOIPHELE: GE0/0/8, ~MIPHELHERIZS1.1.1.1,

o CHECEARIRHSELANOIPHELE: GE0/0/1, FAMIPHBLHERIR172.16.0.1,
BIET R

TE1 ZEFRARBHEWeLSIERME.
LLEZELAARG51 V300R019C13SPC2008%1, FREISKBES .. RFEhRAAIWebEIRRM
HREFEER, BEMBLUNMIESEES .. RRRANTEIE N,
$B2 FEVPNIERE,
1. EE “E% > VPN > IPSec > IPSecsEISE1R”
2. FECEIKEREE. IPSecthlig, XESHECEINE VPNEEE SR,
(MARTY:
- SRAIKEVIH{TIPSectIESRT, INEBEE—IHIIRSRINEE N0, NBEmMmiHEEXD
TERBAIINAL,
- REIKEV2i#TIPSectiiSRT, WNRMEREEIMERSE N0, NXAAiHREEI
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B EGEN ‘SR, HESE EIENERRE—.
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EiERIERE
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$1B3 FEEVPNLZEHL,
HiF “BoE > e > ACL > SERACLY

1-12 VPN & &

O =&-vp
IPSecRREER

IPSecERRE

* IPSeciERERR

= ACLRS :
@ IKEBEEE
IKERE :

* Tttt :

AR :
INESSE:
DHERS :

) |PSeceMES
ESPRAERGE
HE:
SHAEESEE -

[S=71
IKE :
FESHIEN
pir=piEsith

SEMERSENEIERY) «

DPD(SSERISHIE) :

DPDE! ;
DPDZRIETEIE) :
DPDE$/RE :
PRF:

PFS:

IKE SATFESTEI ) :

IPSec SAEHA:

IPSecEEhRE

ar-to-hwvpn

v18w2 vl v2

IPitiE .01 .

1Pt 2 . 2 .

THEEE RSAZIFIES
SHA2-256

Groupl4

ESP
SHA2-256

BB sl

PRF-HMAC-SHA2-256
Groupl4
86400

ETEEE): 3600

EFREEKB): 1843200 @

B
et

&0

ESHECEINE SRACLINEZAIR.

= BOER:

=

st
2 @
» X

ESPANREESE :

DPDIESTEAIN

DPOEFEFRERY :

HEER{SEER -

GigabitEthernet0/0/8

1

AES-128

HMAC-SHA2-256

AES-128

notify-hashIF/F

15

BRACUESEFSE “iRm”

S

MAERRAS 01 (2025-02-05)

WRIERE © HERRARBIRAT

29



REHAE FAIES
EERIERE 1 BHEAZ VPN 1R\lhR

1-13 B4 ACL INECE

O=

EHAEACL =ERACL “EACL = = Rl

A==
* ANES:

i

fE: ShitF EE

&

ACLEEL [Pva IPvE
* fpEER IP

* SESACL : GEO/0/8 FE

S

PEEEAEN - none -
ToS{EFEDR -

PLEZIPHEfE

TR IPHEL R - 17

I
o
=]
=]
-
=]
]
[l
Ln
wn
&%)
Ln
un

B R3IPHEL R 1

L
[
—
n
5=}
=
=
—
=
=
M
Ln
(%]
[
Ln
wn

EETEIEEERR - - none -

£ BEWSEA.

R S > IPUSS > IBH > FESIRHECE > IPv4 BSIEHT , 2EIESEIVPNK
KEEIP, EEIP2R = EVPCHESIEHERE, BE iR’ , XESHEENE W
SRR B
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1-14 VS EEAMECE

(4]

BEEE EEREES AFSHREES

@ IPvAgsssiadh  ARISHERIVPNRIXEEIPAIESEEH

SEREAE
* BEaIPisit : 1,01 .1, 2 TRHEDS : 255 , 255 . 255 , 252
WENSf - none -
T8t 1.1 . 1, 254 @ AREBOBZELRRXL, FRELFES. #E0: GigabitEthernet0/0/8 x
R - 60 Tk :
=l
(4
EREFE BEREEE HEREEE
(@ IPvAEEEREH  ARBHBERIVPNRIXEEIP2RYESEERES
BEREERE
= ERIIPHBIE 2 .2 .2 .2 * FRIES 255 . 255 . 255 . 252
VPNEf: - none -
F—8E: 1.1 .1 . 254 @ ARESZEXRRxME, SREBEFEES. f20. GigabitEthernet0/0/8 X
R 60 ik :
i)
o
BEE BEEEEE HEEEEE
@ IPvAERSEEd  ARREBHIETIVPCRIESIES
BEREEEE
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VPNEf : - none -
T8k 1.1 1, 254 @ ARBHEARRXMN, FRBERES. 80 GigabitEthernet0/0/8 X
R 60 ek :
&
]
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#ERET, ARIRHSEFER1MEOCIE2PMVPNIERE, HTFARKRHSEINALIIIEIRS], E—HAda
HEEE1 M VPNIEIZEZIEEEN.
o  KHSHNIS, EEVPNIERRE,

- =EEEHE

TR EIERNL > BAVhR-VPNIERE” , RB15RVPNEEREETRA
“_I—_E':%“ ”» o
- AREgH=ER
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é-@ mlp 1111<EEIP2 2.2.2.2 _®
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FEx
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DHE%: Groupl4
ANimtRIR: 1P Address
HiEtRIR: 1P Address

IPsecsk
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1.2.1.2 EERTEEHEIREL T
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FIN TR VPNERE R OB HS SN EEIR BEE .

R

1.3.1.5 {5 RIGIIF

RLOSHME, BEBVPNERIRS.
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FEIE FAMIES

EIEREE 1 i Az VPN 1BV AR
- AR
iR “EIERMLE > BAAR-VPNIERE" , WRVPNEEREETHESR,
- Bf=
R “VPNJ_};:>VPN BE” , MEVPNERRKSETHCHKE, MEfRER
KEEBTRA “EE”

. ﬁHF'%«’EﬁEﬂP'L\‘WHEQ“%ﬂ“szPC¥HWHER“_JLM‘EELng
1.4 XHELETT USG PSS
1.4.1 BSIBHBET

1.4.1.1 I5=N4E
L AEVPN KBS EHS IS RS e A b KSRV ER BV 4R A0 B 1-19F 7~ o

1-19 BARYZEKY

E R Ehm
= Eigl FEIP:1.1.1.2
R m—— —
2 #EIP: 2.2.2.2
%l il frkE VPN % VPC
FH : 172.16.0.0/24 F# : 192.168.0.0/24

AiF=T LA KESERIPHBLE S 2= A6, SLA=VPNRIKAIZEEIP, FEIPS BIFTZIPHELE
BUE—SRVPNIERS,

1.4.1.2 FHEL!

% 1-58 HIEML!
B S¥IN | HUSGREI SR EI HER=RITE

VPC FM 172.16.0.0/24 192.168.0.0/24
VPNRIX | XIP | 1.1.1.1 e FEIP: 1.1.1.2
o FZEIP: 2222
BEF |- 192.168.2.0/24
|

VPNiEZ | BFiE#RE | e tunnell: 169.254.70.1/30 | @ tunnell:
Bl |y thnnel2: 169.254.71.1/30 169.254.70.2/30

e tunnel2:
169.254.71.2/30
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EINERMLE
=B RIEE 1 i A= VPN 2Vl iR

B SHIN | HFAUSGEEXEEFIZIGI =y ey ]
IKESREE | o ANEEL: SHA2-256

o NNZEZEEL: AES-128

e DHEj%: Group 15

o hRAS: v2

o HanEHR (¥) : 86400

o ZNimtRIR: IP Address

o XfimtRiR: IP Address

IPseczk | o IAIEEX: SHA2-256
i o IEREE: AES-128
e PFS: DH Group 15

e DPD: 45
19 =DPDEAINF45T), ASHSHLE .
o SapEHA (B) : 3600

1.4.1.3 LATIEHISERELSE

HURSRM
= LVPCREFREEBIER.
BIESR

£ BFREATSIERHE.
U2 EIR WL > BINERMNE”
$123 EEVPNR,

R EERML > BAVhR-VPNRIX” , BE “Im ARVPNRIX” AIRE
5, BEE “BIBIERARVPNRX” .
2. RIERERTEESH, BE ‘YRAWXL” .

VPNRIXSEIRBRINGR VPNRIXSEGREF TR MRS SEHTIRE, IE
KESHIBRIFEIA.

—_

% 1-59 VPN XS %5

¥ 588 NESH

BFR VPNRIXAIZFR vpngw-0071
XEMER | R BB R EIFAE=
EFAE | EBREAFENAPHIEPOEEN vpc-001(192.168.0.
= VPC, 0/16)
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EiERIERE

1 35Nz VPN 1RuVhR

2% jizhil3 BESH
BEXFM | BFVPNRIXFIREFEIEFOIVPCGES, | 192.168.2.0/24
IBRRIEENERFMEEA N R L5
BChYIPHBAL .
Kim M ?%—Z—VPC%E'—ﬁﬁHP%ﬁEEP/DVPCEEE’\J 192.168.0.0/24
BGP ASN | BGPEIARZASHI, 64512
HARE=Y EFERVPNRIFKAY T W&
FEIP VPNRIXFIBEFEIRHOBENAMIPT. | 1.1.1.2
ZEIP VPNRIZFIFE R EIEH OBEaIRMIP2, 2222

;A FCEXIRRX .

1. EF “EIERRE > BAR-XiwMX” , BE “IENENX .
2. RIERERREESH.

X K SEH BRI iR X SRR XX RBSEHITIRA, JF
KESEIBRIFEIA

& 1-60 MmN XS HIH A

YEJ9IP Address.,

- FQDN: #iiHas, ZiIFEENX
RE. KEBER1~1281=FF,
REEAXNNEFE . HFFUFHT
SERY, FZIFUUTESGRFER:

& <> (... ?, X
PDRNE,
ARG imM X TEEIP, 1HiIEEF
FQDNZEERIA,

15488
AR R X IACLILN B HIBEUDPE
[14500,

SH yial:lz BESH
B XFumPI KA R TR o cgw-fw
FRR - IP Address: fEEREXJiwRMIAIMKIP | IP Address

1.1.11

$IB5 FEEVPNIERE,

RNig= TR KIS ERIPHINE TS 506, SLARVPNRKAIEEIP. FEIPSAIFNIZIPHLLE
BIEE—KVPNIERS,
1. MR EIERMLE > BAAR-VPNEE" , BE “CIRVPNIERE"
2. RIERERREGESH.

VPNIERSHIHIRINZR VPNERSERB R, M KRS EHITIRA, JF
KESEIBRIFEIA
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EINERMLE
=B RIEE 1 i NZ= VPN 2Vl iR

% 1-61 VPN 1EEZS 55

e ol BESH
BAFR VPNEZAIETR, vpn-001
VPNRI ERVPNRIX vpngw-001
I IP FEEVPNRI X E4BERIEEIP, 1.1.1.2
PONITES EIERTIHRM K cgw-fw
TR IR ERSERBER . S AmEL
X FARPHIEH OPFZEMNEIRVPCE | 172.16.0.0/24
{SHIFM

- Wi FMERiHFRNAIIUES,
TEEES; XM BERAR

KREHIVPCHER FNATE
Ho

- EBOMERIVPCIEENE, T8
1R im=w, Bian:
100.64.0.0/10, 214.0.0.0/8,

EOPBAX |- Foipdkc FrIHS
ARBILA “FEho8ES” F6l.
- Baipie

AimhEEEO | VPNRXAITunnelBEEIPHEL . 169.254.70.2/30
btk

WimpFEEO | XM XAI TunneliEE|PHBLE . 169.254.70.1/30
bk

AT BFZ#Rins TR EES ik “{FBENQA”

A, BT ICMPHRSAGISEI ; {5588
NQA, AR EFESIFICMP
MAAZIESK o

VPNRK =B sIXI 3 imiz Ottt

FTINQAIRIN, ER¥Jumiz ehtfE

Xirfx EERE.
MAZZHE. | RN KERNMEZZRRTE | BRELMRE
HIAER FF—H.
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EINERMLE
=B RIEE 1 i A= VPN 2Vl iR

2¥ 15488 BES#
RESECE OB K BRI R IS B E B B(RIF— - IKESSHE
o

INEEGE:
SHA2-256

" INEEE:
AES-128

= DHE&EX: Group
15

= RRA: v2

" dEas/EHA
(%) : 86400

= KimgtmR: 1P
Address

= YJumtRIR: IP
Address
- IPsecZRHEE
NEEE:
SHA2-256

" InEmEk:
AES-128

® PFS: DH Group
15

" (&R ESP
" SapEHA

(%) : 3600
3. BIEFETRVPNEESH,
(1] %88
Jtt?wgm%—%vwﬁﬁﬁaﬁxﬁagéifwﬁimﬁ, RIER S HERINFIE— R VPNERE
{% %_ o
2= 1-62 SET5 VPN EES IR
e i8R BESH
BAFR VPNEZAIETR vpn-002
FES2 ERVPN X E4BERIREIP, 2222
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FEE R4S

B RIERE 1 A Z VPN 1RAlhR
S ol BESH
ﬂz;;iiaﬂiziéﬁu VPNRIFEAITunnelB%iE| Pt . 169.254.71.2/30
ﬁiﬂﬁ;ﬂﬁ@%u XFUHM A Tunnel B%iE Pt . 169.254.71.1/30

1.4.1.4 FKISMIRIEL TR

BELR

1. BEFRHXERENGSTRERE.

AEXEESTRAGRSHEFEER, BEEBUNNRARmXiEA

IFEo

2. BEEEEXREER,
a. FECERSAIEEORIPHBLE,

interface GigabitEthernet1/0/1 //BCERXIEERI A W IPHEE
ip address 1.1.1.1 255.255.255.0
interface GigabitEthernet1/0/2 //BCE R X EERIFAR IPHEIE

ip address 172.16.0.233 255.255.255.0
b. EEOXIAIINzone,

firewall zone untrust

add interface GigabitEthernet1/0/1
firewall zone trust

add interface GigabitEthernet1/0/2

c. BLETCP MSSK/\,
firewall tcp-mss 1300

3. ECEMERE,

ike proposal /100/ [ERBRH KA LAWI PHEEFIVPN R 5 = EIPRYIIKE SR AR T AL B
authentication-algorithm SHA2-256 /{521 -6 1B BRI KERISAE S RRIS—
encryption-algorithm AES-128 /5T -6 1B B IKERIRINZ S E RS —

authentication-method pre-share
integrity-algorithm HMAC-SHA2-256
prf HMAC-SHA2-256

dh group15 /iEFNIZR1-6 1B B HIIKERREDHE X (FIF—3

sa duration 86400 iEFR1-6 1 ELE R IKESRIRE s AHRIE—

ike peer /hwcloud_peer33/

undo version 1 | 7EFIZR1-6 1 EL B Y KESEHR I KEMRANRIF—3K

pre-shared-key XXXXXXX [iEFIZR1-6 1 B BRI ZZRRIF—E

ike-proposal /100/

remote-address 1.1.1.2 /EFIVPNRI KB E EIPIRIF—3

IPsec proposal /IPsec-pro100/ /R BRE XIS AR PHEHEFIVPN R T EIPHIIPseciR IR IE < BL B

transform esp
encapsulation-mode tunnel

esp authentication-algorithm SHA2-256  //i5F1Z&1-61BCERIIPsecRESINESERIF—H

esp encryption-algorithm aes-128 /570K 1-61ECERYIPsec IR IIZ & ARIF—H
ike proposal /200/ [[BCERRXIE AR IPHEUEFIVPNRIKEEIPRIIEXECE , BtEMNIE L

authentication-algorithm SHA2-256
encryption-algorithm AES-128
authentication-method pre-share
integrity-algorithm HMAC-SHA2-256
prf HMAC-SHA2-256
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EiERIERE

1 35z VPN 1RAVhR

dh group15
sa duration 86400

ike peer /hwcloud_peer44/

undo version 1

pre-shared-key XXXXXXX

ike-proposal /200/

remote-address 2.2.2.2 //iEFIVPNRIEAIZ EIPIFE—3K

IPsec proposal /IPsec-pro200/

transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256
esp encryption-algorithm aes-128

BoERREER

IPsec profile /HW-IPsec100/ //BECE R KIS M IPHELERT RIATRE FH SRS

ike-peer hwcloud_peer33/

proposal /IPsec-pro100/ /[ECERAXEE AN I P AR AR T RR ERE O

pfs dh-group15 /(EFNFR1-6 1B ERYIPsecERIRPFSIRIE—3K

sa duration time-based 3600 /EFIFR1-6 1B B HYIPseciRIRE R EHARIS—

interface /Tunnel100/

ip address 169.254.70.1 255.255.255.252  //BEE M XIEROBEEO IPHBIE

tunnel-protocol IPsec

source 1.1.1.1 //ECE B KSR W | PHELE
destination 1.1.1.2 //ECE FIVPNIZRIEEIP

service-manage ping permit
IPsec profile /HW-IPsec100/
firewall zone untrust

add interface /Tunnel100/

interface /Tunnel200/

ip address 169.254.71.1 255.255.255.252  //EeE AR KEEAIRKEREC2 IPHELE

tunnel-protocol IPsec

source 1.1.1.1 //BCE SIBH K EEHI 2N P | PHBHE
destination 2.2.2.2 //EeE FIVPNRIZHIEZEIP

service-manage ping permit
IPsec profile /HW-IPsec200/
firewall zone untrust

add interface /Tunnel200/

ECERRER
a. BEEEATLMIPRIEHSIEE.

ip route-static 1.1.1.2 255.255.255.255 1.1.1.1  //VPNRKZFEIP+Z54§+255.255.255.255+Z5 & +f5

SKESARIPAIRI Kt

ip route-static 2.2.2.2 255.255.255.255 1.1.1.1  //VPNRXKZZEIP+Z54§+255.255.255.255+Z5 & +f5

KA RIPHIRSE
b. FECEFAMBHSIRA

ip route-static 192.168.0.0 255.255.255.0 /Tunnel100/ 1.1.1.2

ip route-static 192.168.0.0 255.255.255.0 /Tunnel200/ 2.2.2.2

[MAERLY:

e &= Aip route-static VPCF M 1+Z54&+F IS +Z54&+/Tunnel100/+VPNE

EIP,

He, Tunnell00FEAEEREIEER BRNRSHIST—H, BXNNEERSH

destinationfY BT ZEFBCERIEIPIRIF—E.

o WREFESANVPCEN, NS EIPHEZEERESKIZA,

BLELERE.
ip address-set /localsubnet172/ type object [/TE M HBHENT SR

address 0 172.16.0.0 mask 24 /[EEERPEIEFOIFMER

ip address-set /HWCsubnet192/ type object

address 0 192.168.0.0 mask 24 /BB R EVPCRIFRIEE
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EiERiERE

1 35z VPN 1RAlhR

1.4.1.5 Z55RIGF

security-policy

rule name IPsec_permit1

source-zone untrust

source-zone internet

source-zone local

destination-zone untrust

destination-zone internet

destination-zone local

service ah esp

service protocol udp destination-port 500 4500
action permit

rule name /IPsec_permit2/

source-zone untrust

source-zone internet

source-zone trust

destination-zone untrust

destination-zone internet

destination-zone trust

source-address address-set /localsubnet172/
source-address address-set /HWCsubnet192/
destination-address address-set /localsubnet172/
destination-address address-set /[HWCsubnet192/
action permit

nat-policy

rule name IPsec_subnet_bypass

source-zone trust

destination-zone untrust

destination-zone internet

source-address address-set /localsubnet172/
destination-address address-set /[HWCsubnet192/
action no-nat

KI5, BEBEVPNIERIRE.

- fHHE

EE “REIERMNE > DIVAR-VPNIER” , WRVPNERREETHAER,

- USGBHXIE

EE “PIEE > IPSec > IPSec” , BAEIREBETR, fEIPSecRERISIESIRPIMS

VPNIEEIRESETRA “IKEMERIN” |

“IPSecth@ERIN” o

FRP#EIERONIRSSEFEATVPCF ARG ST LMERPIngiE,
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FELE R4S

SERiSE 2 yhEm A= VPN £k
i AN z= VPN £HikR
2.1 &1

2.2 -5

BELZER

MDEREIE AL (VPN ) S1ERISE, 1ZErn ISR &R BAIVPNIZ
%, LMBARMNESENZTVPCEFMIBEEE,

VPNERISERIEIRP O (2% ) EEEIEAIVPC, XimMXiE R PinlERRYER
Fric, b__I-L/LIE%IEIEA#FlX B o

e =ffl: HUAWEI USG6600E.E

o fl: Fortinet WIBFHNIEVPNEIE

o Bl FEIRFGXISEE

e xfil: {EHETheGreenBow IPsec VPN ClientfitB= F=TFHIB

o fl: EFOpenswanfiE= ERTHIBE

o fl: {EAStrongSwanfitE= F= FHIE

HUAWEI USG6600 fic&

AEH L Huawei USG6600ZF%1V100R001C30SPC300kR ABIRS X EAYEL BT 12 I Fli
1TIRBE
BRI EUEEF I FMF9192.168.3.0/2451192.168.4.0/24, VPCTREIFM T

192.168.1.0/24%0192.168.2.0/24 , VPC_LIPsechfEpyHO.MIPA1.1.1.1 ( MVPC L
IPsec VPNRIARIwRMZXSE EFREN )

. BFRPXERENEGSTERERT.
2. BEEXERAER.

display version

17:20:502017/03/09

Huawei Versatile Security Platform Software

Software Version: USG6600 V100R001C30SPC300(VRP (R) Software, Version 5.30)

3. CUEBACLHEIERIRIMAIvpn-instance,

acl number 3065 vpn-instance vpn64
rule 1 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
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EERIERE 2 ¥E\Z VPN 2B

rule 2 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.2.0 0.0.0.255
rule 3 permit ip source 192.168.4.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 4 permit ip source 192.168.4.0 0.0.0.255 destination 192.168.2.0 0.0.0.255

q

4. Blgike proposal,
ike proposal 64
dh group5
authentication-algorithm sha1
integrity-algorithm hmac-sha2-256
sa duration 3600

q
5. BlfEike peer, FH3IHZAIBIZER ke proposal, EhidigIPitEitE1.1.1.1,

ike peer vpnikepeer_64

pl’e-shared-key kkkkkkkk ( ********?g!@i&ﬁAE{J?ﬁ;]\:ggﬁg )
ike-proposal 64

undo version 2

remote-address vpn-instance vpn64 1.1.1.1

sa binding vpn-instance vpn64

q
6. BUEIPsecti.,

IPsec proposal IPsecpro64
encapsulation-mode tunnel
esp authentication-algorithm sha1

q

7. elUEEIPsectklg, F+5|Fike policyFlIPsec proposal,
IPsec policy vpnlPsec64 1 isakmp
security acl 3065
pfs dh-group5
ike-peer vpnikepeer_64
proposal IPsecpro64
local-address XX.xX.XX.XX

q
8. HIPsecRERNARIBNAYFEAOLE.

interface GigabitEthernet0/0/2.64
IPsec policy vpnlPsec64

q
9. MitiEmEtt,

FELAREESRE, BRI BEE=PRIENEEREPONENSHF TES
MM, MTFERR:
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=B RIEE 2 iEE Nz VPN 2#ifR

rootd
etho

e e e e

2.3 7~f8l: Fortinet KIZBH NS VPN HieE

S T
BRPEIE+HOE O XEEE KIERE, BPHEROEFEES/MEEKNEO, AR
FEERTZWEVPNRIE, BECRVPNIEESEBAEMEREIVPCFEM .

FaFhiERE

B ZHOFFMSESVPNIZEAVPCGEERINR, APEIEROEFEESIEEN
H0O, HEiEE11. 111111 OME N =HIVPCEEIIVPNIEE, AN+ WM ER
$910.10.0.0/16, H£RZVPCFMHI172.16.0.0/24 , BRIZIEIELEIZMISEHIVPNIIEIP
7922.22.22.22, B EIEVPNIEZES U RIEB A M ZEEIVPCF M .

2-1 SHOZFPMLEIEIT VPN N VPC EZERFH

£ HO% FRSEIEDVPNEAVPCESRT

‘ . = EVPC
AHVPNE
11.11.11.11
D A
1 23
@ VPN \4
\ : i ; ZIRVPNRI %
: 5 ‘ 22.22.22.22 :
ternet )RR Vall i ; ]
: #A3 | FM:10.101.0.0/16 | | FM: :172.16.0.0/24
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EIERERE 2 ifA\Z= VPN £H#iR
P RIHIOVPNIEE S R SRR EEEEE, FUE2-2,
2-2 KR&ECE
RENFE R EPNRREEES
IKES:8S
SHAT vl
AES128 86,400
Group 5 Main
IPsecRE
=i SHAT ESP
AES-128 3,600
DH group 5
1=
BcBER

ARBILAERZIRVPNEEEEAEM, AN EBP N KSR XERERIVPNES

B,
$I81 FEeEIPsec VPN

1. BUEERKE,

2. EEBREEXREE.
EeEIKE—MER
e & IPsec _ I ER
SShkIPsechRiBHECE -
B2 BEIRHA

1. INEESIEA.

s W

INEFEZIRVPCFM172.16.0.0/24R9FMEEH, HiEORVPNEFERZO .

2. EEZHORISEE.

FeEIRI AR TR, Bintbit ARinVPCRIFMAIZRERIEH, SEARRIRE

FRAECEIN, fRIZERERISRNTER
H$IR3 BCERBENNAT
1. ApRRmRE
2. HimipEZAsRE

TR

[i=Coa
1. ZARHVPNIRSIEE,
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EERIEE 2 ifA\Z= VPN £H#iR
=imVPNIRSIES o
i fTHCE
RO E
config system interface
edit "port1"

set vdom "root"
setip 11.11.11.11 255.255.255.0
set type physical
next

edit "IPsec” [[BEEZEOREES
set vdom "root"
set type tunnel
set interface "port1" [REESPEREERE O

next

end

EOXD X E
config system zone
edit "trust"
set intrazone allow
set interface "A1"
next
edit "untrust"
set intrazone allow
set interface "port1 "
next
end

ISR E

config firewall address
edit "hw-172.16.0.0/24"
set uuid f612b4bc-5487-51e9-e755-08456712a7a0
set subnet 172.16.0.0 255.255.255.0 [/ =itk Y ES
next

edit "local-10.10.0.0/16"

set uuid 9f268868-5489-45e9-d409-5abc9a946c0c

set subnet 10.10.0.0 255.255.0.0 /7 tbits R ER
next
IPsectic &
config vpn IPsec phase1-interface [[—BhERBCE
edit "IPsec"

set interface "port1"
set nattraversal disable
set proposal aes128-sha1
set comments "IPsec"
set dhgrp 5
set remote-gw 22.22.22.22
set psksecret ENC dmFyLzF4tRrljV3T
+1SzhQeU2nGEoYKC31NaYRWFJI8krlwNmZX5SfwUi5W5RLIqFu82VYKYsXp5+HZJ13VYY802Sn/
vruzdLxqu84zbHEIQKTIf5n/
63KEru1rRoNiHDTWfh3A3ep3fKImxf43pQ70D64t1510l06FMjUBLHgJ)1ep9d32Q0F3f30UxfDQs21Bi9RA
next
end
config vpn IPsec phase2-interface /I —MEEEE
edit "IP-TEST"
set phaseTname "IPsec "
set proposal aes128-sha1
set dhgrp 5
set keylifeseconds 3600
set src-subnet 10.10.0.0 255.255.0.0
set dst-subnet 172.16.0.0 255.255.255.0
next
end

IhERIEECE
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EiERIERE

2 iEE Nz VPN 2HifR

2.4 =61 ;

Brin=

HhNERE

config firewall policy
edit 15 [IRIEHRS15, MAZEAMERE, RFENAT

set uuid 4f452870-ddb2-51e5-35¢9-38a987ebdb6c
set srcintf "IPsec"
set dstintf "trust"
set srcaddr "hw-172.16.0.0/24"
set dstaddr "local-10.10.0.0/16"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all

next

edit 29 /MRS 29, mEETIRREE, KREANAT
set uuid c2d0ec77-5254-51e9-80dc-2813ccf51463
set srcintf "trust"
set dstintf "IPsec"
set srcaddr "local-10.10.0.0/16"
set dstaddr "hw-172.16.0.0/24"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all

next

6. RHEE

config router static
edit 24 /BRI S24, HARIREESIEH

set dst 172.16.0.0 255.255.255.0
set gateway 11.11.11.1
set distance 10
set device "port1"

config router policy

edit 2 [IRESERRS2, = Mhln=inkigEEH
set input-device "A1"
set src "10.10.00/255.255.0.0"
set dst "172.16.0.0/255.255.255.0"
set gateway 11.11.11.1
set output-device "port1"

%F'%ZTEEPIL‘,\EG HOPXISIARRERIRE, RIEDMZXIEFZRIENT —&IPsec
VPNIRE, FREIZVPNENENEME,

wiNERTS

o (ERAXERFEEMNRIGETVPNERE
o (EADMZXIFHIERVPNIRELEESNATFES RiREZVPNEE .

VPNEALRWEERS, BXERRBINT:

o FPHIEHIOVPNIZEFAMIP: 10.10.10.10/24
o FFPHEYEHOEPFM: 10.0.0.0/16

o [PAXIEHOIP: 11.11.11.2/24, AMKE: 11.11.11.1, VPNIZEHAINAT IP:
11.11.11.11

e ZimVPNPRKIP: 22.22.22.22, mimFM: 172.16.0.0/16
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EERERE 2 ¥hEE A= VPN 2 HifR
T BV PNIERE T URIEB AR EIVPCF R
2-3 }{SHR NAT i7=
RISENATHR
AR - _ """""""""""""""
DMZXVPNi& & P9 = EVPC
IP:10.10.10.10/24 HONGFW s
#OP:11.11.11.2
---'\- NAT :11.11.11.11 j
a
: & O
- VPN - smvpnms
. ; 22.22.22.22
i Blfrh FM: :172.16.0.0/16
i FFFR :10.0.0.0/16
HEHIRIHIVPNEE R R RIS BB E2- 4 ~EEEE, #H DMZIZEEi%ﬁHE’\JVPN
IR TNATERGERRT Tj}ﬁffi‘tﬂﬂaﬁzjﬂi‘mﬁ‘t (AR XS TIER D R
EERE .
2-4 #5797 VPN RIECE
RENFIE
IKESEES
IEEE  SHAI ki vl
mnEEEnE AES128 rnEfEEE (F 86,400
DHESE Group 5 Iy=L = Aggressive
IPsecERE
WIFESE  SHAT Bl ESP
hEEnE AES-128 EanfER (7 3,600
PFS DH group 5
BB R
RRBILAESRIRVPNEEER AEM, FANMEBRAFPMNRERISEHVPNEE .
F$1 Eg&ElPsec VPN

1. IKE—HiERECE

2. IPsec_RERECER

3. ZEIEECE
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EINEBMLE
EERIEE 2 iEE Nz VPN 2HifR

S FEIE
$IE3 BCERERNAT
-

el
AEFRSE EFRMEHER.

2.5 7=~f5: {§EFH TheGreenBow IPsec VPN Client Eit&=_1
vl I=B1::]

1BEps
AEFEMAHEIART “VPC+=e2m” # “VPC+VPC” 7=, {#HTheGreenBow
IPsec VPN Clineti{4 SR =iREVPNIEIZENEEIES
MEEIESEFERAThe GreenBow IPsec VPN ClientliVPN=IEERLE, B3NN
Bin=45 58 T IPsec VPN ClientEEEE, HSEEEEEIRBNT.
o 78— EE=TEZEFIRSVPCLAIVPNRIXEEL,
a. ZEPFIKES, SEBEAWINdowsIEIERS,
b. REZ=APingEZ=IKVPCHIVPNRIXIP ( Ping BT ZZEIMIVPNIERE )
o IFET: VPC1 ERECSTIEEFiRSVPC2 LHIVPNRIXHEX
a. VPC1_EAIWindowsEHIH EEMILEIP,
b. VPCTHIEINLATPingiEVPC2 LAIVPNRIXIP ( Ping A ETCiEFESIVPNIE
%),
BUESRIY

e 75— EE=+VPC
-  =imFERVPC. FMFIECSERE .
- EUESERVPNRIERLEERS
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REHAE FAES
EiERIERE 2 BT VPN ZHfR

2-5 RESIFE

VPNRIZ s e FinTH prime S prime i
vpngw-6016 10.154.71.9 192.168.11.0/24 10.119.156.78 10.119.156.78/32
REZEIE
IKEZ=ES
SHAT vl
AES-128 86,400
Group 5 Main
IPsecERE
SHAT ESP
AES-128 3,600
DH group 5

-  Z=E@EKTheGreenBow IPsec VPN Client ZFiR<aE,
-  REZ=dPing VPNRIXIPHBLIE
° =_: VPC+VPC

- SERFEANXIEAIVPC, FMFIECSELE, HP—NXIFAIECSHAIRAIWindows
(VPC2) ,

- TEVPCIEEVPNIIZFIVPNIEERIE .

2-6 RERIFE 2

vpngw-b219-vpnei..  117.78.30.55 192.168.111.0/24 122.112.215.214 192.168.222.225/32|
RESFE
IKESES
SHAT vl
AES-128 86,400
Group 5 Main
IPsecsRs
SHAT ESP
AES-128 3,600
DH group 5

- VPC2HBIWindowsEHIH Z2ETheGreenBow IPsec VPN Client 2 i
- VPCZFE}L\)\HLE_[PIHQ VPC1_ERYVPN I PItBLLE .

[MERTY:

R RIGHIVPNECE(EERARMIALE
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EiERIERE 2 BT VPN ZHfR

BCELER

meE—: SE=+VPCHSNERiEiE
1. =BE2¥EE
2. IKEE—MERECE
3. IPsecEE_MERECE
£ VPC+VPCIZENZ RIS
1. =BE2¥EE
2. IKEE—MERECE
3. IPsecEE_MERECE

ECEIIE
o IGE—INE
ERE=SVPCERIIART, SERREAHEVPCTIHELL.

a. VPNIEEZE RINA T EFR.
b. BEEZIHVPCHVPNERRE. ERREH “REE” TH “‘EE”
c. BERAMEREES, WTERFxR.
d. =M@z Ping =imVPCEIL
e. =imVPCEMI Ping RE=
IHE—IIERIN
o IFETIGUE
%VPGVPC‘LEE%E’\J%%EP , VPC1RIEHWLFIVPCERIEE PimRIEWI A Z AT LA R
1B,

= T IRIERIN

2.6 ;~f5l: (M OpenSwan fieB= = TFEI&E

BiEim=
=iRfEVPCHIEE TVPNRIXFNIER:, = FEFERENZREIPsecFS iR,
BERENEL OMESHET T —X—HINATERSS

WFhERE
RpFIRINEE R RN R EERWNE HiNEE N RS EE R
Z EVPCHIVPNRIIP: 11.11.11.11, A#EFM: 192.168.200.0/24,
EPEHINATEERIP: 22222222, AMIFM: 192.168.222.0/24,
RIRECSS P EHAIA P S B9192.168.200.2001192.168.222.222,
VPNIEZRINESEERE N TREEE .
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= 2-7 IRIMNEREN R EEEER

_________________________

! EPAIDCRIE HHRTEVPC i
1
q | 1 '
1! g 1
Vo
1 €er §oer w i 1
) (i)e | |
| 78 EEk 5 Z0 7R |
1
1
] pEes ]
AFNRE ER=NRE
IAIESHAL, fOZFAES128, DHA § IAMFSHAL, HOZFAES128, DHA
IKESERE group5, KAVI, ihEstEEMain, & | XEERUEE 0 | [KESEE group5, KFAV1, ihEstEztMain, &
S:/EEAB6400s. 1. EFETE F/EEAB6400s
AIESHAL, ANESAES128, PFS DH e IAESHAL, ANEEAES128, PFS DH
i . InE N d Linux IPsec#k ¥ D 5 =
IPsectll group5, 4-#EREIEA3600s e IPsectilis group5. 4-#/EHI3600s
= % on 2, BRENH [ )
NTE -5 TRHZEE mrmery | AIEHEE =g
BT —————
BR[| 22.22.22.22 B R ARRE | 11111111
B | 192.168.222.0/24 1R im R | 192.168.200.0/24

BCELR
ARBILATECentOs6.8H L EOpenswan IPsecE Fim ABIHITE
1 LEOpenswanZ i,
yum install -y openswan
$I|2 HEIPvAEER
vim /etc/sysctl.conf

1. FEEEXHHIEININTAS:

net.ipv4.ip_forward = 1
2. #fT/sbin/sysctl -p<, fEERRESHEN.
H+IE3 iptablesfiE,
AR Hfirewall s PRI R, BWHS: iptables -L

iptables -L
Chain INPUT (policy ACCEPT)
target  prot opt source destination
Chain FORWARD (policy ACCEPT)
target  prot opt source destination
Chain OUTPUT (policy ACCEPT)
target  prot opt source destination

T4 MHZ=ZARE .
vim /etc/ipsec.d/open_IPsec.secrets

AR EXHPIEINII TAS:

22.22.22.22 11.11.11.11 : psk "IPsec-key"

Bl AR TFIEERIP+TSIEHEIR M K I P+ T8+ B S+TI8+PSK+ IR ERA,
ESHIMIAEBTLE, PSKX/NEHH, ZRHARXNEIS.

U5 |PseciEERLE .
vim /etc/ipsec.d/open_IPsec.conf
EREXEHRIENNTAS:

conn openswan_|Psec # ENIEZZTRHopenswan_IPsec
type=tunnel # FEpEE

SCRSRRA 01 (2025-02-05) IS © ERRAGIRAT 85
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EiERIERE

2 iEE Nz VPN 2H#ifR

auto=start # Ali%iRadd. routefstart
left=192.168.222.222 # AP, natiFSiEIREsCHIEM it
leftid=22.22.22.22 # ZARHARIRID

leftsourceip=22.22.22.22 # WNRFEnat, JEBHEERENatIFAYIP
leftsubnet=192.168.222.0/24  # ZAHhF®

leftnexthop=22.22.22.1 # natims F—BkiEEnat FRIMIKIP
right=11.11.11.11 # IEikVPNRISEIP

rightid=11.11.11.11 # ImiRAFRID

rightsourceip=11.11.11.11 # iR it VPN Y S IP

rightsubnet=192.168.200.0/24 # mimTF R
rightnexthop=%defaultroute # Imin s IR SR E

authby=secret # ESXGAES R BPSK

keyexchange=ike # ikeBSARME 0
ike=aes128-sha1;modp1536 # IREBXREL B E ke ERELEFIgroup
ikev2=never # K] KEV2HRZAS

ikelifetime=86400s # ikeP ERAEAREIHA

phase2=esp # ZMEfEiE
phase2alg=aes128-shal;modp1536 # 1ZBEXJURACERE X IPsech B & ixFIgroup, modp1536=DH group 5
pfs=yes # FFISPFS

compress=no # KA ESE

salifetime=3600s # ZM A

(1 588

o TENATZFMIASHAIIREREforceencaps=yes.
o HEHRVPN{ERRIDH-groupXI M AIELAF A IFMIES L= VPNEEFRIDH-groupXIRAILYL

ﬁu;—e% w2,

BoESeEEidmm<ipsec verifyiH TR B . MNREIREEELEBHOKET, TR
BoERI
ipsec verify
Verifying installed system and configuration files
Version check and IPsec on-path [OK]
Libreswan 3.25 (netkey) on 3.10.0-957.5.1.el7.x86_64
Checking for IPsec support in kernel [OK]
NETKEY: Testing XFRM related proc values

ICMP default/send_redirects [OK]

ICMP default/accept_redirects [OK]

XFRM larval drop [OK]
Pluto IPsec.conf syntax [OK]
Two or more interfaces found, checking IP forwarding[OK]
Checking rp_filter [OK]
Checking that pluto is running [OK]
Pluto listening for IKE on udp 500 [OK]
Pluto listening for IKE/NAT-T on udp 4500 [OK]
Pluto IPsec.secret syntax [OK]
Checking 'ip' command [OK]
Checking 'iptables' command [OK]
Checking 'prelink' command does not interfere with FIPS[OK]
Checking for obsolete IPsec.conf options [OK]
AHEEEREIMIN TR
Checking rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/default/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/lo/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/ethO/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/eth1/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/ip_vtiO1/rp_filter [ENABLED]
BT N en SRR

echo 0 > /proc/sys/net/ipv4/conf/all/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/default/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/ethO/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/eth1/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/lo/rp_filter

echo 0 > /proc/sys/net/ipv4/conf/ip_vtiO1/rp_filter
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EiERIERE

2 iEE Nz VPN 2HifR

;6 FnhiRSS .

=t

service ipsec stop # xRS

service ipsec start # SRS

service ipsec restart # EFRSS

ipsec auto --down openswan_IPsec # X[7iEiZ

ipsec auto --up openswan_IPsec # FF2iERE

(0 5488
BXRIENREHNTEERRS, FEMFEERE.
.

BIIEiEIPsecAIIRTES, ERETUTER (HR) , EEIKESS: ipsec --status,
Connection list:

000

000 "openswan_|Psec":
192.168.222.0/24===192.168.222.222<192.168.222.222>[22.22.22.22]---22.22.22.1..11.11.11.11<11.11.11.11>
===192.168.200.0/24; erouted; eroute owner: #30

000 "openswan_IPsec":  oriented; my_ip=22.22.22.22; their_ip=11.11.11.11; my_updown=IPsec _updown;
000 "openswan_IPsec": xauth us:none, xauth them:none, my_username=[any]; their_username=[any]
000 "openswan_IPsec": our auth:secret, their auth:secret

000 "openswan_IPsec": modecfg info: us:none, them:none, modecfg policy:push, dns:unset, domains:unset,
banner:unset, cat:unset;

000 "openswan_IPsec": labeled_IPsec:no;

000 "openswan_IPsec": policy_label:unset;

000 "openswan_IPsec": ike_life: 86400s; IPsec_life: 3600s; replay_window: 32; rekey_margin: 540s;
rekey_fuzz: 100%; keyingtries: O;

000 "openswan_IPsec": retransmit-interval: 500ms; retransmit-timeout: 60s;

000 "openswan_IPsec": initial-contact:no; cisco-unity:no; fake-strongswan:no; send-vendorid:no; send-no-
esp-tfc:no;

000 "openswan_IPsec": policy: PSK+ENCRYPT+TUNNEL+PFS+UP+IKEV1_ALLOW+SAREF_TRACK
+IKE_FRAG_ALLOW+ESN_NO;

000 "openswan_|IPsec": conn_prio: 24,24; interface: ethO; metric: 0; mtu: unset; sa_prio:auto; sa_tfc:none;
000 "openswan_IPsec": nflog-group: unset; mark: unset; vti-iface:unset; vti-routing:no; vti-shared:no; nic-
offload:auto;

000 "openswan_IPsec": our idtype: ID_IPV4_ADDR; our id=1.1.1.1; their idtype: ID_IPV4_ADDR; their
id=2.2.2.2

000 "openswan_IPsec": dpd: action:hold; delay:0; timeout:0; nat-t: encaps:auto; nat_keepalive:yes;
ikev1_natt:both

000 "openswan_IPsec": newest ISAKMP SA: #3; newest IPsec SA: #30;

000 "openswan_IPsec": IKE algorithms: AES_CBC_128-HMAC_SHA1-MODP1536

000 "openswan_|IPsec": IKE algorithm newest: AES_CBC_128-HMAC_SHA1-MODP1536

000 "openswan_IPsec": ESP algorithms: AES_CBC_128-HMAC_SHA1_96-MODP1536

000 "openswan_IPsec": ESP algorithm newest: AES_CBC_128-HMAC_SHA1_96; pfsgroup=MODP1536

000

000 Total IPsec connections: loaded 1, active 1

000

000 State Information: DDoS cookies not required, Accepting new IKE connections

000 IKE SAs: total(1), half-open(0), open(0), authenticated(1), anonymous(0)

000 IPsec SAs: total(1), authenticated(1), anonymous(0)

000

000 #3: "openswan_|Psec":4500 STATE_MAIN_R3 (sent MR3, ISAKMP SA established); EVENT_SA_REPLACE
in 15087s; newest ISAKMP; lastdpd=-1s(seq in:0 out:0); idle; import:admin initiate

000 #30: "openswan_IPsec":4500 STATE_QUICK_I2 (sent QI2, IPsec SA established); EVENT_SA_REPLACE in
1744s; newest IPsec; eroute owner; isakmp#3; idle; import:admin initiate

000 #30: "openswan_IPsec" esp.b810a24@11.11.11.11 esp.aab7b496@192.168.222.222 tun.0@11.11.11.11
tun.0@192.168.222.222 ref=0 refhim=0 Traffic: ESPin=106KB ESPout=106KB! ESPmax

=4194303B
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2.7 7~fil: (M StrongSwan BcBE= L= THIE

ML=
RIREVPCHEE TVPNRIXFNER:, = TSP ERENRE PsecRFSRimATHE,
B ENELE OMEEHT T ——HINATIRET

FNERE
RNASHIMNER R RIS ECE (S SWNE2-8F7R,
= EVPCHIVPNRIEIP: 11.11.11.11, A#BFM: 192.168.200.0/24.
ZPEHINATIRETIP: 22222222, AHIFR: 192.168.222.0/24,
RIHECS5E R EHAIAMBIPHEHES 51 79192.168.200.200%0192.168.222.222,,
VPNIEEIID B SHIERE AT HREEE .

2-8 HFMNERN RIRNEERERER

_________________________

g e

g

% IE
%

a8 ___

o
i
)

3
m
3 ]
m
El

APlRS ER=NRSE
IAIFSHAL, OZZAES128, DHA § IAFSHAL, HOZAES128, DHA
IKE%H}% group5., heAV1, iheEEsXMain, & im‘ﬁﬂﬂ: [KE%W% group5. KEAV1, thisEsMain, &
#JEREB6400s N e /EHI86400s
iAESHAL, ANEEAES128, PFS DH s TAESHAL, hIESAES128, PFS DH
I . InE N = L IPsecit h s A= . -
IPsecsEs group5, S@EEIEI3600s #\tnux et IPsectilis group5, 45EEI3600s
AL . . 2, ERENWH [, =
T, FHEE EEmEmEk | MR =R
ST —————
BRI | 22.22.22.22 5 R IR | 11111111
FAFPM-FR | 192.168.222.0/24 iR | 192.168.200.0/24

IRiBstrongswankR ARG, HXBEERFEER . AnfllAstrongswan 5.7.2kRZA
7B, FHENBstrongswanfELinuxIAE FHIVPNECE .

1 L%IPsec VPNE i,
yum install strongswan

RERZEIFRIEE Y7, HE “Complete!” {2/RBIEA %S, strongswanRBCE
{HEERRETE/etc/strongswan B R, BLEITiE RE4Rigipsec.confillipsec.secretss
{4B0TT

£E2 FFRIPVAEER .

vim /etc/sysctl.conf
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EIERERE 2 U\ = VPN 28R
1. EEREMXHHIEINNTRS:
net.ipv4.ip_forward = 1
2. #f7/sbin/sysctl -pap<, FHEARESHEL
S 83 iptablestic&
HAXAfirewallsk iF R R R, Eifa<: iptables -L
iptables -L
Chain INPUT (policy ACCEPT)
target  prot opt source destination
Chain FORWARD (policy ACCEPT)
target  prot opt source destination
Chain OUTPUT (policy ACCEPT)
target  prot opt source destination
THR4 MHEEEHEE.
vim /etc/strongswan/ipsec.secrets # YRigipsec.secrets3 {4
22.22.22.22 11.11.11.11 : PSK "ipsec-key"
B Sopenswantffa, ESHMILEETHE, PSKREEAKXE, ZHEARNNE|S,
HIE5 |PseCEIERE .
vim /etc/strongswan/ipsec.conf
FRE BN TRE:
config setup
conn strong_ipsec # TN IEEZFRIstrong_ipsec
auto=route # AliEEadd. routefIstart
type=tunnel # FEREEL
compress=no # KA EGE
leftauth=psk # EXAHIAES T JIPSK
rightauth=psk # EMXImIRIAIER T /9PSK
ikelifetime=86400s # ikePER A dn/E)HA
lifetime=3600s # ZBrEraanfEHA
keyexchange=ikev1 # ikeZEEH3HR TS =0 AR AN
ike=aes128-shal-modp1536! # RIEIRECETE XikeERE £ group, modp1536=DH group
5
esp=aes128-shal-modp1536! # RIEIIRECEE XipsecEREE#group, modp1536=DH
group 5
leftid=22.22.22.22 # FimtRRID
left=192.168.222.222 # AP, natiFSIEFELAIEN It
leftsubnet=192.168.222.0/24 # AHFR
rightid=11.11.11.11 # ImiRARIRID
right=11.11.11.11 # 1mimVPNRIXIP
rightsubnet=192.168.200.0/24 # ITimF M
AR
1R VPNIERAIDH-groupI RIRILLAS AT EMRIE S IS VPN EFRIRIDH-group I RIAILLAF
{2HD? .
$I6 FoiRSS -

service strongswan stop # X AIRSS
service strongswan start # SEIRSS
service strongswan restart # EFRSS
strongswan stop # FX7)iER
strongswan start # FF/5iERE
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(10 88
BRENRENHTERERS, FEMFEERE.
R
BoEIIE

#@idstrongswan statusall&if], B]EEBRIAYE.
Status of IKE charon daemon (strongSwan 5.7.2, Linux 3.10.0-957.5.1.el7.x86_64, x86_64):
uptime: 5 minutes, since Apr 24 19:25:29 2019
malloc: sbrk 1720320, mmap 0, used 593088, free 1127232
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 1
loaded plugins: charon pkcs11 tpm aesni aes des rc2 sha2 shal md4 md5 mgf1 random nonce x509
revocation constra
ints acert pubkey pkcs1 pkcs7 pkes8 pkes12 pgp dnskey sshkey pem openssl gcrypt fips-prf gmp curve25519
chapoly x
cbc cmac hmac ctr ccm gem curl attr kernel-netlink resolve socket-default farp stroke vici updown eap-
identity ea
p-sim eap-aka eap-aka-3gpp eap-aka-3gpp2 eap-md>5 eap-gtc eap-mschapv2 eap-dynamic eap-radius eap-
tls eap-ttls eap
-peap xauth-generic xauth-eap xauth-pam xauth-noauth dhcp led duplicheck unity counters
Listening IP addresses:192.168.222.222
Connections:
strong_ipsec: 192.168.222.222..11.11.11.11 IKEv1
strong_ipsec: local: [22.22.22.22] uses pre-shared key authentication
strong_ipsec: remote: [11.11.11.11] uses pre-shared key authentication
strong_ipsec: child: 192.168.222.0/24 === 192.168.200.0/24 TUNNEL
Routed Connections:
strong_ipsec{1}: ROUTED, TUNNEL, reqid 1
strong_ipsec{1}: 192.168.222.0/24 === 192.168.200.0/24
Security Associations (0 up, 1 connecting):
strong_ipsec[1]: CONNECTING, 192.168.222.222[%any]...11.11.11.11[%any]
strong_ipsec[1]: IKEv1 SPIs: c3090f6512ec6b7d_i* 0000000000000000_r
strong_ipsec[1]: Tasks queued: QUICK_MODE QUICK_MODE
strong_ipsec[1]: Tasks active: ISAKMP_VENDOR ISAKMP_CERT_PRE MAIN_MODE ISAKMP_CERT_POST
ISAKMP_NATD

BIZVPC1 pingZ2EH|IPsecE FimhIVPC2RIEHL:

ping 192.168.222.222
PING 192.168.222.222 (192.168.222.222) 56(84) bytes of data.

64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:

icmp_seq=1 ttl=62 time=3.07 ms
icmp_seq=2 ttl=62 time=3.06 ms
icmp_seq=3 ttl=62 time=3.98 ms
icmp_seq=4 ttl=62 time=3.04 ms
icmp_seq=5 ttl=62 time=3.11 ms
icmp_seq=6 ttl=62 time=3.71 ms
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=B RIEE 3 &g\ z= VPN
Kig ANz VPN
\ N\, .|.|J.|\
3.1 BEE=IEPRERIRSS CCM IEEIRSimIER
BMELR
£ BREERHE
T2 ASEERHSL ARG YV Bir, EEXIGHRE.
W3 EREE B, T A > EEENEVPN
B4 TEEMSHE, &2 “EINEENSE > DIAMR-VPNRX"
5 B “RIEATVPNRIX” AN “LisANZVPNMX” TUHE, BREERVPNREEIE
IR “ECEIRSS IR o
$£B6 £ ‘RS RE, &R ‘RSHER” , T FOERPRET “ HEER” #A ‘=
IFPEERSS” WA,
F$IR7 £ “SSLIFPEE” WHE, ER “ HEIESH > HEFE” |, BIEREERESHEXE

1SN 0

HEERSHBESNE HEERMRELEBSHRE.

& 3-1 HEEMREIEBSERA

2H 15208

IEPinE 10e 3 E PR AEIE S

IEBRFR RFBEEX.

IR B EERISSUER D ECEX NAYEIIE
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SR RIS 3 Big A= VPN
28 izl
WEHB S LA A 44528 ( @0Notepad++ ) 3T LAEIEPEAYCERTLCRTHE

XA, BIEBATEFIZELEL .

1ZEE “IRSZIFIEB--CAIER " HIFEAREES &,

WA
BRIIRSEURASES, JURBEEANANERIES, AELE,
IFB N 4iESEiBidEasy-RSABREIER ( RS IHFIZ PimttACAIE

#).
LRSIV E (IEE e .
IEFFATR LASZ A YRiERS (4Notepad++ ) FTHF EEIEBEAIKEYAETUAISL

%, BIBABEHRLLE .
X RSB IRIEFRFATR
EEIERFRAARSTUANE IEH LEE.

3-1EB L&

————— BEGIN PRIVATE KEY———

MIIEwQIBADANE gk qhlkiGY9wlBAQEFALSCEE cwggS jAzEAL o TBAGD W widaf JTLcEA
Oy IvExbiroe 4 9VER IOmi AhM=

————— END PRIVATE KEY-——-

(00 35488
IRSZIRIEBRICNLIRRIHZIE .
S PF R, SR LEER.
£ BEIHFIE, WAEBRESN “BEH" .
TR

3.2 j@lJ Easy-RSA BERIEH ( IRSSimFIE FinttA CAE
)

ISR
Easy-RSAR—MFFAGEBERTE, ATHMAPERASENFISE.
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FEIE FAIES

=B RIEE 3 &g \= VPN
ARBINBEWIndowsiRIER S H, @idEasy-RSABRKIFH, IRSIHINZFikitE
CAIEH ., ARBIFERERIIEIRASIEasy-RSA 3.1.7, AEIIFIRAZ BT gefFEE
2, BEINESEERIESIRE,

BET R

ok N

RIEWIindowsiEER St FEasy-RSAZEBZE “D:\” BRT.

- Windows 32(\3#{E& %, AJLATZEasyRSA-3.1.7-win32.zip,
- Windows 64\3R{EER S, AJLLTZEasyRSA-3.1.7-win64.zip,
AL AL 2EEasyRSA-3.1.7-win64 7~ .

v Assets 8

DEasyRSA-3.1.7-win32.zip 331 MB Oct 14, 2023
DEasyRSA-3.1.7-win32.zip.sig 310 Bytes
€DEasyRSA-3.1.7-win64 zip 363 MB
€DEasyRSA-3.1.7-win64 zip sig 310 Bytes
(DEasyRSA-3.1.7.tgz

DEasyRSA-3.1.7.tgz.sig 310 Bytes

Source code (zip)

[)Source code (tar.gz) Oct 11, 2023

fRIESE “EasyRSA-3.1.7-winb4.zip” EIEEBZR, W “D:\EasyRSA-3.1.7"7 ,
#HA “D:\EasyRSA-3.1.7” BZ.

=i A emdHHIREIER, FTHHSITEO.

147 “.\EasyRSA-Start.bat” %<, iEfTEasy-RSA,

ES N =S RIS

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa' to call the program. Without commands, help is displayed.

EasyRSA Shell
#

1T “./easyrsa init-pki” 5%, ¥IIRMWPKITAEE,
RABZAETRUTRUEE:

Notice

'init-pki' complete; you may now create a CA or requests.

Your newly created PKI dir is:
* D:/EasyRSA-3.1.7/pki

Using Easy-RSA configuration:
* undefined

EasyRSA Shell
#

WiTESfE, 1 “D:\EasyRSA-3.1.7" B R TEGNEMRT “pki” BISEE,

BEETESH,

a. Y% “D:\EasyRSA-3.1.7" BZRTHRY “vars.example” X{4EHIZ|
“D:\EasyRSA-3.1.7\pki” BT,

b. ¥§ “D:\EasyRSA-3.1.7\pki” BRTH “vars.example” E&sZH “vars” ,
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EINERMLE
=B RIEE 3 &g N= VPN

(1] %88
ZAZ “varsexample” HRANSHEHRTEE. IFTEENSHE, KHFRE
“vars” RIS HIE,
8. T “ ./easyrsa build-ca nopass” %, ERECAIEE.
AAEE TN TRLUEE:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CA]:p2cvpn.com /i ECAIEBZIR

Notice

CA creation complete. Your new CA certificate is at:
* D:/EasyRSA-3.1.7/pki/ca.crt

EasyRSA Shell
#

9. BECAIEBNRETAR.
- HERBICAIEBIIAGFIE “D:\EasyRSA-3.1.7\pki” BR T,
RREIPERIBERA “cacrt” o
- ERERICATASEBMIATERIFE “ D:\EasyRSA-3.1.7\pki\private” BRT.
KRBIRERHIFASAA “cakey” o
10. #1147 “./easyrsa build-server-full p2cserver.com nopass” &<, £RIRSIH
IR RETAB.
e eh,  “p2cserver.com” RIRFZIRIEBAICN, HREIFHEBERX, W0 “p2c-
servercom” . BULEIEEIEERZIEPERRSS BIRBELRES
BTN (IS IS

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)
+ Frvvernt + +.+ Footot + ot FerF e P Poccocoons ot
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11.

12.

Private-Key and Public-Certificate-Request files created.
Your files are:

* req: D:/EasyRSA-3.1.7/pki/reqs/p2cserver.com.req

* key: D:/EasyRSA-3.1.7/pki/private/p2cserver.com.key

You are about to sign the following certificate:
Request subject, to be signed as a server certificate
for '825' days:

subject=
commonName = p2cserver.com

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes //#IN “yes” LAZ%%E

Using configuration from D:/EasyRSA-3.1.7/pki/openssl-easyrsa.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cserver.com’

Certificate is to be certified until Sep 22 09:56:54 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Certificate created at:
* D:/EasyRSA-3.1.7/pki/issued/p2cserver.com.crt

Notice

Inline file created:
* D:/EasyRSA-3.1.7/pki/inline/p2cserver.com.inline

EasyRSA Shell
#

EERSIHIEPREFA,

- HERRIBRSBIHIEBBIAGFHIE “D:\EasyRSA-3.1.7\pki\issued” BR T,
AR ERHIIRSS IRIERA “p2cserver.com.crt”

- SRR IRFASABHATERAE “D:\EasyRSA-3.1.7\pki\private” BRTo
AR R RIRRSS IRFASES “ p2cserver.comkey”

4T “ .Jeasyrsa build-client-full p2cclient.com nopass” &%, 4EZEFimIE
BREFAA.

t&deh, ZERHEBIIGHE (81 “p2cclient.com” ) NSRS IHIEBHIES

(80 “p2cservercom” ) F—H,

REZTITELUEE:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)
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Private-Key and Public-Certificate-Request files created.
Your files are:

* req: D:/EasyRSA-3.1.7/pki/reqs/p2cclient.com.req

* key: D:/EasyRSA-3.1.7/pki/private/p2cclient.com.key

You are about to sign the following certificate:
Request subject, to be signed as a client certificate
for '825' days:

subject=
commonName = p2cclient.com

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes //#IN “yes” LA4¥4E

Using configuration from D:/EasyRSA-3.1.7/pki/openssl-easyrsa.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cclient.com’

Certificate is to be certified until Sep 22 09:58:26 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Notice

Certificate created at:
* D:/EasyRSA-3.1.7/pki/issued/p2cclient.com.crt

Notice

Inline file created:
* D:/EasyRSA-3.1.7/pki/inline/p2cclient.com.inline

EasyRSA Shell
#

13. BEEEFIRLEBRETAR.
- ERIERIHIEBIAGFERIE “D:\EasyRSA-3.1.7\pki\issued” BHR T,
AR ERIIZEFIRIERA “p2cclient.com.crt”
- ERBEFIRTABECGAERTE “D:\EasyRSA-3.1.7\pki\private” BT,
AR AR IIE FPimFATEA “p2cclient.com.key” o
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3.3 @ Easy-RSA HERIES ( RS iwFIEPirERAE

CAEH)

=R

BRIFE R

Easy-RSAR— I HERNIERERT R, BTFSEHAPERIISEENTIER.

KRENBEWInNdowsiRERZH, BidEasy-RSAHSKIES, IR

i

= FimER

RECAIEH . ARBIERIIRERRASIEasy-RSA 3.1.7, FARIKERRAZIBATEEEFTE
£%, BIME2EEHESHRA,

ok W

RIBWindowsiB{ERZ N EEasy-RSAZZERE “D:\” HRE T

- Windows 32fi3#&{FRE%, AJLA T2 EasyRSA-3.1.7-win32.zip,
- Windows 64{RIER S, AILATEEasyRSA-3.1.7-win64.zip,

AL Ze 2 EasyRSA-3.1.7-win64 9741 »

v Assets 8

(DEasyRSA-3.1.7-win32.zip
(DEasyRSA-3.1.7-win32.zip.sig
(PEasyRSA-3.1.7-win64.zip
(DEasyRSA-3.1.7-win64.zip sig
(DEasyRSA-3.1.7.tgz
DEasyRSA-3.1.7.tgz.sig
Source code (zip)

[)Source code (tar.gz)

2 & E R E E ®
Moo Moo o

fEIEYE “EasyRSA-3.1.7-winb4.zip” EIEEBZR, W “D:\EasyRSA-3.1.7" ,

HA “D:\EasyRSA-3.1.7” BR.
=i N emdFHREIER, FTHHSTEO.
H4T “.\EasyRSA-Start.bat” &5, iZ{TEasy-RSA,
REBTNTELUEE:

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa' to call the program. Without commands, help is displayed.

EasyRSA Shell
#

1T “./easyrsa init-pki” @55, ¥IIALPKIIAES,
REETUNTRLUES:

Notice

'init-pki' complete; you may now create a CA or requests.

Your newly created PKI dir is:
* D:/EasyRSA-3.1.7/pki

Using Easy-RSA configuration:
* undefined

EasyRSA Shell
#
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EINERMLE
EIERIEE 3 &ig N\z= VPN

HiTar S, & “Di\EasyRSA-3.1.7" MBERTBmER T “pki” BISHE.
7. EBETESH.
a. Y5 “D:\EasyRSA-3.1.7” BFETHI “vars.example” X4HEHIZ|
“D:\EasyRSA-3.1.7\pki” B& T,
b. ¥ “D:\EasyRSA-3.1.7\pki” BRTHI “vars.example” Eapga “vars” .
(%88
FAIZ “varsexample” HHEIANSHEHRTEE. IFTEENSHE, EHERE
“vars” XIHHISHIE.
8. HRIRSIRCAIEFRINMEREFATA,
a. EFEESEGHY “EasyRSA-3.1.77 XHEZE “D:\” BRT, HE®SG, W
“EasyRSA-3.1.7 - server” ,
b. #HA “D:\EasyRSA-3.1.7 - server” BZ,
c. 7E “D:\EasyRSA-3.1.7 - server” B3Z{43Erh, it AemdFHgEE
#, fTH®<STEO.
d. #17 “.\EasyRSA-Start.bat” #5<, i=z{TEasy-RSA,
EBrETRUTRUEE:

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa’ to call the program. Without commands, help is displayed.

EasyRSA Shell
#

e. 1T “./easyrsa build-ca nopass” a5<, LIRSS IHCAIES .
LS ER A, [Easy-RSA CAIZEIgEIRSZIHCAIEBATR, flun:
p2cvpn_server.com,

BN IES EISE

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7 - server/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CA]:p2cvpn_server.com //ix&

RSB iHCAIEBEZER

CA creation complete. Your new CA certificate is at:
* D:/EasyRSA-3.1.7 - server/pki/ca.crt
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10.

EasyRSA Shell
#

BERSIHCAEBREFAH.

- HERAIIRSSIRCAIEBEIAFRIE “D:\EasyRSA-3.1.7 - server\pki” BRTo
RRBIFRERRHIBRSIHIERA “ca.crt” ,

- ERHIRSSIHRCAFABENAEIIE “ D:\EasyRSA-3.1.7 - server\pki\private”
BRT.
RRBIhEREHIBRSS IHFAEN “cakey”

4T “.Jeasyrsa build-server-full p2cserver.com nopass” <, AR IH

IERREFAR

&S,  “p2cservercom” FIPRFBIFIFBHICN, WRBIFEER, BUFELE

ERENRIEPEERS . BIRIEXLRES,

RBENUNTERLUER:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7 - server/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)
+++++++ b

S SO U JNC 0 DN SO SO ORI N O O SO Foeree S O R 3 I T R S R R +.t
S TR SO ST SO U, SO, SV, I U O SOt ST S N LT SO ot Faennns + Forernnn
R SO S S SO SRR IR SO DRI RN, SO SO S S I SO SN R C N R S X
+++

TR T N T i i I I SV O OO N S
+++++

o S O DR +.+ ot S S S S O S St +o +....
+ +..+ ot v A

Notice

Private-Key and Public-Certificate-Request files created.

Your files are:

* req: D:/EasyRSA-3.1.7 - server/pki/reqs/p2cserver.com.req

* key: D:/EasyRSA-3.1.7 - server/pki/private/p2cserver.com.key

You are about to sign the following certificate:
Request subject, to be signed as a server certificate
for '825' days:

subject=
commonName = p2cserver.com

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes //#IN\ “yes” LA4A%E

Using configuration from D:/EasyRSA-3.1.7 - server/pki/openssl-easyrsa.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cserver.com’

Certificate is to be certified until Oct 6 03:28:14 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Certificate created at:
* D:/EasyRSA-3.1.7 - server/pki/issued/p2cserver.com.crt
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11.

12.

Notice

Inline file created:
* D:/EasyRSA-3.1.7 - server/pki/inline/p2cserver.com.inline

EasyRSA Shell
#

BERSHIERBREFR.

- ERHIIRSIRIEBEIAFMAE “D:\EasyRSA-3.1.7 - server\pki\issued” B
THY “issued” XL,

ARG ERHIIRSSIRIERA “p2cserver.com.crt”

- ERRIBRSSIHFASEBIATERAE “ D:\EasyRSA-3.1.7 - server\pki\private” H&
TRY “private” {4,

ARBIPRERRIIRSSIRFASEN “p2cserver.com.key”

R EPiRCAIEBIAEREFATR

a. EHIBEMEERN “EasyRSA-3.1.7" XHEZE “D:\” BRT, HE&SE, W
“EasyRSA-3.1.7 - client”

b. #HN “EasyRSA-3.1.7 - client” B&.

c. 7E “EasyRSA-3.1.7 - client” RYSZ{43A, Hh=rhig AemdFHZEIZFE#E,
FIFa<STEO.

d. 4T “.\EasyRSA-Start.bat” &<, i=Z{TEasy-RSA,
RBETRUNTELUES:

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa’ to call the program. Without commands, help is displayed.

EasyRSA Shell
#

e. 4T “ ./easyrsa build-ca nopass” <, EREEFIKCAIES,
RGN TRLUES:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7 - client/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)
B e a2 L B e o s s o

++* + +

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CA]:p2cvpn_client.com /g8
EFiRCAIEB SR

Notice

CA creation complete. Your new CA certificate is at:
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13.

14.

* D:/EasyRSA-3.1.7 - client/pki/ca.crt

EasyRSA Shell
#

BEEEZFiRCAIEBREFAH.

- ERHIEFRCAIFBEUAFRIE “D:\EasyRSA-3.1.7 - client\pki” BRT.
RRBIRERIE FIHIERA “cacrt” ,

- EREFIGCATASBENAFEAE “D:\EasyRSA-3.1.7 - client\pki\private” B
=T
ARBIPERIIEFiRFASEN “cakey”

H4T “./easyrsa build-client-full p2cclient.com nopass” <, HERKZEFiHIE

PBREFAB.

s, ZERIHEBNSE (W “p2cclient.com” ) NSRFBIHIEBAYAS
(%0 “p2cservercom” ) F—3,

RARTUTERMER:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7 - client/pki/vars

Using SSL:

* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

B o B e o o o = S T LS +ot . FotFon, E I SN N S e
B O e

++++

Private-Key and Public-Certificate-Request files created.
Your files are:

* req: D:/EasyRSA-3.1.7 - client/pki/reqs/p2cclient.com.req

* key: D:/EasyRSA-3.1.7 - client/pki/private/p2cclient.com.key

You are about to sign the following certificate:
Request subject, to be signed as a client certificate
for '825' days:

subject=
commonName = p2cclient.com

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes

Using configuration from D:/EasyRSA-3.1.7 - client/pki/openssl-easyrsa.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cclient.com’

Certificate is to be certified until Oct 7 11:19:52 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Notice

Certificate created at:
* D:/EasyRSA-3.1.7 - client/pki/issued/p2cclient.com.crt

Notice
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Inline file created:
* D:/EasyRSA-3.1.7 - client/pki/inline/p2cclient.com.inline

EasyRSA Shell
#

15. BEEEFIREBTIFAE,

- EREFIRIEBEUAERIE “D:\EasyRSA-3.1.7 - client\pki\issued” B
To

ARBIRERIIZERIRIERA “p2cclient.com.crt”

- ERRIEPIEFAEBUATERIE “D:\EasyRSA-3.1.7 - client\pki\private” B&
To

APl EREHIE FimFASEA “p2cclient.com.key”

3.4 B =IUFREERS CCM WEIEH

BEER
FFRECATSEMGES . BERTBEEs, HEIUEE ZEBERRSWTIE
Bo XIFENBIRSHNELHED, B EERSHNEIRES.
LRF
B RIS ERRSUIRS IS, BEIESFIREE XRS5
Bo
BAEDIER

TOSLARSSIHIER
a. BIRCCMIZFIE
b. MESSLIEFH.
c. EFESSLIEH.,
NFIERERRSWIAE RS ETE, TEFNRE.
d. TERIIEB.
LIRS
YEARIEPBIAN A GwiERS (WNotepad++ ) FTFF, SFHEPASTEIEFiHbcE

XHHPERCALEREHE, AEFirfcE M HFEINRSIRRIERBRISIES
EYUNAIRRSSLEPHERTE? .

LIRSS IHRIEF AN R

<ca>

</ca>

o WEEFIRIEP
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EERIEE 3 &g A\ VPN
a. EBRCCMESIS,
b. MSESSLIFH.,
c. EAESSLIES .
d. TFHESSLIEE,
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