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1.1.1.3 AR BEHIZEMIR(EL T

BELR
SB BRARKHREERE.
S HNRGRE.

<AR651>system-view

£E3 BCERAMEORYIPHIE,

[AR651]interface GigabitEthernet 0/0/8
[AR651-GigabitEthernet0/0/8]ip address 1.1.1.1 255.255.255.0
[AR651-GigabitEthernet0/0/8]quit

R4 EEIABH.

[AR651]ip route-static 0.0.0.0 0.0.0.0 1.1.1.254
Heh, 1.1.1.2545AREHEE A M PRI ibE, iEIRIESCIRE R

S5 FEE VPN XIEEIP/EEIP2EIARIRHSEMIREEE,
[AR651]ip route-static 1.1.1.2 255.255.255.255 1.1.1.254
[AR651]ip route-static 2.2.2.2 255.255.255.255 1.1.1.254

o 1.1.1.2/2.2.2.29VPNMXHIEEIP. EEIP2,
e 1.1.1.2549AREEFHZE I PRI bk .

TI6 FIBSHA-2EAFARFCIREEIAINEE .
[AR651]IPsec authentication sha2 compatible enable

$B,7 ELEIPsecH IR,
[AR651]IPsec proposal hwproposal1l
[AR651-IPsec-proposal-hwproposal1]esp authentication-algorithm sha2-256
[AR651-IPsec-proposal-hwproposall]esp encryption-algorithm aes-128
[AR651-IPsec-proposal-hwproposall]quit

£ ELEIKERLRIN
[AR651]ike proposal 2
[AR651-ike-proposal-2]encryption-algorithm aes-128
[AR651-ike-proposal-2]dh Group14
[AR651-ike-proposal-2]authentication-algorithm sha2-256
[AR651-ike-proposal-2]authentication-method pre-share
[AR651-ike-proposal-2]integrity-algorithm hmac-sha2-256
[AR651-ike-proposal-2]prf hmac-sha2-256
[AR651-ike-proposal-2]quit

FIR9 BLEIKERTEHR,

[AR651]ike peer hwpeer1l

[AR651-ike-peer-hwpeer1]undo version 1
[AR651-ike-peer-hwpeer1]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer1]ike-proposal 2
[AR651-ike-peer-hwpeer1]local-address 1.1.1.1
[AR651-ike-peer-hwpeer1]remote-address 1.1.1.2
[AR651-ike-peer-hwpeer1]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer1]rsa signature-padding pss
[AR651-ike-peer-hwpeer1]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer1]quit

#

[AR651]ike peer hwpeer2

[AR651-ike-peer-hwpeer2]undo version 1
[AR651-ike-peer-hwpeer2]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer2]ike-proposal 2
[AR651-ike-peer-hwpeer2]local-address 1.1.1.1
[AR651-ike-peer-hwpeer2]remote-address 2.2.2.2

SASRRZS 01 (2025-06-30) WRIERE © HERRARBIRAT 8
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[AR651-ike-peer-hwpeer2]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer2]rsa signature-padding pss
[AR651-ike-peer-hwpeer2]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer2]quit

=PSRNz R

e ike peer hwpeerl. ike peer hwpeer2: XIMNFSERVPNIEE,
e pre-shared-key cipher: FAHZ=%4H,

e local-address: ARFEHHZEHIZSMIMEIE

e remote-address: VPNRIFEAIEEIP. FEIP2,

£10 BLEIPsecRHELE,

[AR651]IPsec profile hwpro1
[AR651-IPsec-profile-hwpro1]ike-peer hwpeer1
[AR651-1Psec-profile-hwpro1]proposal hwproposal1
[AR651-1Psec-profile-hwpro1]pfs dh-Group14
[AR651-1Psec-profile-hwpro1]quit

#

[AR651]IPsec profile hwpro2
[AR651-IPsec-profile-hwpro2]ike-peer hwpeer2
[AR651-1Psec-profile-hwpro2]proposal hwproposal1
[AR651-1Psec-profile-hwpro2]pfs dh-Group14
[AR651-1Psec-profile-hwpro2]quit

B REEMEEREO,
[AR651]interface Tunnel0/0/1
[AR651-Tunnel0/0/1]mtu 1400
[AR651-Tunnel0/0/1]ip address 169.254.70.2 255.255.255.252
[AR651-Tunnel0/0/1]tunnel-protocol IPsec
[AR651-Tunnel0/0/1]source 1.1.1.1
[AR651-Tunnel0/0/1]destination 1.1.1.2
[AR651-Tunnel0/0/1]IPsec profile hwpro1
[AR651-Tunnel0/0/1]quit
#
[AR651]interface Tunnel0/0/2
[AR651-Tunnel0/0/2]mtu 1400
[AR651-Tunnel0/0/2]ip address 169.254.71.2 255.255.255.252
[AR651-Tunnel0/0/2]tunnel-protocol IPsec
[AR651-Tunnel0/0/2]source 1.1.1.1
[AR651-Tunnel0/0/2]destination 2.2.2.2
[AR651-Tunnel0/0/2]IPsec profile hwpro2
[AR651-Tunnel0/0/2]quit

= ST Z LI
e interface Tunnel0/0/1. interface Tunnel0/0/2: FAERVPNIEEXTAAYTunnelfx
\ao

AREE, Tunnel0/0/133 R VPNRIXEEIPRRTERIVPNIERE; Tunnel0/0/233R;
VPNMXFEEIP2ERTEAIVPNIESE .

e ip address: AREEHEEAYTunneliZitbilt,
e source: AREEHAZERYZNPMBLIL,
e destination: VPNMIRYZEEIP, ZEEIP2,

$B]12 BENQA,
[AR651]nqga test-instance IPsec_nga1l IPsec_nga‘
[AR651-nga-IPsec_nqgal-IPsec_nqgal]test-type icmp
[AR651-nga-IPsec_nqgal-IPsec_ngal]destination-address ipv4 169.254.70.1
[AR651-nga-IPsec_nqgal-IPsec_nqgal]source-address ipv4 169.254.70.2
[AR651-nga-IPsec_ngal-IPsec_ngal]frequency 15
[AR651-nga-IPsec_ngal-IPsec_nqga1]ttl 255
[AR651-nga-IPsec_nqgal-IPsec_ngal]start now

SASRRZS 01 (2025-06-30) WRIERE © HERRARBIRAT 9
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H$13

[AR651-nga-IPsec_nqgal-IPsec_ngal]quit

#

[AR651]nqga test-instance IPsec_nga2 IPsec_nga2
[AR651-nga-IPsec_nqga2-IPsec_nqga2]test-type icmp
[AR651-nga-IPsec_nqga2-IPsec_nga2]destination-address ipv4 169.254.71.1
[AR651-nga-IPsec_nqga2-IPsec_nqga2]source-address ipv4 169.254.71.2
[AR651-nga-IPsec_nqga2-IPsec_nqga2]frequency 15
[AR651-nga-IPsec_nga2-IPsec_nqga2]ttl 255
[AR651-nga-IPsec_nqga2-IPsec_nga2]start now
[AR651-nga-IPsec_nqga2-IPsec_nga2]quit

XA SR T :
e nga test-instance IPsec_ngal IPsec_ngal. nga test-instance IPsec_nga2
IPsec_nga2: NQAZFR,

A, IPsec_ngal13diVPNRXIEEIPERFERIVPNIZESE; IPsec_nqa2idrVPN
MK EEIP2FRFERIVPNIESE o

e destination-address: VPNMZEAITunneliZOittit,
e source-address: ARIEHIZEAYTunneliZ[Otblit,
EBE IU\IIFZHHE*E}J NQAIJJ BEo

[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/1 track nga IPsec_nga1l IPsec_nga
[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/1 track nga IPsec_nga1l IPsec_nga
[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/2 preference 100 track nga IPsec_nga2
IPsec_nga2

[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/2 preference 100 track nga IPsec_nqga2
IPsec_nga2

HXSERBUT:

e 192.168.0.0/192.168.1.0: VPCAIHmFM o
BN FREES I AL ERAtrack nga,
- [E—%a@</, TunnelxfIPsec_nqaxFZERBETFT—KVPNEE,
e preference 100: BEEEMIER, FEEKIAF60,

ZK{T?WUEF', MEM5EEVPNMXEEIPERFERIVPNIERE; FERVPNIEREAXUER

NRFEREMNRERESE—F, BIAFEHDIEEI, WEZEMIRpreference
100,

R

1.1.1.4 G554

o XRASHHME, BEREVPNERRKTE.

- th=
+— /N
EFE “EIERMLE > IAR-VPNIERE” , BEVPNIERKEETRHIEE.
_ AREQEE [=1=]
%R “B2% > VPN > IPSec > IPSecEIREIE” , BMRVPNIEZIREETRN
“ READY|STAYLIVE ”

J JEHF'%i}EEP'D‘Wﬂﬁﬂnnﬁﬂ‘“jJEVPC?HWHEQDD_JL,UFEEng

1.1.2 BGP &Hi&E(
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1-3 EARYZAKY
ek ] whzm
e IEfEL HEP: 1112
— G e —
=== G — HEIP2 : 2.2.2.2
kel ARBEEIER VPN VPC
FRl ;0 172.16.0.0/16 Fl : 192.168.0.0/24
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VPNFIARBHZESHFINAEE L. B EZEFEES, BRFRCIBIEEIMinRISES
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FEAKY
% 1-6 HUENK
BB SHIR ARIZER2ERRI =B LA=IKTB
VPC FM 172.16.0.0/16 192.168.0.0/24
192.168.1.0/24
VPN | PIEIP 1.1.1.1 (AREEHZE LT | EEIP: 1.1.1.2
PIIGEO/0/8HIECIIP ) EEIP2: 2222
BELFM | - 192.168.2.0/24
BGP ASN | 64515 64512

VPNiERE | “iEE18 AishiEEE O 169.254.70.1/30

B EFEE StimBRERE Ot 169.254.70.2/30
Tunneliz

Ottt
“IERZ2E AiEhFEREE O 169.254.71.1/30
B Y SSRERE O 169.254.71.2/30
Tunnel$zE
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o ZAKixFriR: IP Address
o XfiHFRiR: IP Address

IPsecsElg

o JNEEE: SHA2-256
o NZE%: AES-128
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o (EHIIMY: ESP

o HasfEHA (F)) : 3600

e Y

]

1-4 BIERE

EEEEES

& 1-7 BIERIERA

1B VPNSLE EHEH OFIVPCEIBAMEIERIZANE BIEREFT

AR WebEERHE

e B e R e B

FF

=

EMEERE | £

- 1588

1

BEERIE |8
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MRESEMWIEIP, NtkRbrTLAERESE
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P,
EER.
EXSimI<

N INARES =R FIIRTURIIK o
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EER2EEANEEE. TIE=54A.
IKE/IPsecEREE B INANIEE 1 BC B RIF—
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4 | AR&pSECE
FHE

ARESER=S UL

AREEHAZSHI AR inFXEE b/ XTimkx
BEOMNEEFVPNNX B s &
[Ty

ARERHZSHERIER . TRHEZZE.
IKE/IPsecCREE = EFNVPNIEZECEIR
%_:z& o

HATpingdn<, INIEMEEIERER

1.1.2.2 =UEFISIREL T

HURSR

= LVPCREFMEZRBIETTM .

BIFPRR

FeEBVPNMX

N —

BRENTEEEFS,

R W > LT RN o

IR EINERANGS > IAR-VPNRE” |, B “BIEBIt R ANTVPNRIK” |
RIERERREESH, B “MEMEL” |

VPNRIK KBS ERAFINEE VPNRIK KBS ERABFIR . LM KBS HHHT
nAA, IERESHIBRITEOA.

2= 1-8 VPN XK ESEIRAE

2% kA NESH
AR VPNRIFKEIEZ TR vpngw-001
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= VPC, 0/16)
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KNigFM | FEARVPCEESHPEHEHOVPCEIBRY | 192.168.0.0/24
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HAEZ EFRVPN IR TFER o PUSES

ZEIP VPN AN PERROBERIAMIPT, | 1.1.1.2
FEIP2 VPN AN PEIRROBERIAMIP2, | 2222

£RA BCEXIRRIX .
1. &R “ERINERMLE > BUAR-XJiwMX " , B “SIENRMX” .
2. RIERERTEESH.
X K SERBRNZR Xim M K SERBRFR .

& 1-9 Miph XS EHB

2H oz HESH
BAFR X RI KHIEZ TR cgw-ar
FRiR EIE “IP Address” , FHEINAREZHEISE | IP Address
E{Jﬁmlpﬂiﬂ:o ‘I.‘I.‘I"I
BGP ASN ARIRHISEHIBGPEIARASTT, 65000

$£I5 BLEVPNIER,
KIFET, AREEHZEESVPNRIZEEIP, FEIP2EIFE—HVPNIERE,
1. %R “ENERMS > PAAR-VPNIERE” |, @ad “QUEBVPNIER .
1. GIEVPNEE,
VPNIEESHUHBBIIZR-10F7 o

% 1-10 VPN iEZESHE5H A
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o NNEEL: AES-128
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o EE1EEAIRAEIL. TIHEZ=EA.
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$A. IKE/IPsecREEFHEEFNVPNIEZELCD
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1.2.1.2 LAHREHSRIELER

AR
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BCEVPNRI
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2. FEEBVPNEESH,
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NQA, ZAINImRBRERIFICMP
M RAEK o
izl
IhEeFERT, BRIAXIRMXZIFICMP
Ihee, BEXdimiEOititSExdismx
FREE, BUFTERESHVPNRESR
&,
FRHEZ=EEE . NG IR OEZAITIHZEZHFE | Test@123
AR RF—E
RESECE OB KIERI RSB E E ERIF— - IKEZERR
388
"R v2
" JNIEEE:
SHA2-256
= INEEX:
AES-128

= DHE&X: Group
14

= Sen/EHEA
(%) : 86400

= KigtmR: IP
Address

" XfumtaiR: 1P
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" INEEE:
AES-128
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1.2.1.3 AR FRHEEMIR{(EL TR

BIFPRR

SR8

2% L)z BES#
EE2EE IBRES “‘SIEEVREE . X4
i5RA
LEIREART, ERE B (N ARE
B ORI RE R O e 51
RERE, EitSHEIIER RS
15—,
AimbFiEZELO | VPNREAITunnelfXiE | Pitilt . 169.254.71.1/30
piichil
MimhFiEZO | MigXAITunnelfEE|PHELE . 169.254.71.2/30
btk
----4ER
EFARBHERERT.

HNRFAE

<AR651>system-view

BCE L MEZCIRYIPHBIL

[AR651]interface GigabitEthernet 0/0/8
[AR651-GigabitEthernet0/0/8]ip address 1.1.1.1 255.255.255.0
[AR651-GigabitEthernet0/0/8]quit

[AR651]interface GigabitEthernet 0/0/9
[AR651-GigabitEthernet0/0/9]ip address 2.2.2.1 255.255.255.0
[AR651-GigabitEthernet0/0/9]quit

BCEBIARE.

[AR651]ip route-static 0.0.0.0 0.0.0.0 1.1.1.254
[AR651]ip route-static 0.0.0.0 0.0.0.0 2.2.2.254 preference 100

Heh, 1.1.1.254/2.2.2. 2549 AREEEHES A MIPAIM K ttbhit, 15HRIESCIREE R .
BEEBVPNR %I /ZEIPFIARIEHSENRHEE.,

[AR651]ip route-static 1.1.1.2 255.255.255.255 1.1.1.254
[AR651]ip route-static 2.2.2.2 255.255.255.255 2.2.2.254

o 1.1.1.2/2.2.2.29VPNR*a93E/EZEIP,
o 1.1.1.254/2.2.2.254 9 AREEEHEE .\ I PRI S tbIE

FESHA- 28 3RS RFCGIREREINRE .
[AR651]IPsec authentication sha2 compatible enable

ELEIPsec2 1R .

[AR651]IPsec proposal hwproposall
[AR651-1Psec-proposal-hwproposall]esp authentication-algorithm sha2-256
[AR651-1Psec-proposal-hwproposall]esp encryption-algorithm aes-128
[AR651-IPsec-proposal-hwproposal1]quit

BCEIKEREIRIN .
[AR651]ike proposal 2
[AR651-ike-proposal-2]encryption-algorithm aes-128
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g )

IR0

£E1

[AR651-ike-proposal-2
[AR651-ike-proposal-2
[AR651-ike-proposal-2
[AR651-ike-proposal-2
[AR651-ike-proposal-2
[AR651-ike-proposal-2

BB IKEXTER,

[AR651]ike peer hwpeer1

[AR651-ike-peer-hwpeer1]undo version 1
[AR651-ike-peer-hwpeer1]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer1]ike-proposal 2
[AR651-ike-peer-hwpeer1]local-address 1.1.1.1
[AR651-ike-peer-hwpeer1]remote-address 1.1.1.2
[AR651-ike-peer-hwpeer1]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer1]rsa signature-padding pss
[AR651-ike-peer-hwpeer1]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer1]quit

[AR651]ike peer hwpeer2

[AR651-ike-peer-hwpeer2]undo version 1
[AR651-ike-peer-hwpeer2]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer2]ike-proposal 2
[AR651-ike-peer-hwpeer2]local-address 2.2.2.1
[AR651-ike-peer-hwpeer2]remote-address 2.2.2.2
[AR651-ike-peer-hwpeer2]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer2]rsa signature-padding pss
[AR651-ike-peer-hwpeer2]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer2]quit

XS T:

e ike peer hwpeer1. ike peer hwpeer2: IFRFEEEVPNIESE
e pre-shared-key cipher: FAHt=%4H,

e local-address: ARFEHHZEHIZSMIMELIE

e remote-address: VPNMXHIE/ZEIP,

BcEIPsecZ=HELR,

[AR651]IPsec profile hwpro1
[AR651-1Psec-profile-hwpro1]ike-peer hwpeer1
[AR651-1Psec-profile-hwpro1]proposal hwproposal1
[AR651-IPsec-profile-hwpro1]pfs dh-Group14
[AR651-1Psec-profile-hwpro1]quit

[AR651]IPsec profile hwpro2
[AR651-1Psec-profile-hwpro2]ike-peer hwpeer2
[AR651-1Psec-profile-hwpro2]proposal hwproposal1
[AR651-1Psec-profile-hwpro2]pfs dh-Group14
[AR651-1Psec-profile-hwpro2]quit

FeEEbEEREO

[AR651]interface Tunnel0/0/1
[AR651-Tunnel0/0/1]tunnel-protocol IPsec
[AR651-Tunnel0/0/11mtu 1400

[AR651-Tunnel0/0/1]ip address 169.254.70.1 255.255.255.252
[AR651-Tunnel0/0/1]source 1.1.1.1
[AR651-Tunnel0/0/1]destination 1.1.1.2
[AR651-Tunnel0/0/1]IPsec profile hwpro1
[AR651-Tunnel0/0/1]quit

[AR651]interface Tunnel0/0/2
[AR651-Tunnel0/0/2]tunnel-protocol IPsec
[AR651-Tunnel0/0/2]mtu 1400

[AR651-Tunnel0/0/2]ip address 169.254.71.1 255.255.255.252
[AR651-Tunnel0/0/2]source 2.2.2.1
[AR651-Tunnel0/0/2]destination 2.2.2.2
[AR651-Tunnel0/0/2]IPsec profile hwpro2
[AR651-Tunnel0/0/2]quit

dh Group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256

quit

e ) ] —
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£R12

$}]13

Bxa<SikBBINT:
e interface Tunnel0/0/1. interface Tunnel0/0/2: FASEVPNIEZEITMAYTunnelfx
ey

ARBF, Tunnel0/0/133 R VPNRXFEEIPERTEAIVPNIERE; Tunnel0/0/23F R
VPNMIXZZEIPERTERIVPNIESES .

e ip

address: ARIEHISEAYTunneliZOMett

e source: AREEFHAZERYZNPMLBLLE,
e destination: VPNMXHIZE/SFBEIP,

FcENQA,

[AR651]
[AR651-
[AR651-
[AR651-
[AR651-
[AR651-
[AR651-
[AR651-
[AR651]
[AR651-
[AR651-
[AR651-
[AR651-
[AR651-
[AR651-
[AR651-

nga test-instance IPsec_ngal IPsec_nqal
nga-IPsec_ngal-IPsec_nqgal]test-type icmp
nqga-IPsec_ngal-IPsec_ngal]destination-address ipv4 169.254.70.2
nqga-IPsec_nqgal-IPsec_nqgal]source-address ipv4 169.254.70.1
nqga-IPsec_nqgal-IPsec_nqgal]frequency 15
nqga-IPsec_ngal-IPsec_ngal]ttl 255
nqga-IPsec_ngal-IPsec_nqgal]start now
nga-IPsec_ngal-IPsec_ngal]quit

nga test-instance IPsec_nga2 IPsec_nqa2
nqga-IPsec_nga2-IPsec_nqga2]test-type icmp
nga-IPsec_nga2-IPsec_nga2]destination-address ipv4 169.254.71.2
nga-IPsec_nqga2-IPsec_nqga2]source-address ipv4 169.254.71.1
nqga-IPsec_nqga2-IPsec_nqga2]frequency 15
nqga-IPsec_nga2-IPsec_nga2]ttl 255
nqga-IPsec_nga2-IPsec_nqga2]start now
nga-IPsec_nga2-IPsec_nga2]quit

Bxa<SiRBBIN T :
e nga test-instance IPsec_ngal IPsec_ngal. nga test-instance IPsec_nga2
IPsec_nga2: NQAZR.

AR, IPsec_ngalXtizVPNIIF<IEEIPERERIVPNIERE; IPsec_nqa2¥tRzVPN
I K EFEIPFTTEAIVPNIZESR: .

e destination-address: VPNRXEAYTunneliZOitbtit

e source-address: ARIEHIEEHYITunnelZ[Oitbiil,

Ao EFHSISEHELEINQATNRE .

[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/1 track nga IPsec_nga1l IPsec_nga1

[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/1 track nga IPsec_nga1l IPsec_nga1

[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/2 preference 100 track nga IPsec_nga2

IPsec_nga2

[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/2 preference 100 track nga IPsec_nga2
IPsec_nga2

HXSHIRBUT:

e 192.168.0.0/192.168.1.0: VPCAKiHFM o

- BN FREESRIIMZACERRAtrack nqa,

- [E—%a<H, TunnelxflIPsec_nqaxHZERETFT—RVPNEE,
o preference 100: EEEHUSER, FECEBIAJI60,

Rpl, REMSTEVPNRXEEIPFIERVPNIZES:; WMRVPNIEENEEE
o

MRFERENBRRESE—F, BIRHSERN, WFEZMRRpreference
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-  ARIEHIEE
1% “B%% > VPN > IPSec > IPSecREEEIE” , MRVPNIEERESETH
“ READY|STAYLIVE ”

J ﬁﬁ)’—"‘ﬁ}EﬂP'L‘}WHEQ“%D“bEVPC¥HP\JHE““—JLHEELng

1.3 X9 E=
1.3.1 BEBHAEI

1.3.1.1 #{¥85I

=R
L AEVPNI KBS EHSIS RS 1E M E =AY BB ZA N e BRRYZA IR o
1-17 BEEYLHY
(B Ezan hn
f % = @ FEIP: 1.1.1.2
[DE— Efes— """ 0 @
VPC WPNRE 3 sFeiz2ss VPN VPC
@ : 172.16.0.0/24 FM :192.168.0.0/24
KIF=T, MEZVPNRXREBRIPHLIISER, FLARVPNRCRBIGEERED, £
EIP. FEIP2F0iZ|PitEit 612 —HVPNIZER:
FERK!
% 1-22 uEMX
Fik S2¥In | WE=ARIRE ERTRNTBI
VPC FM 172.16.0.0/24 192.168.0.0/24
VPN | fIEIP 1.1.1.1 e FEIP: 1.1.1.2
e EEIP2: 2222
BHEF |- 192.168.2.0/24
i
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B 2HmM | FIEARIRE =y ey ]
VPNERE | “IEEE1 | o ZANimRFiEiEOMbAL: 169.254.70.1/30
EE% o FfumRFEZEOMNE: 169.254.70.2/30
Tunnel
EOM
il
“ERZ2 | o AImBEIEREOMBNE: 169.254.71.1/30
R | o sosmmmEOMEL: 169.254712/30
Tunnel
O
yilg
IKESREE | o RRAS: v2
o JAIFEX: SHA2-256
o INZE&iL: AES-128
e DHEX: Groupl4
o AKiFHriQ: IP Address
o IJiHtRIR: IP Address
IPseczk | o IAIEEL: SHA2-256
B o INZE&i%L: AES-128
e PFS: DH Group14

1.3.1.2 £HRREFISRELR

HUIRRSR M

= LVPCREFMEZBIETTH .

BIET R

B BEREHTEERHS.

SR B W > EIERNET .

$I23 EEVPNRI,

1. 1%F “RIEAME > DUAR-VPNRX” , BE “GIBIERARVPNRIX” o

2. RIERERTEESH, BE ‘YAWXL” .
VPNIRSEIRBAIN AR MR RESEHRTIRG, IFRESHIBHRITH

o
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SRR EEEF AN R LTS
EREIPHELLE .

KigFW | LARVPCEESHFEIEFOVPCEIER | 192.168.0.0/24

FM
BGP ASN | BGPEAE%=TS, 64512
HARZ TEEREVPNM XY TIRER . XGE

ZEIP VPN AN P EIRR.OBERAMIPT, | 1.1.1.2
FEIP2 VPN AN P ERF.OBERIAMIP2, | 2222

£F4 ECEXIRMX .
1. 1%F “EIEANE > DAAR-IHRMX” , BE “IEMRMXK”
2. RIERERTEESH.

XK S ER RN INRRIKSERIBRTR. NSRS EHITIRAE, 3F
KESHIBRIFEIA

W

= 1-24 XimMXSE5R

SH 5488 BESH

BFR XSmRS AIZFR o cgw-ali

FriR - IP Address: {FFXTimMXAIMKIP | IP Address
1"|E?9|P Address, 1.1.11

- FQDN: £itlitEZ, ZIFEEN
RE. KESBER1~1281=FR,
REERKNEFHE . H=fE5kRST
SHEE, AZIFUTERES:

& <> L1\, ?, X
PDRNE,
WNEREXSiwM K TEEIP, 1HIEEF
FQDNZEERIA,

Ll
EHIART IR EIACLIIN B A HIBEUDPi%
14500,

FIB5 BEVPNIERE,
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KHRT, WiRPXNSZIFRIPHINITTE, LARVPNRMKHEFERIERR, £

EIP. FEIP2F0iZIPHBLE6IZ2E—LAVPNZERS,

1. IEER “EIME RN > dIhR-VPNEE"

2. RIERERTEESH.

VPNZE

KESEIBRIFEIA

% 1-25 VPN iEES 55

, B “BIEVPNERE" .

ZSHRPIIR VPNERSHIRIBATR. LIRS EHITIRE, 3F

S 158 BESH
BAFR VPNEZAIETR, vpn-001
VPNRI RPN, vpngw-001
TP PEEVPNYKHIEEIP, 1.1.1.2
EIE 1 RURM I | SRS 1 RT w5 o 1.1.1.1
ZERE2M K IP IEIEVPNRIKAIEEIP2, 2222
ERR2XTIHRM K | SEIRIERR 2T IR K 1.1.1.1
EEE IR “FRSIRHIELR FRSERAER
X BRPEIEHOPBEMLEIVPCE | 172.16.0.0/24
EH9FM .
- xﬁﬁ%?l@'%ﬁ%?lﬂﬁjuifﬁ,
ABE D 01 O =175 N |
%%H%E’JVPCWE’E¥HFE@
Eo
- ERSOMERZVPCIREEMER, AaE
YERXSim=M, Bign:
100.64.0.0/10. 100.64.0.0/12,
214.0.0.0/8 , A[EregionAIFREs
MEEAE, SLhrFERLERIEE
H_T?g;&o
YR EE(FHF100.64.0.0/108%
100.64.0.0/12, &2z TEHH
BHo
TS BoEIEE 1 MXIPRYEOMI DSBS | IBRIELmEE
. ANighpEEOsit, HigpkE
ZEOMLE, NS, =%
1A, WAREMRISESE .
EOMNSE | - FehHie FRIHHES
Bz KRBILL “Frhode” 1961,
- Bmhpie
KigpFiEEO | VPNRIXAITunnelfZiE&EIPHBLLE . 169.254.70.1/30
bt
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2% 1588 BES#
igpiEEO | Xiwm XA TunnelEEIPHBLE . 169.254.70.2/30
ok
KN H IR =AZIFNQAINEE, Aaik “{FEENQA”
FH=%4A FXTimMFIEENTAREZZAEE | IBRIELMRE
AR RF—H
RISECE OB XIBR RSB E EERIF— - IKESSHS
o
. .
BRI RIS SURL. R V2
" SAEEE:
SHA2-256
" INEEx:
AES-128
= DHE&EIL: Group
14
= 45EEA
(%) : 86400
= KimgtriR: IP
Address
" XJumghriR: IP
Address
- IPsecZRH&
" JANEEE:
SHA2-256
" INEEx:
AES-128
® PFS: DH Group
14
= (G ESP
= 4enEHA
(%) : 3600
GRS BRES ‘SiEEVRE— X4
54R8
LIRRART, R BN A
B ORI RE R O e 51
REARE, ESiEiER 1fRE
15—,
AigbFiEZELO | VPNRXAITunnelBEiEIPHELE . 169.254.71.1/30
btk
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2% i)z BES#
MimhFiEZO | XMigXBITunnelfFEIPHBIE 169.254.71.2/30
ik

1.3.1.3 B =ITHISRELE

HURSRMF
[IER FVPCREFREEEIE5EH .

BELR
SE BRENBREHE,
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1.5.1.3 BEKIEMRFL IR

BIFSR

ERMKEREIGSTEERT.

REPXIEESRRA L AREFEER, EENBLAXINAMRART 3

IEE o

BEERER

a. FEcERFAEEORIPHbLE,
interface GigabitEthernet1/0/1 # BB IRAI AR IPHBIL
ip address 1.1.1.1 255.255.255.0
interface GigabitEthernet1/0/2 # B BB IRAIFARIPLBIL

ip address 172.16.0.233 255.255.255.0
b. BHEOXIAXIRzone,

firewall zone untrust

add interface GigabitEthernet1/0/1
firewall zone trust

add interface GigabitEthernet1/0/2

c. BEETCP MSSK/\,
firewall tcp-mss 1300

BCEDERES

ike proposal 100 # BEERNIE AR IPHEIHFIVPN RIS T EIPRYIKESS AR R B
authentication-algorithm SHA2-256  # F13&1-60BCEIIKERRSINEE A FIE—H
encryption-algorithm AES-128 # F13R1-60BC EHYIKER IS INBZE X FIE—H
authentication-method pre-share

integrity-algorithm HMAC-SHA2-256

prf HMAC-SHA2-256

dh group15 # FNF1-60E BERYIKERIEDHE L RIS—H

sa duration 86400 # FN#=1-60EC BHIIKESRREE M ERIRIE—

ike peer hwcloud_peer33

undo version 1 # F03R1-60E. BHYIKERIEIKERRAMRIF—H

pre-shared-key XXXXXXX # F1ZR1-60E BNV ZZRRIF—H

ike-proposal 100

remote-address 1.1.1.2 # FOVPNRI KB EEIPERIF—E

IPsec proposal IPsec-pro100 # ERERHIIE AR IPHINEFIVPNRI X EEIPAYIPsecS R B X EL B

transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256 # F12&1-60Ac&EHYIPsecERESIMIES A RIF—E
esp encryption-algorithm aes-128  # #13&1-60ACEHYIPsecEREE N E A FRIT—E

ike proposal 200 # BB XIE AR IPHEUEFIVPNR X FEIPAIEXEL S, BeEMNIEL
authentication-algorithm SHA2-256

encryption-algorithm AES-128

authentication-method pre-share

integrity-algorithm HMAC-SHA2-256

prf HMAC-SHA2-256

dh group15

sa duration 86400

ike peer hwcloud_peer44

undo version 1

pre-shared-key XXXXXXX

ike-proposal 200

remote-address 2.2.2.2 # FIVPN RIS BIEREIPERIF—E

IPsec proposal IPsec-pro200

transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256
esp encryption-algorithm aes-128
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EEEI PSeCBJZiE o

IPsec profile HW-IPsec100 # Bg&Rh K2 M| Pl A7 A9 EE FH SR

ike-peer hwcloud_peer33

proposal IPsec-pro100

pfs dh-group15 # FF&1-60ECERYIPsecEREPFSIFIF—H

sa duration time-based 3600 # F1321-60EC BRI IPsec R A dn EHAIRIF—3

interface Tunnel100
ip address 169.254.70.2 255.255.255.252  # EeE AR KISRIRKEREO IPHbiE
tunnel-protocol IPsec

source 1.1.1.1 # BB AR R PitbdE
destination 1.1.1.2 # BEEAVPNRIEAIEEIP

service-manage ping permit
IPsec profile HW-I1Psec100
firewall zone untrust

add interface Tunnel100

interface Tunnel200
ip address 169.254.71.2 255.255.255.252  # ECE ABh X EERORKEIECI2 (PHbiE
tunnel-protocol IPsec

source 1.1.1.1 # BECE ARG KIEAI 2 I PibE
destination 2.2.2.2 # BEEAVPNRIEAIEZEIP

service-manage ping permit
IPsec profile HW-I1Psec200
firewall zone untrust

add interface Tunnel200

ECERRHER
a. BCEEHAHTAMIPRIEHSIEH .

ip route-static 1.1.1.2 255.255.255.255 1.1.1.1  # VPNRIEZEEIP+Z54§+255.255.255.255+Z5K8+5
KAH NI PHYR Kt E
ip route-static 2.2.2.2 255.255.255.255 1.1.1.1  # VPNRIAZEIP+Z548+255.255.255.255+Z5K8 -+
PrersyN TSkl

b. EELEN=FAMIPAIERSISH .

ip route-static 192.168.0.0 255.255.255.0 Tunnel100 1.1.1.2

ip route-static 192.168.0.0 255.255.255.0 Tunnel200 2.2.2.2

(e
e &= Aip route-static VPCF M 1+Z4&+FMIBIT+Z88+Tunnel O%RS+VPNE
EIP/ZZEIP,

o MRFAESNVPCFN, NWHEEATIHVPCFMECEMRIZH.
BLER LR
ip address-set localsubnet172 type object # EX UGS
address 0 172.16.0.0 mask 24 # BRERFPHIERONFRER
ip address-set HWCsubnet192 type object
address 0 192.168.0.0 mask 24 # BEENEVPCHIFRISE

security-policy

rule name IPsec_permit1
source-zone untrust
source-zone internet
source-zone local
destination-zone untrust
destination-zone internet
destination-zone local
service ah esp

service protocol udp destination-port 500 4500
action permit

rule name IPsec_permit2
source-zone untrust
source-zone internet
source-zone trust
destination-zone untrust
destination-zone internet
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destination-zone trust

source-address address-set localsubnet172
source-address address-set HWCsubnet192
destination-address address-set localsubnet172
destination-address address-set HWCsubnet192
action permit

nat-policy

rule name IPsec_subnet_bypass

source-zone trust

destination-zone untrust

destination-zone internet

source-address address-set localsubnet172
destination-address address-set HWCsubnet192
action no-nat

1.5.1.4 45 ERIGIIF
o  KASHHE, BEFVPNIERKS,
- %A=
TR EIERMLSE > CWAR-VPNIEE" , BRVPNEBERESETHAEE.
- USGRAX 1

1R “MLE > IPSec > IPSec” , FRRVPNIEZINEETRA “Succeeded”
. FﬁF’@?EEF“UP\]HExunﬂ]“”j]EVPC¥|jWHE%E’%_JU\*EELng

1.5.2 BGP EEHIE(

1.5.2.1 $£(Ei55|

nSid
LR =VPNMXKIEIT BGPE RE XL A s KRR ERVZH W aN &) BRBYZH RIFR7 o

1-22 BRREYZH

A gL #h=
HEHEL — FEIP:1.1.1.2
AAFIIP : 1.1.1.1
Ia :
2 ~— &EIP:2.2.2.2
FHuETEPL VPN VPC
FM:172.16.0.0/24 FF - 192.168.0.0/24

RIS TUABGKIEERIPHENL S Z M, S A=VPNRXAIIEEIPFOZREIPFDIZI Pl 617
—AVPNERE,
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VPNRX | BXIP | 1.1.1.1 EEIP: 1.1.1.2
F]BEIP: 2.2.2.2
BEAF |- 192.168.2.0/24
R
BGP 64515 64512
ASN

VPNiEE “ERZ | o ZRIRBFEREOMNE: 169.254.70.1/30

E;’% o XJimpRiEEEOitbil: 169.254.70.2/30

Tunnel
ZEOM
il

VERD | e AKIRBXIEROIMIL: 160.254.71.1/30
E&% o XfimpFiEEOMNE: 169.254.71.2/30

Tunnel
O
il
IKESRE | o JAIEEL: SHA2-256
o INZRE;X: AES-128

e DHEX: Group 15

o heA: v2

o 4an/FHA (7)) : 86400
o RimkriR: IP Address
e XJiwkriR: IP Address
IPsecZk | o AIEEL: SHA2-256
B o NITEE: AES-128

e PFS: DH Group 15

e DPD: 45%fb
LA =DPDENAS4ASRY, ASZHFECE
o a/EHE (®) : 3600
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BRIFERR
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1 BREAHREBEHE.

B2 AR WL > RINERME .

$I3 EEVPNRIX,

1. EIF “EIERENE > BAAR-VPNMX” , 2 “eIEIESATVPNNX” o

2. RIEREIETREESHY, $£& “ZAML”

VPN K SEiBRINZR VPNRIXSEGRABPI R, HAMRAS KBRS EHITIHA, JF
KBSHIBHRFERIA.

N
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e 5iER BESH
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ISRV E B FMEFEA T RIA LR
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KigFW | LARVPCEESHFEIEFOVPCEIER | 192.168.0.0/24

FM,
BGP ASN | BGPEAE%E=MS, 64512
HARE FEFEVPN R TR, NGE

ZFEIP VPN AN PERROIBERIAMIPT, | 1.1.1.2
£ZEIP VPNRIZFIBE P IR OIBERAMIP2, | 2.2.2.2

R4 EEXIRRX .
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XK S ER RN IRRIXSERIBRTR. LN KRS EHI TR, 3F
KESEIBRIFEIA

SRS 01 (2025-06-30) IS © ERRAGIRAT 85



EiERIERE

1 35 A\Z VPN 1RUVhR

= 1-63 XimMx S5

e

152AA

BESH

BIR

XU P KA B o

cgw-fw

tRR

- IP Address: {EREXTimRMIZBIMKIP
{EJ9IP Address.

- FQDN: #iiHas, ZiFEENX
RE. KEBER1~1281EFF,
REEAXNNEFE .. HFFUFHT
SERY, FAZIFUUTES®RFER:

& < > [ I.\.ETH.?, X
PDRNE,
ARG iR X TEEIP, 1HiIEEF
FQDNZEERIA,

15488
AR R EAIACLILN B HEIBEUDPE
14500,

IP Address
1.1.11

BGP ASN

BB PEIEHOSFAE MNERY
ASN,

FBFREIESOEIBGP ASNSVPNRIE
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1.5.2.3 FRKEEMERIES TR
1. BRHXERENHSTRERH.

REPXIEE SRR L AREFAEER, EEBLAXINAMRAATF IS

1o
REEMMEE.
a. BeERKIEZORYIPHBIL

interface GigabitEthernet1/0/1 # BCEFH K IBAI AR IPHELE o
ip address 1.1.1.1 255.255.255.0

interface GigabitEthernet1/0/2 # B BB IRAIFARIPHBAL
ip address 172.16.0.233 255.255.0.0

b. EEOXIAIIRzone,
firewall zone untrust
add interface GigabitEthernet1/0/1
firewall zone trust
add interface GigabitEthernet1/0/2

c. BLETCP MSSK/\,
firewall tcp-mss 1300

BCEIDERES

ike proposal 100 # B BFHXIE AR IPHEEFIVPN R % EEIPAYIKE RS IE XA E
authentication-algorithm SHA2-256  # F13&1-60BCEYIKERRSINEE A FIE—H
encryption-algorithm AES-128 # A1 -60E BV IKERIEINZ B X FIF—
authentication-method pre-share

integrity-algorithm HMAC-SHA2-256

prf HMAC-SHA2-256

dh group15 # F02R1-60E ERIIKERIEDHELXRIF—&

sa duration 86400 # FN%=1-60EC BHYIKER RS E M EIIRIE—

ike peer hwcloud_peer33

undo version 1 # F02=1-608 BRYIKESRIEIKERR A RIT—E
pre-shared-key Test@123 # FIR1-60B EMTRHZZRRIT—
ike-proposal 100

remote-address 1.1.1.2 # FIVPNRIRBIEEIPERIF—E

IPsec proposal IPsec-pro100 # BEE R XIE LRI PHELEFIVPN I X EEIPHYIPseciRIgIEXBLE
transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256  # #15&1-60EC EAYIPsectREIMIEEL X RIF—E

esp encryption-algorithm aes-128  # #13&1-60ACEHYIPsecERREINZE A FRIT—E

ike proposal 200 # BREMXIEAMIPHEUEFIVPNR X FEIPAEXE S, BREMNIEL
authentication-algorithm SHA2-256

encryption-algorithm AES-128

authentication-method pre-share

integrity-algorithm HMAC-SHA2-256

prf HMAC-SHA2-256

dh group15

sa duration 86400

ike peer hwcloud_peer44

undo version 1

pre-shared-key Test@123

ike-proposal 200

remote-address 2.2.2.2 # FIVPN IR BIEREIPERIF—E

IPsec proposal IPsec-pro200

transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256
esp encryption-algorithm aes-128

B IPsech¥iE

IPsec profile HW-IPsec100  # BeE Rk iE/ m I PHEIERS N AR FH SRS
ike-peer hwcloud_peer33

proposal IPsec-pro100
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pfs dh-group15 # F15=1-60EC BRYIPsec BRI PFSIRIE—
sa duration time-based 3600 # F13R1-60ECEHYIPsecEREEdp AHBIRIT —

interface Tunnel100
ip address 169.254.70.2 255.255.255.252  # BB AR KIERIREIEREO1 IPHBIE
tunnel-protocol IPsec

source 1.1.1.1 # BB AP KIEAT AW IPHELE
destination 1.1.1.2 # BLE IVPNRIFEAIEEIP

service-manage ping permit
IPsec profile HW-IPsec100
firewall zone untrust

add interface Tunnel100

interface Tunnel200
ip address 169.254.71.2 255.255.255.252 # BCE B KIERIBRERE 2 P
tunnel-protocol IPsec

source 1.1.1.1 # BB B KB M Pk
destination 2.2.2.2 # BEEHVPNRIEAIZEIP

service-manage ping permit
IPsec profile HW-IPsec200
firewall zone untrust

add interface Tunnel200

ECERHRER

a. EBEEARLMIPAIFSEEH
ip route-static 1.1.1.2 255.255.255.255 1.1.1.1  # VPNRIXZEEIP+Z54§+255.255.255.255+ %51+
KA R PRI S
ip route-static 2.2.2.2 255.255.255.255 1.1.1.1  # VPNRIXEBEIP+Z54§+255.255.255.255+ %51+
K2R PRI S

b. FcEBGPIBEFIBGPIZH-
bgp 64515
router-id 1.1.1.1
private-4-byte-as enable
peer 169.254.70.1 as-number 64512
peer 169.254.70.1 connect-interface Tunnel100
peer 169.254.71.1 as-number 64512
peer 169.254.71.1 connect-interface Tunnel200
#
ipv4-family unicast
network 172.16.0.0 255.255.255.0
peer 169.254.70.1 enable
peer 169.254.71.1 enable

BLEREHREE

ip address-set localsubnet172 type object # EX MBI

address 0 172.16.0.0 mask 16 # BEERPHED ORFRIER
ip address-set HWCsubnet192 type object

address 0 192.168.0.0 mask 24 # BEEEREVPCHIFRISE

address 0 192.168.1.0 mask 24

security-policy

rule name IPsec_permit1

source-zone untrust

source-zone internet

source-zone local

destination-zone untrust

destination-zone internet
destination-zone local

service ah esp

service protocol udp destination-port 500 4500
action permit

rule name IPsec_permit2

source-zone untrust

source-zone internet

source-zone trust

destination-zone untrust

destination-zone internet
destination-zone trust

source-address address-set localsubnet172
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source-address address-set HWCsubnet192
destination-address address-set localsubnet172
destination-address address-set HWCsubnet192
action permit

nat-policy

rule name IPsec_subnet_bypass

source-zone trust

destination-zone untrust

destination-zone internet

source-address address-set localsubnet172
destination-address address-set HWCsubnet192
action no-nat

1.5.2.4 £EERIST
o KUSHEIE, TEVPNERS.
ez

ER EERMLE > BAVhR-VPNIERE" , BRVPNIEERSERALESR.
o  FFHIEHLORIRSSEFEARVPCFMRRS AT LIEEPINGE

1.6 JIEELIAFXIE
1.6.1 EFSIRAER

1.6.1.1 F=NE
15 H VPN R BT 58588 S TR LI AR K S A BB R AN 1 -23Ff o

1-23 BRRYZH [

Ft R #hE

L FEP:1.1.1.2

2] 5

Ol |5 f3IP: 1.1.1.1

E— O '< @
=2

FEIP2 :2.2.2.2
AR WL [k VPNF] 3 VPC

FF1: 172.16.0.0/16 FR1: 192.168.0.0/24
FM2 : 192.168.1.0/24

AF=T, WABXERBRIPHITEER, LATVPNREANEEL, FEIP. *
EIP2F0iZ | Pitit 61 —2HVPNIZERE

FJRSPRH
o IABKIERSTRV RAR KESIREE .

o  EHRVPNHARKESZFRPANER L. IBEFEEFEER, BiHReIEER
AP R I EC B RIT—H.
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1.6.1.2 FIERIK!

% 1-65 HIEML!

o MEEE: AES-256
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NEE)

e TETheGreenBow VPN Clientfl]VPCH, {ERRWindowsA]LAPingi@% A= VPCAIR
FMIABIARSS 25 Pkl .

1.8.2 FREEEL

1.8.2.1 #{Efg5|
mENY

9 =VPNIN B T B E T X T42 TheGreenBow VPN Clientfy 82 B 48 M4NE1-56FF
No

1-56 HFIZHR

FiEERL #REVPC !
il FAP 1112 i
S B MR 1 1111 |
\ &EP: 2222 |
TheGreézInBowVPN HERED P VPNRIE VPC E
ient |
FR1 : 172.16.0.0/16 Fm1 : 192.1680.0/24

F#2 0 192.168.1.0/24

Kim=T, TheGreenBow VPN Client#EFZ(ERHEIPHINIHEE, £ ATVPNMEHES
EIPFOiZ|Pibil Gl —4HVPNIZERS .
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IR

+x 1-91 FIEML

251 HRIIR MEE

ELA=VPC FEIBFMN e 192.168.0.0/24
e 192.168.1.0/24

LHRVPNMX | BELFR FBFVPNRXFIHEPEIEHOVPCEES,
IBRRIEFRAN B A FNFEAN R A LT o E
AYIPHEILE
192.168.2.0/24

EIPithiiE EIPHBUEFERSSEEIPRY AR S HoI4ERL, VPN

PEZRINFEF2NEIP, ANRHMBRIREIPHENEAE
BT :

e FEIP: 1.1.1.2
o #FEIP: 2222

TheGreenBow FEBEFM 172.16.0.0/16
VPN Client{ql
VPC
TheGreenBow 3R IPIBLIE 1.1.1.1
VPN Client{lx4 ( Windows=#,
x [t vat D N
MIIP )
FARY I PHBLIE 172.16.1.1
( Windows=E#1
-tk )
IKE/IPsecsRRE MHE=%4A Test@123
IKESRHEE o IMNIFESL: SHA2-256

o NZE L. AES-256
e DHEX: Group 15
o RAK: v2
5iEA
TheGreenBow VPN Client 5.55kRA{N Sz

v1l, TheGreenBow VPN Client 6.6jRANS 1
VIFIV2, VIRSZHESERREIARVPNITE

o HEEA (F) @ 7200
o ZRi%FriR: IP Address
o YJiEkRiA: IP Address
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251 FRIIR bl

IPsecERRg o ANIEEE: SHA2-256
o fNZESEL: AES-256

e PFS: DH Group 15
Lty ESP
4amEE (#) : 3600

1.8.2.2 £EAREFEHRIGERFLR

HUiRSR
= bVPCREFREEOIESEH .

BMELR
B BREHREEEHE.
S22 EE WL > BINERAME” .
$I3 EREVPNMX,

1. 1% “RIEANE > DUAR-VPNRX” , BE “GIBIERARVPNRIX” o
2. RIEREIETERESH, & ‘AL .
VPNRIXSERBAINER VPNRXSEREFTR o

2= 1-92 VPN XS5

e B8 NESH

AR VPNRIFKEIEZ TR vpngw-001
KRR | 1B ‘EUAAER . EIFAE =
EIAFAE | BRI EZEMRFEREH OBER vpc-001(192.168.0.
= VPC, 0/16)

EBFR | BFVPNRXAIRPEIRHOMVPCESRS, | 192.168.2.0/24
R R E T AN R LTS

EoHYIPHbALE
NigFh | LARVPCRESRHFHIEFOVPCEIEBR | 192.168.0.0/24
T 192.168.1.0/24
BGP ASN | BGPEAERZ S, 64512
EEIP VPNRIXFIF IR OBENAMIPT, | 1.1.1.2
FEIP VPNRIXFNARFEIEROEENAMIP2, | 2222
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LA BEXIRRX .
. EE RIIERENE > DAR-iRMX” , BE ‘SIEMRMK” .
2. RIERERTEESH.
Xl K SER BRI X iwMXSERBEFR

= 1-93 XimMXSE5 A

2% AR RES¥
EZE X RI KHI B TR cgw-TheGreenBow
FRiR WEIE “IP Address” , F@IA 1.1.1.1
TheGreenBow VPN Clientflfe A=
VPN KB(SAYIPHBLLE .

$IB5 FEEVPNIERE,

1. IR “EEEME > IAR-VPNIERE” |, BE “eIiEVPNIER:" |
2. RIERERR, BEEVPNIERE,
VPNIEZS HUR BN -94F 7R o

% 1-94 VPN iEZESHE5HA

2 %88 BES#H
BFR VPNEZRIETR vpn-001
VPN % EIRVPNRIXE , vpngw-00T1
R FEIP EIEVPNR XA EEIP, 1.1.1.2
EE2MEIP | EERVPNRIFERIFEIP, 2222
TR R CREE” . RASIET
Xt FRRP#EH OHFENEIVPCGE | 172.16.0.0/16
EH9FM

- Wi FRERGFHAITAES,
TEEES; MinFRABERAMN

%%H%E’\JVPCP\]E%?WFE@
Ho

- EPHOMERRVPCTREEMES, A8E
ERNSim=M, Fgn:
100.64.0.0/10. 100.64.0.0/12,
214.0.0.0/8, A[EregiondITNEE
MEARE, CPMERLEHEE
TR
WNRFEEH100.64.0.0/108k
100.64.0.0/12, iSiR3z T

A=
Bo
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EiERIERE
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2 1588 BES#
EHER1ERE FeEERE 1 MXIPROTREE A, 8 | IBRIBELRE
INZSAFNSRERECE .
FIH=24A . FXIRMEZITAHRZZHFE | Test@123
AR RIE—
SRESFRNY BT E X KimFREIXS i Z 8] - IERER:
BRENVPNEZINZERERIEE 192.168.0.0/16
AER, HIEMRSBNMERE | - gpomes:
Mo 172.16.1.1/32
- REMER
TR EG WA RNE & BB A+ o
Hrh, 0.0.0.0/0FR~MEEMBUE,
- BRNER
BN RS SN im T
S
FIREE FNTheGreenBow VPN Clientf95ER8 | - |IKEZERS
REESRE—H. o
" INEEX:
AES-256
S EESE:
SHA2-256
" DHEGE:
Group15
= RRA: v2
= Sen/EHEA
(&) : 7200
" KigtmR: IP
Address
" XfumtRiR: 1P
Address
- |PsecsRHR&
" A
AES-256
G AIFEE:
SHA2-256
" PFS: DH
group15

= (EEMY: ESP

" SEan/EH
(%) : 3600

MAERRAS 01 (2025-06-30)

WRIERE © HERRARBIRAT

151



EIERIERE

1 35 A\Z VPN 1RUVhR

e ol BESH
T2 E ERERE ‘SERIRE—E . =

A8
N EE R B IER 1 B ERIF

R

1.8.2.3 TheGreenBow VPN Client iR {ELER

HURS

BIESR
224
S
I3
SH4

o BE7fEWindows k%% TheGreenBow VPN ClientZ i .
o VPCREFMEECIETHK .

BEiWindows_ERYTheGreenBow VPN ClientZ i .

LEAELA6 6hRAS A0, FEIZEFIRRANEEREAIGEFEES, EEBIASINARZEY

FEam A

£ “VPNECE > IKE V17 BBET, RiraiithicEmnfl “tgbtestlPV4” Fl
“tgbtestlPV6” , B “MIfR” .

VPN,

£ “VPNECE > IKE V27 BT, Biraiicd “IKEV2” , BE “H IKE
AUTH”

ECEIKEE—PER o
R “VPNBCE > IKE V2 > [kev2Gateway” , IZREIRRESHEXER.
SENHBPANZRT-95F 7R,  LAMNII KBS HHITIREE, JEXBSEIBRISTEIA

% 1-95 S¥i58H

X e 1588 B{ESH

IGUE 0O 1%3$%£TheGreenBow VPN

ClientZAR1Pittlt

1.1.11

1%1E 5TheGreenBow
VPN Client{li@{Zh9%E
RZEVPNRIXEHER
ZFEIP,

1.1.1.2

WE TRHZER .
HESE VPNEESH
R ERNTE =R
PRE—EG

Test@123
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X

£

ol

BESH

Nz

IGIE

AL

FE5%E VPNEZESH
AP EL B RYIKESR AR EC
BEFRE—H

e fIIZ%: AES CBC 256
o I&IF: SHA2-256

o Z$A%H: DH15
( MODP 3072)

AHBID

IR “IPvattiit” , FF
Fe&TheGreenBow VPN
ClientZ2d1Pititlt o

RESE Wil XSH
15 BA R EC B RIS iR

FF—H.

1.1.11

17T D

IR CIPVARELE” |, 3
BB EATVPNNEE
HETERIEEIP,

F=E5E VPNEESH
R ECE R ANiRiRR

FF—H.

1.1.1.2

TURMX

TheGreenBow VPN
Clientf982IPHEIHZE T

oIy
H%=To

FTIB5 FEVPNIERE,

£ “VPNEZE > IKE V2 > lkev2Gateway” B8R, BRirAaiEks
“lkev2Gateway” , B “Fr Child SA” .

ffe —

86 BoEIPsecsE_MER.
%E#E “VPNECE > IKE V2 > Ikev2Gateway > lkev2Tunnel” , R4k “ NMFEIFKIE

87 , RAERETESHEXER.

SHORIBINGRT-96F 7R,  LUAMNIIRBESEGHITIRE, IEXBSEBRIFEIA.

% 1-96 S5

X 2 1588 NESH
Child SA VPNZ Fimithiit | TheGreenBow VPN 172.16.1.1
ClientFARiiBiLE .
bk 2Ry prirt = o 11123 | F it
i L AN E R =VPCRIER 192.168.0.0
F 255.255.0.0
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Xig e 588 NES¥
oz wESR VPNERESH | ¢ I%: AES CBC 256
o iHEEqJEEEEGIPSeCEﬁH% ;_:'U%: : SHA2-256
eIt RERE—. il _
e Diffie-Hellman:
Diffie-Hellman DH15 ( MODP
Child SATXIER 3072)
e Child SAEZHA
(%) : 3600
Bt Bzl EE - o A% “HEREVPN
EPimfashit B e

EXFERE" .

o Aik “HEMEIRE

BY B ohFFEiX &%
&’ .

SR HFALRRBEE ‘RE” , BF ‘RE .

1.8.2.4 45ERIGHIF
o TEEVPNEE,
- 44:.%2—:

BERE RGNS > RUVAR-VPNIERE” , FRVPNERRSRTNIER.
- TheGreenBow VPN Client{l

£ “VPNECE > IKE V2 > lkev2Gateway > lkev2Tunnel” B2 T, BinaiE
EH “lkev2Tunnel” , BF “HEEE" , BERSERHEE (ZNER
BTRAZE)
e TETheGreenBow VPN Clientfl]VPCH, {ERRWindowsA]LAPingi@% A= VPCAIR
FMIPIAIARSS BRI PHELL

1.9 X34% StrongSwan

1.9.1 BHSIBHELD

1.9.1.1 &{FE51

17—l
HEAZVPN M EIET S IR RIER X iEstrongSwan Y ERRY4E 90 & 1-57 Ffr7<
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1-57 BARYZHN

FitpEEP O Eh=
m [ =l FEP:111.2
EEE: I— LFIP ;1111
|2 -
i £2ZEHP: 2222
Ah#EEE strongSwan VPN VPC
Fml : 17216.0.0/16 Fm1 : 192.168.0.0/24
Fm?  192.168.1.0/24

KIH=T, strongSwanZiFERIPHELIS R, ELHRVPNRERBEESELR, £EIP. &
EIPFMiZIPHELIE B3R —ZHVPNIZER .

FERIL

% 1-97 HUEMR

251 LRI MEE

LR =VPC FEEFM e 192.168.0.0/24
e 192.168.1.0/24

HAHZVPNRX | BEXFM BFVPNRXFIAFEIEHRCOVPCE(S,
IERRIEIRI B A FNFEAN R LA LT o B
BYIPHBLIE
192.168.2.0/24

EIPitbiik EIPHENEMOSEEIPRY R R S E 4R, VPN

WMEERIAE2NEIP, ARBIERIZEIPHENE S
BT :

e EEIP: 1.1.1.2
o FEIP: 2.2.2.2

strongSwan{lll FEBFN 172.16.0.0/16
VPC
strongSwan{ll NPtk AMIPHRIZER S —0EL . ANRBIERIR
VPNPE NRIPHEMEENT
1.1.1.1
FAM I PHBLE ABUBRIZFAR I PIHEREGO T :
172.16.0.195
VPNi&E#E “ERIEE” | e AimEFEEOMI: 169.254.70.1/30

i"imnnelﬁmﬂ SRS O 169.254.70.2/30

“ER2ECE RighEiEOmit: 169.254.71.1/30

i"imnnelﬁmﬂ" SRS O 169.254.71.2/30

IKE/IPsecsRE HE=%4A Test@123
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251 LRI MEE
IKESERE o JANIEEE: shal

o MNEHE: aes128

e DHE%: group 2

o hRA: v2

o Han[EHE (%) : 86400
IPsecsRfig o JAUEEE: shal

o INEHE: aes128

e PFS: group 2

o HanfEHA (%) : 86400

1.9.1.2 £HRREFISRELR

RIS
= LVPCREFRBEIREH.
BELR

T BEREHEEEHE.
U2 HIR WK > BINERMNSE”
$I23 EEVPNRIE,

1. &R “EMERNGE > BIAR-VPNRX” , BE ‘eI ATZVPNMX”
2. RIEREIERECESH, B4 “MZAWL”
VPNRIESHHBEaNFE VPNRIESEUHBIT T -

% 1-98 VPN XS5

28 olilz BES#
ZFR VPNRIKRIEFR vpngw-001
XEELR, | %R CRFAETRT . B E=
BEAAE | R AEENRPEIESOEEH vpc-001(192.168.0.
= VPC, 0/16)
KigFR | LHA=VPCEESRHFEIEHOVPCEIER | 192.168.0.0/24
FM. 192.168.1.0/24
HEFR | BFVPNRXAIBPERHOMVPCER, | 192.168.2.0/24
BIRREENE R FNEEAN R LS
ECHYIPHELE o
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¥ B8 NES¥
BGP ASN | BGPEIARZSH. 64512
FEIP VPNRIKFNARFEIEROBENAMIPT, | 1.1.1.2
ZEIP VPNRIXFNAFEIEROBENAMIP2, | 2222

HRA FEXTIHRRX

1. 1% “RIEANE > DAR-IHEMX” , BE “IEHRMK” .
2. RIERERTEESH.
X XS ERBBINERT-99F 7R o

= 1-99 XimMXSE5 A

2% pizkils NESH
BAFR X KHYEFR o cgw-strongswan
FRiR - IP Address: fSERXJuRMIKAIMKIP | 1.1.1.1

YEJ9IP Address.,

- FQDN: #iiHas, ZiFEENX

RE. KEBER1~1281=FF,
REEAXNNEFE .. HFFUFHT
SERY, FZIFUUTES®RFER:
& < > (1T, ?, X
PDRNE,
WNEXSimM X TEEIP, 1HiIEEF
FQDNZEEFRIA,

15488

14500,

ERRIANT iR M KAIACLIRN E 2 KB UDPiR

$IB5 ELEVPNIERE,

KIH=T, strongSwan{SZIFEIPHELIISZE, ERTVPNMIKAYEREIPFDIZIPHELLE]

@—?EVP N]‘—i_:}g o

1. IR “EIEENLE > DIAR-VPNIER:” |, BEFE “CIZEVPNIEREE" .
2. RIERERR, BEVPNEE,
ymi&%%%ﬁzi%ﬂﬁﬁﬂ‘l?ﬁﬁﬁ MY g2 S EH TR, JEXBSHISRITH

o

= 1-100 VPN i&EE2 #0058
¥ 5iRH BES#H
BAFR VPNERZRIETR vpn-001
VPNRJ>% ITEIRVPNRY K vpngw-001
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2% i)z BES#
T EIP IEIRVPNEAIEEIP, 1.1.1.2
EFIXTIRM K | SEFREE 1 xR . 1.1.11
2K IP TEIRVPNY KHIEZEIP, 2222
ERE2XTIRM K | SEFREE 2T IR . 1.1.11
EEED IR “EESIRHER . FESIRHIER
XX BREIEFOPEFENEANEVPCGE | 172.16.0.0/16
EH9FM .
- ia‘ﬁ#ﬁ?l@'-ﬁﬁ%?lﬂﬁjuié,
PN ; XumFRIABEAE AN
%%H%EﬁVPCWEﬁ¥HFE@
E’:o
- ZHOMEBEVPCITREBMER, AAE
BRI TimF, Flan:
100.64.0.0/10. 100.64.0.0/12,
214.0.0.0/8, A[&EregiondIFREs
MEEARE, SEhrERLEFIEE
TR,
W EE(FHF100.64.0.0/10T%
100.64.0.0/12, B2 TR
Bo
EE1RE P B WX IPRYE OIS B S | IBRIELCE
. NighxaEiEOtbit, iskkiE
EOfE, EUNLE . =%
8. FIAZPEMRISEE.,
EOMWSE | - FEhHEe Frho e
B ABILL “FrhoEe” F6,
- Baipie
AimhFEEO | VPNRERITunnelpEiEIPibiLE . 169.254.70.1/30
btk
MimpfFEEO | MiwkxATunnelfZE| Pt , 169.254.70.2/30
piichl
KA BFEiin= T IRAuFEEE Aik “{FEENQA”
M, BITICMPIRIAENISCHL; {F8E
NQA, FHITIRIREZEERIFICMP
MIRZIEK o
5488
THRSFFEET, BHATEHMXZISICMP
TheE, BXdimiEOtbitEEsdinmx_t
Efffc e, BUnJgeEHVPNRER
JEO
HE=%5A. FXiRMFEZNTARZZIHFE | Test@123
AR ®F—H,
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=B RIEE 1 i A= VPN 2Vl iR

2% 15488 BES#
RISECE FstrongSwanfIRISECETEIRIT | - IKESRES

_ﬂo N
" NE&EE:
AES-128
" JNIEEE:
SHA1

= DHE&EXL: Group
2

= RRA: v2

" das/EHA
(%) : 86400

= KimgtmiR: 1P
Address

= YJumtRIR: IP
Address
- IPsecZRHEE

" INEEE:
AES-128

G NFESE:
SHA1

" PFS: DH
group?

" (&R ESP

" SEas/EHA
(%) : 86400

G2 E EERE ‘SERIREE . XA
il
LIEIRKART, R BN ARRE
EOMhRIR RS O S
EETRE, HtSHRER RS

15—,
ARimbFiEZEO | VPNREAITunnelBEiEIPHELE . 169.254.71.1/30
prizhi
impiEEO | Xigm XA TunnelEEIPHBLE . 169.254.71.2/30
etk
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1.9.1.3 AREIEHOUSRIELER

LYRSRH

BRIEL R

SER1

S£IR2

LR

R
fER

?s.%{’ﬁyﬂﬁiuiﬁ “CentOS 8.2 6AHIR{EER S " BIstrongSwaniZ&Z 96, Efthie

%, {E8#strongSwanE 5 X#.

fEstrongSwanEMN FEZ %,

A[E)
7361

[P = =)

ESE 3

wnN =

&

AN
7K

strongSwanhR AL EECE L A ReFEER, AnBllAstrongSwan 5.9.10kR7
strongSwanix {4,

LArootFHFZERCentOS 828 %, HJHa<ITEO.

$GstrongSwanZiEE _HEFICentOSREFZHZRT, Wi/opt/.

P TSRS, BEALEEFREER.

cd /opt/
HATLATds<, ZixstrongSwan,
rpm -ivh strongswan-5.9.10-1.el8.x86_64.rpm --force --nodeps
(11 588
strongswan-5.9.10-1.el8.x86_64.rpm AL ANEZFR, SIRIELIREIR,
EIRINTHEMER, RREEE,

Verifying... HUHBHHHH BB R HH BB RH BB HH R SR HHHH [100%]
Preparing... HHHRUH BB HHRHH R BB HRHH R A SRR H#RHH [100%]
Updating / installing...

1:strongswan-5.9.10-1.el8 HUHBHH R AR BB R BH R AR BB HRHH R AR HHHH [100%]

HITLATERS, BE&strongSwanhRz
strongswan version

BRI THEMER:

Linux strongSwan U5.9.10/K4.18.0-348.7.1.el8_5.x86_64
University of Applied Sciences Rapperswil, Switzerland

B Kt ERA

mwuﬁw, KUBESPHMY ( IPHMNYS50) o
iptables -1 INPUT -p 50 -j ACCEPT

HATLATER<, BUBUDPS00ixH

iptables -1 INPUT -p udp --dport 500 -j ACCEPT
PATLAT <, BUEBUDP4500iwH

iptables -1 INPUT -p udp --dport 4500 -j ACCEPT
mbgﬁgziljjﬁbo

TUTHS, ARREZRAINEE,

echo 1 > /proc/sys/net/ipv4/ip_forward
RS AR SRS, strongSwanu%EF‘ EEEHLEZGS. EAUSRIUT

I7§l1’§

KA FFEstrongSwanig &R & INEE .
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1. BHITLATaE<S, $TF/etc/sysctl.conf3Zf4,
vi [etc/sysctl.conf

2. EXHEHRRINATECE

net.ipv4.ip_forward = 1
3. ¥ “ESC” |57, WA:wq, & “Enter” ,
FREFEREHRLRIESE.
4. PUTLATER<, BEREEN.
sudo sysctl -p
TS BEWFE,
1. HITLUATESS, SipEAstrongSwanfi&X 14,

mv /etc/strongswan/swanctl/swanctl.conf /etc/strongswan/swanctl/
swanctl.conf.bak

2. HFLATS, $JFHstrongSwanBt&X {4,
vi /etc/strongswan/swanctl/swanctl.conf

3. RIGEIENL, AN FECE .

connections {

veol { #5001Psec-VPNBEIE 1HIVPNECE
version = 2 # IEEIKEIRE, TEELATERTBIKERRARIF—E, 2FRRIKEV2,
local_ addrs = 172.16.0.195 # ZAithipitit
remote_addrs = 1.1.1.2 # 18 ERE 1 XJimAY I PHELE SR N =IERZ 189K IPHELE, BDIPsecitbiik
1 o
dpd_delay = 10
rekey_time = 86400 # IEEE1HISAETGRERE, B5EATERINIKEEEFAISAEE
HRIE—E

over_time = 1800
proposals = aes128-shal-modp1024 # ISEREIRINZERL. INEE L. DHEE, F5%A=
EERNIKERETFIMEZEE. IMEEA. DHEXRIF—H, Group2XIRAYZmodp1024,

encap = yes

local {
auth = psk # RIAIES UEEPSKIER, BIFHEZ=ZHRLAR .
id=1.1.1.1 # A2 MEOIP,

}

remote {
auth = psk # MAIE S UEEPSKA I, BIEARFERMEEERR .
id=1.1.1.2 # LRRERINEEIP,

}

children {
vco_child1 {

local_ts =172.16.0.0/16  # AbUEETR, HEAFAMKMEL172.16.0.0/16,

remote_ts = 192.168.0.0/24  # L I=MEGER, HEVPCRIE;192.168.0.0/24,

mode = tunnel

rekey_time = 85500

life_time = 86400 # IEEFE 1RISAG AR, BSEATER1HIPsecElEFRISALETE
HRE—H.

dpd_action = restart

start_action = start

close_action = start

esp_proposals = aes128-shal-modp1024 # ISERE1RINIZEEL. INEELX. DHEX, 5
HRREZ1NIPsecEtEFAINNIZEX . INEEE. DHEEFRIF—, Group23IMAgEmodp1024.,

}
) }
vco2 { # i INIPsec-VPNEFIE2RIVPNECE
version = 2 # 1IBEIKERRA, FEELITERE2MIKERRAFRIG—, 2FRIKEV2,

local_addrs = 172.16.0.195 # ARihIPHbiE,
remote_addrs = 2.2.2.2  # IgERE2XTIHAYIPHEI R =IERE 2R K IPHEE, BlIPsecttiiib2

dpd_delay = 10
rekey_time = 84600 # IEEE2RISAL A, BEENTER 2N KEREFRISALdrEHA
RIF—H
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over_time = 1800

proposals = aes128-shal-modp1024  # IEERFE2MIIZEEE. INEEX. DHELE, |5%R
SEE2IKEE BERRINIEE L. INEER. DHEXFRIE—2, Group2X3RfJEmodp1024,

encap = yes

local {
auth = psk # A AES TUEEPSKA T, BIFHE=ZHELR .
id=1.1.1.1 # AAREOIP,

}

remote {
auth = psk # JIAES EFEPSKA, Bl =FERREZZRLR .
id=2222 # LRRIEZ2MIBEIP,

}
children {
vco_child2 {
local_ts =172.16.0.0/16  # ZAHBURRSGETR, HEAMFAMMER172.16.0.0/16,
remote_ts = 192.168.0.0/24  # FLARMBER, HESVPCRER192.168.0.0/24,
mode = tunnel
rekey_time = 85500
life_time = 86400 # IBERE2RISAL RN, FSEATER2MIPsecElEPRISAE T EIHA
1%%_ﬂo
dpd_action = restart
start_action = start
close_action = start
esp_proposals = aes-shal-modp1024  # IEERE2RINIBE L. INEEE. DHEE, F5%
FEERE2HIPsecFRERRIMBELL . INEEL. DHESKRIF—E, Group23dRzAIZmodp1024,
}

}
}
}
secrets {
ike-vco1l {
secret = Test@123 # ISEREITHEZEER, S5LITERIPNAHLEZZHFEF .
}
ike-vco2 {
secret = Test@123 # ISEME2MITHEZEA, S5SNI ER2NAHEZZHFF .
}
}

4. 3% “ESC” |7, WiA:wq, ¥% “Enter” ,
FREREHIRERERS.
5 HITUAT®S, EFstrongSwan#iz,
systemctl restart strongswan
6. HUTLATEHS, EERERE.
watch swanctl --list-sas
BRI FMEE:
ecs-b6b4-strongswan: Tue Mar 11 16:51:19 2025

plugin 'sqlite': failed to load - sqlite_plugin_create not found and no plugin file available
vco2: #2, ESTABLISHED, IKEv2, c2786dfe3bc7d7e0_i* 75e148eba08c17e1_r

1.9.1.4 Z5RIGIF
o  AHSHHE, BEVPNERIAE.
EHE
IR RIS > BAR-VPNIERE" |, FRVPNIEERSERAIES.
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o  FFHIEHLOAIRSSEFEARVPCFMRRS R LIEEPINGE .

1.9.2 SFHRER

1.9.2.1 #{¥85I

BENAE
VPN X BT R IE R It strongSwanf BAEYZE R 4N E]1-58Ff7
1-58 BREYZH
FEIER G =
e il FEP:1112 I
@ ARP:1111 < _@
Fist-y) =EP: 2222
AthEHEPL strongSwan VPNR WPC
Fl : 172.16.0.0/16 FR1 0 192.168.0.0/24
FRd2 : 192.168.1.0/24
KIH=T, strongSwanZiFERIPHELISER, EARVPNMEREESIELR, £EIP. &
EIPFOiZ| PiBLIE Sl —2HVPNZESS .
HIERLR
% 1-101 EdENX
251 KR MEE
A=VPC FEEFMN e 192.168.0.0/24
e 192.168.1.0/24
HAHZVPNRX | BECFM BFVPNRXFIAFEIEHRCOIVPCE(S,
IBRRIEIRI B A FNFEAN R A LT o B
BYIPHBLIE
192.168.2.0/24
EIPittt EIPHENEMOSEEIPRY R R S EH 4R, VPN
MIZEAERH2NEIP, AREAUERIZEIPHBLIEAE
BN

e EEIP: 1.1.1.2
o FEIP: 2.2.2.2

strongSwanfll | FEIBEFK 172.16.0.0/16
VPC
strongSwanfll | ZXMIPitBit ~MIPHIRIEER S —2E . AREIRIE
VPN 2P IPHBRERN T :
1.1.1.1
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331 AT MxE
FARYI P RRBUERIZFARI I PHBIELN T :
172.16.0.233
IKE/IPsecERA& Tt =%H Test@123
IKESEHS o JAIEEE: shal

o MMEHE: aes128

e DHE%: group 2

o hRA: v2

o San/EHR (7)) : 86400
o ZNimtRiR: IP Address
o NfimtRiR: IP Address
IPsecskig o JMIEEIXE: shal

o MMEHE: aes128

e PFS: group 2

o {EmMY: ESP

o San/EHR (7)) 1 86400

1.9.2.2 LAHREZTHSRIELER

HURSRMF
= LVPCRETFRBEOIEER.
BELR

B EFHLATESERHE,
U2 HIR L > BINERAMNS”
FI83 BLEVPNRI,

1. ER EMEEMLE > BIhR-VPNRE” |, B “BIEILEATVPNRE” |
2. RIER@mRREESH, Bd ‘MWL
VPNRIESH05BEIN%E VPNRIESEHBITR

= 1-102 VPN MXS#i508

2% ikl BESH
2FR VPNRIKAIZFR vpngw-0071
KEER | ER CEIAB R EIFAB =
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2 izl BES#
EIFAE | EFEEAZZTEMRFEEHOBED vpc-001(192.168.0.
= VPC, 0/16)
KigFR | CHAEVPCEESHFEIEHROVPCEIER | 192.168.0.0/24
FNo 192.168.1.0/24
BHEFR | BFVPNRXFIAFEIEROIVPCEE, | 192.168.2.0/24
IERRIERIN BB FNEEIN A LET S
B9 PHbLLE .
BGP ASN | BGPEHEE#STE, 64512
ZEIP VPNRANE P EIRROBERAMIPT, | 1.1.1.2
REIP VPNRIXFNE P EIEHROEBEAIARIP2 2222

A BEXJIRRX

1. 1% “EIEANE > RAR-IHRMX” , BE “ IEMRMK”
2. HRIEFEETRESH
XiwMIXSERBENZR-103F7R .

& 1-103 XJimM XS

2% pizkils BESH
ZFR Xt P KHY B FR o cgw-strongswan
FRiR - IP Address: {FREXTIRMZAIMAEIP | 1.1.1.1

{ES9IP Address,

- FQDN: £fitEZ, ZIFEEN
RE. KEBER1~1281=FF,
REEAKXNNEFE ., HFFUFHRT
SHEE, AIFUTERES:

& <> LI\, ?, K
PDRNE,
ARG imM X TEEIP, 1HIEEF
FQDNZEERIRA,

1588
EHART IR X AIACLILN & HBEUDPE
[14500,

$IB5 FLEVPNIERE,

KIH=T, strongSwan{SZIFEIPHENIISE, FERTVPNMIKAYEREIPFDIZIPiELLE]

E—AVPNIESE,

1. %R BTN > AR-VPNIERE” |, B “CIEVPNERE" |
2. RIERERER, BEVPNIERE,

VPNIEESHURBINE VPNEESEIREFR . MRS S TRR, JE
FRSEBRIFIA.
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% 1-104 VPN EEZS 50508

- BRIMIER
LIS Ere =i
W o

2 izl:lZ BESH
BAFR VPNEZAIETR, vpn-001
VPNRI ERVPNRIX vpngw-001
ZEE1XIP TEIRVPNIXAIEEIP, 1.1.1.2
TR | IEREE 1w K, 1.1.1.1
ERE2M K IP ITERVPN ERIZFZEIP, 2222
TR K | SEFREE 2T IR . 1.1.1.1
EEED R CHRIRER . RESED
X< d BREIEFOPEBENENZVPCGE | 172.16.0.0/16
E9FM o
- WimFNESREFMEIUES,
REEER; XinFMABEE A
%%H?EE’\JVPCP\]EE?WW?@
=8
- ZHMEBEVPCITREBMER, AAE
BRI TimF, Flan:
100.64.0.0/10. 100.64.0.0/12,
214.0.0.0/8, A[&EregiondIFRER
MEEAE, SEhrERLIEFIEE
TR,
YNEREE(FHF100.64.0.0/108%
100.64.0.0/12, {SIEZ T B
Bo
EERE ECEIEE 1 MXIPRITRE=25H . 8 | IB/RIBLRE
INEBAIRARECE -
=R FXTiEMFEZNTARZZHEEFE | Test@123
iAZE RF—H
SRESHMY BFEMRiHFMERTHmFMN2ZE | - RERNER:
BRHAVPNIEENNZFEREE 192.168.0.0/24
Xo 172.16.0.0/16
- REMER _ ERIERD:
,ﬁmﬁﬁﬂ\iﬁ@é\ﬁﬂﬁzﬁﬂﬁ?W o 1 92.128.1 '0/24
Hrh, 0.0.0.0/0%~FE= bt
s [OFREEME | B

172.16.0.0/16
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https://console-intl.huaweicloud.com/ticket/?locale=zh-cn#/ticketindex/serviceTickets

=B RIEE 1 i A= VPN 2Vl iR

2% 15488 BES#
RISECE FstrongSwanfIRISECETEIRIT | - IKESRES

_ﬂo N
" NEEE:
AES-128

= JNIEEE:
SHAT

" DHEX:
Group2

" ORRA: v2

" das/EHA
(%) : 86400

= KimgtmiR: 1P
Address

= YJumtRIR: IP
Address
- IPsecZRHg

" INEEE:
AES-128

G NFESE:
SHA1

" PFS: DH
group?

" (&R ESP

" SEas/EHA
(%) : 86400

TR E EERERE ‘SERIRE B . A=
152BA

EEE R B ERZ 1 B ERIF

- 4EER
1.9.2.3 APEUEROUIEIELS T
YIRSIRE

AIIRIELTRINETT “CentOS 8.2 6AIRIERR” AYstrongSwanig&E /9. Efthig
ER%, 1ESEstrongSwanB X1,
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BRIELER
£ fEstrongSwanBE N FEHZES,
AEIstrongSwanhR A REECE L A REFEER, ARfilistrongSwan 5.9.10kkZS
7,
$£B2 LiEstrongSwaniiit,
LlrootFHF & RCentOS 828 %, FIFHwSITED.
$&strongSwanZxE _EEFICentOSREHZEZRT, dl/opt/,
WITLA TS, BALRESMERSR.
cd /opt/
4. HWITFLATES, L¥EstrongSwan,
rpm -ivh strongswan-5.9.10-1.el8.x86_64.rpm --force --nodeps
(MEEY::

strongswan-5.9.10-1.el8.x86_64.rpm ALECIZIR, BRIELIREIE,
EIRUNTEAKES, RREEMIN.

wnN =

Verifying... HHHHBHHRHHRH AR AR AR RS RS HHH [100%]
Preparing... HHHRHHHHHHRHHRH AR B AR HRS RS AR #HH [100%]
Updating / installing...

1:strongswan-5.9.10-1.el8 HHHHHHHRH AR AR AR AR HRR AR AR HHH [100%]

5. WITLAT®<S, EFstrongSwanhZA,
strongswan version

BRI THERMER:

Linux strongSwan U5.9.10/K4.18.0-348.7.1.el8_5.x86_64
University of Applied Sciences Rapperswil, Switzerland

HE3 BRI KSR
o HITLAT®HS, BUBESPHMY (IPHNYS50) o
iptables -1 INPUT -p 50 -j ACCEPT
e  HTLATAR<S, HMUBUDP500iwmM
iptables -1 INPUT -p udp --dport 500 -j ACCEPT
o  HUTLATER<S, MUEBUDP4500imH
iptables -1 INPUT -p udp --dport 4500 -j ACCEPT
TR ARRER KA.
HITLAT S, FERE% A8
echo 1 > /proc/sys/net/ipv4/ip_forward
xS AIaRERES, strongSwaniRBEREREMEEZHS . BAILSHIUT
ABKAFFEstrongSwani@ &R EHE &I
1. TS, FTF/ etc/sysctl.conf3f4,
vi [etc/sysctl.conf

2. EXMHFRHRINAITEE.

net.ipv4.ip_forward = 1
3. H‘i «“ ESC” E, Eﬁ)\IWq, B.—\i “Enter” .
FFREFHRLRIERS.
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4.

HATUATa <, EREES.
sudo sysctl -p

£RS5 BEVRE.

1.

HITLUAT#S, &HEMEstrongSwanBt&E 4.

mv /etc/strongswan/swanctl/swanctl.conf /etc/strongswan/swanctl/
swanctl.conf.bak

WATLA TS, $JFHstrongSwanBt&X {4,
vi [etc/strongswan/swanctl/swanctl.conf

RIBEENL, RN TR

connections {

veo1 { #5001Psec-VPNBEIE 1HIVPNECE

version = 2 # IEEIKEIRE, TEEATERTBIKERRARIF—, 2FRRIKEV2,

local_addrs = 172.16.0.195 # Aithipithit

remote_addrs = 1.1.1.2 # 15 ERE 1 XJimAY I PHELE SR A =IERZ 19K IPHELE, BDIPsecibiik
1 o

dpd_delay = 10

rekey_time = 86400 # IBEBEIHISAS AR, S5 hTERINIKEEETRISAESE
RS

over_time = 1800
proposals = aes128-shal-modp1024 # ISEREIRINERL. INEE A, DHEE, F5FA=
EERIKERETMEZEEE. IMEEA. DHEXRIF—H, Group2XIRAYZmodp1024,

encap = yes

local {
auth = psk # NI AIES UEEPSKIER, BIFHEZ=ZHELAR .
id=1.1.1.1 # A2 mEOIP,

}

remote {
auth = psk # MERIAIE S UEEPSKA T, BIEARFERMEEERR .
id=1.1.1.2 # LRRERINEEIP,

}

children {
vco_child1 {

local_ts =172.16.0.0/16  # ZAHBUBSEER, ESAKFAMMER172.16.0.0/16,

remote_ts = 192.168.0.0/24  # L I=MEGER, HEVPCRIE192.168.0.0/24,

mode = tunnel

rekey_time = 85500

life_time = 86400 # IEERE1RISAG AR, BSEATER1HIPsecElEFRISALETE
HRE—.

dpd_action = restart

start_action = start

close_action = start

esp_proposals = aes128-shal-modp1024 # ISEKE10MBZE L. INEEX. DHER, £S5
HHRREZ1NIPsecEtEFAINNIZEX . INEEE. DHEERIF—H, Group23IMAIEmodp1024.,

}

}
}
veo2 { # A I0IPsec-VPNBIE2RIVPNECE
version = 2 # 1IBEIKERRA, FEELITERE2MIKERRAFRIG—, 2FRRIKEV2,

local_addrs = 172.16.0.195 # ARihIPHbiE,

remote_addrs = 2.2.2.2  # IgERE2XTIHAYIPHEI R =IERE 2R K IPHEE, BlIPsecttitib2

dpd_delay = 10

rekey_time = 84600 # IBERE2RISAE AR, TS5 ATER2HIKEEEPRISALBEEE
REF—H

over_time = 1800

proposals = aes128-shal-modp1024 # IEEE2RIINZE L. INEEL. DHEE, F5%H
TEE2RIKEECEHRINNZEEEL . INEEIL. DHEGEIRIF—E, Group2XdRiAJEmodp1024,

encap = yes

local {
auth = psk # R NERREFEPSKAT, BIFE=ZEHELR .
id=1.1.1.1 # AR OIP,

}

remote {
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auth = psk # SRIAES EFEPSKAT, Bl =ERREZZRAR .
id=2222 # LRRIEZ2MIBEIP,
}
children {
vco_child2 {
local_ts = 172.16.0.0/16  # Z bl 4@, BESAMEFAMMEZ172.16.0.0/16,
remote_ts = 192.168.0.0/24  # EAH=MBNER, HSVPCMER192.168.0.0/24,
mode = tunnel
rekey_time = 85500
life_time = 86400 # IEERE2RISAL RN, FSEATER2MIPsecElEPRISAE T EIHA
1%%_ﬂo
dpd_action = restart
start_action = start
close_action = start
esp_proposals = aes-shal-modp1024  # ISERFE2MEEL. INMEEE. DHEX, B5%
HEIEE2H IPsecECE PRI E X . INEE L. DHER(RIE—E, Group2XfRAYEmodp1024,

}
}
}
}
secrets {
ike-vco1l {
secret = Test@123 # ISEREINWRHZER, BE5EITERPIRAHEEZHFRE—H.
ike-vco2 {
secret = Test@123 # ISERE2MNTAHZEE, BESEITER2NAHEZHFRT—H.
}
}

4. ¥ “ESC” I7, WiAwq, & “Enter” ,
FRFAREFRLRERS
5 WATLLT®S, EiSstrongSwani# iz,
systemctl restart strongswan
6. HITUUT®S, BEERERS.
watch swanctl --list-sas
BRI TMEE:
ecs-b6b4-strongswan: Tue Mar 11 16:51:19 2025

plugin 'sqlite": failed to load - sqlite_plugin_create not found and no plugin file available
vco2: #2, ESTABLISHED, IKEv2, c2786dfe3bc7d7e0_i* 75e148eba08c17e1_r

1.9.2.4 Z5RIGUE
o  KRASHHMIE, BEVPNIERRKS.
ﬂ:.ng
EE “EPIERME > RAAR-VPNIERE” , BRVPNERKSETHER.
o  FAFPHIERORRSEIENEVPCF AR 2RI LIEEPIngi#E
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AT VPN 2B

2.1 @&t

2.2 -5

BELZER

MDEREIE AL (VPN ) S1ERISE, 1ZErn ISR &R BAIVPNIZ
%, LMBARMNESENZTVPCEFMIBEEE,

VPNERISERIEIRP O (2% ) EEEIEAIVPC, XimMXiE R PinlERRYER
Fric, b__I-L/LIE%IEIEA#FlX B o

e =ffl: HUAWEI USG6600E.E

o fl: Fortinet WIBFHNIEVPNEIE

o Bl FEIRFGXISEE

e xfil: {EHETheGreenBow IPsec VPN ClientfitB= F=TFHIB

o fl: EFOpenswanfiE= ERTHIBE

o fl: {EAStrongSwanfitE= F= FHIE

HUAWEI USG6600 fic&

AEH L Huawei USG6600ZF%1V100R001C30SPC300kR ABIRS X EAYEL BT 12 I Fli
1TIRBE
BRI EUEEF I FMF9192.168.3.0/2451192.168.4.0/24, VPCTREIFM T

192.168.1.0/24%0192.168.2.0/24 , VPC_LIPsechfEpyHO.MIPA1.1.1.1 ( MVPC L
IPsec VPNRIARIwRMZXSE EFREN )

. BFRPXERENEGSTERERT.
2. BEEXERAER.

display version

17:20:502017/03/09

Huawei Versatile Security Platform Software

Software Version: USG6600 V100R001C30SPC300(VRP (R) Software, Version 5.30)

3. CUEBACLHEIERIRIMAIvpn-instance,

acl number 3065 vpn-instance vpn64
rule 1 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
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rule 2 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.2.0 0.0.0.255
rule 3 permit ip source 192.168.4.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 4 permit ip source 192.168.4.0 0.0.0.255 destination 192.168.2.0 0.0.0.255

q

4. Blgike proposal,
ike proposal 64
dh group5
authentication-algorithm sha1
integrity-algorithm hmac-sha2-256
sa duration 3600

q
5. BlfEike peer, FH3IHZAIBIZER ke proposal, EhidigIPitEitE1.1.1.1,

ike peer vpnikepeer_64

pl’e-shared-key kkkkkkkk ( ********?g!@i&ﬁAE{J?ﬁ;]\:ggﬁg )
ike-proposal 64

undo version 2

remote-address vpn-instance vpn64 1.1.1.1

sa binding vpn-instance vpn64

q
6. BUEIPsecti.,

IPsec proposal IPsecpro64
encapsulation-mode tunnel
esp authentication-algorithm sha1

q

7. elUEEIPsectklg, F+5|Fike policyFlIPsec proposal,
IPsec policy vpnlPsec64 1 isakmp
security acl 3065
pfs dh-group5
ike-peer vpnikepeer_64
proposal IPsecpro64
local-address XX.xX.XX.XX

q
8. HIPsecRERNARIBNAYFEAOLE.

interface GigabitEthernet0/0/2.64
IPsec policy vpnlPsec64

q
9. MitiEmEtt,
£ LirEcESeRkE, AR LRI B EPRENMEETER ORI ENHTIESR
MR, 2TERfR:
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rootd
etho

e e e e

2.3 7~f8l: Fortinet KIZBH NS VPN HieE

S T
BRPEIE+HOE O XEEE KIERE, BPHEROEFEES/MEEKNEO, AR
FEERTZWEVPNRIE, BECRVPNIEESEBAEMEREIVPCFEM .

FaFhiERE

B ZHOFFMSESVPNIZEAVPCGEERINR, APEIEROEFEESIEEN
H0O, HEiEE11. 111111 OME N =HIVPCEEIIVPNIEE, AN+ WM ER
$910.10.0.0/16, H£RZVPCFMHI172.16.0.0/24 , BRIZIEIELEIZMISEHIVPNIIEIP
7922.22.22.22, B EIEVPNIEZES U RIEB A M ZEEIVPCF M .

2-1 SHOZFPMLEIEIT VPN N VPC EZERFH

£ HO% FRSEIEDVPNEAVPCESRT

‘ . =EVPC
AHVPNHO
11.11.11.11
D A
1 23
@ VPN 4
\ : i ; ZIRVPNRI %
; 5 ‘ 22.22.22.22 ‘
ternet )RR Vall i ; ]
: #A3 | FM:10.101.0.0/16 | | FM: :172.16.0.0/24
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EHRIHHIVPNEE R FRIRECEIRBREEEE0RE, FUE2-2,

2-2 RIEECE

RESFIE EHEVPIRBEEELE
IKES:8S
SHA1
AES-128
Group 5
IPsecEERE
=i SHAY
AES-128
DH group 5

vl

86,400

Main

ESP

3,600

ACEL R

ARBILAERZIRVPNEEEEAEM, AN EBP N KSR XERERIVPNES

B,
$I81 FEeEIPsec VPN

1. BUEERKE,

2. EEBREEXREE.
EeEIKE—MER
e & IPsec _ I ER
SShkIPsechRiBHECE -
B2 BEIRHA

1. INEESIEA.

s W

INEFEZIRVPCFM172.16.0.0/24R9FMEEH, HiEORVPNEFERZO .

2. EEZHORISEE.

FeEIRI AR TR, Bintbit ARinVPCRIFMAIZRERIEH, SEARRIRE

HAEEIN, BRIZRISEEMTER.
H$IR3 BCERBENNAT
1. ApRRmRE
2. HimipEZAsRE

TR

[i=Coa
1. ZARHVPNIRSIEE,
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=imVPNIRSIES o
i fTHCE
RO E
config system interface
edit "port1"

set vdom "root"
setip 11.11.11.11 255.255.255.0
set type physical
next
edit "IPsec"
set vdom "root"
set type tunnel
set interface "port1"
next

# BFERORERES

# BESP e EEO
end

EOXD X E
config system zone
edit "trust"
set intrazone allow
set interface "A1"
next
edit "untrust"
set intrazone allow
set interface "port1 "
next
end

MUY RACE
config firewall address
edit "hw-172.16.0.0/24"
set uuid f612b4bc-5487-51e9-e755-08456712a7a0
set subnet 172.16.0.0 255.255.255.0
next
edit "local-10.10.0.0/16"
set uuid 9f268868-5489-45e9-d409-5abc9a946c0c
set subnet 10.10.0.0 255.255.0.0
next

IPsectic &
config vpn IPsec phase1-interface
edit "IPsec"

set interface "port1"
set nattraversal disable
set proposal aes128-sha1
set comments "IPsec"
set dhgrp 5
set remote-gw 22.22.22.22
set psksecret ENC dmFyLzF4tRrljV3T

# it IER

# Mt e

# —MERECE

+1SzhQeU2nGEoYKC31NaYRWFJI8krlwNmZX5SfwUi5W5RLIqFu82VYKYsXp5+HZJ13VYY802Sn/

vruzdLxqu84zbHEIQKTLf5n/

63KEru1rRoNiHDTWfh3A3ep3fKImxf43pQ70D64t1510l06FMjUBLHgJ)1ep9d32Q0F3f30UxfDQs21Bi9RA

next
end
config vpn IPsec phase2-interface
edit "IP-TEST"
set phaseTname "IPsec "
set proposal aes128-sha1
set dhgrp 5
set keylifeseconds 3600
set src-subnet 10.10.0.0 255.255.0.0
set dst-subnet 172.16.0.0 255.255.255.0
next
end

IhERIEECE

# “MERECE
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2.4 =61 ;

Brin=

HhNERE

config firewall policy
edit 15 # RIERS15, RAERMERE, REZHANAT

set uuid 4f452870-ddb2-51e5-35¢9-38a987ebdb6c
set srcintf "IPsec"
set dstintf "trust"
set srcaddr "hw-172.16.0.0/24"
set dstaddr "local-10.10.0.0/16"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all

next

edit 29 # RIERS29, mEE=IRE, RESHEANAT
set uuid c2d0ec77-5254-51e9-80dc-2813ccf51463
set srcintf "trust"
set dstintf "IPsec"
set srcaddr "local-10.10.0.0/16"
set dstaddr "hw-172.16.0.0/24"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all

next

6. IBHAE
config router static
edit 24 # BBHRS24, HE=imESEEH

set dst 172.16.0.0 255.255.255.0
set gateway 11.11.11.1
set distance 10
set device "port1"

config router policy

edit 2 # RIGEARS2, = MHlO=HRISEE
set input-device "A1"
set src "10.10.00/255.255.0.0"
set dst "172.16.0.0/255.255.255.0"
set gateway 11.11.11.1
set output-device "port1"

HQF'%UEEPIL‘,\EI’J OB KEERRERIRE, EIEDMZKIGEIEN T —&IPsec

VPNIZE, EEEIVPNIENERLEZMNE

wiNERTS

o (ERAXERFEEMNRIGETVPNERE
o (EADMZXIFHIERVPNIRELEESNATFES RIREIVPNERE .

VPNEALRNEERS, BXERRBINT:

o FPHIEHIOVPNIZEZFAMIP: 10.10.10.10/24
o FFPHYEHOEPFM: 10.0.0.0/16

o [AXIEHOIP: 11.11.11.2/24, AMKE: 11.11.11.1, VPNIZZEAINAT IP:

11.11.11.11
e ZimVPNPRKIP: 22.22.22.22, mimFM: 172.16.0.0/16
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IEIT Gl VPNIEREE 5 T SRIEB A N EEIVPCFR o

2-3 RS NAT 1=
RERNATSR

DMZXVPNi& %KM
IP:10.10.10.10/24 HANGFW
HAIP:11.11.11.2

NAT :11.11.11.11 &

He

‘ RO
FAAFM : 10.0.0.0/16

'../

R RIFHIVPNEZ TR RIS A B IR IR E2-4F7~ S

ZIRVPNI %
22.22.22.22

FM: :172.16.0.0/16 |

BfEcE, (FH DMZIZEE%H%EI’\JVPN

IRBEHITNATSFHIEIZT, Tj}%ffi‘tﬂ&aﬁzjﬂi‘m’fi‘t SRR XS TR IR T
EERHRE
2-4 1= VPN HIRECE
REZFIE
IKESsRE
WIFESE  SHA1 e vl
mEsEnE AES-128 “4rapFEER (F 86,400
DHEGE Group 5 hEET, Aggressive
|PsecEEmE
WIFESE  SHAL Sty ESP
hEEnE AES-128 EanfER (7 3,600
PFS DH group 5

[iT=Ea7g
KRBILAE S =ixVPNECE(S)
$I81 E&EIPsec VPN

1.  IKE—MERECE
2. IPsec_MiERECE
3. ZERINEE

SREM, FANERPURERIREVPNEE.
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S FEIE
$IE3 BCERERNAT
-

el
AEFRSE EFRMEHER.

2.5 7=~f5: {§EFH TheGreenBow IPsec VPN Client Eit&=_1
vl I=B1::]

1BEps
AEFEMBIEAT “VPC+=e2m” # “VPC+VPC” 72T, {#HTheGreenBow
IPsec VPN Clienti{4 SR =iREIVPNIEZENEEIES
MEEIESEFERAThe GreenBow IPsec VPN ClientliVPN=IEERLE, B3NN
Bin=45 58 T IPsec VPN ClientEEEE, HSEEEEEIRBNT.
o 78— EE=TEZEFIRSVPCLAIVPNRIXEEL,
a. ZEPFIKES, SEBEAWINdowsIEIERS,
b. =EZ=BIPingi@z=ixVPCHIVPNMIZEIP ( Ping BT RZEIIVPNIERE ) o
o IFET: VPC1 ERECSTIEEFiRSVPC2 LHIVPNRIXHEX
a. VPC1_EAIWindowsEHIH EEMILEIP,
b. VPCTHIEINLATPingiEVPC2 LAIVPNRIXIP ( Ping A ETCiEFESIVPNIE
%),
BUESRIY

e 75— EE=+VPC
-  =imFERVPC. FMFIECSERE .
- EUESERVPNRIERLEERS
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2-5 RESIFE

VPNRIZ s e FinTH prime S prime i
vpngw-6016 10.154.71.9 192.168.11.0/24 10.119.156.78 10.119.156.78/32
REZEIE
IKEZ=ES
SHAT vl
AES-128 86,400
Group 5 Main
IPsecERE
SHAT ESP
AES-128 3,600
DH group 5

-  Z=E@EKTheGreenBow IPsec VPN Client ZFiR<aE,
-  REZ=dPing VPNRIXIPHBLIE
° =_: VPC+VPC

- SERFEANXIEAIVPC, FMFIECSELE, HP—NXIFAIECSHAIRAIWindows
(VPC2) ,

- TEVPCIEEVPNIIZFIVPNIEERIE .

2-6 RERIFE 2

vpngw-b219-vpnei..  117.78.30.55 192.168.111.0/24 122.112.215.214 192.168.222.225/32|
RESFE
IKESES
SHAT vl
AES-128 86,400
Group 5 Main
IPsecsRs
SHAT ESP
AES-128 3,600
DH group 5

- VPC2HBIWindowsEHIH Z2ETheGreenBow IPsec VPN Client 2 i
- VPCZFE}L\)\HLE_[PIHQ VPC1_ERYVPN I PItBLLE .

[MERTY:

R RIGHIVPNECE(EERARMIALE
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EESRE
FE—: EES+VPCEENE GRS
1. 2E8HEE
2. IKEE—MERECE
3. IPsecEE[iERACE
27 VPC+VPCHENZFIRE S
1. 2E8HEE
2. IKEE—MERECE
3. IPsecEEZ[iERACE
BoEISIE

o IHF—ISIE
EREZSVPCERNZRT, RERREAILEVPGTIREML

a. VPNIEEZE RINA T EFR.
b. BEEZIHVPCHVPNERRE. ERREH “REE” TH “‘EE”
c. BERAMEREES, WTERFxR.
d. =M@z Ping =imVPCEIL
e. =imVPCEMI Ping RE=
IHE—IIERIN
o IFETIGUE
%VPGVPC‘LEE%E’\J%%EP , VPC1RIEHWLFIVPCERIEE PimRIEWI A Z AT LA R
1B,

= T IRIERIN

2.6 ;~f5l: (M OpenSwan fieB= = TFEI&E

BiEim=
=iRfEVPCHIEE TVPNRIXFNIER:, = FEFERENZREIPsecFS iR,
BERENEL OMESHET T —X—HINATERSS

WFhERE
RpFIRINEE R RN R EERWNE HiNEE N RS EE R
Z EVPCHIVPNRIIP: 11.11.11.11, A#EFM: 192.168.200.0/24,
EPEHINATEERIP: 22222222, AMIFM: 192.168.222.0/24,
RIRECSS P EHAIA P S B9192.168.200.2001192.168.222.222,
VPNIEZRINESEERE N TREEE .
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= 2-7 IRIMNEREN R EEEER

_________________________

! ZRIDCRS 3 7VPC i
L |
1 ! 1 1
q | '
1 L I’ 1
| G G | 1 Gl Gl (e | :
[ !
== FH : Ear Fh 1
1
1
D BEEE . l
FAPNRSE EhR=MmIE
TAIESHAL, JNEEAES128, DHHE y IAESHAL, ANEFAES128, DHE
IKEZERS group5, KEAVL, inEFEEMain, & | MEEDRUE . | [KEFSHS group5, KEAV1, ihEsiEztMain, &
@B/EHAB6400s 1, EFREdE ErfEEE86400s
IAESHAL, fOZTAES128, PFS DH e IAESHAL, AOEEAES128, PFS DH
i = b - | Linux IPsec i . hE= 5 -
IPsectils group5, &as/EHEI3600s &nux . IPsectilis groups, 4as/EHA3600s
- B o 2, BRENS [ N
INIEET, THEEE ARk | AT, mt=EE
BT — B —
PR | 22222222 B SRR | 11111111
MR | 1921682220724 R R FI | 192.168.200.0/24

ARBILAFECentOs6.8FEE Openswan IPsecZ i ABIHITNE o
SB1 WITFUTHS, ZEOpenswanZ i,

yum install -y openswan
FE2 PTLATSS, FEIPVAREE.

vim /etc/sysctl.conf

1. HEREXHHEININTRE:

net.ipv4.ip_forward = 1
2. PUTLATES, BEARRESHEN.
/sbin/sysctl -p

£E;3 T TE<S, EifliptablesitE, fi\XMAfirewallSiirEiEREL o

iptables -L

iptables -L
Chain INPUT (policy ACCEPT)
target  prot opt source destination
Chain FORWARD (policy ACCEPT)
target  prot opt source destination
Chain OUTPUT (policy ACCEPT)
target  prot opt source destination

B4 PFLUTSS, REMEZEEA,
vim /etc/ipsec.d/open_IPsec.secrets

FEEEHHIEINNTARE:

22.22.22.22 11.11.11.11 : psk "IPsec-key"

1Bl AU ATFIEZNIP+ & TR K| P+ T+ B S+TIE+PSK+ TR ERA,
ESHIMIAEETE, PSKX/NEHH, ZERHARXNEIS.

TS HTLATSS, IPsecEZRE.
vim /etc/ipsec.d/open_IPsec.conf

FEEXHPEINIITAS:
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conn openswan_|Psec # ENIEEZ IR Iopenswan_|Psec
type=tunnel # FEEEDR
auto=start # TJi%iRadd. routeflstart
left=192.168.222.222 # AP, natiZSIERE SRt
leftid=22.22.22.22 # ANHFRIRID
leftsourceip=22.22.22.22 # WIRFEnat, JREMEHEEENat/FAYIP
leftsubnet=192.168.222.0/24  # ZANHIFW
leftnexthop=22.22.22.1 # natims F—BkiEEnat FRIMIKIP
right=11.11.11.11 # JmiHVPNRIEIP
rightid=11.11.11.11 # IimhRRID
rightsourceip=11.11.11.11 # i R EIEEVPN R XIP

rightsubnet=192.168.200.0/24  # imixFM
rightnexthop=%defaultroute # Imin R IR SR E

authby=secret # ESXGAES R HPSK

keyexchange=ike # ikeBEARME 0
ike=aes128-sha1;modp1536 # IREBXHREL B E XikeERELEFIgroup
ikev2=never # K] KEV2HRZAS

ikelifetime=86400s # ikephERSE AR EIEA

phase2=esp # ZMEfEE
phase2alg=aes128-shal;modp1536 # IZBEXJURACERE XIPsech B & ixFIgroup, modp1536=DH group 5
pfs=yes # FHISPFS

compress=no # RiAESE

salifetime=3600s # ZERtEanEEA

() %88

o TENATEFMIASHAIIREACE orceencaps=yes.

o EHZRVPN{ERRIDH-group i MAILLAFIFRIES NEAZVPNERAIDH-groupXI RAYELL
BHURSL? .

HATLAT e, HITERCEIRIE
ipsec verify

NREIBEEEEBHOKEY, FRRECEKIN .

ipsec verify
Verifying installed system and configuration files
Version check and IPsec on-path [OK]
Libreswan 3.25 (netkey) on 3.10.0-957.5.1.el7.x86_64
Checking for IPsec support in kernel [OK]
NETKEY: Testing XFRM related proc values

ICMP default/send_redirects [OK]

ICMP default/accept_redirects [OK]

XFRM larval drop [OK]
Pluto IPsec.conf syntax [OK]
Two or more interfaces found, checking IP forwarding[OK]
Checking rp_filter [OK]
Checking that pluto is running [OK]
Pluto listening for IKE on udp 500 [OK]
Pluto listening for IKE/NAT-T on udp 4500 [OK]
Pluto IPsec.secret syntax [OK]
Checking 'ip' command [OK]
Checking 'iptables' command [OK]
Checking 'prelink' command does not interfere with FIPS[OK]
Checking for obsolete IPsec.conf options [OK]
AR EEEHIIN TR
Checking rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/default/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/lo/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/eth0/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/eth1/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/ip_vti01/rp_filter [ENABLED]

BTN N ap<SRER :

SA%hRA 01 (2025-06-30) WRIERE © HERRARBIRAT 182


https://support.huaweicloud.com/intl/zh-cn/vpn_faq/vpn_08_0223.html
https://support.huaweicloud.com/intl/zh-cn/vpn_faq/vpn_08_0223.html

EiERIERE 2 IE\Z VPN 2B

echo 0 > /proc/sys/net/ipv4/conf/all/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/default/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/ethO/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/eth1/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/lo/rp_filter

echo 0 > /proc/sys/net/ipv4/conf/ip_vtiO1/rp_filter

$;,6e HITLATHS, BaliRS
service ipsec stop # X FIRS
service ipsec start # BnIIRSS
service ipsec restart # EERS
ipsec auto --down openswan_IPsec # X|7iE#

ipsec auto --up openswan_IPsec # F/5iEE

(10 88
BRENENSEERERSS, FEMFEERE.
R

=Ll
HATLA TS, &EiflPsecAIRE,
ipsec --status

HFERETNTER (BR)

Connection list:

000

000 "openswan_|Psec":
192.168.222.0/24===192.168.222.222<192.168.222.222>[22.22.22.22]---22.22.22.1..11.11.11.11<11.11.11.11>
===192.168.200.0/24; erouted; eroute owner: #30

000 "openswan_IPsec":  oriented; my_ip=22.22.22.22; their_ip=11.11.11.11; my_updown=IPsec _updown;
000 "openswan_IPsec": xauth us:none, xauth them:none, my_username=[any]; their_username=[any]
000 "openswan_IPsec": our auth:secret, their auth:secret

000 "openswan_IPsec": modecfg info: us:none, them:none, modecfg policy:push, dns:unset, domains:unset,
banner:unset, cat:unset;

000 "openswan_|IPsec": labeled_IPsec:no;

000 "openswan_|IPsec": policy_label:unset;

000 "openswan_IPsec": ike_life: 86400s; IPsec_life: 3600s; replay_window: 32; rekey_margin: 540s;
rekey_fuzz: 100%; keyingtries: O;

000 "openswan_IPsec": retransmit-interval: 500ms; retransmit-timeout: 60s;

000 "openswan_IPsec": initial-contact:no; cisco-unity:no; fake-strongswan:no; send-vendorid:no; send-no-
esp-tfc:no;

000 "openswan_IPsec": policy: PSK+ENCRYPT+TUNNEL+PFS+UP+IKEV1_ALLOW+SAREF_TRACK
+IKE_FRAG_ALLOW+ESN_NO;

000 "openswan_|IPsec": conn_prio: 24,24; interface: ethO; metric: 0; mtu: unset; sa_prio:auto; sa_tfc:none;
000 "openswan_IPsec": nflog-group: unset; mark: unset; vti-iface:unset; vti-routing:no; vti-shared:no; nic-
offload:auto;

000 "openswan_IPsec": our idtype: ID_IPV4_ADDR; our id=1.1.1.1; their idtype: ID_IPV4_ADDR; their
id=2.2.2.2

000 "openswan_IPsec": dpd: action:hold; delay:0; timeout:0; nat-t: encaps:auto; nat_keepalive:yes;
ikev1_natt:both

000 "openswan_IPsec": newest ISAKMP SA: #3; newest IPsec SA: #30;

000 "openswan_IPsec": IKE algorithms: AES_CBC_128-HMAC_SHA1-MODP1536

000 "openswan_|IPsec": IKE algorithm newest: AES_CBC_128-HMAC_SHA1-MODP1536

000 "openswan_IPsec": ESP algorithms: AES_CBC_128-HMAC_SHA1_96-MODP1536

000 "openswan_IPsec": ESP algorithm newest: AES_CBC_128-HMAC_SHA1_96; pfsgroup=MODP1536
000

000 Total IPsec connections: loaded 1, active 1

000

000 State Information: DDoS cookies not required, Accepting new IKE connections
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2.7 ~f51:
R{EZ=

R

BELER

000 IKE SAs: total(1), half-open(0), open(0), authenticated(1), anonymous(0)

000 IPsec SAs: total(1), authenticated(1), anonymous(0)

000

000 #3: "openswan_|Psec":4500 STATE_MAIN_R3 (sent MR3, ISAKMP SA established); EVENT_SA_REPLACE
in 15087s; newest ISAKMP; lastdpd=-1s(seq in:0 out:0); idle; import:admin initiate

000 #30: "openswan_IPsec":4500 STATE_QUICK_I2 (sent QI2, IPsec SA established); EVENT_SA_REPLACE in
1744s; newest IPsec; eroute owner; isakmp#3; idle; import:admin initiate

000 #30: "openswan_|IPsec" esp.b810a24@11.11.11.11 esp.aab7b496@192.168.222.222 tun.0@11.11.11.11
tun.0@192.168.222.222 ref=0 refhim=0 Traffic: ESPin=106KB ESPout=106KB! ESPmax

=4194303B

£ StrongSwan BiE= F=THE

RiRfEVPCHIEE TVPNRIXFNIERE, = FEFERENZREIPsecFS iR,
BERENEE OMEHETT T —X—HINATERSS

NpSRINER R RIS SR EERNE2-8Fx,

Z= FVPCHIVPNRIEIP: 11.11.11.11, AHEFM: 192.168.200.0/24.
ZPEHINATEREFIP: 22.22.22.22, ZAFM: 192.168.222.0/24,
RIRECS S P ENAIA PSS B /9192.168.200.200%1192.168.222.222,
VPNERIIh B SHEREA=HERE .

2-8 RINERE N RIRID R ECE SR

_________________________

H EFIDCRIE #£HEVPC !
' :
[ 1
H |
Rl ser] s Qe )= |
1 : 1
e B 7 7 :
1
1
1

1
_________________________ 1

APNRE Eh=NmsE

IAMESHAL, AMESAES128, DHEA . IAESHAL, AIREAES128, DHEA
IKE%H}% group5, KRAV1, thEsiEMain, & Xﬂfiﬁi@)@“ﬁ: [KE%W% group5, KEAV1, thestEziMain, &

#HEIEAB6400s 1. HFETE FHEIEAB6400s

IAESHAL, HOETAES128, PFS DH i s AESHAL, AIEZAES128, PFS DH

i . D b - | Linux IPsectt i . hOEE 5 -
IPseciEs group5, SE&EHEI3600s {twtnux et IPsecHHs group5. ZaEHA3600s
N 5 — 2, BOENH [, N
NTIE 5 SR BEmEaErk | AIEET FEEE

BT — B e

BRI | 22222222 & BRI | 11111111
FHEPFR] | 192.168.222.0/24 R | 192.168.200.0/24

IRiBstrongswankR ARG, HEXECERIBEFEER . AnRfllAstrongswan 5.7 25RZA
A0, FHBstrongswanfELinuxERAE FHVPNECE o

LB HUTLATES, &&IPsec VPNE i,

yum install strongswan
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ZRZEITIRIERE “Y” , HI “Complete!” 1IZ2RENFERZEE, strongswanfIECE
HEFWE ., 1E/etc/strongswanBFEr, EcEIZRFERiEipsec.conffllipsec.secrets
SAHBRNAT

L2 T TGS, FBIPVAEER.
vim /etc/sysctl.conf

1. TR A

net.ipv4.ip_forward = 1
2. HITUTSS, FRARESHEN.
/sbin/sysctl -p
T3 WTLATHS, Eifliptablesft®, HIAXFAfirewalls oiFEiEREA o
iptables -L
iptables -L
Chain INPUT (policy ACCEPT)
target  prot opt source destination
Chain FORWARD (policy ACCEPT)
target  prot opt source destination

Chain OUTPUT (policy ACCEPT)
target  prot opt source destination

B4 PUTUU TSRS, EEEMHZ=EA,
vim /etc/strongswan/ipsec.secrets

FEEEXHPIBININTAS:

22.22.22.22 11.11.11.11 : PSK "ipsec-key"

B Sopenswantfd, ESHMEBEETIE, PSKREEAKRE, BEHARXXNEIS.
IS HITLATERS, IPsecEiEfiiE .

vim /etc/strongswan/ipsec.conf

FEREHPEINMNTHES:

config setup

conn strong_ipsec # TEMXIEEZFRIstrong_ipsec

auto=route # mli%iRadd. routeflstart

type=tunnel # FERFEER

compress=no # KiAEGE

leftauth=psk # EXARHIAIEFS T J9PSK

rightauth=psk # EXImIHAIES T /9PSK

ikelifetime=86400s # ikepHER AR EEA

lifetime=3600s # — R anEIER

keyexchange=ikev1 # ikeZE$H3HR T =0 AOhRAN

ike=aes128-sha1-modp1536! # IR R B E X ikef EREAFIgroup, modp1536=DH group
5

esp=aes128-shal-modp1536! # 1R iR E E Xipsech ER &L Ngroup, modp1536=DH
group 5

leftid=22.22.22.22 # ARimtRiRID

left=192.168.222.222 # AP, nattpSEiEESCRYFMLEIE

leftsubnet=192.168.222.0/24 # AR

rightid=11.11.11.11 # ImimtRiRID

right=11.11.11.11 # i VPN R XIP

rightsubnet=192.168.200.0/24 # I T

AR

R ZVPN{ERRIDH-groupXd R AIELAS ¥ RIS S A= VPNEREAYDH-groupXd RAILL 45
fIBs7? .
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£ HITLATE<, BaiRS.

=L

service strongswan stop # XFRS
service strongswan start # FnIiRSS
service strongswan restart # BEEIRSS
strongswan stop # FERE

strongswan start # FFiEi&EiE
() #8e
RN ENREERRS, HEMFEIEE.

-

HWITLAT <, B iERERTE .

strongswan statusall
Status of IKE charon daemon (strongSwan 5.7.2, Linux 3.10.0-957.5.1.el7.x86_64, x86_64):
uptime: 5 minutes, since Apr 24 19:25:29 2019
malloc: sbrk 1720320, mmap 0, used 593088, free 1127232
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 1
loaded plugins: charon pkcs11 tpm aesni aes des rc2 sha2 shal md4 md5 mgf1 random nonce x509
revocation constra
ints acert pubkey pkcs1 pkcs7 pkes8 pkes12 pgp dnskey sshkey pem openssl gerypt fips-prf gmp curve25519
chapoly x
cbc cmac hmac ctr ccm gem curl attr kernel-netlink resolve socket-default farp stroke vici updown eap-
identity ea
p-sim eap-aka eap-aka-3gpp eap-aka-3gpp2 eap-md>5 eap-gtc eap-mschapv2 eap-dynamic eap-radius eap-
tls eap-ttls eap
-peap xauth-generic xauth-eap xauth-pam xauth-noauth dhcp led duplicheck unity counters
Listening IP addresses:192.168.222.222
Connections:
strong_ipsec: 192.168.222.222..11.11.11.11 IKEv1
strong_ipsec: local: [22.22.22.22] uses pre-shared key authentication
strong_ipsec: remote: [11.11.11.11] uses pre-shared key authentication
strong_ipsec: child: 192.168.222.0/24 === 192.168.200.0/24 TUNNEL
Routed Connections:
strong_ipsec{1}: ROUTED, TUNNEL, reqid 1
strong_ipsec{1}: 192.168.222.0/24 === 192.168.200.0/24
Security Associations (0 up, 1 connecting):
strong_ipsec[1]: CONNECTING, 192.168.222.222[%any]...11.11.11.11[%any]
strong_ipsec[1]: IKEv1 SPIs: c3090f6512ec6b7d_i* 0000000000000000_r
strong_ipsec[1]: Tasks queued: QUICK_MODE QUICK_MODE
strong_ipsec[1]: Tasks active: ISAKMP_VENDOR ISAKMP_CERT_PRE MAIN_MODE ISAKMP_CERT_POST
ISAKMP_NATD

HWITUU TS, LEHIPsecEPRRIVPC2HIENL .
VPC1 ping

ping 192.168.222.222
PING 192.168.222.222 (192.168.222.222) 56(84) bytes of data.

64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:

icmp_seq=1 ttl=62 time=3.07 ms
icmp_seq=2 ttl=62 time=3.06 ms
icmp_seq=3 ttl=62 time=3.98 ms
icmp_seq=4 ttl=62 time=3.04 ms
icmp_seq=5 ttl=62 time=3.11 ms
icmp_seq=6 ttl=62 time=3.71 ms
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Zig Az VPN

3.1 BE=

BIFLR
SER1

£IR2

L6

SIRT

IEPEERIRSS CCM FEERS IRIES

EXEEEHa
EEERFIEE LABE Y Bir, EEXKEFIIRE.

EREE R EEE, HE W > EIEENE VPN
FEEMSHE, HE “EUEENE > SUER-VPNRX” .

BE “BIgANTVPNRIX” N “Eis AN=VPNRX” HE, BEHEBIRVPNRKERIE
SR “ECEMRSSIR o

£ ‘BRI FE, BRSIHEPREN “‘ERIER" , & MIRFSE “ HEE
B HN ‘TIEBEERS” TH.

£ “SSUEREE” W, & “ LEES > HEER” , REFRERTESHEXE

7o 0

HEERSHIEENER HEERMREERESERA .

% 3-1 LEERMREERSER

24 152H

PR TR ERRMREIES o

IEBRFR RFEEX.

= A= 1 EERISSLIER B EXIMAIEIIRE H .
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SH ol
IEH 34 LASI A mtE=S (90Notepad++ ) FTFHF EAEIEBEAICERTLCRTHR

LRI, BIEBABEFIRIAE .
2B “PRSBIHIER--CAIER” RIMFAORHES L
A3

).
LRSIV E (IEE e .

BRIIRSEURASES, JURBEEANANERIES, AELE,
IFB N 4iESEiBidEasy-RSABREIER ( RS IHFIZ PimttACAIE

IEFFASH LASZ A YRiERS (4Notepad++ ) FTHF EEIEBEAIKEYAETUAISL

%, BIBABEHRLLE .
X RSB IRIEFRFATR

EEIERFRAARSTUANE IEH LEE.

3-1EB L&

————— BEGIN PRIVATE KEY———

MIIEwQIBADANE gk qhlkiGY9wlBAQEFALSCEE cwggS jAzEAL o TBAGD W widaf JTLcEA
Oy IvExbiroe 4 9VER IOmi AhM=

————— END PRIVATE KEY-——-

(MERIY::
FRSFURIEBAICND IR ZET

SR8 BEME, ST LEES.
£ BFRIEBIIER, WIANERRETE “IBE+R” .

TR

3.2 j@lJ Easy-RSA BERIEH ( IRSSimFIE FinttA CAE

)

IR

Easy-RSAR— 1 RRVIEBEETR, ATHEUARPERIIEEHFIES.
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BRIELR

ARBINBEWIndowst B ER G H, BidEasy-RSABERIED, RSZiHRIIEFinitH
CAIEH . ARBIERBYERHFhRAIEasy-RSA 3.1.7, FRIEKHMAZ ERIREFEE
5, BIMESEELESIRE.

ok N

IRIBWindowsiZ{E &R %t FakEasy-RSAZZERZE “D:\” BET-

- Windows 32{i#{ER %, nILAT#EasyRSA-3.1.7-win32.zip,
- Windows 64{R{ER %, mILATEEasyRSA-3.1.7-win64.zip,
AR AZ ZEEasyRSA-3.1.7-win64 7~ .

v Assets 8

DEasyRSA-3.1.7-win32.zip 331 MB
PEasyRSA-3.1.7-win32.zip.sig 310 Bytes
€DEasyRSA-3.1.7-win64 zip 363 MB
DEasyRSA-3.1.7-win64 zip sig 310 Bytes
DEasyRSA-3.1.7.tgz

(DEasyRSA-3.1.7.tgz.sig 310 Bytes

[)Source code (zip)

[RSource code (tar.gz) Oct 11, 2023

fRIESE “EasyRSA-3.1.7-winb4.zip” EIEEBZR, W “D:\EasyRSA-3.1.7"7 ,
#HA “D:\EasyRSA-3.1.7" B&.

=i AN emdHHREIER, FTHHSITEO.

HATLATd<, 1E1TEasy-RSA

\\EasyRSA-Start.bat

RGBT TERMER:

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa' to call the program. Without commands, help is displayed.

EasyRSA Shell
#

HITLATE<, #IHRMPKITRE.
.Jeasyrsa init-pki
RGBT TEMER:

Notice

'init-pki' complete; you may now create a CA or requests.

Your newly created PKI dir is:
* D:/EasyRSA-3.1.7/pki

Using Easy-RSA configuration:
* undefined

EasyRSA Shell
#

WiTap<SfE, 7 “D:\EasyRSA-3.1.7” HIBRTEGIEMT “pki” BIEE,

BRETESH,

a. 1§ “D:\EasyRSA-3.1.77 BRTHRY “vars.example” XHEHIZE!
“D:\EasyRSA-3.1.7\pki” BT,

b. & “D:\EasyRSA-3.1.7\pki” BETH “vars.example” E&EA “vars” o
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[MERT Y
ZRANZ “vars.example” HIEANSHEHTRE. MFEENSHE, KHERE
“vars” RIS EIE,
8. PUTLAT&<, EMCAILEHR,
.Jeasyrsa build-ca nopass
REETUTEMUER:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CA]:p2cvpn.com # iZECAIEPZIR

Notice

CA creation complete. Your new CA certificate is at:
* D:/EasyRSA-3.1.7/pki/ca.crt

EasyRSA Shell
#

9. BECAIEPBREFASR.
- ERRICAIEBENAGFRIE “D:\EasyRSA-3.1.7\pki” BR T,
ARBIRERABER S “cacrt” o
- HERHICATASBERATZIZAE “ D:\EasyRSA-3.1.7\pki\private” BHE T,
RBIRERLRIFATEA “cakey”
10. HITLATE<S, SRS ImIEBREFAA,
.Jeasyrsa build-server-full p2cserver.com nopass
() % R8
WS,  “p2eservercom” RIRFBIFIEBAICN, WRRIHZAER, W “p2c-
servercom” ., BUTAEEFTER TR EERS, SRIBEIRES.
REBTNTELUEE:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7/pki/vars

Using SSL:

* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

+ Frvrernt + +.+ Footot +

o0 M a0000000000600 TP ooo000000 ++++++++++++++

B o

A SO SN AP occ i Pocorcoocood R ORI SURE SOPIE, JUUPIC, JUU SRR, SO PRI OISO SOV 0 ORI SO ST S U O SO SN
.......... FrreeFeF e F b R e PP
+ott et SO TN S I IR D S Fotte Lt +ot Attt
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11.

12.

Private-Key and Public-Certificate-Request files created.
Your files are:

* req: D:/EasyRSA-3.1.7/pki/reqs/p2cserver.com.req

* key: D:/EasyRSA-3.1.7/pki/private/p2cserver.com.key

You are about to sign the following certificate:
Request subject, to be signed as a server certificate
for '825' days:

subject=
commonName = p2cserver.com

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes  # i\ “yes” LA4#4E

Using configuration from D:/EasyRSA-3.1.7/pki/openssl-easyrsa.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cserver.com’

Certificate is to be certified until Sep 22 09:56:54 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Notice

Certificate created at:
* D:/EasyRSA-3.1.7/pki/issued/p2cserver.com.crt

Inline file created:
* D:/EasyRSA-3.1.7/pki/inline/p2cserver.com.inline

EasyRSA Shell
#

BERSIWIEBREFAA.

- SRRIBRSIFIEBBIAFMIE “ D:\EasyRSA-3.1.7\pki\issued” BR T,
AR RHIIRSSIHIEBA “p2cserver.com.crt” o

- HERRIBRSSIRFASAROAFATE “D:\EasyRSA-3.1.7\pki\private” BR T
AR AR RIRRSSIRFATESD “ p2cserver.comkey”

PATLAT a8, EREFRIEBREAR.

.Jeasyrsa build-client-full p2cclient.com nopass

MERTY::

WaESHh, ERRIEBIGE (TN “p2cclientcom” ) RSRBHIEBRISS (M0
“p2cservercom” ) F—H.
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13.

RARTUTERMER:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

Private-Key and Public-Certificate-Request files created.
Your files are:

* req: D:/EasyRSA-3.1.7/pki/regs/p2cclient.com.req

* key: D:/EasyRSA-3.1.7/pki/private/p2cclient.com.key

You are about to sign the following certificate:
Request subject, to be signed as a client certificate
for '825' days:

subject=
commonName = p2cclient.com

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes # I\ “yes” LA4¥4E

Using configuration from D:/EasyRSA-3.1.7/pki/openssl-easyrsa.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cclient.com’

Certificate is to be certified until Sep 22 09:58:26 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Notice

Certificate created at:
* D:/EasyRSA-3.1.7/pki/issued/p2cclient.com.crt

Inline file created:
* D:/EasyRSA-3.1.7/pki/inline/p2cclient.com.inline

EasyRSA Shell
#

BEEFIREPBREFAS.

- ERNEFRIEBENATERIE “D:\EasyRSA-3.1.7\pki\issued” BR T,
ARBIRERIZEFERIERA “p2cclient.com.crt”

- ERIEFIRFASBENAERIE “D:\EasyRSA-3.1.7\pki\private” BR T,
AR AR RIE FPimFATEA “p2cclient.com.key” o
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3.3 @ Easy-RSA HERIES ( RS iwFIEPirERAE

CAEH)

InRTER

BIFSR

Easy-RSAR— I RASEREETER, BTREAFPEMRMEEREHFIESR,

KRBINBEWIndowsRIERZH, BidEasy-RSABERIED, IRSSIHINE infER
RECAIES . ARBIERIRERRASIEasy-RSA 3.1.7, FRIKERRAZIBATEEFTE
£5%, BNEEEESESRA,

vk W

RIBWindowstRER St FEkEasy-RSAREEZE “D:\” BR T,

- Windows 32{\#&{EE%, aILAT#EasyRSA-3.1.7-win32.zip,
- Windows 64{R{ER %, nILATEEasyRSA-3.1.7-win64.zip,
AL Ze2EEasyRSA-3.1.7-win64 9741 o

v Assets 8

@EasyRSA-3.1.7-win32.zip 331 MB
DEasyRSA-3.1.7-win32.zip.sig 310 Bytes
DEasyRSA-3.1.7-win64 zip 363 MB

€DEasyRSA-3.1.7-winb4 zip sig

DEasyRSA-3.1.7.gz

(DEasyRSA-3.1.7.tgz.sig 310 Bytes

source code (zip)

[Source code (tar.gz) Oct 11, 2023

fRIESE “EasyRSA-3.1.7-winb4.zip” EIEEBZR, W “D:\EasyRSA-3.1.7"7 ,
HA “D:\EasyRSA-3.1.7” BZ.

Ettr= i A emdFHEZEIZER, FTHGSTED.

HAITLAT A<, ia1TEasy-RSA,

\EasyRSA-Start.bat

RARTUTERMER:

Welcome to the EasyRSA 3 Shell for Windows.

Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa' to call the program. Without commands, help is displayed.

EasyRSA Shell
#

PATLAT S, #I8RLPKIFRE .
.Jeasyrsa init-pki
REBTINTELUEE:

Notice

'init-pki' complete; you may now create a CA or requests.

Your newly created PKI dir is:
* D:/EasyRSA-3.1.7/pki

Using Easy-RSA configuration:
* undefined
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EasyRSA Shell
#

HiTa<fE, 7 “Di\EasyRSA-3.1.7" MBRTBzhER T “pki” RIS,
==
a. Y% “D:\EasyRSA-3.1.7" BRTHY “vars.example” X{FEEHIF|
“D:\EasyRSA-3.1.7\pki” BE T,
b. ¥§ “D:\EasyRSA-3.1.7\pki” BRTH “vars.example” E&pZl “vars” ,
(%88
BiNZ “vars.example” FHIARNSHERTEE. ITEENSHIE, KHRE
“vars” IS EE.
4 R BRSS IRCAIEIAIE R EFASR
a. EFIBEMBEN “EasyRSA-3.1.7" XHRZE “D\” BRT, HEHS, W
“EasyRSA-3.1.7 - server” ,
b. #HAN “D:\EasyRSA-3.1.7 - server” BHZ,
c. 7E “D:\EasyRSA-3.1.7 - server” B3Z{43Erh, Hbiiti<ehigi AemdFHZEZE
i, HIHHSITED,
d. HIFLAT®S, BfTEasy-RSA,
.\EasyRSA-Start.bat
E@rBETRUTERUEE:

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa' to call the program. Without commands, help is displayed.

EasyRSA Shell
#

e. WITLATEGS, EAIRSIHCAILES.
./easyrsa build-ca nopass
[MERY:

FLLAsSERLH, [Easy-RSA CAIFRZEIRERSIKRCAIERZMR, FIa0:
p2cvpn_server.com,

REETUTRLUER:

Using Easy-RSA 'vars' configuration:

* D:/EasyRSA-3.1.7 - server/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
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10.

For some fields there will be a default value,
If you enter ', the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CA]:p2cvpn_server.com # i&
BIRSBIFCAILBER

Notice

CA creation complete. Your new CA certificate is at:
* D:/EasyRSA-3.1.7 - server/pki/ca.crt

EasyRSA Shell
#

BEERSIHCAEBREFAA.
- ERRIBRSSIRCAIEBENMAZMAE “D:\EasyRSA-3.1.7 - server\pki” BFTo
NI AR RIRRSSIRIER A “cacrt”

- ERRIBRSSIRCATASBERAERMIIE “D:\EasyRSA-3.1.7 - server\pki\private”
BRT.

RRBIREREHIBR S IRFASEA “cakey”
PUTLAT S, ERBRSFZIRIEBREFAH.
.Jeasyrsa build-server-full p2cserver.com nopass
(MEEY::
Lasseh, “p2eservercom” RIRFZIFIEBHICN, HAREEZER, BULEEETE
IRIEREERS . BIREIMES.
REBTNTELUEE:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7 - server/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)
B T S T T T T T I R o e I T R o b

+++
TR T N T i i I I SV SO SO N S S
++++H++

o S O DR .t ot S S S S O S St S + +....
+ +..F ot v A

Notice

Private-Key and Public-Certificate-Request files created.

Your files are:

* req: D:/EasyRSA-3.1.7 - server/pki/reqs/p2cserver.com.req

* key: D:/EasyRSA-3.1.7 - server/pki/private/p2cserver.com.key

You are about to sign the following certificate:
Request subject, to be signed as a server certificate
for '825' days:

subject=
commonName = p2cserver.com

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes  # i\ “yes” LAgx4E

Using configuration from D:/EasyRSA-3.1.7 - server/pki/openssl-easyrsa.cnf
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11.

12.

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cserver.com’

Certificate is to be certified until Oct 6 03:28:14 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Notice

Certificate created at:
* D:/EasyRSA-3.1.7 - server/pki/issued/p2cserver.com.crt

Inline file created:
* D:/EasyRSA-3.1.7 - server/pki/inline/p2cserver.com.inline

EasyRSA Shell
#

BERSIHIEBRETAR.

- SERRIRSIHIEBBIAERIE “ D:\EasyRSA-3.1.7 - server\pki\issued” B#
THY “issued” XHFEH,

RRBIPERHIIRSIHIERA “p2cserver.com.crt”

- ERHIRSSIHFASABHATERAE “D:\EasyRSA-3.1.7 - server\pki\private” B&
T8 “private” {43,

ARBIFRE R RIRRSS imFASE D “ p2cserver.com.key”

4R E FimCAIERBIAMEREFASE

a. EFFRESEERY “EasyRSA-3.1.7" X&kZ=E “D\” BRT, HEHZ, W
“EasyRSA-3.1.7 - client”

b. #N “EasyRSA-3.1.7 - client” B,

c. 7E “EasyRSA-3.1.7 - client” RIS{F3H, Hhi=rhig AemdFHZEIZFE#E,
FIFa<S1TEO.

d. BITLAT®<, izfTEasy-RSA,
\\EasyRSA-Start.bat
EBRETUNTELUEE:

Welcome to the EasyRSA 3 Shell for Windows.
Easy-RSA 3 is available under a GNU GPLv2 license.

Invoke './easyrsa’ to call the program. Without commands, help is displayed.

EasyRSA Shell
#

e. HITLUATESS, EEFiRCAIES,
./easyrsa build-ca nopass
RERTNTRUEE:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7 - client/pki/vars

Using SSL:

* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)
A+

LA 0 N U O U SN O SO N B T T T o
b L a— e+

+ + +..t L R S S S SO ST IR SOV SR S +++++++H++
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13.

14.

+4* + + + +4.+ ottt +oto oA

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CA]:p2cvpn_client.com #1i&
BEFIFCAIEBEMR

Notice

CA creation complete. Your new CA certificate is at:
* D:/EasyRSA-3.1.7 - client/pki/ca.crt

EasyRSA Shell
#

BEEFIRCAIEBREFASR.

- ERHEFIRCAIEBIUAGFERIE “D:\EasyRSA-3.1.7 - client\pki” BRT.
ARBIPERNERIRIERA “cacrt” ,

- ERRIZEFIRCATASEERAERAE “ D:\EasyRSA-3.1.7 - client\pki\private” B
=4l
RRBIPERNEFiRFATE “cakey” .

PATLA TS, EREFIRIEBREAA.

.Jeasyrsa build-client-full p2cclient.com nopass

(MEEY::

tbap e, BRIRIEBNEGSE (I “p2cclient.com” ) MSHRSIHIEBIGHS (10
“p2cservercom” ) F—%,
RBETNUNTERLUER:

Using Easy-RSA 'vars' configuration:
* D:/EasyRSA-3.1.7 - client/pki/vars

Using SSL:
* openssl OpenSSL 3.1.2 1 Aug 2023 (Library: OpenSSL 3.1.2 1 Aug 2023)
B o B I e o +ottt +.4. I IO S 8

T B

++++

Private-Key and Public-Certificate-Request files created.
Your files are:

* req: D:/EasyRSA-3.1.7 - client/pki/reqs/p2cclient.com.req

* key: D:/EasyRSA-3.1.7 - client/pki/private/p2cclient.com.key

You are about to sign the following certificate:
Request subject, to be signed as a client certificate
for '825' days:

subject=
commonName = p2cclient.com
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{

=]
o

T

I

1)
=]

LYREM

BIES R

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes

Using configuration from D:/EasyRSA-3.1.7 - client/pki/openssl-easyrsa.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'p2cclient.com’

Certificate is to be certified until Oct 7 11:19:52 2026 GMT (825 days)

Write out database with 1 new entries
Database updated

Notice

Certificate created at:
* D:/EasyRSA-3.1.7 - client/pki/issued/p2cclient.com.crt

Notice

Inline file created:
* D:/EasyRSA-3.1.7 - client/pki/inline/p2cclient.com.inline

EasyRSA Shell
#

15. BEEZFIHIEPBIIFASE.

- ERIEFIHEBBIAERAE “D:\EasyRSA-3.1.7 - client\pki\issued” B&
To

ARBIRERIIZERIRIERA “p2cclient.com.crt”

- EREFIRFASABHUATERAE “D:\EasyRSA-3.1.7 - client\pki\private” E3
To

AR REHIZ PURFASE “p2cclient.com.key” o

P EEIRSS CCM ESLEH

RFRECATMBRISIES . BELIERRESS, BALIBEZIEREIERRSWLIE
B XIFRNWLRSHRNZFRIES, B IFRRWSLIRSREEFmE.

B IR EERSWLRS IRIES, FEAEEZFiRbcE X4 FIEIIRS RRIERA
r."é:_

o

o ALPRSIHIES
a. BRCMEEHISE.
b. MAESSLIEH.
c. ERIESSLIER.,
NFIEPERRSVIANEPSBIIEE, THEFaMRE.
d. TEIRES.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0074.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0075.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0303.html

=B RIEE 3 &ig N\z= VPN

e. REIRIER,

BHRIEBIAN A GRIEEE (@Notepad++ ) $JFF, S4IPBRARTIZFiFEE
NP ERCAEREHE, EEFinbeENHPENKRSIRRIEBRIS NS
EUMIRRRSSLIEPHERTE?

LIRS IHRIE AN R

<ca>

</ca>

o MIXEFIHIED
ERCCMEEHIA
TISESSLIEH .
FRIESSLIFH .
TESSLIES,

?-’

an o
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https://support.huaweicloud.com/intl/zh-cn/ccm_faq/ccm_01_0217.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0074.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0075.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0027.html
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