BN

ENIBE
XAShRA 01
&mBH 2024-12-02

NN

» )

pIa

V.

HUAWEI

EREARBIRAT



WRIRERE © #ARARBIRAE 2024, RE—IRF,

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

TWZR R IRSBAFIEFNZLENRTBHIEREMFERAIR, AP ERRIEEBED ™~ m. KRS8
FFERTRERE SRR ERTEEZA .. RIFSRBELIE, AR IEAT AU DI REERIIE
RAEKARILE -

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

SAERRZ 01 (2024-12-02) WRIFRA © LERFRARBIRAF



ZERH

i EERE

FERRNENIRiREEEOMELL “TRREMIERE" I, ZREMFAARSTIES WU TR
https://www.huawei.com/cn/psirt/vul-response-process

N EFTEREURIREE, 152 a0t :
https://securitybulletin.huawei.com/enterprise/cn/security-advisory

SAERRZ 01 (2024-12-02) WRIFRA © LERRARBIRAT


https://www.huawei.com/cn/psirt/vul-response-process
https://securitybulletin.huawei.com/enterprise/cn/security-advisory

NS
ENiEm =

1 SaaS HEREIBEAIERET V2.0 (FIRIERLEZE ) crrreeeeeeeetre e eesssssss s sssssssessesssssssassessassanes 1
L BN R oo 1
1.2 B EIIIEBB oo eeeeeessse s 2
B B NI LA et 6
1.3.1 KA QCCESSKEY 1B ( ZEEA ID ) oovovoeeeeeeeeeeeeeeeeeeeessseeeeeeeeesesssssss e eesssssssssss s ssssssssss s ssssssssssseeessssssssssssassenesesssoes 6
132 HTTP BOAY EERZ oo sesssssssss e sssssssss s sssssssssass s sssssesssa s sssssssssssssssssssssssssmssssssssssssssnes 6
14 BELRHEETIIEIR oo sesss e seeesss s ssss s ssss s sss st 7
T BUBBSEIT. ..o eeeeeeesssssee e essssessss e ssssssss e ssesssss s 7
1.2 BEVELITIS B oo s sseeen 10
T3 BEHIELI. ..o ssss et snnn 13
1A BEFISL TR oo sss st 15
TS FEIBIEENT. ..o sssssssss s sesssssnnsee 17
18 SEAFUTFLR oo sssssssss s sssssmsss st 19
15 BRI oot 20
1.6 TEBHEEERADITEET ...t s st n et e e et ea et et sae e e sesassaesaans 22
1.7 RTETFIIZE L oo sssss s ssnenen 22
170 BB TTIE oo 22
170 B T oo 23
1702 B B IR oo eeeeeseeseeeesessssee s sssss e sssss s 23
1.7.01.3 FRET AK/SK TATIE. ..o ssssessssssssssesssssssssesssssssssesssssssssssesssssesssssessssesssssssssesssnesssnessssesssnsssssnnes 25
I A B ) =3 < B~ 25
1715 ZHBIETR oo sssssesssssss s sss s s ass et 26
1.7.1.6 BRHTTEIIRMEIIL. ....ccooee oo eeeeeeesesssssee s sssssssssses s sesssssssss e ssssssssssssss s sssssssssssssesessssssssssssssesssssssssesnsssssseee 26
1707 JRTEED ot 27
1.7.7.8 APIGW PRIZEEEIRAD ... vveeeeeveeeeeeeeeeereessesssse s sess st sssssessses s s s sasssass s s sasssssssesssssassssnssssassasssasssnsssasssasssasssnnes 29
U BT = T I T v = OO OSSO 29
DT2 ZFEBE et 29
1.7 2.1 T RIS B E ..o 30
1.7.2.2 AN R B ELEBE ..o sssss s sss e 30
TT3FBELOTUZR oo sss s a0 30
1731 BT E oo essessss e 31
1732 FREMFFIBIEIE (F1) oo seeesoss s esesssssa s esssssss s esssssmss s ssessssmasssssessssssssssnssssseeee 38
2 SaaS ERETRIBAISEE V1.0 (TFERTGR ) veeeerererrrrererrnreressesessssessssesessssessssesessssessssesessssessssans 46

XRERRA 01 (2024-12-02) IRBFRE © ERRABIRAT i



NS

BAEE EES
2T A NI R oo eeveesee s seess e s AR AR AR 46
2.2 BB TBERZIEE. ..ot 47
2 B N TR L et 49
2.3.T FREN KEY fB..oourevvveeeeeseseesessessssss s sssssesssssssss s sssss s 49
2.3.2 QULRTOKEN BEIIRBB. ...oooooooeeeeeee oo eeeeesse e sesssssssseeesss s sesss s sssss e sssssssesssssssasssssssssssssessssssssssssssssassssssssennns 49
233 HTTP BOAY E55Z e eeeeeeeeeeeeesessssssssssssss s sssssssssssssssssm s s s ssssssssssssssssessssnsnnes 50
A FELTHEIR ..o esss e sessse s AR 51
2T B T T TR v eeeeeeseseese e eeessesae s seseee e e et r e eeereee 51
2.2 TEEREEZS ..oooooooooeeeeeeeeeeeeeeeeeeesseee st 61
243 FIERITER oot 64
22 BT R ERTEIR I e eee e e e esesesesssssesesssesee sttt eeeeseeeeessssesesesee 66
2.5 TEERTHR oo 68
246 BRI R SRR ..o 71
247 BT ISR et 73
248 FRIEFFHEHEIE .cccoo oo ssss et 78
24871 BRFE(EFIRHEIE (FT) oo eeesssssssssssesssesssssssss s ssssssssss s sssssssss e sssssssssssssessssssssssmmsasssesessssssees 79
2482 3FFAEFIEIEIE (H) e eeeeeeessesseseeeseeeeeessssssssesessesessssssssssesessssssssssssesesssssssssssssssessssssssssmmssssssessssssenes 84
2.5 R B ERATITER. ..o seess s 88
2.6 FZELIUEIE oo ess e saa st 89
2.7 ARFBTIRITI (JAVA ) oo eeeeee e se s eeee s eeeses e see s e e s e ee s e e e ee e ee e ee e ees s e s s ees e sesseeeesseseeseeesesnseeseseeseseees 91
2.7.1 1SV Server iR HIIBEIIE TR cooovvveeeeeveeeeeeeveeeee e ssssssesssssssssssssessssssssssssssesssssessssssesssssssesssssesssssssessssansesssssnsssses 91
2.7.2 1SV Server JHM R B EATEITEE R ..o evvssssesessssss s sssssssssesssssssssesssssssssssesssssssssessssssssssssssssssssssssons 94
2.7.3 1SV Server I E BEFFBEAIFI T BRNZERDINER ... eeessseeesesssssssesssssssssesssssnseesssssssssesssssss 95
2.7.4 1SV SerVer BRI A LB R IMBAE . .oorvvveeeeeeeeeeeseeeeeeeeesseeeesssessessesssssssessesssss s ssssssessssssss e ssssss s sssss e ssssss s ssssene 98
2.7.5JaVA FRIBTIRII (50 ) woooeeeoeeeeeeeeeeeeeesesseeeeeesseesssssssssesesssssssssssssssessssssssssss s sssssssssssnsss s sssssssssssssssessssssssssnsssssssssssoes 102
2.8 BETITIRH . ....oooooeeeeeeee oo eeessas e essss et 110
3 BT IEB B BTG R ..o evverrerrerrerrenesesssessesses s ssssssassessssessessessessssassassessessesses s s saesassassastens 113
eI I = D31 = O OO 113
B BB T TR B N T R e eseseess st 113
R 2= A= 1E 1=1 = OO 114
IR I 2 == P =115 OSSO 114
3.3.2 BEEIEBZAEMRIAT ....oovvvoeeeeeeeeeeeeee e eesesssseeeessssssseesessssssseesssssssssessssssssss s sssssss s sssssss s ssssss s ssssssssessssssssssssssssnes 115
3.3.3 EIBEB BRI A IRIIRAD ..o essssss s ssss s sesss s sssnsseeeseees 115
3.4 BRI ETTF BRI TNEBRREEAR ..oovvoeooeeeeeeeeeee e ssss s s 116
B R A B R eeeeeeeeeeeseeese e eesesssssesssssssssse e esessesees 117
RN R S Fr =Tl 25 == 117

NiERRAS 01 (2024-12-02) IRIERE © LA/ ARBIRAE iv



=N =(E]
ENiEm 1 SaaS EBRENER V2.0 (i@ L2%2)

SaaS EKEmiEANIER V2.0 (#FiEmLEsR)

1.1 BANRE
1.2 £ BA
13 NESTE
1.4 EhtzOiA
1.5 #EZOEIE
1.6 AR RAEIHA
1.7 =ElEFREEC

1.1 BARE

SaaSEEmENRRIERTREIN T B

SASRRZS 01 (2024-12-02) WRIERE © HERRARBIRAT 1



NS

BNEE 1 SaaS EE@EANIER V2.0 (RS )
; —
Seller Marketplace

1.5ign up as a seller.

3.Prepare a server and 2 Review the seller
develop a semvice = qualification.
interface on the server L

according to this guide. 4 Debug the senice

interface on the Seller
Console.

5.Perform a website
vulnerability scan.

6. Apply for Saas
product release.

] T _Review the 5aa5
| product to be released.
g.Manage notifications
about the semvice
interface on the Seller
Console.

AR TAR T :

BRIBARZ=EME, KRAKSE.
ZAEZEEARBERABNERER.
HEREFIEORSSE, RIENMENERFREFZO,
AEERPOEREED.
FEEFRPOTRREREIE,
FEERPOHIBERHSaaST m o
ZEEEEAREIEIS A mA I .
AEERPOBHEBEFEOBIER .

© N o oA~ W=

1.2 3 [05HAA

AR AhSaaSEmAY, BARRIENEANER, EEFZEORSSHEFE—IMEFE

-,
SaaS 2.0 O#E:
= SaaSZEm

kR 01 (2024-12-02) WRIERE © HERRARBIRAT


https://support.huaweicloud.com/intl/zh-cn/sp-marketplace/en-us_sp_topic_0000003.html
https://console-intl.huaweicloud.com/marketplace/isv/#/console/produceAPIs
https://console-intl.huaweicloud.com/marketplace/isv/?region=ap-southeast-3&locale=zh-cn#/console/business
https://console-intl.huaweicloud.com/marketplace/isv/#/console/publishProductSec
https://console-intl.huaweicloud.com/marketplace/isv/#/console/produceMsg

=N =(E]

ENigm 1 SaaS EBRENER V2.0 (i@ L2%E)
R SEH B/E
BUZsLh v v v
ELAUER v v v
EHSLA X Vv v
EFSEBNRT X v v
RRSEAB) v v v
SEAIFR X O X
(1 588
g;g\;g%ﬁﬁﬁﬁ, HNTRAEASXHEEER, FEHTAREONTR, #ESEmE

“SEEIFAR” HR, THEEHER, AERBTHRE, WAMAHREREHRGR, WFESLH;
WE, N2,

B4 https://www.isvwebsite.com/saasproduce

Saa$ 2.0 EZOHSUFR

AIZR ol L 2RSaaSEmia, AEEEORSHIABEMRIEZFTERS, ZEEF
SEXEFNTT, SXzEmZzOitasENBHTENILN . SeiEOEN
KWES, RASEMHBMNIZIBRRIEKSHENERE. BE. MAE, SRR
gEz0, BEEUARNT:

AR HEY
"E AT
=& AT
B AT

SEmANELIEESKIRNEN, mBlEEERIESXZEmit T REX S H IR R m
SR, 1RIE ( ZREBRSFEERTE ) , IRREHESERD, cEEEEEMTX
It T TERALIE !

EOERmR (TA)
o QISP EPIEERFHIAE.

a. =EESRERLIESEAEOBENBRIREITRSEESLA,

b. BREGKWIENZERER, FERABEERTRED, RERITEWAIE
KMER, PUTHIEXI RN

¢ RERAREESTAEOSKEELARIEXER
o HHXHUSE: EBELAH (instanceld ) IFRAILAFIEE

SASRRZS 01 (2024-12-02) WRIERE © HERRARBIRAT 3


https://www.huaweicloud.com/intl/en-us/declaration-sg/seller.html

NS
ENiSm 1 SaaS EBRENER V2.0 (i@ L2%E)

a. =RETERENEICIESLHIEOIREIAYSEAI (instanceld ) BEAREIHER
SHEEREO, BRIRRMINREELGEE

b. HFPE=AEEHRREEN, =HESRESARRRINEEXLFEERE
O, MBEFPExR.

o EEIFSLH: EFAIAREIE. £EF. 1BEE,
~RIESAREFRLAELO, BINRRASIENRRTETHIRTE, BRAR
RBFWATHENENE, FEIITERRLEILE=EE,

o FISLHNRZES: APERELHIEREIER. EMEFBR TSI AP 7RSS,
RNERPEEE, SR RERENESITHEFRISCEIF TR,
=REEEREFLARESED, BIIRRESGEIIEN T RRITERE . BiFRR
1€, FBHITERREAEEREIE

(0 588

BARTREIERE, REEFER, BRKI1SKNERFEN, FEPRNZFEADER, B
BILARS LT TR LR B AR AR ERAE P, SRR BRI SaaSEmIRE 15RANFEH, FEFREH
RIRERFEIE,

o LA FAPEMIWEmAISEIRT (FIERREEE . RITEHR) .
a. ~EEBREREBEEAED, BANBREFMENZFERTEBIRIE, 75
PITERRO=EE .
o SLEIFE: APNEWINIRREITHER, ARITRMLAEI.
a. =RESREAEAARED, BIRRRRANEN TR THERIERE.
b. BREGKINZEKRER, FEAZBEEIIIRED, REANRFRITIERY
BXER, FITAERNE, FBATEREESEZEE.
ELHAFRIEESE ( BRI EIN )
o MHFEX
a. FAFPWXEESaaSEmia, ERFENTIRPOEHE, BNASEIE
T, ZRERARZENERARESZEWVATEFER, BxREOTER
THEFES, FREEAEER, FREENEREE.

b. $HHRPEFZREEARLMAIER, AXREEEEEN, HAERENK
BRIz VB AN 2RI AR

¢ PRURSHECEZEOGERE, FEMFEFIELE,
FE—EG], BRINBFESGHFZIXERTE, SE MR, SRFET
RrF=EFROEYE, BREZEREIRID, MREMER, SIXBPREEZREIR
1, AeEEEMBRREISEK, MPRITAFTERE (BIZSLE!)ZE O ERISEA)
EEFE.

o NAEF

a. FAFPWXEKESaaSENAfE, BRENTIRPOEHE, BNASEIE
€, ZRERARZEDERAREZZEWVNAITALHEE, AxEAFH
BPTNRES, RFENAES, FROBNEREE.

b. HYNARFHREOARLKMIER, AXREERSEL, HAREN
BRIz B AN 2RI AR R

¢ PRURSHELEEOGKRE, BEHFEFIELE,
MNFE—SEhl, 1ERREF, 1ERNA, EXXFZIXERIE, &R
bR, ZXFEANFEHIEIE, BEZRMORI, MREMEE, SIRMER
FEZIREAI, FEEECSHFRREILM, BFRISAFZERIE (BIZSLA) %
O ERISLp RS

SASRRZS 01 (2024-12-02) WRIERE © HERRARBIRAT 4



=N =(E]
ENiEm

1 SaaS EEMIEANERP V2.0 (FmLEsR)

Rz FRFRAN

a. EEIKRNEEERIE, ERIENZIRPOEHE, MEIHRAR
ENZEWEHENNA, mrREFSEAZENBRBREL ZEWNA
NAFPERER, BREOFTEHITENERRESE, RERFPERER, 7
IR EIBRAEE

b. $HHPNBENEEELHEEFARAKIER, REIVEERIEER
BEREHTRZ . FREENEMEAIF B NEREERRY

¢ PRURSHELEZEOEKREN, BEHFrEFIELE,

XIFA—LH, BRI, RN, EEuserName, BXHER
R, RS, SR ES0E, ARBERAN, MR
S, SRBREHEBEERY, FERCHREREY, BRETEE
Rt (QIRBSER) S PSR 17 .

AR WEBES (128)

o EESWESNEEECLE, SREEHEIRBORHE, HEBOLL
PTHE. S8, BIISESI JRMER, mEERRRED, BREERS LD
IHAREBTE; BRENRENTRBAREERS, RFES, &
BRI

b, WRIESHELBROBREY, REMFBSILE,

XIFE—Sehl, EFAOHEF, HERorgCode, BXRHERIBHH, o
ES, SRIETREROMIE, BRBEERY, NREHE, SR
B ERBEERNY, FRCHIREREN, BIRHARERL QIR
) PSR T

AR WEBES (28)

2. FPUIHESaSHARE, BRUENRIRPOEHE, BIASEYS
T, ABEERZEIERERRS RS BOERES, BRENR
BT RANEERS, REERES, FHESBNSRHE.

b WRINESHELERIERE, REMFRSIELE,

SIFE— e, ERIOHEF, fERMorgCode, EXRBERIBR, BRI
RFRFLERHMIE, BRBEERY.

BOKMn=REINH

SEOMMNEKE, RASHMFENREREERSYERME, “SERPO>EF
EOER faEgin ‘FEER7 , BRKEIENREARRGIERORE, B
TTERRGRIT

X EUESLEIREREMAIER, aRIERFEEAINEEIEEA, e
RAJfE “ERPO>EFEOER " NEPEXINITRAMIRIF=R “EHEm”
HITFNER, ERXEOTREINPEREMNARBER, RENVFIITSEIHK
W, HEHTITREIT.

FEHLONZOERAMAIER, aBESSEERVNGEEIDER, “Z=x
RO>EFROER" PrEigRl “‘REERET , BREEERORER, BITH
‘S|RARO>EFEOBE RAGEDED ‘FRER , REaRFEE=N
‘EfE” HITFNER.

HEFHLANSIEOFBLVIIER, sBESFRR1/NEEEIDEA,
‘SRPOSEFEOBER RaEigE0 ‘REER” , TREEEORES,
BITHE “SERPO>EFEOER REATEEEO ‘RRER" , BhHaiRE
=1 “EfEE" HITFHER.

SASRRZS 01 (2024-12-02) WRIERE © HERRARBIRAT 5


https://console-intl.huaweicloud.com/marketplace/isv/?agencyId=00a58ca3c11b4e388bc3e142e3602d78&region=ap-southeast-3&locale=zh-cn#/console/produceMsg
https://console-intl.huaweicloud.com/marketplace/isv/?agencyId=00a58ca3c11b4e388bc3e142e3602d78&region=ap-southeast-3&locale=zh-cn#/console/produceMsg
https://console-intl.huaweicloud.com/marketplace/isv/?agencyId=00a58ca3c11b4e388bc3e142e3602d78&region=ap-southeast-3&locale=zh-cn#/console/produceMsg
https://console-intl.huaweicloud.com/marketplace/isv/?agencyId=00a58ca3c11b4e388bc3e142e3602d78&region=ap-southeast-3&locale=zh-cn#/console/produceMsg
https://console-intl.huaweicloud.com/marketplace/isv/?agencyId=00a58ca3c11b4e388bc3e142e3602d78&region=ap-southeast-3&locale=zh-cn#/console/produceMsg
https://console-intl.huaweicloud.com/marketplace/isv/?agencyId=00a58ca3c11b4e388bc3e142e3602d78&region=ap-southeast-3&locale=zh-cn#/console/produceMsg

ENigm
ENiEm 1 SaaS EBRENSR V2.0 (i@ L2%R)

o EINLAIASIROABEMAINER, ~EIERIFEER/NYEELER, BHE
RAJfE “ERPO>EFEOER " NEPEXINITRAMIRIF=R “EHEm"
HITFHER, EREOTREINSERENARER, RENHBNTE K
W, FHEHTITREIT.

(11 588
SaaSEONRANIS BT HR . 5. WMREEHTEMN, HEEXERSHEAEE. F
AR S R UG RERIESER .
Er e B REOXMS AR T BRI SN R EELSREOIRNELY, =EEETiZ

i R IE .
EEOMMNAEMSHENRITANTER, BRKNNKEBFAHTOE, BRIEMAFR
o

NEEOMRAY, SHABFSHENEEERERMERIRIRIRK, HRBRETHRIE,

1.3 ENESTIF

1.3.1 $kHY accessKey B ( 258 ID )
S PAZRPOEE.

LR PEANSHN “NETE > P8R , £ “BPEE" THREHEEHRIDE,
SREUAIRE R o

Spy SRR

EEh o]

(REELY:
HRZBREFPEOIERNSIIIER, 5ZER7F, 28R,
R

1.3.2 HTTP Body &£

EX
~RESRERERREONSRIE—EMNXNER 4 signature, FFB¥Esignature
EBIFURL PARAMSHYSZARINEIURL E, AREREWEIEREEZERHFEAIMNITER

REITEFIEsignature, FES=EIEEEAIsignaturetBtLiR, TEHEREDRIE
Bid, @TURL PARAMSIEEIISES

2H g fik
signature String MEER, BE—ERMNNERETERZER
=

SASRRZS 01 (2024-12-02) WRIERE © HERRARBIRAT 6


https://console-intl.huaweicloud.com/marketplace/isv/?agencyId=00a58ca3c11b4e388bc3e142e3602d78&region=ap-southeast-3&locale=zh-cn#/console/produceMsg
https://console-intl.huaweicloud.com/marketplace/isv/?agencyId=00a58ca3c11b4e388bc3e142e3602d78&region=ap-southeast-3&locale=zh-cn#/console/business

NS

IS 1 Saa$ AERIENIER V20 (SRR
2 A stk
timestamp | Long UNIX BB ( SB7R) ) , PiRAmEiais MaY ey
S FEHBE AL 60s
nonce Sting | BNVERER, SREESRAMNSINLER, BR
AILUBIT IR PR SO BRI AP BRI .

=22

1. WERSHHE, RESHEEREE, (I, LIFSaFkaSHEASHHELD
FELRSHEE, MREFEHEE, BENETNFEHITHIRF, LUt B
BFFRE

2. FREMBIERFArER, AN

canonicalRequest = accessKey + nonce + timestamp + Lowercase(HexEncode(HMAC_SHA256
(RequestPayload)))

1. RIBINXSHEIER=rEE, B$HEsignature(d, #N:

signature = HexEncode(HMAC_SHA256(canonicalRequest))

&5
EEL IR G TN

curl -X POST -H 'Content-Type: application/json' 'https://www.isvwebsite.com/saasproduce?
signature=af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0&timestamp=16666779
88730&nonce=RLLUammMSInlrNWb' --data '{"activity":"newlnstance","buyerinfo™:
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BodyZ2#(
B8H =EY | B8 | &K | WA
% BY &
KE
activity M String | 20 EOEKRNR, ATFRoEOEKR
=
=2 o
A SEE: newlnstance
orderld M String | 64 =EIGITEID,
orderLineld M String | 64 =S 817ID,
businessld M String | 64 =EEs3ID,
H—xiEK, businessldE&SFA—3,
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2% =R | B8 | &KX | W
i% BY =
KE
testFlag 0 String | 2 2AREREEK.

o 1: FIHIER
o 0: FFFHIBRK
EABMES “07 .

BEXKIERRG:

curl -X POST 'https://www.isvwebsite.com/saasproduce?
signature=11C4CD6279191DE931DEF5C51531DFFA9D37969F4E356B8A3A6D8DE4FB357A48&timestamp=16
80508066618&nonce=50D83FDECAED6CCD8EF597F2A577950527928BA287D04E6036E92B2806FD17DA" -H
'Accept:application/json' -H 'Content-Type:application/json;charset=utf8' -
d'{"activity":"newlnstance","businessld":"87b94795-0603-4e24-8ae5-69420d60e3c8","orderld":"CS221118181
9B4LVS","orderLineld":"CS2211181819B4LVS-000001","testFlag":"0"}'

NaRLES
MRS HIRIBIES M FE:

2% = | BEERE | S¥uREA
B
l\\
%
resultCod | M | String | 6 ARERE,
e e 000000: FRRRIREELFHE
e 000004: FRRHIFERLHE
BESNABSERERA,
iAE
ANREUFESTHIFERTRIAS, #2iINIR[EI0000004,
=HEEESBEEEALAEEEOE T
FHESER
resultMs | O String | 255 EREREAR,
g
instancel | M String | 64 =alEs5ID,
d

I HEISHEN R

{
"resultCode":"000000",
"resultMsg":"success." ,
"instanceld":"03pf80c2bae96vc49b80b917bea776d7"
}

SASRRZS 01 (2024-12-02) WRINERE © HERRAREBIRAT 9
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1.4.2 EFELHHEE

BEO5AR
BREUERRRGE, mB/EREinstanceldEIBRIFELFIRIEE
EEAUS IR T B

] -

=K ] ISVIRSS S

1,32l - BROSTIRSS - BRI 18

»
»

2 AMREILpIEREO

i
i
\4

3.REISaaSRIFASEHIER

<
<

A EERFHEFSaaSh

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

IBKEHR
IERSHIRBBES N TE:
iEKFE: POST
BodyZ#

2H eRpE | KE BEEE | %8

activity M String 20 EOBRINR, AFXo9EO
BEKIA=.

FHRIm=EE:

querylnstance

instanceld | M String 100 LD, ZIFtE, 245Kl
HETEINMESHIR, PR
REXI5100 LHIEM,

STRGHRA 01 (2024-12-02) IRRTE © ERRABIRAD 10
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NS/ 1 SaaS £ RIEANISR V2.0 (FEmLESR)
2% BEVE | KB EEGE | AR
testFlag 0 String 2 =EAEEREK,

o 1: FidiER
o 0: FFFHIBERK
BUABMES “07 o

I5KEERAI:

curl -X POST 'https://www.isvwebsite.com/saasproduce?
signature=9C61F188C3C2889C2DD201B00E42041BDCE4751F31E35805DE412969F0A7829C&timestamp=168
0508237508&nonce=9FB42E04DF4594B1FAA50B304E647AD7154AB9B4F144A65F1168886540A8B24C' -H
'Accept:application/json' -H 'Content-Type:application/json;charset=utf8' -
d'{"activity":"querylnstance","instanceld":"10e758d0-31ad-4c4b-8f1b-81d03469a10e","testFlag":"0"}'

IfivA=1=A
N SERBBIES I T

\

8% =EY | XKE BEEE | 58
i%
resultCode M String 6 iﬂﬁﬁfi%{i% o
1935)3 o
resultMsg o) String 255 BRI
info 0 Instancelnfol SKUITES N
]

InstancelnfoR3REIEN T :

28 =0 | E8 (BE | SHuKRA
wik | 3e | SeE
EEl
instanceld | M Strin | 64 f5llid .
g

SZAERRAN 01 (2024-12-02) WRINERE © HERRAREBIRAT 1
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2% 28 | X8 (BE | 28k
Wik | 55 | SBE
El
applinfo @ Appl | N/A | RASEHIERE..
nfo EPNIERE, SREBRESRIRS I
( Pubitht ) sitaEtbh = A EEHRE.
Ll
SaaSEmREE IR AFERER, SiEFER
ok, RS . FBE,
WNATSCHLEIT SRS . B SEMMBE N AIX(FERE
B, WEORiFARn; JN, $aEEOdR
BN ALFNER
WMEREERAMYE S (EMM R WSS, @D
EE"Fmemo%%SlyEé%ﬁ@HM@FH%%E‘ZEJEH%EB
appInfoiELEENIES I T &,
appInfofELEMEE AT :
23 =h | X8 |BE | 250kE
wik | 3e | SBE
3]
frontEndUr | M Strin | 512 BUE ML,
l g EPMIESRE, TLSEMEtbht .
adminUrl 0] Strin | 512 SIEHBAE,
g EZERWIFRE, JLOSANEEESHII,
userName | O Strin | 128 SERKS,
g
password | O Strin | 128 BIERVIAERT .
g
memo @) Strin | 1024 | &%,
g Ll
NRBZFEEPRNAE, BEPICEEM unicode
fRA3, fUan: “Th3z” SILAEMRRY “\ude2d
\u6587” .
M Rz E B :
{

"resultCode": "000000",
"resultMsg": "success.",

"Info™: [

{

|||||

N5k 01 (2024-12-02)

WRIERE © HERRARBIRAT 12




NS
ENigm 1 SaaS EBERENER V2.0 (i@ L2%E)

"userName": "zhangsan123",

}

1.4.3 EHSLH)

BE5EA

REHAESRIEm, AAIXAELE. &%, BEEE, cR/ERAEZEN, Bl
RIZIEREER.

o MPHITEMELE. SZEFTRSRITEERNE, cBESERZENERER
WITWSEE, BREOFTEHTREIIRETER, FROBENZEE,

o BXRFEREEHLAIEOEY, INEARAEXK, BIESHAPSHERL

MBS o
AR
o BRI XERREDNZIREFELUN ZEEIKSHPEAIERFERIEEN, WEE L MOERNbRM
REMEEORE.
o ZAESMENREMNBERMIEE, MSaaSHmMELMEZEOFENRBR, aREETZ
Rt FERALIE

[GLEES N3 (NSl

A\

== el ISVIRSSE

[
1 .Saasﬁfﬂiﬁ%ﬁﬁﬁiﬁfﬂ%ﬁ

»
|

2 AFREREAIEO

3.SaaS/i FIsLAISERS
BREEIE, EFEIHAE

o

>
4jR[EISaaSM FSLAIRERRE
HIEER

IBKHR
BERSHRAES D TE:
BkAiL: POST

STRERRA 01 (2024-12-02) RIS © ERRABRAT 13
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1 SaaS EEMIEANERB V2.0 (FismLEsR)

BodyZ#

2% = | X
Wi

158

activity M String

EOBEkimE, BFXoEOEkT=.
SEIZSEVE: refreshinstance

scene M String

s, MASLHITTETS:
TRIAL_TO_FORMAL: iFBsETE
RENEWAL: #5328

UNSUBSCRIBE_RENEWAL_PERIOD: jB%4E%:

orderld M String

64

=EEITEID,

I IERMEIRARIEITERID
EERAMEIBRHRIEEITRID
REEBIMEIRIBLEZRITEID

orderLineld | M String

64

“EEITEITID,

instanceld | M String

64

SEBIID,

productld | O String

64

PR, FEPEEERa L IEF~mSLBIRT, 4l
FRITEREERRE A LT, SIENTHERT
FRREREIXG M AYproductld

expireTime | M String

20

ITHARTIE]
%X yyyyMMddHHmmss

testFlag 0 String

EARAEHBER.
o 1: iFiiIBER

o 0: FFHEHIBERK
BUABMERS “07

IERIHEERAI:

curl -X POST 'https://www.isvwebsite.com/saasproduce?
signature=3F6E6652B7BE26B27ABFC3D11214D04BFD8D2CF8AC21603D85620174FE8DE062&timestamp=16
80509496350&nonce=8BF8496A350E37BDBOE8956D39D433ED417C3FC9459DCFFE7FO3BFBF69B12085' -H

'Accept:application/json' -H 'Content-Type:application/json;charset=utf8' -
d'{"activity":"refreshinstance","expireTime":"20221124023618256","instanceld":"10e758d0-31ad-4c4b-8f1b-8
1d03469a10e","orderld":"CS2211181819B4LVS","orderLineld":"CS2211181819B4LVS-000001","productld":"O

FF1461867333479178240","scene":"RENEWAL","testFlag":"0"}'

N SHHIRIEE W TE&R:

28 peyay Ay it BESEE Loz

resultCode | M String 6 EAELESR .,
BifiE2 WARERBR
iR,

kR 01 (2024-12-02) WRIERE © HERRARBIRAT
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BENEE 1 SaaS EEmiEAER V2.0 (FfmL2R)
2 =hviE | KB NETE 5EA
resultMsg | O String 255 ARERA

SIS TNTE

{
"resultCode":"000000",
"resultMsg":"success."

}

1.4.4 EFLHHRE
dmprt):

BRBWLZERt ERmE, WNNRELGZIE. SNSFnR, crEEAXE

M, AzSEERISEAIFRE.

AR

o BERIXIRREDNZIREBFELUN ZBEENKSHEAIEBFERIEEN, WEE L MOERNbM Y

NEFIBEORE

o ZEESMNEORENBERMIEE, MSaaSEHRMELMEZEOFENER, =REETZ

I mmft FERALIE
EFTSLHNASRIEN FEIFR:

I =S

1 .SaaSﬁFﬂEﬁU%iMEZﬂ&%ﬁEE

»
|

2 FREMLASED

ISVBRS32R

4.JR[ElSaaS R FASLAIAMRLER

A
I v I

IERSHRPIBES A TF*:

IBRHE
KA POST

3.SaaSRIFASLAIRES
ERARIRRLER

i

N5k 01 (2024-12-02)

WRIERE © HERRARBIRAT
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BENEE 1 SaaS EEmiEAER V2.0 (FfmL2R)
BodyZ#

2% = Wi -] BEEE 5AH

activity M String 32 EOBKRINR, AFX
pEOBEKRD=.
B AMRSIAS=EN
{&:
updatelnstanceStatus

instanceld | M String 64 SEIID

status M String 32 TEIRE:

e FREEZE: &%
e UNFREEZE: f#7%&

testFlag 0 String 2 =EERENEK,
o 1: iFidiEk

o 0: FEEIHWSS
BABUES “07 ,

(RN ISR

curl -X POST 'https://www.isvwebsite.com/saasproduce?
signature=95DD9FA6A8C660C9C7FICFDE97C42535290919BCA3F78B9A254428A692CDF26E&timestamp=16
80509558159&n0once=9F26B85CAEB3A8439221BA293E9250BC5EA689225B523C291EA75CC76B469510' -H
'Accept:application/json' -H 'Content-Type:application/json;charset=utf8' -
d'{"activity":"updatelnstanceStatus","instanceld":"10e758d0-31ad-4c4b-8f1b-81d03469a10e","status":"FREEZ
E" "testFlag":"1"}'

NaREHEE
IR SEIRAES M T

8% =LY | EE BEGE | 58
i%
resultCode M String 6 iﬂﬁﬁfi%ﬁg o
1935)3 o
resultMsg o) String 255 BRI
E)hs)SYNE
{

"resultCode":"000000",
"resultMsg":"success."

}

SZAERRAN 01 (2024-12-02) WRINERE © HERRAREBIRAT 16
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1.4.5 BERELH

iR

FPRERIEEFmAISEAIRT (ZIRIRELE .. BRiITEH=R ) , cR/EEFREZED, BX
Fo3I R AISEAIEITIER o

MR

o BEREXERREDHEIREFELUN B EIKSHPEAIERFEREEN, WEE AL MOEENbRM
RESEEORE.

o ZEESNEONRENBERMISE, MSaaSERMELMEZEOZENER, =REETZ
I mnft FERALIE

R B AR A FEIR R

IR

1. SaaSRIFASCAIT AR

A\

=EE

IBEXRHE

»
»

2. R REpIE

ISVERSS 8

4iREISaaSRIFAAMBLER

I VI

<&
<

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

IERSHRPESNT*:
iEK7AGE: POST

3.SaaSRFRERMIER

o

BodyZ#
2% =W il BEEE 154EH
activity M String 32 EOBERIFR, BFKoE
HiEkin=.
TRRASEVE:
releaselnstance
instanceld | M String 64 LD,

N5k 01 (2024-12-02)
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TRzEE

2% BRwE | B BEEE 1588
orderld O String 64 LiTﬁnnﬁEEEI’JhBSZ;WUiﬁ
STSEERITITE,
orderLinel String 64 =EIEITETID,
d
testFlag String 2 2EREEREK.
o 1: EikiBER
o 0: FEAILISE
ZOABUER “07
BB

curl -X POST 'https://www.isvwebsite.com/saasproduce?
signature=C4E5F264C92F737DEBECB8D27D84684F38BF01D2917880202B59027CEEFC4932&timestamp=168
0509885590&n0once=A49E8F86EE5BCAFBDFD3E53F1E09A29C6D9ESDACC67382EBCDD02CD55CBBB7AE' -H
'Accept:application/json' -H 'Content-Type:application/json;charset=utf8' -

d'{"activity":"releaselnstance","instanceld":"10e758d0-31ad-4c4b-8f1b-81d03469a10e","orderld":"CS2211181

819B4LVS","orderLineld":"CS2211181819B4LVS-000001","testFlag":"0"}'

N ZSERRIEE N !

B8H =Ry | kB &S ikl
ik
resultCode M String 6 iﬂﬁﬁfi%{i% o
15488
resultMsg ) String 255 RREREA,
(MEEizY::

o BEREXEIERE

NEFIBEORE

o ZAESMENRENERMIEE, MSaaSEmMEHRNERZEORENRR, aREETZ
I maft FER4LIE

N Rz R -

{

"resultCode":"000000",

"resultMsg":"

}

BHREIRABFELAR R SIS HBERIHRFERYERD , WIEE FASRuEAIHp

N5k 01 (2024-12-02)
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1.4.6 SLBIFR

i AA

IEXRHE

RPN EWERRFERTHR, FETRAMINGE, arEEAZEOBEREERA

RRAFMSLRR, BxEOTER

A mFtRIE I N ER R

TR

1.SaaSZEpamT T4

>
L

2 EREpI RN

_  »

TRIEFER, FicRBPAREImEE.

ISVERSS 2%

IERSHRPES AN T*:
&K% POST

3.SaaSRIFISCRIF

o

8% =AWt | KB BEGE | AR
activity M String 32 EOEKRNR, AFRoEO
=5187)==08
A= EUE:
upgradelnstance
instanceld | M String 64 LD,
WiRE
FRAT, instanceld R,
orderld M String 64 HRERIFFTERID,
588
IR ESF AT R,
orderLinel | M String 64 =S E81TID,
d
SCHEhRZAS 01 (2024-12-02) RS © AR ARBIRAE 19
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2% BEVE | KB EEGE | AR
testFlag 0 String 2 =EAEEREK,

o 1: FidiER
o 0: FFFHIBERK
BUABMES “07 o

IER S SER

curl -X POST 'https://www.isvwebsite.com/saasproduce?
signature=9D49F9BF09D69F7A98B847978D6091A9ADF3B40E07AF95FEESESBEF5218DA407&timestamp=16
80510876429&nonce=D8FE86FA6ABESOCA63A72B3256743D3D869648FE99A96354E635F032629F6C21' -H
'Accept:application/json' -H 'Content-Type:application/json;charset=utf8' -
d'{"activity":"upgradelnstance","instanceld":"10e758d0-31ad-4c4b-8f1b-81d03469a10e","orderld":"CS221118
1819B4LVS","orderLineld":"CS2211181819B4LVS-000001","testFlag":"0"}'

R Z2E0RRIES N =&

8% =EY | XE BEGE | %A
ik
resultCode M String 6 AR,
BESNARSRB
%8H
resultMsg ) String 255 R SRER

InIHEISENTE

{
"resultCode":"000000",
"resultMsg":"success."

}

1.5 #EZOER

AT IRIEERSaaSEABLRIIERE, ZRESEREZRRPOER T NARNEL
FHE. BRULELREEIXSaasSEOES MERGSAIERM

TELL ‘ISR EOJIETTIRA,

BRIESER
ST CERPO > MATE > £FEIHER &, FNEFEIEHAEE.

- e

SZAERRAN 01 (2024-12-02) WRINERE © HERRAREBIRAT 20



https://console-intl.huaweicloud.com/marketplace/isv/?agencyId=00a58ca3c11b4e388bc3e142e3602d78&region=ap-southeast-3&locale=zh-cn#/console/productionAddressMGT

=Y =(E]
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£ BEBALBEHEFEOMINZ IR TERESERER, FHRAIESEIRE
accessKey(H (Z$AID) .

mmmmmmmmm

awns

SW3 BE B, SRERESRNSERBERRRATRESHEHTEN .
.o

+IR4 E1“JQUE§E1§U T E, EEMENSITSHE, BE “EMEKeS” ERIERER
Bl

=z

rrrrrrr

S| BE FNHRERG” , RRSFEREFEEHTEOWUN, Wwlikkln, WRE
B “RNAGIRINFFREFATN ; WMidEN, NEERE N5 RRYNERE
2, BRARENNESHTEOIES.

S£iR6 FNALIKINGE, BEAMNSHE ‘NATR > BilAMEE" , JERiAEE
EEEEENRIIRIAEA

STRERRA 01 (2024-12-02) IREUE © ERREARBIRAS 71


https://console-intl.huaweicloud.com/marketplace/isv/?region=ap-southeast-3&locale=zh-cn#/console/produceAPITestCase

=Y =(E]
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1 SaaS EEMIEANEB V2.0 (FmLEsR)

ety AR

R

1.6 AARERIGA

fEiR 2RI e ST
R 000000 5%
000001 = ES/ 0
000002 IEREHAEE
000003 SERIIDAFE (EmEEsE . WH. BIREMIZO RS
iR )
000004 IERAEH
000005 HERSHEREIR
ekt 000100 TR FAEAIRIR S EC
000101 Mobile number not specified or already exists//ZF
NSAZHEE
000102 Email address is not specified or already exists//HB
ESAERES
000103 Product already purchased//iZ@E @A EEWE
000104 Internal service error//iZfEmRAERS R E
000105 Account has already subscribed to benefits//iZMH
SEWXNE, TiEBTE
000106 Product resources sold out.//iZEmARCEEE
000107 SaaS email domain already exists.//i%SaaSHBFE1E]
BEE
1.7 ZRSfEFREEO
1.7.1 EOEARGE
SAhRA 01 (2024-12-02) WRIERE © HERRARBIRAT 22
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1.7.1.1 ERABE

EH=API

FARESTful APLZIHIEL,

RESTWHIERIBEMERENMNLE, HHESLHIFIRAURI ( Uniform Resource
Identifier ) #E, ZFuRIRA@IZURL ( Unified Resource Locator ) 3AEGRIE .

URLHY—RZAET 91 https://Endpoint/uri,
URLARISEIH BRI FRFIRo

% 1-1 URL Fp92%50H

2%

ik

Endpoint

Webfg$Z AOMAYURL, =FE[ERYENdpoints “mkt-
intl.myhuaweicloud.com”

uri

RIRRE, LEIAPILIEE . MEAZOMURKEERIRE, F170 “v1.0/
{partner_id}/billing/bill-mgr/push-usage-data” .
Heh, uriffIEPIRRSERBINT

{FH “partner_id” xR, FRIZEORBEFERSENE (BXR) B8
BYAK/SKEE TokeniE .

LRREORBHTTPERIMNY, B TLIRSE

AN =

&K /MR R S {EFISONIRSLUTF-8 &£ 4R 5 .
IEARZERIR R AApplication/json,

ESHEEERFPTLARRE.
EOERSHNNASEHPIEERSG—HUTCHYE ( BFEREX ) , 8Xh

yyyyMMdd' T'"HHmmss'Z'
EEF ’ HH?@EIIEEO -~ 235 mm*ﬂss?ﬁ@%O ~59,

1.7.1.2 #OBARRE

EOERBRRERN:

N5k 01 (2024-12-02)
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ENIER 1 SaaS EEmIEANIBRE V2.0 (FEsmLEse)
(v
Bl
= =5 ISVARSS SR

135S aaSERR
>

L

2 VB AAIEESCAIEE]
>

3 ZRENAK/SKGAIE

A XA S

i

5B F=RENE T S

6IRERTERER

<

<
»
|

8.JB[E|SaaSRIFESEAHES.

7.flIgESaaSsLa|

/8

:]
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

<
<
|

\4

1. FREXAK/SKIAIE
EBEOR], BHREUSKIALE, FFSANEERIERE N —SHH5EEH, #78
AR, EINERAVIAIE .
A BEORBAK/SKINESR
AK/SKIAIE: @iZAK ( Access Key ID ) /SK ( Secret Access Key) INZZRAIEK .

BIZAPIMXa T ERS AIXEKET, ©FERAK(Access Key ID). SK(Secret
Access Key) B KiHITES o

- AK(Access Key ID): ipa)Z$HID ., SFABIHIOZEHREAIIE—IMRRT; B0
ZIRIDAIFABIBOESA—(ER, MHERHITINERESE

- SK(Secret Access Key): S5ipiaZ$BIDESHFRIZEE, MEk#TMERS
B, TRRARIERS, FBLIBERBIESL
(1 %8B
o UTZRENSDKIES%E ( FEFAPPIAIERFAPI ) ;
o WNAFRENAK/SKiES%E ( AK/SKIAIERAA ) o
2. MEEkREE
BRERSHEEEKRG X,
3. &EiEK
4. FEMTHEBERN

STRGHRA 01 (2024-12-02) IRRTE © ERRABIRAD 24


https://support.huaweicloud.com/intl/zh-cn/devg-apig/apig-dev-180307002.html
https://console-intl.huaweicloud.com/iam/?region=ap-southeast-1&locale=zh-cn#/mine/apiCredential
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1.7.1.3 3KEX AK/SK iAIE

g AK. SK

1. EMHESSEENS,

2. BEAEPE, ERhGIEREE CBIEIE” .

3. B C‘EmEsaEEeE” .

4. B FHESBEEAT , W FHESIEaEE” [\

5. HINGISSEMEIRIERS, Bk T, THEH, 5EERS.
BREZRIE

=75 R S AP D ERT B ZIAE,

BLHRES

1. THAPINXEZTH,
BRI TR, BETENERES.
2. tliEjavaTlE, BREEHRAYjars | HEHKEESES.
TEIE
. RIERAFEZRNERcom.cloud.sdk.DefaultRequest (JAVA) ,
2. i&&EDefaultRequestlIE#RAPI URL, HTTPSH:. RBEEE.
3. XJyDefaultRequestitfT8%:
a. ARSignerFactory.getSigner(String serviceName, String regionName)3xEX
— N EBTELIMAYSEA
b. iEHSignersign(Request<?> request, Credentials credentials) XJ£-18 1613
HIBERHITESR -
UTCRBER TN LR
[EREEEE, MERHITESR
Signer signer = SignerFactory.getSigner(serviceName, region);

[[THEKRFITES, requesteRERT
signer.sign(request, new BasicCredentials(this.ak, this.sk));

4. B LEEZHIEF=ERrequestiBiiA—NMEERIERNER, FEEE GrequestRY
header{SE A\ #FiHIrequest,

5. LlApache HttpClient5ffl, FEIEDefaultRequestt&itIHttpRequestBase, &
ZZEHIDefaultRequestfiiheader{S BRI HttpRequestBased,

1.7.1.4 g5 KGi%

B—NEREER=ESEN, P3E: BKIT. BEXRERk. ERIEX(FiE).

BRIT
BRITU—TGEEFSTL, USEHF, EEIEEFEROURFIMNYANRA, a0
T

Method Request-URI HTTP-Version CRLF

e Method: RRBERGE (MBHEENAE) , ENFENBERNT:
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- GET: i&K3IKBXRequest-URIFTHRIRAYEIR
- POST: fERequest-URIFFFRRAYEIRSHINNFRAIEIE
- PUT: BKIRSZSHREFME—RIR, FHARequest-URWEAHEIRR,
-  DELETE: EKkARS5=EMIFRRequest-URIPTHRIRAYRIR o
e Request-URI: @—PHR—XRIFIRRTFo

AR

ALIEURIGEA ?° M & HRIIARNERRMGES . URIF “{}” hEERIASHURINS
#, Hep 27 ZARERD RBRESH, ZERIEDERERSH . HTTP-Version: FRFRAY

HTTPHMMARA .
) ERI).F: FREEFETT (R TIERERERICRLFSN, AAFHIEIEAICRELFE
F) o

IERSIS IS8
EREESkET LR, SR — MR, §S¢)MEEAN. BTSN
AFEREBLBH .

IBRIEX

LUSON#E=EEE, EREERHREAKkey:valuefizzl. HTTPIERRYIESE I AERY
URIISRERRRISRFBRFINAIEFER o

1.7.1.5 &SR
HEFRML AT UETEMRFIIERKERLESRK, 937!
e CcURL

CURLE— e 17T HE, BARMITSMURLEENEEEH . CURLEZHNZE
HTTPE s, AILAKRIEHTTPIERGIRS IR, FHIEWIRAEE . cCURLEARFIZEO
it . XFcURLIFEMSEIEZS Whttps://curl.haxx.se/,

o IR
B mBERRO, ARERER, HREMEEKER.

1.7.1.6 f#tmiE BN,
EHEWARRS NSRS, BEERE— M HTTPIIAGEE..
MRE2ER=NESEM, DRIS: REST. HMERL. MNEY,

WEITHINNT:

HTTP-Version Status-Code Reason-Phrase CRLF

e HTTP-Version: FRRIRSZZEHTTPIMYAIIRAS .

e Status-Code: FRRARSSEEALOIAIMAIAZATHT
WESHBE=UHFAHN, B—THFEX TN, BERMEIEEEE:
- I IENMER, REIBEKREEW, BELIE,
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ENIEE 1 SaaS ERmiEANISE V2.0 (FigmE2e)
- 2XX: E‘ZIjJ, %H_Ti%j?E?ﬁﬁEIﬂiguﬁx EE%Z?-\ ﬁgo
- 3xx: EEM, ERMIBEROITUHITEH—TRURIE.
- Axx: BFIREIR, BREIEXEIRNIERLET.
- bxx: IRSBRIREIR, RFBEEEREELMESIZIBEK,
e Reason-Phrase: FTRIRSAADAISIAIEIA,
M Rz R =k
IMRASEEIRSLERZSHBER TEW (IR ) PREFRAImAIRE
MR IESL

A MZ 1E 32 F9)SONFE RIS AR .

1.7.1.7 518

HTTPIE RSS2 o

Z 1-2 HTTP IRRZSES

RSB ot I fEi=fSiEE
100 Continue HREFTEK 6
XAMEE A BARERNE Fin, SAERRIERKES
AR ZEIZW, BiNRuEL,
101 Switching Y . ReeIeEIESRAIMN
Protocols BN, YIEBIHTTPRIFTARASINY o
201 Created RS RTE/MIN.
202 Accepted EREZIEK, (BRGESEHK .
203 Non-Authoritative | IEEIUEE, BRI
Information
204 NoContent BRZLEI, BETHTTPIIN A SNAK
ML OPTIONS 5 ERIHTTPIERATIR EILLIRZS
=
205 Reset Content BEARD, RS[RLEEKIN,
206 Partial Content RSB 22 INAL IR T ER D GETIEK o
300 Multiple Choices | Zfu%E. BERNFEATSIFEZMUE, BNAIR
B — MRS SRS R TF R P Rig ()
a0 NBSEE ) kR,
301 Moved KA, 1BRAZRREB X AR NEIFAY
Permanently URI, IR[EUSESBIEFAIURI,
302 Found RIEHIGATFEEN
SCESRRAS 01 (2024-12-02) WRINERE © LA ARBIRAE] 27
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RSB RIS fEI=ASiEE
303 See Other BEHTHbIIL,
{FFAGETAIPOSTIEREE .
304 Not Modified FMEREIRFERIEN, IRSFREIIASHEBAT, A
SIREUFIEIR
305 Use Proxy FmsRevSE R uEd IR .
306 Unused EEWERIIHTTPIRESR
400 Bad Request EEBK,
I EEEXZIEK, FEEHiZEK.
401 Unauthorized EEFinRMAEHEER, IREIZIAESE, FIPR
Fimtg HE P inFriR A S EAREREIEE .
402 Payment Required | {REBIEK o
403 Forbidden IBRHIELIAIE] .
IRENZIAESS, XRIBIEKEEEEIAIRS IR, BIRS
inReBIBERE PG, (BERIEBRMESHIES,
FZERIRENIERIFID, BNEEESZE
X, AEHIIZIBEK,
404 Not Found FrERTRAFE.
I EEEXZIEK, AESEHiZEK.
405 Method Not BRPHEEZRRASIFNG X,
Allowed EVERERIZER, FESRIZEK.
406 Not Acceptable RE SR L EFRIEZE PimE kAN BT RIE K -
407 Proxy IERERRIEBIIBMDINE, 540121, BiFkE
Authentication N HFERRIERITIEN
Required
408 Request Time-out | BRSZSEE(RIERATAERERT,
= Fin ] AR B R R ZiE K T E it T E T E
Ko
409 Conflict RSB ESIERAIT R E IR,
IREIZIRESTE, REERIH=XEIENRREEF
£, ERTHRIEKROEIIRIERBEHESTM
410 Gone ZRigia kPR REERTFE
IRENZIAEES, RIAIEKAVRIRSHRXAMIER .
411 Length Required | BRSZ2ETCIEFAMER P &% A4 Content-Length
AEKRIERE
412 Precondition RBERIRRM, REBABEIBTKRETEKRPIR
Failed BEHR— IS,
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RSB | Wi FEn=BAR
413 Request Entity BTSRRI K, IRFFILELE, FiiER
Too Large 5K, ABLEEFPIRRIESESEK, IREEOIsESX
xR . MRFIAIRSFENLELIE, WEBE
— M Retry-AfterflBRIS 2
414 Request-URI Too | iGXKAJURIZE (URIBEARMLE ) , BRSEELEL
Large I,
415 Unsupported RSS2 A IBIE KT AIRAFET o
Media Type
416 Requested range | EFimiaRAGEEITL -
not satisfiable
417 Expectation Failed | fREZ28 & EExpectAUiERLIEE
422 UnprocessableEnti | i53RIEUIER, (BRATFEBIENEIR, L&l
ty R,
429 TooManyRequests | FRBBIEKEL 7 & imih o=z aIR & RS in
BEWEIZ T eadtIZnNEK . BiNEPimEEUELN
HIRetry-AfterBEl, REFFZEAMs LRI EE
BEi.
500 InternalServerErro | REABRSSimEEMIEKIBIOEI, B2 EEIEEEFRY
r BKo
501 Not Implemented | RSZESAIFIERAIINEE, TiEZTHIEK
502 Bad Gateway FEMXSACIERIRS S, NminiRSBZEEWET
— N TRANEK
503 ServiceUnavailabl | #i5KA9IRS T3 -
€ ENEERERZEK, AFEEHIZIEK.
504 ServerTimeout IERELLERI BRI AT . BEPIR(TENIER
1EEEBAY (Timeout ) SHATRSENZITR
505 HTTP Version not | BRSZZEAZIFERAIHTTPHMYAYRRAS, TTiEFERk
supported LS £

1.7.1.8 APIGW [JE5E1245
APIGWRIFEIRIDIESE ($81=63 ) -

1.7.1.9 EL{RHITEARDE
KERAITIREBESE ( AK/SKIME) .

1.7.2 ~HES#

N5k 01 (2024-12-02)
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1 SaaS EEMIEANERB V2.0 (FdmLEsR)

1.7.2.1 REBKERLSH

& 1-3 RELBERERL

25 itk BT =l
x-sdk-date | IEREUEERTE], & | & 20160629T10145
ok AK/SKAIERT % | 9Z

yyyyMMdd'T'HHmmss' Tﬂﬁﬁ [SKAERS
VAN
BUERZHRIRFGMT
A7)
Authorizati | EZIAEEE & -
on ZERBETFERERLE | FERHAK/SKIAIERT
£. Jui
BEEBEREZ M=
Host BKAUBRSEEER, N | B mkt-
BR55APIFJURLAZREY {EFAK/SKIATERT intL.myhuaweiclo
{&ghostname[:portl. | i% ud.com
I RS RTEREIAR
%, httpsA9BKIALRC
F443,
Content- BRELARBIMIMEZE | 2 application/json
type B,

1.7.2.2 AHIOAGEE LS

% 1-4 AHIppGEEsL

2R

fiik

Nl

Date

HTTPHMYAREIRSL . TREERIX

RORTE), BIEIRIEAME 822 | GMT

EX o

Mon, 12 Nov 2007 15:55:01

Server

HTTPIMXIRERSL . & THRSSEE | Nginx

FASRAIBERAVERIHE R o

Content-
Length

HTTPHMYIRER Sk . RTIEIASEIR | xxx

IEXRIKRE, FPHFERN

IR RET

Content-
Type

HTTPHEMYFREIRSL . FITF18REAIX
R E BISLARIE SCHYIRIA

XA,

application/json

1.7.3 &[O3IR

N5k 01 (2024-12-02)
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1.7.3.1 EigiJ&

ab
ThEEN 4B

ZEERRABSZEOSMTRAEER

URI
GET :

https://mkt-intl.myhuaweicloud.com/api/mkp-openapi-public/global/v1/order/
query

SHIREIEE2IE1-5,
(RERL
X SziEhttpsts o
B TRARIEN FEIPfR:

)
HE

=AM ISVEgSSEE

|
1.3 SaaSEmm

»
P>

L]

2 ARt EAED
r

3IRERAKISKIAE

Il

4 gisiERAiE

6REITSRER

7.BIESaaS=ERl

/f

8.iEMSaaSkFAsEFIES

| 11

<
<

9. 55 H{EMSaaSkMA

RN T SR

»
>

ey

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
5. RA=BETSERED :
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
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IBEXRHE

TS 1JEA17ID TJERERY
MOCKPERIODYEARNE | MOCKPERIODYEARNEW-000001 | &4-E3/E1HE
W

MOCKONETIMENEW

MOCKONETIMENEW-000001

-2

MOCKONDEMAND MOCKONDEMAND-000001 He-1%23H
MOCKONDEMANDPKG | MOCKONDEMANDPKG-000001 | $il-1&EERH
MOCKPERIODDAYTRIA | MOCKPERIODDAYTRIAL-000001 | isFEiT&
L
MOCKMONTYTRIALTO | MOCKMONTYTRIALTOFORMAL- | i{FE%51E
FORMAL 000001
MOCKMONTYUNSUBS | MOCKMONTYUNSUBSCRIBE-00 | iBiT
CRIBE 0001
MOCKMONTYRENEW | MOCKMONTYRENEW-000001 S
MOCKMONTYCHANGE | MOCKMONTYCHANGE-000001 | 8. F&
EREY
BR7GE: GET
2 ERViE | SR BEEE A
orderld M String 64 =iEEITEID
orderLineld | O String 64 =EEITEITID
BREREI:

o EEIImkt-intLmyhuaweicloud.com HTTPSIEEH{ T8RS, FEEZHIESH
18, MmfRIERARNRESLMmIERNEN=EEIRS

BERH

GET /api/mkp-openapi-public/global/v1/order/query?
orderld=CS2207261447AUY4H&orderLineld=CS2207261447AUY4H-000001

Host: Host Server

Content-Type: application/json charset=UTF-8

X-Sdk-Date: request time
Authorization: authorization

N5k 01 (2024-12-02)
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& 1-5 WS

ol BEVIE | SR BEEE iR
resultCode | M String 16 53R,
BiNESEXREIRD,
resultMsg | M String 1024 SFRER,
BINESERERD,
orderInfo (0] OrderInfo / MinEE.
15388
OrderIinfofiREIEN 2%
T,
OrderInfo¥ELEHENINT:
28 EEWE | 28 | &KX | KA
pit) F&F
KE
orderld M String | 64 ZHIGITES
orderType: | M String | 32 TTERZERY, AT FMIES:
e NEW: FEITER
e TRIAL: iXfEITER
e TRIAL_ TO_FORMAL: iftFB4EIFiT
=2)
e UNSUBSCRIBE: 1BiJiTes
e RENEW: ZEZ:ZiJER
e CHANGE: TEiJEH
createTime | M DateTi |20 1TJEGERTE,
me Bt: yyyyMMddHHmMmss
158
ARITRENETE, IERAFTERT
18
orderLine List<Or TBEITER
derLine
>
buyerinfo o) Buyerln | / ZRER
fo

OrderLineSREEAIE XA :

MAERRAS 01 (2024-12-02)
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BAEmE 1 SaaS X/ miEANIER V2.0 (FidmLEse)
2H 28 |28 | mAF | WA
wik | ® FRE
orderLineld M String | 64 =iEEITERTID
chargingMode | M String | 25 TTEEE,
ON_DEMAND: %&E1+E
ONE_TIME: —itits
PERIOD: B/EHRI+#
ON_DEMAND_PKG: REELH,
expireTime o} DateTi | 20 ITHARY
me B yyyyMMddHHmMmss
1528
o REMESZNER, SERES
. gm’%éﬁﬁ’ﬂﬁn‘%, Faigkizse
T HART (BRI LT SR BlRERT B F NN SE
BEfit&Emsk, S5iT8RLFRHARY
BEIRE, (XitsE,
periodType 0 String | 2 [EHAZEEY
%88
EME, IIFBUCSE, LRGSR
A EHAchargingMode= PERIOD, &
A7 SHERAHEZ S H o
ﬂz "yeal’"
B: "month"
extendParams | O List<Ex | / T'E2H. E0iE,
tendPa i RS RIS Fokey/valuetSZ0HIE
ram> 4.
Bian:
[{"name":"emailDomainName","v
alue":"test.xxxx.com"},
{"name":"ip","value":"192.168.1.1"
H
HrhemailDomainNameflip s &
HmiTESE.
periodNumber | O intege |5 [EHRELE .
r 588
EE, MBS, THREBIEEEFE
& EHAchargingMode= PERIOD, 8
HAEIA=IERAHMEZ S .
BRpE=: 1,2,3
currency 0 String | 64 TS, Y. &%, TEEIE
A= TEENIE, BiT. 1BLEZk
EWOE=REMAT

MAERRAS 01 (2024-12-02)
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SH

B A

=0

Sk
B

RAF
FRE

ol

currencyAfterD
iscount

String

25

RS, FESNEFIUN
NS, #W., &%k, TEF
IEMIZS FEEANIE, BT, IREE
HFYMTRETIR

productinfo

List<Pr
oductl
nfo>

IJRITREXRIR mIER

ProductinfoiBEMENINT:

2%

S
B

X
e
K

158

productld

< | B S D fD

String

64

FeRatRiR, [E—skuCode ™, REE
HAZERYRproductld & .

BIgn: mxRAHmrem, FiE— 1T
1&, SER— 1 skuCode, BEER
Fintg, 8RNE, SEFERD
productld,
158
ZESHrIEEmEZ LR, HA “E/X
il > B@mEE > BEm 7 A, B2
A RRETIN “EE HAERIFS
TUE3RE

skuCode

String

64

FaAlt&trR. HRWEERA%EsE
NrEmia, TeeasEs, SHTIFE
EEHARE (B B#es) , 1t
BY, FAPF@RISEAlinstanceldXS AT
productld=Z{t, {BskuCodef 3,
izt
ZEHATEmER L RE, #A ‘=R
il > BREE > BiER 7 @, 8
Tz RIRIETIN 15" HAERIER
TAEIREN o

linearValue

Integer

LEBRUE, IRSIERFENE
B, FARPETREENZMEE

productName

String

64

SR

ExtendParam#HUBEHTE NI T :

N5k 01 (2024-12-02)
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% 1-6 IS

el = | 5% | &KX | iR
T
KE
i%
name M | String 64 S22
value M | String |64 SHE
BuyerInfofiE{EME N AN T :
2% =hY | BHE | BAF 15388
REE:
customerld M String | 64 ZFID
customerNa | M String | 64 EZRIKS%//90: zhangsan
me
customerRea | M String | 64 BRESLEIR /L xxoxoxx s &5
IName
customerTyp | M integer | 64 FRE0: -1, DA 0, &k 1
e
mobilePhone | O String | 64 =] =ESIR=
i%AH
B AR AR AT TR B AIEE
email o) String | 64 FBFHRfE
158
[ELRY- i Nl =2
userld @) String | 64 IAMHARRid
i5AA
AN EEAIEEN, HERE
ains (eUEsLAl ) iREl.
userName (0] String | 64 IAMBRZFR
%8R
BmAMAITEEAIEEN, FERE
Faips (eUEEsEfl ) R,

N5k 01 (2024-12-02)
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$HI=AS
i 1-7 %E'L;E

httpiAZ | resultCod | resultMsg AR

B e

200 MKT.0000 | Success. B5REXIN

500 MKT.0999 | System internal error. | HERSZAEPEIR

500 MKT.0100 | Failure of input NS ERIC LKW

parameter SECOEBIR, IFEETAETE
'LD
400 MKT.0101 | Invalid parameter SHTH

BAJEHEOENISY, S5
sEOMEE

400 MKT.0199 | Request parameter BRESHEIR
error HESHER
401 MKT.0150 | Illegal operation BEEHT 7 FEISIAYMRIE,

fltNinstanceldX3 M A9 RAE
AK/SKXSRIAIRS R AR Y

401 MKT.0151 | No authority TCAPIARIA R
tokenIEFEZRBE
401 MKT.0154 | Illegal token ENEY
tokenFc4
406 MKT. Access frequency 3 IASREHE R
0250 overlimit
500 MKT.9001 | Instance ID not found. | SEf5IIDATEIE ( FGRLLE: . 1T
H. REEMIZOTEERE] )
500 MKT.9002 | Invalid usage enties. THEXLRTRE
500 MKT.9003 | Usage records extends | itEICFEGFEEIRE ( 1005 )
size limit.
500 MKT.9004 | Record beginTime ITEICRAYEEIRAT B B A MEA
extends Limit. ( Ha0AdiE21KLAR )

Hrh, {YfEresultCode’IMKT.0100. MKT.0150. MKT.0250. MKT.9001.
MKT.9002. MKT.9004, MKT.9005H¢, %m&unr“tlﬂ@aextra infoFEg . SRRz
resultMsgb&=FEIRIR, LB EMMLEMIEE . EAILAESEBIF EFextra_infoAE
EfFHRRR DR

BTN Rz~

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

SZHERRAN 01 (2024-12-02) WRIERE © HERRARBIRAT 37
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Content-Length: length
Date: response time

"resultCode": "MKT.0000",
"resultMsg": "Success",
"orderInfo": {
"orderld": "CS2207261447AUY4H",
"orderType": "NEW",
"createTime": "20220726064736",
"orderLine": [
{
"orderLineld": "CS2207261447AUY4H-000001",
"chargingMode" "PERIOD",
"periodType": "year",
"periodNumber": 1,
"expireTime": "20230726155959",
"productinfo": [

"productld": "OFFI758576253042421760",
"skuCode": "da9b4d34-ee8a-4355-a823-13e034e49986",
"linearValue": 10,
"productName": "SaaSillixl &, i HAE, Eftihik, S EHR"
}
1
"extendParams": []
}
1,
"buyerinfo": {
"mobilePhone": "18699999999",
"email": 123@test.com,
"customerld": "688055390f3049f283fe9f1aa90f7ds3",
"customerName": "hw1235sd3123"

}
}
}

K Rz 7~ 51

HTTP/1.1 401 UnauthorizedContent-Type: application/json;charset=UTF-8Content-Length: lengthDate:
response time {

"resultCode": "CBC.0150",
"resultMsg": "Illegal operation. param[isvlid] and param[instanceld] does not match." }

1.7.3.2 1ZE(EREHEX (F7)

AR

BREZEETREERFEHTEERER, BRFEILGEOIROERBFRYSERRER
E5E, ZR/ERINERERIBERETEANAFINE.

URI

POST https://mkt-intl.myhuaweicloud.com/api/mkp-openapi-public/global/v1/isv/
usage-data

(MARY:
“mkt-intLmyhuaweicloud.com” iZARATFBRNEER “ mkt.myhuaweicloud.cn” #17&i,
QD IZFItERRWIERRE
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s
S HE
==

=S IsviEsSE

2R O FHAER

A J[ESa 05 R TR

5 MTRREER

GRS T

| -

]

SRR IS

12 iR

'Y n
L4 L

|
[
1
1
I
1
1
I
1
100 T ACH i PR e |
I
|
|
|
|
|
|
|
|
|
|
|
1

2 BAREEEROAmWLAERRRE
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ENIER 1 SaaS KRB V2.0 (#Fifdam )
v
T
= SIS 1sVIRSSE

g

L J

' 3
|
.. . 1'P

|
|
|
|
14, ip :
|
|
|
|

iEKRiHR
BRSBTS TR:
SR75E: POST

2% =AY | KB BRAFRF | 58A
i% KE

signat | =& String 1000 @Header

ure EOEZ (base64(hmacSHA256 (B Z X
EZ0
A, ts={ts}&nonce={nonce}&body={bod
yh))
ttabbodyizHAHEFRE S 58S

ts = String 20 @Header
EOIERITAIunixAT B2 (ZRE)
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NS

N =[] 1 SaaS EEmiEAER V2.0 (FfmL2R)
2% 2hY | KB RAFRF | 58A
i% KE
nonce | =2 String 64 @Header
ZERENE

usage_ | 2 List<Usa | 1000 WS ERELRES, UsagePushData
record gePushD NIAEREIZ 1000,

s ata>
Z 1-8 UsagePushData

2% BEY |B8¥E | RAXF | fER

i% B FFE

instance | £ String | 64 BESLEID (GEE: [FRREREORMD
_id A9)

record_ti | 2 String | 17 EHSICRERATE (UTC) , &= 9:
me yyyyMMdd' T'"HHmmss'Z'

begin_ti | 2 String | 17 THEFERTE (UTC) , #8=)9:

me yyyyMMdd' T'"HHmMmss'Z'

end_tim | &2 String | 17 HELERE (UTC) , &XH:

e yyyyMMdd' T'"HHmMmss'Z'

usage_v | z= Doubl |20 FREEMME, RSUFAMUEIUNG,
alue e(12,4) AKX TFORIEE

meterin | & String | 64 ERIGRICRE—ERR, ZINERETES
g_sn

relate_p | & String | 64 F=EMEEEah= NERWE, FEE&
kg_insta 13 B FIEX N AYHRLE LD

nce
BKRiBERA:

POST {domain}/api/mkp-openapi-public/global/v1/isv/usage-data
Content-Type:application/json
nonce: 6¢63c221-1f6b-4141-8ff4-22f5dfe82b65

ts: 1709690865879

signature: gikLslgimlscagwSamCIFJ1CFT4QprHSDHW:-:-

{

"usage_records": [

{

"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",

"end_time": "20220809T090000Z",

"usage_value": "

99",

"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcd"
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WAGEHR

"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",

"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcb"

AR

1. ZOEA LA, MRERHRERE, F2EEROEHTIRE, FaERMESEX LERH
EEHITRIGAIAME, ERETLMERNEREE. IREEHIELELXY, FEFMREMITL
.

SEYETLE ‘ZRPO>RZFEE>IEHER" #HITEF!

B ) " aemm

2. 1ER LIRERIER:
o HNEFIHER

FEE/DE/NT EIR—REREE, BRFEHENE T —NITHI0-155 Rk L3R,
B2, FIFSEZBATE7E13:25, RIFME14:00-14:15K H3R, iXHFRERATLA PN, JNE
SHINZEIER, WMRTESLISER HIR, FEE2/\IT5EM R

o IRXItE
WES IS EEPHNASIER LIRFIZEIE, WRVRBXRILE ER—X, FEFRIEL
RTER HAY00:00-00:15858RE L3R, BRAFAEBIZ01:00, BNEFPIBIBSIEREIT—X

3. IEREEE LIREK:

o BTRRXHA:

o EEFHARTIE ( begin_time ) >ZEFFIARTIE]

o ERFFIARTE ( begin_time ) <iEEBLERATIE] (end_time ) < IHE HIRATIE)

o RiFEXHARE:

o (EELETRAYE) (end_time ) <EJEFARTIE

4. iER FIRPAIRTIEAUTC B8, SAtRATEEE 8 /)\FT;

5. E—MMERAATE, Blbegin_time Flend_time BHEIE—EMAUERT, MBRHRIER, &
BIRBIANESIER, RSWBE—RHIRE, —BiIERERERERENKRSEL AL B EIRIEESE
(IEEERERE: BRRIBABREZES, RORHEASN5S) o

ESEPBNARE, FEMETLUE ‘ZRPO>XZEE>FRER" HITEE!
6. (EREMHEXEOERIRERZPEMRIEFLAID, FeERESRREIAISEAID,

7. #¥HSIHET, STFHERIES(instance_id) . TE—MEREEAR, BIFFIEATE
( begin_time ) FN£ERATIE] (end_time)&BIEREIRSE L LFE (usage_value ) #iE, NEEEL
;mrﬁ(: B28# (extend_params) ixic, R ESHIEEARNE, SURESIEREIRIESE

R SERRIEE N !
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2H BEY | KR RAFA | 5BE
i% KE

error_co | M String 6 RS,
de Bii5S MR RIZHE .
errorm | O String 255 RFRERER,
sg
data O Abnormal RESEEFREREE

UsageDat

alnfo

Z 1-9 AbnormalUsageDatalnfo

2% EAWE | B¥ER | BXFF |k
KE
abnormal_ | 2 List<Abno | 1000 SEIRRYE
usage_data rmalUsag
eData>

Z 1-10 AbnormalUsageData

8% mERY |B¥E |BXF |fid

1% B FRE
meterin | 2 String | 64 AFRIERICRE—4RR
g_sn
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SH

SHEK | BAF |k

FRE

error_co
de

=
s it
=

String 16
001:
002:
003:
004:

005:

006:
007:
009:
010:
011:
012:
013:
014:
015:
016:

017:
relate_pkg_instance A%
018:
relate_pkg_instanceA~&i%, LHIREFEE
¢ 5instance_idA<ITtEg

TRERRIEIRD

SRR
BHENR L ;
RERE;
FRAIREBIE—FRIR;
IERE—IORES
LRI R A EIR T
IERRYE EITHA

LA SRR A ILAL
IERES

5 AT ESEE T
SLHHFRHRIR
LHRERERE
SLAHFREXA

B FHRRIENTF &R A E)
SRS RFFEH
AEEMERRT,

AZEMEm=T,

error_m
59

il

String 255

TREBIRIRIEIA

ERtG:

£ 1-11 AbnormalUsageData

httpik7&
B

error_cod
e

error_msg

ik

200

MKT.0000 | Success

(=R NZAY)

500

94060001 | System error!

HekSWEREIR

401

94060002 | Auth failed!

NSRS KW

om

W

s

1

0

HCOERERR, IFEEEEIE
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httpiX7 | error_cod | error_msg A

5 e

400 94060004 | Param invalid ST
E@AHEﬁEIEESiE’\J%%Z, e
o/ DIk S
tban: &EIEEEE. 2B
id&E

400 94060005 | Time format error B EHE IR

400 94060006 | TimeStamp invalid SREIE

401 94060007 | Signature invalid BARINKEY

400 94060008 | Replay error B REREIR

500 94060009 | Failed to report usage | IRERIARILM

data

401 94060010 | isv status invalid BFRIRETLH

200 94060999 | Failed IZEBIRMERT, SIRENERREIR
E8, Fg87aF)

LISEBAPIRT, INERIEBE] “APIGW” FFLAYFEIRAD, 152 IWAPIRIKEEIRISH T

2,

M Rz 2

{

"error_code":"MKT.0000",
"error_msg":"Success"

"error_code": "94060999",
"error_msg": "Failed",

"abnormal_usage_data": [

"error_code": "005"

"error_msg": "METERING_SN_DUPLICATE",

"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcb"

}
{
"data": {
{
}
1
}
}
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SaaS EEmIEANIERE V1.0 ( 1

il

2.1 BNRE

2.2 E=MINRERIRAA

23 BNERTIE
2.4 ZFOEA

2.5 HRERGIRA

2.6 ZOFIE

2.7 XR834 (Java )

2.8 EIlajfR

2.1 EARE

SaaSEAmEANZRIERTREIN F B
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; O

Seller Marketplace

1.5ign up as a seller.

3.Prepare a server and | 2.Review the seller
develop a semvice = qualification.
interface on the server

4. Debug the senice
interface on the Seller
Console.

according to this guide.

5.Perform a website
vulnerability scan.

6. Apply for Saas
product release.

§| T _Review the 5aa5
| product to be released.
g.Manage notifications
about the semvice
interface on the Seller
Console.

AEIREAIN T

© N ot~ W=

BRISAE=EME, KRS
ZAEEEARBERABNERER.
EREFZORSSS, RIERENERFREFEO,
AEERPOFEREZO.
FEEFRPOTRREREIE,
FEERPOHIBERHSaaST Mo
ZEEEEAREIBIS A mA I .
FEERPOBMEBEEFEOBIER .

2.2 #O18ER A

Eggﬁivf?ﬁSaasﬁn‘:nE?, BSAHRIEARNIERE, EEFEORSHAR—ITMETR
- DO
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https://console-intl.huaweicloud.com/marketplace/isv/?region=ap-southeast-3&locale=zh-cn#/console/business
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BOI8E

(AR

o E—ERARE, HNFRNBMBGSE (W, &8, I8, BEHNAR) , REERE
— “EFRGREOMIE” .

. &Diﬁﬁ@%ﬂﬂﬁéﬂ, BEOFEXW “Fedm” « “G87 . “TH . B0 Mg
SHYEHR.

o WIRERMIWAEM, EOFEW “FEEm" M “BR 1S8R

o WMREMIXHEM, EOFTLM “Hdm” “BRKEEE" ‘B “REERSHE
E”

o ‘HIR HR, FHERFIER, HRSHBITHE, WALRHIEREHRGR, WKL
W; wFk, R,

EFBLERAMTRAY, aEESEAMNED (S ) BRRSHEFAY
IHmAVEEHIEAER, BmEFHEREIZEKRER, FHITHIAXTRENE
FIITEREREIEZEE .

(11 588

BRBLEmE, & “EXRPL sbdizanld ‘SRR SEREEN, SIE

B0 (#HBns) #1780, SIRSHIRSRELIEROIEKRE, BEMFESEL

B, =EERSZEIRERER, HUR—ITES, RSEAIIRSSEN IR0 INAING

RN RIFASEANER., ARiZeIE#AYSaassLhl, REIZRIRRIIIEAISLAHSERIT
EFPSEETRARABREENRNNE, aRESERZED (£%5=) 15
KERSEHRITISSIERR, RSEZEOFENTISEHARTER, FRBHAITER
REIEREE

EFWLAEmIS AR, ZEEERZED (JHnR) , RESHERZEAMLL
[ENGZASIEERISERIFRES, FIRHITERERIEZEE .

(1 588

RFITEEEE, RIEEFSRIAE, BRKISKIRFFREH, KEPRRREAAE
A, EaJLATERERLABRRAEE(ER, MRS AR SaaSEmiRE 15KAVFEH, 7+
HEAREHMREBRPEIE.

EFEWIAIEmEEAALIT BB FEH . SERERITE MmN, =S
BUEFUINERTRRZED ( REERISR) , RESEHREEZERNLIS
MPRIEERISES], FRHITERIREISGRAIE

EFRMEWIAEmAR TREEMREINE, aRESERZED (ARiH=)
IERIRSERTAHE, RESBEOFTERNTRERBTHE, FRBHAITERIRE
LrElE. ARBRIFNInR, REBEITHEREGHE

ERWLRE. REELCIIERRE, MNAYRIRELOIZIE. &0 RESH
=, cREERBZED, BERIGIEERISEOIFS.

BOKMm= MBI

Feims. AR, ERSHEOMNEY, mEEFEERRI3NIEELE
EA.

ERSEZEOOREI/NTAER, WETRERINERBZEOENT, TR
BT, ERSEEOSBREINGEMNHEHER, RENAITRAKRK, HE6D
HITITERIRIT o

GEs, ARSHERAOBNEY, ZBESFERABVNYEELLER.
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HIRSEEORBEVNNIRER, WETXERIERZEOMNAL, T8
BpN; ERSEEORET/NSRIMEER, RENFINTRHEW, BkS
ANIEMIINAMEEFES, BEREZRPO “NBATIE>EF=EOER"
NEESEMITRNRMICR, ~Tall “‘ENEa" #ITEHERA.

o UHHMpR. BERMIZR, ERSBEOMNEY, mEESFLRER1N\EEE
IEEA .

ERRSEEORBEVNNTRER, WETXERIERZEOMNAL, TR
B, SRRSEHEOCBEVNGEMAHER, RENAMAEK, BRSEM
RIEMIBNAMRRFAES, EEREZRPD ‘NMATE>-EFROER" WHE
ERZEXMATREMICR, ~Ea0 “‘SHEc" #TEHRER.

%]?%Eﬂlﬁlﬁiﬁ’&mﬂl, SHAFSEEEEEERPMERARIRIRIRE, MIRSHE
137&IE,

AR

SaaSEZNMN NS EISERE. 5. WAEETERN, HEEXTRSHENIERE. F
MR UEREEIRHERER .

EEmE AREOXMSHIEKITSRETS, EEEiZmEmTREE,
EEOXWSHERITAITE, BRSBNNKEBFAHTEOE, BRIEMBFIRF.

2.3 NEFTIE

2.3.1 3KBX Key B
£E1 BEAZRPOTHE
]2 PEENSHN “RSEER .
£ “IREBER” REPE/NRBERKEKeyE,

Seller Console

Seller Information

Account IKE\J-'----.-----------.-----------.------- (§)|

-4
2.3.2 authToken BY{&i5i08

EX

authTokenBER=RIE SRSV ZEHTLZEREHNIVESH ., =EEEXERIRSE
EONsHPESHHauthToken(E,

ARSSEMRIEE RN A authTokenfE, FH5#EOHIRENATauthTokenfEiTEER . 5T
EERRNARISET .
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=235 YW
1. EXFTERIhttp getiEkS# ( FABZauthToken ) .
2. XNE&HBHITFHHEF,
3. WEANFFERFIThmacSHA256 1%, Z5HEKey(E .

Z&451
RS EUEIRYR B R EIERGIN T :
http://www.isvwebsite.com/saasproduce?
p1=1&p2=2&p3=3&authToken=xxxxxxxxxxxxxx&timeStamp=201706211855321
1. 3REXFRBERIhttp getiEkE&#(: p1. p2. p3. timeStamp
2. #HTFEHEE: sort(pl, p2, p3.timeStamp), RIZHEEENIREZp1. p3. p2.
timeStamp
3. 4pkauthToken{&: base64_encode(HMAC_SHA256(Key+timeStamp,
p1=1&p3=3&p2=2&timeStamp=201706211855321))
() %88
FrESHIMERRIEEEIE TURLRS, IRSHEEISEERN T TURLED
=GR

KRB REIE2M2.7.1 ISV Serverl&iFFREHNEENER

2.3.3 HTTP Body &3
BrEE, FEESEEMEONmNY, BEmED

2% Ba R

sign_type HMAC-SHA256 LFIEYE: HMAC-SHA256

signature base64_encode(HMAC SHA25 | base64 encode(HMAC_SHA25
6(key, httpBody)) 6(key, httpBody))
e key = KeylE

e httpBody: EENHTTP
Body, BiEFHAFILRAIZ
1. TABREE,

HT TPl Rz kg7 451 -
Body-Sign: sign_type="HMAC-SHA256", signature= "abcd4567ed03sdfsdfsdfasdfasdgsdfhfgjgkghjllhjkl"
(REELY:
HELAMEIEFARIRERRBIARIN, sign_typeFsignatureAEAREINNE S
KA REIESM2.7.2 ISV ServerXIRGEEFFHITES .
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2.4 R

2.4.1 FERS &R

AR

o EFPMSLEMIHMIRED, =S RBAZEOENREBHEFWIFRAER
*_Elr%j?_{ﬁ%, IREBWEIZIEKRER, FHITHEX NI EFBHRITERIREIS
payi=i) S

o [REBDFBIRMOILITEITMAIRIME—SLHIID (instanceld ) , MNFRREAIFEITESD
BIID (instanceld ) A"AT—3, EiVIYIDEE(ERIZITEEXERIGZREEEAN
Abusinessld, LAffg{Rinstanceldg9mE—i4

(11 588

BEARELNISEERZ, ME— MRS TRET S MRIEITER, Matdl—MT
BIDMRZMEOERAIER, FEETITRS (orderld ) FF=mixR ( productld ) &)
ZLf), BERBERBHET, —MIENRWNS LA,

o  SENMNAWE, RASHMHENZIRSEHEEWSHEERIME, £
HEFTEEEO ‘BEER” , REBKIIBMEMRREEBEZORE, 8%
TTERKMGRIT
HFWSREOBEREMAIER, ZRESFEFANNTEELER. &R
SEEOEBEINNERBR, WETXEREEONMNAT), TTRFE
1, ERSEEROSBTEINNSENREER, REVFIEHTEEY, FEzH
ﬁ?ii&ffo EEmBAREOLXMSHHAMITREEST, cRERBXY%Em
TERAME,

AR
o BRIXTFEATKSHENHFEIEBINZMLAEER, YEIERLMIEENHR A ATt
BEORE.

o ZHERMERORESHTRAMIIERMEE, WSaaSEHmIELNEROSES
BUTRAMAIER, aEEEEmid oL,

o RSBHAIRSH/ELIBZOERE, FEMFEFIELE.

ZAERSEURERER, HUE—TES, REBIRS RN ZREIKIIAY
NaR R R FASEBHERS., AROZeIEHRISaasSsEfl, REZBIRIIEIENEFSE
Bie

(11 =8
BEXSHET, SEETITES (orderld ) FiF=mimA ( productld ) RS,
AR iRt T B
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T =4 ISVERSE &
[ I
I 1. WEEsaassErm |
| I
I =
: e
| I -
| I
' ! 3. BIEESaaSFIFED
| I ..__| . o
| I
: N 2. RESaaSm D
| | E
| | -
| I
| I
| I
| I
| I
| I
| I
|
:
| } -
| I
BKEE

ISRSHRPSSAN TR, ZHESESIRSHEIE LRIIBMESREIRINIS
R, RSHEEEREERIE BRI NHRITE .

BERITiE: GET

2% BE | 28 | =RAFF | W
Wik | BY KE

authToken |M | String |50 ZERIGSHE,
EY{Ei5E2012.3.2 authTokenEX{&ik
/28

timeStamp |M | String | 20 BRAEHAIRTE)EL, BRUTCHYIE,
= yyyyMMddHHmMmMssSSS

activity M | String |20 EOBKRNR, AFXoEOEKSD
=
A=A newlnstance

customerld | M | String | 100 BEREEAZEMKSHE—IRR .

customerN | O String | 64 EREENTEMIORFSE

ame

userld 0 String | 64 ZERLIAMBRINES X E RIS R F
FBPRE—RR,
EE, MBLSE, ElmAHI
“BERPER Ei%EE ‘BEFIAMA
FROENAEEKSEER” .
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SH

=
=a

SHEk
B

RAFH
KE

1538

userName

String

64

EPL‘,{IAMﬁHPiAiIEHitﬁiﬁgﬁHP
IEME, WMFUSH, ERmAHE
‘FBERPEN BiEE ‘ETIAMA
RECIZNAEEKSHER .

mobilePho
ne

String

256

BERFISHE,

EE, MBLSE, ElmAh
“EBERPEN B ‘BTFENS
BoENASEKSEHER" , BEN
IZRRIFNSE,
FHNSMEZEAWLNT:
F16fiivilZmEFfbasesmiB3SaIF
SEAER/ -

iv
+base64(AES_CBC(accessKey,mobileP
hone))

PR ESENN Y ST Tad liNprnea: o)) IV
FHBRZRBREIES2.7.4 ISV
Serverfi#ZFHSHIHPE
ol
EZERFNSBHAEEERE, BEEFRE
HEFNS, BLEKZEH .

email

String

256

EFHRAE

EME, RS, ERmAHET
‘BEAFERT HiEE “ETHEe)
ENASEKSEHER" , BENINE
[SRIEBE -

HRFENNZE RGN T :
F16{uivilZmEFfbasefmiB/SaIHBFE
BIAR o
iv+base64(AES_CBC(accessKey,email))
DIZEIERENISV & fh P GrAT IR R RINNZE L
HRfERR R RAIEEN2.7.4 ISV
ServerfEZFH-SHIMBFE .

businessld

String

64

=G lssID,
F|—RIEK, businessldEEF—H.

orderld

String

64

=RIEITEID,
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27 | sHk
3% | B

RAFH
KE

1538

O String

64

P& tRR . FHFWSEE BB G
Femfa, OJREREEER, SHETIITEE
HiZRR (e Biees ) , tht, 8
PFHERYSLFlinstanceldXTRzHY
productld=Z{L, {BskuCodef 3,
izl
ZSHAEEmEEd LRE, &
“Seller Console > Product Management >
My Products” TRH, BHIZERIEEIIN
B “Details” =EHH N\ miIFHEIUEIREL

productld

M String

64

FERARR, BE—skuCode ™, A[EIEHA
EaggproductldAE .

Bign: 1SVEfmEEm, Mg, &
4pk—1>skuCode, BECEBFMNTSE,
BRMKE, SEF productld,
i5ER
ZEYO TS mEEd LRE, &
“Seller Console > Product Management >
My Products” TR, BHIZERIEIEIIN
B9 “Details” 1=\ B SRiFBEIREIREL

testFlag

O String

=aNEHEK,

o 1: FAIEK

e 0: FFEAIHIZK
FOABMES “07 .

trialFlag

O String

=&AL,
o 0: JEiXAALAI

o 1: i{FAsCA

o NMEXRSH

expireTime

O DateTi
me

20

ITHARTIE]

%=X yyyyMMddHHmmss

jizkilZ
o IZFEHIESZNMEE, SIBEKZSH.

o KEREZROHM, RBEKZEBH.

o IHHEZNER, FRIBEKZEH.

o IRWREZNER, FBEKZSH.

o THARTEIARIELT SR OURERT B FNNTSEEIHA
Rk, SiTREXLrMIEEKRItEE
=E, MHsE, FEWMEMAE,
BAIEIRE, LUIHRBERE,

o
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2H 25 | 28k | RXFR | HEB
i | B K
chargingM | O Integer | [3] TR,
ode 0: FRIEEWE
1: FEEHAW
3: FRNEREE
5. FNEZFEEEOWXE
saasExtend | O String | 2048 I'EBs#. EME,
Params I RSHISR Nison AT BET
urlEncode(base64(saasExtendParams)
VETEurl B, E5E
saasExtendParams2#VEE, EE&E
g
base64Decode(urlDecode(saasExtend
Params))3REXY BESEjson#i4H .
fBan:
[{"name":"emailDomainName","value
":"test.xxxx.com"},
{"name":"extendParamName","value":
"extendParamValue"}]
EremailDomainName#[]
extendParamName N & A mITES
B.
amount O Integer | 4 HEXUNFRENEE. IFBIE,
BHEER: #H2 (HFRSHEENS
FR)
B N OR)
iz Ll
F ARSI ZERIZ SKUEMEY
SaaSfm, R TREBMIER “HE" %4
BRI, SIESRIEZEBESIAI T
REL
fBign: 30N
diskSize O Integer | 4 HEXUNFRENEME. IFVIE,

BHEIR: BmEX/ (HFRSHEEE

XEZIR)

BAf7: GB

{188
S F AR — R T E RIS SKUEMN Y
SaaSFm, AP TEWIES “@EEAN’
M EMERIIRE, 2EEREEWIZS
GB,

f5t0: 100GB
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2H = | 2%k | BRAFF | W
Wik | BY KE

bandwidth | O Integer | 4 HEXVERENEME. JEKIE,
BHEER: w5k (IFRESEEENS
R)
BA{i7: Mbps
jizLilz

X FE AT —IR M 2ERIZS SKUEMTRY
SaaSiim, HPTRMLES “HR” &t
BIERIIEET, SIEERIARELZ D
Mbps.,

f5an: 20Mbps

periodType | O String | 10 [EHAZEEY

Lz
e, NFLSE, IHHRIBFRZECH
HigieFES B chargingMode=1. 5, &3F
HIR IR EERONLIHSERIMEZSH .

fE : |lyea rll
B: "month"
% : “ day ”»

chargingMode=3. 0, IR RIZEWER
SBERETMEZSH

periodNum | O integer |5 [BHIEE
ber 58

EME, WFHBLLSH, TERBESHZEEE
Hisk iR EER B chargingMode=1. 5, &
N EE AT SIERIMEZSH .

[EHAEE: 1,2,3-

orderAmou | O bigdeci | 20 ITEEE,
nt mal 1588

VBB mITRIEREEZSH
ZEENAPERRSI S8, HARSSRIXINK

2%,
SEERFTETFO, RA=IE.
Bfi: =5t
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SH

=
=a

SHEk
B

RAFH
KE

1538

provisionTy
pe

integer

A mELpIFEL .
jizLilz
o FAFWEEFRSHE (BN, =I5
@A Anewlnstance 7= )

o FFPHA\RRIETHE (SaaSiH MRS

&)

1. BPWXLZERN, =rElEERHY
BRiED, RESSRELERBAE
Sk&MEF0000048, 1T BlIER R IO
000000,

2. SRSESETERSE, =/
RflEmE, RSEHERELSR
#35£11000000,

3. ARREARKES, =EEEAH
T REN P ESEIRSS
&, IRSEFHIREIERBEI
000000,

acceptance
Time

String

20

P RG]

Uz
IR E APt 2R Fr ARt E), dNiEEREm
IHIFBEARA “FAFRARKETE” ,
T B PG AT iE) S AR
¥t yyyyMMddHHmMmssSSS

startTime

String

20

FraahtE .
=L yyyyMMddHHmMmss
1588
AERFELOHmMEIER, HEitk

EST

(iR

o 2018F5H12HHFIEIZOS#: trialFlagFlskuCode,

e 2018F5A12BZ AR mE BRI RIMEME, BESIHSHFED
#OEI (trialFlagh=FEEPERIRET ) -

e 2018F5A12BZRAIBARMAINNFRINIRFERREXALE, FERMZOFIK,

o 201858 B9R#IESaasSiHERIE, “IR”

RIEO, WMEEE “RR7 K, BfESaassk

BRENERETEY A SRZTEER ‘X7 KBS

o 201959827 HFHIEE

SXRRTF

MEEEOSE: amount. diskSizeflbandWidth, WEA

AFZSKUEMIIEmME, BENBEPESHERENEL (HE. B, @R/

==

£) , BhEAERmEESEREREY

EX0EN, B5S3HE, #TEH.
o EMFHXIHIAESEZROR .

IEREERAI:

https://isvserver.com/produceAPI?
activity=newlInstance&businessld=03pf80c2bae96vc49b80b917bea776d7&customerld=3736bb8ad93b43fca80
12c64a82cec25 &expireTime=20180725000000&orderld=HWS001014ED483AA1E8&productid=

SXRREN, AR RmEEERITRIHAE
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NaRzHZ

005a8781ef0c4a47a3dbfcdc1e72871e&saasExtendParams=W3sibmFtZSI6ImVtYWISMTEILCI2YWx1ZSI6ImVtY
WIsMTFIbWFpbDExInOseyJuYW1LlljoiZW1haWwyMilsiInZhbHVLljoiZW1haWwyMmVtYWIsMjlifV0%3D&timeSt
amp=20170725025113409&testFlag=0&authToken=091sS5y+KCtxBu+ON4TXv1SrjH5KVYka9sx2MauHrQU=

N SEREEE N T &:

2%

& HI

(o I

EAFHF
KE

SHIRA

resultCod
e

<

IERERE,
BiNE22.5 ERSREE.

resultMs
g

String

255

B RS RIEIA .

encryptT
ype

String

SRR S =S

1: AES256_CBC_PKCS5Padding ( BRiA

=)

2: AES128 CBC_PKCS5Padding

ol
HREEINZE LS
AES256_CBC_PKCS5PaddingfhREIEA1, 81
BERINZEEER
AES128_CBC_PKCS5PaddingRHiR[EIE 2

instancel
d

String

64

SEAIID, BRSSERMAIME—IRR.

L DEE FERIZIT R B RIE KR =™
[EfENHbusinessld, LA#&{Finstanceld
fEE— 1 .
izl
EEEERERATEbusinessIdESA—%, N
HEXbusinessld{Einstanceld, BiTEERIER
AFRYbusinessIdENa] ,

EHEidE A ERinstanceld, ERiZES
HHLFHE—M, GIEERUUIDER. B#R
4 RfYinstanceldREEE, SHARHE
SaaSLAIS
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=
=0

ESid)

KE

RAFH

SRR

0] Applnfo

N/A

M ALANEE

EFWIERE, RESEEEREERER

St ( Wubitbil ) skREIHtEFE

SE1R(E,

53R
SaaSE MM AMEFIRMNAFERER, 81
EQZEhichil SN S= NI I
NASCHLEISIR S . AMESEMS AR ER
S8, WEOPRFREE; TN, HSRERE
AR N ASLEHEE .
MEREEMIBESFEREIRIKSZ, 7
BT T memoS MR EREIEMFERER
{ERIRARS .

appInfoHISONFERTE, HIBERTENE

S0TE,

AppInfoXiiEEEMITE AN T :

2%

ZEEE\"‘
N,

i

HKRK
e

EAFH

KE

SHRA

frontEndUr
l

M

String

512

EI=: A

BEFWLEmia, ALAAERIRLSL
ot ,

adminUrl

String

512

SR,

EFWXEGE, JLULEEE
&ttt

userName

String

128

NEZEENEERKS
EFWIERE, hoRSEHEE
EEalksS (—#AHBFEFIFN
5) . ZER16fziviNZmEF
basefmi3fERIAF B % AR o

iv

+base64 (AES_CBC(accessKey,use
rName))

= EEAKeyEXI K SHINZEL
12, ZEEXL encryptType2#
. REEREiESH2.7.3 ISV
ServerXd BFRFHEBERIAFEH
RSN
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SH

Gy | XER
SEE

RAFH
KE

SR

password

String

128

NZENEERYREG .

ERWIERE, hoRSEHEE
EErERS (—RARSEE
) . iZER16fziviNZZmEF]
basefmi3 RV B SR

iv

+base64 (AES_CBC(accessKey,pw
d))

FE(FHAKeyEXIZBHINZL
2, IZEXL encryptType2#
N, KBREBESH2.7.3 ISV
ServerXt BB ERERAFZ
EREINEE

String

64

PILERTIP

memo

String

1024

&ito

M) Rz H 251 -

{

AR

e XkHNaccessKey, 152 M2.3.1 FKEKeylH,

o FAFPZFREAMARIENKEREXYNKE (81EivEE) .

o BEF/NRSHBEVIBZOBERKET, EEMIFESHELIE,
ZHERSZETRELRIBEXK, HNETRES, RSEIVIRSSEEMN =R E R IIAIIE R K N
SLENSE, RRIZBIEEFAYSaaSsEAl, ROz EiRIHEIZERISLHS 2RI .

o SaaSLASEMREZW, Hil, adminUrlk&Z, E=HERSEINEBLEO, BN
tEEAorderldhY, FREBBAVIRS REEREIEFHEAYSaaSEAIEE .

ARIERE, ZRENFAFIESaasSLAER.

ISVEFZOMMNSE, FEmemoZ2#sh, EttSHBEFEREIH,

"resultCode":"000000",

|||||

"instanceld":"03pf80c2bae96vc49b80b917bea776d7",

"encryptType":"1",

"appInfo":{

n

|||||

"password":"7Bx4DyX7980a59T0gbhnpfhCz82Uc5cZQQtExg==",
"memo":"have a test, flliz! "
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2.4.2 FiGREEE®
BEO5AR

REHAE SRR m, RS ELRSEMETEZOEHR .
o EPEETHNABERELER, ZR/EBEBZEOERRSERITILSSIE
H, IRSAEOFBMTISEHARTER, FHEREBNEEE.

o REDTEBFRMEEFROBEE, BIUSHITER, MEFEXN, BAIESEAA
ROl SRR IAIMUB o

o ENEEIFSEOARLMNER, =EE=ER1™NY, “Application
Tools > Service Interface Messages” FEI&EFZO “FEEE” , BEESE
AREE, B=mEhZKMER®TEHER.

(AR
o BERIXFEEWSHPENIMBFERTER, WEIERLMBIHMERIHMERZEORE.

o EEERMWEOFENBERMISE, MSaaSHMMEHERREOSENER, =rl5
BZE i oAb .

R mmEE R ARl N EIR R

T = i ISVERSS 88
1 5aasErRESE
Er i
-
2 Rl
-

3. SaashvEERGEERY
¥\F , EFEEEE

ST

SRS
ERSYRAHBES N TE:
BRI GET
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SH

=
E

=

%

<

il

activity

20

EOSRINE, BFXS
EOEKAS.
SEIHSEE:
refreshinstance

orderld

String

64

=EEITEID,

Ll
5% BEHRIESTER
TR, SHWASITEIDA
—3, E@idinstanceldfif
FHFIRS .

instanceld

String

64

SEEIID,

productld

String

64

FRinR, TP
IEF=GRSEBIRY, SR
[AHARBY R ML, =fE
AN ERF GBI I
AYproductld.,

expireTime

String

20

AT ERRTIE]

&L
yyyyMMddHHmMmss

testFlag

String

EARAEHER.
o 1: iFiiER

o 0: FFFIHIBRK
BUABEA “07 .

trialToFor
mal

String

eaelARERK
o TESH: T2
o 1: 2

AR ERRIE .
RN B ARIES .

authToken

String

50

ZeRESH,
BEBESNH2.3.2
authTokenEYEIHEB

timeStamp

String

20

IERAGERIRIRT [E)EE, EX
UTCR/E] .

i=Ea
yyyyMMddHHmMmMssSSS
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WAGER

SH ey v

PSS

=
=

KFHFR

il

periodType | O

String

10

FiES

izl
EE, WNHELSH, 1+
RBITRIZEEEER
chargingMode=1, €/EHA
LB SERATEZSH
£ "year"
HA: "month"

periodNum | O
ber

integer

[FHREIE .

L)z}
e, MBLSH, itHE
EREIFREEEE
chargingMode=1, €/EHA
WA RERIMEZSE
[ERREE: 1,2,3-

orderAmou | O
nt

bigdecimal

20

TTREE.

i%He
ZEIMNBPLR S
B, MERMKSE,
A Z#p=: SEEXT
EFF0, BRI,
2 REE#FHR: SEES
G, A=/,

B £t

BRI BRI

https://isvserver.com/produceAPI?activity=refreshinstance&
expireTime=20180725000000&instanceld=03pf80c2bae96vc49b80b917bea776d7&orderld=HWS001014ED48
3AA1E8&timeStamp=20170725025113409&testFlag=0&authToken=091sS5y+KCtxBu

+ON4TXv1SrjH5KVYka9sx2MauHrQU=

R ZSE0RRIEE N &

2% =AYk | B RAFS | WA
E
resultCode | M String 6 RRERN,
BiRE2 2.5 BR%R
fBies .
resultMsg | O String 255 RFRER,
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(AR
o [RZEAIIRSS[/ELIBROIER, FEMFESMENIE,
o ZEERSBARERBERK, HUEITRS, REHAMRS N ZIREIINAINGL, LN
Z S HIRERMIE, IREIRTNNEREDAT o
InIHEISTNTE

{
"resultCode":"000000",

"resultMsg":"success."

}

2.4.3 EmmidHA

=R

o EFWERIEmEHAN, =BERMAZED, REEEIZEMLISNZIGEE
HOSEIARES o

o N EUHZEEOBRAERKIIER, =BERFELDARTNMEEELEAR,
“Application Tools > Service Interface Messages” FE]EIFEO “BEES
B . BRSEEOTHRTE T EERER, WETFXERIEOmNAL; &
RSEZEORRE1 NN ENEER, RAFEIDAR, BEEEEORER, &
“Application Tools > Service Interface Messages” ZiTRICRIVAN SE
“Restart Debugging” , #{THORVEHFER.

(11 588

o BREXIRBEKSISEBFERIER, EIERAEKUERNEMG R ITMEEORE

o EEERMWEORENBERMIEE, MSaaSHMMEHEREREOSENER, =rlE
BZE i T2

A BRAE A N ER R

1 SaaSZSEAgTEE ,

Y .
it
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I5KiHE
BREBHRBES N T
ERAE: GET

EBAFHE

il

M

activity

20

EOBKIER, ATX
PEOBKRG=R.
S ER=EVE:

expirelnstance

<

instanceld String

64

SLBID

orderld M String

64

H S RBTRI R ATTT 2
ID.

testFlag O String

e AEHIER.
o 1: iFiiEX

o 0: JFiFIXWSS
EABUESR “07 ,

authToken | M String

50

ZEeRESHE,
BEsE&NR2.3.2
authTokenBY{EikxBA .

timeStamp | M String

20

B AFCATAYAT B E ,
EXUTCHYE],

8=
yyyyMMddHHmMmssSS
S

IERHEERAI:

https://isvserver.com/produceAPI?activity=expirelnstance&instanceld=03pf80c2bae96vc49b80b917bea776d7

&timeStamp=20170725025113409&testFlag=0&authToken=09sS5y+KCtxBu

+ON4TXv1SrjH5KVYka9sx2MauHrQU=

mvaEls
MRS HIRABES M FE:

8% =Ry | EE BRAFRHS | 5HA
i% E
resultCode String 6 ER&ERE.
B{xiE2 2.5 ER%
RBiRA,
resultMsg 0 String 255 EARSERER.
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(AR

o RBBAIRSZHRAMIBRISKREY, FEMTFESHELIE,
o =AIERSBETIEERIEK, HXIE—instanceld, IRBEAVBRSESAMIZES MELAITHA

b8, R[EIRLIINEREDE] o

Mg RzE 2731 :

{

"resultCode":"000000",
"resultMsg":"success."

}

2.4.4 FHmR IR

BEER

RSB ERERE FIBSLAIRmitERIZED, RSEEREEZERNLUS LR
PRIEERISEA o

SEFP LR MR BB (REH] . siEiBIRITEmAIIRY, EFF
BTEREFRE, BREEFUINERER.

’f"l‘i(ﬂ:rﬁﬂliﬁ%}zlilﬂﬁﬁ%mﬁﬂ’ﬂ &5, EF%E‘::\%_%EFW NN EELEREA,
“Application Tools > Service Interface Messages” FE]EIFEL “BEE
B . BRSEEOEEETNMNGRER, WETFXERREORNAL; &
RSEZEORBET NN ENEER, RAFEIDAR, BEEEEORER, &
“Application Tools > Service Interface Messages” iZiTBiCRIAMN ST

“Restart Debugging” , #{FEONEFTEAR.

AR
o ERMXIREIERSHEIHFEER, WENERKMEERME R IEROSE.

o EEESMEOFENBRMERE, MSaaSHmMZERREOSENER, =rlE
Xz i oA

R mn R R U A T Bl

..M
i}

=i ISVERS =5
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IEXRHE

MaRGHR

IERSHRPIBES A TF*:

BKAE: GET

SH Y v

RAF

(S1S

Lz

activity M

EOBKRINR, BFXS
EOBKT=.

R =EVE:

releaselnstance

instanceld | M

String

64

SEAIID,

orderld M

String

64

S Y I RZATTT B2
IDo

testFlag 0

String

ERNERIEK,
o 1: FiHiBEK

o 0: JFFIHIBER
BIABMES “07

authToken | M

String

50

ZERIGSHE
EUEESN2.3.2
authTokenBY{Ei5BH

timeStamp | M

String

20

IERAECATRIRTE)EL, BY
UTCRY/E] .

&L
yyyyMMddHHmMmMssSSS

orderAmou | O
nt

bigdecimal

20

TSR,

152RA
ZEH AP dE
B, MIRSEXNKESE.
SEEXTETO0, FX=[
/J\ﬁo

By %5t

IERRIElSANG

https://isvserver.com/produceAPI?

activity=releaselnstance&instanceld=03pf80c2bae96vc49b80b917bea776d7
&timeStamp=20170725025113409&testFlag=0&authToken=09lsS5y+KCtxBu
+ON4TXv1SrjH5KVYka9sx2MauHrQU=

R SEIRIEE W T ER:

N5k 01 (2024-12-02)

WRIERE © HERRARBIRAT

67



NS
ENigrm

2 SaaS X@miENER V1.0 (FE/R)

e BEVIE | KR BRAFAHK | WA
E
resultCode | M String 6 ARERDE.
B{xiE2 2.5 FEREREIR
BH.
resultMsg | O String 255 ARERA
(MARY:

o RBBAIRSHRAMIBRIEKREY, FEMTFESHELIE,

o =RAIGIRSETREERIGNK, FHXIE—instanceld, REZEHAIBRSIEARIZESMELEIZR
BRALIE, REIRIHIEREPET .

InIHEISENTE

{
"resultCode":"000000",

"resultMsg":"success."

}

2.4.5 BmHAR

=15
AP EWENEREITHER, ARITRAMENE, cEERRZEERERSHE
ARAFPBENER, REEEOFTENTERAR, HREBIN=EE,
A RN ESE R mARANTH AN .
ELnpartines AINE]F v
ﬁv_’kli z_:_ll—fﬁﬂ ISUEEI%E'E
B L sosxezna |
| o | _ |
| B :==meraan
| | - |
| | |
| | |
| | |
| | |
: =1
| | |
| | |
| | |
IBREE
BRSEIHBEEN T &:
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BKGE: GET

2%

EESBE

1538

authToken

Rk
M

50

LTRSS,
EV{Ei52 IauthTokenBYEiH
:]z]8

activity

String

20

;&Dlﬁ-.k*-ﬁ 2% ﬁﬁ:_FE \}KD
1%?%5!0

FrRIA=EUE: upgrade

instanceld

String

64

LD,
WiBA
F4eRd, instanceldR<Z%,

testFlag

String

EAAEHBER.
o 1: iFiHiIBER

o 0: FFHEHIBERK
BUABMER “07

orderld

String

64

HRERIFITERID,

izl

HEEF= ;“E?J?EI’J*JE 5ia
FHTERIDA—EL, B@iTinstance
Idﬁﬂ/\lﬁl/\b.] )

skuCode

String

64

HEREF=mERR

iBE
T BEENBEERIE, NRiE
PHRERNSERT BT E,
instanceld3T AU S R ET
1k, EittskuCodez{k;

MRS (PRI EEE
Ky, BE0: MEIR910FE N
FI20F ) , skuCodeRZE,

productld

String

64

HREFmID,
&R skuCode®{t,, productld
tHERETW;
NSRNF A, productld Rz,

timeStamp

String

20

BERAEEATAIRTE)EL, BRUTC
AdiEd,
&=: yyyyMMddHHmMmssSSS
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2 BEAviE | ER EYESEE | %8
amount o} Integer | 4 HEXUEmRENEME. JE
%\Eo
BHEIR: #=E (ZEREH
BEMEIR)
B 4~ OR)
jizLilz
T F AR s —R 4R RYSaas
Em, HRTREUIEs ‘427
B MHAINISE, SIEERIEZE
TOSERINEEIRES
f5Ign: 30 NABF
diskSize o} Integer | 4 HEXUERENBLE. IF
BHEIR: EEA (25R
EZEEENEIR)
BAfi7: GB
WiBA
SFE A s — R LT EEAISaas
Hm, HRTREUEES “BEX
N R EHRIAIEET, SESR
AEEWELZ/DGB,
fign: 100GB
bandWidth | O Integer | 4 HEREBmENEE. JE
BHEIR: i (ZIFRSHE
BEMEIR)
BA{i7: Mbps
A
T AR s —R T ERRYSaas
S, A TREBEIES ‘W
BRI, SIEENRIEE
ML= /BMbps.,
f5I%0: 20Mbps
BERBERA:

http://isvserver.com/produceAPI?
activity=upgrade&amount=6456&instanceld=huaweitest123456&orderld=CS1906666688ABCDE&productld=0
0301-666688-0-0&saasExtendParams=W3sibmFtZSI6ImlkTnVtliwidmFsdWUiOilzNTIyNTUTNTUTNTU2NTYifS
X7Im5hbWUIiOiJ1c2VyTmFtZSIsInZhbHVlljoiaHVhd2VpMTIzIn0seyJuYW1lljoiY3VzdEVtYW!sliwidmFsdWUiOilx

MjNAaHVhd2VpLmNvbSJ9XQ==8&skuCode=d0abcd12-1234-5678-

ab90-11ab012aaaal&testFlag=1&timeStamp=201912160137575828&authToken=a3Bl
+C93xv3ENgm40ngyYvQnYcTS/pgY5ugl20wtzGg=

N Rz R

MR SEIRIEE W T E&R:
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2H 2EY | EE ECE jizkils
i%

resultCode M String 6 EARERDE,
BikiE2 2.5 RS
R5iHEA,

resultMsg 0 String 255 AREREA

(MARIY:

ARSSTERIBRSS SRTERMBIZIAREY, FEMIFRSIEAE,
ERIERSETAERIBER, HIE—orderld, IRFSEINIIRSSBEFIIZEEMLAIRTFF R
B, REAIIAREDE .

MARGHRRG:

{
"resultCode":"000000",

"resultMsg":"success."

}
2.4.6 BRIRESE

BEiEE
ERILIRE . KRESEERmE, YNAIRELHZE. &SR, =6k
ERIZED, BzSEERISERIFRE.
(1 #A8

o BEREXERREDPEIREFEUN B ENKSHPEAIERFERIEEN, WEERLMOERImR 4
RIFGEBEORE.

o ZEESMNEBEORENBERMIEE, MSaaSEHRMEHMEEOSENER, =REETZ
I mnft FERALIE

BRREEERIZ T EFR:
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|
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| i 43EES anSRFRAER |
| P :
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BKER
BERSHRBIES N TE:
BKAGiE: GET
2 =EY | R BAF | HBE
ik T=E
authToke | M String | 50 ZERKSHE,
n EYEiEZ WauthTokenBY{EIREA
activity | M String | 32 BEOEKRNR, BTFRoEOEKA
=
2o
RERSTELORSIH=EE:
instanceStatus
instancel | M String | 64 SCAID
d HE
FERREEOREL
instance | M String | 32 TEIRE:
Status o FREEZE: JR4E
e NORMAL: &%
timeSta | M String | 20 15K AECATRYATEIE,, BYUTCHYE),
mp B: yyyyMMddHHmMmMssSSS
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BNIEE
2% =Ry | KB RAF | WA
i% fFRE

testFlag | O String | 2 =EAEEER.
o 1: Bk
o 0: FEEIKNSE
EIABVESR “07 ,

BRI

ZRES: https://example.isv.com?
activity=instanceStatus&instanceld=huaweitest123456&instanceStatus=FREEZE&testFlag=1&timeStamp=202
30327070251713&authToken=pqlrW7%2BPHC%2F1JE%2BMEjKxC94GGJreoS6PZHd982auw20%3D

B4 https://example.isv.com?
activity=instanceStatus&instanceld=huaweitest123456&instanceStatus=NORMAL&testFlag=1&timeStamp=20

230327070251713&authToken=pqlrW7%2BPHC%2F1JE%2BMEjKxC94GGJreoS6PZHd982auw20%3D

IRAzER

IR SERBIES I T

8% =Ry | KR BRAF | WA
i% FRE
resultCo | M String | 6 RS,
de BRES I1.1.5 TR R,
resultMs | O String | 255 AREREA,
g

SIS ENTE

{

"resultCode":"000000",
"resultMsg":"success."

}

2.4.7 THSLHNEE

BOiEE

o IRXEEEHEmIFIEENED,

Ej@@% HU}EH):I E’J;RHEmE{I:UL‘;\ o

o HMFUIRWXTIRSE

EESLHUS IR T ERR:

BRHEIIEFEEERmYIE.

28, EFEEBIX T ENREAEZGNAERER

e HPABIL Y HREHEEETMWINERELMEE, WFHieEmm, TEEL

N5k 01 (2024-12-02)

WRIERE © HERRARBIRAT

73



ENiSm
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=R =EE ISVERSE

2. R B

3 iFElSaa SRR AR

o
 J
A
1]
1]
!
: J ¥

IsKiEHR
ERSYRHBES N TE:
ERFE: GET

8H 2EY | KRB =RAF | A
1% FRE
authToke | M String | 50 ZeRIWSH,
n BY&i5Z& WauthTokenBX{Ei%EA -
activity | M String | 20 EOBEKRINR, BFXoEOiEK
=
o
EASLHIIHSREYE: querylnstance
timeSta | M String | 20 IERAGEAIRIRTE)EE, BXUTCAYE.
mp BX: yyyyMMddHHmMmMssSSS
instancel | M String | 64 IHID, XIFHE, SN XOtESEE
d FRAESHIRE, BIR&EZZIF1001LA)
=i,
testFlag | O String |2 EARNERIEK,
o 1: FiIEK
e 0: FFAIKIS
ZRABES “07 .
BRI
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Rz S

https://example.isv.com?activity=querylnstance&instanceld=ebc28eb6-4606-4098-b4bd-
€201c99a0654%2Cfe28e27e-1157-4105-8592-24cc9488db10%2C92df74e4-163e-4e0b-a206-
d9800d33881b&testFlag=1&timeStamp=20230327065233980&authToken=Eh%2F3Ud%2BR1j3d
%2FwOui5CAcvRipM8IluribvgkXfJAsTfE%3D

N 2GBTS N TE:

% 2-1 QR SEE

28 BEY | k8 BAF | HBE

ik T=E

resultCo | M String 6 ERERE,

de ERiES AP R

resultMs | O String 255 EREREA,

g

encryptT | O String 3 BURMERINEEX

ype 1: AES256_CBC_PKCS5Padding ( ERIA
)
2: AES128_CBC_PKCS5Padding
588
BURMEEIMZEEE
AES256_CBC_PKCS5PaddingAtiREIEFI1;
BREEMBE LR
AES128_CBC_PKCS5PaddingAtiRE{&EF92;

info o) Instance | / SIES S

Info[]

InstancelnfoEIBLEIEN AT :

% 2-2 QR SEFE

S8 BAY | EBR | &AF | SEIRE

i SBE T=E
instancel | M String | 64 S5l
d
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T | AER | BAT

SHIHA

=
i SEE FRE
@) Appinf | N/A

R FASERER

EFRFBUXIEGE, s aREERR

Shbht ( PugiBiL ) skeE e

[EEHRIE .

5ER
SaaSEmANEEFRENAFERES, 8
1EEERMIE. WS BRE,
WIETSEHLBITAE(E . IMEFSHEMB S RIX(E
BER, NEOPRFAML; FU, HBR
EEOPRENALONER .
WMFEREEAXNE S ERMI R KSERS,
B T memos R IBIRCIEMER(F
BaERRBE.

appInfoURLEIAENIEE N &,

usagelnf | O Usagel | N/A
o) nfo[]

M RSEPIXRERIRERER, REIRE
EROLPIFRIRDO, WNIEEES
8, FELIEREEERXEKAIFEE
RIAERER

AppInfoUREEHIENINT:

* 2-3 GRSk

28 BAY | BN | mAF | SEIRE
i SBE T=E

frontEnd | M String | 512 aiatbht,

url ERWIERE, TSRk
ik,

adminUrl | O String | 512 SIEHbE
EZERWEIERE, AILURRNEEES
ik,

userNam | O String | 128 NZENEERKS.

€ ZERBWLERE, HOEREEEEN
WS ( —RAHEFEFIFNS ) . iZEH
16fxziviNZE @ EFbasefRi3ERIAFZ
AR
iv
+base64 (AES_CBC(accessKey,userNam
e))
FE(FHKeyEXIRSHIIZELIE, 0%
gixllencryptType2 9., KIBRA!
BH2NISV ServerdI ZREFHESHIAR
EZE NIRRTy 1A
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2 2Ry | XBR | RKF | SHRA
i SBE TRE

password | O String | 128 NZEHNEERVIEZT .
EFWIERE, hiUExREEEEN
268 (—REBEBRENK ) . 1ZER16{Ziv
hizmEfbasefwiB fERIZEREE M
B o
iv+base64(AES_CBC(accessKey,pwd))
FE(FHKeyEXIZEBHIIELIE, 0%
gixllencryptType2#9iE.. KIBRAE!
B0 ISV ServerXd ZEFHESHIEF
BB

memo 0] String | 1024 &,
MRFFEEPNAS, BEFHIEER
Fiunicodef®fi3, flan: “A32” ATLAG%
ek “\ude2d\u6587” .

UsagelnfoUREEHIEX AN T :

* 2-4 [N SEFE

¥ 2Ry | XBE |mKF | S8RRA

i EE FE

relatedl | O String | 64 KEARIEFLAIID, SEEIREELEEX

nstancel BN FEEEERN, TEZERE|ILBEXTN

d BiRFHLplid, 291, SRERE8RE
{S100FFNFF505%, NETALERS
Eﬁﬁﬁg?ﬂﬂiﬁj‘ﬁagl_@ﬁ/\magelnfo{.:.
2, 23XNEEINRENRERR,
relatedInstanceld %3 BRI RN AR (SFOFASIRZ
F=LfIID

usageVa | M Doubl |20 FREEME, RSIIFMUBIUINY,

lue e(12,4) SHFIETELAI, Miz2— 1SRRI RR
B, WHEFEELELA, N 1,<E§é@,
HNERRZER

statistic | M String | 20 ERE5titAE, EXUTCAYIE,

alTime Bt yyyyMMddHHmMmMssSSS

dashboa | O String | 512 BEFmEEERIb,

rdUrl EFBULRENREEEARRE, T
XN FEEEERNBEER.

Mg Rz 2731 :

MAghRAS 01 (2024-12-02) WRINERE © LA ARBIRAE] 77



NS
ENiEm 2 SaaS E@EmiENIER V1.0 (FEfm)

"resultCode" : "000000",
"resultMsg" : "success.",
"encryptType" : "1",
"info" : [{
"instanceld" : "ebc28eb6-4606-4098-b4bd-c201c99a0654",
"applnfo" : {
"frontEndUrl" : "https://www.baidu.com",
"adminUrl" : "https://www.baidu.com/admin",
"userName" : "huawei",
"password" : "huawei123456",
"memo" : "hvave a test, jiliz! "
h
"usagelnfo" : [{
"relatedInstanceld" : "ebc28eb6-4606-4098-b4bd-c201¢99a0654",
"usageValue" : "0.12",
"statisticalTime" : "20221101025113409",
"dashboardUrl" : "https://www.baidu.com/dashboard"

}

1

hA

"instanceld" : "fe28e27e-1157-4105-8592-24cc9488db10",

"applnfo" : {
"frontEndUrl" : "https://www.baidu.com",
"adminUrl" : "https://www.baidu.com/admin",
"userName" : "huawei",
"password" : "huawei123456",
"memo" : "hvave a test, jiliz! "

}

usagelnfo" : [{
"relatedInstanceld" : "fe28e27e-1157-4105-8592-24cc9488db10",
"usageValue" : "2042",
"statisticalTime" : "20221101025113409",
"dashboardUrl" : "https://www.baidu.com/dashboard"

}

1

o

"instanceld" : "92df74e4-163e-4e0b-a206-d9800d33881b",

"applnfo" : {
"frontEndUrl" : "https://www.baidu.com",
"adminUrl" : "https://www.baidu.com/admin",
"userName" : "huawei",
"password" : "huawei123456",
"memo" : "hvave a test, ! "

h

"usagelnfo" : [{
"relatedInstanceld" : "ebc28eb6-4606-4098-b4bd-c201c99a0654",
"usageValue" : "3309",
"statisticalTime" : "20221101025113409",
"dashboardUrl" : "https://www.baidu.com/dashboard"

"relatedInstanceld" : "fe28e27e-1157-4105-8592-24cc9488db10",
"usageValue" : "3309",

"statisticalTime" : "20221101025113409",

"dashboardUrl" : "https://www.baidu.com/dashboard"

2.4.8 {ZE(FEAEHEX
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2.4.8.1 {IZBHFHAEHE ()

BE5AR

AREREFBRERRH-EERER, ISVERIIENIREIFFRISEIRMERE
B, ABEREARERIEEREITEFHAFINE.

(MR

SDKiEZ% ( ZKENSDK )
ANEIFRERAK/SKiES%E ( AK/SKIAIEHRAE ) .

URI
POST https://mkt-intl.myhuaweicloud.com/api/mkp-openapi-public/global/v1/isv/

usage-data ( 22 )
A
O

=itk ISVERSSES

1 ERETERE, T8

»
Ll

¥

2EEINEEERR

vI

4 EEEPTEMhEHEESE

|

|

|

|

|

|

|

|

|‘ 3 EERFEH B TELR
\

\

I

I

|

|

| 5 ROERRTELR
|

|

A A
v

6.5RW, (FREE

A
v

f
|
I 7iREAPERS HRiEe
|
|
|

iEKRiEHE
IERSHRPIES A T*:
sR75E: POST
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NS

BENEE 2 SaaS XBRmENER V1.0 (F=E/m)
2% 25 | X8 =mA | iREA
KE
signature | & String 1000 | @Header
EOE 2 (base64(hmacSHA256 (ISVXT
e
A, ts={ts}&nonce={nonce}&body={bod
yh))
ItabbodyizBAHIFEES 583
ts = String 20 @Header
EOEKETAYunixBY B2 (ZEFE)
nonce = String 64 @Header
ZEH1E
usage_re | 2 List<Usage | 1000 | WS3{FRSLRES, UsagePushData
cords PushData> PMEAEHBIZ1000,
Z 2-5 UsagePushData
el BEY |B8¥Ek | RXF |fir
1% B FRE
instance | £ String | 64 FEERSLEID (GEE: [FERREREORMD
_id A9)
record_ti | & String | 17 (FRSICRERMATNE (UTC) , $&XH:
me yyyyMMdd' T'"HHmmss'Z'
begin_ti | & String | 17 TTEFRRTE (UTC) , #8=)8:
me yyyyMMdd' T'"HHmmss'Z'
end tim | 2 String | 17 HE455EAdE (UTC) , B9
€ yyyyMMdd' T'"HHmMmss'Z'
usage_v | i String | 20 FREEMME, RSUFAMUEIUNG,
alue FARTFORIHE
meterin | 2 String | 64 ISVIEERICRE—MHIRIR, EBIEREN
g_sn
relate p | & String | 64 RAAEEEST= MaRWME, TEE
kg_insta BRI FEX NAYRESLBIID
nce
BREEZAI:

Post {domain}/api/mkp-openapi-public/global/v1/isv/usage-data
Content-Type:application/json

N5k 01 (2024-12-02)
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nonce: 6c63c221-1f6b-4141-8ff4-22f5dfe82b65

ts: 1709690865879

signature: gikLslgimlscagwSamCIFJ1CFT4QprHSDHW:-:-
{

"usage_records": [

"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",

"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcd"

"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",

"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcb"

AR

1. ZOFA LA, MRESHIERE, FERORHTRE, EEEESSN LERE
iEJ‘_#ﬁB?Bﬁ%D%}E, ERRILAMERRIERENE . NREEEEGELY, FEFREHHITL
o

SEHETLE ‘ZRPO>RZEE> FAEE" #HTEF!
2. 1B HREEIEK:
o RNEFITHER

HBEEDLEI ERRIEREIE, BRFERERET—/\R90-155 M5 L],
290, BFEZEE1E13:25, RIFE14:00-14:15K 13k, XHEEERATAEFINE, SUE
SHIMNEFER, WMNRTCESLISLRS EIR, FTEE2/\I5Er LR

o IRXItER
BEBNIPEERPMNASIER HIRIIZHEIE, MRVREBXLE ER—R, FEFRIEL
RERHAY00:00-00:15K520% LR, SRAAEERIZ01:00, BUAFINIESIEREIT—X

3. RBEHIE HIREK:

o RFARXHA:

o IEEFFARTIE ( begin_time ) >ZEFFIARTIE

o EEATFHARTE ( begin_time ) <iEEELETRATE ( end_time ) < iEE_HIRATIA]

o RFEXHARE:

o (FEALLTEATA) (end_time ) <EIRXIFRTIE

4, (B HIRPRIRGEIAUTC RFE), SAtZATENEZE 8 /\iT;

5. E—MCRAYATE, Blbegin_time Flend_time FHE#—HMUER T, WBX HRCHE, &
WIRBIAEEIRE, RAMEE—RNIE, —BiEPERERFHIER KBS XY Mg IRIEER
(IRERENE: ZFXIIBAGREE 1R, KRNFHEAE/NIT15S)

ESEEGUHRE, SERRTUE RO > RPEE > FEEE #TEE
6. ERBEXEOERREEDERNSLAID, FUERESSEENIAID.
NaRGHR
N SEREES N T R:
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https://console-intl.huaweicloud.com/marketplace/isv/?agencyId=620c74ecaa6a47fc9850d69ddd277224&region=ap-southeast-1&locale=zh-cn#/console/cdrManagement

NS
ENiEm

2 SaaS XEmRENER V1.0 (FE@R)

28 =R | XR &K | i<AE
ik =&
KE
error_co | M String 6 TEAR%ZERI,
de E{kiES NIBMmE RN,
errorm | O String 255 | EARZERER,
5g
data o) Abnormal REFEIRREIRER
UsageDat
alnfo

£ 2-6 AbnormalUsageDatalnfo

2% =R/Y | B¥Ek | RXF |k

% B FE
abnorm | & List<Ab | 1000 SEIERYIE
al_usag normal
e_data UsageD

ata>

Z 2-7 AbnormalUsageData
¥ =Ry |88k | mKXF | Hk

1% it FRE
meterin | 2 String | 64 ISVIRERICRIE—MHFRR
g_sn
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SH

SHEK
gg

RAF
FRE

g

error_co
de

String 16

TREBRIREEIRG
001:
002:
003:
004:
005:
006:
007:
009:
010:
011:
012:
013:
014:
015:
016:

017:
relate_pkg_instance A%
018:
relate_pkg_instanceA~&i%, LHIREE
¢ 5instance_idA<ITtEL

SRR
BHENR L ;
RERE;
FRAIREBIE—FRIR;
IERE—IORES
LRI R A EIR T
IERRYE EITHA
S SISVASITER
IERES

5 AT ESEE T
SLHHFRHRIR
LHRERERE
SLAHFREXA

B FHRRIENTF &R A E)
SRS RFFEH
AR RT,

AZEMEm=T,

error_m
59

String 255

il

TREBIRIRIEIA

ERtG:

£k 2-8 AbnormalUsageData

httpik7&
B

error_cod
e

error_msg

ik

200

MKT.0000 | Success

(=R NZAY)

500

94060001 | System error!

HekSWEREIR

401

94060002 | Auth failed!

NSRS KW
HCOERERR, IFEEEEIE

om

W

s

1

0
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httpiX7 | error_cod | error_msg A

5 e

400 94060004 | Param invalid ST
E@AHEﬁEIEESiE’\J%%Z, 25
/RS E]
tean: (&iEIEEHE. iRBxEfl
id&

400 94060005 | Time format error B EAE T BIR

400 94060006 | TimeStamp invalid SREIE

401 94060007 | Signature invalid BARINKEY

400 94060008 | Replay error B REREIR

500 94060009 | Failed to report usage | IRERIARILM

data

401 94060010 | Isv status invalid ISVIRZSTSRL

200 94060999 | Failed IZ5EIRAERY, SIREIERRKEIR
E8, 1FiR7RE

SHIEEARAPIES, WNFRIES “APIGW” FFLAVEIRD, BSUAPINKIEIRDE T
H,

Ml Rz 2~

{
"error_code":"MKT.0000",
"error_msg":"Success"

}

{
"error_code": "94060999",
"error_msg": "Failed",
"data": {
"abnormal_usage_data": [

{

"error_msg": "METERING_SN_DUPLICATE",
"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcb"
}
1
}
}

2.4.8.2 #ZHEFHASEHEX (1H)

BE5AR

BREREFBRERBEH-EERER, ISVERIIENIREIFFRISEiRMERS
58, ZEERIER ERIEERETEHYAFINE.
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=Y =[E]
ENiEm 2 SaaS E@EmiENIER V1.0 (FEfm )

(MARY:
SDKiE&%& { ZKEXSDK ) .
ANEIFRERAK/SKiES%E ( AK/SKIAIESAE ) .
URI

POST https://mkt-intl.myhuaweicloud.com/rest/marketplace/v1/isv/usage-data ( A

)
A
BE

=HRE ISVIRSEE

1EZEEEES, T8

B
Lt

¥

2 ESIHEEEEE

vI

F 3

4 FEEPHEMhEHEESER

5 EOEEAIHEER

A
irs
v

|
|
|
|
|
|
|
|
|‘ 3 EE R RTTHELE
\
\
|
|
|
|
|
|
|

6.ERW, (HREE

f
|
| TAREAFERR LRiEs
|
|
I

A
v

ERIHE
IERSHRPIBES A TE:
K75k POST

8% = | KB =X | B

KE
usage_re | 2 List<Usage | 1000 | \$3{FRELRES, UsagePushData
cords PushData> MIASREIZ 1000,
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https://support.huaweicloud.com/intl/zh-cn/devg-apig/apig-dev-180907066.html
https://console-intl.huaweicloud.com/iam/?#/mine/accessKey

NS

BAEmE 2 SaaS EBEmENER V1.0 (F=/8m)
£ 2-9 UsagePushData
S =EY |28 | &xXF | ER
ik B F=E
instance_ | 2 String | 64 BESLFID (GEE: [FERREREORMO
id #)
product_i | & String | 64 T GREL B M A9 GRid
d
record_ti | 2 String | 17 (FRSICREMAE (UTC) , 180
me 7
yyyyMMdd'T'HHmmss'Z'
begin_ti | £ String | 17 THEFaAdE (UTC) , X!
me yyyyMMdd'T'"HHmmss'Z'
end_time | 2 String | 17 HE4gEadE (UTC) , B!
yyyyMMdd'T'HHmmss'Z'
usage_va | = Doubl |20 FHERAKE, KSXEFMIBINE,
lue e(12,4) EEXRTFROMEE
relate_pk | & String | 64 B=EEEamsE NERWE, FE
g_instanc & HpAEXNAYNRE LD
e
BRiBERA:
{
"usage_records": [
{
"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",
"record_time": "20220809T091000Z",
"begin_time": "20220809T080000Z",
"end_time": "20220809T090000Z",
"usage_value": "99"
%
"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",
"record_time": "20220809T091000Z",
"begin_time": "20220809T080000Z",
"end_time": "20220809T090000Z",
"usage_value": "999"
}
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(AR

1. #FOFA LA, MRESHIERE, FEROBRHTIRE, EEERESSN LERE
EEHITRIGAIAME, ERTLAMERNEREE. IREEHIELELRY, FEFREMETL

$EO

SEYEITLE “‘ZRPO>XZEE>IFREE" HTEF!

2\

4\

5.

EE EIREHAESR:
BB 2R

HEEDLE/I ERXIERHIE, BRFEHERET—\R90-155 M5 L],
290, FAFEZERETE3:25, RIFE14:00-14:15 3R, XiFRERATARFINE, S
SHIMNESER, WNRFTESTISLRS EIR, FEE2/\I5Er LR
BRIt
EEE/ R ELPHNASER HREISEE, RGAEXLE HIR—X, FEFIEY
JREIX HAY00:00-00:155epk LR, BRAAEEREIZ01:00, BNAFRHIESEREI T—X

. IRBHIE HREK:

RIFARKHA:

o IEEAFFYARTIE) ( begin_time ) & EFFHARTIE]

o EEAFFUARTIE ( begin_time ) <IEERLETRATIA ( end_time ) < iRE_HIRATE
wiRXHAE:

o EBLERATE (end_time ) <BIRXIAATE

& HRPAYRTIEIRUTC B8, S4tRATIEEZ 8 /at;

E—MCHERYEdE, Elbegin_time Flend_time BFEE—XIER T, MNBXHRICHE, £

WIRRINESER, ASWE—RYIE, —BiERRERTAEXKESEETLRERER (15
BREMNE: BRIUTBEABREZRIR, BOHEAZNTI55) o

TAzHE S

6. EASMHEXEOERRFREOREIRISEGID, FEREERIRERISLAID,

N SERBES I &

24

1y

| KB AT | %
FRE

de

error_co

< | BEHD

String | 6 JARERE,
E{Z'S-Lﬁ / —I:E%jéti%ﬁg%@inﬁﬂ o

g

error ms | O String | 255 B RER

EIRESENBEES N TE:

i

httpik7 | error_cod | error_msg A

e

200

MKT.0000 | Success. =R AN

500

MKT.0999 | System internal error. | HEIRSZ AL
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httpiA7 | error_cod | error_msg A
B e
500 MKT.0100 | Failure of input BMASEIRIGEW
parameter SECOEBIR, IFEETAETE
1=
400 MKT.0101 | Invalid parameter SHTH
WMAZOEXHNESH, 25
T/ DR SEL
400 MKT.0102 | Invalid body sign 1BERbodyAEE Z RIS LM
400 MKT.0199 | Request parameter IBRSEEIR
error HESHER
401 MKT.0150 | Illegal operation BEREHT 7 AHISINANRIE,
flENinstance_idXd R A= A=
AK/SKXSRZRYISV AR THHY
401 MKT.0151 | No authority FCAPIFEI R
tokeniEISVEE
401 MKT.0154 | Illegal token ENEW
tokenZFc34
500 MKT.9001 | Instance ID not found. | SEfAIIDARTETE ( EmREEEE. 12
H. BEERIZOTEERE] )
500 MKT.9002 | Invalid usage enties. =LA
500 MKT.9003 | Usage records extends | I+ EiCREGBHIRESI ( 10005% )
size limit.
500 MKT.9004 | Record beginTime ITTEiCRAVEEIRAY B H A EHA
extends Limit. ( HRUAtE21XEAR )

HITERBAPIRT, GNEREB

i,

M) N3 H 251 -

{

error code":"MKT.0000",

}

||||| "success"

2.5 RS REIRA

F “APIGW” FFLAYEEIRID, 152 WAPIRSCERIRIDH T

1B EERD FEEREDIEA
AR 000000 RN

N5k 01 (2024-12-02)

WRIERE © HERRARBIRAT

88



https://support.huaweicloud.com/intl/zh-cn/devg-apisign/api-sign-errorcode.html

=Y =(E]

BNISRE 2 SaaS EK@EmIEANIER V1.0 (FEfm)
R ZEERB {5ER1SIREA
000001 =E SN
000002 BREBYAEGE
000003 SCIIDAFTE ( FmmEEsR . IHA. RIERAUEOTEE
z[E)
000004 1B IEH
000005 HE RS AR
aEm 000100 7o o] SRR B

2.6 AR

AT RIEERASaaSENSHRIIERM, ARSEAZRIRPOEE T NRENERA
Ho IRSETILAELREEIRSaasEOEANMEARGS (FW. 228, THIFNRER ) /Y
IEfftE.

THEI “‘FHEmE” BEORGETIRA.

B BSREKESPRISENRETEISV Server MBS (A,

2 HEANERPORE

TE3 BEAMSHN “‘NATAR > MARNER” .

W4 EANREN “FUER" L, BEFRIPMENSISHE, R “EaiikEt
Ut EpEKREERA, SSHEPBSEEOMR.

() NFBERHZIFSSKUENIIEmE, BENEETFESHEXRENENLE
(HE. F&%. EEXNNE) , BraamEEEERNmHENEXLERENE, ARE
AP NEEEERTALNERE RS, ES52HE. ZREMEEE, Ak
hESHELREENBERISKUENIE M.

(A% ) “URESH : MFEAPITBESMISHIER, Fat ‘T ES
¥ IEERSEERT, RSENNBRE, BIEENY EBSH, SEEOARPSEARE
iJ . WFRIIBAMBEZIMISEERE, BB =mEEHE
partner@huaweicloud.comBX RIZSEIEFRBEEFTRIISHEEE, BARRIBEERIL
mRERIERE.
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(1 %88
o WMEHMSaaSHBRATRESESE, “‘BRELAFELR” BiEE ‘ BRFUEEREHF
B iAHmHSaaSEms RIRSKHE, “‘BRXflFEs” iB5%F “ BPEARKETF
;.
o ESEH, EXIE,
o I ESHRKNjsonHEFFEBITurlEncode (base64(saasExtendParams) )i ElurlS

1, 7E1SZIsaasExtendParamsEHRIER, TEEL
base64Decode(urlDecode(saasExtendParams))3kEXY & json#E .

FEn: [{"name":"emailDomainName","value":"test.xxxx.com"},
{"name":"extendParamName","value":"extendParamValue"}]

HrhemailDomainNameflextendParamName A& i RATESE .

SIS BE “FRARFERL” RRSEREFEEHTEONN, KA RS RS
R, AEciiTEERe; NN, NEERE FERTYNMERER, &
RIES NS Bt T ME

AR
o MREHEEHFR, F2EVMRE “Flfm” . 22 | “TH” . “BR° M
ZSAGWAAL, B “‘HEEm” BRI ERATELEEH.

o WMRERMRWATm, TERNIRT “HdR”" M ‘B H=ROUEAE, Hb “FiE
Bm” RO EELRERERRR.

o WMREITEMEEEANRR M, WEEFWART “HBmdam” « ‘28 . ‘"7 |
BT UM RATURAEE, B “HER mEHERERFITAGIT ERRS BIIEE
SREHAFNZIX .
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£|6e RGTR “ENAGIRIN! 7, BE “RERA .
B#% ‘NATER > BNAMIEE" NEEEENAIIRIAEE .

Information

o Cases debugged successfully.

You can view the saved cases on the Case
Management page.

Before releasing a yearly/monthly product, you
must ensure that the interfaces, including
product subscription and expiration as well as
resource renewal and release, have been
debugged successfully.

Before releasing a product billed by uses, ensure
that the product subscription interface has been
debugged successfully.

‘ \ Continue Debugging

.

2.7 X1B3H (Java)

2.7.1 ISV Server UFFRERYERIE K
RESEABW BT

B A mTh I RIERE
FiaBRESEM

verificateRequestParams

generateResponseBodySignature E&%ﬁ%’mnﬁ

BRIERE
#fTBase AAEIS

R IERET |
L P #iThamcSHAZSE
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[+
* REBAH SR SE

* @param request httpiEKiBFIEHE

* @param accessKey ENG

* @param encryptLength INZH<E

* @return JGIEER

*/

public static boolean
verificateRequestParams(javax.servlet.http.HttpServletRequest request,
String accessKey,int encryptLength)

{

[[fET Ul A

Map<String, String[]> paramsMap = request.getParameterMap();
String timeStamp = null;

String authToken = null;

String[] timeStampArray = paramsMap.get("timeStamp");

if (null = timeStampArray && timeStampArray.length > 0)

{

timeStamp = timeStampArray[0];

}

String[] authTokenArray = paramsMap.remove("authToken");

if (null != authTokenArray && authTokenArray.length > 0)

{

authToken = authTokenArray[0];

}

/AR TFRISEHITHEIR, HERINERS

Map<String, String[]> sortedMap = new TreeMap<String, String[]>();
sortedMap.putAll(paramsMap);

StringBuffer strBuffer = new StringBuffer();

Set<String> keySet = sortedMap.keySet();

Iterator<String> iter = keySet.iterator();

while (iter.hasNext())

{
String key = iter.next();

String value = sortedMap.get(key)[0];
strBuffer.append("&").append(key).append("=").append(value);
}

[NEIEBRUR, ERE— 1 SHBIEAI&
String reqParams = strBuffer.toString().substring(1);
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String key = accessKey + timeStamp;
String signature = null;

try

{
signature = generateResponseBodySignature(key, reqParams);
}
catch (InvalidKeyException | NoSuchAlgorithmException

| IllegalStateException | UnsupportedEncodingException e)

{
// TODO Auto-generated catch block

}

return authToken.equals(signature);

}

[
* & pEhttplRzE B A& Z R~ EIDemo

* @param key FAP{Eisv consoles EchaccessKey, IBEFEEER

* @param body httpli AR Z

* @return NZFLER

* @throws InvalidKeyException

* @throws NoSuchAlgorithmException

* @throws lllegalStateException

* @throws UnsupportedEncodingException

*/

public static String generateResponseBodySignature(String key, String body)
throws InvalidKeyException, NoSuchAlgorithmException,
IllegalStateException, UnsupportedEncodingException

{
return base 64(hmacSHA256(key, body));

}
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[+
* hamcSHA2561NZ &%

* @param macKey f$Bkey

* @param macData 12 AE-NILNLE S

* @return JIZEE

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

* @throws lllegalStateException

* @throws UnsupportedEncodingException

*/

public static byte[] hmacSHA256(String macKey, String macData)
throws NoSuchAlgorithmException, InvalidKeyException,
IllegalStateException, UnsupportedEncodingException

{

SecretKeySpec secret =

new SecretKeySpec(macKey.getBytes(), "HmacSHA256");

Mac mac = Mac.get/nstance("HmacSHA256");

mac.init(secret);

byte[] doFinal = mac.doFinal(macData.getBytes("UTF-8"));

return doFinal;

}

[
* PR TR

* @param bytes FTTEH

* @return EFER

*/

public static String base_64(byte[] bytes)

{

return new String(Base64.encodeBase64(bytes));

}

2.7.2 ISV Server MAALEREHITESZ

KGiEEM2.7.1 ISV ServerliEFRBRERIBERFHY
generateResponseBodySignaturefsi%,
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2.7.3 ISV Server XWHEFEENARZMMZERBINE
KIBERW TEFR.

ISV R EREIERS S
SRR SEERT

generate 5aa SUsernameOrPwd

hn=E
IEAES =122
;ﬁﬂiﬁ‘?ﬁ getRandomChars encryptAE SCBCEncode &1 Eﬁmﬁﬁc 0%
| RFHIER
#HiTEame e iiEs
ERTEE

encryptAESCBC —lgﬁ'ﬁ\EE CBC 2564240

/*-k

*EEFEE, RENAFPSMZEETINE

* @param key 58

* @param str [FX

* @param encryptLength INZHKE

* @return INZFLER

*/

public static String generateSaaSUsernameOrPwd(String key, String str, int
encryptLength)

{
String iv = getRandomChars(16);

String afterEncryptStr = "";

try

{

afterEncryptStr = encryptAESCBCEncode(str, key, iv, encryptLength);
}

catch (InvalidKeyException | NoSuchAlgorithmException

| NoSuchPaddingException | InvalidAlgorithmParameterException

| IllegalBlockSizeException | BadPaddingException e)

{

//TODO:ZE MR

}

System.out

println(afterEncryptStr);

return iv + afterEncryptStr;

}
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[
* BEHERF R &R

* @param length fENIFHFERIHSE

* @return FEH =15

*/

public static String getRandomChars(int length)
{

String randomChars = "";

SecureRandom random = new SecureRandom();
for (inti=0;i < length; i++)

{
/[ FEBREFHE

if (random.nextInt(2) % 2 == 0)
{
/R AEFETENEFE

int letterIndex = random.nextInt(2) % 2 == 0? 65 : 97,
randomChars += (char) (random.nextInt(26) + letterindex);
}

else

{
randomChars += String.valueOf(random.nextInt(10));
}

}

return randomcChars;

}
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[+
* AES CBC finz

* @param content JIZHE

* @param key NNZFU4AE

* @param iv [a&iv

* @param encryptlLength {X3235128. 2561KE

* @return NZ4E

* @throws BadPaddingException

* @throws lllegalBlockSizeException

* @throws InvalidAlgorithmParameterException

* @throws NoSuchPaddingException

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String encryptAESCBCEncode(String content, String key,
String iv, int encryptLength)

throws InvalidKeyException, NoSuchAlgorithmException,
NoSuchPaddingException, InvalidAlgorithmParameterException,
IllegalBlockSizeException, BadPaddingException

{

if (StringUtils.isEmpty(content) || StringUtils./sEmpty(key)

|| StringUtils./sEmpty(iv))

{

return null;

}

return base 64(

encryptAESCBC(content.getBytes(), key.getBytes(), iv.getBytes(),
encryptlLength));

}
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[+
* AES CBC 256/:IN%%

* @param content INZEREFFTHEE

* @param keyBytes INZFTHH

* @param iv INZRIEFTHEE

* @param encryptLength {Xx235128. 256KE

* @return BREEFTAR

* @throws NoSuchAlgorithmException

* @throws NoSuchPaddingException

* @throws InvalidKeyException

* @throws InvalidAlgorithmParameterException

* @throws lllegalBlockSizeException

* @throws BadPaddingException

*/

public static byte[] encryptAESCBC(byte[] content, byte[] keyBytes,
byte[] iv, int encryptLength)

throws NoSuchAlgorithmException, NoSuchPaddingException,
InvalidKeyException, InvalidAlgorithmParameterException,
IllegalBlockSizeException, BadPaddingException

{

KeyGenerator keyGenerator = KeyGenerator.get/instance("AES");
SecureRandom secureRandom = SecureRandom.getinstance("SHATPRNG");
secureRandom.setSeed (keyBytes);

keyGenerator.init(encryptLength, secureRandom);

SecretKey key = keyGenerator.generateKey();

Cipher cipher = Cipher.getinstance(" AES/CBC/PKCS5Padding");
cipher.init(Cipher. ENCRYPT _MODE, key, new IvParameterSpec(iv));

byte[] result = cipher.doFinal(content);

return result;

}

2.7.4 1SV Server R FHSFIHPFE
ISR FERFR.
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decryptMobilePhoneOrEMail

RAEE FHSaE
REFE L TREE

decryptAESCBCEncode EFEAES CBCRERZE

decodeBaset4 HEriftiThase 48RS

ARNRSEIRS 8
decryptAESCBC e
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o
* R FHN SHS AR

* @param key f$H

* @param str X

* @param encryptLength HNZH<E
* @return fRELE

*/

public static String decryptMobilePhoneOrEMail(String key, String str, int
encryptLength)

{

if(null != str && str.length() > 16)

{

String iv = str.substring(0, 16);

String encryptStr = str.substring(16);

String result = null;

try

{

result = decryptAESCBCEncode(encryptStr,

key,

iv,

encryptLength);

}

catch (InvalidKeyException | NoSuchAlgorithmException
| NoSuchPaddingException | InvalidAlgorithmParameterException
| IllegalBlockSizeException | BadPaddingException e)

{

//TODO:REL E

}

return result;

}

return null;

}
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[+
* fRZZAES CBC

* @param content [RX

* @param key F$B

* @param iv £h{E

* @return L

* @throws BadPaddingException

* @throws lllegalBlockSizeException

* @throws InvalidAlgorithmParameterException

* @throws NoSuchPaddingException

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String decryptAESCBCEncode(String content, String key,

String iv, int encryptType) throws InvalidKeyException,
NoSuchAlgorithmException, NoSuchPaddingException,
InvalidAlgorithmParameterException, IllegalBlockSizeException,
BadPaddingException

{

if (StringUtils.isEmpty(content) || StringUtils./sEmpty(key)

|| StringUtils./sEmpty(iv))

{

return null;

}

return new String(decryptAESCB((Base64.decodeBase64(content.getBytes()),
key.getBytes(),

iv.getBytes(),encryptType));

}

public static byte[] decryptAESCBC(byte[] content, byte[] keyBytes,

byte[] iv, int encryptType) throws NoSuchAlgorithmException,
NoSuchPaddingException, InvalidKeyException,
InvalidAlgorithmParameterException, IllegalBlockSizeException,
BadPaddingException

{
KeyGenerator keyGenerator = KeyGenerator.get/instance("AES");
SecureRandom secureRandom = SecureRandom.get/nstance("SHATPRNG");
secureRandom.setSeed (keyBytes);

keyGenerator.init(encryptType, secureRandom);

SecretKey key = keyGenerator.generateKey();

Cipher cipher = Cipher.getinstance("AES/CBC/PKCS5Padding");
cipher.init(Cipher. DECRYPT _MODE, key, new lvParameterSpec(iv));
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byte[] result = cipher.doFinal(content);
return result;

}

2.7.5 Java (KRR~ (=)

package com.huawei.cbc.cbcmarketplacecommentservice.ability.jsonutils;

import java.io.UnsupportedEncodingException;

import java.security.InvalidAlgorithmParameterException;
import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.util.HashMap;

import java.util.lterator;

import java.util.Map;

import java.util.Set;

import java.util. TreeMap;

import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;

import javax.crypto.lllegalBlockSizeException;
import javax.crypto.KeyGenerator;

import javax.crypto.Mac;

import javax.crypto.NoSuchPaddingException;
import javax.crypto.SecretKey;

import javax.crypto.spec.lvParameterSpec;

import javax.crypto.spec.SecretKeySpec;

import org.apache.commons.codec.binary.Base64;

import org.apache.commons.lang.StringUtils;

public class EncryptTest {
/] %8
private static final String CHARSET = "UTF-8";
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/] INZZZEE8Y 256107 ( AES256_CBC_PKCS5Padding ) At&E1, 1281023
( AES128_CBC_PKCS5Padding ) AJ{&2

private static final String ENCRYPT_TYPE_256 = "1";

/] IREBEEREAkeyE ( EEEIECHKkey )
private static final String ACCESS_KEY = "xxxxxxx";

public static void main(String args[]) throws Exception {
I — BT 3= S—

/] BiEKEE Amap, &M requestRENSEUIR(E
( request.getParameterMap() )

Map<String, String[]> paramsMap = getTestUrIMap();

/] DIEREEY 2561072 ( AES256_CBC_PKCS5Padding ) , 128fN%%
( AES128_CBC_PKCS5Padding )

System.out.println("ARSZEIEIEIER:" + verificateRequestParams(paramsMap,
ACCESS_KEY, 256));

/| BEMZWF.. BEEE

String needEncryptStr = "15905222222";

String encryptStr = generateSaaSUsernameOrPwd(needEncryptStr, ACCESS_KEY,
ENCRYPT_TYPE_256);

System.out.printin("IZAYFH. BRIZE" + encryptStr);
/] =

String decryptStr = decryptMobilePhoneOrEMail(ACCESS_KEY, encryptStr,
ENCRYPT_TYPE_256);

System.out.printin("ERZAIFH . BRIZF" + decryptStr);

/] bodyE&
String needEncryptBody =

"{\"resultCode\":\"00000\",\"resultMsg\":\"MISERLIN\",\"encryptType
\"\"T\",\"instanceld\":\"000bd4e1-5726-4ce9-8fe4-fd081a179304\",\"appInfo
\"{\"userName\":\"3LQvu8363e504zqw¥YnXy)GWz8y+GAcuOrpMOwQ==
\"\"password\":\"RY31aEnNR5GMCFmt3iGThW7UF1HKO9MuAL2sgxA==\"}}";

String encryptBody = generateResponseBodySignature (ACCESS_KEY,
needEncryptStr);

System.out.println("bodyZ&#4:" + encryptBody);
}

private static Map<String, String[]> getTestUrlMap() {

// [B¥&iE3K: http://bzapic.natappfree.cc?
activity=newlInstance&businessld=61e834ba-7b97-4418-b8f7-
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e5345137278c&customerld=68cbc86abc2018ab880d92f36422fale&expireTime=20
200727153156&orderld=CS1906666666ABCDE&productld=00301-666666-0--0&tes
tFlag=1&timeStamp=20200727073711903&authToken=Gzbfjf9LHRBcI3bFVi+
+sLinCNOBF6qa7is1fvjEgYQ=

Map<String, String[]> paramsMap = new HashMap<String, String[]>();
paramsMap.put("activity", new String[] {"newlnstance"});

paramsMap.put("businessld", new String[] {"61e834ba-7b97-4418-b8f7-
e5345137278c"});

paramsMap.put("customerld”, new String[]
{"68cbc86abc2018ab880d92f36422fale"});

paramsMap.put("expireTime", new String[] {"20200727153156"});
paramsMap.put("orderld", new String[] {"CS1906666666ABCDE"});
paramsMap.put("productld”, new String[] {"00301-666666-0--0"});
paramsMap.put("testFlag”, new String[] {"1"});
paramsMap.put("timeStamp", new String[] {"20200727073711903"});

paramsMap.put("authToken", new String[] {"GzbfjfoLHRBcI3bFVi+
+sLinCNOBF6qga7is1fvjEgYQ="});

return paramsMap;

}

/**

* RIGBIRE SR EIEME

* @param accessKey 1ENRS

* @param encryptLength HIZEE
* @return ISIFLE

*/

public static boolean verificateRequestParams(Map<String, String[]> paramsMap,
String accessKey,

int encryptLength) {

String timeStamp = null;

String authToken = null;

String[] timeStampArray = paramsMap.get("timeStamp");

if (null = timeStampArray && timeStampArray.length > 0) {
timeStamp = timeStampArray[0];
}
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String[] authTokenArray = paramsMap.get("authToken");

if (null != authTokenArray && authTokenArray.length > 0) {
authToken = authTokenArray[0];

}

/| SWRITFRISEHEITHER, FHERNZRE

Map<String, String[]> sortedMap = new TreeMap<String, String[1>();
sortedMap.putAll(paramsMap);
sortedMap.remove("authToken");

StringBuffer strBuffer = new StringBuffer();

Set<String> keySet = sortedMap.keySet();

Iterator<String> iter = keySet.iterator();

while (iter.hasNext()) {

String key = iter.next();

String value = sortedMap.get(key) [0];
strBuffer.append("&").append(key).append("=").append(value);
}

/M EIEBRYF, ERE— 1T SHEIEN&

String reqParams = strBuffer.toString().substring(1);

String key = accessKey + timeStamp;

String signature = null;

try {

signature = generateResponseBodySignature(key, reqParams);
} catch (InvalidKeyException | NoSuchAlgorithmException | IllegalStateException
| UnsupportedEncodingException e) {

// TODO Auto-generated catch block

}

return authToken.equals(signature);

}

public static String generateResponseBodySignature(String key, String body)

throws InvalidKeyException, NoSuchAlgorithmException, IllegalStateException,
UnsupportedEncodingException {

return base_64(hmacSHA256 (key, body));
}
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public static byte[] hmacSHA256(String macKey, String macData) {
try {

try {

SecretKeySpec secret = new SecretKeySpec(macKey.getBytes(CHARSET),
"HmacSHA256");

Mac mac = Mac.getlnstance("HmacSHA256");
mac.init(secret);

return mac.doFinal(macData.getBytes(CHARSET));
} catch (UnsupportedEncodingException e) {

} catch (InvalidKeyException e) {

}

} catch (NoSuchAlgorithmException e) {
}

return new byte[0];

}

/] IRS3/Ebody& &

public static String generateSaaSUsernameOrPwd(String isvBody, String
decryptAccessKey, String sEncryptType) {

String iv = getRandomChars(16);

int iEncryptType = 0;

try {

iEncryptType = Integer.parselnt(sEncryptType);
} catch (NumberFormatException exception) {
iEncryptType = 1;

}

int encryptType;

if (1 == iEncryptType) {

encryptType = 256;

}else {

encryptType = 128;

}

String isvEncryptBody = encryptAESCBCEncode (isvBody, decryptAccessKey, iv,
encryptType);
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return iv + isvEncryptBody;

}

[
* AES CBC 256{/N%

* @param content IIZAR

* @param key INZETLH

* @param iv INEZE{E

* @return INZLER

*/

public static String encryptAESCBCEncode(String content, String key, String iv, int
encryptType) {

if (StringUtils.isEmpty(content) || StringUtils.isEmpty(key) ||
StringUtils.isEmpty(iv)) {

return null;

}

try {

byte[] encrypContent =

encryptAESCBC(content.getBytes(CHARSET), key.getBytes(CHARSET),
iv.getBytes(CHARSET), encryptType);

if (null != encrypContent) {

return base_64(encrypContent);

} else {

return null;

}

} catch (UnsupportedEncodingException e) {

return null;

}

}

public static byte[] encryptAESCBC(byte[] content, byte[] keyBytes, byte[] iv, int
encryptType) {

try {

KeyGenerator keyGenerator = KeyGenerator.getinstance("AES");
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SecureRandom secureRandom = SecureRandom.getInstance("SHATPRNG");
secureRandom.setSeed (keyBytes);

keyGenerator.init(encryptType, secureRandom);

SecretKey key = keyGenerator.generateKey();

Cipher cipher = Cipher.getinstance("AES/CBC/PKCS5Padding");
cipher.init(Cipher.ENCRYPT_MODE, key, new IvParameterSpec(iv));

return cipher.doFinal(content);

} catch (Exception e) {

}

return null;

}

public static String base_64(byte[] bytes) {

try {

return new String(Base64.encodeBase64(bytes), CHARSET);
} catch (UnsupportedEncodingException e) {

return null;

}
}

static String decryptMobilePhoneOrEMail(String accessKey, String encryptStr,
String sEncryptType) {

String iv = encryptStr.substring(0, 16);

int iEncryptType = 1;

try {

iEncryptType = Integer.parselnt(sEncryptType);
} catch (NumberFormatException exception) {
exception.printStackTrace();

}

int encryptType;

if (1 ==iEncryptType) {

encryptType = 256;

}else {

encryptType = 128;

}
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String decryptBody = null;

try {

decryptBody = decryptAESCBCEncode(encryptStr.substring(16), accessKey, iv,
encryptType);

} catch (Exception e) {
e.printStackTrace();
return decryptBody;

}

return decryptBody;

}

public static String decryptAESCBCEncode(String content, String key, String iv, int
encryptType)

throws InvalidKeyException, NoSuchAlgorithmException, NoSuchPaddingException,

InvalidAlgorithmParameterException, IllegalBlockSizeException,
BadPaddingException {

if (StringUltils.isEmpty(content) || StringUtils.isEmpty(key) ||
StringUtils.isEmpty(iv)) {

return null;

}

return new
String(decryptAESCBC(org.apache.commons.codec.binary.Base64.decodeBase64(co
ntent.getBytes()),

key.getBytes(), iv.getBytes(), encryptType));

}

public static byte[] decryptAESCBC(byte[] content, byte[] keyBytes, byte[] iv, int
encryptType)

throws NoSuchAlgorithmException, NoSuchPaddingException, InvalidKeyException,

InvalidAlgorithmParameterException, IllegalBlockSizeException,
BadPaddingException {

KeyGenerator keyGenerator = KeyGenerator.getinstance("AES");
SecureRandom secureRandom = SecureRandom.getinstance("SHATPRNG");
secureRandom.setSeed (keyBytes);

keyGenerator.init(encryptType, secureRandom);

SecretKey key = keyGenerator.generateKey();

Cipher cipher = Cipher.getinstance("AES/CBC/PKCS5Padding");
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cipher.init(Cipher.DECRYPT_MODE, key, new IvParameterSpec(iv));
byte[] result = cipher.doFinal(content);
return result;

}

[
* SRENBBHF T ER

* @param length Z2fFEKE

* @return

* @author d00420944

*/

public static String getRandomChars(int length) {
StringBuffer randomCharsBuf = new StringBuffer(1024);

SecureRandom random = new SecureRandom();

for (inti=0;i < length; i++) {

/| FEFEFHFETL

if (random.nextIint(2) % 2 ==0) {

/] BHEASTRER/ NG TR

int letterIndex = random.nextInt(2) % 2 ==0? 65 : 97;
randomCharsBuf.append((char) (random.nextInt(26) + letterindex));
} else {
randomCharsBuf.append(String.valueOf(random.nextInt(10)));
}

}

String randomChars = randomCharsBuf.toString();

return randomcChars;
}
}

1. EREFEOR, REREHRE:

http header->bodySign is empty.
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XE2MA?
bodySign is empty R=REIERBEE|Body-SigniERLEHERNEIREE . BE
$5Body-SigniEEOMNRAEEE, BARREISEHTTP BodyEs3,
BARSEF~ZOR, ISVIREIRYERLFHREBody-Sign, MEAX/NEER, BN
AReeiRBl, #an, HELSRBody-sign, =GR AEEIRBIAY.
IR “MRIHttp Body & BRI ML FREARISS G E v GaIRhIE?
XZ2EShttpbodyEIAENE BRI RIXIEEZE, bodyWEHEZENT, AN
FEREMIRFZE. \EINTZA. 870EFF (GRRERSRNINRTR
\n) , EHTHE.
B verificateRequestParams ;LB EauthTokenSsignatureA—2, SIS
LHEAY, WaRbiE?
XFauthToken#Osignature#Rft{— N URLDecoder.decode()
A== O, NERERE:
http header->sign_type is not equals HMAC-SHA256 or signature is empty.
{B=Zsign_typeflisignaturefffFrE, XEHTA?
XZBody-Signig 2 kHsign_typeflisignaturefUEIZENEI, ATLAE MIREIG =
[EHXFRAMEANERN I EARIE . FTHEEEMRAIE:
sign_type="HMAC-SHA256", signature="MkW2WiHUOpT4G/IFYV5kigY7djPRs3U5hOCe/EQrt8g="
HXERE|SEEN, =EEAEFEITHXAME, THASIRX S .
ERFMWESaaSr=mfa, HA “ERPLO > B=EE > EWIRS” , B
“‘B1R7 , I ATFEREEARFRBERENEE?
A EERYIRE
- IEXXFEscfiRY, BERIeeEEN, fINAREBINKERR, NEZE
BB EA s8I AP ERIE
- ZmEEREIM. ISVERRBRREEIREANEEHTINS, SHEBIESA—X
By, BEWHENESMENEERSFER=EEREAEINENZE
FEREE . &N, TR EEERA=HENISRERINBEEX
BencryptTypeSEEEIEMEN, 256002
( AES256_CBC_PKCS5Padding ) B#&1, 128/0%
( AES128_CBC_PKCS5Padding ) A3&2,

N ARSEBEEEEI RIS RSEINZE HkauthTokenBES =EIEED

SkfYauthTokenfEAR—2?

TERAJURLEBFRRISHEN RIS T urlfmhil, FeEEIERARERauthToken, R5EH&

1 sHurliEB ( EhEFOFNSTIHMERIDERMERENEX, TA%

%), ARBENSECRERauthToken,

R EZBAINKEIR G ST B S AIPR I 25 X ARSI ?

MEME (BaEEiv) RRH . A TERIRSEFELGIND, BER=mEEXH

PEEZEBRKERKAY, SHERERNITRERNAEREFR, EXRSHEXIM

EERAFEEBMIKERR .

BERWELSaaSEE@BZIRING, =G EBIRS WS REOFESAEIL
W, FEBEXEARRE LR, ISVRIZEALGIEA REERTFTIE?

KEIFBIOILMIERAELENE, RAEREFRZRFPL, EEEMNSHEN
“Application Tools > Service Interface Messages” , fTEAMIRESESE “EHE

& .

ISVIBEIRRA T B9SaaSER mIZ N aUEAN?

ol@id fpfEpartner@huaweicloud.comzi®, HR4HFRE S (AIRRIFAREEIA R [TRR

BXEE, ZERESXHNSEE, HERITTIEHRSERE.
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10.

11.

12.

13.

14.

KRG lavalE S, WRRSEERNARIES A =Elava, ZEALLIE?

- IRSBEELUEIHSaaSER R NSRRI, TRIXBSHBHLRE
=, FJLNESE,

- [ENFERRREZEREB CHERRIESAISEAINS.

ARSS S TE N AR N IUE e Al F A e O AOEIR R AT LA 7152

ATHRRIEE ML, SH. BREWSHIERERT, BSRBHE. &

28, OH. BrgEOEhElEs, BAmSaaSrm.

NABZNBRNSREEMEZERE, FEAMSaaSHmitE2EMEENAI?

fESaaSFmAMmINHE, Wit ‘FERFEFIN” NIERE, *EREREENER

i%, BAAIBIRAES256_CBC_PKCS5Padding, FAFEILURIEE CEERFNZE

izo

FlemmEOENAENERET Y, AFRWENANERARK, ZEAD?

a. BRZI[RPL, EMNSHEER “NATE > NEENER” , FRRAFYW
I AEERENELTERNRELSEZEENESSEEN, ERARANET
REiE .

b. WNEIFEXTBIT, %R “Application Tools > Service Interface Messages”
BEMMCRAMNN “ |HE6N - k2, UBRREZESEENE,

B— " EmAmE, SEAREEO (e, 22, SR ) , SERMS

MNEF=R Geitbi?

AL, SRiEtNE—EG, ERME, ReEE— “EFERRE0Oi

i_lJ:” o
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3 BalEfEZNIER

3.1 EEIEEEN

3.2 BIREEEEANRE

3.3 A& EnhEbEiEm

3.4 SRR REX B oA EEIR
3.5 RfFlErEm

3.6 BIEPEERERIES

3.1 B=IEREEIT

HURERF

EhrmBEHREEEE MmN A EEERE

AxAULIBEHABEEENR, N LRI AEENNRRHBEERED .. iLAF
MLNAE, JLMMEI—RFERGEEER, BABFRWIAERERRNER,
PR ZRAIAT RS o

FEEMNENTZRIENRER, BRAEASE: NEREHRE.

3.2 RIFXAEmBENRIZE

R mB BRI FEFR:
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3.3.1 AR Bz RERER

BhEEEREF Terraformi#{TH & . TerraformE2— N FFENE S EREET
B, {FRTerraformEBB A RAIVRIZEN TER. EBEFELSE TerraformfyREAN
iJ5ERk Terraform@y%3E . BeE, {FRTerraform5EEN=VPCRILIE ., RIFFFEIRH
=RIERHERSZRFS, ERWTCIR SRR . SIERITITR . BIERERESE,
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N[ 3 BEIEERNISE
resource “huaweicloud_ecs_instance v1" "basic" { @@ Huawei Cloud
name = *server_1" e
image_id = "ad@91h52-742f-46%e-8f3c-fd8lcadfo743"
flavor = "s1.medium"
vpc_id = "Beed4fc7-e5e5-44a2-b5f2-23b3e5d46235"

EIP
nics {
network_id = "55534eaa-533a-419d-9b40-ec427ea7l95a"
}

Terraform CLI

availability_zone = "cn-north-la" Huawei Cloud Provider VS
key_name = "KeyPair-test"
security groups = ["default”]

h

Infrastructure as Code

Terraform>7 5 FIEC B IR BN N AR E N EIEHL . Bl Terraformf&a LR
MABIE . BB, BFREAREIR, FIEHTRAIZS. Terraform3iFmHATI%EN

=& BEES%: HuaweiCloud Provider,
3.3.2 BahEpEBEHRNNE
BaEEBERAMIENREL TR

1 ZETerraform, FRHREBEENA X ATerraformEEEINEER, ¥ES%E
TerraformBREANI], WRFERHIRwindows, BRI THSRENRETS:

set HW_REGION_NAME=cn-north-4 [C(1]
set HW_ACCESS_KEY=your ak
set HW_SECRET_KEY=your sk

FE2 FTFcmdasfTEL, HARIRER, RITU TGS, FRIERTMAENAIEES

7SN 0

terraform init [C(1]
terraform plan
terraform apply

S| ENERRRHE, SEURERIERSEE.
R

il
KRBIBIEN =R EREERR(ENAIZER, YBRIEEXLRRE, BH
17 “terraform destroy” R ATHIRRIXLEZIE,

3.3.3 BEIFIERRF ZTHIRE

BEIEBEERIIFF R IESEHUAWEICLOUD Providerf93Zi% .
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3.5 EHmiEXEm

XTREERmAmME, BRIUSE: RhiREEEmEXER.

3.6 BaIAfEEmERES

XTRGEEBRERLSN, AFRTUSE: REEARUWISERES.
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