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FAQs for Administrators

1.1 Features and Advantages

1.2 Billing and Purchase of Cloud Desktops
1.3 Quotas

1.4 Storage and Disks

1.5 Networking

1.6 Identity Authentication and AD Configuration
1.7 Accounts and Permissions

1.8 Policies

1.9 End Users and Login

1.10 Backup and Restoration

1.11 System Configuration and O&M

1.12 Peripherals

1.13 Images

1.1 Features and Advantages

1.1.1 What Are the Features and Advantages of Workspace?

You can purchase and unsubscribe from cloud desktops on the Workspace console
and assign them to end users for immediate use.

Features of Workspace:

e Out-of-the-box usage: Unlike conventional private desktops that require days
of deployment, Workspace allows for rapid provisioning of cloud desktops,
ready for immediate use.

e Easy management: You can efficiently manage hundreds of desktops at the
same time on the Workspace console.
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e Elastic scaling: Workspace supports on-demand purchase and unsubscription
of desktops and elastic scaling.

e Efficiency boost: Users can access their personal desktops from devices such
as PCs and tablets anywhere, anytime, for an efficient and seamless mobile
office.

e Enhanced security: Encrypted remote access, isolated tenant resources, and
network and peripheral security control secure data access.

1.2 Billing and Purchase of Cloud Desktops

1.2.1 How Is Workspace Billed?

Yearly/Monthly: a prepaid billing mode. You pay in advance for a subscription
term, and in exchange, you get a discounted rate.

Pay-per-use: a postpaid billing mode with a billing cycle of one hour. You are
charged after using services, paying only for the resources consumed and their
duration, and can unsubscribe from the services anytime.

(11 NOTE

e You will be charged for using NAT Gateway to enable Internet access for user
desktops.

e You can log in to the Huawei Cloud official website and choose Billing & Costs > Bills
on the top of the page to view the fee details. For details, see Bill Management of
Billing Center.

1.2.2 What If Desktop Purchase Failed?

If desktop purchase fails, rectify the fault by referring to the following cases. If the
fault persists, submit a service ticket for technical support.

1.2.2.1 What If | Can't Add a Desktop to a Domain Due to a Locked Domain
Administrator Account?

Scenarios

Procedure
Step 1
Step 2

Step 3

An AD domain is interconnected with. If desktop purchase fails and the error code
1909 appears, the domain administrator account is locked, preventing the desktop
from joining the AD domain. To fix this, you need to unlock the domain
administrator account following the procedure below.

Log in to the console.

In the navigation pane, choose Desktops > Desktops.

The Desktops page is displayed.

In the upper right corner of the Desktops page, click Failed tasks.
The page of failed tasks is displayed.
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Step 4

If 1909 appears, the domain administrator account is locked. Submit a service
ticket for technical support.

--—-End

1.2.2.2 What If Pooled Desktop Assignment Failed?

Scenarios

Procedure
Step 1

Step 2

Step 3

Step 4

An AD domain is interconnected with. After you purchased a static desktop pool,
assigning desktops in this pool failed. The cause is that the AD server's time and
time zone are not synchronized with the standard ones. To fix this, you need to
manually synchronize the AD server's time following the procedure below.

Log in to the AD server using the account and password.

On the AD server, press Win + R to go to the Run dialog box.

Enter cmd to open the command line interface (CLI).

Run the following command to synchronize the server's time:

w32tm /resync /rediscover

If the command execution succeeds, time synchronization is complete.
Confirm that the server's time is the same as the standard time.

--—-End

1.2.2.3 What If Desktop Purchase Failed Due to an Invalid Desktop Name?

Scenarios

Procedure
Step 1
Step 2

Step 3

Step 4
Step 5

Desktop purchase on the console failed due to an invalid desktop name.

Log in to the console.

In the navigation pane, choose Desktops > Desktops.

The Desktops page is displayed.

In the upper right corner of the Desktops page, click Failed tasks.
The page of failed tasks is displayed.

Find the failure cause: invalid desktop name.

When re-purchasing a desktop, use a valid desktop name.

--—-End
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1.2.2.4 What If Desktop Purchase Failed Due to Insufficient ECS Resources?

Scenarios

Desktop purchase failed due to insufficient ECS resources.

Procedure
Step 1 Log in to the console.
Step 2 In the navigation pane, choose Desktops > Desktops.
The Desktops page is displayed.
Step 3 In the upper right corner of the Desktops page, click Failed tasks.
The page of failed tasks is displayed.

Step 4 Find the failure cause: insufficient ECS resources, as shown in Figure 1-1.

Figure 1-1 Failure cause

Failed tasks

Change Specifications Add Disk Expand Disk Capacity Delete Disk Create Image

Recompose System Disk Assign Desktop Desktop Network Settings Send Notification Create Snapshot
Restoring Snapshot Changing User Permissions Hibernate Modify disk QoS

onthly desklops whose creation fail will be created by O&M personnel. You

No valid host was found. create allocation
has failed. CreateBasicTask-fail: Failed o
quickly create server[i6aabe13-8d81-473d-
aaec-5501136f0fd 1] with

[flavor:s6 xlarge.4,az-cn-north-
5c.imageRei 9d8b6e 1+-103d-418b-bi53-
bc54192a544b] because the stalus is emor or
No valid host was found. create allocation ha

Desktop 1D User Specifications Started Ended

Step 5 Submit a service ticket for technical support.

--—-End

1.2.2.5 What If Desktop Purchase Failed in the AD Scenario Because a
Common Domain User Was Configured?

Scenarios
An AD domain is interconnected with. A common domain user is configured as an
AD domain user, but the number of VMs that can be added by a common domain
user to the domain is limited. In this case, you need to replace the common
domain user with another domain user or domain administrator.

Procedure

Step 1 Log in to the console.
Step 2 In the navigation pane, choose Desktops > Desktops.

The Desktops page is displayed.
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Step 3

Step 4

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6
Step 7
Step 8
Step 9

Step 10

Step 11

In the upper right corner of the Desktops page, click Failed tasks.

The page of failed tasks is displayed.

Find the failure cause: failure of adding the VM to the domain.

----End

Assigning the domain user the permission to add a VM to the domain
Log in to the AD server using the account and password.

Press Win + R. In the Run dialog box displayed, enter dsa.msc and press Enter.
The Active Directory Users and Computers page is displayed.

On the page displayed, right-click the domain name and choose Delegate
Control.

Click Next and then Add.

On the Select User, Computer, or Group page, enter the username such as
Administrator, or click Advanced to select the desired user.

Click Check Names and then Add.
Click Next.
Select the option of automatically creating a task for delegation and click Next.

On the page of wizard for delegation control, select only the following objects in
this folder.

Then select computer objects, select the options of creating and deleting the
selected objects in this folder, and click Next.

Select the permission for reading, writing, and writing all attributes, and click
Finish.

--—-End

1.2.3 How Do | Purchase Desktops in Batches?

Scenarios

Prerequisites

Procedure

Step 1

You can purchase desktops in batches if a large number of desktops with the same
specifications (including the OS image, memory, and disk) are needed.

You have confirmed the desktop specifications and user information (including the
username and email address).

If an AD domain is interconnected with, ensure that the desktop user information
matches the user information on the AD domain.

Log in to the console.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8
Step 9

Click Buy Desktop.
The Buy Desktop page is displayed.

Select the billing mode, project, AZ, CPU architecture, compute specifications,
image file, system disk, and data disk specifications.

Click Next: Advanced Settings.
The Advanced Settings page is displayed.

Configure the network and determine whether to configure Internet access for
desktops.

Click Next: Assign Desktop.

The Assign Desktop page is displayed.

Set Desktop Assignment Type to Batch.

Click Download User List Template to obtain the user list template.

Open the template on the local PC and enter user information by referring to
Table 1-1.

(11 NOTE

Each row in the template indicates one desktop.

Table 1-1 Parameters

Parame | Description
ter

No. The number starts from 1 and increases row by row.

Userna | User authentication for desktop login.

me Naming rules:

e A name can contain 1 to 32 characters.

e A name can contain letters, digits, periods (.), hyphens (-), and
underscores (_). A username with letters can only start with a
letter or digit. You can enter a digit-only username.

Email Used to receive emails about desktop provisioning and related
notifications.

Email address rules:

e Enter a valid email address.

e The value can contain a maximum of 64 characters.
e The value cannot be empty.
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Step 10
Step 11
Step 12

Step 13

Step 14

Step 15

Parame | Description
ter

Permiss | Used to distinguish users' permissions on computers.

ion Windows desktop permissions:

Grou
P e administrators: indicates the administrator group. Group users

have system administrator permissions, that is, full control
permissions on a computer. They can perform all management
tasks, including managing all users, on the computer.

e users: indicates the common user group. Group users have basic
operation permissions on a computer, such as running applications.
They cannot change the data of other users or the OS settings, or
stop a server computer.

Deskto | Displayed desktop name.

P Name | pg not use the name of a purchased desktop. If you do not customize
the desktop name, the system automatically generates one.

Naming rules:

e The value can contain only letters, digits, and hyphens (-). It must
start with a digit or letter, and cannot end with a hyphen (-).

e The value can contain 1 to 15 characters.

Deskto | The entered IP addresses must be in the same subnet of the same
p IP VPC. If this parameter is left blank, an IP address is automatically
Address | allocated. Ensure that the IP address of each desktop is unique.

Save and close the user list template file.
Click File, select the user list template file saved in Step 10, and click Open.

After the upload is successful, click View Imported User Information to confirm
the user information.

If the upload fails, click View error records to check the user list template. After
the modification, click Upload again.

Click Next: Confirm.
The confirmation page is displayed.

On the page displayed, select the required enterprise project from the Enterprise
Project drop-down list.

After confirming the desktop information, perform operations based on the
selected billing mode.
e Yearly/Monthly

a. Specify Required Duration and determine whether to enable auto-
renewal.

b. Read the disclaimer and check the box indicating your agreement to the
disclaimer.

c. Click Buy Now.
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d. Check the order information and select the required payment method.
e Pay-per-use

a. Read the disclaimer and check the box indicating your agreement to the
disclaimer.

b. Click Buy Now.

----End

1.2.4 How Do | Add Resources to or Remove Resources from
an Enterprise Project After Purchasing Workspace?

For details about how to add resources to enterprise projects, see Adding
Resources to Enterprise Project.

For details about how to remove resources from enterprise projects, see Removing
Resources from an Enterprise Project.

1.2.5 What If a Message Appears Prompting Me to Cancel the
Service and Re-Register or the Buttons Buy Desktop, Create
User, Create Policy, and Enable Internet Are Grayed Out on
the Workspace Console?

After you enable the service, it will be automatically locked if no desktop exists in
the current project (without sub-projects) or sub-project for more than 14 days.
This will disable the buttons Buy Desktop, Create User, Create Policy, and
Enable Internet. You can cancel the service and re-register as prompted, or click
Reactivate on the Tenant Configuration page to reactivate the service. After the
service is reactivated, the preceding functions will become available.

1.2.6 Why Can't | Start a Pay-per-Use Cloud Desktop?

When a pay-per-use cloud desktop is shut down, its resources such as vCPUs and
memory are released. When the cloud desktop is started again, the startup may
fail due to insufficient resources.

If the cloud desktop startup fails, start it again later or modify the desktop
specifications. For details about how to modify specifications, see operations for
modifying specifications.

1.2.7 Do | Need to Enable the Snapshot Function After
Purchasing a Cloud Desktop?

Workspace supports scheduled desktop snapshot creation. The purpose of desktop
snapshot creation is to quickly back up and restore data. If a personal
misoperation, software incompatibility, system breakdown or fault, or software
conflict occurs, snapshot restoration can help quickly restore your desktop to the
previous state, preventing data loss and work interruption.

e  For details about creating a desktop snapshot, see Scheduled Snapshot
Creation.
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e  For details about restoring a snapshot, see "Restoring a snapshot" in
Snapshots.

1.3 Quotas

1.3.1 How Do | Check My Quotas?

(11 NOTE

You can only check the quotas of the current administrator account.

Step 1 Go to the Huawei Cloud official website. Log in to the console as an
administrator.

Step 2 Click & in the upper left corner of the console and select a region and a project.
Step 3 In the upper right corner of the page, choose Resources > My Quotas.

The Quotas page is displayed.

----End

1.3.2 How Do | Increase My Quotas?

(1 NOTE

You can only increase quotas of the current administrator account.

Step 1 Go to the Huawei Cloud official website. Log in to the console as an
administrator.

Step 2 Click & in the upper left corner of the console and select a region and a project.
Step 3 In the upper right corner of the page, choose Resources > My Quotas.
The Quotas page is displayed.
Step 4 Click Increase Quota.
Step 5 On the Create Service Ticket page, configure parameters as required.

Fill in the content to be adjusted in the Problem Description area. The following
is an example:

e Name: Workspace
o Project ID: XXXXXXXXXXXXXXXXXXXXXXXX
e The quota is adjusted as follows: xx servers, xx cores, xx memory, and xx CPUs.

Step 6 Agree to the agreement and click Submit.
----End

1.4 Storage and Disks
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1.4.1 How Do | Add a Disk?

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6
Step 7

1O NOTE
You can add data disks only to a desktop whose Status is Running.
Log in to the console.
Click Desktop management.
The Desktops page is displayed.

Select the desktop to which you need to add data disks, and choose More > Disks
> Add Disk.

The page for adding data disks is displayed.

Click Add and configure parameters.

e High 1/0: uses serial attached SCSI (SAS) drives to store data. High 1/O disks
are suitable for common workloads.

e Ultra-high 1/O: uses solid state disk (SSD) drives to store data. Ultra-high 1/O
disks are suitable for enterprise mission-critical services as well as workloads
demanding high throughput and low latency.

{1 NOTE

The maximum number of added data disks is 10 minus the number of existing data disks.
Select | understand the impact of this operation and will proceed.
Click Next.

Confirm the information about the new disks and click OK. The data disks have
been added.

----End

1.4.2 How Do | Copy Files Between a Desktop and a Local
Storage Device?

Administrators can adapt different file, clipboard, and peripheral policies to
different desktops to control the file copy permission between desktops and local
storage devices.

The following lists several file copy scenarios and describes how to configure
policies.

Copying Files from the Desktop to an External Storage Device

If Workspace desktops are used in offices and there are strict requirements for
input data on office desktops, you can configure the clipboard policies for the
desktops.

1. Log in to the console.
2. In the navigation pane on the left, choose Policies > Protocol Policies.
3. Click Create Policy in the upper right corner.
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4.

5.

6.
7.

Configure the policy name, description, and creation mode, and click Next:
Configure Policy.

- The policy name can contain up to 55 characters in digits, letters, and
underscores (_), for example, workspace2storage_Clipboard.

- The description can contain up to 255 characters, for example, Clipboard
redirection is used to copy files from a Workspace desktop to an
external device.

- Retain the default creation mode.

Figure 1-2 Creating a policy

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

nnnnnnnnnnn

Click Advanced Policies.

Figure 1-3 Advanced policy entry

Printer Redirection

Previous

On the Advanced Policies page, click Files and Clipboards.

Enable the Clipboard Redirection policy and select Server to client, as
shown in Figure 1-4.

(10 NOTE

e Rich text copy and file copy are supported only when both the client (TC/SC) and
desktop run Windows. A maximum of 500 files can be copied at a time.

e If the OS of a client (TC/SC or mobile client) or desktop is not Windows, only text
can be copied.

Issue 01 (2026-05-14)

Copyright © Huawei Technologies Co., Ltd. 11



10 Workspace FAQs 1 FAQs for Administrators

Figure 1-4 Configuring the clipboard redirection policy from the server to the
client

< Create Policy
Audio
Client File Redirection
Display
File & Clipboard
Session
Watermark

. Send File from VM fo Client
Audio & Video Bypass

Expand ~
Virtual Channe!
Keyboard & Mouse
Clipboard Redirection ()
Screen Recording Audit  Beta
Bidirectional  (®) Server to Client Client to Server

Text Length Limit (9

Max characters copied from server to client

Clipboard Rich Text Redirection ()

Clipboard File Redirection ()

Click Next: Select objects.
Select an object as required.

For example, if you select All desktops, the policy applies to all desktops in
the current project.

Figure 1-5 Selecting an object

10. Click Next: Finish.

Copying Files from an External Storage Device to the Desktop

If Workspace desktops are used in office and there are strict requirements for data
transmission on office desktops, you can configure the Clipboard Redirection, File
Redirection and Send File in Virtual Machine to Client policies for the desktops.
You can select either of them.

e Clipboard redirection

a. Log in to the console.
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f.

g.

In the navigation pane on the left, choose Policies > Protocol Policies.
Click Create Policy in the upper right corner.

Configure the policy name, description, and creation mode, and click
Next: Configure Policy.

®  The policy name can contain up to 55 characters in digits, letters,
and underscores (_), for example,
workspace2storage_Clipboard_c2b.

®  The description can contain up to 255 characters, for example,
Clipboard redirection is used to copy files from an external device
to a desktop.

®  Retain the default creation mode.

Figure 1-6 Creating a policy

Click Advanced Policies.

Figure 1-7 Advanced policy entry
< | Create Policy

() cres oy
~

[ - 3 ssaonaa o

General Policy Configuration

Aovanced poliy

USB Port Redirection [ o]

‘Smart Card (such as Ukey)

Video Device (3uch as camerss) ‘Slorage Device isuch &s USB fash diives)

On the Advanced Policies page, click Files and Clipboards.
Enable the Clipboard Redirection policy and select Client to server, as
shown in Figure 1-8.

(11 NOTE

e Rich text copy and file copy are supported only when both the client (TC/SC)
and desktop run Windows. A maximum of 500 files can be copied at a time.

e If the OS of a client (TC/SC or mobile client) or desktop is not Windows, only
text can be copied.
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Figure 1-8 Configuring the clipboard redirection policy from the client to
the server

¢ | Create Policy

Peripherals File & Clipboard
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Client File Redirection
Display

File & Clipboard
Session
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Clipboard Redirection ()
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Bidirectional Serverto Client () Clientto Server

Text Length Limit @

Max characters copied from client to server
Clipboard Rich Text Redirection ()

Clipboard File Redirection ()

h. Click Next: Select objects.
i. Select an object as required.

For example, if you select All desktops, the policy applies to all desktops
in the current project.

Figure 1-9 Selecting an object

< | Create Policy

=
(D) oo

() et ey ——— (@ soncome o)

aaaaaaaa

j.  Click Next: Finish.
e Sending files from VMs to clients

a. Log in to the console.
In the navigation pane on the left, choose Policies > Protocol Policies.
Click Create Policy in the upper right corner.

Configure the policy name, description, and creation mode, and click
Next: Configure Policy.

an o

®  The policy name can contain up to 55 characters in digits, letters,
and underscores (_), for example, storage2workspace_File.

Issue 01 (2026-05-14) Copyright © Huawei Technologies Co., Ltd. 14


https://console-intl.huaweicloud.com/workspace/v2/#/console

10 Workspace FAQs 1 FAQs for Administrators

®  The description can contain up to 255 characters, for example,
Copying files from an external device to a desktop.

®  Retain the default creation mode.

Figure 1-10 Creating a policy

Descripton

e. Click Advanced Policies.

Figure 1-11 Advanced policy entry

< | create Policy

f.  On the Advanced Policies page, click Files and Clipboards.
g. Enable Send File In Virtual Machine to Client as shown in Figure 1-12.

(11 NOTE

If Send File In Virtual Machine to Client is enabled, you can copy files from an
external storage device to the desktop by sending files only when both the client
(TC/SC) OS and the desktop run Windows.
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Figure 1-12 Configuring the policy
¢ | Create Policy

@ Create Policy

° Configure Policy 3 Select Object 4 Finish

Advanced Policy

0 General Policy Configuration can meet common office work requirements. For special requirements, configure advanced policies. See Online Help [7
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h. Click Next: Select objects.
i. Select an object as required.

For example, if you select All desktops, the policy applies to all desktops
in the current project.

Figure 1-13 Selecting an object

¢ | Create Policy

Al desctops v Al
Options Options. Object Type Operafion
Al desctops (including crezted and fo-te-created) Al desktops (inclacing crzated and fc-te-created) Al deskiops X

j-  Click Next: Finish.
e File redirection

a. Log in to the console.
In the navigation pane on the left, choose Policies > Protocol Policies.
Click Create Policy in the upper right corner.

an o

Configure the policy name, description, and creation mode, and click
Next: Configure Policy.

®  The policy name can contain up to 55 characters in digits, letters,
and underscores (_), for example,
storage2workspace_Fileredirection.
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The description can contain up to 255 characters, for example,
Copying files from an external device to a desktop.

®  Retain the default creation mode.

Figure 1-14 Creating a policy

< | Create Policy

storagezuaispace_Fierodtocton

e. Click Advanced Policies.

Figure 1-15 Advanced policy entry

< | Create Policy
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f.  On the Advanced Policies page, click Files and Clipboards.

g. Enable the File Redirection policy and set it to Read-only, as shown in
Figure 1-16.

(11 NOTE

You do not need to configure other advanced policy parameters under Files and
Clipboards. If you have strict requirements on the traffic and file size, configure
them by referring to Creating an Advanced Policy. For a Linux terminal, expand

Advanced Policies and set Linux Root Directory Mounting to () For an
Android terminal, expand Advanced Policies and set Mobile Client Redirection

o @0,
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Figure 1-16 Configuring the policy
{ | Create Policy

@ Create Policy

e Configure Policy 3 Select Object 4 | Finish

Advanced Policy

0 General Policy Configuration can meet common office work requirements. For special requirements, configure advanced policies. See Online Help [
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Expand »
Virtual Channel

h. Click Next: Select objects.
i. Select an object as required.

For example, if you select All desktops, the policy applies to all desktops
in the current project.

Figure 1-17 Selecting an object

Selected Ojects (1)

j.  Click Next: Finish.

Copying Files Between External Storage Devices and Desktops

If data is frequently transmitted between desktops and external storage devices
without special requirements, you can configure USB port redirection, file
redirection, or clipboard redirection as required. You can select one of them.

e USB port redirection

USB port redirection allows files to be copied between mobile storage devices
and desktops.

a. Log in to the console.
b. In the navigation pane on the left, choose Policies > Protocol Policies.
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Click Create Policy in the upper right corner.

Configure the policy name, description, and creation mode, and click
Next: Configure Policy.

®  The policy name can contain up to 55 characters in digits, letters,
and underscores (_), for example, storageOworkspace_usb.

®  The description can contain up to 255 characters, for example, USB
port redirection is used to copy files between external devices
and desktops.

®  Retain the default creation mode.

Figure 1-18 Creating a policy

pppppppppp
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Select Storage Device (such as USB flash drives) in USB Port
Redirection, as shown in Figure 1-19.

Figure 1-19 Configuring the policy

Click Next: Select objects.
Select an object as required.

For example, if you select All desktops, the policy applies to all desktops
in the current project.

Figure 1-20 Selecting an object
(| Create Policy
Alldeskiops v Al
g s - — e

Al desttops (neuding ciested and fo-be-reated Al desttops (ncudirg crsated and fo-be-created Hidesttops X

Click Next: Finish.
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File redirection

This feature supports the file copy between fixed drivers (such as local disks
and TCs running Windows, Linux, and Android OSs) and removable drives
(such as USB flash drives), CD-ROM drives, network drives, and desktops.

Log in to the console.

a
b. In the navigation pane on the left, choose Policies > Protocol Policies.
c. Click Create Policy in the upper right corner.

d

Configure the policy name, description, and creation mode, and click
Next: Configure Policy.

®  The policy name can contain up to 55 characters in digits, letters,
and underscores (_), for example, storageOworkspace_FR.

®  The description can contain up to 255 characters, for example, File
redirection for copying files between external devices and
desktops.

®  Retain the default creation mode.

Figure 1-21 Creating a policy

ate Policy
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e. Click Advanced Policies.

Figure 1-22 Advanced policy entry
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f.  On the Advanced Policies page, click Files and Clipboards.

g. Enable the File Redirection policy and set it to Read-write, as shown in
Figure 1-23.
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{11 NOTE

You do not need to configure other advanced policy parameters under Files and
Clipboards. If you have strict requirements on the traffic and file size, configure
them by referring to Creating an Advanced Policy. For a Linux terminal, expand

Advanced Policies and set Linux Root Directory Mounting to () For an
Android terminal, expand Advanced Policies and set Mobile Client Redirection

o @0,

Figure 1-23 Configuring the policy
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h. Click Next: Select objects.
i. Select an object as required.

For example, if you select All desktops, the policy applies to all desktops
in the current project.

Figure 1-24 Selecting an object
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e Clipboard redirection

Clipboard redirection supports file copy between storage devices and
desktops.

Log in to the console.

a
b. In the navigation pane on the left, choose Policies > Protocol Policies.
c. Click Create Policy in the upper right corner.

d

Configure the policy name, description, and creation mode, and click
Next: Configure Policy.

®  The policy name can contain up to 55 characters in digits, letters,
and underscores (_), for example, storageOworkspace_CR.

"  The description can contain up to 255 characters, for example,
Clipboard redirection is used to copy files between external
devices and desktops.

®  Retain the default creation mode.

Figure 1-25 Creating a policy
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e. Click Advanced Policies.

Figure 1-26 Advanced policy entry
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f.  On the Advanced Policies page, click Files and Clipboards.

g. Enable the Clipboard Redirection policy and select Bidirectional, as
shown in Figure 1-27.
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L] NOTE
e Rich text copy and file copy are supported only when both the client (TC/SC)

and desktop run Windows. A maximum of 500 files can be copied at a time.

e If the OS of a client (TC/SC or mobile client) or desktop is not Windows, only
text can be copied.

Figure 1-27 Configuring the policy
¢ | Create Policy
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h. Click Next: Select objects.
i. Select an object as required.

For example, if you select All desktops, the policy applies to all desktops
in the current project.

Figure 1-28 Selecting an object

< | Create Policy

j.  Click Next: Finish.

1.5 Networking
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1.5.1 What Are the Network Requirements for Logging In to

Desktops?

Table 1-2 lists the network requirements for logging in to desktops. To ensure
good user experience, the network QoS should be at the good level or above.
Enterprise customers are advised to access desktops through Direct Connect.

Table 1-2 Network QoS requirements

Level

Network QoS
Requirement

User Experience

Excellent

Packet loss rate < 0.01%

Round-trip latency < 30
ms

Network jitter < 10 ms

. Smooth office work (Word,

Excel, Notepad, etc.)

. Smooth audio/video playback
. Smooth operations on

peripherals such as USB flash
drives

Good

Packet loss rate < 0.1%

Round-trip latency < 50
ms

Network jitter < 10 ms

. Smooth office work (Word,

Excel, Notepad, etc.)

. Relatively smooth audio/video

playback (occasional freezing)

. Slow identification of peripherals

and delayed response to
operations on storage devices,
such as slow data copy of USB
flash drives

Acceptable

Packet loss rate < 0.3%

Round-trip latency < 100
ms

Network jitter < 40 ms

. Office work (Word, Excel,

Notepad, etc.) available

. Audio/video playback (including

QQ Music and Storm Player)
freezing

. Peripherals (such as USB flash

drives and cameras) basically
unusable

1.5.2 How Do | Configure Internet Access for a Cloud Desktop?

To configure Internet Access for a cloud desktop, see Configuring Cloud Desktops
to Access the Internet.

1.5.3 How Do | Configure Enterprise Intranet Access for a

Cloud Desktop?

To configure enterprise intranet access for a cloud desktop, see Configuring Cloud

Desktops to Access the Enterprise Intranet.
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1.5.4 What If My Desktop Cannot Access the Internet?

Step 1
Step 2

Step 3

Step 4

Checking whether Internet access has been enabled
Log in to the console.

In the navigation pane, choose Desktops.

Figure 1-29 Desktop network status

Deskiop Name 5 M. Speci.  Image Status  Conmecti.  Disk Status A PAddr..  Enablelnteme... ¢ Deskiop User

0 Enabled

0 Ruming O Ready O lnuse 2 A2t Single-User
Economical (EIP)

Check whether Internet access has been enabled for desktops in the service
subnet.

e If Enabled is displayed in the Internet Access column, go to Step 3.

e If Disabled is displayed, configure Internet access for the desktop and ask
the user to try again. If the Internet access still fails, go to Step 3.

Checking whether the network configuration is correct

Check whether the network configuration is correct by referring to Public NAT

Gateway Troubleshooting.

e If the network configuration is correct, go to Step 4.

e If the network configuration is incorrect, modify the configuration by referring
to Public NAT Gateway Troubleshooting and ask the user to try again. If the
Internet access still fails, go to Step 4.

Submitting a service ticket
Submit a service ticket for technical support.

--—-End

1.5.5 How Do | Enable Internet Access on Other Cloud Service

Pages?

Scenarios

After you purchase a cloud desktop, the cloud desktop is in the VPC subnet by
default and cannot access the Internet. You need to configure the NAT gateway to
share an EIP so that the cloud desktop can access the Internet. You can use the
quick entry on Workspace to enable the Internet, or access the NAT and EIP
consoles to purchase services.

(11 NOTE

This section describes how to purchase NAT and EIP services to enable Internet access for
cloud desktops. You can use the quick entry on Workspace to purchase NAT and EIP
services to enable the Internet. For details, see Configuring Cloud Desktops to Access the
Internet.
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Prerequisites

e You have obtained the region, project, VPC, and subnet information of the
desktop that needs to access the Internet.

e You have the permission for performing operations on the NAT and EIP
services.

(11 NOTE

e By default, self-registered Huawei accounts have the operation permissions of all
services on Huawei Cloud.

e To use NAT and EIP, the IAM account created under the Huawei account must be
added to the admin user group or a user group with NAT and EIP operation
permissions. You can go to the IAM page to check whether the account belongs to
the admin user group. If the user group is not an admin user group, grant the IAM
account the permission to use the NAT and EIP services. For details, see Granting
NAT Gateway Permissions and Granting EIP Permissions.

Procedure (Not Interconnecting with Windows AD)

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

Step 8
Step 9
Step 10

Step 11
Step 12
Step 13

Creating an EIP
Log in to the console as an administrator.

Click & in the upper left corner and select the region and project of the desktop
that needs to access the public network.

Click E and choose Networking > Elastic IP in the service list.
On the page displayed, click Buy EIP.
Configure the parameters by referring to Assigning an EIP.
{1 NOTE
Select the region and project of the desktop that needs to access the public network.
Click Next.
Confirm the configuration and click Submit.
Buying a public NAT gateway

Click — and choose Networking > NAT Gateway in the service list.
Click Buy Public NAT Gateway.
Configure the parameters by referring to Purchasing a Public NAT Gateway.
{11 NOTE
Select the VPC and subnet of the desktop that needs to access the public network.
Click Next.
Confirm the configuration and click Submit.
On the page for adding a rule, click Cancel.

Checking whether the VPC has a route to the NAT gateway
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Step 14
Step 15
Step 16
Step 17

Step 18
Step 19

Step 20
Step 21

Step 22
Step 23

Step 24

Step 25

Click E and choose Business Applications > Workspace in the service list.
Click Tenant Configuration.
Click the VPC name of the tenant to go to its basic information page.

In the Networking Components area on the right of the page, click the number
next to Route Tables to go to the route table list page of the VPC.

Click the target route table name to view the basic information list.

Check whether there is a route whose next hop is the NAT gateway in the route
list.

The NAT gateway automatically creates a route 0.0.0.0/0 from the VPC to the NAT
gateway to allow traffic from the VPC to the NAT gateway, as shown in Figure
1-30.

Figure 1-30 Route to the NAT gateway

Routes

‘Add Route Replicate Route Q Learn how to configure routes.

jol
Q

Destination () NextHop Type () Next Hop (@ Tye @ Description Operation

~  Local Local Local System Default route that enables instance c

0.0.0.010 | NAT gateway nat- | Custom - Modify | Delete

e If the route shown in Figure 1-30 exists, go to Step 20.

e If the route shown in Figure 1-30 does not exist, add such a route and go to
Step 20.

Adding an SNAT rule

Click E and choose Networking > NAT Gateway in the service list.

On the displayed page, locate the NAT gateway created in Step 12 and click
Configure Rules in the Operation column.

On the SNAT Rules tab page, click Add SNAT Rule.

Configure the parameters by referring to Adding an SNAT Rule.
(110 NOTE

Set Scenario to VPC, Subnet to Existing, and EIP to the EIP purchased in Step 7.
Click OK.
If the added SNAT rule is in the Running status, the rule has been added.

Verifying whether the desktop can access the public network through the
NAT gateway

Use a terminal user account and password to log in to the desktop from the client
to check whether the desktop can access the public network.

--—-End
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Procedure (Interconnecting with Windows AD)

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

Step 8
Step 9
Step 10

Step 11
Step 12
Step 13

Step 14
Step 15
Step 16
Step 17

Step 18
Step 19

Creating an EIP
Log in to the console as an administrator.

Click B in the upper left corner and select the region and project of the desktop
that needs to access the public network.

Click E and choose Networking > Elastic IP in the service list.
On the page displayed, click Buy EIP.
Configure the parameters by referring to Assigning an EIP.
{11 NOTE
Select the region and project of the desktop that needs to access the public network.
Click Next.
Confirm the configuration and click Submit.

Buying a public NAT gateway

Click E and choose Networking > NAT Gateway in the service list.
Click Buy Public NAT Gateway to go to the Buy Public NAT Gateway page.
Configure the parameters by referring to Purchasing a Public NAT Gateway.
1O NOTE

Select the VPC and subnet of the desktop that needs to access the public network.
Click Next.
Confirm the configuration and click Submit.
On the page for adding a rule, click Cancel.

Checking whether the VPC has a route to the NAT gateway

Click E and choose Business Applications > Workspace in the service list.
Click Tenant Configuration.
Click the VPC name of the tenant to go to its basic information page.

In the Networking Components area on the right of the page, click the number
next to Route Tables to go to the route table list page of the VPC.

Click the target route table name to view the basic information list.

Check whether there is a route whose next hop is the NAT gateway in the route
list.

The NAT gateway automatically creates a route 0.0.0.0/0 from the VPC to the NAT
gateway to allow traffic from the VPC to the NAT gateway, as shown in Figure
1-30.
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Figure 1-31 Route to the NAT gateway

Routes
Add Route Replicate Route Q@ Learn how to configure routes. Q C

Destination (2) NextHop Type (2) Next Hop (2) Type (B Description Operation

~  Local Local Local System Default route that enables instance c..

0.0.0.010 | NAT gateway nat- | Custom - Modify | Delete

e If the route shown in Figure 1-30 exists, go to Step 20.

e If the route shown in Figure 1-30 does not exist, add such a route and go to
Step 20.

Adding an SNAT rule

Step 20 Click E and choose Networking > NAT Gateway in the service list.

Step 21 On the displayed page, locate the NAT gateway created in Step 12 and click
Configure Rules in the Operation column.

Step 22 On the SNAT Rules tab page, click Add SNAT Rule.
Step 23 Configure the parameters by referring to Adding an SNAT Rule.
(110 NOTE
Set Scenario to VPC, Subnet to Existing, and EIP to the EIP purchased in Step 7.
Step 24 Click OK.
If the added SNAT rule is in the Running status, the rule has been added.
Configuring DNS forwarding

Step 25 Log in to the DNS server as an administrator.

Step 26 On the taskbar in the lower left corner, click E

|
Step 27 Click r on the right of the Start menu.
Step 28 The Server Manager window is displayed.
Step 29 In the navigation pane on the left, click DNS.

Step 30 In the SERVERS area, right-click a Server name and choose DNS Manager from
the shortcut menu.

Step 31 The DNS Manager dialog box is displayed.

Step 32 Expand DNS. Right-click the computer name, and choose Properties from the
shortcut menu.

Step 33 On the Advanced tab page, deselect Disable recursion (also disable forwarders)
and click Apply.

Step 34 On the Forwarder tab page, click Edit, enter the default DNS server IP address of
the desktop region in the text box, and click OK.
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(11 NOTE

Obtain the default DNS server IP address of the desktop region from What Are Huawei
Cloud Private DNS Server Addresses?

Verifying whether the desktop can access the public network through the
NAT gateway

Step 35 Use a terminal user account and password to log in to the desktop from the client
to check whether the desktop can access the public network.

----End

1.5.6 How Do | Configure Security Group Rules When Using a
Custom Security Group?

Scenarios
When changing a desktop security group, check whether the security group in use
has allowed the inbound and outbound rules required for desktop access. If not,
desktop access will be affected.

Procedure

Interconnected with an AD domain

(10 NOTE

e Allow at least the IP addresses whose destination addresses are AD/DNS and ports of
AD/DNS in the outbound rules of the security group. View the port list in Configuring
Network Connection Between Cloud Desktops and Windows AD.

e If Workspace needs to access other service systems, configure security group rules as
needed.

Direct Connect access

Step 1 Log in to the console.

Step 2 In the navigation pane, choose Desktops > Desktops.
The Desktops page is displayed.

Step 3 Configure the desktop network.

e To check the security group configuration of a single desktop, perform Step 4
and Step 7 to Step 12.

e To batch check the security group configuration of desktops, perform Step 5
to Step 12.

Step 4 Locate the row that contains the desktop whose security group is to be changed
and choose More > Network Settings > Desktop Network Settings in the
Operation column.

Step 5 Batch select multiple desktops whose security groups are to be changed and
choose More > Desktop Network Settings in the upper left corner. The Desktop
Network Settings page is displayed.
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Step 6 Select Use the new security group for Security Group.

Step 7 Click View existing security groups. The Security Groups page of Network
Console is displayed.

Step 8 Click Manage Rules in the Operation column of the desired security group.

Step 9 Check whether the ports listed in Table 1-3 exist under the Inbound Rules tab.

Table 1-3 Ports

Port Protocol Description

28511-28512 TCP Desktops are accessed
through the gateway.

28511-28512 uDP Desktops are accessed
through the gateway.

e If yes, the security group has allowed the inbound rules required for desktop
access. You do not need to add the rules again.

e If no, perform Step 10 to Step 12.

Step 10 Under the Inbound Rules tab of the security group, click Add Rule. The Add
Inbound Rule window is displayed.

Step 11 Click ® to add a rule, as shown in Figure 1-32.

Figure 1-32 Adding an inbound rule

Add Inbound Rule Learn more about security group configuration.

0 Some security group rules will not take effect for ECSs with certain specifications. Learn more
If you select IP address for Source, you can enter multiple IP addresses in the same IP address box. Each IP address represents a different security group rule.

Security Group  WorkspaceUserSecurityGroup

mport multiple rules
Priority () Action () Type Protocol & Port  (7) Source  (3) Description Operation

Frotocols/TCP (Custo v IP address

Allow v 1Pvd v Replicate | Delete
28511-28522 00000 X
Protocols/UDP (Custo v IP address

Allow v IPvd v Replicate = Delete
28511-28522 0.0.00m0 X

(@ Add Rule

Step 12 Click OK.

--—-End
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1.5.7 How Do | Allow Traffic to Pass Through Specified Service
IP Addresses and Ports When There Is Access Control on

Desktop Access?

Table 1-4 Service IP addresses and ports of Workspace

Access IP Port Protocol Description
Scenario Address
Internet Access I[P | 443 TCP Internet access address
access address
Public IP 8443 TCP Port for HDP data
address of communication based
the on TCP
desktop
access 8502- ubDP Port for HDP data
gateway 8509 communication based
on UDP
8601 TCP TCP port for
WebSocket-based data
communication
between the browser
and access gateway
IP address | 20000- | UDP IP address of the
of the 22000 network acceleration
network node accessed by cloud
accelerati | 6447, TCP desktops
on node 443
accessed
by
desktops
IP address | 443 TCP Address for
for client downloading the
software Workspace client
download software package
IP address | 443 TCP Reporting logs
for
reporting
client logs
IP address | 8903 TCP Reporting metrics such
for as the network latency,
reporting jitter, and packet loss
client rate during a desktop's
metrics network access
Direct Access IP | 443 TCP Direct Connect access
Connect address address
access

Issue 01 (2026-05-14)

Copyright © Huawei Technologies Co., Ltd.

32



10 Workspace FAQs 1 FAQs for Administrators

Access IP Port Protocol Description
Scenario Address
Private IP | 8443 TCP Port for HDP data
address of communication based
the on TCP
desktop
access 8502- uDP Port for HDP data
gateway 8509 communication based
on UDP
8601 TCP TCP port for
WebSocket-based data
communication
between the browser
and access gateway

(1 NOTE

e The IP addresses in the preceding table may change. For access control such as firewalls
and security groups, you are advised to allow traffic to pass through ports in the
preceding table.

e If you need to allow traffic to pass through IP addresses in the preceding table, submit
a service ticket for technical support.

1.5.8 Can My Desktops Use a Shared Bandwidth?

Yes. A shared bandwidth can be shared by multiple EIPs and controls the data
transfer rate on these EIPs in a centralized manner. All cloud desktops that have
EIPs bound in the same region can share a bandwidth. For details, see Shared
Bandwidth Overview.

1.5.9 What Can | Do If | Desktop Provisioning Fails When
Using Custom Subnets?

Scenarios

Procedure
Step 1
Step 2

Step 3

If desktop provisioning fails when using a custom subnet created on the VPC
console or through an API, the possible cause is that the DNS of the AD server is
not configured for that subnet. You can perform the following operations to
configure the DNS and provision desktops again:

Log in to the management console.

In the navigation pane, choose Tenant Configuration > Basic Settings. The Basic
Settings page is displayed.

Click Edit VPC and Subnet on the right of the VPC, as shown in Figure 1-33.
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Figure 1-33 Editing the VPC and subnet
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Dashboard
Deskiops o Enterprise ID Modiy O ()
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Security Audi v Direct Connect CIDR Block Wodify
TEEALCaigRn Direct Connect Self-Maintenance ®
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Al Management Subnet
Configuration

Step 4 On the right pane of the Edit VPC and Subnet page, select the custom subnet
under Subnet, as shown in Figure 1-34.

(11 NOTE

By default, the custom subnet is not selected on the Workspace console.

Figure 1-34 Selecting the subnet

Edit VPC and Subnet

VPC Subnet Objects selecied: 2
[ =] Subnet Name 1Pv4 CIDR Block VPC
subnet-Other (In use)
Default access
vpc-protocol0d

Step 5 Click OK.

----End
1.6 Identity Authentication and AD Configuration

1.6.1 How Do | Deploy a Windows AD Server?

Huawei does not provide Windows AD servers. Users need to purchase and
configure Windows AD servers. If you need to use Windows AD authentication but
do not have a Windows AD server, perform the following operations:

Buying an ECS

Step 1 For details, see Buying an ECS.
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Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Step 8
Step 9

Step 10

(11 NOTE

e The server OS must be Windows Server 2016 or 2019.

e The SIDs of ECSs created using the same image are the same. As a result, some users
cannot log in to the desktop. If you need to create multiple Windows AD servers, use
different images.

Logging in to the ECS

In the ECS list, click Remote Login in the Operation column of the created ECS.
Click Send CtrlAltDel in the upper right corner of the remote login screen.
Enter the password of the ECS to log in.

Adding the Windows AD role and backup feature

On the taskbar in the lower left corner, click EE'

|
Click on the right of the Start menu.
The Server Manager window appears, as shown in Figure 1-35.

Figure 1-35 Server Manager
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Events
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In the middle of the page, click Add roles and features.
The Add Roles and Features Wizard dialog box is displayed.
Click Next three times.

In the Roles area, select Active Directory Domain Services. In the dialog box
displayed, click Add Features. Then, click Next.

In the Features area, select Windows Server Backup, as shown in Figure 1-36.
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Figure 1-36 Enabling the backup feature
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Step 11 Click Next till the confirmation dialog box appeatrs.
Step 12 Click Install.

e O x

DESTIMNATION SERVER
SWIN-JTEKLIZTEZ

Description

Windows Server Backup allows you
to back up and recover your
operating system, applications and
data. You can schedule backups, and
protect the entire server or specific
volumes.

| Cancel

You can see the installation progress bar. When Installation succeeded is

displayed, the installation is successful.

Step 13 In the upper right corner of the Server Manager page, click .Fl‘, and select

Promote this server to a domain controller.

The Active Directory Domain Services Configuration Wizard window appears,

as shown in Figure 1-37.
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Figure 1-37 Active Directory Domain Services Configuration Wizard
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Step 14 Select Add a new forest, specify Root domain name, and click Next.

Step 15 Set both Forest functional level and Domain functional level to Windows
Server 2016, set Type the Directory Services Restore Mode (DSRM) password,
and click Next, as shown in Figure 1-38.

(11 NOTE

In DSRM, only the DSRM administrator account can be used to log in to the system.
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Figure 1-38 Configuring a domain controller
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Step 16 Retain the default values, click Next four times, and click Install.
Install the Windows AD service and restart the VM as prompted.
Step 17 Log in to the AD server using the administrator account after the restart.

The administrator account is in the User domain name\Administrator format, for
example, vdesktop.huawei.com\Administrator.

(Optional) Installing the Windows AD service on a standby server
Perform this operation only when a standby Windows AD server is required.

Step 18 Configure a standby Windows AD server by referring to Step 2 to Step 17.
----End

1.6.2 What If the Interconnection Between a Desktop and an
AD Domain Failed?

Step 1 Check whether the information on the interconnection page is consistent with that
on the local Windows AD server.

e If yes, go to Step 2.
e If no, modify the parameter values on the desktop interconnection page and
try again. If the interconnection still fails, go to Step 2.
Step 2 Check whether the desktop and Windows AD are in the same VPC.
e If yes, go to Step 3.

e If no, configure the interconnection between the desktop and Windows AD by
referring to Configuring Network Connection Between Cloud Desktops
and Windows AD. If the interconnection still fails, go to Step 3.
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Step 3 Check whether the inbound security group rules of the Windows AD are correctly
set.

e If yes, go to Step 5.

e If no, add inbound rules by referring to Configuring Network Connection
Between Cloud Desktops and Windows AD. If the interconnection still fails,
go to Step 5.

Step 4 Perform the following operations to check whether the AD service is ready:

(11 NOTE

After the operating system is started, the Active Directory domain controller needs to
complete a series of complex background service initialization and data synchronization
processes before it can provide full identity authentication and directory query services
externally.

1. On the menu bar of the cloud server, right-click Start and choose Run from
the shortcut menu. Enter cmd in the displayed dialog box and press Enter.

2. Run the following command to check whether the AD service is started

properly:

nltest /dsgetdc: Domain name (Enter the actual domain name.)

TIMESERV GTIMESERV WRITABLE DNS_DC DNS_DOMAIN DNS_FOREST CLOSE_SITE FULL_SECRET WS D5_8 DS

If the information shown in the preceding figure is displayed, the AD service is
ready.

3. If the interconnection with the AD still fails, go to Step 5.
Step 5 Submit a service ticket for technical support.

--—-End

1.6.3 How do | Enable LDAPS on the AD Server?

If an enterprise needs to enable LDAPS so that cloud desktops can communicate
with AD server applications using LDAPS, perform the following operations:

e If an independent AD server is used, enable LDAPS on the Active AD server
> verify the connection between LDAPS and the active AD server.

e If the AD servers work in active/standby mode, enable LDAPS on the active
AD server > verify the connection between LDAPS and the active AD
server > enable LDAPS on the standby AD server > verify the connection
between LDAPS and the standby AD server.

Enabling LDAPS on the Active AD Server

Step 1 Log in to the active AD server. On the taskbar in the lower left corner, click E
and click Server Manager. The server configuration page is displayed, as shown in
Figure 1-39.
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Figure 1-39 Server Manager
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Step 2 In the Dashboard tab page, click Add roles and features. The Add Roles and
Features Wizard dialog box is displayed.

Step 3 Click Next until the Select destination server page is displayed.
Step 4 Select a destination server.
{0 NOTE
To obtain the name and IP address of the destination server, choose Tools > Active
Directory Users and Computers > Domain Controllers on the Dashboard tab page of
Server Manager.

Step 5 Click Next. The Select server roles page is displayed.

Step 6 Click Active Directory Certificate Services.

Step 7 Retain the default settings and click Add Features.

Step 8 Click Next until the Select role services page is displayed.

Step 9 Select Certification Authority Web Enrollment and click Add Features.
Step 10 Select Certification Enrollment Policy Web Service and click Add Features.
Step 11 Click Next until the confirmation page is displayed.

Step 12 Click Install.

Step 13 After the installation is complete, click Configure Active Directory Certificate
Services on the destination server under Active Directory Certificate Services,
as shown in Figure 1-40. The AD CS Configuration page is displayed.
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Figure 1-40 Configuring the Active Directory certificate service
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You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close

Step 14 Retain the default settings and click Next. The Role Services page is displayed.

Step 15 Select Certificate Authority, Certificate Authority Web Enrollment, and
Certificate Enrollment Policy Web Service, and click Next. The Setup Type page

is displayed.

Step 16 Select Enterprise CA and click Next. The Specify the type of the CA page is

displayed.

Step 17 Select Root CA and click Next. The Specify the type of the private key page is

displayed.

Step 18 Select Create a new private key and click Next. The encryption configuration
page is displayed.

Step 19 Set Key length to 2048 and select SHA256 for the hash algorithm for signing
certificates issued by the CA. Retain the default values for other parameters, as
shown in Figure 1-41.
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Step 20
Step 21

Step 22
Step 23
Step 24

Figure 1-41 Cryptography settings
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Confirmation
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Mare about Cryptography
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Configure Cancel

Click Next.

Select Select a certificate and assign it later for SSL and click Next. The
confirmation page is displayed.

Click Configure.
After the configuration is complete, click Close.
Restart the active AD server.

--—-End

Verifying the LDAPS Connection of the Active AD Server

Step 1
Step 2
Step 3

On the desktop of the active AD server, click E and enter Ldp to start Ldp.
On Connection, click Connect.

In Server, enter the domain name to be connected, for example,
vdesktop.domain.com.

To obtain the target domain name, choose Tools > Active Directory Domains and
Trusts on the Dashboard tab page of Server Manager. The domain list page is
displayed. The required domain name is displayed in the Name column, as shown
in Figure 1-42.

Figure 1-42 Domain name
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Step 4
Step 5
Step 6

Enter 636 in Port.

Select SSL.

Click OK.

If RootDSE information is displayed in the right pane, the connection is successful.

--—-End

Enabling LDAPS on the Standby AD Server

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Step 7
Step 8
Step 9

Step 10
Step 11
Step 12

Step 13

Step 14

Step 15
Step 16
Step 17

Step 18
Step 19

On the desktop of the active AD server, click E and enter Run to start the
application.

Enter mmc in Open to go to Console Root.

Choose File > Add/Remove Snap-ins.

In the Available snap-ins list, double-click Certificates.

Select Computer account and click Next to select a computer.

Select Local computer: (the computer this console is running on), click Finish,
and click OK.

Under the Console Root, expand Certificates.
Choose Personal > Certificates.

Right-click the certificate whose Intended Purposes is All and choose All Tasks >
Export. The certificate export wizard page is displayed.

Click Next.
Select Yes, export the private key and click Next.

Select Personal Information Exchange-PKCS#12(.PFX), select Include all
certificates in the certification path if possible, and click Next. The security
configuration page is displayed.

Select Group or user names, select Password, and set the password. Click Next.
L] NOTE
Record the password, which will be used when you import a certificate.

Click Browse, select a path for storing the certificate, set the certificate name, click
Save, and click Next. The information confirmation page is displayed.

Confirm the information and click Finish.
Log in to the standby AD server.

Copy the active AD server certificate exported from Step 15 to the standby AD
server.

Open Server Manager.

In the Dashboard tab page, click Add roles and features. The Add Roles and
Features Wizard dialog box is displayed.
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Step 20 Click Next until the Select destination server page is displayed.
Step 21 Select a destination server.

(11 NOTE

To view the name and IP address of the destination server, choose Tools > Active Directory
Users and Computers > Domain Controllers on the Dashboard tab page of Server
Manager.

Step 22 Click Next. The Select server roles page is displayed.

Step 23 Click Active Directory Certificate Services.

Step 24 Retain the default settings and click Add Features.

Step 25 Click Next until the Select role services page is displayed.

Step 26 Select Certification Authority Web Enrollment and click Add Features.
Step 27 Select Certification Enrollment Policy Web Service and click Add Features.
Step 28 Click Next until the confirmation page is displayed.

Step 29 Click Install.

Step 30 After the installation is complete, click Configure Active Directory Certificate
Services on the destination server under Active Directory Certificate Services,
as shown in Figure 1-43. The AD CS Configuration page is displayed.

Figure 1-43 Configuring the Active Directory certificate service
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You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
< Previous Next > Close

Step 31 Retain the default settings and click Next. The Role Services page is displayed.

Step 32 Select Certificate Authority, Certificate Authority Web Enrollment, and
Certificate Enrollment Policy Web Service, and click Next. The Setup Type page
is displayed.

Step 33 Select Enterprise CA and click Next. The Specify the type of the CA page is
displayed.
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Step 34

Step 35

Step 36

Step 37

Step 38

Step 39
Step 40
Step 41

Select Root CA and click Next. The Specify the type of the private key page is
displayed.

Select Use existing private key, select Select a certificate and use its associated
private key, and click Next.

Click Import, select the certificate file copied to the standby AD server in Step 17,
enter the password set in Step 13, and click OK.

After the certificate is imported, select the certificate in the Certificates list and
click Next.

Select Select a certificate and assign it later for SSL and click Next. The
confirmation page is displayed.

Click Configure.
After the configuration is complete, click Close.
Restart the standby AD server.

--—-End

Verifying the LDAPS Connection of the Standby AD Server

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

On the desktop of the standby AD server, click E and enter Ldp to start Ldp.
On Connection, click Connect.

In Server, enter the domain name to be connected, for example,
vdesktop.domain.com.

To obtain the target domain name, choose Tools > Active Directory Domains and
Trusts on the Dashboard tab page of Server Manager. The domain list page is
displayed. The required domain name is displayed in the Name column, as shown
in Figure 1-44.

Figure 1-44 Domain name
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Enter 636 in Port.

Select SSL.

Click OK.

If RootDSE information is displayed in the right pane, the connection is successful.

--—-End
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1.6.4 How do | Export the Root Certificate of an LDAPS-
enabled AD server?

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7
Step 8
Step 9

Step 10
Step 11
Step 12
Step 13

Step 14

After LDAPS is enabled on the AD server, the administrator needs to configure the
root certificate exported from the AD server on the management console for
LDAPS to take effect.

LIJ NOTE
The LDAPS root certificates on the active and standby AD servers are the same. If the active

and standby AD servers are used, you can log in to either AD server to obtain the
certificate.

Log in to the AD server, click E, and enter Run to start the application.
Enter mmc in Open to go to Console Root.

Choose File > Add/Remove Snap-ins.

In the Available snap-ins list, double-click Certificates.

Select Computer account and click Next to select a computer.

Select Local computer: (the computer this console is running on), click Finish,
and click OK.

Under the Console Root, expand Certificates.
Choose Personal > Certificates.

Right-click the certificate whose Certificate Template is Root CA and choose All
Tasks > Export. The certificate export wizard page is displayed.

{1 NOTE
Select a certificate template as required.
Click Next.
Select No, do not export the private key and click Next.
Select Base-64 encoded X.509 (.CER) and click Next.

Click Browse, select a path for storing the certificate, set the certificate name, click
Save, and click Next. The information confirmation page is displayed.

Confirm the information and click Finish.

--—-End

1.6.5 Can | Change the User Authentication Mode of the

Desktop?

The user authentication mode cannot be changed for purchased desktops.

If the authentication mode of the purchased desktop is incorrect, purchase a
desktop in another project that has no desktop and configure the required user
authentication mode for the new desktop. Determine whether to interconnect the
purchased desktop with an AD domain:

Issue 01 (2026-05-14) Copyright © Huawei Technologies Co., Ltd. 46



10 Workspace FAQs 1 FAQs for Administrators

e If the enterprise does not deploy the Windows AD used for user
authentication, select No interconnection with AD when purchasing
desktops. That is, the desktop uses the account authentication system of
Huawei for user authentication.

e If the enterprise deploys the Windows AD used for user authentication and
the desktop also needs this authentication mode, select Interconnection with
AD when purchasing the desktop. That is, the desktop uses the enterprise's
Windows AD for user authentication.

(11 NOTE

e For details about how to purchase a desktop, see Purchasing a Desktop.

e For details about project-related operations, see Project Management.

1.6.6 What Permissions Does the Workspace Domain
Administrator Account Need?

The domain administrator account configured for Workspace must be assigned
the following permissions on the OU of domain users or VMs to create virtual
desktops, add desktops to a domain, authenticate domain accounts of end users,
and query user and user group information.

e Create computer objects: Allows the service account to create new computer
accounts in the OU.

e Delete computer objects: Allows the service account to delete computer
accounts (optional and configurable on the GUI).

e Reset passwords: Allows the service account to reset the computer account
password, which may be required during configuration or maintenance.

e Read and write account restrictions: Allows the service account to view and
modify account restrictions, ensuring that computer objects are correctly
configured.

e Validate write to DNS host name: Allows the service account to update the
DNS host name attribute on computer accounts, which is essential for correct
DNS registration during domain join.

e Validate write to service principal name (SPN): Allows the service account to
update the SPN, which is required for Kerberos authentication and domain
functions.

Permissions Configuration Example 1

Step 1
Step 2

Step 3

Step 4
Step 5

Log in to the AD server using the account and password.

Press Win + R. In the displayed Run dialog box, enter dsa.msc. The Active
Directory Users and Computers page is displayed.

Right-click the domain name (for example, vdesktop.huawei.com) and choose
Delegate Control from the shortcut menu.

On the Delegation of Control Wizard page, click Next.

Click Add. In the text box, enter the account (domain administrator account), and
click Check Names. Then, click OK.
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Step 6
Step 7
Step 8

Step 9
Step 10

Step 11

Click Next.

Select Create a custom task to delegate and click Next.

Select Only the following objects in the folder to configure the required
permissions.

e Select Computer objects. You can configure the permissions Create
Computer Objects and Delete Computer Objects.

e Select account objects. You can configure the permissions Read/Write
Account Restrictions.

e Select msDNS-ServerSettings objects. You can configure the Validated write
to DNS host name.
Click Next.

Under Permissions, configure the following permissions as required.

e Create computer objects: Select Read, Write, Create All Child Objects, and
Read All Properties.

o Delete computer objects: Select Read, Write, Delete All Child Objects, and
Read All Properties.

e Read/Write account restrictions: Select Read, Write, and Read All
Properties.

e Validated write to DNS host name: Select Full Control.
Click Next and then Finish.
----End

Permissions Configuration Example 2

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

Log in to the AD server using the account and password.

Press Win + R. In the displayed Run dialog box, enter dsa.msc. The Active
Directory Users and Computers page is displayed.

Right-click the domain name (for example, vdesktop.huawei.com) and choose
Properties from the shortcut menu.

On the Security page, click Advanced.

Click Add, and click Select a principal. In the text box, enter the account (domain
administrator account), and click Check Names. Then, click OK twice.

Retain the default value (Allow) for Type, and select Descendant computer
objects for Applies to.

1. Resetting password: Select Reset password.

2. Validating write to service principal name (SPN): Select Validated write to
service principal name.

Click OK.
--—-End

1.6.7 How Is a Domain Controller Certificate Issued?
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1.6.7.1 Issuing a Domain Controller Certificate via AD CS (Recommended)

Scenarios

Procedure

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

Step 7
Step 8
Step 9

Step 10

Step 11

Step 12

Step 13

Step 14
Step 15

If certificate-based authentication is enabled when an AD domain is
interconnected with, the AD domain server must have a valid domain controller
certificate, which can be issued by Active Directory Certificate Services (AD CS) of
the AD server.

Installing AD CS

(11 NOTE

e Only members of Enterprise Admins can install AD CS.
e If AD CS has been installed on the AD server, skip Step 2 to Step 21.

Log in to the AD server using the account and password.

Press Win+R, enter servermanager in the displayed Run dialog box, and press
Enter to go to the Server Manager page.

On the left of the Server Manager page, click Dashboard and click Add Roles
and Features to go to the Add Roles and Features Wizard page.

Select Role-Based or feature-based installation for Select Installation Type and
click Next.

Select Select a server from the server pool and click Next.

On the Select Server Roles page, select Active Directory Certificate Services to
go to the Add Roles and Features Wizard page.

Click Add Features and click Next.
Click Next and then click Next again.

In the Role Services area, select Certification Authority and Certification
Authority Web Enrollment, and click Next.

On the Confirm installation selections page, click Install.
{0 NOTE
Do not close the wizard during the installation.

After the installation is complete, click Configure Active Directory Certificate
Services on the Destination Server to go to the AD CS configuration wizard

page.
Click Next.

In the Role Services area, select Certification Authority and Certification
Authority Web Enrollment, and click Next.

On the Setup Type page, select Enterprise CA and click Next.
On the Specify the type of the CA page, select Root CA and click Next.
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Step 16

Step 17

Step 18

Step 19

Step 20

Step 21

Step 22

Step 23

On the Specify the type of the private key page, select Create a new private
key and click Next.

On the Cryptography for CA page, keep the default setting RSA#Microsoft
Software Key Storage Provider and the default key character length (2,048).

The default hash algorithm is SHA256. Click Next.

On the CA Name page, specify the CA name and click Next.

e Common name for this CA: You are advised to use the default name or
change the name as required.

e Distinguished name suffix: This parameter is left blank by default. You can
determine whether to specify it.

e Preview of distinguished name: You are advised to use the default name or
change the name as required.

On the Validity Period page, the default value of Specify the validity period is 5
years (recommended). You can change the value as needed. Click Next.

In the Specify the database locations area on the CA Database page, specify the
certificate database location and certificate database log location. If you specify a
location other than the default one, ensure that you use an access control list
(ACL) to protect folders by preventing unauthorized users or computers from
accessing CA databases and log files. Click Next.

On the confirmation page, click Configure. After the configuration is complete,
click Close.

Issuing a domain controller certificate

After AD CS is installed and configured in Step 1 to Step 21, the current AD server
automatically issues a domain controller certificate.

If there are multiple AD servers in the same domain, you can use one of the
following methods to issue domain controller certificates for the remaining
servers:

e  Restart the remaining AD servers to issue domain controller certificates.

(1] NOTE

Restart the remaining AD servers in sequence during the maintenance period. You are
advised to back up the AD servers before restarting them. To avoid impact on services,
do not restart them in batches.

e Manually issue domain controller certificates to the remaining AD servers.

a. Use the account and password to log in to the remaining AD servers.
b. Press Win+R. In the Run dialog box, enter certlm.msc and press Enter.

¢. In the navigation pane on the left, choose Certificates - Local Computer
> Personal > Certificates.

d. Right-click Certificates and choose All Tasks > Request New Certificate
to go to the certificate enrollment wizard.

e. Click Next. Click Next again and select Kerberos Authentication or
Domain Controller.

f.  Click Enroll.

Verifying a domain controller certificate
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Step 24 On the AD server, press Win+R. In the displayed dialog box, enter eventvwr and
press Enter.

Step 25 On the Event Viewer page, choose Applications and Services Logs > Microsoft >
Windows > Kerberos-Key-Distribution-Center > Operational.

Step 26 View the event whose ID is 302. Under General, a message is displayed, indicating
that the Key Distribution Center (KDC) uses the following KDC certificate for
smart card or certificate authentication.

The domain controller certificate has been issued.

(11 NOTE

If there are multiple AD servers in the same domain, perform Step 24 to Step 26 on the
remaining AD servers to verify the domain controller certificates.

--—-End

Multi-domain scenario

(11 NOTE

e |If there are multiple domains, repeat Step 1 to Step 26 above for each domain.

e If multiple domains belong to the same parent domain, perform Step 1 to Step 20
below.

Step 1 Use the account and password to log in to an AD domain server to which the
domain controller certificate has been issued.

Step 2 Press Win+R. In the Run dialog box, enter certlm.msc and press Enter.

Step 3 In the navigation pane on the left, choose Certificates - Local Computer >
Personal > Certificates.

Step 4 Right-click the created CA certificate on the right and choose All Tasks > Export
from the shortcut menu to go to the Certificate Export Wizard page, as shown in
Figure 1-45.

(11 NOTE

The CA certificate name is the one customized in Step 18.
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Step 5
Step 6
Step 7

Step 8
Step 9

Step 10

Step 11

Step 12

Step 13
Step 14

Step 15

Figure 1-45 Exporting a certificate
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Click Next. The default prompt is displayed. Click Next again.
Retain the default format of the exported file, and then click Next.

Click Browse, select the export path, enter the name of the exported file (for
example, adcsroot.cer), and click Save.

Use the account and password to log in to the remaining AD domain servers.

Copy the certificate exported in Step 7 to the AD server.

Click E in the lower left corner of the AD server, enter cmd, right-click
Command Prompt and choose Run as administrator from the shortcut menu.

Go to the directory where the exported certificate is stored and run the following
command to install the root CA certificate:

certutil -addstore root adcsroot.cer

L] NOTE
Replace adcsroot.cer with the actual certificate name.

If there are multiple AD servers, repeat the preceding operations or apply the
configuration to each AD server through the group policy. Procedure:

On the taskbar in the lower left corner of the AD server logged in to in Step 8,

click E

On the right of the Start menu, click to open Server Manager.

In the upper right corner of the Server Manager page, choose Tools > Group
Policy Management.

On the Group Policy Management page, choose Forest > Domains.
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Step 16
Step 17
Step 18

Step 19

Step 20

Expand the domain name, choose Group Policy Objects, right-click Default
Domain Controllers Policy, and choose Edit from the shortcut menu.

On the Group Policy Management Editor page, choose Computer Configuration
> Preferences > Windows Settings > Registry.

Right-click Registry and choose New > Registry Item from the shortcut menu.

On the New Registry Properties page, select the registry path
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SystemCertificates\ROOT
\Certificates\.

Click the value of the Thumbprint field of the certificate downloaded in Step 7,
select Blob, and click Select, as shown in the following figure.

(11 NOTE

e Double-click the certificate downloaded in Step 7 and view the value of the
Thumbprint field in the Details drop-down list, as shown in the following figure.

DThumI:uprint h |

e The default update period of the domain controller group policy is 5 minutes. It takes
about 5 minutes to apply the update to all domain controllers.

{:l Remote Desktop -~
- REQUEST
=-3 ROOT
EIl:I Certificates
60DB69187DB42F7 5 Anmam

[
[
[
[
[
[§

£ >
Efl Blob REG_EBINARY 5900000007 0000007 AQQQ00
--—-End

1.6.7.2 Issuing a Domain Controller Certificate via OpenSSL

Scenarios

When certificate-based authentication is enabled in the AD scenario, the AD
domain must have a valid domain controller certificate. The certificate can be
provided by Active Directory Certificate Services (AD CS) on the AD domain. If AD
CS is not installed, you can use OpenSSL to issue a domain controller certificate.
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Prerequisites

You have prepared a local Windows PC or ECS. For details about how to
create an ECS, see Purchasing an ECS in Custom Config Mode.

You have installed the OpenSSL tool on the local Windows PC or purchased
ECS by referring to Installing OpenSSL.

You have generated a certificate revocation list (CRL) file. For details, see
Generating a CRL File.

You have performed operations in Obtaining the objectGUID Value of the
AD Server.

Notes and Constraints

Procedure

The certificate must point to a valid CRL.

The certificate key must contain a digital signature and key for encryption.
The enhanced certificate key must contain the following information:

- Client authentication (1.3.6.1.5.5.7.3.2)

- Server authentication (1.3.6.1.5.5.7.3.1)

The certificate subject alternative name (SAN) must contain the domain
name server (DNS) name. If simple mail transfer protocol (SMTP) replication
is used, the SAN must also contain the globally unique identifier (GUID) of
the domain controller object in the directory. Example SAN:
1.3.6.1.4.1.311.25.1 = ac 4b 29 06 aa d6 5d 4f a9 9c 4c bc b0 6a 65 d9 DNS
Name=server1.northwindtraders.com

- The certificate template must have an extension that has the basic
metabolic panel (BMP) data value DomainController.

The domain controller certificate must be installed in the certificate store of
the local computer.

Using OpenSSL to generate a CA certificate

Step 1 Create a directory for storing the generated certificate on the local Windows PC or
ECS, for example, RootCA.

Step 2 Go to the created RootCA directory and run the following commands to generate
the certificate authority (CA) certificate:

Generating a key: openssl genrsa -out ca.key 2048
Generating a certificate request: openssl req -new -key ca.key -out ca.csr

Generating a certificate: openssl x509 -req -days 365 -in ca.csr -signkey
ca.key -out ca.crt

--—-End

Generating a domain controller certificate using the CA certificate

Step 1 Create the flower_domain.cnf file on the local Windows PC or ECS.

Step 2 Copy the following content to the flower_domain.cnf file.

Set the following parameters as required:
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e  CN: full computer name of the AD server (Right-click This PC and choose
Properties from the shortcut menu.)

Computer name, domain, and workgroup settings

Computer name:

Full computer name:

Computer description:

Woerkgroup:

e DC: domain name of the AD server (Right-click This PC and choose
Properties from the shortcut menu.)
Computer name, demain, and workgroup settings
Computer name:
Full computer name:

Computer descripticn:

Waoarkgroup: |

e DNS.1: full computer name of the AD server (Right-click This PC and choose
Properties from the shortcut menu.)

Computer name, domain, and workgroup settings

Computer name:

Full computer name:

Computer description:

Workgroup:

e OCTETSTRING: Obtain the value of ObjectGUID of the AD server. For details,
see Obtaining the objectGUID Value of the AD Server.

(11 NOTE

Ensure that the value does not contain any space.
e URL1: CRL file. For details, see Generating a CRL File.

[req]

distinguished_name = req_distinguished_name
default_bits =2048

prompt =no

default_md = sha256

req_extensions = v3_req

[ req_distinguished_name ]

CN = WIN-HSDLL4ROSL).flower.com

OU = Domain Controllers

DC = flower

[v3_req]

basicConstraints = CA:FALSE

keyUsage = digitalSignature, keyEncipherment
extendedKeyUsage = clientAuth, serverAuth
subjectAltName = @alt_names
1.3.6.1.4.1.311.20.2 = ASN1:BMP:DomainController
crlDistributionPoints = @crl_section

[ template_sample ]

Issue 01 (2026-05-14) Copyright © Huawei Technologies Co., Ltd. 55



10 Workspace FAQs 1 FAQs for Administrators

filed1 = UTF8:some

[ alt_names ]

otherName.1 =

1.3.6.1.4.1.311.25.1;FORMAT:HEX,OCTETSTRING: DDB5053B5EDBO14080ED528D4B34DB8B
DNS.1 = WIN-HSDLL4ROS8LJ.flower.com

[v3_ca]

basicConstraints = CA:TRUE, pathlen:0

keyUsage = critical, keyCertSign, cRLSign

[ crl_section ]

URI.1 = http:// WIN-HSDLL4ROSLJ.flower.com/sc-root-ca.crl

Step 3 On the local Windows PC or ECS, press Win+R, enter cmd in the Run dialog box,
and press Enter to open the command line interface (CLI).

Step 4 Go to the directory where the flower_domain_.cnf file is stored and run the
following command:

Example: cd D:\Users\ile (file indicates the directory where the
flower_domain.cnf file is located.)

Step 5 Copy the ca.key and ca.crt files generated in Step 2 to the directory where the
flower_domain_.cnf file is stored.

Step 6 Run the following command to generate the certificate private key:
openssl genrsa -out flower_domain.key 2048

Step 7 Run the following command to generate the request file based on the private key
and configuration file:

openssl req -new -key flower_domain.key -config flower_domain.cnf -out
flower_domain.csr

Step 8 Run the following command to generate the domain controller certificate file:

openssl x509 -req -in flower_domain.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -days 3650 -extfile flower_domain.cnf -extensions v3_req -out
flower_domain.crt

Step 9 (Optional) Run the following commands to combine the certificate and private
key to generate the domain controller certificate:

openssl pkcs12 -export -inkey flower_domain.key -in flower_domain.crt -
certfile ca.crt -out flower_domain.pfx -password pass: Password

(11 NOTE

e The password in the preceding command can be customized.

e This command combines the certificate and private key into one file. You are advised to
save the file for future use.

----End
Importing the generated domain controller certificate to the AD server
Step 1 Log in to the AD server using the account and password.

Step 2 Copy the domain controller certificate (flower_domain.crt) generated in Step 8
to the AD server.

Step 3 Press Win+R, enter cmd in the displayed Run dialog box, and press Enter to open
the CLI.
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Step 4

Step 5

Go to the domain controller certificate directory and run the following command:

Example: cd D:\Users\file (file indicates the directory where the domain controller
certificate resides.)

Run the following commands in the CLI to import the domain controller
certificate:

certutil -enterprise -addstore NTAuth flower_domain.crt

--—-End

Obtaining the objectGUID Value of the AD Server

Step 1
Step 2

Step 3

Step 4
Step 5

Before issuing a CA certificate via OpenSSL, you need to obtain the objectGUID
value of the AD server for the command line.

Log in to the AD server using the account and password.

Press Win + R. In the Run dialog box displayed, enter dsa.msc and press Enter.
The Active Directory Users and Computers page is displayed.

Choose View > Advanced Features, as shown in Figure 1-46.

Figure 1-46 Advanced features

] Active Directory Users and Computers — O X

File Action | View Help

& E}| alll: Add/Remove Columns...
] Active Direc Large Icons Site Description
| Saved O Small lcons Diefault-First-Si...
w G vdeskto List
| Built =
e Detail

Users, Contacts, Groups, and Computers as containers

Man Advanced Features

User Filter Options...

Customize...

< > £ >

Edit filter options.

Expand the domain name of the AD server and select Domain Controllers.

Right-click Domain Controllers and choose Properties from the shortcut menu.
On the displayed page, check the Attribute Editor tab, as shown in Figure 1-47.
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Figure 1-47 Checking the attribute editor

File

Action  View Help

e nm 4 BIXRE [

] Active Directory Users and Com
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v 3 vdesktop.huawei.com
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| Computers
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| Keys

LostAndFound
Managed Service Accour
Program Data

Systemn

Users

NTDS Quotas

~| TPM Devices

Step 6 On the displayed tab page, select the objectGUID attribute from the drop-down
list and double-click objectGUID to check its value, as shown in Figure 1-48.

S Fl =l e ta5p BT
Domain Controllers Properties ? X
WE
]| Genersl Managed By Obiect Secuity COMs
Aftributes: Hp-
do...
% Atribute Valug X
] adminDescription <not set> cec.
A adminDisplayName <not set>
B businessCategory <not set> Ke..
% [+ <not set
e cn <not set>
I co <not set> or
~ countryCode <not set> ma..
- defautGroup <not set> Cou.
-l description Default container for domain controllers Eor.
=] desktop Profile <not sets <
| destinationindicator <rot set
= displayMName <not et up...
displayMamePrintable  <not set>
distinquished Name OU=Domain Cortrollers, DC=vdesktop,DC=h. ¥
< >

Edit Filter

Cancel oply Help
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Figure 1-48 Checking the value of objectGUID

General Managed By Object Securty COMs Attribute Editor

Octet String Attribute Editor et
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Value format: Hexadedmal V
Value:
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]
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--—-End

Installing OpenSSL

e You have prepared a local Windows PC or ECS. For details about how to
create an ECS, see Purchasing an ECS in Custom Config Mode.

e You have downloaded OpenSSL from the OpenSSL official website.
Installation on Windows

The OpenSSL official website does not provide the installation package for
Windows. You can download it on other open-source platforms. For example, you
can download it here. The following uses this tool as an example:

Step 1 Download the 32-bit or 64-bit version, for example,
Win640penSSL_Light-3_5_0.exe.

Step 2 On the Windows PC or ECS, double-click the installation package, select | accept
the agreement, and click Next.
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fi Setup - OpenSSL 3.5.0 Light (64-bit)

License Agreement I
Flease read the following important information before continuing. I

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

DOMATIONS MEEDED! If you are a business you should be contributing regular - &
donations. If you are a generous individual, consider regular donations, Most
people simply take and run - leaving me to foot the bill. That's not nice. Some
businesses even drop their customers onto me to provide direct support to the
customer (ahem, PayPal). That's also not nice. Even if you can't afford a small,

one time donation of 10, at least drop a line saying how much you appreciate

the effort put into this praject (and, optionally, what you use OpenSsL for). Laots

of complaints and few compliments is discouraging.

LEGAL MOTICE: This product indudes software developed by the OpenssL b

@ I accept the agreement
()1 do not accept the agreement

Step 3 Click Next four times and click Install.

Step 4 Configure environment variables. For example, if the tool is installed in the
C:\Program Files\OpenSSL-Win64 directory, copy C:\Program Files\OpenSSL-

Win64\bin to the Path of the user variable or system variable, as shown in Figure
1-49.
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Figure 1-49 Configuring environment variables

Edit environment variable X

CA\Program Files\Open55L-Winbd

Move Up

Move Down

Edit text..,

QK Cancel

--—-End

Generating a CRL File

CRL is a digital signature file maintained by a CA and is used to identify revoked
certificates.

Step 1 Create the index.txt and crlnumber files on the ECS.
Step 2 Create the crl_v3.cnf file on the ECS and copy the content below to the file.
Set the following parameters as required:

e dir: Select the path of the CA root certificate and private key created in Step
2.

e certificate: Select the root CA certificate created in Step 2.
e private_key: Select the key file generated in Step 2.

[ca]
default_ca = my_ca
[my_ca]
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Step 3

Step 4

Step 5

dir = D:/project/V14-CRL
database = $dir/index.txt
new_certs_dir = $dir/newcerts
certificate = $dir/ca.crt
private_key = $dir/ca.key
serial = $dir/serial
crlnumber = $dir/crlnumber
crl = $dir/sc-root-ca.crl
default_crl_days = 365
default_md = sha256
[crlext]

authorityKeyldentifier=keyid:always,issuer

Press Win+R, enter cmd in the displayed Run dialog box, and press Enter to open
the CLI.

Go to the directory where the crl_v3.cnf file is stored and run the following
command:

Example: cd D:\Users\file (file indicates the directory where the crl_v3.cnf file is
stored.)

Run the following command to generate a CRL file:
openssl ca -gencrl -config crl_v3.cnf -out sc-root-ca.crl
sc-root-ca.crl is the generated CRL file.

----End

1.6.8 What Permissions Are Required to Use OBS SSE-KMS
Encryption When Screen Recording Is Enabled?

Scenarios

When screen recording is enabled, if you want to use the SSE-KMS server-side
encryption function of OBS, you need to configure the kms:cmk:get, kms:cmk:list,
kms:cmk:create, kms:dek: create, and kms:dek:crypto permissions, in addition to
the object upload/download permissions. You can create a custom policy with the
required permissions using any of the following methods:

Creating a Custom Policy and Granting Permissions (in the Old IAM Edition)

Step 1
Step 2

Step 3

Step 4

Step 5

Log in to the console.

In the upper right corner, click the account information and choose Identity and
Access Management. The Identity and Access Management page is displayed.

On the IAM console, choose Permissions > Policies/Roles in the navigation pane,
and click Create Custom Policy in the upper right corner.

On the Create Custom Policy page, enter a policy name.

Select the option Select service for Policy Content, enter KMS in the text box,
and click Key Management Service (KMS), as shown in the following figure.
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< Create Custom Policy @

nnnnnnnnn

© Selctacion © (Optons Sokctresoure © (Optons Ads ecusst conditon o

Step 6 Select the permissions, as shown in the following figure.
e kms:cmk:create
e kms:cmk:get
e kms:dek:create
e kms:cmk:list
e kms:dek:crypto

< Create Custom Policy @

Step 7 Click OK.
Step 8 In the navigation pane of the IAM console, choose Agencies.

Step 9 On the Agencies page, search for the agency name workspace_trust_for_obs,
and click Authorize in the Operation column.

Step 10 On the Authorize Agency page, select the policy created in Step 4.
Step 11 Click Next, and retain the default value All resources for Scope.
Step 12 Click OK.

--—-End

Creating a Custom Policy and Granting Permissions (in the New IAM
Edition)

Step 1 Log in to the console.

Step 2 In the upper right corner, click the account information and choose Identity and
Access Management. The Identity and Access Management page is displayed.
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Step 3 On the IAM console, click Go to New Console in the upper right corner.
{1 NOTE
If you are already on the new IAM console, skip this step.

Step 4 In the left navigation pane, choose Identity Policies. In the upper right corner,
click Create Identity Policy.

Step 5 On the Create Identity Policy page, enter a policy name.

Step 6 Select the option Select service for Policy Content, enter KMS in the text box,
and click Key Management Service (KMS), as shown in the following figure.

< Create Identity Policy ®

@ Sekectsenvice © selctaction © (Optona Setect resource © (Optional Add request codion -]

Step 7 Select the permissions, as shown in the following figure.
e kms:cmk:create
e kms:cmk:get
o kms:cmk:createDataKey
e kms:cmk:list
¢ kms:cmk:encryptDataKey

< Create Identity Policy ®

Step 8 Click OK.
Step 9 In the navigation pane of the IAM console, choose Agencies.

Step 10 On the Agencies page, search for the agency name workspace_trust_for_obs,
and click Authorize in the Operation column.

Step 11 On the Authorize page, select the policy created in Step 5.
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Step 12 Click OK.
----End

1.7 Accounts and Permissions

1.7.1 What If | Lost the Administrator Password?

If you lost the password for logging in to the Workspace console, retrieve the
password by referring to What Can | Do If | Forgot My Password? in My
Account.

1.7.2 How Do | Unlock an End User Account?

If an enterprise AD domain is not used and an account is locked due to
consecutive incorrect password inputs, you can unlock the account on the console.

(11 NOTE

If an enterprise AD domain is used, you need to unlock the account on the AD server.

Procedure

Step 1 Log in to the console.

Step 2 Click Users.
The Users page is displayed.

Step 3 Select the user to unlock and choose More > Unlock User.
The dialog box of unlocking a user is displayed.

Step 4 Click OK.
----End

1.7.3 How Do | Do If a User Does Not Receive an Email for
Creating a Desktop or Assighing a User?
Step 1 Log in to the console.
Step 2 In the navigation pane, choose Users > Users.
The Users page is displayed.
Step 3 Select the target user and choose More > Resend Notification, as shown in

Figure 1-50.

Figure 1-50 User management
= workspace User Management @ [ ceseve |

ffffffff
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Step 4 In the dialog box displayed, click OK.
----End

1.7.4 How Do | Do If the Message "Insufficient permissions for
the IAM account. Security Administrator permissions
required.” Is Displayed When | Enable an Agency?

Scenarios

By default, IAM users do not have any permissions. If you use an IAM user for
agency authorization, you must have the Security Administrator permissions.

Procedure

e Method 1: Contact the Huawei Cloud account for agency authorization. The
agency authorization needs to be performed only once. Therefore, if the
Huawei Cloud account has been authorized, the IAM user does not need to
enable the agency.

e Method 2: Contact the Huawei Cloud account to add the Security
Administrator permissions to the IAM user. Then, the IAM user can enable
the agency.

Step 1 Access the IAM page, as shown in Figure 1-51.

Figure 1-51 IAM entry

Step 2 Go to the user group page, select a user group to which the user belongs, and
click Authorize, as shown in Figure 1-52.

Figure 1-52 User groups

= M

Step 3 Select the target permissions. Enter Security Administrator in the search box. On
the displayed page, select Security Administrator, and click Next, as shown in
Figure 1-53.
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Step 4

Figure 1-53 Authorization

{ Authorize User Group
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Select a region.

Retain the default All resources and click OK, as shown in Figure 1-54.

Figure 1-54 Authorization
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----End

1.7.5 How Do | Do If a User Cannot Be Bound to a Client Using
the Dynamic Verification Code of the Previously Bound MFA

Device?

Scenario

Procedure

Step 1

Enable multi-factor authentication (MFA), bind a user to a virtual MFA device, and
unbind the virtual MFA device from the user. The user cannot be bound to a client
using the dynamic verification code of the previously bound MFA device.

After the administrator unbinds a virtual MFA device, if the user does not receive
an email or SMS message telling the user how to rebind the virtual MFA device,
perform the following operations:
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Step 2 The operations are as follows:

1. Unbind a user from a virtual MFA device.

2. Rebind the virtual MFA device and use the rebound dynamic verification code
to log in from the client.

--—-End

1.8 Policies

1.8.1 What If a Message Is Displayed Indicating Duplicate
Policy Names During Policy Import?

Scenarios

Procedure
Step 1
Step 2

Step 3

Step 4
Step 5

If the policy name in the file to be imported is the same as an existing policy
name in the destination region, the system displays a message indicating that the
policy name already exists and you need to change the policy name when
importing the file.

Use a text editor to open the xxx.xml file to be imported.

Search for policyGroupName in the xxx.xml file and find the duplicate policy
name.

Change the policy name in <policyGroupName> Policy Name</
policyGroupName>, as shown in Figure 1-55.

Figure 1-55 Changing the policy name
</policies>
</policyGroup>
<policyGroup>
{policyGroupHamd}pclicyDQC!pnlicyGrnupName)
<priority>2</pricrity>
<description></description>
<scopeFlag>0</scopeFlag>
<policies>
<peripherals>

Save and close the file.
Import the xxx.xml file again on the console by referring to Importing a Policy.

--—-End
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1.8.2 How Do | Disable the Remote Login Port of a Desktop
Security Group?

LIJ NOTE
e A configured protocol policy cannot take effect when users log in to a desktop remotely.

To use the security function of the policy, you are advised to disable the remote login
port of the desktop security group.

e This section applies only to Windows cloud desktops.
Step 1 Log in to the console.
Step 2 In the navigation pane, choose Tenant Configuration > Basic Settings.

Step 3 In the Network Configuration area, click the security group name on the right of
Desktop Security Group to go to the basic information page of the security

group.
Step 4 Click the Inbound Rules tab.
Step 5 Click Add Rule to go to the Add Inbound Rule page.
Step 6 Add a rule to deny access to the remote login port 3389 of the desktop security
group, as shown in Figure 1-56.
Figure 1-56 Adding a port

Add Inbound RUIE  Learn more about security group configuration. (2 x

arn more
<. separated with commas (), vertical bars (]). or spaces. Each IP address represents a difierent

ces. depending on if the action is Allow or Deny. If the access
ces vulnerable to network infrusions, service interruptions, data

Description Operation

Deny IPva Protocols / TCP (Gust.. ~ IP address ~ Replicate

o000

@® Add Rule

Step 7 Click OK.
----End

1.9 End Users and Login

1.9.1 What If Desktop Login by an End User Fails?

Scenarios

If an end user contacts you to resolve the issue of desktop login failure, perform
the following procedure.
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Procedure
Step 1
Step 2

Step 3

Step 4

Log in to the console.

Check whether the desktop is running properly. Ensure that the desktop is in the
Running state.

Choose More > Remote Login of the target desktop and check whether you can

remotely log in to the desktop on the console.

e If the login is successful, go to Step 4.

e If the login fails, record the resource information and problem occurrence
time, and submit a service ticket for technical support.

Check whether the network is normal.

e If the network is normal, record the resource information and problem
occurrence time, and submit a service ticket for technical support.

e If the network is abnormal, rectify the network fault and try logging in to the
desktop again. If the login still fails, submit a service ticket for technical
support.

--—-End

1.10 Backup and Restoration

1.10.1 How Do | Back Up and Restore Desktop Data?

You can use Cloud Backup and Recovery (CBR) to back up and restore cloud
desktop data.

For details about the backup, see Backing Up Desktop Data. For details about the
restoration, see Restoring Desktop Data. For details about common backup and
restoration issues, see Backup and Restoration.

1.11 System Configuration and O&M

1.11.1 How Do | Enable or Disable the Emergency Mode for a

Desktop?

Scenarios

To enable or disable the emergency mode for a desktop, you need to configure a
whitelist. Submit a service ticket for technical support.

Enabling the emergency mode

After a whitelist is configured, if the cloud desktop server disconnects from the AD
server or the connection request times out, and other auxiliary authentication
modes are disabled, the emergency mode will be automatically enabled. Some
cloud desktop functions will be disabled, as shown in Table 1-5.
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Table 1-5 Constraints

Role

Disabled Function

Desktop user

Changing the password

Reporting issues

Reporting logs

Desktop menu - Hibernation

Desktop menu - Shutdown

Desktop menu - Force shutdown

Desktop menu - Restart

Desktop menu - Force restart

Desktop menu - Self-maintenance

Tenant administrator

Buying a desktop

Rebuilding system disks

Rejoining a desktop to a domain

Creating an AD user

Assigning desktops

Creating an AD user group

Managing OUs

Modifying domain configurations

Disabling the emergency mode

When the network between the desktop and the AD server recovers, the
emergency mode is automatically disabled. Then the functions listed in Table 1-5

will become available.

1.11.2 How Do | Enable IPv6 on Workspace?

Scenarios

Prerequisites

Enable IPv6 on Workspace.

A VPC has been created.
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Procedure
Step 1 Log in to the console.

Step 2 Click B choose Networking > Virtual Private Cloud. The VPC console is
displayed.

Step 3 In the navigation pane, choose Virtual Private Cloud > Subnets.
Enabling IPv6 on an existing subnet
Step 4 Click a subnet name. The basic information page of the subnet is displayed.
Step 5 Click Enable on the right of IPv6 CIDR Block. In the page displayed, click OK.
{11 NOTE
After IPv6 is enabled on a subnet, desktops in the subnet do not support IPv6. To enable
IPv6 on these desktops, choose Desktops > Desktops in the navigation pane. In the
Operation column of the desired desktop, click More > Network Settings > Desktop
Network Settings, and select a subnet with IPv6 enabled. For details, see Desktop
Network Settings.
Creating a subnet

Step 6 On the Subnets page, click Create Subnet. For details, see Creating a Subnet for
an Existing VPC.

L] NOTE
e Select Enable for IPv6 CIDR Block. An IPv6 CIDR block will be automatically assigned to

the subnet. Currently, the IPv6 CIDR block cannot be customized. This function cannot
be disabled once it is enabled.

e Desktops in a subnet with IPv6 enabled will support IPv6.

--—-End

1.11.3 How Do | Enable RDP on a Windows Cloud Desktop?

Enabling remote connections to a desktop
Step 1 Log in to a cloud desktop using the client.

Step 2 On the desktop, press Win + R and enter sysdm.cpl. The System Properties
window is displayed.

Step 3 In the System Properties window, choose the Remote tab and select Allow
remote connections to this computer, as shown in Figure 1-57.
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Step 4

Step 5

Step 6
Step 7
Step 8

Figure 1-57 System properties

System Properties

Computer Name Hardware Advanced System Protection | Remote
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(@) Allow remote connections to this computer
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Desktop with Metwork Level Authentcation {moommended

Help me chooss Select Users
QK Cancel
Click OK.

Enabling Internet access for the desktop

"“]:'l.'l'l

Enable Internet access for the desktop by referring to Enabling Economical

Internet Access (EIP).
Binding port 3389 to the desktop
Log in to the console.

In the navigation pane, choose Desktops > Desktops.

In the desktop list, click * on the left of the desired desktop. Choose Network
Information and click the security group name, as shown in Figure 1-58.
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Figure 1-58 Security groups
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Step 9 In the inbound rule configuration area, enter 3389 in the Protocol & Port column,
as shown in Figure 1-59.

Figure 1-59 Adding port 3389
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--—-End

1.11.4 How Do | Collect Workspace Logs?

Scenarios

This section describes how to collect logs of the Workspace client and server
(HDA).

Procedure
Obtaining client logs
Method 1:
View logs in the following directories:

e Windows: C:\HdpLog\Workspace

e UOS: /opt/apps/com.huawei.HuaweiCloudWorkspace/files/WorkspaceLog
e Ubuntu: /var/log/WorkspacelLog/

e macOS: ~/Library/Logs/Workspace

e Android: /sdcard/Hdplog/hdplog/Workspace*

Method 2:
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Step 1 Log in to the WI as an administrator, enter the username and password, and click
the username in the upper left corner of the client page. Choose Feedback Center
> Log Reporting, as shown in Figure 1-60.

Figure 1-60 Log reporting

u# HUAWEI CLOUD WORKSPACE

[ Log Qut

& Change Password
%7 Startup Settings

@ Security Settings

(® Feedback Center Feedback & Help

(2 Check Update Auto Log Collection

@ About Log Reporting

1 =
o

[—

Step 2 After the logs are reported, technical support personnel can view the logs.
----End
Server (HDA) logs

Step 1 Log in to a cloud desktop using any of the following methods:
e See Logging In to a Desktop Using an SC.

e Login to the console, locate the desktop whose logs are to be collected,
choose More > Remote Login in the Operation column, and enter the
password to log in to the desktop.

e Login to the WI as an administrator, enter the username and password, and

select the desktop whose logs are to be collected in the desktop list. Click H
in the lower right corner and select Self-maintenance to go to the desktop.

Windows cloud desktops

Step 2 Click E in the lower left corner of the desktop and enter vdesk to open Huawei
vDesk.

Step 3 On the Huawei vDesk page, choose Tools > Log Collection. In the Warning
dialog box, check the Continue to collect logs box and click Yes.

Step 4 The log is stored in the document directory of the current user and named
HDPLog-Computer name.zip.

--—-End
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1.11.5 How Do | Configure the DNS Address Under Tenant
Configuration Within the VPC Subnet?

Scenarios
e Use a shared VPC when creating an account in the AD scenario.
e In the AD scenario, when switching to a shared VPC, you need to configure
the DNS address under the tenant configuration within the VPC subnet.
(1] NOTE
This configuration is required only in the AD scenario.
Prerequisites
You have obtained the primary or backup DNS IP address in the tenant
configuration.
Procedure

Step 1 Log in to the console.

Step 2 Click & in the upper left corner of the console and select a region and a project.

Step 3 Click & and choose Networking > Virtual Private Cloud under All Services. The
Network Console page is displayed.

Step 4 In the navigation pane on the left, choose Virtual Private Cloud > Subnets.

Step 5 Locate the shared subnet and click the subnet name to go to the basic
information page of the subnet.

Step 6 Click 4 next to the DNS server address to go to the page for modifying a DNS
server address.

Step 7 Replace the DNS server address with the DNS address under the tenant
configuration, and click OK.

--—-End

1.12 Peripherals

1.12.1 How Do | Connect the Desktop to a Local Printer?

To use the local printer, the administrator needs to configure the USB Port
Redirection or Printer Redirection policy for the desktop. You can select either of
them.

Configuring the USB Port Redirection Policy

If the administrator configures the USB Port Redirection policy for the desktop,
users can use the connected printer to print files using the desktop. However, the
connected printer cannot be used for printing using the terminal device.

Issue 01 (2026-05-14) Copyright © Huawei Technologies Co., Ltd. 76


https://console-intl.huaweicloud.com/workspace/v2/#/console

10 Workspace FAQs 1 FAQs for Administrators

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Log in to the console.

Click Policies.

The Policies page is displayed.

Click Create Policy.

The page for creating a policy is displayed.

Figure 1-61 Creating a policy

Descripton

Set the policy name and enter the description.

(11 NOTE

e The policy name can contain up to 55 characters in digits, letters, and underscores (_),
for example, USB_RedirectionOPrinter2workspace.

e The description can contain up to 255 characters, for example, Use a local printer with
the USB port redirection policy.

Creation Mode: Select Create without template.
Click Next: Configure policies.
The page for general policy configuration is displayed.

Set USB Port Redirection to () and select Print Device (such as printer), as
shown in Figure 1-62.

Set Printer Redirection to , as shown in Figure 1-62.
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Step 9
Step 10

Step 11
Step 12

Figure 1-62 Configuring policy parameters

Create a policy

@ Corvs e oty

[ o)

Smart Card (uh ae Ly

Clipboard Redirecticn

Printer Redirection

Click Next: Select Object.
Select an object as required.
For example, if you select All desktops, the policy applies to all desktops in the

current project.

Figure 1-63 Selecting an object

() create potey () comaure oy

° ‘Select Object 4 ) Fnisn

Click Next: Finish.

The policy has been created. Users can use the printer after logging in to the
desktop again.

(11 NOTE

For details about how to set up a printer on the client, see 2.1.7 What If | Can't Use Local
Printers on Cloud Desktops?.

--—-End

Configuring the Printer Redirection Policy

Step 1
Step 2

Step 3

If the administrator configures the Printer Redirection policy for the desktop,
users can use the connected printer to print files using both the desktop and the
terminal device.

Log in to the console.

Click Policies.

The Policies page is displayed.
Click Create Policy.

The page for creating a policy is displayed.
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Figure 1-64 Creating a policy

Deserpton

Step 4 Set the policy name and enter the description.

(10 NOTE

e The policy name can contain up to 55 characters in digits, letters, and underscores (_),
for example, Printer_Device_RedirectionOPrinter2workspace.

e The description can contain up to 255 characters, for example, Use a local printer with
the printer redirection policy.

Step 5 Creation Mode: Select Create without template.
Step 6 Click Next: Configure policies.
The page for general policy configuration is displayed.
Step 7 Deselect Print Device (such as printer) under USB Port Redirection, as shown in

Figure 1-65.

Step 8 Set Printer Redirection to D, as shown in Figure 1-65.

Figure 1-65 Configuring policy parameters

Creste apoiy © Conture thepocy

General policy configuration

Comman polices are

USE Port Redirection [ @)

Clipboard Redirection

Printer Recirection [ o}

Step 9 Click Next: Select Object.
Step 10 Select an object as required.

For example, if you select All desktops, the policy applies to all desktops in the
current project.
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Figure 1-66 Selecting an object
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Step 11 Click Next: Finish.

Step 12 The policy has been created. Users can use the printer after logging in to the
desktop again.

(11 NOTE

For details about how to set up a printer on the client, see 2.1.7 What If | Can't Use Local
Printers on Cloud Desktops?.

--—-End

1.12.2 How Do | Connect the Desktop to a Network Printer?

Prerequisites

The device that accesses the desktop can communicate with the target printer.

Procedure

The administrator has configured the Printer Redirection policy for the user. After
logging in to the desktop, the user can use the network printer to print files.

Step 1 Log in to the console.
Step 2 Click Policies.
The Policies page is displayed.
Step 3 Click Create Policy.
The page for creating a policy is displayed.

Figure 1-67 Creating a policy

< | Create Policy

yyyyyyyyyyyyyyyyyyyyyy

Descripton

Step 4 Set the policy name and enter the description.
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Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

Step 11
Step 12

(11 NOTE

e The policy name can contain up to 55 characters in digits, letters, and underscores (_),
for example, Network_Printer_Policy.

e The description can contain up to 255 characters, for example, Use a network printer
with the printer redirection policy.

Creation Mode: Select Create without template.
Click Next: Configure policies.
The page for general policy configuration is displayed.

Deselect Print Device (such as printer) under USB Port Redirection, as shown in
Figure 1-68.

Set Printer Redirection to ‘3 as shown in Figure 1-68.

Figure 1-68 Configuring policy parameters

< | Create Policy

General Policy Configuration

Click Next: Select Object.
Select an object as required.

For example, if you select All desktops, the policy applies to all desktops in the
current project.

Figure 1-69 Selecting an object

Click Next: Finish.

The policy has been created. Users can use the network printer after logging in to
the desktop again.
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(11 NOTE

For details about how to set up the network printer, see 2.1.8 What If | Can't Use
Network Printers on Cloud Desktops?.

--—-End

1.12.3 How Do | Use the Device Network to Connect to a
Network Printer on a Cloud Desktop?

Scenarios
The network printer is located on the device (local network) and the driver cannot
be installed on the device. Therefore, you need to install the driver on the cloud
desktop. Then, you can add and use the printer by entering the printer IP address
through the built-in Windows printer setup function.

Procedure

Step 1 Log in to the console.

Step 2 Click the Policies tab. The Policies page is displayed.
Step 3 Click Create Policy. The Create Policy page is displayed.
Step 4 Enter the policy name and description.

(10 NOTE

e The policy name must contain digits, letters, and underscores (_), and cannot exceed 55
characters, for example, USB_RedirectionOPrinter2workspace.

e The policy description can contain up to 255 characters, for example, Use a local
printer with the USB port redirection policy.

Step 5 Select Create without template for Creation Mode.
Step 6 Click Next: Configure Policy.
The General Policy Configuration page is displayed.
Step 7 Click Advanced Policies. The Advanced Policies page is displayed.

Step 8 Click Expand Advanced Policies and select the check box Connect to a network
printer using device network, as shown in Figure 1-70.
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Step 9
Step 10
Step 11
Step 12
Step 13

Step 14

Step 15

Step 16

Step 17

Figure 1-70 Configuring policies
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Click Next: Select Target Object.

Select the object type based on the site requirements and click Next: Finish.
Log in to the cloud desktop again.

On the menu bar of the cloud desktop, choose Settings.

Add a printer.

e Windows 10 cloud desktop: On the Settings page, choose Devices > Printers
& scanners, and click Add a printer or scanner.

e Windows 11: On the Settings page, choose Bluetooth & devices > Printers &
scanners, and click Add device.

Wait for the system to complete auto search, and then access the wizard for

manually adding a device.

e  Windows 10 cloud desktop: Click The printer that | want isn't listed.

e Windows 11: Click Add a new device manually on the right of The printer
that | want isn't listed.

Add a printer using a TCP/IP address or hostname

e Windows 10 cloud desktop: Select Add a printer using a TCP/IP address or
hostname.

e Windows 11: Select Add a printer using an IP address or hosthame.
Add the printer address in Hostname or IP address, retain the default port, and
click Next.

e Windows 10 cloud desktop: Select Autodetect or TCP/IP Device from the
Device type drop-down list.

e Windows 11 cloud desktop: Select IPP Device or TCP/IP Device from the
Device type drop-down list.

Wait for the system to connect to the printer through the device network.

--—-End

Issue 01 (2026-05-14) Copyright © Huawei Technologies Co., Ltd. 83



10 Workspace FAQs 1 FAQs for Administrators

1.13 Images

1.13.1 Can | Use Private Images to Purchase Desktops?

Workspace allows administrators to purchase desktops using Windows private
images created in either of the following ways:

e You can use the one-click image conversion function to convert a desktop
purchased using a Windows image into a private image. For details about the
operations and constraints, see Converting a Desktop to an Image.

e  You can register an official ISO image file obtained from an official channel as
a private image in IMS on Huawei Cloud. Then you can create and configure
an ECS, and convert the ECS into a private desktop image. For details about
the operations and constraints, see Creating a Windows Private Image.

1.13.2 How Many Private Images Can Be Created for
Workspace?

You can create a maximum of 500 private images for Workspace on IMS, but
these images have configuration constraints.

1.13.3 What If a Blue Screen or Black Screen Occurs on a
Desktop Provisioned Using an Image?

If the system patch is installed during image creation, the blue screen or black
screen may occur on the provisioned desktop. To avoid this, uninstall the current

system patch or update the system patch to the latest version when creating the
system image.

1.13.4 How Do | Configure Software During Image Creation?

(10 NOTE

If the software required for creating an image fails to be automatically deployed using a
script, perform the steps below to manually configure the software.

Activating the VM Administrator Account

The Administrator account is used to configure the cloud server and encapsulate
images.

Step 1 On the menu bar of the cloud server, right-click Start and choose Run from the
shortcut menu. Enter compmgmt.msc and press Enter.

Step 2 On the Computer Management page, choose Computer Management (Local) >
System Tools > Local Users and Groups > Users.

Step 3 In the right pane, right-click Administrator and choose Properties.

The Administrator Properties window is displayed.
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Step 4 On the General page, deselect Account is disabled, and click OK.
The Administrator account is activated, and its default password is empty.

Step 5 Right-click Administrator and choose Set Password.

NOTICE

e Set a password for the Administrator account and ensure that the password is
not empty. Otherwise, the task execution will fail.

e Password requirements:

- Contains at least one uppercase letter (A-Z), one lowercase letter (a-z),
one digit (0-9), and one special character (~!@#%$%N&*()-_=+\|{};:"",<.>/? or
space).

- Contains 8 to 32 characters.
- Cannot be the same as the recent three passwords.
- Cannot contain the username or the username spelled in reverse.

Step 6 Click Proceed. The Set Password for Administrator dialog box is displayed.

Step 7 Set a password for the Administrator account, confirm the password, and click
OK.

The password is set.
Step 8 Click OK.

Step 9 On the menu bar of the cloud server, right-click Start and choose Shut down or
sign out > Sign out.

Step 10 Log out of the cloud server and log in to the cloud server as the Administrator
user.

Step 11 On the Choose privacy settings for your device window, click Next three times,
and then click Accept.

Step 12 Click Next to agree to the cross-border transfer of personal data. The Windows
desktop GUI is displayed.

--—-End

Installing VirtlO Drivers
(1 NOTE

For a VM installed using a Windows image, the NIC driver becomes available only after the
VirtlO driver is installed.

Step 1 On the cloud server, choose Start > File Explorer. In the left pane, select the CD
drive (X) and double-click to open it.

Step 2 Double-click virtio-win-gt-x64 and install it as prompted.

Step 3 Start Device Manager and check whether the driver has been installed.
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1. Right-click Strat and choose Run from the shortcut menu. In the displayed
text box, enter devmgmt.msc and press Enter.

2. On the Device Manager page, check whether the driver has been installed, as
shown in Figure 1-71.

Figure 1-71 Device Manager
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----End

Enabling the Group Policy That Allows Standard User Groups To Shut Down
Windows

Step 1 On the VM, right-click Start and choose Run. In the Run text box, enter
gpedit.msc and press Enter.

The Local Group Policy Editor window is displayed.

Step 2 In the Local Group Policy Editor navigation pane, choose Computer
Configuration > Windows Settings > Security Settings > Local Policies > User
Rights Assignment, as shown in Figure 1-72.
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Step 3

Step 4
Step 5
Step 6

Step 7
Step 8

Figure 1-72 User rights assignment
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In the right pane, double-click Shut down the system. The Shut down the
system Properties dialog box is displayed.

Click Add User or Group. The Select Users or Groups dialog box is displayed.

Click Object Types, select Groups, and click OK.

In the Enter the object names to select area, enter Users to query and add the

Users group to the policy.
Click OK.

Click OK.

----End

Disabling the Firewall

Step 1 On the menu bar of the cloud server, right-click Start and choose Run from the
shortcut menu. Enter gpedit.msc and press Enter.

Step 2 In the navigation pane of the Local Group Policy Editor, choose Computer
Configuration > Administrative Templates > Network > Network Connections
> Windows Defender Firewall > Domain Profile.

The Domain Profile page is displayed, as shown in Figure 1-73.
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Step 3

Step 4
Step 5

Figure 1-73 Domain profiles
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M " (2] Windows Defender Firewall: Allow inbound UPnP framewor.. Nof
_ Domain Profile
| Standard Profile
| Network Connectivity Status Indicator
" Network Isolation
| Network Provider
| Offline Files
" QoS Packet Scheduler
| SNMP
1 GCl M anfimirating Catbinae v 3 < ?
< > |\ Extended A Standard /

14 setting(s)

In the right pane, double-click Windows Defender Firewall: Protect all network

connections.

The Windows Defender Firewall: Protect all network connections dialog box is

displayed.
Select Disabled and click OK.

In the navigation pane, choose Standard Profile.

The Standard Profile page is displayed, as shown in Figure 1-74.
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Figure 1-74 Standard profiles
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14 setting(s)

Step 6

connections.

 Standard Profile
Select an item to view its description.  Setting
\i=] Windows Defender Firewall:
i=| Windows Defender Firewall:

indows Defender Firewall:

|i=] Windows Defender Firewall:

=] Windows Defender Firewall:

=)

|i=] Windows Defender Firewall:

i=| Windows Defender Firewall:

indows Defender Firewall:

|| Windows Defender Firewall:

|iZ| Windows Defender Firewall:

|iZ| Windows Defender Firewall:
i=| Windows Defender Firewall:

indows Defender Firewall:

|| Windows Defender Firewall:

Allow local prograi
Define inbound pn
Protect all network
Do not allow exceg
Allow inbound file
Allow ICMP excepl
Allow logging

Prohibit netificatio
Allow local port ex
Define inkbound po
Allow inbound rern
Allow inbound Rer
Prohibit unicast re:!
Allow inbound UP

\ Extended /(Standard/

In the right pane, double-click Windows Defender Firewall: Protect all network

The Windows Firewall: Protect all network connections dialog box is displayed.

Step 7
----End

Disabling Fast Startup

Select Disabled and click OK.

Step 1 On the menu bar of the cloud server, right-click Start and choose Run from the
shortcut menu. Enter control and press Enter.

Step 2 On the Control Panel page, choose System and Security > Power Options. In
the left pane, click Choose what the power button does, as shown in Figure

1-75.
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Figure 1-75 Power options

& Power Options = ] = |
€ v @ < Systermn and Security * Power Options ~ &) Search Control Panel »
Control Panel Home . o
Choose or customise a power plan
Choose what the power button A power plan is a collection of hardware and system settings (like display brightness, sleep, etc.) that
does manages how your cemputer uses power, Tell me more about power plans
Create a power plan Preferred plans
= g.ho‘nse when to turn off the © Balanced (recommended) Change plan settings
Py Automatically balances performance with energy consumption on capable hardware.
() Power saver Change plan settings
Saves energy by reducing your computer's performance where possible.
Show additional plans e
See also |
| |

| User Accounts

Step 3 Click Change settings that are currently unavailable, as shown in Figure 1-76.

Figure 1-76 Changing settings that are currently unavailable

% System Settings

€ v @ < Power Options » Systemn Settings ~ &) Search Control Panel »

Define power buttons and turn on password protection

Choose the power settings that you want for your computer, The changes that you make to the settings on
this page apply to all of your power plans.

|‘, Change settings that are currently unavailable

Lock

Shut-down settings

Hibernate
Show in Power menu.

Power button settings

@ ‘When | press the power button:  Shut down i

Turn on fast start-up (recommended)
This helps start your PC faster after shut-down. Restart isn't affected. Learn More

Show in account picture menu,

Save changes Cancel

Step 4 Deselect Turn on fast start-up, as shown in Figure 1-77.
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Figure 1-77 Fast startup

B System Settings = O *

€ v T E < Power Options > Systemn Settings \/ ) Search Control Panel P

Define power buttons and turn on password protection
Choose the power settings that you want for your computer. The changes that you make to the settings on

this page apply to all of your power plans.

Power button settings
@ When | press the power button:  Shut down bl

Shut-down settings
EITI.I rn on fast start-up (recommended)
This helps start your PC faster after shut-down. Restart isn't affected. Learn More
[[) Hibernate
Show in Power menu.
Lock
Show in account picture menu,

Save changes Cancel

Step 5 Click Save changes.
----End

Configuring NIC Persistence Using Group Policies

Step 1 Create a startup script named DisableChecksum.ps1 in the C:/Windows/Setup/
Scripts directory on the cloud server.

(11 NOTE

e |If there is no Scripts directory, create it manually.
e This step is mandatory only for Windows 11.

Step 2 Copy the following content to DisableChecksum.ps1:

$adapters = Get-NetAdapter | Where-Object {$_.MediaConnectState -eq "Connected" -or
$_.InterfaceDescription -like "*"}

Write-Output $adapters

foreach ($adapter in $adapters) {
$name = $adapter.Name
Write-Host "Disabling checksum offload for: $name"
$properties = @(
"IPv4 Checksum Offload",
"IP Checksum Offload",
"TCP Checksum Offload (IPv4)",
"TCP Checksum Offload (IPv6)",
"UDP Checksum Offload (IPv4)",
"UDP Checksum Offload (IPv6)",
"TCP Checksum Offload IPv4",
"TCP Checksum Offload IPv6",
"UDP Checksum Offload IPv4",
"UDP Checksum Offload IPv6",
"IPv4 Checksum Offload",
"IPv6 Checksum Offload"
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foreach ($prop in $properties) {
try {
$current = Get-NetAdapterAdvancedProperty -Name $name -DisplayName $prop -ErrorAction
SilentlyContinue
Write-Output "Current: $current”
Write-Output "Prop: $prop"
if ($current) {
Set-NetAdapterAdvancedProperty -Name $name -DisplayName $prop -DisplayValue "Disabled" -
ErrorAction Stop
Write-Host " Disabled: $prop"
}
} catch {
}
}
}

Step 3 On the menu bar of the cloud server, right-click Start and choose Run from the
shortcut menu. Enter gpedit.msc and press Enter.

Step 4 On the Local Group Policy Editor page, choose Windows Settings > Scripts
(Startup/Shutdown), as shown in Figure 1-78.

Figure 1-78 Scripts (Startup/Shutdown)

5[ Local Group Policy Editor — O %

File Action View Help
e 2FE = HE

5[ Local Computer Policy - Scripts (Startup/Shutdown)
v il Computer Configuration . o .
7 Software Settings Select an item to view its description.  Mame
_| Mame Resolution Policy =] Shutdown

|._. Scripts (StartupfShutdown]|
T3 Security Settings
wlll Policy-based QoS

| Administrative Templates

v i, User Configuration
| Software Settings
| Windows Settings
| Administrative Templates

\ Extended /{Standard /

Step 5 Double-click Startup, as shown in Figure 1-79.
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Figure 1-79 Startup

I=f Local Group Policy Editor — [m} %
File Action View Help
L ARlis[REN 7 Boe

5[ Local Computer Policy = Scripts (Startup/Shutdown)
v il Computer Configuration

| Software Settings

Select an item to view its description.  Name

~ [ |Windows Settings = Startup
_| Mame Resolution Policy =] Shutdown

|_£ Scripts (StartupfShutdown)|
Th Security Settings
wlll Policy-based QoS

| Administrative Templates

v i, User Configuration

| Software Settings

| Windows Settings

| Administrative Templates

\ Extended /{Standard /

Step 6 On the displayed Startup Properties page, click the PowerShell Scripts tab.
Step 7 Click Add to go to the Add a Script window.

Step 8 Click Browse, select the file created in Step 1, and click OK. The script parameters
are empty by default.

Step 9 Click OK and then click OK again.

--—-End

Disabling Windows Updates
10 NOTE

System update may cause desktop system exceptions (such as blue screen, black screen,
and frame freezing). To ensure system stability, verify that the patch package works
properly before pushing it.

Step 1 On the menu bar of the cloud server, right-click Start and choose Run from the
shortcut menu. Enter gpedit.msc and press Enter.

Step 2 In the Local Group Policy Editor window, choose Computer Configuration >
Administrative Templates > Windows Components > Windows Update >
Manage end user experience.

e Configuring automatic updates

a. Double-click Configure Automatic Updates on the right. The Configure
Automatic Updates page is displayed.

b. Select Disabled and click OK, as shown in Figure 1-80.
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Figure 1-80 Configuring automatic updates

A Configure Automatic Updates

E‘ Configure Automatic Updates Previous Setting Next Setting

(O Not Configured Comment:

[:I,\@nablad

Supported 8N: indaws XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3

Option 7 only supported on servers of at least Windows Server 2016 edition

Opticns: Help:

Configure automatic updating: Specifies whether this computer will receive security updates and other

impertant downloads through the Windows automatic updating service,

Mote: This pelicy does not apply to Windows RT,
The follewing settings are enly required and applicable if 4

is selected. This setting lets you specify whether autoratic updates are enzbled on this

computer. If the service is enabled, you must select one of the four options in
Install during automatic maintenance the Group Policy Setting:

Scheduled install day: 2 = Motify before downloading and installing any updates.

Scheduled install time: When Windows finds updates that apply to this computer, users will be

1 vou have selected “4 — Auto download and schedule the notified that updates are ready to be downloaded. After going to Windows

L o Update, users can download and install any available updates.

install” for your scheduled install day and specified 2

SCherIi'_}'DU a‘l‘so have the option to limit updatll?g foa 3 = (Default setting) Download the updates autornatically and notify
bl oot . P R

e Removing access to use all Windows Update features

a. Double-click Remove access to use all Windows Update features. The
Remove access to use all Windows Update features page is displayed.

b. Select Enabled and click OK, as shown in Figure 1-81.

Figure 1-81 Removing access to use all Windows update features

A Remove access to use all Windows Update features

E‘ Remove access to use all Windows Update features Previous Setting Next Setting

(O Net Configured Comment:

[O Enabied]

() Disabled

Supported on: At jeact Windows Server 2016 or Windows 10

Options: Help:

This setting allows you to remove access to scan Windows Update.

If you enable this setting user access to Windows Update scan, download
and install is removed.

Cancel Apply

--—-End
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Enabling Hibernation

Step 1 On the menu bar of the cloud server, click Q , enter cmd, right-click Command
Prompt and choose Run as administrator from the shortcut menu.

Step 2 Run the powercfg -h on command to enable hibernation.

O Administrator: CAWINDOWS\, X + o~

C:\Users\Administrator>powercfg -h on

C:\Users\Administrator=>

--—-End

Deleting the System Recovery Partition

Step 1 On the menu bar of the cloud server, right-click Start and choose Run from the
shortcut menu. Enter cmd and press Enter.

Step 2 Open the CLI and enter diskpart. Then, press Enter to go to the diskpart window.

Step 3 Print the disk list and select the system disk.

list disk
# The number 0 indicates that the selected disk is the system disk. Select a disk as required.
select disk 0

Step 4 List disk partitions to check whether the recovery partition exists. If yes, go to Step
5. If no, skip the subsequent operations.

list partition
# In the example shown in Figure 1-82, 4 indicates the number of the recovery partition.

Figure 1-82 Recovery partition

DISKPART> list partition

Partition = 1z e Offset

Partition DE 1824 KB
Partition Reserved 181 MB
Partition Primary 117 MB
Partition Recovery 79 GB

Step 5 Select the recovery partition to be deleted.
select partition 4

The number 4 in this command is used only as an example. Change it as required.
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Step 6 Delete the recovery partition.
delete partition override

Step 7 Merge the freed recovery-partition space into the primary partition for capacity
expansion. (In Figure 1-82, the primary partition is 3.)

select partition 3
extend

--—-End

Enabling Applications to Use the OS Microphone
(110 NOTE
Perform this operation only for Windows Server 2019 and Windows Server 2022.
Step 1 Choose Start > Settings. The OS setting page is displayed.
Step 2 Click Privacy. The privacy setting page is displayed.

Step 3 In the list on the left, click Microphone. The page for setting microphone
permissions is displayed.

Step 4 Enable Let apps use my microphone.

----End

Changing the Power Plan to High Performance

Step 1 On the cloud server, click Q, enter Control Panel, and open it.

Step 2 On the Control Panel page, choose Hardware and Sound > Power Options.

Step 3 Click Show additional plans and select High performance, as shown in Figure
1-83.

Figure 1-83 Power settings

4§ Power Options - o X

€« A Q » Control Panel » Hardware and Sound > Power Options w|@ | Search Control Panel p

Control Panel Home .
Choose or customize a power plan

Choose what the power button A power plenis 2 collection of hardiware and system settings (ike display brightness, sleep, etc) that manages

does how your computer uses power, Tell me more about power plans
Create 3 power plan Preferred plans
) Choose when to tum off the () Balanced (recommended) Change plan settings

displ:
Ry Automatically balances performance with energy consumption on capable hardware,

(O Power saver Change plan setings
Saves energy by reducing your computer's performance where possible.

Hide additional plans

® High performance Change plan settings
Favors performance, but may use mare energy.

User Accounts
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Step 4 Click Change plan settings next to High performance. Select Never for Turn off
the display.

Step 5 Click Save changes.
----End

Disabling Hybrid Sleep

Step 1 On the menu bar of the cloud server, right-click Start and choose Run from the
shortcut menu. Enter gpedit.msc and press Enter.

Step 2 In the Local Group Policy Editor window, choose Computer Configuration >
Administrative Templates > System > Power Management > Sleep Settings.
Step 3 Configure the following sleep settings in sequence:
e Specifying the system sleep timeout (plugged in)
a. Double-click Specify the system sleep timeout (plugged in) to go to
the Specify the system sleep timeout (plugged in) page.

b. Select Enabled and set System Sleep Timeout (seconds) to 0, as shown
in Figure 1-84.

c. Click OK.

Figure 1-84 Specifying the system sleep timeout (plugged in)

A Specify the system sleep timeout (plugged in) O *
E} Specify the system sleep timeout (plugged in) Brevious Setting Mext Setting
() Not Configured Comment:
(®) Enabled
O Disabled
Supported on: [ Ay jaast Windows Vists
Options: Help:
System Sleep Timeout (seconds) | [ This policy setting allows you to specify the pernied of inactivity
) before Windows transitions the system to sleep.
q $

f you enable this policy setting, you must provide a value, in
seconds, indicating how much idle ime should elapse before
Windows tramsitions to sleep.

f you disable or do not configure this policy setting, users
control this setting.

if the user has configured a slide show to run on the lock screen
when the machine is locked, this can prevent the sleep transition
from occuring. The "Prevent enabling lock screen slide show
policy setting can be used to disable the slide show feature,

Cancel Apply
e  Turning off hybrid sleep (plugged in)

a. Double-click Turn off hybrid sleep (plugged in) to go to the Turn off
hybrid sleep (plugged in) page.
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Select Enabled, as shown in Figure 1-85.
Click OK.

Figure 1-85 Turning off hybrid sleep (plugged in)

& Turn off hybrid sleep (plugged in) O *
(=] s ¢ PR
(5 Tum off hybrid sleep (plugged in) Previous Setting MNext Setting
) Mot Configured Comment:
(@) Enabled
() Disabled
Supported 00 [ a4 |east Windows Vista
Options: Help:

This policy setting allows you to tum off hybrid sleep.

If you enable this policy setting, a hiberfile is not generated when
the system transitions to sleep (Stand By]).

If yeu disable or do not configure this pelicy setting, users
contral this setting.

cance | [ vy

Specifying the system sleep timeout (on battery)

a.

Double-click Specify the system sleep timeout (on battery) to go to
the Specify the system sleep timeout (on battery) page.

Select Enabled and set System Sleep Timeout (seconds) to 0, as shown
in Figure 1-86.

Click OK.
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Figure 1-86 Specifying the system sleep timeout (on battery)

M Specify the system sleep timeout (plugged in) O =

E] Specify the systemn sleep timeout (plugged in) T Next Setting

(C) Not Configured Comment:

(®) Enabled

O Disabled .
supported on: [ a4 jeact Windows Vista

Options: Help:

System Sleep Timeout (seconds) This policy setting allows you to specify the pencd of inactivity

before Windows transitions the system to sleep.
0 5

If you enable this policy setting, you must provide a value, in
seconds, indicating how much idle ime should elapse before
Windows tramsitions to sleep.

If you disable or do not configure this policy setting, users
contrel this setting.

If the user has configured a slide show to run on the lock screen
when the machineg is locked, this can prevent the sleep transition
from cccuring, The "Prevent enabling lock screen slide show"
policy setting can be used to disable the slide show feature,

ot ||

Turning off hybrid sleep (on battery)

a.

Double-click Turn off hybrid sleep (on battery) to go to the Turn off

hybrid sleep (on battery) page. Select Enabled, as shown in Figure
1-87.

Click OK.
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Figure 1-87 Turning off hybrid sleep (on battery)

& Turn off hybrid sleep (plugged in) O *
=1 ki [ in)
2= | Ui i S T e Previous Setting Mext Setting
() Mot Configured ~ Comment:
(®) Enalled
(") Disabled
Supperted on: | ¢ jeast Windows Vista
Options: Help:

This policy setting allows you to tum off hybrid sleep.

If you enable this policy setting, a hiberfile is not generated when
the system transitions to sleep (Stand By).

If you disable or do not configure this pelicy setting, users
contral this setting.

canes | [ oy

e Specifying the unattended sleep timeout (plugged in)

a. Double-click Specify the unattended sleep timeout (plugged in) to go
to the Specify the unattended sleep timeout (plugged in) page.

b. Select Enabled and set Unattended Sleep Timeout (seconds) to 0, as
shown in Figure 1-88.

c. Click OK.
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Figure 1-88 Specifying the unattended sleep timeout (plugged in)

A Specify the unattended sleep timeout (plugged in)

E‘ Specify the unattended sleep timeout (plugged in)

O hed

Previous Setting Next Setting

(O Mot Configured Comment:

() Disabled

Supperted on: [ A |east Windows Server 2008 R2 or Windows 7

Options:

Help:

Unattended Sleep Timecout (seconds):

] :

This policy setting allows you te specify the period of inactivity
before Windows transitions to sleep automatically when a user is
not present at the computer,

If you enable this policy setting, you must provide a value, in
seconds, indicating how much idle time should elapse before
Windows automatically transitions to sleep when left
unattended. If you specify 0 seconds, Windows does not
automatically transition to sleep.

If you disable or do not configure this policy setting, users
control this setting.

If the user has configured a slide show to run on the lock screen
when the machine is locked, this can prevent the sleep transition
from occuring. The "Prevent enabling lock screen slide show”
policy setting can be used to disable the slide show feature.

Specifying the unattended sleep timeout (on battery)

Double-click Specify the unattended sleep timeout (on battery) to go
to the Specify the unattended sleep timeout (on battery) page.

a.

Select Enabled and set Unattended Sleep Timeout (seconds) to 0, as

shown in Figure 1-89.
Click OK.
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Figure 1-89 Specifying the unattended sleep timeout (on battery)

A Specify the unattended sleep timeout (on battery) O x

E Specify the unattended sleep timeout (on battery) T

(O Mot Configured Comment:

() Disabled
Supported en: [ At |east Windows Server 2008 R2 or Windows 7
Options: Help:
Unattended Sleep Timeout (seconds): This policy setting allows you to specify the period of inactivity
before Windows transitions te sleep automatically when a user is
El = not present at the computer,

If you enable this policy setting, you must provide a value, in
seconds, indicating how much idle time should elapse before
Windows automatically transitions to sleep when left
unattended. If you specify 0 seconds, Windows does not
automatically transition to sleep.

If you disable or do not configure this policy setting, users
control this setting.

If the user has configured a slide show to run on the lock screen
when the machine is locked, this can prevent the sleep transition
from eccuring. The "Prevent enabling lock screen slide show”
policy setting can be used to disable the slide show feature,

--—-End

Installing 7-Zip

Step 1 Go to the C:\software directory where the software package is stored, double-
click 7z1900-x64.exe, and install the software as prompted.

Step 2 Check whether the environment variables contain 7-Zip.

1. On the menu bar of the cloud server, right-click Start and choose Run from
the shortcut menu. Enter sysdm.cpl and press Enter.

The System Properties dialog box is displayed.
On the Advanced tab, click Environment Variables.
Double-click Path in System variables.
Check whether the 7-Zip installation directory exists.
- If yes, the installation is complete.
- If no, perform Step 2.5 to manually add environment variables.
5. Click New and enter the 7-Zip installation directory, for example, C:\Program
Files\7-Zip\. Then, click OK.

--—-End
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Installing the Visual Studio 2017 Runtime Library

Step 1 Go to C:\software to find the vc_redist.x64.exe and vc_redist.x86.exe packages,
and double-click to install the Visual Studio 2017 runtime library.

Step 2 Restart the cloud server.

(11 NOTE

If a message appears during the installation, indicating that SmartScreen cannot be
accessed, just ignore it and proceed with the installation.

--—-End

(Optional) Deleting the Microsoft Language Package

Step 1 Choose Start, search for Windows PowerShell, and click Run as administrator.
The Windows PowerShell running page is displayed.

Step 2 Run the following command to delete the Microsoft language package:

Get-Appxpackage -allusers *Microsoft.LanguageExperiencePackzh-CN* |
remove-appxpackage

--—-End

(Optional) Installing the OS Patch
Step 1 Go to C:\software where the package is stored and install the OS patch.
L] NOTE

OS patches are updated regularly by Microsoft. Pay attention to Microsoft announcements
and update the OS in a timely manner.

--—-End

(Optional) Installing Application Software

Step 1 Go to C:\software where the package is stored and install the application.

NOTICE

Some security software (such as antivirus software, safeguards, and firewalls) may
conflict with the Microsoft encapsulation tool. This may cause desktop creation to
fail or may result in a blue screen (BSOD) or a black screen on the created
desktop. Therefore, install security software only after desktops are provisioned.

--—-End

Installing Cloudbase-Init

Step 1 Go to C:\software where the package is stored, open the Cloudbase-Init
installation package, and install Cloudbase-Init as prompted.
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Step 2 On the Configuration options page, configure parameters by referring to Figure
1-90.

Figure 1-90 Configuration options
1 Cloudbase-Init 0.9.11 Setup o | B =)

Configuration options

Options for guest startup infialization

Username:

Ihdmini strator
V| Use metadats password

Uzer's local groups (comma separated ist):

Iﬁ.d:llm. strators

Setial port for loggindg:
lCOM1 -

|| Run Cloudbase-Init service as LocalSystem

| Back || met | [ cancel

(11 NOTE

The version number in the figure is for reference only. Use the actual version number.

Step 3 Deselect the options shown in Figure 1-91.
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Figure 1-91 Finish
14 Cloudbase-Init 0.9.11 Setup o @ (]

Completed the Cloudbase-Init 0.9.11
Setup Wizard

Click the Finish button to exit the Setup Wizard.

E Run Sysprep to create a generalized image. This is
necessary if you plan to duplicate this instance, for
example by creating a Glance image.

Shutdown when Sysprep terminates.

5 :
d I Isaluticns

Step 4 Click Finish.
----End

Configuring Cloudbase-Init

Step 1 Edit the configuration file C:\Program Files\Cloudbase Solutions\Cloudbase-Init
\conf\cloudbase-init.conf in the Cloudbase-Init installation path.

1. Add netbios_host_name_compatibility=false to the last line of the file so
that the hostname can have a maximum of 63 characters.

(10 NOTE

If you are using NetBIOS in your network, the hostname cannot exceed 15 characters
because NetBIOS has a 15-character limit.

2. Add
metadata_services=cloudbaseinit.metadata.services.httpservice.HttpServic
e to enable the agent to access the OpenStack data source.

3. Add the following configuration item to disable Cloudbase-Init restart:
plugins=cloudbaseinit.plugins.windows.extendvolumes.ExtendVolumesPlugin,cloudbaseinit.
plugins.windows.createuser.CreateUserPlugin,cloudbaseinit.plugins.common.sshpublickeys.S
etUserSSHPublicKeysPlugin,cloudbaseinit.plugins.common.setuserpassword.SetUserPasswor
dPlugin,cloudbaseinit.plugins.common.localscripts.LocalScriptsPlugin,cloudbaseinit.plugins.c
ommon.userdata.UserDataPlugin

Step 2 Check whether
cloudbaseinit.plugins.common.sethostname.SetHostNamePlugin, is present in
C:\Program Files\Cloudbase Solutions\Cloudbase-Init\conf\cloudbase-init-
unattend.conf.
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e Ifitis, delete it before performing subsequent operations.
e If not, perform subsequent operations.

e Add cloudbaseinit.plugins.common.userdata.UserDataPlugin at the end of
plugins=. Add a comma (,) in front of the added configuration item.

----End

Creating a Temporary Local User Admin
L] NOTE
e After Cloudbase-Init is installed, it will randomize the password of the Administrator
account if application software that takes effect only after a restart is installed. To

prevent login failure after randomization, create a temporary account and reset the
password of Administrator.

e If your login using the default password of Administrator fails after the restart, log in
as the admin user and reset the password of Administrator. Then use the
Administrator account to log in again.

Step 1 On the VM, right-click Start and choose Run. In the Run text box, enter
compmgmt.msc and press Enter.

The Computer Management window is displayed.
Step 2 In the navigation pane, choose Local Users and Groups > Users.
Step 3 Right-click and choose New User from the shortcut menu.

Step 4 In the New User dialog box, enter the username and password, confirm the
password, and click Create.

L] NOTE
Set the username to admin.
Step 5 In the navigation tree, choose Local Users and Groups > Groups.
Step 6 Right-click Administrators and choose Add to Group from the shortcut menu.
{1 NOTE

If you need to add administrators to other groups, select an option according to your actual
situation.

Step 7 In the Administrators Properties dialog box, click Add to add the created user to
the group.

Step 8 Click OK and close the Administrators Properties dialog box.
Step 9 Close the Server Manager window.

--—-End

Configuring the SAN Policy for a Cloud Server

Step 1 Change the SAN policy to OnlineAll for a Windows cloud server you are using to
create an image. Otherwise, when you use the image to create a cloud server, the
disks may be offline.
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Step 2 Specify the SAN policy type. Windows has three types of SAN policies: OnlineAll,
OfflineShared, and Offlinelnternal, as shown in Table 1-6.

Table 1-6 SAN policies of Windows

Type Description

OnlineAll All newly detected disks are automatically set to online.

d

OfflineShare | All newly detected disks on sharable buses, such as FC or iSCSI,

are offline by default, whereas disks on non-sharable buses are
online.

al

Offlinelntern | All newly detected disks are offline.

|
Right-click MM and choose Run from the shortcut menu. In the displayed text
box, enter cmd and press Enter.

Run the following command to query the SAN policy of the cloud server using
DiskPart:

diskpart
Run the following command to view the SAN policy of the cloud server:
san

- If the SAN policy is OnlineAll, run exit to exit DiskPart and close the CLI
window.

- If no, go to Step 2.4.

Run the following command to change the SAN policy to OnlineAll:
san policy=onlineall

Run the following command to exit DiskPart and close the CLI window:
exit

--—-End

Installing SysAgent and SysPrep

Step 1 Open the C:\software directory on the cloud server, double-click
HW.SysAgent.Installer_64.msi and HW.SysPrep.Installer_64.msi, and install
them as prompted.

--—-End

Installing AppCenterAgent and AppCenter

Step 1 Open the C:\software directory on the cloud server, double-click
WKSAppCenterAgent.msi and WKSAppCenter.msi, and install them as
prompted.

--—-End
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FAQs for End Users

2.1 Desktop Usage Issues

2.2 Login Issues

2.3 Terminal Binding Problems
2.4 OS lIssues

2.5 Client Issues

2.1 Desktop Usage Issues

2.1.1 How Do | Do If the Desktop Freezes?

If a fault such as desktop freezing or slow response occurs, rectify the fault by
performing operations provided in this section.
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Figure 2-1 Troubleshooting process
The desktop freezes or

slows down.

Check whether the desktop
is not restarted for a long time.

Stop the software with high
CPU or memory usage.

Yes

Check whether the problem is
resolved after the desktop is restarted.

Contact the administrator.

2.1.2 How Do | Do If the Disk Space Is Insufficient?

Workspace allows you to add disks and expand disk capacity. You can contact the
administrator to expand disk capacity.

2.1.3 How Do | Enter the CLI Mode?

In addition to the graphical user interface (GUI), the CLI mode is another man-
machine interaction mode provided by the OS. You can use the CLI mode to
quickly, automatically, and intelligently manage the system and process services in

batches.

You can enter the CLI mode by performing the following operations.

Windows

e Right-click E on the taskbar, choose Run, enter cmd, and click OK to enter
the CLI mode.
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2.1.4 What If My Desktop Cannot Connect to the Internet?

Step 1 Disable the proxy.
Windows desktops:
1. Log in to the desktop.

2. Click E in the lower left corner of the desktop and choose . The
Windows settings page is displayed.

3. Click Network & internet. The network status page is displayed.
4. In the navigation pane, click Proxy. The proxy configuration page is displayed.
5. Disable the proxy.

- If the connection to the Internet is successful, no further action is
required.

- If the connection to the Internet fails, go to Step 2.
Step 2 Check the network status.

1.  Move the cursor to the upper edge of the desktop. A floating window is
displayed, as shown in Figure 2-2.

Figure 2-2 Floating window

2. Click n in the floating window.
The Network Status dialog box is displayed.
3. Check the latency, as shown in Figure 2-3.

Figure 2-3 Network status

Network Status il | Excellent

Delay

Send Packets

Receive Packets

The latency is described as follows:

- 1 to 30 ms, indicating that the network speed is extremely high and there
is almost no delay.

- 30 to 50 ms, indicating that the network speed is good and there is no
obvious delay.
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- 50 to 100 ms, indicating that the network speed is normal and there is a
slight delay.

- 100 to 200 ms, indicating that the network speed is low and
disconnection occurs occasionally.

- If the value is greater than 200 ms, the network speed is extremely low,
and the network is frequently disconnected or cannot be accessed.

4. In any blank area on the desktop, enter the CLI mode.
5. Run the following command to check the network status:
ping + Address for the desktop to access the Internet

(10 NOTE

Obtain the address for the desktop to access the Internet from the desktop enabling
notification email sent by the system.

Information similar to the following is displayed:

Step 3 Determine the network segment where the network connection is abnormal based
on the results in Step 2.3 and Step 2.5, record the exception, and contact the
administrator.

e If the network latency in Step 2.3 and Step 2.5 is too high, the public
network is abnormal.

e If the network latency in Step 2.3 is too high but the network latency in Step
2.5 is low, the internal network of the desktop is abnormal.

----End
2.1.5 Do Cloud Desktops Support Personalized Settings?

For Windows desktops, you can click E and choose Settings > Personalization
to set the parameters.

2.1.6 How Do | Take a Screenshot?

Windows
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You can use the following shortcut keys to take a screenshot.

Table 2-1 Shortcut keys for taking a screenshot

Shortcut Key Description

Alt + PrintScreen Screenshot of the window where the cursor is located.
Ctrl + PrintScreen Screenshot with a delay of 5 seconds.

PrintScreen Full-screen screenshot.

2.1.7 What If | Can't Use Local Printers on Cloud Desktops?

Step 1 Contact the administrator to check whether the USB Port Redirection or Printer
Redirection policy has been configured for the user desktop by referring to 1.12.1
How Do | Connect the Desktop to a Local Printer?.

If a policy has been configured, go to Step 2.

If no policy is configured, the administrator needs to configure the USB Port
Redirection or Printer Redirection policy for the user desktop by referring to
1.12.1 How Do | Connect the Desktop to a Local Printer?, and then go to
Step 2.

Step 2 Log in to the desktop again.

1.

2.

Click on the top of the desktop to expand the floating toolbar, click

, and close the desktop window.
Enter the password again on the client and access the corresponding desktop.

Step 3 Check whether the local printer is visible.

Windows desktops:

1.

Click E in the lower left corner of the desktop and choose . The
Windows settings page is displayed.

Click Devices.
In the navigation pane on the left, click Printers & scanners.

In the Printers & scanners list, check whether a local printer (displayed as
the local printer name xxx or xxx (from HDP redirection)) exists.

- If yes, go to Step 5.
- If no, go to Step 4.

Step 4 Add a printer.

Windows desktops:

1.
2.

On the printer and scanner list page, click Add device.

Click The printer that | want isn't listed. Add manually. The page for
adding a printer is displayed.
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3. Select Add a printer using an IP address or hostname or Add a local
printer or network printer with manual settings, and click Next.

4. Add the printer as prompted.
(1] NOTE

When installing the printer driver, select Install from disk and select the driver file of
the corresponding printer.

You can obtain the driver file as follows:

- If the desktop can access the Internet, you can use a browser to obtain the driver
file based on the local printer model.

- If the desktop cannot access the Internet, find the driver file of the printer on the
local terminal, contact the administrator to configure policies for the desktop by
referring to Copying Files from an External Storage Device to the Desktop, and
copy the driver file to the desktop by referring to 2.1.11 What If | Can't Copy Files
Between a Desktop and a Local Storage Device?.

Step 5 Check whether the local printer can be used.
Windows desktops:

1. In the Printers & scanners list, click the local printer (displayed as local
printer name xxx or xxx(from HDP redirection)). The local printer
management page is displayed.

2. Click Print test page.

- If the information can be printed, the local printer is available. Open the
file to be printed and select a local printer to print the file.

- If the printing fails, contact the administrator to submit a service ticket
for technical support.

--—-End

2.1.8 What If | Can't Use Network Printers on Cloud Desktops?

Step 1 Contact the administrator to check whether the Printer Redirection policy has
been configured for the user desktop by referring to 1.12.2 How Do | Connect the
Desktop to a Network Printer?.

e If a policy has been configured, go to Step 2.

e If no policy is configured, contact the administrator to complete the
configuration by referring to 1.12.2 How Do | Connect the Desktop to a
Network Printer?, and then go to Step 2.

Step 2 Log in to the desktop again.
1. Click on the top of the desktop to expand the floating toolbar, click

, and close the desktop window.
2. Enter the password again on the client and access the corresponding desktop.

Step 3 Check whether the network printer is visible.
Windows desktops:

1. Click E in the lower left corner of the desktop and choose . The
Windows settings page is displayed.
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Click Devices.
In the navigation pane on the left, click Printers & scanners.

In the Printers & scanners list, check whether the target printer (the target
printer model) exists.

- If yes, go to Step 5.
- If no, go to Step 4.

Step 4 Add a printer.
Windows desktops:

On the printer and scanner list page, click Add device.

2. Click The printer that | want isn't listed. Add manually. The page for
adding a printer is displayed.

3. Select Add a local printer or network printer with manual settings and
click Next.

4. Add the printer as prompted.
(0 NOTE

When installing the printer driver, select Install from disk and select the driver file of
the corresponding printer.
You can obtain the driver file as follows:

- If the desktop can access the Internet, you can use a browser to obtain the driver
file based on the target printer model.

- If the desktop cannot access the Internet, find the driver file of the printer on the
local terminal, contact the administrator to configure policies for the desktop by
referring to Copying Files from an External Storage Device to the Desktop, and
copy the driver file to the desktop by referring to 2.1.11 What If | Can't Copy Files
Between a Desktop and a Local Storage Device?.

Step 5 Check whether the target printer is available.
Windows desktops:

1. In the Printers & scanners list, click the target printer and choose
Management. The device management page of the local printer is displayed.
2. Click Print test page.

- If the page can be printed, the network printer is available. Open the file
to be printed and select a printer to print the file.

- If the printing fails, contact the administrator to submit a service ticket
for technical support.

--—-End

2.1.9 How Do | Download Software?

Prerequisites

The desktop has connected to the enterprise intranet or Internet.
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Windows

e If you can access the enterprise intranet, log in to the desktop, obtain the
software from the application center, and install the software.

e If you can access the Internet, log in to the desktop and obtain the
application from the official channel.

2.1.10 How Do | Do If Data Disks of a Windows Desktop
Cannot Be Found After Recomposing the System Disk?

Scenario

Procedure
Step 1
Step 2

Step 3

Step 4

Step 5

The SAN policy of some Windows OSs is not OnlineAll. As a result, data disks
cannot be found after you recompose the system disk. You need to change the
disk status from offline to online so that the data disks can be properly displayed
on the desktop.

Checking the disk status

Log in to the desktop whose system disk has been recomposed.
Press Win+R and enter cmd to run cmd.exe.

Run the following command to access DiskPart:

diskpart

Run the following command to check the disk status on the desktop:
list disk

Figure 2-4 shows the command output.

Figure 2-4 Disk status

Dyn Gpt

806 GB 48 GB

e If any disk is in the Offline status, go to Step 5.

e If no disk is in the Offline state, run the exit command to exit DiskPart and
close cmd.exe.

Changing the disk status
Run the following command to select the disk in the offline status:
select disk 7

The information about the selected disk is displayed. Disk 7 is now the selected
disk.

Change the disk number based on the actual offline disk. For example, if disk 1 is
offline in Figure 2-4, the actual command is select disk 1.
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Step 6

Step 7

Run the following command to change the offline disk status to online:
online disk

A message is displayed, indicating that the modification is successful. DiskPart
successfully brings the selected disk online.

Run the exit command to exit DiskPart and close cmd.exe.

----End

2.1.11 What If | Can't Copy Files Between a Desktop and a
Local Storage Device?

If the office environment has strict requirements on file transmission, it is normal
that files can be transferred only in one direction or cannot be transferred. Contact
the administrator to confirm the office environment policy.

If the office environment has no special requirements on file transmission and files
cannot be copied between desktops and local storage devices, contact the
administrator to check whether the corresponding policy has been enabled for the
desktop. For details about the policy, see 1.4.2 How Do | Copy Files Between a
Desktop and a Local Storage Device?. After the administrator enables the policy
for the corresponding desktop, files can be copied between the desktop and the
local storage device. Operations on desktops vary with the enabled policy. Contact
the administrator to confirm the enabled policy and perform operations by
referring to Table 2-2.

Table 2-2 Policy operation list

Enabled Policy | Data User Guide

Flow
Enable the Desktop | NOTE
Clipboard e Rich text copy and file copy are supported only when
Redirection Termina both the client (TC/SC) and desktop run Windows. A
policy and 1 maximum of 500 files can be copied at a time.
select Server e |f the OS of a client (TC/SC or mobile client) or
to client. desktop is not Windows, only text can be copied.

1. Log in to the desktop.

2. Select the content to copy based on the OS
types of the terminal and desktop.
Example: You can copy text from desktops to
external devices

3. Click on the top of the desktop to expand

the floating toolbar, and click = to minimize
the Workspace client.

4. Open the text editing page and paste the copied
content to the terminal.
Example: You can copy text from desktops to
external devices
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Enabled Policy | Data User Guide

Flow
Enable the Desktop | NOTE
Clipboard e Rich text copy and file copy are supported only when
Redirection Termina both the client (TC/SC) and desktop run Windows. A
policy and 1 maximum of 500 files can be copied at a time.
select Client to e If the OS of a client (TC/SC or mobile client) or
server. desktop is not Windows, only text can be copied.

1. Log in to the desktop.

2. Click on the top of the desktop to expand
the floating toolbar, and click = to minimize
the Workspace client.

3. Select the content to copy based on the OS
types of the terminal and desktop.

Example: You can copy text from external
devices to desktops

4. Click the Workspace client. The desktop is
displayed.

5. Open the text editing page and paste the copied
content to the desktop.

Example: You can copy text from external
devices to desktops
Enable the Desktop | NOTE
Clipboard e Rich text copy and file copy are supported only when
Redirection Termina both the client (TC/SC) and desktop run Windows. A
policy and 1 maximum of 500 files can be copied at a time.
select e |f the OS of a client (TC/SC or mobile client) or

Bidirectional.

desktop is not Windows, only text can be copied.
1. Log in to the desktop.

2. Select the content to copy based on the OS
types of the terminal and desktop.
Example: You can copy text from desktops to
external devices

3. Click on the top of the desktop to expand

the floating toolbar, and click = to minimize
the Workspace client.

4. Open the text editing page and paste the copied
content to the terminal.
Example: You can copy text from desktops to
external devices
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Enabled Policy

Data
Flow

User Guide

Desktop

Termina
l

NOTE

e Rich text copy and file copy are supported only when
both the client (TC/SC) and desktop run Windows. A
maximum of 500 files can be copied at a time.

e |[f the OS of a client (TC/SC or mobile client) or
desktop is not Windows, only text can be copied.

1. Log in to the desktop.

2. Click on the top of the desktop to expand

the floating toolbar, and click = to minimize
the Workspace client.

3. Select the content to copy based on the OS
types of the terminal and desktop.
Example: You can copy text from external
devices to desktops

4. Click the Workspace client. The desktop is
displayed.

5. Open the text editing page and paste the copied
content to the desktop.
Example: You can copy text from external
devices to desktops

Enable the
Send File In
Virtual
Machine to
Client policy.

Desktop

Termina
l

NOTE
You can copy files from an external storage device to the
desktop by sending files only when both the client
(TC/SC) and the desktop run Windows.

1. Log in to the desktop.

2. Click on the top of the desktop to expand

the floating toolbar, and click = to minimize
the Workspace client.

3. Select the file to be copied from the terminal
device.
Example: copy2workspace.txt

4. Right-click, choose Send to, and select a
desktop disk.
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Enabled Policy | Data User Guide
Flow

Enable the File | Desktop | Windows desktops:

Reﬁirecti;n . 1. Log in to the desktop.

olicy and se i

iato )F/{ead- il'ermlna 2. In the lower left corner of the desktop, click
only.

. In the navigation pane on the left, click

]

. The computer list page is displayed.

—=gr
3. In Network locations, double-click to
access the terminal device disk other than the
local disk of the desktop.

4. Find the file to be copied in the target path and
copy it.
Example: copy2workspace.txt

5. Return to the computer list page. Under Devices
and drives, go to the local disk of the desktop.

6. Select a path and paste the copied file.

Enable the File | Desktop | Windows desktops:

Rel('"rec“(?“ . 1. Log in to the desktop.

olicy and se i

iF; t(l) )I/Zead/ 'll'ermlna 2. In the lower left corner of the desktop, click
Write.

. In the navigation pane on the left, click

]

. The computer list page is displayed.

3. Under Devices and drives, go to the local disk
of the desktop.

4. Find the file to be copied in the target path and
copy it.
Example: workspace2C.txt

5. Return to the computer list page. In Network

— il
locations, double-click to access the
terminal device disk other than the local disk of
the desktop.

6. Select a path and paste the copied file.
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Enabled Policy

Data
Flow

User Guide

Desktop

Termina
l

Windows desktops:
1. Log in to the desktop.
2. In the lower left corner of the desktop, click

. In the navigation pane on the left, click

]

. The computer list page is displayed.

—=gr
3. In Network locations, double-click to
access the terminal device disk other than the
local disk of the desktop.

4. Find the file to be copied in the target path and
copy it.
Example: copy2workspace.txt

5. Return to the computer list page. Under Devices
and drives, go to the local disk of the desktop.

6. Select a path and paste the copied file.

Enable the USB
Port
Redirection
policy and
select Storage
Device (such
as USB flash
drives).

Desktop

Termina
l

Windows desktops:
1. Log in to the desktop.
2. In the lower left corner of the desktop, click

. In the navigation pane on the left, click

]

. The computer list page is displayed.

3. Under Devices and drives, go to the local disk
of the desktop.

4. Find the file to be copied in the target path and
copy it.
Example: workspace2C.txt

5. Return to the computer list page. In Network

~=
locations, double-click to access the
external USB device storage disk of the terminal
device.

6. Select a path and paste the copied file.
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[

Enabled Policy | Data User Guide
Flow
Desktop | Windows desktops:
1. Log in to the desktop.
Termina

2. In the lower left corner of the desktop, click

. In the navigation pane on the left, click

]

. The computer list page is displayed.

==
3. In Network locations, double-click to
access the external USB device storage disk of
the terminal device.

4. Find the file to be copied in the target path and
copy it.
Example: copy2workspace.txt

5. Return to the computer list page. Under Devices
and drives, go to the local disk of the desktop.

6. Select a path and paste the copied file.

2.1.12 How Do | Do If the Desktop Screen Cannot Be Adapted?

By default, the desktop screen automatically adapts to the display device. If
automatic adaptation is not enabled, you can manually configure the parameters
based on the terminal device in use.

e TC

a. Expand the client floating box on the top of the desktop and click | —
minimize the desktop.

b. Choose Start > Control Center, and then double-click Display.
¢. Adjust the DVI resolution.

a. Expand the client floating box on the top of the desktop and click = to
minimize the desktop.

b. Right-click in a blank area on the desktop of the local PC and choose
Display settings from the shortcut menu.

¢. Adjust the resolution.

2.1.13 How Do | Do If | Cannot Receive an Email for Creating
a Desktop or Assigning a User?

Contact the administrator to configure Resend Notification on the user
management page.
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2.1.14 How Do | Manually Configure Time Synchronization on
a Windows Desktop?

Step 1

Step 2
Step 3

Step 4

If the system time of a Windows user desktop is different from the standard time
and has not been automatically synchronized for a long time, perform the
following steps to manually synchronize the time:

Right-click E in the lower left corner of the desktop and choose Run from the
shortcut menu.

Enter cmd and press Enter to open the command-line interface (CLI).

Run the following command to synchronize the desktop time:

w32tm /resync /rediscover

If the command is executed successfully, the time synchronization is successful.
The system time is the same as the standard time.

--—-End

2.1.15 What If the Hop Count of a Cloud Desktop Is

Abnormal?

Scenarios

Procedure

Step 1

Step 2

After the network of a cloud desktop is reset, the hop count is restored to the
default value, which may cause Internet access failure.

Press Win + R on the desktop. In the Run dialog box, enter emd and press Enter
to open the CLI.

Enter route print and press Enter to view the result.
(1] NOTE

The service NIC is the subnet NIC in the VPC created by the user.
e Normal routing

Example: There are two routes. The hop count of the service subnet is 4. A
value smaller than 5 indicates that the service NIC has a high priority and the
routing is normal.
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Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open \ -

' This task will be created with administrative privileges.

Cancel Browse...

e Abnormal routing

Example: There are two routes. The hop count of the service subnet is 7. A

value greater than 5 indicates that the service NIC has a low priority and the
routing is abnormal.

B Select Administrator: C\Windows\systern32\cmd.exe

e Abnormal routing

Example: There are two routes. The hop count of the service subnet is 5,
indicating that the service NIC is the same as the NIC of the management

CIDR block. As a result, network requests cannot distinguish the NICs and the
routing is abnormal.
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BE¥ Administrator: C:\Windows\system32\cmd.exe

Step 3 Press Win + R on the desktop. In the Run dialog box, enter ncpa.cpl and press
Enter to go to the Network Connections page.

& Network Connections - 0O X
« v 4 &5 Control Panel + Network and Intemet » Network Connections » v & | Search Network Connections @
Organize v e @ o
[ Ethemnet
W5 Network?
@~ Red Hat Vitl0 Ethemet Adapter
1item

Depending on the desktop system version, you may find multiple NICs or only one NIC.

Step 4 Double-click the service NIC. In the displayed dialog box, click Properties. On the
Networking tab, double-click Internet Protocol Version 4 (TCP/IPv4) to go to

the Internet Protocol Version 4 (TCP/IPv4) Properties page.

Step 5 Click Advanced. On the IP Settings tab, deselect Automatic metric and set
Interface metric of the service NIC to a value less than that of the management
CIDR block. For example, if the hop count of the management CIDR block is 5, the
value of Interface metric of the service NIC must be less than 5.
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« “ 4 & ; Control Panel + Metworkand Internet » Metwork Connec tions ~ & | Search Network Connections 0
o

rganize ~ Disable this network device Diagnese this cennec tion Rename this connec tion View status of this connection Change settings of this connection 5=~ m @

.> Ethernet o e
Y Network 2 Advanced TCP/IP Settings X

o
G Red Hat VitlO Ethe  Networking o
ettings DNS  wWINS

Connect using:
[ Red Hat VitlO Bthemet Adapter

IF addresses

IP address Subnet mask

Configure DHCP Enabled

the following ftems:

() Use the following T7 address:

I Add... Edit... Remaove

[l Default gateways:

tocol
[ [cowner et

(@ Obtain DNS server address autom
>

(O Use the folowing DNS server addr
ailate settings upon ext nterface metric

Install Uninstal Propetties

Cortrol Protocol/Intemet Protocol. The defauit
ork protocol that provides communication
erconnected n

oK Canc

Step 6 Click OK.

--—-End

2.2 Login Issues

2.2.1 What If | Forget the Password?

e If you lose or forget the login password, contact the administrator.

- For desktops connected to the AD server, the administrator resets the
password for the user on the AD server and notifies the user of the new
password.

- For desktops that are not connected to the AD server, the system sends
the address for resetting the password to the reserved email address after
the administrator processes the password.

NOTICE

The validity period of the password resetting link in the email is 24 hours.

e If you lose or forget the login password, you can perform the following
operations to reset the password:

a. Click Forgot Password on the login page. The Password Reset Request
page is displayed.

b. On the displayed page, enter the username, user email address, and
enterprise 1D, and click OK.

(11 NOTE

If the system displays a message indicating that the account is an AD domain
account, contact the administrator.

c. After receiving the email, click the link for resetting the password in the
email. On the password resetting page, reset the password as prompted
and click OK.
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NOTICE

The validity period of the password resetting link in the email is 24 hours.

2.2.2 What If the Account Is Locked?

If your account is locked because you enter incorrect passwords or dynamic
verification codes for five consecutive times, contact the administrator for
technical support and enter the correct password to log in again.

2.2.3 Which Devices Can Be Used for Desktop Login?

You can log in to a desktop using a thin client (TC), soft client (SC), or mobile
terminal.

2.2.4 What If Desktop Login Failed?

You can rectify the fault based on the displayed information. The possible causes
and corresponding handling procedures are listed for reference, as shown in Table
2-3. If the login still fails, contact the administrator.

Table 2-3 Example

Login Failure Prompt Possible Handling Method
Cause
6005: Your VM is not An internal e Method 1: Try to log in to the
ready. Please try again copy error desktop again.
later or restart the TC. occurs on e Method 2: Restart the TC and log
the client. in again.
6008: Your VM is not The client e Method 1: Try to log in to the
ready. Try again later. program is desktop again.
running e Method 2: Restart the TC and log
abnormally in again.
because of
incorrect
memory
allocation.
6008: Your client version | The client Update the client version.
is not supported. Update | version does
the client version. not match
the server
version.
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ready. Try again later or
contact the
administrator.

configuration
on the client
is not
synchronized
with that on
the server.

Login Failure Prompt Possible Handling Method
Cause
6010: Your VM is not The e Method 1: Try to log in to the

desktop again.
Method 2: Restart the client and
log in again.

Method 3: Restart the computer
and log in again.

6050: Network errors
exist. Try again later.

The network
connection
between the
client and
the server is
abnormal.

Method 1: Check whether the
network connection between the
client and the server is normal.

Method 2: Restart the computer
and log in again.

00030216: The desktop

Try restarting the
desktop or contacting
the administrator.

time is not synchronized.

The desktop
time is not
synchronized
with the
server time
on the
managemen
t side.

Method 1:

. Open the self-help console and

log in to the cloud desktop.

. On the cloud desktop, press Win

+ R, enter cmd, and press Enter.
In the displayed command
window, run the following
command to synchronize the
cloud desktop time:

w32tm /resync /rediscover

. Return to the VM list and log in

to the cloud desktop again.

Method 2: Restart the computer
and log in again.

2.2.5 What If | Can't Pass Multi-Factor Authentication?

You can rectify the fault based on the following scenarios. If the fault persists,
contact the administrator to submit a service ticket.

Login Timeout

Possible causes

When you log in to a desktop from a client, you enter the username and password

to go to the multi-factor authentication page. However, you do not bind a virtual
MFA device for a long time or do not submit a dynamic verification code for the

second authentication.

Solution

Return to the login page, log in again, bind a virtual MFA device, and submit a
dynamic verification code for the second authentication.
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Abnormal Verification Code

Possible causes

The verification code is incorrect.
The verification code is not the virtual MFA verification code of your account.

If the time difference between your mobile phone and the virtual MFA device
is greater than 30 seconds, the MFA verification code generated on your
mobile phone will fail the verification.

Solution

Locked Account

Enter the correct verification code.

Contact the administrator to delete the MFA device. Then you log in to the
desktop again and bind the virtual MFA device again to obtain the verification
code.

Ensure that the time on your mobile phone is the same as the time on the
virtual MFA device, and try again. (You do not need to consider the time zone
on your mobile phone, because the MFA authentication will be based on UTC
time.)

Possible causes

If you enter an incorrect verification code five consecutive times, the account will
be locked.

Solution

Contact the administrator to unlock the account and enter the correct verification
code.

2.2.6 What If a Message Is Displayed Indicating Login Failure
Due to Policy Restrictions?

Step 1 Click the server address I=I in the upper right corner
of the login page to expand the server list.
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Step 2 Change the IP address of the current login server or add a new IP address.

Changing the IP address of the current login server

1. Locate the row that contains the current login address, click E, and change
the access address to the Direct Connect access address.

(10 NOTE

You can contact the administrator to obtain the Direct Connect access address on the
Tenant Configuration page of the Workspace console.

2. Click OK.
Adding a new server address

1. Click Add a new server and enter the Direct Connect access address and
enterprise ID.

(11 NOTE

You can contact the administrator to obtain the Direct Connect access address and
enterprise ID on the Tenant Configuration page of the Workspace console.

2. Click Confirm.

Step 3 Log in again.
e If the login is successful, no further action is required.
e If the login still fails, contact the administrator.

--—-End

2.3 Terminal Binding Problems
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2.3.1 How Do | Obtain the MAC Address of a Terminal?

Scenario

The administrator specifies a terminal device for logging in to the corresponding
cloud desktop. The administrator needs to obtain the MAC address of the terminal
device and binds them on the management console. You can perform the
following operations to obtain the MAC address of a device based on the device

type:

TC

Workspace supports login from multiple types of TCs. The operations vary
depending on the TC model. The following is only an example.

1.

ok N

PCs

Power on the TC.

Choose Start > Control Center.

Double-click Network.

On the displayed page, click Property. The NIC information page is displayed.
Record the MAC address.

Windows PCs

a. In the lower right corner of the local PC, click E and select the
connected network, as shown in the following figure. The Ethernet
settings page is displayed.

b. Click the connected network under Ethernet. The network information
page is displayed.

c. The Physical address (MAC) in the Properties area is the required MAC
address, as shown in Figure 2-5.
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Figure 2-5 MAC address of the Windows PC

Properties

\Pv4 addrass:
Manufacturer,
Description:

Driver version:

Physical address (MAC)

Copy

d. Record the MAC address.
e macOS PCs

Open the terminal on the local PC.
Enter the ifconfig command.

c. In the command output, the ether information corresponding to the
network adapter whose name contains inet is the required MAC address.

Figure 2-6 MAC address of the macOS PC

ndé options=201<PERFORMNUD, DAD>

gif@: flags=8010<POINTOPOINT ,MULTICAST> mtu 1280

stf@: flags=0< mtu 1280

en@: flags=8863<UP,BROADCAST, SMART ,RUNNING, SIMPLEX,MULTICAST> mtu 1500
options=10b<RXCSUM, TXCSUM, VLAN_HWTAGGING, AV>
ether e od
inet6 1 prefixlen 64 secured scopeid @x4
inet netmask @xffffff@@ broadcast !

nd6 options=201<PERFORMNUD,DAD>

media: autoselect (10@baseTX <full-duplex,flow-control,energy-efficient-ethernet>)
status: active

enl: flags=8823<UP,BROADCAST,SMART,SIMPLEX,MULTICAST> mtu 1500
ether
nd6 options=201<PERFORMNUD,DAD>
media: autoselect (<unknown type>)
status: inactive

d. Record the MAC address.
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2.4 OS Issues

2.4.1 Can | Update the Desktop OS?

You cannot update the OS, but you can install patches on the OS.

(11 NOTE

After obtaining the OS patch package, run the patch installation file on the desktop to
install the patch and restart the desktop for the patch to take effect.

2.4.2 Which OSs Are Supported by Cloud Desktops?

Cloud desktops of Workspace support the following OSs and will support more in
the future:

e Windows Server 2016
e Windows Server 2019
e Windows Server 2022
e UOS V20 1050/1060
e Kylin V10 SP1

2.4.3 Which Software Cannot Be Uninstalled?

Windows

Do not uninstall the following software:

e Access Agent

e Microsoft .NET Framework x Client Profile

e  Microsoft .NET Framework x Extended

e  Microsoft Visual C++ xxx Redistributable - xxx

2.4.4 Which Files Cannot Be Deleted?

Do not delete files or folders in C:\Program Files\Huawei.

2.4.5 Which Software Cannot Be Upgraded?

Do not upgrade the OS kernel. Otherwise, the system may run slowly or
abnormally.

2.4.6 Which Ports Cannot Be Deleted?

Do not delete the following ports. Otherwise, the system may malfunction.

e 28511
e 28512
e 28521

Issue 01 (2026-05-14) Copyright © Huawei Technologies Co., Ltd. 132



10 Workspace FAQs 2 FAQs for End Users

e 28522

e 8502-8509

e 6781

e 6791

e 6969

e 6970

2.4.7 Which Commands Cannot Be Executed?

Windows

Do not execute the script or command, for example, route DELETE *, to modify
route data.

2.4.8 How Do | Query the System Information?
Windows

1. Right-click This PC and choose Properties from the shortcut menu.
2. In the System window, view the system information.

2.4.9 Is There Any Help Document for OSs?

Obtain documentation for Windows from the official website.
2.5 Client Issues

2.5.1 What If the Workspace Client Installation Failed?

You can install the Huawei Cloud Workspace client only on devices running the
following OSs:

e Windows 10 or later
e macOS 10.14 to 13.6
e Android 6.0 or later

If the client installation still fails, submit a service ticket for technical support.
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