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1 Permissions Management

1.1 Creating an IAM User and Granting Organizations
Permissions

This section describes how a management account creates an IAM user and grants
organization administrator permissions to the user.

You can use Identity and Access Management (IAM) for fine-grained permissions
control on Organizations. With IAM, you can:

● Grant users only the permissions required to perform a given task based on
their job responsibilities. For example, you use the management account to
create two IAM users, and assign one of them the permissions to create and
delete OUs while the other one only the permission to view information
about OUs.

● Use the management account to create IAM users for personnel based on
your enterprise's organizational structure. Each IAM user has their own
identity credentials to access Huawei Cloudthe cloud platform and use
Organizations, improving account security.

● Entrust another Huawei Cloud account or a cloud service to perform efficient
O&M on your Organizations.

If your HUAWEI ID or Huawei Cloud account meets your permissions
requirements, you can skip this section.

The following describes how to create an IAM user and grant permissions to the
user. Figure 1-1 illustrates an example process.

Prerequisites
Before assigning permissions to user groups, learn about the permissions
supported by Organizations, as described in Permissions.

For the permissions of other services, see System Permissions.

Organizations
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Process Flow

Figure 1-1 Process of granting Organizations permissions

1. Create a user group and assign permissions.

Create a user group on the IAM console and grant the
OrganizationsReadOnlyAccess permission to the user group.

2. Create an IAM user and add it to the user group.

Create a user on the IAM console and add the user to the user group created
in 1.

3. Log in as an IAM user and verify permissions.

Log in to the console as the IAM user. If you can access Organizations and
view organization information but encounter an error message when you
attempt to add an OU, saying "Insufficient permission. Contact the
administrator", the OrganizationsReadOnlyAccess policy has been applied
and you have only the permission to view organization information.

1.2 Creating Custom Policies
You can create custom policies to supplement the system-defined policies of
Organizations. For the actions that can be added to custom policies, see Policies
and Supported Actions.

To create a custom policy, choose either visual editor or JSON.

● Visual editor: Select cloud services, actions, resources, and request conditions.
There is no need to know much about policy syntax.

● JSON: Edit policies from scratch or based on an existing policy in JSON
format.

For details, see Creating a Custom Policy. The following lists examples of common
Organizations custom policies.

Organizations
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Example Custom Policies
● Example 1: Grant permission to invite member accounts to join an

organization or to remove member accounts from an organization.
{
        "Version": "5.0",
        "Statement": [
                {
                        "Effect": "Allow",
                        "Action": [
                                "organizations:accounts:invite",
                                "organizations:accounts:remove"
                        ]
                }
        ]
}

● Example 2: Grant permission to deny the deletion of OUs or removal of
member accounts.
To apply a policy with only Deny statements, it must be used together with
other policies. If you do not assign the permission to perform an action, the
action is denied by default. If the permissions granted to an IAM user contain
both Allow and Deny, the Deny statements take precedence over the Allow
statements.
Assume that you want to grant the permissions of the
OrganizationsFullAccess policy to a user but want to prevent them from
deleting OUs or removing member accounts. You can create a custom policy
for denying the deletion, and attach this policy together with the
OrganizationsFullAccess policy to the user. As an explicit Deny in any policy
overrides any kind of Allow, the user can perform all operations on a given
organization except deleting its OUs or removing member accounts. The
following is an example of a deny policy:
{
        "Version": "5.0",
        "Statement": [
                {
                        "Effect": "Deny",
                        "Action": [
                                "organizations:ous:delete",
                                "organizations:accounts:remove"
                        ]
                }
        ]
}
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2 Managing Organizations

2.1 Overview of Organizations

What Is Organizations?

An organization is an entity that you create to manage multiple accounts. Each
organization is composed of exactly one management account, multiple member
accounts, and one root OU with many other OUs organized in a hierarchical, tree-
like structure. You can group member accounts into the root or any of the OUs.
For details about the basic concepts of Organizations, see Basic Concepts.

Helpful links:

● Creating an Organization: You can use your current account as the
management account to create an organization and invite other accounts to
join your organization.

● Viewing Details About an Organization: You can view details about your
organization, root OU, other OUs, and accounts.

● Deleting an Organization: You can delete an organization when you no
longer need it.

2.2 Creating an Organization
You can use a Huawei Cloud account as the management account to create an
organization. After creating the organization, you can invite existing accounts or
create new accounts to add them to your organization, and you can create OUs
to manage accounts in your organization.

Prerequisites

The current account has not joined any organization. If this account is already in
an organization and you still need to use it, remove it from the current
organization and then use it to create your organization. For how to remove from
an organization, see Leaving an Organization As a Member Account.

Organizations
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The current account must have enabled Enterprise Center and become an
enterprise master account. For details, see Enabling Enterprise Center.

Procedure
You can create an organization on the management console or by calling
Organizations APIs. The following describes how to create an organization on the
console.

Step 1 Log in to Huawei Cloud, and navigate to the Organizations console.

Step 2

Figure 2-1 Enabling Organizations

When Organizations is enabled, your organization as well as a root OU is
automatically created, and your login account is designated as the management
account.

Figure 2-2 Creating an organization and becoming the management account

----End
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Then, you can invite existing accounts to join your organization or create new
accounts in your organization, and you can also create OUs to manage
accounts.

2.3 Viewing Details About an Organization
You can use the management account to view all information about your
organization. The member accounts can view only the organization ID,
management account name, and management account ID.

Viewing Organization Details from the Management Account
Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Settings page to view the organization ID, URN, management account name, and
management account ID.

Figure 2-3 Viewing organization details from the management account

Viewing Root Details from the Management Account
Step 1 Log in to Huawei Cloud as the organization administrator or using the

management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Click the root OU. You can view details about the root OU on the right of the
organization tree, including the root ID, time of creation, URN, policies, and tags.

----End

Viewing OU Details from the Management Account
Step 1 Log in to Huawei Cloud as the organization administrator or using the

management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Click the OU. You can view details about the OU on the right of the organization
tree, including the OU name, ID, URN, time of creation, policies, and tags.

----End

Organizations
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Viewing Account Details from the Management Account

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Click the account. You can view details about the selected account the right of the
organization tree, including the account name, ID, time when joined the
organization, parent OU, policies, tags, and delegation services.

----End

Viewing Organization Details from a Member Account
Log in to Huawei Cloud as a member account, navigate to the Organizations
console, and access the Settings page to view the organization ID, URN,
management account name, and management account ID.

Figure 2-4 Viewing organization details from a member account

2.4 Deleting an Organization

Prerequisites
You can delete an organization when you no longer need it.

NO TE

An organization can be deleted only after all member accounts, OUs, and policies are
removed from the organization.

Impacts
● Impacts on the Management Account

– The management account will become a standalone account. You can
continue to use it as a standalone account, use it to create a different
organization, or accept an invitation from another organization to add
the account to that organization as a member account.

– The management account of an organization is never affected by service
control policies (SCPs). There is no change to the permissions assigned to
the management account and its IAM users.

● Impact on Member Accounts

Organizations
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– Each member account will become a standalone account. You can
continue to use it as a standalone account, use it to create a different
organization, or accept an invitation from another organization to add
the account to that organization as a member account.

– After the organization is deleted, member accounts are no longer
affected by SCPs, and the permissions assigned to the member accounts
and their IAM users may change.

● Impact on Policies
– If you delete an organization, you cannot recover it. If you have created

SCPs inside the organization, they are also deleted and you cannot
recover them.

Procedure

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Settings page.

Step 2 Click Delete Organization. In the displayed dialog box, click OK.

Figure 2-5 Deleting an organization

----End
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3 Managing OUs

3.1 Overview of an OU

What Is an OU?

An organizational unit (OU) is a container or a logical grouping of accounts in
your organization. You can use OUs to group accounts together to administer
them as a single unit. An OU can be mapped to a department, a subsidiary, or a
project family. You can create OUs within other OUs. Each OU can have only one
parent OU, but they can have many other child OUs or member accounts.

Helpful links:

● Creating an OU

● Modifying an OU

● Viewing Details About an OU

● Deleting an OU

3.2 Creating an OU
You can create an OU in your organization's root OU. OUs can be nested up to
five levels deep.

To create an OU:

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the parent OU by selecting its name rather than the expand icon, or by

selecting  next to OUs until you see the one you want, and then selecting its
name.

Step 3 Choose Add > Add Organizational Unit.

Organizations
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Figure 3-1 Adding an OU

Step 4 Enter the OU name, add a tag if required, and click OK.

Figure 3-2 Specifying the OU name

----End

3.3 Modifying an OU
On the Organizations console, you can rename an OU or update its tags or
policies.

Renaming an OU

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU you want to rename and click  next to the OU name on the
displayed OU details page.

Organizations
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Figure 3-3 Renaming an OU

Step 3 Enter a new name for the OU and click  to save it.

----End

Updating OU Tags
● Adding a Tag to an OU

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU you want to add a tag to, click the Tags tab on the right, and click
Add.

Figure 3-4 Adding a tag to an OU

Step 3 Enter a tag key and a tag value, and click Add. You can repeat this step to add up
to 20 tags.

Figure 3-5 Adding a tag

Organizations
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Step 4 Click OK.

----End

● Deleting a Tag from an OU

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU you want to delete a tag from, click the Tags tab on the right.

Step 3 Locate the tag you want to delete and click Delete in the Operation column.
Then, click OK in the displayed dialog box.

Figure 3-6 Deleting a tag

----End

● Editing a Tag Attached to an OU

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU whose tag you want to edit, click the Tags tab on the right.

Step 3 Locate the tag you want to edit and click Edit in the Operation column. Then,
click OK in the displayed dialog box.

Figure 3-7 Editing a tag

----End
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Attaching or Detaching OU Policies
● Attaching a Policy

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU that you want to attach a policy to and click the Policies tab on the
right.

Step 3 Select the policy type (Service control policies in this example) you want to
attach, click  to show the policies, and click Attach.

Figure 3-8 Attaching a policy

Step 4 Select the policy you want to attach and click Attach.

Figure 3-9 Policy attaching completed

----End

● Detaching a Policy

Organizations
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Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU that you want to detach a policy from, and click the Policies tab on
the right.

Step 3 Select the policy type (Service control policies in this example) you want to
detach and click  to show the policies.

Step 4 Locate the policy you want to detach and click Detach in the Operation column.
In the displayed dialog box, click OK.

Figure 3-10 Detaching a policy

----End

3.4 Viewing Details About an OU
Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Click the OU. You can view its details on the right of the OU tree, including the
name, ID, time of creation, policies, and tags.

Organizations
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Figure 3-11 Viewing details about an OU

3.5 Deleting an OU
You can delete an OU that is no longer needed.

NO TE

You cannot delete an OU if it contains other OUs or accounts.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Click the OU you want to delete and click Manage above the OU tree.

Step 3 Choose Delete Organizational Unit. In the displayed dialog box, click OK.

Figure 3-12 Deleting an OU

----End
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4 Managing Accounts

4.1 Overview of an Account

Accounts in Your Organization
Accounts in your organization can be standard HUAWEI IDs or Huawei Cloud
accounts. They are the minimum units holding your Huawei Cloud resources.
There is one management account and multiple member accounts in an
organization.

Table 4-1 Account types

Type Function Quota

Manage
ment
account

With the Organizations service, you can use
the management account to create an
organization and manage OUs, accounts,
and policies for the organization.

1 (Each organization
can have exactly one
management
account.)

Member
account
s

Except for the management account, other
accounts in an organization are member
accounts. Each member account is part of
only one organization at a time. Generally,
member accounts hold resources for a
specific application or project of an
organization.

9

 

Impacts of Being in an Organization
When you invite an existing account to your organization or create a new
account in your organization, Organizations will automatically make the
following changes to the new member account:

● A service-linked agency is created in the member account. It is a cloud service
agency with the system-defined permission
OrganizationsServiceLinkedAgencyPolicy for all resources.
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● The permissions of the new member account are affected by service control
policies and tag policies. You may have service control policies and tag policies
attached to the root OU or the OU that contains the new member account. If
so, the policies will apply to the new member account and all IAM users in
the member account.

● When you use the management account to enable a trusted service, the
trusted service can create a service-linked agency for that trusted service in
the member account.

Helpful links:

● Inviting an Account to Join Your Organization: You can create invitations,
manage invitations you have sent, and accept or reject invitations.

● Creating an Account: You can use the management account to create new
accounts.

● Closing an Account: You can use the management account to close any
unwanted accounts that you have created. Invited accounts cannot be closed.

● Moving a Member Account: You can move accounts from one OU to another
OU.

● Viewing Details About an Account: You can view the account name, account
ID, the time when it joined an organization, any account-owing OUs, and the
policies, tags, and delegated services that are attached to the account.

● Removing a Member Account from Your Organization: You can use the
management account to remove a member account.

4.2 Inviting an Account to Join Your Organization
When you invite a HUAWEI ID or Huawei Cloud account to join your organization,
Organizations sends an invitation to the ID or account owner, who then chooses
to accept or reject the invitation. You can use the Organizations console to issue
and manage invitations that you send to other accounts.

NO TE

The accounts you invite to join your organization must have completed real-name
authentication. For details, see Real-Name Authentication.
The original accounting relationship (master-member association) of invited accounts will
remain unchanged. If you want to change the relationship, refer to the documentation of
Enterprise Center.

This section includes the following content:

● Issuing Invitations to Accounts
● Managing Open Invitations of Your Organization
● Accepting or Rejecting an Invitation from an Organization

Issuing Invitations to Accounts
To invite other accounts to join your organization, perform the steps described in
this section. By default, those invited accounts will be placed as member accounts
in the root OU. If you want to move them to another OU, see Moving a Member
Account.

Organizations
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Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Organization page, choose Add > Add Account.

Figure 4-1 Adding an account

Step 3 In the displayed dialog box, select Invite existing and enter the ID of the account
you want to invite.

For details about how to obtain an account ID, see Obtaining Account ID.

Figure 4-2 Inviting an existing account

Step 4 (Optional) Add one or more tags to the account.

A tag consists of a key-value pair. Tags are used to identify, classify, and search for
accounts. You can add up to 20 tags to an account.
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Table 4-2 Tag description

Elem
ent

Description Example

Tag
key

A tag key of an account must be unique. You can create
a custom key or select a key of an existing tag created
in Tag Management Service (TMS).
A tag key:
● Cannot be an empty string.
● Contains 1 to 128 characters.
● Consists of letters, digits, underscores (_), hyphens

(-), and Unicode characters (\u4E00-\u9FFF).

Key_0001

Tag
value

A tag value can be repetitive or an empty string.
A tag value:
● Can be an empty string.
● Contains 1 to 225 characters.
● Consists of letters, digits, underscores (_), periods (.),

hyphens (-), and Unicode characters (\u4E00-
\u9FFF).

Value_0001

 

Step 5 Click OK to send an invitation to the invited account.

----End

Managing Open Invitations of Your Organization
When you log in as the management account, you can view and manage
invitations of your organization.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Accounts page.

Step 2 Click the Invitations tab. You can view all the invitations sent from your
organization and their statuses on the page.

Step 3 Locate the Open invitation you want to cancel and click Cancel Invitation in the
Operation column. Then, click OK in the displayed dialog box.

After the invitation is canceled, its status changes from Open to Canceled. If you
want that account to join your organization again, you must send a new
invitation.
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Figure 4-3 Canceling an invitation

----End

Accepting or Rejecting an Invitation from an Organization

Your account may receive an invitation to join an organization. You can accept or
reject the invitation.

NO TE

Each account can join only one organization. If you receive multiple invitations, you can
accept only one of them. If you have joined an organization, you need to exit that
organization before accepting an invitation from another organization.

Step 1 Log in to Huawei Cloud as an invited member account, and navigate to the
Organizations console.

Step 2 Locate the target invitation and click Accept or Decline in the Operation column.
Then, click OK in the displayed dialog box.

Figure 4-4 Viewing an invitation

----End

4.3 Creating an Account
You can use the management account to create new accounts in your
organization.

This section includes the following content:

● Creating an Account

● Accessing Account Resources Via Agency

● Accessing Account Resources Via IAM Identity Center
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Notes and Constraints
● An organization administrator can create a maximum of five accounts at a

time.
● The email address associated with the account you are creating cannot be

used by another account.
● Newly created accounts can only be used for login only by switching roles via

an agency or by accessing the IAM Identity Center console.
● Accounts that have been successfully created cannot be removed.
● By default, the accounting of accounts you created via Organizations is hosted

by the organization management account. If you want to change the
accounting relationship, refer to the documentation of Enterprise Center.

Creating an Account

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 On the Organization page, choose Add > Add Account.

Figure 4-5 Adding an account

Step 3 Click Create new in the displayed dialog box.

Step 4 Enter the account name and email address. Ensure that the account name is
different from any existing one.

You can retain the default agency name or change it as required.
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Figure 4-6 Creating an account

Step 5 (Optional) Add one or more tags to the account.

A tag consists of a key-value pair. Tags are used to identify, classify, and search for
accounts. You can add up to 20 tags to an account.

Table 4-3 Tag description

Elem
ent

Description Example

Tag
key

A tag key of an account must be unique. You can create
a custom key or select a key of an existing tag created
in Tag Management Service (TMS).
A tag key:
● Cannot be an empty string.
● Contains 1 to 128 characters.
● Consists of letters, digits, underscores (_), hyphens

(-), and Unicode characters (\u4E00-\u9FFF).

Key_0001

Tag
value

A tag value can be repetitive or an empty string.
A tag value:
● Can be an empty string.
● Contains 1 to 225 characters.
● Consists of letters, digits, underscores (_), periods (.),

hyphens (-), and Unicode characters (\u4E00-
\u9FFF).

Value_0001
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Step 6 Click OK. The new account is added to the list.

----End

Accessing Account Resources Via Agency

Step 1 Hover the mouse pointer over the username in the upper right corner and choose
Switch Role.

Figure 4-7 Switching the role

Step 2 On the Switch Role page, enter the account name.

Figure 4-8 Entering the account name

NO TE

After you enter the account name, the agencies created under this account will be
automatically displayed when you click the agency name text box. An agency name starting
with cbc_ will also be displayed. This agency is mainly used by an enterprise master
account to centrally manage expenditures and grant permissions to member accounts. You
need to select the agency name entered when creating the account.
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Step 3 Click OK to switch to the account.

----End

Accessing Account Resources Via IAM Identity Center

You can associate an account with users and permission sets in IAM Identity
Center, and log in to the IAM Identity Center console via the user portal URL to
access the resources in the account in the given organization. The specific access
permission for resources is controlled by the permission set in IAM Identify Center.

Step 1 Associate accounts with users/groups and permission sets.

Step 2 Log in as an IAM Identity Center user and access resources.

----End

4.4 Closing an Account
If you no longer need a member account, you can close it from the management
account of your organization following the instructions in this section. If you want
to close the management account, you have to delete your organization. For
details, see Deleting an Organization.

CA UTION

● Once your request to close an account is submitted, data in the account will
start to be deleted and cannot be restored. This operation cannot be undone.

● After the data in an account is deleted, the account status changes to Closed.
The account will be retained in the account list for 90 days before being
permanently deregistered.

Notes and Constraints
● You can close accounts you created but not those you invited to your

organization.

● You can only close 10% of member accounts within 30 days. You are allowed
to close a maximum of 200 member accounts, with up to three each time.

● The mobile number or email address associated with the closing account
cannot be used to create another account.

Procedure

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the account you want to close, and choose Manage > Close Account.
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Figure 4-9 Closing an account

Step 3 In the displayed dialog box, read and confirm the risks of closing the account, and
enter the account name.

Step 4 Click OK.

----End

4.5 Moving a Member Account
When you log in as the management account, you can move an account from one
OU to another.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the account you want to move, and choose Manage > Move Account.
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Figure 4-10 Moving a member account

Step 3 Select the OU you choose to hold the account, and click OK.

----End

4.6 Viewing Details About an Account
Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Select the account you want to view. Its details are displayed in the pane on the
right. You can view the account name, account ID, time when joining an
organization, account-owing OU, policies, tags, and delegated services.
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Figure 4-11 Viewing details about an account

4.7 Removing a Member Account from Your
Organization

Precautions
Before you remove an account, it is important to know the following information:

● The account you want to remove must not be a delegated administrator
account of any trusted service for your organization. If the account is a
delegated administrator, you must first change it to a non-delegated
administrator account in your organization. For more information about how
to remove or change a delegated administrator account, see Specifying,
Viewing, or Removing a Delegated Administrator.

● After a member account leaves an organization, the account no longer has
access to the data from the time range when the account was a member of
the organization. However, the management account of the organization can
still access that data. If the account rejoins the organization, it can access that
data again.

● When a member account leaves an organization, all tags attached to the
account are deleted.

● The removed member account is no longer affected by any policies applied in
the organization. Specifically, the permission restrictions imposed by SCPs are
gone, and the IAM users in the account may have more permissions.

● The member accounts you invited to join your organization can leave the
organization or be removed from the organization, but the accounts you
created via Organizations cannot.

Removing an Account
When you sign in to the management account of your organization, you can
remove member accounts that you no longer need. The following steps apply only
when you remove member accounts. If you want to remove the management
account, you must delete the organization by following the instructions in
Deleting an Organization.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.
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Step 2 Select the account you want to remove, and choose Manage > Remove Account.

Figure 4-12 Removing an account

Step 3 Click OK in the displayed dialog box.

----End

Leaving an Organization As a Member Account
When you sign in to a member account of an organization, you can choose to
leave the organization. The management account cannot leave the organization
using this method. To remove the management account, you must delete the
organization.

A member account to leave an organization must not be a delegated
administrator account for any trusted service of the organization. If the account is
a delegated administrator, you must first change it to a non-delegated
administrator account in the organization.

Step 1 Log in to Huawei Cloud as a member account, and navigate to the Organizations
console.

Step 2 Click Leave Organization on the Settings page. Then, click OK in the displayed
dialog box.
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Figure 4-13 Leaving an organization

----End

4.8 Viewing Account Details
When you sign in to the management account of your organization, on the
Accounts page, you can view details about your accounts, including the account
list, invitations, and creation requests. You can also invite, create, move, remove,
and close accounts, as well as cancel any pending invitations.

This section includes the following content:

● Viewing the Account List
● Viewing Invitations
● Viewing Creation Requests

Viewing the Account List

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 On the Accounts page, click the Accounts tab.

In the account list, you can view the details of all accounts in your organization.

Figure 4-14 Viewing the account list
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Step 3 Click an account name in the list to view its details.

Step 4 Click Move, Remove, or Close in the Operation column.

You can only remove accounts that were invited, and you can only close accounts
that were created in the organization.

Step 5 Click Add in the upper left corner of the list. In the displayed dialog box, you can
invite existing accounts to join your organization or create new accounts for the
organization.

Figure 4-15 Account-related operations

----End

Viewing Invitations

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 On the Accounts page, click the Invitations tab.

You can view the details about account invitations.

Figure 4-16 Viewing invitations

Step 3 Click Cancel Invitation in the Operation column to cancel an invitation in the
Open state.

Step 4 Click Invite in the upper left corner of the list. In the displayed dialog box, you can
invite existing accounts to join your organization.
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Figure 4-17 Invitation-related operations

----End

Viewing Creation Requests

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 On the Accounts page, click the Creation Requests tab.

You can view the details about account creation requests.

Figure 4-18 Viewing account creation requests

Step 3 Click Create Account in the upper left corner of the list. In the displayed dialog
box, you can create new accounts for your organization.

Figure 4-19 Creating an account

----End
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5 Managing SCPs

5.1 Overview of an SCP

5.1.1 SCP Introduction

Definition
Service control policies (SCPs) are a type of organization policy that you can use
to manage permissions in your organization. The organization management
account can use SCPs to limit the permissions that can be assigned to member
accounts to ensure that they stay within your organization's access control
guidelines. SCPs can be attached to an organization, OUs, and member accounts.
Any SCP attached to an organization or OU affects all the accounts within the
organization or under the OU.

Helpful links:

● SCP Principles: SCP types, how SCPs work, inheritance of SCPs, and
relationship between SCPs and IAM policies

● SCP Syntax: SCP structure and parameters

Testing SCP Effects
You are advised to thoroughly test the effects of an SCP on accounts before
attaching it to the root OU. You can create an OU and move accounts into it one
by one or a few at a time to ensure that you do not inadvertently lock members
out of key services.
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CA UTION

Do not detach the system-defined SCP named FullAccess unless you replace it
with a custom policy with allowed actions.

● If you detach the FullAccess SCP from the root OU, the operations for all
accounts in the organization will fail. Detaching the FullAccess SCP is highly
risky. Exercise caution with this operation.

● If you detach the FullAccess SCP from an OU, the operations for the accounts in
that OU and its lower-level OUs will fail.

● If you detach the FullAccess SCP from a member account, the operations for
that account will fail.

Tasks Not Restricted by SCPs

You cannot use SCPs to restrict the following tasks:

● Any action performed by IAM users or service-linked agencies in the
management account.

● Any action performed using permissions that are attached to a service-linked
agency

● Any API calls made by SCP-unsupported cloud services to SCP-supported
cloud services For SCP-supported cloud services and regions, see Cloud
Services for Using SCPs and Regions for Using SCPs.

● Token obtained by APIs used for access to APIs of SCP-supported cloud
services

5.1.2 SCP Principles

SCP Types

SCPs are classified into Huawei Cloud system-defined policies and custom policies,
depending on who creates the policies.

● System-defined policies

System-defined policies refer to commonly used SCPs predefined by Huawei Cloud
services for Organizations. An organization administrator can directly use these
policies when attaching SCPs to OUs or accounts. Such policies cannot be
modified. For details about the Huawei Cloud system-defined policies of all cloud
services, see System-defined SCPs.

● Custom policies

If Huawei Cloud system-defined policies cannot meet your requirements, you can
use the management account to create and modify custom SCPs based on the
actions supported by each service. Custom policies extend and supplement Huawei
Cloud system-defined policies. You can create custom policies for Organizations in
a policy editor or JSON view.
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SCP Effects on Permissions
● Permissions boundaries

SCPs do not actually grant any permissions to an entity. They only set
permissions boundaries for the entity. When SCPs are attached to an OU or a
member account, they do not directly grant permissions to that OU or
member account. Instead, the SCPs only determine what permissions are
available for that member account or member accounts under that OU. The
granted permissions can be applied only if they are allowed by the SCPs.
Users cannot perform any actions that are denied by SCPs even if the actions
are granted to the users by IAM policies.
Suppose that an SCP is attached to a member account. The SCP allows action
A but denies action B. The member account then can grant its IAM users the
permission to perform action A but not action B. Even if the permission to
perform action B is assigned, the permission cannot be applied.

● Permissions intersection
The final effective permissions of an OU or account are the intersection of the
permissions of its own SCPs and the allowed SCPs of its parent OU.
In the following figure, the oval on the left represents an SCP attached to the
parent OU. It allows permissions A, B, and C. The oval on the right represents
an SCP attached to the child OU or account. It allows permissions C, D, and E.
Because the SCP attached to the parent OU does not allow permission D or E,
no child OUs or accounts under the parent OU can use them. Even though
the SCP attached to the child OU explicitly allows permissions D and E, they
are blocked by the SCP attached to the parent OU. Because the SCP attached
to the child OU or account does not allow permission A or B, those
permissions are blocked for the child OU or account. In this case, the child OU
or account can actually use the permission (permission C in the following
figure) in the intersection of its own permissions and the allowed permissions
of its parent OU.
If the entity in the oval on the right represents a member account, then the
intersection is a set of maximum permissions that can be granted to the users
and user groups in that account. If the entity represents a child OU, then the
intersection is a set of maximum permissions that can be granted to that OU.

Figure 5-1 How SCPs work

● Policy inheritance
SCPs for an OU or account can be directly attached or inherited from the root
OU or the parent OU. When you attach an SCP to a specific OU, all child OUs
and accounts under that OU will inherit that policy. The permissions
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boundaries of an account or an OU are jointly determined by the SCPs
attached to all upper-level OUs and the SCPs directly attached to the account
or OU. In the following figure, Account y is nested in OU 3, and its
permissions boundary is jointly determined by the SCPs inherited from the
root OU and the SCPs attached to OU 1 and OU 3 as well as Account y.

Figure 5-2 Example SCP inheritance

If you want to allow a service action at the member account level, you must
allow that action at every level between the member account and the root
OU of your organization. Specifically, you must attach SCPs that allow the
given action to every level from the root OU to the member account. You can
use either of the following strategies for this:
– A deny list strategy: This strategy makes use of the FullAccess SCP that is

attached by default to every OU and account. This SCP overrides the
default implicit Deny and allows all permissions to flow down from the
root OU to every account, unless you explicitly deny a permission with an
additional SCP that you create and attach to the appropriate OU or
account. This strategy adheres to the rule that an explicit Deny in a policy
always overrides any Allow. No account below the level of the OU with
the deny policy can use the denied action, and there is no way to add the
permission back lower in the hierarchy.

– An allow list strategy: This strategy has you remove the FullAccess SCP
that is attached by default to every OU and account. This means that no
actions are permitted anywhere unless you explicitly allow them. To allow
a service action in an account, you must create your own SCPs and attach
them to the account and every OU above it, up to and including the root
OU. Every SCP in the hierarchy, starting at the root OU, must explicitly
allow the actions that you want to be usable in the OUs and accounts
below it. This strategy adheres to the rule that an explicit Allow in an SCP
overrides an implicit Deny.

● Deny preceded
When multiple SCPs are attached to an OU or an account, a Deny statement
always overrides an Allow statement. Suppose that two SCPs are attached to
a member account, one allowing for full access and the other denying bill
viewing. As the Deny statement overrides the Allow statement, the member
account is prohibited from viewing the bill. For details, see Differences
Between Explicit Deny and Implicit Deny.

● Allow by default
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When SCPs are enabled for an organization, the FullAccess policy is attached
by default to all OUs and accounts unless you attach explicit deny policies to
the OUs or accounts.

Differences Between Explicit Deny and Implicit Deny

There are two policy effects: Allow and Deny.

If there are no applicable Deny statements but also no applicable Allow
statements, all requests are denied by default. This is called an implicit deny. If a
policy includes an Allow statement for a given permission and no other policies
include a Deny statement for that permission, the Allow statement takes effect.

If a policy includes an applicable Deny statement, requests will be denied. This is
called an explicit deny. An explicit Deny always takes precedence over Allow. For
example, if the SCP of an OU allows permissions A, B, and C, but the SCP of one
of its child OU allows permissions A and B but denies permission C, then no
accounts in the child OU or accounts in lower-level OUs can use permission C.

The following figure shows the logic for authenticating an access request.

Figure 5-3 Authentication logic

1. A principal sends an access request.
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2. The system looks for a Deny statement that applies to the request. If the
system finds an applicable Deny, it returns a final decision of Deny, and the
authentication ends.

3. If no Deny is found applicable, the system looks for an Allow that would apply
to the request. If the system finds an applicable Allow, it returns a final
decision of Allow, and the authentication ends.

4. If no Allow is found applicable, the system returns a final decision of Deny,
and the authentication ends.

5.1.3 SCP Syntax
The following uses a custom policy for RAM as an example to describe the SCP
syntax.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:create"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
       "ForAnyValue:StringNotEquals": {
          "g:RequestTag/owner": [
            "Alice",
            "Jack"
          ]
        }
      }
    }
  ]
}

Policy Structure
A policy consists of a version and a single statement or an array of individual
statements, each indicating a different action.
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Figure 5-4 Policy structure

Policy Elements

The following table describes the policy elements (Version and Statement).

Table 5-1 Policy elements

Element Mand
atory

Description Value

Version Yes Policy version. 5.0 (cannot be customized)

Stateme
nt:
Permissi
ons
defined
by a
policy

Stateme
nt ID
(Sid)

No Identifier of a
policy
statement.
You can
assign a Sid
value for each
statement in a
statement
array.

A user-defined character string

Effect Yes Determines
whether to
allow or deny
the operations
defined in an
action.

● Allow
● Deny
NOTE

● If an action has both Allow and
Deny effects, the Deny effect
takes precedence.

● If an action has the Allow
effect, the Condition element is
not allowed.
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Element Mand
atory

Description Value

Action Mand
atory
for
Allow
state
ments
Either
Actio
n or
NotAc
tion
for
Deny
state
ments

Operations
that the SCP
allows or
denies.

Format: "Service name:Resource
type:Operation". Wildcard
characters (*) are supported,
indicating all options.
The wildcard characters (*) and
(?) in an element can be used
only by itself or at the end of
the string. They cannot be used
at the beginning or middle of
the string.
For example,
"obs:bucket:ListAllMybuckets"
indicates the permission to list
all OBS buckets.

NotActio
n

Not
availa
ble
for
Allow
state
ments
.
Either
Actio
n or
NotAc
tion
for
Deny
state
ments
.

Operations or
services that
are exempt
from the SCP.
A Deny
statement
denies all
operations
except those
in the
NotAction list.

In the same format as Action
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Element Mand
atory

Description Value

Conditio
n

Not
availa
ble
for
Allow
state
ments
.

Determines
when a policy
is in effect. A
condition
consists of a
condition key
and a
condition
operator.

Format: "Condition operator:
{Condition key:[Value 1,Value
2]}"
If you configure multiple
conditions, the policy can be
applied only when all the
conditions are met.
Example:
"StringEndWithIfExists":
{"g:UserName":
["specialCharactor"]}: This
statement is valid for users
whose names end with
specialCharactor.

Resource No
If this
eleme
nt is
not
specifi
ed, *
is
used
by
defaul
t,
indica
ting
that
the
SCP
applie
s to
all
resour
ces.

Resources that
the SCP
applies to.

The value can only be * for
Allow statements.
The value can be either * or a
specific resource for Deny
statements. Format: Service
name:Region:Domain
ID:Resource type:Resource path.
Wildcard characters (*) are
supported, indicating all
resources.
Example:
● obs:*:*:bucket:*: All OBS

buckets
● obs:*:*:object:my-

bucket/my-object/*: All
objects in the my-object
directory of the my-bucket
bucket

 

NO TE

The following elements are not supported in SCPs:
● Principal
● NotPrincipal
● NotResource
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Condition Keys

A condition key is a key in the Condition element of a statement. The condition
key that you specify can be a global condition key or a service-specific condition
key.

● Global condition keys (with the g: prefix) apply to all actions. Cloud services
do not need to provide user identity information. Instead, Organizations
automatically obtains user information and authenticates users. For details,
see Table 5-2.

● Service-specific condition keys (with the abbreviation of a service name as the
prefix, for example, ram:) apply only to operations of that service. For details,
see the service-specific condition keys of each service in Actions Supported
by SCP-based Authorization.

Table 5-2 Common global condition keys

Global Condition
Key

Type Description

g:CalledVia String Used to control access across services.

g:CalledViaFirst String The first element in the g:CalledVia key.

g:CalledViaLast String The last element in the g:CalledVia key.

g:CurrentTime Time Time when an authentication request was
received. The time is in ISO 8601 format, for
example, 2023-11-11T23:59:59Z.

g:DomainName String Account name of the requester.

g:DomainId String Account ID of the requester.

g:MFAPresent Boolean Whether to use multi-factor authentication
(MFA) to obtain a token

g:MFAAge Numeri
c

Validity period of the token obtained using MFA.
This condition must be used together with
g:MFAPresent.

g:PrincipalAccoun
t

String Same attribute as g:DomainId.

g:PrincipalUrn String URN of the requester. Different principals have
different URN formats.
IAM user: iam::<domain-id>:user:<user-name>
IAM agency: sts::<domain-id>:assumed-
agency:<agency-name>/<session-name>

g:PrincipalIsRoot
User

Boolean Whether the requesting principal is a root user.
This key is included in all requests.

g:PrincipalIsServic
e

Boolean Whether the requesting principal is a cloud
service. You can use this key to control whether
only cloud services can access the specified APIs.
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Global Condition
Key

Type Description

g:PrincipalOrgId String ID of the organization to which the requesting
principal belongs. You can use this key to specify
that only requesting principals in the specified
organization can access the specified APIs.

g:PrincipalOrgMa
nagementAccoun
tId

String Management account ID of the organization to
which the requesting principal belongs.

g:PrincipalOrgPat
h

String Organization path for the requesting account.
You can use this key to control that only accounts
at specified levels in the organization can access
the specified APIs. The format of an account's
organization path is as follows:
<organization-id>/<root-id>/(<ou-id>/)*<account-
id>

g:PrincipalService
Name

String Name of the cloud service principal of the
requester.

g:PrincipalTag/
tag-key

String Tag attached to the requesting principal.
Currently, only the session tag supported by
STSToken can be used as this key.

g:PrincipalType String Type of the requesting principal, either User or
AssumedAgency. When a long-term IAM
credential is used for access, the value of this key
is User. When a temporary IAM credential is used
for access, the value of this key is
AssumedAgency.

g:Referer String HTTP referer header in a request. As this key is
specified by the client, it should not be used to
prevent unauthorized parties from making direct
requests.

g:RequestedRegio
n

String Region that was called in a request. If the target
cloud service is a global service, set this
parameter to NULL. If the target cloud service is
a regional service, set this parameter to the ID of
the regionfor example, cn-north-4.

g:RequestTag/
tag-key

String Tag that was passed in a request.

g:ResourceAccoun
t

String Account ID of the requested resource owner.

g:ResourceOrgId String ID of the organization to which the requested
resource account belongs.
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Global Condition
Key

Type Description

g:ResourceOrgPat
h

String Path in the organization to which the requested
resource account belongs.

g:ResourceTag/
tag-key

String Tag attached to the requested resource. You can
use this key to control that only resources with
specified tags can be accessed.

g:SecureTransport Boolean Whether the request was sent using SSL.

g:SourceAccount String Account of the resource making a service-to-
service request.

g:SourceUrn String URN of the resource making a service-to-service
request.

g:SourceIdentity String The source_identity field that was set in the
temporary IAM credential STSToken. The
source_identity field is specified when a user
obtains a temporary IAM credential for the first
time through the AssumeAgency API of STS and
cannot be changed in subsequent agency
switching.

g:SourceIp IP Source request IP address from the public
network. If the request was initiated from an ECS
in a VPC through the VPC endpoint,
g:VpcSourceIp instead of g:SourceIp is used.

g:SourceVpc String ID of the VPC from which the request was sent.

g:SourceVpce String ID of the VPC endpoint used to initiate the
request.

g:TagKeys String List of tag keys in a request.

g:TokenIssueTime Time Time when the STSToken in the access credentials
was issued.

g:UserAgent String HTTP User-Agent header in a request. As this key
is specified by the client, it should not be used to
prevent unauthorized parties from making direct
requests.

g:PrincipalId String ID of the requesting principal. Different principals
have different ID formats.
IAM user: <user-id>
IAM agency: <agency-id>:<session-name>

g:UserName String Name of an IAM user.

g:UserId String ID of an IAM user.
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Global Condition
Key

Type Description

g:ViaService Boolean Whether the request was initiated by the cloud
service on behalf of the user through the
Impersonate protocol. The value of this key is
true only when g:CalledVia is not an empty
string.

g:VpcSourceIp IP Source IP address of a request initiated in a VPC.

g:EnterpriseProjec
tId

String ID of the enterprise project for the request or the
requested resource.

 

● Multivalued condition keys

a. ForAllValues: Tests whether the value of every member of the request set
is a subset of the condition key set. The condition returns true if every
key value in the request matches at least one value in the policy.

b. ForAnyValue: Tests whether at least one member of the set of request
values matches at least one member of the set of condition key values.
The condition returns true if any one of the key values in the request
matches any one of the condition values in the policy. The condition
returns false if there are no matching keys in the request, or if the key
value resolves to an empty data set.
Condition Operators

Figure 5-5 Condition operators

i. If a single condition operator includes multiple values for one key,
that condition operator is evaluated using a logical OR. The condition
returns true if any one of the key values in the request matches any
one of the condition values in the policy.
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NO TICE

For condition operators that contain Not (such as StringNotEquals),
the request value cannot match any of the condition values.

ii. The AND operation is used between different condition keys of the
same operator. It is also used between different operators.

Operators

A condition operator, a condition key, and a condition value together constitute a
complete condition statement. A policy can be applied only when its request
conditions are met. The operator suffix IfExists indicates that a policy is applied if
a request value is empty or meets the specified condition. For example, if the
operator StringEqualsIfExists is selected for a policy, the policy is applied if a
request value is empty or equal to the specified condition value. Operators are
string operators. They are not case-sensitive unless otherwise specified.

● String

Table 5-3 String condition operators

Type Operator Description

String StringEquals Exact matching, case sensitive

StringNotEquals Negated matching, case sensitive

StringEqualsIgnoreCase Exact matching, ignoring case

StringNotEqualsIgnore-
Case

Negated matching, ignoring case

StringMatch Case-sensitive matching. The values
can include multi-character match
wildcards (*) and single-character
match wildcards (?) anywhere in the
string.

StringNotMatch Negated case-sensitive matching.
The values can include multi-
character match wildcards (*) and
single-character match wildcards (?)
anywhere in the string.

 
● Numeric

Table 5-4 Numeric condition operators

Type Operator Description

Numeric NumberEquals Matching

NumberNotEquals Negated matching
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Type Operator Description

NumberLessThan "Less than" matching

NumberLessThanEquals "Less than or equals" matching

NumberGreaterThan "Greater than" matching

NumberGreaterThanEqu-
als

"Greater than or equals"
matching

 
● Date

Table 5-5 Date condition operators

Type Operator Description

Date DateLessThan Matching before a specific
date and time

DateLessThanEquals Matching at or before a
specific date and time

DateGreaterThan Matching after a specific date
and time

DateGreaterThanEquals Matching at or after a specific
date and time

 
● Boolean

Table 5-6 Boolean condition operators

Type Operator Description

Bool Bool Boolean conditions let
you construct condition
elements that restrict
access based on
comparing a key to
"true" or "false."

 
● Null
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Table 5-7 Null condition operators

Type Operator Description

Null Null You can use a Null condition
operator to check if a condition key
is absent at the time of
authorization. In the policy
statement, you can use either
"true" (the key does not exist or is
null) or "false" (the key exists and
its value is not null).

 
● IP

Table 5-8 IP condition operators

Type Operator Description

IP IpAddress IP address or IP address range

NotIpAddress All IP addresses beyond a specific IP
address or IP address range

 
● IfExists operator suffix

You can add "IfExists" to the end of any condition operator name except the
"Null condition", for example, StringEqualsIfExists. If the policy key is present
in the context of the request, process the key as specified in the policy. If the
key is not present, evaluate the condition element as true.

5.2 Enabling or Disabling the SCP Type

Enabling the SCP Type

Before you create and attach an SCP to OUs and accounts, you have to enable the
SCP type from the organization's management account. After the SCP type is
enabled, Organizations automatically attach the FullAccess policy (allowing for all
operations) to all OUs and accounts.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Enable in the Operation column of the service control
policies.

Figure 5-6 Enabling the SCP type
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Step 3 Click Enable in the displayed dialog box.

----End

Disabling the SCP type
If you no longer want to use SCPs to manage permissions for your organization,
you can disable the SCP type from the organization's management account.

CA UTION

● After the SCP type is disabled in an organization, all SCPs are automatically
detached from all OUs and accounts in the organization. However, the SCPs are
not deleted.

● If you disable the SCP type and then enable it again, the FullAccess SCP is still
attached to all entities in the organization and attachments of other SCPs are
lost. If you want to re-enable them, you must re-attach them to the entities.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Disable in the Operation column of the service control
policies.

Figure 5-7 Disabling the SCP type

Step 3 Click Disable in the displayed dialog box.

----End

5.3 Creating an SCP
You can create an SCP on the Organizations console, as described in this section.
You can also use APIs to create an SCP. For details, see Creating an SCP. For
example SCPs, see Example SCPs.

Creating an SCP with a JSON File
Step 1 Log in to Huawei Cloud as the organization administrator or using the

management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Figure 5-8 Accessing the Service control policies page
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Step 3 Click Create Policy.

Figure 5-9 Creating an SCP

Step 4 Enter a policy name. Ensure that you are entering a unique policy name, different
from any existing one.

(Optional) You can also enter a description for the policy.

Step 5 Click Add Statement to add an array of statement elements. You can edit actions,
resources, and conditions in the editor on the right pane.

Figure 5-10 Adding a statement

● Adding an action: Click + to add an action. The added action will appear
under Available Actions , as shown in Figure 5-11.
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Figure 5-11 Adding an action

● Adding a resource: Only services available for resource-level authorization can
be added. Click + to select a service for the action, and enter the URN to
identify the specific resource you want to control access to , as shown in
Figure 5-12.

Figure 5-12 Adding a resource

● (Optional) Adding a condition: You can add a condition key to specify the
conditions that limit when a policy statement is in effect. Click + to add
condition keys and operators , as shown in Figure 5-13.
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Figure 5-13 Adding a condition

Step 6 Modify the statements in the given template.

Effect: Enter Allow or Deny.

Action: Enter available actions in the API actions table of a specific service, for
example, evs:volumes:create. For details about the syntax, see SCP Syntax. For
details about the actions supported by each service, see System Permissions.

NO TE

The Version value of a custom policy must be 5.0.

Step 7 (Optional) Add one or more tags. Enter a tag key and a tag value, and click Add.

Figure 5-14 Adding tags to the SCP

Step 8 Click Save. If the policy list is displayed, the SCP is created successfully. If a
message appears indicating incorrect policy content, modify the SCP syntax.

----End

5.4 Modifying or Deleting an SCP
The following describes how to modify or delete a custom SCP.
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Modifying an SCP

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Policies page.

Step 2 Click Service control policies. The Service control policies page is displayed.

Step 3 Locate the SCP you want to modify and click Modify in the Operation column.

Step 4 Enter a new policy name and description, , as shown in Figure 5-15.

Figure 5-15 Modifying an SCP

Step 5 Modify the policy content if needed. You can use the statement editor to modify
the policy syntax. For details, see SCP Syntax.

Step 6 Click Save. If the policy list is displayed, the SCP is updated successfully. If a
message appears indicating incorrect policy content, modify the SCP syntax.

----End

Deleting an SCP
An SCP that is attached to OUs or accounts cannot be deleted. To delete such an
SCP, you need to detach the SCP from the OUs or accounts first.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Policies page.

Step 2 Click Service control policies. The Service control policies page is displayed.

Step 3 Locate the SCP you want to delete and click Delete in the Operation column.

Step 4 Click OK in the displayed dialog box.
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Figure 5-16 Deleting an SCP

----End

5.5 Attaching or Detaching an SCP
You can attach an SCP to or detach it from the root OU, other OUs or accounts
from the organization's management account.

Notes and Constraints
SCPs affect only member accounts in an organization. They have no effect on IAM
users or agencies in the management account.

Attaching an SCP

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU or account you want to attach the SCP to.

Step 3 On the details page, click the Policies tab. On the page, expand Service control
policies and click Attach.
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Figure 5-17 Attaching an SCP

Step 4 Select the SCP you want and click Attach.

----End

Detaching an SCP

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU or account you want to detach the SCP from.

Step 3 On the details page, click the Policies tab. On the page, expand Service control
policies, locate the target SCP and click Detach in the Operation column.

Step 4 Click OK in the displayed dialog box.

NO TE

You cannot detach the last SCP from an OU or account. There must be at least one SCP
attached to every OU or account.

----End

5.6 Example SCPs
This section provides some example SCPs for your reference, including:

● Preventing Member Accounts from Leaving an Organization
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● Blocking Service Access for the Root User
● Preventing Sharing with Accounts Outside an Organization
● Preventing Sharing Specified Resource Types
● Preventing Aggregation Authorization to Accounts Outside the Current

Organization
● Preventing the Root User from Using Cloud Services Other Than IAM
● Preventing IAM Users and Agencies from Making Certain Changes
● Preventing IAM Users and Agencies from Making Specified Changes, with

an Exception for Specified Accounts

Preventing Member Accounts from Leaving an Organization
The following SCP prevents member accounts from leaving an organization.
{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "organizations:organizations:leave"
      ],
      "Resource": [
        "*"
      ]
    }
  ]
}

Blocking Service Access for the Root User
The following SCP blocks access to the specified actions for the root user in a
member account. If you want to restrict access in specific ways, you can modify
the Action and Resource elements in the SCP statement.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ecs:*:*"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "BoolIfExists": {
          "g:PrincipalIsRootUser": "true"
        }
      }
    }
  ]
}

Preventing Sharing with Accounts Outside an Organization
The following SCP prevents accounts in an organization from sharing resources
with accounts outside the organization. You are advised to attach this SCP to the
root OU of the organization so that the SCP will be applied to the entire
organization.
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{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:create",
         "ram:resourceShares:associate"
 
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "ForAnyValue:StringNotLike": {
          "ram:TargetOrgPaths": [
            "organization_id/root_id/ou_id" [Note: Enter the path ID of the organization.]
          ]
        }
      }
    }
  ]
}

Preventing Sharing Specified Resource Types
The following SCP prevents accounts to share VPC subnets. You can modify the
resource type in the Condition element of the SCP statement as required.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:create"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "ForAnyValue:StringEquals": {
          "ram:RequestedResourceType": [
            "vpc:subnet" [Note: You can change the resource type as required.]
          ]
        }
      }
    }
  ]
}

Preventing Aggregation Authorization to Accounts Outside the Current
Organization

The following SCP prevents accounts within an organization from performing
aggregation authorization for accounts outside the organization. You are advised
to attach this SCP to the root OU of your organization to prevent accounts outside
your organization from collecting resource information of accounts in your
organization. You can also attach this SCP to source accounts to prevent them
from accepting authorization requests from the aggregator account.

{
  "Version": "5.0",
  "Statement": [
    {
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      "Effect": "Deny",
      "Action": [
        "rms:aggregationAuthorizations:create"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "StringNotMatch": {
          "rms:AuthorizedAccountOrgPath": [
            "organization_id/root_id/ou_id" [Note: Enter the path ID of the organization.]
          ]
        }
      }
    }
  ]
}

Preventing the Root User from Using Cloud Services Other Than IAM
The following SCP prevents the root user from using any cloud services other than
IAM.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "NotAction": [
        "iam:*:*"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "Bool": {
          "g:PrincipalIsRootUser": [
            "true"
          ]
        }
      }
    }
  ]
}

Preventing IAM Users and Agencies from Making Certain Changes
The following SCP prevents IAM users and agencies from making changes to
resource shares created in all accounts in your organization.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:update",
        "ram:resourceShares:delete",
        "ram:resourceShares:associate",
        "ram:resourceShares:disassociate",
        "ram:resourceShares:associatePermission",
        "ram:resourceShares:disassociatePermission"
      ],
      "Resource": [
        "ram::*:resourceShare:resource-id"
      ]
    }
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  ]
}

Preventing IAM Users and Agencies from Making Specified Changes, with an
Exception for Specified Accounts

The following SCP prevents IAM users and agencies from making changes to
resource shares created in all accounts in your organization except for specified
accounts.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:update",
        "ram:resourceShares:delete",
        "ram:resourceShares:associate",
        "ram:resourceShares:disassociate",
        "ram:resourceShares:associatePermission",
        "ram:resourceShares:disassociatePermission"
      ],
      "Resource": [
        "ram::*:resourceShare:resource-id"
      ],
      "Condition": {
        "StringNotEquals": {
          "g:DomainId": [
            "account-id" [Note: Enter the ID of the account to deny.]
          ]
        }
      }
    }
  ]
}

5.7 System-defined SCPs
The following table lists the SCPs preconfigured on Huawei Cloud.

Table 5-9 Huawei Cloud SCPs

Policy Description

FullAccess Allows all permissions on all resources.

 

NO TE

At least one SCP must be attached to each root, OU, and account.

5.8 Cloud Services for Using SCPs
SCPs are available for the following cloud services:
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NO TE

In the documentation of the cloud services that support SCPs, the listed actions can only be
used in SCPs.

Table 5-10 Supported cloud services

Service Name Reference

Tag Management Service (TMS) Tag Management Service (TMS)

Resource Access Manager (RAM) Resource Access Manager (RAM)

Security Token Service (STS) Security Token Service (STS)

Config (original service name: RMS) Config

Organizations Organizations

Document Database Service (DDS) Document Database Service (DDS)

Relational Database Service (RDS) Relational Database Service (RDS)

Host Security Service (HSS) Host Security Service (HSS)

Software Repository for Container
(SWR)

SoftWare Repository for Container
(SWR)

Elastic IP (EIP) Elastic IP (EIP)

Image Management Service (IMS) Image Management Service (IMS)

Bare Metal Server (BMS) Bare Metal Server (BMS)

Simple Message Notification (SMN) Simple Message Notification (SMN)

Virtual Private Cloud (VPC) Virtual Private Cloud (VPC)

Elastic Cloud Server (ECS) Elastic Cloud Server (ECS)

SecMaster SecMaster

Elastic Load Balance (ELB) Elastic Load Balance (ELB)

Distributed Cache Service (DCS) Distributed Cache Service (DCS)

NAT Gateway NAT Gateway

Content Delivery Network (CDN) Content Delivery Network (CDN)

Cloud Container Engine (CCE) Cloud Container Engine (CCE)

VPC Endpoint (VPCEP) VPC Endpoint

Log Tank Service (LTS) Log Tank Service (LTS)

IAM Identity Center IAM Identity Center

Advanced Anti-DDoS (AAD) Advanced Anti-DDoS (AAD)
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Service Name Reference

Enterprise Project Management Service
(EPS)

Enterprise Project Management
Service (EPS)

SSL Certificate Manager (SCM) SSL Certificate Manager (SCM)

Private Certificate Authority (PCA) Cloud Certificate Manager (CCM)

Identity and Access Management
(IAM)

Identity and Access Management
(IAM)

IoT Device Access (IoTDA) IoT Device Access (IoTDA)

ServiceStage ServiceStage

Resource Formation Service (RFS) Resource Formation Service (RFS)

IAM Access Analyzer IAM Access Analyzer

 

5.9 Regions for Using SCPs
SCPs are available in the following regions:

Table 5-11 Supported regions

Region Name Region ID

AP-Singapore ap-southeast-3

AP-Bangkok ap-southeast-2

AP-Jakarta ap-southeast-4

CN East-Shanghai1 cn-east-3

CN East-Shanghai2 cn-east-2

CN-Hong Kong ap-southeast-1

CN North-Beijing1 cn-north-1

CN North-Beijing4 cn-north-4

CN South-Guangzhou cn-south-1

CN North-Ulanqab1 cn-north-9

CN Southwest-Guiyang1 cn-southwest-2

CN East-Qingdao cn-east-5

TR-Istanbul tr-west-1

AF-Johannesburg af-south-1

LA-Mexico City1 na-mexico-1
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Region Name Region ID

LA-Mexico City2 la-north-2

LA-Sao Paulo1 sa-brazil-1

LA-Santiago la-south-2

ME-Riyadh me-east-1

 

5.10 Actions Supported by SCP-based Authorization

5.10.1 Compute

5.10.1.1 Elastic Cloud Server (ECS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by ECS, see Resources.
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● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by ECS, see Conditions.

The following table lists the actions that you can define in SCP statements for ECS.

Table 5-12 Actions supported by ECS

Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:createServ
ers

Grants
permission to
create ECSs.

write - ● g:RequestTag/
<tag-key>

● g:EnterprisePr
ojectId

● g:TagKeys
● ecs:imageID
● evs:Encrypted
● cbr:VaultId

ecs:cloudServ
ers:deleteServ
ers

Grants
permission to
delete ECSs.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:resize

Grants
permission to
modify ECS
specifications.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:attachShar
edVolume

Grants
permission to
attach a
specified
shared EVS
disk to
multiple ECSs
in a batch.

write ecs:<region>:
<account-
id>:instance:<
server-id>

evs:Encrypted

ecs:cloudServ
ers:showServe
r

Grants
permission to
query ECS
details.

read ecs:<region>:
<account-
id>:instance:<
server-id>

-
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:attach

Grants
permission to
attach disks
to an ECS.

write ecs:<region>:
<account-
id>:instance:<
server-id>

evs:Encrypted

ecs:cloudServ
ers:showServe
rBlockDevice

Grants
permission to
query
information
about a
single disk
attached to
an ECS.

read ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:updateSer
verBlockDevic
e

Grants
permission to
modify
information
about a
single disk
attached to
an ECS.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:changeOS

Grants
permission to
change the
ECS OS.

write ecs:<region>:
<account-
id>:instance:<
server-id>

● ecs:imageID
● evs:Encrypted

ecs:cloudServ
ers:detachVol
ume

Grants
permission to
detach disks
from an ECS.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:updateMe
tadata

Grants
permission to
update ECS
metadata.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:deleteMet
adata

Grants
permission to
delete ECS
metadata.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:migrate

Grants
permission to
cold migrate
ECSs.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:listServerI
nterfaces

Grants
permission to
query NICs of
an ECS.

list ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:showReset
PasswordFlag

Grants
permission to
query
whether one-
click
password
reset is
supported.

read ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:showServe
rPassword

Grants
permission to
get the
password for
logging in to
an ECS.

read ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:deletePass
word

Grants
permission to
delete the
password for
logging in to
an ECS.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:listServerV
olumeAttach
ments

Grants
permission to
query disks
attached to
an ECS.

list ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:rebuild

Grants
permission to
reinstall the
ECS OS.

write ecs:<region>:
<account-
id>:instance:<
server-id>

evs:Encrypted

ecs:cloudServ
ers:vnc

Grants
permission to
obtain the
VNC login
address.

read ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:updateSer
ver

Grants
permission to
modify ECS
information.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 64



Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:addNics

Grants
permission to
add NICs to
an ECS in a
batch.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
erNics:delete

Grants
permission to
delete NICs
from an ECS
in a batch.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:showServe
rTags

Grants
permission to
query ECS
tags.

list ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:batchCrea
teServerTags

Grants
permission to
add tags to
an ECS in a
batch.

write ecs:<region>:
<account-
id>:instance:<
server-id>

● g:RequestTag/
<tag-key>

● g:TagKeys

ecs:cloudServ
ers:batchDele
teServerTags

Grants
permission to
delete tags
from an ECS
in a batch.

write ecs:<region>:
<account-
id>:instance:<
server-id>

● g:RequestTag/
<tag-key>

● g:TagKeys

ecs:cloudServ
ers:start

Grants
permission to
start ECSs in
a batch.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:stop

Grants
permission to
stop ECSs in
a batch.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:reboot

Grants
permission to
restart ECSs
in a batch.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:batchUpd
ateServersNa
me

Grants
permission to
modify ECS
information
in a batch.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:listServers
Details

Grants
permission to
query ECS
details.

list - g:EnterpriseProje
ctId

ecs:cloudServ
erFlavors:get

Grants
permission to
query
specifications
and
expansion
details about
ECSs.

read - -

ecs:cloudServ
erQuotas:get

Grants
permission to
query tenant
quotas.

read - -

ecs:cloudServ
ers:resetServe
rPwd

Grants
permission to
reset the
password of
an ECS.

write ecs:<region>:
<account-
id>:instance:<
server-id>

-

ecs:cloudServ
ers:listServerG
roups

Grants
permission to
query ECS
groups.

list - -

ecs:cloudServ
ers:createServ
erGroup

Grants
permission to
create ECS
groups.

write - -

ecs:cloudServ
ers:showServe
rGroup

Grants
permission to
query ECS
groups.

read - -

ecs:cloudServ
ers:deleteServ
erGroup

Grants
permission to
delete ECS
groups.

write - -

ecs:cloudServ
ers:addServer
GroupMembe
r

Grants
permission to
add ECSs to
an ECS group.

write - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 66



Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:deleteServ
erGroupMem
ber

Grants
permission to
delete ECSs
from an ECS
group.

write - -

ecs:cloudServ
ers:listResizeFl
avors

Grants
permission to
query the
target ECS
flavors to
which a
flavor can be
changed.

list - -

ecs:cloudServ
ers:listServerT
ags

Grants
permission to
query project
tags.

list - -

 

Each API of ECS usually supports one or more actions. Table 5-13 lists the
supported actions and dependencies.

Table 5-13 Actions and dependencies supported by ECS APIs

API Action Dependencies

POST /v1.1/{project_id}/
cloudservers

ecs:cloudServers:createServer
s

● eip:publicIps:crea
te

● eip:publicIps:upd
ate

● iam:agencies:pas
s

POST /v1/{project_id}/
cloudservers

ecs:cloudServers:createServer
s

● eip:publicIps:crea
te

● eip:publicIps:upd
ate

● iam:agencies:pas
s

POST /v1/{project_id}/
cloudservers/delete

ecs:cloudServers:deleteServer
s

-

POST /v1.1/{project_id}/
cloudservers/{server_id}/
resize

ecs:cloudServers:resize -
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API Action Dependencies

POST /v1/{project_id}/
batchaction/
attachvolumes/
{volume_id}

ecs:cloudServers:attachShare
dVolume

evs:volumes:use

GET /v1/{project_id}/
cloudservers/{server_id}

ecs:cloudServers:showServer -

POST /v1/{project_id}/
cloudservers/{server_id}/
attachvolume

ecs:cloudServers:attach evs:volumes:use

GET /v1/{project_id}/
cloudservers/{server_id}/
block_device

ecs:cloudServers:listServerBlo
ckDevices

-

GET /v1/{project_id}/
cloudservers/{server_id}/
block_device/{volume_id}

ecs:cloudServers:showServer
BlockDevice

-

PUT /v1/{project_id}/
cloudservers/{server_id}/
block_device/{volume_id}

ecs:cloudServers:updateServe
rBlockDevice

-

POST /v1/{project_id}/
cloudservers/{server_id}/
changeos

ecs:cloudServers:changeOS -

DELETE /v1/{project_id}/
cloudservers/{server_id}/
detachvolume/{volume_id}

ecs:cloudServers:detachVolu
me

-

POST /v1/{project_id}/
cloudservers/{server_id}/
metadata

ecs:cloudServers:updateMeta
data

iam:agencies:pass

DELETE /v1/{project_id}/
cloudservers/{server_id}/
metadata/{key}

ecs:cloudServers:deleteMeta
data

-

POST /v1/{project_id}/
cloudservers/{server_id}/
migrate

ecs:cloudServers:migrate -

GET /v1/{project_id}/
cloudservers/
{server_id}/os-interface

ecs:cloudServers:listServerInt
erfaces

-

PUT /v1/{project_id}/
cloudservers/
{server_id}/os-reset-
password

ecs:cloudServers:resetServerP
wd

-
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API Action Dependencies

GET /v1/{project_id}/
cloudservers/
{server_id}/os-resetpwd-
flag

ecs:cloudServers:showResetP
asswordFlag

-

GET /v1/{project_id}/
cloudservers/
{server_id}/os-server-
password

ecs:cloudServers:showServer
Password

-

DELETE /v1/{project_id}/
cloudservers/
{server_id}/os-server-
password

ecs:cloudServers:deletePassw
ord

-

GET /v1/{project_id}/
cloudservers/
{server_id}/os-
volume_attachments

ecs:cloudServers:listServerVol
umeAttachments

-

POST /v1/{project_id}/
cloudservers/{server_id}/
reinstallos

ecs:cloudServers:rebuild -

POST /v2/{project_id}/
cloudservers/{server_id}/
reinstallos

ecs:cloudServers:rebuild -

POST /v1/{project_id}/
cloudservers/{server_id}/
remote_console

ecs:cloudServers:vnc -

POST /v1/{project_id}/
cloudservers/{server_id}/
resize

ecs:cloudServers:resize -

GET /v1/{project_id}/
cloudservers/detail?
flavor={flavor}&name={na
me}&status={status}&limit
={limit}&offset={offset}&n
ot-tags={not-
tags}&reservation_id={rese
rvation_id}&enterprise_proj
ect_id={enterprise_project_
id}&tags={tags}&ip={ip}

ecs:cloudServers:listServersD
etails

-

PUT /v1/{project_id}/
cloudservers/{server_id}

ecs:cloudServers:updateServe
r

-
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API Action Dependencies

POST /v1/{project_id}/
cloudservers/{server_id}/
actions/update-auto-
terminate-time

ecs:cloudServers:setAutoTer
minateTime

-

POST /v1/{project_id}/
cloudservers/{server_id}/
nics

ecs:cloudServers:addNics -

POST /v1/{project_id}/
cloudservers/{server_id}/
nics/delete

ecs:cloudServerNics:delete -

GET /v1/{project_id}/
cloudservers/{server_id}/
tags

ecs:cloudServers:showServer
Tags

-

POST /v1/{project_id}/
cloudservers/{server_id}/
tags/action

ecs:cloudServers:batchCreate
ServerTags

-

POST /v1/{project_id}/
cloudservers/{server_id}/
tags/action

ecs:cloudServers:batchDelete
ServerTags

-

POST /v1/{project_id}/
cloudservers/action

ecs:cloudServers:start -

POST /v1/{project_id}/
cloudservers/action

ecs:cloudServers:stop -

POST /v1/{project_id}/
cloudservers/action

ecs:cloudServers:reboot -

GET /v1/{project_id}/
cloudservers/flavors?
availability_zone={availabil
ity_zone}&flavor_id={flavor
_id}&limit={limit}&marker
={marker}

ecs:cloudServerFlavors:get -

GET /v1/{project_id}/
cloudservers/limits

ecs:cloudServerQuotas:get -

PUT /v1/{project_id}/
cloudservers/
{server_id}/os-reset-
password

ecs:cloudServers:resetServerP
wd

-

GET /v1/{project_id}/
cloudservers/os-server-
groups?
limit={limit}&marker={mar
ker}

ecs:cloudServers:listServerGr
oups

-
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API Action Dependencies

POST /v1/{project_id}/
cloudservers/os-server-
groups

ecs:cloudServers:createServer
Group

-

GET /v1/{project_id}/
cloudservers/os-server-
groups/{server_group_id}

ecs:cloudServers:showServer
Group

-

DELETE /v1/{project_id}/
cloudservers/os-server-
groups/{server_group_id}

ecs:cloudServers:deleteServer
Group

-

POST /v1/{project_id}/
cloudservers/os-server-
groups/{server_group_id}/
action

ecs:cloudServers:addServerGr
oupMember

-

POST /v1/{project_id}/
cloudservers/os-server-
groups/{server_group_id}/
action

ecs:cloudServers:deleteServer
GroupMember

-

GET /v1/{project_id}/
cloudservers/
resize_flavors?
instance_uuid={instance_u
uid}&source_flavor_id={sou
rce_flavor_id}&source_flav
or_name={source_flavor_n
ame}

ecs:cloudServers:listResizeFla
vors

-

GET /v1/{project_id}/
cloudservers/tags

ecs:cloudServers:listServerTa
gs

-

POST /v2/{project_id}/
cloudservers/{server_id}/
changeos

ecs:cloudServers:changeOS -

PUT /v1/{project_id}/
cloudservers/server-name

ecs:cloudServers:batchUpdat
eServersName

-

POST /v1/{project_id}/
cloudservers/actions/
change-charge-mode

ChangeServerChargeMode ● billing:order:pay
● billing:subscripti

on:renew

GET /v2/{domain_id}/auto-
launch-groups

ecs:launchTemplates:list -

DELETE /v2/{domain_id}/
auto-launch-groups/
{auto_launch_group_id}

ecs:launchTemplates:delete -

POST /v2/{domain_id}/
auto-launch-groups

ecs:launchTemplates:create -
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API Action Dependencies

PUT /v2/{domain_id}/auto-
launch-groups/
{auto_launch_group_id}

ecs:launchTemplates:update -

GET /v1/{project_id}/
cloudservers/flavor-sell-
policies?
flavor_id={flavor_id}

ecs:cloudServerFlavors:get -

GET /v1/{project_id}/
cloudservers/{server_id}/
autorecovery

ecs:cloudServers:getAutoRec
overy

-

PUT /v1/{project_id}/
cloudservers/{server_id}/
autorecovery

ecs:cloudServers:setAutoRec
overy

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-14, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for ECS.

Table 5-14 Resource types supported by ECS

Resource Type URN

instance ecs:<region>:<account-id>:instance:<server-id>

capacityReservations ecs:<region>:<account-id>:capacityReserva-
tions:<capacity-reservation-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.
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– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, ecs:) only apply to operations of
the ECS service. For details, see Table 5-15.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for ECS.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-15 Service-specific condition keys supported by ECS

Condition Key Type Single-
valued/
Multivalued

Description

ecs:imageID string Multivalued Filters access based on
the image ID specified
in the request
parameter.

 

5.10.1.2 Bare Metal Server (BMS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.
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● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by BMS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column of an action is empty (-), the action does

not support any condition keys.
For details about the condition keys defined by BMS, see Conditions.

The following table lists the actions that you can define in SCP statements for
BMS.

Table 5-16 Actions supported by BMS

Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:up
dateBaremetal
Server

Grants
permission to
modify BMSs.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:sh
owBaremetalS
erverInterfaceA
ttachments

Grants
permission to
query BMS
NICs.

read bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>
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Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:res
etServerPwd

Grants
permission to
reset a BMS
password with a
few clicks.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:sh
owResetPassw
ordFlag

Grants
permission to
check whether
BMS passwords
can be reset
with a few
clicks.

read bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:sh
owWindowsBa
remetalServerP
wd

Grants
permission to
obtain Windows
BMS passwords.

read bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:del
etePassword

Grants
permission to
delete Windows
BMS passwords.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:sh
owBaremetalS
erverVolumeInf
o

Grants
permission to
query EVS disks
attached to a
BMS.

read bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:cre
ate

Grants
permission to
create BMSs.

write - ● g:Enterprise
ProjectId

● g:TagKeys
● eip:Associat

ePublicIp
● bms:Flavorl

d
● bms:VpcId
● bms:VpcSub

netId
● bms:KmsKe

yId
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Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:sh
owBaremetalS
erver

Grants
permission to
query details
about a BMS.

read bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:att
achVolume

Grants
permission to
attach EVS disks
to a BMS.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

● bms:KmsKe
yId

bms:servers:det
achVolume

Grants
permission to
detach EVS
disks from a
BMS.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:up
dateMetadata

Grants
permission to
update BMS
metadata.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:reI
nstallOS

Grants
permission to
reinstall a BMS
OS.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

● bms:KmsKe
yId

bms:servers:sh
owBaremetalS
erverTags

Grants
permission to
query BMS tags.

read bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>
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Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:sta
rt

Grants
permission to
start BMSs in a
batch.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:reb
oot

Grants
permission to
restart BMSs in
a batch.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:sto
p

Grants
permission to
stop BMSs in a
batch.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:list Grants
permission to
query BMS
details.

list - g:EnterprisePro
jectId

bms:serverFlav
ors:get

Grants
permission to
query flavor
details and
extended flavor
information.

list - -

bms:serverQuo
tas:get

Grants
permission to
query tenant
quotas.

read - -

bms:servers:bat
chCreateBarem
etalServerTags

Grants
permission to
add tags in a
batch.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:RequestTa
g/<tag-key>

● g:TagKeys
● g:Enterprise

ProjectId

bms:servers:bat
chDeleteBarem
etalServerTags

Grants
permission to
delete tags in a
batch.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:RequestTa
g/<tag-key>

● g:TagKeys
● g:Enterprise

ProjectId
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Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:ad
dNics

Grants
permission to
bind NICs to a
BMS.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

● eip:Associat
ePublicIp

● bms:VpcSub
netId

bms:server:dele
teNics

Grants
permission to
unbind NICs
from a BMS.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:ser
ialConsole

Grants
permission to
obtain an
address for
remotely
logging in to a
BMS.

read bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:server:upd
ateInterface

Grants
permission to
modify BMS
NICs.

write bms:<regio
n>:<accoun
t-
id>:instanc
e:<server-
id>

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

 

Each API of BMS usually supports one or more actions. Table 5-17 lists the
supported actions and dependencies.

Table 5-17 Actions and dependencies supported by BMS APIs

API Action Dependencies

PUT /v1/{project_id}/
baremetalservers/{server_id}

bms:servers:updateBaremet
alServer

-

GET /v1/{project_id}/
baremetalservers/
{server_id}/os-interface

bms:servers:showBaremetal
ServerInterfaceAttachments

-
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API Action Dependencies

PUT /v1/{project_id}/
baremetalservers/
{server_id}/os-reset-
password

bms:servers:resetServerPwd -

GET /v1/{project_id}/
baremetalservers/
{server_id}/os-resetpwd-flag

bms:servers:showResetPass
wordFlag

-

GET /v1/{project_id}/
baremetalservers/
{server_id}/os-server-
password

bms:servers:showWindowsB
aremetalServerPwd

-

DELETE /v1/{project_id}/
baremetalservers/
{server_id}/os-server-
password

bms:servers:deletePassword -

GET /v1/{project_id}/
baremetalservers/
{server_id}/os-
volume_attachments

bms:servers:showBaremetal
ServerVolumeInfo

-

POST /v1/{project_id}/
baremetalservers

bms:servers:create -

GET /v1/{project_id}/
baremetalservers/{server_id}

bms:servers:showBaremetal
Server

-

POST /v1/{project_id}/
baremetalservers/
{server_id}/attachvolume

bms:servers:attachVolume evs:volumes:use

DELETE /v1/{project_id}/
baremetalservers/
{server_id}/detachvolume/
{attachment_id}

bms:servers:detachVolume -

POST /v1/{project_id}/
baremetalservers/
{server_id}/metadata

bms:servers:updateMetadat
a

-

POST /v1/{project_id}/
baremetalservers/
{server_id}/reinstallos

bms:servers:reInstallOS -

GET /v1/{project_id}/
baremetalservers/
{server_id}/tags

bms:servers:showBaremetal
ServerTags

-

POST /v1/{project_id}/
baremetalservers/action

bms:servers:start -
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API Action Dependencies

POST /v1/{project_id}/
baremetalservers/action

bms:servers:reboot -

POST /v1/{project_id}/
baremetalservers/action

bms:servers:stop -

GET /v1/{project_id}/
baremetalservers/detail

bms:servers:list -

GET /v1/{project_id}/
baremetalservers/flavors

bms:serverFlavors:get -

GET /v1/{project_id}/
baremetalservers/limits

bms:serverQuotas:get -

POST /v1/{project_id}/
baremetalservers/
{server_id}/tags/action

bms:servers:batchCreateBar
emetalServerTags

-

POST /v1/{project_id}/
baremetalservers/
{server_id}/tags/action

bms:servers:batchDeleteBar
emetalServerTags

-

POST /v1/{project_id}/
baremetalservers/
{server_id}/nics

bms:servers:addNics -

POST /v1/{project_id}/
baremetalservers/
{server_id}/nics/delete

bms:server:deleteNics -

POST /v1/{project_id}/
baremetalservers/
{server_id}/remote_console

bms:servers:serialConsole -

PUT /v1/{project_id}/
baremetalservers/
{server_id}/os-interface/
{port_id}

bms:server:updateInterface -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-18, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for BMS.
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Table 5-18 Resource types supported by BMS

Resource Type URN

instance bms:<region>:<account-
id>:instance:<server-id>

 

● <region> indicates the region where a user is authorized to perform
operations.

● <account-id> indicates the ID of an authorized user account. Obtain an
account ID as instructed in API Credentials.

● <server-id>: indicates the ID of the BMS on which operations will be
performed.

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, bms:) apply only to operations of
the BMS service. For details, see Table 5-19.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for BMS.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-19 Service-specific condition keys supported by BMS

Service-specific
Condition Key

Type Single-valued/
Multivalued

Description

bms:KmsKeyId string Multivalued Filters access based
on the KMS key ID
specified in the
request parameter.

bms:Flavorld string Multivalued Filters access based
on the flavor ID
specified in the
request parameter.

bms:VpcId string Multivalued Filters access based
on the VPC ID
specified in the
request parameter.

bms:VpcSubnetI
d

string Multivalued Filters access based
on the subnet ID
specified in the
request parameter.

 

5.10.1.3 Image Management Service (IMS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to an organizational
unit (OU) or a member account, the SCPs do not directly grant permissions to that
OU or member account. Instead, the SCPs only determine what permissions are
available for that member account or those member accounts under that OU. The
granted permissions can be applied only if they are allowed by the SCPs.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

● For details about how to use these elements to edit a custom SCP, see
Creating an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● Resource Type indicates whether the action supports resource-level
permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify a URN for the
Resource element in your identity policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by IMS, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column of an action is empty (-), the action does
not support any condition keys.

For details about the condition keys defined by IMS, see Conditions.

The following table lists the actions that you can define in identity policy
statements for IMS.

Table 5-20 Supported Actions

Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ims:images:list Grants
permission to
view images.

list - g:EnterpriseProj
ectId

ims:images:get Grants
permission to
view details
about a
specified image.

read image * -

ims:images:cre
ate

Grants
permission to
create image
metadata.

write - ● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:sh
are

Grants
permission to
share images.

permissi
on_man
agement

image * ims:TargetOrgPa
ths

ims:images:co
pyInRegion

Grants
permission to
replicate images
within a region.

write image * ims:Encrypted
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ims:images:co
pyCrossRegion

Grants
permission to
replicate images
across regions.

write image * ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

ims:quotas:get Grants
permission to
query the image
quota.

read - -

ims:images:upl
oad

Grants
permission to
upload images.

write image * -

ims:wholeIma
ges:create

Grants
permission to
create full-ECS
images.

write - ● g:EnterpriseP
rojectId

● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:ex
port

Grants
permission to
export images.

read image * -

ims:dataImage
s:create

Grants
permission to
create data disk
images from
external image
files.

write - ● g:EnterpriseP
rojectId

● g:RequestTag
/<tag-key>

● g:TagKeys

ims:serverIma
ges:create

Grants
permission to
create images.

write - ● g:EnterpriseP
rojectId

● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:set
Tags

Grants
permission to
update image
tags.

tagging image * ● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:get
Tags

Grants
permission to
query tags of an
image.

read - ● g:EnterpriseP
rojectId

● g:RequestTag
/<tag-key>

● g:TagKeys
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ims:images:del
eteImage

Grants
permission to
delete an image.

write image * -

ims:images:up
dateImage

Grants
permission to
update image
information.

write image * -

ims:images:list
OsVersion

Grants
permission to
query OSs
supported by
images.

list - -

ims:images:get
Job

Grants
permission to
query progresses
of asynchronous
tasks.

read - -

ims:images:im
port

Grants
permission to
import images.

write - ● g:EnterpriseP
rojectId

● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:set
OrDeleteTags

Grants
permission to
add or deleting
image tags in a
batch.

write - ● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:up
dateMemberSt
atus

Grants
permission to
update the
status of
members who
can use shared
images.

write image * -

ims:images:ad
dMember

Grants
permission to
add a tenant
that can use a
shared image.

write image * ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ims:images:del
eteMember

Grants
permission to
delete a tenant
from the group
where the
members can
use a shared
image.

write image * ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

ims:images:list
ImagesByTag

Grants
permission to
query images by
tag.

read - -

ims:images:sh
owImageTags

Grants
permission to
query tags of an
image.

read image * ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

ims:images:list
ImageTags

Grants
permission to
query project
tags.

list - -

 

Each API of IMS usually supports one or more actions. Table 5-21 lists the
supported actions and dependencies.

Table 5-21 Actions and dependencies supported by IMS APIs

API Action Dependencies

GET /v2/cloudimages ims:images:list -

GET /v2/images/{image_id} ims:images:get -

POST /v2/images ims:images:create -

POST /v2/images/{image_id}/
members

ims:images:share ims:images:get

POST /v1/cloudimages/
{image_id}/copy

ims:images:copyInRegion ims:serverImages:cr
eate

POST /v1/cloudimages/
{image_id}/cross_region_copy

ims:images:copyCrossRegi
on

-

GET /v1/cloudimages/quota ims:quotas:get -
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API Action Dependencies

PUT /v1/cloudimages/
{image_id}/upload
PUT /v2/images/{image_id}/
file

ims:images:upload ● ims:images:get
● ims:images:upda

te

POST /v1/cloudimages/
wholeimages/action

ims:wholeImages:create -

POST /v1/cloudimages/
{image_id}/file

ims:images:export ● obs:object:GetO
bject

● obs:object:PutO
bject

● POST /v2/cloudimages/
quickimport/action
(required only for quickly
importing a data disk
image)

● POST /v1/cloudimages/
dataimages/action

ims:dataImages:create -

● PATCH /v2/cloudimages/
{image_id} (required only
for enterprise project
migration)

● POST /v2/cloudimages/
action

● OST /v2/cloudimages/
quickimport/action
(required only for quickly
importing a system disk
image)

● POST /v1/cloudimages/
{image_id}/copy (required
only by enterprise project
users)

ims:serverImages:create -

PUT /v1/cloudimages/tags ims:images:setTags -

GET /v1/cloudimages/tags ims:images:getTags -

DELETE /v2/images/
{image_id}

ims:images:deleteImage -

● PATCH /v2/cloudimages/
{image_id}

● PATCH /v2/images/
{image_id}

ims:images:updateImage -

GET /v1/cloudimages/
os_version

ims:images:listOsVersion -
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API Action Dependencies

GET /v1/cloudimages/job/
{job_id}

ims:images:getJob -

POST /v2/cloudimages/
quickimport/action

ims:images:import ● ims:dataImages:
create

● ims:serverImage
s:create

POST /v2/{project_id}/
images/{image_id}/tags/
action

ims:images:setOrDeleteTa
gs

● ims:images:setT
ags

● ims:images:delet
eTags

● PUT /v1/cloudimages/
members

● PUT /v2/images/
{image_id}/members/
{member_id}

ims:images:updateMembe
rStatus

-

POST /v1/cloudimages/
members

ims:images:addMember -

DELETE /v1/cloudimages/
members

ims:images:deleteMember -

POST /v2/{project_id}/
images/resource_instances/
action

ims:images:listImagesByTa
g

-

GET /v2/{project_id}/images/
{image_id}/tags

ims:images:showImageTag
s

-

GET /v2/{project_id}/images/
tags

ims:images:listImageTags -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-22, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an identity policy to define resource types.

The following table lists the resource types that you can specify in SCP statements
for IMS.
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Table 5-22 Resource types supported by IMS

Resource Type URN

image ims:<region>:<account-id>:image:<image-id>

 

● <region> indicates the region where a user is authorized to perform
operations.

● <account-id> indicates the ID of an authorized user account. Obtain an
account ID as instructed in API Credentials.

● <image-id> indicates the ID of the image on which a user is authorized to
perform operations.

NO TE

You can use a wildcard (*) in URN to indicate all resources.

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, ims:) apply only to operations of
IMS. For details, see Table 5-23.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

– A condition operator, condition key, and a condition value together
constitute a complete condition statement. An SCP can be applied only
when its request conditions are met. For supported condition operators,
see Condition operators.

The following table lists the condition keys that you can define in SCPs for IMS.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-23 Service-specific condition keys supported by IMS

Service-specific
Condition Key

Type Single-
valued/
Multiv
alued

Description

ims:TargetOrgPa
ths

string Multiva
lued

Filters access based on the
Organizations Path of the
specified sharing account.

ims:Encrypted boolean Single
valued

Controls operations such as image
import and replication based on
whether images are encrypted.

ims:TargetBucke
tOrgPaths

string Multiva
lued

Filters access based on the
Organizations Path of the
specified destination bucket owner
account.

ims:OriginBucket
OrgPaths

string Multiva
lued

Filters access based on the
Organizations Path of the
specified source bucket owner
account.

 

5.10.2 Storage

5.10.2.1 Cloud Backup and Recovery (CBR)

The Organizations service also provides Service Control Policies (SCPs) to set
access control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to an organizational
unit (OU) or a member account, the SCPs do not directly grant permissions to that
OU or member account. Instead, the SCPs only determine what permissions are
available for that member account or those member accounts under that OU. The
granted IAM permissions can be applied only if they are allowed by the SCPs.

This section describes the elements (Action, Resource, and Condition) used by
Organizations SCPs.

● For details about how to use these elements to edit a custom SCP policy, see
Creating an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP policy.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP policy.
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● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP policy statements.

– If this column includes a resource type, you must specify the resource
URN in the Resource element of your policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CBR, see Resources.

● The Condition Key column includes keys that you can specify in the
Condition element of an SCP policy statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column of an action is empty (-), the action does
not support any condition keys.

For details about the condition keys defined by CBR, see Conditions.

The following table lists the actions that you can define in SCP statements for
CBR.

Table 5-24 Supported Actions

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:tasks:list Grants permission
to query the task
list.

list task * -

- g:EnterpriseProjec
tId

cbr:tasks:get Grants permission
to query a task.

read task * g:EnterpriseProjec
tId

cbr:member:creat
e

Grants permission
to add a share
member.

permiss
ion_ma
nageme
nt

backup
*

g:EnterpriseProjec
tId

- cbr:TargetOrgPath
s

cbr:member:updat
e

Grants permission
to update the
share member
status.

write backup
*

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:member:get Grants permission
to query share
member details.

read backup
*

g:EnterpriseProjec
tId

cbr:member:list Grants permission
to obtain the
share member
list.

list backup
*

-

cbr:member:delet
e

Grants permission
to delete a share
member.

permiss
ion_ma
nageme
nt

backup
*

g:EnterpriseProjec
tId

cbr:vaults:showCh
eckpoint

Grants permission
to query a restore
point.

read - -

cbr:vaults:showSu
mmary

Grants permission
to query the vault
overview.

list - -

cbr:vaults:replicat
e

Grants permission
to replicate a
restore point.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:backup Grants permission
to create a restore
point.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:sync Grants permission
to synchronize a
restore point.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:create Grants permission
to create a vault.

write vault * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
● cbr:PolicyId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:vaults:get Grants permission
to query a
specified vault.

read vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:list Grants permission
to query the vault
list.

list vault * -

- g:EnterpriseProjec
tId

cbr:vaults:update Grants permission
to modify a vault.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:delete Grants permission
to delete a vault.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:remove
Resources

Grants permission
to dissociate
resources.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:addReso
urces

Grants permission
to associate
resources.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:setReso
urces

Grants permission
to set auto
backup for a
vault.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:associat
ePolicy

Grants permission
to apply a policy
to a vault.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:dissocia
tePolicy

Grants permission
to remove a
policy from a
vault.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:vaults:listExter
nalVaults

Grants permission
to query the vault
list in other
regions.

list vault * -

cbr:vaults:migrate
Resources

Grants permission
to migrate
resources.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:backups:sync Grants permission
to synchronize a
backup.

write vault * g:EnterpriseProjec
tId

cbr:backups:get Grants permission
to query a
specified backup.

read backup
*

g:EnterpriseProjec
tId

cbr:backups:show
Metadata

Grants permission
to query backup
metadata.

read backup
*

g:EnterpriseProjec
tId

cbr:backups:list Grants permission
to query all
backups.

list backup
*

-

- g:EnterpriseProjec
tId

cbr:backups:delete Grants permission
to delete a
backup.

write backup
*

g:EnterpriseProjec
tId

cbr:backups:replic
ate

Grants permission
to replicate a
backup.

write backup
*

g:EnterpriseProjec
tId

cbr:backups:restor
e

Grants permission
to restore data
from a backup.

write backup
*

g:EnterpriseProjec
tId

cbr:backups:updat
e

Grants permission
to update a
backup.

write backup
*

g:EnterpriseProjec
tId

cbr:policies:list Grants permission
to query the
policy list.

list policy * -

cbr:policies:create Grants permission
to create a policy.

write policy * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- cbr:EnabledPolicy

cbr:policies:get Grants permission
to query a policy.

read policy * -

cbr:policies:update Grants permission
to modify a policy.

write policy * -

- cbr:EnabledPolicy

cbr:policies:delete Grants permission
to delete a policy.

write policy * -

cbr:vaults:listProte
ctables

Grants permission
to query
protectable
resources.

list - g:EnterpriseProjec
tId

cbr:vaults:getProte
ctables

Grants permission
to query a
protectable
resource.

read - -

cbr:backups:query
ReplicationCapa-
bility

Grants permission
to query the
replication
capability.

list - -

cbr:backups:check
Agent

Grants permission
to query the
Agent status.

read - -

cbr:vaults:listReso
urceInstances

Grants permission
to query vault
resources.

list vault * -

cbr:vaults:bulkCre
ateOrDeleteTags

Grants permission
to batch add or
delete tags of a
vault resource.

write vault * g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

cbr:vaults:setTags Grants permission
to add a tag to a
vault resource.

write vault * g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:vaults:deleteTa
gs

Grants permission
to delete a tag of
a vault resource.

write vault * g:ResourceTag/
<tag-key>

- g:TagKeys

cbr:vaults:getTags Grants permission
to query tags of a
vault resource.

read vault * g:ResourceTag/
<tag-key>

cbr:vaults:listProje
ctTags

Grants permission
to query tags of a
vault project.

list vault * -

cbr:backups:listSto
rageUsage

Grants permission
to query capacity
statistics.

list - -

cbr:vaults:update
Order

Grants permission
to update order
information.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:agents:addPat
h

Grants permission
to add file paths.

write agent * -

cbr:agents:get Grants permission
to query a
specified client.

read agent * -

cbr:agents:update Grants permission
to modify a client.

write agent * -

cbr:agents:register Grants permission
to register a
client.

write agent * -

cbr:agents:delete Grants permission
to remove a
client.

write agent * -

cbr:agents:remove
Path

Grants permission
to remove file
paths.

write agent * -

cbr:agents:list Grants permission
to query the client
list.

list agent * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:backups:migra
tesCreate

Grants permission
to migrate
resources of a
tenant.

write - -

cbr:backups:migra
tesIndex

Grants permission
to query the
migration results.

read - -

cbr:organizationP
olicies:create

Grants permission
to create an
organizational
policy.

write - -

cbr:organizationP
olicies:listPolicyDe
tail

Grants permission
to query
organizational
policy delivery
info.

read - -

cbr:organizationP
olicies:delete

Grants permission
to delete an
organizational
policy.

write - -

cbr:organizationP
olicies:update

Grants permission
to modify an
organizational
policy.

write - -

cbr:organizationP
olicies:list

Grants permission
to query the
organizational
policy list.

list - -

cbr:organizationP
olicies:get

Grants permission
to query an
organizational
policy.

read - -

 

A CBR API usually supports one or more actions. Table 5-25 lists actions
supported by each API and dependencies of actions.
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Table 5-25 Actions and dependencies supported by CBR APIs

API Action Dependencies

GET /v3/
{project_id}/
operation-logs

cbr:tasks:list -

GET /v3/
{project_id}/
operation-logs/
{operation_log_id}

cbr:tasks:get -

POST /v3/
{project_id}/
backups/
{backup_id}/
members

cbr:member:create -

PUT /v3/
{project_id}/
backups/
{backup_id}/
members/
{member_id}

cbr:member:update -

GET /v3/
{project_id}/
backups/
{backup_id}/
members/
{member_id}

cbr:member:get -

GET /v3/
{project_id}/
backups/
{backup_id}/
members

cbr:member:list -

DELETE /v3/
{project_id}/
backups/
{backup_id}/
members/
{member_id}

cbr:member:delete -

GET /v3/
{project_id}/
checkpoints/
{checkpoint_id}

cbr:vaults:showCheckpoint -

GET /v3/
{project_id}/vaults/
summary

cbr:vaults:showSummary -
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API Action Dependencies

POST /v3/
{project_id}/
checkpoints/
replicate

cbr:vaults:replicate -

POST /v3/
{project_id}/
checkpoints

cbr:vaults:backup ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

POST /v3/
{project_id}/
checkpoints/sync

cbr:vaults:sync -

POST /v3/
{project_id}/vaults

cbr:vaults:create ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

POST /v3/
{project_id}/vaults/
order

cbr:vaults:create ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

GET /v3/
{project_id}/vaults/
{vault_id}

cbr:vaults:get -

GET /v3/
{project_id}/vaults

cbr:vaults:list -

PUT /v3/
{project_id}/vaults/
{vault_id}

cbr:vaults:update -

PUT /v3/
{project_id}/vaults/
batch-update

cbr:vaults:update -

DELETE /v3/
{project_id}/vaults/
{vault_id}

cbr:vaults:delete -

POST /v3/
{project_id}/vaults/
{vault_id}/
removeresources

cbr:vaults:removeResources -

POST /v3/
{project_id}/vaults/
{vault_id}/
addresources

cbr:vaults:addResources ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list
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API Action Dependencies

PUT /v3/
{project_id}/vaults/
{vault_id}/set-
resources

cbr:vaults:setResources -

POST /v3/
{project_id}/vaults/
{vault_id}/
associatepolicy

cbr:vaults:associatePolicy -

POST /v3/
{project_id}/vaults/
{vault_id}/
dissociatepolicy

cbr:vaults:dissociatePolicy -

GET /v3/
{project_id}/vaults/
external

cbr:vaults:listExternalVaults -

POST /v3/
{project_id}/vaults/
{vault_id}/
migrateresources

cbr:vaults:migrateResources -

POST /v3/
{project_id}/
backups/sync

cbr:backups:sync -

GET /v3/
{project_id}/
backups/
{backup_id}

cbr:backups:get -

GET /v3/
{project_id}/
backups/
{backup_id}/
metadata

cbr:backups:showMetadata -

GET /v3/
{project_id}/backups

cbr:backups:list -

DELETE /v3/
{project_id}/
backups/
{backup_id}

cbr:backups:delete -

POST /v3/
{project_id}/
backups/
{backup_id}/
replicate

cbr:backups:replicate -
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API Action Dependencies

POST /v3/
{project_id}/
backups/
{backup_id}/restore

cbr:backups:restore ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

PUT /v3/
{project_id}/
backups/
{backup_id}

cbr:backups:update -

GET /v3/
{project_id}/policies

cbr:policies:list -

POST /v3/
{project_id}/policies

cbr:policies:create -

GET /v3/
{project_id}/
policies/{policy_id}

cbr:policies:get -

PUT /v3/
{project_id}/
policies/{policy_id}

cbr:policies:update -

DELETE /v3/
{project_id}/
policies/{policy_id}

cbr:policies:delete -

GET /v3/
{project_id}/
protectables/
{protectable_type}/
instances

cbr:vaults:listProtectables ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

GET /v3/
{project_id}/
protectables/
{protectable_type}/
instances/
{instance_id}

cbr:vaults:getProtectables ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

GET /v3/
{project_id}/
replication-
capabilities

cbr:backups:queryReplicatio
nCapability

-

POST /v3/
{project_id}/agent/
check

cbr:backups:checkAgent -

POST /v3/
{project_id}/vault/
resource_instances/
action

cbr:vaults:listResourceInstan
ces

-
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API Action Dependencies

POST /v3/
{project_id}/vault/
{vault_id}/tags/
action

cbr:vaults:bulkCreateOrDele
teTags

-

POST /v3/
{project_id}/vault/
{vault_id}/tags

cbr:vaults:setTags -

DELETE /v3/
{project_id}/vault/
{vault_id}/tags/
{key}

cbr:vaults:deleteTags -

GET /v3/
{project_id}/vault/
{vault_id}/tags

cbr:vaults:getTags -

GET /v3/
{project_id}/vault/
tags

cbr:vaults:listProjectTags -

GET /v3/
{project_id}/
storage_usage

cbr:backups:listStorageUsag
e

-

PUT /v3/
{project_id}/orders/
{order_id}

cbr:vaults:updateOrder -

POST /v3/
{project_id}/agents/
{agent_id}/add-path

cbr:agents:addPath -

GET /v3/
{project_id}/agents/
{agent_id}

cbr:agents:get -

PUT /v3/
{project_id}/agents/
{agent_id}

cbr:agents:update -

POST /v3/
{project_id}/agents

cbr:agents:register -

DELETE /v3/
{project_id}/agents/
{agent_id}

cbr:agents:delete -

POST /v3/
{project_id}/agents/
{agent_id}/remove-
path

cbr:agents:removePath -
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API Action Dependencies

GET /v3/
{project_id}/agents

cbr:agents:list -

POST /v3/migrates cbr:backups:migratesCreate -

GET /v3/migrates cbr:backups:migratesIndex -

 

Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-26, a resource URN must be specified in
the SCP policy statements using that action, and the SCP policy applies only to the
resource. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP policy applies to all resources. You can also set condition
keys in an SCP policy to define resource types.

The following table lists the resource types that you can define in SCP policy
statements for CBR.

Table 5-26 Resource types supported by CBR

Resource Type URN

Vault cbr:<region>:<account-id>:vault:<vault-id>

Policy cbr:<region>:<account-id>:policy:<policy-id>

Task cbr:<region>:<account-id>:task:<task-id>

Backup cbr:<region>:<account-id>:backup:<backup-id>

Agent cbr:<region>:<account-id>:agent:<agent-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP policy is in effect.
It contains condition keys and operators.

● A key in the Condition element of a statement can be a global condition key
or a service-specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, cbr:) apply only to operations of
the CBR service. For details, see Table 5-27.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
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multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● An operator, a condition key, and a condition value constitute a complete
condition statement. An SCP policy applies only when its conditions are met.
For supported condition operators, see condition operators.

The following table lists the condition keys that you can define in custom SCP
policies for CBR. You can include these condition keys to specify conditions for
when your SCP policy is in effect.

Table 5-27 Service-specific condition keys supported by CBR

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

cbr:TargetOrgPaths string Single-valued Organization path to
which the target
account specified in
the API request for
adding a share
member of CBR
belongs.

cbr:VaultId string Single-valued Filters access based
on the vault ID
specified in the
request parameter.

cbr:PolicyId string Single-valued Filters access based
on the policy ID
specified in the
request parameter.

cbr:EnabledPolicy boolean Single-valued Whether to enable
access filtering based
on the policy.

 

5.10.3 Networking

5.10.3.1 Virtual Private Cloud (VPC)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 104



account or an organizational unit (OU), they do not directly grant permission to
that member account or OU. Instead, the SCPs determine what permissions are
available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP, see Creating an
SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by VPC, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by VPC, see Conditions.

The following table lists the actions that you can define in SCP statements for
VPC.

Table 5-28 Actions supported by VPC

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:vpcs:create Grants permission
to create a VPC.

write vpc * -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

vpc:vpcs:get Grants permission
to query VPC
details.

read vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:vpcs:list Grants permission
to query VPCs.

list vpc * -

- g:EnterpriseProjec
tId

vpc:vpcs:update Grants permission
to modify a VPC.

write vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:vpcs:delete Grants permission
to delete a VPC.

write vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:subnets:create Grants permission
to create a
subnet.

write subnet
*

-

vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:subnets:get Grants permission
to query subnet
details.

read subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:subnets:list Grants permission
to query subnets.

list subnet
*

-

- g:EnterpriseProjec
tId

vpc:subnets:updat
e

Grants permission
to modify a
subnet.

write subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:subnets:delete Grants permission
to delete a
subnet.

write subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:quotas:list Grants permission
to query quotas.

list - -

vpc:privateIps:crea
te

Grants permission
to assign a private
IP address.

write privateI
p *

-

subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId

vpc:privateIps:get Grants permission
to query the
details of a
private IP address.

read privateI
p *

● vpc:PrivateIpId
● vpc:SubnetId

vpc:privateIps:list Grants permission
to query private IP
addresses.

list privateI
p *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:privateIps:dele
te

Grants permission
to release a
private IP address.

write privateI
p *

● vpc:PrivateIpId
● vpc:SubnetId

vpc:securityGroup
s:create

Grants permission
to create a
security group.

write security
Group *

-

- g:EnterpriseProjec
tId

vpc:securityGroup
s:get

Grants permission
to query the
details of a
security group.

read security
Group *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
s:list

Grants permission
to query security
groups.

list security
Group *

-

- g:EnterpriseProjec
tId

vpc:securityGroup
s:update

Grants permission
to modify a
security group.

write security
Group *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
s:delete

Grants permission
to delete a
security group.

write security
Group *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
Rules:create

Grants permission
to create a
security group
rule.

write security
GroupR
ule *

-

security
Group *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
Rules:get

Grants permission
to query the
details of a
security group
rule.

read security
GroupR
ule *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
Rules:list

Grants permission
to query security
group rules.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:securityGroup
Rules:update

Grants permission
to modify a
security group
rule.

write security
GroupR
ule *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
Rules:delete

Grants permission
to delete a
security group
rule.

write security
GroupR
ule *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:ports:create Grants permission
to create a port.

write port * -

subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:ports:get Grants permission
to query port
details.

read port * ● vpc:SubnetId
● vpc:PortId
● g:EnterprisePro

jectId

vpc:ports:list Grants permission
to query ports.

list port * -

- g:EnterpriseProjec
tId

vpc:ports:update Grants permission
to modify a port.

write port * ● vpc:SubnetId
● vpc:PortId
● g:EnterprisePro

jectId

vpc:ports:delete Grants permission
to delete a port.

write port * ● vpc:SubnetId
● vpc:PortId
● g:EnterprisePro

jectId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:peerings:creat
e

Grants permission
to create a VPC
peering
connection.

write peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:AccepterVp
cOrgPath

● vpc:AccepterVp
cOwner

vpc * ● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:peerings:get Grants permission
to query the
details of a VPC
peering
connection.

read peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:PeeringId

vpc:peerings:list Grants permission
to query VPC
peering
connections.

list peering
*

-

vpc:peerings:accep
t

Grants permission
to accept a VPC
peering
connection.

write peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:PeeringId
● vpc:RequesterV

pcOrgPath
● vpc:RequesterV

pcOwner

vpc:peerings:reject Grants permission
to reject a VPC
peering
connection.

write peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:PeeringId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:peerings:upda
te

Grants permission
to modify a VPC
peering
connection.

write peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:PeeringId

vpc:peerings:delet
e

Grants permission
to delete a VPC
peering
connection.

write peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:PeeringId

vpc:routeTables:cr
eate

Grants permission
to create a route
table.

write routeTa
ble *

-

vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:routeTables:ge
t

Grants permission
to query route
table details.

read routeTa
ble *

● vpc:RouteTable
Id

● vpc:VpcId
● g:EnterprisePro

jectId

vpc:routeTables:lis
t

Grants permission
to query route
tables.

list routeTa
ble *

-

- g:EnterpriseProjec
tId

vpc:routeTables:up
date

Grants permission
to modify a route
table.

write routeTa
ble *

● vpc:RouteTable
Id

● vpc:VpcId
● g:EnterprisePro

jectId

vpc:routeTables:as
sociate

Grants permission
to associate a
route table.

write routeTa
ble *

● vpc:RouteTable
Id

● vpc:VpcId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:routeTables:de
lete

Grants permission
to delete a route
table.

write routeTa
ble *

● vpc:RouteTable
Id

● vpc:VpcId
● g:EnterprisePro

jectId

vpc:flowLogs:creat
e

Grants permission
to create a VPC
flow log.

write flowLog
*

-

port vpc:PortId

subnet ● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId

vpc ● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:flowLogs:get Grants permission
to query VPC flow
logs or their
details.

read flowLog
*

vpc:FlowLogId

vpc:flowLogs:list Grants permission
to query VPC flow
logs.

read flowLog
*

-

vpc:flowLogs:upda
te

Grants permission
to modify a VPC
flow log.

write flowLog
*

vpc:FlowLogId

vpc:flowLogs:delet
e

Grants permission
to delete a VPC
flow log.

write flowLog
*

vpc:FlowLogId

vpc:addressGroups
:create

Grants permission
to create an IP
address group.

write address
Group *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

vpc:addressGroups
:get

Grants permission
to query the
details of an IP
address group.

read address
Group *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:AddressGro
upId

vpc:addressGroups
:list

Grants permission
to query IP
address groups.

list address
Group *

-

- g:EnterpriseProjec
tId

vpc:addressGroups
:update

Grants permission
to modify an IP
address group.

write address
Group *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:AddressGro
upId

vpc:addressGroups
:delete

Grants permission
to delete an IP
address group.

write address
Group *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:AddressGro
upId

vpc:firewalls:creat
e

Grants permission
to create a
network ACL.

write firewall
*

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:firewalls:get Grants permission
to query the
details of a
network ACL.

read firewall
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:FirewallId

vpc:firewalls:list Grants permission
to query network
ACLs.

list firewall
*

-

- g:EnterpriseProjec
tId

vpc:firewalls:updat
e

Grants permission
to modify a
network ACL.

write firewall
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:FirewallId
● vpc:FirewallRul

eDirection
● vpc:FirewallRul

eProtocol
● vpc:FirewallRul

eAction
● vpc:FirewallRul

eSourcePort
● vpc:FirewallRul

eDestinationPo
rt

● vpc:FirewallOp
erationType

subnet ● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:firewalls:delet
e

Grants permission
to delete a
network ACL.

write firewall
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:FirewallId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:vpcs:createTag
s

Grants permission
to add tags to a
VPC.

tagging vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

vpc:vpcs:listTags Grants permission
to query VPC tags.

read vpc * -

vpc:vpcs:deleteTag
s

Grants permission
to delete tags
from a VPC.

tagging vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

- g:TagKeys

vpc:subnets:create
Tags

Grants permission
to add tags to a
subnet.

tagging subnet
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId
● vpc:SubnetId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

vpc:subnets:listTag
s

Grants permission
to query subnet
tags.

read subnet
*

-

vpc:subnets:delete
Tags

Grants permission
to delete tags
from a subnet.

tagging subnet
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId
● vpc:SubnetId

- g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:subNetworkIn
terfaces:create

Grants permission
to create
supplementary
network
interfaces.

write subNet
workInt
erface *

-

subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId

vpc:subNetworkIn
terfaces:get

Grants permission
to query the
details of a
supplementary
network interface.

read subNet
workInt
erface *

● vpc:SubnetId
● vpc:SubNetwor

kInterfaceId

vpc:subNetworkIn
terfaces:list

Grants permission
to query
supplementary
network
interfaces.

list subNet
workInt
erface *

-

vpc:subNetworkIn
terfaces:update

Grants permission
to modify a
supplementary
network interface.

write subNet
workInt
erface *

● vpc:SubnetId
● vpc:SubNetwor

kInterfaceId

vpc:subNetworkIn
terfaces:delete

Grants permission
to delete a
supplementary
network interface.

write subNet
workInt
erface *

● vpc:SubnetId
● vpc:SubNetwor

kInterfaceId

vpc:networks:creat
e

Grants permission
to create a
network.

write networ
k *

-

vpc:networks:get Grants permission
to query network
details.

read networ
k *

-

vpc:networks:list Grants permission
to query
networks.

list networ
k *

-

vpc:networks:upd
ate

Grants permission
to update a
network.

write networ
k *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:networks:dele
te

Grants permission
to delete a
network.

write address
Group *

-

 

Each API of VPC usually supports one or more actions. Table 5-29 lists the
supported actions and dependencies.

Table 5-29 Actions and dependencies supported by VPC APIs

API Action Dependencies

POST /v1/{project_id}/vpcs vpc:vpcs:create -

GET /v1/{project_id}/vpcs/
{vpc_id}

vpc:vpcs:get -

GET /v1/{project_id}/vpcs vpc:vpcs:list -

PUT /v1/{project_id}/vpcs/
{vpc_id}

vpc:vpcs:update -

DELETE /v1/{project_id}/vpcs/
{vpc_id}

vpc:vpcs:delete -

POST /v1/{project_id}/subnets vpc:subnets:creat
e

-

GET /v1/{project_id}/subnets/
{subnet_id}

vpc:subnets:get -

GET /v1/{project_id}/subnets vpc:subnets:list -

PUT /v1/{project_id}/vpcs/
{vpc_id}/subnets/{subnet_id}

vpc:subnets:upda
te

-

DELETE /v1/{project_id}/vpcs/
{vpc_id}/subnets/{subnet_id}

vpc:subnets:delet
e

-

GET /v1/{project_id}/quotas vpc:quotas:list -

POST /v1/{project_id}/
privateips

vpc:privateIps:cre
ate

-

GET /v1/{project_id}/
privateips/{privateip_id}

vpc:privateIps:ge
t

-

GET /v1/{project_id}/subnets/
{subnet_id}/privateips

vpc:privateIps:list -
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API Action Dependencies

DELETE /v1/{project_id}/
privateips/{privateip_id}

vpc:privateIps:del
ete

-

POST /v1/{project_id}/security-
groups

vpc:securityGrou
ps:create

-

GET /v1/{project_id}/security-
groups/{security_group_id}

vpc:securityGrou
ps:get

-

GET /v1/{project_id}/security-
groups

vpc:securityGrou
ps:list

-

DELETE /v1/{project_id}/
security-groups/
{security_group_id}

vpc:securityGrou
ps:delete

-

POST /v1/{project_id}/security-
group-rules

vpc:securityGrou
pRules:create

-

GET /v1/{project_id}/security-
group-rules/
{security_group_rule_id}

vpc:securityGrou
pRules:get

-

GET /v1/{project_id}/security-
group-rules

vpc:securityGrou
pRules:list

-

DELETE /v1/{project_id}/
security-group-rules/
{security_group_rule_id}

vpc:securityGrou
pRules:delete

-

POST /v1/{project_id}/ports vpc:ports:create -

GET /v1/{project_id}/ports/
{port_id}

vpc:ports:get -

GET /v1/{project_id}/ports vpc:ports:list -

PUT /v1/{project_id}/ports/
{port_id}

vpc:ports:update -

DELETE /v1/{project_id}/ports/
{port_id}

vpc:ports:delete -

POST /v2.0/vpc/peerings vpc:peerings:crea
te

-

PUT /v2.0/vpc/peerings/
{peering_id}/accept

vpc:peerings:acce
pt

-

PUT /v2.0/vpc/peerings/
{peering_id}/reject

vpc:peerings:reje
ct

-

GET /v2.0/vpc/peerings/
{peering_id}

vpc:peerings:get -

GET /v2.0/vpc/peerings vpc:peerings:list -
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PUT /v2.0/vpc/peerings/
{peering_id}

vpc:peerings:upd
ate

-

DELETE /v2.0/vpc/peerings/
{peering_id}

vpc:peerings:dele
te

-

POST /v1/{project_id}/
routetables

vpc:routeTables:c
reate

-

GET /v1/{project_id}/
routetables/{routetable_id}

vpc:routeTables:g
et

-

GET /v1/{project_id}/
routetables

vpc:routeTables:li
st

-

PUT /v1/{project_id}/
routetables/{routetable_id}

vpc:routeTables:u
pdate

-

POST /v1/{project_id}/
routetables/{routetable_id}/
action

vpc:routeTables:a
ssociate

-

POST 01 /v1/{project_id}/
routetables/{routetable_id}/
action

vpc:routeTables:a
ssociate

-

DELETE /v1/{project_id}/
routetables/{routetable_id}

vpc:routeTables:d
elete

-

POST /v1/{project_id}/fl/
flow_logs

vpc:flowLogs:cre
ate

-

GET /v1/{project_id}/fl/
flow_logs/{flowlog_id}

vpc:flowLogs:get -

GET /v1/{project_id}/fl/
flow_logs

vpc:flowLogs:list -

PUT /v1/{project_id}/fl/
flow_logs/{flowlog_id}

vpc:flowLogs:upd
ate

-

DELETE /v1/{project_id}/fl/
flow_logs/{flowlog_id}

vpc:flowLogs:del
ete

-

PUT /v3/{project_id}/vpc/vpcs/
{vpc_id}/add-extend-cidr

vpc:vpcs:update -

PUT /v3/{project_id}/vpc/vpcs/
{vpc_id}/remove-extend-cidr

vpc:vpcs:update -

PUT /v3/{project_id}/vpc/
security-groups/
{security_group_id}

vpc:securityGrou
ps:update

-

POST /v3/{project_id}/vpc/
address-groups

vpc:addressGrou
ps:create

-
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GET /v3/{project_id}/vpc/
address-groups/
{address_group_id}

vpc:addressGrou
ps:get

-

GET /v3/{project_id}/vpc/
address-groups

vpc:addressGrou
ps:list

-

PUT /v3/{project_id}/vpc/
address-groups/
{address_group_id}

vpc:addressGrou
ps:update

-

DELETE /v3/{project_id}/vpc/
address-groups/
{address_group_id}

vpc:addressGrou
ps:delete

-

DELETE /v3/{project_id}/vpc/
address-groups/
{address_group_id}/force

vpc:addressGrou
ps:delete

-

POST /v2.0/{project_id}/vpcs/
{vpc_id}/tags/action

vpc:vpcs:createTa
gs

-

POST 01 /v2.0/{project_id}/
vpcs/{vpc_id}/tags/action

vpc:vpcs:deleteTa
gs

-

POST /v2.0/{project_id}/vpcs/
{vpc_id}/tags

vpc:vpcs:createTa
gs

-

POST /v2.0/{project_id}/vpcs/
resource_instances/action

vpc:vpcs:listTags -

GET /v2.0/{project_id}/vpcs/
tags

vpc:vpcs:listTags -

GET /v2.0/{project_id}/vpcs/
{vpc_id}/tags

vpc:vpcs:listTags -

DELETE /v2.0/{project_id}/
vpcs/{vpc_id}/tags/{key}

vpc:vpcs:deleteTa
gs

-

POST 01 /v2.0/{project_id}/
subnets/{subnet_id}/tags/
action

vpc:subnets:creat
eTags

-

POST /v2.0/{project_id}/
subnets/{subnet_id}/tags/
action

vpc:subnets:delet
eTags

-

POST /v2.0/{project_id}/
subnets/{subnet_id}/tags

vpc:subnets:creat
eTags

-

POST /v2.0/{project_id}/
subnets/resource_instances/
action

vpc:subnets:listTa
gs

-
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GET /v2.0/{project_id}/
subnets/tags

vpc:subnets:listTa
gs

-

GET /v2.0/{project_id}/
subnets/{subnet_id}/tags

vpc:subnets:listTa
gs

-

DELETE /v2.0/{project_id}/
subnets/{subnet_id}/tags/{key}

vpc:subnets:delet
eTags

-

PUT /v3/{project_id}/vpc/sub-
network-interfaces/migrate

vpc:subNetworkI
nterfaces:update

-

 

Resources
A resource type indicates the resources that an SCP is applied. If you specify a
resource type for any action in Table 5-30, a resource URN must be specified in
the SCP policy statements using that action, and the SCP policy applies only to the
resource. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP policy applies to all resources. You can also set condition
keys in an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
statements for VPC.

Table 5-30 Resource types supported by VPC

Resource Type URN

vpc vpc:<region>:<account-id>:vpc:<vpc-id>

subnet vpc:<region>:<account-id>:subnet:<subnet-id>

privateIp vpc:<region>:<account-id>:privateIp:<private-ip-id>

securityGroup vpc:<region>:<account-id>:securityGroup:<security-
group-id>

securityGroupRule vpc:<region>:<account-id>:securityGroupRule:<security-
group-rule-id>

port vpc:<region>:<account-id>:port:<port-id>

peering vpc:<region>:<account-id>:peering:<peering-id>

routeTable vpc:<region>:<account-id>:routeTable:<route-table-id>

flowLog vpc:<region>:<account-id>:flowLog:<flow-log-id>

addressGroup vpc:<region>:<account-id>:addressGroup:<address-
group-id>

firewall vpc:<region>:<account-id>:firewall:<firewall-id>
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Resource Type URN

subNetworkInterface vpc:<region>:<account-id>:subNetworkInter-
face:<subNetworkInterface-id>

publicip vpc:<region>:<account-id>:publicip:<publicip-id>

bandwidth vpc:<region>:<account-id>:bandwidth:<bandwidth-id>

network vpc:<region>:<account-id>:network:<network-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and condition operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, vpc: apply only to operations on
VPC. For details, see Table 5-31.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for VPC.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-31 Service-specific condition keys supported by VPC

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

vpc:VpcId string Multivalued Filters accesses by
VPC ID.
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Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

vpc:SubnetId string Multivalued Filters accesses by
subnet ID.

vpc:SecurityGroupId string Multivalued Filters accesses by
security group ID.

vpc:PeeringId string Multivalued Filters accesses by
peering connection ID.

vpc:AccepterVpcId string Multivalued Filters accesses by the
ID of the VPC owned
by the specified
recipient.

vpc:AccepterVpcOrgPa
th

string Multivalued Filters accesses by the
organization path of
the specified recipient
of the VPC peering
connection.

vpc:AccepterVpcOwne
r

string Multivalued Filters accesses by the
account ID of the
specified recipient of
the VPC peering
connection.

vpc:RequesterVpcOrg-
Path

string Multivalued Filters accesses by the
organization path of
the specified requester
of the VPC peering
connection.

vpc:RequesterVpcOwn
er

string Multivalued Filters accesses by the
account ID of the
specified requester of
the VPC peering
connection.

vpc:RequesterVpcId string Multivalued Filters accesses by the
ID of the VPC owned
by the specified
requester.

vpc:RouteTableId string Multivalued Filters accesses by
route table ID.

vpc:FlowLogId string Multivalued Filters accesses by
flow log ID.

vpc:AddressGroupId string Multivalued Filters accesses by IP
address group ID.
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Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

vpc:FirewallId string Multivalued Filters accesses by
network ACL ID.

vpc:PrivateIpId string Multivalued Filters accesses by
private IP address ID.

vpc:PortId string Multivalued Filters accesses by
port ID.

vpc:SubNetworkInter-
faceId

string Multivalued Filters accesses by
supplementary
network interface ID.

vpc:FirewallRuleDirec-
tion

string Multivalued Filters accesses by
network ACL rule. The
value can be ingress
or egress.

vpc:FirewallRuleProto-
col

string Multivalued Filters accesses by
network ACL protocol.
The value can be TCP,
UDP, ICMP, ICMPv6,
or Any.

vpc:FirewallRuleAction string Multivalued Filters accesses by
network ACL policy.
The value can be
Allow or Deny.

vpc:FirewallRuleSour-
cePort

numeric Multivalued Filters accesses by
source port specified
in the network ACL
rule.

vpc:FirewallRuleDesti-
nationPort

numeric Multivalued Filters accesses by
destination port
specified in the
network ACL rule.

vpc:FirewallOperation-
Type

string Multivalued Filters accesses by
network ACL
operation type. The
value can be
updateAcl,
associateSubnet,
disassociateSubnet,
insertRule,
updateRule, or
removeRule.
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5.10.3.2 Elastic IP (EIP)
The Organizations service also provides Service Control Policies (SCPs) to set
access control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permission to
that member account or OU. Instead, the SCPs determine what permissions are
available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by EIP, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by EIP, see Conditions.

The following table lists the actions that you can define in SCP statements for EIP.
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Table 5-32 Actions supported by EIP

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:publicIps:creat
e

Grants permission
to assign an EIP.

write publicip
*

-

- g:EnterpriseProjec
tId

eip:publicIps:batch
Create

Grants permission
to assign EIPs in
batches.

write publicip
*

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

eip:publicIps:list Grants permission
to query EIPs.

list publicip
*

-

- g:EnterpriseProjec
tId

eip:publicIps:count Grants permission
to query the
number of EIPs.

list publicip
*

-

eip:publicIps:get Grants permission
to query a specific
EIP.

read publicip
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:publicIps:upda
te

Grants permission
to modify an EIP.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:enabl
eNat64

Grants permission
to enable NAT64
for an EIP.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:disab
leNat64

Grants permission
to enable NAT64
for an EIP.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:publicIps:assoc
iateInstance

Grants permission
to bind an EIP to
a network
interface.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:disas
sociateInstance

Grants permission
to unbind an EIP
from a network
interface.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:attac
hBandwidth

Grants permission
to associate an
EIP with a
bandwidth.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:detac
hBandwidth

Grants permission
to remove an EIP
from a shared
bandwidth.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:delet
e

Grants permission
to release an EIP.

write publicip
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:publicIps:creat
eTags

Grants permission
to add tags to an
EIP.

tagging publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:publicIps:listTa
gs

Grants permission
to query tags of
an EIP.

list publicip
*

-

eip:publicIps:delet
eTags

Grants permission
to delete tags
from an EIP.

tagging publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- g:TagKeys

eip:bandwidths:ins
ertPublicIps

Grants permission
to add EIPs to a
shared bandwidth.

write bandwi
dth *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:bandwidths:re
movePublicIps

Grants permission
to remove EIPs
from a shared
bandwidth.

write bandwi
dth *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:bandwidths:cr
eate

Grants permission
to create a shared
bandwidth.

write bandwi
dth *

-

- g:EnterpriseProjec
tId

eip:bandwidths:ba
tchCreate

Grants permission
to create shared
bandwidths in
batches.

write bandwi
dth *

-

eip:bandwidths:list Grants permission
to query
bandwidths.

list bandwi
dth *

-

- g:EnterpriseProjec
tId

eip:bandwidths:up
date

Grants permission
to modify a
bandwidth.

write bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:bandwidths:ge
t

Grants permission
to query a
bandwidth.

read bandwi
dth *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:bandwidths:de
lete

Grants permission
to delete a shared
bandwidth.

write bandwi
dth *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:bandwidthPkg
s:list

Grants permission
to query
bandwidth add-on
packages.

list bandwi
dthPkg
*

-

eip:publicipPools:g
et

Grants permission
to query an EIP
pool.

read publicip
Pool *

-

eip:vpcIgws:list Grants permission
to query internet
gateways.

list vpcIgw
*

-

eip:vpcIgws:get Grants permission
to query an
internet gateway.

read vpcIgw
*

-

eip:vpcIgws:updat
e

Grants permission
to update an
internet gateway.

write vpcIgw
*

-

eip:vpcIgws:delete Grants permission
to delete an
internet gateway.

write vpcIgw
*

-

eip:vpcIgws:create Grants permission
to create an
internet gateway.

write vpcIgw
*

-

eip:globalEips:list Grants permission
to query global
EIPs.

list globalEi
p *

-

- g:EnterpriseProjec
tId

eip:globalEips:cou
nt

Grants permission
to query the
number of global
EIPs.

list globalEi
p *

-

eip:globalEips:get Grants permission
to query a specific
global EIP.

read globalEi
p *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 129



Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:globalEips:crea
te

Grants permission
to assign a global
EIP.

write globalEi
p *

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

eip:globalEips:upd
ateGeip

Grants permission
to update a
global EIP.

write globalEi
p *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:globalEips:disa
ssociateInstance

Grants permission
to unbind a global
EIP from an
instance.

write globalEi
p *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:globalEips:asso
ciateInstance

Grants permission
to bind a global
EIP to an instance.

write globalEi
p *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:globalEips:dele
te

Grants permission
to release a
global EIP.

write globalEi
p *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:globalEips:atta
chBandwidth

Grant permission
to add a global
EIP to a global
internet
bandwidth.

write globalEi
p *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

internet
Bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:globalEips:det
achBandwidth

Grant permission
to remove a
global EIP from a
global internet
bandwidth.

write globalEi
p *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 130



Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

internet
Bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:globalEips:crea
teTags

Grants permission
to add tags to a
global EIP.

tagging globalEi
p *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

eip:globalEips:get
Tags

Grants permission
to query tags of a
global EIP.

read globalEi
p *

-

eip:globalEips:listT
ags

Grants permission
to query tags of
all global EIPs
under a project.

list globalEi
p *

-

eip:globalEips:dele
teTags

Grants permission
to delete tags
from a global EIP.

tagging globalEi
p *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- g:TagKeys

eip:internetBandw
idths:createTags

Grants permission
to add tags to a
global internet
bandwidth.

tagging internet
Bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

eip:internetBandw
idths:getTags

Grants permission
to query tags of a
global internet
bandwidth.

read internet
Bandwi
dth *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:internetBandw
idths:listTags

Grants permission
to query tags of
all global internet
bandwidths under
a project.

list internet
Bandwi
dth *

-

eip:internetBandw
idths:deleteTags

Grants permission
to delete tags
from a global
internet
bandwidth.

tagging internet
Bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- g:TagKeys

eip:internetBandw
idths:list

Grants permission
to query global
internet
bandwidths.

list internet
Bandwi
dth *

-

- g:EnterpriseProjec
tId

eip:internetBandw
idths:count

Grants permission
to query the
number of global
internet
bandwidths.

list internet
Bandwi
dth *

-

eip:internetBandw
idths:get

Grants permission
to query a specific
global internet
bandwidth.

read internet
Bandwi
dth *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:internetBandw
idths:create

Grants permission
to assign a global
internet
bandwidth.

write internet
Bandwi
dth *

-

- g:EnterpriseProjec
tId

eip:internetBandw
idths:update

Grants permission
to update a
global internet
bandwidth.

write internet
Bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:internetBandw
idths:delete

Grants permission
to delete a global
internet
bandwidth.

write internet
Bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:geipSegments:
list

Grants permission
to query global
EIP ranges.

list geipSeg
ment *

-

- g:EnterpriseProjec
tId

eip:geipSegments:
count

Grants permission
to query the
number of global
EIP ranges.

list geipSeg
ment *

-

eip:geipSegments:
get

Grants permission
to query a specific
global EIP range.

read geipSeg
ment *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:geipSegments:
create

Grants permission
to assign a global
EIP range.

write geipSeg
ment *

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

eip:geipSegments:
update

Grants permission
to update a
global EIP range.

write geipSeg
ment *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:geipSegments:
disassociateInstan
ce

Grants permission
to unbind a global
EIP range from an
instance.

write geipSeg
ment *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:geipSegments:
associateInstance

Grants permission
to bind a global
EIP range to an
instance.

write geipSeg
ment *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:geipSegments:
delete

Grants permission
to delete a global
EIP range.

write geipSeg
ment *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:geipSegments:
attachBandwidth

Grant permissions
to add a global
EIP range to a
global internet
bandwidth.

write geipSeg
ment *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

internet
Bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:geipSegments:
detachBandwidth

Grant permissions
to remove a
global EIP range
from a global
internet
bandwidth.

write geipSeg
ment *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

internet
Bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:geipSegments:
createTags

Grants permission
to add tags to a
global EIP range.

tagging geipSeg
ment *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

eip:geipSegments:
getTags

Grants permission
to query tags of a
global EIP range.

read geipSeg
ment *

-

eip:geipSegments:
listTags

Grants permission
to query tags of
all global EIP
ranges under a
project.

list geipSeg
ment *

-

eip:geipSegments:
deleteTags

Grants permission
to delete tags
from a global EIP
range.

tagging geipSeg
ment *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:userDisclaimer
:sign

Grants permission
to sign exemption
clauses.

write - -

eip:userDisclaimer
:cancel

Grants permission
to revoke
exemption
clauses.

write - -

 

Each API of EIP usually supports one or more actions. Table 5-33 lists the
supported actions and dependencies.

Table 5-33 Actions and dependencies supported by EIP APIs

API Action Dependencies

POST /v1/{project_id}/
publicips

eip:publicIps:create -

POST /v2/{project_id}/
batchpublicips

eip:publicIps:batchC
reate

-

GET /v1/{project_id}/
publicips

eip:publicIps:list -

GET /v2/{project_id}/
elasticips

eip:publicIps:count -

GET /v2/{project_id}/
publicip/instances

eip:publicIps:count -

GET /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:get -

PUT /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:update -

POST /v2.0/{project_id}/
publicips/change-to-period

eip:publicIps:update bss:renewal:update

PATCH /v2/{project_id}/
batchpublicips

eip:publicIps:disasso
ciateInstance

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
associate-instance

eip:publicIps:associa
teInstance

-
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API Action Dependencies

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
disassociate-instance

eip:publicIps:disasso
ciateInstance

-

POST /v3/{project_id}/eip/
publicips/attach-share-
bandwidth

eip:publicIps:attach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
attach-share-bandwidth

eip:publicIps:attach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/detach-share-
bandwidth

eip:publicIps:detach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
detach-share-bandwidth

eip:publicIps:detach
Bandwidth

-

DELETE /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:delete -

DELETE /v2/{project_id}/
batchpublicips

eip:publicIps:delete -

POST /v2.0/{project_id}/
publicips/{publicip_id}/tags/
action

eip:publicIps:create
Tags

-

POST 01 /v2.0/{project_id}/
publicips/{publicip_id}/tags/
action

eip:publicIps:delete
Tags

-

POST /v2.0/{project_id}/
publicips/{publicip_id}/tags

eip:publicIps:create
Tags

-

DELETE /v2.0/{project_id}/
publicips/{publicip_id}/tags/
{key}

eip:publicIps:delete
Tags

-

POST /v2.0/{project_id}/
publicips/
resource_instances/action

eip:publicIps:listTag
s

-

GET /v2.0/{project_id}/
publicips/tags

eip:publicIps:listTag
s

-

GET /v2.0/{project_id}/
publicips/{publicip_id}/tags

eip:publicIps:listTag
s

-

POST /v2.0/{project_id}/
bandwidths/
{bandwidth_id}/insert

eip:bandwidths:inse
rtPublicIps

-
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API Action Dependencies

POST /v2.0/{project_id}/
bandwidths/
{bandwidth_id}/remove

eip:bandwidths:rem
ovePublicIps

-

POST /v2.0/{project_id}/
bandwidths

eip:bandwidths:crea
te

-

POST /v2.0/{project_id}/
batch-bandwidths

eip:bandwidths:batc
hCreate

-

GET /v1/{project_id}/
bandwidths

eip:bandwidths:list -

DELETE /v2.0/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:dele
te

-

GET /v1/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:get -

PUT /v1/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:upd
ate

-

PUT /v2.0/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:upd
ate

-

POST /v2.0/{project_id}/
bandwidths/change-to-
period

eip:bandwidths:upd
ate

bss:renewal:update

GET /v2/{project_id}/
bandwidthpkgs

eip:bandwidthPkgs:l
ist

-

PUT /v2/{project_id}/
bandwidthpkgs/{id}

eip:bandwidthPkgs:
update

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
enable-nat64

eip:publicIps:enable
Nat64

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
disable-nat64

eip:publicIps:disable
Nat64

-

POST /v1/{project_id}/
publicips

eip:publicIps:create -

POST /v2/{project_id}/
batchpublicips

eip:publicIps:batchC
reate

-

GET /v1/{project_id}/
publicips

eip:publicIps:list -

GET /v2/{project_id}/
elasticips

eip:publicIps:count -
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API Action Dependencies

GET /v2/{project_id}/
publicip/instances

eip:publicIps:count -

GET /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:get -

PUT /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:update -

POST /v2.0/{project_id}/
publicips/change-to-period

eip:publicIps:update bss:renewal:update

PATCH /v2/{project_id}/
batchpublicips

eip:publicIps:disasso
ciateInstance

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
associate-instance

eip:publicIps:associa
teInstance

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
disassociate-instance

eip:publicIps:disasso
ciateInstance

-

POST /v3/{project_id}/eip/
publicips/attach-share-
bandwidth

eip:publicIps:attach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
attach-share-bandwidth

eip:publicIps:attach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/detach-share-
bandwidth

eip:publicIps:detach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
detach-share-bandwidth

eip:publicIps:detach
Bandwidth

-

DELETE /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:delete -

DELETE /v2/{project_id}/
batchpublicips

eip:publicIps:delete -

POST /v2.0/{project_id}/
publicips/{publicip_id}/tags/
action

eip:publicIps:create
Tags

-

POST 01 /v2.0/{project_id}/
publicips/{publicip_id}/tags/
action

eip:publicIps:delete
Tags

-

POST /v2.0/{project_id}/
publicips/{publicip_id}/tags

eip:publicIps:create
Tags

-
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API Action Dependencies

DELETE /v2.0/{project_id}/
publicips/{publicip_id}/tags/
{key}

eip:publicIps:delete
Tags

-

POST /v2.0/{project_id}/
publicips/
resource_instances/action

eip:publicIps:listTag
s

-

GET /v2.0/{project_id}/
publicips/tags

eip:publicIps:listTag
s

-

GET /v2.0/{project_id}/
publicips/{publicip_id}/tags

eip:publicIps:listTag
s

-

POST /v2.0/{project_id}/
bandwidths/
{bandwidth_id}/insert

eip:bandwidths:inse
rtPublicIps

-

POST /v2.0/{project_id}/
bandwidths/
{bandwidth_id}/remove

eip:bandwidths:rem
ovePublicIps

-

POST /v2.0/{project_id}/
bandwidths

eip:bandwidths:crea
te

-

POST /v2.0/{project_id}/
batch-bandwidths

eip:bandwidths:batc
hCreate

-

GET /v1/{project_id}/
bandwidths

eip:bandwidths:list -

DELETE /v2.0/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:dele
te

-

GET /v1/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:get -

PUT /v1/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:upd
ate

-

PUT /v2.0/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:upd
ate

-

POST /v2.0/{project_id}/
bandwidths/change-to-
period

eip:bandwidths:upd
ate

bss:renewal:update

GET /v2/{project_id}/
bandwidthpkgs

eip:bandwidthPkgs:l
ist

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
enable-nat64

eip:publicIps:enable
Nat64

-
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API Action Dependencies

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
disable-nat64

eip:publicIps:disable
Nat64

-

POST /v1/{project_id}/
publicips

eip:publicIps:create -

POST /v2/{project_id}/
batchpublicips

eip:publicIps:batchC
reate

-

GET /v1/{project_id}/
publicips

eip:publicIps:list -

GET /v2/{project_id}/
elasticips

eip:publicIps:count -

GET /v2/{project_id}/
publicip/instances

eip:publicIps:count -

GET /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:get -

PUT /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:update -

POST /v2.0/{project_id}/
publicips/change-to-period

eip:publicIps:update bss:renewal:update

PATCH /v2/{project_id}/
batchpublicips

eip:publicIps:disasso
ciateInstance

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
associate-instance

eip:publicIps:associa
teInstance

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
disassociate-instance

eip:publicIps:disasso
ciateInstance

-

POST /v3/{project_id}/eip/
publicips/attach-share-
bandwidth

eip:publicIps:attach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
attach-share-bandwidth

eip:publicIps:attach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/detach-share-
bandwidth

eip:publicIps:detach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
detach-share-bandwidth

eip:publicIps:detach
Bandwidth

-
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API Action Dependencies

DELETE /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:delete -

DELETE /v2/{project_id}/
batchpublicips

eip:publicIps:delete -

POST /v2.0/{project_id}/
publicips/{publicip_id}/tags/
action

eip:publicIps:create
Tags

-

POST 01 /v2.0/{project_id}/
publicips/{publicip_id}/tags/
action

eip:publicIps:delete
Tags

-

POST /v2.0/{project_id}/
publicips/{publicip_id}/tags

eip:publicIps:create
Tags

-

DELETE /v2.0/{project_id}/
publicips/{publicip_id}/tags/
{key}

eip:publicIps:delete
Tags

-

POST /v2.0/{project_id}/
publicips/
resource_instances/action

eip:publicIps:listTag
s

-

GET /v2.0/{project_id}/
publicips/tags

eip:publicIps:listTag
s

-

GET /v2.0/{project_id}/
publicips/{publicip_id}/tags

eip:publicIps:listTag
s

-

POST /v2.0/{project_id}/
bandwidths/
{bandwidth_id}/insert

eip:bandwidths:inse
rtPublicIps

-

POST /v2.0/{project_id}/
bandwidths/
{bandwidth_id}/remove

eip:bandwidths:rem
ovePublicIps

-

POST /v2.0/{project_id}/
bandwidths

eip:bandwidths:crea
te

-

POST /v2.0/{project_id}/
batch-bandwidths

eip:bandwidths:batc
hCreate

-

GET /v1/{project_id}/
bandwidths

eip:bandwidths:list -

DELETE /v2.0/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:dele
te

-

GET /v1/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:get -
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API Action Dependencies

PUT /v1/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:upd
ate

-

PUT /v2.0/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:upd
ate

-

POST /v2.0/{project_id}/
bandwidths/change-to-
period

eip:bandwidths:upd
ate

bss:renewal:update

GET /v2/{project_id}/
bandwidthpkgs

eip:bandwidthPkgs:l
ist

-

PUT /v2/{project_id}/
bandwidthpkgs/{id}

eip:bandwidthPkgs:
update

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
enable-nat64

eip:publicIps:enable
Nat64

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
disable-nat64

eip:publicIps:disable
Nat64

-

POST /v1/{project_id}/
publicips

eip:publicIps:create -

POST /v2/{project_id}/
batchpublicips

eip:publicIps:batchC
reate

-

GET /v1/{project_id}/
publicips

eip:publicIps:list -

GET /v2/{project_id}/
elasticips

eip:publicIps:count -

GET /v2/{project_id}/
publicip/instances

eip:publicIps:count -

GET /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:get -

PUT /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:update -

POST /v2.0/{project_id}/
publicips/change-to-period

eip:publicIps:update bss:renewal:update

PATCH /v2/{project_id}/
batchpublicips

eip:publicIps:disasso
ciateInstance

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
associate-instance

eip:publicIps:associa
teInstance

-
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API Action Dependencies

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
disassociate-instance

eip:publicIps:disasso
ciateInstance

-

POST /v3/{project_id}/eip/
publicips/attach-share-
bandwidth

eip:publicIps:attach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
attach-share-bandwidth

eip:publicIps:attach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/detach-share-
bandwidth

eip:publicIps:detach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
detach-share-bandwidth

eip:publicIps:detach
Bandwidth

-

DELETE /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:delete -

DELETE /v2/{project_id}/
batchpublicips

eip:publicIps:delete -

POST /v2.0/{project_id}/
publicips/{publicip_id}/tags/
action

eip:publicIps:create
Tags

-

POST 01 /v2.0/{project_id}/
publicips/{publicip_id}/tags/
action

eip:publicIps:delete
Tags

-

POST /v2.0/{project_id}/
publicips/{publicip_id}/tags

eip:publicIps:create
Tags

-

DELETE /v2.0/{project_id}/
publicips/{publicip_id}/tags/
{key}

eip:publicIps:delete
Tags

-

POST /v2.0/{project_id}/
publicips/
resource_instances/action

eip:publicIps:listTag
s

-

GET /v2.0/{project_id}/
publicips/tags

eip:publicIps:listTag
s

-

GET /v2.0/{project_id}/
publicips/{publicip_id}/tags

eip:publicIps:listTag
s

-

POST /v2.0/{project_id}/
bandwidths/
{bandwidth_id}/insert

eip:bandwidths:inse
rtPublicIps

-
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POST /v2.0/{project_id}/
bandwidths/
{bandwidth_id}/remove

eip:bandwidths:rem
ovePublicIps

-

POST /v2.0/{project_id}/
bandwidths

eip:bandwidths:crea
te

-

POST /v2.0/{project_id}/
batch-bandwidths

eip:bandwidths:batc
hCreate

-

GET /v1/{project_id}/
bandwidths

eip:bandwidths:list -

DELETE /v2.0/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:dele
te

-

GET /v1/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:get -

PUT /v1/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:upd
ate

-

PUT /v2.0/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:upd
ate

-

POST /v2.0/{project_id}/
bandwidths/change-to-
period

eip:bandwidths:upd
ate

bss:renewal:update

GET /v2/{project_id}/
bandwidthpkgs

eip:bandwidthPkgs:l
ist

-

PUT /v2/{project_id}/
bandwidthpkgs/{id}

eip:bandwidthPkgs:
update

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
enable-nat64

eip:publicIps:enable
Nat64

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
disable-nat64

eip:publicIps:disable
Nat64

-

 

Resources

A resource type indicates the resources that an SCP is applied. If you specify a
resource type for any action in Table 5-34, a resource URN must be specified in
the SCP policy statements using that action, and the SCP policy applies only to the
resource. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP policy applies to all resources. You can also set condition
keys in an SCP to define resource types.

The following table lists the resource types that you can define in an SCP for EIP.
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Table 5-34 Resource types supported by EIP

Resource Type URN

globalEip eip:<region>:<account-id>:globalEip:<globalEip-id>

internetBandwidth eip:<region>:<account-
id>:internetBandwidth:<internetBandwidth-id>

bandwidthRule eip:<region>:<account-
id>:bandwidthRule:<bandwidthRule-id>

bandwidthPkg eip:<region>:<account-
id>:bandwidthPkg:<bandwidthPkg-id>

publicipPool eip:<region>:<account-id>:publicipPool:<publicipPool-
id>

vpcIgw eip:<region>:<account-id>:vpcIgw:<vpcIgw-id>

geipSegment eip:<region>:<account-id>:geipSegment:<geipSegment-
id>

globalEip eip:<region>:<account-id>:globalEip:<globalEip-id>

internetBandwidth eip:<region>:<account-
id>:internetBandwidth:<internetBandwidth-id>

bandwidthPkg eip:<region>:<account-
id>:bandwidthPkg:<bandwidthPkg-id>

publicipPool eip:<region>:<account-id>:publicipPool:<publicipPool-
id>

vpcIgw eip:<region>:<account-id>:vpcIgw:<vpcIgw-id>

geipSegment eip:<region>:<account-id>:geipSegment:<geipSegment-
id>

globalEip eip:<region>:<account-id>:globalEip:<globalEip-id>

internetBandwidth eip:<region>:<account-
id>:internetBandwidth:<internetBandwidth-id>

bandwidthRule eip:<region>:<account-
id>:bandwidthRule:<bandwidthRule-id>

bandwidthPkg eip:<region>:<account-
id>:bandwidthPkg:<bandwidthPkg-id>

publicipPool eip:<region>:<account-id>:publicipPool:<publicipPool-
id>

vpcIgw eip:<region>:<account-id>:vpcIgw:<vpcIgw-id>

geipSegment eip:<region>:<account-id>:geipSegment:<geipSegment-
id>

globalEip eip:<region>:<account-id>:globalEip:<globalEip-id>
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Resource Type URN

internetBandwidth eip:<region>:<account-
id>:internetBandwidth:<internetBandwidth-id>

bandwidthRule eip:<region>:<account-
id>:bandwidthRule:<bandwidthRule-id>

bandwidthPkg eip:<region>:<account-
id>:bandwidthPkg:<bandwidthPkg-id>

publicipPool eip:<region>:<account-id>:publicipPool:<publicipPool-
id>

vpcIgw eip:<region>:<account-id>:vpcIgw:<vpcIgw-id>

geipSegment eip:<region>:<account-id>:geipSegment:<geipSegment-
id>

 

Conditions
EIP does not support service-specific condition keys in SCPs. It can only use global
condition keys applicable to all services. For details, see Global Condition Keys.

5.10.3.3 NAT Gateway
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.
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– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by NAT Gateway, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by NAT Gateway, see Conditions.

The following table lists the actions that you can define in SCP statements for NAT
Gateway.

Table 5-35 Actions supported by NAT Gateway

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:privateNatGat
eways:list

Grants permission
to query private
NAT gateways.

list private
Gatewa
y *

g:EnterpriseProjec
tId

nat:privateNatGat
eways:create

Grants permission
to create a private
NAT gateway.

write private
Gatewa
y *

-

subnet
*

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

nat:privateNatGat
eways:delete

Grants permission
to delete a private
NAT gateway.

write private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:privateNatGat
eways:get

Grants permission
to query a private
NAT gateway.

read private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:privateNatGat
eways:update

Grants permission
to update a
private NAT
gateway.

write private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:privateNatDn
atRules:list

Grants permission
to query DNAT
rules on a private
NAT gateway.

list private
DnatRul
e *

g:EnterpriseProjec
tId

nat:privateNatDn
atRules:create

Grants permission
to create a DNAT
rule on a private
NAT gateway.

write private
Gatewa
y *

g:ResourceTag/
<tag-key>

private
DnatRul
e *

-

privateT
ransitIp
*

g:ResourceTag/
<tag-key>

port -

- g:EnterpriseProjec
tId

nat:privateNatDn
atRules:delete

Grants permission
to delete a DNAT
rule on a private
NAT gateway.

write private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

private
DnatRul
e *

g:EnterpriseProjec
tId

nat:privateNatDn
atRules:get

Grants permission
to query a DNAT
rule on a private
NAT gateway.

read private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

private
DnatRul
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:privateNatDn
atRules:update

Grants permission
to update a DNAT
rule on a private
NAT gateway.

write private
Gatewa
y *

g:ResourceTag/
<tag-key>

private
DnatRul
e *

-

privateT
ransitIp

g:ResourceTag/
<tag-key>

port -

- g:EnterpriseProjec
tId

nat:privateNatSna
tRules:list

Grants permission
to query SNAT
rules on a private
NAT gateway.

list privateS
natRule
*

g:EnterpriseProjec
tId

nat:privateNatSna
tRules:create

Grants permission
to create an SNAT
rule on a private
NAT gateway.

write private
Gatewa
y *

g:ResourceTag/
<tag-key>

privateS
natRule
*

-

privateT
ransitIp
*

g:ResourceTag/
<tag-key>

subnet -

- g:EnterpriseProjec
tId

nat:privateNatSna
tRules:delete

Grants permission
to delete an SNAT
rule on a private
NAT gateway.

write private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

privateS
natRule
*

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:privateNatSna
tRules:get

Grants permission
to query an SNAT
rule on a private
NAT gateway.

read private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

privateS
natRule
*

g:EnterpriseProjec
tId

nat:privateNatSna
tRules:update

Grants permission
to update an
SNAT rule on a
private NAT
gateway.

write private
Gatewa
y *

g:ResourceTag/
<tag-key>

privateS
natRule
*

-

privateT
ransitIp

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

nat:privateNatTra
nsitIps:list

Grants permission
to query transit IP
addresses.

list privateT
ransitIp
*

g:EnterpriseProjec
tId

nat:privateNatTra
nsitIps:create

Grants permission
to assign a transit
IP address.

write privateT
ransitIp
*

-

subnet -

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

nat:privateNatTra
nsitIps:delete

Grants permission
to release a
transit IP address.

write privateT
ransitIp
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:privateNatTra
nsitIps:get

Grants permission
to query a transit
IP address.

read privateT
ransitIp
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:natGateways:li
st

Grants permission
to query public
NAT gateways.

list gatewa
y *

g:EnterpriseProjec
tId

nat:natGateways:c
reate

Grants permission
to create a public
NAT gateway.

write gatewa
y *

-

vpc * -

subnet
*

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

nat:natGateways:
delete

Grants permission
to delete a public
NAT gateway.

write gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:natGateways:
get

Grants permission
to query a public
NAT gateway.

read gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:natGateways:
update

Grants permission
to update a public
NAT gateway.

write gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:dnatRules:list Grants permission
to query DNAT
rules on a public
NAT gateway.

list dnatRul
e *

g:EnterpriseProjec
tId

nat:dnatRules:crea
te

Grants permission
to create a DNAT
rule on a public
NAT gateway.

write gatewa
y *

g:ResourceTag/
<tag-key>

dnatRul
e *

-

publicip -

globalEi
p

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

port -

- g:EnterpriseProjec
tId

nat:dnatRules:get Grants permission
to query a DNAT
rule on a public
NAT gateway.

read gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dnatRul
e *

g:EnterpriseProjec
tId

nat:dnatRules:upd
ate

Grants permission
to update a DNAT
rule on a public
NAT gateway.

write gatewa
y *

g:ResourceTag/
<tag-key>

dnatRul
e *

-

publicip -

globalEi
p

-

port -

- g:EnterpriseProjec
tId

nat:dnatRules:dele
te

Grants permission
to delete a DNAT
rule on a public
NAT gateway.

write gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dnatRul
e *

g:EnterpriseProjec
tId

nat:snatRules:list Grants permission
to query SNAT
rules on a public
NAT gateway.

list snatRul
e *

g:EnterpriseProjec
tId

nat:snatRules:crea
te

Grants permission
to create an SNAT
rule on a public
NAT gateway.

write gatewa
y *

g:ResourceTag/
<tag-key>

snatRul
e *

-

publicip -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

globalEi
p

-

subnet -

- g:EnterpriseProjec
tId

nat:snatRules:get Grants permission
to query an SNAT
rule on a public
NAT gateway.

read gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

snatRul
e *

g:EnterpriseProjec
tId

nat:snatRules:upd
ate

Grants permission
to update an
SNAT rule on a
public NAT
gateway.

write gatewa
y *

g:ResourceTag/
<tag-key>

snatRul
e *

-

publicip -

globalEi
p

-

- g:EnterpriseProjec
tId

nat:snatRules:dele
te

Grants permission
to delete an SNAT
rule on a public
NAT gateway.

write gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

snatRul
e *

g:EnterpriseProjec
tId

nat:privateNatGat
eways:createTags

Grants permission
to add a tag to a
private NAT
gateway.

tagging private
Gatewa
y *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:privateNatGat
eways:deleteTags

Grants permission
to delete a tag of
a private NAT
gateway.

tagging private
Gatewa
y *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

nat:privateNatGat
eways:listTags

Grants permission
to query tags of a
private NAT
gateway.

list private
Gatewa
y

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

nat:privateNatTra
nsitIps:createTags

Grants permission
to add a tag to a
transit IP address.

tagging privateT
ransitIp
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

nat:privateNatTra
nsitIps:deleteTags

Grants permission
to delete a tag of
a transit IP
address.

tagging privateT
ransitIp
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

nat:privateNatTra
nsitIps:listTags

Grants permission
to query tags of a
transit IP address.

list privateT
ransitIp

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

nat:natGateways:c
reateTags

Grants permission
to add a tag to a
public NAT
gateway.

tagging gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:natGateways:
deleteTags

Grants permission
to delete a tag of
a public NAT
gateway.

tagging gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

nat:natGateways:li
stTags

Grants permission
to query tags of a
public NAT
gateway.

list gatewa
y

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

 

Each API of NAT Gateway usually supports one or more actions. Table 5-36 lists
the supported actions and dependencies.

Table 5-36 Actions and dependencies supported by NAT Gateway APIs

API Action Dependencies

GET /v3/
{project_id}/private-
nat/gateways

nat:privateNatGateways:list -

POST /v3/
{project_id}/private-
nat/gateways

nat:privateNatGateways:cre
ate

-

DELETE /v3/
{project_id}/private-
nat/gateways/
{gateway_id}

nat:privateNatGateways:del
ete

-

GET /v3/
{project_id}/private-
nat/gateways/
{gateway_id}

nat:privateNatGateways:get -

PUT /v3/
{project_id}/private-
nat/gateways/
{gateway_id}

nat:privateNatGateways:up
date

-
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API Action Dependencies

GET /v3/
{project_id}/private-
nat/dnat-rules

nat:privateNatDnatRules:lis
t

-

POST /v3/
{project_id}/private-
nat/dnat-rules

nat:privateNatDnatRules:cr
eate

-

DELETE /v3/
{project_id}/private-
nat/dnat-rules/
{dnat_rule_id}

nat:privateNatDnatRules:de
lete

-

GET /v3/
{project_id}/private-
nat/dnat-rules/
{dnat_rule_id}

nat:privateNatDnatRules:ge
t

-

PUT /v3/
{project_id}/private-
nat/dnat-rules/
{dnat_rule_id}

nat:privateNatDnatRules:up
date

-

GET /v3/
{project_id}/private-
nat/snat-rules

nat:privateNatSnatRules:list -

POST /v3/
{project_id}/private-
nat/snat-rules

nat:privateNatSnatRules:cre
ate

-

DELETE /v3/
{project_id}/private-
nat/snat-rules/
{snat_rule_id}

nat:privateNatSnatRules:del
ete

-

GET /v3/
{project_id}/private-
nat/snat-rules/
{snat_rule_id}

nat:privateNatSnatRules:get -

PUT /v3/
{project_id}/private-
nat/snat-rules/
{snat_rule_id}

nat:privateNatSnatRules:up
date

-

GET /v3/
{project_id}/private-
nat/transit-ips

nat:privateNatTransitIps:list -

POST /v3/
{project_id}/private-
nat/transit-ips

nat:privateNatTransi-
tIps:create

-
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API Action Dependencies

DELETE /v3/
{project_id}/private-
nat/transit-ips/
{transit_ip_id}

nat:privateNatTransi-
tIps:delete

-

GET /v3/
{project_id}/private-
nat/transit-ips/
{transit_ip_id}

nat:privateNatTransitIps:get -

GET /v2/
{project_id}/
nat_gateways

nat:natGateways:list -

POST /v2/
{project_id}/
nat_gateways

nat:natGateways:create -

DELETE /v2/
{project_id}/
nat_gateways/
{nat_gateway_id}

nat:natGateways:delete -

GET /v2/
{project_id}/
nat_gateways/
{nat_gateway_id}

nat:natGateways:get -

PUT /v2/
{project_id}/
nat_gateways/
{nat_gateway_id}

nat:natGateways:update -

GET /v2/
{project_id}/
dnat_rules

nat:dnatRules:list -

POST /v2/
{project_id}/
dnat_rules

nat:dnatRules:create eip:publicIps:associateInsta
nce

GET /v2/
{project_id}/
dnat_rules/
{dnat_rule_id}

nat:dnatRules:get -

PUT /v2/
{project_id}/
dnat_rules/
{dnat_rule_id}

nat:dnatRules:update ● eip:publicIps:associateIns
tance

● eip:publicIps:disassociate
Instance
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API Action Dependencies

POST /v2/
{project_id}/
dnat_rules/batch

nat:dnatRules:create eip:publicIps:associateInsta
nce

DELETE /v2/
{project_id}/
nat_gateways/
{nat_gateway_id}/
dnat_rules/
{dnat_rule_id}

nat:dnatRules:delete eip:publicIps:disassociateIns
tance

GET /v2/
{project_id}/
snat_rules

nat:snatRules:list -

POST /v2/
{project_id}/
snat_rules

nat:snatRules:create eip:publicIps:associateInsta
nce

GET /v2/
{project_id}/
snat_rules/
{snat_rule_id}

nat:snatRules:get -

PUT /v2/
{project_id}/
snat_rules/
{snat_rule_id}

nat:snatRules:update ● eip:publicIps:associateIns
tance

● eip:publicIps:disassociate
Instance

DELETE /v2/
{project_id}/
nat_gateways/
{nat_gateway_id}/
snat_rules/
{snat_rule_id}

nat:snatRules:delete eip:publicIps:disassociateIns
tance

POST /v3/
{project_id}/private-
nat-gateways/
resource_instances/
action

nat:privateNatGateways:list
Tags

-

POST /v3/
{project_id}/private-
nat-gateways/
{resource_id}/tags/
action

nat:privateNatGateways:cre
ateTags

nat:privateNatGateways:del
eteTags

POST /v3/
{project_id}/private-
nat-gateways/
{resource_id}/tags

nat:privateNatGateways:cre
ateTags

-
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API Action Dependencies

GET /v3/
{project_id}/private-
nat-gateways/
{resource_id}/tags

nat:privateNatGateways:list
Tags

-

DELETE /v3/
{project_id}/private-
nat-gateways/
{resource_id}/tags/
{key}

nat:privateNatGateways:del
eteTags

-

GET /v3/
{project_id}/private-
nat-gateways/tags

nat:privateNatGateways:list
Tags

-

POST /v3/
{project_id}/transit-
ips/
resource_instances/
action

nat:privateNatTransi-
tIps:listTags

-

POST /v3/
{project_id}/transit-
ips/{resource_id}/
tags/action

nat:privateNatTransi-
tIps:createTags

nat:privateNatTransi-
tIps:deleteTags

POST /v3/
{project_id}/transit-
ips/{resource_id}/
tags

nat:privateNatTransi-
tIps:createTags

-

GET /v3/
{project_id}/transit-
ips/{resource_id}/
tags

nat:privateNatTransi-
tIps:listTags

-

DELETE /v3/
{project_id}/transit-
ips/{resource_id}/
tags/{key}

nat:privateNatTransi-
tIps:deleteTags

-

GET /v3/
{project_id}/transit-
ips/tags

nat:privateNatTransi-
tIps:listTags

-

POST /v2.0/
{project_id}/
nat_gateways/
resource_instances/
action

nat:natGateways:listTags -
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API Action Dependencies

POST /v2.0/
{project_id}/
nat_gateways/
{nat_gateway_id}/
tags/action

nat:natGateways:createTag
s

nat:natGateways:deleteTag
s

POST /v2.0/
{project_id}/
nat_gateways/
{nat_gateway_id}/
tags

nat:natGateways:createTag
s

-

GET /v2.0/
{project_id}/
nat_gateways/
{nat_gateway_id}/
tags

nat:natGateways:listTags -

DELETE /v2.0/
{project_id}/
nat_gateways/
{nat_gateway_id}/
tags/{key}

nat:natGateways:deleteTag
s

-

GET /v2.0/
{project_id}/
nat_gateways/tags

nat:natGateways:listTags -

 

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-37, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for NAT Gateway

Table 5-37 Resource types supported by NAT Gateway

Resource Type URN

snatRule nat:<region>:<account-id>:snatRule:<snat-rule-id>

privateSnatRule nat:<region>:<account-id>:privateSnatRule:<private-
snat-rule-id>

port vpc:<region>:<account-id>:port:<port-id>
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Resource Type URN

privateGateway nat:<region>:<account-id>:privateGateway:<private-
gateway-id>

vpc vpc:<region>:<account-id>:vpc:<vpc-id>

publicip vpc:<region>:<account-id>:publicip:<publicip-id>

gateway nat:<region>:<account-id>:gateway:<gateway-id>

privateTransitIp nat:<region>:<account-id>:privateTransitIp:<private-
transit-ip-id>

dnatRule nat:<region>:<account-id>:dnatRule:<dnat-rule-id>

globalEip eip:<region>:<account-id>:globalEip:<geip-id>

privateDnatRule nat:<region>:<account-id>:privateDnatRule:<private-
dnat-rule-id>

subnet vpc:<region>:<account-id>:subnet:<subnet-id>

 

Conditions

Only global condition keys applicable to all cloud services can be configured for
NAT Gateway. For details, see Global Condition Keys.

5.10.3.4 Elastic Load Balance (ELB)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by ELB, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by ELB, see Conditions.

The following table lists the actions that you can define in SCP statements for ELB.

Table 5-38 Actions supported by ELB

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:flavors:show Grants permission
to query a given
flavor.

read flavor * -

elb:flavors:list Grants permission
to query flavors.

list flavor * -

elb:quotas:list Grants permission
to query quotas.

list - -

elb:quotas:show Grants permission
to query the
maximum
number of
resources of a
specified type that
can be created.

read - -

elb:availability-
zones:list

Grants permission
to query AZs.

list availabi
lityZone
*

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

- g:EnterpriseProjec
tId

elb:loadbalancers:l
ist

Grants permission
to query load
balancers.

list loadbal
ancer *

-

- g:EnterpriseProjec
tId

elb:loadbalancers:
show

Grants permission
to query the
details of a load
balancer.

read loadbal
ancer *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

elb:loadbalancers:
create

Grants permission
to create a load
balancer.

write loadbal
ancer *

-

subnet -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

elb:loadbalancers:
update

Grants permission
to modify a load
balancer.

write subnet -

loadbal
ancer *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

elb:loadbalancers:
delete

Grants permission
to delete a load
balancer.

write loadbal
ancer *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

elb:listeners:create Grants permission
to add a listener.

write listener
*

g:EnterpriseProjec
tId

loadbal
ancer *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:listeners:updat
e

Grants permission
to modify a
listener.

write listener
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

elb:listeners:list Grants permission
to query listeners.

list listener
*

-

- g:EnterpriseProjec
tId

elb:listeners:show Grants permission
to query the
details of a
listener.

read listener
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

elb:listeners:delete Grants permission
to delete a
listener.

write listener
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

elb:certificates:list Grants permission
to query
certificates.

list certifica
te *

-

- g:EnterpriseProjec
tId

elb:certificates:sho
w

Grants permission
to query the
details of a
certificate.

read certifica
te *

-

elb:certificates:cre
ate

Grants permission
to add a
certificate.

write certifica
te *

-

- g:EnterpriseProjec
tId

elb:certificates:up
date

Grants permission
to modify a
certificate.

write certifica
te *

-

elb:certificates:del
ete

Grants permission
to delete a
certificate.

write certifica
te *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:certificates:set
PrivateKeyEcho

Grants permission
to enable or
disable the private
key feature.

write - -

elb:certificates:get
PrivateKeyEcho

Grants permission
to query whether
the private key
feature is enabled.

write - -

elb:agreements:lis
t

Grants permission
to query signing
records.

list agreem
ent *

-

elb:agreements:sh
ow

Grants permission
to obtain signing
information
details.

read agreem
ent *

-

elb:agreements:cr
eate

Grants permission
to create signing
records.

write agreem
ent *

-

elb:agreements:up
date

Grants permission
to modify signing
records.

write agreem
ent *

-

elb:healthmonitor
s:create

Grants permission
to configure a
health check.

write health
monitor
*

g:EnterpriseProjec
tId

pool * g:EnterpriseProjec
tId

elb:healthmonitor
s:update

Grants permission
to modify a
health check.

write health
monitor
*

g:EnterpriseProjec
tId

elb:healthmonitor
s:delete

Grants permission
to delete a health
check.

write health
monitor
*

g:EnterpriseProjec
tId

elb:healthmonitor
s:show

Grants permission
to query health
check details.

read health
monitor
*

g:EnterpriseProjec
tId

elb:healthmonitor
s:list

Grants permission
to query health
checks.

list health
monitor
*

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

- g:EnterpriseProjec
tId

elb:ipgroups:list Grants permission
to query IP
address groups.

list ipgroup
*

-

- g:EnterpriseProjec
tId

elb:ipgroups:show Grants permission
to query the
details of an IP
address group.

read ipgroup
*

-

elb:ipgroups:creat
e

Grants permission
to create an IP
address group.

write ipgroup
*

-

- g:EnterpriseProjec
tId

elb:ipgroups:updat
e

Grants permission
to modify an IP
address group.

write ipgroup
*

-

elb:ipgroups:delet
e

Grants permission
to delete an IP
address group.

write ipgroup
*

-

elb:l7policies:creat
e

Grants permission
to add a
forwarding policy
to HTTP or HTTPS
listeners.

write listener
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

l7policy
*

g:EnterpriseProjec
tId

pool g:EnterpriseProjec
tId

elb:l7policies:upda
te

Grants permission
to modify a
forwarding policy.

write l7policy
*

g:EnterpriseProjec
tId

listener ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

pool g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:l7policies:delet
e

Grants permission
to delete a
forwarding policy.

write l7policy
*

g:EnterpriseProjec
tId

elb:l7policies:show Grants permission
to query the
details of a
forwarding policy.

read l7policy
*

g:EnterpriseProjec
tId

elb:l7policies:list Grants permission
to query
forwarding
policies.

list l7policy
*

-

- g:EnterpriseProjec
tId

elb:l7rules:create Grants permission
to add a
forwarding rule.

write l7rule * g:EnterpriseProjec
tId

l7policy
*

g:EnterpriseProjec
tId

elb:l7rules:update Grants permission
to modify a
forwarding rule.

write l7rule * g:EnterpriseProjec
tId

elb:l7rules:list Grants permission
to query
forwarding rules.

list l7policy
*

-

l7rule * -

- g:EnterpriseProjec
tId

elb:l7rules:show Grants permission
to query the
details of a
forwarding rule.

read l7rule * g:EnterpriseProjec
tId

elb:l7rules:delete Grants permission
to delete a
forwarding rule.

write l7rule * g:EnterpriseProjec
tId

elb:logtanks:list Grants permission
to query logs.

list logtank
*

-

- g:EnterpriseProjec
tId

elb:logtanks:show Grants permission
to query the
details of a log.

read logtank
*

g:EnterpriseProjec
tId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 167



Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:logtanks:creat
e

Grants permission
to create a log.

write logtank
*

g:EnterpriseProjec
tId

loadbal
ancer *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

elb:logtanks:updat
e

Grants permission
to modify a log.

write logtank
*

g:EnterpriseProjec
tId

elb:logtanks:delet
e

Grants permission
to delete a log.

write logtank
*

g:EnterpriseProjec
tId

elb:pools:list Grants permission
to query backend
server groups.

list pool * -

- g:EnterpriseProjec
tId

elb:pools:show Grants permission
to query the
details of a
backend server
group.

read pool * g:EnterpriseProjec
tId

elb:pools:create Grants permission
to create a
backend server
group.

write loadbal
ancer

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

listener ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

pool * g:EnterpriseProjec
tId

elb:pools:update Grants permission
to modify a
backend server
group.

write pool * g:EnterpriseProjec
tId

elb:pools:delete Grants permission
to delete a
backend server
group.

write pool * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:members:list Grants permission
to query backend
servers.

list pool -

membe
r *

-

- g:EnterpriseProjec
tId

elb:members:sho
w

Grants permission
to query the
details of a
backend server.

read membe
r *

g:EnterpriseProjec
tId

elb:members:creat
e

Grants permission
to add a backend
server.

write membe
r *

g:EnterpriseProjec
tId

pool * g:EnterpriseProjec
tId

subnet -

elb:members:upda
te

Grants permission
to modify the
configurations of
a backend server.

write membe
r *

g:EnterpriseProjec
tId

elb:members:delet
e

Grants permission
to remove a
backend server.

write membe
r *

g:EnterpriseProjec
tId

elb:security-
policies:list

Grants permission
to query security
policies.

list security
Policy *

-

- g:EnterpriseProjec
tId

elb:security-
policies:show

Grants permission
to query the
details of a
security policy.

read security
Policy *

-

elb:security-
policies:create

Grants permission
to create a
security policy.

write security
Policy *

-

- g:EnterpriseProjec
tId

elb:security-
policies:update

Grants permission
to modify a
security policy.

write security
Policy *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:security-
policies:delete

Grants permission
to delete a
security policy.

write security
Policy *

-

 

Each ELB API usually supports one or more actions. Table 5-39 lists the supported
actions and dependencies.

Table 5-39 Actions and dependencies supported by ELB APIs

API Action Dependencies

GET /v3/
{project_id}/elb/
flavors

elb:flavors:list -

GET /v3/
{project_id}/elb/
flavors/{flavor_id}

elb:flavors:show -

GET /v3/
{project_id}/elb/
quotas/details

elb:quotas:list -

GET /v3/
{project_id}/elb/
quotas

elb:quotas:show -

POST /v3/
{project_id}/elb/
loadbalancers

elb:loadbalancers:create -

DELETE /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}

elb:loadbalancers:delete -

DELETE /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}/
force-elb

elb:loadbalancers:delete -

GET /v3/
{project_id}/elb/
loadbalancers

elb:loadbalancers:list -
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API Action Dependencies

GET /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}

elb:loadbalancers:show -

GET /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}/
statuses

elb:loadbalancers:show -

PUT /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}

elb:loadbalancers:update -

POST /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}/
availability-zone/
batch-remove

elb:loadbalancers:update -

POST /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}/
availability-zone/
batch-add

elb:loadbalancers:update -

POST /v3/
{project_id}/elb/
ipgroups

elb:ipgroups:create -

DELETE /v3/
{project_id}/elb/
ipgroups/
{ipgroup_id}

elb:ipgroups:delete -

GET /v3/
{project_id}/elb/
ipgroups

elb:ipgroups:list -

GET /v3/
{project_id}/elb/
ipgroups/
{ipgroup_id}

elb:ipgroups:show -

PUT /v3/
{project_id}/elb/
ipgroups/
{ipgroup_id}

elb:ipgroups:update -
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API Action Dependencies

POST /v3/
{project_id}/elb/
ipgroups/
{ipgroup_id}/iplist/
create-or-update

elb:ipgroups:update -

POST /v3/
{project_id}/elb/
ipgroups/
{ipgroup_id}/iplist/
batch-delete

elb:ipgroups:update -

POST /v3/
{project_id}/elb/
security-policies

elb:security-policies:create -

DELETE /v3/
{project_id}/elb/
security-policies/
{security_policy_id}

elb:security-policies:delete -

GET /v3/
{project_id}/elb/
security-policies

elb:security-policies:list -

GET /v3/
{project_id}/elb/
system-security-
policies

elb:security-policies:list -

GET /v3/
{project_id}/elb/
security-policies/
{security_policy_id}

elb:security-policies:show -

PUT /v3/
{project_id}/elb/
security-policies/
{security_policy_id}

elb:security-policies:update -

POST /v3/
{project_id}/elb/
pools/{pool_id}/
members

elb:members:create -

DELETE /v3/
{project_id}/elb/
pools/{pool_id}/
members/
{member_id}

elb:members:delete -
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API Action Dependencies

GET /v3/
{project_id}/elb/
pools/{pool_id}/
members

elb:members:list -

GET /v3/
{project_id}/elb/
pools/{pool_id}/
members/
{member_id}

elb:members:show -

PUT /v3/
{project_id}/elb/
pools/{pool_id}/
members/
{member_id}

elb:members:update -

POST /v3/
{project_id}/elb/
pools/{pool_id}/
members/batch-
update

elb:members:update -

POST /v3/
{project_id}/elb/
pools/{pool_id}/
members/batch-add

elb:members:create -

POST /v3/
{project_id}/elb/
pools/{pool_id}/
members/batch-
delete

elb:members:delete -

POST /v3/
{project_id}/elb/
pools

elb:pools:create -

DELETE /v3/
{project_id}/elb/
pools/{pool_id}

elb:pools:delete -

GET /v3/
{project_id}/elb/
pools

elb:pools:list -

GET /v3/
{project_id}/elb/
pools/{pool_id}

elb:pools:show -

PUT /v3/
{project_id}/elb/
pools/{pool_id}

elb:pools:update -
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API Action Dependencies

POST /v3/
{project_id}/elb/
master-slave-pools

elb:pools:create -

GET /v3/
{project_id}/elb/
master-slave-pools

elb:pools:list -

GET /v3/
{project_id}/elb/
master-slave-pools/
{pool_id}

elb:pools:show -

DELETE /v3/
{project_id}/elb/
master-slave-pools/
{pool_id}

elb:pools:delete -

POST /v3/
{project_id}/elb/
listeners

elb:listeners:create -

DELETE /v3/
{project_id}/elb/
listeners/
{listener_id}

elb:listeners:delete -

DELETE /v3/
{project_id}/elb/
listeners/
{listener_id}/force

elb:listeners:delete -

GET /v3/
{project_id}/elb/
listeners

elb:listeners:list -

GET /v3/
{project_id}/elb/
listeners/
{listener_id}

elb:listeners:show -

PUT /v3/
{project_id}/elb/
listeners/
{listener_id}

elb:listeners:update -

POST /v3/
{project_id}/elb/
healthmonitors

elb:healthmonitors:create -

DELETE /v3/
{project_id}/elb/
healthmonitors/
{healthmonitor_id}

elb:healthmonitors:delete -
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API Action Dependencies

GET /v3/
{project_id}/elb/
healthmonitors

elb:healthmonitors:list -

GET /v3/
{project_id}/elb/
healthmonitors/
{healthmonitor_id}

elb:healthmonitors:show -

PUT /v3/
{project_id}/elb/
healthmonitors/
{healthmonitor_id}

elb:healthmonitors:update -

GET /v3/
{project_id}/elb/
availability-zones

elb:availability-zones:list -

GET /v3/
{project_id}/elb/
preoccupy-ip-num

elb:loadbalancers:show -

POST /v3/
{project_id}/elb/
logtanks

elb:logtanks:create -

DELETE /v3/
{project_id}/elb/
logtanks/
{logtank_id}

elb:logtanks:delete -

GET /v3/
{project_id}/elb/
logtanks

elb:logtanks:list -

GET /v3/
{project_id}/elb/
logtanks/
{logtank_id}

elb:logtanks:show -

PUT /v3/
{project_id}/elb/
logtanks/
{logtank_id}

elb:logtanks:update -

POST /v3/
{project_id}/elb/
certificates

elb:certificates:create -

DELETE /v3/
{project_id}/elb/
certificates/
{certificate_id}

elb:certificates:delete -
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API Action Dependencies

GET /v3/
{project_id}/elb/
certificates

elb:certificates:list -

GET /v3/
{project_id}/elb/
certificates/
{certificate_id}

elb:certificates:show -

PUT /v3/
{project_id}/elb/
certificates/
{certificate_id}

elb:certificates:update -

POST /v3/
{project_id}/elb/
l7policies

elb:l7policies:create -

DELETE /v3/
{project_id}/elb/
l7policies/
{l7policy_id}

elb:l7policies:delete -

GET /v3/
{project_id}/elb/
l7policies

elb:l7policies:list -

GET /v3/
{project_id}/elb/
l7policies/
{l7policy_id}

elb:l7policies:show -

PUT /v3/
{project_id}/elb/
l7policies/
{l7policy_id}

elb:l7policies:update -

POST /v3/
{project_id}/elb/
l7policies/batch-
update-priority

elb:l7policies:update -

POST /v3/
{project_id}/elb/
l7policies/
{l7policy_id}/rules

elb:l7rules:create -

DELETE /v3/
{project_id}/elb/
l7policies/
{l7policy_id}/rules/
{l7rule_id}

elb:l7rules:delete -
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API Action Dependencies

GET /v3/
{project_id}/elb/
l7policies/
{l7policy_id}/rules

elb:l7rules:list -

GET /v3/
{project_id}/elb/
l7policies/
{l7policy_id}/rules/
{l7rule_id}

elb:l7rules:show -

PUT /v3/
{project_id}/elb/
l7policies/
{l7policy_id}/rules/
{l7rule_id}

elb:l7rules:update -

 

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-40, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for ELB.

Table 5-40 Resource types supported by ELB

Resource Type URN

pool elb:<region>:<account-id>:pool:<pool-id>

agreement elb:<region>:<account-id>:agreement:<agreement-id>

loadbalancer elb:<region>:<account-id>:loadbalancer:<loadbalancer-
id>

certificate elb:<region>:<account-id>:certificate:<certificate-id>

healthmonitor elb:<region>:<account-
id>:healthmonitor:<healthmonitor-id>

ipgroup elb:<region>:<account-id>:ipgroup:<ipgroup-id>

securityPolicy elb:<region>:<account-id>:securityPolicy:<security-
policy-id>

logtank elb:<region>:<account-id>:logtank:<logtank-id>
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Resource Type URN

availabilityZone elb:<region>:<account-id>:availabilityZone:<availability-
zone-id>

member elb:<region>:<account-id>:member:<pool-id>/
<member-id>

l7policy elb:<region>:<account-id>:l7policy:<l7policy-id>

l7rule elb:<region>:<account-id>:l7rule:<l7policy-id>/<l7rule-
id>

flavor elb:<region>:<account-id>:flavor:<flavor-id>

subnet vpc:<region>:<account-id>:subnet:<subnet-id>

listener elb:<region>:<account-id>:listener:<listener-id>

 

Conditions

ELB does not support service-specific condition keys in SCPs. ELB can only use
global condition keys applicable to all services. For details, see Global Condition
Keys.

5.10.3.5 VPC Endpoint

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.
The granted permissions can be applied only if they are allowed by the SCPs.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by VPC Endpoint, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by VPC Endpoint, see Conditions.

The following table lists the actions that you can define in SCP statements for VPC
Endpoint.

Table 5-41 Actions Supported by VPC Endpoint

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vpcep:endpoints:cr
eate

Grants permission
to create a VPC
endpoint for a
specified service.

write endpoin
ts *

● vpcep:VpceServ
iceName

● vpcep:VpceServ
iceOrgPath

● vpcep:VpceServ
iceOwner

vpc * -

routeTa
ble

-

subnet -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vpcep:endpoints:cr
eateInterface

Grants permission
to create an
interface VPC
endpoint for a
specified service.

write endpoin
ts *

● vpcep:VpceServ
iceName

● vpcep:VpceServ
iceOrgPath

● vpcep:VpceServ
iceOwner

subnet vpcep:VpcId

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

vpcep:endpoints:d
elete

Grants permission
to delete a VPC
endpoint.

write endpoin
ts *

● g:ResourceTag/
<tag-key>

● vpcep:VpceServ
iceName

vpcep:endpoints:li
st

Grants permission
to query VPC
endpoints.

list endpoin
ts *

-

- g:EnterpriseProjec
tId

vpcep:endpoints:g
et

Grants permission
to query details of
a VPC endpoint.

read endpoin
ts *

g:ResourceTag/
<tag-key>

vpcep:endpoints:u
pdate

Grants permission
to update the
whitelist of a VPC
endpoint.

write endpoin
ts *

● vpcep:VpceServ
iceName

● vpcep:VpceServ
iceOrgPath

● vpcep:VpceServ
iceOwner

● g:ResourceTag/
<tag-key>

routeTa
ble

-

subnet -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vpcep:endpoints:u
pdateRouteTables

Grants permission
to modify route
tables of a VPC
endpoint.

write endpoin
ts *

g:ResourceTag/
<tag-key>

routeTa
ble *

-

vpcep:endpoints:u
pdatePolicy

Grants permission
to modify a VPC
endpoint policy.

write endpoin
ts *

g:ResourceTag/
<tag-key>

vpcep:endpoints:d
eletePolicy

Grants permission
to delete a VPC
endpoint policy.

write endpoin
ts *

g:ResourceTag/
<tag-key>

vpcep:endpointSer
vices:create

Grants permission
to create a VPC
endpoint service.

write endpoin
tService
s *

vpcep:VpceService
PrivateDnsName

vpc * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

vpcep:endpointSer
vices:list

Grants permission
to query VPC
endpoint services.

list endpoin
tService
s *

-

- g:EnterpriseProjec
tId

vpcep:endpointSer
vices:get

Grants permission
to query details of
a VPC endpoint
service.

read endpoin
tService
s *

g:ResourceTag/
<tag-key>

vpcep:endpointSer
vices:update

Grants permission
to modify a VPC
endpoint service.

write endpoin
tService
s *

g:ResourceTag/
<tag-key>

vpcep:endpointSer
vices:delete

Grants permission
to delete a VPC
endpoint service.

write endpoin
tService
s *

g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vpcep:endpointSer
vices:updateName

Grants permission
to change the
name of a VPC
endpoint service.

write endpoin
tService
s *

-

vpcep:endpointSer
vices:describe

Grants permission
to query basic
information about
a VPC endpoint
service.

read - -

vpcep:endpointSer
vices:listPublic

Grants permission
to query public
VPC endpoint
services.

list endpoin
tService
s *

-

vpcep:endpointSer
vices:listPermissio
ns

Grants permission
to query whitelist
records of a VPC
endpoint service.

list endpoin
tService
s *

-

vpcep:endpointSer
vices:updatePermi
ssions

Grants permission
to batch add or
delete whitelist
records of a VPC
endpoint service.

permiss
ion_ma
nageme
nt

endpoin
tService
s *

-

- ● vpcep:VpceEnd
pointOrgPath

● vpcep:VpceEnd
pointOwner

vpcep:endpointSer
vices:createPermis
sions

Grants permission
to batch add
whitelist records
of a VPC endpoint
service.

permiss
ion_ma
nageme
nt

endpoin
tService
s *

-

- ● vpcep:VpceEnd
pointOrgPath

● vpcep:VpceEnd
pointOwner

vpcep:endpointSer
vices:deletePermis
sions

Grants permission
to batch delete
whitelist records
of a VPC endpoint
service.

permiss
ion_ma
nageme
nt

endpoin
tService
s *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vpcep:endpointSer
vices:updatePermi
ssionsDescription

Grants permission
to update the
whitelist
description of a
VPC endpoint
service.

write endpoin
tService
s *

-

vpcep:endpointSer
vices:listConnectio
ns

Grants permission
to query
connections of a
VPC endpoint
service.

list endpoin
tService
s *

-

vpcep:endpointSer
vices:updateConn
ections

Grants permission
to accept or reject
a VPC endpoint.

write endpoin
tService
s *

-

vpcep:endpointSer
vices:updateConn
ectionDescription

Grants permission
to update the
description of a
VPC endpoint
connection.

write endpoin
tService
s *

-

vpcep::listResourc
eTags

Grants permission
to query resources
by tag.

list endpoin
ts

-

endpoin
tService
s

-

vpcep::updateReso
urceTags

Grants permission
to batch add tags
to or delete tags
from a VPC
endpoint service
or VPC endpoint.

tagging endpoin
ts

-

endpoin
tService
s

-

vpcep::getProjectT
ags

Grants permission
to query resource
tags of a tenant.

read endpoin
ts

-

endpoin
tService
s

-

vpcep::getResourc
eTags

Grants permission
to query tags of a
resource.

read endpoin
ts

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

endpoin
tService
s

-

vpcep::listQuotas Grants permission
to query the
quotas of your
resources,
including the
quota of VPC
endpoint services
and the quota of
VPC endpoints.

read - -

vpcep::listVersion
Details

Grants permission
to query versions
of VPC Endpoint
APIs.

list - -

vpcep::listSpecifie
dVersion

Grants permission
to query
information about
a VPC Endpoint
API version.

list - -

 

Each API of VPC Endpoint usually supports one or more actions. Table 5-42 lists
the supported actions and dependencies.

Table 5-42 Actions and dependencies supported by VPC Endpoint APIs

API Action Dependencies

POST /v1/
{project_id}/vpc-
endpoints

vpcep:endpoints:create -

POST /v2/
{project_id}/
interface-vpc-
endpoints

vpcep:endpoints:createInter
face

-

DELETE /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}

vpcep:endpoints:delete -
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API Action Dependencies

GET /v1/
{project_id}/vpc-
endpoints

vpcep:endpoints:list -

GET /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}

vpcep:endpoints:get -

PUT /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}

vpcep:endpoints:update -

PUT /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}/
routetables

vpcep:endpoints:updateRou
teTables

-

PUT /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}/
policy

vpcep:endpoints:updatePoli
cy

-

DELETE /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}/
policy

vpcep:endpoints:deletePolic
y

-

POST /v1/
{project_id}/vpc-
endpoint-services

vpcep:endpointServices:crea
te

-

GET /v1/
{project_id}/vpc-
endpoint-services

vpcep:endpointServices:list -

GET /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}

vpcep:endpointServices:get -

PUT /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}

vpcep:endpointServices:upd
ate

-
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DELETE /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}

vpcep:endpointServices:dele
te

-

PUT /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/name

vpcep:endpointServices:upd
ateName

-

GET /v1/
{project_id}/vpc-
endpoint-services/
describe

vpcep:endpointServices:desc
ribe

-

GET /v1/
{project_id}/vpc-
endpoint-services/
public

vpcep:endpointServices:listP
ublic

-

GET /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/permissions

vpcep:endpointServices:listP
ermissions

-

POST /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/permissions/
action

vpcep:endpointServices:upd
atePermissions

-

POST /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/permissions/
batch-create

vpcep:endpointServices:crea
tePermissions

-

POST /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/permissions/
batch-delete

vpcep:endpointServices:dele
tePermissions

-
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PUT /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/permissions/
{permission_id}

vpcep:endpointServices:upd
atePermissionsDescription

-

GET /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/connections

vpcep:endpointServices:listC
onnections

-

POST /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/connections/
action

vpcep:endpointServices:upd
ateConnections

-

PUT /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/connections/
description

vpcep:endpointServices:upd
ateConnectionDescription

-

POST /v1/
{project_id}/
{resource_type}/
resource_instances/
action

vpcep::listResourceTags -

POST /v1/
{project_id}/
{resource_type}/
{resource_id}/tags/
action

vpcep::updateResourceTags -

GET /v1/
{project_id}/
{resource_type}/
tags

vpcep::getProjectTags -

GET /v1/
{project_id}/
{resource_type}/
{resource_id}/tags

vpcep::getResourceTags -

GET /v1/
{project_id}/quotas

vpcep::listQuotas -

GET / vpcep::listVersionDetails -
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GET /{version} vpcep::listSpecifiedVersion -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-43, a resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for VPC Endpoint.

Table 5-43 Resource types supported by VPC Endpoint

Resource Type URN

endpoints vpcep:<region>:<account-id>:endpoints:<endpoint-id>

endpointServices vpcep:<region>:<account-
id>:endpointServices:<endpoint-service-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, vpcep:) apply only to operations
of the VPC Endpoint service. For details, see Table 5-44.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

– A condition operator, condition key, and a condition value together
constitute a complete condition statement. An SCP can be applied only

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 188



when its request conditions are met. For supported condition operators,
see Condition operators.

The following table lists the condition keys that you can define in SCPs for VPC
Endpoint. You can include these condition keys to specify conditions for when your
SCP is in effect.

Table 5-44 Service-specific condition keys supported by VPC Endpoint

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

vpcep:VpceServiceNa
me

string Single-valued Filters access by VPC
endpoint service
name.

vpcep:VpceServiceOw
ner

string Single-valued Filters access by VPC
endpoint service
owner (huawei, or an
account ID).

vpcep:VpceServicePriv
ateDnsName

string Single-valued Filters access by the
value of
vpceServicePriva-
teDnsName that is
passed in the request.

vpcep:VpceServiceOrg
Path

string Single-valued Filters access by the
organization path of
the VPC endpoint
service owner.

vpcep:VpceEndpointOr
gPath

string Single-valued Filters access by the
organization path of
the VPC endpoint
owner.

vpcep:VpceEndpointO
wner

string Single-valued Filters access by the
value of accountId of
the VPC endpoint
owner.

vpcep:VpcId string Multivalued Filters accesses by
VPC ID.

 

5.10.4 Containers

5.10.4.1 Cloud Container Engine (CCE)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.
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SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by IAM custom identity policies and
Organizations SCPs. The elements include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in a policy.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in a policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your policy statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CCE, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by CCE, see Conditions.

The following table lists the actions that you can define in SCP statements for CCE.
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Table 5-45 Actions Supported by CCE

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:cluster:createC
luster

Grants permission
to create a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:TagKeys
● g:RequestTag/

<tag-key>

cce:cluster:delete Grants permission
to delete a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:update
Cluster

Grants permission
to update a
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:upgrad
e

Grants permission
to upgrade the
version of a
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:start Grants permission
to wake up a
hibernated cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:stop Grants permission
to hibernate a
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:list Grants permission
to view the cluster
details list.

list cluster * -

cce:cluster:getClus
ter

Grants permission
to view details
about a specified
cluster.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cce:cluster:getEnd
points

Grants permission
to view the access
address of a
specified cluster.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:cluster:resize Grants permission
to modify the
specifications of a
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:eipBind
ing

Grants permission
to bind or unbind
a public IP
address to or
from a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:generat
eClientCredential

Grants permission
to generate
cluster client
access credentials.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:addTag
s

Grants permission
to add tags to a
cluster.

tagging cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:TagKeys
● g:RequestTag/

<tag-key>

cce:cluster:remove
Tags

Grants permission
to delete tags
from a cluster.

tagging cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:TagKeys
● g:RequestTag/

<tag-key>

cce:cluster:getConf
igurationTemplate

Grants permission
to obtain the
configuration
template
information about
a cluster.

read cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:cluster:getLog
Config

Grants permission
to obtain the
current log
collection
configurations of
a cluster.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:cluster:update
LogConfig

Grants permission
to update the log
collection
configurations of
a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:partition:creat
e

Grants permission
to access a
partition.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:partition:upda
te

Grants permission
to update a
partition.

write cluster * g:EnterpriseProjec
tId

cce:partition:get Grants permission
to obtain details
about a specified
partition.

read cluster * g:EnterpriseProjec
tId

cce:partition:list Grants permission
to view the
partition list in a
specified cluster.

list cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:nodepool:crea
te

Grants permission
to create a node
pool.

write cluster * ● cce:ClusterId
● evs:Encrypted
● g:EnterprisePro

jectId

cce:nodepool:dele
te

Grants permission
to delete a node
pool.

write cluster * g:EnterpriseProjec
tId

cce:nodepool:upd
ateNodepool

Grants permission
to update a node
pool.

write cluster * -

- ● evs:Encrypted
● g:EnterprisePro

jectId

cce:nodepool:getN
odepool

Grants permission
to obtain details
about a specified
node pool.

read cluster * g:EnterpriseProjec
tId

cce:nodepool:list Grants permission
to view the node
pool list in a
specified cluster.

list cluster * ● cce:ClusterId
● g:EnterprisePro

jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:nodepool:getC
onfigurationTem-
plate

Grants permission
to obtain node
pool configuration
templates.

read cluster * g:EnterpriseProjec
tId

cce:nodepool:getC
onfiguration

Grants permission
to obtain the
configurations of
a node pool.

read cluster * g:EnterpriseProjec
tId

cce:nodepool:upd
ateConfiguration

Grants permission
to update the
configurations of
a node pool.

write cluster * g:EnterpriseProjec
tId

cce:node:createNo
de

Grants permission
to create a node.

write cluster * ● cce:ClusterId
● evs:Encrypted
● g:EnterprisePro

jectId

cce:node:delete Grants permission
to delete a node.

write cluster * g:EnterpriseProjec
tId

cce:node:update Grants permission
to update a node.

write cluster * g:EnterpriseProjec
tId

cce:node:getNode Grants permission
to obtain details
about a specified
node.

read cluster * g:EnterpriseProjec
tId

cce:node:list Grants permission
to view the node
list in a specified
cluster.

list cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:node:reset Grants permission
to reset a node.

write cluster * ● cce:ClusterId
● evs:Encrypted
● g:EnterprisePro

jectId

cce:node:add Grants permission
to manage a
node.

write cluster * ● cce:ClusterId
● evs:Encrypted
● g:EnterprisePro

jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:node:remove Grants permission
to release a node.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:node:migrate Grants permission
to migrate nodes
between clusters.

write cluster * ● cce:nodeTransf
erSourceCluste
r

● cce:nodeTransf
erTargetCluster

● g:EnterprisePro
jectId

cce:node:sync Grants permission
to synchronize
infrastructure and
resource status
between nodes.

read cluster * g:EnterpriseProjec
tId

cce:quota:get Grants permission
to obtain resource
quotas of cloud
services used in a
CCE cluster.

read - -

cce:addonInstance
:create

Grants permission
to create an add-
on instance.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:addonInstance
:delete

Grants permission
to delete an add-
on instance.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:addonInstance
:update

Grants permission
to update an add-
on instance.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:addonInstance
:get

Grants permission
to obtain details
about a specified
add-on instance.

read cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:addonInstance
:list

Grants permission
to view the add-
on instance list in
a specified cluster.

list cluster * ● cce:ClusterId
● g:EnterprisePro

jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:addonInstance
:rollback

Grants permission
to roll back a
specified add-on
instance.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:chart:upload Grants permission
to upload an
application chart.

write - -

cce:chart:delete Grants permission
to delete an
application chart.

write - -

cce:chart:update Grants permission
to update an
application chart.

write - -

cce:chart:listChart Grants permission
to view the
application chart
details list.

list - -

cce:chart:getChart Grants permission
to view details
about an
application chart
specified by a
user.

read - -

cce:chart:downloa
d

Grants permission
to view the
application charts
downloaded by a
user.

read - -

cce:chart:getQuot
a

Grants permission
to view the
application chart
quota.

read - -

cce:release:create Grants permission
to create a
release.

write - ● cce:ClusterId
● g:EnterprisePro

jectId

cce:release:delete Grants permission
to delete a
release.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:release:update Grants permission
to update a
release.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:release:get Grants permission
to obtain details
about a specified
release.

read cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:release:list Grants permission
to view the
release list in a
specified cluster.

list cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

 

Each API of CCE usually supports one or more actions. Table 5-46 lists the
supported actions and dependencies.

Table 5-46 Actions and dependencies supported by CCE APIs

API Action Dependencies

GET /api/v3/
projects/
{project_id}/quotas

cce:quota:get -

POST /api/v3/
projects/
{project_id}/clusters

cce:cluster:createCluster -

DELETE /api/v3/
projects/
{project_id}/
clusters/{cluster_id}

cce:cluster:delete -

PUT /api/v3/
projects/
{project_id}/
clusters/{cluster_id}

cce:cluster:updateCluster -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/
upgradeworkflows

cce:cluster:upgrade -
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GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/
upgradeworkflows

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/
upgradeworkflows/
{upgrade_workflow
_id}

cce:cluster:upgrade -

PATCH /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/
upgradeworkflows/
{upgrade_workflow
_id}

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade/
retry

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade/
tasks/{task_id}

cce:cluster:upgrade -
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POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade/
continue

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade/
pause

cce:cluster:upgrade -

GET /api/v3/
clusterupgradefea-
turegates

cce:cluster:upgrade -

GET /api/v3/
clusterupgradepaths

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
upgradeinfo

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/postcheck

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/precheck

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/precheck/
tasks

cce:cluster:upgrade -
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GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/precheck/
tasks/{task_id}

cce:cluster:upgrade -

GET /api/v3.1/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/snapshot/
tasks

cce:cluster:upgrade -

POST /api/v3.1/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/snapshot

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade/
tasks

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/awake

cce:cluster:start -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/hibernate

cce:cluster:stop -

GET /api/v3/
projects/
{project_id}/clusters

cce:cluster:list -

GET /api/v3/
projects/
{project_id}/
clusters/{cluster_id}

cce:cluster:getCluster -
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GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/openapi

cce:cluster:getEndpoints -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/resize

cce:cluster:resize -

PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
mastereip

cce:cluster:eipBinding -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
clustercert

cce:cluster:generateClientCr
edential

-

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/tags/
create

cce:cluster:addTags -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/tags/
delete

cce:cluster:removeTags -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
configuration/detail

cce:cluster:getConfiguration
Template

-

GET /api/v3/
projects/
{project_id}/cluster/
{cluster_id}/log-
configs

cce:cluster:getLogConfig -
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PUT /api/v3/
projects/
{project_id}/cluster/
{cluster_id}/log-
configs

cce:cluster:updateLogConfig -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
partitions

cce:partition:create -

PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
partitions/
{partition_name}

cce:partition:update -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
partitions/
{partition_name}

cce:partition:get -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
partitions

cce:partition:list -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools

cce:nodepool:create -

DELETE /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}

cce:nodepool:delete -
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PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}

cce:nodepool:updateNodep
ool

-

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}

cce:nodepool:getNodepool -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools

cce:nodepool:list -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}/
configuration/detail

cce:nodepool:getConfigurati
onTemplate

-

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}/
configuration

cce:nodepool:getConfigurati
on

-

PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}/
configuration

cce:nodepool:updateConfig
uration

-
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API Action Dependencies

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes

cce:node:createNode -

DELETE /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
{node_id}

cce:node:delete -

PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
{node_id}

cce:node:update -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
{node_id}

cce:node:getNode -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes

cce:node:list -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
reset

cce:node:reset -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodes/add

cce:node:add -

PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
operation/remove

cce:node:remove -
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API Action Dependencies

PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
operation/
migrateto/
{target_cluster_id}

cce:node:migrate -

GET /api/v2/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
{node_id}/sync

cce:node:sync -

POST /api/v3/
addons

cce:addonInstance:create -

DELETE /api/v3/
addons/{id}

cce:addonInstance:delete -

PUT /api/v3/
addons/{id}

cce:addonInstance:update -

GET /api/v3/
addons/{id}

cce:addonInstance:get -

GET /api/v3/addons cce:addonInstance:list -

POST /api/v3/
addons/{id}/
operation/rollback

cce:addonInstance:rollback -

POST /v2/charts cce:chart:upload -

DELETE /v2/charts/
{chart_id}

cce:chart:delete -

PUT /v2/charts/
{chart_id}

cce:chart:update -

GET /v2/charts/
{chart_id}

cce:chart:getChart -

GET /v2/charts cce:chart:listChart -

GET /v2/charts/
{chart_id}/archive

cce:chart:download -

GET /v2/charts/
{project_id}/quotas

cce:chart:getQuota -
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API Action Dependencies

POST /cce/cam/v3/
clusters/
{cluster_id}/releases

cce:release:create -

DELETE /cce/cam/v
3/clusters/
{cluster_id}/
namespace/
{namespace}/
releases/{name}

cce:release:delete -

PUT /cce/cam/v3/
clusters/
{cluster_id}/
namespace/
{namespace}/
releases/{name}

cce:release:update -

GET /cce/cam/v3/
clusters/
{cluster_id}/
namespace/
{namespace}/
releases/{name}

cce:release:get -

GET /cce/cam/v3/
clusters/
{cluster_id}/releases

cce:release:list -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-47, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for CCE.

Table 5-47 Resource types supported by CCE

Resource Type URN

cluster cce:<region>:<account-id>:cluster:<cluster-name>
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Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, cce:) only apply to operations of
the CCE service. For details, see Table 5-48.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for CCE.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-48 Service-specific condition keys supported by CCE

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

cce:ClusterId string Single-valued Obtains access
permissions based on
the cluster ID
transferred in a
request.

cce:nodeTransferSour-
ceCluster

string Single-valued Obtains access
permissions based on
the ID of the source
cluster from which a
node is migrated.
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Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

cce:nodeTransferTar-
getCluster

string Single-valued Obtains access
permissions based on
the ID of the
destination cluster to
which a node is
migrated.

 

5.10.4.2 SoftWare Repository for Container (SWR)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by SWR, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
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– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by SWR, see Conditions.

The following table lists the actions that you can define in SCP statements for
SWR.

Table 5-49 Actions supported by SWR

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:namespace:cr
eateNamespace

Grants permission
to create
organizations.

write namesp
ace *

-

swr:namespace:de
leteNamespace

Grants permission
to delete
organizations.

write namesp
ace *

-

swr:namespace:lis
tNamespaces

Grants permission
to list
organizations.

list namesp
ace *

-

swr:namespace:ge
tNamespace

Grants permission
to query details
about an
organization.

read namesp
ace *

-

swr:repo:createRe
po

Grants permission
to create
repositories.

write repo * -

swr:repo:deleteRe
po

Grants permission
to delete
repositories.

write repo * -

swr:repo:listRepos Grants permission
to list repositories.

list repo * -

swr:repo:listShare
dRepos

Grants permission
to list shared
images.

list repo * -

swr:repo:getRepo Grants permission
to query brief
information about
a repository.

read repo * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repo:updateRe
po

Grants permission
to update brief
information about
a repository.

write repo * -

swr:repo:deleteRe
poTag

Grants permission
to delete images
with specified
tags.

write repo * -

swr:repo:createRe
poTag

Grants permission
to add tags for
images.

write repo * -

swr:repo:listRepoT
ags

Grants permission
to list image tags.

list repo * -

swr:repo:createRe
poDomain

Grants permission
to create accounts
for image sharing.

permiss
ion_ma
nageme
nt

repo * -

- ● swr:TargetAcco
untId

● swr:TargetOrgP
ath

● swr:TargetOrgI
d

swr:repo:deleteRe
poDomain

Grants permission
to delete accounts
for image sharing.

permiss
ion_ma
nageme
nt

repo * -

swr:repo:listRepoD
omains

Grants permission
to list accounts
for image sharing.

list repo * -

swr:repo:getRepo
Domain

Grants permission
to check whether
an account exists
for image sharing.

read repo * -

swr:repo:updateRe
poDomain

Grants permission
to update an
account for image
sharing.

permiss
ion_ma
nageme
nt

repo * -

swr:repo:createRe
poShare

Grants permission
to create image
sharing policies.

permiss
ion_ma
nageme
nt

repo * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- ● swr:TargetAcco
untId

● swr:TargetOrgP
ath

● swr:TargetOrgI
d

swr:repo:deleteRe
poShare

Grants permission
to delete image
sharing policies.

permiss
ion_ma
nageme
nt

repo * -

swr:repo:listRepoS
hares

Grants permission
to list image
sharing policies.

list repo * -

swr:repo:getRepoS
hare

Grants permission
to query details
about an image
sharing policy.

read repo * -

swr:repo:updateRe
poShare

Grants permission
to update an
image sharing
policy.

permiss
ion_ma
nageme
nt

repo * -

swr:repo:createAu
toSyncRepoJob

Grants permission
to create
automatic image
synchronization
tasks.

write repo * -

swr:repo:createMa
nualSyncRepoJob

Grants permission
to manually
synchronize
images.

write repo * -

swr:repo:deleteAu
toSyncRepoJob

Grants permission
to delete
automatic image
synchronization
tasks.

write repo * -

swr:repo:listAutoS
yncRepoJobs

Grants permission
to list automatic
image
synchronization
tasks.

list repo * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repo:getSyncR
epoJobInfo

Grants permission
to query details
about an image
synchronization
task.

read repo * -

swr:repo:createTri
gger

Grants permission
to create triggers
for image
synchronization.

write repo * -

swr:repo:deleteTri
gger

Grants permission
to delete triggers
for image
synchronization.

write repo * -

swr:repo:listTrigge
rs

Grants permission
to list image
synchronization
triggers.

list repo * -

swr:repo:getTrigge
r

Grants permission
to query details
about an image
synchronization
trigger.

read repo * -

swr:repo:updateTri
gger

Grants permission
to update an
image
synchronization
trigger.

write repo * -

swr:repo:createRet
ention

Grants permission
to create image
retention policies.

write repo * -

swr:repo:deleteRet
ention

Grants permission
to delete image
retention policies.

write repo * -

swr:repo:listRetent
ionHistories

Grants permission
to list image
retention records.

list repo * -

swr:repo:listRetent
ions

Grants permission
to list image
retention policies.

list repo * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repo:getReten
tion

Grants permission
to query details
about an image
retention policy
record.

read repo * -

swr:repo:updateRe
tention

Grants permission
to modify an
image retention
policy.

write repo * -

swr::createLoginSe
cret

Grants permission
to generate a
temporary login
command.

write - -

swr::listQuotas Grants permission
to list quotas.

list - -

swr::getDomainOv
erview

Grants permission
to query brief
tenant
information.

read - -

swr::getDomainRe
sourceReports

Grants permission
to query resource
statistics of the
tenant.

read - -

swr:namespace:m
ultipartUpload

Grants permission
to upload an
image in
multipart mode.

write namesp
ace *

-

swr:namespace:cr
eateNamespaceAc
cess

Grants permission
to create
organization
permissions.

permiss
ion_ma
nageme
nt

namesp
ace *

-

swr:namespace:de
leteNamespaceAc
cess

Grants permission
to delete
organization
permissions.

permiss
ion_ma
nageme
nt

namesp
ace *

-

swr:namespace:ge
tNamespaceAcces
s

Grants permission
to query details
about an
organization
permission.

read namesp
ace *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:namespace:up
dateNamespaceAc
cess

Grants permission
to update an
organization
permission.

permiss
ion_ma
nageme
nt

namesp
ace *

-

swr:repo:createRe
poAccess

Grants permission
to create image
permissions.

permiss
ion_ma
nageme
nt

repo * -

swr:repo:deleteRe
poAccess

Grants permission
to delete image
permissions.

permiss
ion_ma
nageme
nt

repo * -

swr:repo:getRepo
Access

Grants permission
to query details
about an image
permission.

read repo * -

swr:repo:updateRe
poAccess

Grants permission
to update an
image permission.

permiss
ion_ma
nageme
nt

repo * -

swr:repo:upload Grants permission
to upload an
image.

write repo * -

swr:repo:downloa
d

Grants permission
to download an
image.

read repo * -

 

Each API of SWR usually supports one or more actions. Table 5-50 lists the
supported actions and dependencies.

Table 5-50 Actions and dependencies supported by SWR APIs

API Action Dependencies

POST /v2/manage/
namespaces

swr:namespace:createName
space

-

DELETE /v2/
manage/
namespaces/
{namespace}

swr:namespace:deleteName
space

-
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API Action Dependencies

GET /v2/manage/
namespaces

swr:namespace:listNamesp
aces

-

GET /v2/manage/
namespaces/
{namespace}

swr:namespace:getNamesp
ace

-

POST /v2/manage/
namespaces/
{namespace}/repos

swr:repo:createRepo -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}

swr:repo:deleteRepo -

GET /v2/manage/
repos

swr:repo:listRepos -

GET /v2/manage/
shared-repositories

swr:repo:listSharedRepos -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}

swr:repo:getRepo -

PATCH /v2/manage/
namespaces/
{namespace}/repos/
{repository}

swr:repo:updateRepo -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/tags/
{tag}

swr:repo:deleteRepoTag -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/tags

swr:repo:listRepoTags -

POST /v2/manage/
namespaces/
{namespace}/
repositories/
{repository}/access-
domains

swr:repo:createRepoDomai
n

-
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API Action Dependencies

DELETE /v2/
manage/
namespaces/
{namespace}/
repositories/
{repository}/access-
domains/
{access_domain}

swr:repo:deleteRepoDomai
n

-

GET /v2/manage/
namespaces/
{namespace}/
repositories/
{repository}/access-
domains

swr:repo:listRepoDomains -

GET /v2/manage/
namespaces/
{namespace}/
repositories/
{repository}/access-
domains/
{access_domain}

swr:repo:getRepoDomain -

PATCH /v2/manage/
namespaces/
{namespace}/
repositories/
{repository}/access-
domains/
{access_domain}

swr:repo:updateRepoDomai
n

-

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/shares

swr:repo:createRepoShare -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/shares/
{share_id}

swr:repo:deleteRepoShare -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/shares

swr:repo:listRepoShares -
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API Action Dependencies

PATCH /v2/manage/
namespaces/
{namespace}/repos/
{repository}/shares/
{share_id}

swr:repo:updateRepoShare -

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
sync_repo

swr:repo:createAutoSyncRe-
poJob

● swr::createLoginSecret
● swr:repo:download
● swr:repo:upload

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
sync_images

swr:repo:createManualSyn-
cRepoJob

● swr::createLoginSecret
● swr:repo:download
● swr:repo:upload

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/
sync_repo

swr:repo:deleteAutoSyncRe-
poJob

-

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
sync_repo

swr:repo:listAutoSyncRepo-
Jobs

-

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
sync_job

swr:repo:getSyncRepoJobIn-
fo

-

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/triggers

swr:repo:createTrigger -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/
triggers/{trigger}

swr:repo:deleteTrigger -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/triggers

swr:repo:listTriggers -
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API Action Dependencies

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
triggers/{trigger}

swr:repo:getTrigger -

PATCH /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
triggers/{trigger}

swr:repo:updateTrigger -

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
retentions

swr:repo:createRetention -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/
retentions/
{retention_id}

swr:repo:deleteRetention -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
retentions/histories

swr:repo:listRetentionHisto-
ries

-

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
retentions

swr:repo:listRetentions -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
retentions/
{retention_id}

swr:repo:getRetention -

PATCH /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
retentions/
{retention_id}

swr:repo:updateRetention -
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API Action Dependencies

POST /v2/manage/
utils/secret

swr::createLoginSecret -

GET /v2/manage/
projects/
{project_id}/quotas

swr::listQuotas -

POST /v2/manage/
namespaces/
{namespace}/access

swr:namespace:createName
spaceAccess

-

DELETE /v2/
manage/
namespaces/
{namespace}/access

swr:namespace:deleteName
spaceAccess

-

GET /v2/manage/
namespaces/
{namespace}/access

swr:namespace:getNamesp
aceAccess

-

PATCH /v2/manage/
namespaces/
{namespace}/access

swr:namespace:updateNam
espaceAccess

-

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/access

swr:repo:createRepoAccess -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/access

swr:repo:deleteRepoAccess -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/access

swr:repo:getRepoAccess -

PATCH /v2/manage/
namespaces/
{namespace}/repos/
{repository}/access

swr:repo:updateRepoAccess -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-51, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
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asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for SWR.

Table 5-51 Resource types supported by SWR

Resource Type URN

repo swr:<region>:<account-id>:repo:<namespace-name>/
<repo-name>

namespace swr:<region>:<account-id>:namespace:<namespace-
name>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, swr:) only apply to operations of
the SWR service. For details, see Table 5-52.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for SWR.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-52 Service-specific condition keys supported by SWR

Condition Key Value Type Single-
valued/
Multivalued

Description

swr:TargetOrgPath string Single-valued Controls permissions
of target sharing
accounts based on
their organization
paths.

swr:TargetOrgId string Single-valued Controls permissions
of target sharing
accounts based on
their organization IDs.

swr:TargetAccountId string Single-valued Controls permissions
of target sharing
accounts based on
their IDs.

 

5.10.5 Content Delivery & Edge Computing

5.10.5.1 Content Delivery Network (CDN)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CDN, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by CDN, see Conditions.

The following table lists the actions that you can define in SCP statements for
CDN.

Table 5-53 Actions supported by CDN

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cdn:statistics:quer
yStats

Querying domain
name statistics

list domain
*

g:EnterpriseProjec
tId

cdn:statistics:dow
nloadExcel

Downloading
domain name
statistics

list domain
*

g:EnterpriseProjec
tId

cdn:log:queryLogs Querying logs read domain
*

g:EnterpriseProjec
tId

cdn:charge:modify
ChargeMode

Creating or
modifying the
billing option

write - -

cdn:charge:queryC
hargeMode

Querying the
billing option

list - -

cdn:statistics:quer
ySubscriptionTask
s

Listing operations
reports

list - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cdn:statistics:creat
eSubscriptionTask
s

Creating an
operations report

write domain
*

-

cdn:statistics:upda
teSubscriptionTas
ks

Modifying an
operations report

write domain
*

-

cdn:statistics:delet
eSubscriptionTask
s

Deleting an
operations report

write - -

cdn:configuration:
queryDomainList

Listing domain
names

list domain
*

g:EnterpriseProjec
tId

cdn:configuration:
queryDomains

Querying details
about a domain
name

read domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyDomainCo
nfigs

Modifying domain
name
configuration

write domain
*

g:EnterpriseProjec
tId

cdn:configuration:
modifyOriginCon-
fInfo

Modifying the
origin server
settings

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:log:queryLogs Querying logs read domain
*

g:EnterpriseProjec
tId

cdn:statistics:quer
yStats

Querying domain
name statistics

list domain
*

g:EnterpriseProjec
tId

cdn:configuration:
queryDomainList

Listing domain
names

list domain
*

g:EnterpriseProjec
tId

cdn:configuration:
createDomains

Creating a
domain name

write domain
*

g:EnterpriseProjec
tId

cdn:configuration:
queryDomains

Querying details
about a domain
name

read domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cdn:configuration:
deleteDomains

Deleting a
domain name

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
disableDomains

Disabling CDN for
a domain name

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
enableDomains

Enabling CDN for
a domain name

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyOriginSer-
verInfo

Modifying the
origin server
information

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyOriginCon-
fInfo

Modifying the
origin server
settings

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryOriginConfIn
fo

Querying the
origin server
settings

read domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyReferConf

Modifying the
referer whitelist

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryReferConf

Querying the
referer whitelist

read domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryIpAcl

Querying the IP
ACL

list domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cdn:configuration:
modifyIpAcl

Modifying the IP
ACL

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryCacheRule

Listing cache rules list domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyCacheRule

Modifying a cache
rule

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyHttpsConf

Modifying the
certificate of a
domain name

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryHttpsConf

Querying the
HTTPS settings

read domain ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryIpInfo

Querying the IP
address
information

list - -

cdn:configuration:
createResHeader

Creating a
response header

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryResponseHe
aderList

Querying
response headers

read domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
batchModifyHttps
Conf

Modifying
certificates of
domain names

write domain
*

g:EnterpriseProjec
tId

cdn:configuration:
queryTags

Listing domain
name tags

list domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cdn:configuration:
modifyTags

Modifying
resource tags

tagging domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

cdn:configuration:
deleteTags

Deleting resource
tags

tagging domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

cdn:configuration:
refreshCache

Purging the cache write - g:EnterpriseProjec
tId

cdn:configuration:
queryRefreshAnd-
PreheatHistoryTas
k

Querying a cache
purge or prefetch
task

list - -

cdn:configuration:
queryCacheHistor-
yTask

Querying
historical cache
tasks

list - -

cdn:configuration:
preheatCache

Modifying cache
prefetch settings

write - g:EnterpriseProjec
tId

cdn:configuration:
queryQuota

Querying quotas
of domain names,
cache purge by
file, cache purge
by directory, and
cache prefetch

list - -

 

Each API of CDN usually supports one or more actions. Table 5-54 lists the
supported actions and dependencies.
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Table 5-54 Actions and dependencies supported by CDN APIs

API Action Dependencies

GET /v1.0/cdn/
domains

cdn:configuration:queryDo
mainList

-

POST /v1.0/cdn/
domains

cdn:configuration:createDo
mains

-

DELETE /v1.0/cdn/
domains/
{domain_id}

cdn:configuration:deleteDo
mains

-

PUT /v1.0/cdn/
domains/
{domain_id}/disable

cdn:configuration:disableDo
mains

-

PUT /v1.0/cdn/
domains/
{domain_id}/enable

cdn:configuration:enableDo
mains

-

GET /v1.0/cdn/ip-
info

cdn:configuration:queryIpIn
fo

-

PUT /v1.0/cdn/
domains/
{domain_id}/
private-bucket-
access

cdn:configuration:modifyOr
iginConfInfo

-

PUT /v1.0/cdn/
domains/config-
https-info

cdn:configuration:batchMo
difyHttpsConf

-

GET /v1.0/cdn/
domains/https-
certificate-info

cdn:configuration:queryDo
mainList

-
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API Action Dependencies

PUT /v1.1/cdn/
configuration/
domains/
{domain_name}/
configs

cdn:configuration:modifyOr
iginConfInfo

● cdn:configuration:modify
BusinessType

● cdn:configuration:modify
OriginServerInfo

● cdn:configuration:modify
BackSourceUrlConfig

● cdn:configuration:modify
HttpsConf

● cdn:configuration:modify
CacheRule

● cdn:configuration:modify
ReferConf

● cdn:configuration:modify
IpAcl

● cdn:configuration:modify
UserAgent

● cdn:configuration:modify
UrlAuth

● cdn:configuration:create
ResHeader

● cdn:configuration:modify
ErrorCodeRedirectRule

● cdn:configuration:modify
VideoSeek

● cdn:configuration:modify
RemoteAuth

● cdn:configuration:modify
ServiceArea

GET /v1.1/cdn/
configuration/
domains/
{domain_name}/
configs

cdn:configuration:queryDo
mains

-

GET /v1.0/cdn/
configuration/tags

cdn:configuration:queryTag
s

-

POST /v1.0/cdn/
configuration/tags

cdn:configuration:modifyTa
gs

-

POST /v1.0/cdn/
configuration/tags/
batch-delete

cdn:configuration:deleteTag
s

-

POST /v1.0/cdn/
content/refresh-
tasks

cdn:configuration:refreshCa
che

-
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API Action Dependencies

POST /v1.0/cdn/
content/preheating-
tasks

cdn:configuration:preheatC
ache

-

GET /v1.0/cdn/
historytasks

cdn:configuration:queryCac
heHistoryTask

-

GET /v1.0/cdn/
historytasks/
{history_tasks_id}/
detail

cdn:configuration:queryCac
heHistoryTask

-

GET /v1.0/cdn/
contentgateway/
url-tasks

cdn:configuration:queryRefr
eshAndPreheatHistoryTask

-

GET /v1.0/cdn/
quota

cdn:configuration:queryQuo
ta

-

GET /v1.0/cdn/
statistics/top-url

cdn:statistics:queryStats -

GET /v1.0/cdn/
statistics/domain-
location-stats

cdn:statistics:queryStats -

GET /v1.0/cdn/
statistics/domain-
stats

cdn:statistics:queryStats -

GET /v1.0/cdn/logs cdn:log:queryLogs -

 

Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-55, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for CDN.

Table 5-55 Resource types supported by CDN

Resource Type URN

domain cdn::<account-id>:domain:<domain-name>
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Conditions
CDN does not support service-specific condition keys in SCPs. It can only use
global condition keys applicable to all services. For details, see Global Condition
Keys.

5.10.6 Databases

5.10.6.1 Relational Database Service (RDS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by RDS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
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For details about the condition keys defined by RDS, see Conditions.

The following table lists the actions that you can define in SCP statements for
RDS.

Table 5-56 Actions supported by RDS

Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:task:listAll Grants permission
to obtain task
information.

list - -

rds:tag:list Grants permission
to query project
tags.

list - -

rds:param:list
All

Grants permission
to query
parameter
templates.

list - -

rds:param:listI
nstanceParam
Histories

Grants permission
to query change
history of instance
parameters.

list - -

rds:databaseU
ser:list

Grants permission
to query database
users.

list instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:database:li
st

Grants permission
to query
databases.

list instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:backup:list Grants permission
to query backups.

list - -

rds:log:setSlo
wLogSensitive
Status

Grants permission
to show original
slow query logs.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:e
nableSecondL
evelMonitorin
g

Grants permission
to enable
Monitoring by
Seconds.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:td
e

Grants permission
to enable TDE.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:o
penReadonly

Grants permission
to set an instance
to read-only.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifySynchron
izeModel

Grants permission
to configure the
replication mode
of a primary/
standby instance.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifyStrategy

Grants permission
to configure the
failover priority of
a primary/standby
instance.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifySSL

Grants permission
to enable or
disable SSL.

permission
_managem
ent

- -

rds:instance:m
odifyForceSwi
tch

Grants permission
to enable forcible
HA switchover.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:se
tAutoEnlargeP
olicy

Grants permission
to configure a
storage
autoscaling policy.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifyBackupP
olicy

Grants permission
to configure an
automated backup
policy.

permission
_managem
ent

instance g:EnterpriseProje
ctId
rds:BackupEnabl
ed
g:ResourceTag/
<tag-key>

rds:instance:e
xtendSpace

Grants permission
to scale up storage
space of an
instance.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:s
hrinkSpace

Grants permission
to scale down
storage space of
an instance.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:database:s
hrink

Grants permission
to shrink a
database.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:binlog:setP
olicy

Grants permission
to configure a
binlog policy.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:auditlog:o
perate

Grants permission
to configure an
audit log policy.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etParameter

Grants permission
to query the
parameter
template of an
instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:param:get Grants permission
to query
parameters of a
parameter
template.

read - -

rds:instance:g
etSecondLevel
MonitoringCo
nfig

Grants permission
to query the
configuration of
Monitoring by
Seconds.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:log:getErr
orLogs

Grants permission
to query database
error logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:log:getSlo
wLogs

Grants permission
to query slow
query logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 233



Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:log:downl
oad

Grants permission
to download logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:log:setLog
Switchover

Grants permission
to query failover/
switchover logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etAutoEnlarge
Policy

Grants permission
to query an
autoscaling policy.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etBackupPolic
y

Grants permission
to query a backup
policy.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etDBProxy

Grants permission
to query
information about
a database proxy.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etDnsName

Grants permission
to query the
domain name of
an instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etMsdtcHosts

Grants permission
to query MSDTC
hosts.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etProxyFlavor
s

Grants permission
to query available
instance classes
for a database
proxy.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etReplicaStat
us

Grants permission
to query the
replication status
of an instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:g
etRestoreTime

Grants permission
to query the
restoration time
range of an
instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:lis
tAll

Grants permission
to query DB
instances.

read - -

rds:instance:g
et

Grants permission
to query details
about an instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etEip

Grants permission
to query the EIP
bound to an
instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdate

Grants permission
to modify instance
information.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdateQuota

Grants permission
to modify project
quotas.

read - -

rds:instance:lis
tQuotas

Grants permission
to query resource
quotas.

read - -

rds:instance:d
eleteTag

Grants permission
to delete tags in
batches.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

- g:RequestTag/
<tag-key>
g:TagKeys

rds:instance:cr
eateTag

Grants permission
to add tags in
batches.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

- g:RequestTag/
<tag-key>
g:TagKeys

rds:binlog:get Grants permission
to query binlogs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:binlog:do
wnload

Grants permission
to download
binlogs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:backup:do
wnload

Grants permission
to obtain a backup
download link.

read - -

rds:auditlog:lis
t

Grants permission
to query audit
logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:auditlog:d
ownload

Grants permission
to obtain the link
for downloading
audit logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:lis
tDatabaseVer
sion

Grants permission
to query the
database version
information.

read - -

rds:instance:lis
tFlavors

Grants permission
to query
specifications.

read - -

rds:instance:lis
tStorageType

Grants permission
to query storage
types.

read - -

rds:coldTable:
query

Grants permission
to query hot and
cold data
separation.

read - -

rds:task:delete Grants permission
to delete tasks
from the task
center.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:password:
update

Grants permission
to change a
database
password.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:param:sav
e

Grants permission
to save a
parameter
template.

write - -

rds:param:res
et

Grants permission
to reset a
parameter
template.

write - -

rds:param:upd
ateTemplate

Grants permission
to modify
parameters in a
parameter
template.

write - -

rds:instance:u
pdateParamet
er

Grants permission
to modify
parameters of an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:param:del
ete

Grants permission
to delete a
parameter
template.

write - -

rds:param:cre
ateTemplate

Grants permission
to create a
parameter
template.

write - -

rds:param:cop
y

Grants permission
to replicate a
parameter
template.

write - -

rds:param:app
ly

Grants permission
to apply a
parameter
template.

write - -

rds:instance:ta
bleRestore

Grants permission
to restore tables.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:s
witchover

Grants permission
to perform a
primary/standby
switchover.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:si
ngleToHa

Grants permission
to change an
instance from
single-node to
primary/standby.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:h
aToSingle

Grants permission
to change an
instance from
primary/standby
to single-node.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:se
tRecycleBin

Grants permission
to configure a
recycling policy.

write - -

rds:instance:re
storeInPlace

Grants permission
to restore data to
an existing or
original instance.

write - -

rds:instance:re
start

Grants permission
to reboot an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:st
op

Grants permission
to stop an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:st
art

Grants permission
to start an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifySpec

Grants permission
to change instance
specifications.

write - -

rds:instance:m
odifySecurity
Group

Grants permission
to modify a
security group.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:m
odifyPublicAc
cess

Grants permission
to bind and
unbind an EIP.

write - -

rds:instance:m
odifyProxy

Grants permission
to enable or
disable database
proxy.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifyPort

Grants permission
to change a
database port.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifyIp

Grants permission
to change a
floating IP
address.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifyHost

Grants permission
to modify a host.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdateDnsNa
me

Grants permission
to modify a
domain name.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:S
etMsdtcHosts

Grants permission
to add MSDTC
hosts.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdateOpsWin
dow

Grants permission
to configure the
maintenance
window of an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdateName

Grants permission
to change an
instance name.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdateRemark

Grants permission
to modify an
instance
description.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:u
pgradeDataba
seVersion

Grants permission
to upgrade the
version of an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:d
eleteInstance

Grants permission
to delete a DB
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:d
eleteNode

Grants permission
to delete a
database node.

write - -

rds:instance:cr
eateDns

Grants permission
to create a private
DNS server.

write - -

rds:instance:cr
eate

Grants permission
to create a DB
instance.

write - rds:Encrypted
rds:BackupEnabl
ed
g:RequestTag/
<tag-key>
g:TagKeys
g:EnterpriseProje
ctId

rds:instance:b
atchTableRest
ore

Grants permission
to restore tables to
a point in time in
batches.

write - -

rds:databaseU
ser:update

Grants permission
to modify the
remarks of a
database account.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:databaseU
ser:drop

Grants permission
to delete a
database account.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:databaseU
ser:create

Grants permission
to create a
database account.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:databaseP
rivilege:revoke

Grants permission
to revoke
permissions of a
database account.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:databaseP
rivilege:grant

Grants permission
to authorize a
database account.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:database:d
rop

Grants permission
to delete a
database.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:database:u
pdate

Grants permission
to modify a
database.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:database:c
reateDatabas
e

Grants permission
to create a
database.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:binlog:mer
ge

Grants permission
to merge binlogs.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:binlog:del
ete

Grants permission
to delete binlogs.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:backup:del
ete

Grants permission
to delete a
manual backup.

write - -

rds:backup:cre
ate

Grants permission
to create a
manual backup.

write - -

rds:instance:b
uildDrRelation

Grants permission
to configure DR
capabilities for a
DR instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:m
odifyDRRole

Grants permission
to promote a DR
instance to
primary.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:ltsConfig:u
pdate

Grants permission
to dump logs to
LTS.

write - -

rds:coldTable:
operate

Grants permission
to separate hot
and cold data.

write - -

 

Each API of RDS usually supports one or more actions. Table 5-57 lists the
supported actions and dependencies.

Table 5-57 Actions and dependencies supported by RDS APIs

API Action Dependencie
s

GET /v3/{project_id}/jobs?id={id} rds:task:listAll -

GET /v3/{project_id}/tags rds:tag:list -

GET /v3/{project_id}/configurations rds:param:listAll -

GET /v3/{project_id}/instances/
{instance_id}/configuration-histories?
offset={offset}&limit={limit}&start_time
={start_time}&end_time={end_time}&p
aram_name={param_name}

rds:param:listInstance
ParamHistories

-

GET /v3/{project_id}/instances/
{instance_id}/db_user/detail?
page={page}&limit={limit}

rds:databaseUser:list -

GET /v3/{project_id}/instances/
{instance_id}/database/detail?
page={page}&limit={limit}

rds:database:list -

GET /v3/{project_id}/backups?
instance_id={instance_id}

rds:backup:list -

PUT /v3/{project_id}/instances/
{instance_id}/slowlog-sensitization/
{status}

rds:log:setSlowLogSen
sitiveStatus

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 242



API Action Dependencie
s

PUT /v3/{project_id}/instances/
{instance_id}/second-level-monitor

rds:instance:enableSec
ondLevelMonitoring

-

PUT /v3/{project_id}/instances/
{instance_id}/tde

rds:instance:tde -

PUT /v3/{project_id}/instances/
{instance_id}/readonly-status

rds:instance:openRead
only

-

PUT /v3/{project_id}/instances/
{instance_id}/failover/mode

rds:instance:modifySy
nchronizeModel

-

PUT /v3/{project_id}/instances/
{instance_id}/failover/strategy

rds:instance:modifyStr
ategy

-

PUT /v3/{project_id}/instances/
{instance_id}/ssl

rds:instance:modifySS
L

-

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:modifyFo
rceSwitch

-

PUT /v3/{project_id}/instances/
{instance_id}/disk-auto-expansion

rds:instance:setAutoE
nlargePolicy

-

PUT /v3/{project_id}/instances/
{instance_id}/backups/policy

rds:instance:modifyBa
ckupPolicy

-

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:extendSp
ace

-

POST /v3/{project_id}/instances/
{instance_id}/db_shrink

rds:database:shrink -

PUT /v3/{project_id}/instances/
{instance_id}/binlog/clear-policy

rds:binlog:setPolicy -

PUT /v3/{project_id}/instances/
{instance_id}/auditlog-policy

rds:auditlog:operate -

GET /v3/{project_id}/instances/
{instance_id}/configurations

rds:instance:getParam
eter

-

GET /v3/{project_id}/configurations/
{config_id}

rds:param:get -

GET /v3/{project_id}/instances/
{instance_id}/second-level-monitor

rds:instance:getSecon
dLevelMonitoringCon-
fig

-

POST /v3/{project_id}/instances/
{instance_id}/error-logs

rds:log:getErrorLogs -

POST /v3/{project_id}/instances/
{instance_id}/slow-logs

rds:log:getSlowLogs -
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API Action Dependencie
s

POST /v3/{project_id}/instances/
{instance_id}/slowlog-download

rds:log:download -

GET /v3/{project_id}/instances/
{instance_id}/disk-auto-expansion

rds:instance:getAutoE
nlargePolicy

-

GET /v3/{project_id}/instances/
{instance_id}/backups/policy

rds:instance:getBacku
pPolicy

-

GET /v3/{project_id}/instances/
{instance_id}/proxy

rds:instance:getDBPro
xy

-

GET /v3/{project_id}/instances/
{instance_id}/dns

rds:instance:getDnsNa
me

-

GET /v3/{project_id}/instances/
{instance_id}/msdtc/hosts?
offset={offset}&limit={limit}

rds:instance:getMsdtc
Hosts

-

GET /v3/{project_id}/flavors/
{database_name}?
version_name={version_name}&spec_co
de={spec_code}

rds:instance:getProxyF
lavors

-

GET /v3/{project_id}/instances/
{instance_id}/replication/status

rds:instance:getReplic
aStatus

-

GET /v3/{project_id}/instances/
{instance_id}/restore-time?date={date}

rds:instance:getRestor
eTime

-

GET /v3/{project_id}/instances rds:instance:listAll -

GET /v3/{project_id}/instances?
id={id}&name={name}&type={type}&da
tastore_type={datastore_type}&vpc_id={
vpc_id}&subnet_id={subnet_id}&offset
={offset}&limit={limit}&tags={key}={val
ue}

rds:instance:get -

GET https://{Endpoint}/v3/{project_id}/
quotas

rds:instance:listQuotas -

POST /v3/{project_id}/instances/
{instance_id}/tags/action

rds:instance:deleteTag -

POST /v3/{project_id}/instances/
{instance_id}/tags/action

rds:instance:createTag -

GET /v3/{project_id}/instances/
{instance_id}/binlog/clear-policy

rds:binlog:get -

GET /v3/{project_id}/backup-files?
backup_id={backup_id}

rds:backup:download -
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API Action Dependencie
s

GET /v3/{project_id}/instances/
{instance_id}/auditlog?
start_time={start_time}&end_time={end
_time}&offset={offset}&limit={limit}

rds:auditlog:list -

POST /v3/{project_id}/instances/
{instance_id}/auditlog-links

rds:auditlog:download -

GET /v3/{project_id}/datastores/
{database_name}

rds:instance:listDatab
aseVersion

-

GET /v3/{project_id}/flavors/
{database_name}?
version_name={version_name}&spec_co
de={spec_code}

rds:instance:listFlavors -

GET /v3/{project_id}/storage-type/
{database_name}?
version_name={version_name}&ha_mo
de={ha_mode}

rds:instance:listStorag
eType

-

POST /v3/{project_id}/instances/
{instance_id}/password

rds:password:update -

PUT /v3/{project_id}/configurations/
{config_id}

rds:param:updateTem
plate

-

PUT /v3.1/{project_id}/instances/
{instance_id}/configurations

rds:instance:updatePa
rameter

-

DELETE /v3/{project_id}/configurations/
{config_id}

rds:param:delete -

POST /v3/{project_id}/configurations rds:param:createTemp
late

-

POST /v3/{project_id}/configurations/
{config_id}/copy

rds:param:copy -

PUT /v3.1/{project_id}/configurations/
{config_id}/apply

rds:param:apply -

POST /v3.1/{project_id}/instances/
{instance_id}/restore/tables

rds:instance:tableRest
ore

-

PUT /v3/{project_id}/instances/
{instance_id}/failover

rds:instance:switchove
r

-

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:singleToH
a

-

PUT /v3/{project_id}/instances/recycle-
policy

rds:instance:setRecycl
eBin

-
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API Action Dependencie
s

POST /v3/{project_id}/instances rds:instance:restoreInP
lace

-

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:restart -

POST /v3/{project_id}/instances/
{instance_id}/action/shutdown

rds:instance:stop -

POST /v3/{project_id}/instances/
{instance_id}/action/startup

rds:instance:start -

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:modifySp
ec

-

PUT /v3/{project_id}/instances/
{instance_id}/security-group

rds:instance:modifySe
curityGroup

-

PUT /v3/{project_id}/instances/
{instance_id}/public-ip

rds:instance:modifyPu
blicAccess

-

POST /v3/{project_id}/instances/
{instance_id}/proxy

rds:instance:modifyPr
oxy

-

PUT /v3/{project_id}/instances/
{instance_id}/port

rds:instance:modifyPo
rt

-

PUT /v3/{project_id}/instances/
{instance_id}/ip

rds:instance:modifyIp -

PUT /v3/{project_id}/instances/
{instance_id}/modify-dns

rds:instance:updateDn
sName

-

POST /v3/{project_id}/instances/
{instance_id}/msdtc/host

rds:instance:SetMsdtc
Hosts

-

PUT /v3/{project_id}/instances/
{instance_id}/ops-window

rds:instance:updateOp
sWindow

-

PUT /v3/{project_id}/instances/
{instance_id}/name

rds:instance:updateNa
me

-

PUT /v3/{project_id}/instances/
{instance_id}/alias

rds:instance:updateRe
mark

-

POST /v3/{project_id}/instances/
{instance_id}/db-upgrade

rds:instance:upgradeD
atabaseVersion

-

DELETE /v3/{project_id}/instances/
{instance_id}

rds:instance:deleteInst
ance

-

POST /v3/{project_id}/instances/
{instance_id}/create-dns

rds:instance:createDns -

POST /v3/{project_id}/instances rds:instance:create -
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s

PUT /v3/{project_id}/instances/
{instance_id}/db-users/{user_name}/
comment

rds:databaseUser:upd
ate

-

DELETE /v3/{project_id}/instances/
{instance_id}/db_user/{user_name}

rds:databaseUser:drop -

POST /v3/{project_id}/instances/
{instance_id}/db_user

rds:databaseUser:crea
te

-

DELETE /v3/{project_id}/instances/
{instance_id}/db_privilege

rds:databasePrivilege:r
evoke

-

POST /v3/{project_id}/instances/
{instance_id}/db_privilege

rds:databasePrivilege:
grant

-

DELETE /v3/{project_id}/instances/
{instance_id}/database/{db_name}

rds:database:drop -

POST /v3/{project_id}/instances/
{instance_id}/database

rds:database:createDa
tabase

-

DELETE /v3/{project_id}/backups/
{backup_id}

rds:backup:delete -

POST /v3/{project_id}/backups rds:backup:create -

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:buildDrRe
lation

-

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:modifyDR
Role

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 3, the resource URN must be specified in the
SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for RDS.

Table 5-58 Resource types supported by RDS

Resource Type URN

instance rds:<region>:<account-
id>:instance:<instance-id>
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Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, rds:) only apply to operations of
the RDS service. For details, see Table 5-59.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators

The following table lists the condition keys that you can define in SCPs for RDS.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-59 Service-specific condition keys supported by RDS

Service-specific
Condition Key

Type Single-
valued/
Multivalu
ed

Description

rds:Encrypted Boolean Single-
valued

Filters access permissions based on
the tag key of whether to enable
disk encryption transferred in the
request parameter.

rds:BackupEnab
led

Boolean Single-
valued

Filters access permissions based on
the tag key of whether to enable
the backup policy transferred in the
request parameter.
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5.10.6.2 Document Database Service (DDS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by DDS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by DDS, see Conditions.

The following table lists the actions that you can define in SCP statements for
DDS.
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Table 5-60 Actions supported by DDS

Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:s
etSsl

Grants
permission to
enable or
disable SSL.

permis
sion_
mana
geme
nt

instance -

dds:instance:u
nbindEIP

Grants
permission to
unbind an EIP
from a DB
instance.

write - -

dds:instance:
migrateAz

Grants
permission to
migrate a DB
instance to
another AZ.

write - -

dds:instance:li
stMigrateAz

Grants
permission to
query AZs to
which an
instance can
be migrated.

list - -

dds:instance:u
pdateIp

Grants
permission to
change the
private IP
address of a
DB instance.

write instance -

dds:instance:b
indEIP

Grants
permission to
bind an EIP to
a DB instance.

write - -

dds:instance:r
esetPassword

Grants
permission to
reset the
password of a
database user.

write instance -

dds:instance:c
heckPassword

Grants
permission to
check a
database
password.

read instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:u
pdatePort

Grants
permission to
change a
database
port.

write instance -

dds:backup:do
wnload

Grants
permission to
download
backups.

read instance -

dds:instance:s
etAuditLogPol
icy

Grants
permission to
set a policy
for audit logs.

permis
sion_
mana
geme
nt

instance -

dds:instance:g
etAuditLogPol
icy

Grants
permission to
query the
policy for
audit logs.

list instance -

dds:instance:li
stAuditLog

Grants
permission to
query audit
logs.

list instance -

dds:instance:li
stSlowLog

Grants
permission to
query slow
query logs.

list instance -

dds:instance:d
ownloadSlow
Log

Grants
permission to
download
slow query
logs.

read instance -

dds:instance:li
stErrorLog

Grants
permission to
query error
logs.

list instance -

dds:instance:d
ownloadError
Log

Grants
permission to
download
error logs.

read instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:configurat
ion:delete

Grants
permission to
delete a
parameter
template.

write - g:Enterp
riseProj
ectId

dds:configurat
ion:update

Grants
permission to
modify
parameters in
a parameter
template.

write - g:Enterp
riseProj
ectId

dds:backup:lis
tAll

Grants
permission to
query
backups.

list - -

dds:instance:u
pdateConfigur
ation

Grants
permission to
modify the
parameter
template
configuration
of a DB
instance or
DB instance
node.

write instance -

dds:instance:a
pplyConfigura
tion

Grants
permission to
apply a
parameter
template to a
DB instance
or DB
instance
node.

write - -

dds:instance:c
reateIp

Grants
permission to
create an IP
address.

write - -

dds:backup:de
lete

Grants
permission to
delete a
backup.

write - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:u
pdateSecurity
Group

Grants
permission to
change the
security group
of a DB
instance.

write instance -

dds:configurat
ion:listAll

Grants
permission to
query
parameter
templates.

list - g:Enterp
riseProj
ectId

dds:instance:g
etConfiguratio
n

Grants
permission to
query
parameters of
a specified DB
instance.

read instance -

dds:configurat
ion:get

Grants
permission to
query details
about a
parameter
template.

read - g:Enterp
riseProj
ectId

dds:instance:u
pdateSpec

Grants
permission to
change DB
instance
specifications.

write instance -

dds:instance:g
etSecondLevel
MonitoringCo
nfig

Grants
permission to
query the
configuration
of Monitoring
by Seconds.

read instance -

dds:instance:s
etSecondLevel
MonitoringCo
nfig

Grants
permission to
enable
Monitoring by
Seconds.

write instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:s
witchover

Grants
permission to
switch over
the primary
and
secondary
nodes.

write instance -

dds:instance:e
xtendVolume

Grants
permission to
scale up
storage space
of a DB
instance.

write instance -

dds:instance:li
stAll

Grants
permission to
query DB
instances.

list - -

dds:instance:s
etRecyclePolic
y

Grants
permission to
modify the
recycling
policy.

write - -

dds:instance:g
etRecyclePolic
y

Grants
permission to
query the
recycling
policy.

read - -

dds:instance:li
stRecycleInsta
nces

Grants
permission to
query DB
instances in
the recycle
bin.

list - -

dds:instance:g
etUpgradeDur
ation

Grants
permission to
query the
estimated
database
patch
upgrade
duration.

read instance -

dds:instance:g
etDiskUsage

Grants
permission to
query disk
usage.

read instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:configurat
ion:listApplied
History

Grants
permission to
query
application
records of a
parameter
template.

list - -

dds:configurat
ion:listUpdate
dHistory

Grants
permission to
query change
history of a
parameter
template.

list - -

dds:configurat
ion:compare

Grants
permission to
compare two
parameter
templates.

read - -

dds:configurat
ion:copy

Grants
permission to
replicate a
parameter
template.

write - -

dds:configurat
ion:reset

Grants
permission to
reset a
parameter
template.

write - -

dds:instance:g
etSslCertDow
nloadAddress

Grants
permission to
obtain the
address for
downloading
the SSL
certificate.

read instance -

dds:instance:a
ddNode

Grants
permission to
add nodes for
a DB instance.

write instance -

dds:instance:d
eleteEnlargeF
ailedNode

Grants
permission to
delete an
instance node
that fails to
be added.

write instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:task:listAll Grants
permission to
query tasks.

list - -

dds:task:getD
etail

Grants
permission to
query task
details.

read - -

dds:instance:r
estart

Grants
permission to
restart a DB
instance.

write instance -

dds:instance:d
eleteAuditLog

Grants
permission to
delete audit
logs.

write instance -

dds:instance:d
elete

Grants
permission to
delete a DB
instance.

write instance -

dds:instance:u
pdateName

Grants
permission to
change a DB
instance
name.

write instance -

dds:instance:u
pdateRemark

Grants
permission to
change a DB
instance
description.

write instance -

dds:instance:s
etTag

Grants
permission to
add or delete
tags of a
specified DB
instance in
batches.

taggin
g

instance -

dds:instance:li
stTags

Grants
permission to
query tags of
a specified DB
instance.

read - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:s
etBackupPolic
y

Grants
permission to
configure an
automated
backup policy.

write - dds:Bac
kupEna
bled

dds:instance:g
etBackupPolic
y

Grants
permission to
query an
automated
backup policy.

read - -

dds:configurat
ion:create

Grants
permission to
create a
parameter
template.

write - g:Enterp
riseProj
ectId

dds:instance:s
etSlowLogPlai
ntextStatus

Grants
permission to
enable or
disable Show
Original Log.

permis
sion_
mana
geme
nt

instance -

dds:instance:g
etSlowLogPlai
ntextStatus

Grants
permission to
query the
switch of
Show Original
Log.

read instance -

dds:instance:d
ownloadAudit
Log

Grants
permission to
download
audit logs.

read instance -

dds:instance:c
reate

Grants
permission to
create a DB
instance.

write - dds:Encr
ypted

dds:Bac
kupEna
bled

dds:instance:r
estore

Grants
permission to
restore data
to the original
instance.

write - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:backup:ge
tRestoreTimeL
ist

Grants
permission to
query the
restoration
time range.

read - -

dds:backup:ge
tRestoreCollec
tions

Grant
permission to
obtain the list
of database
collections
that can be
restored.

list - -

dds:backup:ge
tRestoreDatab
ases

Grant
permission to
obtain the list
of databases
that can be
restored.

list - -

dds:instance:g
etConnectionS
tatistics

Grants
permission to
query the
number of
connections
to an
instance.

read instance -

dds:instance:g
etQuotas

Grants
permission to
query quotas.

read - -

dds:instance:c
reateDatabas
eUser

Grants
permission to
create a
database user.

write instance -

dds:instance:g
etDatabaseUs
er

Grants
permission to
query
database
users.

read instance -

dds:instance:d
eleteDatabase
User

Grants
permission to
delete a
database user.

write instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:c
reateDatabas
eRole

Grants
permission to
create a
database role.

write instance -

dds:instance:d
eleteDatabase
Role

Grants
permission to
delete a
database role.

write instance -

dds:instance:g
etDatabaseRo
le

Grants
permission to
query
database
roles.

read instance -

dds:instance:s
etSourceSubn
et

Grants
permission to
configure
network
segments.

write instance -

dds:instance:u
pgradeDataba
seVersion

Grants
permission to
upgrade the
version of a
DB instance.

write instance -

dds:backup:cr
eate

Grants
permission to
create a
manual
backup for a
DB instance.

write - -

dds:instance:d
eleteSession

Grants
permission to
killing
sessions of an
instance
node.

write - -

dds:instance:li
stSession

Grants
permission to
query sessions
of an instance
node.

list - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:g
etShardingBal
ancer

Grants
permission to
query the
cluster
balancer.

read instance -

dds:instance:s
etShardingBal
ancer

Grants
permission to
set the cluster
balancer.

write instance -

dds:instance:s
etBalancerWi
ndow

Grants
permission to
set the
activity time
window for
DDS cluster
balancing.

write instance -

dds:instance:u
pdateOpsWin
dow

Grants
permission to
set the
maintenance
window of a
DB instance.

write instance -

dds:instance:li
stFlavors

Grants
permission to
query
specifications.

read - -

dds:instance:li
stStorageType

Grants
permission to
query the
database disk
type.

read - -

dds:instance:li
stDatabaseVer
sion

Grants
permission to
query the
database
version
information.

read - -

dds:tag:listAll Grants
permission to
query all tags
in a project.

list - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 260



Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:r
educeNode

Grants
permission to
delete nodes
from a cluster
DB instance.

write instance -

dds:instance:c
reateDomain
Name

Grants
permission to
create DNS.

write - -

dds:instance:u
pdateDomain
Name

Grants
permission to
change a DNS
name.

write - -

dds:instance:u
pdateReplicaS
etName

Grants
permission to
change the
name of the
replica set in
the
connection
address.

write instance -

dds:instance:g
etDetail

Grants
permission to
query
instance
details.

read instance -

dds:instance:g
etNodeList

Grants
permission to
query
instance
nodes.

read instance -

dds:instance:u
pdateTag

Grants
permission to
change a DB
instance tag.

taggin
g

instance -

dds:instance:d
eleteTag

Grants
permission to
delete a DB
instance tag.

taggin
g

instance -

dds:backup:ge
t

Grants
permission to
query
information
about a
backup.

read - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:offsiteBac
kup:listRegion

Grants
permission to
obtain the
remote
backup region
of a specified
instance.

read - -

dds:offsiteBac
kup:listInstanc
e

Grants
permission to
obtain the
cross-region
backup
instance.

read - -

dds:offsiteBac
kup:listAll

Grants
permission to
obtain cross-
region
backups.

read - -

dds:instance:s
aveLogConfig

Grants
permission to
enable log
reporting for
DB instances
in batches.

write - -

dds:instance:d
eleteLogConfi
g

Grants
permission to
disable log
reporting for
DB instances
in batches.

write - -

 

Each API of DDS usually supports one or more actions. Table 5-61 lists the
supported actions and dependencies.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 262



Table 5-61 Actions and dependencies supported by DDS APIs

API Action Dependencie
s

POST /v3/{project_id}/instances dds:instance:create
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:get
vpc:securityGroups:get
vpc:ports:get

-

GET /v3/{project_id}/instances?
id={id}&name={name}&mode={mode
}&datastore_type={datastore_type}&vpc
_id={vpc_id}&subnet_id={subnet_id}&of
fset={offset}&limit={limit}

dds:instance:listAll -

DELETE /v3/{project_id}/instances/
{instance_id}

dds:instance:delete -

POST /v3/{project_id}/instances/
{instance_id}/restart

dds:instance:restart -

POST /v3/{project_id}/instances/
{instance_id}/enlarge-volume

dds:instance:extendVo
lume

-

POST /v3/{project_id}/instances/
{instance_id}/enlarge

dds:instance:addNode
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:get
vpc:securityGroups:get
vpc:ports:get

-

POST /v3/{project_id}/instances/
{instance_id}/resize

dds:instance:updateSp
ec

-

POST /v3/{project_id}/instances/
{instance_id}/switchover

dds:instance:switchov
er

-

POST/v3/{project_id}/instances/
{instance_id}/switch-ssl

dds:instance:setSSL -

PUT /v3/{project_id}/instances/
{instance_id}/modify-name

dds:instance:updateN
ame

-

POST /v3/{project_id}/instances/
{instance_id}/modify-port

dds:instance:updatePo
rt

-

POST /v3/{project_id}/instances/
{instance_id}/modify-security-group

dds:instance:updateSe
curityGroup

-

POST /v3/{project_id}/nodes/{node_id}/
bind-eip

dds:instance:bindEIP -
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API Action Dependencie
s

POST /v3/{project_id}/nodes/{node_id}/
unbind-eip

dds:instance:unbindEI
P

-

POST /v3/{project_id}/instances/
{instance_id}/modify-internal-ip

dds:instance:updateIp -

POST /v3/{project_id}/instances/
{instance_id}/create-ip

dds:instance:createIp -

GET /v3/{project_id}/instances/
{instance_id}/migrate/az

dds:instance:listMigrat
eAz

-

POST /v3/{project_id}/instances/
{instance_id}/migrate

dds:instance:migrateA
z

-

GET /v3/{project_id}/nodes/{node_id}/
sessions

dds:instance:lisSession -

POST /v3/{project_id}/nodes/{node_id}/
session

dds:instance:deleteSes
sion

-

GET /v3/{projectId}/instances/
{instance_id}/conn-statistics

dds:instance:getConne
ctionStatistics

-

POST /v3/{project_id}/backups dds:backup:create -

DELETE /v3/{project_id}/backups/
{backups_id}

dds:backup:delete -

GET /v3/{project_id}/backups?
instance_id={instance_id}&backup_id={
backup_id}&backup_type={backup_type
}&offset={offset}&limit={limit}&begin_ti
me={begin_time}&end_time={end_time
}&mode={mode}

dds:backup:listAll -

GET /v3/{project_id}/instances/
{instance_id}/backups/policy

dds:instance:getBacku
pPolicy

-

PUT /v3/{project_id}/instances/
{instance_id}/backups/policy

dds:instance:setBacku
pPolicy

-

POST /v3/{project_id}/instances dds:instance:create
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:get
vpc:securityGroups:get
vpc:ports:get

-

GET /v3/{projectId}/backups/download-
file

dds:backup:download -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 264



API Action Dependencie
s

GET /v3/{project_id}/instances/
{instance_id}/restore-time

dds:backup:getRestore
TimeList

-

GET /v3/{project_id}/instances/
{instance_id}/restore-database

dds:backup:getRestore
Databases

-

GET /v3/{project_id}/instances/
{instance_id}/restore-collection

dds:backup:getRestore
Collections

-

POST /v3/{project_id}/instances/
recovery

dds:backup:restore -

POST /v3/{project_id}/instances/
{instance_id}/restore/collections

dds:backup:restore -

GET /v3/{project_id}/configurations dds:configuration:listA
ll

-

PUT /v3/{project_id}/configurations dds:configuration:crea
te

-

DELETE /v3/{project_id}/configurations/
{config_id}

dds:configuration:dele
te

-

GET /v3/{projectId}/configurations/
{configId}

dds:configuration:get -

PUT /v3/{project_id}/configurations/
{config_id}

dds:configuration:upd
ate

-

PUT /v3/{project_id}/configurations/
{config_id}/apply

dds:instance:applyConf
iguration

-

GET /v3/{project_id}/instances/
{instance_id}/configurations

dds:instance:getConfi
guration

-

PUT /v3/{project_id}/instances/
{instance_id}/configurations

dds:instance:updateCo
nfiguration

-

GET /v3/{project_id}/instances/
{instance_id}/slowlog

dds:instance:listSlowL
og

-

POST /v3/{project_id}/instances/
{instance_id}/slowlog-download

dds:instance:downloa
dSlowLog

-

GET /v3/{project_id}/instances/
{instance_id}/errorlog

dds:instance:listErrorL
og

-

POST /v3/{project_id}/instances/
{instance_id}/errorlog-download

dds:instance:downloa
dErrorLog

-

POST /v3/{project_id}/instances/
{instance_id}/auditlog-policy

dds:instance:setAuditL
ogPolicy

-
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API Action Dependencie
s

GET /v3/{project_id}/instances/
{instance_id}/auditlog-policy

dds:instance:getAudit
LogPolicy

-

GET /v3/{project_id}/instances/
{instance_id}/auditlog

dds:instance:listAuditL
og

-

POST /v3/{project_id}/instances/
{instance_id}/auditlog-links

dds:instance:downloa
dAuditLog

-

POST /v3/{project_id}/instances/
{instance_id}/tags/action

dds:instance:setTag -

GET /v3/{project_id}/instances/
{instance_id}/tags

dds:instance:listTags -

POST /v3/{project_id}/instances/
{instance_id}/db-user

dds:instance:createDa
tabaseUser

-

POST /v3/{project_id}/instances/
{instance_id}/db-role

dds:instance:createDa
tabaseRole

-

DELETE /v3/{project_id}/instances/
{instance_id}/db-user

dds:instance:deleteDa
tabaseUser

-

DELETE /v3/{project_id}/instances/
{instance_id}/db-role

dds:instance:deleteDa
tabaseRole

-

PUT /v3/{project_id}/instances/
{instance_id}/reset-password

dds:instance:resetPass
wd

-

GET /v3/{project_id}/instances/
{instance_id}/db-user/detail? offset
={offset}&limit={limit}&user_name={us
er_name }&db_name={db_name}

dds:instance:getDatab
aseUser

-

GET /v3/{project_id}/instances/
{instance_id}/db-roles?
role_name={role_name}&db_name={db
_name}&offset={offset}&limit={limit}

dds:instance:getDatab
aseRole

-

GET /v3/{project_id}/instances/
{instance_id}/balancer

dds:instance:getShardi
ngBalancer

-

PUT /v3/{project_id}/instances/
{instance_id}/balancer/{action}

dds:instance:setShardi
ngBalancer

-

PUT /v3/{project_id}/instances/
{instance_id}/balancer/active-window

dds:instance:setBalanc
erWindow

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-62, the resource URN must be specified in
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the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for DDS.

Table 5-62 Resource types supported by DDS

Resource Type URN Condition Key

instanceName dds:<region>:<account-
id>:instanceName:<instan
ce-name>

- g:EnterpriseProjectId
- g:ResourceTag/<tag-key>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, DDS:) only apply to operations of
the DDS service. For details, see Table 5-63.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for DDS.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-63 Service-specific condition keys supported by DDS

Service-specific
Condition Key

Type Description

dds:Encrypted boolean Filters access by the tag key
specifying whether to enable
disk encryption transferred in
the request parameter.

dds:BackupEnabled boolean Filters access by the tag key
specifying whether to enable the
backup policy transferred in the
request parameter.

 

5.10.7 Security & Compliance

5.10.7.1 Advanced Anti-DDoS (AAD)

The Service Control Policies (SCPs) in the Organizations service can use these
authorization elements to set access control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permission boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP"Creating an SCP" in the Organizations User Guide.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in a policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP policy statements.

– If this column includes a resource type, you must specify a URN for the
Resource element in your identity policy statements.

– Required resources are marked with asterisks (*) in the table.
For details about the resource types defined by AAD, see Resources.
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● The Condition Key column includes keys that you can specify in the
Condition element of a SCP policy statement.

– If the Resource Type column has values for an action, the condition key
only takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by AAD, see Conditions.

The following table lists the actions that you can define in SCP statements for
AAD.

Table 5-64 Actions supported by AAD

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:alarmConfig:c
reate

Create alarm
settings.

write alarmC
onfig *

-

aad:alarmConfig:p
ut

Modify alarm
settings.

write alarmC
onfig *

-

aad:alarmConfig:g
et

Query alarm
settings.

read alarmC
onfig *

-

aad:alarmConfig:d
elete

Delete alarm
settings.

write alarmC
onfig *

-

aad:certificate:del
ete

Delete certificates. write certifica
te *

-

aad:certificate:list Query certificates. list certifica
te *

-

aad:certificate:set Modify domain
name certificates.

write certifica
te *

-

domain
*

g:EnterpriseProjec
tId

aad:dashboard:del
ete

Delete report log
configurations.

write - -

aad:dashboard:get Obtain report
data and log
configurations.

read - -

aad:dashboard:set Modify report log
configurations.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:domain:create Add protected
domain names.

write domain
*

g:EnterpriseProjec
tId

aad:domain:delete Delete protected
domain names.

write domain
*

g:EnterpriseProjec
tId

aad:domain:get Query domain
name details.

read domain
*

g:EnterpriseProjec
tId

aad:domain:list Query the domain
name list.

list domain
*

g:EnterpriseProjec
tId

aad:domain:put Modify domain
protection
attributes.

write domain
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:create

Add forwarding
rules.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:delete

Delete forwarding
rules.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:get

Query forwarding
rules.

read forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:list

Export forwarding
rules.

list forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:put

Modify the back-
to-source IP
address
permissions in the
forwarding rule.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:instance:creat
e

Create an
instance.

write instanc
e *

g:EnterpriseProjec
tId

aad:instance:get Query instance
attributes.

read instanc
e *

g:EnterpriseProjec
tId

aad:instance:list Query the DB
instance list.

list instanc
e *

g:EnterpriseProjec
tId

aad:instance:put Modify instance
attributes.

write instanc
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:policy:create Add protection
rules.

write policy * g:EnterpriseProjec
tId

aad:policy:delete Delete protection
rules.

write policy * g:EnterpriseProjec
tId

aad:policy:get Query protection
rule details.

read policy * g:EnterpriseProjec
tId

aad:policy:list Query protection
rules.

list policy * g:EnterpriseProjec
tId

aad:policy:put Modify protection
rules.

write policy * g:EnterpriseProjec
tId

aad:quotas:get Query protection
specifications.

read - -

aad:whiteBlackIpR
ule:create

Add IP addresses
to the blacklist or
whitelist.

write whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

aad:whiteBlackIpR
ule:delete

Delete IP
addresses from
the blacklist or
whitelist.

write whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

aad:whiteBlackIpR
ule:list

Query the
protection
blacklist and
whitelist.

list whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

aad:protectedIp:p
ut

Modify the labels
of protected
objects.

write - -

aad:protectedIp:lis
t

Query the
protected object
list.

list - -

aad:package:put Modify the
protection
package.

write packag
e *

-

aad:package:list Query the
protected IP
address list.

list packag
e *

-

aad:block:put Unblock IP
addresses.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:block:list Query the blocked
IP address list.

list - -

aad:block:get Query blocking
and unblocking
information.

read - -

aad:alarmConfig:c
reate

Create alarm
settings.

write alarmC
onfig *

-

aad:alarmConfig:p
ut

Modify alarm
settings.

write alarmC
onfig *

-

aad:alarmConfig:g
et

Query alarm
settings.

read alarmC
onfig *

-

aad:alarmConfig:d
elete

Delete alarm
settings.

write alarmC
onfig *

-

aad:certificate:del
ete

Delete a
certificate.

write certifica
te *

-

aad:certificate:list Query certificates. list certifica
te *

-

aad:certificate:set Modify the
certificate for a
domain name.

write certifica
te *

-

domain
*

g:EnterpriseProjec
tId

aad:dashboard:del
ete

Delete report log
configurations.

write - -

aad:dashboard:get Obtain report
data and log
configurations.

read - -

aad:dashboard:set Modify report log
configurations.

write - -

aad:domain:create Add protected
domain names.

write domain
*

g:EnterpriseProjec
tId

aad:domain:delete Delete protected
domain names.

write domain
*

g:EnterpriseProjec
tId

aad:domain:get Query domain
name details.

read domain
*

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:domain:list Query the domain
name list.

list domain
*

g:EnterpriseProjec
tId

aad:domain:put Modify domain
protection
attributes.

write domain
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:create

Add forwarding
rules.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:delete

Delete forwarding
rules.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:get

Query forwarding
rules.

read forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:list

Export forwarding
rules.

list forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:put

Modify the back-
to-source IP
address
permissions in the
forwarding rule.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:instance:creat
e

Create an
instance.

write instanc
e *

g:EnterpriseProjec
tId

aad:instance:get Query instance
attributes.

read instanc
e *

g:EnterpriseProjec
tId

aad:instance:list Query the DB
instance list.

list instanc
e *

g:EnterpriseProjec
tId

aad:instance:put Modify instance
attributes.

write instanc
e *

g:EnterpriseProjec
tId

aad:policy:create Add protection
rules.

write policy * g:EnterpriseProjec
tId

aad:policy:delete Delete protection
rules.

write policy * g:EnterpriseProjec
tId

aad:policy:get Query protection
rule details.

read policy * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:policy:list Query protection
rules.

list policy * g:EnterpriseProjec
tId

aad:policy:put Modify protection
rules.

write policy * g:EnterpriseProjec
tId

aad:quotas:get Query protection
specifications.

read - -

aad:whiteBlackIpR
ule:create

Add IP addresses
to the blacklist or
whitelist.

write whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

aad:whiteBlackIpR
ule:delete

Delete IP
addresses from
the blacklist or
whitelist.

write whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

aad:whiteBlackIpR
ule:list

Query the
protection
blacklist and
whitelist.

list whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

aad:protectedIp:p
ut

Modify the labels
of protected
objects.

write - -

aad:protectedIp:lis
t

Query the
protected object
list.

list - -

aad:package:put Modify the
protection
package.

write packag
e *

-

aad:package:list Query the
protected IP
address list.

list packag
e *

-

aad:block:put Grant permission
to unblock IP
addresses.

write - -

aad:block:list Query the blocked
IP address list.

list - -

aad:block:get Query blocking
and unblocking
information.

read - -
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Each API of AAD usually supports one or more actions. Table 5-65 lists the
supported actions and dependencies.

Table 5-65 Actions and dependencies supported by AAD APIs

API Action Dependency

POST /v1/{project_id}/cad/alart/
config

aad:alarmConfig:create -

POST /v1/cnad/alarm-config aad:alarmConfig:put -

DELETE /v1/cnad/alarm-config aad:alarmConfig:delete -

GET /v1/{project_id}/cad/alart/list aad:alarmConfig:get -

GET /v1/cnad/alarm-config aad:alarmConfig:get -

DELETE /v1/aad/certificate/del aad:certificate:delete -

GET /v1/{project_id}/cad/domains/
certificatelist

aad:certificate:list -

GET /v1/aad/certificate-details aad:certificate:list -

POST /v1/{project_id}/cad/
domains/certificate

aad:certificate:set -

POST /v1/aad/configs/lts/delete aad:dashboard:delete -

GET /v1/{project_id}/cad/ddosinfo/
events_type

aad:dashboard:get -

GET /v1/aad/configs/lts_region aad:dashboard:get -

GET /v1/aad/configs/lts aad:dashboard:get -

GET /v1/{project_id}/waf/event/
timeline

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
request/peak

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
attack/type

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
attack/source/num

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
attack/source

aad:dashboard:get -

GET /v1/{project_id}/cad/
instances/flow_pps

aad:dashboard:get -

GET /v1/{project_id}/cad/
instances/flow_bps

aad:dashboard:get -
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API Action Dependency

GET /v1/{project_id}/cad/
instances/events

aad:dashboard:get -

GET /v1/{project_id}/cad/ddosinfo/
peak

aad:dashboard:get -

POST /v1/aad/configs/lts aad:dashboard:set -

POST /v1/{project_id}/aad/
domains

aad:domain:create -

POST /v1/{project_id}/cad/
domains/del

aad:domain:delete -

GET /v1/{project_id}/aad/domains/
{domain_id}/service-config

aad:domain:get -

GET /v1/{project_id}/cad/domains/
ports

aad:domain:list -

GET /v1/{project_id}/cad/domains/
name

aad:domain:get -

GET /v1/{project_id}/cad/domains/
line/{enterprise_project_id}

aad:domain:list -

GET /v1/{project_id}/cad/domains/
instances

aad:domain:get -

GET /v1/{project_id}/cad/domains/
brief

aad:domain:get -

GET /v1/{project_id}/aad/domains/
waf-list

aad:domain:list -

GET /v1/{project_id}/cad/domains aad:domain:list -

POST /v1/{project_id}/aad/
domains/{domain_id}/service-
config

aad:domain:put -

POST /v1/{project_id}/cad/
domains/switch

aad:domain:put -

POST /v1/{project_id}/cad/
domains/cnameDispatchSwitch

aad:domain:put -

POST /v1/{project_id}/cad/
domains/cname/switch

aad:domain:put -

POST /v1/{project_id}/cad/
instances/protocol_rule

aad:forwardingRule:create -

POST /v1/{project_id}/cad/
instances/protocol_rule/import

aad:forwardingRule:create -
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API Action Dependency

DELETE /v1/{project_id}/cad/
instances/protocol_rule/{rule_id}

aad:forwardingRule:delete -

POST /v1/{project_id}/cad/
instances/protocol_rule/batchdel

aad:forwardingRule:delete -

GET /v1/{project_id}/cad/
instances/rules

aad:forwardingRule:get -

GET /v1/{project_id}/cad/
instances/protocol_rule/export

aad:forwardingRule:list -

PUT /v1/{project_id}/cad/
instances/protocol_rule/{rule_id}

aad:forwardingRule:put -

POST /v1/{project_id}/cad/
instances/cad_open

aad:instance:create -

GET /v1/{project_id}/cad/products aad:instance:create -

GET /v1/{project_id}/
{resource_type}/{resource_id}/tags

aad:instance:get -

GET /v1/{project_id}/cad/
upgradeproducts/{instance_id}

aad:instance:get -

GET /v1/{project_id}/cad/
instances/detail/{instance_id}

aad:instance:get -

GET /v1/{project_id}/aad/
instances/brief-list

aad:instance:list -

GET /v1/{project_id}/cad/sourceip aad:instance:list -

GET /v1/{project_id}/cad/instances aad:instance:list -

POST /v1/{project_id}/
{resource_type}/{resource_id}/
tags/action

aad:instance:put -

POST /v1/{project_id}/cad/
instances/cad_spec_upgrade

aad:instance:put -

PUT /v1/{project_id}/cad/
instances/{instance_id}/name

aad:instance:put -

PUT /v1/{project_id}/cad/
instances/{instance_id}/elastic/
{ip_id}

aad:instance:put -

POST /v1/{project_id}/aad/
policies/waf/cc

aad:policy:create -

POST /v1/cnad/policies aad:policy:create -
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API Action Dependency

DELETE /v1/{project_id}/aad/
policies/waf/cc/{rule_id}

aad:policy:delete -

DELETE /v1/cnad/policies/
{policy_id}

aad:policy:delete -

GET /v1/{project_id}/cad/flowblock aad:policy:get -

GET /v1/cnad/policies/{policy_id} aad:policy:get -

GET /v1/{project_id}/aad/
policies/waf/cc

aad:policy:list -

GET /v1/cnad/policies aad:policy:list -

PUT /v1/{project_id}/aad/
policies/waf/cc/{rule_id}

aad:policy:put -

POST /v1/{project_id}/cad/
flowblock/udp

aad:policy:put -

POST /v1/{project_id}/cad/
flowblock/foreign

aad:policy:put -

POST /v1/cnad/policies/
{policy_id}/ip-list/add

aad:policy:put -

POST /v1/cnad/policies/{policy_id}/
bind

aad:policy:put -

POST /v1/cnad/policies/
{policy_id}/ip-list/delete

aad:policy:put -

POST /v1/cnad/policies/{policy_id}/
unbind

aad:policy:put -

PUT /v1/cnad/policies/{policy_id} aad:policy:put -

GET /v1/{project_id}/aad/quotas/
domain-port

aad:quotas:get -

GET /v1/{project_id}/scc/waf/quota aad:quotas:get -

GET /v1/{project_id}/cad/quotas aad:quotas:get -

GET /v1/{project_id}/cad/ip/quotas aad:quotas:get -

GET /v1/{project_id}/cad/bwlist/
quota

aad:quotas:get -

GET /v1/{project_id}/aad/user-
configs

aad:quotas:get -

POST /v1/{project_id}/cad/bwlist aad:whiteBlackIpRule:creat
e

-
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API Action Dependency

POST /v1/{project_id}/cad/bwlist/
delete

aad:whiteBlackIpRule:delet
e

-

GET /v1/{project_id}/cad/bwlist aad:whiteBlackIpRule:list -

PUT /v1/cnad/protected-ips/tags aad:protectedIp:put -

GET /v1/cnad/protected-ips aad:protectedIp:list -

POST /v1/cnad/packages/
{package_id}/protected-ips

aad:package:put -

PUT /v1/cnad/packages/
{package_id}/name

aad:package:put -

GET /v1/cnad/packages aad:package:list -

GET /v1/cnad/packages/
{package_id}/unbound-protected-
ips

aad:package:list -

POST /v1/unblockservice/
{domain_id}/unblock

aad:block:put -

GET /v1/unblockservice/
{domain_id}/block-list

aad:block:list -

GET /v1/unblockservice/
{domain_id}/unblock-quota-
statistics

aad:block:get -

GET /v1/unblockservice/
{domain_id}/block-statistics

aad:block:get -

GET /v1/unblockservice/
{domain_id}/unblock-record

aad:block:get -

GET /v1/{project_id}/cad/
instances/{instance_id}/
elastic_count/{ip_id}

aad:instance:get -

GET /v1/{project_id}/cad/
instances/{data_center}/elastic/
{line}/{ip_id}

aad:instance:get -

GET /v1/aad/remain-vip-number aad:quotas:get -

GET /v1/aad/instance/connection-
num

aad:dashboard:get -

PUT /v1/{project_id}/cad/
instances/{instance_id}/pp-switch

aad:instance:put -

GET /v1/aad-service/ces/
{domain_id}/dims-info

aad:instance:list -
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API Action Dependency

GET /v1/aad-service/ces/v2/
{domain_id}/instances

aad:instance:list -

GET /v1/{project_id}/cad/
instances/security-statistics

aad:instance:list -

GET /v1/aad/domain/instances/
rules

aad:domain:list -

POST /v1/aad/policy/modify aad:policy:put -

POST /v1/aad/geoip aad:policy:put -

GET /v1/aad/geoip aad:policy:get -

DELETE /v1/aad/geoip/{ruleId} aad:policy:delete -

PUT /v1/aad/geoip/{ruleId} aad:policy:put -

POST /v1/aad/whiteip aad:policy:put -

GET /v1/aad/whiteip aad:policy:get -

DELETE /v1/aad/whiteip aad:policy:delete -

POST /v1/aad/custom aad:policy:put -

GET /v1/aad/custom aad:policy:get -

PUT /v1/aad/custom/{ruleId} aad:policy:put -

DELETE /v1/aad/custom/{ruleId} aad:policy:delete -

GET /v1/aad/policy/details aad:policy:get -

POST /v1/aad/cc/intelligent/
modify

aad:policy:put -

GET /v1/aad/geoip/map aad:policy:get -

GET /v1/aad/instances/
{instance_id}/{ip}/ddos-statistics

aad:dashboard:get -

GET /v1/aad/protected-domains/
{domain_id}

aad:domain:get -

GET /v1/aad/protected-domains aad:domain:list -

PUT /v1/aad/protected-domains/
{domain_id}

aad:domain:put -

POST /v1/aad/instances/
{instance_id}/{ip}/rules/batch-
create

aad:forwardingRule:create -
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API Action Dependency

POST /v1/aad/instances/
{instance_id}/{ip}/rules/batch-
delete

aad:forwardingRule:delete -

GET /v1/aad/instances/
{instance_id}/{ip}/rules

aad:forwardingRule:list -

PUT /v1/aad/instances/
{instance_id}/{ip}/rules/{rule_id}

aad:forwardingRule:put -

GET /v1/aad/instances aad:instance:list -

 

Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-66, the resource URN must be specified
in the SCP policy statements using that action, and the policy applies only to
resources of this type. If no resource type is specified, the Resource element is
marked with an asterisk (*) and the policy applies to all resources. You can also set
condition keys in a policy to define resource types.

The following table lists the resource types that you can define in SCP policy
statements for AAD.

Table 5-66 Resource types supported by AAD

Resource Type URN

forwardingRule aad::<account-id>:forwardingRule:<forwarding-rule-id>

package aad::<account-id>:package:<package-id>

policy aad::<account-id>:policy:<policy-id>

alarmConfig aad::<account-id>:alarmConfig:<alarm-config-id>

domain aad::<account-id>:domain:<domain-id>

certificate aad::<account-id>:certificate:<certificate-id>

instance aad::<account-id>:instance:<instance-id>

whiteBlackIpRule aad::<account-id>:whiteBlackIpRule:<white-black-ip-
rule-id>

 

Conditions
AAD does not support service-specific condition keys in SCP policies.

AAD can use global condition keys applicable to all services. For details, see Global
Condition Keys.
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5.10.7.2 Data Encryption Workshop
Organizations service also provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permission boundary for the entity. When SCPs are attached to an organizational
unit (OU) or a member account, the SCPs do not directly grant permissions to the
OU or member account. Instead, the SCPs only determine what permissions are
available for the member account or the member accounts under the OU.

This section describes the elements used by Organizations SCPs, which include
actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP, see Creating an
SCP.

Action
Actions are specific operations that are allowed in a policy.

● The Access Level column describes how the action is classified (List, Read, or
Write). This helps you understand the level of access that an action grants
when you use it in a policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column

does not contain any value (-), you must specify all resources (*) in your
SCP statements.

– If resource types are specified for this column, specify the resource URN
in the statement that contains the action.

– Required resources are marked with asterisks (*) in the table.
For details about resource types defined by DEW, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

only takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resource types that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about condition keys defined by DEW, see Conditions.

The following table describes the actions that you can define in SCP statements
for DEW.
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Table 5-67 Actions supported by KMS

Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:cre
ate

Grant the
permission to create
KMS keys.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage

- g:EnterpriseProjec
tId

kms:cmk:list Grant the
permission to view
all KMS keys of a
user.

list cmk * -

- g:EnterpriseProjec
tId

kms:cmk:en
able

Grant the
permission to
enable KMS keys.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:dis
able

Grant the
permission to
disable KMS keys.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:get Grant the
permission to view
details about KMS
keys.

read cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:cre
ateDataKey

Grant the
permission to use
KMS keys to
generate data keys.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

- kms:RecipientAtte
station

kms:cmk:cre
ateDataKey
WithoutPlai
ntext

Grant the
permission to use
KMS keys to
generate data keys
that do not contain
plaintext versions.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:enc
ryptDataKey

Grant the
permission to
encrypt data keys.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:dec
ryptDataKey

Grant the
permission to
decrypt data keys.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- kms:RecipientAtte
station

kms:cmk:enc
ryptData

Grant the
permission to use a
specified KMS key
to encrypt small
volumes of data.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- kms:EncryptionAl
gorithm
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:dec
ryptData

Grant the
permission to use a
specified KMS key
to decrypt data.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:Encryptio
nAlgorithm

● kms:Recipient
Attestation

kms::generat
eRandom

Grant the
permission to
generate secure
random strings.

write - kms:RecipientAtte
station

kms:cmk:sig
n

Grant the
permission to
generate digital
signatures.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:MessageT
ype

● kms:SigningAl
gorithm

kms:cmk:veri
fy

Grant the
permission to use a
specified KMS key
to verify digital
signatures.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:MessageT
ype

● kms:SigningAl
gorithm
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:ge
nerateMac

Grant the
permission to
generate message
verification codes.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- kms:MacAlgorith
m

kms:cmk:veri
fyMac

Grant the
permission to use a
specified KMS key
to verify message
verification codes.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- kms:MacAlgorith
m

kms:cmk:get
PublicKey

Grant the
permission to query
the public key of
KMS keys.

read cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms::getVers
ions

Grant the
permission to query
the service version.

read - -

kms::getVers
ion

Grant the
permission to query
the API version of a
service key.

read - -

kms::getInst
ance

Grant the
permission to query
the number of key
instances of a user.

read - -

kms::getQuo
ta

Grant the
permission to query
user quotas.

read - -
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:sch
eduleKeyDel
etion

Grant the
permission to
periodically delete
KMS keys.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:can
celKeyDeleti
on

Grant the
permission to
cancel the
scheduled deletion
of KMS keys.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:up
dateKeyAlias

Grant the
permission to
change the alias of
a key.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:up
dateKeyDesc
ription

Grant the
permission to
change the key
description.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:cre
ateGrant

Grant the
permission to create
grants for a
specified key.

permis
sion_m
anage
ment

cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

- ● kms:GranteePr
incipalType

● kms:GrantOpe
rations

● kms:GranteePr
incipal

● kms:RetiringPri
ncipal

kms:cmk:list
Grants

Grant the
permission to query
the grant list of a
specified key.

list cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms::listRetir
ableGrants

Grant the
permission to query
the retirable grant
list of CMKs.

list - -

kms:cmk:reti
reGrant

Permission granted
to retire a grant for
a specified CMK.

permis
sion_m
anage
ment

cmk * g:ResourceTag/
<tag-key>

kms:cmk:rev
okeGrant

Grant the
permission to
cancel the grants of
a specified key.

permis
sion_m
anage
ment

cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:get
Material

Grant the
permission to
obtain key import
parameters.

read cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- kms:WrappingAlg
orithm
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:im
portMaterial

Grant the
permission to
import key
materials.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- kms:ExpirationTi
me

kms:cmk:del
eteMaterial

Grant the
permission to
delete key
materials.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:en
ableRotation

Grant the
permission to
enable rotation for
a specified key.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:up
dateRotatio
n

Grant the
permission to
change the rotation
period of a specified
key.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:dis
ableRotation

Grant the
permission to
disable rotation for
a key.

write cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:get
Rotation

Grant the
permission to query
the rotation status
of a specified key.

read cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:keystor
e:create

Grant the
permission to create
a dedicated
keystore.

write keystore * -

kms:keystor
e:delete

Grant the
permission to
delete a dedicated
keystore.

write keystore * -

kms:keystor
e:enable

Grant the
permission to
enable a dedicated
keystore.

write keystore * -

kms:keystor
e:disable

Grant the
permission to
disable a dedicated
keystore.

write keystore * -

kms:keystor
e:list

Grant the
permission to query
the list of dedicated
keystores.

list keystore * -

kms:keystor
e:get

Grant the
permission to
obtain a dedicated
keystore.

read keystore * -

kms:cmk:cre
ateTag

Grant the
permission to add
tags to a specified
key.

taggin
g

cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

- ● g:RequestTag/
<tag-key>

● g:TagKeys

kms:cmk:cre
ateTags

Grant the
permission to add
or delete tags of a
specified key in
batches.

taggin
g

cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

kms:cmk:list
KeysByTag

Grant the
permission to query
a specified key
instance.

list cmk * -

kms:cmk:del
eteTag

Grant the
permission to
delete a specified
key tag.

taggin
g

cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- g:TagKeys

kms:cmk:get
Tags

Grant the
permission to query
a specified key tag.

read cmk * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms::listAllT
ags

Grant the
permission to query
the tags of a
specified key
project.

list - -
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Table 5-68 Actions supported by KPS

Action Description Access Level Resource
Type (*
required)

Condition
Key

kps:SSHKeyPair:cr
eate

Grant the
permission to
create and
import SSH key
pairs.

write SSHKeyPair * -

kps:SSHKeyPair:d
elete

Grant the
permission to
delete SSH key
pairs.

write SSHKeyPair * -

kps:SSHKeyPair:g
et

Grant the
permission to
query SSH key
pair details.

read SSHKeyPair * -

kps:SSHKeyPair:li
st

Grant the
permission to
query the SSH
key pair list.

list SSHKeyPair * -

kps:SSHKeyPair:u
pdate

Grant the
permission to
update the
description of
SSH key pairs.

write SSHKeyPair * -

kps:SSHKeyPair:bi
nd

Grant the
permission to
bind a new SSH
key pair to a
VM.

write SSHKeyPair * -

kps::deleteFailedT
ask

Grant the
permission to
delete failed
tasks.

write - -

kps:SSHKeyPair:u
nbind

Grant the
permission to
unbind an SSH
key pair from a
VM.

write SSHKeyPair * -

kps::getFailedTas
k

Grant the
permission to
query the
information
about failed
tasks.

list - -
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Action Description Access Level Resource
Type (*
required)

Condition
Key

kps::getTask Grant the
permission to
query the
execution status
of the current
task.

list - -

kps::getRunningT
ask

Grant the
permission to
query the
information
about tasks that
are being
processed.

list - -

kps:SSHKeyPair:i
mportPrivateKey

Grant the
permission to
import a private
key to a key
pair.

write SSHKeyPair * -

kps:SSHKeyPair:e
xportPrivateKey

Grant the
permission to
export the
private key from
a key pair.

write SSHKeyPair * -

kps:SSHKeyPair:cl
earPrivateKey

Grant the
permission to
clear the private
key of a key
pair.

write SSHKeyPair * -

 

Table 5-69 Actions supported by CSMS

Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms:secret:cr
eate

Grant the
permission to
create and restore
secrets.

writ
e

secret * csms:Type

- g:EnterpriseProjectId
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Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms:secret:de
lete

Grant the
permission to
delete secrets
immediately.

writ
e

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:up
date

Grant the
permission to
update secret
metadata
information.

writ
e

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:ge
t

Grant the
permission to
query and
download secret
information.

rea
d

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:lis
t

Grant the
permission to
query all secrets
created by the
current user in the
current project.

list secret * g:EnterpriseProjectId

csms:secret:cr
eateVersion

Grants the
permission to
create a new
secret version in a
specified secret.

writ
e

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:ge
tVersion

Grants permission
to query the
version
information about
a specified secret
and its plaintext
secret values.

rea
d

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:lis
tVersion

Grants the
permission to
query the version
list of a specified
secret.

list secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 294



Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms:secret:cr
eateStage

Grant the
permission to
create secret
version status.

writ
e

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:ge
tStage

Grant the
permission to use
the secret version
status to query
version
information.

rea
d

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:up
dateStage

Grant the
permission to
update the secret
version status.

writ
e

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:de
leteStage

Grant the
permission to
delete the state of
a specified secret
version.

writ
e

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms::getSecre
tQuota

Grant the
permission to
query the secret
quota of a
specified project.

rea
d

- -

csms:secret:sc
heduleDeletio
n

Grant the
permission to
create a scheduled
secret deletion
task.

writ
e

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:re
storeSecret

Grant the
permission to
cancel a scheduled
secret deletion
task.

writ
e

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>
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Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms:secret:ro
tate

Grant the
permission to
rotate a secret.

writ
e

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:ge
tSecretsByTag

Grant the
permission to
return the secret
list through tag
filtering.

list secret * -

csms:secret:ba
tchCreateOrD
eleteTags

Grant the
permission to add
or delete secret
tags in batches.

tag
gin
g

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

csms:secret:cr
eateTag

Grant the
permission to add
secret tags.

tag
gin
g

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

csms:secret:de
leteTag

Grant the
permission to
delete secret tags.

tag
gin
g

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

- g:TagKeys

csms:secret:lis
tTags

Grant the
permission to
query secret tags.

list secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>
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Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms::listProje
ctTags

Grant the
permission to
query all secret
tag sets of a user
in a specified
project.

list - -

csms:secret:up
dateVersion

Grant the
permission to
update the validity
period of a secret
version.

writ
e

secret * ● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms::createEv
ent

Grant the
permission to
create secret
events.

writ
e

- -

csms::listEvent
s

Grant the
permission to
query all event
notifications
created by the
current user in a
project.

list - -

csms::getEven
t

Grant the
permission to
query specified
event notification
information.

rea
d

- -

csms::updateE
vent

Grant the
permission to
update the
information of a
specified event
notification.

writ
e

- -

csms::deleteEv
ent

Grant the
permission to
immediately
delete a specified
event notification.

writ
e

- -
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Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms::listNotifi
cationRecords

Grant the
permission to
query the
triggered event
notification
records.

list - -

 

DEW APIs usually support one or more actions. Table 5-70, Table 5-71, and Table
5-72 describe the actions and dependencies supported by APIs, as well as the
actions on which the API depends.

Table 5-70 Actions and dependencies supported by KMS APIs

API Action Dependent
Permission

POST /v1.0/{project_id}/kms/
create-key

kms:cmk:create -

POST /v1.0/{project_id}/kms/
list-keys

kms:cmk:list -

POST /v1.0/{project_id}/kms/
enable-key

kms:cmk:enable -

POST /v1.0/{project_id}/kms/
disable-key

kms:cmk:disable -

POST /v1.0/{project_id}/kms/
describe-key

kms:cmk:get -

POST /v1.0/{project_id}/kms/
create-datakey

kms:cmk:createDataKey -

POST /v1.0/{project_id}/kms/
create-datakey-without-
plaintext

kms:cmk:createDataKey
WithoutPlaintext

-

POST /v1.0/{project_id}/kms/
encrypt-datakey

kms:cmk:encryptDataKe
y

-

POST /v1.0/{project_id}/kms/
decrypt-datakey

kms:cmk:decryptDataKe
y

-

POST /v1.0/{project_id}/kms/
encrypt-data

kms:cmk:encryptData -

POST /v1.0/{project_id}/kms/
decrypt-data

kms:cmk:decryptData -
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API Action Dependent
Permission

POST /v1.0/{project_id}/kms/
gen-random

kms::generateRandom -

POST /v1.0/{project_id}/kms/
sign

kms:cmk:sign -

POST /v1.0/{project_id}/kms/
verify

kms:cmk:verify -

POST /v1.0/{project_id}/kms/
get-publickey

kms:cmk:getPublicKey -

GET / kms::getVersions -

GET /{version_id} kms::getVersion -

POST /v1.0/{project_id}/kms/
schedule-key-deletion

kms:cmk:scheduleKeyDe
letion

-

POST /v1.0/{project_id}/kms/
cancel-key-deletion

kms:cmk:cancelKeyDele
tion

-

GET /v1.0/{project_id}/kms/
user-instances

kms::getInstance -

GET /v1.0/{project_id}/kms/
user-quotas

kms::getQuota -

POST /v1.0/{project_id}/kms/
update-key-alias

kms:cmk:updateKeyAlia
s

-

POST /v1.0/{project_id}/kms/
update-key-description

kms:cmk:updateKeyDes
cription

-

POST /v1.0/{project_id}/kms/
create-grant

kms:cmk:createGrant -

POST /v1.0/{project_id}/kms/
list-grants

kms:cmk:listGrants -

POST /v1.0/{project_id}/kms/
list-retirable-grants

kms::listRetirableGrants -

POST /v1.0/{project_id}/kms/
retire-grant

kms:cmk:retireGrant -

POST /v1.0/{project_id}/kms/
revoke-grant

kms:cmk:revokeGrant -

POST /v1.0/{project_id}/kms/
get-parameters-for-import

kms:cmk:getMaterial -

POST /v1.0/{project_id}/kms/
import-key-material

kms:cmk:importMateria
l

-
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API Action Dependent
Permission

POST /v1.0/{project_id}/kms/
delete-imported-key-
material

kms:cmk:deleteMaterial -

POST /v1.0/{project_id}/kms/
enable-key-rotation

kms:cmk:enableRotatio
n

-

POST /v1.0/{project_id}/kms/
update-key-rotation-interval

kms:cmk:updateRotatio
n

-

POST /v1.0/{project_id}/kms/
disable-key-rotation

kms:cmk:disableRotatio
n

-

POST /v1.0/{project_id}/kms/
get-key-rotation-status

kms:cmk:getRotation -

POST /v1.0/{project_id}/
keystores

kms:keystore:create -

DELETE /v1.0/{project_id}/
keystores/{keystore_id}

kms:keystore:delete -

POST /v1.0/{project_id}/
keystores/{keystore_id}/
enable

kms:keystore:enable -

POST /v1.0/{project_id}/
keystores/{keystore_id}/
disable

kms:keystore:disable -

GET /v1.0/{project_id}/
keystores

kms:keystore:list -

GET /v1.0/{project_id}/
keystores/{keystore_id}

kms:keystore:get -

POST /v1.0/{project_id}/kms/
{key_id}/tags

kms:cmk:createTag -

POST /v1.0/{project_id}/kms/
{key_id}/tags/action

kms:cmk:createTags -

POST /v1.0/{project_id}/kms/
{resource_instances}/action

kms:cmk:listKeysByTag -

DELETE /v1.0/
{project_id}/kms/{key_id}/
tags/{key}

kms:cmk:deleteTag -

GET /v1.0/{project_id}/kms/
{key_id}/tags

kms:cmk:getTags -

GET /v1.0/{project_id}/kms/
tags

kms::listAllTags -
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Table 5-71 Actions and dependencies supported by CSMS APIs

API Action Dependencies

POST /v1/{project_id}/secrets csms:secret:crea
te

kms:cmk:createDataKey

POST /v1/{project_id}/secrets/
{secret_name}/backup

csms:secret:get ● kms:cmk:createDataK
ey

● kms:cmk:decryptData
Key

● kms:cmk:list

POST /v1/{project_id}/secrets/
restore

csms:secret:crea
te

kms:cmk:decryptDataKey

DELETE /v1/{project_id}/secrets/
{secret_name}

csms:secret:dele
te

-

PUT /v1/{project_id}/secrets/
{secret_name}

csms:secret:upd
ate

-

GET /v1/{project_id}/secrets/
{secret_name}

csms:secret:get -

GET /v1/{project_id}/secrets csms:secret:list -

POST /v1/{project_id}/secrets/
{secret_name}/versions

csms:secret:crea
teVersion

kms:cmk:createDataKey

GET /v1/{project_id}/secrets/
{secret_name}/versions/
{version_id}

csms:secret:getV
ersion

kms:cmk:decryptDataKey

GET /v1/{project_id}/secrets/
{secret_name}/versions

csms:secret:listV
ersion

-

GET /v1/{project_id}/secrets/
{secret_name}/stages/
{stage_name}

csms:secret:getS
tage

-

PUT /v1/{project_id}/secrets/
{secret_name}/stages/
{stage_name}

csms:secret:upd
ateStage

-

DELETE /v1/{project_id}/secrets/
{secret_name}/stages/
{stage_name}

csms:secret:dele
teStage

-

POST /v1/{project_id}/secrets/
{secret_name}/scheduled-deleted-
tasks/create

csms:secret:sche
duleDeletion

-
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API Action Dependencies

POST /v1/{project_id}/secrets/
{secret_name}/scheduled-deleted-
tasks/cancel

csms:secret:rest
oreSecret

-

POST /v1/{project_id}/secrets/
{secret_name}/rotate

csms:secret:rotat
e

● rds:password:update
● kms:cmk:createGrant
● kms:cmk:retireGrant

POST /v1/{project_id}/csms/
{resource_instances}/action

csms:secret:getS
ecretsByTag

-

POST /v1/{project_id}/csms/
{secret_id}/tags/action

csms:secret:batc
hCreateOrDelet
eTags

-

POST /v1/{project_id}/csms/
{secret_id}/tags

csms:secret:crea
teTag

-

DELETE /v1/{project_id}/csms/
{secret_id}/tags/{key}

csms:secret:dele
teTag

-

GET /v1/{project_id}/csms/
{secret_id}/tags

csms:secret:listT
ags

-

GET /v1/{project_id}/csms/tags csms::listProject
Tags

-

PUT /v1/{project_id}/secrets/
{secret_name}/versions/
{version_id}

csms:secret:upd
ateVersion

-

POST /v1/{project_id}/csms/
events

csms::createEve
nt

-

GET /v1/{project_id}/csms/events csms::listEvents -

GET /v1/{project_id}/csms/events/
{event_name}

csms::getEvent -

PUT /v1/{project_id}/csms/events/
{event_name}

csms::updateEve
nt

-

DELETE /v1/{project_id}/csms/
events/{event_name}

csms::deleteEve
nt

-

GET /v1/{project_id}/csms/
notification-records

csms::listNotifica
tionRecords

-
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Table 5-72 Actions and dependencies supported by KPS APIs

API Action Dependencies

POST /v3/{project_id}/
keypairs

kps:SSHKeyPair:create ● kms:cmk:createDataK
ey

● kms:cmk:list

DELETE /v3/{project_id}/
keypairs/{keypair_name}

kps:SSHKeyPair:delete -

GET /v3/{project_id}/
keypairs/{keypair_name}

kps:SSHKeyPair:get -

GET /v3/{project_id}/
keypairs

kps:SSHKeyPair:list -

PUT /v3/{project_id}/
keypairs/{keypair_name}

kps:SSHKeyPair:update -

POST /v3/{project_id}/
keypairs/associate

kps:SSHKeyPair:bind ● ecs:cloudServers:creat
eServers

● ecs:cloudServers:delet
eServers

● ecs:cloudServers:show
Server

● ecs:cloudServers:attac
h

● ecs:cloudServers:listSe
rverBlockDevices

● ecs:cloudServers:show
ServerBlockDevice

● ecs:cloudServers:detac
hVolume

● ecs:cloudServers:listSe
rverInterfaces

● ecs:cloudServers:listSe
rversDetails

● ecs:cloudServerFlavors
:get

● ecs:cloudServerQuota
s:get

● evs:types:get
● evs:volumes:use
● ims:images:get
● vpc:subnets:list

DELETE /v3/{project_id}/
failed-tasks

kps::deleteFailedTask -
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API Action Dependencies

DELETE /v3/{project_id}/
failed-tasks/{task_id}

kps::deleteFailedTask -

POST /v3/{project_id}/
keypairs/disassociate

kps:SSHKeyPair:unbind ● ecs:cloudServers:creat
eServers

● ecs:cloudServers:delet
eServers

● ecs:cloudServers:show
Server

● ecs:cloudServers:attac
h

● ecs:cloudServers:listSe
rverBlockDevices

● ecs:cloudServers:show
ServerBlockDevice

● ecs:cloudServers:detac
hVolume

● ecs:cloudServers:listSe
rverInterfaces

● ecs:cloudServers:listSe
rversDetails

● ecs:cloudServerFlavors
:get

● ecs:cloudServerQuota
s:get

● evs:types:get
● evs:volumes:use
● ims:images:get
● vpc:subnets:list

GET /v3/{project_id}/
failed-tasks

kps::getFailedTask -

GET /v3/{project_id}/
tasks/{task_id}

kps::getTask -

GET /v3/{project_id}/
running-tasks

kps::getRunningTask -

POST /v3/{project_id}/
keypairs/private-key/
import

kps:SSHKeyPair:importPri
vateKey

● kms:cmk:createDataK
ey

● kms:cmk:list

POST /v3/{project_id}/
keypairs/private-key/
export

kps:SSHKeyPair:exportPri
vateKey

kms:cmk:decryptDataKey
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API Action Dependencies

POST /v3/{project_id}/
keypairs/batch-associate

kps:SSHKeyPair:bind ● ecs:cloudServers:creat
eServers

● ecs:cloudServers:delet
eServers

● ecs:cloudServers:show
Server

● ecs:cloudServers:attac
h

● ecs:cloudServers:listSe
rverBlockDevices

● ecs:cloudServers:show
ServerBlockDevice

● ecs:cloudServers:detac
hVolume

● ecs:cloudServers:listSe
rverInterfaces

● ecs:cloudServers:listSe
rversDetails

● ecs:cloudServerFlavors
:get

● ecs:cloudServerQuota
s:get

● evs:types:get
● evs:volumes:use
● ims:images:get
● vpc:subnets:list

DELETE /v3/{project_id}/
keypairs/
{keypair_name}/private-
key

kps:SSHKeyPair:clearPriv
ateKey

-

 

Resources
A resource type indicates the resources that an SCP policy applies to. Some actions
describes in Table 5-73 can be restricted to specific resources. If you specify a
resource URN in an SCP statement, the SCPs only applies to the specified
resources. If no resource URN is specified, the value of Resource will be * by
default, and the SCP will apply to all resources. You can also set conditions in an
SCP to specify the resource type.

The following table lists the resource types that you can define in SCP statements
for DEW.
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Table 5-73 Resource types supported by DEW

Resource Type URN

cmk kms:<region>:<account-id>:cmk:<cmk-id>

keystore kms:<region>:<account-id>:keystore:<keystore-
id>

secret csms:<region>:<account-id>:secret:<secret-name>

SSHKeyPair kps:<region>:<account-id>:SSHKeyPair:<keypair-
name>

 

Conditions
A Condition element lets you specify the conditions for an SCP to take effect. It
contains condition keys and operators.

● The condition key you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, DEW:) apply only to operations of
the corresponding service. For details, see Table 5-74.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For details about the supported condition operators, see
Condition operators.

The following table lists the condition keys that you can define in SCPs for DEW.
You can use the condition keys to set conditions for detailed SCP statements.

NO TE

KPS does not support service-level condition keys in identity policies.
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Table 5-74 Service-specific condition keys supported by DEW

Service-specific
Condition Key

Type Singl
e-
value
d/
Multi
value
d

Description

kms:EncryptionA
lgorithm

string Single
-
value
d

Search for the encryption and decryption
operations based on the value of
encryption and decryption algorithms in
the request.

kms:GranteePrin
cipalType

string Single
-
value
d

Search for the CreateGrant operations
based on the authorization subject type in
the request.

kms:GrantOpera
tions

string Multi
value
d

Search for the CreateGrant operations
based on the operations that need to be
authorized.

kms:GranteePrin
cipal

string Single
-
value
d

Search for the CreateGrant operations
based on the authorized subjects in the
authorization.

kms:KeyOrigin string Single
-
value
d

Search for the API operations based on the
origin attribute of the created or used
KMS key.

kms:KeySpec string Single
-
value
d

Search for the API operations based on the
key_spec attribute of the created or used
KMS key.

kms:KeyUsage string Single
-
value
d

Search for the API operations based on the
key_usage attribute of the created or used
KMS key.

kms:MessageTy
pe

string Single
-
value
d

Search for the signing and signature
verification operations based on the value
of message_type in the request.

kms:RetiringPrin
cipal

string Single
-
value
d

Search for the CreateGrant operations
based on value of retiring_principal in the
grant.
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Service-specific
Condition Key

Type Singl
e-
value
d/
Multi
value
d

Description

kms:SigningAlgo
rithm

string Single
-
value
d

Search for the signing and verification
operations based on the value of
signing_algorithm in the request.

kms:ExpirationTi
me

date Single
-
value
d

Search for the ImportKeyMaterial
operations based on the value of
expiration_time in the request.

kms:WrappingAl
gorithm

string Single
-
value
d

Search for the CreateParametersForImport
operations based on the value of
wrapping_algorithm in the request.

kms:RecipientAt
testation

string Single
-
value
d

Search for the CreateDatakey,
DecryptData, DecryptDatakey, and
CreateRandom operations based on the
value of platform configuration register
(PCR) of the proof document in the
request.

kms:MacAlgorit
hm

string Single
-
value
d

Search for the message authentication
code generation or verification operations
based on the value of mac_algorithm in
the request.

csms:Type string Single
-
value
d

Search for access permissions by secret
type.

 

5.10.7.3 Host Security Service (HSS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permission boundary for the principal. When SCPs are attached to an OU or a
member account, the SCPs do not directly grant permissions to that OU or
member account. Instead, the SCPs only determine what permissions are available
for that member account or those member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.
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For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● Access Level indicates how the action is classified. The value can be list, read,
or write. This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the resource
URN in the Resource element of your statements.

– Required resources are marked with asterisks (*) in the table.
For details about the resource types defined by HSS, see Resource.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

only takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by HSS, see Conditions.

The following table lists the actions that you can define in SCP statements for
HSS.

Table 5-75 Actions supported by HSS

Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:host:addHosts
Group

Grants permission
to create a server
group.

write host * g:EnterpriseProjec
tId

hss:ars:addPWLPol
icyHost

Grants permission
to add servers to
a whitelist policy.

write host * g:EnterpriseProjec
tId

hss:rasp:addRaspP
olicy

Grants permission
to add protection
policies.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:safetyReport:a
ddSecurityReport

Grants permission
to create or copy
new reports.

write - g:EnterpriseProjec
tId

hss:wtp:addTimin
gOffConfigInfo

Grants permission
to add the
configuration of
scheduled
protection
disabling.

write host * g:EnterpriseProjec
tId

hss:wtp:addWtpH
ostProtectDirInfo

Grants permission
to add protected
directories.

write host * g:EnterpriseProjec
tId

hss:wtp:addWtpPr
ivilegedProcessIn-
fo

Grants permission
to add privileged
processes.

write host * g:EnterpriseProjec
tId

hss:setting:change
AutoKillVirusSta-
tus

Grants permission
to enable or
disable automatic
program isolation
and killing.

write - g:EnterpriseProjec
tId

hss:event:changeB
lockedIp

Grants
permissions for
unblocking.

write host * g:EnterpriseProjec
tId

hss:setting:change
MalwareCollectSt
atus

Grants permission
to enable or
disable the
sample collection
for malware cloud
scans.

write - g:EnterpriseProjec
tId

hss:ars:changePW
LPolicy

Grants permission
to modify
whitelist policies.

write - g:EnterpriseProjec
tId

hss:ars:changePW
LPolicyProcessSta-
tus

Grants permission
to mark the
whitelist policy
identification
processes.

write - g:EnterpriseProjec
tId

hss:safetyReport:c
hangeSecurityRe-
port

Grants permission
to modify reports.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:ars:createPWL
Policy

Grants permission
to create whitelist
policies.

write host * -

- g:EnterpriseProjec
tId

hss:ars:deletePWL
Policy

Grants permission
to delete whitelist
policies.

write - g:EnterpriseProjec
tId

hss:ars:deletePWL
PolicyHost

Grants permission
to delete servers
from a whitelist
policy.

write host * g:EnterpriseProjec
tId

hss:antiransomwa
re:deleteRansomw
areDuplicationInfo

Grants permission
to delete backup
copies.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:deleteRansomw
areProtectionPoli-
cy

Grants permission
to delete
protection
policies.

write - g:EnterpriseProjec
tId

hss:rasp:deleteRas
pPolicy

Grants permission
to delete
protection
policies.

write - g:EnterpriseProjec
tId

hss:safetyReport:d
eleteSecurityRe-
port

Grants permission
to delete reports.

write - g:EnterpriseProjec
tId

hss:wtp:deleteTimi
ngOffConfigInfo

Grants permission
to delete the
configuration of
scheduled
protection
disabling.

write host * g:EnterpriseProjec
tId

hss:wtp:deleteWtp
BackupHostInfo

Grants permission
to delete the
remote backup
server.

write host * g:EnterpriseProjec
tId

hss:wtp:deleteWtp
HostProtectDirIn-
fo

Grants permission
to delete
protected
directories.

write host * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:wtp:deleteWtp
PrivilegedProces-
sInfo

Grants permission
to delete
privileged
processes.

write host * g:EnterpriseProjec
tId

hss:setting:getAge
ntInstallScript

Grants permission
to query the
agent installation
script.

read - g:EnterpriseProjec
tId

hss:setting:getAlar
mConfig

Grants permission
to query alarm
configurations.

read - g:EnterpriseProjec
tId

hss:rasp:getAppRa
spSwitchStatus

Grants permission
to query
application
protection status
(enabled or
disabled).

read host * g:EnterpriseProjec
tId

hss:setting:getAut
oKillVirusStatus

Grants permission
to query the
automatic
isolation and
killing status of
programs.

read - g:EnterpriseProjec
tId

hss:container:getC
ontainerNodeSta-
tistics

Grants permission
to query container
node protection
overview
statistics.

read - g:EnterpriseProjec
tId

hss:keyfile:getFileS
tatistic

Grants permission
to obtain server
file statistics.

read - g:EnterpriseProjec
tId

hss:setting:getMal
wareCollectStatus

Grants permission
to query the
status of the
sample collection
configuration
switch for
malware cloud
scans.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:setting:getMal
wareReminders

Grants permission
to obtain prompt
information
configurations.

read - g:EnterpriseProjec
tId

hss:securitycheck:
getManualSecuri-
tyCheckStatus

Grants permission
to query the
status and
progress of
manual health
checks.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewAssetGrou
psStatistics

Grants permission
to obtain business
group distribution
statistics and
identify regular,
important, and
core assets.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewAssetOsSt
atistics

Grants permission
to obtain OS
distribution
statistics.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewAssetSta-
tistics

Grants permission
to obtain asset
statistics,
including servers,
containers, and
images.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewAttckMitre

Grants permission
to investigate
responses
(ATT&CK attack
path matrix).

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewDefenseS-
tatistics

Grants permission
to obtain
proactive defense
statistics.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewProtection
StatusStatistics

Grants permission
to query the
protection status
of the current
cloud loads.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:overview:getO
verviewQuotaSta-
tistics

Grants permission
to obtain server
security statistics.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewRiskLists

Grants permission
to query the risk
list.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewRiskMana-
geStatistics

Grants permission
to obtain risk
management
information,
including risk
trends and type
statistics.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewRiskScore

Grants permission
to query risk
scores.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewRiskStatis-
tics

Grants permission
to query risk
statistics, security
risks, security
alarms, and
proactive defense.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewTrialsSta-
tistics

Grants permission
to try server risk
statistics.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:getRansomwar
eBackupInfoByBac
kupId

Grants permission
to query specified
backup
information.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:getRansomwar
eHSSBackupPolicy
Info

Grants permission
to query backup
policy
information.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:getRansomwar
eBackupStatistics

Grants permission
to query backup
statistics.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:getRansomwar
eProtectionStatis-
tics

Grants permission
to query
protection
statistics.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:antiransomwa
re:getRansomwar
eVaultInfo

Grants permission
to query backup
vault information.

read - g:EnterpriseProjec
tId

hss:rasp:getRaspP
olicyDetail

Grants permission
to query
protection policy
details.

read - g:EnterpriseProjec
tId

hss:rasp:getRaspPr
otectStatistics

Grants permission
to obtain
protection data
statistics.

read - g:EnterpriseProjec
tId

hss:wtp:getRaspS
witchStatus

Grants permission
to query whether
the dynamic WTP
is enabled.

read host * g:EnterpriseProjec
tId

hss:securitycheck:
getSecurityCheck-
Config

Grants permission
to query security
check schedules.

read - g:EnterpriseProjec
tId

hss:securitycheck:
getSecurityCheck-
HostReport

Grants permission
to query the
security check
report of a
specified server.

read host * g:EnterpriseProjec
tId

hss:securitycheck:
getSecurityCheck-
Overview

Grants permission
to query the
security check
overview.

read - g:EnterpriseProjec
tId

hss:securitycheck:
getSecurityCheck-
Statistic

Grants permission
to query security
check statistics.

read - g:EnterpriseProjec
tId

hss:safetyReport:g
etSecurityReport

Grants permission
to query the
content of the
security report.

read - g:EnterpriseProjec
tId

hss:safetyReport:g
etSecurityReport-
Subscription

Grants permission
to query the
content of a
report
subscription.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:wtp:getTiming
OffStatusInfo

Grants permission
to query whether
a protection
configuration is in
the scheduled
disabling list.

read host * g:EnterpriseProjec
tId

hss:wtp:getWtpDa
shboardProtectSta
tistics

Grants permission
to query
protection
statistics.

read - g:EnterpriseProjec
tId

hss:wtp:getWtpDir
ectory

Grants permission
to query the
Tomcat bin
directory for
dynamic WTP.

read host * g:EnterpriseProjec
tId

hss:wtp:getWtpDir
ectoryMonitorOn-
lyStatus

Grants permission
to query the
status of the
monitoring-only
switch.

read host * g:EnterpriseProjec
tId

hss:wtp:getWtpPri
vilegedProcesse-
sChildStatus

Grants permission
to display the
trust status of
privileged
subprocesses.

read host * g:EnterpriseProjec
tId

hss:wtp:getWtpRe
moteBackupHostI
nfo

Grants permission
to query
information about
the remote
backup server.

read host * g:EnterpriseProjec
tId

hss:setting:listAge
ntVersion

Grants permission
to query agent
versions.

list - g:EnterpriseProjec
tId

hss:container:listC
ontainerNodes

Grants permission
to query the
container node
list.

list - g:EnterpriseProjec
tId

hss:keyfile:listFileE
vents

Grants permission
to obtain the list
of changed files.

list - g:EnterpriseProjec
tId
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Resour
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d)

Condition Key

hss:keyfile:listFile
HostEventDetails

Grants permission
to obtain details
about change files
on a server.

list host * g:EnterpriseProjec
tId

hss:keyfile:listFile
Hosts

Grants permission
to obtain the ECS
change list.

list - g:EnterpriseProjec
tId

hss:host:listHostGr
oups

Grants permission
to query the
server group list.

list - g:EnterpriseProjec
tId

hss:setting:listLogi
nCommonIp

Grants permission
to query common
login IP addresses.

list - g:EnterpriseProjec
tId

hss:setting:listLogi
nCommonLocatio
n

Grants permission
to query common
login locations.

list - g:EnterpriseProjec
tId

hss:setting:listLogi
nWhiteIp

Grants permission
to query the login
IP address
whitelist.

list - g:EnterpriseProjec
tId

hss:policy:listPolic
yGroup

Grants permission
to query the
policy group list.

list - g:EnterpriseProjec
tId

hss:asset:listPortH
ost

Grants permission
to query asset
fingerprints - port
- server list.

list - g:EnterpriseProjec
tId

hss:asset:listProces
sesHost

Grants permission
to query asset
fingerprints -
process - server
list.

list - g:EnterpriseProjec
tId

hss:ars:listPWLEve
nt

Grants permission
to query process
whitelist events.

list - g:EnterpriseProjec
tId

hss:ars:listPwlPolic
y

Grants permission
to query the
process whitelist
policy list.

list - g:EnterpriseProjec
tId
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Resour
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Condition Key

hss:ars:listPwlPolic
yHost

Grants permission
to query the
servers associated
with a process
whitelist policy.

list - g:EnterpriseProjec
tId

hss:ars:listPwlPolic
yProcess

Grants permission
to query the
process whitelist
policy
identification
processes.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
BackedupByHostI
d

Grants permission
to query the
vulnerability list.

list host * g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
OperationLogsBy-
VaultName

Grants permission
to query the
backup and
restoration task
list.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
ProtectionOptio-
nalServer

Grants permission
to query the
servers under
ransomware
protection.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
ProtectionPolicy

Grants permission
to query
protection
policies.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
ProtectionServer

Grants permission
to query servers
protected against
ransomware.

list - g:EnterpriseProjec
tId

hss:rasp:listRaspC
heckFeatureRule

Grants permission
to query detection
rules.

list - g:EnterpriseProjec
tId

hss:rasp:listRaspEv
ents

Grants permission
to query
application
protection events.

list - g:EnterpriseProjec
tId
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ce Type
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hss:rasp:listRaspPo
licies

Grants permission
to query
protection
policies.

list - g:EnterpriseProjec
tId

hss:rasp:listRaspPr
otectionServers

Grants permission
to query
protected servers.

list - g:EnterpriseProjec
tId

hss:securitycheck:l
istSecurityCheck-
HostReportHistory

Grants permission
to query historical
security check
reports of a
specified server.

list host * g:EnterpriseProjec
tId

hss:securitycheck:l
istSecurityCheck-
HostResult

Grants permission
to query the
security check
results of servers.

list - g:EnterpriseProjec
tId

hss:safetyReport:li
stSecurityReport

Grants permission
to query the list
on the report
overview page.

list - g:EnterpriseProjec
tId

hss:safetyReport:li
stSecurityRepor-
tHistoryPeriod

Grants permission
to query the
statistical period
list of historical
reports.

list - g:EnterpriseProjec
tId

hss:safetyReport:li
stSecurityReport-
SendingRecord

Grants permission
to query report
sending records.

list - g:EnterpriseProjec
tId

hss:wtp:listTiming
OffConfigInfo

Grants permission
to query the
scheduled
disabling list.

list host * g:EnterpriseProjec
tId

hss:setting:listTwo
FactorLoginHost

Grants permission
to query the list
of servers with
2FA enabled.

list - g:EnterpriseProjec
tId

hss:wtp:listWtpBa
ckupHostsInfo

Grants permission
to query the
remote backup
server.

list - g:EnterpriseProjec
tId
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hss:wtp:listWtpHo
stProtectDirInfo

Grants permission
to query
protected
directories.

list host * g:EnterpriseProjec
tId

hss:wtp:listWtpHo
stProtectHistor-
yInfo

Grants permission
to query the static
WTP status of the
server.

list - g:EnterpriseProjec
tId

hss:wtp:listWtpHo
stRaspProtectHis-
toryInfo

Grants permission
to query the
dynamic WTP
status of the
server.

list - g:EnterpriseProjec
tId

hss:wtp:listWtpPri
vilegedProcesse-
sInfo

Grants permission
to query
privileged process
configurations.

list host * g:EnterpriseProjec
tId

hss:wtp:listWtpPro
tectHost

Grants permission
to query the
protection list.

list - g:EnterpriseProjec
tId

hss:setting:modify
LoginCommonIp

Grants permission
to add, edit, or
delete common
login IP addresses.

write host * g:EnterpriseProjec
tId

hss:setting:modify
LoginCommonLoc
ation

Grants permission
to add, edit, or
delete common
login locations.

write host * g:EnterpriseProjec
tId

hss:setting:modify
LoginWhiteIp

Grants permission
to add, edit, or
delete the login IP
address whitelist.

write host * g:EnterpriseProjec
tId

hss:ars:operatePW
LEvent

Grants permission
to handle events.

write - g:EnterpriseProjec
tId

hss:ars:relearnPW
LPolicy

Grants permission
to relearn
whitelist policies.

write host * g:EnterpriseProjec
tId
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hss:overview:reset
OverviewRiskScor
e

Grants permission
to reset risk scores
and perform
health checks
again.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:restoreRansom
wareDuplicationIn
fo

Grants permission
to back up and
restore data.

write - g:EnterpriseProjec
tId

hss:safetyReport:s
endSecurityReport

Grants permission
to send security
reports.

write - g:EnterpriseProjec
tId

hss:setting:setAlar
mConfig

Grants permission
to configure
prompt
information.

write - g:EnterpriseProjec
tId

hss:setting:setMal
wareReminders

Grants permission
to configure
prompt
information.

write - g:EnterpriseProjec
tId

hss:wtp:setRemot
eWtpBackupInfo

Grants permission
to enable or
disable remote
backup.

write host * g:EnterpriseProjec
tId

hss:wtp:setTiming
OffSwitchInfo

Grants permission
to set the status
of the scheduled
protection
disabling.

write host * g:EnterpriseProjec
tId

hss:setting:setTwo
FactorLoginConfig

Grants permission
to configure 2FA
login.

write host * g:EnterpriseProjec
tId

hss:wtp:setWtpDir
ectoryMonitorOn-
lyStatus

Grants permission
to configure the
monitoring-only
switch.

write host * g:EnterpriseProjec
tId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 321



Action Description Access
Level

Resour
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hss:wtp:setWtpPri
vilegedProcesse-
sChildStatus

Grants permission
to set the trust
status of
privileged
subprocesses.

write host * g:EnterpriseProjec
tId

hss:wtp:setWtpPro
tectionStatusInfo

Grants permission
to enable or
disable WTP.

write host * g:EnterpriseProjec
tId

hss:wtp:setWtpPro
tectSwitch

Grants permission
to enable or
disable dynamic
WTP.

write host * g:EnterpriseProjec
tId

hss:wtp:setWtpSch
eduledProtection-
DateOffConfigInfo

Grants permission
to configure the
frequency and
period for
automatically
disabling
protection.

write host * g:EnterpriseProjec
tId

hss:securitycheck:s
tartManualSecuri-
tyCheck

Grants permission
to start a manual
health check.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:startRansomwa
reBackupSingle

Grants permission
to enable the
backup function
for a single server.

write host * g:EnterpriseProjec
tId

hss:antiransomwa
re:startRansomwa
reProtection

Grants permission
to enable
ransomware
protection.

write host * g:EnterpriseProjec
tId

hss:antiransomwa
re:startRansomwa
reProtectionSingle

Grants permission
to enable
ransomware
protection for a
single server.

write host * g:EnterpriseProjec
tId

hss:securitycheck:s
topManualSecuri-
tyCheck

Grants permission
to cancel a
manual health
check.

write - g:EnterpriseProjec
tId
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hss:antiransomwa
re:stopRansomwar
eProtection

Grants permission
to disable
ransomware
protection.

write host * g:EnterpriseProjec
tId

hss:container:swit
chContainerProtec
tStatus

Grants permission
to switch the
protection status.

write host * g:EnterpriseProjec
tId

hss:ars:switchPWL
PolicyHost

Grants permission
to enable or
disable a server
whitelist policy.

write host * g:EnterpriseProjec
tId

hss:rasp:switchRas
p

Grants permission
to enable or
disable
application
protection.

write host * g:EnterpriseProjec
tId

hss:safetyReport:s
witchSecurityRe-
portStatus

Grants permission
to enable or
disable security
reports.

write - g:EnterpriseProjec
tId

hss:wtp:switchWtp
HostProtectDirIn-
fo

Grants permission
to enable or
disable directory
protection.

write host * g:EnterpriseProjec
tId

hss:host:uninstallA
gents

Grants permission
to uninstall the
agent.

write host * g:EnterpriseProjec
tId

hss:setting:update
AlarmConfig

Grants permission
to configure
alarm
configurations.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:updateRansom
wareBackupPolicy
Info

Grants permission
to modify backup
policies.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:updateRansom
wareProtectionPo-
licy

Grants permission
to modify
protection
policies.

write - g:EnterpriseProjec
tId
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hss:rasp:updateRa
spPolicy

Grants permission
to modify
protection
policies.

write - g:EnterpriseProjec
tId

hss:securitycheck:
updateSecurityCh
eckConfig

Grants permission
to modify security
check schedules.

write - g:EnterpriseProjec
tId

hss:wtp:updateTi
mingOffConfigIn-
fo

Grants permission
to modify the
configuration of
scheduled
protection
disabling.

write host * g:EnterpriseProjec
tId

hss:wtp:updateWt
pBackupHostInfo

Grants permission
to add or modify
a remote backup
server.

write host * g:EnterpriseProjec
tId

hss:wtp:updateWt
pDirectoryInfo

Grants permission
to modify the
Tomcat bin
directory of
dynamic WTP.

write host * g:EnterpriseProjec
tId

hss:wtp:updateWt
pHostProtectDir-
Info

Grants permission
to modify
protected
directories.

write host * g:EnterpriseProjec
tId

hss:wtp:updateWt
pPrivilegedProces-
sInfo

Grants permission
to modify
privileged
processes.

write host * g:EnterpriseProjec
tId

hss:asset:addValu
esLevel

Grants permission
to configure asset
management -
server
management -
asset importance.

write host * g:EnterpriseProjec
tId

hss:asset:batchMo
difyPortStatus

Grants permission
to change port
status.

write host * g:EnterpriseProjec
tId
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hss:asset:deleteTo
olConditionHisto-
ry

Grants permission
to clear the
search records of
tools (operation
tool).

write - g:EnterpriseProjec
tId

hss:asset:executeT
ool

Grants permission
to perform search
with tools
(operation tools).

write - g:EnterpriseProjec
tId

hss:asset:getAccou
ntTop

Grants permission
to obtain asset
management -
overview - top
accounts.

read - g:EnterpriseProjec
tId

hss:asset:getAgent
StatisticsStatus

Grants permission
to obtain asset
management -
overview - asset
status - server
agent status.

read - g:EnterpriseProjec
tId

hss:asset:getAsset
Statistic

Grants permission
to obtain asset
statistics,
including
accounts, ports,
and processes.

read - g:EnterpriseProjec
tId

hss:asset:getAsset
Type

Grants permission
to obtain asset
management -
overview - asset
status - asset
distribution.

read - g:EnterpriseProjec
tId

hss:asset:getAutoL
aunchTop

Grants permission
to obtain asset
management -
overview - top
auto-started
items.

read - g:EnterpriseProjec
tId

hss:asset:getCom
monPort

Grants permission
to display details
about a port.

read - g:EnterpriseProjec
tId
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hss:asset:getConta
inerProtectionSta-
tus

Grants permission
to obtain asset
management -
overview - asset
status - container
protection status.

read - g:EnterpriseProjec
tId

hss:asset:getCoreC
onfFileTop

Grants permission
to obtain asset
management -
overview - top key
configurations.

read - g:EnterpriseProjec
tId

hss:asset:getEnvir
onmentTop

Grants permission
to obtain asset
management -
overview - top
environment
variables.

read - g:EnterpriseProjec
tId

hss:asset:getHost
AssetManualColle
ctStatus

Grants permission
to obtain the
status of the API
for immediately
collecting the
asset fingerprints
of a server.

read host * g:EnterpriseProjec
tId

hss:asset:getHostP
rotectionStatus

Grants permission
to obtain asset
management -
overview - asset
status - agent
status.

read - g:EnterpriseProjec
tId

hss:asset:getJarPa
ckageTop

Grants permission
to obtain asset
management -
overview - top
JAR packages.

read - g:EnterpriseProjec
tId

hss:asset:getKerne
lModuleTop

Grants permission
to obtain asset
management -
overview - top
kernel modules.

read - g:EnterpriseProjec
tId
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hss:asset:getOsSta
tisticsInfo

Grants permission
to obtain asset
management -
overview - asset
status - OS
statistics.

read - g:EnterpriseProjec
tId

hss:asset:getPorce
ssTop

Grants permission
to obtain asset
management -
overview - top
processes.

read - g:EnterpriseProjec
tId

hss:asset:getPortT
op

Grants permission
to obtain asset
management -
overview - top
ports.

read - g:EnterpriseProjec
tId

hss:asset:getQuot
aStatisticsInfo

Grants permission
to obtain asset
management -
overview - asset
status - protection
quota statistics.

read - g:EnterpriseProjec
tId

hss:asset:getSoftw
areTop

Grants permission
to obtain asset
management -
overview - top
software.

read - g:EnterpriseProjec
tId

hss:asset:getWebA
ppAndServiceTop

Grants permission
to obtain asset
management -
overview - top
web apps and
services.

read - g:EnterpriseProjec
tId

hss:asset:getWebA
ppTop

Grants permission
to obtain asset
management -
overview - top
web applications.

read - g:EnterpriseProjec
tId
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hss:asset:getWebF
rameworkTop

Grants permission
to obtain asset
management -
overview - top
web frameworks.

read - g:EnterpriseProjec
tId

hss:asset:getWebS
erviceTop

Grants permission
to obtain asset
management -
overview - top
web services.

read - g:EnterpriseProjec
tId

hss:asset:getWebS
iteTop

Grants permission
to obtain asset
management -
overview - top
websites.

read - g:EnterpriseProjec
tId

hss:asset:listAppC
hangeHistories

Grants permission
to obtain asset
fingerprints –
software
information –
operation history.

list - g:EnterpriseProjec
tId

hss:asset:listApps Grants permission
to obtain asset
fingerprints of a
single server –
software.

list - g:EnterpriseProjec
tId

hss:asset:listAppSt
atistics

Grants permission
to obtain asset
fingerprints –
software
information.

list - g:EnterpriseProjec
tId

hss:asset:listAutoL
aunchChangeHist
ories

Grants permission
to obtain asset
fingerprints -
auto-started
items - change
history.

list - g:EnterpriseProjec
tId

hss:asset:listAutoL
aunchs

Grants permission
to obtain asset
fingerprints of a
server - auto-
started items.

list - g:EnterpriseProjec
tId
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hss:asset:listAutoL
aunchStatistics

Grants permission
to obtain asset
fingerprints -
auto-start items.

list - g:EnterpriseProjec
tId

hss:asset:listCoreC
onfFileHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
key configuration
files.

list - g:EnterpriseProjec
tId

hss:asset:listCoreC
onfFileInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
key
configurations.

list host * g:EnterpriseProjec
tId

hss:asset:listCoreC
onfFileStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- key
configuration file
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listEnviro
nmentHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
key environment
variables (on the
right of asset
fingerprints).

list - g:EnterpriseProjec
tId
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hss:asset:listEnviro
nmentInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
environment
variables.

list host * g:EnterpriseProjec
tId

hss:asset:listEnviro
nmentStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- environment
variable file
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listJarPac
kageHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
JAR packages.

list - g:EnterpriseProjec
tId

hss:asset:listJarPac
kageInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
JAR packages.

list host * g:EnterpriseProjec
tId

hss:asset:listJarPac
kageStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- JAR package
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listKernel
ModuleHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
kernel modules.

list - g:EnterpriseProjec
tId
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hss:asset:listKernel
ModuleInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
kernel modules.

list host * g:EnterpriseProjec
tId

hss:asset:listKernel
ModuleStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- kernel module
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listPorts Grants permission
to obtain single-
server asset
fingerprint (open
port information).

list host * g:EnterpriseProjec
tId

hss:asset:listPortSt
atistics

Grants permission
to obtain asset
fingerprints (open
port information).

list - g:EnterpriseProjec
tId

hss:asset:listProces
ses

Grants permission
to obtain the
process list.

list host * g:EnterpriseProjec
tId

hss:asset:listProces
sStatistics

Grants permission
to obtain asset
fingerprints
(process
information).

list - g:EnterpriseProjec
tId

hss:asset:listResult Grants permission
to obtain
execution results
(operation tools).

list - g:EnterpriseProjec
tId

hss:asset:listTool Grants permission
to obtain the tool
list (operation
tools).

list - g:EnterpriseProjec
tId
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hss:asset:listToolC
onditionHistory

Grants permission
to obtain the
search records of
tools (operation
tools).

list - g:EnterpriseProjec
tId

hss:asset:listUserC
hangeHistories

Grants permission
to obtain the
account change
history.

list - g:EnterpriseProjec
tId

hss:asset:listUserG
roup

Grants permission
to obtain the user
group list.

list - g:EnterpriseProjec
tId

hss:asset:listUsers Grants permission
to obtain the
account list of
assets.

list - g:EnterpriseProjec
tId

hss:asset:listUserS
tatistics

Grants permission
to obtain asset
fingerprints -
software
information.

list - g:EnterpriseProjec
tId

hss:asset:listWebA
ppAndServices

Grants permission
to obtain asset
management -
asset fingerprints
- web app and
service assets on
the right.

list - g:EnterpriseProjec
tId

hss:asset:listWebA
ppAndServiceSta-
tistics

Grants permission
to obtain asset
management -
asset fingerprints
- web app and
service navigation
tree on the left.

list - g:EnterpriseProjec
tId

hss:asset:listWebA
ppHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
web applications.

list - g:EnterpriseProjec
tId
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hss:asset:listWebA
ppInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
web applications.

list host * g:EnterpriseProjec
tId

hss:asset:listWebA
ppStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- web application
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listWebF
rameworkHostInf
o

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
web frameworks.

list - g:EnterpriseProjec
tId

hss:asset:listWebF
rameworkInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
web frameworks.

list host * g:EnterpriseProjec
tId

hss:asset:listWebF
rameworkStatistic
s

Grants permission
to obtain asset
management -
asset fingerprints
- web framework
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listWebS
erviceHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
web servers.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:asset:listWebS
erviceInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
web services.

list host * g:EnterpriseProjec
tId

hss:asset:listWebS
erviceStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- web services
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listWebSi
teHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
websites.

list - g:EnterpriseProjec
tId

hss:asset:listWebSi
teInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
websites.

list host * g:EnterpriseProjec
tId

hss:asset:listWebSi
teStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- website
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:runHost
AssetManualColle
ct

Grants permission
to immediately
collect the asset
fingerprints of a
server.

write host * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:baseline:addSe
curityCheckPoli-
cyGroup

Grants permission
to create a
configuration
detection policy.

write - g:EnterpriseProjec
tId

hss:baseline:chang
eCheckRuleState

Grants permission
to ignore,
unignore, repair,
and verify failed
configuration
check items.

write baselin
e *

g:EnterpriseProjec
tId

hss:baseline:delete
SecurityCheckPoli-
cyGroup

Grants permission
to delete a
specified
configuration
detection policy.

write - g:EnterpriseProjec
tId

hss:baseline:expor
tSecurityCheckRe-
port

Grants permission
to export the
configuration
detection report.

list - g:EnterpriseProjec
tId

hss:baseline:getBa
selineOverview

Grants permission
to query baseline
check statistics.

read - g:EnterpriseProjec
tId

hss:baseline:getBa
selineScanStatus

Grants permission
to query the
progress of a
baseline check
task.

read - g:EnterpriseProjec
tId

hss:baseline:getBa
selineStatistic

Grants permission
to query baseline
check statistics,
including weak
passwords,
password
complexity, and
configuration
detection.

read - g:EnterpriseProjec
tId

hss:baseline:getCh
eckRuleDetail

Grants permission
to query the
check report of a
configuration
check item.

read baselin
e *

g:EnterpriseProjec
tId
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Level

Resour
ce Type
(*
require
d)

Condition Key

hss:baseline:getCh
eckRuleFixFailDe-
tail

Grants permission
to query the
cause of the
check item repair
failure.

read baselin
e *

g:EnterpriseProjec
tId

hss:baseline:getDe
faultSecurityChec
kPolicy

Grants permission
to query the
default baseline
of a configuration
detection policy.

read - g:EnterpriseProjec
tId

hss:baseline:getDe
faultSecurityChec
kPolicyDetails

Grants permission
to query detailed
baseline check
items.

read - g:EnterpriseProjec
tId

hss:baseline:getRis
kConfigDetail

Grants permission
to query the
check result of a
specified security
configuration
item.

read - g:EnterpriseProjec
tId

hss:baseline:listCh
eckRuleHost

Grants permission
to query servers
covered by a
configuration
check item.

list baselin
e *

g:EnterpriseProjec
tId

hss:baseline:listPa
sswordComplexity

Grants permission
to query the
password
complexity policy
check report.

list - g:EnterpriseProjec
tId

hss:baseline:listRis
kConfigCheckRule
s

Grants permission
to query the
check item list of
a specified
security
configuration
item.

list - g:EnterpriseProjec
tId
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Level

Resour
ce Type
(*
require
d)

Condition Key

hss:baseline:listRis
kConfigHosts

Grants permission
to query servers
affected by a
specified security
configuration
item.

list - g:EnterpriseProjec
tId

hss:baseline:listRis
kConfigs

Grants permission
to query the
server security
configuration
check result list of
a tenant.

list - g:EnterpriseProjec
tId

hss:baseline:listSe
curityCheckPoli-
cyGroup

Grants permission
to query the list
of configuration
detection policy
groups.

list - g:EnterpriseProjec
tId

hss:baseline:listWe
akPasswordUsers

Grants permission
to query the weak
password
detection results.

list - g:EnterpriseProjec
tId

hss:baseline:runBa
selineDetect

Grants manual
detection
permissions.
Performs
configuration
detection and
weak password
detection on the
servers specified
in the policy.

write - g:EnterpriseProjec
tId

hss:baseline:updat
eSecurityCheckPo-
licyGroup

Grants permission
to modify a
specified
configuration
detection policy.

write - g:EnterpriseProjec
tId

hss:event:addLogi
nWhiteList

Grants permission
to add a login
whitelist.

write - g:EnterpriseProjec
tId

hss:event:batchCh
angeEvent

Grants permission
to handle alarm
events in batches.

write - g:EnterpriseProjec
tId
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Level

Resour
ce Type
(*
require
d)

Condition Key

hss:event:changeE
vent

Grants permission
to handle alarm
events.

write event * g:EnterpriseProjec
tId

hss:event:changeIs
olatedFile

Grants permission
to restore isolated
files.

write host * g:EnterpriseProjec
tId

hss:event:exportAl
armWhiteList

Grants permission
to export the
alarm whitelist.

list - g:EnterpriseProjec
tId

hss:event:exportE
mergency

Grants
permissions to
export emergency
malware
interfaces.

list - g:EnterpriseProjec
tId

hss:event:getEmer
gencyStatistics

Grants permission
to obtain
emergency event
statistics.

read - g:EnterpriseProjec
tId

hss:event:getEvent
AttackTag

Grants permission
to query the list
of attack ID
distribution
statistics.

read - g:EnterpriseProjec
tId

hss:event:getEvent
Severity

Grants permission
to query the list
of threat level
statistics.

read - g:EnterpriseProjec
tId

hss:event:getEvent
Statistics

Grants permission
to query alarm
event statistics.

read - g:EnterpriseProjec
tId

hss:event:getMalw
areInfo

Grants permission
to obtain the list
of unexpected
malicious
program events.

read event * g:EnterpriseProjec
tId

hss:event:handle
MalwareEvent

Grants permission
to handle
malware.

write event * g:EnterpriseProjec
tId
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Resour
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Condition Key

hss:event:importAl
armWhiteList

Grants permission
to import an
alarm whitelist.

write - g:EnterpriseProjec
tId

hss:event:isolateO
perateEmergency

Grants permission
to enable or
disable the
isolation box.

write - g:EnterpriseProjec
tId

hss:event:listAlar
mWhiteList

Grants permission
to query the
alarm whitelist.

list - g:EnterpriseProjec
tId

hss:event:listBlock
edIp

Grants permission
to query the list
of blocked IP
addresses.

list - g:EnterpriseProjec
tId

hss:event:listEvent
Operates

Grants permission
to query the
handling types
supported by
events.

list - g:EnterpriseProjec
tId

hss:event:listEvent
TopRisk

Grants permission
to query the list
of top 10 event
type statistics.

list - g:EnterpriseProjec
tId

hss:event:listEvent
Type

Grants permission
to query the list
of event type
statistics.

list - g:EnterpriseProjec
tId

hss:event:listFileIs
olateList

Grants permission
to obtain the list
of files isolated
due to
unexpected
malware events.

list - g:EnterpriseProjec
tId

hss:event:listIsolat
edFile

Grants permission
to query the
isolated file list.

list - g:EnterpriseProjec
tId

hss:event:listLogin
WhiteList

Grants permission
to query the login
whitelist.

list - g:EnterpriseProjec
tId
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Resour
ce Type
(*
require
d)

Condition Key

hss:event:listMalw
are

Grants permission
to obtain the list
of unexpected
malicious
program events.

list - g:EnterpriseProjec
tId

hss:event:listSecur
ityEvents

Grants permission
to query the
intrusion event
list.

list - g:EnterpriseProjec
tId

hss:event:recoverIs
olateFile

Grants permission
to restore the file
isolation box.

write - g:EnterpriseProjec
tId

hss:event:remove
AlarmWhiteList

Grants permission
to delete an
alarm whitelist.

write - g:EnterpriseProjec
tId

hss:event:removeL
oginWhiteList

Grants permission
to delete a login
whitelist.

write - g:EnterpriseProjec
tId

hss:host:associate
HostAssetValue

Grants permission
to associate asset
importance.

write host * g:EnterpriseProjec
tId

hss:host:associate
HostsGroup

Grants permission
to allocate servers
to a server group.

write host * g:EnterpriseProjec
tId

hss:host:batchInst
allAgent

Grants permission
to install agents
in batches.

write host * g:EnterpriseProjec
tId

hss:host:changeH
ostsGroup

Grants permission
to edit a server
group.

write - g:EnterpriseProjec
tId

hss:host:deleteHos
tsGroup

Grants permission
to delete a server
group.

write - g:EnterpriseProjec
tId

hss:host:getHostsS
tatistics

Grants permission
to collect server
statistics.

read - g:EnterpriseProjec
tId
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Level

Resour
ce Type
(*
require
d)

Condition Key

hss:host:listFirewa
llStatus

Grants permission
to query the
firewall status of
a server.

read host * g:EnterpriseProjec
tId

hss:host:listHostGr
oupAssetValue

Grants permission
to query the list
of server groups
by asset
importance.

list - g:EnterpriseProjec
tId

hss:host:listHostsR
isk

Grants permission
to obtain ECS risk
status.

read host * g:EnterpriseProjec
tId

hss:host:listHostSt
atus

Grants permission
to query the list
of protected
servers.

list - g:EnterpriseProjec
tId

hss:host:listHosts
Upgrade

Grants permission
to obtain the
agent upgrade
status of a server.

read host * -

- g:EnterpriseProjec
tId

hss:host:manualC
heckVul

Grants permission
to manually
detect
vulnerabilities.

write - g:EnterpriseProjec
tId

hss:host:switchFire
wallStatus

Grants permission
to modify the
firewall
authorization
status.

write host * g:EnterpriseProjec
tId

hss:host:switchHo
stsProtectStatus

Grants permission
to switch the
protection status.

write host * g:EnterpriseProjec
tId

hss:host:upgradeA
gent

Grants permission
to upgrade the
agent from 1.0 to
2.0.

write host * -

- g:EnterpriseProjec
tId

hss:host:upgradeA
gents

Grants permission
to upgrade the
agent.

write host * g:EnterpriseProjec
tId
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Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:batchSc
anLocalImage

Grants permission
to perform local
image scanning.

write - g:EnterpriseProjec
tId

hss:image:batchSc
anPrivateImage

Grants permission
to scan images in
private image
repositories in
batches.

write - g:EnterpriseProjec
tId

hss:image:getIma
geFilesStat

Grants permission
to query image
file statistics.

read - g:EnterpriseProjec
tId

hss:image:getIma
geLocalVulOvervi
ew

Grants permission
to query local
vulnerabilities.

read - g:EnterpriseProjec
tId

hss:image:getIma
geVulOverview

Grants permission
to query
repository
vulnerabilities.

read - g:EnterpriseProjec
tId

hss:image:listCfgC
heckAffectedImag
e

Grants permission
to query the list
of images
affected by a
tenant image that
failed baseline
checks.

list - g:EnterpriseProjec
tId

hss:image:listGlob
alCfgCheck

Grants permission
to query container
image baseline
inspection results.

list - g:EnterpriseProjec
tId

hss:image:listGlob
alMalware

Grants permission
to query the list
of malicious
tenant files.

list - g:EnterpriseProjec
tId

hss:image:listGlob
alVul

Grants permission
to query
vulnerability
details about a
tenant image.

list - g:EnterpriseProjec
tId
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Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:listImag
eApps

Grants permission
to query the
image software
list.

list - g:EnterpriseProjec
tId

hss:image:listImag
eAppVul

Grants permission
to query the
software
vulnerability list.

list - g:EnterpriseProjec
tId

hss:image:listImag
eCfgCheck

Grants permission
to query
configuration
baseline check
results of an
image.

list - g:EnterpriseProjec
tId

hss:image:listImag
eFiles

Grants permission
to query the list
of image files that
have no owners.

list - g:EnterpriseProjec
tId

hss:image:listImag
eLocal

Grants permission
to query the local
image list.

list - g:EnterpriseProjec
tId

hss:image:listImag
eMalware

Grants permission
to query the list
of malicious
image files.

list - g:EnterpriseProjec
tId

hss:image:listImag
eNamespace

Grants permission
to query the
namespace of an
image.

list - g:EnterpriseProjec
tId

hss:image:listImag
eRepository

Grants permission
to query the list
of images in a
private image
repository.

list - g:EnterpriseProjec
tId

hss:image:listImag
eVul

Grants permission
to query image
vulnerability
details.

list - g:EnterpriseProjec
tId
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Resour
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Condition Key

hss:image:listInsta
nceImageVul

Grants permission
to query
vulnerability
details about
enterprise images.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageApp

Grants permission
to query the local
software image
list.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageAppVuls

Grants permission
to query the
vulnerability list
of a piece of
software in a local
image.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageContainers

Grants permission
to query the
container
information about
a local image.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageHosts

Grants permission
to query the
server information
about a local
image.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageMalware

Grants permission
to query malicious
file information
about local
images.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageVuls

Grants permission
to query
vulnerability
information about
a local image.

list - g:EnterpriseProjec
tId

hss:image:listLocal
VulRepoImage

Grants permission
to query details
about images and
containers
affected by local
image
vulnerabilities.

list - g:EnterpriseProjec
tId
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Resour
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Condition Key

hss:image:listPriva
teImageReposito-
ry

Grants permission
to query the list
of images in a
private image
repository.

list - g:EnterpriseProjec
tId

hss:image:listShar
edImageReposito-
ry

Grants permission
to query the list
of images in the
shared image
repository.

list - g:EnterpriseProjec
tId

hss:image:listVulC
ve

Grants permission
to query CVE
details about a
vulnerability.

list - g:EnterpriseProjec
tId

hss:image:listVulR
epoImage

Grants permission
to query details
about images in
the image
repository
affected by a
vulnerability.

list - g:EnterpriseProjec
tId

hss:image:runIma
geScan

Grants permission
to scan images.

write - g:EnterpriseProjec
tId

hss:image:runIma
geSynchronizeTas
k

Grants permission
to synchronize the
free image list
from SWR.

write - g:EnterpriseProjec
tId

hss:image:runSwrI
mageScan

Grants permission
to update and
scan SWR images
and to access
SWR.

write - g:EnterpriseProjec
tId

hss:image:sharedI
mageSynchroniza-
tion

Grants permission
to update images
shared from SWR.

write - g:EnterpriseProjec
tId

hss:policy:addPolic
yGroup

Grants permission
to copy server
policy groups.

write policy * g:EnterpriseProjec
tId

hss:policy:associat
ePolicyGroup

Grants permission
to deploy a policy.

write policy * g:EnterpriseProjec
tId
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Resour
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Condition Key

host * g:EnterpriseProjec
tId

hss:policy:changeP
olicyDetail

Grants permission
to modify a policy.

write policy * g:EnterpriseProjec
tId

hss:policy:changeP
olicyGroup

Grants permission
to modify policy
groups.

write policy * g:EnterpriseProjec
tId

hss:policy:deleteP
olicyGroup

Grants permission
to delete policy
groups.

write policy * g:EnterpriseProjec
tId

hss:policy:getPolic
yDetail

Grants permission
to query details
about a specified
policy.

read policy * g:EnterpriseProjec
tId

hss:policy:listPolic
yGroupDetail

Grants permission
to query the
policy information
list of a policy
group.

list policy * g:EnterpriseProjec
tId

hss:quota:addReso
urceInstanceTag

Grants permission
to add tags to a
resource.

tagging - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:batchCr
eateTags

Grants permission
to create tags in
batches.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:batchDe
leteTags

Grants permission
to delete tags in
batches.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:cancelH
ostsQuota

Grants permission
to unbind quotas.

write - -

hss:quota:changeT
msResourceTagIn-
fo

Grants permission
to add or delete
resource tags in
batches.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys
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Level

Resour
ce Type
(*
require
d)

Condition Key

hss:quota:countRe
sourceInstances

Grants permission
to query the
number of
purchased
resources by tag.

list - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:dealOrd
er

Grants permission
to subscribe to
HSS.

write - -

hss:quota:deleteR
esourceInstance-
Tag

Grants permission
to delete tags
from a resource.

tagging - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:filterRes
ourceInstanceList

Grants permission
to search for
purchased
resources by tag.

list - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:getReso
urceInstanceTag

Grants permission
to query tags of a
resource.

read - -

hss:quota:getReso
urceQuotas

Grants permission
to query quota
information.

read - -

hss:quota:getTms
ResourceTagsInfo

Grants permission
to query resource
tags.

read - -

hss:quota:listProje
ctTags

Grants permission
to query all used
tags in the current
project.

list - -

hss:quota:listQuot
asDetail

Grants permission
to query quota
details.

list - -

hss:quota:listReso
urceIds

Grants permission
to query quota
IDs in batches.

list - -

hss:quota:listTmsR
esourceInstance-
sInfo

Grants permission
to query resource
instances.

list - ● g:RequestTag/
<tag-key>

● g:TagKeys
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Level

Resour
ce Type
(*
require
d)

Condition Key

hss:quota:upgrade
Order

Grants permission
to change
specifications.

write - -

hss:vulnerability:c
hangeVulStatus

Grants permission
to modify the
status of a
vulnerability.

write host * g:EnterpriseProjec
tId

hss:vulnerability:e
xportEmergencyV
ulnerabilities

Grants permission
to export
emergency
vulnerabilities.

list - g:EnterpriseProjec
tId

hss:vulnerability:e
xportVulsList

Grants permission
to export
information about
vulnerabilities and
their affected
servers.

list - g:EnterpriseProjec
tId

hss:vulnerability:g
etCmsVulDetail

Grants permission
to query basic
information about
the Web-CMS
vulnerabilities.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etEmergencySum
mary

Grants permission
to query the event
overview.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etEmergencyVulD
etail

Grants permission
to query
vulnerability
details in events.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etLinuxVulDetail

Grants permission
to query basic
information about
Linux
vulnerabilities.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etVulCheckStatus

Grants permission
to query the
status of server
vulnerability
scanning.

read - g:EnterpriseProjec
tId
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Resour
ce Type
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d)

Condition Key

hss:vulnerability:g
etVulSummary

Grants permission
to query
vulnerability
statistics.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etWindosVulDetai
l

Grants permission
to query basic
information about
Windows
vulnerabilities.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etWindowsVulNu
m

Grants permission
to query the
number of
Windows
vulnerabilities on
a server.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stEmergencyVul

Grants permission
to query
vulnerabilities in
events.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stHostVuls

Grants permission
to query
vulnerability
information about
a single server.

list host * g:EnterpriseProjec
tId

hss:vulnerability:li
stHostVulSummar
y

Grants permission
to query server
statistics and top
5 risky servers.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stTopVulSummary

Grants permission
to query top 5
vulnerabilities.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHosts

Grants permission
to query ECSs
affected by a
specific
vulnerability.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulnerabilities

Grants permission
to query the
vulnerability list.

list - g:EnterpriseProjec
tId
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Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:li
stVulRepairFailed-
Detail

Grants permission
to query
information about
vulnerability fixing
failures.

list host * g:EnterpriseProjec
tId

hss:vulnerability:li
stVulTypeSummar
y

Grants permission
to query
vulnerability type
distribution.

list - g:EnterpriseProjec
tId

hss:vulnerability:o
perateEmergency

Grants permission
to operate
vulnerabilities in
events.

write - g:EnterpriseProjec
tId

hss:host:getScanSt
atus

Grants permission
to query the
manual scan
status.

read host * g:EnterpriseProjec
tId

hss:host:setManua
lDetect

Grants permission
to deliver a
manual scan.

write host * g:EnterpriseProjec
tId

hss::getTrustServic
eStatus

Grants permission
to obtain the
status of trusted
services.

read - -

hss::enableTrustSe
rvice

Grants permission
to enable trusted
services.

permiss
ion_ma
nageme
nt

- -

hss::validateAdmi
n

Grants permission
to check whether
the current
account is an
administrator
account
(organization
administrator or
agency
administrator).

tagging - -

hss::listAccounts Grants permission
to display the
account list.

list - -
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss::batchAddAcco
unts

Grant permission
to add accounts in
batches.

write - -

hss::deleteAccount Grants permission
to delete
accounts.

write - -

hss::listOrganizati
onTree

Grants permission
to display the
account tree
structure.

list - -

hss::listDelegated
Accounts

Grants permission
to query the tree
structure of
delegated
accounts.

list - -

hss:antiransomwa
re:listBackupVault
s

Grants permission
to query the
backup vault list.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
ProtectionNodes

Grants permission
to query servers
protected against
ransomware.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:getBackupsStati
stics

Grants permission
to query backup
statistics.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:startSingleBack-
up

Grants permission
to enable the
backup function
for a single server.

write host * -

- g:EnterpriseProjec
tId

hss:antiransomwa
re:getBackupPolic
yInfo

Grants permission
to query a backup
policy.

read - g:EnterpriseProjec
tId

hss:hostGroup:get
OutsideGroupSta-
tus

Grants permission
to query whether
data center server
groups can be
created.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:hostGroup:get
OutsideHostGrou
p

Grants permission
to query off-cloud
data center server
groups.

read - g:EnterpriseProjec
tId

hss:hostGroup:add
OutsideHostGrou
p

Grants permission
to create off-
cloud data center
server groups.

write - g:EnterpriseProjec
tId

hss:hostGroup:cha
ngeOutsideHostGr
oup

Grants permission
to edit off-cloud
data center server
groups.

write - g:EnterpriseProjec
tId

hss:images:listIma
geTag

Grant the
permission to
query the image
tag version list.

list - g:EnterpriseProjec
tId

hss:images:listIma
geSensitive

Grants permission
to query sensitive
image
information.

list - g:EnterpriseProjec
tId

hss:images:getFile
PathWhiteDetail

Grants permission
to query the
sensitive
information file
path whitelist of
images.

read - g:EnterpriseProjec
tId

hss:images:change
FilePathWhiteDe-
tail

Grants permission
to modify the
sensitive
information file
path whitelist of
images.

write - g:EnterpriseProjec
tId

hss:images:change
SensitiveInfo

Grants permission
to perform
operations on
sensitive
information.

write - g:EnterpriseProjec
tId

hss:event:listTopEv
entType

Grants permission
to query the
statistics about
the top 5 events.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:g
etVulScanPolicy

Grants permission
to query a
vulnerability scan
policy.

read - -

hss:vulnerability:c
hangeVulScanPoli
cy

Grants permission
to modify a
vulnerability scan
policy.

write host * -

hss:vulnerability:li
stVulWhiteList

Grants permission
to query the
vulnerability
whitelist.

list - g:EnterpriseProjec
tId

hss:vulnerability:g
etVulWhiteListDe-
tail

Grants permission
to query
vulnerability
whitelist details.

read - g:EnterpriseProjec
tId

hss:vulnerability:c
hangeVulWhiteLis
t

Grants permission
to modify the
vulnerability
whitelist.

write host * -

- g:EnterpriseProjec
tId

hss:vulnerability:d
eleteVulWhiteList

Grants permission
to delete an item
from the
vulnerability
whitelist.

write - -

hss:vulnerability:a
ddVulWhiteList

Grants permission
to add an item to
the vulnerability
whitelist.

write host * -

- g:EnterpriseProjec
tId

hss:vulnerability:li
stVulWhiteListVu-
lOptions

Grants permission
to query
vulnerability
options when
adding a whitelist
item.

list - -

hss:vulnerability:li
stVulScanTask

Grants permission
to query the
vulnerability scan
task list.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:li
stVulScanTaskHos
t

Grants permission
to query the list
of servers
corresponding to
a vulnerability
scan task.

list - g:EnterpriseProjec
tId

hss:vulnerability:re
scanVulScanTask

Grants permission
to rescan servers
in a vulnerability
scan task.

write host * -

- g:EnterpriseProjec
tId

hss:vulnerability:g
etVulScanTaskSta-
tistics

Grants permission
to query
vulnerability scan
task statistics.

read - g:EnterpriseProjec
tId

hss:vulnerability:li
stHostVulStatistics

Grants permission
to query
vulnerability
management
statistics.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHostApps

Grants permission
to query details
about the
software list of
servers affected
by vulnerabilities.

list host * -

- g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHostProcess

Grants permission
to query details
about the process
list of servers
affected by
vulnerabilities.

list host * -

- g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHandleHisto-
ry

Grants permission
to query historical
vulnerability
handling records.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHostHosts

Grants permission
to query the list
of servers with
vulnerabilities.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:li
stVulHostVuls

Grants permission
to query
emergency fixes
and unfixed
vulnerabilities.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHostHandle-
Vuls

Grants permission
to query
vulnerabilities
handled today
and the total
vulnerabilities
handled.

list - g:EnterpriseProjec
tId

hss:image:listImag
eNonCompliantAp
p

Grants permission
to query the non-
compliant
software
information of an
image.

list - g:EnterpriseProjec
tId

hss:image:batchEx
portSWRVulList

Grants permission
to export
vulnerabilities
from an SWR
image repository
in batches.

write - g:EnterpriseProjec
tId

hss:image:batchEx
portLocalVulList

Grants permission
to export local
image
vulnerabilities in
batches.

write - g:EnterpriseProjec
tId

hss:image:getExte
ndedWeakPasswo
rd

Grants permission
to query the user-
defined weak
passwords of an
image.

list - g:EnterpriseProjec
tId

hss:image:change
ExtendedWeakPas
sword

Grants permission
to modify the
user-defined weak
passwords of an
image.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:listImag
eBasicImage

Grants permission
to query basic
image
information.

list - g:EnterpriseProjec
tId

hss:image:listImag
ePwdComplexity

Grants permission
to query the
password
complexity check
report of an
image.

list - g:EnterpriseProjec
tId

hss:image:listImag
eWeakPwdUsers

Grants permission
to query the
image weak
password check
results of an
image.

list - g:EnterpriseProjec
tId

hss:image:listImag
eRiskConfigs

Grants permission
to query the
security
configuration
check results of
an image.

list - g:EnterpriseProjec
tId

hss:image:listImag
eRiskConfigCheck-
Rules

Grants permission
to query the
check items of a
specified image
security
configuration
item.

list - g:EnterpriseProjec
tId

hss:image:getIma
geRiskConfigDetai
l

Grants permission
to query the
check results of a
specified image
security
configuration
item.

read - g:EnterpriseProjec
tId

hss:image:getIma
geCheckRuleDetai
l

Grants permission
to query the
check reports of
an image
configuration
check item.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:getIma
geBaselineStatis-
tic

Grants permission
to query baseline
check statistics,
including weak
passwords,
password
complexity, and
configuration
detection.

read - g:EnterpriseProjec
tId

hss:event:addSyst
emUserWhiteList

Grants permission
to add users to
the system user
whitelist.

write - g:EnterpriseProjec
tId

hss:event:updateS
ystemUserWhiteL-
ist

Grants permission
to modify the
system user
whitelist.

write - g:EnterpriseProjec
tId

hss:event:listSyste
mUserWhiteList

Grants permission
to query the
system user
whitelist.

list - g:EnterpriseProjec
tId

hss:event:removeS
ystemUserWhiteL-
ist

Grants permission
to remove users
from the system
user whitelist.

write - g:EnterpriseProjec
tId

hss:container:save
Clusters

Grants permission
to synchronize
cluster
information.

write - g:EnterpriseProjec
tId

hss:container:listCl
usterInfo

Grants permission
to query the
Kubernetes cluster
list.

list - g:EnterpriseProjec
tId

hss:container:listP
odInfo

Grants permission
to query the basic
pod information
list.

list - g:EnterpriseProjec
tId

hss:container:sho
wPodDetail

Grants permission
to query pod
details.

read - g:EnterpriseProjec
tId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 357



Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:container:listC
ontainerInfo

Grants permission
to query the basic
container
information list.

list - g:EnterpriseProjec
tId

hss:container:sho
wContainerDetail

Grants permission
to query container
details.

list - g:EnterpriseProjec
tId

hss:container:listS
erviceInfo

Grants permission
to query the
Kubernetes
service list.

list - g:EnterpriseProjec
tId

hss:container:sho
wServiceDetail

Grants permission
to query
Kubernetes
service details.

read - g:EnterpriseProjec
tId

hss:container:listE
ndpointInfo

Grants permission
to query the
Kubernetes
endpoint list.

list - g:EnterpriseProjec
tId

hss:container:sho
wEndpointDetail

Grants permission
to query
Kubernetes
endpoint details.

read - g:EnterpriseProjec
tId

hss:container:listD
eployments

Grants permission
to query the
Kubernetes
Deployment list.

list - g:EnterpriseProjec
tId

hss:container:listSt
atefulSets

Grants permission
to query the
Kubernetes
StatefulSet list.

list - g:EnterpriseProjec
tId

hss:container:listD
aemonSets

Grants permission
to query the
Kubernetes
daemon list.

list - g:EnterpriseProjec
tId

hss:container:listJo
bs

Grants permission
to query the
Kubernetes
common job list.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:container:listC
ronJobs

Grants permission
to query the
Kubernetes
scheduled task
list.

list - g:EnterpriseProjec
tId

hss:vulnerability:s
howVulAffectedSt
atics

Grants permission
to count the
servers affected
by vulnerabilities.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHandleTask

Grants permission
to query the
vulnerability
handling task list.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHandleTask-
Detail

Grants permission
to query
vulnerability
handling task
details.

list - g:EnterpriseProjec
tId

hss:container:isola
teK8sContainer

Grants permission
to modify the
running status of
the container.

write - g:EnterpriseProjec
tId

hss:container:getN
etworkStatistics

Grants permission
to query the
container firewall
statistics status.

list - g:EnterpriseProjec
tId

hss:container:getC
lusters

Grants permission
to query the
cluster list.

list - g:EnterpriseProjec
tId

hss:container:getC
lusterNetworkInfo

Grants permission
to query cluster
network
information.

read - g:EnterpriseProjec
tId

hss:container:getC
lusterPolicyList

Grants permission
to query the
container network
policy list.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:container:dele
tePolicy

Grants permission
to delete
container network
policies.

write - g:EnterpriseProjec
tId

hss:container:crea
tePolicy

Grants permission
to create
container network
policies.

write - g:EnterpriseProjec
tId

hss:container:upd
atePolicy

Grants permission
to update
container network
policies.

write - g:EnterpriseProjec
tId

hss:container:sync
ClusterPolicyList

Grants permission
to synchronize
container network
policies.

read - g:EnterpriseProjec
tId

hss:container:sync
ClusterList

Grants permission
to synchronize
cluster namespace
information.

read - g:EnterpriseProjec
tId

hss:container:getN
amespaceList

Grants permission
to query the
cluster namespace
list.

list - g:EnterpriseProjec
tId

hss:container:getN
odeList

Grants permission
to query the
cluster node list.

list - g:EnterpriseProjec
tId

hss:container:sync
ClusterNodeList

Grants permission
to synchronize
cluster nodes.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etVulScanTaskEs-
timatedTime

Grants permission
to query the
estimated time of
a vulnerability
scan.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:addRansomwar
eProtectionPolicy

Grants permission
to add
ransomware
protection
policies.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:antiransomwa
re:associateBacku
pPolicy

Grants permission
to apply backup
policies to vaults.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:listBackupPolicy

Grants permission
to query the
backup policy list.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:associateProtec
tionPolicy

Grants permission
to switch
ransomware
protection
policies.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:batchStartProte
ction

Grants permission
to enable
ransomware
protection.

write - g:EnterpriseProjec
tId

hss:event:getEvent
AttCk

Grants permission
to query the list
of ATT&CK attack
phase statistics.

list event * -

- g:EnterpriseProjec
tId

hss:event:downloa
dEventSourceFile

Grants permission
to download
alarm source files.

list event * -

- g:EnterpriseProjec
tId

hss:overview:show
SecurityScore

Grants permission
to query security
scores.

list - g:EnterpriseProjec
tId

hss:overview:listSe
curityRisk

Grants permission
to query the
security risk list.

list - g:EnterpriseProjec
tId

hss:overview:show
QuotaHostStatis-
tics

Grants permission
to query server
quota statistics.

list - g:EnterpriseProjec
tId

hss:overview:show
AgentStatistics

Grants permission
to query the
number of agents
to be upgraded,
online, and
offline.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:overview:show
HotInformation

Grants permission
to query hot
news.

list - g:EnterpriseProjec
tId

hss:overview:show
SecurityRisk

Grants permission
to query security
risk information.

list - g:EnterpriseProjec
tId

hss:overview:show
ProtectStatistics

Grants permission
to query the
protection period,
virus library
update time,
vulnerability
library update
time, and
accumulated
number of records
of each module.

list - g:EnterpriseProjec
tId

hss:overview:show
Statistics

Grants permission
to query the
numbers of
servers with
enabled
ransomware
protection,
application
protection, web
tamper
protection, and
two-factor
authentication;
and the number
of isolated files.

list - g:EnterpriseProjec
tId

hss:event:listEvent
HandleHistory

Grants permission
to query the list
of historical
events handling.

list event * -

- g:EnterpriseProjec
tId

hss:image:listSwrI
mageRepository

Grants permission
to query the
image list in the
SWR image
repository.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:batchSc
anSwrImage

Grants permission
to scan images in
the image
repository in
batches.

write - g:EnterpriseProjec
tId

hss:image:vulnera
bilities

Grants permission
to query image
vulnerability
details.

list - g:EnterpriseProjec
tId

hss:image:listVuln
erabilityCve

Grants permission
to query CVE
details about a
vulnerability.

list - g:EnterpriseProjec
tId

hss:image:listImag
eRiskConfigRules

Grants permission
to query the
check items of a
specified image
security
configuration
item.

list - g:EnterpriseProjec
tId

hss:image:runIma
geSynchronize

Grants permission
to synchronize the
image list from
SWR.

write - g:EnterpriseProjec
tId

hss:event:listEvent
Forensic

Grants permission
to query event
forensics
information.

list event * -

- g:EnterpriseProjec
tId

hss:event:listSimil
arHandledEvents

Grants permission
to query similar
handled alarms.

list event * -

- g:EnterpriseProjec
tId

hss:event:listSame
Event

Grants permission
to query the same
alarms.

list event * -

- g:EnterpriseProjec
tId

hss:container:getP
olicies

Grants permission
to query the
policy list.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:container:getP
olicyDetail

Grants permission
to query policy
details.

list - g:EnterpriseProjec
tId

hss:container:getO
verview

Grants permission
to query cluster
protection
overview.

list - g:EnterpriseProjec
tId

hss:container:getP
rotectEvents

Grants permission
to query cluster
protection events.

list - g:EnterpriseProjec
tId

hss:container:getP
rotectClusters

Grants permission
to query cluster
protection
information.

list - g:EnterpriseProjec
tId

hss:container:chan
geProtectStatus

Grants permission
to change the
cluster protection
status.

write - g:EnterpriseProjec
tId

hss:container:add
WhiteImage

Grants permission
to add images to
the whitelist.

write - g:EnterpriseProjec
tId

hss:container:listD
efaultPolicy

Grants permission
to query the
default policy
template.

list - g:EnterpriseProjec
tId

hss:container:listP
rotectionItem

Grants permission
to query the
protection scope.

list - g:EnterpriseProjec
tId

hss:vulnerability:g
etVulBackupStatis
tics

Grants permission
to query backup
statistics of the
server
corresponding to
the vulnerability
handling.

read - g:EnterpriseProjec
tId
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Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:Li
stVulHostVaults

Grants permission
to query the list
of server vaults
corresponding to
vulnerability
handling.

list - g:EnterpriseProjec
tId

hss:vulnerability:Li
stVulHostBackups

Grants permission
to query the list
of backups that
can be rolled
back.

list host * g:EnterpriseProjec
tId

hss:vulnerability:R
estoreVulHostBac
kup

Grants permission
to roll back with
backups.

write - g:EnterpriseProjec
tId

hss:event:exportEv
ent

Grants permission
to export event
alarms.

write event * -

- g:EnterpriseProjec
tId

hss:event:queryEx
portTask

Grants permission
to query the task
of exporting event
alarms.

read event * -

- g:EnterpriseProjec
tId

hss:event:downloa
dEvent

Grants permission
to download
event alarms.

read event * -

- g:EnterpriseProjec
tId

hss:ars:createApp
WhitelistPolicy

Grants permission
to create an
application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId

hss:ars:listAppWhi
telistPolicy

Grants permission
to query the list
of application
process whitelist
policies.

list - g:EnterpriseProjec
tId

hss:ars:changeApp
WhitelistPolicy

Grants permission
to modify an
application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:ars:deleteApp
WhitelistPolicy

Grants permission
to delete an
application
process whitelist
policy.

write - g:EnterpriseProjec
tId

hss:ars:showAppW
hitelistPolicy

Grants permission
to query the
application
process whitelist
policy
information.

list - g:EnterpriseProjec
tId

hss:ars:switchApp
WhitelistPolicy-
Host

Grants permission
to modify the
protection status
of an application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId

hss:ars:addAppWh
itelistPolicyHost

Grant permissions
to add servers to
an application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId

hss:ars:listAppWhi
telistPolicyHost

Grants permission
to query the
server list for an
application
process whitelist
policy.

list - g:EnterpriseProjec
tId

hss:ars:deleteApp
WhitelistPolicy-
Host

Grants permission
to remove servers
from an
application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId

hss:ars:listAppWhi
telistHostStatus

Grants permission
to query the list
of available
servers for an
application
process whitelist
policy.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:ars:listAppWhi
telistPolicyProcess

Grants permission
to query the list
of processes that
an application
process whitelist
policy applies to.

list - g:EnterpriseProjec
tId

hss:ars:changeApp
WhitelistPolicy-
ProcessStatus

Grants permission
to modify the
process trust
status of an
application
process whitelist
policy.

write - g:EnterpriseProjec
tId

hss:ars:addAppWh
itelistPolicyProcess

Grants permission
to add processes
to an application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId

hss:ars:listAppWhi
telistPolicyProces-
sExtend

Grants permission
to query the
extended process
list for an
application
process whitelist
policy.

list host * -

- g:EnterpriseProjec
tId

hss:ars:exportApp
WhitelistPolicy-
Process

Grants permission
to export the list
of processes that
an application
process whitelist
policy applies to.

list host * -

- g:EnterpriseProjec
tId

hss:ars:switchApp
WhitelistPolicy-
LearnStatus

Grants permission
to modify the
learning status of
an application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:ars:showAppW
hitelistAgentStat-
ics

Grants permission
to query the
number of servers
that are protected
by the premium
edition and do
not support
application
process control.

list - g:EnterpriseProjec
tId

hss:ars:listAppWhi
telistEvent

Grants permission
to query the list
of suspicious
process events
detected by
application
process control.

list - g:EnterpriseProjec
tId

hss:container:dele
teSelfBuildK8sClus
terDaemonsetInfo

Grants permission
to delete a
daemonset of the
self-built cluster.

write - g:EnterpriseProjec
tId

hss:container:save
SelfBuildK8sCluste
rDaemonsetInfo

Grants permission
to save a
daemonset of the
self-built cluster.

write - g:EnterpriseProjec
tId

hss:container:sho
wSelfBuildK8sClus
terDaemonsetInfo

Grants permission
to query a
daemonset of the
self-built cluster.

read - g:EnterpriseProjec
tId

hss:container:listS
elfBuildK8sCluster
Info

Grants permission
to query the self-
built Kubernetes
cluster list.

list - g:EnterpriseProjec
tId

hss:container:crea
teDaemonset

Grants permission
to create a
daemonset of CCE
cluster.

write - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulRepairCmds

Grants permission
to query
vulnerability fixing
commands.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:li
stUrgentVulnera-
bilities

Grants permission
to query the
emergency
vulnerability list.

list - g:EnterpriseProjec
tId

hss:antivirus:creat
eAntivirusTask

Grants permission
to create virus
scan tasks.

write host * -

- g:EnterpriseProjec
tId

hss:antivirus:listAn
tivirusTask

Grants permission
to query the virus
scan task list.

list - g:EnterpriseProjec
tId

hss:antivirus:switc
hAntivirusTask

Grants permission
to cancel virus
scan tasks.

write host * -

- g:EnterpriseProjec
tId

hss:antivirus:listAn
tivirusHost

Grants permission
to query the list
of servers
available for virus
scan.

list - g:EnterpriseProjec
tId

hss:antivirus:creat
eAntivirusPolicy

Grants permission
to create custom
virus scan policies.

write host * -

- g:EnterpriseProjec
tId

hss:antivirus:listAn
tivirusPolicy

Grants permission
to query the list
of custom virus
scan policies.

list - g:EnterpriseProjec
tId

hss:antivirus:listAn
tivirusResult

Grants permission
to query the list
of virus scan
results.

list - g:EnterpriseProjec
tId

hss:antivirus:opera
teAntivirusResult

Grants permission
to handle virus
scan results.

write - g:EnterpriseProjec
tId

hss:antivirus:expor
tAntivirusResult

Grants permission
to export virus
scan results.

write - g:EnterpriseProjec
tId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 369



Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:antivirus:show
AntivirusStatistic

Grants permission
to query virus
scan statistics.

list - g:EnterpriseProjec
tId

hss:image:showIm
ageFullScanProgre
ss

Grants permission
to query the
progress of a full
image scan.

list - g:EnterpriseProjec
tId

hss:host:changeH
ostIgnoreStatus

Grants permission
to ignore or
unignore servers.

write host * -

- g:EnterpriseProjec
tId

hss:host:listIgnore
Hosts

Grants permission
to query ignored
servers.

list host * -

- g:EnterpriseProjec
tId

hss:image:batchEx
portBaselineTask

Grants permission
to export image
baseline check
results.

write - g:EnterpriseProjec
tId

hss:image:showIm
ageSecurityReport
Statistic

Grants permission
to query the
number of image
scan results to be
exported.

write - g:EnterpriseProjec
tId

hss:vulnerability:e
xportVuls

Grants permission
to create
vulnerability
export tasks.

write - g:EnterpriseProjec
tId

hss:exportTask:qu
eryExportTask

Grants permission
to query export
tasks.

list - g:EnterpriseProjec
tId

hss:file:downloadE
xportedFile

Grants permission
to download files.

list - g:EnterpriseProjec
tId

hss:image:listGlob
alVulnerabilities

Grants permission
to query
vulnerability
details about a
tenant image.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:listVuln
erabilityImages

Grants permission
to query details
about images in
the image
repository
affected by a
vulnerability.

list - g:EnterpriseProjec
tId

hss:setting:getPlu
ginInstallScript

Grants permission
to query server
plug-in
information.

list - g:EnterpriseProjec
tId

hss:setting:getPlu
ginList

Grants permission
to query the plug-
in installation
guide.

list - g:EnterpriseProjec
tId

hss:setting:getAut
oOpenQuotaStatu
s

Grants permission
to query the
status of
automatic quota
binding.

read - g:EnterpriseProjec
tId

hss:setting:change
AutoOpenQuotaSt
atus

Grants permission
to modify the
status of
automatic quota
binding.

write - g:EnterpriseProjec
tId

hss:image:batchEx
portSWRVulTask

Grants permission
to export SWR
image
vulnerability scan
results.

write - g:EnterpriseProjec
tId

hss:image:batchEx
portLocalVulTask

Grants permission
to export local
image
vulnerability scan
results.

write - g:EnterpriseProjec
tId

hss:vulnerability:e
xportVulReport

Grants permission
to export
vulnerability
reports in HTML
format.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:g
etVulReportData

Grants permission
to obtain
vulnerability
reports in PDF
format.

list - g:EnterpriseProjec
tId

hss:setting:getAge
ntAutoUpgradeSt
atus

Grants permission
to query the
status of
automatic agent
upgrade.

read - g:EnterpriseProjec
tId

hss:setting:change
AgentAutoUpgrad
eStatus

Grants permission
to modify the
status of
automatic agent
upgrade.

write - g:EnterpriseProjec
tId

hss:quota:showPro
ductdataOfferin-
gInfos

Grants permission
to query product
information.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageAppInfo

Grants permission
to query the local
software image
list.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageAppVulnera
bilities

Grants permission
to query the
vulnerability list
of a piece of
software in a local
image.

list - g:EnterpriseProjec
tId

 

Each API of HSS usually supports one or more actions. Table 5-76 lists the
supported actions and dependencies.

Table 5-76 Actions and dependencies supported by HSS APIs

API Action Dependencies

POST /v5/
{project_id}/host-
management/
groups

hss:host:addHostsGroup eps:enterpriseProjects:list
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API Action Dependencies

PUT /v5/
{project_id}/event/
blocked-ip

hss:event:changeBlockedIp eps:enterpriseProjects:list

GET /v5/
{project_id}/backup/
policy

hss:antiransomware:getRan
somwareHSSBackupPoli-
cyInfo

eps:enterpriseProjects:list

GET /v5/
{project_id}/
container/nodes

hss:container:listContainerN
odes

eps:enterpriseProjects:list

GET /v5/
{project_id}/host-
management/
groups

hss:host:listHostGroups eps:enterpriseProjects:list

GET /v5/
{project_id}/policy/
groups

hss:policy:listPolicyGroup eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
ports/detail

hss:asset:listPortHost eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
processes/detail

hss:asset:listProcessesHost eps:enterpriseProjects:list

GET /v5/
{project_id}/
ransomware/
protection/policy

hss:antiransomware:listRan
somwareProtectionPolicy

eps:enterpriseProjects:list

GET /v5/
{project_id}/
ransomware/server

hss:antiransomware:listRan
somwareProtectionServer

eps:enterpriseProjects:list

GET /v5/
{project_id}/
webtamper/static/
protect-history

hss:wtp:listWtpHostProtec-
tHistoryInfo

eps:enterpriseProjects:list

GET /v5/
{project_id}/
webtamper/rasp/
protect-history

hss:wtp:listWtpHostRasp-
ProtectHistoryInfo

eps:enterpriseProjects:list

GET /v5/
{project_id}/
webtamper/hosts

hss:wtp:listWtpProtectHost ● eps:enterpriseProjects:list
● vpc:ports:list
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API Action Dependencies

POST /v5/
{project_id}/
webtamper/static/
status

hss:wtp:setWtpProtection-
StatusInfo

eps:enterpriseProjects:list

POST /v5/
{project_id}/
webtamper/rasp/
status

hss:wtp:setWtpProtectSwitc
h

eps:enterpriseProjects:list

POST /v5/
{project_id}/
ransomware/
protection/open

hss:antiransomware:startRa
nsomwareProtection

eps:enterpriseProjects:list

POST /v5/
{project_id}/
ransomware/
protection/close

hss:antiransomware:stopRa
nsomwareProtection

eps:enterpriseProjects:list

PUT /v5/
{project_id}/backup/
policy

hss:antiransomware:update
RansomwareBackupPoli-
cyInfo

eps:enterpriseProjects:list

PUT /v5/
{project_id}/
ransomware/
protection/policy

hss:antiransomware:update
RansomwareProtectionPoli-
cy

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
statistics

hss:asset:getAssetStatistic eps:enterpriseProjects:list

GET /v5/
{project_id}/
asset/app/change-
history

hss:asset:listAppChangeHis-
tories

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
apps

hss:asset:listApps eps:enterpriseProjects:list

GET /v5/
{project_id}/
asset/app/statistics

hss:asset:listAppStatistics eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
auto-launch/
change-history

hss:asset:listAutoLaunchCh
angeHistories

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
auto-launchs

hss:asset:listAutoLaunchs eps:enterpriseProjects:list
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API Action Dependencies

GET /v5/
{project_id}/asset/
auto-launch/
statistics

hss:asset:listAutoLaunchSta
tistics

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
midwares/detail

hss:asset:listJarPackageHos-
tInfo

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
midwares

hss:asset:listJarPackageSta-
tistics

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
ports

hss:asset:listPorts eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
port/statistics

hss:asset:listPortStatistics eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
process/statistics

hss:asset:listProcessStatis-
tics

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
user/change-history

hss:asset:listUserChangeHis
tories

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
users

hss:asset:listUsers eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
user/statistics

hss:asset:listUserStatistics eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/check-rule/
detail

hss:baseline:getCheckRuleD
etail

eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/risk-config/
{check_name}/
detail

hss:baseline:getRiskConfigD
etail

eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/password-
complexity

hss:baseline:listPasswordCo
mplexity

eps:enterpriseProjects:list
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API Action Dependencies

GET /v5/
{project_id}/
baseline/risk-config/
{check_name}/
check-rules

hss:baseline:listRiskConfigC
heckRules

eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/risk-config/
{check_name}/hosts

hss:baseline:listRiskConfigH
osts

eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/risk-configs

hss:baseline:listRiskConfigs eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/weak-
password-users

hss:baseline:listWeakPassw
ordUsers

eps:enterpriseProjects:list

POST /v5/
{project_id}/event/
operate

hss:event:changeEvent eps:enterpriseProjects:list

PUT /v5/
{project_id}/event/
isolated-file

hss:event:changeIsolatedFil
e

eps:enterpriseProjects:list

GET /v5/
{project_id}/event/
white-list/alarm

hss:event:listAlarmWhiteL-
ist

eps:enterpriseProjects:list

GET /v5/
{project_id}/event/
blocked-ip

hss:event:listBlockedIp eps:enterpriseProjects:list

GET /v5/
{project_id}/event/
isolated-file

hss:event:listIsolatedFile eps:enterpriseProjects:list

GET /v5/
{project_id}/event/
events

hss:event:listSecurityEvents eps:enterpriseProjects:list

PUT /v5/
{project_id}/host-
management/
groups

hss:host:changeHostsGroup eps:enterpriseProjects:list

DELETE /v5/
{project_id}/host-
management/
groups

hss:host:deleteHostsGroup eps:enterpriseProjects:list
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GET /v5/
{project_id}/host-
management/hosts

hss:host:listHostStatus ● eps:enterpriseProjects:list
● vpc:ports:list
● eip:publicIps:list

POST /v5/
{project_id}/host-
management/
protection

hss:host:switchHostsProtect
Status

eps:enterpriseProjects:list

POST /v5/
{project_id}/policy/
deploy

hss:policy:associatePolicyGr
oup

eps:enterpriseProjects:list

POST /v5/
{project_id}/
{resource_type}/
{resource_id}/tags/
create

hss:quota:batchCreateTags eps:enterpriseProjects:list

DELETE /v5/
{project_id}/
{resource_type}/
{resource_id}/tags/
{key}

hss:quota:deleteResourceIn-
stanceTag

eps:enterpriseProjects:list

GET /v5/
{project_id}/billing/
quotas

hss:quota:getResourceQuot
as

eps:enterpriseProjects:list

GET /v5/
{project_id}/billing/
quotas-detail

hss:quota:listQuotasDetail eps:enterpriseProjects:list

PUT /v5/
{project_id}/
vulnerability/status

hss:vulnerability:changeVul
Status

eps:enterpriseProjects:list

GET /v5/
{project_id}/
vulnerability/host/
{host_id}

hss:vulnerability:listHostVul
s

eps:enterpriseProjects:list

GET /v5/
{project_id}/
vulnerability/hosts

hss:vulnerability:listVulHost
s

eps:enterpriseProjects:list

GET /v5/
{project_id}/
vulnerability/
vulnerabilities

hss:vulnerability:listVulnera
bilities

eps:enterpriseProjects:list
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GET /v5/
{project_id}/
vulnerability/scan-
policy

hss:vulnerability:getVulScan
Policy

-

PUT /v5/
{project_id}/
vulnerability/scan-
policy

hss:vulnerability:changeVul
ScanPolicy

-

GET /v5/
{project_id}/
vulnerability/scan-
tasks

hss:vulnerability:listVulScan
Task

-

GET /v5/
{project_id}/
vulnerability/scan-
task/{task_id}/hosts

hss:vulnerability:listVulScan
TaskHost

-

GET /v5/
{project_id}/
vulnerability/
statistics

hss:vulnerability:listHostVul
Statistics

-

GET /v5/
{project_id}/image/
baseline/risk-configs

hss:image:listImageRiskConf
igs

-

GET /v5/
{project_id}/image/
baseline/check-rule/
detail

hss:image:getImageCheckR
uleDetail

-

GET /v5/
{project_id}/image/
swr-repository

hss:image:listSwrImageRep
ository

-

POST /v5/
{project_id}/image/
batch-scan

hss:image:batchScanSwrIm
age

-

GET /v5/
{project_id}/image/
{image_id}/
vulnerabilities

hss:image:vulnerabilities -

GET /v5/
{project_id}/image/
vulnerability/
{vul_id}/cve

hss:image:listVulnerabili-
tyCve

-
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GET /v5/
{project_id}/image/
baseline/risk-
configs/
{check_name}/rules

hss:image:listImageRiskConf
igRules

-

POST /v5/
{project_id}/image/
synchronize

hss:image:runImageSynchro
nize

-

GET /v5/
{project_id}/
product/
productdata/
offering-infos

hss:quota:showProductdata
OfferingInfos

-

 

Resource

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-77, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for HSS.

Table 5-77 Resource types supported by HSS

Resource Type URN

host hss:<region>:<account-id>:host:<host-id>

event hss:<region>:<account-id>:event:<event-id>

baseline hss:<region>:<account-id>:baseline:<type>/
<check_rule_id>

policy hss:<region>:<account-id>:policy:<resource-type>/
<type-id>

 

Conditions

HSS does not support service-specific condition keys in SCP statements.

HSS can use global condition keys applicable to all services. For details, see Global
Condition Keys.
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5.10.7.4 SecMaster
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permission boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the resource
URN in the Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by SecMaster, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

only takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resource types that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by SecMaster, see Conditions.

The following table lists the actions that you can define in SCP statements for
SecMaster.
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Table 5-78 Actions supported by SecMaster

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:playboo
k:get

Grants the
permission to
query playbook
details.

read playboo
k *

-

secmaster:playboo
k:create

Grants the
permission to
create a playbook.

write playboo
k *

-

secmaster:playboo
k:delete

Grants the
permission to
delete a playbook.

write playboo
k *

-

secmaster:playboo
k:update

Grants the
permission to
update a
playbook.

write playboo
k *

-

secmaster:playboo
k:list

Grants the
permission to
query the
playbook list.

list playboo
k *

-

secmaster:playboo
k:getStatistics

Grants the
permission to
obtain playbook
statistics.

read playboo
k *

-

secmaster:playboo
k:getMonitor

Grants the
permission to
obtain the
playbook running
monitoring data.

read playboo
k *

-

secmaster:playboo
k:copyVersion

Grants the
permission to
clone the
playbook version.

write playboo
k *

-

secmaster:playboo
k:approve

Grants the
permission to
review a
playbook.

write playboo
k *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:playboo
k:listApproves

Grants the
permission to
query the
playbook review
list.

list playboo
k *

-

secmaster:playboo
k:listInstances

Grants the
permission to
query the
playbook instance
list.

list playboo
k *

-

secmaster:playboo
k:getInstanceAudi
tlog

Grants the
permission to
query the audit
log list of a
playbook
instance.

list playboo
k *

-

secmaster:playboo
k:createVersion

Grants the
permission to
create a playbook
version.

write playboo
k *

-

secmaster:playboo
k:createVersionRul
e

Grants the
permission to
create a rule for a
playbook version.

write playboo
k *

-

secmaster:playboo
k:createVersionAc-
tion

Grants the
permission to
create an action
for a playbook
version.

write playboo
k *

-

secmaster:playboo
k:getVersion

Grants the
permission to
obtain a playbook
version.

read playboo
k *

-

secmaster:playboo
k:getVersionRule

Grants the
permission to
obtain rules for a
playbook version.

read playboo
k *

-

secmaster:playboo
k:deleteVersion

Grants the
permission to
delete a playbook
version.

write playboo
k *

-
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secmaster:playboo
k:deleteVersionRul
e

Grants the
permission to
delete a rule for a
playbook version.

write playboo
k *

-

secmaster:playboo
k:deleteVersionAc-
tion

Grants the
permission to
delete an action
for a playbook
version.

write playboo
k *

-

secmaster:playboo
k:updateVersion

Grants the
permission to
update a
playbook version.

write playboo
k *

-

secmaster:playboo
k:updateVersionR
ule

Grants the
permission to
update a rule for
a playbook
version.

write playboo
k *

-

secmaster:playboo
k:updateVersionAc
tion

Grants the
permission to
update an action
for a playbook
version.

write playboo
k *

-

secmaster:playboo
k:listVersions

Grants the
permission to
obtain the list of
playbook versions.

list playboo
k *

-

secmaster:playboo
k:listVersionAction
s

Grants the
permission to
obtain the list of
actions for a
playbook version.

list playboo
k *

-

secmaster:playboo
k:getInstance

Grants the
permission to
query details
about a playbook
instance.

read playboo
k *

-
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secmaster:playboo
k:getInstanceTopo
logy

Grants the
permission to
query details
about a playbook
instance topology.

read playboo
k *

-

secmaster:playboo
k:operateInstance

Grants
permissions to
operate a
playbook
instance.

write playboo
k *

-

secmaster:workflo
w:list

Grants the
permission to
query the
workflow list.

list workflo
w *

-

secmaster:workflo
w:get

Grants the
permission to
obtain details
about a workflow.

read workflo
w *

-

secmaster:workflo
w:delete

Grants the
permission to
delete a workflow.

write workflo
w *

-

secmaster:workflo
w:create

Grants the
permission to
create a workflow.

write workflo
w *

-

secmaster:workflo
w:update

Grants the
permission to
update a
workflow.

write workflo
w *

-

secmaster:workflo
w:listVersions

Grants the
permission to
obtain the list of
workflow
versions.

list workflo
w *

-

secmaster:workflo
w:getVersion

Grants the
permission to
obtain details
about a workflow
version.

read workflo
w *

-
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secmaster:workflo
w:deleteVersion

Grants the
permission to
delete a workflow
version.

write workflo
w *

-

secmaster:workflo
w:createVersion

Grants the
permission to
create a workflow
version.

write workflo
w *

-

secmaster:workflo
w:updateVersion

Grants the
permission to
update a
workflow version.

write workflo
w *

-

secmaster:workflo
w:approveVersion

Grants the
permission to
review a workflow
version.

write workflo
w *

-

secmaster:workflo
w:validate

Grants the
permission to
verify a workflow
version.

write workflo
w *

-

secmaster:workflo
w:simulate

Grants the
permission to
update the
debugging result
of a workflow
version.

write workflo
w *

-

secmaster:workflo
w:getInstance

Grants the
permission to
query the
topology of a
workflow
instance.

read workflo
w *

-

secmaster:workflo
w:operateInstance

Grants the
permission to
update or create a
workflow
instance.

write workflo
w *

-

secmaster:connect
ion:list

Grants the
permission to
query the asset
connection list.

list connect
ion *

-
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secmaster:connect
ion:create

Grants the
permissions to
create an asset
connection.

write connect
ion *

-

secmaster:connect
ion:get

Grants the
permissions to
obtain asset
connection
details.

read connect
ion *

-

secmaster:connect
ion:delete

Grants the
permissions to
delete an asset
connection.

write connect
ion *

-

secmaster:connect
ion:update

Grants the
permissions to
update an asset
connection.

write connect
ion *

-

secmaster:worksp
ace:list

Grants the
permission to
query the
workspace list.

list worksp
ace *

-

secmaster:worksp
ace:create

Grants the
permission to
create a
workspace.

write worksp
ace *

-

secmaster:worksp
ace:update

Grants the
permission to
update a
workspace.

write worksp
ace *

-

secmaster:worksp
ace:get

Grants the
permission to
obtain workspace
details.

read worksp
ace *

-

secmaster:worksp
ace:delete

Grants the
permission to
delete a
workspace.

write worksp
ace *

-
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secmaster:task:list Grants the
permission to
query the to-do
list.

list task * -

secmaster:task:cre
ate

Grants the
permission to
create a to-do
task.

write task * -

secmaster:task:up
date

Grants the
permission to
update to-do
tasks.

write task * -

secmaster:task:get Grants the
permission to
obtain to-do task
details.

read task * -

secmaster:indicato
r:get

Grants the
permission to
obtain indicator
details.

read indicato
r *

-

secmaster:indicato
r:create

Grants the
permission to
create an
indicator.

write indicato
r *

-

secmaster:indicato
r:update

Grants the
permission to
update an
indicator.

write indicato
r *

-

secmaster:indicato
r:delete

Grants the
permission to
delete an
indicator.

write indicato
r *

-

secmaster:indicato
r:list

Grants the
permission to
query the
indicator list.

read indicato
r *

-

secmaster:indicato
r:listTypes

Grants the
permission to
query the
indicator type list.

list indicato
r *

-
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secmaster:indicato
r:bindLayout

Grants the
permissions to
bind an indicator
type to a layout.

write indicato
r *

-

secmaster:alert:ge
t

Grants the
permission to
obtain alert
details.

read alert * -

secmaster:alert:cr
eate

Grants the
permission to
create an alert.

write alert * -

secmaster:alert:up
date

Grants the
permission to
update an alert.

write alert * -

secmaster:alert:lis
t

Grants the
permission to
query the alert
list.

list alert * -

secmaster:alert:de
lete

Grants the
permission to
delete an alert.

write alert * -

secmaster:alert:ba
tchOrders

Grants the
permission to
convert an alert
to an incident.

list alert * -

secmaster:alert:lis
tTypes

Grants the
permission to
query the alert
type list.

list alert * -

secmaster:alert:lis
tCategories

Grants the
permission to
query the alert
category list.

list alert * -

secmaster:alert:cr
eateType

Grants the
permission to
create an alert
type.

write alert * -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 388



Action Description Access
Level

Resour
ce Type
(*:
Require
d)
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secmaster:alert:up
dateType

Grants the
permission to
modify an alert
type.

write alert * -

secmaster:alert:de
leteType

Grants the
permission to
delete an alert
type.

write alert * -

secmaster:alert:en
ableType

Grants the
permission to
enable or disable
an alert type.

write alert * -

secmaster:alert:bi
ndLayout

Grants the
permissions to
bind an alert type
to a layout.

write alert * -

secmaster:incident
:get

Grants the
permission to
obtain incident
details.

read incident
*

-

secmaster:incident
:create

Grants the
permission to
create an incident.

write incident
*

-

secmaster:incident
:update

Grants the
permission to
update an
incident.

write incident
*

-

secmaster:incident
:list

Grants the
permission to
query the incident
list.

list incident
*

-

secmaster:incident
:listTypes

Grants the
permission to
obtain the
incident type list.

list incident
*

-

secmaster:incident
:delete

Grants the
permission to
delete an incident.

write incident
*

-
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secmaster:incident
:listCategories

Grants the
permission to
query the incident
category list.

list incident
*

-

secmaster:incident
:createType

Grants the
permission to
create an incident
type.

write incident
*

-

secmaster:incident
:updateType

Grant permission
to modify an
incident type.

write incident
*

-

secmaster:incident
:deleteType

Grants the
permission to
delete an incident
type.

write incident
*

-

secmaster:incident
:enableType

Grants the
permission to
enable or disable
an incident type.

write incident
*

-

secmaster:incident
:bindLayout

Grants the
permissions to
bind an incident
type to a layout.

write incident
*

-

secmaster:dataobj
ect:createRelation

Grants the
permission to
create an object
mapping.

write dataobj
ect *

-

secmaster:dataobj
ect:deleteRelation

Grants the
permission to
delete an object
mapping.

write dataobj
ect *

-

secmaster:dataobj
ect:listRelation

Grants the
permission to
query the object
mapping list.

list dataobj
ect *

-

secmaster:vulnera
bility:listGroup

Grants the
permission to
query the
vulnerability
group list.

list vulnera
bility *

-
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secmaster:vulnera
bility:getGroup

Grants the
permission to
obtain
vulnerability
group details.

read vulnera
bility *

-

secmaster:vulnera
bility:exportGroup

Grants the
permission to
export the
vulnerability
group list.

list vulnera
bility *

-

secmaster:vulnera
bility:listType

Grants the
permission to
query the
vulnerability type
list.

list vulnera
bility *

-

secmaster:vulnera
bility:bindLayout

Grants the
permission to
bind a
vulnerability type
to a layout.

write vulnera
bility *

-

secmaster:vulnera
bility:createType

Grants the
permission to
create a
vulnerability type.

write vulnera
bility *

-

secmaster:vulnera
bility:updateType

Grants the
permission to
modify a
vulnerability type.

write vulnera
bility *

-

secmaster:vulnera
bility:deleteType

Grants the
permission to
delete a
vulnerability type.

write vulnera
bility *

-

secmaster:vulnera
bility:enableType

Grants the
permission to
enable or disable
a vulnerability
type.

write vulnera
bility *

-

secmaster:subscri
ption:deletePostPa
idOrder

Grants the
permission to
delete a pay-per-
use order.

write - -
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secmaster:subscri
ption:createPostPa
idOrder

Grants the
permission to
create a pay-per-
use order.

write - -

secmaster:subscri
ption:createPrePai
dOrder

Grants the
permission to
create a yearly/
monthly order.

write - -

secmaster:subscri
ption:getVersion

Grants the
permission to
view the
subscribed
version.

read - -

secmaster:metric:
getResult

Grants the
permission to
view the metric
result.

read metric * -

secmaster:metric:l
istResults

Grants the
permission to list
metric results.

list metric * -

secmaster:metric:l
istHits

Grants the
permission to list
the hit metrics.

list metric * -

secmaster:agency:
get

Grants the
permission to
view an agency.

read - -

secmaster:agency:
create

Grants the
permission to
create an agency.

write - -

secmaster:resourc
e:getStatistics

Grants the
permission to
view resource
statistics.

read resourc
e *

-

secmaster:resourc
e:list

Grants the
permission to list
resources.

list resourc
e *

-

secmaster:resourc
e:import

Grants the
permission to
import resources.

write resourc
e *

-
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secmaster:resourc
e:getTemplate

Grants the
permission to
obtain the
resource import
template.

read resourc
e *

-

secmaster:report:li
st

Grants the
permission to list
reports.

list report * -

secmaster:report:g
et

Grants the
permission to
view a report.

read report * -

secmaster:report:c
reate

Grants the
permission to
create a report.

write report * -

secmaster:report:u
pdate

Grants the
permission to
update a report.

write report * -

secmaster:report:d
elete

Grants the
permission to
delete a report.

write report * -

secmaster:emerge
ncyVulnerability:u
pdateReadStatus

Grants the
permission to set
the emergency
vulnerability read
status.

write emerge
ncyVuln
erability
*

-

secmaster:emerge
ncyVulnerability:li
st

Grants the
permission to list
emergency
vulnerabilities.

list emerge
ncyVuln
erability
*

-

secmaster:emerge
ncyVulnerability:e
xport

Grants the
permission to
export emergency
vulnerabilities.

read emerge
ncyVuln
erability
*

-

secmaster:dataspa
ce:list

Grants the
permission to
query the data
space list.

list dataspa
ce *

-
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secmaster:dataspa
ce:create

Grants the
permission to
create a data
space.

write dataspa
ce *

-

secmaster:dataspa
ce:get

Grants the
permission to
query data space
details.

read dataspa
ce *

-

secmaster:dataspa
ce:update

Grants the
permission to
update a data
space.

write dataspa
ce *

-

secmaster:dataspa
ce:delete

Grants the
permission to
delete a data
space.

write dataspa
ce *

-

secmaster:pipe:list Grants the
permission to
query the data
pipeline list.

list pipe * -

secmaster:pipe:cre
ate

Grants the
permission to
create a data
pipeline.

write pipe * -

secmaster:pipe:get Grants the
permission to
query data
pipeline details.

read pipe * -

secmaster:pipe:up
date

Grants the
permission to
update a data
pipeline.

write pipe * -

secmaster:pipe:del
ete

Grants the
permission to
delete a data
pipeline.

write pipe * -

secmaster:pipe:get
Index

Grants the
permission to
query data
pipeline indexes.

read pipe * -
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secmaster:pipe:up
dateIndex

Grants the
permission to
update a data
pipeline index.

write pipe * -

secmaster:pipe:get
Consumption

Grants the
permission to
query data
pipeline
consumption.

read pipe * -

secmaster:pipe:cre
ateConsumption

Grants the
permission to
create pipeline
consumption.

write pipe * -

secmaster:pipe:del
eteConsumption

Grants the
permission to
delete pipeline
consumption.

write pipe * -

secmaster:search:l
istLogs

Grants the
permission to
query data.

list worksp
ace *

-

secmaster:search:l
istHistograms

Grants the
permission to
query the data
distribution
histogram.

list worksp
ace *

-

secmaster:search:c
reateAnalysis

Grants the
permission to
execute security
analysis.

write worksp
ace *

-

secmaster:searchC
ondition:list

Grants the
permission to
query the list of
search criteria.

list searchC
onditio
n *

-

secmaster:searchC
ondition:create

Grants the
permission to
create search
criteria.

write searchC
onditio
n *

-
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secmaster:searchC
ondition:get

Grants the
permission to
query search
criteria details.

read searchC
onditio
n *

-

secmaster:searchC
ondition:update

Grants the
permission to
update search
criteria.

write searchC
onditio
n *

-

secmaster:searchC
ondition:delete

Grants the
permission to
delete search
criteria.

write searchC
onditio
n *

-

secmaster:alertRul
e:list

Grants the
permission to
query an alert
model.

list alertRul
e *

-

secmaster:alertRul
e:create

Grants the
permission to
create an alert
model.

write alertRul
e *

-

secmaster:alertRul
e:get

Grants the
permission to
query alert model
details.

read alertRul
e *

-

secmaster:alertRul
e:update

Grants the
permission to
modify an alert
model.

write alertRul
e *

-

secmaster:alertRul
e:delete

Grants the
permission to
delete an alert
model.

write alertRul
e *

-

secmaster:alertRul
e:enable

Grants the
permission to
enable an alert
model.

write alertRul
e *

-

secmaster:alertRul
e:disable

Grants the
permission to
disable an alert
model.

write alertRul
e *

-
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secmaster:alertRul
e:listMetrics

Grants the
permission to
query an alert
model overview.

list alertRul
e *

-

secmaster:alertRul
e:createSimulatio
n

Grants the
permission to
simulate an alert
model.

write alertRul
e *

-

secmaster:alertRul
eTemplate:list

Grants the
permission to
query an alert
template.

list alertRul
eTempl
ate *

-

secmaster:alertRul
eTemplate:get

Grants the
permission to
query alert
template details.

read alertRul
eTempl
ate *

-

secmaster:alertRul
eTemplate:listMet
rics

Grants the
permission to
query the alert
template
overview.

list alertRul
eTempl
ate *

-

secmaster:datacla
ss:create

Grants the
permission to
create a data
class.

write datacla
ss *

-

secmaster:datacla
ss:update

Grants the
permission to
update a data
class.

write datacla
ss *

-

secmaster:datacla
ss:delete

Grants the
permission to
delete a data
class.

write datacla
ss *

-

secmaster:datacla
ss:get

Grants the
permission to
obtain data class
details.

read datacla
ss *

-
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secmaster:datacla
ss:list

Grants the
permission to
query the data
class list.

list datacla
ss *

-

secmaster:datacla
ss:createField

Grants the
permission to
create a field.

write datacla
ss *

-

secmaster:datacla
ss:updateField

Grants the
permission to
update a field.

write datacla
ss *

-

secmaster:datacla
ss:deleteField

Grants the
permission to
delete a field.

write datacla
ss *

-

secmaster:datacla
ss:getField

Grants the
permission to
obtain field
details.

read datacla
ss *

-

secmaster:datacla
ss:listFields

Grants the
permission to
query the field
list.

list datacla
ss *

-

secmaster:datacla
ss:getType

Grants the
permission to
obtain type
details.

read datacla
ss *

-

secmaster:datacla
ss:listTypes

Grants the
permission to
query the type
list.

list datacla
ss *

-

secmaster:mappin
g:update

Grants the
permission to
update the
categorical
mapping status.

write mappin
g *

-

secmaster:mappin
g:list

Grant permission
to search for the
categorical
mapping list.

list mappin
g *

-
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secmaster:mappin
g:getDatasource

Grants the
permission to
obtain the
categorical
mapping data
source.

read mappin
g *

-

secmaster:mappin
g:listFunctions

Grants the
permission to
obtain a
categorical
mapping function.

list mappin
g *

-

secmaster:mappin
g:delete

Grants the
permission to
delete a
categorical
mapping.

write mappin
g *

-

secmaster:mappin
g:copy

Grants the
permission to
copy a categorical
mapping.

write mappin
g *

-

secmaster:mappin
g:createClassifier

Grants the
permission to
create a category.

write mappin
g *

-

secmaster:mappin
g:updateClassifier

Grants the
permission to
update a
category.

write mappin
g *

-

secmaster:mappin
g:getClassifier

Grants the
permission to
obtain category
information.

read mappin
g *

-

secmaster:mappin
g:deleteClassifier

Grants the
permission to
delete a category.

write mappin
g *

-

secmaster:mappin
g:createMapper

Grants the
permission to
create a mapping.

write mappin
g *

-
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secmaster:mappin
g:updateMapper

Grants the
permission to
update a
mapping.

write mappin
g *

-

secmaster:mappin
g:listMappers

Grants the
permission to
query the
mapping list.

list mappin
g *

-

secmaster:mappin
g:getMapper

Grants the
permission to
obtain the
mapping
information.

read mappin
g *

-

secmaster:mappin
g:deleteMapper

Grants the
permission to
delete a mapping.

write mappin
g *

-

secmaster:layout:li
stBusinessTypes

Grants the
permission to
obtain the layout
type list.

list layout * -

secmaster:layout:li
st

Grants the
permission to
query the layout
list.

list layout * -

secmaster:layout:c
reate

Grants the
permission to
create a layout.

write layout * -

secmaster:layout:
delete

Grants the
permission to
delete a layout.

write layout * -

secmaster:layout:
update

Grants the
permission to
update a layout.

write layout * -

secmaster:layout:
get

Grants the
permission to
query a layout.

read layout * -
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secmaster:layout:c
reateTemplate

Grants the
permission to
save a layout as a
template.

write layout * -

secmaster:layout:c
reateField

Grants the
permission to
create a layout
field.

write layout * -

secmaster:layout:li
stFields

Grants the
permission to
obtain the layout
field list.

list layout * -

secmaster:layout:
getField

Grants the
permission to
obtain layout field
details.

read layout * -

secmaster:layout:
updateFiled

Grants the
permission to
update a layout
field.

write layout * -

secmaster:layout:
deleteField

Grants the
permission to
delete a layout
field.

write layout * -

secmaster:layout:li
stWizards

Grants the
permission to
obtain a page.

list layout * -

secmaster:layout:c
reateWizard

Grants the
permission to
create a page.

write layout * -

secmaster:layout:
getWizard

Grants the
permission to
obtain page
details.

read layout * -

secmaster:layout:
deleteWizard

Grants the
permission to
delete a page.

write layout * -
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Level
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ce Type
(*:
Require
d)

Condition Key

secmaster:layout:
updateWizard

Grants the
permission to
update a page.

write layout * -

secmaster:catalog
ue:list

Grants the
permissions to
query the
directory list.

list catalog
ue *

-

secmaster:catalog
ue:update

Grants the
permission to
update a
directory.

write catalog
ue *

-

secmaster:playboo
k:export

Grants the
permission to
export playbooks.

read playboo
k *

-

secmaster:playboo
k:import

Grants the
permission to
import playbooks.

write playboo
k *

-

secmaster:indicato
r:downloadTempla
te

Grants the
permission to
download the
indicator
template.

read indicato
r *

-

secmaster:indicato
r:export

Grants the
permission to
export indicators.

read indicato
r *

-

secmaster:indicato
r:import

Grants the
permission to
import indicators.

write indicato
r *

-

secmaster:table:lis
t

Grants the
permission to
query a table.

list table * -

secmaster:table:cr
eate

Grants the
permission to
create a table.

write table * -

secmaster:table:ge
t

Grants the
permission to
query table
details.

read table * -
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Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:table:u
pdate

Grants the
permission to
modify a table.

write table * -

secmaster:table:de
lete

Grants the
permission to
delete a table.

write table * -

secmaster:table:cr
eateLock

Grants the
permission to lock
a table.

write table * -

secmaster:table:de
leteLock

Grants the
permission to
unlock a table.

write table * -

secmaster:table:lis
tMetrics

Grants the
permission to
query table
overview.

list table * -

secmaster:table:u
pdateSchema

Grants the
permission to
design a table.

write table * -

 

Each API of SecMaster usually supports one or more actions. Table 5-79 lists the
supported actions and dependencies.

Table 5-79 Actions and dependencies supported by SecMaster APIs

API Action Depende
ncies

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
{playbook_id}

secmaster:playbook:get -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks

secmaster:playbook:create -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
{playbook_id}

secmaster:playbook:delete -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
{playbook_id}

secmaster:playbook:updat
e

-
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GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks

secmaster:playbook:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
statistics

secmaster:playbook:getSta
tistics

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
{playbook_id}/monitor

secmaster:playbook:getMo
nitor

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/{playbook_version_id}/clone

secmaster:playbook:copyV
ersion

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/{playbook_version_id}/
approve

secmaster:playbook:appro
ve

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/approval

secmaster:playbook:listAp
proves

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
instances

secmaster:playbook:listInst
ances

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
instances/auditlogs

secmaster:playbook:getIns
tanceAuditlog

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions

secmaster:playbook:create
Version

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/rules

secmaster:playbook:create
VersionRule

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/actions

secmaster:playbook:create
VersionAction

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/{playbook_version_id}

secmaster:playbook:getVer
sion

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/rules/{rule_id}

secmaster:playbook:getVer
sionRule

-
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POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/{playbook_version_id}

secmaster:playbook:delete
Version

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/rules/{rule_id}

secmaster:playbook:delete
VersionRule

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/actions/
{action_id}

secmaster:playbook:delete
VersionAction

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/{playbook_version_id}

secmaster:playbook:updat
eVersion

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/rules/{rule_id}

secmaster:playbook:updat
eVersionRule

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/actions/
{action_id}

secmaster:playbook:updat
eVersionAction

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
{playbook_id}/versions

secmaster:playbook:listVer
sions

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/actions

secmaster:playbook:listVer
sionActions

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
instances/{instance_id}

secmaster:playbook:getIns
tance

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
instances/{instance_id}/topology

secmaster:playbook:getIns
tanceTopology

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
instances/{instance_id}/operation

secmaster:playbook:operat
eInstance

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows

secmaster:workflow:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}

secmaster:workflow:get -
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DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}

secmaster:workflow:delete -

GET /v1/{project_id}/
workspacesPOST /v1/{project_id}/
workspaces/{workspace_id}/soc/
workflows

secmaster:workflow:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}

secmaster:workflow:updat
e

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions

secmaster:workflow:listVer
sions

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions/{version_id}

secmaster:workflow:getVe
rsion

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions/{version_id}

secmaster:workflow:delete
Version

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions

secmaster:workflow:create
Version

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions/{version_id}

secmaster:workflow:updat
eVersion

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions/{version_id}/
approval

secmaster:workflow:appro
veVersion

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/validation

secmaster:workflow:valida
te

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions/{version_id}/
debug/result

secmaster:workflow:simul
ate

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
instances/{instance_id}/topology

secmaster:workflow:getIns
tance

-
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POST /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/instances

secmaster:workflow:opera
teInstance

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/assetcredentials

secmaster:connection:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/assetcredentials

secmaster:connection:crea
te

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/assetcredentials/
{asset_id}

secmaster:connection:get -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/assetcredentials/
{asset_id}

secmaster:connection:dele
te

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/assetcredentials/
{asset_id}

secmaster:connection:upd
ate

-

GET /v1/{project_id}/workspaces secmaster:workspace:list -

POST /v1/{project_id}/workspaces secmaster:workspace:creat
e

-

PUT /v1/{project_id}/workspaces/
{workspace_id}

secmaster:workspace:upda
te

-

GET /v1/{project_id}/workspaces/v1/
{project_id}/workspaces/
{workspace_id}

secmaster:workspace:get -

DELETE /v1/{project_id}/workspaces/
{workspace_id}

secmaster:workspace:delet
e

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/tasks

secmaster:task:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/tasks

secmaster:task:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/tasks/{task_id}

secmaster:task:update -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/tasks/{task_id}

secmaster:task:get -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/
{indicator_id}

secmaster:indicator:get -
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POST /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators

secmaster:indicator:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/
{indicator_id}

secmaster:indicator:update -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/
{indicator_id}

secmaster:indicator:delete -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/search

secmaster:indicator:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/types

secmaster:indicator:listTyp
es

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/types/
layout

secmaster:indicator:bindLa
yout

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/{alert_id}

secmaster:alert:get -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts

secmaster:alert:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/{alert_id}

secmaster:alert:update -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/search

secmaster:alert:list -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts

secmaster:alert:delete -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/batch-order

secmaster:alert:batchOrde
rs

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types

secmaster:alert:listTypes -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types/
category

secmaster:alert:listCategor
ies

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types

secmaster:alert:createType -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types/
{dataclass_type_id}

secmaster:alert:updateTyp
e

-
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DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types

secmaster:alert:deleteType -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types/enable

secmaster:alert:enableTyp
e

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types/layout

secmaster:alert:bindLayout -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/
{incident_id}

secmaster:incident:get -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents

secmaster:incident:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/
{incident_id}

secmaster:incident:update -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/search

secmaster:incident:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types

secmaster:incident:listType
s

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents

secmaster:incident:delete -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types/
category

secmaster:incident:listCate
gories

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types

secmaster:incident:createT
ype

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types/
{dataclass_type_id}

secmaster:incident:update
Type

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types

secmaster:incident:deleteT
ype

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/incidents/
enable

secmaster:incident:enable
Type

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types/
layout

secmaster:incident:bindLay
out

-
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POST /v1/{project_id}/workspaces/
{workspace_id}/soc/{dataclass_type}/
{data_object_id}/
{related_dataclass_type}

secmaster:dataobject:creat
eRelation

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/{dataclass_type}/
{data_object_id}/
{related_dataclass_type}

secmaster:dataobject:delet
eRelation

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/{dataclass_type}/
{data_object_id}/
{related_dataclass_type}/search

secmaster:dataobject:listR
elation

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerability/
search

secmaster:vulnerability:list
Group

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerability/
{vul_id}

secmaster:vulnerability:get
Group

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerability/
export

secmaster:vulnerability:ex
portGroup

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types

secmaster:vulnerability:list
Type

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types/layout

secmaster:vulnerability:bin
dLayout

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types

secmaster:vulnerability:cre
ateType

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types/{dataclass_type_id}

secmaster:vulnerability:up
dateType

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types

secmaster:vulnerability:del
eteType

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types/enable

secmaster:vulnerability:en
ableType

-

DELETE /v1/{project_id}/subscriptions/
orders

secmaster:subscription:del
etePostPaidOrder

-
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POST /v1/{project_id}/subscriptions/
orders

secmaster:subscription:cre
atePostPaidOrder

-

POST /v1/{project_id}/subscriptions/
orders/{order_id}

secmaster:subscription:cre
atePrePaidOrder

-

GET /v1/{project_id}/subscriptions/
version

secmaster:subscription:get
Version

-

GET /v1/{project_id}/workspaces/
{workspace_id}/sa/metrics/{metric_id}/
result

secmaster:metric:getResult -

POST /v1/{project_id}/workspaces/
{workspace_id}/sa/metrics/results

secmaster:metric:listResult
s

-

POST /v1/{project_id}/workspaces/
{workspace_id}/sa/metrics/hits

secmaster:metric:listHits -

GET /v1/{project_id}/agency secmaster:agency:get -

POST /v1/{project_id}/agency secmaster:agency:create -

GET /v1/{project_id}/workspaces/
{workspace_id}/resource-statistics

secmaster:resource:getStat
istics

-

GET /v1/{project_id}/workspaces/
{workspace_id}/resources

secmaster:resource:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/sa/resources/import

secmaster:resource:import -

GET /v1/{project_id}/workspaces/
{workspace_id}/sa/resource/template

secmaster:resource:getTem
plate

-

GET /v1/{project_id}/workspaces/
{workspace_id}/sa/reports

secmaster:report:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/sa/reports/{report_id}

secmaster:report:get -

POST /v1/{project_id}/workspaces/
{workspace_id}/sa/reports

secmaster:report:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/sa/reports/{report_id}

secmaster:report:update -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/sa/reports/{report_id}

secmaster:report:delete -

POST /v1/{project_id}/workspaces/
{workspace_id}/sa/vulnerability/read-
status

secmaster:emergencyVuln
erability:updateReadStatus

-
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GET /v1/{project_id}/workspaces/
{workspace_id}/sa/vulnerability/list

secmaster:emergencyVuln
erability:list

-

GET /v1/{project_id}/workspaces/
{workspace_id}/sa/vulnerability/export

secmaster:emergencyVuln
erability:export

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/dataspaces

secmaster:dataspace:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/dataspaces

secmaster:dataspace:creat
e

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/dataspaces/
{dataspace_id}

secmaster:dataspace:get -

PUT /v1/{project_id}/workspaces/
{workspace_id}/siem/dataspaces/
{dataspace_id}

secmaster:dataspace:upda
te

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/siem/dataspaces/
{dataspace_id}

secmaster:dataspace:delet
e

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes

secmaster:pipe:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes

secmaster:pipe:create -

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}

secmaster:pipe:get -

PUT /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}

secmaster:pipe:update -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}

secmaster:pipe:delete -

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}/
index

secmaster:pipe:getIndex -

PUT /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}/
index

secmaster:pipe:updateInde
x

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}/
consumption

secmaster:pipe:getConsum
ption

-

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}/
consumption

secmaster:pipe:createCons
umption

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 412



API Action Depende
ncies

DELETE /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}/
consumption

secmaster:pipe:deleteCons
umption

-

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/search/logs

secmaster:search:listLogs -

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/search/
histograms

secmaster:search:listHistog
rams

-

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/search/analysis

secmaster:search:createAn
alysis

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/search/conditions

secmaster:searchCondition
:list

-

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/search/conditions

secmaster:searchCondition
:create

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/search/
conditions/{condition_id}

secmaster:searchCondition
:get

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/siem/search/
conditions/{condition_id}

secmaster:searchCondition
:update

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/siem/search/
conditions/{condition_id}

secmaster:searchCondition
:delete

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules

secmaster:alertRule:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules

secmaster:alertRule:create -

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
{rule_id}

secmaster:alertRule:get -

PUT /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
{rule_id}

secmaster:alertRule:updat
e

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules

secmaster:alertRule:delete -

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/enable

secmaster:alertRule:enable -
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ncies

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
disable

secmaster:alertRule:disabl
e

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
metrics

secmaster:alertRule:listMe
trics

-

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
simulation

secmaster:alertRule:create
Simulation

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
templates

secmaster:alertRuleTempla
te:list

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
templates/{template_id}

secmaster:alertRuleTempla
te:get

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
templates/metrics

secmaster:alertRuleTempla
te:listMetrics

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses

secmaster:dataclass:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}

secmaster:dataclass:updat
e

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}

secmaster:dataclass:delete -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}

secmaster:dataclass:get -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses

secmaster:dataclass:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/fields

secmaster:dataclass:create
Field

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/fields/{field_id}

secmaster:dataclass:updat
eField

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/fields

secmaster:dataclass:delete
Field

-
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GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/fields/{field_id}

secmaster:dataclass:getFie
ld

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/fields

secmaster:dataclass:listFiel
ds

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/types/
{dataclass_type_id}

secmaster:dataclass:getTy
pe

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/types

secmaster:dataclass:listTyp
es

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
{mapping_id}/status

secmaster:mapping:updat
e

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/search

secmaster:mapping:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/data-
source

secmaster:mapping:getDat
asource

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
functions

secmaster:mapping:listFun
ctions

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
{mapping_id}

secmaster:mapping:delete -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
{mapping_id}/clone

secmaster:mapping:copy -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
classifiers

secmaster:mapping:create
Classifier

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
classifiers/{classifier_id}

secmaster:mapping:updat
eClassifier

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
classifiers/{classifier_id}

secmaster:mapping:getCla
ssifier

-
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DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
classifiers/{classifier_id}

secmaster:mapping:delete
Classifier

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/mappers

secmaster:mapping:create
Mapper

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
mappers/{mapper_id}

secmaster:mapping:updat
eMapper

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
mappers/search

secmaster:mapping:listMa
ppers

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
mappers/{mapper_id}

secmaster:mapping:getMa
pper

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
mappers/{mapper_id}

secmaster:mapping:delete
Mapper

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/business-
type

secmaster:layout:listBusine
ssTypes

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/search

secmaster:layout:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts

secmaster:layout:create -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts

secmaster:layout:delete -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/{layout_id}

secmaster:layout:update -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/{layout_id}

secmaster:layout:get -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/template

secmaster:layout:createTe
mplate

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/fields

secmaster:layout:createFie
ld

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/fields

secmaster:layout:listFields -
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GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/fields/{field_id}

secmaster:layout:getField -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/fields/{field_id}

secmaster:layout:updateFil
ed

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/fields

secmaster:layout:deleteFie
ld

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/wizards

secmaster:layout:listWizar
ds

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/wizards

secmaster:layout:createWi
zard

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/wizards/
{wizard_id};/v1/{project_id}/
workspaces/{workspace_id}/soc/
layouts/wizards

secmaster:layout:getWizar
d

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/wizards/
{wizard_id}

secmaster:layout:deleteWi
zard

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/wizards

secmaster:layout:updateW
izard

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/catalogues/
search;/v1/{project_id}/workspaces/
{workspace_id}/soc/catalogues

secmaster:catalogue:list -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/catalogues/
{catalogue_id}

secmaster:catalogue:updat
e

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/export

secmaster:playbook:export -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/import

secmaster:playbook:impor
t

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/
template/download

secmaster:indicator:downl
oadTemplate

-
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POST /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/export

secmaster:indicator:export -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/import

secmaster:indicator:import -

GET /v2/{project_id}/workspaces/
{workspace_id}/siem/tables

secmaster:table:list -

-POST /v2/{project_id}/workspaces/
{workspace_id}/siem/tables

secmaster:table:create -

GET /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}

secmaster:table:get -

PUT /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}

secmaster:table:update -

DELETE /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}

secmaster:table:delete -

POST /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}/
lock

secmaster:table:createLock -

DELETE /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}/
lock

secmaster:table:deleteLock -

GET /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/metrics

secmaster:table:listMetrics -

PUT /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}/
schema

secmaster:table:updateSch
ema

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-80, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for SecMaster.
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Table 5-80 Resource types supported by SecMaster

Resource Type URN

workspace secmaster:<region>:<account-
id>:workspace:<workspace-id>

playbook secmaster:<region>:<account-id>:playbook:<workspace-
id>/<playbook-id>

workflow secmaster:<region>:<account-
id>:workflow:<workspace-id>/<workflow-id>

connection secmaster:<region>:<account-
id>:connection:<workspace-id>/<connection-id>

task secmaster:<region>:<account-id>:task:<workspace-id>/
<task-id>

indicator secmaster:<region>:<account-id>:indicator:<workspace-
id>/<indicator-id>

alert secmaster:<region>:<account-id>:alert:<workspace-id>/
<alert-id>

incident secmaster:<region>:<account-id>:incident:<workspace-
id>/<incident-id>

dataobject secmaster:<region>:<account-
id>:dataobject:<workspace-id>/<dataobject-id>

metric secmaster:<region>:<account-id>:metric:<workspace-
id>/<metric-id>

resource secmaster:<region>:<account-id>:resource:<workspace-
id>/<resource-id>

report secmaster:<region>:<account-id>:report:<workspace-
id>/<report-id>

emergencyVulnerabili-
ty

secmaster:<region>:<account-id>:emergencyVulnerabili-
ty:<workspace-id>/<emergency-vulnerability-id>

dataspace secmaster:<region>:<account-
id>:dataspace:<workspace-id>/<dataspace-id>

pipe secmaster:<region>:<account-id>:pipe:<workspace-id>/
<pipe-id>

alertRule secmaster:<region>:<account-id>:alertRule:<workspace-
id>/<alertRule-id>

vulnerability secmaster:<region>:<account-
id>:vulnerability:<workspace-id>/<vulnerability-id>

alertRuleTemplate secmaster:<region>:<account-
id>:alertRuleTemplate:<workspace-id>/
<alertRuleTemplate-id>

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 419



Resource Type URN

searchCondition secmaster:<region>:<account-
id>:searchCondition:<workspace-id>/<searchCondition-
id>

dataclass secmaster:<region>:<account-id>:dataclass:<workspace-
id>/<dataclass-id>

mapping secmaster:<region>:<account-id>:mapping:<workspace-
id>/<mapping-id>

layout secmaster:<region>:<account-id>:layout:<workspace-
id>/<layout-id>

catalogue secmaster:<region>:<account-
id>:catalogue:<workspace-id>/<catalogue-id>

table secmaster:<region>:<account-id>:table:<workspace-id>/
<table-id>

 

Conditions

SecMaster does not support service-specific condition keys in SCP statements.
SecMaster can use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.7.5 Cloud Certificate Manager (CCM)

The Organizations service also provides Service Control Policies (SCPs) to set
access control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN for the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table.
For details about the resource types defined by the PCA, see Table 5-83.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by PCA, see Conditions.

The following table lists the actions that you can define in SCP statements for
PCA.

Table 5-81 Actions supported by PCA

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

pca:ca:create Grants the
permission to
create a private
CA.

write ca * -

- g:EnterpriseProjec
tId

pca:ca:delete Grants the
permission to
delete a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:disable Grants the
permission to
disable a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:enable Grants the
permission to
enable a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

pca:ca:export Grants the
permission to
export a private
CA certificate.

read ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:getCsr Grants the
permission to
export the
certificate signing
request (CSR) of a
private CA.

read ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:import Grants the
permission to
import a
certificate as a
private CA
certificate.

write ca * -

- g:EnterpriseProjec
tId

pca:ca:activate Grants the
permission to
activate a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:list Grants the
permission to
query the private
CA list.

list ca * -

- g:EnterpriseProjec
tId

pca:ca:restore Grants the
permission to
restore a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:revoke Grants the
permission to
revoke a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:get Grants the
permission to
query private CA
details.

read ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

pca:ca:quota Grants the
permission to
query the private
CA quota.

read - -

pca:ca:createTag Grants the
permission to
create or update
tags for a private
CA.

tagging ca * g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

pca:ca:deleteTag Grants the
permission to
delete a private
CA tag.

tagging ca * g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● g:TagKeys

pca:ca:listTags Grants the
permission to
query the tag list
of a private CA.

list ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:listAllTags Grants the
permission to
query the private
CA tag list.

list ca * -

pca:ca:listByTag Grants the
permission to
query the private
CA list by tag.

list ca * -

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

pca:ca:issueCert Grants the
permission to
issue a private
certificate.

write ca * -

- ● g:EnterprisePro
jectId

● pca:CommonN
ame
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

pca:ca:issueCertBy
Csr

Grants the
permission to
issue private
certificates based
on CSRs.

write ca * -

- ● g:EnterprisePro
jectId

● pca:CommonN
ame

pca:cert:delete Grants the
permission to
delete a private
certificate.

write - g:EnterpriseProjec
tId

pca:cert:export Grants the
permission to
export a private
certificate.

read - g:EnterpriseProjec
tId

pca:cert:list Grants the
permission to
query the private
certificate list.

list - g:EnterpriseProjec
tId

pca:ca:revokeCert Grants the
permission to
revoke a private
certificate.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:cert:get Grants the
permission to
query private
certificate details.

read - g:EnterpriseProjec
tId

pca:cert:quota Grants the
permission to
query the private
certificate quota.

read - -

pca:cert:createTag Grants the
permission to
create or update
private certificate
tags.

tagging - ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

pca:cert:deleteTag Grants the
permission to
delete a private
certificate tag.

tagging - ● g:EnterprisePro
jectId

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

pca:cert:listTags Grants the
permission to
query the tag list
of a private
certificate.

list - g:EnterpriseProjec
tId

pca:cert:listAllTags Grants the
permission to
query the private
certificate tag list.

list - -

pca:cert:listByTag Grants the
permission to
query the private
certificate list by
tag.

list - ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

pca:ca:disableCrl Grants the
permission to
disable CRLs.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:enableCrl Grants the
permission to
enable CRLs.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

 

Each API of PCA usually supports one or more actions. Table 5-82 lists the actions
and dependencies supported by PCA APIs.

Table 5-82 Actions and dependencies supported by PCA APIs

API Action Dependencies

POST /v1/private-
certificate-
authorities

pca:ca:create -

POST /v1/private-
certificate-
authorities/order

pca:ca:create -
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API Action Dependencies

DELETE /v1/private-
certificate-
authorities/{ca_id}

pca:ca:delete -

POST /v1/private-
certificate-
authorities/{ca_id}/
disable

pca:ca:disable -

POST /v1/private-
certificate-
authorities/{ca_id}/
enable

pca:ca:enable -

POST /v1/private-
certificate-
authorities/{ca_id}/
export

pca:ca:export -

GET /v1/private-
certificate-
authorities/
{ca_id}/csr

pca:ca:getCsr -

POST /v1/private-
certificate-
authorities/{ca_id}/
import

pca:ca:import -

POST /v1/private-
certificate-
authorities/{ca_id}/
activate

pca:ca:activate -

GET /v1/private-
certificate-
authorities

pca:ca:list -

POST /v1/private-
certificate-
authorities/{ca_id}/
restore

pca:ca:restore -

POST /v1/private-
certificate-
authorities/{ca_id}/
revoke

pca:ca:revoke -

GET /v1/private-
certificate-
authorities/{ca_id}

pca:ca:get -
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API Action Dependencies

GET /v1/private-
certificate-
authorities/quotas

pca:ca:quota -

POST /v1/private-
certificate-
authorities/{ca_id}/
tags/create

pca:ca:createTag -

DELETE /v1/private-
certificate-
authorities/{ca_id}/
tags/delete

pca:ca:deleteTag -

POST /v1/private-
certificate-
authorities/{ca_id}/
tags

pca:ca:createTag -

GET /v1/private-
certificate-
authorities/{ca_id}/
tags

pca:ca:listTags -

GET /v1/private-
certificate-
authorities/tags

pca:ca:listAllTags -

POST /v1/private-
certificate-
authorities/
resource-instances/
filter

pca:ca:listByTag -

POST /v1/private-
certificates

pca:ca:issueCert -

POST /v1/private-
certificates/csr

pca:ca:issueCertByCsr -

DELETE /v1/private-
certificates/
{certificate_id}

pca:cert:delete -

POST /v1/private-
certificates/
{certificate_id}/
export

pca:cert:export -

GET /v1/private-
certificates

pca:cert:list -
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API Action Dependencies

POST /v1/private-
certificates/
{certificate_id}/
revoke

pca:ca:revokeCert -

GET /v1/private-
certificates/
{certificate_id}

pca:cert:get -

GET /v1/private-
certificates/quotas

pca:cert:quota -

POST /v1/private-
certificates/
{certificate_id}/tags/
create

pca:cert:createTag -

DELETE /v1/private-
certificates/
{certificate_id}/tags/
delete

pca:cert:deleteTag -

POST /v1/private-
certificates/
{certificate_id}/tags

pca:cert:createTag -

GET /v1/private-
certificates/
{certificate_id}/tags

pca:cert:listTags -

GET /v1/private-
certificates/tags

pca:cert:listAllTags -

POST /v1/private-
certificates/
resource-instances/
filter

pca:cert:listByTag -

POST /v1/private-
certificate-
authorities/
{ca_id}/crl/disable

pca:ca:disableCrl -

POST /v1/private-
certificate-
authorities/
{ca_id}/crl/enable

pca:ca:enableCrl -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-83, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
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type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for PCA.

Table 5-83 Resource types supported by PCA

Resource Type URN

ca pca:<region>:<account-id>:ca:<ca-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, pca:) apply only to operations of
the corresponding service. For details, see Table 5-84.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported operators, see Condition operators.

The following table lists the condition keys that you can define in SCPs for PCA.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-84 Service-specific condition keys supported by PCA

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

pca:CommonName string Single-valued Filters access based
on the common name
of the certificate in
the request
parameters.

 

5.10.7.6 SSL Certificate Manager (SCM)
The Organizations service also provides Service Control Policies (SCPs) to set
access control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN for the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table.
For details about the resource types defined by the SCM, see Table 5-87.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
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– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by SCM, see Conditions.

The following table lists the actions that you can define in SCP statements for
SCM.

Table 5-85 Actions supported by SCM

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:subscribe Grants the
permission to buy
a certificate.

write cert * -

- g:EnterpriseProjec
tId

scm:cert:update Grants the
permission to
update a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:delete Grants the
permission to
delete a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:apply Grants the
permission to
request a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:revoke Grants the
permission to
revoke a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:cancel Grants the
permission to
cancel a
certificate request.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:reissue Grants the
permission to re-
issue a certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:push Grants the
permission to
push a certificate
to other service.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:import Grants the
permission to
import a
certificate.

write cert * -

- g:EnterpriseProjec
tId

scm:cert:export Grants the
permission to
export a
certificate.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:upload Grants the
permission to
upload a
certificate to SCM.

write cert * -

- g:EnterpriseProjec
tId

scm:cert:downloa
d

Grants the
permission to
download a
certificate.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:save Grants the
permission to
supplement
certificate
information.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:addDom
ain

Grants the
permission to add
more domain
names for a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:expandQ
uota

Grants the
permission to
expand the
certificate quota.

write - g:EnterpriseProjec
tId

scm:cert:renew Grants the
permission to
renew a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:unsubscri
be

Grants the
permission to
unsubscribe from
a certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:autoRene
w

Grants the
permission to
enable automatic
certificate
renewal.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:list Grants the
permission to
query the
certificate list.

list cert * -

- g:EnterpriseProjec
tId

scm:cert:get Grants the
permission to
query certificate
details.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:getApplic
ationInfo

Grants the
permission to
query certificate
supplementation
information.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:listPushH
istory

Grants the
permission to
query certificate
push records.

list cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:getDoma
inValidation

Grants the
permission to
query domain
name verification
information.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:checkDo
main

Grants the
permission to
verify the
certificate domain
name ownership.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:listDeplo
yedResources

Grants the
permission to
obtain the
resources
associated with
the certificate.

list cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:deletePri
vacyAuthorization

Grants the
permission to
cancel privacy
authorization.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:enableAu
toDeploy

Grants the
permission to
automatically
deploy a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:listAutoD
eployedResources

Grants the
permission to
query the list of
certificates that
are automatically
deployed.

list cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:listCertifi
catesByTag

Grants the
permission to
query the
certificate list by
tag.

list cert * -

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

scm:cert:createTag Grants the
permission to
create or update a
tag.

tagging cert * g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

scm:cert:listTagsB
yCertificate

Grants the
permission to
query the
certificate tag list.

list cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:listAllTag
s

Grants the
permission to
query the list of
all tags.

list cert * -

scm:cert:seekHelp Grants the
permission to
send a help-
seeking email.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:uploadAu
thentication

Grants the
permission to
upload
authentication
information.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm::createCsr Grants the
permission to
create a CSR.

write - -

scm::listCsr Grants the
permission to
query the CSR list.

list - -

scm::getCsr Grants the
permission to
query CSR details.

read - -

scm::getCsrPrivate
Key

Grants the
permission to
obtain the CSR
private key.

read - -

scm::updateCsr Grants the
permission to
update a CSR.

write - -

scm::deleteCsr Grants the
permission to
delete a CSR.

write - -

scm::uploadCsr Grants the
permission to
upload a CSR.

write - -

scm::createDomai
nMonitor

Grants the
permission to add
a domain name
to be monitored.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm::updateDoma
inMonitor

Grants the
permission to
update domain
names to be
monitored.

write - -

scm::updateDoma
inMonitorSwitch

Grants the
permission to
enable or disable
domain name
monitoring.

write - -

scm::deleteDomai
nMonitor

Grants the
permission to
delete a
monitored
domain name.

write - -

scm::getDomainM
onitor

Grants the
permission to
query details
about the domain
name to be
monitored.

read - -

scm::listDomainM
onitors

Grants the
permission to
query the list of
domain names to
be monitored.

list - -

scm:cert:operateN
otification

Grants the
permission to
configure
certificate
notifications.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm::orderDomain
Monitor

Grants the
permission to buy
the domain name
monitoring quota.

write - -

scm:cert:deployRe
sources

Grants the
permission to
deploy the
certificate to
other service
resources.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:listDeplo
yResourcesHistory

Grants permission
to query the
deployment
history of a
certificate.

list cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:getDeplo
yQuota

Grants the
permission to
obtain the
certificate
deployment
quota.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

 

Each API of SCM usually supports one or more actions. Table 5-86 lists the actions
and dependencies supported by SCM APIs.

Table 5-86 Actions and dependencies supported by SCM APIs

API Action Dependencies

GET /v3/scm/
certificates

scm:cert:list -

POST /v3/scm/
certificates/import

scm:cert:import -

GET /v3/scm/
certificates/
{certificate_id}

scm:cert:get -

POST /v3/scm/
certificates/
{certificate_id}/
export

scm:cert:export -

POST /v3/scm/
certificates/
{certificate_id}/push

scm:cert:push -

DELETE /v3/scm/
certificates/
{certificate_id}

scm:cert:delete -

POST /v3/scm/
certificates/
{certificate_id}/read

scm:cert:getApplicationInfo -
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API Action Dependencies

POST /v3/scm/
domain/monitor/
subscribe

scm::orderDomainMonitor -

PUT /v3/scm/
domain/monitor/
change

scm::orderDomainMonitor -

POST /v3/scm/
certificates/
{certificate_id}/
deploy

scm:cert:deployResources -

GET /v3/scm/
certificates/
{certificate_id}/
deploy-history

scm:cert:listDeployResour-
cesHistory

-

GET /v3/scm/
certificates/
{certificate_id}/
deploy-quota

scm:cert:getDeployQuota -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-87, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for SCM.

Table 5-87 Resource types supported by SCM

Resource Type URN

cert scm:<region>:<account-id>:cert:<cert-id>

 

Conditions
SCM does not support service-specific condition keys in SCP statements. SCM can
use only global condition keys applicable to all services. For details, see Global
Condition Keys.

5.10.8 Internet of Things
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5.10.8.1 IoT Device Access (IoTDA)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by IoTDA, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about condition keys defined by IoTDA, see Conditions.

The following table lists the actions that you can define in SCP statements for
IoTDA.
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Table 5-88 Actions supported by IoTDA

Action Description Access
Level

Resource Type Condition
Key

iotda:product
s:create

Creating a
product

write app g:Enterpris
eProjectId

iotda:product
s:queryList

Querying the
product list

list app g:Enterpris
eProjectId

iotda:product
s:query

Querying a
product

read app g:Enterpris
eProjectId

iotda:product
s:modify

Modifying a
product

write app g:Enterpris
eProjectId

iotda:product
s:delete

Deleting a
product

write app g:Enterpris
eProjectId

iotda:devices:
register

Creating a
device

write app g:Enterpris
eProjectId

iotda:devices:
queryList

Querying the
device list

list app g:Enterpris
eProjectId

iotda:devices:
query

Querying a
device

read app g:Enterpris
eProjectId

iotda:devices:
modify

Modifying a
device

write app g:Enterpris
eProjectId

iotda:devices:
delete

Deleting a
device

write app g:Enterpris
eProjectId

iotda:devices:
resetSecret

Resetting a
device secret

write app g:Enterpris
eProjectId

iotda:devices:
freeze

Freezing a
device

write app g:Enterpris
eProjectId

iotda:devices:
unfreeze

Unfreezing a
device

write app g:Enterpris
eProjectId

iotda:devices:
resetFingerpr
int

Resetting a
device
fingerprint

write app g:Enterpris
eProjectId

iotda:devices:
queryList

Querying
device list
flexibly

list app g:Enterpris
eProjectId

iotda:messag
es:send

Delivering a
device
message

write app g:Enterpris
eProjectId
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Action Description Access
Level

Resource Type Condition
Key

iotda:messag
es:queryList

Querying
device
messages

list app g:Enterpris
eProjectId

iotda:messag
es:query

Query a
message by
message ID

read app g:Enterpris
eProjectId

iotda:messag
e:broadcast

Broadcasting
a message

write app g:Enterpris
eProjectId

iotda:comma
nds:send

Delivering a
device
command

write app g:Enterpris
eProjectId

iotda:asyncco
mmands:sen
d

Delivering an
asynchronous
command

write app g:Enterpris
eProjectId

iotda:asyncco
mmands:que
ry

Querying a
command
with a specific
ID

read app g:Enterpris
eProjectId

iotda:propert
ies:modify

Modifying
device
properties

write app g:Enterpris
eProjectId

iotda:propert
ies:query

Querying
device
properties

read app g:Enterpris
eProjectId

iotda:shadow
:query

Querying
device
shadow data

read app g:Enterpris
eProjectId

iotda:shadow
:config

Configuring
desired device
shadow data

write app g:Enterpris
eProjectId

iotda:amqpq
ueue:create

Creating an
AMQP queue

write - g:Enterpris
eProjectId

iotda:amqpq
ueue:queryLi
st

Querying the
AMQP list

list - g:Enterpris
eProjectId

iotda:amqpq
ueue:query

Querying an
AMQP queue

read - g:Enterpris
eProjectId

iotda:amqpq
ueue:delete

Deleting an
AMQP queue

write - g:Enterpris
eProjectId
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Action Description Access
Level

Resource Type Condition
Key

iotda:accessc
ode:create

Generating an
access
credential

write - g:Enterpris
eProjectId

iotda:routing
rules:create

Creating a
rule triggering
condition

write app g:Enterpris
eProjectId

iotda:routing
rules:queryLi
st

Querying the
rule triggering
condition list

list app g:Enterpris
eProjectId

iotda:routing
rules:query

Querying a
rule triggering
condition

read app g:Enterpris
eProjectId

iotda:routing
rules:modify

Modifying a
rule triggering
condition

write app g:Enterpris
eProjectId

iotda:routing
rules:delete

Deleting a
rule triggering
condition

write app g:Enterpris
eProjectId

iotda:routing
actions:creat
e

Creating a
rule action

write app g:Enterpris
eProjectId

iotda:routing
actions:query
List

Querying the
rule action list

list app g:Enterpris
eProjectId

iotda:routing
actions:query

Querying a
rule action

read app g:Enterpris
eProjectId

iotda:routing
actions:modif
y

Modifying a
rule action

write app g:Enterpris
eProjectId

iotda:routing
actions:delet
e

Deleting a
rule action

write app g:Enterpris
eProjectId

iotda:rules:cr
eate

Creating a
rule

write - g:Enterpris
eProjectId

iotda:rules:qu
eryList

Querying the
rule list

list - g:Enterpris
eProjectId

iotda:rules:m
odify

Modifying a
rule

write - g:Enterpris
eProjectId

iotda:rules:qu
ery

Querying a
rule

read - g:Enterpris
eProjectId
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Action Description Access
Level

Resource Type Condition
Key

iotda:rules:de
lete

Deleting a
rule

write - g:Enterpris
eProjectId

iotda:rules:m
odifyStatus

Modifying the
rule status

write - g:Enterpris
eProjectId

iotda:group:c
reate

Adding a
device group

write app g:Enterpris
eProjectId

iotda:group:q
ueryList

Querying the
device group
list

list app g:Enterpris
eProjectId

iotda:group:q
uery

Querying a
device group

read app g:Enterpris
eProjectId

iotda:group:
modify

Modifying a
device group

write app g:Enterpris
eProjectId

iotda:group:d
elete

Deleting a
device group

write app g:Enterpris
eProjectId

iotda:group:a
ddDevice

Managing
devices in a
device group

write app g:Enterpris
eProjectId

iotda:group:q
ueryDeviceLi
st

Query devices
in a device
group

list app g:Enterpris
eProjectId

iotda:tags:bin
d

Binding a tag tagging - ● g:Enterp
riseProje
ctId

● g:Reque
stTag/
<tag-
key>

● g:TagKe
ys

iotda:tags:un
bind

Unbinding a
tag

tagging - ● g:Enterp
riseProje
ctId

● g:Reque
stTag/
<tag-
key>

● g:TagKe
ys
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Action Description Access
Level

Resource Type Condition
Key

iotda:tags:qu
eryResourceL
ist

Querying
resources by
tag

list - ● g:Enterp
riseProje
ctId

● g:Reque
stTag/
<tag-
key>

● g:TagKe
ys

iotda:apps:qu
eryList

Querying the
resource
space list

list app g:Enterpris
eProjectId

iotda:app:cre
ate

Creating a
resource
space

write app g:Enterpris
eProjectId

iotda:apps:qu
ery

Querying a
resource
space

read app g:Enterpris
eProjectId

iotda:apps:de
lete

Deleting a
resource
space

write app g:Enterpris
eProjectId

iotda:batchta
sks:create

Creating a
batch task

write - g:Enterpris
eProjectId

iotda:batchta
sks:queryList

Querying the
batch task list

list - g:Enterpris
eProjectId

iotda:batchta
sks:query

Querying a
batch task

read - g:Enterpris
eProjectId

iotda:batchta
sks:retry

Retrying a
batch task

write - g:Enterpris
eProjectId

iotda:batchta
sks:stop

Stopping a
batch task

write - g:Enterpris
eProjectId

iotda:batchta
sks:delete

Deleting a
batch task

write - g:Enterpris
eProjectId

iotda:batchta
skfiles:create

Uploading a
batch task file

write - g:Enterpris
eProjectId

iotda:batchta
skfiles:queryL
ist

Querying the
list of batch
task files

list - g:Enterpris
eProjectId

iotda:batchta
skfiles:delete

Deleting a
batch task file

write - g:Enterpris
eProjectId
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Action Description Access
Level

Resource Type Condition
Key

iotda:certific
ates:upload

Uploading a
device CA
certificate

write app g:Enterpris
eProjectId

iotda:certific
ates:queryLis
t

Obtaining the
device CA
certificate list

list app g:Enterpris
eProjectId

iotda:certific
ates:delete

Deleting a
device CA
certificate

write app g:Enterpris
eProjectId

iotda:certific
ates:check

Verifying a
device CA
certificate

write app g:Enterpris
eProjectId

iotda:otapac
kages:create

Creating an
OTA upgrade
package

write - g:Enterpris
eProjectId

iotda:otapac
kages:queryL
ist

Querying the
OTA upgrade
package list

list - g:Enterpris
eProjectId

iotda:otapac
kages:query

Obtaining
OTA upgrade
package
details

read - g:Enterpris
eProjectId

iotda:otapac
kages:delete

Deleting an
OTA upgrade
package

write - g:Enterpris
eProjectId

iotda:tunnel:
queryList

Querying the
tunnel list

list - g:Enterpris
eProjectId

iotda:tunnel:
create

Creating a
device tunnel

write - g:Enterpris
eProjectId

iotda:tunnel:
delete

Deleting a
device tunnel

write - g:Enterpris
eProjectId

iotda:tunnel:
query

Querying
tunnel details

read - g:Enterpris
eProjectId

iotda:tunnel:
update

Modifying a
device tunnel

write - g:Enterpris
eProjectId

 

Each API of IoTDA usually supports one or more actions. Table 2 lists the
supported actions and dependencies.
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Table 5-89 Actions and dependencies supported by IoTDA APIs

API Action Depend
encies

POST /v5/iot/{project_id}/products iotda:products:create -

GET /v5/iot/{project_id}/products iotda:products:queryLi
st

-

GET /v5/iot/{project_id}/products/
{product_id}

iotda:products:query -

PUT /v5/iot/{project_id}/products/
{product_id}

iotda:products:modify -

DELETE /v5/iot/{project_id}/products/
{product_id}

iotda:products:delete -

POST /v5/iot/{project_id}/devices iotda:devices:register -

GET /v5/iot/{project_id}/devices iotda:devices:queryList -

GET /v5/iot/{project_id}/devices/{device_id} iotda:devices:query -

PUT /v5/iot/{project_id}/devices/{device_id} iotda:devices:modify -

DELETE /v5/iot/{project_id}/devices/
{device_id}

iotda:devices:delete -

POST /v5/iot/{project_id}/devices/
{device_id}/action

iotda:devices:resetSecr
et

-

POST /v5/iot/{project_id}/devices/
{device_id}/freeze

iotda:devices:freeze -

POST /v5/iot/{project_id}/devices/
{device_id}/unfreeze

iotda:devices:unfreeze -

POST /v5/iot/{project_id}/devices/
{device_id}/reset-fingerprint

iotda:devices:resetFing
erprint

-

POST /v5/iot/{project_id}/search/query-
devices

iotda:devices:queryList -

POST /v5/iot/{project_id}/devices/
{device_id}/messages

iotda:messages:send -

GET /v5/iot/{project_id}/devices/{device_id}/
messages

iotda:messages:query
List

-

GET /v5/iot/{project_id}/devices/{device_id}/
messages/{message_id}

iotda:messages:query -

POST /v5/iot/{project_id}/broadcast-
messages

iotda:message:broadc
ast

-

POST /v5/iot/{project_id}/devices/
{device_id}/commands

iotda:commands:send -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 446
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encies

POST /v5/iot/{project_id}/devices/
{device_id}/async-commands

iotda:asynccommands
:send

-

GET /v5/iot/{project_id}/devices/{device_id}/
async-commands/{command_id}

iotda:asynccommands
:query

-

PUT /v5/iot/{project_id}/devices/{device_id}/
properties

iotda:properties:modif
y

-

GET /v5/iot/{project_id}/devices/{device_id}/
properties

iotda:properties:query -

GET /v5/iot/{project_id}/devices/{device_id}/
shadow

iotda:shadow:query -

PUT /v5/iot/{project_id}/devices/{device_id}/
shadow

iotda:shadow:config -

POST /v5/iot/{project_id}/amqp-queues iotda:amqpqueue:crea
te

-

GET /v5/iot/{project_id}/amqp-queues iotda:amqpqueue:que
ryList

-

GET /v5/iot/{project_id}/amqp-queues/
{queue_id}

iotda:amqpqueue:que
ry

-

DELETE /v5/iot/{project_id}/amqp-queues/
{queue_id}

iotda:amqpqueue:dele
te

-

POST /v5/iot/{project_id}/auth/accesscode iotda:accesscode:creat
e

-

POST /v5/iot/{project_id}/routing-rule/rules iotda:routingrules:crea
te

-

GET /v5/iot/{project_id}/routing-rule/rules iotda:routingrules:que
ryList

-

GET /v5/iot/{project_id}/routing-rule/rules/
{rule_id}

iotda:routingrules:que
ry

-

PUT /v5/iot/{project_id}/routing-rule/rules/
{rule_id}

iotda:routingrules:mo
dify

-

DELETE /v5/iot/{project_id}/routing-rule/
rules/{rule_id}

iotda:routingrules:dele
te

-

POST /v5/iot/{project_id}/routing-rule/
actions

iotda:routingactions:cr
eate

-

GET /v5/iot/{project_id}/routing-rule/actions iotda:routingactions:q
ueryList

-
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encies

GET /v5/iot/{project_id}/routing-rule/actions/
{action_id}

iotda:routingactions:q
uery

-

PUT /v5/iot/{project_id}/routing-rule/actions/
{action_id}

iotda:routingactions:
modify

-

DELETE /v5/iot/{project_id}/routing-rule/
actions/{action_id}

iotda:routingactions:d
elete

-

POST /v5/iot/{project_id}/rules iotda:rules:create -

GET /v5/iot/{project_id}/rules iotda:rules:queryList -

PUT /v5/iot/{project_id}/rules/{rule_id} iotda:rules:modify -

GET /v5/iot/{project_id}/rules/{rule_id} iotda:rules:query -

DELETE /v5/iot/{project_id}/rules/{rule_id} iotda:rules:delete -

PUT /v5/iot/{project_id}/rules/{rule_id}/status iotda:rules:modifyStat
us

-

POST /v5/iot/{project_id}/device-group iotda:group:create -

GET /v5/iot/{project_id}/device-group iotda:group:queryList -

GET /v5/iot/{project_id}/device-group/
{group_id}

iotda:group:query -

PUT /v5/iot/{project_id}/device-group/
{group_id}

iotda:group:modify -

DELETE /v5/iot/{project_id}/device-group/
{group_id}

iotda:group:delete -

POST /v5/iot/{project_id}/device-group/
{group_id}/action

iotda:group:addDevice -

GET /v5/iot/{project_id}/device-group/
{group_id}/devices

iotda:group:queryDevi
ceList

-

POST /v5/iot/{project_id}/tags/bind-resource iotda:tags:bind -

POST /v5/iot/{project_id}/tags/unbind-
resource

iotda:tags:unbind -

POST /v5/iot/{project_id}/tags/query-
resources

iotda:tags:queryResou
rceList

-

GET /v5/iot/{project_id}/apps iotda:apps:queryList -

POST /v5/iot/{project_id}/apps iotda:app:create -

GET /v5/iot/{project_id}/apps/{app_id} iotda:apps:query -

DELETE /v5/iot/{project_id}/apps/{app_id} iotda:apps:delete -
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POST /v5/iot/{project_id}/batchtasks iotda:batchtasks:creat
e

-

GET /v5/iot/{project_id}/batchtasks iotda:batchtasks:query
List

-

GET /v5/iot/{project_id}/batchtasks/{task_id} iotda:batchtasks:query -

POST /v5/iot/{project_id}/batchtasks/
{task_id}/retry

iotda:batchtasks:retry -

POST /v5/iot/{project_id}/batchtasks/
{task_id}/stop

iotda:batchtasks:stop -

DELETE /v5/iot/{project_id}/batchtasks/
{task_id}

iotda:batchtasks:delet
e

-

POST /v5/iot/{project_id}/batchtask-files iotda:batchtaskfiles:cr
eate

-

GET /v5/iot/{project_id}/batchtask-files iotda:batchtaskfiles:qu
eryList

-

DELETE /v5/iot/{project_id}/batchtask-files/
{file_id}

iotda:batchtaskfiles:de
lete

-

POST /v5/iot/{project_id}/certificates iotda:certificates:uplo
ad

-

GET /v5/iot/{project_id}/certificates iotda:certificates:quer
yList

-

DELETE /v5/iot/{project_id}/certificates/
{certificate_id}

iotda:certificates:delet
e

-

POST /v5/iot/{project_id}/certificates/
{certificate_id}/action

iotda:certificates:chec
k

-

POST /v5/iot/{project_id}/ota-upgrades/
packages

iotda:otapackages:cre
ate

-

GET /v5/iot/{project_id}/ota-upgrades/
packages

iotda:otapackages:que
ryList

-

GET /v5/iot/{project_id}/ota-upgrades/
packages/{package_id}

iotda:otapackages:que
ry

-

DELETE /v5/iot/{project_id}/ota-upgrades/
packages/{package_id}

iotda:otapackages:del
ete

-

GET /v5/iot/{project_id}/tunnels iotda:tunnel:queryList -

POST /v5/iot/{project_id}/tunnels iotda:tunnel:create -

DELETE /v5/iot/{project_id}/tunnels/{id} iotda:tunnel:delete -
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GET /v5/iot/{project_id}/tunnels/{id} iotda:tunnel:query -

PUT /v5/iot/{project_id}/tunnels/{id} iotda:tunnel:update -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-90, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

Table 5-90 Resource types supported by IoTDA

Resource Type URN

app iotda:<region>:<account-id>:app:<app-
id>

instance iotda:<region>:<account-
id>:instance:<instance-id>

 

Conditions
IoTDA does not support service-specific condition keys in SCPs.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.9 Middleware

5.10.9.1 Distributed Cache Service (DCS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.
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Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by DCS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by DCS, see Conditions.

The following table lists the actions that you can define in SCP statements for
DCS.

Table 5-91 Actions supported by DCS

Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:instance:creat
e

Grants permission
to create DCS
instances.

write - ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys
● dcs:backupEna

bled

dcs:instance:list Grants permission
to list DCS
instances.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:instance:expor
tListFile

Grants permission
to download the
exported DCS
instance list file.

list - -

dcs:instance:delet
e

Grants permission
to delete DCS
instances.

write instanc
e

g:EnterpriseProjec
tId

dcs:instance:get Grants permission
to query DCS
instances.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:modif
y

Grants permission
to modify DCS
instances.

write instanc
e *

● g:EnterprisePro
jectId

● dcs:backupEna
bled

dcs:instance:scale Grants permission
to increase DCS
instance
specifications.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:swap Grants permission
to perform
master/replica
switchovers on
DCS instances.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:modif
yAuthInfo

Grants permission
to modify the
passwords of DCS
instances.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:modif
yStatus

Grants permission
to restart DCS
instances or clear
their data.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getCo
nfiguration

Grants permission
to query DCS
instance
configuration
parameters.

read instanc
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:instance:modif
yConfiguration

Grants permission
to modify DCS
instance
configuration
parameters.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:delet
eDataBackupFile

Grants permission
to delete DCS
instance backup
data.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:restor
eData

Grants permission
to restore DCS
instance data.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getDa
taRestoreLog

Grants permission
to query DCS
instance
restoration
records.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:down
loadBackupData

Grants permission
to obtain backup
file URLs.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:backu
pData

Grants permission
to back up DCS
instance data.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getDa
taBackupLog

Grants permission
to query DCS
instance backup
records.

read instanc
e *

g:EnterpriseProjec
tId

dcs:migrationTask:
create

Grants permission
to create data
migration tasks.

write - -

dcs:migrationTask:
list

Grants permission
to list data
migration tasks.

list - -

dcs:migrationTask:
delete

Grants permission
to delete data
migration tasks.

write migrati
onTask

-

dcs:migrationTask:
get

Grants permission
to query data
migration tasks.

read migrati
onTask
*

-
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:migrationTask:
modify

Grants permission
to configure and
stop data
migration tasks.

write migrati
onTask
*

-

dcs:instance:listBig
Key

Grants permission
to query big keys.

list instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getBi
gKey

Grants permission
to query big key
details.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:delet
eBigKeyScanTask

Grants permission
to delete big key
scan tasks.

write instanc
e

g:EnterpriseProjec
tId

dcs:instance:updat
eBigKeyAutoScan-
Config

Grants permission
to reconfigure big
key scan tasks.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getBi
gKeyAutoScanConf
ig

Grants permission
to query
configurations of
big key scan tasks.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:analy
zeHotKey

Grants permission
to perform hot
key analysis.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:listHo
tKey

Grants permission
to list hot keys.

list instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getH
otKey

Grants permission
to query hot key
details.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:delet
eHotKeyScanTask

Grants permission
to delete hot key
scan tasks.

write instanc
e

g:EnterpriseProjec
tId

dcs:instance:updat
eHotKeyAutoScan
Config

Grants permission
to reconfigure hot
key scan tasks.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getH
otKeyAutoScanCo
nfig

Grants permission
to query
configurations of
hot key scan
tasks.

read instanc
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:instance:analy
zeExpiredKey

Grants permission
to perform
expired key
analysis.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getAu
toExpiredKeyScan-
Task

Grants permission
to query expired
key scan tasks.

read instanc
e *

-

dcs:instance:updat
eExpiredKeyScan-
Config

Grants permission
to reconfigure
expired key scan
tasks.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getEx
piredKeyScanCon-
fig

Grants permission
to query
configurations of
expired key scan
tasks.

read instanc
e *

g:EnterpriseProjec
tId

dcs:slowlog:list Grants permission
to query slow
query logs.

list instanc
e *

g:EnterpriseProjec
tId

dcs:aclaccount:cre
ate

Grants permission
to create ACL
accounts.

write instanc
e *

-

dcs:aclaccount:list Grants permission
to query ACL
accounts.

list instanc
e *

-

dcs:aclaccount:mo
dify

Grants permission
to modify the
passwords of ACL
accounts.

write instanc
e *

-

dcs:aclaccount:del
ete

Grants permission
to delete ACL
accounts.

write instanc
e *

-

dcs:whitelist:modi
fy

Grants permission
to configure IP
address whitelist
groups.

write instanc
e *

-
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:whitelist:list Grants permission
to query the IP
address whitelist
of instances.

list instanc
e *

-

dcs:instance:getBa
ckgroundTask

Grants permission
to query
background tasks.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:delet
eBackgroundTask

Grants permission
to delete
background tasks.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:creat
eDiagnosisTask

Grants permission
to diagnose
instances.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:listDi
agnosisTask

Grants permission
to query diagnosis
tasks.

list instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getDi
agnosisTask

Grants permission
to query diagnosis
details.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:delet
eDiagnosisTask

Grants permission
to delete
diagnosis records.

write instanc
e *

g:EnterpriseProjec
tId

dcs:template:list Grants permission
to list parameter
templates.

list - -

dcs:template:creat
e

Grants permission
to customize
templates.

write - -

dcs:template:get Grants permission
to query
parameter
templates.

read - -

dcs:template:modi
fy

Grants permission
to modify custom
templates.

write - -

dcs:template:delet
e

Grants permission
to delete custom
templates.

write - -
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:tag:list Grants permission
to query all tags
in your tenant
account.

list - -

dcs:tag:modify Grants permission
to add or delete
tags in batches.

write instanc
e *

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys

dcs:tag:get Grants permission
to query tags of
an instance.

read instanc
e *

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys

dcs:redisLog:get Grants permission
to obtain log
download URLs.

read instanc
e *

-

dcs:quota:get Grants permission
to query tenant
quotas.

read - -

dcs:instance:webcl
i

Grants permission
to connect to DCS
Redis instances
using Web CLI.

write instanc
e *

-

dcs:clientIpTrans:
modify

Grants permission
to enable or
disable client IP
pass-through.

write instanc
e *

-

dcs:clients:list Grants permission
to list Redis
sessions.

read instanc
e *

-

dcs:clients:kill Grants permission
to kill Redis
sessions.

write instanc
e *

-
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:ssl:get Grants
permissions to
obtain SSL
certificate
information.

read instanc
e *

-

dcs:ssl:modify Grants
permissions to
modify the SSL
setting.

write instanc
e *

-

dcs:job:get Grants permission
to obtain the pre-
check result.

read - -

dcs:task:list Grants permission
to list background
tasks.

list - -

dcs:task:delete Grants permission
to delete
background tasks.

write - -

 

Each API of DCS usually supports one or more actions. Table 5-92 lists the
supported actions and dependencies.

Table 5-92 Actions and dependencies supported by DCS APIs

API Action Dependencies

GET /v2/
{project_id}/
instances

dcs:instance:list -

DELETE /v2/
{project_id}/
instances

dcs:instance:delete ● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:subnets:get

GET /v2/
{project_id}/
instances/
{instance_id}

dcs:instance:get -
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DELETE /v2/
{project_id}/
instances/
{instance_id}

dcs:instance:delete ● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:subnets:get

PUT /v2/
{project_id}/
instances/
{instance_id}

dcs:instance:modify ● vpc:ports:get
● vpc:ports:update

POST /v2/
{project_id}/
instances/
{instance_id}/resize

dcs:instance:scale ● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:subnets:get
● vpc:securityGroupRules:g

et
● vpc:securityGroups:get

POST /v2/
{project_id}/
instances/
{instance_id}/resize/
check-job

dcs:instance:scale -

POST /v2/
{project_id}/
instances/
{instance_id}/swap

dcs:instance:swap -

PUT /v2/
{project_id}/
instances/
{instance_id}/
password

dcs:instance:modifyAuthInf
o

-

POST /v2/
{project_id}/
instances/
{instance_id}/
password/reset

dcs:instance:modifyAuthInf
o

-

GET /v2/
{project_id}/
instances/status

dcs:instance:list -

PUT /v2/
{project_id}/
instances/status

dcs:instance:modifyStatus -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 459



API Action Dependencies

GET /v2/
{project_id}/
instances/statistic

dcs:instance:list -

POST /v2/
{project_id}/
instances/
{instance_id}/
groups/{group_id}/
replications/
{node_id}/slave-
priority

dcs:instance:modify -

DELETE /v2/
{project_id}/
instances/
{instance_id}/
groups/{group_id}/
replications/
{node_id}/remove-
ip

dcs:instance:delete -

GET /v2/
{project_id}/
instance/
{instance_id}/
groups

dcs:instance:get -

GET /v2/
{project_id}/
instances/
{instance_id}/
configs

dcs:instance:getConfigurati
on

-

PUT /v2/
{project_id}/
instances/
{instance_id}/
configs

dcs:instance:modifyConfigur
ation

-

PUT /v2/
{project_id}/
instances/
{instance_id}/async-
configs

dcs:instance:modifyConfigur
ation

-

DELETE /v2/
{project_id}/
instances/
{instance_id}/
backups/
{backup_id}

dcs:instance:deleteDataBac
kupFile

-
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POST /v2/
{project_id}/
instances/
{instance_id}/
restores

dcs:instance:restoreData -

GET /v2/
{project_id}/
instances/
{instance_id}/
restores

dcs:instance:getDataRestore
Log

-

POST /v2/
{project_id}/
instances/
{instance_id}/
backups/
{backup_id}/links

dcs:instance:downloadBack
upData

-

POST /v2/
{project_id}/
instances/
{instance_id}/
backups

dcs:instance:backupData -

GET /v2/
{project_id}/
instances/
{instance_id}/
backups

dcs:instance:getDataBackup
Log

-

POST /v2/
{project_id}/
migration-task

dcs:migrationTask:create -

GET /v2/
{project_id}/
migration-tasks

dcs:migrationTask:list -

DELETE /v2/
{project_id}/
migration-tasks/
delete

dcs:migrationTask:delete -

GET /v2/
{project_id}/
migration-task/
{task_id}

dcs:migrationTask:get -

POST /v2/
{project_id}/
migration-task/
{task_id}/stop

dcs:migrationTask:modify -
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GET /v2/
{project_id}/
migration-task/
{task_id}/stats

dcs:migrationTask:get -

POST /v2/
{project_id}/
migration/instance

dcs:migrationTask:create -

POST /v2/
{project_id}/
migration/{task_id}/
task

dcs:migrationTask:modify -

POST /v2/
{project_id}/
migration-task/
batch-stop

dcs:migrationTask:modify -

POST /v2/
{project_id}/
migration-task/
{task_id}/sync-stop

dcs:migrationTask:modify -

GET /v2/
{project_id}/dcs/
tags

dcs:tag:list -

POST /v2/
{project_id}/dcs/
{instance_id}/tags/
action

dcs:tag:modify -

GET /v2/
{project_id}/
instances/
{instance_id}/tags

dcs:tag:get -

GET /v2/
{project_id}/
instances/
{instance_id}/
bigkey-tasks

dcs:instance:listBigKey -

PUT /v2/
{project_id}/
instances/
{instance_id}/
bigkey/autoscan

dcs:instance:updateBigKeyA
utoScanConfig

-
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GET /v2/
{project_id}/
instances/
{instance_id}/
bigkey/autoscan

dcs:instance:getBigKeyAuto
ScanConfig

-

POST /v2/
{project_id}/
instances/
{instance_id}/
hotkey-task

dcs:instance:analyzeHotKey -

GET /v2/
{project_id}/
instances/
{instance_id}/
hotkey-tasks

dcs:instance:listHotKey -

GET /v2/
{project_id}/
instances/
{instance_id}/
hotkey-task/
{hotkey_id}

dcs:instance:getHotKey -

DELETE /v2/
{project_id}/
instances/
{instance_id}/
hotkey-task/
{hotkey_id}

dcs:instance:deleteHotKeyS
canTask

-

PUT /v2/
{project_id}/
instances/
{instance_id}/
hotkey/autoscan

dcs:instance:updateHotKey
AutoScanConfig

-

GET /v2/
{project_id}/
instances/
{instance_id}/
hotkey/autoscan

dcs:instance:getHotKeyAuto
ScanConfig

-

POST /v2/
{project_id}/
instances/
{instance_id}/scan-
expire-keys-task

dcs:instance:analyzeExpired
Key

-
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GET /v2/
{project_id}/
instances/
{instance_id}/auto-
expire/histories

dcs:instance:getAutoExpired
KeyScanTask

-

POST /v2/
{project_id}/
instances/
{instance_id}/auto-
expire/scan

dcs:instance:analyzeExpired
Key

-

GET /v2/
{project_id}/
instances/
{instance_id}/scan-
expire-keys/
autoscan-config

dcs:instance:getExpiredKeyS
canConfig

-

PUT /v2/
{project_id}/
instances/
{instance_id}/scan-
expire-keys/
autoscan-config

dcs:instance:updateExpired
KeyScanConfig

-

GET /v2/
{project_id}/
instances/
{instance_id}/
slowlog

dcs:slowlog:list -

GET /v2/
{project_id}/
instances/
{instance_id}/
redislog

dcs:redisLog:get -

POST /v2/
{project_id}/
instances/
{instance_id}/
redislog

dcs:redisLog:get -

POST /v2/
{project_id}/
instances/
{instance_id}/
redislog/{id}/links

dcs:redisLog:get -
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POST /v2/
{project_id}/
instances/
{instance_id}/
accounts

dcs:aclaccount:create -

GET /v2/
{project_id}/
instances/
{instance_id}/
accounts

dcs:aclaccount:list -

PUT /v2/
{project_id}/
instances/
{instance_id}/
accounts/
{account_id}/
password/modify

dcs:aclaccount:modify -

PUT /v2/
{project_id}/
instances/
{instance_id}/
accounts/
{account_id}/
password/reset

dcs:aclaccount:modify -

PUT /v2/
{project_id}/
instances/
{instance_id}/
accounts/
{account_id}

dcs:aclaccount:modify -

PUT /v2/
{project_id}/
instances/
{instance_id}/
accounts/
{account_id}/role

dcs:aclaccount:modify -

DELETE /v2/
{project_id}/
instances/
{instance_id}/
accounts/
{account_id}

dcs:aclaccount:delete -
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PUT /v2/
{project_id}/
instance/
{instance_id}/
whitelist

dcs:whitelist:modify -

GET /v2/
{project_id}/
instance/
{instance_id}/
whitelist

dcs:whitelist:list -

GET /v2/
{project_id}/
instances/
{instance_id}/tasks

dcs:instance:getBackground
Task

-

DELETE /v2/
{project_id}/
instances/
{instance_id}/tasks/
{task_id}

dcs:instance:deleteBackgrou
ndTask

-

GET /v2/
{project_id}/quota

dcs:quota:get -

GET /v2/
{project_id}/dims/
monitored-objects/
{instance_id}

dcs:instance:get -

GET /v2/
{project_id}/dims/
monitored-objects

dcs:instance:list -

POST /v2/
{project_id}/
instances/
{instance_id}/
diagnosis

dcs:instance:createDiagnosi
sTask

-

GET /v2/
{project_id}/
instances/
{instance_id}/
diagnosis

dcs:instance:listDiagnosisTa
sk

-

GET /v2/
{project_id}/
diagnosis/
{report_id}

dcs:instance:getDiagnosisTa
sk

-
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DELETE /v2/
{project_id}/
instances/
{instance_id}/
diagnosis

dcs:instance:deleteDiagnosi
sTask

-

GET /v2/
{project_id}/config-
templates

dcs:template:list -

POST /v2/
{project_id}/config-
templates

dcs:template:create -

GET /v2/
{project_id}/config-
templates/
{template_id}

dcs:template:get -

DELETE /v2/
{project_id}/config-
templates/
{template_id}

dcs:template:delete -

PUT /v2/
{project_id}/config-
templates/
{template_id}

dcs:template:modify -

GET /v2/
{project_id}/
instances-logical-
nodes

dcs:instance:list -

GET /v2/
{project_id}/
instances/
{instance_id}/
config-histories

dcs:instance:get -

PUT /v2/
{project_id}/
instances/
{instance_id}/
bandwidth

dcs:instance:modify -

PUT /v2/
{project_id}/
instances/
{instance_id}/async-
swap

dcs:instance:swap -
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GET /v2/
{project_id}/
instances/
{instance_id}/
operations

dcs:instance:get -

POST /v2/
{project_id}/
instances/
{instance_id}/
webcli/auth

dcs:instance:webcli -

POST /v2/
{project_id}/
instances/
{instance_id}/
webcli/command

dcs:instance:webcli -

POST /v2/
{project_id}/
instances/
{instance_id}/
webcli/logout

dcs:instance:webcli -

PUT /v2/
{project_id}/
{instance_id}/client-
ip-transparent-
transmission

dcs:clientIpTrans:modify -

GET /v2/
{project_id}/
instances/
{instance_id}/
bigkey-task/
{bigkey_id}

dcs:instance:getBigKey -

DELETE /v2/
{project_id}/
instances/
{instance_id}/
bigkey-task/
{bigkey_id}

dcs:instance:deleteBigKeySc
anTask

-

POST /v2/
{project_id}/
instances/
{instance_id}/clients

dcs:clients:list -

GET /v2/
{project_id}/
instances/
{instance_id}/clients

dcs:clients:list -
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POST /v2/
{project_id}/
instances/
{instance_id}/
clients/kill

dcs:clients:kill -

POST /v2/
{project_id}/
instances/
{instance_id}/
clients/kill-all

dcs:clients:kill -

GET /v2/
{project_id}/
instances/
{instance_id}/
config-histories/
{history_id}

dcs:instance:get -

GET /v2/
{project_id}/
instances/
{instance_id}/
deletable-
replication

dcs:instance:scale -

POST /v2/
{project_id}/
instances/export

dcs:instance:list -

GET /v2/
{project_id}/
instance/
{instance_id}/
groups/{group_id}/
group-nodes-state

dcs:instance:get -

POST /v2/
{project_id}/
instance/
{instance_id}/
groups/{group_id}/
replications/
{node_id}/async-
switchover

dcs:instance:swap -

GET /v2/
{project_id}/
instances/
{instance_id}/ssl

dcs:ssl:get -
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PUT /v2/
{project_id}/
instances/
{instance_id}/ssl

dcs:ssl:modify -

POST /v2/
{project_id}/
instances/
{instance_id}/ssl-
certs/download

dcs:ssl:modify -

GET /v2/
{project_id}/
instances/
{instance_id}/tasks/
{task_id}/progress

dcs:instance:getBackground
Task

-

GET /v2/
{project_id}/
instances/export-job

dcs:instance:exportListFile -

GET /v2/
{project_id}/jobs/
{job_id}

dcs:job:get -

PUT /v2/
{project_id}/
migration-task/
{task_id}

dcs:migrationTask:modify -

POST /v2/
{project_id}/
migration-task/
{task_id}/exchange-
ip

dcs:migrationTask:modify -

GET /v2/
{project_id}/tasks

dcs:task:list -

DELETE /v2/
{project_id}/tasks/
{task_id}

dcs:task:delete -

GET /v2/
{project_id}/
migration-task/
{task_id}/logs

dcs:migrationTask:get -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-93, the resource URN must be specified in

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 470



the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for DCS.

Table 5-93 Resource types supported by DCS

Resource Type URN

instance dcs:<region>:<account-id>:instance:<instance-id>

migrationTask dcs:<region>:<account-id>:migrationTask:<task-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, dcs:) only apply to operations of
the DCS service. For details, see Table 5-94.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for DCS.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-94 Service-specific condition keys supported by DCS

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

dcs:backupEnabled boolean Single-valued Controls the
permission for
enabling automated
backup for DCS
instances.

 

5.10.10 Developer Services

5.10.10.1 ServiceStage

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by IAM custom identity policies and
Organizations SCPs. The elements include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an identity policy SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by ServiceStage, see Resources.
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● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by ServiceStage, see Conditions.

The following table lists the actions that you can define in identity policy SCP
statements for ServiceStage.

Table 5-95 Actions supported by ServiceStage

Action Description Access
Level

Resource Type Condition Key

servicestage:
app:getApplic
ation

Querying an
application

read app ● g:EnterpriseP
rojectId

● g:ResourceTa
g

servicestage:
app:createAp
plication

Creating an
application

write app ● g:EnterpriseP
rojectId

● g:RequestTa
g

● g:TagKeys

servicestage:
app:modifyA
pplication

Updating an
application

write app ● g:EnterpriseP
rojectId

● g:ResourceTa
g

● g:RequestTa
g

● g:TagKeys

servicestage:
app:deleteAp
plication

Deleting an
application

write app ● g:EnterpriseP
rojectId

● g:ResourceTa
g

servicestage:
app:listApplic
ation

Querying the
application list

list - -

servicestage:
app:getConfi
guration

Querying
application
configuration

read app ● g:ResourceTa
g

● g:EnterpriseP
rojectId
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Action Description Access
Level

Resource Type Condition Key

servicestage:
app:deleteCo
nfiguration

Deleting
application
configuration

write app ● g:EnterpriseP
rojectId

● g:ResourceTa
g

servicestage:
app:modifyC
onfiguration

Updating
application
configuration

write app ● g:EnterpriseP
rojectId

● g:ResourceTa
g

servicestage:
app:getComp
onent

Querying an
application
component

read app ● g:EnterpriseP
rojectId

● g:ResourceTa
g

servicestage:
app:createCo
mponent

Creating an
application
component

write app ● g:ResourceTa
g

● g:EnterpriseP
rojectId

servicestage:
app:modifyC
omponent

Updating an
application
component

write app ● g:ResourceTa
g

● g:EnterpriseP
rojectId

servicestage:
app:deleteCo
mponent

Deleting an
application
component

write app ● g:ResourceTa
g

● g:EnterpriseP
rojectId

servicestage:
app:listComp
onent

Querying the
application
component
list

list - -

servicestage:e
nvironment:c
reate

Creating an
environment

write environment ● g:EnterpriseP
rojectId

● g:RequestTa
g

● g:TagKeys

servicestage:e
nvironment:g
et

Querying an
environment

read environment ● g:ResourceTa
g

● g:EnterpriseP
rojectId

servicestage:e
nvironment:li
st

Querying the
environment
list

list - -
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Action Description Access
Level

Resource Type Condition Key

servicestage:e
nvironment:
modify

Updating an
environment

write environment ● g:ResourceTa
g

● g:EnterpriseP
rojectId

● g:RequestTa
g

● g:TagKeys

servicestage:e
nvironment:d
elete

Deleting an
environment

write environment ● g:ResourceTa
g

● g:EnterpriseP
rojectId

servicestage:e
nvironment:t
ag

(TMS users)
Creating an
environment
tag

tagging environment ● g:ResourceTa
g

● g:EnterpriseP
rojectId

● g:RequestTa
g

● g:TagKeys

servicestage:
app:tag

(TMS users)
Creating an
application
tag

tagging app ● g:ResourceTa
g

● g:EnterpriseP
rojectId

● g:RequestTa
g

● g:TagKeys

servicestage:e
nvironment:li
stResourcesB
yTag

(TMS users)
Querying
environments
by tag

read environment ● g:RequestTa
g

● g:TagKeys

servicestage:
app:listResou
rcesByTag

(TMS users)
Querying
applications
by tag

read app ● g:RequestTa
g

● g:TagKeys

servicestage:e
nvironment:u
nTagResourc
e

(TMS users)
Deleting an
environment
tag

tagging environment ● g:ResourceTa
g

● g:RequestTa
g

● g:EnterpriseP
rojectId

● g:TagKeys
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Action Description Access
Level

Resource Type Condition Key

servicestage:
app:unTagRe
source

(TMS users)
Deleting an
application
tag

tagging app ● g:ResourceTa
g

● g:EnterpriseP
rojectId

● g:RequestTa
g

● g:TagKeys

servicestage:e
nvironment:li
stTags

(TMS users)
Querying the
environment
tag list

read - -

servicestage:
app:listTags

(TMS users)
Querying the
application
tag list

read - -

servicestage:
pipeline:get

Querying a
pipeline

read pipeline -

servicestage:
pipeline:creat
e

Creating a
pipeline

write pipeline -

servicestage:
pipeline:modi
fy

Updating a
pipeline

write pipeline -

servicestage:
pipeline:delet
e

Deleting a
pipeline

write pipeline -

servicestage:
pipeline:list

Querying the
pipeline list

list - -

servicestage:
assembling:r
untimeList

Querying the
technology
stack list

read - -

servicestage:
assembling:g
etInfo

Querying a
build task

list - -

servicestage:
assembling:cr
eate

Creating a
build task

write assembling -

servicestage:
assembling:m
odify

Updating a
build task

write assembling -
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Action Description Access
Level

Resource Type Condition Key

servicestage:
assembling:d
elete

Deleting a
build task

write assembling -

servicestage:
assembling:li
st

Querying the
build task list

list - -

servicestage:r
epositoryAut
h:list

Obtaining the
repository
authorization
list

list - -

servicestage:r
epositoryAut
h:get

Obtaining
repository
authorization

read repositoryAuth -

servicestage:r
epositoryAut
h:create

Creating
repository
authorization

write repositoryAuth -

servicestage:r
epositoryAut
h:delete

Deleting
repository
authorization

write repositoryAuth -

servicestage:e
nvironment:li
stTagsForRes
ource

(EPS users)
Querying the
environment
tag list

read environment ● g:ResourceTa
g

● g:EnterpriseP
rojectId

servicestage:
app:listTagsF
orResource

(EPS users)
Querying the
application
tag list

read app ● g:ResourceTa
g

● g:EnterpriseP
rojectId

 

Each API of ServiceStage usually supports one or more actions. Table 5-96 lists
the actions and dependencies supported by ServiceStage APIs.

Table 5-96 Actions and dependencies supported by ServiceStage APIs

API Action Dependencies

GET /v2/{project_id}/cas/
metadata/runtimes

servicestage:app:listAppli
cation

-

GET /v2/{project_id}/cas/
metadata/flavors

servicestage:app:listAppli
cation

-
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API Action Dependencies

POST /v2/
{project_id}/cas/
environments

servicestage:environment
:create

-

GET /v2/{project_id}/cas/
environments

servicestage:environment
:list

-

PUT /v2/{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:modify

-

DELETE /v2/
{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:delete

-

GET /v2/{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:get

-

PATCH /v2/
{project_id}/cas/
environments/
{environment_id}/
resources

servicestage:environment
:modify

-

POST /v2/
{project_id}/cas/
applications

servicestage:app:createA
pplication

-

GET /v2/{project_id}/cas/
applications

servicestage:app:listAppli
cation

-

PUT /v2/{project_id}/cas/
applications/
{application_id}

servicestage:app:modifyA
pplication

-

DELETE /v2/
{project_id}/cas/
applications/
{application_id}

servicestage:app:deleteA
pplication

-

GET /v2/{project_id}/cas/
applications/
{application_id}

servicestage:app:getAppli
cation

-

PUT /v2/{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:modifyC
onfiguration

-
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API Action Dependencies

DELETE /v2/
{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:deleteC
onfiguration

-

GET /v2/{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:getConfi
guration

-

POST /v2/
{project_id}/cas/
applications/
{application_id}/
components

servicestage:app:createC
omponent

servicestage:assembling:
getInfo
servicestage:assembling:c
reate

GET /v2/{project_id}/cas/
applications/
{application_id}/
components

servicestage:app:listCom
ponent

-

PUT /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:modifyC
omponent

-

DELETE /v2/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:deleteC
omponent

-

GET /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:getCom
ponent

-

POST /v2/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances

servicestage:app:createC
omponent

servicestage:assembling:
getInfo
servicestage:assembling:c
reate

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 479



API Action Dependencies

GET /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances

servicestage:app:listCom
ponent

-

POST /v2/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances/{instance_id}/
action

servicestage:app:modifyC
omponent

-

PUT /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances/{instance_id}

servicestage:app:modifyC
omponent

-

DELETE /v2/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances/{instance_id}

servicestage:app:deleteC
omponent

-

GET /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances/{instance_id}

servicestage:app:getCom
ponent

-

GET /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances/{instance_id}/
snapshots

servicestage:app:getCom
ponent

-

GET /v2/{project_id}/cas/
jobs/{job_id}

servicestage:app:listAppli
cation

-

POST /v3/
{project_id}/cas/
environments

servicestage:environment
:create

-
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API Action Dependencies

GET /v3/{project_id}/cas/
environments

servicestage:environment
:list

-

PUT /v3/{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:modify

-

DELETE /v3/
{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:delete

-

GET /v3/{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:get

-

PUT /v3/{project_id}/cas/
environments/
{environment_id}/
resources

servicestage:environment
:modify

-

GET /v3/{project_id}/cas/
environments/
{environment_id}/
resources

servicestage:environment
:list

-

POST /v3/
{project_id}/cas/
applications

servicestage:app:createA
pplication

-

GET /v3/{project_id}/cas/
applications

servicestage:app:listAppli
cation

-

PUT /v3/{project_id}/cas/
applications/
{application_id}

servicestage:app:modifyA
pplication

-

GET /v3/{project_id}/cas/
applications/
{application_id}

servicestage:app:getAppli
cation

-

GET /v3/{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:getConfi
guration

-

PUT /v3/{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:modifyC
onfiguration

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 481



API Action Dependencies

DELETE /v3/
{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:deleteC
onfiguration

-

POST /v3/
{project_id}/cas/
applications/
{application_id}/
components

servicestage:app:createC
omponent

servicestage:assembling:
getInfo
servicestage:assembling:c
reate

GET /v3/{project_id}/cas/
applications/
{application_id}/
components

servicestage:app:listCom
ponent

-

GET /v3/{project_id}/cas/
components

servicestage:app:listCom
ponent

-

PUT /v3/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:modifyC
omponent

-

DELETE /v3/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:deleteC
omponent

-

GET /v3/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:getCom
ponent

-

POST /v3/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/action

servicestage:app:modifyC
omponent

-

GET /v3/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/records

servicestage:app:listCom
ponent

-
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API Action Dependencies

GET /v3/{project_id}/cas/
runtimestacks

servicestage:app:listAppli
cation

-

GET /v1/{project_id}/git/
auths

servicestage:repositoryAu
th:list

-

GET /v1/{project_id}/git/
auths/{repo_type}/
redirect

servicestage:repositoryAu
th:get

-

POST /v1/
{project_id}/git/auths/
{repo_type}/oauth

servicestage:repositoryAu
th:create

-

POST /v1/
{project_id}/git/auths/
{repo_type}/personal

servicestage:repositoryAu
th:create

-

POST /v1/
{project_id}/git/auths/
{repo_type}/password

servicestage:repositoryAu
th:create

-

DELETE /v1/
{project_id}/git/auths/
{name}

servicestage:repositoryAu
th:delete

-

GET /v2/{project_id}/
servicestage-
environment/
{environment_id}/tags

servicestage:environment
:listTagsForResource

-

GET /v2/{project_id}/
servicestage-application/
{app_id}/tags

servicestage:app:listTagsF
orResource

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-97, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for ServiceStage.
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Table 5-97 Resource types supported by ServiceStage

Resource Type URN

app servicestage:<region>:<account-
id>:app:<app-id>

environment servicestage:<region>:<account-
id>:environment:<environment-id>

pipeline servicestage:<region>:<account-
id>:pipeline:<pipeline-id>

assembling servicestage:<region>:<account-
id>:assembling:<assembling-id>

repositoryAuth servicestage:<region>:<account-
id>:repositoryAuth:<repositoryAuth-id>

 

Conditions
ServiceStage does not support service-specific condition keys in SCPs.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.11 Management & Governance

5.10.11.1 Simple Message Notification (SMN)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by SMN, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by SMN, see Conditions.

The following table lists the actions that you can define in SCP statements for
SMN.

Table 5-98 Actions supported by SMN

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

smn:topic:create Grants permission
to create a topic.

write topic * N/A

N/A ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

smn:topic:listTopic Grants permission
to query topics.

list topic * N/A

N/A g:EnterpriseProjec
tId

smn:topic:updateT
opic

Grants permission
to update a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

smn:topic:get Grants permission
to query details of
a topic.

read topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:delete Grants permission
to delete a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:listAttri
butes

Grants permission
to query a topic
policy.

list topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:deleteAt
tribute

Grants permission
to delete a topic
policy.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:update
Attribute

Grants permission
to update a topic
policy.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

N/A ● smn:TargetOrg
Path

● smn:TargetOrgI
d

● smn:TargetAcc
ountId

smn:topic:subscrib
e

Grants permission
to add a
subscription to a
topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

N/A ● smn:Protocol
● smn:Endpoint

smn:topic:listSubs
criptionsByTopic

Grants permission
to query
subscriptions of a
topic.

list topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 486



Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

smn:topic:listSubs
criptions

Grants permission
to query
subscriptions of
all topics.

list topic * N/A

smn:topic:deleteS
ubscription

Grants permission
to delete a
subscription from
a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:updateS
ubscription

Grants permission
to update a
subscription of a
topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:publish Grants permission
to publish a
message.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:template:crea
te

Grants permission
to create a
message
template.

write templat
e *

N/A

smn:template:listT
emplates

Grants permission
to query message
templates.

list templat
e *

N/A

smn:template:upd
ate

Grants permission
to modify a
message
template.

write templat
e *

N/A

smn:template:get Grants permission
to query details of
a message
template.

read templat
e *

N/A

smn:template:dele
te

Grants permission
to delete a
message
template.

write templat
e *

N/A

smn:tag:create Grants permission
to add a tag to a
topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

N/A ● g:RequestTag/
<tag-key>

● g:TagKeys

smn:tag:delete Grants permission
to delete a tag of
a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

N/A ● g:RequestTag/
<tag-key>

● g:TagKeys

smn:tag:batchMo
dify

Grants permission
to batch modify
tags of a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

N/A ● g:RequestTag/
<tag-key>

● g:TagKeys

smn:tag:list Grants permission
to query tags of a
topic.

read topic * g:ResourceTag/
<tag-key>

smn:topic:createL
ogTank

Grants permission
to associate a
topic with a log
stream.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:listLogT
ank

Grants permission
to query the log
stream associated
with a topic.

list topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:updateL
ogTank

Grants permission
to update the log
stream associated
with a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:deleteL
ogTank

Grants permission
to disassociate a
topic from a log
stream.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Each API of SMN usually supports one or more actions. Table 5-99 lists the
supported actions and dependencies.

Table 5-99 Actions and dependencies supported by SMN APIs

API Action Dependencies

POST /v2/
{project_id}/
notifications/topics

smn:topic:create N/A

GET /v2/
{project_id}/
notifications/topics

smn:topic:listTopic N/A

PUT /v2/
{project_id}/
notifications/topics/
{topic_urn}

smn:topic:updateTopic N/A

GET /v2/
{project_id}/
notifications/topics/
{topic_urn}

smn:topic:get N/A

DELETE /v2/
{project_id}/
notifications/topics/
{topic_urn}

smn:topic:delete N/A

GET /v2/
{project_id}/
notifications/topics/
{topic_urn}/
attributes

smn:topic:listAttributes N/A

DELETE /v2/
{project_id}/
notifications/topics/
{topic_urn}/
attributes

smn:topic:deleteAttribute N/A

PUT /v2/
{project_id}/
notifications/topics/
{topic_urn}/
attributes/{name}

smn:topic:updateAttribute N/A

DELETE /v2/
{project_id}/
notifications/topics/
{topic_urn}/
attributes/{name}

smn:topic:deleteAttribute N/A
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API Action Dependencies

POST /v2/
{project_id}/
notifications/topics/
{topic_urn}/
subscriptions

smn:topic:subscribe N/A

GET /v2/
{project_id}/
notifications/topics/
{topic_urn}/
subscriptions

smn:topic:listSubscriptions-
ByTopic

N/A

PUT /v2/
{project_id}/
notifications/topics/
{topic_urn}/
subscriptions/
{subscription_urn}

smn:topic:updateSubscripti
on

N/A

DELETE /v2/
{project_id}/
notifications/
subscriptions/
{subscription_urn}

smn:topic:deleteSubscriptio
n

N/A

GET /v2/
{project_id}/
notifications/
subscriptions

smn:topic:listSubscriptions N/A

POST /v2/
{project_id}/
notifications/topics/
{topic_urn}/publish

smn:topic:publish N/A

POST /v2/
{project_id}/
notifications/
message_template

smn:template:create N/A

GET /v2/
{project_id}/
notifications/
message_template

smn:template:listTemplates N/A

PUT /v2/
{project_id}/
notifications/
message_template/
{message_template
_id}

smn:template:update N/A
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API Action Dependencies

GET /v2/
{project_id}/
notifications/
message_template/
{message_template
_id}

smn:template:get N/A

DELETE /v2/
{project_id}/
notifications/
message_template/
{message_template
_id}

smn:template:delete N/A

POST /v2/
{project_id}/
{resource_type}/
{resource_id}/tags

smn:tag:create N/A

GET /v2/
{project_id}/
{resource_type}/
{resource_id}/tags

smn:tag:list N/A

POST /v2/
{project_id}/
{resource_type}/
{resource_id}/tags/
action

smn:tag:batchModify ● smn:tag:create
● smn:tag:delete

DELETE /v2/
{project_id}/
{resource_type}/
{resource_id}/tags/
{key}

smn:tag:delete N/A

GET /v2/
{project_id}/
{resource_type}/
tags

smn:tag:list N/A

POST /v2/
{project_id}/
{resource_type}/
resource_instances/
action

smn:tag:list N/A

GET /v2/
{project_id}/
notifications/topics/
{topic_urn}/
logtanks

smn:topic:listLogTank N/A
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API Action Dependencies

POST /v2/
{project_id}/
notifications/topics/
{topic_urn}/
logtanks

smn:topic:createLogTank N/A

PUT /v2/
{project_id}/
notifications/topics/
{topic_urn}/
logtanks/
{logtank_id}

smn:topic:updateLogTank N/A

DELETE /v2/
{project_id}/
notifications/topics/
{topic_urn}/
logtanks/
{logtank_id}

smn:topic:deleteLogTank N/A

POST /v2/
{project_id}/
notifications/
subscriptions/
filter_polices

smn:topic:updateSubscripti
on

N/A

PUT /v2/
{project_id}/
notifications/
subscriptions/
filter_polices

smn:topic:updateSubscripti
on

N/A

DELETE /v2/
{project_id}/
notifications/
subscriptions/
filter_polices

smn:topic:updateSubscripti
on

N/A

POST /v2/
{project_id}/
notifications/topics/
{topic_urn}/
subscriptions/from-
subscription-users

smn:topic:subscribe N/A

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-100, a resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
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asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for SMN.

Table 5-100 Resource types supported by SMN

Resource Type URN

topic smn:<region>:<account-id>:topic:<topic-
id>

template smn:<region>:<account-
id>:template:<template-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and condition operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, smn:) only apply to operations of
the SMN service. For details, see Table 5-101.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for SMN.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-101 Service-specific condition keys supported by SMN

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

smn:TargetOrgPath string Single-valued The organization path
authorized in a topic
policy

smn:TargetOrgId string Single-valued The organization ID
authorized in a topic
policy

smn:TargetAccountId string Single-valued The account ID
authorized in a topic
policy

smn:Protocol string Single-valued The subscription
protocol

smn:Endpoint string Single-valued The subscription
endpoint address

 

5.10.11.2 Log Tank Service (LTS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.
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– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by LTS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by LTS, see Conditions.

The following table lists the actions that you can define in SCP statements for LTS.

Table 5-102 Actions supported by LTS

Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logGroup:delet
eLogGroup

Grants permission
to delete a log
group.

write logGroup * -

lts:logGroup:listLo
gGroup

Grants permission
to query the log
group list.

list - -

lts:logGroup:creat
eLogGroup

Grants permission
to create a log
group.

write - -

lts:logGroup:updat
eLogGroup

Grants permission
to modify a log
group.

write logGroup * -

lts:logStream:listL
ogStream

Grants permission
to query the log
stream list.

list logGroup * -

lts:logStream:dele
teLogStream

Grants permission
to delete a log
stream.

write logStream * -

lts:logStream:crea
teLogStream

Grants permission
to create a log
stream.

write logGroup * -

lts:logStream:sear
chLog

Grants permission
to query logs.

list logStream * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logStream:sear
chStructLog

Grants permission
to query
structured logs.

list logStream * -

lts:logStream:sear
chLogHistogram

Grants permission
to query the log
histogram.

list logStream * -

lts:transfer:createT
ransfer

Grants permission
to create a log
transfer task.

write - -

lts:transfer:deleteT
ransfer

Grants permission
to delete a log
transfer task.

write transfer * -

lts:transfer:listTran
sfer

Grants permission
to query the log
transfer task list.

list - -

lts:transfer:update
Transfer

Grants permission
to modify a log
transfer task.

write transfer * -

lts:transfer:register
DmsKafkaInstance

Grants permission
to register a DMS
Kafka instance.

write - -

lts:configCenter:u
pdateOverCollectS
witch

Grants permission
to enable or
disable log
collection beyond
free quota.

write - -

lts:structConfig:cre
ateStructConfig

Grants permission
to create
structuring
configurations.

write logStream * -

lts:structConfig:del
eteStructConfig

Grants permission
to delete
structuring
configurations.

write logStream * -

lts:structConfig:ge
tStructConfig

Grants permission
to query
structuring
configurations.

read logStream * -

lts:structConfig:list
StructTemplate

Grants permission
to query the
structuring
template list.

list - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:structConfig:up
dateStructConfig

Grants permission
to modify
structuring
configurations.

write logStream * -

lts:mappingRule:cr
eate

Grants permission
to create a
mapping rule.

write - -

lts:mappingRule:d
elete

Grants permission
to delete a
mapping rule.

write - -

lts:mappingRule:g
et

Grants permission
to query mapping
rule details.

read - -

lts:mappingRule:li
st

Grants permission
to query the
mapping rule list.

list - -

lts:mappingRule:u
pdate

Grants permission
to modify a
mapping rule.

write - -

lts:logStream:getH
istorySql

Grants permission
to query historical
SQL statements of
a log stream.

read logStream * -

lts:alarmRule:crea
teSqlAlarmRule

Grants permission
to create a SQL
alarm rule.

write - -

lts:alarmRule:dele
teSqlAlarmRule

Grants permission
to delete a SQL
alarm rule.

write alarmRule * -

lts:alarmRule:upd
ateSqlAlarmRule

Grants permission
to modify a SQL
alarm rule.

write alarmRule * -

lts:alarmRule:listS
qlAlarmRule

Grants permission
to query SQL
alarm rules.

list - -

lts:alarmRule:crea
teWordAlarmRule

Grants permission
to create a
keyword alarm
rule.

write - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:alarmRule:dele
teWordAlarmRule

Grants permission
to delete a
keyword alarm
rule.

write alarmRule * -

lts:alarmRule:upd
ateWordAlarmRul
e

Grants permission
to modify a
keyword alarm
rule.

write alarmRule * -

lts:alarmRule:list
WordAlarmRule

Grants permission
to query keyword
alarm rules.

list - -

lts:alarm:cleanAla
rm

Grants permission
to delete an
alarm.

write - -

lts:alarm:listAlarm Grants permission
to query the
alarm list.

list - -

lts:logStream:listC
hart

Grants permission
to query log
stream charts.

list - -

lts:alarmNoticeTe
mplate:create

Grants permission
to create an
alarm notification
template.

write - -

lts:alarmNoticeTe
mplate:update

Grants permission
to modify an
alarm notification
template.

write - -

lts:alarmNoticeTe
mplate:delete

Grants permission
to delete an
alarm notification
template.

write - -

lts:alarmNoticeTe
mplate:list

Grants permission
to query the
alarm notification
template list.

list - -

lts:alarmNoticeTe
mplate:get

Grants permission
to query alarm
notification
template details.

read - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:hostGroup:crea
te

Grants permission
to create a host
group.

write - -

lts:hostGroup:dele
te

Grants permission
to delete a host
group.

write hostGroup * -

lts:host:list Grants permission
to query the host
list.

list - -

lts:hostGroup:list Grants permission
to query the host
group list.

list accessConfig * -

lts:hostGroup:upd
ate

Grants permission
to modify a host
group.

write hostGroup * -

lts:accessConfig:cr
eate

Grants permission
to create a log
ingestion
configuration.

write logStream * -

lts:accessConfig:de
lete

Grants permission
to delete a log
ingestion
configuration.

write accessConfig * -

lts:accessConfig:lis
t

Grants permission
to query log
ingestion
configurations.

list - -

lts:accessConfig:u
pdate

Grants permission
to modify a log
ingestion
configuration.

write accessConfig * -

hostGroup -

lts:tag:create Grants permission
to create a tag.

write - -

lts:tag:delete Grants permission
to delete a tag.

write - -

lts:logStream:crea
teQuickQuery

Grants permission
to create a quick
search.

write logStream * -

lts:logStream:dele
teQuickQuery

Grants permission
to delete a quick
search.

write logStream * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logStream:listQ
uickQuery

Grants permission
to query quick
searches.

list logGroup * -

lts:logFavorite:cre
ate

Grants permission
to add a log to
favorites.

write logStream * -

lts:logFavorite:del
ete

Grants permission
to remove a log
from favorites.

write - -

lts:dashboardGrou
p:create

Grants permission
to create a
dashboard group.

write - -

lts:dashboard:crea
te

Grants permission
to create a
dashboard.

write - -

lts:trafficStatistic:g
et

Grants permission
to query resource
statistics details.

read - -

lts:tokenizer:get Grants permission
to query
configured
delimiters.

read - -

lts:tokenizer:creat
e

Grants permission
to save delimiters.

write - -

lts:tokenizer:previ
ew

Grants permission
to preview
delimiters.

read - -

lts:usageAlarm:up
date

Grants permission
to enable or
disable quota
alarms.

write - -

lts:csvTable:list Grants permission
to query the
associated data
source
configuration
table.

list - -

lts:csvTable:uploa
d

Grants permission
to upload a CSV
file.

write - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:csvTable:get Grants permission
to preview
associated data
and query
associated data
source
information.

read - -

lts:csvTable:create Grants permission
to create an
associated data
source.

write - -

lts:csvTable:updat
e

Grants permission
to update an
associated data
source.

write - -

lts:csvTable:delete Grants permission
to delete an
associated data
source.

write - -

lts:scheduledSql:cr
eate

Grants permission
to create a SQL
scheduled job.

write - -

lts:scheduledSql:d
elete

Grants permission
to delete a SQL
scheduled job.

write - -

lts:scheduledSql:u
pdate

Grants permission
to modify a SQL
scheduled job.

write - -

lts:scheduledSql:lis
t

Grants permission
to query SQL
scheduled jobs.

list - -

lts:scheduledSql:g
et

Grants permission
to query SQL
scheduled job
details.

read - -

lts:scheduledSql:re
try

Grants permission
to re-execute the
instance.

write - -

lts:transfer:getDisL
ist

Grants permission
to query DIS
streams.

list - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:transfer:listKafk
aInstance

Grants permission
to query the
Kafka list.

list - -

lts:transfer:update
KafkaInstance

Grants permission
to update Kafka
information.

write - -

lts:transfer:delete
KafkaInstance

Grants permission
to delete Kafka
information.

write - -

lts:transfer:listKafk
aAuthorization

Grants permission
to query the
configured Kafka
authorization list.

list - -

lts:transfer:createK
afkaAuthorization

Grants permission
to add configured
Kafka
authorization.

write - -

lts:transfer:delete
KafkaAuthorizatio
n

Grants permission
to delete
configured Kafka
authorization.

write - -

lts:transfer:getTra
nsfer

Grants permission
to query transfer
task information.

read transfer * -

lts:transfer:getDw
sInfo

Grants permission
to query the DWS
information of a
tenant.

read - -

lts:transfer:register
DwsCluster

Grants permission
to register a DMS
cluster.

write - -

lts:hostGroup:get
Host

Grants permission
to query all hosts
based on query
criteria.

read - -

lts:hostGroup:get Grants permission
to query all
configurations of
a host group
based on query
criteria.

read - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:accessConfig:ge
t

Grants permission
to query a
collection
configuration.

read accessConfig * -

lts:logFavorite:list Grants permission
to query the
favorites list.

list - -

lts:logFavorite:upd
ate

Grants permission
to modify
favorites.

write logStream * -

lts:logGroup:getLo
gGroup

Grants permission
to query a log
group.

read logGroup * -

lts:IndexConfig:list Grants permission
to query indexes.

list logGroup * -

lts:IndexConfig:cre
ate

Grants permission
to create an
index.

write logGroup * -

lts:structConfig:list
StructConfig

Grants permission
to query log
stream structuring
information.

list logStream * -

lts:logStream:upd
ateLogStream

Grants permission
to modify a log
stream.

write logStream * -

lts:logStream:getR
ealtimeLog

Grants permission
to query real-time
logs.

read logStream * -

lts:logStream:getL
ogStream

Grants permission
to query log
stream
information.

read logStream * -

lts:logStream:crea
teLogFilterRules

Grants permission
to create a log
cleaning rule.

write logStream * -

lts:logStream:upd
ateLogFilterRules

Grants permission
to modify a log
cleaning rule.

write logStream * -

lts:logStream:dele
teLogFilterRules

Grants permission
to delete a log
cleaning rule.

write logStream * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logStream:listL
ogFilterRules

Grants permission
to query log
cleaning rules.

list logStream * -

lts:logStream:get
QuickQuery

Grants permission
to query a quick
search.

list logStream * -

lts:logStream:upd
ateQuickQuery

Grants permission
to modify a quick
search.

write logStream * -

lts:logStream:sear
chLogContext

Grants permission
to query log
context.

read logStream * -

lts:structConfig:ge
tCustomTemplate

Grants permission
to query a custom
template.

read - -

lts:structConfig:cre
ateCustomTempla
te

Grants permission
to create a
custom template.

write - -

lts:structConfig:up
dateCustomTempl
ate

Grants permission
to modify a
custom template.

write - -

lts:structConfig:del
eteCustomTempla
te

Grants permission
to delete a
custom template.

write - -

lts:structConfig:list
CustomTemplate

Grants permission
to query the
custom template
list.

read - -

lts:structConfig:sm
artExtra

Grants permission
to intelligently
extract structured
fields.

write - -

lts:logStream:getA
ggrResult

Grants permission
to query quick
analysis results.

read logStream * -

lts:logStream:getA
ggr

Grants permission
to query a quick
analysis
aggregator.

read - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logStream:crea
teAggr

Grants permission
to create a quick
analysis
aggregator.

write - -

lts:logStream:dele
teAggr

Grants permission
to delete a quick
analysis
aggregator.

write - -

lts:logStream:get
QuickAnalysisAgg
Value

Grants permission
to query quick
analysis results of
numeric types.

read logStream * -

lts:logStream:get
WordFreqConfig

Grants permission
to query the quick
analysis fields
created by a user.

read logStream * -

lts:logStream:refre
shWordFreqConfig

Grants permission
to modify a quick
analysis field.

write logStream * -

lts:logCrux:list Grants permission
to query
LogReduce
information.

list - -

lts:logCrux:get Grants permission
to query the
LogReduce switch
status.

read - -

lts:logCrux:enable Grants permission
to enable
LogReduce.

write - -

lts:logCrux:disable Grants permission
to disable
LogReduce.

write - -

lts:logStream:upd
ateChart

Grants permission
to update a user
log dashboard.

write - -

lts:logStream:crea
teChart

Grants permission
to create a user
log dashboard.

write - -

lts:logStream:dele
teChart

Grants permission
to delete a user
log dashboard.

write logStream * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logStream:getC
hart

Grants permission
to query a user
log dashboard.

read logStream * -

lts:dashboard:dele
teChart

Grants permission
to delete a chart.

write dashboard * -

lts:dashboard:listC
harts

Grants permission
to display
dashboard-level
charts.

list - -

lts:dashboard:upd
ateChart

Grants permission
to move a chart.

write dashboard * -

lts:dashboard:get
Dashboard

Grants permission
to query a user
log dashboard.

read - -

lts:dashboardGrou
p:getDashboardsG
roup

Grants permission
to query a user
log dashboard
group.

read - -

lts:dashboardGrou
p:updateDashboar
dsGroup

Grants permission
to modify a user
log dashboard
group.

write - -

lts:dashboardGrou
p:deleteDashboar
dsGroup

Grants permission
to update a user
log dashboard
group.

write - -

lts:dashboard:Crea
teDashBoard

Grants permission
to create
dashboards in
batches based on
a log dashboard
template.

write - -

lts:dashboard:Crea
teDashBoardTemp
late

Grants permission
to create a user
log dashboard
template.

write - -

lts:dashboard:get
DashBoardTempla
te

Grants permission
to query a user
log dashboard
template.

read - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:dashboard:upd
ateDashBoardTem
plate

Grants permission
to modify a user
log dashboard
template.

write - -

lts:dashboard:dele
teDashBoardTemp
late

Grants permission
to delete a user
log dashboard
template.

write - -

lts:dashboardGrou
p:createLogDashb
oardTemplateGro
up

Grants permission
to create a
dashboard
template group.

write - -

lts:dashboardGrou
p:updateLogDash
boardTemplateGr
oup

Grants permission
to modify a
dashboard
template group.

write - -

lts:dashboardGrou
p:deleteLogDashb
oardTemplateGro
up

Grants permission
to delete a user
log dashboard
template group.

write - -

lts:dashboard:listFi
lter

Grants permission
to query
dashboard filters.

list dashboard * -

lts:dashboard:crea
teFilter

Grants permission
to create a
dashboard filter.

write dashboard * -

lts:dashboard:upd
ateFilter

Grants permission
to modify a
dashboard filter.

write dashboard * -

lts:dashboard:dele
teFilter

Grants permission
to delete a
dashboard filter.

write dashboard * -

lts:alarmRule:listAl
armRules

Grants permission
to query the
alarm rule list.

list - -

lts:alarmRule:getK
eywordsAlarmRul
e

Grants permission
to query a
keyword alarm
rule.

read alarmRule * -

lts:alarmRule:getS
qlAlarmRule

Grants permission
to query a SQL
alarm rule.

read alarmRule * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:alarm:listAlarm
Statistic

Grants permission
to query SQL
alarm data.

list - -

lts:dashboard:upd
ate

Grants permission
to modify a user
log dashboard.

write - -

lts:dashboard:dele
te

Grants permission
to delete a user
log dashboard.

write - -

lts:logSearch:list Grants permission
to obtain the
cluster,
namespace,
component,
instance, log,
node, log file
page component,
and file lists.

list - -

lts:logSearch:getTi
me

Grants permission
to query the
current time of a
backend node.

read - -

lts:logSearch:getL
ogContext

Grants permission
to obtain log
context.

read - -

lts:logSearch:expo
rtLogs

Grants permission
to download logs.

write - -

lts:ageingTime:get Grants permission
to obtain quota
management.

list - -

lts:ageingTime:up
date

Grants permission
to modify quota
management.

write - -

lts:logConfigPath:l
ist

Grants permission
to query VM log
path
configurations.

list - -

lts:logConfigPath:c
reate

Grants permission
to create a VM
log path
configuration.

write - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:structRule:get Grants permission
to obtain a
structuring rule.

read - -

lts:structRule:creat
e

Grants permission
to create a
structuring rule.

write - -

lts:structRule:delet
e

Grants permission
to delete a
structuring rule.

write - -

lts:structRule:rege
x

Grants permission
to extract data in
a structured
manner.

write - -

lts:logPail:list Grants permission
to query log
buckets, logs in
buckets, and log
bar charts.

list - -

lts:structSql:list Grants permission
to query
structured logs.

list - -

lts:logPail:create Grants permission
to add a log
bucket.

write - -

lts:logPail:update Grants permission
to modify a log
bucket.

list - -

lts:logPail:delete Grants permission
to delete a log
bucket.

write - -

lts:storageRelation
:list

Grants permission
to query transfer
relationships of
the current
tenant.

list - -

lts:storageRelation
:delete

Grants permission
to delete transfer
relationships of
the current
tenant.

write - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 509



Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:storage:batchA
ction

Grants permission
to periodically
start and stop
tasks in batches.

write - -

lts:logPailDump:cr
eate

Grants permission
to add a log
transfer task.

write - -

lts:statisticsRule:lis
t

Grants permission
to query a
statistical rule.

list - -

lts:statisticsRule:cr
eate

Grants permission
to create a
statistical rule.

write - -

lts:statisticsRule:u
pdate

Grants permission
to modify a
statistical rule.

write - -

lts:statisticsRule:d
elete

Grants permission
to delete a
statistical rule.

write - -

lts:transfer:listKafk
aInstanceTopic

Grants permission
to query all topics
of a Kafka
instance.

list - -

lts:logPackage:cre
ate

Grants permission
to purchase
resource
packages.

write - -

lts:consumerGrou
p:create

Grants permission
to create a
consumer group.

write - -

lts:consumerGrou
p:delete

Grants permission
to delete a
consumer group.

write - -

lts:consumerGrou
p:list

Grants permission
to query the
consumer group
list.

list - -

lts:consumerGrou
p:get

Grants permission
to query the
consumer group
details.

read - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:consumerGrou
p:update

Grants permission
to modify a
consumer group.

write - -

lts:logStream:get Grants permission
to obtain log
stream details.

read - -

lts:agency:listGrou
pAndStream

Grants permission
to obtain the log
stream list of the
delegator's log
group.

list - -

lts:agency:listEps Grants permission
to obtain the EPS
list of the
delegator.

list - -

lts:agency:listStruc
tConfig

Grants permission
to obtain the
structuring
configurations of
the delegator.

list - -

lts:logConverge:ge
t

Grants permission
to obtain the
multi-account log
center
configurations.

read - -

lts:logConverge:up
date

Grants permission
to update the
multi-account log
center
configurations.

write - -

lts:logManager:cre
ateAggr

Grants permission
to create a quick
analysis
aggregator.

write logStream * -

lts:logManager:cre
ateAggrs

Grants permission
to create quick
analysis
aggregators in
batches.

write logStream * -

lts:logManager:del
eteAggr

Grants permission
to delete a quick
analysis
aggregator.

write logStream * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logManager:del
eteAggrs

Grants permission
to delete quick
analysis
aggregators in
batches.

write logStream * -

lts:logmanager:cre
ateLogFilter

Grants permission
to create a log
cleaning rule.

write logStream * -

lts:logmanager:list
LogFilters

Grants permission
to query log
cleaning rules.

read logStream * -

lts:logmanager:up
dateLogFilters

Grants permission
to modify a log
cleaning rule.

write logStream * -

lts:logmanager:del
eteLogFilters

Grants permission
to delete a log
cleaning rule.

write logStream * -

lts:structConfig:re
gex

Grants permission
to structure the
example log using
regular
expressions.

write - -

 

Each API of LTS usually supports one or more actions. Table 5-103 lists the
supported actions and dependencies.

Table 5-103 Actions and dependencies supported by LTS APIs

API Action Dependencies

POST /v2/
{project_id}/groups

lts:logGroup:createLogGrou
p

-

DELETE /v2/
{project_id}/groups/
{log_group_id}

lts:logGroup:deleteLogGrou
p

-

GET /v2/
{project_id}/groups

lts:logGroup:listLogGroup -

POST /v2/
{project_id}/groups/
{log_group_id}

lts:logGroup:updateLogGro
up

-
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API Action Dependencies

POST /v2/
{project_id}/groups/
{log_group_id}/
streams

lts:logStream:createLogStre
am

-

PUT /v2/
{project_id}/groups/
{log_group_id}/
streams-ttl/
{log_stream_id}

lts:logStream:updateLogStr
eam

-

DELETE /v2/
{project_id}/groups/
{log_group_id}/
streams/
{log_stream_id}

lts:logStream:deleteLogStre
am

-

GET /v2/
{project_id}/groups/
{log_group_id}/
streams

lts:logStream:listLogStream -

GET /v2/
{project_id}/log-
streams

lts:logStream:listLogStream -

POST /v2/
{project_id}/lts/
keyword-count

lts:logStream:searchLogHist
ogram

-

POST /v2/
{project_id}/groups/
{log_group_id}/
streams/
{log_stream_id}/
content/query

lts:logStream:searchLog -

POST /v2/
{project_id}/groups/
{log_group_id}/
streams/
{log_stream_id}/
struct-content/
query

lts:logStream:searchStructL
og

-

POST /v2/
{project_id}/
streams/
{log_stream_id}/
struct-content/
query

lts:logStream:searchStructL
og

-
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API Action Dependencies

POST /v2/
{project_id}/log-
dump/obs

lts:transfer:createTransfer ● obs:bucket:PutBucketAcl
● obs:bucket:GetBucketAcl
● obs:bucket:HeadBucket

POST /v2/
{project_id}/
transfers

lts:transfer:createTransfer ● obs:bucket:PutBucketAcl
● obs:bucket:GetBucketAcl
● obs:bucket:GetEncryptio

nConfiguration
● obs:bucket:HeadBucket
● dis:streams:list
● dis:streamPolicies:list

DELETE /v2/
{project_id}/
transfers

lts:transfer:deleteTransfer -

GET /v2/
{project_id}/
transfers

lts:transfer:listTransfer -

POST /v2/
{project_id}/lts/dms
/kafka-instance

lts:transfer:registerDmsKafk
aInstance

dms:instance:list

PUT /v2/
{project_id}/
transfers

lts:transfer:updateTransfer ● obs:bucket:PutBucketAcl
● obs:bucket:GetBucketAcl
● obs:bucket:GetEncryptio

nConfiguration
● obs:bucket:HeadBucket
● dis:streams:list
● dis:streamPolicies:list

POST /v2/
{project_id}/
collection/disable

lts:configCenter:updateOver
CollectSwitch

-

POST /v2/
{project_id}/
collection/enable

lts:configCenter:updateOver
CollectSwitch

-

POST /v3/
{project_id}/lts/
struct/template

lts:structConfig:createStruct
Config

-

POST /v2/
{project_id}/lts/
struct/template

lts:structConfig:createStruct
Config

-
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API Action Dependencies

DELETE /v2/
{project_id}/lts/
struct/template

lts:structConfig:deleteStruct
Config

-

GET /v3/
{project_id}/lts/
struct/
customtemplate/list

lts:structConfig:listStructTe
mplate

-

GET /v3/
{project_id}/lts/
struct/
customtemplate

lts:structConfig:listStructTe
mplate

-

GET /v2/
{project_id}/lts/
struct/template

lts:structConfig:getStructCo
nfig

-

PUT /v3/
{project_id}/lts/
struct/template

lts:structConfig:updateStruc
tConfig

-

PUT /v2/
{project_id}/lts/
struct/template

lts:structConfig:updateStruc
tConfig

-

POST /v2/
{project_id}/lts/
aom-mapping

lts:mappingRule:create -

DELETE /v2/
{project_id}/lts/
aom-mapping

lts:mappingRule:delete -

GET /v2/
{project_id}/lts/
aom-mapping/
{rule_id}

lts:mappingRule:get -

GET /v2/
{project_id}/lts/
aom-mapping

lts:mappingRule:list -

PUT /v2/
{project_id}/lts/
aom-mapping

lts:mappingRule:update -

GET /v2/
{project_id}/lts/
notifications/topics

lts:alarmNoticeTemplate:list smn:topic:list
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API Action Dependencies

POST /v2/
{project_id}/lts/
alarms/sql-alarm-
rule

lts:alarmRule:createSqlAlar
mRule

-

DELETE /v2/
{project_id}/lts/
alarms/sql-alarm-
rule/
{sql_alarm_rule_id}

lts:alarmRule:deleteSqlAlar
mRule

-

GET /v2/
{project_id}/lts/
alarms/sql-alarm-
rule

lts:alarmRule:listSqlAlarmR
ule

-

PUT /v2/
{project_id}/lts/
alarms/status

lts:alarmRule:updateSqlAlar
mRule

-

PUT /v2/
{project_id}/lts/
alarms/sql-alarm-
rule

lts:alarmRule:updateSqlAlar
mRule

-

POST /v2/
{project_id}/lts/
alarms/keywords-
alarm-rule

lts:alarmRule:createWordAl
armRule

-

DELETE /v2/
{project_id}/lts/
alarms/keywords-
alarm-rule/
{keywords_alarm_ru
le_id}

lts:alarmRule:deleteWordAl
armRule

-

GET /v2/
{project_id}/lts/
alarms/keywords-
alarm-rule

lts:alarmRule:listWordAlarm
Rule

-

PUT /v2/
{project_id}/lts/
alarms/keywords-
alarm-rule

lts:alarmRule:updateWordA
larmRule

-

POST /v2/
{project_id}/
{domain_id}/lts/
alarms/sql-alarm/
clear

lts:alarm:cleanAlarm -
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API Action Dependencies

POST /v2/
{project_id}/
{domain_id}/lts/
alarms/sql-alarm/
query

lts:alarm:listAlarm -

GET /v2/
{project_id}/groups/
{log_group_id}/
streams/
{log_stream_id}/
charts

lts:logStream:listChart -

POST /v2/
{project_id}/
{domain_id}/lts/
events/notification/
templates

lts:alarmNoticeTemplate:cre
ate

-

DELETE /v2/
{project_id}/
{domain_id}/lts/
events/notification/
templates

lts:alarmNoticeTemplate:del
ete

-

POST /v2/
{project_id}/
{domain_id}/lts/
events/notification/
templates/view

lts:alarmNoticeTemplate:list -

GET /v2/
{project_id}/
{domain_id}/lts/
events/notification/
templates

lts:alarmNoticeTemplate:list -

GET /v2/
{project_id}/
{domain_id}/lts/
events/notification/
template/
{template_name}

lts:alarmNoticeTemplate:ge
t

-

PUT /v2/
{project_id}/
{domain_id}/lts/
events/notification/
templates

lts:alarmNoticeTemplate:up
date

-

POST /v3/
{project_id}/lts/
host-group

lts:hostGroup:create -
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API Action Dependencies

DELETE /v3/
{project_id}/lts/
host-group

lts:hostGroup:delete -

POST /v3/
{project_id}/lts/
host-list

lts:host:list ● aom:icmgr:get
● aom:icmgr:list

POST /v3/
{project_id}/lts/
host-group-list

lts:hostGroup:list -

PUT /v3/
{project_id}/lts/
host-group

lts:hostGroup:update -

POST /v3/
{project_id}/lts/
access-config

lts:accessConfig:create -

DELETE /v3/
{project_id}/lts/
access-config

lts:accessConfig:delete -

POST /v3/
{project_id}/lts/
access-config-list

lts:accessConfig:list -

PUT /v3/
{project_id}/lts/
access-config

lts:accessConfig:update -

POST /v1/
{project_id}/
{resource_type}/
{resource_id}/tags/
action

lts:tag:create -

POST /v1.0/
{project_id}/groups/
{group_id}/topics/
{topic_id}/search-
criterias

lts:logStream:createQuickQ
uery

-

DELETE /v1.0/
{project_id}/groups/
{group_id}/topics/
{topic_id}/search-
criterias

lts:logStream:deleteQuickQ
uery

-
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API Action Dependencies

GET /v1.0/
{project_id}/groups/
{group_id}/topics/
{topic_id}/search-
criterias

lts:logStream:listQuickQuer
y

-

GET /v2/
{project_id}/lts/
history-sql

lts:logStream:getHistorySql -

GET /v1.0/
{project_id}/lts/
groups/{group_id}/
search-criterias

lts:logStream:listQuickQuer
y

-

POST /v1.0/
{project_id}/lts/
favorite

lts:logFavorite:create -

DELETE /v1.0/
{project_id}/lts/
favorite/{fav_res_id}

lts:logFavorite:delete -

POST /v2/
{project_id}/
dashboard

lts:dashboard:create -

POST /v2/
{project_id}/lts/
dashboard-group

lts:dashboardGroup:create -

POST /v2/
{project_id}/lts/
timeline-traffic-
statistics

lts:trafficStatistic:get -

POST /v2/
{project_id}/lts/
topn-traffic-
statistics

lts:trafficStatistic:get -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-104, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for LTS.
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Table 5-104 Resource types supported by LTS

Resource Type URN

logStream lts:<region>:<account-id>:logStream:<group_id>/
<stream_id>

logGroup lts:<region>:<account-id>:logGroup:<group_id>

dashboard lts:<region>:<account-id>:dashboard:<dashboard_id>

accessConfig lts:<region>:<account-id>:accessConfig:<config_id>

alarmRule lts:<region>:<account-id>:alarmRule:<alarm_rule_id>

transfer lts:<region>:<account-id>:transfer:<transfer_id>

hostGroup lts:<region>:<account-id>:hostGroup:<host_group_id>

 

Conditions
LTS does not support service-specific condition keys in SCPs. It can only use global
condition keys applicable to all services. For details, see Global Condition Keys.

5.10.11.3 Identity and Access Management (IAM)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.
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– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by IAM, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by IAM, see Conditions.

The following table lists the actions that you can define in SCP statements for
IAM. The actions without the V5 suffix are used to control access to the old IAM
console, and the actions with the V5 suffix are used to control access to the new
IAM console.

Table 5-105 Actions supported by IAM

Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam::listAccessKey
s

Grants permission
to list permanent
access keys.

list - -

iam::createAccess
Key

Grants permission
to create a
permanent access
key.

write - -

iam::getAccessKey Grants permission
to query a
permanent access
key.

read - -

iam::updateAccess
Key

Grants permission
to update a
permanent access
key.

write - -

iam::deleteAccess
Key

Grants permission
to delete a
permanent access
key.

write - -

iam:projects:list Grants permission
to list projects.

list - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:projects:creat
e

Grants permission
to create a
project.

write - -

iam:projects:listFo
rUser

Grants permission
to list projects of
a specified user.

list - -

iam:projects:updat
e

Grants permission
to update a
project.

write - -

iam:groups:list Grants permission
to list groups.

list - -

iam:groups:create Grants permission
to create a group.

write - -

iam:groups:get Grants permission
to query a group.

read - -

iam:groups:delete Grants permission
to delete a group.

write - -

iam:groups:updat
e

Grants permission
to update a
group.

write - -

iam:groups:remov
eUser

Grants permission
to remove a user
from a group.

write - -

iam:groups:listUse
rs

Grants permission
to list users of a
specified group.

list - -

iam:groups:check
User

Grants permission
to query whether
a user is in the
group.

read - -

iam:groups:addUs
er

Grants permission
to add a user to a
group.

write - -

iam:users:create Grants permission
to create a user.

write - -

iam:users:get Grants permission
to query a user.

read - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:users:update Grants permission
to update a user.

write - -

iam:users:list Grants permission
to list users.

list - -

iam:users:delete Grants permission
to delete a user.

write - -

iam:users:listGrou
ps

Grants permission
to list groups of a
specified user.

list - -

iam:users:listVirtu
alMFADevices

Grants permission
to list virtual MFA
devices of a
specified user.

list - -

iam:users:createVi
rtualMFADevice

Grants permission
to create a secret
key for a virtual
MFA device.

write - -

iam:users:deleteVi
rtualMFADevice

Grants permission
to delete a virtual
MFA device.

write - -

iam:users:getVirtu
alMFADevice

Grants permission
to query a virtual
MFA device.

read - -

iam:users:bindVirt
ualMFADevice

Grants permission
to bind a virtual
MFA device.

write - -

iam:users:unbindV
irtualMFADevice

Grants permission
to unbind a
virtual MFA
device.

write - -

iam:identityProvid
ers:list

Grants permission
to list identity
providers.

list - -

iam:identityProvid
ers:get

Grants permission
to query an
identity provider.

read - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:identityProvid
ers:create

Grants permission
to create an
identity provider.

write - -

iam:identityProvid
ers:delete

Grants permission
to delete an
identity provider.

write - -

iam:identityProvid
ers:update

Grants permission
to update an
identity provider.

write - -

iam:identityProvid
ers:listMappings

Grants permission
to list mappings
of an identity
provider.

list - -

iam:identityProvid
ers:getMapping

Grants permission
to query a
mapping of an
identity provider.

read - -

iam:identityProvid
ers:createMapping

Grants permission
to create a
mapping for an
identity provider.

write - -

iam:identityProvid
ers:deleteMapping

Grants permission
to delete a
mapping of an
identity provider.

write - -

iam:identityProvid
ers:updateMappin
g

Grants permission
to update a
mapping of an
identity provider.

write - -

iam:identityProvid
ers:listProtocols

Grants permission
to list protocols of
an identity
provider.

list - -

iam:identityProvid
ers:getProtocol

Grants permission
to query a
protocol of an
identity provider.

read - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:identityProvid
ers:createProtocol

Grants permission
to create a
protocol for an
identity provider.

write - -

iam:identityProvid
ers:deleteProtocol

Grants permission
to delete a
protocol of an
identity provider.

write - -

iam:identityProvid
ers:updateProtoco
l

Grants permission
to update a
protocol of an
identity provider.

write - -

iam:identityProvid
ers:getSAMLMeta
data

Grants permission
to query a SAML
metadata file of
an identity
provider.

read - -

iam:identityProvid
ers:createSAMLMe
tadata

Grants permission
to create a SAML
metadata file for
an identity
provider.

write - -

iam:identityProvid
ers:getOIDCConfig

Grants permission
to query the OIDC
configuration of
an identity
provider.

read - -

iam:identityProvid
ers:createOIDCCo
nfig

Grants permission
to create the
OIDC
configuration of
an identity
provider.

write - -

iam:identityProvid
ers:updateOIDCCo
nfig

Grants permission
to update the
OIDC
configuration of
an identity
provider.

write - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:securityPolicie
s:getProtectPolicy

Grants permission
to query an
operation
protection policy.

read - -

iam:securityPolicie
s:updateProtectPo
licy

Grants permission
to update an
operation
protection policy.

write - -

iam:securityPolicie
s:getPasswordPoli
cy

Grants permission
to query a
password policy.

read - -

iam:securityPolicie
s:updatePassword
Policy

Grants permission
to update a
password policy.

write - -

iam:securityPolicie
s:getLoginPolicy

Grants permission
to query a login
policy.

read - -

iam:securityPolicie
s:updateLoginPoli-
cy

Grants permission
to update a login
policy.

write - -

iam:securityPolicie
s:getConsoleAclPo
licy

Grants permission
to query a console
access policy.

read - -

iam:securityPolicie
s:updateConsoleA
clPolicy

Grants permission
to update a
console access
policy.

write - -

iam:securityPolicie
s:getApiAclPolicy

Grants permission
to query an API
access policy.

read - -

iam:securityPolicie
s:updateApiAclPoli
cy

Grants permission
to update an API
access policy.

write - -

iam:users:listLogin
ProtectSettings

Grants permission
to list user login
protection
settings under a
tenant.

list - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:users:getLogi
nProtectSetting

Grants permission
to query login
protection
settings.

read - -

iam:users:updateL
oginProtectSetting

Grants permission
to update login
protection
settings.

write - -

iam:quotas:list Grants permission
to list quotas.

list - -

iam:quotas:listFor
Project

Grants permission
to list quotas of a
specified project.

list - -

iam:agencies:pass Grants permission
to pass an agency
to a cloud service.

permiss
ion_ma
nageme
nt

agency * -

iam:roles:list Grants permission
to query a
permission list.

list - -

iam:roles:get Grants permission
to query
permission details.

read - -

iam::listRoleAssign
ments

Grants permission
to query
authorization
records of a
tenant.

list - -

iam:groups:listRol
esOnDomain

Grants permission
to query group
permissions in
global services.

list - -

iam:groups:listRol
esOnProject

Grants permission
to query group
permissions in
project services.

list - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:groups:grantR
oleOnDomain

Grants permission
to grant global
service
permissions to a
group.

write - -

iam:groups:grantR
oleOnProject

Grants permission
to grant project
service
permissions to a
group.

write - -

iam:groups:check
RoleOnDomain

Grants permission
to query whether
a group has
global service
permissions.

read - -

iam:groups:check
RoleOnProject

Grants permission
to query whether
a group has
project service
permissions.

read - -

iam:groups:listRol
es

Grants permission
to query
permissions of a
group.

list - -

iam:groups:check
Role

Grants permission
to query whether
a group has
specified
permissions.

read - -

iam:groups:revoke
Role

Grants permission
to remove
specified
permissions from
a group.

write - -

iam:groups:revoke
RoleOnDomain

Grants permission
to remove global
service
permissions from
a group.

write - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:groups:revoke
RoleOnProject

Grants permission
to remove project
service
permissions from
a group.

write - -

iam:groups:grantR
ole

Grants permission
to grant specified
permissions to a
group.

write - -

iam:roles:create Grants permission
to create a
custom policy.

write - -

iam:roles:update Grants permission
to update a
custom policy.

write - -

iam:roles:delete Grants permission
to delete a
custom policy.

write - -

iam:agencies:list Grants permission
to list agencies.

list - -

iam:agencies:get Grants permission
to query details of
a specified
agency.

read - -

iam:agencies:creat
e

Grants permission
to create an
agency.

write - -

iam:agencies:upda
te

Grants permission
to update an
agency.

write - -

iam:agencies:delet
e

Grants permission
to delete an
agency.

write - -

iam:agencies:listR
olesOnDomain

Grants permission
to query global
service
permissions of an
agency.

list - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:agencies:listR
olesOnProject

Grants permission
to query the
permissions of a
specified project
for an agency.

list - -

iam:agencies:gran
tRoleOnDomain

Grants permission
to grant global
service
permissions to an
agency.

write - -

iam:agencies:gran
tRoleOnProject

Grants permission
to grant project
service
permissions to an
agency.

write - -

iam:agencies:chec
kRoleOnDomain

Grants permission
to query whether
an agency has
global service
permissions.

read - -

iam:agencies:chec
kRoleOnProject

Grants permission
to query whether
an agency has
project service
permissions.

read - -

iam:agencies:revo
keRoleOnDomain

Grants permission
to remove global
service
permissions from
an agency.

write - -

iam:agencies:revo
keRoleOnProject

Grants permission
to remove project
service
permissions from
an agency.

write - -

iam:agencies:listR
oles

Grants permission
to query
permissions of an
agency.

list - -
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Level

Resourc
e Type
(*:
required
)

Condition Key

iam:agencies:gran
tRole

Grants permission
to grant specified
permissions to an
agency.

write - -

iam:agencies:chec
kRole

Grants permission
to query whether
an agency has
specified
permissions.

read - -

iam:agencies:revo
keRole

Grants permission
to remove
specified
permissions from
an agency.

write - -

iam::listGroupsAss
ignedEnterprise-
Project

Grants permission
to query
permissions of a
group associated
with an enterprise
project.

list - -

iam:groups:listRol
esOnEnterprisePro
ject

Grants permission
to query
permissions of a
group associated
with an enterprise
project.

list - -

iam:groups:grantR
oleOnEnterprise-
Project

Grants permission
to grant
permissions to an
enterprise project
based on groups.

write - -

iam:groups:revoke
RoleOnEnterprise-
Project

Grants permission
to delete
permissions of a
group associated
with an enterprise
project.

write - -

iam:groups:listAssi
gnedEnterprisePro
jects

Grants permission
to query
enterprise projects
associated with a
group.

list - -
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Resourc
e Type
(*:
required
)
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iam:users:listAssig
nedEnterprisePro-
jects

Grants permission
to query
enterprise projects
associated with a
user.

list - -

iam::listUsersAssig
nedEnterprisePro-
ject

Grants permission
to query users
associated with
an enterprise
project.

list - -

iam:users:listRoles
OnEnterprisePro-
ject

Grants permission
to query
permissions of a
user associated
with an enterprise
project.

list - -

iam:users:grantRol
eOnEnterprisePro-
ject

Grants permission
to grant
permissions to an
enterprise project
based on users.

write - -

iam:users:revokeR
oleOnEnterprise-
Project

Grants permission
to delete
permissions of a
user associated
with an enterprise
project.

write - -

iam:agencies:gran
tRoleOnEnterpri-
seProject

Grants permission
to grant
permissions to an
enterprise project
based on
agencies.

write - -

iam:agencies:revo
keRoleOnEnterpri-
seProject

Grants permission
to delete
permissions of an
agency associated
with an enterprise
project.

write - -

iam:mfa:listVirtual
MFADevicesV5

Grants permission
to list virtual MFA
devices.

list mfa * -
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Level

Resourc
e Type
(*:
required
)

Condition Key

iam:mfa:createVirt
ualMFADeviceV5

Grants permission
to create a virtual
MFA device.

write mfa * -

iam:mfa:deleteVirt
ualMFADeviceV5

Grants permission
to delete a virtual
MFA device.

write mfa * -

iam:mfa:enableV5 Grants permission
to enable a virtual
MFA device.

write mfa * -

iam:mfa:disableV5 Grants permission
to disable a
virtual MFA
device.

write mfa * -

iam:securitypolicie
s:getPasswordPoli
cyV5

Grants permission
to obtain
password policy
information.

read - -

iam:securitypolicie
s:updatePassword
PolicyV5

Grants permission
to update a
password policy.

write - -

iam:securitypolicie
s:getLoginPolicyV
5

Grants permission
to obtain login
policy
information.

read - -

iam:securitypolicie
s:updateLoginPoli-
cyV5

Grants permission
to update a login
policy.

write - -

iam:credentials:list
CredentialsV5

Grants permission
to list permanent
access keys for an
IAM user.

list user * g:ResourceTag/
<tag-key>

iam:credentials:sh
owAccessKeyLast
UsedV5

Grants permission
to obtain the last
use time of a
specified
permanent access
key.

read user * g:ResourceTag/
<tag-key>
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Resourc
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(*:
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)

Condition Key

iam:credentials:cre
ateCredentialV5

Grants permission
to create a
permanent access
key for an IAM
user.

write user * g:ResourceTag/
<tag-key>

iam:credentials:up
dateCredentialV5

Grants permission
to update a
permanent access
key for an IAM
user.

write user * g:ResourceTag/
<tag-key>

iam:credentials:de
leteCredentialV5

Grants permission
to delete a
permanent access
key for an IAM
user.

write user * g:ResourceTag/
<tag-key>

iam:users:changeP
asswordV5

Grants permission
to change their
own passwords
for an IAM user.

write user * g:ResourceTag/
<tag-key>

iam:users:showLo
ginProfileV5

Grants permission
to obtain login
information of an
IAM user.

read user * g:ResourceTag/
<tag-key>

iam:users:createLo
ginProfileV5

Grants permission
to create login
information for an
IAM user.

write user * g:ResourceTag/
<tag-key>

iam:users:updateL
oginProfileV5

Grants permission
to update login
information for an
IAM user.

write user * g:ResourceTag/
<tag-key>

iam:users:deleteLo
ginProfileV5

Grants permission
to delete login
information for an
IAM user.

write user * g:ResourceTag/
<tag-key>

iam:users:listUsers
V5

Grants permission
to list IAM users.

list user * -
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Resourc
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(*:
required
)

Condition Key

iam:users:getUser
V5

Grants permission
to obtain
information of an
IAM user.

read user * g:ResourceTag/
<tag-key>

iam:users:showUs
erLastLoginV5

Grants permission
to obtain the last
login time of an
IAM user.

read user * g:ResourceTag/
<tag-key>

iam:users:createU
serV5

Grants permission
to create an IAM
user.

write user * -

iam:users:updateU
serV5

Grants permission
to update an IAM
user.

write user * g:ResourceTag/
<tag-key>

iam:users:deleteU
serV5

Grants permission
to delete an IAM
user.

write user * g:ResourceTag/
<tag-key>

iam:groups:listGro
upsV5

Grants permission
to list groups.

list group * -

iam:groups:getGro
upV5

Grants permission
to obtain group
information.

read group * -

iam:groups:create
GroupV5

Grants permission
to create a group.

write group * -

iam:groups:updat
eGroupV5

Grants permission
to update a
group.

write group * -

iam:groups:delete
GroupV5

Grants permission
to delete a group.

write group * -

iam:permissions:a
ddUserToGroupV5

Grants permission
to add an IAM
user to a group.

write group * -

iam:permissions:re
moveUserFromGr
oupV5

Grants permission
to remove an IAM
user from a
group.

write group * -
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Resourc
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(*:
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)
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iam:policies:listV5 Grants permission
to list identity
policies.

list policy * -

iam:policies:getV5 Grants permission
to obtain identity
policy
information.

read policy * -

iam:policies:create
V5

Grants permission
to create a
custom identity
policy.

permiss
ion_ma
nageme
nt

policy * -

iam:policies:delete
V5

Grants permission
to delete a
custom identity
policy.

permiss
ion_ma
nageme
nt

policy * -

iam:policies:listVer
sionsV5

Grants permission
to list identity
policy versions.

list policy * -

iam:policies:getVe
rsionV5

Grants permission
to obtain identity
policy version
information.

read policy * -

iam:policies:create
VersionV5

Grants permission
to create a new
version for a
custom identity
policy.

permiss
ion_ma
nageme
nt

policy * -

iam:policies:delete
VersionV5

Grants permission
to delete a
version for a
custom identity
policy.

permiss
ion_ma
nageme
nt

policy * -

iam:policies:setDe
faultVersionV5

Grants permission
to set the default
version for a
custom identity
policy.

permiss
ion_ma
nageme
nt

policy * -
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Resourc
e Type
(*:
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)

Condition Key

iam:agencies:attac
hPolicyV5

Grants permission
to attach an
identity policy to
an agency or trust
agency.

permiss
ion_ma
nageme
nt

agency * g:ResourceTag/
<tag-key>

- iam:PolicyURN

iam:groups:attach
PolicyV5

Grants permission
to attach an
identity policy to
a group.

permiss
ion_ma
nageme
nt

group * -

- iam:PolicyURN

iam:users:attachP
olicyV5

Grants permission
to attach an
identity policy to
an IAM user.

permiss
ion_ma
nageme
nt

user * g:ResourceTag/
<tag-key>

- iam:PolicyURN

iam:agencies:deta
chPolicyV5

Grants permission
to detach an
identity policy
from an agency or
trust agency.

permiss
ion_ma
nageme
nt

agency * g:ResourceTag/
<tag-key>

- iam:PolicyURN

iam:groups:detach
PolicyV5

Grants permission
to detach an
identity policy
from a group.

permiss
ion_ma
nageme
nt

group * -

- iam:PolicyURN

iam:users:detachP
olicyV5

Grants permission
to detach an
identity policy
from an IAM user.

permiss
ion_ma
nageme
nt

user * g:ResourceTag/
<tag-key>

- iam:PolicyURN

iam:policies:listEnt
itiesV5

Grants permission
to list all entities
attached to an
identity policy.

list policy * -

iam:agencies:listAt
tachedPoliciesV5

Grants permission
to list the identity
policies attached
to an agency or
trust agency.

list agency * g:ResourceTag/
<tag-key>

iam:groups:listAtt
achedPoliciesV5

Grants permission
to list the identity
policies attached
to a group.

list group * -
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Resourc
e Type
(*:
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)

Condition Key

iam:users:listAttac
hedPoliciesV5

Grants permission
to list the identity
policies attached
to an IAM user.

list user * g:ResourceTag/
<tag-key>

iam:agencies:creat
eServiceLinkedA-
gencyV5

Grants permission
to create a
service-linked
agency to allow
the cloud service
to perform
operations on
your behalf.

write agency * -

- iam:ServicePrinci
pal

iam:agencies:delet
eServiceLinkedA-
gencyV5

Grants permission
to delete a
service-linked
agency.

write agency * g:ResourceTag/
<tag-key>

- iam:ServicePrinci
pal

iam:agencies:getS
erviceLinkedAgen-
cyDeletionStatusV
5

Grants permission
to obtain the
deletion status of
a service-linked
agency.

read agency * -

iam:agencies:listV
5

Grants permission
to list agencies
and trust
agencies.

list agency * -

iam:agencies:getV
5

Grants permission
to obtain agencies
and trust
agencies.

read agency * g:ResourceTag/
<tag-key>

iam:agencies:creat
eV5

Grants permission
to create a trust
agency.

write agency * -

iam:agencies:upda
teV5

Grants permission
to update a trust
agency.

write agency * g:ResourceTag/
<tag-key>

iam:agencies:delet
eV5

Grants permission
to delete a trust
agency.

write agency * g:ResourceTag/
<tag-key>
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Level

Resourc
e Type
(*:
required
)

Condition Key

iam:agencies:upda
teTrustPolicyV5

Grants permission
to update the
trust policy of a
trust agency.

write agency * g:ResourceTag/
<tag-key>

iam::listTagsForRe
sourceV5

Grants permission
to list resource
tags.

list agency g:ResourceTag/
<tag-key>

user g:ResourceTag/
<tag-key>

iam::tagForResour
ceV5

Grants permission
to set resource
tags.

tagging agency g:ResourceTag/
<tag-key>

user g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

iam::untagForRes
ourceV5

Grants permission
to delete resource
tags.

tagging agency g:ResourceTag/
<tag-key>

user g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

iam::getAccountS
ummaryV5

Grants permission
to obtain the IAM
entity usage and
IAM quota of an
account.

list - -

iam::getAsymmetr
icSignatureSwitch
V5

Grants permission
to obtain the
asymmetric
signature switch
status of a
temporary token.

read - -
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Level

Resourc
e Type
(*:
required
)

Condition Key

iam::setAsymmetri
cSignatureSwitchV
5

Grants permission
to set the
asymmetric
signature switch
status of a
temporary token.

write - -

 

Each API of IAM usually supports one or more actions. Table 5-106 lists the
supported actions and dependencies.

Table 5-106 Actions and dependencies supported by IAM APIs

API Action Dependencies

GET /v3.0/OS-
CREDENTIAL/
credentials

iam::listAccessKeys -

POST /v3.0/OS-
CREDENTIAL/
credentials

iam::createAccessKey -

GET /v3.0/OS-
CREDENTIAL/
credentials/
{access_key}

iam::getAccessKey -

PUT /v3.0/OS-
CREDENTIAL/
credentials/
{access_key}

iam::updateAccessKey -

DELETE /v3.0/OS-
CREDENTIAL/
credentials/
{access_key}

iam::deleteAccessKey -

GET /v3.0/OS-
QUOTA/domains/
{domain_id}

iam:quotas:list -

GET /v3.0/OS-
QUOTA/projects/
{project_id}

iam:quotas:listForProject -

GET /v3/projects iam:projects:list -
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POST /v3/projects iam:projects:create -

GET /v3/users/
{user_id}/projects

iam:projects:listForUser -

PATCH /v3/projects/
{project_id}

iam:projects:update -

PUT /v3-ext/
projects/{project_id}

iam:projects:update -

GET /v3/groups iam:groups:list -

POST /v3/groups iam:groups:create -

GET /v3/groups/
{group_id}

iam:groups:get -

DELETE /v3/groups/
{group_id}

iam:groups:delete -

PATCH /v3/groups/
{group_id}

iam:groups:update -

GET /v3/groups/
{group_id}/users

iam:groups:listUsers -

HEAD /v3/groups/
{group_id}/users/
{user_id}

iam:groups:checkUser -

PUT /v3/groups/
{group_id}/users/
{user_id}

iam:groups:addUser -

DELETE /v3/groups/
{group_id}/users/
{user_id}

iam:groups:removeUser -

POST /v3.0/OS-
USER/users

iam:users:create -

GET /v3.0/OS-USER/
users/{user_id}

iam:users:get -

PUT /v3.0/OS-
USER/users/
{user_id}

iam:users:update -

PUT /v3.0/OS-
USER/users/
{user_id}/info

iam:users:update -

GET /v3/users iam:users:list -

POST /v3/users iam:users:create -
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GET /v3/users/
{user_id}

iam:users:get -

DELETE /v3/users/
{user_id}

iam:users:delete -

PATCH /v3/users/
{user_id}

iam:users:update -

GET /v3/users/
{user_id}/groups

iam:users:listGroups -

GET /v3.0/OS-MFA/
virtual-mfa-devices

iam:users:listVirtualMFADe-
vices

-

POST /v3.0/OS-
MFA/virtual-mfa-
devices

iam:users:createVirtualMFA
Device

-

DELETE /v3.0/OS-
MFA/virtual-mfa-
devices

iam:users:deleteVirtualMFA
Device

-

GET /v3.0/OS-MFA/
users/{user_id}/
virtual-mfa-device

iam:users:getVirtualMFADe-
vice

-

PUT /v3.0/OS-MFA/
mfa-devices/bind

iam:users:bindVirtualMFAD
evice

-

PUT /v3.0/OS-MFA/
mfa-devices/unbind

iam:users:unbindVirtualMF
ADevice

-

GET /v3.0/OS-USER/
login-protects

iam:users:listLoginProtect-
Settings

-

GET /v3.0/OS-USER/
users/{user_id}/
login-protect

iam:users:getLoginProtect-
Setting

-

PUT /v3.0/OS-
USER/users/
{user_id}/login-
protect

iam:users:updateLoginProte
ctSetting

-

GET /v3/OS-
FEDERATION/
identity_providers

iam:identityProviders:list -

GET /v3/OS-
FEDERATION/
identity_providers/
{id}

iam:identityProviders:get -
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PUT /v3/OS-
FEDERATION/
identity_providers/
{id}

iam:identityProviders:create -

DELETE /v3/OS-
FEDERATION/
identity_providers/
{id}

iam:identityProviders:delete -

PATCH /v3/OS-
FEDERATION/
identity_providers/
{id}

iam:identityProviders:updat
e

-

GET /v3/OS-
FEDERATION/
mappings

iam:identityProviders:listMa
ppings

-

GET /v3/OS-
FEDERATION/
mappings/{id}

iam:identityProviders:getMa
pping

-

PUT /v3/OS-
FEDERATION/
mappings/{id}

iam:identityProviders:create
Mapping

-

DELETE /v3/OS-
FEDERATION/
mappings/{id}

iam:identityProviders:delete
Mapping

-

PATCH /v3/OS-
FEDERATION/
mappings/{id}

iam:identityProviders:updat
eMapping

-

GET /v3/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols

iam:identityProviders:listPro
tocols

-

GET /v3/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}

iam:identityProviders:getPro
tocol

-

PUT /v3/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}

iam:identityProviders:create
Protocol

-
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DELETE /v3/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}

iam:identityProviders:delete
Protocol

-

PATCH /v3/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}

iam:identityProviders:updat
eProtocol

-

GET /v3-ext/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}/
metadata

iam:identityProviders:getSA
MLMetadata

-

POST /v3-ext/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}/
metadata

iam:identityProviders:create
SAMLMetadata

-

GET /v3.0/OS-
FEDERATION/
identity-providers/
{idp_id}/openid-
connect-config

iam:identityProviders:getOI
DCConfig

-

POST /v3.0/OS-
FEDERATION/
identity-providers/
{idp_id}/openid-
connect-config

iam:identityProviders:create
OIDCConfig

-

PUT /v3.0/OS-
FEDERATION/
identity-providers/
{idp_id}/openid-
connect-config

iam:identityProviders:updat
eOIDCConfig

-

GET /v3.0/OS-
SECURITYPOLICY/
domains/
{domain_id}/
protect-policy

iam:securityPolicies:getProt
ectPolicy

-
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PUT /v3.0/OS-
SECURITYPOLICY/
domains/
{domain_id}/
protect-policy

iam:securityPolicies:update
ProtectPolicy

-

GET /v3.0/OS-
SECURITYPOLICY/
domains/
{domain_id}/
password-policy

iam:securityPolicies:getPass
wordPolicy

-

PUT /v3.0/OS-
SECURITYPOLICY/
domains/
{domain_id}/
password-policy

iam:securityPolicies:update
PasswordPolicy

-

GET /v3.0/OS-
SECURITYPOLICY/
domains/
{domain_id}/login-
policy

iam:securityPolicies:getLogi
nPolicy

-

PUT /v3.0/OS-
SECURITYPOLICY/
domains/
{domain_id}/login-
policy

iam:securityPolicies:updateL
oginPolicy

-

GET /v3.0/OS-
SECURITYPOLICY/
domains/
{domain_id}/
console-acl-policy

iam:securityPolicies:getCons
oleAclPolicy

-

PUT /v3.0/OS-
SECURITYPOLICY/
domains/
{domain_id}/
console-acl-policy

iam:securityPolicies:update
ConsoleAclPolicy

-

GET /v3.0/OS-
SECURITYPOLICY/
domains/
{domain_id}/api-
acl-policy

iam:securityPolicies:getApiA
clPolicy

-

PUT /v3.0/OS-
SECURITYPOLICY/
domains/
{domain_id}/api-
acl-policy

iam:securityPolicies:update
ApiAclPolicy

-
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Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-107, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for IAM.

Table 5-107 Resource types supported by IAM

Resource Type URN

policy iam::<account-id>:policy:<policy-name-with-path>

agency iam::<account-id>:agency:<agency-name-with-path>

user iam::<account-id>:user:<user-name>

group iam::<account-id>:group:<group-name>

mfa iam::<account-id>:mfa:<mfa-name>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.

– Global condition keys (with the g: prefix) apply to all actions. Cloud
services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, iam:) only apply to operations of
the IAM service. For details, see Table 5-108.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.
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● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for IAM.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-108 Service-specific condition keys supported by IAM

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

iam:PolicyURN string Single-valued Filters access by the
URN of the identity
policy

iam:ServicePrincipal string Single-valued Filters access by the
service ID of the cloud
service transferred by
the service-linked
agency

 

5.10.11.4 Security Token Service (STS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP, see Creating an
SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by STS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by STS, see Conditions.

The following table lists the actions that you can define in SCP statements for STS.

Table 5-109 Actions supported by the STS

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

sts:agencies:assu
me

Grants permission
to obtain a set of
temporary
credentials that
you can use to
access resources
that you might
not normally have
access to.

write agency
*

g:ResourceTag/
<tag-key>

- ● sts:ExternalId
● sts:SourceIdenti

ty
● sts:TransitiveTa

gKeys
● sts:AgencySessi

onName
● g:RequestTag/

<tag-key>
● g:TagKeys
● g:SourceAccou

nt
● g:SourceUrn
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

sts::decodeAuthori
zationMessage

Grants permission
to decode
additional
information about
the authorization
status of a
request from an
encoded message
returned in
response to a
request.

write - -

sts::setSourceIdent
ity

Grants permission
to set a source
identity on an STS
session.

write agency
*

g:ResourceTag/
<tag-key>

- sts:SourceIdentity

sts::tagSession Grants permission
to add tags to an
STS session.

tagging agency
*

g:ResourceTag/
<tag-key>

- ● sts:TransitiveTa
gKeys

● g:RequestTag/
<tag-key>

● g:TagKeys

sts::getServiceBear
erToken

Grants permission
to get the service
bearer token.

write - ● sts:DurationTi
mes

● sts:ServiceNam
e

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-110, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for STS.
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Table 5-110 Resource types supported by STS

Resource Type URN

agency iam::<account-id>:agency:<agency-name-with-path>

assumed-agency sts::<account-id>:assumed-agency:<agency-name>/
<session-name>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.
● The condition key that you specify can be a global condition key or a service-

specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, sts:) only apply to operations of
the STS service. For details, see en-us_topic_0000001819063794.xml#EN-
US_TOPIC_0000001819063794/en-
us_topic_0000001492517298_table20369145455210.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for STS.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 550



Table 5-111 Service-specific condition keys supported by STS

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

sts:ExternalId string Single-valued Filters access by the
external ID that is
passed in the request.

sts:SourceIdentity string Single-valued Filters access by the
source identity that is
passed in the request.

sts:TransitiveTagKeys string Multivalued Filters access by the
transitive tag keys
that are passed in the
request.

sts:AgencySessionNam
e

string Single-valued Filters access by the
agency session name
required when you
assume an agency.

sts:DurationTimes numeric Single-valued Filters access by the
duration time when
you create a bearer
token.

sts:ServiceName string Single-valued Filters access by the
service name when
you create a bearer
token.

 

5.10.11.5 Resource Formation Service (RFS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.
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● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Resource Formation Service
(RFS), see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by Resource Formation Service
(RFS), see Conditions.

The following table lists the actions that you can define in SCP statements for
Resource Formation Service (RFS).

Table 5-112 Actions supported by Resource Formation Service (RFS)

Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:privateTem
plate:list

Grants
permission to
obtain private
template list
of project.

list privateTemplate
*

-

rf:privateTem
plate:create

Grants
permission to
create a
private
template.

write privateTemplate
*

-

rf:privateTem
plate:delete

Grants
permission to
delete a
private
template.

write privateTemplate
*

-
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:privateTem
plate:showM
etadata

Grants
permission to
display the
details of
private
template.

read privateTemplate
*

-

rf:privateTem
plate:update
Metadata

Grants
permission to
update the
metadata of
private
template.

write privateTemplate
*

-

rf:privateTem
plate:listVersi
ons

Grants
permission to
display all
version details
of private
template.

list privateTemplate
*

-

rf:privateTem
plate:createV
ersion

Grants
permission to
create a
private
template
version.

write privateTemplate
*

-

rf:privateTem
plate:showVe
rsionContent

Grants
permission to
obtain the
content of
private
template
version.

read privateTemplate
*

-

rf:privateTem
plate:deleteV
ersion

Grants
permission to
delete a
private
template
version.

write privateTemplate
*

-

rf:privateTem
plate:showVe
rsionMetadat
a

Grants
permission to
get the
metadata of
private
template
version.

read privateTemplate
*

-
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:stack:creat
e

Grants
permission to
create a stack.

write stack * -

rf:stack:deplo
y

Grants
permission to
deploy a
stack.

write stack * -

rf:stack:list Grants
permission to
list all stacks.

list stack * -

rf:stack:getM
etadata

Grants
permission to
get the
metadata of a
stack.

read stack * -

rf:stack:delet
e

Grants
permission to
delete a stack.

write stack * -

rf:stack:getTe
mplate

Grants
permission to
get the
template of a
stack.

read stack * -

rf:stack:listEv
ents

Grants
permission to
list
deployment
events of a
stack.

list stack * -

rf:stack:listRe
sources

Grants
permission to
list all
resources of a
stack.

list stack * -

rf:stack:listOu
tputs

Grants
permission to
list all outputs
of a stack.

list stack * -

rf:stack:creat
eExecutionPl
an

Grants
permission to
create an
execution
plan.

write stack * -
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:stack:getEx
ecutionPlanM
etadata

Grants
permission to
get the
metadata of
an execution
plan.

read stack * -

rf:stack:getEx
ecutionPlan

Grants
permission to
get an
execution
plan.

read stack * -

rf:stack:apply
ExecutionPla
n

Grants
permission to
apply an
execution
plan.

write stack * -

rf:stack:listEx
ecutionPlans

Grants
permission to
list all
execution
plans.

list stack * -

rf:stack:delet
eExecutionPl
an

Grants
permission to
delete an
execution
plan.

write stack * -

rf:stack:conti
nueRollback

Grants
permission to
continue
rolling back
the stack.

write stack * -

rf:stack:conti
nueDeploy

Grants
permission to
continue to
deploy the
stack.

write stack * -

rf:stack:estim
ateExecution
PlanPrice

Grants
permission to
estimate the
price of an
execution
plan.

read stack * -
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:stack:updat
e

Grants
permission to
update stack
properties.

write stack * -

rf:stackSet:cr
eate

Grants
permission to
create a stack
set.

write stackSet * -

rf:stackSet:lis
t

Grants
permission to
list all stack
sets.

list stackSet * -

rf:stackSet:sh
owTemplate

Grants
permission to
show the
template of a
stack set.

read stackSet * -

rf:stackSet:sh
owMetadata

Grants
permission to
show the
metadata of a
stack set.

read stackSet * -

rf:stackSet:de
ploy

Grants
permission to
deploy a stack
set.

write stackSet * -

rf:stackSet:de
lete

Grants
permission to
delete a stack
set.

write stackSet * -

rf:stackSet:up
date

Grants
permission to
update stack
set properties.

write stackSet * -

rf:stackSet:lis
tStackInstanc
es

Grants
permission to
list all stack
instances.

list stackSet * -

rf:stackSet:cr
eateStackInst
ances

Grants
permission to
create stack
instances.

write stackSet * -
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:stackSet:de
leteStackInst
ances

Grants
permission to
delete stack
instances.

write stackSet * -

rf:stackSet:sh
owOperation
Metadata

Grants
permission to
show the
metadata of
an stack set
operation.

read stackSet * -

rf:stackSet:lis
tOperations

Grants
permission to
list all stack
set operations.

list stackSet * -

 

Each API of Resource Formation Service (RFS) usually supports one or more
actions. Table 5-113 lists the supported actions and dependencies.

Table 5-113 Actions and dependencies supported by Resource Formation Service
(RFS) APIs

API Action Dependencies

GET /v1/{project_id}/
templates

rf:privateTemplate:list -

POST /v1/{project_id}/
templates

rf:privateTemplate:create -

DELETE /v1/{project_id}/
templates/
{template_name}

rf:privateTemplate:delete -

GET /v1/{project_id}/
templates/
{template_name}/
metadata

rf:privateTemplate:show
Metadata

-

PATCH /v1/{project_id}/
templates/
{template_name}/
metadata

rf:privateTemplate:updat
eMetadata

-

GET /v1/{project_id}/
templates/
{template_name}/
versions

rf:privateTemplate:listVer
sions

-
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API Action Dependencies

POST /v1/{project_id}/
templates/
{template_name}/
versions

rf:privateTemplate:create
Version

-

GET /v1/{project_id}/
templates/
{template_name}/
versions/{version_id}

rf:privateTemplate:showV
ersionContent

-

DELETE /v1/{project_id}/
templates/
{template_name}/
versions/{version_id}

rf:privateTemplate:delete
Version

-

GET /v1/{project_id}/
templates/
{template_name}/
versions/{version_id}/
metadata

rf:privateTemplate:showV
ersionMetadata

-

POST /v1/{project_id}/
stacks

rf:stack:create ● kms:cmk:decryptData
Key

● iam:agencies:pass

POST /v1/{project_id}/
stacks/{stack_name}/
deployments

rf:stack:deploy kms:cmk:decryptDataKey

GET /v1/{project_id}/
stacks

rf:stack:list -

GET /v1/{project_id}/
stacks/{stack_name}/
metadata

rf:stack:getMetadata -

DELETE /v1/{project_id}/
stacks/{stack_name}

rf:stack:delete -

GET /v1/{project_id}/
stacks/{stack_name}/
templates

rf:stack:getTemplate -

GET /v1/{project_id}/
stacks/{stack_name}/
events

rf:stack:listEvents -

GET /v1/{project_id}/
stacks/{stack_name}/
resources

rf:stack:listResources -

GET /v1/{project_id}/
stacks/{stack_name}/
outputs

rf:stack:listOutputs -
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API Action Dependencies

POST /v1/{project_id}/
stacks/{stack_name}/
execution-plans

rf:stack:createExecution-
Plan

kms:cmk:decryptDataKey

GET /v1/{project_id}/
stacks/{stack_name}/
execution-plans/
{execution_plan_name}/
metadata

rf:stack:getExecutionPlan
Metadata

-

GET /v1/{project_id}/
stacks/{stack_name}/
execution-plans/
{execution_plan_name}

rf:stack:getExecutionPlan -

POST /v1/{project_id}/
stacks/{stack_name}/
execution-plans/
{execution_plan_name}

rf:stack:applyExecutionPl
an

-

GET /v1/{project_id}/
stacks/{stack_name}/
execution-plans

rf:stack:listExecutionPlan
s

-

DELETE /v1/{project_id}/
stacks/{stack_name}/
execution-plans/
{execution_plan_name}

rf:stack:deleteExecution-
Plan

-

POST /v1/{project_id}/
stacks/{stack_name}/
rollbacks

rf:stack:continueRollback -

POST /v1/{project_id}/
stacks/{stack_name}/
continuations

rf:stack:continueDeploy -

GET /v1/{project_id}/
stacks/{stack_name}/
execution-plans/
{execution_plan_name}/
prices

rf:stack:estimateExecutio
nPlanPrice

bss:discount:view

PATCH /v1/{project_id}/
stacks/{stack_name}

rf:stack:update iam:agencies:pass

POST /v1/stack-sets rf:stackSet:create iam:agencies:pass

GET /v1/stack-sets rf:stackSet:list -

GET /v1/stack-sets/
{stack_set_name}/
templates

rf:stackSet:showTemplate -
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API Action Dependencies

GET /v1/stack-sets/
{stack_set_name}/
metadata

rf:stackSet:showMetadat
a

-

POST /v1/stack-sets/
{stack_set_name}/
deployments

rf:stackSet:deploy -

DELETE /v1/stack-sets/
{stack_set_name}

rf:stackSet:delete -

PATCH /v1/stack-sets/
{stack_set_name}

rf:stackSet:update iam:agencies:pass

GET /v1/stack-sets/
{stack_set_name}/stack-
instances

rf:stackSet:listStackInstan
ces

-

GET /v1/stack-sets/
{stack_set_name}/
operations/
{stack_set_operation_id}/
metadata

rf:stackSet:showOperatio
nMetadata

-

GET /v1/stack-sets/
{stack_set_name}/
operations

rf:stackSet:listOperations -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-114, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for Resource Formation Service (RFS).

Table 5-114 Resource types supported by Resource Formation Service (RFS)

Resource Type URN

privateTemplate rf:<region>:<account-
id>:privateTemplate:<template-name>

stackSet rf:<region>:<account-
id>:stackSet:<stack-set-name>/<stack-
set-id>
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Resource Type URN

stack rf:<region>:<account-id>:stack:<stack-
name>

 

Conditions
Resource Formation Service (RFS) does not support service-specific condition keys
in SCPs.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.11.6 IAM Identity Center
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by IAM Identity Center, see
Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
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– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by IAM Identity Center, see
Conditions.

The following table lists the actions that you can define in SCP statements for IAM
Identity Center.

Table 5-115 Actions supported by IAM Identity Center

Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:pe
rmissionSet:creat
e

Grants
permission to
create a
permission set.

write instance * -

- ● g:Reques
tTag/
<tag-
key>

● g:TagKey
s

IdentityCenter:pe
rmissionSet:attac
hManagedPolicy

Grants
permission to
attach system-
defined identity
policies to a
permission set.

permission_
manageme
nt

instance * -

permissionS
et *

-

IdentityCenter:pe
rmissionSet:deta
chManagedPolic
y

Grants
permission to
detach system-
defined identity
policies from a
specified
permission set.

permission_
manageme
nt

instance * -

permissionS
et *

-

IdentityCenter:pe
rmissionSet:upda
te

Grants
permission to
update the
permission set of
a specified
instance.

permission_
manageme
nt

instance * -

permissionS
et *

-
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:pe
rmissionSet:delet
e

Grants
permission to
delete the
permission set of
a specified
instance.

write instance * -

permissionS
et *

-

IdentityCenter:pe
rmissionSet:list

Grants
permission to list
the permission
sets of a
specified
instance.

list instance * -

IdentityCenter:pe
rmissionSet:listA
ccountsForProvi-
sioned

Grants
permission to list
all the accounts
provisioned by a
specified
permission set.

list permissionS
et *

-

instance * -

IdentityCenter:pe
rmissionSet:listPr
ovisioningStatus

Grants
permission to list
the status of the
permission set
attachment
request for a
specified
instance.

list instance * -

IdentityCenter:pe
rmissionSet:listM
anagedPolicies

Grants
permission to list
the system-
defined identity
policies attached
to a specified
permission set.

list instance * -

permissionS
et *

-

IdentityCenter:pe
rmissionSet:listPr
ovisionedToAcco
unt

Grants
permission to list
all permission
sets associated
with a specified
account.

list account * -

instance * -
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:pe
rmissionSet:descr
ibeProvisioning-
Status

Grants
permission to
obtain the
details of the
permission set
attachment
status.

read instance * -

IdentityCenter:pe
rmissionSet:descr
ibe

Grants
permission to
obtain the
permission set
details of a
specified
instance.

read instance * -

permissionS
et *

-

IdentityCenter:pe
rmissionSet:provi
sion

Grants
permission to
attach a
specified
permission set to
a specified
principal.

write account * -

instance * -

permissionS
et *

-

IdentityCenter:in
stance:getIdentit
yCenterStatus

Grants
permission to
query the IAM
Identity Center
service status.

read - -

IdentityCenter:in
stance:registerRe
gion

Grants
permission to
register a region.

write - -

IdentityCenter:in
stance:describeR
egisteredRegions

Grants
permission to
query regions
enabled in IAM
Identity Center.

read - -

IdentityCenter:in
stance:startIdenti
tyCenter

Grants
permission to
enable IAM
Identity Center.

write - -

IdentityCenter:in
stance:deleteIde
ntityCenter

Grants
permission to
disable IAM
Identity Center.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:in
stance:list

Grants
permission to
query the IAM
Identity Center
instance list.

list - -

IdentityCenter:ac
countAssignment
:create

Grants
permission to
assign access to
principals for a
specified account
using a specified
permission set.

write instance * -

account * -

permissionS
et *

-

IdentityCenter:ac
countAssignment
:delete

Grants
permission to
delete a
principal's access
from a specified
account using a
specified
permission set.

write instance * -

account * -

permissionS
et *

-

IdentityCenter:ac
countAssignment
:list

Grants
permission to list
the assignee of
the specified
account with the
specified
permission set.

list instance * -

account * -

permissionS
et *

-

IdentityCenter:ac
countAssignment
:describeDeletion
Status

Grants
permission to
obtain the
details about the
status of the
assignment
deletion request.

read instance * -

IdentityCenter:ac
countAssignment
:describeCreation
Status

Grants
permission to
obtain the
details about the
status of the
assignment
creation request.

read instance * -
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:ac
countAssignment
:listCreationSta-
tus

Grants
permission to list
the status of the
account
assignment
creation request
for a specified
IAM Identity
Center instance.

list instance * -

IdentityCenter:ac
countAssignment
:listDeletionSta-
tus

Grants
permission to list
the status of the
account
assignment
deletion request
for a specified
IAM Identity
Center instance.

list instance * -

IdentityCenter:ac
countAssignmen
t:listProfileAsso-
ciation

Grants
permission to
query all users
or groups
associated with
an account or
permission set.

read - -

IdentityCenter:ac
countAssignmen
t:disassociationPr
ofile

Grants
permission to
disassociate all
authorizations
from a user or
group.

write - -

IdentityCenter:in
stance:listIdentit
yStoreAssociatio
ns

Grants
permission to
query details
about the
identity source
configured in
IAM Identity
Center.

read - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:ss
oConfiguration:u
pdate

Grants
permission to
update the
configuration for
the current IAM
Identity Center
instance.

write - -

IdentityCenter:ss
oConfiguration:d
escribe

Grants
permission to
obtain the
configuration for
the current IAM
Identity Center
instance.

read - -

IdentityCenter:m
faDevices:describ
eManagementSe
ttings

Grants
permission to
obtain MFA
settings.

read - -

IdentityCenter:m
faDevices:update
ManagementSet
tings

Grants
permission to
update MFA
settings.

write - -

IdentityCenter:in
stance:createAlia
s

Grants
permission to
create an alias
for a specified
identity source.

write - -

IdentityCenter:us
er:create

Grants
permission to
create a user.

write - -

IdentityCenter:us
er:list

Grants
permission to
query the user
list.

read - -

IdentityCenter:us
er:describe

Grants
permission to
query user
details.

read - -

IdentityCenter:us
er:describeUsers

Grants
permission to
obtain user
details in batch.

read - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:us
er:update

Grants
permission to
update a user.

write - -

IdentityCenter:us
er:delete

Grants
permission to
delete a user.

write - -

IdentityCenter:us
er:getUserId

Grants
permission to
obtain the user
ID.

read - -

IdentityCenter:us
er:enableUser

Grants
permission to
enable a user.

write - -

IdentityCenter:us
er:disableUser

Grants
permission to
disable a user.

write - -

IdentityCenter:gr
oup:create

Grants
permission to
create a group.

write - -

IdentityCenter:gr
oup:list

Grants
permission to
query the group
list.

read - -

IdentityCenter:gr
oup:describe

Grants
permission to
query group
details.

read - -

IdentityCenter:gr
oup:describeGro
ups

Grants
permission to
obtain group
details in batch.

read - -

IdentityCenter:gr
oup:update

Grants
permission to
update a group.

write - -

IdentityCenter:gr
oup:delete

Grants
permission to
delete a group.

write - -

IdentityCenter:gr
oup:getGroupId

Grants
permission to
obtain the group
ID.

read - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:gr
oupMembership:
create

Grants
permission to
add a member
to a group.

write - -

IdentityCenter:gr
oupMemberships
:list

Grants
permission to
query all
members in a
group.

read - -

IdentityCenter:gr
oupMembership:
listForMember

Grants
permission to
query all groups
that a user is
added to.

read - -

IdentityCenter:gr
oupMembership:
describe

Grants
permission to
query the group
membership.

read - -

IdentityCenter:gr
oupMembership:
delete

Grants
permission to
disassociate
users and
groups.

write - -

IdentityCenter:gr
oupMembership:
getGroupMembe
rshipId

Grants
permission to
query the
membership ID.

read - -

IdentityCenter:gr
oupMembership:
isMembershipIn
Group

Grants
permission to
query whether a
user is in a
group.

read - -

IdentityCenter:ex
ternalIdp:create

Grants
permission to
create an
external identity
provider.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:ex
ternalIdp:list

Grants
permission to
obtain the
identity source
configuration of
the external
identity provider.

read - -

IdentityCenter:ex
ternalIdp:enable

Grants
permission to
enable an
external identity
provider.

write - -

IdentityCenter:ex
ternalIdp:disable

Grants
permission to
disable an
external identity
provider.

write - -

IdentityCenter:ex
ternalIdp:getSpC
onfiguration

Grants
permission to
obtain the
configuration of
the IAM Identity
Center service
provider.

read - -

IdentityCenter:ex
ternalIdp:update

Grants
permission to
update the
configuration of
the external
identity provider.

write - -

IdentityCenter:ex
ternalIdp:delete

Grants
permission to
delete the
configuration of
the external
identity provider.

write - -

IdentityCenter:ex
ternalIdp:import
Certificate

Grants
permission to
import a
certificate.

write - -

IdentityCenter:ex
ternalIdp:deleteC
ertificate

Grants
permission to
delete a
certificate.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:ex
ternalIdp:listCertif
icates

Grants
permission to
obtain the
certificate list.

read - -

IdentityCenter:ex
ternalIdp:createP
rovisioningTenan
t

Grants
permission to
create a tenant.

write - -

IdentityCenter:ex
ternalIdp:listProv
isioningTenant

Grants
permission to
query the tenant
list.

read - -

IdentityCenter:ex
ternalIdp:deleteP
rovisioningTenan
t

Grants
permission to
delete a tenant.

write - -

IdentityCenter:ex
ternalIdp:createB
earerToken

Grants
permission to
create a bearer
token.

write - -

IdentityCenter:ex
ternalIdp:listBear
erTokens

Grants
permission to
query the bearer
token list.

read - -

IdentityCenter:ex
ternalIdp:deleteB
earerToken

Grants
permission to
delete a bearer
token.

write - -

IdentityCenter:us
er:updatePasswo
rd

Grants
permission to
update a
password by
sending a
password reset
link via email or
generating a
one-time
password for a
user.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

IdentityCenter:us
er:deleteUserMfa
Device

Grants
permission to
delete an MFA
device for a
specified user.

write - -

IdentityCenter:us
er:updateMfaDe
vice

Grants
permission to
update MFA
device
information.

write - -

IdentityCenter:us
er:listMfaDevice

Grants
permission to
query the MFA
device list.

read - -

IdentityCenter:us
er:registerVirtual
MfaDevice

Grants
permission to
begin the
creation process
of a virtual MFA
device.

write - -

IdentityCenter:us
er:verifyEmail

Grants
permission to
verify an email
address of a
user.

write - -

 

Each API of IAM Identity Center usually supports one or more actions. Table 5-116
lists the supported actions and dependencies.

Table 5-116 Actions and dependencies supported by IAM Identity Center APIs

API Action Dependencies

POST /v1/instances/
{instance_id}/permission-
sets

IdentityCenter:permissio
nSet:create

organizations:delegatedA
dministrators:list

POST /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}/
attach-managed-policy

IdentityCenter:permissio
nSet:attachManagedPoli-
cy

● iam:policies:get
● organizations:delegat

edAdministrators:list
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API Action Dependencies

POST /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}/
detach-managed-policy

IdentityCenter:permissio
nSet:detachManagedPo-
licy

organizations:delegatedA
dministrators:list

PUT /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}

IdentityCenter:permissio
nSet:update

organizations:delegatedA
dministrators:list

DELETE /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}

IdentityCenter:permissio
nSet:delete

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets

IdentityCenter:permissio
nSet:list

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}/
accounts

IdentityCenter:permissio
nSet:listAccountsForPro-
visioned

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/provisioning-
statuses

IdentityCenter:permissio
nSet:listProvisioningSta-
tus

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}/
managed-policies

IdentityCenter:permissio
nSet:listManagedPolicies

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/provisioned-to-
accounts

IdentityCenter:permissio
nSet:listProvisionedToAc-
count

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/provisioning-status/
{request_id}

IdentityCenter:permissio
nSet:describeProvisio-
ningStatus

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}

IdentityCenter:permissio
nSet:describe

organizations:delegatedA
dministrators:list

POST /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}/
provision

IdentityCenter:permissio
nSet:provision

organizations:delegatedA
dministrators:list

GET /v1/instances IdentityCenter:instance:li
st

organizations:delegatedA
dministrators:list
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API Action Dependencies

POST /v1/instances/
{instance_id}/account-
assignments/create

IdentityCenter:accountAs
signment:create

organizations:delegatedA
dministrators:list

POST /v1/instances/
{instance_id}/account-
assignments/delete

IdentityCenter:accountAs
signment:delete

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/account-
assignments

IdentityCenter:accountAs
signment:list

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/account-
assignments/deletion-
status/{request_id}

IdentityCenter:accountAs
signment:describeDeletio
nStatus

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/account-
assignments/creation-
status/{request_id}

IdentityCenter:accountAs
signment:describeCreatio
nStatus

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/account-
assignments/creation-
statuses

IdentityCenter:accountAs
signment:listCreationSta-
tus

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/account-
assignments/deletion-
statuses

IdentityCenter:accountAs
signment:listDeletionSta-
tus

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/users

IdentityCenter:user:creat
e

organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/users

IdentityCenter:user:list organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/users/
{user_id}

IdentityCenter:user:descri
be

organizations:delegatedA
dministrators:list

PUT /v1/identity-stores/
{identity_store_id}/users/
{user_id}

IdentityCenter:user:updat
e

organizations:delegatedA
dministrators:list

DELETE /v1/identity-
stores/
{identity_store_id}/users/
{user_id}

IdentityCenter:user:delet
e

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/users/
retrieve-user-id

IdentityCenter:user:getUs
erId

organizations:delegatedA
dministrators:list
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API Action Dependencies

POST /v1/identity-stores/
{identity_store_id}/
groups

IdentityCenter:group:crea
te

organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/
groups

IdentityCenter:group:list organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/
groups/{group_id}

IdentityCenter:group:desc
ribe

organizations:delegatedA
dministrators:list

PUT /v1/identity-stores/
{identity_store_id}/
groups/{group_id}

IdentityCenter:group:upd
ate

organizations:delegatedA
dministrators:list

DELETE /v1/identity-
stores/
{identity_store_id}/
groups/{group_id}

IdentityCenter:group:dele
te

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/
groups/retrieve-group-id

IdentityCenter:group:get
GroupId

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/
group-memberships

IdentityCenter:groupMe
mbership:create

organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/
group-memberships

IdentityCenter:groupMe
mberships:list

organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/
group-memberships-for-
member

IdentityCenter:groupMe
mbership:listForMember

organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/
group-memberships/
{membership_id}

IdentityCenter:groupMe
mbership:describe

organizations:delegatedA
dministrators:list

DELETE /v1/identity-
stores/
{identity_store_id}/
group-memberships/
{membership_id}

IdentityCenter:groupMe
mbership:delete

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/
group-memberships/
retrieve-group-
membership-id

IdentityCenter:groupMe
mbership:getGroupMem
bershipId

organizations:delegatedA
dministrators:list
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API Action Dependencies

POST /v1/identity-stores/
{identity_store_id}/is-
member-in-groups

IdentityCenter:groupMe
mbership:isMembershipI
nGroup

organizations:delegatedA
dministrators:list

 

Resources

A resource type indicates the resources that a policy applies to. If you specify a
resource type for any action in Table 5-117, the resource URN must be specified in
the policy statements using that action, and the policy applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the policy applies to all resources. You can also set condition keys
in a policy to define resource types.

The following table lists the resource types that you can define in SCP statements
for IAM Identity Center.

Table 5-117 Resource types supported by IAM Identity Center

Resource Type URN

instance IdentityCenter::<management-account-
id>:instance:<instance-id>

account IdentityCenter::<management-account-
id>:account:<account-id>

permissionSet IdentityCenter::<management-account-
id>:permissionSet:<instance-id>/<permission-set-id>

 

Conditions

IAM Identity Center does not support service-specific condition keys in SCPs.

It can only use global condition keys applicable to all services. For details,
seeGlobal Condition Keys.

5.10.11.7 Organizations

The Organizations service provides Service Control Policies to set access control
policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.
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For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Organizations, see Resources.
● The Condition Key column includes keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column of an action is empty (-), the action does

not support any condition keys.
For details about the condition keys defined by Organizations, see Conditions.

The following table lists the actions that you can define in SCP statements for
Organizations.

Table 5-118 Actions supported by Organizations

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:orga
nizations:create

Grants permission
to create an
organization.

write - -

organizations:orga
nizations:get

Grants permission
to get
organization
information.

read - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:orga
nizations:delete

Grants permission
to delete an
organization.

write - -

organizations:orga
nizations:leave

Grants permission
to leave the
current
organization.

write - -

organizations:root
s:list

Grants permission
to list the root of
an organization.

list - -

organizations:ous:
create

Grants permission
to create an OU.

write ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:ous:
list

Grants permission
to list OUs.

list - -

organizations:ous:
get

Grants permission
to get OU
information.

read ou * g:ResourceTag/
<tag-key>

organizations:ous:
update

Grants permission
to rename an OU.

write ou * g:ResourceTag/
<tag-key>

organizations:ous:
delete

Grants permission
to delete an OU.

write ou * g:ResourceTag/
<tag-key>

organizations:acco
unts:create

Grants permission
to create an
account.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:acco
unts:list

Grants permission
to list accounts in
an organization.

list - -

organizations:acco
unts:get

Grants permission
to get account
information.

read account
*

g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:acco
unts:remove

Grants permission
to remove the
specified account.

write account
*

g:ResourceTag/
<tag-key>

organizations:acco
unts:move

Grants permission
to move an
account.

write account
*

g:ResourceTag/
<tag-key>

organizations:acco
unts:invite

Grants permission
to invite an
account to join an
organization.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:crea
teAccountStatus-
es:list

Grants permission
to list the account
creation status.

list - -

organizations:crea
teAccountStatus-
es:get

Grants permission
to get information
about the account
creation status.

read - -

organizations:han
dshakes:get

Grants permission
to get invitation
information.

read handsh
ake *

-

organizations:han
dshakes:accept

Grants permission
to accept an
invitation.

write handsh
ake *

-

organizations:han
dshakes:decline

Grants permission
to reject an
invitation.

write handsh
ake *

-

organizations:han
dshakes:cancel

Grants permission
to cancel an
invitation.

write handsh
ake *

-

organizations:rece
ivedHandshakes:li
st

Grants permission
to list received
invitations.

list - -

organizations:han
dshakes:list

Grants permission
to list sent
invitations.

list - -

organizations:trus
tedServices:enable

Grants permission
to enable a
trusted service.

write - organizations:Serv
icePrincipal
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:trus
tedServices:disabl
e

Grants permission
to disable a
trusted service.

write - organizations:Serv
icePrincipal

organizations:trus
tedServices:list

Grants permission
to list trusted
services.

list - -

organizations:dele
gatedAdministra-
tors:register

Grants permission
to register a
delegated
administrator.

write account
*

g:ResourceTag/
<tag-key>

- organizations:Serv
icePrincipal

organizations:dele
gatedAdministra-
tors:deregister

Grants permission
to deregister a
delegated
administrator.

write account
*

g:ResourceTag/
<tag-key>

- organizations:Serv
icePrincipal

organizations:dele
gatedServices:list

Grants permission
to list services
managed by a
delegated
administrator
account.

list account
*

g:ResourceTag/
<tag-key>

organizations:dele
gatedAdministra-
tors:list

Grants permission
to list delegated
administrator
accounts.

list - organizations:Serv
icePrincipal

organizations:poli
cies:create

Grants permission
to create a policy.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:poli
cies:list

Grants permission
to list policies.

list - -

organizations:poli
cies:get

Grants permission
to get policy
information.

read policy * g:ResourceTag/
<tag-key>

organizations:poli
cies:update

Grants permission
to update a policy.

write policy * g:ResourceTag/
<tag-key>

organizations:poli
cies:delete

Grants permission
to delete a policy.

write policy * g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:poli
cies:enable

Grants permission
to enable a policy
type for a root.

write root * g:ResourceTag/
<tag-key>

organizations:poli
cies:disable

Grants permission
to disable a policy
type in a root.

write root * g:ResourceTag/
<tag-key>

organizations:poli
cies:attach

Grants permission
to attach a policy
to a principal.

write policy * g:ResourceTag/
<tag-key>

account g:ResourceTag/
<tag-key>

ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

organizations:poli
cies:detach

Grants permission
to detach a policy
from a principal.

write policy * g:ResourceTag/
<tag-key>

account g:ResourceTag/
<tag-key>

ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

organizations:atta
chedEntities:list

Grants permission
to list entities for
the specified
policy.

list policy * g:ResourceTag/
<tag-key>

organizations:tags
:list

Grants permission
to list tags
attached to the
specified resource.

list account g:ResourceTag/
<tag-key>

ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

policy g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:reso
urces:tag

Grants permission
to tag the
specified resource.

tagging account g:ResourceTag/
<tag-key>

ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

policy g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:reso
urces:untag

Grants permission
to untag the
specified resource.

tagging account g:ResourceTag/
<tag-key>

ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

policy g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:enti
ties:list

Grants permission
to list entities in
an organization.

list - -

organizations:serv
ices:list

Grants permission
to list cloud
services integrable
with
Organizations.

list - -

organizations:tagP
olicyServices:list

Grants permission
to list the
resource types
that support tag
policy
enforcement.

list - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:effe
ctivePolicies:get

Grants permission
to get the
effective policy of
a specified type.

read - -

organizations:reso
urces:listByTag

Grants permission
to list instances by
resource type and
tag.

list - -

organizations:reso
urces:countByTag

Grants permission
to list the number
of instances by
resource type and
tag.

list - -

organizations:reso
urces:list

Grants permission
to list project
tags.

list - -

organizations:quo
tas:list

Grants permission
to list
organization
quotas.

list - -

 

Each API of Organizations usually supports one or more actions. Table 5-119 lists
the supported actions and dependencies.

Table 5-119 Actions and dependencies supported by Organizations APIs

API Action Dependencies

POST /v1/
organizations

organizations:organizations:
create

iam:agencies:createServiceL
inkedAgency

GET /v1/
organizations

organizations:organizations:
get

-

DELETE /v1/
organizations

organizations:organizations:
delete

-

POST /v1/
organizations/leave

organizations:organizations:
leave

-

GET /v1/
organizations/roots

organizations:roots:list -
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API Action Dependencies

POST /v1/
organizations/
organizational-units

organizations:ous:create organizations:resources:tag

GET /v1/
organizations/
organizational-units

organizations:ous:list -

GET /v1/
organizations/
organizational-
units/
{organizational_unit
_id}

organizations:ous:get -

PATCH /v1/
organizations/
organizational-
units/
{organizational_unit
_id}

organizations:ous:update -

DELETE /v1/
organizations/
organizational-
units/
{organizational_unit
_id}

organizations:ous:delete -

POST /v1/
organizations/
accounts

organizations:accounts:crea
te

organizations:resources:tag

GET /v1/
organizations/
accounts

organizations:accounts:list -

GET /v1/
organizations/
accounts/
{account_id}

organizations:accounts:get -

POST /v1/
organizations/
accounts/
{account_id}/
remove

organizations:accounts:rem
ove

-

POST /v1/
organizations/
accounts/
{account_id}/move

organizations:accounts:mov
e

-
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API Action Dependencies

POST /v1/
organizations/
accounts/invite

organizations:accounts:invit
e

organizations:resources:tag

GET /v1/
organizations/
create-account-
status

organizations:createAccoun
tStatuses:list

-

GET /v1/
organizations/
create-account-
status/
{create_account_sta
tus_id}

organizations:createAccoun
tStatuses:get

-

GET /v1/
organizations/
handshakes/
{handshake_id}

organizations:handshakes:g
et

-

POST /v1/received-
handshakes/
{handshake_id}/
accept

organizations:handshakes:a
ccept

iam:agencies:createServiceL
inkedAgency

POST /v1/received-
handshakes/
{handshake_id}/
decline

organizations:handshakes:d
ecline

-

POST /v1/
organizations/
handshakes/
{handshake_id}/
cancel

organizations:handshakes:c
ancel

-

GET /v1/received-
handshakes

organizations:receivedHand
shakes:list

-

GET /v1/
organizations/
handshakes

organizations:handshakes:li
st

-

POST /v1/
organizations/
trusted-services/
enable

organizations:trustedServic
es:enable

-

POST /v1/
organizations/
trusted-services/
disable

organizations:trustedServic
es:disable

-
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API Action Dependencies

GET /v1/
organizations/
trusted-services

organizations:trustedServic
es:list

-

POST /v1/
organizations/
delegated-
administrators/
register

organizations:delegatedAd
ministrators:register

-

POST /v1/
organizations/
delegated-
administrators/
deregister

organizations:delegatedAd
ministrators:deregister

-

GET /v1/
organizations/
accounts/
{account_id}/
delegated-services

organizations:delegatedSer
vices:list

-

GET /v1/
organizations/
delegated-
administrators

organizations:delegatedAd
ministrators:list

-

POST /v1/
organizations/
policies

organizations:policies:create organizations:resources:tag

GET /v1/
organizations/
policies

organizations:policies:list -

GET /v1/
organizations/
policies/{policy_id}

organizations:policies:get -

PATCH /v1/
organizations/
policies/{policy_id}

organizations:policies:updat
e

-

DELETE /v1/
organizations/
policies/{policy_id}

organizations:policies:delet
e

-

POST /v1/
organizations/
policies/enable

organizations:policies:enabl
e

-

POST /v1/
organizations/
policies/disable

organizations:policies:disabl
e

-
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API Action Dependencies

POST /v1/
organizations/
policies/{policy_id}/
attach

organizations:policies:attac
h

-

POST /v1/
organizations/
policies/{policy_id}/
detach

organizations:policies:detac
h

-

GET /v1/
organizations/
policies/{policy_id}/
attached-entities

organizations:attachedEntiti
es:list

-

GET /v1/
organizations/
resources/
{resource_id}/tags

organizations:tags:list -

POST /v1/
organizations/
resources/
{resource_id}/tag

organizations:resources:tag -

POST /v1/
organizations/
resources/
{resource_id}/untag

organizations:resources:unt
ag

-

GET /v1/
organizations/
entities

organizations:entities:list -

GET /v1/
organizations/
services

organizations:services:list -

GET /v1/
organizations/tag-
policy-services

organizations:tagPolicyServi
ces:list

-

GET /v1/
organizations/
entities/effective-
policies

organizations:effectivePolici
es:get

-

GET /v1/
organizations/
{resource_type}/
{resource_id}/tags

organizations:tags:list -
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API Action Dependencies

POST /v1/
organizations/
{resource_type}/
{resource_id}/tags/
create

organizations:resources:tag -

POST /v1/
organizations/
{resource_type}/
{resource_id}/tags/
delete

organizations:resources:unt
ag

-

POST /v1/
organizations/
{resource_type}/
resource-instances/
filter

organizations:resources:list
ByTag

-

POST /v1/
organizations/
{resource_type}/
resource-instances/
count

organizations:resources:cou
ntByTag

-

GET /v1/
organizations/
{resource_type}/
tags

organizations:resources:list -

GET /v1/
organizations/
quotas

organizations:quotas:list -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-120, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for Organizations.

Table 5-120 Resource types supported by Organizations

Resource Type URN

handshake organizations::<management-account-
id>:handshake:<organization-id>/<handshake-id>

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 588



Resource Type URN

ou organizations::<management-account-
id>:ou:<organization-id>/<organization-unit-id>

organization organizations::<management-account-
id>:organization:<organization-id>

root organizations::<management-account-
id>:root:<organization-id>/<root-id>

account organizations::<management-account-
id>:account:<organization-id>/<account-id>

policy organizations::<management-account-
id>:policy:<organization-id>/<policy-type>/<policy-id>

builtinpolicy organizations::system:policy:<policy-type>/<policy-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, organizations:) only apply to
operations of the Organizations service. For details, see Table 5-121.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for
Organizations. You can include these condition keys to specify conditions for when
your SCP is in effect.
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Table 5-121 Service-specific condition keys supported by Organizations

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

organizations:ServiceP
rincipal

string Single-valued Filters access based
on the name of the
specified service
principal

 

5.10.11.8 Resource Access Manager (RAM)
The Organizations service provides Service Control Policies to set access control
policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to an
organizational unit (OU) or a member account, the SCPs do not directly grant
permissions to that OU or member account. Instead, the SCPs only determine
what permissions are available for that member account or those member
accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by RAM, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
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– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by RAM, see Conditions.

The following table lists the actions that you can define in SCP statements for
RAM.

Table 5-122 Actions supported by RAM

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

ram:permissions:li
st

Grants permission
to list RAM
permissions.

list permiss
ion *

-

ram:permissions:g
et

Grants permission
to get the details
of an RAM
permission.

read permiss
ion *

-

ram:resourceShare
s:create

Grants permission
to create a
resource share
with provided
resources and/or
principals.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys
● ram:Requested

ResourceType
● ram:ResourceU

rn
● ram:Principal
● ram:TargetOrg

Paths
● ram:Requested

AllowExternalP
rincipals

ram:resourceShare
s:search

Grants permission
to search for a set
of resource shares
from a provided
list or with a
specified state.

read - ● g:TagKeys

ram:resourceShare
s:update

Grants permission
to update the
attributes of a
resource share.

write resourc
eShare
*

● g:ResourceTag/
<tag-key>

● ram:AllowExter
nalPrincipals
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- ram:RequestedAll
owExternalPrinci-
pals

ram:resourceShare
s:delete

Grants permission
to delete a
resource share.

write resourc
eShare
*

● g:ResourceTag/
<tag-key>

● ram:AllowExter
nalPrincipals

ram:resourceShare
s:associate

Grants permission
to associate
resources and/or
principals to a
resource share.

write resourc
eShare
*

● g:ResourceTag/
<tag-key>

● ram:AllowExter
nalPrincipals

- ● ram:Requested
ResourceType

● ram:ResourceU
rn

● ram:Principal
● ram:TargetOrg

Paths

ram:resourceShare
s:disassociate

Grants permission
to disassociate
resources and/or
principals from a
resource share.

write resourc
eShare
*

● g:ResourceTag/
<tag-key>

● ram:AllowExter
nalPrincipals

- ● ram:Requested
ResourceType

● ram:ResourceU
rn

● ram:Principal
● ram:TargetOrg

Paths

ram:resourceShare
s:searchResourceS
hareAssociations

Grants permission
to search for a set
of resource share
associations from
a provided list or
with a specified
state of the
specified type.

read - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

ram:resourceShare
s:associatePermis-
sion

Grants permission
to associate a
permission with a
resource share.

write resourc
eShare
*

g:ResourceTag/
<tag-key>

- ram:PermissionUr
n

ram:resourceShare
s:disassociatePer-
mission

Grants permission
to disassociate a
permission from a
resource share.

write resourc
eShare
*

g:ResourceTag/
<tag-key>

- ram:PermissionUr
n

ram:resourceShare
s:listAssociatedPer
missions

Grants permission
to list the
permissions
associated with a
resource share.

list resourc
eShare
*

g:ResourceTag/
<tag-key>

ram:resourceShare
s:tag

Grants permission
to tag the
specified resource
share.

tagging resourc
eShare
*

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

ram:resourceShare
s:untag

Grants permission
to untag the
specified resource
share.

tagging resourc
eShare
*

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

ram:resourceShare
s:listTags

Grants permission
to list tags
attached to a
resource share.

list - -

ram:resourceShare
s:listResourceShar-
esByTag

Grants permission
to list resource
shares by tag.

list - ● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

ram:resourceShare
s:searchResourceS
hareCountByTag

Grants permission
to search for the
number of
resource shares by
tag.

read - ● g:TagKeys

ram:sharedResour
ces:search

Grants permission
to search for the
resources that you
added to a
resource share or
that are shared
with you.

list - -

ram:sharedPrincip
als:search

Grants permission
to search for the
principals that
you have shared
resources with or
that have shared
resources with
you.

list - -

ram:resourceShare
Invitations:accept

Grants permission
to accept the
specified resource
sharing invitation.

write resourc
eShareI
nvitatio
n *

-

- ram:ShareOwnerA
ccountId

ram:resourceShare
Invitations:reject

Grants permission
to reject the
specified resource
sharing invitation.

write resourc
eShareI
nvitatio
n *

-

- ram:ShareOwnerA
ccountId

ram:resourceShare
Invitations:search

Grants permission
to search for
resource sharing
invitations by the
specified
invitation ID or
resource share ID.

read - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

ram:resourceShare
s:enableSharingWi
thOrganization

Grants permission
to enable sharing
with
Organizations.

permiss
ion_ma
nageme
nt

- -

ram:resourceShare
s:disableSharingW
ithOrganization

Grants permission
to disable sharing
with
Organizations.

permiss
ion_ma
nageme
nt

- -

ram:resourceShare
s:searchEnableSha
ringWithOrganiza
tion

Grants permission
to check whether
sharing with
Organizations is
enabled.

read - -

ram:sharedResour
ces:searchDistinct
Resource

Grants permission
to search for the
distinct resources
that you added to
a resource share
or that are shared
with you.

list - -

ram:sharedPrincip
als:searchDistinctP
rincipal

Grants permission
to search for the
distinct principals
that you have
shared resources
with or that have
shared resources
with you.

list - -

ram:resourceShare
s:listQuota

Grants permission
to list the quotas
of resource
sharing.

list - -

ram:resourceTypes
:list

Grants permission
to list the
resource types of
cloud services.

list - -

ram:permission:lis
tVersions

Grants permission
to list all versions
of the specified
RAM permission.

list - -
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Each API of RAM usually supports one or more actions. #org_20_0042/en-
us_topic_0000001865665109_en-us_topic_0000001679340620_api_relation_table
lists the supported actions and dependencies.

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-123, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for RAM.

Table 5-123 Resource types supported by RAM

Resource Type URN

permission ram::system:permission:<permission-id>

resourceShare ram::<account-id>:resourceShare:<resource-share-id>

resourceShareInvita-
tion

ram::<account-id>:resourceShareInvitation:<resource-
share-invitation-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
as the prefix, for example, ram:) apply only to operations of the RAM
service. For details, see Table 5-124.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
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conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for RAM.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-124 Service-specific condition keys supported by RAM

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

ram:RequestedResour-
ceType

string Multivalued Filters access by the
specified resource
type.

ram:ResourceUrn string Multivalued Filters access by
resources with the
specified URN.

ram:Principal string Multivalued Filters access by the
format of the
specified principal.

ram:TargetOrgPaths string Multivalued Filters access by the
organization path of
the specified principal.

ram:PermissionUrn string Single-valued Filters access by the
specified permission
URN.

ram:ShareOwnerAcco
untId

string Single-valued Filters access by
resource shares
owned by a specific
account. For example,
you can use this
condition key to
specify which resource
sharing invitations can
be accepted or
rejected based on the
resource owner's
account ID.
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Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

ram:AllowExternalPrin
cipals

boolean Single-valued Filters access by
resource shares that
allow or deny sharing
with external
principals. For
example, specify the
value true if you only
allow the action for
resource shares that
can be associated
with external
principals. External
principals refer to
accounts outside your
organization.

ram:RequestedAllowE
xternalPrincipals

boolean Single-valued Filters access by the
specified value for
allow_external_princi
pals. External
principals refer to
accounts outside your
organization.

 

5.10.11.9 Enterprise Project Management Service (EPS)

Organizations provides your with Service Control Policies (SCPs) for access control.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to an
organizational unit (OU) or a member account, the SCPs do not directly grant
permissions to that OU or member account. Instead, the SCPs only determine
what permissions are available for that member account or those member
accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level describes how the action is classified (List, Read, or Write).
This classification helps you understand the level of access that an action
grants when you use it in an SCP.
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● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by EPS, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If this column is empty (-), the action does not support any condition
keys.

For details about the condition keys defined by EPS, see Conditions.

The following table lists the actions that you can define in custom policies for EPS.

Table 5-125 Supported actions

Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

eps:enterprisePro
jects:list

Grants
permission to list
enterprise
projects.

list enterprisePr
oject *

-

eps:enterprisePro
jects:create

Grants
permission to
create enterprise
projects.

write enterprisePr
oject *

-

eps:enterprisePro
jects:update

Grants
permission to
modify
enterprise
projects.

write enterprisePr
oject *

-

eps:enterprisePro
jects:enable

Grants
permission to
enable
enterprise
projects.

write enterprisePr
oject *

-
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Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

eps:enterprisePro
jects:disable

Grants
permission to
disable
enterprise
projects.

write enterprisePr
oject *

-

eps:resources:list Grants
permission to list
resources in an
enterprise
project.

list enterprisePr
oject *

-

eps:resources:ad
d

Grants
permission to
add resources to
an enterprise
project.

write enterprisePr
oject *

-

eps:resources:re
move

Grants
permission to
remove
resources from
an enterprise
project.

write enterprisePr
oject *

-

 

An EPS API usually supports one or more actions. Table 5-126 lists actions
supported by each API and dependencies of actions.

Table 5-126 Actions and dependencies

API Action Dependencies

GET /v1.0/
enterprise-projects

eps:enterpriseProjects:list -

POST /v1.0/
enterprise-projects

eps:enterpriseProjects:creat
e

-

PUT /v1.0/
enterprise-projects/
{enterprise_project_i
d}

eps:enterpriseProjects:updat
e

-

POST /v1.0/
enterprise-projects/
{enterprise_project_i
d}/action

eps:enterpriseProjects:enabl
e

-
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API Action Dependencies

POST /v1.0/
enterprise-projects/
{enterprise_project_i
d}/action

eps:enterpriseProjects:disabl
e

-

POST /v1.0/
enterprise-projects/
{enterprise_project_i
d}/resources/filter

eps:resources:list -

POST /v1.0/
enterprise-projects/
{enterprise_project_i
d}/resources-
migrate

eps:resources:add eps:resources:remove

POST /v1.0/
enterprise-projects/
{enterprise_project_i
d}/resources-
migrate

eps:resources:remove eps:resources:add

 

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-127, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for EPS.

Table 5-127 Resource types supported by EPS

Resource Type URN

enterpriseProject eps::<account-id>:enterpriseProject:<enterprise-project-
id>

 

Conditions

You cannot use service-specific condition keys in an SCP for EPS.

You can only use global condition keys applicable to all services. For details, see
Global Condition Keys.
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5.10.11.10 Tag Management Service (TMS)
Organizations provides your with Service Control Policies (SCPs) for access control.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by TMS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If this column is empty (-), the action does not support any condition

keys.
For details about the condition keys defined by TMS, see Conditions.

The following table lists the actions that you can define in custom policies for
TMS.
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Table 5-128 Supported actions

Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

tms:predefineTag
s:list

Grants
permission to
query predefined
tags.

list - -

tms:predefineTag
s:create

Grants
permission to
create
predefined tags.

write - -

tms:predefineTag
s:update

Grants
permission to
modify
predefined tags.

write - -

tms:predefineTag
s:delete

Grants
permission to
delete
predefined tags.

write - -

tms:resourceTags
:list

Grants
permission to list
resource tags.

list - -

tms:resourceTags
:create

Grants
permission to
create resource
tags.

write - -

tms:resourceTags
:delete

Grants
permission to
delete resource
tags.

write - -

tms:resources:list Grants
permission to list
resources.

list - -

tms:tagKeys:list Grants
permission to list
tag keys.

list - -

tms:tagValues:lis
t

Grants
permission to list
tag values.

list - -

 

A TMS API usually supports one or more actions. Table 5-129 lists actions
supported by each API and dependencies of actions.
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Table 5-129 Actions and dependencies

API Action Dependencies

GET /v1.0/predefine_tags tms:predefineTags:list -

POST /v1.0/
predefine_tags/action

tms:predefineTags:create -

PUT /v1.0/predefine_tags tms:predefineTags:updat
e

-

POST /v1.0/
predefine_tags/action

tms:predefineTags:delete -

GET /v2.0/resources/
{resource_id}/tags

tms:resourceTags:list -

POST /v1.0/resource-
tags/batch-create

tms:resourceTags:create -

POST /v1.0/resource-
tags/batch-delete

tms:resourceTags:delete -

POST /v1.0/resource-
instances/filter

tms:resources:list -

GET /v1.0/tag-keys tms:tagKeys:list -

GET /v1.0/tag-values tms:tagValues:list -

 

Resources

TMS does not support granting permissions for specific resources using SCPs To
allow access to TMS, use the wildcard (*) in the Resource element in an SCP, and
this SCP will apply to all resources of TMS.

Conditions

You cannot use service-specific condition keys in an SCP for TMS.

You can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.11.11 Config

Organizations provides your with Service Control Policies (SCPs) for access control.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to an
organizational unit (OU) or a member account, the SCPs do not directly grant
permissions to that OU or member account. Instead, the SCPs only determine
what permissions are available for that member account or those member
accounts in that OU.
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This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the resource
URN in the Resource element of your policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Config, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If this column is empty (-), the action does not support any condition
keys.

For details about the condition keys defined by Config, see Conditions.

The following table lists the actions that you can define in SCP statements for
Config.

Table 5-130 Actions supported by Config

Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

rms:organization
ConformancePac
ks:create

Grants
permission to
create
organization
conformance
packages.

write - -
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Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

rms:organization
ConformancePac
ks:get

Grants
permission to
view
organization
conformance
packages.

read organizatio
nConforma
ncePacks *

-

rms:organization
ConformancePac
ks:delete

Grants
permission to
delete
organization
conformance
packages.

write organizatio
nConforma
ncePacks *

-

rms:organization
ConformancePac
ks:list

Grants
permission to list
organization
conformance
packages.

list - -

rms:conformance
Packs:create

Grants
permission to
create
conformance
packages.

write - -

rms:conformance
Packs:get

Grants
permission to
view
conformance
packages.

read conformanc
ePacks *

-

rms:conformance
Packs:delete

Grants
permission to
delete
conformance
packages.

write conformanc
ePacks *

-

rms:conformance
Packs:list

Grants
permission to list
conformance
packages.

list - -

rms:storedQuerie
s:create

Grants
permission to
save new
advanced
queries.

write - -
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Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

rms:storedQuerie
s:update

Grants
permission to
update advanced
queries.

write storedQueri
es *

-

rms:storedQuerie
s:delete

Grants
permission to
delete advanced
query
statements.

write storedQueri
es *

-

rms:storedQuerie
s:get

Grants
permission to
view advanced
query details.

read storedQueri
es *

-

rms:storedQuerie
s:list

Grants
permission to list
advanced
queries.

list - -

rms:policyAssign
ments:create

Grants
permission to
create rules.

write - -

rms:policyAssign
ments:update

Grants
permission to
update rules.

write policyAssign
ments *

-

rms:policyAssign
ments:delete

Grants
permission to
delete rules and
their evaluation
results.

write policyAssign
ments *

-

rms:policyAssign
ments:get

Grants
permission to
view rule details.

read policyAssign
ments *

-

rms:organization
PolicyAssignmen
ts:put

Grants
permission to
create or update
organization
rules.

write - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 607



Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

rms:organization
PolicyAssignmen
ts:delete

Grants
permission to
delete specific
organization
rules and their
evaluation
results.

write organizatio
nPolicyAssig
nments *

-

rms:organization
PolicyAssignmen
ts:get

Grants
permission to
view
organization rule
details.

read organizatio
nPolicyAssig
nments *

-

rms:organization
PolicyAssignmen
ts:list

Grants
permission to list
organization
rules.

list - -

rms:policyStates:
get

Grants
permission to list
rule evaluation
results.

read - -

rms:policyStates:
runEvaluation

Grants
permission to
run specific
rules.

write - -

rms:policyStates:
update

Grants
permission to
deliver
evaluation
results from
FunctionGraph
Config.

write - -

rms:aggregators:
create

Grants
permission to
create
aggregators.

write - -

rms:aggregators:
update

Grants
permission to
update
aggregators.

write aggregators
*

-

rms:aggregators:
delete

Grants
permission to
delete specific
aggregators.

write aggregators
*

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 608



Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

rms:aggregators:
list

Grants
permission to list
aggregators.

list - -

rms:aggregators:
get

Grants
permission to
view aggregator
details.

read aggregators
*

-

rms:aggregatorR
esources:list

Grants
permission to
view aggregated
resources.

list - -

rms:aggregatorR
esources:runQue
ry

Grants
permission to
run advanced
queries for
querying
attributes of
aggregated
resources.

list - -

rms:aggregatorR
esources:get

Grants
permission to
view details of
aggregated
resources

read - -

rms:aggregation
Authorizations:cr
eate

Grants
permission to
create
aggregation
authorization.

write aggregation
Authorizatio
ns *

-

- rms:Authori
zedAccount
OrgPath

rms:aggregation
Authorizations:lis
t

Grants
permission to list
aggregator
authorization.

list - -

rms:aggregation
Authorizations:d
elete

Grants
permission to
revoke
aggregation
authorization.

write aggregation
Authorizatio
ns *

-

- rms:Authori
zedAccount
OrgPath
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Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

rms:aggregation
Requests:delete

Grants
permission to
delete
aggregation
requests from
other accounts.

write - -

rms:aggregation
Requests:list

Grants
permission to list
aggregation
requests from
other accounts.

list - -

rms:trackerConfi
g:put

Grants
permission to
enable the
resource recorder
or modify
resource recorder
configurations.

write - -

rms:trackerConfi
g:delete

Grants
permission to
disable the
resource
recorder.

write - -

rms:trackerConfi
g:get

Grants
permission to
view resource
recorder
configurations.

read - -

rms:schemas:list Grants
permission to
view schemas of
advanced
queries.

list - -

rms:policyDefinit
ions:get

Grants
permission to
view built-in
policies.

list - -

rms:resources:get
History

Grants
permission to
view resource
configuration
history.

list - -
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Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

rms:resources:get
Relation

Grants
permission to
view resource
relationships.

list - -

rms:resources:get Grants
permission to
view details of
specific
resources.

read - -

rms:resources:list Grants
permission to list
resources.

list - -

rms:resources:ru
nQuery

Grants
permission to
run advanced
queries.

list - -

rms:resources:su
mmarize

Grants
permission to
view resource
overview.

list - -

 

A Config API usually supports one or more actions. Table 5-131 lists actions
supported by each API and dependencies of actions.

Table 5-131 Actions and dependencies

API Action Dependencies

POST /v1/resource-
manager/
organizations/
{organization_id}/
conformance-packs

rms:organizationConfor-
mancePacks:create

● organizations:organizati
ons:get

● organizations:accounts:li
st

● organizations:delegated
Administrators:list

● organizations:trustedSer
vices:enable

● organizations:trustedSer
vices:list
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API Action Dependencies

DELETE /v1/
resource-manager/
organizations/
{organization_id}/
conformance-packs/
{conformance_pack
_id}

rms:organizationConfor-
mancePacks:delete

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
conformance-packs

rms:organizationConfor-
mancePacks:list

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
conformance-packs/
{conformance_pack
_id}

rms:organizationConfor-
mancePacks:get

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
conformance-packs/
statuses

rms:organizationConfor-
mancePacks:list

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
conformance-packs/
detailed-statuses

rms:organizationConfor-
mancePacks:get

organizations:organizations:
get

POST /v1/resource-
manager/domains/
{domain_id}/
conformance-packs

rms:conformancePacks:crea
te

● rf:stack:createStack
● rf:stack:getStackMetadat

a
● rf:stack:listStackResour-

ces

DELETE /v1/
resource-manager/
domains/
{domain_id}/
conformance-packs/
{conformance_pack
_id}

rms:conformancePacks:dele
te

● rf:stack:deleteStack
● rf:stack:getStackMetadat

a
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API Action Dependencies

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs/
{conformance_pack
_id}

rms:conformancePacks:get -

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs/
{conformance_pack
_id}/compliance

rms:conformancePacks:get -

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs/
{conformance_pack
_id}/compliance/
details

rms:conformancePacks:get -

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs

rms:conformancePacks:list -

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs/
compliance/
summary

rms:conformancePacks:list -

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs/
scores

rms:conformancePacks:list -

POST /v1/resource-
manager/domains/
{domain_id}/stored-
queries

rms:storedQueries:create -

PUT /v1/resource-
manager/domains/
{domain_id}/stored-
queries/{query_id}

rms:storedQueries:update -
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API Action Dependencies

DELETE /v1/
resource-manager/
domains/
{domain_id}/stored-
queries/{query_id}

rms:storedQueries:delete -

GET /v1/resource-
manager/domains/
{domain_id}/stored-
queries/{query_id}

rms:storedQueries:get -

GET /v1/resource-
manager/domains/
{domain_id}/stored-
queries

rms:storedQueries:list -

PUT /v1/resource-
manager/domains/
{domain_id}/policy-
assignments

rms:policyAssignments:crea
te

-

DELETE /v1/
resource-manager/
domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}

rms:policyAssignments:dele
te

-

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}

rms:policyAssignments:get -

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments

rms:policyAssignments:get -

PUT /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}

rms:policyAssignments:upd
ate

-
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API Action Dependencies

POST /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/disable

rms:policyAssignments:upd
ate

-

POST /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/enable

rms:policyAssignments:upd
ate

-

PUT /v1/resource-
manager/
organizations/
{organization_id}/
policy-assignments

rms:organizationPolicyAs-
signments:put

● organizations:organizati
ons:get

● organizations:accounts:li
st

● organizations:delegated
Administrators:list

● organizations:trustedSer
vices:enable

● organizations:trustedSer
vices:list

GET /v1/resource-
manager/
organizations/
{organization_id}/
policy-assignments

rms:organizationPolicyAs-
signments:list

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
policy-assignments/
{organization_policy
_assignment_id}

rms:organizationPolicyAs-
signments:get

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
policy-assignment-
statuses

rms:organizationPolicyAs-
signments:list

organizations:organizations:
get
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API Action Dependencies

GET /v1/resource-
manager/
organizations/
{organization_id}/
policy-assignment-
detailed-status

rms:organizationPolicyAs-
signments:list

organizations:organizations:
get

DELETE /v1/
resource-manager/
organizations/
{organization_id}/
policy-assignments/
{organization_policy
_assignment_id}

rms:organizationPolicyAs-
signments:delete

organizations:organizations:
get

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/policy-states

rms:policyStates:get -

GET /v1/resource-
manager/domains/
{domain_id}/policy-
states

rms:policyStates:get -

GET /v1/resource-
manager/domains/
{domain_id}/
resources/
{resource_id}/
policy-states

rms:policyStates:get -

POST /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/policy-states/
run-evaluation

rms:policyStates:runEvaluat
ion

-

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/policy-states/
evaluation-state

rms:policyStates:get -
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API Action Dependencies

PUT /v1/resource-
manager/domains/
{domain_id}/policy-
states

rms:policyStates:update -

PUT /v1/resource-
manager/domains/
{domain_id}/
aggregators

rms:aggregators:create -

PUT /v1/resource-
manager/domains/
{domain_id}/
aggregators/
{aggregator_id}

rms:aggregators:update -

DELETE /v1/
resource-manager/
domains/
{domain_id}/
aggregators/
{aggregator_id}

rms:aggregators:delete -

GET /v1/resource-
manager/domains/
{domain_id}/
aggregators

rms:aggregators:list -

GET /v1/resource-
manager/domains/
{domain_id}/
aggregators/
{aggregator_id}

rms:aggregators:get -

GET /v1/resource-
manager/domains/
{domain_id}/
aggregators/
{aggregator_id}/
aggregator-sources-
status

rms:aggregators:get -

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
policy-states/
compliance-
summary

rms:aggregatorResour-
ces:list

-
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API Action Dependencies

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
policy-assignments/
compliance

rms:aggregatorResour-
ces:list

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
policy-states/
compliance-details

rms:aggregatorResour-
ces:list

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
policy-assignment/
detail

rms:aggregatorResour-
ces:list

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-resource-
config

rms:aggregatorResour-
ces:get

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
aggregate-
discovered-
resources

rms:aggregatorResour-
ces:list

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
{aggregator_id}/
run-query

rms:aggregatorResour-
ces:runQuery

-
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API Action Dependencies

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
aggregate-
discovered-
resource-counts

rms:aggregatorResour-
ces:list

-

GET /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregation-
authorization

rms:aggregationAuthoriza-
tions:list

-

PUT /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregation-
authorization

rms:aggregationAuthoriza-
tions:create

-

DELETE /v1/
resource-manager/
domains/
{domain_id}/
aggregators/
aggregation-
authorization/
{authorized_accoun
t_id}

rms:aggregationAuthoriza-
tions:delete

-

DELETE /v1/
resource-manager/
domains/
{domain_id}/
aggregators/
pending-
aggregation-
request/
{requester_account_
id}

rms:aggregationRequests:d
elete

-

GET /v1/resource-
manager/domains/
{domain_id}/
aggregators/
pending-
aggregation-request

rms:aggregationRequests:lis
t

-
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API Action Dependencies

PUT /v1/resource-
manager/domains/
{domain_id}/
tracker-config

rms:trackerConfig:put -

DELETE /v1/
resource-manager/
domains/
{domain_id}/
tracker-config

rms:trackerConfig:delete -

GET /v1/resource-
manager/domains/
{domain_id}/
tracker-config

rms:trackerConfig:get -

GET /v1/resource-
manager/domains/
{domain_id}/
schemas

rms:schemas:list -

GET /v1/resource-
manager/policy-
definitions

rms:policyDefinitions:get -

GET /v1/resource-
manager/policy-
definitions/
{policy_definition_id
}

rms:policyDefinitions:get -

GET /v1/resource-
manager/domains/
{domain_id}/
resources/
{resource_id}/
history

rms:resources:getHistory -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources/
{resource_id}/
relations

rms:resources:getRelation -

GET /v1/resource-
manager/domains/
{domain_id}/
provider/{provider}/
type/{type}/
resources/
{resource_id}

rms:resources:get -
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API Action Dependencies

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/
provider/{provider}/
type/{type}/
resources

rms:resources:list -

POST /v1/resource-
manager/domains/
{domain_id}/run-
query

rms:resources:runQuery -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources/summary

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources/tags

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources/count

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources/
{resource_id}

rms:resources:get -

GET /v1/resource-
manager/domains/
{domain_id}/
resources/
{resource_id}/
relations

rms:resources:summarize -

GET /v1/resource-
manager/domains/
{domain_id}/
tracked-resources

rms:resources:list -
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API Action Dependencies

GET /v1/resource-
manager/domains/
{domain_id}/
tracked-resources/
count

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/
tracked-resources/
tags

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/
tracked-resources/
summary

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/
tracked-resources/
{resource_id}

rms:resources:get -

 

Resources

A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-132, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for Config.

Table 5-132 Resource types supported by Config

Resource Type URN

conformancePacks rms::<account-id>:conformancePacks:<conformance-
pack-id>

storedQueries rms::<account-id>:storedQueries:<query-id>

policyAssignments rms::<account-id>:policyAssignments:<policy-
assignment-id>

organizationPolicyAs-
signments

rms::<account-id>:organizationPolicyAssign-
ments:<organization-id>/<organization-policy-
assignments-id>
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Resource Type URN

organizationConfor-
mancePacks

rms::<account-id>:organizationConformance-
Packs:<organization-id>/<organization-conformance-
pack-id>

aggregators rms::<account-id>:aggregators:<aggregator-id>

aggregationAuthoriza-
tions

rms::<account-id>:aggregationAuthoriza-
tions:<authorized-account-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP policy is in effect.
It contains condition keys and operators.

● A key in the Condition element of a statement Condition keys are classified
into global condition keys and service-specific condition keys based on the
application scope.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– A service-specific condition key is prefixed by the service name (such as
config:) and applies only to a specific service. For details, see Table
5-133.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● An operator, a condition key, and a condition value constitute a complete
condition statement. An SCP takes effect only when the statement meets
related requirements. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for Config.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-133 Service-specific condition keys supported by Config

Condition Key Type Single-
valued/
Multivalued

Description

rms:AuthorizedAccoun
tOrgPath

string Single valued Filters access based
on the Organizations
Path of the specified
authorized resource
aggregator account.

 

5.10.11.12 IAM Access Analyzer
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by IAM Access Analyzer, see
Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
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– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by IAM Access Analyzer, see
Conditions.

The following table lists the actions that you can define in SCP statements for IAM
Access Analyzer.

Table 5-134 Actions supported by IAM Access Analyzer

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AccessAnalyzer:an
alyzer:create

Grants permission
to create an
access analyzer.

write analyze
r *

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys

AccessAnalyzer:an
alyzer:get

Grants permission
to retrieve the
access analyzer
information.

read analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:list

Grants permission
to retrieve the
access analyzer
list.

list analyze
r *

-

AccessAnalyzer:an
alyzer:delete

Grants permission
to delete the
specified access
analyzer.

write analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:scan

Grants permission
to start a scan for
the specified
access analyzer.

write analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:getFinding

Grants permission
to retrieve
findings.

read analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:listFindings

Grants permission
to retrieve the
finding list.

list analyze
r *

g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AccessAnalyzer:an
alyzer:updateFindi
ngs

Grants permission
to update the
findings.

write analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer::ta
gResource

Grants permission
to add a tag to a
resource.

tagging analyze
r *

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

AccessAnalyzer::u
ntagResource

Grants permission
to remove a tag
from a resource.

tagging analyze
r *

g:ResourceTag/
<tag-key>

- g:TagKeys

AccessAnalyzer:ar
chiveRule:create

Grants permission
to create an
archive rule for
the specified
access analyzer.

write archive
Rule *

-

AccessAnalyzer:ar
chiveRule:get

Grants permission
to retrieve the
archive rule for
the specified
access analyzer.

read archive
Rule *

-

AccessAnalyzer:ar
chiveRule:list

Grants permission
to retrieve the
archive rule list
for the specified
access analyzer.

list archive
Rule *

-

AccessAnalyzer:ar
chiveRule:update

Grants permission
to modify the
archive rule for
the specified
access analyzer.

write archive
Rule *

-

AccessAnalyzer:ar
chiveRule:delete

Grants permission
to delete the
archive rule for
the specified
access analyzer.

write archive
Rule *

-

AccessAnalyzer:ar
chiveRule:apply

Grants permission
to apply an
archive rule.

write archive
Rule *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AccessAnalyzer:an
alyzer:createPrevie
w

Grants permission
to create an
access preview for
the specified
access analyzer.

write analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:getPreview

Grants permission
to create an
access preview for
the specified
access analyzer.

read analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:listPreviews

Grants permission
to retrieve the
access preview
information for
the specified
access analyzer.

list analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:listPreviewF
indings

Grants permission
to retrieve the
access preview list
for the specified
access analyzer.

list analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer::va
lidatePolicy

Grants permission
to validate a
policy.

read - -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-135, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for IAM Access Analyzer.
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Table 5-135 Resource types supported by IAM Access Analyzer

Resource Type URN

analyzer AccessAnalyzer:<region>:<account-
id>:analyzer:<analyzer-id>

archiveRule AccessAnalyzer:<region>:<account-
id>:archiveRule:<analyzer-id>/<archive-rule-id>

 

Conditions
IAM Access Analyzer does not support service-specific condition keys in SCPs. It
can only use global condition keys applicable to all services. For details, see Global
Condition Keys.
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6 Managing Tag Policies

6.1 Overview of a Tag Policy

Introduction
Tag policies are a type of policy that can help you standardize tags across
resources in your organization's accounts. In a tag policy, you specify tagging rules
applicable to resources when they are tagged. Untagged resources and tags that
are not defined in the tag policy are not evaluated for compliance with the tag
policy.

For example, a tag policy can specify that a tag attached to a resource must use
the case treatment and tag values defined in the tag policy. If the case and value
of the tag do not comply with the tag policy, the resource will be marked as non-
compliant.

Currently, tag policies can be used as preventive guardrails. Specifically, if
enforcement is enabled for a tag policy, non-compliant tagging operations will be
prevented from being performed on specified resource types.

You can attach tag policies to the root OU, other OUs, and accounts within your
organization. When you attach a tag policy to the root OU and other OUs, all
their child OUs and member accounts inherit that tag policy. The effective tag
policy for an account specifies the tagging rules that apply to the account. It is the
combination of tag policies that account inherits and tag policies directly attached
to that account.

Functions
● Managing tag policies

You can create, update, delete, attach, or detach tag policies. OUs and
accounts inherit tag policies from one or more of their parent nodes (such as
parent OUs). The inherited tag policies are aggregated with those directly
attached to the OUs and accounts to form the effective tag policy.
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6.2 Tag Policy Syntax

Basic Syntax

The following tag policy shows basic tag policy syntax:

{
    "tags": {
        "costcenter": {                 <!-- policy key -->
            "tag_key": {
                "@@assign": "CostCenter"                 <!-- tag key -->
            },
            "tag_value": {
                "@@assign": [
                    "100",                 <!-- policy value -->
                    "200"
                ]
            },
            "enforced_for": {                 <!-- enforcement -->
                "@@assign": [
                    "apig:instance"                 <!-- service or resource type -->
                ]
            }
        }
    }
}

● Policy key: A policy key uniquely identifies a policy statement. It must match
the value for the tag key, except for the case treatment.

● Tag key: The value for the tag key must match the value for the policy key.
But since the policy key value is case insensitive, the capitalization can be
different. If the tag key is not defined, lowercase is the default case treatment
for tag keys. In this example, costcenter is the policy key and CostCenter is
the tag key, and CostCenter is the case treatment that is required for
compliance with the tag policy. If the policy key is set to CostCenter and the
tag key is not defined, the lowercase costcenter will be the case treatment
required for tag compliance evaluation.

● Policy value: A list of one or more acceptable tag values for the tag key. If you
do not specify tag values for a tag key, any value (including no value at all) is
considered compliant.

● Enforcement: An enforced_for field indicates whether to prevent any non-
compliant tagging operations on specified services and resources.

● Wildcard: You can use the wildcard (*) in tag values and the enforced_for
field provided that you adhere to the following rules:
– You can use only one wildcard for each tag value. For example,

*@example.com is allowed, but *@*.com is not.
– For the enforced_for field, you can use <service>:* to enable

enforcement for all resources for a service, but you cannot use a wildcard
to specify all services or specify a resource of all services.

Inheritance Operators

In the preceding example tag policy, the operator @@assign used in the tag key,
tag value, and enforcement is an inheritance operator.
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Inheritance operators specify how directly attached tag policies and inherited tag
policies are merged into the account's effective tag policy. Such operators include
value-setting operators and child control operators.

● Value-setting operators
You can use the following value-setting operators to control how your policy
interacts with its parent policies.

Table 6-1 Value-setting operators

Operator Description

@@assign Overwrites any inherited policy settings with the
specified setting. If the specified setting is not inherited,
this operator adds it to the effective tag policy. This
operator can apply to any policy setting of any type.
For single-valued settings, this operator replaces the
inherited value with the specified value.
For multi-valued settings (JSON arrays), this operator
removes all inherited values and replaces them with
the values specified for this policy.

@@append Adds the specified settings to the inherited settings,
without deleting any settings. If the specified setting is
not inherited, this operator adds it to the effective tag
policy. You can only use this operator with multi-valued
settings.
This operator adds the specified value to any values in
the inherited array.

@@remove Removes the specified inherited setting (if there is one)
from the effective policy. You can only use this operator
with multi-valued settings.
This operator removes only the specified values from
the array of values inherited from the parent policies.
Other values can be retained in the array and inherited
by child policies.

 
● Child control operators

Child control operators specify which value-setting operators child OUs and
accounts can use in child policies. By default, all operators (@@all) are
allowed.
– "@@operators_allowed_for_child_policies":["@@all"] indicates that child

OUs and accounts can use any operator in policies. By default, all
operators are allowed in child policies.

– "@@operators_allowed_for_child_policies":["@@assign", "@@append",
"@@remove"] indicates that child OUs and accounts can use only the
specified operators in child policies. You can specify one or more value-
setting operators in this child control operator.

– "@@operators_allowed_for_child_policies":["@@none"] indicates that
child OUs and accounts cannot use operators in policies. You can use this
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operator to effectively lock the values defined in a parent policy so that
the child policies cannot add, append, or delete those values.

6.3 Getting Started with Tag Policies

Background
This section describes how to quickly standardize tags across resources with tag
policies.

When using a tag policy for the first time, you are advised to attach a simple tag
policy to a test account with fewer resources. If the test is successful and you fully
understand the impacts of tag policies, you can attach more advanced tag policies
to the root OU, other OUs, or more accounts of the organization.

Procedure

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 Enable the tag policy type for your organization.

Step 3 Create a tag policy.

You are advised to create a simple tag policy for the first time. For example:

1. Set the tag key to ABC.
2. Use the capitalization you specified for the tag key for compliance check. Tag

keys in all uppercase characters are considered compliant. Those in all
lowercase characters or both uppercase and lowercase characters are
considered non-compliant. The tag policy will prevent you from adding any
non-compliant tags to your resources.

3. Specify resource types (such as ces:alarm, the alarm rules of Cloud Eye) to
enforce the tag policy. The tag policy will only be applied to resources of the
specified type. For details about the cloud services and resource types that
support tag policies, see Cloud Services for Using Tag Policies.
If a tag is non-compliant, the tag policy will prevent you from adding the tag.
You must modify the tag to be compliant with the tag policy.
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Figure 6-1 Creating a tag policy

Step 4 Attach the tag policy to a test account with fewer resources. For details, see
Attaching a Tag Policy.

Figure 6-2 Attaching a tag policy

Step 5 Log in to Huawei Cloud as the test account. Access the Cloud Eye console, create
an alarm rule, and add a tag to the alarm rule to check whether the tag policy is
in effect.

1. If you add tag ABC to the alarm rule, the operation will be successful.
2. If you add tag abc to the alarm rule, a message will be displayed, indicating

that the tag is non-compliant. In this case, you need to modify the tag and try
again until it becomes compliant.
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Figure 6-3 Adding a non-compliant tag

CA UTION

When you are creating resources with non-compliant tags, the tag policy will
prevent this operation, and the resource cannot be created.

When you are adding non-compliant tags to existing resources, the tag policy
will prevent this operation, but the resources will not be affected.

----End

6.4 Enabling or Disabling the Tag Policy Type
You can enable or disable the tag policy type from the organization' management
account, but not from any delegated administrator.

Enabling the Tag Policy Type

Before you can create and attach tag policies to the OUs and accounts in your
organization, you must enable the tag policy type. The only way to enable the tag
policy type is by using the organization's management account.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Enable in the Operation column of tag policies.
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Figure 6-4 Enabling the tag policy type

Step 3 Click Enable in the displayed dialog box.

----End

Disabling the Tag Policy Type
If you no longer want to use tag policies in your organization, you can disable the
tag policy type only from the organization's management account.

CA UTION

● After the tag policy type is disabled in an organization, all tag policies are
automatically detached from all OUs and accounts in the organization.
However, the policies are not deleted.

● If you disable the tag policy type, attachments of tag policies to entities will be
lost. If you later re-enable the tag policy type, you must use the management
account to re-attach tag policies to the entities.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Disable in the Operation column of tag policies.

Figure 6-5 Disabling the tag policy type

Step 3 Click Disable in the displayed dialog box.

----End

6.5 Creating a Tag Policy
To standardize the usage of tags in your organization, you can create a tag policy
to formulate rules for the tags.

You can create a tag policy from the organization administrator, but not from any
delegated administrator.

Procedure

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.
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Step 2 Access the Policies page, and click Tag policies.

Figure 6-6 Accessing the Tag policies page

Step 3 Click Create Policy.

Figure 6-7 Creating a tag policy

Step 4 Edit the policy name. The policy name is automatically generated when you create
a policy. You can change the policy name if needed. Ensure that you are entering a
unique policy name, different from any existing one.

(Optional) You can also enter a description for the policy.

Step 5 Edit the policy content. Currently, you can edit the policy content using the visual
editor or JSON.
● Visual editor: When you use the visual editor to edit a policy, you do not need

to understand the JSON syntax. After you edit in the visual editor, the new
policy is automatically generated. The procedure is as follows:

a. Enter the key for the tag you want to define in the tag policy.
b. Use the capitalization you specified above for the tag key.

If you select this option, the capitalization you specified for Tag Key is
used for checking compliance. If you do not select this option, tag keys in
all lowercase characters are considered compliant even if Tag Key
contains uppercase characters. For example, when you enter CostCenter
for Tag Key, if you select this option, CostCenter will be the standards
for compliance check; if you do not select this option, costcenter will be
the standards.

c. Specify allowed values for this tag key.
If you select this option and click Specify Values to specify one or more
allowed values for the tag key, only those values you specified are
considered compliant. If you do not select this option or you select this
option but do not specify any values, any value (including no value at all)
is considered compliant.
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Figure 6-8 Specifying allowed values for this tag key

d. Specify resource types to enforce the tag policy.
Select the Prevent noncompliant operations on this tag. option and
click Specify Resource Types. In the displayed dialog box, read and
confirm the effects of using tag policies. Then, select resource types and
click OK.

Figure 6-9 Specifying resource types

e. Click Add Tag Key to add another tag key to this tag policy.
● JSON: When using JSON syntax, you can edit the policy text by referring to

Tag Policy Syntax. The system automatically verifies the syntax. If the syntax
is incorrect, modify it as prompted.
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Figure 6-10 Editing a policy using JSON

Step 6 (Optional) Add one or more tags to the policy. Enter a tag key and a tag value,
and click Add.

Figure 6-11 Adding a tag

Step 7 Click Save in the lower right corner. If the tag policy is created successfully, it will
be added to the list.

----End

6.6 Viewing the Effective Tag Policy
You can attach tag policies to the root OU, other OUs, and accounts within your
organization. When you attach a tag policy to the root OU and other OUs, all
their child OUs and member accounts inherit that tag policy. The effective tag
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policy for an account specifies the tagging rules that apply to the account. It is the
combination of tag policies that account inherits and tag policies directly attached
to that account.

The following describes how a tag policy is prioritized as the effective tag policy:

● Tag policies attached to entities at the same hierarchy level:
– Single-valued operators: If you attach multiple tag policies, the first policy

using the @@assign operator will be considered to be the effective tag
policy.

– Multi-valued operators: If you attach multiple tag policies, the first policy
using the @@assign operator will be considered to be the effective tag
policy, and the @@append and @@remove operators used by other
policies still take effect.

● Tag policies attached to entities at the different hierarchy levels:
If the upper- and lower-level entities use the same tag key, tag policies are
calculated from the upper-level entities to the lower-level entities based on
the types of child control operators to comprise the effective tag policy. If the
upper and lower levels use different tag keys, the combination of their tag
policies comprises the effective tag policy.

To view the effective tag policy for the root OU, other OUs, and accounts of an
organization on the management console, use the following procedure:

Procedure

Step 1 Log in to Huawei Cloud, and navigate to the Organizations console.

Step 2 Choose Organization in the navigation pane.

Step 3 Click the root OU, specific OU, or account of your organization. You can view its
details on the right of the organization tree.

Step 4 Click the Policies tab.

Step 5 Click  on the left of Tag policies.

Step 6 Click View the effective tag policy, as shown in Figure 6-12.
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Figure 6-12 Viewing the effective tag policy

Step 7 View the tag policy in the JSON view.

----End

6.7 Editing or Deleting a Tag Policy
The following describes how to edit or delete a tag policy.

You can edit or delete a tag policy from the organization administrator, but not
from a delegated administrator.

Editing a Tag Policy

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Policies page.

Step 2 Click Tag policies. The list of tag policies is displayed.

Step 3 Locate the tag policy you want to edit and click Edit in the Operation column.

Step 4 Enter a new policy name and description.

Step 5 Edit the policy content if needed. You can choose either visual editor or JSON to
edit the policy.
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Figure 6-13 Editing a tag policy

Step 6 Click Save in the lower right corner. If the tag policy is updated successfully, it will
be added to the list.

----End

Deleting a Tag Policy

A tag policy that is attached to OUs or accounts cannot be deleted. To delete such
a tag policy, you need to detach it from the OUs or accounts first.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Policies page.

Step 2 Click Tag policies. The list of tag policies is displayed.

Step 3 Locate the tag policy you want to delete and click Delete in the Operation
column.

Step 4 Click OK in the displayed dialog box.

Figure 6-14 Deleting a tag policy

----End

Organizations
User Guide 6 Managing Tag Policies

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 641



6.8 Attaching or Detaching a Tag Policy
You can attach a tag policy to or detach it from the root OU, other OUs or
accounts from the organization's management account.

Notes and Constraints
● You can attach up to 10 tag policies to an account.

● You can attach or detach a tag policy from only the organization
administrator, but not from a delegated administrator.

Attaching a Tag Policy

Method 1:

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU or account you want to attach a tag policy to.

Step 3 On the details page, click the Policies tab. On the page, expand Tag policies and
click Attach.

Figure 6-15 Attaching a tag policy

Step 4 Select the tag policy you want to attach and click Attach.

----End

Method 2:

Step 1 Access the Policies page on the Organizations console.

Step 2 Click Tag policies. The list of tag policies is displayed.

Step 3 Locate the tag policy you want to attach and click Attach in the Operation
column. Then, select the OU or account you want to attach the policy to.
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Figure 6-16 Attaching a tag policy

Step 4 Click OK.

----End

Detaching a Tag Policy

Method 1:

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU or account you want to detach a tag policy from.

Step 3 On the details page, click the Policies tab. On the page, expand Tag policies,
locate the target tag policy and click Detach in the Operation column.

Figure 6-17 Detaching a tag policy

Step 4 Click Detach in the displayed dialog box.

----End

Method 2:

Step 1 Access the Policies page on the Organizations console.

Step 2 Click Tag policies. The list of tag policies is displayed.

Step 3 Click the name of the target tag policy and click the Targets tab.
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Step 4 Locate the OU or account that you want to detach the tag policy from and click
Detach in the Operation column.

Figure 6-18 Detaching a tag policy

Step 5 Click OK.

----End

6.9 Cloud Services for Using Tag Policies
Tag policies are available for the following cloud services and resource types:

Table 6-2 Supported cloud services and resources types

Service Name Resource Type

Cloud Native Anti-DDoS Basic Public IP address

Anti-DDoS Service Instance

API Gateway Instance

Auto Scaling (AS) Scaling group

Bare Metal Server (BMS) Instance

Cloud Backup and Recovery (CBR) Vault

Cloud Connect ● Bandwidth package
● Central network
● Cloud connection

Cloud Container Engine (CCE) Cluster

Content Delivery Network (CDN) Domain

Cloud Eye Alarm

Cloud Native Anti-DDoS Advanced
(CNAD)

Package

Cloud Service Engine (CSE) Engine

Cloud Secret Management Service
(CSMS)

Secret

Organizations
User Guide 6 Managing Tag Policies

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 644



Service Name Resource Type

Cloud Search Service (CSS) ● Cluster
● Log stream
● Repository

Cloud Trace Service (CTS) Tracker

Database Security Service (DBSS) Audit instance

Direct Connect (DCAAS) ● Direct connection
● Global DC gateway (gdgw)
● Lag
● Virtual gateway
● Virtual interface

Distributed Cache Service (DCS) Instance

Document Database Service (DDS) Instance name

Dedicated Hardware Security Module
(Dedicated HSM)

Hardware security module

Distributed Message Service (DMS) ● Kafka instance
● RabbitMQ instance
● RocketMQ instance

Domain Name Service (DNS) ● PTR record
● Domain name

Data Replication Service (DRS) Job

Data Warehouse Service (DWS) Cluster

Elastic Cloud Server (ECS) Instance

Elastic Load Balance (ELB) ● Listener
● Load balancer

Enterprise Router ● Attachment
● Instance
● Route table

Elastic Volume Service (EVS) Volume

FunctionGraph Function

Global Accelerator (GA) ● Accelerator
● Listener

GaussDB Instance

GaussDB(for MySQL) Instance
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Service Name Resource Type

GaussDB NoSQL Instance

Identity and Access Management
(IAM)

● Agency
● User

Image Management Service (IMS) Image

IoT Device Access (IoTDA) Instance

Key Management Service (KMS) Customer master key

Log Tank Service (LTS) ● Log access configuration
● Host group
● Log group
● Log stream

ModelArts ● Notebook
● Resource pool
● Service
● Training job

NAT Gateway ● Public gateway
● Private gateway
● Private transit IP address
● Transit subnet

Private Certificate Authority (PCA) Private CA

Relational Database Service (RDS) Instance

SSL Certificate Manager (SCM) Certificate

Simple Message Notification (SMN) Topic

Virtual Private Cloud (VPC) ● Public IP address
● Subnet
● VPC

VPC Endpoint (VPCEP) ● Endpoint service
● Endpoint

 

6.10 Regions for Using Tag Policies
Tag policies are available in the following regions:

Organizations
User Guide 6 Managing Tag Policies

Issue 01 (2024-03-14) Copyright © Huawei Technologies Co., Ltd. 646



Table 6-3 Supported regions

Region Name Region ID

AP-Singapore ap-southeast-3

AP-Bangkok ap-southeast-2

AP-Jakarta ap-southeast-4

CN East-Shanghai1 cn-east-3

CN East-Shanghai2 cn-east-2

CN-Hong Kong ap-southeast-1

CN North-Beijing1 cn-north-1

CN North-Beijing4 cn-north-4

CN South-Guangzhou cn-south-1

CN North-Ulanqab1 cn-north-9

CN Southwest-Guiyang1 cn-southwest-2

CN East-Qingdao cn-east-5

TR-Istanbul tr-west-1

AF-Johannesburg af-south-1

LA-Mexico City1 na-mexico-1

LA-Mexico City2 la-north-2

LA-Sao Paulo1 sa-brazil-1

LA-Santiago la-south-2

ME-Riyadh me-east-1
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7 Managing Trusted Services

7.1 Overview of a Trusted Service

What Is a Trusted Service?
You can use the management account in Organizations to enable trusted access
for a supported Huawei Cloud service, called a trusted service, to perform tasks in
your organization on your behalf. Each trusted service has access to the
information about the OUs and member accounts in your organization and also
can manage the entire organization. For example, when you enable CTS as a
trusted service for Organizations, CTS can obtain information about OUs and
member accounts to record the operations in all accounts within the organization.
For cloud services that can be enabled with trusted access, see Trusted Services
for Organizations.

Delegated Administrator
A delegated administrator account is a member account that has special
permissions in an organization. The management account of your organization
can designate a member account to be a delegated administrator account for a
trusted service. All the users in the delegated administrator account will have the
organizational management capabilities. For example, if a member account
becomes the delegated administrator of CTS, the account can view the CTS logs of
all member accounts in the organization.

Service-linked Agency
Organizations uses IAM trust agencies to enable trusted services to perform tasks
on your behalf in your organization's member accounts. When you enable a
trusted service, the service can request that Organizations create a service-linked
agency in its member accounts. The trusted service does this asynchronously as
needed. The service-linked agency has predefined IAM permissions that allow the
trusted service to perform specific tasks within that account. This means that the
capabilities of that cloud service are extended to the entire multi-account
organization. For details about the supported trusted services and their functions,
see Trusted Services for Organizations.
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When you create an account in your organization or invite an existing account to
join your organization, Organizations provisions the member account with a
service-linked agency with the system-defined permission
OrganizationsServiceLinkedAgencyPolicy, which is applicable to all resources. Only
the Organizations service itself can assume this agency. This agency has
permission that allows Organizations to create service-linked agencies for other
cloud services.

NO TE

Organizations SCPs do not affect service-linked agencies, and operations performed using
service-linked agencies are not restricted by SCPs.

Helpful links:

● Enabling or Disabling a Trusted Service
● Trusted Services for Organizations
● Specifying, Viewing, or Removing a Delegated Administrator

7.2 Enabling or Disabling a Trusted Service
● If the organization administrator disables trusted access for a cloud service,

the service can no longer create a service-linked agency in the member
accounts.

● If the organization administrator closes the organization or a member
account leaves the organization, Organizations will clear its service-linked
agency.

● Before disabling trusted access for the AOM service, delete multi-account
instances on the AOM console and then disable the trusted access on the
Organizations console. Otherwise, the multi-account instances will continue
retrieving the member accounts' metric data.

● Before disabling trusted access for the LTS service, delete the configurations of
multi-account log aggregation on the LTS console and then disable the
trusted access on the Organizations console. Otherwise, the multi-account log
aggregation will continue retrieving the member accounts' logs.

Enabling a Trusted Service

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Services page.

Step 2 Locate the cloud service you want to enable trusted access for and click Enable
Access in the Operation column.
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Figure 7-1 Enabling a trusted service

Step 3 Click OK in the displayed dialog box.

----End

Disabling a Trusted Service
When logging in as the organization's management account, you can disable
trusted services.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Services page.

Step 2 Locate the cloud service you want to disable trusted access from and click Disable
Access in the Operation column.

Figure 7-2 Disabling a trusted service

Step 3 Click OK in the displayed dialog box.

----End

7.3 Trusted Services for Organizations
Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Services page to view the trusted services for Organizations.

The following table lists the cloud services that can be used with Huawei Cloud
Organizations.
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Table 7-1 Trusted services for Organizations

Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

Config You can create
compliance rules,
conformance
packages, and
resource
aggregators for a
given
organization. The
organization
administrator or
the delegated
Config
administrator can
perform unified
configurations,
which will be
applied to all
member accounts
in the
organization.

Supported ● Organization
Rules

● Organization
Conformance
Packages

● Resource
Aggregation

Resource Access
Manager (RAM)

You can easily
share resources
within a given
organization.
When your
account is
managed by an
organization, you
can share
resources with all
accounts in the
organization.
Accounts in the
same
organization can
use the shared
resources without
being invited.

Supported Enabling Sharing
with
Organizations
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Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

Cloud Trace
Service (CTS)

You can configure
an organization
tracker for a given
organization. The
organization
administrator or
delegated CTS
administrator can
apply the
organization
tracker to the
entire
organization for
cloud audit, such
as multi-account
security audit.

Supported Organization
Trackers

Application
Operations
Management
(AOM)

You can create
Prometheus
instances of the
multi-account
aggregation type.
With this function
enabled for a
given
organization, the
organization
administrator or
delegated AOM
administrator can
centrally monitor
the cloud service
metrics across
multiple member
accounts in the
organization.

Supported Prometheus for
Multi-Account
Aggregation
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Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

Cloud Backup and
Recovery (CBR)

You can manage
backup and
replication
policies for a
given
organization. The
organization
administrator or
delegated CBR
administrator can
centrally create
and configure
organizational
backup policies
and replication
policies for
member accounts
in the
organization.

Supported Organization
Policy
Management

Cloud Eye You can view the
dashboards across
accounts in a
given
organization. The
organization
administrator or
delegated Cloud
Eye administrator
can view the
dashboards of all
accounts in the
organization.

Supported Viewing
Dashboards
Across Accounts

Cloud Firewall
(CFW)

You can securely
and reliably
aggregate data
and access
resources across
accounts. The
organization
administrator or
delegated CFW
administrator can
protect the EIPs of
all member
accounts in the
organization in a
unified manner.

Supported Multi-Account
Management
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Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

Data Security
Center (DSC)

You can securely
and reliably
aggregate data
and access
resources across
accounts. The
organization
administrator and
delegated DSC
administrator can
protect the data
security of all
member accounts
in the
organization,
without login
using each
account.

Supported Multi-Account
Management

Host Security
Service (HSS)

You can securely
and reliably
aggregate data
and access
resources across
accounts. The
organization
administrator or
delegated HSS
administrator can
protect the
workloads of all
member accounts
in the
organization in a
unified manner.

Supported Account
Management
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Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

IAM Identity
Center

You can use IAM
Identity Center to
centrally manage
your workforce
identities and
their access to
multiple accounts
in your
organization. You
can create
identities for your
entire enterprise
at one go and
give them single
sign-on (SSO)
access with
managed
permissions.

Supported What Is IAM
Identity Center?

Log Tank Service
(LTS)

You can deploy a
log aggregation
center to
aggregate logs
across accounts.
The organization
administrator or
delegated LTS
administrator can
copy the log
streams of
specified account
in the
organization on
the LTS console to
centrally store
and analyze
multi-account
logs. This can
meet the
scenario-specific
requirements for
security
compliance and
centralized
analysis.

Supported Multi-Account
Log Center
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Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

SecMaster You can apply
workspace
agencies to
multiple accounts
in a given
organization. The
organization
administrator or
delegated
SecMaster
administrator can
create a
workspace agency
for one or more
accounts in the
organization.

Supported Creating an
Agency

 

7.4 Specifying, Viewing, or Removing a Delegated
Administrator

● Before removing the delegated administrator of the trusted service AOM,
delete the multi-account instances on the AOM console and then access the
Organizations console to start removal. Otherwise, the multi-account
instances will continue retrieving the member accounts' metric data.

● Before removing the delegated administrator of the trusted service LTS, delete
the configurations of multi-account log aggregation on the LTS console and
then access the Organizations console to start removal. Otherwise, the multi-
account log aggregation will continue retrieving the member accounts' logs.

Specifying a Delegated Administrator

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Services page.

Step 2 Locate the trusted service you want to specify a delegated administrator for and
click Specify Delegated Administrator in the Operation column.
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Figure 7-3 Specifying a delegated administrator

Step 3 Select the account to be specified as the delegated administrator, and click OK.

----End

Viewing a Delegated Administrator

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Services page.

Step 2 Locate the trusted service you want to view and click View Delegated
Administrator in the Operation column.

Figure 7-4 Viewing details about a delegated administrator

Step 3 In the displayed dialog box, view the details about the delegated administrator of
the trusted service.

----End

Removing a Delegated Administrator

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Services page.

Step 2 Locate the trusted service you want to remove a delegated administrator from
and click View Delegated Administrator in the Operation column.

Step 3 In the displayed dialog box, click Remove in the Operation column.
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Figure 7-5 Removing a delegated administrator

Step 4 Click OK in the displayed dialog box.

----End
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8 Managing Tags

8.1 Overview of a Tag

Tag Introduction
A tag is a custom label you use to identify, categorize, and search for cloud
resources. You can add tags to the following Organization resources:

● Root OU
● Other OUs
● Accounts
● Service control policies (SCPs)
● Tag policies

You can add tags at the following times:

● When you create OUs, accounts, SCPs, or tag policies, you can add tags.
● When you view details about the root OU, other OUs, accounts, SCPs, or tag

policies, you can add, update, view, or delete tags on their details pages.

Basics of Tags
Tags help you to identify your cloud resources. When you have many cloud
resources of the same type, you can use tags to classify them by dimension (for
example, use, owner, or environment).

Figure 8-1 shows an example of how tags work. In this example, two tags were
assigned to each member account. Each tag contains a key and a value defined by
the user. The key of one tag is Team, and the key of another tag is Environment.
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Figure 8-1 Example of tags

You can quickly search for and filter specific cloud resources based on the tags
added to them. For example, you can define a set of tags for cloud resources in an
account to track the owner and usage of each cloud resource, making resource
management easier.

Constraints on Using Tags
● The following basic naming and usage requirements apply to the key and

value of a tag:
Tag key:
– Cannot be an empty string.
– Contains 1 to 128 characters.
– Consists of letters, digits, underscores (_), hyphens (-), and Unicode

characters (\u4E00-\u9FFF).
Tag value:
– Can be an empty string.
– Contains 1 to 225 characters.
– Consists of letters, digits, underscores (_), periods (.), hyphens (-), and

Unicode characters (\u4E00-\u9FFF).
● Each cloud resource can have a maximum of 20 tags.
● For each resource, each tag key must be unique and can have only one tag

value.
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Helpful links:

● Adding a Tag: You can add tags for your OUs, accounts, SCPs, and tag
policies.

● Editing a Tag: You can update the tag keys and values for OUs, accounts,
SCPs, and tag policies.

● Viewing Tag Details: You can view the tags attached to OUs, accounts, SCPs,
and tag policies.

● Deleting a Tag: You can delete tags from OUs, accounts, SCPs, and tag
policies.

8.2 Adding a Tag

8.2.1 Adding a Tag for the Root OU, Other OUs, or Accounts

Scenario
The following describes how to add a tag for the root OU, other OUs, or accounts.

Procedure
You add tags to the root OU, other OUs, and accounts in the same way. The
following uses adding tags to an OU as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU you want to add a tag to, click the Tags tab in the pane on the
right, and click Add.

Figure 8-2 Adding a tag

Step 3 Enter a tag key and a tag value, click Add, and click OK.
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Figure 8-3 Adding tag completed

----End

8.2.2 Adding a Tag for a Policy

Scenario
Organizations allows you to add tags to custom SCPs and tag policies.

Procedure
The procedures for adding tags to SCPs and tag policies are similar. The following
uses how to add tags to custom SCPs as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Step 3 Click the name of a policy to go to the policy details page.

Figure 8-4 Viewing policy details

Step 4 Click the Tags tab, and then click Add.
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Figure 8-5 Adding a tag for an SCP

Step 5 Enter a tag key and a tag value, click Add, and click OK.

----End

8.3 Editing a Tag

8.3.1 Editing a Tag for a Root, OU, or Account

Scenario

The following describes how to edit a tag for the root OU, other OUs, or accounts.

Procedure

You edit tags for the root OU, other OUs, and accounts in the same way. The
following uses editing tags for an OU as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU you want to update a tag to, and click the Tags tab in the pane on
the right. The list of tags is displayed.

Step 3 Locate the tag you want to edit and click Edit in the Operation column.

Step 4 Enter a new tag value, and click OK in the displayed dialog box.

----End
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8.3.2 Editing a Tag for a Policy

Scenario

Organizations allows you to edit tags for custom SCPs and tag policies.

Procedure

The procedures for editing tags for SCPs and tag policies are similar. The following
uses how to edit tags for custom SCPs as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Step 3 Click the name of the policy that you want to edit a tag for. The Policy Details
page is displayed.

Figure 8-6 Viewing policy details

Step 4 On the Tags page, locate the tag you want to edit and click Edit in the Operation
column.

Step 5 Enter a new tag value, and click OK in the displayed dialog box.

----End

8.4 Viewing Tag Details

8.4.1 Viewing Tag Details for the Root OU, Other OUs, or
Accounts

Scenario

The following describes how to view tag details for the root OU, other OUs, or
accounts.
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Procedure
You view tag details for the root OU, other OUs, and accounts in the same way.
The following uses viewing tag details of an OU as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU whose tag details you want to view, and click the Tags tab in the
pane on the right. The list of tags is displayed.

Step 3 View the tag details, including tag keys and values.

----End

8.4.2 Viewing Tag Details for a Policy

Scenario
The following describes how to view tag details for custom SCPs and tag policies.

Procedure
The procedures for viewing tag details for SCPs and tag policies are similar. The
following uses how to view tag details for custom SCPs as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Step 3 Click the name of the policy whose tag details you want to view. The Policy
Details page is displayed.

Figure 8-7 Viewing policy details

Step 4 Click the Tags tab. All tags for the policy are displayed.

----End

8.5 Deleting a Tag
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8.5.1 Deleting a Tag from the Root OU, Other OUs, or
Accounts

Scenario
The following describes how to delete a tag from the root OU, other OUs, or
accounts.

Procedure
You delete tags from the root OU, other OUs, and accounts in the same way. The
following uses deleting a tag from an OU as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU whose tag you want to delete, and click the Tags tab in the pane on
the right.

Step 3 Locate the tag you want to delete and click Delete in the Operation column.
Then, click OK in the displayed dialog box.

----End

8.5.2 Deleting a Tag from a Policy

Scenario
The following describes how to delete a tag from custom SCPs and tag policies.

Procedure
The procedures for deleting tags from SCPs and tag policies are similar. The
following uses how to delete tags from custom SCPs as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Step 3 Click the name of the policy that you want to delete a tag from. The Policy
Details page is displayed.
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Figure 8-8 Viewing policy details

Step 4 On the Tags page, locate the tag you want to delete and click Delete in the
Operation column.

Step 5 Click OK in the displayed dialog box.

----End
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9 Auditing

9.1 Supported Organizations Operations
With Cloud Trace Service (CTS), you can record Organizations operations for later
query, auditing, and backtracking.

Table 9-1 Organizations operations that can be recorded by CTS

Operation Resource Type Event Name

Creating an organization Organizations CreateOrganizations

Deleting an organization Organizations DeleteOrganizations

Leaving an organization Organizations LeaveOrganizations

Creating an OU OrganizationsUnit CreateOrganizationsalU-
nit

Updating an OU OrganizationsUnit UpdateOrganizationsa-
lUnit

Deleting an OU OrganizationsUnit DeleteOrganizationsalU-
nit

Inviting an account to an
organization

Account InviteAccount

Moving an account to
another organization

Account MoveAccount

Removing an account
from an organization

Account RemoveAccount

Accepting an invitation Handshake AcceptHandshake

Declining an invitation Handshake DeclineHandshake

Canceling an invitation Handshake CancelHandshake
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Operation Resource Type Event Name

Enabling a trusted
service

TrustedService EnableTrustedService

Disabling a trusted
service

TrustedService DisableTrustedService

Configuring a delegated
administrator

DelegatedAdministrator RegisterDelegatedAdmi-
nistrator

Removing a delegated
administrator

DelegatedAdministrator DeregisterDelegatedAd-
ministrator

Creating a policy Policy CreatePolicy

Updating a policy Policy UpdatePolicy

Deleting a policy Policy DeletePolicy

Enabling a policy type Policy EnablePolicyType

Disabling a policy type Policy DisablePolicyType

Attaching a policy Policy AttachPolicy

Detaching a policy Policy DetachPolicy

Adding a tag Tag TagResource

Deleting a tag Tag UntagResource

 

9.2 Querying Real-Time Traces

Scenarios
After you enable CTS and the management tracker is created, CTS starts recording
operations on cloud resources. After a data tracker is created, the system starts
recording operations on data in OBS buckets. CTS stores operation records
generated in the last seven days.

This section describes how to query and export operation records of the last seven
days on the CTS console.

● Viewing Real-Time Traces in the Trace List of the New Edition
● Viewing Real-Time Traces in the Trace List of the Old Edition

Constraints
● Traces of a single account can be viewed on the CTS console. Multi-account

traces can be viewed only on the Trace List page of each account, or in the
OBS bucket or the CTS/system log stream configured for the management
tracker with the organization function enabled.

● You can only query operation records of the last seven days on the CTS
console. To store operation records for more than seven days, you must
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configure an OBS bucket to transfer records to it. Otherwise, you cannot
query the operation records generated seven days ago.

● After performing operations on the cloud, you can query management traces
on the CTS console 1 minute later and query data traces on the CTS console 5
minutes later.

Viewing Real-Time Traces in the Trace List of the New Edition
1. Log in to the management console.

2. Click  in the upper left corner and choose Management & Governance >
Cloud Trace Service. The CTS console is displayed.

3. Choose Trace List in the navigation pane on the left.
4. On the Trace List page, use advanced search to query traces. You can

combine one or more filters.
– Trace Name: Enter a trace name.
– Trace ID: Enter a trace ID.
– Resource Name: Enter a resource name. If the cloud resource involved in

the trace does not have a resource name or the corresponding API
operation does not involve the resource name parameter, leave this field
empty.

– Resource ID: Enter a resource ID. Leave this field empty if the resource
has no resource ID or if resource creation failed.

– Trace Source: Select a cloud service name from the drop-down list.
– Resource Type: Select a resource type from the drop-down list.
– Operator: Select one or more operators from the drop-down list.
– Trace Status: Select normal, warning, or incident.

▪ normal: The operation succeeded.

▪ warning: The operation failed.

▪ incident: The operation caused a fault that is more serious than the
operation failure, for example, causing other faults.

– Time range: Select Last 1 hour, Last 1 day, or Last 1 week, or specify a
custom time range.

5. On the Trace List page, you can also export and refresh the trace list, and
customize the list display settings.

– Enter any keyword in the search box and click  to filter desired traces.
– Click Export to export all traces in the query result as an .xlsx file. The file

can contain up to 5000 records.

– Click  to view the latest information about traces.

– Click  to customize the information to be displayed in the trace list. If

Auto wrapping is enabled ( ), excess text will move down to the
next line; otherwise, the text will be truncated. By default, this function is
disabled.
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6. For details about key fields in the trace structure, see Trace Structure and
Example Traces.

7. (Optional) On the Trace List page of the new edition, click Go to Old Edition
in the upper right corner to switch to the Trace List page of the old edition.

Viewing Real-Time Traces in the Trace List of the Old Edition
1. Log in to the management console.

2. Click  in the upper left corner and choose Management & Governance >
Cloud Trace Service. The CTS console is displayed.

3. Choose Trace List in the navigation pane on the left.

4. Each time you log in to the CTS console, the new edition is displayed by
default. Click Go to Old Edition in the upper right corner to switch to the
trace list of the old edition.

5. Set filters to search for your desired traces. The following filters are available:

– Trace Type, Trace Source, Resource Type, and Search By: Select a filter
from the drop-down list.

▪ If you select Resource ID for Search By, specify a resource ID.

▪ If you select Trace name for Search By, specify a trace name.

▪ If you select Resource name for Search By, specify a resource name.

– Operator: Select a user.

– Trace Status: Select All trace statuses, Normal, Warning, or Incident.

– Time range: You can query traces generated during any time range in the
last seven days.

– Click Export to export all traces in the query result as a CSV file. The file
can contain up to 5000 records.

6. Click Query.

7. On the Trace List page, you can also export and refresh the trace list.

– Click Export to export all traces in the query result as a CSV file. The file
can contain up to 5000 records.

– Click  to view the latest information about traces.

8. Click  on the left of a trace to expand its details.

9. Click View Trace in the Operation column. The trace details are displayed.
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10. For details about key fields in the trace structure, see Trace Structure and
Example Traces.

11. (Optional) On the Trace List page of the old edition, click New Edition in the
upper right corner to switch to the Trace List page of the new edition.
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10 Adjusting Quotas

What Is Quota?

A quota is a limit on the quantity or capacity of a certain type of service resources
that a user can use, for example, the maximum number of OUs you can create or
the number of member accounts you can invite to an organization.

If a quota cannot meet your needs, apply for a higher quota.

How Do I View My Quotas?
1. Log in to the management console.

2. Click  in the upper left corner and select a region and project.
3. In the upper right corner of the page, choose Resources > My Quotas.

The Service Quota page is displayed.

Figure 10-1 My Quotas

4. On the Service Quota page, view the used and total quotas of each type of
resources.
If the quota cannot meet your service requirements, increase the quota.

How Do I Increase My Quota?
1. Log in to the management console.
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2. In the upper right corner of the page, choose Resources > My Quotas.
The Service Quota page is displayed.

Figure 10-2 My Quotas

3. Click Increase Quota.
4. On the Create Service Ticket page, set the parameters.

In the Problem Description area, enter the required quota and the reason for
the quota adjustment.

5. Read the agreements and confirm that you agree to them, and then click
Submit.
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11 Change History

Released On Description

2024-03-14 This issue is the sixth official release.
It incorporates the following changes:
● Organizations is put into

commercial use.
● Added section "Getting Started with

Tag Policies".
● Added section "Regions for Using

Tag Policies".
● Added "Actions Supported by SCP-

based Authorization".
● Added "Viewing Account Details".
● Added "Closing an Account".

2024-01-18 This issue is the fifth official release.
It incorporates the following changes:
● Added "Example SCPs".
● Added "Regions for Using SCPs".

2023-11-15 This issue is the fourth official release.
It incorporates the following changes:
Added "Creating an Account".

2023-03-30 This issue is the third official release.
It incorporates the following changes:
Added the descriptions about tag
policies.
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Released On Description

2023-03-01 This issue is the second official release.
It incorporates the following changes:
● Added "Notes and Constraints" to

"Attaching and Detaching an SCP".
● Updated "Cloud Services for Using

SCPs" and "Trusted Services for
Organizations".

● Deleted the description that invited
accounts must be enterprise
member accounts.

2023-01-16 This issue is the first official release.
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