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FlexusL

1.1 Purchasing a FlexusL Instance

Procedure

1. Log in to the FlexusL console and click Buy FlexusL.
2. Specify parameters for the FlexusL instance.

Paramete | Description
r

Region For low network latency and quick resource access, select the
region nearest to your target users. After a FlexusL instance is
created, the region cannot be changed. Exercise caution when
selecting a region.

NOTE
By default, all FlexusL instances created by the same account in the
same region are located in the same VPC. They can communicate with
each other over a private network. FlexusL instances that are created
by different accounts or located in different regions cannot
communicate with each other over a private network. For details, see
Resource Configuration for FlexusL Instances.
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Paramete
r

Description

Image

FlexusL provides OS images, application images, and private
images for you to choose from.

You need to learn about the constraints and usage of private
images by referring to Managing Private Images before using
them.

NOTICE

e The purchased FlexusL instance and the selected private image
must be in the same region. For example, if you intend to purchase
an instance in the AP-Singapore region, you can only select private
images in the AP-Singapore region. To use an image in another
region, replicate that image to the current region first by referring
to Replicating Images Across Regions.

e If the message "This image has no password reset plug-in installed
or onekey_resetpasswd tagged." is displayed when you use a private
image to create a FlexusL instance or change the OS, resolve this
issue by referring to What Should I Do If a Private Image Cannot
Be Used to Create a FlexusL Instance or Change the OS of an
Instance Because the Password Reset Plug-in Is Not Installed on
the Image or the Image's onekey_resetpasswd Tag Is Missing?

Instance
specificati
ons

You can select instance specifications based on your service
requirements. Outbound traffic exceeding the traffic package is
billed. For billing details, see Billing.
NOTE

If you use a private image, ensure that the image specifications are

appropriate for creating this instance, or the instance creation or start
may fail.

(Optional)
Instance
name

You can customize your instance name.

If this parameter is left blank, the instance name is in the
default format: image name-region-random number. In a
batch creation, a hyphen followed by an incremental number
is added to the end of each instance name by default.

(Optional)
Associated
service
resources

You can associate the following service resources with your
FlexusL instance as needed: data disks (EVS), host security
(HSS basic edition), and cloud backup vaults (CBR).

NOTE

If you do not select Data Disk (EVS) during the purchase process, you
can purchase it afterwards at the same price.
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Paramete | Description
r

Required | The minimum duration of a purchase is one month and the
duration maximum duration is three years.

Auto-renew is enabled by default, which means the purchased
FlexusL instances will be automatically renewed before they
expire. If you do not enable auto-renew during the purchase
process, you can still enable it later after the instances are
created.

e Monthly subscription: auto-renews for 1 month every time
e Yearly subscription: auto-renews for 1 year every time
For details about auto-renewal, see Auto-Renewal Rules.

Quantity | Set the number of FlexusL instances to be purchased.

Click Buy Now.

On the displayed page, confirm the order details, read and select the
agreement, and click Submit.

Select a payment method and complete the payment.
Go back to the FlexusL console and view the purchased FlexusL instance.

Follow-Up Operations

When a FlexusL instance is being created, the initial password for logging in
to the server is not set by default. Set a password first and then log in to the
FlexusL instance.

If you select an application image when creating a FlexusL instance, you can
log in to the visual dashboard of the image application for quick
configuration. For details, see Best Practices for FlexusL.

If you select an OS image when creating a FlexusL instance, you need to set
up an environment by yourself. You can see Creating an Nginx Server Using
the CentOS Image or Setting Up Websites for reference.

(1] NOTE

When you set up the environment by referring to Setting Up Websites, ensure that
the OS image version used by the FlexusL instance is the same as that in the tutorial
to prevent command execution failures caused by version incompatibility.

1.2 Remotely Logging In to a FlexusL Instance Server

1.2.1 Overview

This section describes how to remotely log in to a FlexusL instance server. The
login methods vary depending on the instance OS.
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Login Overview (Linux)

The login mode varies depending on the local OS. You can select the login mode
best suited to your local OS.

Table 1-1 Linux instance login modes

Cloud Local OS | Login Mode Requirement

oS

Linux Windows | (Recommended) Use CloudShell | The FlexusL instance
provided on the management must have an EIP
console. bound.
Logging In to a FlexusL NOTE
Instance Linux Server (Using By default, an EIP has
CloudsShell) been assigned to the

FlexusL instance.

Windows | Use a remote login tool, such as
PUuTTY or Xshell. The method is
the same as logging in to an ECS.

e Using a password: Remotely
Logging In to a Linux ECS
(Using an SSH Password)

e Using a key pair: Remotely
Logging In to a Linux ECS
(Using an SSH Key Pair)

Linux Use commands. The method is
the same as logging in to an ECS.

e Using a password: Remotely
Logging In to a Linux ECS
(Using an SSH Password)

e Using a key pair: Remotely
Logging In to a Linux ECS
(Using an SSH Key Pair)

Mobile Use an SSH client tool, such as
terminal Termius or JuiceSSH. The method
is the same as logging in to an
ECS.

Remotely Logging In to a Linux
ECS (from a Mobile Terminal)

macOS Use the terminal included in the
macOS. The method is the same
as logging in to an ECS.

Remotely Logging In to a Linux
ECS (from a macOS Server)
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Cloud
oS

Local OS

Login Mode Requirement

Windows

Use the remote login function No EIPs are required.

(VNCQ) available on the
management console. For
details, see Remotely Logging
In to a FlexusL Instance Server
(Using VNC).

Login Overview (Windows)

The login mode varies depending on the local OS. You can select the login mode
best suited to your local OS.

Table 1-2 Windows instance login modes

Cloud OS | Local OS

Login Mode

Requirement

Windows | Windows

Use MSTSC. The method is the
same as logging in to an ECS.

Remotely Logging In to a
Windows ECS (Using MSTSC)

Linux

Install a remote connection tool,
such as rdesktop. The method is
the same as logging in to an ECS.

Remotely Logging In to a
Windows ECS (from a Linux
Computer)

macOS

Install a remote connection tool,
such as Microsoft Remote Desktop
for Mac. The method is the same
as logging in to an ECS.

Remotely Logging In to a
Windows ECS (from a macOS
Server)

Mobile
terminal

Install a remote connection tool,
such as Microsoft Remote Desktop.
The method is the same as logging
in to an ECS.

Remotely Logging In to a
Windows ECS (from a Mobile
Terminal)

The FlexusL
instance must
have an EIP
bound.
NOTE
By default, an EIP
has been assigned

to the FlexusL
instance.
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Cloud OS | Local OS | Login Mode Requirement
Windows | Use the remote login function No EIPs are
(VNCQC) available on the required.

management console. For details,
see Remotely Logging In to a
FlexusL Instance Server (Using
VNCQ).

1.2.2 Remotely Logging In to a FlexusL Instance Server (Using
VNC)

Scenarios

This section describes how to use VNC provided on the console to log in to a cloud
server.

Notes and Constraints
e You can only log in to a cloud server in the Running state.

e  FlexusL instance servers do not have login passwords by default. When you
log in to the server for the first time, set a password.

Procedure

Log in to the FlexusL console.
2. Log in to a cloud server using any of the following methods.

- In the FlexusL area, locate the target instance and click G4 Remote
Login.

FlexusL (4)

Batch operation ()

<, Ihs-changeos
- O Running

(@ websoft9-bt0721-Ubuntu22.04

2 vCPU | 2 GIB | System disk 40 GiB | Peak bandwidth 2 Mbit/s

EIP:100.93

Inuse, 30day..  Cd|Remote Login| (& Renew

- Locate the target instance and click G2 Remote Login in the upper right
corner.

- Locate the target instance, click Cloud Servers in the navigation pane on
the left, and click G2 Remote Login.
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< lhs-test ¢ rercenecuss. @ (3 Remote Login Renew -
%’_/ Re 2VOPU | 2 G| System disk 40 GIB | Dta dackage 400 GB | Peak bandwicth 3 Mbis. Depume
hcss_ecs 2600 O Running
Overview CI d S
oud servers o
o]
[& EVSDisks
hcss_ecs 2600 B ResetPasswod () Siop e
- D 0 Rurring
& e “ e b 3 ot EP- 10095 W11 G PrvaelP: 1921684 %7 O

Log in to the FlexusL instance following the instructions.
For system security, the password you are entering is hidden by default. After

you enter the correct password and press Enter, you can successfully log in to

the server.

For Windows: Click Ctrl+Alt+Del to unlock the desktop and enter the
password.

The default username is Administrator.

" HUMWEICLOUD  Consol

& Ciri+Alt+Del Local Cursor | Paste & Send

For Linux: Enter the username and password following the instructions.
The default username is root.

Ubuntu £0.94 .4 LTS snb—ecs—Hed4d ttyl

-s-8ed40 login: root

Fa d:
Helcome to Ubuntu 20.04.4 LTS (GHU-/Linux 5.4.0-100-generic xB6_64)

elp.ubuntu .comn
#landscape .canomical . com
thuntu . consadvantage

1.2.3 Logging In to a FlexusL Instance Linux Server (Using

CloudShell)

Scenarios

This section describes how to use CloudShell to log in to a Linux cloud server. After

login, if you need to use the copy-and-paste function provided by CloudShell, see
Common CloudShell Operations.

Prerequisites
[

The status of the FlexusL instance must be Running.

You have obtained the login username and password. If you have forgotten
the password, reset the password.
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Procedure

1.
2.

The login port (port 22 by default) has been allowed by security group rules.
For details about how to configure security group rules, see Configuring
Security Group Rules.

If a different port is required, you can use the default port to log in to the
cloud server and then change the port number.

You can use CloudShell to connect to the cloud server through a public or
private network. When you choose to connect through a private network,
service authorization is required.

If the Service authorization page is displayed, it means you have the
Security Administrator permissions. Click Agree.

The service authorization takes effect at the region level and is required
only when you use CloudShell for the first time in a specific region.

Figure 1-1 Service authorization
Service authorization

To better use CloudShell to remotely connect to ECSs or CCEs through the intranet, please authorize the following
operations
CloudShell requires you to authorize CloudIDE to to remately connect to your ECS or CCE cluster. You can goto the VPC

Endpoint service to manually delete the VPC EndPoint Service

O After you agree to the authorization, CloudIDE will create an agency named cloudide_admin_trust in IAM. To ensure normal use of the
service, please do not delete or modify the cloudide_admin_trust agency when using CloudIDE

If you do not have the Security Administrator permissions, a page will be
displayed, requiring you to contact the administrator to assign
permissions to you.

Perform the following steps to assign permissions:

i. Create a user group and assign the Security Administrator
permissions to the user group. For details, see Creating a User
Group and Assigning Permissions.

ii. Add the user to the user group. For details, see Adding Users to or
Removing Users from a User Group.

{11 NOTE

When you use CloudShell to remotely connect to the cloud server through a
public network, service authorization is not required.

Log in to the FlexusL console.

Log in to a cloud server using any of the following methods.

In the FlexusL area, locate the target instance and click C4 Remote
Login.
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FlexusL (4)

Batch operation ()

<, |hs-changeos

S

i
~=¥ o Running

(@ websofte-ht0721-Ubuntu22.04

2 vCPU | 2 GIB | System disk 40 GiB | Peak bandwidth 2 Mbit/s

EIP:100.93

Inuse, 30day... (2|Remote Login| ) Renew

Locate the target instance and click G2 Remote Login in the upper right
corner.

Locate the target instance, click Cloud Servers in the navigation pane on
the left, and click G2 Remote Login.

<@ lhs-test # rsarcpesus o C3 Remote Login| (7] Renew -

% R 20PU |2 GIB | S/stem sk 40 GIB | Cta package 400 GB | Feak Doasume

Overview

Cloud Servers @
o]
@ 3 Diske
hess_ecs 2600 B ResetPassiod () siop o
-~ D © Runring

E 3 PrvaelF 192 .
2\CPU| 2 EIF - 10095 0 aie IF: 192168 0

ystem disk 40 GiB | Peak bandwidth 3 Mbitis

In the displayed dialog box, click Log In via CloudShell in the CloudShell
Login area.

On the CloudShell page, configure information required for logging in to the
FlexusL instance server.

When you log in for the first time, the CloudShell configuration wizard is
displayed by default. Enter the parameters required for logging in to the cloud
server.

Retain the default values of Region and ECS. Select either the EIP or the
private IP address to log in.

Using the EIP
i. Configure parameters for logging in to the cloud server.

® 192168 (Private IP)
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Table 1-3 Parameters for logging in to the cloud server

Parameter | Description

Port Connection port, which is 22 by default.

Configuring Security Group Rules.

Ensure that the login port (port 22 by default) has
been allowed by security group rules. For details
about how to configure security group rules, see

root by default.

User Username for logging in to the cloud server, which is

logging in to the cloud server.

password, reset it.

Auth-Type | Select Password-based and enter the password for

If you have not set the password or forgot the

Name change it as needed.

Session The default format is Username@ /P address. You can

ii. Click Connect.

If a message is displayed indicating that the authentication fails, the
possible cause is that the login password is not set or incorrect.

Reset the password and try again.

After the connection is successful, a figure similar to the following is

displayed:

Figure 1-2 Successful login

EXPLORER: UNTITLED (WORKSPACE) 9] root@100.85. X

Last login: Fri Jul 21 16:56:21 2023 from 47.75.
root@hcss-ecs-b42b:~# I

» I credentials
» B data

Using the private IP address
i. Click Go.

(Private IP) forsecurty reaso

(1 NOTE

If a message is displayed indicating that you do not have required
permissions or an authorization is required, complete the service
authorization as instructed in the Prerequisites first.
ii. On the new CloudShell configuration wizard page, configure
parameters for logging in to the cloud server.
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The configuration method using a private IP address is the same as
that using an EIP. For details, see Table 1-3.

iii. Click Connect.

If a message is displayed indicating that the authentication fails, the
possible cause is that the login password is not set or incorrect.
Reset the password and try again.

After the connection is successful, a figure similar to the following is
displayed:

Figure 1-3 Successful login

EXPLORER: UNTITLED (WORKSPACE) (@] ro0l@100.85 = s

L ot@100.85 ]

Last login: Fri Jul 21 16:56:21 20823 from 47.75.113.19@
root@hcss-ecs-ba2b:~# I

» I boot

» Im CloudResetPwdAgent

» Ia CloudResetPwdUpdateAgent
» Ia CloudrResetPwdAgent

» I credentials

» Bdata

1.3 Managing FlexusL Instances

1.3.1 Upgrading a FlexusL Instance

Scenarios

If the vCPUs, memory, system disk capacity, peak bandwidth, or data package of
your FlexusL instance cannot meet your service requirements, you can upgrade the
instance.

When you upgrade a FlexusL instance, the vCPUs, memory, system disk capacity,
peak bandwidth, and data package packed into the instance are upgraded
together to new specifications not lower than the current ones. For example, the
following upgrade is not supported because the target peak bandwidth and data
package are lower than the current ones.

Table 1-4 Unsupported upgrade

Instance vCPUs | System Disk | Peak Data

Specification | Memory Bandwidth Package

s

Current 2 vCPUs | 8 120 GiB 10 Mbps 2,000 GB
GiB

New 4 vCPUs | 8 180 GiB 6 Mbps 1,200 GB
GiB

Issue 01 (2024-07-16)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

11




Huawei Cloud Flexus
User Guide

1 FlexusL

Constraints

Billing

Resources (vCPUs, memory, data package, peak bandwidth, and system disk

capacity) included in a FlexusL instance cannot be upgraded separately. They

must be upgraded together.

Instance specifications can only be upgraded, not downgraded. Upgraded
instance specifications cannot be downgraded either.

When upgrading specifications, you need to pay the difference in price. For details,
see Specifications Upgrade.

Preparations

An upgrade failure may result in lost server data. You are advised to back up the

data using CBR before you continue. For details, see Method 2: Manual Backup.

Procedure

Log in to the FlexusL console.
Upgrading the FlexusL instances using any of the following methods.

- Locate the target FlexusL instance, choose - > Upgrade.

=, WordPress-cn-north-7-x955 =
\“-\:-// O Running

@ websoft9-wordpress-communitys.2-0722
2 vCPU | 2 GIB | System disk 40 GiB | Data package 400 GB | Peak bandwidth 3 M...
EIP:100 95 =)

In use, 30 days until expira 21 Remote Login  [F] Renew EI

Stop

Restart

<, EulerOS-cn-north-7-56

~—

© Running Upgrade

Add Storage Space

Reset Password

s Huawei Cloud EulerQs 2.0 Cloudnative 64 bit for ter
2 vCFPU | 2 GiB | System disk 40 GiB | Data package 40 Reinstall Os

EIF:100.93. Change OS
(2 Remote L Enable Auto-Renew

Unsubscribe

- On the Flexus L Instance page, click the target instance name. On the
displayed page, choose ‘** > Upgrade in the upper right corner.

@, WordPress-cn-north-7-x... ¢ e o @ Remote Login - () Renew -]

stop

Resiar

ResetPassio
£8 Overview
& Gloud Szrvers Resource Overview D PSS TN 1 e pace

B Evs Disks Reinsial S
S Cloud Instance s _ ElasticVciume 40 | Elastic IP
. SF 1 spenosk N

Change 05
Enatle Auto-Rerew

Unsubsore

Select desired instance specifications on the displayed page.
Grayed-out specifications are not supported for the upgrade.
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Before upgrading specifications, stop the server first or select Stop server on
the Instance Upgrade page.
Read and agree to the agreement, click Submit, and complete the payment.

5. Wait until the upgrade is complete and check whether the specifications are
upgraded.

1.3.2 Searching for a FlexusL Instance

Scenario

After purchasing a FlexusL instance, you can use the search function on the
management console to search for FlexusL instances quickly. You can directly
enter an instance name without selecting a property in the search box and the
system automatically matches the property type for search. Alternatively, you can
manually select properties and enter or select property values for search.

Properties and Values

You can search for instances using any of the following properties: instance name,
instance ID, EIP, server ID, and creation time. The value of a property is the
property value.

Figure 1-4 Property and value

L | Instance Name]: | aa

Property Property value

Table 1-5 describes each property.

Table 1-5 Property description

Property Description

Instance Name of a FlexusL instance.

name

Instance 1D ID of a FlexusL instance.

EIP Public IP address of a FlexusL instance.
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Property Description
Server ID ID of the cloud server in a FlexusL instance. Figure 1-5 shows
the instance ID and cloud server ID on the FlexusL console.
Figure 1-5 Instance ID and cloud server ID
FlexusL instance ID
@y WP-30048110-408-v2-f -
s—; Region 2VCPUs | 1 GIB | System disk 40 GiB | Data package 2048 GB | Peak bandwidth 30 Mbit/s..
Nhcss ecs 2256 O Running
25 Overview C| d S
oud Servers
[& EVS Disks
¢% Cloud Backup Vaults
7 Host Security Dgﬁ?7e2§@2256 9
9 0 7| © Running
2vCPUs | 1 GiB | System disk 40 GiB | Peak bandwidth 30 Mbit/s
Creation time | Time when a FlexusL instance was created.
Constraints
e Only the instance name property supports fuzzy search, which means you can
enter a part of a property value. Other properties (instance ID, EIP, server ID,
and creation time) only support exact search, which means you must enter a
complete property value.
e You cannot search for multiple instance names at the same time.
Procedure

In the search box, you can directly enter an instance name without selecting a
property and the system automatically matches the instance name. For example,
if you enter aa in the search box, the system will search for FlexusL instances
whose names contain aa.

(1 NOTE

Only the instance name property supports direct search in the search box. You do not need

to select a property only when you search by instance name.

You can also manually select one or more properties and enter or select property

values.

e Example 1: Searching by a single property with a single value

a. In the search box, select a property and select or enter a property value.

For example, select the EIP property and enter 1.1.1.1 to search for the
FlexusL instance whose EIP is 1.1.1.1.
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b. Press Enter to search.

Q EIP:1.1.1.1 Add filter

e Example 2: Searching by a single property with multiple values

You can select the same property for multiple times and enter or select
property values. Alternatively, you can select a property, enter multiple
property values and separate them with commas (,). Multiple property values
of a single property are in OR relationship.

a. Select a property from the search box, enter multiple property values,
and separate them with commas (,).

For example, select the EIP property and enter 1.1.1.1,1.1.1.2 to search
for the FlexusL instances whose EIP is 1.1.1.1 or 1.1.1.2.

[ Q EBIP: 11111112

b. Press Enter to search.

You can find that the search results are the same as those searched by
selecting one property and multiple property values.

[ Q EIP:1111 EIP:1.1.12

e Example 3: Searching by multiple properties with multiple values
You can search by multiple properties and the properties are in AND
relationship.
a. In the search box, select a property and select or enter a property value,
and press Enter.
For example, select the instance name property and enter aa.
b. Add another property and value, and press Enter.

For example, select the creation time property and select a start date and
end date. Then the FlexusL instances whose names contain aa and
created within the specified time range are displayed.
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Q. Instance Name : aa Created: Please select Created to search

Enter at least one date.

Start Date

2024/071/01 000000 ®
End Date

2024/02/01 00:00:00

P ~ -
| Confirm ) ( Cancel )
b A b i

1.3.3 Renewing a FlexusL Instance

1.3.3.1 Overview

When to Renew Subscriptions

If a yearly/monthly FlexusL instance is about to expire but you want to continue
using it, you need to renew the FlexusL subscription within a specified period, or it
will be automatically released, and data will be lost and cannot be restored.

Only yearly/monthly FlexusL subscriptions can be renewed. The traffic usage in
excess of the data package does not need to be renewed. Just ensure that your
account has a valid payment method configured or a top-up account with a
sufficient balance.

If you renew the FlexusL instance before it expires, resources will be retained and
you can continue using them.

Notes

e If a resource is renewed when it is in a grace period or retention period, the
renewal for this resource starts from when the resource expired instead of the
current time.

e An FlexusL instance is actually a package of resources. Resources in the
package can only be renewed together, not separately.

e Unsubscribed or released resources are not renewable.
e Orders being processed are not renewable.

How to Renew Subscriptions

You can renew a yearly/monthly FlexusL instance manually or automatically.
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Table 1-6 Renewing a yearly/monthly FlexusL instance

Method Description

Manually You can renew a yearly/monthly FlexusL instance on the
Renewing console anytime before it is automatically deleted.

FlexusL

Instances

Auto- You can enable auto-renew to automatically renew the FlexusL
renewing a instance before it expires. This prevents resources from being
FlexusL deleted in case you forget to renew a subscription.

Instance

You can select a method to renew a yearly/monthly FlexusL instance based on the
phase it is currently in.

Figure 1-6 Selecting a renewal method based on the FlexusL instance's current

phase
Auto Renewal
: I|
|
Purchase 7 days before Expired Frozen Deleted
expiration

. T .

Manual Renewal

e A FlexusL instance is in the Running state after it is provisioned.

e When the FlexusL subscription expires, the status will change from Running
to Expired.

e If an expired FlexusL instance is not renewed, it enters a grace period. If it is
not renewed by the time the grace period expires, it will be frozen and enter a
retention period.

e If you do not renew the subscription before the retention period expires, your
resources will be automatically deleted.

You can enable auto-renewal anytime before a FlexusL instance expires. By
default, the system will make the first attempt to charge your account for the
renewal at 03:00, seven days before the expiry date. If this attempt fails, it will
make another attempt at 03:00 every day until the subscription is renewed or
expires. You can change the auto-payment date for renewal as required.

1.3.3.2 Manually Renewing FlexusL Instances

You can renew a yearly/monthly FlexusL instance anytime on the console before it
is automatically deleted. This section describes how to manually renew a FlexusL
instance. You can manually renew FlexusL instances in a batch on the FlexusL
console or in Billing Center.
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Batch Renewing FlexusL Instances on the Console

Renewing a Single FlexusL Instance on the Console

1.
2.

Log in to the FlexusL console.

Enable Batch operation, select the FlexusL instances to be renewed, and click
Renew.

You can also use this method to renew just one FlexusL instance.

FlexusL (4)

@Samhoperzuon@ O selectal sat ) ( sop ) ( Restant ) ( ResetPasswo

~

@, Ihs-changeos <, sudantest
&

— 5
"o Running 0 ruming
@ websons-bi0721-Ubuntu22.04
EP10093 EP:10085
Q@ RemoteLogin (@ Renew - @ Remote Login

—
" o ruming

E1P10093

Q@ Remote Login

View the FlexusL instances to be renewed and click OK.

Set the renewal configurations, confirm the expected expiration date and

price and click Pay.

@ - '7you change resource specifications before the renewal period starts, you can unsubscribe from the fresource, but you cannot cancel the renewal

« Renewed resources are not eligible of a 5-day unconditional unsubscription

Instance Name/ID Product Information AufoRenew (3)
Service Type:Hyper Cloud Services
PrestaShop-cn-north-7-
~ 1J_p . Current Configuration:2U4G_30M_linux Disabled 1year
e Region
Service Type:Hyper Cloud Services
~ Current Configuration 2U4G_30M_linux Disabled 1 year
Region
Service Type:Hyper Cloud Services
next-cloud-4763
N te06asTeer0761c3 Current Configuration 2U4G_30M_linux Disabled 1 year
e - Region
Renewal Duration
1 month 2months 3 months 4 months 5 months 6 months
Renewal Date Renew on the standard renewal date, th h &l 23:50:50 GMT+02:00 £
change the expiration date to Renewal endilures will be added. You can check Ihe renewal days

Select a renewal duration.

Select Renew on the standard renewal date. For details, see Setting

Renewal Durati...

7 months

Expiration Time

Current: May 12, 2024 23:59'5
35059 G

New: May 12, 2025 23:50:50

Current: May 12, 20
New: May 12, 2025 23:50:59 G.

Current: May 12, 2024 23:59'5,
New: May 12, 2025 23.50:59 G.

& months 9 months

the Same Renewal Day for Yearly/Monthly Resources.
Select a payment method and complete the payment.

Once the order is paid for, the renewal is complete.

Log in to the FlexusL console.

Renew a FlexusL instance in either of the following two ways:

Method 1: Locate the target instance and click Renew.

Fee

$228.00 USD

$228.00 USD

$228.00 USD

)
1 year
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3.

4.

<, Wktest bt cbr02
HH"“- —
S~ © Running

@ websoft9-bt0721-Ubuntu22 .04

2vCPUs | 2 GIB | System disk 40 GiB | Data package 400 GE | Peak band...

EIP:100.95

| | L2 Remote Login |[F] Renew

- Method 2: Click the target instance name. On the displayed page, click

Renew in the upper right corner.
2 Remote Login @ .

0days

<, DBT-example ¢ rercnss
% Regon CN-Hong Kong 2

xpiration

Set the renewal configurations, confirm the expected expiration date and
price and click Pay.

« ITyou change resource specifications before
« Renewed resources ars not eliginle of a 5-da

Product Information Auto-Renew (D  Renewal Durati.. Expiration Time Fee

Service Type:Hyper Cloud Services
Current Configuration 2U4G_30M_linux Disabled 1 year
Region

Current: May 12, 2024 23:50°5.
25 23:50:50 G...

New: May 12, 2025 23:59 5228.00 USD

Reenewal Duration I

1 month 2 monihs 3 months 4 months. 5 month: s 6 months 7 monhs 8 months © months 1 year

h at 23:58:59 GMT-08.00 £

Renewal Date Renew on the standard r

enditures will be added. You can check the renewal days in the Renewal Duration column.

- Select a renewal duration.
- Select Renew on the standard renewal date. For details, see Setting

the Same Renewal Day for Yearly/Monthly Resources.

Select a payment method and complete the payment.
Once the order is paid for, the renewal is complete.

Renewing FlexusL Instances in Billing Center

Log in to the FlexusL console.
In the upper-right corner of the console, choose Billing > Renewal.
Set the search criteria.

On the Manual Renewals, Auto Renewals, Pay-per-Use After Expiration,
and Renewals Canceled tabs, you can view the resources to be renewed.

You can move all resources that need to be manually renewed to the Manual
Renewals tab. For details, see Enabling Manual Renewal.

Manually renew resources.

- Individual renewal: Click Renew in the Operation column for the desired
resource.
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- Batch renewal: Check the boxes for the desired resources, and click Batch
Renew in the upper left corner.

Set the renewal configurations, confirm the expected expiration date and
price and click Pay.

@ - 1iyou change resource specifications before the renewal period staris, you can unsubscribe from the resource, but you cannot cancel the renewal
« Renevied resources are not eligile of a 5-day unconditional unsubscription

Instance Name/ID Product Information Auto-Renew (3)  Renewal Durafi...  Expiration Time Fee

Service Type:Hyper Cloud Services

PrestaShop-cn-north-7- Current: May 12, 2

s Current Configuration:2U4G_30M_linux Disabled 1 year PO s 5228.00 USD
661891457662076 o . Miay 12,2025 235959 G

0]
1 month 2 months 3 months 4 months. 5 montns 6 months 7 months 8 months 9 months 1 yearEl

Renewal Duration

Renewal Date Renew on the standard renewal date, the 1<t of 123:50°50 GMT+08:00 £

piration date to Renewal Ds

- Select a renewal duration.

- Select Renew on the standard renewal date. For details, see Setting
the Same Renewal Day for Yearly/Monthly Resources.

Select a payment method and make your payment. Once the order is paid for,
the renewal is complete.

Setting the Same Renewal Day for Yearly/Monthly Resources

If the FlexusL instances have different expiry dates, you can set the same renewal
day to make it easier to manage renewals.

In Figure 1-7, a user sets the same renewal day for two resources that will expire
at different dates.

Figure 1-7 Setting the same renewal day for resources with different expiry dates

Procedure 1. Configure a renewal date. 2. Select resources for operations. 3. Renew to the renewal date.
For example, the renewal date is the 1 day of each month.
Resource A Renewal for 1 month Additional renewal
Expiration: for 14 days Expiration:
April 17 @ oo @ - ®
Rules
Res.ource B Renewal for 1 month Additional renewal for 24 —
Expiration: days Expiration:
May0s @ T @ ®

For details, see Setting a Renewal Date.

1.3.3.3 Auto-renewing a FlexusL Instance

Auto-renew can prevent FlexusL instances from being automatically deleted if you
forget to manually renew them. The auto-renewal rules are as follows:

The first auto-renewal date is based on when the FlexusL instance expires and
the billing cycle.

FlexusL supports two auto-renew periods:

- Enabling Auto-Renew During Purchase: Monthly subscriptions renew
each month, and yearly subscriptions renew each year. For example, if
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you set Required Duration to 3 months and enable auto-renew, your
subscription will be automatically renewed for one month before it
expires.

- Enabling Auto-Renew on the Renewals Page: The auto-renew period is
subject to the selected renewal period and auto-renew times. For
example, if you set New Auto-Renew Period to 3 months and Auto-
renewals to Unlimited, your subscription will be automatically renewed
for three months before it expires.

e You can enable auto-renew anytime before a subscription expires. By default,
the system will make the first attempt to charge your account for the renewal
at 03:00 seven days before the expiry date. If this attempt fails, it will make
another attempt at 03:00 every day until the subscription is renewed or
expires.

e  After auto-renew is enabled, you can still renew your subscription manually if
you want to. After a manual renewal is complete, auto-renewal is still valid,
and the renewal expenditure will be deducted from your account seven days
before the new expiry date.

e By default, the renewal expenditure is deducted from your account seven days
before the new expiry date. You can change this auto-renew payment date as
required.

For more information about auto-renewal rules, see Auto-Renewal Rules.

Prerequisites

The yearly/monthly FlexusL instance has not expired.

Enabling Auto-Renew During Purchase

You can enable auto-renew on the purchase page, as shown in Figure 1-8. For
details, see Purchasing a FlexusL Instance.

If you select Auto renew, monthly subscription is auto-renewed for one month
every time and yearly subscription is auto-renewed for one year every time. For
example, if you set Required Duration to 3 months and enable auto-renew, your
subscription will be automatically renewed for one month before it expires.

Figure 1-8 Enabling auto-renew

Required Duration

1 month

2 months 3 months 4 months 5 months 6 months 7 months 8 months 9 months 1 year 2 years 3years

Auto-renew  Leam about billing rules and renewal duration

Enabling Auto-Renew on the FlexusL Console

1. Log in to the FlexusL console.
2. Enable auto-renew in either of the following ways:

a. Locate the target instance and choose ‘- > Enable Auto-Renew in the
instance card.
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b. Click the target instance name. On the displayed page, choose - >
Enable Auto-Renew in the upper right corner.

(11 NOTE

After auto-renew is enabled, you can choose "** > Modify Auto-Renew to modify the
auto-renew rules.

3. Select a renewal period, specify the auto-renew times, and click Pay.

If auto-renew is enabled on the Renewals page, the auto-renew period is
subject to the selected renewal period and auto-renew times. For example, if
you set New Auto-Renew Period to 3 months and Auto-renewals to
Unlimited, your subscription will be automatically renewed for three months
before it expires.

(10 NOTE

e When the number of times a resource has been auto-renewed for reaches the
preset value, the resource will be automatically changed to manual renewal upon
expiration.

e Manual renewal does not affect the number of remaining auto-renew times.

Enabling Auto-Renew on the Renewals Page

1. Log in to the FlexusL console.
2. In the upper-right corner of the console, choose Billing > Renewal.
- You can filter resources by the expiration time or status.

- You can view the resources for which auto-renew has been enabled on
the Auto Renewals tab.

- You can enable auto-renew for resources on the Manual Renewals, Pay-
per-Use After Expiration, and Renewals Canceled tabs.

3. Enable auto-renew for yearly/monthly resources.

- Enabling auto-renewal for a single resource: Select the resource for which
you want to enable auto-renew and click Enable Auto-Renew in the
Operation column.

- Enabling auto-renew for multiple resources at a time: Select the resources
for which you want to enable auto-renew and click Enable Auto-Renew
above the list.

Figure 1-9 Enabling auto-renew for multiple resources

Manual Renewals (27) Auto Renewals (0) Pay-per-Use After Expiration (0) Renewals Canceled (0)

Batch Renew Enable Auto-Renewal Change to Pay-per-Use After Expiration Cancel Renewal Set Renewal Date Baich Export ExportAll 27 | G

O mstance NamelD Product Type/Specifications 7 Region 7 Provisioned/Expires Status Validity Period Operation

v Ihs-chr Hyper Cloud Service Solution Feb 29, 2024 11:35:32 GMT+08:00 Provisioned 19 days until expi R .
isi sesessiteseseentboes Danan | More v
Mar 31,2024 2350.50 GATT=08.00 e ore

wanzhen-in Hyper Cloud Service Solution Mar 04, 2024 13:18:12 GMT=08:00 23 days unflexpi...

A4 24235058 GUTsB0 - | M Rene | Wore

4. Select a renewal period, specify the auto-renew times, and click Pay.

If auto-renew is enabled on the Renewals page, the auto-renew period is
subject to the selected renewal period and auto-renew times. For example, if
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you set New Auto-Renew Period to 3 months and Auto-renewals to
Unlimited, your subscription will be automatically renewed for three months
before it expires.

(11 NOTE

e When the number of times a resource has been auto-renewed for reaches the
preset value, the resource will be automatically changed to manual renewal upon
expiration.

e Manual renewal does not affect the number of remaining auto-renew times.

1.3.4 Unsubscribing from a FlexusL Instance

Unsubscription includes unsubscribing from resources and unsubscribing from
renewal periods. After the unsubscription is successful, you will get a refund.

Notes

Constraints

Unsubscribing from resources: You can unsubscribe from FlexusL instances
(including the renewal period) that are no longer needed. A FlexusL instance
is actually a package of resources. If you unsubscribe from a FlexusL instance,
all resources including the EVS disks, cloud backup vault, HSS, and EIP
associated with the instance will be released and data cannot be recovered.

Unsubscribing from a renewal period: If you have renewed a FlexusL instance,
you can unsubscribe from the renewal period. When you unsubscribe from a
renewal period, you can only unsubscribe from the renewal period that has
not yet taken effect. To unsubscribe from the renewal period that has taken
effect, you can only unsubscribe from the FlexusL instance.

Before unsubscription, ensure that data on the cloud resources to be
unsubscribed from has been backed up or migrated. After unsubscription,
resources will be deleted and data cannot be recovered. Exercise caution
during unsubscription.

If no more than five days have elapsed after you purchased a resource and
the number of your historical unsubscriptions in that year is no more than 10,
you can get a full refund unconditionally. The 5-day unconditional full refund
does not apply to inactive resources or resources in a renewal period.

If an order is paid using the Huawei Cloud account balance or a third-party
online payment platform (such as Alipay, WeChat, or e-banking), the refund
will be returned to your Huawei Cloud account balance.

Newly purchased FlexusL instances cannot be unsubscribed from immediately.
Try later.

FlexusL instances that are in the grace period or retention period due to
arrears cannot be unsubscribed from. To unsubscribe from such instances, pay
off the arrears first. If you still do not pay off the arrears after the retention
period has ended, all of your resources will be released.

FlexusL instances that are frozen due to illegal issues cannot be unsubscribed
from.
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Batch Unsubscribing from FlexusL Instances

5.

Log in to the FlexusL console.

Enable Batch operation, select the FlexusL instances to be unsubscribed, and

click Unsubscribe.
You can also use this method to unsubscribe just one FlexusL instance.

FlexusL (4)

[@]eacnoperation® @ sectan sat ) ( stop ) ( Restan ) ( Resetpasswora ) ( Renew )|( Unsubscive )| Batch Reinstaling OSs 2
<, lhs-changeos I <, sudantest <, EulerOS-cn-north-7-56Dh
" 0 Running S 0 running S o running

@ websofe-bi0721-Uouniu22.04 @ sudantest G Huawel Cloud Euier0S 2.0 Cloudnaive 64 bit for tena

nuse, 30day.. (3 Remotelogin (&) Renew .- Q@ Remote Login Q@ Remote Login

View the FlexusL instances to be unsubscribed and click OK.

(Optional) Unsubscribe from a resource or a renewal period.

You can unsubscribe from a renewal period only when your FlexusL instances
have a renewal period.

Unsubscribing from resources: You can unsubscribe from FlexusL
instances (including the renewal period) that are no longer needed. A
FlexusL instance is actually a package of resources. If you unsubscribe
from a FlexusL instance, all resources including the EVS disks, cloud
backup vault, HSS, and EIP associated with the instance will be released
and data cannot be recovered.

Unsubscribing from a renewal period: If you have renewed a FlexusL
instance, you can unsubscribe from the renewal period. When you
unsubscribe from a renewal period, you can only unsubscribe from the
renewal period that has not yet taken effect. To unsubscribe from the
renewal period that has taken effect, you can only unsubscribe from the
FlexusL instance.

Unsubscribe from In-Use Resources?

Name/ID Product Information Subscription Duration

Service Type Hyper Cloud Se
Configuration basic_s1_linux
Region CN

Apr 11, 2024 16:53:03 ..
Jun 11, 2024 23:59:59 ..

Unsubscribe from Resource Unsubscribe from Renewal Period

Confirm the unsubscription details and click Confirm.

Unsubscribing from a Single FlexusL Instance

1.
2.

Log in to the FlexusL console.
Unsubscribe from a FlexusL instance using any of the following methods.
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Method 1: Locate the target instance and choose “** > Unsubscribe in
the instance card.

@y, WordPress-cn-north-7-Cs7N 2
\\:: © Running

(@ websofig-wardpresslatest-intl

2vCPUs | 4 GIB | System disk 80 GiB | Data package 4096 GB | Peak bandwidth 3_..

EIP:100.85 o

Inuse, 30 days until expiration G Remote Login  (¥] Renaw El

Stop
Restart
[ B |
' ™ Reset Password
S~ 0 Running Enable Auto-Renew

@ websoft%-odoo17-intl

Method 2: Click the target instance name. On the displayed page, choose
> Unsubscribe in the upper right corner.

<, BT-example 2 Q3 Remote Login () Renew ||

o

Stop
5616 © Running Restart
Reset Passiord
Upgrade
Cloud Servers Resource Overview © Process FoW  aqg storage space
[&) EVS Disks Reinstall OS
§> Cloud Instance \-/ Elastic Volume o Elastic IP Change 0S
<= 1 =7 1 systembisk = 1

nable Auto-Renew
Unsubscrioe

3. (Optional) Unsubscribe from a resource or a renewal period.

You can unsubscribe from a renewal period only when your FlexusL instances
have a renewal period.

Unsubscribing from resources: You can unsubscribe from FlexusL
instances (including the renewal period) that are no longer needed. A
FlexusL instance is actually a package of resources. If you unsubscribe
from a FlexusL instance, all resources including the EVS disks, cloud
backup vault, HSS, and EIP associated with the instance will be released
and data cannot be recovered.

Unsubscribing from a renewal period: If you have renewed a FlexusL
instance, you can unsubscribe from the renewal period. When you
unsubscribe from a renewal period, you can only unsubscribe from the
renewal period that has not yet taken effect. To unsubscribe from the
renewal period that has taken effect, you can only unsubscribe from the
FlexusL instance.
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Unsubscribe from In-Use Resources?

Product Information Subscription Duration

Hyper Cloud S
,a:: c1m:nJ-E Apr 11, 2024 16:33:03 .
:‘d = . Jun 11,2024 235959

Unsubscribe from Resource Unsubscribe from Renewal Period

4. Confirm the unsubscription details and click Confirm.

1.4 Managing Cloud Servers

1.4.1 Managing an Instance Lifecycle

The FlexusL lifecycle refers to the entire journey a FlexusL instance goes through,
from creation to deletion or unsubscription.

Instance Statuses

The following table lists all the statuses that a FlexusL instance may be in.

Status | Attribute | Description

Creatin | Intermedi | The instance is being created. No operations can be

g ate performed on an instance in Creating state.

Runnin | Stable The instance is running properly and can be accessed only

g when it is in this state.

Updati | Intermedi | The configuration of the instance is being modified, such

ng ate as expanding the capacity or adding resources.

Restart | Intermedi | The instance is being restarted on the console. No

ing ate operations can be performed on an instance in Restarting
state. If an instance has been in this state for a long time,
an exception may occur.

Startin | Intermedi | The instance is being started on the console. No

g ate operations can be performed on an instance in Starting
state. If an instance has been in this state for a long time,
an exception may occur.

Stoppi | Intermedi | The instance is being stopped on the console. No

ng ate operations can be performed on an instance in Stopping
state. If an instance has been in this state for a long time,
an exception occurs.
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Status | Attribute | Description

Stoppe | Stable The instance has been stopped on the console. A stopped
d instance cannot provide services.

Unsubs | Intermedi | The instance is being unsubscribed from. After
cribing | ate unsubscription, resources will be released.

Frozen | Stable The instance violates regulations or enters the retention
period after it expires.

Unfree | Intermedi | ® You can appeal for an instance that is frozen due to
zing ate public security reasons or violation against regulations.
After the appeal is approved, the instance is in
Unfreezing state.

e An instance is frozen when it expires and enters the
retention period. After you renew the subscription, the
instance is in Unfreezing state.

After being unfrozen, the instance can be used properly.

Abnor | Faulty The instance is faulty. No operations can be performed on
mal an instance in Abnormal state. Contact customer service
for assistance.

Manage Instances
e  Purchasing an instance

- You can purchase an FlexusL instance (see Purchasing a FlexusL
Instance) and specify your instance specifications during the purchase
process. The instance is in Creating state when it is being created.

- After the instance is created, its status becomes Running. For details, see
Remotely Logging In to a FlexusL Instance Server (Using VNC).

e Restarting an instance
- The instance status is Restarting when it is being restarted.

- Some changes will be applied only after the instance is restarted. For
example, the password change will be applied only after the instance is
restarted.

- Restarting an instance usually takes dozens of seconds to several
minutes, depending on the instance configuration.

e Stopping an instance

If the instance is no longer used, you can stop it on the console. Stopped
instances do not provide services.

e Renewing an instance

You can manually or automatically renew an instance after it expires. For
details, see Renewing a FlexusL Instance.

e Unsubscribing from an instance

If an instance has expired and is no longer needed, you can manually
unsubscribe from it or wait for the system to automatically release it. For
details, see Unsubscribing from a FlexusL Instance.
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1.4.2 Viewing Cloud Server Details

After purchasing a FlexusL instance, you can view and manage it on the FlexusL
console. This section describes FlexusL instance details and related operations.

Procedure

1. Log in to the FlexusL console and click a resource card to go to the instance
details page.

2. In the left navigation pane, choose Cloud Servers to view server details.

Server Description

Details

Name/ID Cloud server name or ID

Status Server status. For details, see Instance Statuses.
Security Servers scanned by HSS

o U. No risks detected.

° : Risks detected. You can view risk details on the
console.

Specification | vCPUs, memory, system disk, and bandwidth of a server

S
IP address Private IP or EIP of a server
Operation Operations supported by a server

3. Click the server name to go to the server details page.

You can view server details on the Overview, Domain Names, Security
Groups, Disks, and Network Interfaces tabs.

Tab Description

Overvie | On the Overview tab, you can view:

w e Basic information: including the instance name, ID, region,

and expiration time.

e Configuration information: including the vCPU/memory, disk
capacity and type, bandwidth, and image.

e Network information: including the network interface name
and IP (used for communication between instances), VPC, EIP
(used for internet access), and security group.

Domain | On the Domain Names tab, you can:

Names | ¢ view domain names.

e Add, resolve, disable, or delete a domain name. For details,
see Managing Domain Names.
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Tab Description

Security | On the Security Groups tab, you can:

Groups | ¢ view inbound and outbound security group rules.

e Change the security group. For details, see Changing a
Security Group.

e Configure security group rules. For details, see Configuring
Security Group Rules.

Disks On the Disks tab, you can view disk details, including the disk ID,
mount point, capacity, and encryption status.

Networ | On the Network Interfaces tab, you can:

k e View network interface details, including the ID, EIP, private IP
Interfac address, security group, and MAC address.
es

e Change the security group. For details, see Changing a
Security Group.

1.4.3 Setting or Resetting a Password

You can set or reset the password for logging in to one or more cloud servers at a
time.

Constraints

Procedure

A FlexusL instance does not have an initial password. You need to set a
password when you use the FlexusL instance for the first time.

If the password is lost or expires, you can reset the password.

You can reset the password only when the server is in Stopped or Running
state. If you reset the password when the server is in Running state, the
password change will be applied only after the server is restarted.

The one-click password reset plug-in must have been installed.

If a private Linux image is created from a server on another cloud platform or
downloaded from a third party, the image may not have the password reset
plug-in installed. Servers created from such images do not support password
reset. For details about how to install the one-click password reset plug-in
and reset the password, see What Should | Do If the Password Cannot Be
Reset After | Use a Private Linux Image to Create a FlexusL Instance or
Change the OS of an Existing Instance and | Forgot the Initial Password
of the Private Image?

Do not delete the password reset processes CloudResetPwdAgent and
CloudResetPwdUpdateAgent, or the password reset will be unavailable.

Ensure that DHCP is enabled in the VPC which the server belongs to.
Ensure that the network is normal.

Log in to the FlexusL console.
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2. Reset the password for logging in to one or more servers.

Resetting the password for logging in to a server in any of the following

ways:

®" |n the FlexusL area, locate the target instance and choose *** >
Reset Password.

®  (lick the target instance name. On the displayed page, choose “** >
Reset Password in the upper right corner.

®  (lick the target instance name. In the left navigation pane, choose
Cloud Servers and click Reset Password in the row containing the
target server.

<, WordPress-ap-southeas... 2 macpesso. o 3 Remote Login (&) Renew [-]

%// —_— stop
css ccs. 170c. © Running
Ovenven
Cloud Servers o

©| Cloud Servers
B evsoss Reinsall 05

Cloud Backup Vauts change os

st secuty hess_ecs_{70c Q@ Remotetoan Enable Auto-Renew

~— Dsrenstc. O O Ruming Unsupscrve
~ . EP: 12191

I8 | System disk 60 GIB | Peak b 1130 MbiUs

- Batch resetting the login passwords

Enable Batch operation, click Select all or select the instances for which
you want to change the server login password, and click Reset Password.

After the passwords are reset in a batch, the passwords for logging in to
these instance servers are the same.

FlexusL (4)

[@]scropetin@ @ seecta (st ) (_sop ) (" Restar )| Roset Passwor R Unsubscrbe ) Batch Renstal
<, Ihs-changeos <y, sudantest <,  Euler0S-cn-north-7-56Dh
S 0 ruming = o uming S o0 ruming
@ websons510721-Ubuntu22.04 Q G Huawei Cloud Eler0S 2.0 Clouenative 64 b
e 10083 EP 10095 EP 10083155
nuse, 30day. @ RemoleLogn (@ Renew .- Q@ Remote Logn Q@ Remote Login

3. Set and confirm a new password as prompted.

If you reset the password for a running server, the password change is applied
only after the next restart. Select Auto Restart.

Figure 1-10 Reset a password

Reset Password

The passwords of the following servers will be reset to the same value Show v
New Pass
Confirm P

Auto Restart Select this option to apply the password change.

Auto restart may You are advised to stop the server first before resetting the password
1. If the server uses an application image, check that the image application is up and running [£} (about 1-30 minutes
after the server creation is submitted) and then reset the password, or the reset may fail.

oK { cancel )
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4.

The new password must meet the password complexity requirements.
Click OK.
The password change will be applied after the server is restarted.

(10 NOTE

e Do not reset the password repeatedly.

e Restarting an instance usually takes dozens of seconds to several minutes,
depending on the instance configuration.

1.4.4 Reinstalling an OS

If the OS of a FlexusL instance is abnormal, reinstall the OS.

This section describes how to reinstall the OS of a FlexusL instance. For details
about how to reinstall the OSs of multiple FlexusL instances in batches, see Batch
Reinstalling OSs.

Notes

Billing

After the OS is reinstalled, the IP address of the cloud server remains
unchanged.

Reinstalling the OS clears the data in all partitions, including the system
partition, of the system disk. Back up data before reinstalling the OS.

Reinstalling the OS does not affect data disks.

Do not perform any operations on the cloud server immediately after its OS is
reinstalled. Wait for several minutes until the system successfully injects the
password or key, or the injection may fail, and the server cannot be logged in
to.

The server will automatically restart after the OS is reinstalled, and only
custom settings (such as the DNS) will be reset.

OS reinstallation is free because the original image will be used.

Procedure

Log in to the FlexusL console and click a resource card to go to the instance
details page.

Reinstall the OS using any of the following methods.

- Method 1: Locate the target FlexusL instance and choose “** > Reinstall
Os.

- Method 2: On the Cloud Servers page, choose *** > Reinstall OS in the
row containing the target cloud server.

<, WordPress-ap-southeas... 2 mucoesso. o G2 Remote Login &) Renew [ ]

© Runin 9

Cloud Servers

hcss_ecs_f70c 2 Remote Login
8 2 © Runin a
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- Method 3: On the Cloud Servers page, click the target server name. In
the upper right corner of the displayed page, choose *** > Reinstall OS.
3. Specify the parameters required for reinstalling the OS.

- Select Stop server. The server must be stopped before its OS can be
reinstalled.

- Set Login Credentials. The credentials are used for logging in to cloud
servers. After the OS is reinstalled, the login password is cleared. Reset
the password.

- Read and agree to the agreement/disclaimer.

Reinstall 0S

@ OS reinstallation is free because the original image will be used
An OS reinstallation has no impact on data disks, but all data on and all backups created for the system disk will
be deleted. Back up data before you continue.
The server will automatically restart after the OS is reinstalled, and custom settings (such as the DNS)span= will
be reset.

Current Configuration

Name IP Address Specifications Image

2vCPUs | 2 GIB | System

hcss_ecs_dala 192.168 (private) disk 40 GIB B
G

Stop server (The server must be stopped before its OS can be reinstalled.)

Login Credentials

New Pass..
Confim P...

I have read and agree to the Image Disclaimer.

4. Click OK.

After the OS is reinstalled, the cloud server will automatically restart. When
the server status is Running, the OS reinstallation is complete.

1.4.5 Batch Reinstalling OSs

Scenarios

Huawei Cloud Operations Center (COC) allows you to reinstall the OSs of multiple
FlexusL instances in batches on the COC console.

Notes

e After the OS is reinstalled, the IP address of the cloud server remains
unchanged.

e Reinstalling the OS clears the data in all partitions, including the system
partition, of the system disk. Back up data before reinstalling the OS.

e Reinstalling the OS does not affect data disks.
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Billing

Do not perform any operations on the cloud server immediately after its OS is
reinstalled. Wait for several minutes until the system successfully injects the
password or key, or the injection may fail, and the server cannot be logged in
to.

The server will automatically restart after the OS is reinstalled, and only
custom settings (such as the DNS) will be reset.

OS reinstallation is free because the original image will be used.

Preparations

Before reinstall OSs, make the following preparations:

1.

Procedure

Prepare the COC FullAccess permissions.

- If you are using a Huawei Cloud account, it has the COC FullAccess
permissions by default. You can skip this step.

- If you are an IAM user, a message is displayed, indicating that you do not
have the required permissions. The account administrator needs to grant
you the COC FullAccess permissions by doing the following:

i.  Grant a user group the COC FullAccess permissions. For details, see
Creating a User Group and Assigning Permissions.
ii. Add the IAM user to the group. For details, see Adding Users to a
User Group.
Apply for the COC open beta testing (OBT).

COC is in the OBT phase. After you have been granted the COC FullAccess
permissions, apply for the COC OBT.

Log in to the FlexusL console, enable Batch operation, and click Batch
Reinstalling OSs to go to the Cloud Operations Center (COC) console.

You can also directly access the COC console. If a message is displayed
indicating that you do not have the required permissions or need to apply for
the OBT, perform the operations described in Preparations first.

FlexusL (9)

@l Batch cperatior Selectal

<p  Windows-cn-nor... <y zwh-node-zwx11...

o
"0 Ruming

Inuse, 30day.. 3 Remotzlogn (& Renzw -

Synchronize FlexusL instance resources to the COC console.

Before batch reinstalling OSs, you must synchronize FlexusL instance
resources to COC. The COC obtains the synchronized resources and then can
reinstall OSs for the obtained FlexusL instances. Once new FlexusL instances
are created, you must synchronize their resources to the COC console so that
you can reinstall their OSs in batches on the COC console.
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3.

On the COC console, in the navigation pane on the left, choose

Resources > Application and Resource Management. On the

Application and Resource Management page, choose More Resource

Types > Compute > Flexus L Instance.

Cloud

Application and Resource Management

Networiin

b. On the Flexus L Instance tab, click Synchronize Resource.

The resources synchronized to COC are all FlexusL instance resources

created by your account in all regions.

Cloud Application and
Operations

Overview

Quick 0&M Resources Applications
Resaurces

. el . Flexus L Instance
Application and
Resource

Management 9% Huawei Cloud

(O Synchvonize Resource )

Resourcs O&M

CN East-Shanghail

€ Albaba Cloud Q. Search by name (defaul
Fault Management
e Name and ID Region
AWS
Resilience Center
Linux-cn-east3-0562
Task Management Azure 6641e6192a189940725b3.

Change Tickst
Management

Linux-cn-east-3-s47r

¢ G641e740dab773025473.

GN East-Shanghail

= Elastic Cloud Server (ECS) .24

Service

Flexus L Instance

Flexus L Instance

Cloud Container Engine (

Resource Type

nstance

-nstance

In the navigation pane on the left, choose Resource O&M > Resource Batch
Operations. In the Batch FlexusL Operations area, click Reinstall OS.

.............

4. On the displayed page, configure parameters required for batch OS

reinstallation.
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Figure 1-11 Batch reinstalling OSs

Select Instance

Selection Mode

Parameter

Description

Target
Instance

e Selection Mode: Manual selection (only this option
supported)

e Enterprise Project: All

e Resource Type: fixed to FlexusL, indicating that OSs are
batch reinstalled for FlexusL instances

e Region: Select the region where FlexusL instances are
located. The instances must be in the same region. Batch
OS reinstallation is not available for FlexusL instances in
different regions.

e Target Instance: Select the FlexusL instances whose OSs
are to be reinstalled.
If some FlexusL instances are missing in the list,
synchronize resources first.

Batch
Policy

Select a batch policy based on your requirements.

e Automatic: The selected FlexusL instances are
automatically divided into multiple batches based on the
preset rule.

e Manual: You can manually create multiple batches and
add FlexusL instances to each batch as required.

e No batch: All selected FlexusL instances will be executed in
the same batch.

NOTE

e If you select Automatic or Manual and multiple batches of OS
reinstallation tasks are generated, the process will be suspended
after each batch of tasks is executed. You need to manually
continue the next batch. For details, see Related Operations.

e If there are services running on your FlexusL instances, the No
batch policy may affect your services. You are advised to select the
automatic or manual batch policy.
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Parameter | Description
Suspension | Determine the policy for suspending a task. You can set the
Policy success rate of OS reinstallation. When the success rate is
lower than the specified value, the task status becomes
abnormal and the task is suspended. The value is from 0 to
100 and can be accurate to one decimal place.
Success rate = (Number of FlexusL instances whose OSs are
successfully reinstalled/Total number of FlexusL instances) x
100%
Stop ECS This option is displayed when there are FlexusL instances in
Running state. Select Stop now.
Login e Password: Set a unified password for logging in to FlexusL
Mode instances whose OSs are to be installed.

e Reset password: Reset the password when logging in to
the FlexusL instances for the first time.

NOTE
Currently, FlexusL instances do not support password pairs.

Click Submit. Confirm the information and click OK to start the OS

reinstallation.

After the OS is reinstalled, the cloud server will automatically restart. When
the server status is Running, the OS reinstallation is complete.

After the request is submitted, the system generates a service ticket and you
will be automatically redirected to the service ticket details page. You can
also view the service ticket details later.

Related Operations

If you select Automatic or Manual and multiple batches of OS reinstallation tasks
are generated, the process will be suspended after each batch of tasks is executed.
Perform the following operations to manually continue the next batch of tasks:

1.
2.

Log in to the COC console.

Choose Task Management > Execution Records. On the Resource
Operation Tickets tab, click the target service ticket ID.
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Cloud Operations Execution Records

Center
Overview
Quick O&M Script Tickets  Job Tickets  Patch Tickets | Resource Operation Tickets
Resources
‘-\\ Enter a service ticket ID
Resource Q&M
Automated Q&M D Ticket Type Region

Parameter Management Reinstalling ECSs in B

Incident Management
ECS20240411153413 Reinstalling ECSs in B...
Change Ticket
M t
anagemen ECS520240411151642 Reinstalling ECSs in B..

Resilience Center

< ECS20240411150625 Reinstalling ECSs in B
Task Management

Execution Records

To-do Center

3. In the service ticket details on the displayed page, click Continue.

Figure 1-12 Service ticket details

Resource Operalion Tickels / Resource Operation Ticket Detalls

Pl rocoyena

< W& ECS2024042811544804LYA... @ Pausea | Ticket Type

er intemal " Created At Completed At Total Duration status, Operation

Apr 26, 2024 11:54:48 Apr 28, 2024 11:56:00 min 125 ® Sucoesstu

1.4.6 Changing an OS

Scenarios

Notes

If the OS running on the cloud server in a FlexusL instance cannot meet service
requirements, you can change the OS to another OS version or type.

e To change the OS using a private image, learn about the constraints and
usage of private images first by referring to Managing Private Images.

e An OS change does not make any changes to server specifications.
e After the OS is changed, the server IP address remains unchanged.

e Data in all partitions (including the system partition) of the system disk will
be cleared, so you are advised to back up the system disk data prior to an OS
change.

e An OS change does not affect data in data disks.
e After the OS is changed, the original OS is not retained.
e After you change the OS, you need to deploy services in the new OS.
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Constraints

Billing

After the OS is changed, the server automatically starts.

Do not reset the password of, restart, or stop the FlexusL instance
immediately after the OS is changed. Wait for several minutes until the
system successfully injects the password, or the login will fail.

The OS cannot be changed from an x86 FlexusL instance to an Arm FlexusL
instance, such as to a Kunpeng FlexusL instance.

Application images have the minimum CPU and memory specification
requirements. If the specification of a FlexusL instance is low, you cannot
change its OS using an application image. For example, the GitLab application
image needs to use at least 2 vCPUs and 8 GiB memory. You cannot change
the OS of an instance with 2 vCPUs and 4 GiB memory to the GitLab
application image. To do so, upgrade the FlexusL instance first and try
again.

After the OS is changed, the login password is cleared. You need to reset the
password for logging in to the new OS. If you switch to an application image,
reset the password only after the image with the pre-installed application
is up and running, or the password reset may fail.

If you use a private image to create a FlexusL instance or change the OS of an
existing instance and add HSS to the FlexusL service package, but the server
status is Unprotected, troubleshoot this issue by referring to What Do | Do If
HSS Is Not Started After | Use a Private Image to Create a FlexusL
Instance or Change the OS of an Instance?

If a private image is created from a server on another cloud platform or
downloaded from a third party, the private image may fail to be used to
create a FlexusL instance or change the OS of an instance because the
password reset plug-in is not installed on the image or the
onekey_resetpasswd tag is missing. For details, refer to What Should | Do If
a Private Image Cannot Be Used to Create a FlexusL Instance or Change
the OS of an Instance Because the Password Reset Plug-in Is Not Installed
on the Image or the onekey_resetpasswd Tag Is Missing?

An OS change does not involve refund or supplementary payment.

Procedure

Log in to the FlexusL console and click a resource card to go to the instance
details page.

Change the OS using any of the following methods.
- Method 1: Locate the target FlexusL instance, choose - > Change OS.

- Method 2: On the Overview page, choose ‘** > Change OS in the upper
right corner.

Issue 01 (2024-07-16)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 38


https://support.huaweicloud.com/intl/en-us/usermanual-hecs/hecs_03_0037.html
https://support.huaweicloud.com/intl/en-us/usermanual-hecs/hecs_03_0037.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_os_0001.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_os_0001.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_host_0001.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_host_0001.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_host_0001.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_os_0002.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_os_0002.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_os_0002.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_os_0002.html

Huawei Cloud Flexus
User Guide

3.

<, WordPress-ap-southeas... z om0, o Q3 Remote Login () Renew  []
&"/ Regior stop
hess_ecs_ 70 © Running Restar
ora
o
Upgrace
Cloud Servers parace o
@ Cloud Servers
@ EVS Disks Reinstall 0S
Clovs Backup vauts
Host Securty hess_ecs_f70c Cd RemoteLogn (3 ResetPassword  Enable Auto-Renew
>~ De76RSd4C. 0 O Running Unsubscribe
- D VCPU | 2 GIB | System disk 60 GIE | Peak bandwidih 30 Wb 12191 @ Private _

Method 3: On the Cloud Servers page, choose “** > Change OS in the
row containing the target server.

Overview

Cloud Servers
o]

[@ EVS Disks
More
& Cloud Backup Vaults

hcss ecs 1bd2 C2 RemoteLogn ~ (§) ResetPassword () Stop e
— D:751272684... (7 O R
D ’ Lming cp 10095 & P Change Securty Group
2VCPUS | 2 GiB | System disk 40 GIB | Peak bandwidth 3 Mbit/s
Restart
Reinstall 0S
Change 0S

Method 4: On the Cloud Servers page, click the target server name. In
the upper right corner of the displayed page, choose *** > Change OS.

Specify the parameters required for changing the OS.

Select the image to be switched.

NOTICE

e Application images have the minimum CPU and memory specification
requirements. If the specification of a FlexusL instance is low, you
cannot change its OS using an application image. For example, the
GitLab application image needs to use at least 2 vCPUs and 8 GiB
memory. You cannot change the OS of an instance with 2 vCPUs and 4
GiB memory to the GitLab application image. To do so, upgrade the
FlexusL instance first and try again.

e The purchased FlexusL instance and the selected private image must
be in the same region. For example, if you intend to purchase an
instance in the AP-Singapore region, you can only select private
images in the AP-Singapore region. To use an image in another region,
replicate that image to the current region first. For details, see
Replicating Images Across Regions.

e |If the message "This image has no password reset plug-in installed or
onekey_resetpasswd tagged." is displayed when you use a private
image to create a FlexusL instance or change the OS, resolve this issue
by referring to What Should | Do If a Private Image Cannot Be Used
to Create a FlexusL Instance or Change the OS of an Instance
Because the Password Reset Plug-in Is Not Installed on the Image
or the onekey resetpasswd Tag Is Missing?

Select Stop server. The server must be stopped before its OS can be
changed.

Read and agree to agreement.
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Iy stoppes. Do not pertorm any operations on the server

4. Click Submit.

After the OS is changed, the server automatically starts. When the server
status is Running, the OS change is complete.

NOTICE

e Do not reset the password of, restart, or stop the FlexusL instance
immediately after the OS is changed. Wait for several minutes until the
system successfully injects the password, or the login will fail.

e After the OS is changed, the login password is cleared. You need to reset
the password for logging in to the new OS. If you switch to an application
image, reset the password only after the image with the pre-installed
application is up and running, or the password reset may fail.

1.5 Managing Security Groups

1.5.1 Changing a Security Group
This section describes how you can change the security group of a server network
interface.

Background

A security group is a collection of access control rules for cloud servers in a VPC.
You can define access rules for a security group to protect the cloud servers that
are added to this group.

Each network interface comes with a default security group. The default security
group rule allows all outgoing data packets and blocks incoming data packets. You
can use the default security group or create custom security groups as required.

For more information about security groups, see security groups.
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(11 NOTE

If two servers are in the same security group but in different VPCs, the servers cannot
communicate with each other. To enable communications between the two servers, connect
the two VPCs first. For details, see Connecting VPCs.

Modifying a Security Group

1.

5.

Log in to the FlexusL console and click a resource card to go to the instance
details page.

In the navigation pane on the left, choose Cloud Servers and then click the
server name.

Click Change Security Group in the upper right corner.

Alternatively, click the Security Groups tab and click Change Security Group
in the Basic Information area.

~. hcss_ecs_686f C2 Remote Login (& Reset Password
== o running )

Select a security group from the list as needed.

You can select multiple security groups. In this case, the access rules of all the
selected security groups apply on the cloud server.

To create a security group, click Create Security Group. For details, see
Creating a Security Group.

(1 NOTE

Using multiple security groups may deteriorate the network performance of the cloud
server. You are recommended to select no more than five security groups.

Click OK.

1.5.2 Configuring Security Group Rules

You can configure security group rules to protect the instances such as cloud
servers that are associated with the security group. A security group consists of
inbound and outbound rules.

Scenarios
[ ]
[ ]
Procedure
1.
2.

Inbound rules control incoming traffic to cloud servers in the security group.

Outbound rules control outgoing traffic from cloud servers in the security
group.

Log in to the FlexusL console and click a resource card to go to the instance
details page.

In the navigation pane on the left, choose Cloud Servers and then click the
server name.
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On the Security Groups tab, select Inbound rules and click Add Rule.
You can click + to add more inbound rules.

For details about the configuration examples, see Security Group
Configuration Examples.

Figure 1-13 Adding an inbound rule

(]

Domain Names | Security Groups | Disks

Network Interfaces

Add Inbound Rule  Learn how to add a rule [

192,168 = w (primary)

g defaultsmb  Chang

1CP (Custom ports) 1 acaress
Ada Rule Lelete | Qseare 100 Allow v Pvd v Allows access 1 amin W Delele:
— 2090 00000

20 0.0.0.0/0

Table 1-7 Inbound rule parameter description

Param
eter

Description

Example
Value

Priority

The security group rule priority.

The priority value ranges from 1 to 100. The default
value is 1, indicating the highest priority. The
security group rule with a smaller value has a
higher priority.

1

Action

Allow or Deny

e |[f the Action is set to Allow, access from the
source is allowed to cloud servers in the security
group over specified ports.

e [f the Action is set to Deny, access from the
source is denied to cloud servers in the security
group over specified ports.

Deny rules take precedence over allow rules of the
same priority.

Allow

Type

Source IP address version. You can select:
e |Pv4
e |Pv6

IPv4

Protoco
| & Port

The network protocol used to match trafficin a
security group rule.

Currently, the value can be All, TCP, UDP, ICMP, or
more.

TCP
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Param
eter

Description

Example
Value

Destination port used to match traffic in a security
group rule. The value can be from 1 to 65535.

Inbound rules control incoming traffic over specific
ports to instances in the security group.

Specify one of the following:
e Individual port: Enter a port, such as 22.

e Consecutive ports: Enter a port range, such as
22-30.

e Non-consecutive ports: Enter ports and port
ranges, such as 22,23-30. You can enter a
maximum of 20 ports and port ranges. Each port
range must be unique.

e All ports: Leave it empty or enter 1-65535.

22 or 22-30
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4.

Param
eter

Description

Example
Value

Source

The source in an inbound rule is used to match the
IP address or address range of an external request.
The source can be:

e IP address: If you select IP address for Source,
you can enter multiple IP addresses in the same
IP address box. Each IP address represents a
different security group rule.

- Single IP address: IP address/mask
Example IPv4 address: 192.168.10.10/32

Example IPv6 address: 2002:50::44/128

- An IP address range in CIDR notation: IP
address/mask
Example IPv4 address range: 192.168.52.0/24

Example IPv6 address range:
2407:c080:802:469::/64

- All IP addresses
0.0.0.0/0 represents all IPv4 addresses.

::/0 represents all IPv6 addresses.

e Security group: The source is from another
security group. You can select a security group in
the same region under the current account from
the drop-down list. Instance A is in security
group A and instance B is in security group B. If
security group A has an inbound rule with
Action set to Allow and Source set to security
group B, access from instance B is allowed to
instance A.

e |P address group: The source is an IP address
group. An IP address group is a collection of one
or more IP addresses. You can select an available
IP address group from the drop-down list. An IP
address group can help you manage IP address
ranges and IP addresses with same security
requirements in a more simple way.

I[P address:
0.0.0.0/0

Descrip
tion

Supplementary information about the security
group rule. This parameter is optional.

The description can contain a maximum of 255
characters and cannot contain angle brackets (< or
>).

On the Security Groups tab page, select Outbound rules and click Add Rule.

You can click + to add more outbound rules.
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Table 1-8 Outbound rule parameter description

Param
eter

Description

Example
Value

Priority

The security group rule priority.

The priority value ranges from 1 to 100. The default
value is 1, indicating the highest priority. The
security group rule with a smaller value has a
higher priority.

1

Action

Allow or Deny

e |f the Action is set to Allow, access from cloud
servers in the security group is allowed to the
destination over specified ports.

e |f the Action is set to Deny, access from cloud
servers in the security group is denied to the
destination over specified ports.

Deny rules take precedence over allow rules of the
same priority.

Allow

Type

Destination IP address version. You can select:
e |Pv4
e |Pv6

IPv4

Protoc
ol &
Port

The network protocol used to match traffic in a
security group rule.

Currently, the value can be All, TCP, UDP, ICMP, or
more.

TCP

Destination port used to match traffic in a security
group rule. The value can be from 1 to 65535.

Outbound rules control outgoing traffic over specific
ports from instances in the security group.

Specify one of the following:
e Individual port: Enter a port, such as 22.

e Consecutive ports: Enter a port range, such as
22-30.

e Non-consecutive ports: Enter ports and port
ranges, such as 22,23-30. You can enter a
maximum of 20 ports and port ranges. Each port
range must be unique.

e All ports: Leave it empty or enter 1-65535.

22 or 22-30
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Param
eter

Description

Example
Value

Destin
ation

The destination in an outbound rule is used to
match the IP address or address range of an
internal request. The destination can be:

e |IP address: If you select IP address for
Destination, you can enter multiple IP addresses
in the same IP address box. Each IP address
represents a different security group rule.

- Single IP address: IP address/mask
Example IPv4 address: 192.168.10.10/32

Example IPv6 address: 2002:50::44/128

- An IP address range in CIDR notation: IP
address/mask
Example IPv4 address range: 192.168.52.0/24

Example IPv6 address range:
2407:c080:802:469::/64

- All IP addresses
0.0.0.0/0 represents all IPv4 addresses.

::/0 represents all IPv6 addresses.

e Security group: The destination is from another
security group. You can select a security group in
the same region under the current account from
the drop-down list. For example, instance A is in
security group A and instance B is in security
group B. If security group A has an outbound
rule with Action set to Allow and Destination
set to security group B, access from instance A is
allowed to instance B.

e |P address group: The destination is an IP
address group. An IP address group is a
collection of one or more IP addresses. You can
select an available IP address group from the
drop-down list. An IP address group can help you
manage IP address ranges and IP addresses with
same security requirements in a more simple
way.

I[P address:
0.0.0.0/0

Descrip
tion

Supplementary information about the security
group rule. This parameter is optional.

The description can contain a maximum of 255
characters and cannot contain angle brackets (< or
>).

5. Click OK.
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Verifying Security Group Rules

After inbound and outbound rules are added, you can verify whether the rules
take effect. Suppose you have deployed a website on a FlexusL instance server. To
allow your users to access your website over port 80 (HTTP), you add a security
group rule shown in Table 1-9.

Table 1-9 Security group rule

Direction | Protocol/ Port Source
Application
Inbound TCP 80 0.0.0.0/0

Linux servers

To verify the security group rule on a Linux server:

Log in to the server.

Run the following command to check whether TCP port 80 is listened:
netstat -an | grep 80

If command output shown in Figure 1-14 is displayed, TCP port 80 is listened.

Figure 1-14 Command output for the Linux server

Enter http://E/P bound to the serverin the address box of the browser and
press Enter.

If the requested page can be accessed, the security group rule has taken
effect.

Related Operations

On the Inbound Rules and Outbound Rules tab pages, you can also modify,
replicate, or delete existing rules.

Deleting security group rules will disable some functions.

If you delete a rule with Protocol & Port specified as TCP: 20-21, you will not
be able to upload files to or download them from servers using FTP.

If you delete a rule with Protocol & Port specified as ICMP: All, you will not
be able to ping the servers.

If you delete a rule with Protocol & Port specified as TCP: 443, you will not
be able to connect to websites on the servers using HTTPS.

If you delete a rule with Protocol & Port specified as TCP: 80, you will not be
able to connect to websites on servers using HTTP.

If you delete a rule with Protocol & Port specified as TCP: 22, you will not be
able to remotely connect to Linux server using SSH.
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1.5.3 Configuring Security Groups for Application Images

By default, outbound rules of a security group allow FlexusL instances in it to
access external resources. This section describes how you can configure inbound
rules for multiple application images of FlexusL instances. You can add multiple
rules as required.

e  For details about more configuration examples, see Security Group
Configuration Examples.

e For details about how to configure security group rules, see Configuring
Security Group Rules.

WordPress
Table 1-10 Security group rules
Priori | Acti | Type Protocol | Source Description
ty on & Port
1 Allo | IPv4 TCP: 22 | 0.0.0.0/0 Allows access to the FlexusL
w instance using SSH locally.
1 Allo | IPv4 TCP: 0.0.0.0/0 Allows access to MySQL
w 3306 databases.
1 Allo | IPv4 TCP: 80 | 0.0.0.0/0 Specifies the internal
w forwarding port of application
images
1 Allo | IPv4 TCP: 0.0.0.0/0 Allows external access to the
w 9001 application dashboard.
BT Panel

Table 1-11 Security group rules

Priorit | Actio | Typ | Protocol | Source Description
y n e & Port
1 Allow | IPv4 | TCP: 22 0.0.0.0/0 | Allows access to the FlexusL
instance using SSH locally.
1 Allow [ IPv4 | TCP: 0.0.0.0/0 | Allows access to MySQL
3306 databases.
1 Allow [ IPv4 | TCP: 0.0.0.0/0 | Allows access to the
9090 phpMyAdmin database
management tool.
1 Allow | IPv4 | TCP: 0.0.0.0/0 | Allows access to the BT panel
8888 dashboard.

Issue 01 (2024-07-16) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 48


https://support.huaweicloud.com/intl/en-us/usermanual-vpc/en-us_topic_0081124350.html
https://support.huaweicloud.com/intl/en-us/usermanual-vpc/en-us_topic_0081124350.html

Huawei Cloud Flexus

User Guide

1 FlexusL

Priorit | Actio | Typ | Protocol | Source Description

y n e & Port

1 Allow [ IPv4 [ TCP: 443 | 0.0.0.0/0 | Allows HTTPS traffic to the

FlexusL instance.
1 Allow | IPv4 | TCP: 80 0.0.0.0/0 | Allows HTTP traffic to the
FlexusL instance.
Matomo, Odoo, Nextcloud, and GitLab
Table 1-12 Security group rules

Priorit | Actio | Type Protocol | Source Description

y n & Port

1 Allow | IPv4 TCP: 22 0.0.0.0/0 | Allows access to the FlexusL
instance using SSH locally.

1 Allow | IPv4 TCP: 80 0.0.0.0/0 | Specifies the internal
forwarding port of
application images

1 Allow | IPv4 TCP: 9001 | 0.0.0.0/0 | Allows external access to the
application dashboard.

1 Allow | IPv4 TCP: 9000 | 0.0.0.0/0 | Allows external access to the
application O&M dashboard.

Portainer, Superset, and PrestaShop
Table 1-13 Security group rules

Prior | Actio | Type Protocol & | Source Description

ity n Port

1 Allow | IPv4 TCP: 22 0.0.0.0/0 Allows access to the FlexusL
instance using SSH locally.

1 Allow | IPv4 TCP: 80 0.0.0.0/0 Specifies the internal
forwarding port of
application images

1 Allow | IPv4 TCP: 3306 | 0.0.0.0/0 Allows access to MySQL
databases.

1 Allow | IPv4 TCP: 9001 0.0.0.0/0 Allows external access to
the application dashboard.
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Prior | Actio | Type Protocol & | Source Description
ity n Port
1 Allow | IPv4 TCP: 9000 | 0.0.0.0/0 Allows external access to
the application O&M
dashboard.
SRS

Table 1-14 Security group rules

Prio | Acti | Typ | Protoc | Sourc | Description
rity |on e ol & e
Port

1 Allo | IPv4 | TCP: 22 | 0.0.0. | Allows access to the FlexusL instance
w 0/0 using SSH locally.

1 Allo | IPv4 | TCP: 80 | 0.0.0. | Specifies the internal forwarding port of
w 0/0 application images

1 Allo | IPv4 | TCP: 0.0.0. | Allows external access to the application
w 9001 0/0 dashboard.

1 Allo | IPv4 | TCP: 0.0.0. | Allows access to the RTMP livestreaming
w 1935 0/0 server.

1 Allo | IPv4 | TCP: 0.0.0. | Allows access to the HTTP API server to
w 1985 0/0 deliver HTTP-API and WebRTC streames.

1 Allo | IPv4 | TCP: 0.0.0. | Allows access to the HTTP livestreaming
w 8080 0/0 server to deliver HTTP-FLV and HLS

streams.

1 Allo | IPv4 | TCP: 0.0.0. | Allows access to the WebRTC media

w 8000 0/0 server.

1.6 Managing Images

1.6.1 Managing Application Images

Scenarios

FlexusL provides various featured application images. An application image
contains not only the underlying OS (Ubuntu 22.04), but also application
software, initialization data, and runtime environment required by the application.
You can use application images to quickly deploy applications out-of-the-box,
minimizing the need for separate upload and installation.
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You can log in to the visual dashboard of the application image for quick
configuration. This section describes the precautions for using application images
and how to log in to the image application dashboard.

Precautions

If a FlexusL instance is created using an application image, ensure that the

application has been installed from the image and running properly on the

instance before you reset the instance password, or restart, start, or stop the
instance. Otherwise, you may fail to log in to the image application dashboard.

Logging In to the Image Application Dashboard

If it is your first login to the dashboard, you need to initialize the application
preinstalled in the image. If it is not the first login, you can access the
dashboard directly.

Step 1: Initializing the Application Pre-installed in the Image

During the initialization, you need to set the information about the application.

Different applications require different initialization operation. Perform the
corresponding operation based on your application. Table 2 describes how to

initialize the application pre-installed in the image.

Table 1-15 Initializing the application pre-installed in the image

Applicatio
n Image

Step 1: Obtain or Set the
Username and Password for
Logging in to the Image
Application Dashboard

Step 2: Initialize the
Application Pre-installed
in the Image

BT panel

Obtain the initial username and
password from the password.txt
file of the application image. For
details, see Obtaining the initial
username and password from the
password.txt file.

Initializing BT Panel

WordPress

Odoo

Matomo

Portainer

No initial username and password
preset in the image. Set the
username and password during the
initialization and remember them.

Initializing WordPress

Initializing Odoo

Initializing Matomo

Initializing Portainer

GitLab

Prestashop

Superset

Nextcloud

Obtain the administrator username
and password for logging in to the
dashboard. For details, see
Obtaining the administrator
username and password from the
application O&M dashboard.

Initializing GitLab

Initializing PrestaShop

Initializing Superset

Initializing Nextcloud
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Applicatio | Step 1: Obtain or Set the Step 2: Initialize the
n Image Username and Password for Application Pre-installed
Logging in to the Image in the Image
Application Dashboard
SRS No username and password. Understanding the SRS
Interface

Obtaining the initial username and password from the password.txt file

Log in to the server and run sudo cat /credentials/password.txt to obtain
the username and password for logging in to the BT panel. The administrator
username is administrator.

“# |sudo cat v dentials/password. txt
for bt ==

root@smbh-ec

After the application is initialized, change the password on the dashboard for
easy management.

(1 NOTE

If the password is changed, the initial password will be invalid. Remember the new
password.
Obtaining the administrator username and password from the application
O&M dashboard

a. In the address bar of a local browser, enter http://£/”~9000 to log in to
the application O&M dashboard.

The username and password for logging in to the dashboard are the root
user and password of the FlexusL instance. A FlexusL instance does not
have an initial password. Reset the password and use it to log in to the
dashboard.

b. Choose My Apps and click the App icon.

c. Choose Access and click Initial Account to view the username and
password of the administrator.

Administrater e . B
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Step 2: Logging in to the Image Application Dashboard
1. Log in to the FlexusL console and click a resource card to go to the instance
details page.
2. On the Overview page, in the Image area, click Access to access the image
application dashboard.
(110 NOTE

For the Prestashop application image, log in to the dashboard using the encrypted
address generated when you log in to the dashboard for the first time.

< -
_ = > —

uuuuuuu

1.6.2 Managing Private Images

Scenarios
You can use a private image to quickly create a FlexusL instance with the same
configuration as the image, or use a private image to change the OS.
Private images are created from servers on cloud platforms or downloaded from
third party platforms. They can be used by FlexusL only after being created or
imported using Image Management Service (IMS).

Constraints

Table 1-16 Restrictions on private images of FlexusL instances

Item Description

Region The cloud server and the private image must belong to the same
region. Otherwise, the image cannot be used to create the cloud
server.

Server Only x86 is supported.
architect
ure
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Preparations

Item

Description

Image
type

Only system disk images are supported. Data disk images and full-
servers images are not supported.

e Linux system disk images only support the following image
sources: free Huawei Cloud public Linux images, images created
from FlexusL instances that are created using application images,
and images you have imported. Other billed Linux images
provided by Huawei Cloud are not supported.

e Windows system disk images with the Bring Your Own License
(BYOL) license are supported.

Use SMS to migrate an entire server or migrate an OS unavailable
on the cloud to a FlexusL instance.

Specificat
ions

The instance specifications (vCPUs, memory, and system disk
capacity) must meet the requirements of the private image.
Otherwise, the cloud server may fail to start.

For example, Windows images require a minimum of 2 GB memory.

One-click
password
reset
plug-in

If a private image is created from a server on another cloud
platform or downloaded from a third party, the private image may
fail to be used to create a FlexusL instance or change the OS of an
instance because the password reset plug-in is not installed on the
image or the onekey_resetpasswd tag is missing. For details, refer
to What Should | Do If a Private Image Cannot Be Used to
Create a FlexusL Instance or Change the OS of an Instance
Because the Password Reset Plug-in Is Not Installed on the
Image or the Image's onekey_resetpasswd Tag Is Missing?

Host
security

If you use a private image to create a FlexusL instance or change
the OS of an instance, and the Host Security Service (HSS) is not
protecting the instance, enable HSS by referring to What Do | Do If
HSS Is Not Started After | Use a Private Image to Create a
FlexusL Instance or Change the OS of an Instance?

NOTICE

The cloud server and the private image must belong to the same region, or the
image is unavailable for selection. For example, if you want to create an instance
in the CN-Hong Kong region, you can only select images from the CN-Hong Kong
region. To use an image across regions, replicate the image to the target region
first. For details, see Replicating Images Across Regions.
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Table 1-17 Creating or importing an image using IMS

Image Source

Reference

Scenari
o1

If your private image is created from
a Huawei Cloud ECS or BMS, it can
be used in the current region.

If you want to use the private image
in another region, replicate the
image to the region where you want
to use it first.

e Creating a System Disk
Image from a Windows
ECS

e Creating a System Disk
Image from a Linux ECS

e Replicating Images Across
Regions

Scenari
o2

If your private image is created on
another cloud platform or
downloaded from a third party, you
need to first import the private
image using IMS.

Refer to the operation guide based
on the image file format:

e External image files can be in
VMDK, VHD, QCOW?2, RAW,
VHDX, QED, VDI, QCOW, ZVHD?2,
or ZVHD format.

e [SO files.

e Creating a Linux System
Disk Image from an
External Image File

e Creating a Linux System
Disk Image from an ISO
File

e Creating a Windows
System Disk Image from
an External Image File

e Creating a Windows
System Disk Image from
an ISO File

Scenari
o3

If you want to use a private image
of another account, ask the account
owner to share the image with you
and replicate the shared image as a
private image.

e Sharing Images

e Replicating a Shared
Image

Creating a FlexusL Instance Using a Private Image

Create or import a private image using IMS. Select the private image from the
image list when creating a FlexusL instance. For details, see Purchasing a FlexusL

Instance.

(10 NOTE

If your private image is not displayed in the list, check whether the private image is in the
same region as the FlexusL instance.
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< | Buy FlexusL

Flexus L Instance

FlexusL 10+ images  Efficient application setup

Region For low network latency and quick resource access, select the region nearest to your target users.

AP-Singapore CN-Hong Kong

Application Images 0OS Images Private Images

A ] y Create [/

[ —Select-

Q search .
are supported. Leam about the constraints [ of private

zZwh-win19-public-mirror-rename (40GiB)

Zwh-public-mirror-win19 (40GiB)

zwh-public-mirror-Cent0OS79 (40GiB)

Using a Private Image to Change the OS

Create or import a private image using IMS. Select the private image from the
image list when changing the OS of a FlexusL instance. For details, see Changing

an OS.

(1 NOTE

If your private image is not displayed in the list, check whether the private image is in the
same region as the FlexusL instance.

@ Note

Changing an OS allows you to install a different image:
An OS change has no impact on data disks, but all data on and all backups created for the system disk will be deleted. Back up data using GBR before you continue

After the OS is changed, the server will automatically restart, the expiration time and IP address will remain unchanged, and custom settings (such as the DNS) will be reset.
‘You may need to pay for the new configuration or you may receive a partial refund, depending on the new configuration. The amount you owe or are owed will be displayed on the order

confirmation page.

Current Configuration

Name IP Address. Specifications Image

ness_ecs_1bd2 192 168 (private) 2VCPUs | 2 GIB | System disk 40 GiB CentOs 7.7 64bit for GPU
Application Images 0S Images Private Images
[ —Select— A J Q  Create [4

Q search
zZxXh-smb (40GiB) _ N
1e image specifications are appropriate for  Leamn .
more

zwh-public-mirror-Cent0S79 (40GiB)
the password for logging in to the instance.

xfn-Create-private-system-gisk-ubuntu22 (40Gis)

Related Operations

After you use a private image to create a FlexusL instance or change the OS of an
instance, check whether the one-click password reset plug-in has been installed on
the instance. If not, install it. With the plug-in, you can reset your instance

password.
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If you know the initial password of your private image, install the plug-in by
referring to Installing the One-Click Password Reset Plug-in.

If you forget the initial password of your private image server, install the plug-
in by referring to Setting the Password and Installing the One-Click
Password Plug-in.

1.7 Managing Disks

1.7.1 Viewing Disk Information and Supported Operations

Background

Elastic Volume Service (EVS) provides scalable block storage that features high
reliability, high performance, and a variety of specifications for cloud servers. An
EVS disk can be used as a system disk or a data disk.

FlexusL instances contain system disks by default. If your FlexusL instance does
not contain any data disk and you need one, you can buy a data disk by referring
to Adding a Data Disk.

Constraints

A newly purchased data disk must be initialized in the cloud server OS before you

can

use it (the system disk does not need to be initialized). For details, see

Initializing a Data Disk.

Viewing Disk Information and Supported Operations

1.

Log in to the FlexusL console and click a resource card to go to the instance

details page.

In the list on the left, choose EVS Disks. View the disk information and

supported operations in the package on the right.

- Disk information includes the disk name, type, capacity, and
specifications.

- Supported operations include expanding capacity and viewing monitoring
data.

1.7.2 Expanding Capacity of a Data Disk

If your disk space is insufficient, you can increase the disk size by expanding
capacity.

Constraints

Expanding the disk capacity does not affect the existing data on the cloud
server, but incorrect operations may lead to data loss or exceptions. You are
advised to back up the disk data using CBR before expansion.

Only data disks can be expanded separately. System disks cannot be
expanded separately. You can expand the system disk capacity by upgrading
the instance specifications. For details, see Upgrading a FlexusL Instance.

Issue 01 (2024-07-16)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 57


https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_passwd_0003.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_passwd_0002.html
https://support.huaweicloud.com/intl/en-us/hecs_faq/faq_passwd_0002.html
https://support.huaweicloud.com/intl/en-us/qs-evs/evs_01_0038.html
https://support.huaweicloud.com/intl/en-us/usermanual-hecs/hecs_03_0020.html

Huawei Cloud Flexus
User Guide

1 FlexusL

Billing

The disk capacity can only be expanded, not reduced.

The additional capacity has the same expiration time as the FlexusL instance
and cannot be unsubscribed from separately.

The disk can only be expanded when the server is Running or Stopped.

The unit price of the additional capacity is the same as the unit price when you
add the data disk during the instance purchase.

Prerequisites

The disk has been initialized. If you expand a data disk before it is initialized, you
only need to initialize the disk after the expansion and do not need to extend the
disk partition and file system. For how to initialize a data disk, see Initializing a
Data Disk.

Procedure

Expand the disk capacity on the console.

Expanding the disk capacity on the console only enlarges the disk capacity,
but not extend the disk partition and file system, so the additional capacity
cannot be used directly.

Extend the disk partition and file system.

Log in to the server and add the additional capacity to an existing partition or
a new partition to make the additional capacity available for use.

Step 1: Expand the Disk Capacity on the Console

1.

Log in to the FlexusL console and click a resource card to go to the instance
details page.

In the list on the left, choose EVS Disks. Then click Expand Capacity.
On the displayed page, enter a new capacity.

If your FlexusL instance contains the cloud backup service, the Expand
Backup Vault option will be available. Determine whether to expand the
backup vault based on your requirements.

- To expand the backup vault, select Expand Backup Vault and enter a
new capacity.

- To retain the vault capacity, ignore this configuration.
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() Note

Expanding th disk cepacty does nat affect the existing data on the server, but incorrect oparations may lead to data lcss cr exceptions. You are advised to back up the cisk data using CBR tefore expansion.
Data disk capacity and backup vault capaciy can only be expanded Resources added to the pacage have the same expiralion time s tne instance, and they cannot be unsubscribed separately.
After the payment is successful, you need fo log in to the server and extend tha disk partition and file system to make the addiional disk space avalable.Leam how Windows [ Linux [

Expand Data Disk

Current Capacity
0GB
New Capacity
51 GiB alue range: 51-2048. Data disk capacity cannot be reduced, so enter 2n appropriate capaci.
EXpﬂnd Bﬂckup Vault  Tre vaur capacity must be atleast as big as the servers you want to back up. If the vault capacry is smeller than the total backup size, the backup will fail,
Expiration

2024007112 23:5959 GNT+08.00
R ackage have the same expiration time as the instance and iy cannot be unsubscribed separately.

4. Click Buy Now and complete the payment as prompted.

After the purchase, check whether the disk capacity has increased on the
console.

Step 2: Extend the Disk Partition and File System
Log in to the server and extend the partition and file system.

e For Windows, see Extending Disk Partitions and File Systems (Windows).

e  For Linux, see Extending Partitions and File Systems for Data Disks
(Linux).

1.7.3 Adding a Data Disk

Scenarios

Disks of FlexusL instances include system disks and data disks. When a cloud
server is created, a system disk is automatically created and attached. You cannot
create a system disk separately. A data disk can be added in either of the
following ways:

e  Purchase the data disk when purchasing a FlexusL instance. The system will
automatically attach the data disk to the cloud server.

e  Purchase the disk data after a FlexusL instance is purchased. The system will
automatically attach the data disk to the cloud server.

This section describes how to add a data disk after a cloud server is created.

Constraints

e An FlexusL instance only supports one data disk. If there is already a data
disk, no more data disks can be added.

(10 NOTE

Data disks can be added only on the FlexusL console. You cannot add and attach data
disks to FlexusL instances on the EVS console or attach existing data disks.
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e Added data disks have the same expiration time as their FlexusL instances.
They cannot be detached or unsubscribed from separately.

e The data disk can only be added when the server is Running or Stopped.

Billing

The unit price of the added data disk is the same as the price when you add the
data disk during the instance purchase.

Procedure
1. Log in to the FlexusL console and click a resource card to go to the instance
details page.
Click Add Resource in the upper right corner.
3. Select the resource you want to add.

o Note
An instance package can coniain only one resource of ihe same service type. If a resource has been added to the package, no more resources of such service type can be added.
The package can be expanded only when the instance is running or stopped

Data Disk (EVS)

Provides persistent block storage. With data redundancy and cache acceleration, EVS delivers highly refiable, durable, low-atency, stable storage ¥5.00 monn A

Expiration

2024107/

ave the same expiration time as the instance and cannot be removed or unsubscribed separately

Agreement

have read and agree to the User Agreement

(10 NOTE

e The system automatically attaches the added data disk to the cloud server of the
FlexusL instance.

e The added data disk must be initialized in the cloud server OS before you can use
it. For details, see Initializing a Data Disk.

e The added data disk has the same expiration time as the FlexusL instance.
4. Read and agree to the agreement, click Buy Now, and complete the purchase.
You can see the added data disk on the console.

1.8 Managing Backups

1.8.1 Viewing Backup Information and Supported Operations

Background

Cloud Backup and Recovery (CBR) enables you to back up cloud servers and disks
with ease. In case of a virus attack, accidental deletion, or software or hardware
fault, you can restore data to any point in the past when the data was backed up.

CBR involves backups, vaults, and policies.

Issue 01 (2024-07-16) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 60


https://support.huaweicloud.com/intl/en-us/qs-evs/evs_01_0038.html

Huawei Cloud Flexus
User Guide

1 FlexusL

A backup is a copy of a particular chunk of data and is usually stored
elsewhere so that it may be used to restore the original data in the event of a
data loss.

CBR stores backups in vaults. If your server contains the cloud backup service,
the cloud servers or disks will be associated with the corresponding vault, and
cloud server backups or cloud disk backups generated will be stored in the
associated vault.

There are backup policies and replication policies.

- Backup policies: To perform automatic backups, configure a backup policy
by setting the execution times of backup tasks, the backup cycle, and
retention rules, and then apply the policy to a vault.

- Replication policies: To automatically replicate backups or vaults,
configure a replication policy by setting the execution times of replication
tasks, the replication cycle, and retention rules, and then apply the policy
to a vault. Replicas of backups must be stored in replication vaults.

For more information, see What Is CBR?

Procedure

Log in to the FlexusL console and click a resource card to go to the instance
details page.

In the list on the left, choose Cloud Backup Vaults. View the vault
information and supported operations in the package on the right.

Details Description

Disk Name/ID | Name and ID of the EVS disk, which cannot be changed

You can click =" to copy the disk ID.

Vault Status A vault can be in any of the following states:
@ The vault is available.
: The vault expires.

@: The vault is abnormal.

Backup Type Backup type of a cloud server is server backup, which
backs up all EVS disks (system and data disks) on the
server.

Backup Policy | Whether the backup policy is enabled. The policy is
Status enabled by default after you create the cloud server.

When you enable a backup policy, you can click the policy
name to view the policy details.

Associated Server that has been associated with the vault
Server
Used/Total Used capacity and total capacity of the vault, in GB. The

Vault Capacity | vault capacity usage is also displayed.
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Details Description

Operation e Modifying an applied policy: Click 2 to modify the
backup policy. For details, see Modifying a Policy.

e Viewing monitoring data: Click LI to view backup
monitoring data.

1.8.2 Associating a FlexusL Instance with a Server Backup
Vault

You can associate a FlexusL instance with a server backup vault on the CBR
console, rather than the FlexusL console.

(11 NOTE

FlexusL instances only support server backup vaults.

1. Associate a FlexusL instance server with a vault.

- On the CBR console, choose Cloud Server Backups from the left
navigation pane and click Buy Server Backup Vault. On the displayed
page, select a FlexusL instance server you want to back up. For details,
see Purchasing a Server Backup Vault.

- Associate a FlexusL instance server with an existing vault. For details, see
Associating a Resource with the Vault.

2. View the vault details. For details, see Querying a Vault.

1.8.3 Backing Up and Restoring a FlexusL Instance

CBR enhances data integrity and service continuity.

After your FlexusL instance server is associated with a backup vault, you can apply
a backup policy to the FlexusL instance for auto backup or back up data manually.

e Method 1: Auto Backup Based on the Backup Policy: All disks in a FlexusL
instance are backed up or restored as a whole.

e Method 2: Manual Backup: All disks can be backed up or restored as a whole
or individually.

If you did not associate a vault with the FlexusL instance server during the
purchase, you can buy a vault and associate it with the FlexusL instance server
later on the CBR console. For details, see Associating a FlexusL Instance with a
Server Backup Vault.

Prerequisites

Your FlexusL instance server has been associated with a server backup vault.
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Method 1: Auto Backup Based on the Backup Policy

After you associate a cloud backup vault with a FlexusL instance server during the
purchase, the cloud server can be automatically backed up based on the policy.
You can view or modify the backup policy on the FlexusL console.

Step 1 Log in to the FlexusL console and click a resource card to go to the instance
details page.

Step 2 On the displayed page, choose Cloud Backup Vaults from the left navigation
pane and click Apply Policy in the upper right corner.

venvew Cloud Backup Vaults

> Cloud Servers

[@ EvS Disks

Cloud Backup
A vauns _— hcss_cbr_vault_4a1a
N Server backup | Back

©Avalable  ness ecs_data

sedTotal Vault Capac
16/40G8 e

Step 3 View or set the backup policy parameters.

For details about the parameters, see Backup policy parameters.
(11 NOTE

More frequent backups create more backups or retain backups for a longer time, protecting
data to a greater extent but occupying more storage space. Set an appropriate backup
frequency as needed.
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Edit Policy

Basic Information

Policy Name hcss_cbr_policy_4ala
Status Disabled
Backup Rule

Current rule
Automatically perform weekly backups at 03:00 on the following days: Monday, Tuesday, \Wednesday, Thursday, Friday, Saturday, Sunday.

The initial backup is a full backup. All subsequent backups are incremental backups.

Eackup Frequency Weekly Day based
%
Automatically perform backups every | Mon 1 Tues i Wedi Thur i Sat i Sun q E
Execution Time Select All Invert Seleciion
00:00 01:00 02:00 03:00 4 04:00 05:00 06:00 0700
08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00
16:00 17:00 18:00 19:00 20:00 21:00 22:00 2300
Timezone UTC+08:00 -
Full Backup (3) Enable
Enabling full backup improves your data reliability, but they will use more storage space
Retention Rule
Current rule: Permanent
Type Backup quantity Time period
After the policy's retention rule type is changed from Ti eriod to Permanent, the ne ntion rule will be applied only to

on the old rule. Learn more

new backups, and backups generated before this change will be kept and deleted bas

Step 4 Click Create Now.

After the backup policy is created, cloud servers are automatically backed up
based on the policy.

--—-End

Method 2: Manual Backup

1.

On the FlexusL console, obtain the server name or ID, or the backup vault
name or ID so that you can quickly find the associated vault on the CBR
console.

- If you associate a vault with a FlexusL instance server during the
purchase, search by either server name or ID, or vault name or ID.

Log in to the FlexusL console, click a resource card, and choose Cloud
Servers or Cloud Backup Vaults from the left navigation pane on the
displayed page to obtain the server name or ID, or vault name or ID.

Issue 01 (2024-07-16)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 64


https://console-intl.huaweicloud.com/console/?&locale=en-us#/cbr/manager/csbs/vaultList
https://console-intl.huaweicloud.com/console/?&locale=en-us#/cbr/manager/csbs/vaultList
https://console-intl.huaweicloud.com/smb/?&locale=en-us#/resource/list

Huawei Cloud Flexus
User Guide 1 FlexusL

; Overview

& |Cloud Servers

[2] EVS Disks

3| Cloud Backup Vaults

Cloud Servers

S I CSS_€Cs_: ala
~

~ D: 8006bf98-ab68-4b O Running
\/ i ’ D

2 vCPUs | 2 GiB | System disk 40 GiB | Peak bandwidth 3 Mbit/s

- If you associate a vault with a FlexusL instance server on the CBR console
after the FlexusL instance is created, search by server ID.

2. Log in to the CBR console and choose Cloud Server Backups. On the Vaults
tab in the right pane, search for the vault using the obtained vault name or
ID, and click Perform Backup in the Operation column.

Cloud Backup and Cloud Server Backups () ProcessFlow POCYTERS  Buy Server Backup Valt Cne-tltk Backup Migzte 0 CBR Buj CBR Replcation Trafi Fackege. Got CSBS Consae
Recovery Console
Dachaoard Vauls ~ Backups  AgentInstallation

Avautis aconainerhal stores bacups You can assoilea vau: il resources ard eply & beckup ol o e v

Bt

Chous D Backps
SFSTuo Backps ‘ | G TRERTE x €8
Deskiop Eacags Name1 stas Type Baokup... SpeSiic.. ¢ UsedToWVaul.. ¢ POWYSG. ASoca. ¢ Bilig.. Operaton
Al Bachs v hess _cb_vaut_4sla TearyNariy

Available  Backup Cicabed ‘Server backu 16140 hess_eor 1 ‘Associate Sewvar | Perform Backup | Mlore v
S AL ot Tzl " ol Wiasui.,

Hybrid Cloud Backups v

3. Set a backup name and determine whether to enable Full backup.

Full Backup: If enabled, a full backup task will be performed for the cloud
server. If not, an incremental backup task will be performed.

a backup image to quickly deploy ECS, optimize the EGS first and install either Cloud-Init or Gloudbase-Init, depending on your OS. (Backups of BMSS cannot be used to
on: B Optimize the Li
on: B3 Optimize the Windows nit
Server List Selected Servers (1)
Alstatuses v | | Name - allc Neme Q

Name/lD status Type AZ Associated & Name/ID Selected Di...  Operati,

hess_ecs_dat noss_ecs_4al -

~ nees_ees sala Running ECS AzZ3 Yes (hcss_cor_vault... ~ cessala " T

80060198-an68-4bc3-2115-2a7ca 8006b98-ab68-4Dc3-a115-

Description

Full Backup Enable

After this option is selected, the backup executed this time will be a full backup that requires larger capacity. What Are Full Backup and Incremental Backup?

4. Click OK to start the backup immediately.

You can view the created backup on the Backups tab page and use the
backup to restore data when needed.
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Dashboard Vaults

Agent Installaiion

| Coud Server Eackups Backups  Backups Shared with Me
Chud Disk Backuos Syt v
SFS Turoo 3ackups

Deskiop Backups
Name/D Status Backup ... Server Name Server T... Vault Name Created Operation

Applization Backups ¥

manuabk_hcss It 4z1a-abdd

ackuns — - Creatin - hess_ecs_data ECS hess_cbr_vault data Mar12 2024173140 More v
Hiord Coud Backups ¥ T2 ToE T TR T S ! e e ! ’

Restoring a Cloud Server

After backing up the cloud server data, you can use the backup to restore the
server. For details, see Restoring from a Cloud Server Backup.

1.8.4 Expanding the Vault Capacity

If your vault space is insufficient, you can increase the vault size by expanding

capacity.
Constraints
e The vault capacity can only be expanded, not reduced.
e The additional capacity has the same expiration time as the FlexusL instance
and cannot be unsubscribed from separately.
e The disk can only be expanded when the server is Running or Stopped.
Billing
The unit price of the additional capacity is the same as the price when you add
the vault during the instance purchase.
Procedure

1. Log in to the FlexusL console and click a resource card to go to the instance
details page.

2. Choose Cloud Backup Vaults and click Expand Capacity.

Cloud Backup Vaults

hess_cbr_vault_4ata

& 2ypand Czpacty | (5 ApplyPoicy 3 View Wonkoring Date

3. On the displayed page, enter a new capacity.

The vault capacity must be at least as big as the servers you want to back up.
If the vault capacity is smaller than the total capacity to be backed up, the
backup task will fail. For example, if your system disk and data disks use 80
GB, the vault capacity must be greater than 80 GB. Otherwise, the backup will
fail.

4. Click Buy Now and complete the payment as prompted.

After the purchase, check whether the vault capacity has increased on the
console.
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1.9 Managing Domain Names

1.9.1 Overview

To enable a website or web application to be directly accessed using a domain
name over the Internet, you need to register a domain name, license the website
or web application, and configure DNS. Refer to this topic when you add a domain
name and configure DNS for a FlexusL instance.

Process of Accessing a Website Using a Domain Name

Register a domain name.
Purchase a FlexusL instance.
Apply for ICP licensing for the website and domain name.

According to the requirements of the Ministry of Industry and Information
Technology (MIIT), to open a website, you must apply for ICP licensing for the
website and domain name. You can apply for ICP licensing through Huawei
Cloud ICP License Service. Huawei Cloud provides you with free ICP licensing
services. For details, see ICP Filing Process.

(11 NOTE

Applying for ICP licensing is only allowed when you will use the FlexusL instances for
more than three months (the total duration after multiple renewals).
Add a domain name and configure record set for it.

Website services can be provided only after the added domain name is
resolved successfully.

Relationships Between Domain Name Registration, Resolution, and

Licensing

You can only configure record sets for a registered domain name.

The registrar and DNS service provider of a domain name can be different.
The DNS server settings identify the DNS service provider of the domain
name.

- By default, Huawei Cloud Domain Name Service (DNS) is used to resolve
domain names registered with Huawei Cloud. You can set a different DNS
service provider by modifying the DNS server settings of the domain
name.

- A domain name registered with Huawei Cloud can be resolved only after
record sets are configured for the domain name.

- If another DNS service provider takes care of domain name resolution,
you need to configure record sets for the domain name at the DNS
service provider.

According to MIIT, the web servers and domain name must be filed if you
want to host a website in the Chinese mainland. You need to apply for ICP
licensing after the domain name is registered and the website is set up.

Issue 01 (2024-07-16)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 67


https://support.huaweicloud.com/intl/en-us/icprb-icp/icp_01_0007.html

Huawei Cloud Flexus
User Guide

1 FlexusL

e ICP licensing is irrelevant to domain name resolution. Accessing a website
using a domain name involves the following two phases:

- The web browser obtains the IP address of the website from the DNS

server.

- The web browser accesses the website using the obtained IP address.

Domain name resolution is implemented at the first phase, and ICP licensing
is required at the second phase. If the website is not licensed, the web
browser cannot access the website using the obtained IP address.

1.9.2 Adding a Domain Name

When you deploy a website on a FlexusL instance, you need to add a domain

name for the instance.

Constraints

A domain name that is not registered can be added. After the domain name is
added, it must be registered and licensed. If it is not registered and licensed, the
website cannot be accessed. To ensure that a domain name can be used normally,
register the domain name and complete ICP licensing before adding the domain

name.

If the domain name is not licensed, apply for ICP licensing using Huawei Cloud ICP
License Service, which provides free ICP licensing. For details, see ICP Filing

Process.

Procedure

1. Log in to the FlexusL console and click a resource card to go to the instance

details page.

2. In the navigation pane on the left, choose Cloud Servers. Locate the server

and click its name.

3. On the Domain Names tab, click Add Domain Name.

4. Configure the parameters and click OK.

Parameter

Setting

Domain Name

Enter a domain name that will be added for the instance,
for example, wpwebsite.com.

NOTE
A domain name that is not registered can be added. After the
domain name is added, it must be registered and licensed. To
ensure that a domain name can be used normally, register the
domain name and complete ICP licensing before adding the
domain name.

Enterprise
Project

Select an enterprise project from the drop-down list.

Enterprise projects are associated with public zones. You
can manage public zones by enterprise project.
NOTE

This parameter is displayed only when your account is an
enterprise account.
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5. On the Domain Names tab, view the added domain name.
To enable your website to be accessed using the domain name, you need to

configure DNS for it.
Related Operations

After a domain name is added, if you want to change the domain name or do not
want to use the domain name any longer, you can click Remove in the Operation
column to unbind the domain name from the instance.

(11 NOTE

Removing a domain name will also delete the record sets you configure for the domain
name. As a result, the domain name cannot be used to access the website. If you add the
domain name again, you need to configure DNS resolution for it again.

1.9.3 Resolving a Domain Name

After a domain name is added, you need to configure DNS for it. Website services
can be provided only after the domain name is resolved normally.

Prerequisites

The domain name has been added.

Constraints
e If a domain name has expired or is abnormal, it cannot be resolved. Refer to
What Can | Do If a Record Set Does Not Take Effect?
e If the DNS server settings of the domain name are modified within 24 hours,
it takes up to 48 hours for the modification to take effect.
Procedure

1.  On the Domain Names tab, click Configure Record Set in the Operation
column.

2. Configure the parameters to map the domain name or its subdomain to the
EIP of the server, and click OK.

hcss ecs bdce ¢ CJ Remote Login () ResetPassword & Change Security Group
g O Ruming 2UCPUS| 26| Sislen KOG 03362 ¢ onfiqure Record Set X ——
Domain Name Prefix
Overview Security Groups ~ Disks ~ Netw For example, ente orleave tblank asldtcom @
Resolve the domain name to the EIP of the HECS L instance.
A Add a domain name and resolve it before using it for website access. X
« I
( Add Domzin Name —
Domain Names ©  Enterprise Project ©  Operation
> aslifcon & = B[ Canfigure Record Set | @ Remore

Issue 01 (2024-07-16) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 69


https://support.huaweicloud.com/intl/en-us/dns_faq/dns_faq_003.html

Huawei Cloud Flexus
User Guide 1 FlexusL

Parameter Setting

Domain If you enter a prefix, a subdomain is used for website access.
Name Prefix | Either the domain name or its subdomains can be resolved
to the EIP of the instance.

Suppose the domain name is wpwebsite.com.

e |f the domain name prefix is left empty, wpwebsite.com is
resolved to the EIP.

e If the domain name prefix is www, the subdomain
www.wpwebsite.com is mapped to the EIP.

EIP The EIP bound to the instance is displayed here
automatically.

3. (Optional) Change the DNS server addresses.

If the domain name is not registered with Huawei Cloud or not hosted on
Huawei Cloud DNS, the domain name cannot be resolved. To resolve the
domain name, contact your DNS provider to change the DNS servers to the
following Huawei Cloud DNS servers:

(10 NOTE

e If the domain name is registered with Huawei Cloud, skip this step.

e Generally, the changes to DNS servers take effect within 48 hours, but the time
may vary depending on the domain name registrar's cache duration.

- nsl.huaweicloud-dns.com: DNS server for regions in the Chinese
mainland

- nsl.huaweicloud-dns.cn: DNS server for regions in the Chinese mainland

- nsl.huaweicloud-dns.net: DNS server for countries or regions outside the
Chinese mainland

- nsl.huaweicloud-dns.org: DNS server for countries or regions outside the
Chinese mainland

4. On the Domain Names tab, view the domain name resolution details.

Parameter | Description

Subdomain | The domain name or subdomain that is configured in the
record set.

Status Status of the domain name or subdomain.

e Normal: The domain name is resolved normally and the
website can be accessed using the domain name or
subdomain.

e Disabled: The record set is disabled, and the domain
name or subdomain cannot be used to access the website.
The record set is still displayed in the list.

Package ID | Package ID of the FlexusL instance.

EIP The EIP of the instance mapped to the domain name or
subdomain.
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Parameter

Description

Operation

e Disable/Enable

The domain name registry reviews the legitimacy of the
website and restricts website access during domain name
licensing. If you have added record sets on the DNS
console, you need to disable them and enable them after
the licensing is complete.

e Delete

In the address box of the web browser, enter http:// Domain name or subdomain

to access the website.

If you want to use HTTPS, apply for and install an SSL certificate for the
instance. After the certificate is installed, you can access the website by entering
https:// Domain name or subdomain.

1.10 Managing Server Security

Background

With intrusion detection, vulnerability management, baseline inspection, and asset
management functions, HSS makes it easier to control host security risks.

FlexusL uses HSS basic edition. For details, see What Is HSS?

Procedure

1. Log in to the FlexusL console and click a resource card to go to the instance

details page.

2. In the left navigation pane, choose Host Security to view HSS details.

Item

Description

Protection
status

HSS is enabled by default and the status is Protected.
When the FlexusL instance expires, HSS stops protecting
the instance server.

Server status

Status of the server

Detection
result

The number of alarms is displayed. HSS supports intrusion
detection, vulnerability management, and baseline
inspection.

IP address

Private IP or EIP of a server
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FlexusX

2.1 Purchasing a FlexusX Instance

Scenarios

This section describes how to purchase FlexusX instances on the management
console. When purchasing a FlexusX instance, you need to configure the
specifications, image, storage, network, and security group for the instance.

Procedure

Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

Click Buy FlexusX.
Select a billing mode.

- Yearly/Monthly: You can select a required duration and pay for the
subscription in a single payment.

- Pay-per-use: You do not need to select a required duration. Instead, you
will be billed based on how long you use the service.

Select a region.

For latency-sensitive services, to reduce network latency and speed up access,
select a region close to your services. For services that need to communicate
with existing cloud services on a private network, select the region where the
existing cloud services are deployed.

Exercise caution when selecting a region. Once a FlexusX instance is created,
the region cannot be changed.

Select instance specifications.
You can select either preset or custom FlexusX instance specifications.
Select an image.

- Public images are standard, widely used images. A public image contains
an OS and pre-installed public applications. After your instance is created
using a public image, you can deploy applications or software on the
instance as required.
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7.

8.

Private images are created on IMS. You can create a private image from a
cloud server on Huawei Cloud or another cloud platform, or you can
download a third-party image.

Before selecting a private image, you are advised to learn about the
usage and constraints of private images described in Creating a FlexusX
Instance from a Private Image or Using a Private Image to Change
the OS.

NOTICE

The FlexusX instance you are creating and the private image you want to
select must belong to the same region. Otherwise, the image cannot be
selected for the FlexusX instance. For example, if you want to create a
FlexusX instance in the CN-Hong Kong region, you can only select images
from the CN-Hong Kong region. If you want to use an image from
another region, replicate that image to the current region. For details, see
Replicating Images Across Regions.

A shared image is a private image another user has shared with you.

Set storage parameters, including the type and size of the system disk and
data disk.

If the private image you selected is not encrypted, the system disk will
not be encrypted, either. If the image you selected is encrypted, the
system disk will be encrypted automatically.

You can attach up to 23 data disks to a FlexusX instance.

Click Show ™ to set the following parameters if required:

" SCSI: If you select this option, the device type of the data disk is SCSI.
For more information about SCSI disks and supported FlexusX
instances, see Device Types and Usage Instructions.

®=  Share: If you select this option, the data disk is sharable. Such a disk
can be attached to multiple FlexusX instances.

Set network parameters.

a.

Select an available VPC and subnet from the drop-down list and specify
how a private IP address will be assigned.

Click Add NIC to add multiple extension NICs and specify IP addresses for
them (including primary NICs).

(11 NOTE

If you specify an IP address when creating multiple FlexusX instances in a batch:
e This IP address serves as the start IP address.

e The required IP addresses must be consecutive and available within the
subnet.

e The subnet that contains the specified IP address cannot overlap with other
subnets.

"  |Pv6 not required/Automatically-assigned IPv6 address: This
parameter is available only for FlexusX instances of specific flavors in
a VPC with IPv6 enabled. For details about how to enable IPv6 on a
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subnet, see IPv4 and IPv6 Dual-Stack Network. For details about
how to check whether a FlexusX instance supports IPv4 and IPv6
dual stack, see "Constraints" in Dynamically Assigning IPv6
Addresses.

By default, the system assigns IPv4 addresses. If you select
Automatically-assigned IPv6 address, the system assigns IPv6
addresses. In a VPC, a FlexusX instance uses an IPv6 address to
access the dual-stack intranet. To access the Internet, you must
enable IPv6 Bandwidth and select a shared bandwidth. The FlexusX
instance then can access the IPv6 Internet through the IPv6 address.

After you create a FlexusX instance, you need to enable IPv6 so that
the instance dynamically obtains an IPv6 address. For details, see
Dynamically Assigning IPv6 Addresses.

(1 NOTE

e |Pv6 can only be enabled during instance creation. Once enabled, this
setting cannot be modified. If IPv6 Bandwidth is not enabled during
instance creation, you can enable it after the instance is created.

e Dedicated bandwidth is not supported.

Set Security Group. You can select an existing security group from the
drop-down list or create a new one.

This configuration controls access to FlexusX instances within a security
group or among security groups, enhancing instance security. You can
define access rules for a security group to protect the FlexusX instances in
the group.

When creating a FlexusX instance, you can select multiple security groups
(no more than five is recommended). In such a case, the access rules of
all the selected security groups apply to the instance.

The security group rules affect the access and use of FlexusX instances.
For details about how to configure a security group rule, see Configuring
Security Group Rules. Enable the following common protocols and ports
as needed:

®  Port 80: default port for web page access through HTTP.
" Port 443: port for web page access through HTTPS.

®  |CMP: used to ping FlexusX instances to check their communication
statuses.

" Port 22: reserved for logging in to Linux FlexusX instances using SSH.

" Port 3389: reserved for remote desktop login to Windows FlexusX
instances.

Set EIP parameters.

An EIP is a static public IP address bound to a FlexusX instance in a VPC. The
EIP enables the instance to communicate with the Internet.

You can select one of the following options:

®  Auto assign: The system automatically assigns an EIP with a
dedicated bandwidth to the FlexusX instance. The bandwidth is
configurable.
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®  Using existing: An existing EIP will be assigned to the FlexusX
instance. If you select an existing EIP, batch creation of FlexusX
instances is disabled.

"  Not required: A FlexusX instance without an EIP cannot access the
Internet. However, it can still be used as a FlexusX instance or be
deployed in a cluster on a private network.

Set the EIP type.

This parameter is mandatory when Purchase Mode is set to Auto assign.

®  Dynamic BGP: If there are changes on a network using dynamic BGP,
network configurations can be promptly adjusted using the specified
routing protocol, ensuring network stability and optimal user
experience.

®  Static BGP If there are changes on a network using static BGP,
network configurations cannot be promptly adjusted and user
experience may be affected.

Set Billed By.

This parameter is mandatory when Purchase Mode is set to Auto assign.
If you select Bandwidth or Traffic, the system will allocate a dedicated
bandwidth for you, and the bandwidth is dedicated for one EIP.

= Bandwidth: You will be billed based on the amount of bandwidth
you configure.

"  Traffic: You will be billed based on the actual traffic you have used.

®  Shared bandwidth: You will be billed by the bandwidth shared by
multiple EIPs.

Set Bandwidth Size. Select the bandwidth size (in Mbit/s) based on
service requirements.

Set Release Option. If you select this option, the EIP will be released
when the FlexusX instance is deleted.

10. (Optional) Select Associated Service.
Enable Cloud Eye or HSS if needed.

11.

If you enable Cloud Eye, an agent will be automatically installed on your
FlexusX instance to provide 1-minute fine-grained monitoring of its
metrics, such as vCPUs, memory, network, disks, and processes.

If you enable HSS, your FlexusX instance will be provided with host
security services that scan for weak passwords, system vulnerabilities,
brute-force attacks, and unauthorized logins.

There are three HSS editions: basic edition, enterprise edition, and basic
protection trial edition. You can use the basic protection trial edition for
free for one month. If you do not pay for it after the free trial expires,
host security will become unavailable.

Set FlexusX Instance Name and Login Mode.

a.

You can create a custom FlexusX instance name. If you purchase multiple
FlexusX instances at a time, the system automatically sequences these
instances.
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b. Set Login Mode.

®  Password: A username and its initial password are used for FlexusX
instance login authentication.

®  Key pair: A key pair is used for FlexusX instance login authentication.
You can select an existing key pair, or click Create Key Pair to create
a new one.

(1 NOTE

If you choose to use an existing key pair, ensure that it is available locally, or
you will not be able to log in to your FlexusX instance.

"  Password from image: If a password has been set for the private
image, you can select this option to use that password.

= Set password later: You can choose to set a password for your
FlexusX instance later. If you select this option, remember to set a
password after your FlexusX instance is created.

12. Set Cloud Backup and Recovery.
Cloud Backup and Recovery (CBR) lets you back up disks and FlexusX
instances and use the backups to restore data. After you set Cloud Backup
and Recovery, the system associates the FlexusX instance with the cloud
backup vault and applies the selected backup policy to periodically back up
the instance.
For CBR billing details, see How Is CBR Billed?
You can select one of the following options:

- Create new

i. Set the name of the cloud backup vault, which consists of 1 to 64
characters, containing only letters, digits, underscores (_), and
hyphens (-). For example, vault-f61e. The default naming rule is
vault_xxxx

ii. Enter the vault capacity, which is required for backing up the ECS.
The vault capacity cannot be smaller than that of the ECS to be
backed up. Its value ranges from the total capacity of the ECS to
10,485,760 in the unit of GB.

iii. Select a backup policy from the drop-down list, or log in to the CBR
console and configure a desired one.

- Use existing
i. Select an existing cloud backup vault from the drop-down list.

ii. Select a backup policy from the drop-down list, or log in to the CBR
console and configure a desired one.
- Not required

Skip this configuration if CBR is not required. If you need to enable CBR
after creating an ECS, log in to the CBR console, locate the target vault,
and bind the ECS to the vault.

13. (Optional) Set Advanced Options.

a. User Data: You can inject user data to customize your FlexusX instance.
With this configuration, the FlexusX instance automatically injects data
the first time it starts up.
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= As text: allows you to enter the user data in the text box.

= As file: allows you to inject script files or other files when you create
a FlexusX instance.

For example, if you activate user root with a script, you can log in to the
FlexusX instance as root. For details about how to pass user data, see
Passing User Data to ECSs.

b. Tag: Adding tags to FlexusX instances helps you better identify and
manage your FlexusX instances. You can add up to 10 tags to each
instance.

(10 NOTE

Tags added during the instance creation will also be added to the EIP and EVS
disks (including the system disk and data disks) of the FlexusX instance. If the
instance uses an existing EIP, the tags will not be added to that EIP.

After creating the instance, you can view the tags on the pages providing details
about the FlexusX instance, EIP, and EVS disks.

c. Agency: If your FlexusX instance resources need to be shared with other
accounts or are delegated to professional personnel or team for
management, the tenant administrator creates an agency in IAM and
grants permission to manage your FlexusX instance resources.

The delegated account can log in to the cloud system and switch to your
account to manage resources. This way, you do not need to share security
credentials (such as passwords) with other accounts, ensuring the
security of your account.

If you have created an agency in IAM, select the agency from the drop-
down list. For more information about agencies, see Account
Delegation.

d. FlexusX Group: Select the FlexusX instance group you want to add your
FlexusX instance to. A FlexusX instance group applies the anti-affinity
policy to the instances in it so that they can be distributed on different
hosts. For details about how to create a FlexusX instance group, see
Managing a FlexusX Instance Group.

14. Click Next: Confirm.

On the displayed page, confirm the configuration details of your FlexusX
instance.

- You can select Set scheduled deletion time and set the time for deleting
the FlexusX instance. This way, the FlexusX instance will be deleted
automatically as scheduled.

However, before the scheduled time arrives, you can change it on the
instance details page.

NOTICE

Back up data before you set the scheduled deletion time.

- Read and agree to the disclaimer.
Hover your mouse over the price to learn about price details.
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15.

Click Submit and complete the payment.

Follow-Up Operations

After creating a FlexusX instance, you can remotely connect to the instance to
deploy it. For details, see Logging In to a FlexusX Instance. If you did not
create a password for your FlexusX instance or if you have forgotten the login
password, reset the password and then log in to the instance.

If you want to deploy your FlexusX instance by yourself, refer to the
instructions in Setting Up Websites.

(11 NOTE

When you set up the environment by referring to Setting Up Websites, ensure that
the image version used by the FlexusX instance is the same as that in the tutorial to
prevent command execution failures caused by version incompatibility.

2.2 Logging In to a FlexusX Instance

2.2.1 Remotely Logging In to a FlexusX Instance Using VNC

This section describes how to use VNC to remotely log in to a FlexusX instance on
the management console.

Scenarios
Prerequisites
[ ]
[ ]
Procedure
1.
2.
3.

The FlexusX instance for login is in the Running state.

You have obtained the login username and password. If you have forgotten
the password, reset it by following Resetting a Password.

Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

Locate the FlexusX instance you want to log in to, click Remote Login in the
Operation column.

Log in to the FlexusX instance following the instructions.

For system security, the password you are entering is hidden by default. After
you enter the correct password and press Enter, you can successfully log in to
the FlexusX instance.

- For Linux: Enter the username and password following the instructions.
The default username is root.
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Huawei Cloud Euler0S 2.8 (xB86_64)
Kernel 5.18.8-68.18.8.58.r1883 _58.hceZ.xB6_64 on an xB6_64

Hint: Mum Lock on

hecsx-3edb login: root
Password:

Last login: Tue May 7 14:58:49 on ttyl

kelcome to Huawei Cloud Service

[rootPhecsx-3edb ™ 1#

2.3 Managing FlexusX Instances

2.3.1 Viewing Details of a FlexusX Instance

Scenarios

After a FlexusX instance is created, you can view and manage it on the FlexusX
instance console. This section describes how to view detailed configurations of a
FlexusX instance, including the instance name, image, system disk, data disk,
security group, and EIP.

Procedure

Log in to the FlexusX console, in the upper left corner, click * , and select a
region and project.

On the FlexusX instance list page, you can view the FlexusX instances you
purchased and their basic information such as private IP addresses.

(Optional) In the upper part of the list, enter a FlexusX instance name, IP

Q

Click the name of the FlexusX instance.

address, or ID and click to search for the FlexusX instance.

The details page of this instance is displayed.

View details of the FlexusX instance.

There are various tabs to choose from, such as Summary, Disks, Network
Interfaces, Security Groups, and Monitoring. Each one displays different

basic information for your FlexusX instance. You can review the monitoring
data, add disks or NICs, or change the instance's security groups.

2.3.2 Resetting a Password

Scenarios

If you did not set a password when purchasing a FlexusX instance, or the password
expired or was forgotten, reset the password by following the instructions provided
in this section.
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Constraints

You can only reset the password if the FlexusX instance is in the Stopped or
Running state. If you reset the password when the FlexusX instance is in Running
state, the password change will be not applied until the instance is restarted.

Prerequisites
e The one-click password reset plug-in must have been installed.

- If your FlexusX instance was created using a public image, the password
reset plug-in was installed on the instance by default.

- If your FlexusX instance was created using a private image and has no
password reset plug-in installed, see Resetting the Password for
Logging In to a Windows ECS Without the Password Reset Plug-in
Installed and Resetting the Password for Logging In to a Linux ECS
Without the Password Reset Plug-in Installed.

e Do not delete the CloudResetPwdAgent or CloudResetPwdUpdateAgent
process. Otherwise, one-click password reset will not be available.

e DHCP is enabled for the VPC that the FlexusX instance belongs to.
e The FlexusX instance network connectivity is normal.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the target FlexusX instance, and in the Operation column, choose
More > Reset Password.

You can also select multiple FlexusX instances and click Reset Password
above the instance list to perform batch operations.
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Figure 2-1 Reset Password

Reset Password

The new password will take effect after the HECS X instance is restarted.

You have selected 1 HECS X instance, 1 of which support password reset. Show

* Mew Password &
# Confirm Password &
* Auto Restart The new password will take effect after the preceding HECS X instances are

automatically restarted

Ensure that you save data and then proceed with this operation. Otherwise, HECS X instance data will be lost
and cannot be recovered.

r" -‘\'\
L Cancel ) “

3. Set and confirm a new password as prompted.

If you reset the password for a running FlexusX instance, the password change
is not applied until after the next restart. Select Auto Restart.

(10 NOTE

If the system displays a message indicating that the password cannot be reset, see
Resetting the Password for Logging In to a Windows ECS Without the Password
Reset Plug-in Installed and Resetting the Password for Logging In to a Linux ECS
Without the Password Reset Plug-in Installed.

The new password must meet the complexity requirements listed in Table
2-1.
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Table 2-1 Password complexity requirements

Parameter Requirement

Password e Consists of 8 to 26 characters.

e Contains at least three of the following character
types:
- Uppercase letters
- Lowercase letters
- Digits
- Special characters for Windows: $!@%-_=+[]:./,?
- Special characters for Linux: !@%-_=+[1../A{}?

e Cannot contain the username or the username spelled
backwards.

e Cannot contain more than two consecutive characters
in the same sequence as they appear in the username.
(This requirement applies only to Windows ECSs.)

e Cannot start with a slash (/) for Windows ECSs.

Click OK.

- If the FlexusX instance is running when you reset the password, manually
restart the instance for the new password to take effect.

- If the FlexusX instance is stopped, the new password will take effect after
you start the instance.

2.3.3 Viewing Failures

Scenarios

You can view the details of failed tasks (if any) in the Failures area, including the
names and statuses of instances involved in the tasks.

Procedure

Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

View Failures on the right side of buttons for common operations.
Click Failures to view task details.

The following types of failures can be recorded in the Failures area:
- Creation Failures: the failed FlexusX instance creation tasks

- Operation Failures: the tasks with failed operations and error codes that
help you troubleshoot the faults

For a failed task, try again. If the failure persists, submit a service ticket to
get technical support.
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2.3.4 Reinstalling an OS

Scenarios

If the OS of a FlexusX instance fails to start or requires optimization, reinstall the

Os.

Prerequisites

The target FlexusX instance has a system disk attached.

Notes

Billing

After the OS is reinstalled, the IP address of the FlexusX instance remains
unchanged.

Reinstalling the OS clears the data in all partitions, including the system
partition, of the system disk. Back up data before reinstalling the OS.

Reinstalling the OS does not affect data disks.

Do not perform any operations on the FlexusX instance immediately after its
OS is reinstalled. Wait for several minutes while the system injects the
password or key. Otherwise, the injection may fail, and the FlexusX instance
cannot be logged in to.

The FlexusX instance will automatically restart after the OS is reinstalled, and
only custom settings (such as the DNS) will be reset.

OS reinstallation is free because the original image will be used.

Procedure

Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

Locate the FlexusX instance and choose More > Manage Image > Reinstall
OS in the Operation column.
Specify the parameters required for reinstalling the OS.

- Select Stop FlexusX instance. The FlexusX instance must be stopped
before its OS can be reinstalled.

- Set Login Mode. The credentials are used for logging in to the FlexusX
instance.

®  Password: A username and its initial password are used for FlexusX
instance login authentication.

The initial password of user root is used for login authentication in
Linux, and the initial password of user Administrator is used for
login authentication in Windows.

®  Key pair: A key pair is used for FlexusX instance login authentication.
You can select an existing key pair, or click Create Key Pair to create
a new one.
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(11 NOTE

If you choose to use an existing key pair, ensure that it is available locally, or
you will not be able to log in to your FlexusX instance.

®=  Password from image: If a password has been set for the private
image, you can select this option to use that password.

= Set password later: You can choose to set a password for your
FlexusX instance later. If you select this option, remember to set a
password after your FlexusX instance is created.

Reinstall OS

Note the following peinis before you reinsiall the OS
1. An OS reinstallation has no effect on data disks, but all data on and all snapshots created for the system disk will be lost. Back up the daia before
you continue
2. The HECS X instance will be automatically restarted after the OS reinstallation, and custom settings (such as the DNS and hostname) will be
reset
Hide
Current Configuration
HECS X Instance Name IP address Specifications Image System ...
100 Private IP n . .
hecsx-2914 2vCPUs | 2 GiB Huawei Cloud EulerOS 2.0 Standard 64 bit(64-bit) 40 GiB

2420:2023:

Stop HECS X instance (The HECS X instance must be stopped before its OS can be reinstalled.)

Login Mode Key pair Inherit Password From Image Set password later

Password Enter
Confirm Password | Enter the password again :
) B
4. Click OK.

5. On the Reinstall OS page, confirm the OS specifications, read and select the
agreement or disclaimer, and click OK.

After the OS is reinstalled, the FlexusX instance will automatically restart.
When the instance status is Running, the OS reinstallation is complete.
Follow-Up Operations

If the OS fails to be reinstalled, install it again. If the second reinstallation attempt
still fails, submit a service ticket.

2.3.5 Changing an OS

Scenarios

If the OS running on your FlexusX instance cannot meet service requirements, you
can change it to another OS version or type.

NOTICE

If you want to use a private image to change the OS of a FlexusX instance, the
private image must be in the same region as the instance, or the image cannot be
selected.
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Notes
e An OS change does not change any FlexusX instance specifications.

e After the OS is changed, the IP address of the FlexusX instance remains
unchanged.

e After the OS is changed, the original OS will be gone. All the data in all the
partitions of the system disk (including the system partition) will be lost, so
back up the system disk data before the change.

e Changing the OS will not affect data on data disks.

e After the OS is changed, your service environment must be deployed in the
new OS again.

e After the OS is changed, the FlexusX instance will automatically restart.

e Do not perform any operations on the FlexusX instance before the system
injects the password or key. Otherwise, the login will fail.

Constraints
e The OS cannot be changed from an x86 FlexusX instance to an Arm FlexusX
instance, such as to a Kunpeng FlexusX instance.
e The boot mode (BIOS or UEFI) cannot be changed.
Billing
The new system disk may have a larger capacity after an OS change, so the
pricing may increase. For details, see Product Pricing Details.
Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the FlexusX instance and choose More > Manage Image > Change OS
in the Operation column.

3. Specify the parameters required for changing the OS.

- Select Stop FlexusX instance. The FlexusX instance must be stopped
before the OS change.

- Select an image.

If you want to select a private or shared image, create it on the IMS
console first.

- Set Login Mode. The credentials are used for logging in to the FlexusX
instance.

®  Password: A username and its initial password are used for FlexusX
instance login authentication.

= Key pair: A key pair is used for FlexusX instance login authentication.
You can select an existing key pair, or click Create Key Pair to create
a new one.
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(11 NOTE

If you choose to use an existing key pair, ensure that it is available locally, or
you will not be able to log in to your FlexusX instance.

= Password from image: If a password has been set for the private
image, you can select this option to use that password.

= Set password later: You can choose to set a password for your
FlexusX instance later. If you select this option, remember to set a
password after your FlexusX instance is created.

Change OS

Note the following points before you change the 0S

1. Allthe data on the system disk, and any snapshots, will be lost. Back up ihe data before you confinue

2. The HECS X instance will be autematically restarted after the OS change. Any custom settings (such as the DNS or hostname) will be reset fo
their default settings.

Current Configuration

HECS X Instance Name IP address Specifications Image System Disk

hecsx-2014 10.0. Private IP 2vCPUs| 2 GiB Huawei Cloud EulerQOS 2.0 Standard 64 bit.. 40 GiB

Stop HECS X instance (The HECS X instance must be stopped before its OS can be changed.)

Image Private image Shared image Marketplace image

~Select 05— v ~Select OS version— v Q
Lopnots oo
Password Enter a password

You can use the original password or enter a new one.

Confirm Password Enter the password again.

4. Click OK.

5. Confirm the OS specifications, read and select the agreement or disclaimer,
and click OK.

After the OS is changed, the FlexusX instance will automatically restart. When
the instance status is Running, the OS change is complete.
Follow-Up Operations

If the OS change fails, try again. If the second attempt still fails, submit a service
ticket.

2.3.6 Modifying FlexusX Instance Specifications

Scenarios

If the vCPU and memory specifications of your FlexusX instance do not meet
service requirements, you can modify them.

Notes

e Downgrading FlexusX instance specifications (vCPU or memory) will reduce
performance.
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Constraints

The specifications of a FlexusX instance cannot be modified when the instance
is in an intermediate state, such as starting, stopping, resetting the OS, or
migrating, or when the capacity of EVS disks used by the instance is being
expanded.

Before modifying the specifications of a Windows instance, modify the SAN
policy by following the instructions provided in What Should | Do If a Disk Is
Offline? to prevent offline disks after the specifications are modified.

A specification change failure may result in data loss for the FlexusX instance.
Back up the data before the change. For details, see Backing Up a FlexusX
Instance.

The selected instances must use the same billing mode, use the same flavor, and
be in the same AZ.

Billing

Modifying specifications will change how much you are billed for the instances.
For details, see Pricing of a Changed Specification.

Preparations

If the NIC retaining is enabled in the OS, NIC flapping may happen after the
instance specifications are modified. To prevent such issues, perform the following
operations before modifying the specifications:

Linux

Run the following commands on the ECS to delete the files with persistent
and net included in their names in the network rule directory:

rm -fr /etc/udev/rules.d/*net*persistent*.rules

rm -fr /etc/udev/rules.d/*persistent*net*.rules
Windows

Delete the following directories in the registry on the ECS:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\NetworkList\Profiles

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion
\NetworkList\Signatures\Unmanaged
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Figure 2-2 Registry

----- LicensingDiag "
----- MCI Extensions
..... MCI32
----- MiniDumphuxiliaryDlls
' MsiCorruptedFileRecovery
Multimedia
) MetworkCards
v .| | NetworkList
----- DefaultMediaCost
----- NewNetworks

> - Nla
----- Permissions /
v Profiles

| ----- {BF3A5230-B502-46EF-AET2-0024BCC91845} |

V. Signatures

----- Managed
- | Unmanaged

- 010103000F0000F080000000F0000F02DDCD355DAC214

For more information about NIC flapping, see What Should | Do If NIC Flapping
Occurs After My ECS Specifications Are Modified?

Procedure

You can change the specifications of a FlexusX instance to other FlexusX
specifications, or you can change a FlexusX instance to an ECS for even more
options.

Modifying Specifications of a FlexusX Instance

1. Log in to the FlexusX console, in the upper left corner, click O , and select a
region and project.

2. Locate the row that contains the target FlexusX instance and choose More >
Modify Specifications in the Operation column.

3. On the displayed page, select desired instance specifications.
- Select the new specifications.
- Manually stop the FlexusX instance or select Authorize Auto-stop.
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New Specifications

Preset Custom
° 2vCPUs | 8 GiB
o Assured /Maximu... 0.2/1Gbits

. Packels Per Second 200,000 PPS

. 4vCPUs | 4GiB

o Assured /Maximu... 0.4/2 Gbit's

. Packels Per Second 200,000 PPS

a 8 vCPUs | 8 GiB

o Assured/Maximu... 1.2/4 Gbit's

. Packels Per Second 200,000 PPS

Selected

2vCPUs | 8 GiB
Assured / Maximum Bandwidth 0.2/ 1 Gbit's | Packets Per Second 200,000 PPS

Confirm

Current 2vCPUs | 2 GiB » Ne 2 vCPUs | 8 GIB

Authorize Auto-stop

The HECS X instance will be automatically stopped when its specifications are being modified

| have read and agree to the Image Disclaimer

4. Read and agree to the agreement, and click Submit.

Wait until the modification is complete and check whether the specifications
have been modified.

Batch Modifying Specifications of FlexusX Instances

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Select the Flexus X instances whose specifications you want to modify, choose
More > Modify Specifications above the list, and click For Pay-per-Use
FlexusX Instances or For Yearly/Monthly FlexusX Instances.

3. On the displayed page, select desired instance specifications.
- Select the new specifications.
- Manually stop the FlexusX instance or select Authorize Auto-stop.

New Specifications

Preset Custom
° 2vCPUs | 8 GiB > 4 vCPUs | 4 GiB a 8 vCPUs | 8 GiB
« Assured f Maximu 0.2/ 1 Gbius - Assured / Maximu. 0.4/ 2 Gbius - Assured/ Maximu 1.2/ 4 Gbitis

. Packets Per Second 200,000 PPS

. Packets Per Second 200,000 PPS

. Packets Per Second 200,000 PPS

Selected

2vCPUs | 8 GiB
Assured / Maximum Bandwidth 0.2/ 1 Gbit's | Packets Per Second 200,000 PPS

Confirm

Current 2vCPUs | 2 GIB » Ne 2 vCPUs | 8 GIB

Authorize Auto-stop

The HECS X instance will be automatically stopped when its specifications are being modified

| have read and agree to the Image Disclaimer.

4. Read and agree to the agreement, and click Submit.

Wait until the modification is complete and check whether the specifications
have been modified.
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Changing a FlexusX Instance to an ECS

1.

Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

Loca

te the row that contains the target FlexusX instance and choose More >

Change to ECS in the Operation column.

Ont

he displayed page, select desired instance specifications.

Before modifying the specifications, manually stop the FlexusX instance
or select Authorize ECS Auto-stop.

Select the new ECS type and specifications.

ns modification is subject to the lit price.
pted. Leam how about modifying ECS speciications

ications are being modified.)

€c709a10-503-4002-9337-5000a 2c4cT5d

test_public

ode  Pay-peruse

ECS Type Flavor Name cPU 9

General computing s3  s3.5mall5 Intel SkyLake 6. 0.1/05 Gbits 50,000 PPS

omputing s3 0.1/05 Gbits 50,000 PPS

Intel SkyLake 6.

General computing s3 53 medium 2 Intel SkyLake 6 0.1/05 Gbits 50,000 PPS No

Click Next.
Confirm the settings, read and select the disclaimer, and then click Submit.

Wait until the modification is complete and check whether the specifications
have been modified.

Follow-Up Operations

After the specifications of an instance are modified, disks may fail to be mounted.
Check disk statuses after the specifications are modified.

Linux: For details, see Why Does Disks Fail to Be Mounted After | Modify

the

Specifications of a Linux ECS?

2.3.7 Enabling Performance Mode

Scenarios

FlexusX provides flexible compute resources with QoS-guaranteed performance.
FlexusX instances perform as well as exclusive instances most of the time but may
occasionally underperform. To meet the strict performance requirements of certain
workloads, such as rendering and HPC applications, FlexusX has a performance
mode option. If this option is enabled, your FlexusX instances are bound with the
underlying CPU cores, so they can provide stable, ultimate QoS-guaranteed
performance.

Additional charges apply to performance mode. Table 1 lists the details about the
differences between having performance mode enabled or disabled.
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Table 2-2 Differences between having performance mode enabled or disabled

provide QoS-
guaranteed ultimate,
stable performance

Performan | vCPU Allocation Logic | vCPU Scenarios
ce Mode Range
Disabled Flexible compute with 1~16 E-commerce going global,
QoS-guaranteed enterprise website building,
performance, close to applet development,
exclusive instances development and testing,
enterprise resource planning
(ERP), game servers, and e-
commerce livestreaming
Enabled CPU cores bound to 2 to 32 Web 3.0 application

development, rendering,
cryptocurrency, ERP, game
servers, live commerce, e-
commerce going global,
enterprise website building,
applet development, and
development and testing

Enabling Performance Mode

You can enable performance mode for a FlexusX instance during or after the
instance creation.

(11 NOTE

Performance mode is only available in some regions. For details, see the information
displayed on the management console.

e Enabling performance mode when purchasing a FlexusX instance

Once the instance is created, you can enjoy stable, ample performance
immediately.

e Enabling performance mode after a FlexusX instance is purchased

You can enable the performance mode for the instance using the Modify
Specifications option. During this process, you may also need to modify the
instance specifications if there are insufficient underlying resources. For details
about how to modify specifications, see Modifying FlexusX Instance
Specifications.

(10 NOTE

Before enabling the performance mode, you need to stop the FlexusX instance.
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Figure 2-3 Enabling performance mode using the Modify Specifications

option
New Specifications
Performance Mode
Preset Cusiom
2vCPUs | 2GiB 2vCPUs | 4 GiB 2vCPUs | 6 GiB ") 4vCPUs|4GiB
Performance Mode Performance Mode Performance Mode v Performance Mode
o« Assured/ Maximu 112 Gbitls « Assured / Maximu 112 Gbitls o Assured / Maximu 112 Gbit's o+ Assured [ Maximu 1513 Ghit's
o Packets Per Second 400,000 PPS o Packets PerSecond 400,000 PPS o Packets Per Second 400,000 PPS o Packeis Per Second 600,000 PPS
(L e M AL (i L LA

Selected
2vCPUs | 6 GiB reriomance Mode
Assured / Maximum Bandwidth 1/2 Gbit's | Packets Per Second 400,000 PPS

Confirm

current  2vCPUs |8 GiB » ew  2VCPUs | 6 GiB | Performance Mode

2.3.8 Managing a FlexusX Instance Group

Scenarios
A FlexusX instance group logically groups FlexusX instances. FlexusX instances in a
FlexusX instance group comply with the same policy associated with the group.
Only the anti-affinity policy is supported. This policy enables FlexusX instances in
the same FlexusX instance group to run on different hosts for improved reliability,
high availability, and disaster recovery.

Constraints

e  FlexusX instance groups support only the anti-affinity policy. The failure
domain policy is not supported.

e A FlexusX instance group can contain FlexusX instances and ECSs in the same
region as it.

e A FlexusX instance can be added to only one FlexusX instance group.
e If the maximum number of FlexusX instance groups is reached, you can

contact customer service to increase the quota.
Supported Operations

You can perform the following operations to manage a FlexusX instance group.

Creating a FlexusX Instance Group

Create a FlexusX instance group, and you can apply a policy to the entire group.
FlexusX instance groups are independent from each other.

1. Access the page for creating a FlexusX instance group from the ECS console or
the FlexusX console as follows:
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(11 NOTE

Ensure that the FlexusX instance group and the FlexusX instances to be added are in
the same region, or the FlexusX instances cannot be added.

- Log in to the ECS console, switch to the ECS Group page, and click 9 i
the upper left corner to select a region and project.

- Log in to the FlexusX console, in the upper left corner, click Q , and
select a region and project.

Click the name of a FlexusX instance. On the details page, click Create
FlexusX Instance Group.

< | hecsx-2914

sSummary

Metwork Interfaces Security Groups ElPs

HECS X Instance Information

D

Mame
Hostname
Description
Region

AZ
Specifications
Image

VPC

Global EIP

Eilling Mode
Obtained
Launched

Deletion Time

cc7 d9af0-50a3-4dd2-9337-5d00a2c4cf5d

hecsx-2914 &

hecsx-2014 2 (3

- £

CN u E u
AZ1

2vCPUs | 2 GIB

Huawei Cloud Eulerd3s 2.0 Standard 64 bit | Public image
vpc-da27v

— Bind

Pay-per-use
May 04, 2024 17-56:54 GMT+08:00
May 04, 2024 18:01:03 GMT+08:00

- Modify

Management Information

Enterprise Project

Agency

HECS X Group

default

- &

— | Create HECS X Instance Group
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2. On the ECS Group page, click Create ECS Group and set the ECS group name

and policy.
Only the anti-affinity policy is supported.
Goneote ™"

v SwGm-bect Faiure domain 1200

v SwGp-c900 Antafinity

ECS Group

3. Click OK.

v testitt Failure domain 0200

Adding a FlexusX Instance to a FlexusX Instance Group

To improve service reliability, you can add FlexusX instances to a FlexusX instance
group to place these FlexusX instances on different hosts.

e You can add a FlexusX instance to a FlexusX instance group when you are
creating the instance. For details, see 13.d.

e You can also add a FlexusX instance to a FlexusX instance group after you
create the instance, as described in this part.

(11 NOTE

When a FlexusX instance is added to a FlexusX instance group, the system reallocates a
host to run this FlexusX instance to ensure that the FlexusX instances in this group run on
different hosts. When the FlexusX instance is being restarted, the startup may fail due to

insufficient resources. In such a case, remove the FlexusX instance from its group and try to
restart the FlexusX instance again.

1. Log in to the ECS console. Switch to the ECS Group page, click D in the
upper left corner, and select a region and project.

2. Locate the row that contains the target FlexusX instance group and click Add
ECS in the Operation column.

On the Add ECS page, select the FlexusX instance to be added.

Cloud Server <
@ le

ECS Group &
ooooo

You c: 0 morc LS groups.

x
Add ECS

Servers and
Images

@ Do not start the ECS when it is being added to an ECS group.
After an ECS is added to an ECS group, the host accommodating the ECS may b
t due to insufficient re oup an

ne omi for anti-affinity. If the ECS
fails 1o restart due sources. remove it from the ECS ar

= changed
d restart the ECS, Add ECS Delete

AddECS Delete
Name G
A0 ECS  Desleles
AdgECS eleta

AddECS Delete

AdgECS Delete

az2 @ s cemoszo 100 eicte

Network and
Secunity

[RIY < )
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3. Click OK.
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Removing a FlexusX Instance from a FlexusX Instance Group

If a FlexusX instance is removed from a FlexusX instance group, the anti-affinity
policy is no longer enforced for that instance.

1. Log in to the ECS console. Switch to the ECS Group page, click D in the
upper left corner, and select a region and project.

2. Expand the FlexusX instance group information and view the FlexusX
instances in it.

3. Locate the FlexusX instance to be removed and click Remove in the
Operation column.

Name Policy ECSs Operation

~  server-groupl Anti-affinity i 1/512 Add ECS Delete
Name server-group’ ECSs in the Group 1
D 80424773-3eal-4aea-8162-41584b89186d Remaining Capacity 51
Policy
Remove
. Are you sure you want to remove the following ECSs from ECS group (server-group1)? A | Operation
hecsx-2914 ECS Name AZ Status Image Private IP Address
hecsx-2914 AZ1 Running test_public 10.0
~  SwGp-bcot
(" cancel )
v SwrGrp-co00 L _caneel ) n elete

Deleting a FlexusX Instance Group

Deleting a FlexusX instance group will remove the policy constraints on instances
in the group.

1. Log in to the ECS console. Switch to the ECS Group page, click 9 in the
upper left corner, and select a region and project.

2. Locate the FlexusX instance group to be deleted and click Delete in the
Operation column.

3. In the displayed dialog box, click Yes.

2.4 Managing Images

2.4.1 Overview

Image

An image is a template that contains an OS or service data. It may also contain
proprietary software and application software, such as database software.

Image Management Service (IMS) allows you to easily create and manage
images. You can create a FlexusX instance using a public image, private image, or
shared image. You can also use an existing FlexusX instance or external image file
to create a private image.
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Private Image

You can use a private image to quickly create FlexusX instances with the same
configurations or change the OS of a FlexusX instance.

Operation Description Reference

Creating You can use a private image to quickly Creating a

FlexusX create FlexusX instances with the same FlexusX

instances from | configurations. Instance from

a private a Private

image Image or
Using a

Using a private
image to
change the OS

You can use a private image to change the
OS of your FlexusX instance.

Private Image
to Change the
(o)

You can also create a private image from a FlexusX instance.

Operation

Description

Reference

Creating a
private image

You can use a FlexusX instance to create a
private image.

After the image is created, you can use it to
create multiple FlexusX instances with the
same configurations or to create other cloud
servers.

e Creating a
System Disk
Image

e Creating a
Data Disk
Image

e Creating a
Full-Server

Image
Sharing a After creating a private image from a Sharing
private image | FlexusX instance, you can share the image Images

with other accounts in the same region.

Replicating a
private image

After creating a private image from a

FlexusX instance, you can:

e Use in-region image replication to
convert an encrypted image to an
unencrypted image, or the other way
around.

e Replicate the private image to another
region and to another account.

e Replicating
Images
Within a
Region

e Replicating
Images
Across
Regions

Exporting a
private image

After a private image is created from a
FlexusX instance, you can export it to a
Standard OBS bucket and then download it
to your local PC.

Exporting an
Image

Deleting a
private image

You can delete a private image if you no
longer need it.

Deleting
Images
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2.4.2 Creating a FlexusX Instance from a Private Image or
Using a Private Image to Change the OS

Scenarios

Billing

Constraints

Preparations

You can use a private image to quickly create FlexusX instances with the same
configurations or change the OS of a FlexusX instance. For more information, see
Image Management Service.

NOTICE

A private image is a regional resource. The FlexusX instances you want to create or
change the OS for and the image you want to use must be in the same region.
Otherwise, the image cannot be selected.

Creating a FlexusX instance from a private image or using a private image to
change the OS does not cost anything.

Item Description

Region A private image is a regional resource. The FlexusX instances you
want to create or change the OS for and the image you want to use
must be in the same region. Otherwise, the image cannot be

selected.
Cloud Only x86 is supported.
server
architectu
re
Image Only Linux images are supported.
type

NOTICE

The FlexusX instance you are creating and the private image you want to select
must belong to the same region. Otherwise, the image cannot be selected for the
FlexusX instance. For example, if you want to create a FlexusX instance in the CN-
Hong Kong region, you can only select images from the CN-Hong Kong region. If
you want to use an image from another region, replicate that image to the
current region. For details, see Replicating Images Across Regions.
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First, you need to create a private image based on one of the three scenarios
described here.

Table 2-3 Creating or importing an image using IMS

Image Source

Reference

Scenario
1

If your private image is created from a Huawei
Cloud ECS or BMS, it can be used in the current
region.

If you want to use the private image in another
region, replicate the image to the region where
you want to use it first.

e Creating a
System Disk
Image from a
Linux ECS

e Replicating
Images Across
Regions

Scenario
2

If your private image is created on another
cloud platform or downloaded from a third
party, import the private image using IMS.
The import process depends on the image file
format. The following formats are supported:

e VMDK, VHD, QCOW2, RAW, VHDX, QED,
VDI, QCOW, ZVHD2, and ZVHD

e |SO

e Creating a
Linux System
Disk Image
from an
External
Image File

e Creating a
Linux System
Disk Image
from an ISO
File

Scenario
3

If you want to use a private image from
another account, ask the account owner to
share the image with you, and you can
replicate the shared image as a private image.

e Sharing
Images

e Replicating a
Shared Image

Creating a FlexusX Instance from a Private Image

After creating or importing a private image using IMS, you can select the private
image from the image list when creating a FlexusX instance. For details about how
to purchase a FlexusX instance, see Purchasing a FlexusX Instance.
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Figure 2-4 Creating a FlexusX instance from a private image

Image
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Using a Private Image to Change the OS of a FlexusX Instance

After creating or importing a private image using IMS, you can use the private
image to change the OS of your FlexusX instance. For details, see Changing an
OsS.

Figure 2-5 Using a private image to change the OS of a FlexusX instance

b4

Change OS

MNote the following points before you change the OS5

1. All the data on the system disk, and any snapshots, will be lost. Back up the data before you continue.

2. The HECS X instance will be automatically restarted after the OS change. Any custom settings (such as the DNS or hostname) will be reset to
their default settings.

Current Configuration

HECS X Instance Name IP address Specifications Image System Disk

hecsx-2915 10,00 (Private IP) 2vCPUs | 2 GIB Huawei Cloud EulerOS 2.0 Standard 64 bit... 40 GiB

Stop HECS X instance (The HECS X instance must be stopped before its OS can be changed.)

Image Public image Shared image Marketplace image

‘ —Select private image— ~ | ﬁ Select an image
|Search
Login Mode
wztest-zheng-yunbei-cre 1({Full-Server Image){40 GiB)
Password wziest-kms-name1(40 GiB)

wz-test2(Full-Server Image)(40 GiB)

wz-testi(Full-Server Image)}(40 GiB)
Confirm Password
wz-test-zheng-yunfubei-cre 1(Full-Server Image)(40 GiB)

wz-test-xi1{40 GiE) 'd ™
[ Cancel )

wz-test-xi-create 1(40 GiB)

2.4.3 Creating an Image from a FlexusX Instance

Scenarios

You can use an existing FlexusX instance to create a system disk image, data disk
image, and full-server image. You can then use these images to back up data or
quickly create FlexusX instances with the same configurations.
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e A system disk image contains an OS and software for running services. You
can use a system disk image to create FlexusX instances and migrate your
services to the cloud.

e A data disk image contains only service data. You can export data from a
FlexusX instance data disk by creating a data disk image. You can use a data
disk image to create EVS disks and use them to migrate your service data to
the cloud.

e A full-server image contains all the data of a FlexusX instance, including the
data on the data disks attached to the FlexusX instance. A full-server image
can be used to rapidly create FlexusX instances with service data.

Constraints
e  Only running or stopped FlexusX instances can be used to create private
images.
e Do not restart, stop, reset the password of, or reinstall or change the OS of
the selected FlexusX instance during image creation.
Billing
e System disk images and data disk images can be used for free.
e If a full-server image is created using Cloud Server Backup Service (CSBS) or
Cloud Backup and Recovery (CBR), you will be billed for the storage and
cross-region replication traffic on a pay-per-use basis. For details, see CBR
Billing Items.
e If a private image is created using a cloud server created from a KooGallery
image, the image will be billed based on the KooGallery image pricing details.
Procedure

You can create an image from a FlexusX instance on the IMS console. For details,
see Creating a Private Image.

You can also create an image on the FlexusX instance console by following the
instructions provided in this section.

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the FlexusX instance and choose More > Manage Image > Create
Image in the Operation column.

3.  On the Create Image page, configure parameters. Read and agree to the
agreement, and click Next.

Issue 01 (2024-07-16) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 100


https://support.huaweicloud.com/intl/en-us/price-cbr/cbr_07_0011.html
https://support.huaweicloud.com/intl/en-us/price-cbr/cbr_07_0011.html
https://support.huaweicloud.com/intl/en-us/usermanual-ims/en-us_topic_0013901628.html
https://console-intl.huaweicloud.com/en-us/hecsx/?#/ecs/manager/xList

Huawei Cloud Flexus
User Guide

2 FlexusX

Image Information
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Table 2-4 Image type and source

Parameter Description

Region The region where the FlexusX instance is located is
preselected. Retain the default value.

Type Retain the default value Create Image.

Image Type Select an image type as required.

Source e If Image Type is set to System disk image or Full-ECS

image, retain the default value.

e If Image Type is set to Data disk image, select the
data disk of the FlexusX instance you want to create an
image from.

Table 2-5 Image information

Parameter

Description

Encryption

This parameter specifies whether the image will be
encrypted. The value is provided by the system and
cannot be changed.

e Only unencrypted private images can be created from
unencrypted FlexusX instances.

e Only encrypted private images can be created from
encrypted FlexusX instances.

Name

Set a name for the image.
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Parameter Description
Enterprise Select an enterprise project from the drop-down list. This
Project parameter is only available if you have enabled the

enterprise project function, or if your account is an
enterprise account. To enable this function, contact your
customer manager.

An enterprise project provides central management of
project resources.

Tag (Optional) Set a tag key and a tag value for the image to
make identification and management of your images
easier.

Description (Optional) Enter a description of the image.

4. Confirm the settings and click Submit.

After the application is submitted, the system automatically returns to the
private image list, where you can view the newly created image. The time
required for creating an image depends on the EVS disk size, network quality,
and the number of concurrent tasks. When the image status changes to
Normal, the image creation is complete.

(10 NOTE

e Do not perform any operations on the selected FlexusX instance or its associated
resources during image creation.

e A FlexusX instance created from an encrypted image is also encrypted. The key
used for encrypting the FlexusX instance is the same as that used for encrypting
the image.

e An image created from an encrypted FlexusX instance is also encrypted. The key
used for encrypting the image is the same as that used for encrypting the FlexusX
instance.

Follow-Up Operations
After an image is created, you can use it to:

e Create FlexusX instances.
e Change the OS of existing FlexusX instances.

2.5 Managing EVS Disks

2.5.1 Overview

What Is EVS?

Elastic Volume Service (EVS) provides scalable block storage for FlexusX instances.
With high reliability, high performance, and varied specifications, EVS disks can be
used for distributed file systems, development and testing environments, data
warehouses, and high-performance computing (HPC) scenarios to meet diverse
service requirements.

Issue 01 (2024-07-16) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 102



Huawei Cloud Flexus
User Guide

2 FlexusX

Related Operations

Operatio
n

Description

Adding
an EVS
Disk

e You can purchase data disks when purchasing FlexusX instances,
but the disks must be initialized before you can use them.

e You can also purchase data disks after purchasing FlexusX
instances.

- Disks created from data sources, such as backups or
snapshots, do not need to be initialized.

- Disks that are not created from data sources must be
initialized before you can use them.

Attachin
g an EVS
Disk

After a FlexusX instance is created, if the EVS disks on the instance
cannot meet service requirements, you can attach existing disks to
the FlexusX instance.

Detachin
g an EVS
Disk

e If a file system on your system disk is damaged and your FlexusX
instance cannot be started, you can detach the system disk and
attach it to another FlexusX instance as a data disk. After the file
system is fixed, you can attach the disk back to the original
FlexusX instance as the system disk.

e |f you want to move a data disk from one FlexusX instance to
another in the same region and AZ, you can detach the data disk
and then attach it to that FlexusX instance.

e If you no longer need an EVS disk, you can detach and delete it.

Expandin
g the

EVS Disk
Capacity

If the disk capacity of your FlexusX instance is not enough, you can
expand the capacity.

Initializi
ng a
Data
Disk

Data disks must be initialized before they can be used, regardless of
whether they are created together with FlexusX instances or created
separately and attached to the FlexusX instances. An initialized data
disk does not need to be initialized again.

NOTE
e System disks do not need to be initialized.
e Data disks containing data do not need to be initialized.

2.5.2 Adding an EVS Disk to a FlexusX Instance

Scenarios

Disks attached to a FlexusX instance are classified as either system disks or data
disks. A system disk is automatically created and attached when a FlexusX
instance is created. You do not need to purchase the system disk separately.

Data disks can be purchased during or after the FlexusX instance creation. If you
add a data disk when purchasing a FlexusX instance, the system automatically
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attaches the data disk to the FlexusX instance. If you buy a data disk after the
FlexusX instance is purchased, you need to attach the data disk manually.
This section describes how to add a data disk after a FlexusX instance is created.
Procedure

4.

Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

Locate the FlexusX instance, and in the Operation column, choose More >
Manage Disk/Backup > Add Disk.

Configure parameters for the new EVS disk as prompted.

For instructions about how to set EVS disk parameters, see Purchasing an
EVS Disk.

Click Next to confirm the order and click Submit to complete the payment.

Follow-Up Operations

After you add an EVS disk to a FlexusX instance, you still have to log in to the
instance and initialize the disk before you can use it. For details, see Initializing
an EVS Data Disk.

(11 NOTE

Disks created from data sources, such as backups or snapshots, do not need to be
initialized.

2.5.3 Attaching EVS Disks to a FlexusX Instance

Scenarios

If the disks of a FlexusX instance cannot meet service requirements, for example,
there is not enough disk space, you can attach more available disks to the FlexusX
instance.

Constraints

EVS disks can only be attached to FlexusX instances in the same region.
Non-shared disks can be only attached when they are in the Available state.
Shared disks can be attached when they are in the In-use or Available state.

A FlexusX instance must be in the Running or Stopped state before EVS disks
can be attached to it.

A frozen EVS disk cannot be attached to a FlexusX instance.
A SCSI EVS disk cannot be attached as the system disk to a FlexusX instance.

A detached system disk can be used as a data disk for any FlexusX instances,
but can only be used as a system disk for the FlexusX instance where it was
attached before.

A detached data disk that is purchased together with a FlexusX instance can
only be used as a data disk for this instance.
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For more details about attaching disks, see Attaching a Non-Shared EVS Disk
and Attaching a Shared EVS Disk.

Prerequisites
e EVS disks are available.

For instructions about how to purchase an EVS disk, see Purchasing an EVS
Disk.
Procedure

Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

Click the name of the target FlexusX instance you want to attach a disk to.
The details page of this instance is displayed.

Click the Disks tab. Then, click Attach Disk.

Select the target disk and set disk function as prompted.

Figure 2-6 Attaching an EVS disk

< | hecsx-2014

Attach Disk

Click OK.
After the disk is attached, you can view the disk information on the Disks tab.

Follow-Up Operations

If the attached disk is newly created, you must log in to the FlexusX instance and
initialize the EVS disks before you can use them. For details, see Initializing an
EVS Data Disk.

2.5.4 Detaching an EVS Disk from a FlexusX Instance

Scenarios

If a file system on your system disk is damaged and your FlexusX instance
cannot be started, you can detach the system disk and attach it to another
FlexusX instance as a data disk. After the file system is fixed, you can re-
attach the disk to the original FlexusX instance as the system disk.

If you want to move a data disk from one FlexusX instance to another in the
same region and AZ, you can detach the data disk and then attach it to that
FlexusX instance.

If you no longer need an EVS disk, you can detach and delete it.
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Billing

A detached EVS disk will not be automatically deleted, and it will still be billed. To
avoid unintended charges, you can delete or unsubscribe from the disk if it is no
longer needed.

Constraints

e A system disk can only be detached offline. You can only detach the system
disk when its FlexusX instance is in the Stopped state.

e  After the system disk is detached from a FlexusX instance, the following
operations cannot be performed: starting the instance, remote login, resetting
the password, changing instance specifications, changing the OS, reinstalling
the OS, creating images, creating backups, adding disks, and changing the
security group.

Prerequisites

e Before detaching an EVS disk from a running Linux FlexusX instance, you
must log in to the instance and use umount to cancel the association
between the disk and the file system. Also, make sure that there are no
programs reading data from or writing data to the disk. Otherwise, you will
not be able to detach the disk.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Click the name of the target FlexusX instance you want to detach a disk from.
The details page of this instance is displayed.
3. Click the Disks tab. Locate the target disk and click Detach.

2.5.5 Expanding the Capacity of an EVS Disk

Scenarios
Ifa disk on your FlexusX instance starts to run out of space, you can add capacity.
Expanding the disk capacity does not affect the data on the disk.

Billing
If you scale up an EVS disk, you will be billed for the additional capacity. The
billing mode of the additional capacity will be the same as that of the disk.
For details, see Billing for Disks.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the FlexusX instance, and in the Operation column, choose More >
Manage Disk/Backup > Expand Disk.
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3. Select the disk you want to expand and click OK.

4. Set the new capacity of the disk, click Next, and follow the on-screen
instructions to complete the expansion.

@ Note
Expanding capacity does not affect the existing data on the disk. but incorreet operations may result in data loss o exceptions. Itis recommended that you create snapshots before expanding capacly.
After expanding the disk capacily on ths page, you need to perform operations in the operating system to make the additional space available. Leam more

@ Capacity Expansion Support for Both System and Data Disks @ No Service Interuptions @ Up to 32 TiB for a Data Disk

Current Configuration

Disk Name volume-3309 Region Disk Type Ultra-high 110

Disk ID 20ea0ad8-8770-4275-136-59¢a3920269 AZ AZ1 Function Data disk

Billng Mode Pay-per-use
Curent Capacity 10 GiB

Mew Capacily 20 Gig

Min: 11 GiB Max 32,768 GiB

Follow-Up Operations

After the disk capacity is expanded, you have to log in to the FlexusX instance and
extend the partition and file system before you can make uses of the additional
capacity. If the data disk you expanded has not been initialized, you will need to
initialize the disk after the capacity expansion.

e For Linux, see Extending Partitions and File Systems for Data Disks
(Linux).

2.6 Managing Backups

2.6.1 Overview

What Is CBR?

Cloud Backup and Recovery (CBR) enables you to back up cloud servers and disks
with ease. In the event of a virus attack, accidental deletion, or software or
hardware fault, you can restore data to any point in the past when the data was
backed up.

CBR protects your services by ensuring the security and consistency of your data.

FlexusX instances can be backed up using cloud server backup and cloud disk
backup.

e Cloud server backup (recommended): Use this backup method if you want to
back up the data of all EVS disks (system and data disks) attached to a
FlexusX instance. All disks on the instance are backed up at the same time to
ensure data consistency.

e  Cloud disk backup: Use this backup method if you want to back up the data
of one or more EVS disks (system or data disk) attached to a FlexusX
instance. This minimizes backup costs on the top of data security.

For more information, see CBR Architecture, Backup Mechanism, and Backup
Options.
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For the differences between backup, snapshot, and image, see What Are the
Differences Between Backup, Snapshot, and Image?

Related Operations

Operatio | Description
n

Associati | If you want to back up a FlexusX instance, associate the instance
ng a with a backup vault first.

FlexusX
Instance
with a
Backup
Vault

Backing | CBR enhances data integrity and service continuity. After a FlexusX
Up a instance is backed up, if anything should happen to the instance,
FlexusX | you can always restore its data.

Instance

Expandin | If the capacity of an existing backup vault is insufficient, the backup
g Vault may fail.

Capacity | 1o ensure a successful backup, you can log in to the CBR console to

expand the vault capacity. For details, see Expanding Vault
Capacity.

2.6.2 Associating a FlexusX Instance with a Backup Vault

Scenarios
You can associate a FlexusX instance with a backup vault during or after the
instance creation. The vault can be a new or an existing vault.
This section describes how to associate an existing FlexusX instance with a new
vault.

Constraints
A FlexusX instance can only be associated with a backup vault in the same region
as the instance.

Billing
See CBR Billing Overview.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.
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Locate the FlexusX instance, and in the Operation column, choose More >
Manage Disk/Backup.

- You can click Create Server Backup to purchase a server backup vault on
the CBR console. For details, see Purchasing a Server Backup Vault.

- You can click Create Disk Backup to purchase a disk backup vault on the
CBR console. For details, see Purchasing a Disk Backup Vault.

You can also click the name of the FlexusX instance and associate the instance
with an existing vault on the Cloud Backup and Recovery tab.

Cloud Backup and Recovery
Associated Vault *

Summary Disks Network Interfaces Security Groups EIPs Monitoring Tags Console Logs

HECS X Instance Name  hecsx-46fb
Select Vault
Select a property or enter a keyword Q|| ®
Name/D & status © Specifi.. &  Used/Total Vault Capacit... &  Policy Status
_ vault-b3ce Enabled
® @ Available  Server backup 0/40 .
= 32e932bb-b1e8-43e0-a52f-337103c0/79¢ defaultPolicy
vault-f335
@ Availzble Server backup 0/40 E”_amEd
a415edn-e2f1-4512-D602-003ec5278525 defaultPolicy
vault-46b4 No policy appli
© Available  Server backup 0/40 policy &pp
57761cdf-13de-48b1-b531-0d0228078e3a -
vault-fbb3 Enabled
@ Available  Serverbackup e 40/80 )
2M7b069-79d4-4dc3-9740-736p232220 defaultPolicy
vault-fob3
N @ ~vailzble Server backup 0130 E”,amgd
2b1861ab-699a-4f14-bbc2-4916723ci04 defaultPolicy
Total Records: 43 5 1 2 3 4 5 8 9
Buy Server Backup Vault

View the backup vaults.

After a backup vault is created, click the vault name on the Cloud Server

Backups or Cloud Disk Backups page of the CBR console to view the vault

details.
Cloud Backup

and Recovery
Console

You have 8 Cloud Server Backups vaults that have not been associated with any resource or applied with any policy.
Your 1 Cloud Server Backups vaults are frozen. Handle them in time to prevent any backup data loss.

Vaults
[ Cioud server Backups Avault is a container that stores backups. You can associate a vau th resources and apply a backup policy to the vault

Dashboard Backups Agent Installation

Export

Cloud Disk Backups
SFS Turbo Backups - - e -
Deskiop Backups NameilD € Status € Type & Backup ... & | Specific... €

atabas vault-9i2d
Cloud Database Available Backup Disabled Server backup
Backups d38b3e38-a1fd-448b-8fbe-ab67dccd9. .
Hybrid Cloud Backups v vault-b3ce

Available Backup Disabled Server backup

32e932bb-b1e8-43e0-a52f-337103c0f.
File Backups

Follow-Up Operations

When you are creating a backup vault, you can configure Auto Backup, and
the system will automatically perform backups based on the policy you
configure. You can also manually apply a backup policy to the backup vault.
For details, see Applying a Policy to a Vault.

Auto Backup

Backup Policy defaulPolicy | Enabled | 6c920923-2¢33-4191-9200-7815496620c4 | Automatically perform weekly backups at 00:00 on the followin... v | QU Create Policy
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e After a backup vault is created, you can also manually back up a FlexusX
instance. For details, see Backing Up a FlexusX Instance.

2.6.3 Backing Up a FlexusX Instance

Scenarios
CBR enhances data integrity and service continuity. You can back up FlexusX
instances manually or configure a policy to back them up automatically. This
section describes how to back up a FlexusX instance manually.
For more information, see CBR Architecture, Backup Mechanism, and Backup
Options.

Prerequisites
The FlexusX instance is associated with a backup vault. For details, see
Associating a FlexusX Instance with a Backup Vault.

Constraints
To ensure the integrity of backup data, do not delete disk data or restart or stop
the FlexusX instance during the backup.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the FlexusX instance, choose More > Manage Disk/Backup and click
Create Server Backup or Create Disk Backup in the Operation column.

(11 NOTE

If the page for purchasing a backup vault is displayed after you click Create Server
Backup or Create Disk Backup, the FlexusX instance has not been associated with a
vault. In this case, associate the FlexusX instance with a vault first. Then, create a
backup by referring to the steps described here.

- To create a cloud server backup, configure the following parameters:

®  |n the server list, the FlexusX instance to be backed up is selected by
default. You can click '™ to view the disks attached to the FlexusX
instance and select the disks to be backed up.

®  Name: Customize your backup name.

®  Description: Enter the supplementary information about the backup.

"  Full Backup: If this option is selected, the system will perform full
backup for the selected FlexusX instance. The storage capacity used
by the backup increases accordingly.

- To create a cloud disk backup:

In the Operation column of the associated backup vault, click Perform
Backup, and then configure the following parameters:
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" |n the disk list, all disks are selected by default. You can select the
disks to be backed up.

®  Name: Customize your backup name.
" Description: Enter the supplementary information about the backup.

"  Full Backup: If this option is selected, the system will perform full
backup for the disks selected. The storage capacity used by the
backup increases accordingly.

Click OK. The system creates a backup immediately.
Click Go to Backup List.

On the Backups tab page, if the status of the backup is Available, the backup
task is successful. You can use the backup to restore data when needed.

Follow-Up Operations

After the cloud server backup is complete, you can use the backup to restore
server data or create images on the CBR console. For details, see Restoring
Data Using a Cloud Server Backup and Using a Backup to Create an
Image.

After the cloud disk backup is complete, you can use the backup to restore
disk data on the CBR console. For details, see Restoring from a Cloud Disk
Backup.

2.7 Managing VPCs

2.7.1 What Is Virtual Private Cloud?

Overview

Virtual Private Cloud (VPC) allows you to provision logically isolated virtual
networks for your FlexusX instances. You can define security groups and CIDR
blocks for each VPC. This facilitates internal network configuration, management,
and change. You can also define rules to control communications between FlexusX
instances in the same security group or across different security groups.

For more information about VPC, see Virtual Private Cloud User Guide.

Elastic Network Interface

An elastic network interface is a virtual network card that can be attached to a
FlexusX instance in a VPC. You can use network interfaces to manage networks for
FlexusX instances. There are two types of elastic network interfaces: primary
network interfaces and extension network interfaces.

A primary network interface is created together with an instance by default,
and cannot be detached from the instance.

An extended network interface is created on the Network Interfaces console,
and can be attached to or detached from an instance.
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Related Operations

Operation

Description

Attaching
extension
network

interfaces

If your FlexusX instance requires multiple network interfaces,
you can attach extension network interfaces.

Detaching
extension
network
interfaces

You can detach extension network interfaces from your
FlexusX instance if they are no longer needed. Only extension
network interfaces can be detached from the FlexusX
instance. You cannot detach the primary network interface
from it.

Changing a VPC

You can move your FlexusX instance from the current VPC to
another.

Modifying a
private IP
address

You can change the private IP address of the primary network
interface for a FlexusX instance on the console.

Assigning a
virtual private
IP address

A virtual IP address serves as a secondary IP address for a
network interface. A virtual IP address can be bound to
multiple cloud servers to improve server availability.

2.7.2 Attaching Extension Network Interfaces

Scenarios

If your FlexusX instance requires multiple network interfaces, you can attach
extension network interfaces.

For details, see Elastic Network Interface Overview.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click , and select a
region and project.

2. Locate the FlexusX instance and click its name.

The details page of this instance is displayed.

3. On the Network Interfaces tab, click Attach Network Interface.

You can use an existing extension network interface or create a new one.
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Figure 2-7 Attaching an extension network interface
Summary Disks Security Groups ElPs Monitoring Console Logs Cloud Backup and Recovery
After you add an extension NIC, configun «
‘After you aitach or detach a network intel Attach Network Interface
II YOUE8  Lecs Xinstance Name  hecsx-dage
v 10.0/wm | 10.83 .
VPG vpc-d927
Subnet subnet-d964(10.0.0.0/24) View Subnef
New Private |P Address User-defined IP address View In-Use IP Address
Security Group Enter a security group name. Security Group Q
Security Group Name Description
defaull Default security group
(O sg-1651
7de
s5g-bclb [ L]
i
Cancel “

- Subnet: This parameter is mandatory. You need to select a subnet where
the network interface will work.

- New Private IP Address: This parameter is optional. You can specify a
private IP address for the network interface. If it is not specified, the
system assigns a private IP address automatically.

- Security Group: This parameter is mandatory. You can select multiple
security groups at a time. In this case, the rules of all the selected security
groups are applied to the FlexusX instance.

4. Click OK.

Related Operations

After an extension network interface is attached to a FlexusX instance, you ara
advised to enable NIC multi-queue to improve network performance. For details,
see Enabling NIC Multi-Queue.

2.7.3 Detaching Extended Network Interfaces

Scenarios
You can detach extension network interfaces from your FlexusX instance if they
are no longer needed. Only extension network interfaces can be detached from
the FlexusX instance. You cannot detach the primary network interface from it.
This section describes how to detach an extension network interface on the
console.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.
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2. Locate the FlexusX instance and click its name.
The details page of this instance is displayed.
3. On the Network Interfaces tab, choose More > Detach.

L] NOTE
You are not allowed to delete the primary network interface from this instance. By
default, the primary network interface is the first one in the list.
4. Click OK in the displayed dialog box.

(11 NOTE

Some FlexusX instances do not allow you detach network interfaces while the
instances are running. For details, see the on-screen instructions. To detach a network
interface from such a FlexusX instance, stop the instance first.

2.7.4 Changing a VPC

Scenarios

You can move your FlexusX instance from the current VPC to another.

Constraints
e  Only running or stopped FlexusX instances support VPC change.

e The VPC of a FlexusX instance can be changed only if the instance has one
network interface.

e If you have reinstalled or changed the OS of a FlexusX instance before
changing the VPC, log in to the FlexusX instance and check whether the
password or key pair configured during the reinstallation or change is
successfully injected.

- If the login is successful, the password or key pair is injected. Perform
operations as required.

- Otherwise, the system is injecting the password or key pair. During this
period, do not perform any operations on the FlexusX instance.

e During the VPC switchover, do not bind, unbind, or change the EIP. Otherwise,
a message will be displayed indicating insufficient permissions, but you do not
need to take any action.

e If the network interface of a FlexusX instance has an IPv6 address, the VPC
cannot be changed for the instance.

Notes

e A VPC can be changed on a running FlexusX instance, but the instance
network connection will be interrupted during the change process.

(1 NOTE

If you intend to change the VPC for a running FlexusX instance when traffic is being
routed to the network interface of the instance, the VPC change may fail. In this case,
you are advised to try again later or stop the instance and try again.
e After the VPC is changed, the subnet, private IP address, MAC address, and OS
network interface name of the FlexusX instance will change accordingly.
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e After the VPC is changed, you need to reconfigure the source/destination
check and the virtual IP address for the instance.

e After the VPC is changed, you need to reconfigure network-related application
software and services, such as ELB, VPN, NAT Gateway, and DNS.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the FlexusX instance and click its name.
The details page of this instance is displayed.
3.  On the Network Interfaces tab, click Change VPC.

Select an available VPC and subnet from the drop-down list, and set the
private IP address and security group as needed.

You can select multiple security groups. In this case, the rules of all the
selected security groups are applied to the FlexusX instance.

(10 NOTE

Using multiple security groups may impact the network performance of a FlexusX
instance. You are advised to select no more than five security groups.

Figure 2-8 Changing a VPC
Summary  Disks Security Goups ~ EIPs  Monforing  Tags  Consolelogs  Cloud Backup and Recovery

After you add an extension NIC, configure policy-based routing on the HECS X instance to enable network communication between the instance and NIC.

After you attach or detach a network interface or change a VPC, enable NIC multi-queue to improve nefwork performance.

Attach Network Interface You can attach 1 more network interfaces

Change VPC

X Change VPC | Enable |PvG

Changing the VPC will interrupt HECS X instance network connecfions and change the subnet, IP address, and
MAC address of the HECS X instance.

During the change procass, do not perform operations on the HECS X instance, including its EIP.

After the VPC is changed, to ensure sel < are not impacted, reconfigure source/destination check, virtual IP
address, and network-related application software and services, such as ELB, VPN, NAT, Traffic Mirroring, Global
EIP, and DNS

HECS XInstance  hecsx-2918

VPC vpc-d927(10.0.0.0/3) v | Q ViewVeC
Subnet subnet-d964(10.0.0.0/24) v | (1 View Subnet
Private IP Address m Use existing

ser-defined IP address View In-Use IP Address
Security Group 50-1651 x v | View Security Group

(o) D)
4. Click OK.
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2.7.5 Changing a Private IP Address

Scenarios

Constraints

Procedure

You can change the private IP address of the primary network interface for a
FlexusX instance on the console.

e The FlexusX instance must be stopped.

e If a virtual IP address or DNAT rule has been configured for the network
interface, cancel the configuration before modifying the private IP address.

e If the network interface has an IPv6 address, its private IPv4 or IPv6 address
cannot be modified.

e To change the private IP address for a backend server of a load balancer,
remove the backend server from the backend server group first.

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the FlexusX instance and click its name.
The details page of this instance is displayed.

3.  On the Network Interfaces tab, locate the primary network interface and
click Modify Private IP.

The Modify Private IP dialog box is displayed.
Summary Disks Security Groups EIPs Nenitoring Tags Console Logs Cloud Backup and Recovery

After you add an extension NIC, configure policy-based routing on the HECS X instance to enable network communication between the instance and NIC.

Attach Network Interface You can attach 1 more network interfaces.
v 100 % Change VPC Enable IPv6| Modify Private IP

Modify Private IP
HECS X Instance hecsx-1525
VPC vpc-d927
Current Private IP Address ~ 10.0
# Subnet subnet-d964(10.0.0.0/24) v | (A View Subnet

New Private IP Address User-defined IP address View In-Use IP Address

4. Change the subnet and private IP address of the primary network interface as
required.

- Subnet: You can change the subnet when changing the private IP
address.

(1 NOTE

You can only change to another subnet within the same VPC.
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- New Private IP Address: You can specify a new private IP address. If you
do not specify a private IP address, the system will automatically assign
one to the primary network interface.

2.7.6 Assigning a Virtual Private IP Address

Scenarios

A virtual IP address serves as a secondary IP address for a network interface. A
virtual IP address can be bound to multiple cloud servers to improve server
availability.

If you want to use a virtual private IP address for a FlexusX instance, apply for a
virtual IP address, bind the virtual IP address to the instance, and log in to the
instance to manually configure the virtual IP address. This section describes how
to use virtual IP addresses. For more information, see Virtual IP Address
Overview.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the FlexusX instance and click its name.
The details page of this instance is displayed.
3.  On the Network Interfaces tab, click Manage Virtual IP Address.

On the IP Addresses tab, click Assign Virtual IP Address, configure
parameters, and click OK.

You can manually set a virtual IP address, or let the system assign one
automatically.

< CCI-CCI-VPC-1xdhije

summary IP Addresses Sharing Tags

|< Assign Virtual IP Address )

Learn how to bind a virtual IP address [

Select a property or enter a keyword.

Virtual IP Addr >
Assign Virtual IP Address

Subnet CCI-CCI-VPC-1xdn0je

# IP Address Version m PvE
# Assignment Mode Manual

Total Records: 0 10

5. Click Bind to Instance in the Operation column of the target virtual IP
address, select the server to be bound, and click OK.
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summary I Adaresses snaring 1ags
Assign Virtual IP Address Export ) Learn how to bind a virtual IP address (7
Selectap
O vitua Bind to Instance STErTD
1000 = Ty Layer2 8ind to &1 [ Bina to nstance] wore
Specry niter cn o
1000 Bind to EIP Bind to Instance More ~
Name Type status rivate IP Ad Az Enterprise Pr..
1000 ® r ecs © Running 100 Azt defautt Bind to EIP Bind to Instance More ~
Fos G on
24201 Bind to Instance More v
ecs © Running 0o Azt default
1000 Bind to EIP Bind to Instance More ~
ecs © Running 0o Azt default
ecs © Ruaning 0o Azt default
Total Records: & 5 - 12 3 a4 5 s
( export ~
nNic P- 10.0.0.130 MAC: fa:16: 3ecfa-fa:7c(Primary NIC: v

Selected  hecsx-2916
1P Adc

1008 NG 1P: 10.0.0.130,MAC: fa:16:3e:MafazTe(Primary NIC)

Follow-Up Operations

After a virtual IP address is bound to the network interface of a FlexusX instance,
you need to manually configure the virtual IP address bound to the instance. For
details, see Configuring a Virtual IP Address for an ECS.

2.8 Managing EIPs

2.8.1 Elastic IP Overview

What Is Elastic IP?

The Elastic IP (EIP) service enables your cloud resources to communicate with the
Internet using static public IP addresses and scalable bandwidths. If a FlexusX
instance has an EIP bound, it can access the Internet. If a FlexusX instance only
has a private IP address, it cannot access the Internet. For details, see What Is
Elastic IP?

Related Operations

Operation Description Reference
Binding an | You can bind an EIP to a FlexusX instance Binding an EIP
EIP so that the instance can access the

Internet.
Unbinding If your FlexusX X instance does not need to | Unbinding an EIP
an EIP access the Internet or you want to change

an EIP, you can unbind the EIP from the

instance.
Changing You cannot directly change the EIP of a e Unbinding an
an EIP FlexusX instance. To change the EIP, you EIP

can unbind the exiting EIP and bind a new | Binding an EIP

one to the instance.
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Operation Description Reference
Modifying a | You can modify the name, billing mode, Modifying a
bandwidth and size of a bandwidth. bandwidth

Releasing After an EIP is unbound, it is still billed. If Releasing an EIP
an EIP you no longer need the EIP, release it in a
timely manner.

2.8.2 Binding an EIP

Scenarios
You can assign an EIP and bind it to a FlexusX instance to enable the instance to
access the Internet.
For details, see Assigning an EIP and Binding It to an ECS.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the target FlexusX instance, and in the Operation column, choose
More > Manage Network > Bind EIP.
3. Bind an EIP.

- Select EIP: Select an EIP from the list. If there are no EIPs available in the
current region, the EIP list is empty. In this case, assign an EIP and bind it
to your instance.

- Release Option: If you select Release with FlexusX instance, the EIP
will be released when the FlexusX instance is deleted.

Bind EIP
HECS X Instance Name  hecsx-2914
Select MIC [ NIC1(10.0.0.44)(Primary NIC) o ]
Select EIP View EIP Enter an EIP. C Q
EIP & EIP Type & Status & Bandwidt... & Bandwidt... & Bandwidt... &
—. 1083 . - - "
(@) Dynamic BGP Unbound bandwidth-1458  Dedicated Thbit/s
Release Option Release with HECS X instance
4. Click OK.

After an EIP is bound to the FlexusX instance, you can view the bound EIP.
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2.8.3 Unbinding an EIP

Scenarios

This section describes how to unbind an EIP from a FlexusX instance.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the target FlexusX instance, and in the Operation column, choose
More > Manage Network > Unbind EIP.

3. Confirm the EIP information and click OK.

Unbind EIP

Are you sure you want to unbind the following EIP? An
HECS X instance without an EIP cannot access the

Internet.
EIP Bandwidth Size Bound NIC
1083 7 Mbitfs 10.0.0.45
Unreleased EIPs will continue to be billed. To stop the EIPs from being billed, release them
(O NOTE

Unreleased EIPs will continue to be billed. Release them if you do not need them
anymore.

2.8.4 Modifying a Bandwidth

Scenarios

If an EIP has been bound to a FlexusX instance, the instance can access the
Internet using the bandwidth specified for the EIP. You can modify the name,
billing mode, and size of a bandwidth. This section describes how to modify the
bandwidth of a FlexusX instance.

The rule for modifying an EIP bandwidth depends on the billing mode of the EIP.
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Table 2-6 Rules for modifying the bandwidth of EIPs in different billing modes

EIP | Billing Bandwidth Change Billing Description
Billi | Mode
ng Change
Mod | able
e
Year | No e You can increase the bandwidth. e Increasing
ly/ The change is applied bandwidth
Mon immediately. The increased
thly e You can decrease the bandwidth, bandwidth will be
but you need to renew the EIP, billed accordingly.
and the decreased bandwidth e Decreasing
will be applied when the next bandwidth
subscription period starts. The new bandwidth
Assume you purchased a FlexusX will be billed when
instance with a bandwidth of 5 the new
Mbit/s in March and the subscription period
subscription period is one month. starts.
If you decrease the bandwidth to
2 Mbit/s and renew the EIP for
another one month, the
bandwidth used in April will be 2
Mbit/s, but the bandwidth used in
March is still 5 Mbit/s.
Pay- | Yes You can increase or decrease the Pay-per-use billing is a
per- bandwidth. The changes are applied | postpaid mode, so
use immediately. after the bandwidth is
modified, you will be
billed based on the
new billing mode.
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(11 NOTE

e The yearly/monthly and pay-per-use billing modes in Table 1 define how an EIP is
billed, not how the FlexusX instance is billed.

Yearly/Monthly EIPs can only be billed by bandwidth, but pay-per-use EIPs can be billed
by bandwidth, traffic, or shared bandwidth.

e When you purchase a yearly/monthly FlexusX instance, if you select Traffic or Shared
bandwidth for Billed By, the EIP is billed on a pay-per-use basis. In this case, use the
rules for modifying the bandwidth of a pay-per-use EIP.

EIP

Furchase Mode (%)

Use existing Mot required

EIP Type

Billed By

Bandwidth

A~ l1Effic [f" Shared bandwidth
For heavy/stable traffic @

For light/sharply fluctuating traffic For staggered peak hours

Billed based on total traffic imespective of usage duration; configurable maximum bandwidth size

Constraints
e You can only modify bandwidth for FlexusX instances with EIPs bound.
e If a yearly/monthly EIP is bound to a FlexusX instance:

- Only the bandwidth name and bandwidth size can be modified. A yearly/
monthly EIP can only be billed by bandwidth.

- The bandwidth size can be increased in the current subscription period,
and decreased for the renewal period.

e  Only the bandwidths of pay-per-use EIPs billed by bandwidth or traffic can be
modified in batches. The bandwidths of yearly/monthly EIPs or pay-per-use
EIPs billed by shared bandwidth cannot be modified in batches.

Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. Locate the FlexusX instance you want to modify the bandwidth for. Modify
the bandwidth in either of the following ways:

- In the Operation column of the FlexusX instance, choose More >
Manage Network > Modify Bandwidth.

- If the EIP bound to the FlexusX instance is billed by bandwidth or traffic,
select the instance, and on the top of the list, choose More > Modify
Bandwidth. You can use this method to modify bandwidth for such
instances in batches.

The bandwidths of yearly/monthly EIPs or pay-per-use EIPs billed by
shared bandwidth cannot be modified in batches.
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3.

4.

Follow the instructions to modify the bandwidth.

© Note - The banawidh name, size, and biling mode of an EIP whose biling mode is pay-per-use can be modifisd
* Ifthe bandwidth is billed by bandwidth size, specify a maximum bandwidth size and pay for ihe fime for which you use the bandwidth. If the bandwidih is billed by trafiic, you need o pay for the total trafiic used
regardless of the time for which you use the bandwidth.
« Ifyou decrease the bandwidth, there may be some impact (such as packet less) on running services.

Current Configuration

New Configuration
* Bandwidth (Mbit/s) 100 200 Custom 10
Parame | Description
ter
Billed You can select Bandwidth or Traffic based on service
By requirements.

e If you choose Bandwidth, you will be billed based on the new
bandwidth size.

e If you choose Traffic, you will be billed based on the total
amount of outbound traffic. The bandwidth size you set is
only used to limit the maximum transfer rate.

NOTE

A yearly/monthly EIP can only be billed by bandwidth.
Bandwi | e Yearly/Monthly
dth . - You can increase the bandwidth. The change is applied
(Mbit/s

)

immediately.

- You can decrease the bandwidth, but you need to renew
the EIP, and the decreased bandwidth will be applied
when the next subscription period starts.

Assume you purchased a FlexusX instance with a
bandwidth of 5 Mbit/s in March and the subscription
period is one month. If you decrease the bandwidth to 2
Mbit/s and renew the EIP for another one month, the
bandwidth used in April will be 2 Mbit/s, but the
bandwidth used in March is still 5 Mbit/s.

e Pay-per-use
You can increase or decrease the bandwidth. The changes are
applied immediately.

Click Next:

Confirm, confirm the information, and click Submit.

2.9 Managing Security Groups
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2.9.1 Security Group

Overview

A security group is a collection of access control rules for cloud resources, such as
cloud servers, containers, and databases, that have the same security protection
requirements and that are mutually trusted. After a security group is created, you
can configure access rules that will apply to all cloud resources added to this
security group.

For more information about security groups, see security groups.

(11 NOTE

If two FlexusX instances are in the same security group but in different VPCs, the instances
cannot communicate with each other. To enable communications between the two
instances, connect the two VPCs first. For details, see Connecting VPCs.

Security Group Rules

After a security group is created, you can add rules to it. A rule applies either to
inbound traffic (ingress) or outbound traffic (egress). Any FlexusX instances added
to the security group are protected by the rules of that group. For details about
more configuration examples, see Security Group Examples.

You can create a custom security group or use the default one provided by the
system. The default security group permits all outbound traffic and denies
inbound traffic. FlexusX instances in a security group can communicate with each
other.

Table 2-7 Default security group rules

Directi | Ac | Typ | Prot | Source/ Description
on tio | e ocol [ Destination
n &
Port
Inboun [ All [ IPv | All Source: default Allows IPv4 instances in the
d ow |4 security group security group to communicate
(default) with each other using any
protocol over any port.
Inboun | All | IPv | All Allows IPv6 instances in the
d ow | 6 security group to communicate

with each other using any
protocol over any port.

Outbo | All | IPv [ All Destination: Allows access from instances in

und ow |4 0.0.0.0/0 the security group to any IPv4
address over any port.

Outbo [ All | IPv [ All Destination: ::/0 Allows access from instances in

und ow | 6 the security group to any IPv6

address over any port.
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Security Group Constraints
e By default, you can create up to 100 security groups in your cloud account.
e By default, you can add up to 50 rules to a security group.

e  For better network performance, you are advised to associate no more than
five security groups with a FlexusX instance or supplementary network
interface.

e You can add up to 20 instances to a security group at a time.
e You can add up to 1,000 instances to a security group.

2.9.2 Configuring Security Group Rules

Scenarios
Similar to firewall, a security group is used to control network access. You can
define access rules for a security group to protect the FlexusX instances in the
group.
e Inbound rules allow or deny incoming network traffic to FlexusX instances in
the security group.
e  Outbound rules allow or deny outgoing network traffic from FlexusX
instances in the security group.
Procedure

1. Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

2. On the FlexusX Instances page, locate the target FlexusX instance and click
its name.

The details page of this instance is displayed.

3. On the detailed page, click the Security Groups tab and view security group
rules.

4. Click Manage Rule.
The page for configuring security group rules is displayed.

Summary Disks Network Interfaces Security Groups EIPs Monitoring Tags Console Logs
10.0.0.44 (primary) w
All (1) (’ Change Security Group \) Security Group Rules

Inbound Rules Outbound Rules

1 default

Security Group Name Priority Action

1 Permit
1 Permit

1 Permit

5. On the Inbound Rules tab, click Add Rule.
The Add Inbound Rule dialog box is displayed.
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Configure required parameters.

You can click + to add more inbound rules. For details about the parameters,
see Adding a Security Group Rule.

Figure 2-9 Adding an inbound rule

< default

Summary Inbound Rules Outbound Rules Associated Instances Tag

© Some security group rules will not take effect for ECSs with certain specifications. Learn more

Add Rule Fast-Add Rule Allow Common Ports ) Inbound Rules: 13  View Security Group Configuration Examples (7

Select a prc

Add Inbound Rule  Learn more about security group configuration.

@ Some security group rules will not take effect for ECSs with certain spe
If you select IP address for Source, you can enter multiple IP addresses

Learn moi
e same IP address box. Each IP address represents a different security group rule

Security Group  default
import multiple rules

1 priority (D Action (3 Type Protocol & Port Source Description Operation

1 Protocols/TCP (Custo. v IF address v
Allow Pid v Replicate
0.0.0.00

@ Add Rule
- (o) (T
On the Outbound Rules tab, click Add Rule.
The Add Outbound Rule dialog box is displayed.
Configure required parameters.

You can click + to add more outbound rules. For details about the parameters,
see Adding a Security Group Rule.

Click OK.

Verifying Security Group Rules

After adding inbound and outbound rules, you can verify whether the rules have
been applied. Assume that you have deployed a website on a FlexusX instance. To
enable users to access your website through HTTP (80), you need to add an
inbound rule to the security group of the FlexusX instance to allow access over
this port. Table 2-8 shows the rule details.

Table 2-8 The security group rule

Direction | Protocol/ Port Source
Application
Inbound TCP 80 0.0.0.0/0
Linux

If the instance runs Linux, perform the following operations to verify whether the
security group rule has been applied:

1.

Log in to the FlexusX instance.
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Check whether TCP port 80 is listened on:
netstat -an | grep 80

If command output shown in Figure 2-10 is displayed, TCP port 80 is listened
on.

Figure 2-10 Command output for the Linux FlexusX instance
cp f 88.0.0.8: 9.0.8.8:% LISTEN

Enter http://£/P bound to the FlexusX instance in the address box of the
browser and press Enter.

If the requested page can be accessed, the security group rule has taken
effect.

Impacts of Deleting Common Security Group Rules

On the Inbound Rules and Outbound Rules tabs, you can also modify, replicate,
or delete existing rules.

Deleting security group rules will disable some functions.

If you delete a rule with Protocol & Port specified as TCP: 20-21, you will not
be able to upload files to or download files from servers using FTP.

If you delete a rule with Protocol & Port specified as ICMP: All, you will not
be able to ping the servers.

If you delete a rule with Protocol & Port specified as TCP: 443, you will not
be able to connect to websites on the servers using HTTPS.

If you delete a rule with Protocol & Port specified as TCP: 80, you will not be
able to connect to websites on servers using HTTP.

If you delete a rule with Protocol & Port specified as TCP: 22, you will not be
able to remotely connect to Linux server using SSH.

If you delete a rule with Protocol & Port specified as TCP: 3389, you will not
be able to remotely connect to Windows server using RDP.

2.9.3 Changing a Security Group

Scenarios

This section describes how to change the security group associated with the
network interface of a FlexusX instance.

Procedure

Log in to the FlexusX console, in the upper left corner, click , and select a
region and project.

On the FlexusX Instances page, locate the target FlexusX instance and click
its name.

The details page of this instance is displayed.
On the Security Groups tab, click Change Security Group.
The Change Security Group dialog box is displayed.
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Figure 2-11 Changing a security group
< | hecex-2914
Summary Disks. Network Interfaces EIPs Monitoring Tags Console Logs Cloud Backup and Recovery
10.0.0.44 (primary)
.
U Change Security Group
Security Group Q t
——
st [ -
.
Sy - J

5.

Select the target NIC and security groups.

You can select multiple security groups. In this case, the access rules of all the
selected security groups are applied to the cloud server. To create a security
group, click Create Security Group.

(10 NOTE

Using multiple security groups may impact the network performance of a FlexusX
instance. You are advised to select no more than five security groups.

Click OK.

2.10 Managing Server Security

What Is Host Security Service?

Host Security Service (HSS) helps you identify and manage the assets on your
servers, eliminate risks, and defend against intrusions and web page tampering.
There are also advanced protection and security functions available to help you
easily detect and handle threats.

After installing the HSS agent on your FlexusX instances, you will be able to check
the protection status of the instances and risks in a region on the HSS console.

For more information about HSS, see Host Security Service.

Enabling HSS

Before using HSS, install the agent on your FlexusX instance. You can install the
agent during or after the creation of a FlexusX instance.

Scenario 1: During the creation of a FlexusX instance

If you use certain public images to purchase FlexusX instances, you are
advised to use HSS to protect your instances.

Select one of the following options:

Basic edition (one-month free trial): After this function is enabled, the
HSS basic edition can be used free of charge for 30 days. The HSS basic
edition supports detection of OS vulnerabilities, weak passwords, and
brute force cracking to improve the overall security for your ECSs.
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{11 NOTE

After the free trial period expires, the HSS basic edition quotas will be
automatically released, and HSS will not protect your servers.

If you want to retain or upgrade HSS security capabilities, you are advised to
enable the advanced HSS edition. For details, see What Should | Do When the
Free Trial of HSS Basic Edition Expires?.

This option is selected by default.

- Advanced HSS edition (paid): You can choose from HSS basic,
enterprise, premium, and Web Temper Protection (WTP) editions and
need to pay for it.

After ECSs are purchased, you can switch between different editions on
the HSS console after Advanced HSS edition (paid) is enabled. For
details about the differences among different editions, see Specifications
of Different Editions.

- None: HSS is disabled and servers are not protected.

HSS provides basic, enterprise, premium, and WTP editions. For details, see
Edition Details.

If the basic or enterprise edition does not meet service requirements, you can
Purchasing an HSS Quota and switch the edition on the HSS console to
obtain advanced protection without reinstalling the agent.

(11 NOTE

Different public images support different HSS versions. See the supported HSS versions
on the management console.
Scenario 2: After a FlexusX instance is purchased

If you did not select HSS or the selected image does not support HSS when
purchasing a FlexusX instance, you need to manually install the agent to use
HSS.

For details, see Installing an Agent and Enabling Server Protection.

Viewing the Security Status of FlexusX Instances

On the FlexusX instance list page, you can view the security of the instances.

Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

In the FlexusX instance list, check the protection status of instances in the
Security column.

- Not installed: The agent is not installed, or the agent is installed but not
enabled. If you want to install the agent, refer to Installing an Agent.

(The security status of a newly purchased FlexusX instance may be Agent
not installed, which is because the agent is currently being installed.
Please check the status again later.)

- Risky: The FlexusX instance is at risk.
- Safe: No risks have been found in the FlexusX instance.

- Unprotected: HSS is not enabled for the FlexusX instance. For details
about how to enable HSS, see Enabling Server Protection.
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If HSS is not enabled on the newly purchased FlexusX instance, please
manually install the Agent.

Click the name of the target FlexusX instance. The details page of this
instance is displayed.

Select HSS to view the agent status and protection status.

2.11 Managing Server Monitoring

2.11.1 Overview

What Is Server Monitoring?

Monitoring is key for ensuring FlexusX instance performance, reliability, and
availability. Using monitoring data, you can determine how well your FlexusX
instance resources are being used. You can use Cloud Eye to track the statuses of
your cloud servers. Cloud Eye automatically monitor cloud servers in real time and
makes it easier to manage alarms and notifications, so that you can track cloud
server performance metrics.

Server monitoring consists of basic monitoring, OS monitoring, and process
monitoring.

Basic monitoring monitors metrics automatically reported by FlexusX
instances, such as CPU usage.

OS monitoring provides proactive, fine-grained OS monitoring for FlexusX
instances, and it requires the Agent to be installed on all FlexusX instances to
be monitored.

Process monitoring monitors active processes on FlexusX instances, and it
requires the Agent to be installed on the FlexusX instances to be monitored.
By default, Cloud Eye collects CPU usage, memory usage, and the number of
opened files of active processes.

Enabling Monitoring

On the FlexusX instance purchase page, you can choose whether to use Cloud Eye.
Regardless of whether you use Cloud Eye or not, after the FlexusX instance is
created, basic monitoring is provided for your instance by default. On the FlexusX
instance purchase page:

If you select Cloud Eye, you will be able to view basic monitoring, OS
monitoring, and process monitoring data on the FlexusX console. The OS
monitoring and process monitoring data can be viewed only after the Agent
is installed.
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Figure 2-12 Selecting Cloud Eye

(Optional) Associated Service

Cloud Eye

A monitoring service that provides functions such as real-time monitoring, alarm reporting, resource grouping, and website monitoring

v (4 HSS

A host security service that scans for weak passwords, system vulnerabilities, brute-force attacks, and unauthorized logins

e If you do not select Cloud Eye, you will only have the basic monitoring data
provided on the FlexusX console.

If you want to view OS monitoring or process monitoring data, install the
Agent, and then view the OS monitoring or process monitoring data on the
Cloud Eye console.

Related Operations

Helpful Links

Operatio | Description
n

Configur | After monitoring is enabled, you can configure alarm rules to ensure

ing an you receive notifications in a timely manner.
Alarm
Rule
Viewing | You can view FlexusX instance metrics after the FlexusX instances
Server receive the monitoring data.
Monitori | yoy can view monitoring data on the FlexusX instance console or on
rl\]llg i the Server Monitoring page of the Cloud Eye console.
etrics

e Why Is My Linux ECS Running Slowly?

2.11.2 Configuring an Alarm Rule

Scenarios

Configuring alarm rules for FlexusX instances allows you to customize the
monitored objects and notification policies. They let you can monitor your FlexusX
instances more carefully.

This section describes how to configure an alarm rule for a FlexusX instance.
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Configuring an Alarm Rule on the Cloud Eye Console

1.

Log in to the Cloud Eye console.

Click O in the upper left corner and select the desired region and project.
In the navigation pane, choose Alarm Management > Alarm Rules.

On the Alarm Rules page, click Create Alarm Rule to create one, or modify
an existing alarm rule.

- Creating an Alarm Rule
- Modifying an Alarm Rule

After an alarm rule is configured, the system automatically notifies you when an
alarm complying with the alarm rule is generated.

(11 NOTE

For more information about alarm rules, see Introduction to Alarm Rules.

2.11.3 Viewing Server Monitoring Metrics

Scenarios

The cloud platform provides Cloud Eye to help you monitor FlexusX instances. You
can view the metrics of each FlexusX instance on the management console.

Prerequisites

Procedure

The FlexusX instance is running properly.

Cloud Eye does not display the monitoring data for a stopped, faulty, or
deleted FlexusX instance. After such a FlexusX instance restarts or recovers,
the monitoring data is available on Cloud Eye.

(10 NOTE

Cloud Eye discontinues monitoring FlexusX instances that remain in the Stopped or
Faulty state for 24 hours and removes them from the monitoring list. However, the
alarm rules configured for such FlexusX instances are not automatically deleted.

Alarm rules have been configured on Cloud Eye for the FlexusX instance.

The monitoring data is unavailable for the FlexusX instances without alarm
rules configured on Cloud Eye. For details, see Configuring an Alarm Rule.

The FlexusX instance has been running for at least 10 minutes.

The monitoring data and graphs are not available for a new instance untile
the instance has been running for at least 10 minutes.

Log in to the FlexusX console, in the upper left corner, click 0 , and select a
region and project.

Click the name of the target FlexusX instance.
Click the Monitoring tab to view the monitoring data.

In the FlexusX instance monitoring area, select a duration to view the
monitoring data.
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It takes a bit of time to transmit and display the monitoring data. There is
about a 5- to 10- minute delay before the monitoring data can be displayed,
so it takes about that long before the monitoring data of a newly created

FlexusX instance shows up.
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FlexusRDS

3.1 Buying a FlexusRDS Instance

Scenarios

This section describes how to purchase a FlexusRDS instance on the management
console.

FlexusRDS only supports the yearly/monthly billing mode. It allows you to tailor
your compute resources and storage space to your business needs.

Prerequisites

e You have created a Huawei ID and enabled Huawei Cloud services.
e  Your account balance is greater than or equal to $0 USD.
Procedure
Step 1 Go to the FlexusRDS console.

Step 2 If this is your first time to create a FlexusRDS instance, click Buy.

Step 3 Configure the instance information and click Buy.
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Figure 3-1 Selecting an instance class

Instance Ciass

Lightweight

12068

Lightweight

26068 26068

Imonth Imonth Imonth

Imonth Imonth

Figure 3-2 Selecting the required duration

DB Instance Name

floxus

Required Duration and Quantity

Requred Duration

1 morih

2months 3 months 4montns 5 months monts 7 months 8 months 9montns tyear 2years 3years

Table 3-1 Basic information

Parameter | Description

Region

Region where your resources are located.

NOTE
Available regions: CN-Hong Kong and AP-Singapore

Products in different regions cannot communicate with each other
through a private network. After a DB instance is created, the region
cannot be changed. Therefore, exercise caution when selecting a region.

DB Engine MySQL 8.0 and MySQL 5.7
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Parameter | Description

Instance An instance class includes vCPUs, memory, storage, and DB
Class instance type.

e Storage: The purchased storage space. After a DB instance is
purchased, you can configure storage autoscaling. The
maximum allowed storage is 4,000 GB. For details, see
Storage Autoscaling.

e DB Instance Type

- Primary/Standby: uses an HA architecture with a primary
DB instance and a synchronous standby DB instance. The
standby DB instance improves instance reliability and is
invisible to you after being created.

- Single: uses a single-node architecture, which is less
expensive than primary/standby DB instances.

DB Instance | Must start with a letter and consist of 4 to 64 characters. Only
Name letters (case-sensitive), digits, hyphens (-), underscores (_), and
periods (.) are allowed.

If you buy multiple DB instances at a time, they will be named
instance-0001, instance-0002, and so on. (instance indicates the
DB instance name you specify.)

Required The system will automatically calculate the configuration fee
Duration based on the selected required duration. The longer the required
duration is, the larger discount you will enjoy.

Auto-renew | e This option is not selected by default.

e If you select this option, the auto-renew cycle is determined
by the selected required duration.

Quantity You can buy a maximum of 50 DB instances at a time. If you
intend to create primary/standby DB instances and set Quantity
to 1, a primary instance and a synchronous standby instance will
be created.

Step 4 Confirm the order.
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Figure 3-3 Order confirmation
< Q Buy FlexusRDS Instance

Resource Configuration Required D. Quantty  Price

e If you need to modify your settings, click Previous.
e If you do not need to modify your settings, click Pay Now.

Step 5 Select a payment method and complete the payment.

Step 6 To view and manage your instance, go to the instance list page.

e When your instance is being created, the status is Creating. The status
changes to Available after the instance is created.

e Automated backup is enabled by default during instance creation. An
automated full backup is immediately triggered once your DB instance is
created.

e The default administrator account of your DB instance is root.

e During instance creation, the system randomly sets a password for the
administrator account. You need to reset the password before you can
connect to the instance.

e The default database port is 3306 and cannot be changed.

e The VPC, subnet, and security group to which the instance belongs are vpc-
default-smb, subnet-default-smb, and sg-default-smb by default and
cannot be changed.

--—-End

3.2 Connecting to a FlexusRDS Instance

3.2.1 Using DAS to Connect to a FlexusRDS Instance
(Recommended)

Scenarios

Data Admin Service (DAS) enables you to connect to and manage DB instances
with ease on a web-based console. The permission required for connecting to DB
instances through DAS has been enabled for you by default. Using DAS to connect
to your DB instance is recommended, which is more secure and convenient.
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Procedure

Step 1 In the instance list, locate the target DB instance and click Log In in the
Operation column.

Figure 3-4 Logging in to an instance

Qe

Alternatively, click the instance name in the instance list. On the displayed page,
click Log In in the upper right corner.

Step 2 On the displayed login page, enter the username and password and click Log In.

--—-End

3.2.2 Using CLI to Connect to a FlexusRDS Instance

Scenarios
You can connect to your DB instance using the MySQL command-line interface
(CLI) from a FlexusX instance with a MySQL client installed.
FlexusX instances and FlexusRDS instances in the same region are in the same
VPC, subnet, and security group by default and can communicate with each other.
Procedure

Step 1 Log in to the FlexusX instance in the same region as your FlexusRDS DB
instance.

Step 2 Download the MySQL client installation package for Linux to the FlexusX instance.
The package mysql-community-client-5.7.38-1.el6.x86_64.rpm is used as an
example.

wget https://dev.mysql.com/get/mysql-community-
client-5.7.38-1.el6.x86_64.rpm

(11 NOTE

A MySQL client running a version later than that of the FlexusRDS DB instance is
recommended.

Step 3 Install the MySQL client.
rpm -ivh --nodeps mysql-community-client-5.7.38-1.el6.x86_64.rpm
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(11 NOTE

e If any conflicts occur during the installation, add the replacefiles parameter to the
command and install the client again.

rpm -ivh --replacefiles mysql-community-client-5.7.38-1.el6.x86_64.rpm

e If a message is displayed prompting you to install a dependent package during the
installation, add the nodeps parameter to the command and install the client again.

rpm -ivh --nodeps mysql-community-client-5.7.38-1.el6.x86_64.rpm

Step 4 Run the following command on the FlexusX instance to connect to the FlexusRDS
DB instance:

mysql -h <host> -P <port>-u <userName> -p
Example:

mysql -h 192.168.0.1 -P 3306 -u root -p
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Table 3-2 Parameter description

Parameter

Description

<host>

The DB instance to be connected. You can connect to your DB
instance over a private network or public network. For higher
security, private network connection is recommended.

e Private network connection (recommended): Click the DB
instance name and obtain the private domain name on the
Overview page.

e Public network connection: Click the DB instance name and
obtain the EIP on the Overview page. For details about
how to bind an EIP to a DB instance, see Binding and
Unbinding an EIP.

Figure 3-5 Network information

MNetwork Information

Private Domain Name
f90ad60a68fh40f5b051ak09a830eda27 3in01 internal.

.mysql.rds.myhuaweicloud.com '
EIF

Mo EIP bound Bind

Database Po
3306 O
Security Group

sg-defauli-smb

To connect to your DB instance through an EIP, add the EIP
and port 3306 to an inbound rule of security group sg-
default-smb. For details, see Adding a Security Group
Rule.
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Parameter Description

Figure 3-6 Adding an inbound rule

<port> 3306

<userName> root

Step 5 When the following information is displayed, enter the password of user root:
Enter password:

--—-End

3.3 Managing FlexusRDS Instances

3.3.1 Suggestions on Using FlexusRDS

3.3.1.1 Instance Usage Suggestions

DB Instances
e  Primary/Standby
- A primary/standby pair provides an HA architecture.

- When a primary instance is being created, a standby instance is
provisioned along with it to provide data redundancy. The standby
instance is invisible to you after being created.

- If a failover occurs due to a primary instance failure, your database client
will be disconnected for a short period of time. The client needs to be
able to reconnect to the instance.

e Single
- Asingle-node architecture is used.

- If a fault occurs on a single instance, the instance cannot recover in a
timely manner.

Database Connection
e Set database parameters based on the complexity of your workloads.
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e Keep an appropriate number of active connections.

e Periodically release persistent connections because maintaining them may
generate a large cache and use up memory.

Reliability and Availability
e Select primary/standby DB instances for production databases.

e Select an instance class and storage space appropriate to your workloads.

Backup and Restoration
e To prevent backup failures, perform manual backups during off-peak hours.

e Both automated and manual backups are deleted after your instance is
unsubscribed from.

Routine O&M

e  Periodically check slow query logs and error logs to identify problems in
advance.

e Monitor instance metrics. If any metric is beyond its expected range, address
related issues as soon as possible.

e Run the SELECT statement before deleting or modifying a record.

Security

e  Prevent your instance from being accessed from the Internet. If you want to
allow the access from the Internet, bind an EIP to your instance.

3.3.1.2 Database Usage Suggestions

Database Naming

e The names of database objects like databases, tables, and columns should be
in lowercase. Different words in the name are separated with underscores (_).

e Reserved words and keywords cannot be used to name database objects in
FlexusRDS.

- Reserved words and keywords for MySQL 8.0: https://
dev.mysql.com/doc/refman/8.0/en/keywords.html

- Reserved words and keywords for MySQL 5.7: https://
dev.mysql.com/doc/refman/5.7/en/keywords.html

e Each database object name must be explainable and contain a maximum of
32 characters.

e Each temporary table in databases is prefixed with tmp and suffixed with a
date.

e Each backup table in databases is prefixed with bak and suffixed with a date.

e All columns storing the same data in different databases or tables must have
the same name and be of the same type.
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Database Design

Field Design

All tables use the InnoDB storage engine unless otherwise specified. InnoDB
supports transactions and row locks. It delivers excellent performance, making
it easy to recover data.

Databases and tables all use the UTF8 character set to avoid characters
getting garbled by character set conversion.

All tables and fields require comments that can be added using the
COMMENT clause to maintain the data dictionary from the beginning of the
design.

The length of a single row in the table cannot exceed 1024 bytes.

To avoid cross-partition queries, FlexusRDS partitioned tables are not
recommended. Cross-partition queries will decrease the query efficiency. A
partitioned table is logically a single table, but the data is actually stored in
multiple different files.

Do not create too many columns in one table. Store cold and warm data
separately to reduce the width of a table. In doing so, more rows of data can
be stored in each memory page, decreasing disk I/O and making more
efficient use of the cache.

Columns that are frequently used together should be in the same table to
avoid JOIN operations.

Do not create reserved fields in a table. Otherwise, modifying the column type
will lock the table, which has a greater impact than adding a field.

Do not store binary data such as images and files in databases.

Full-text indexes are not recommended because there are many limitations on
full-text indexes for MySQL Community Edition.

Ensure that each table contains no more than 50 fields.

Select a small data type for each column as much as possible. Numeric data is
preferred, followed by dates or binary data, and the least preferred is
characters. The larger the column data type, the more the space required for
creating indexes. As a result, there are fewer indexes on a page and more 1/O
operations required, so database performance deteriorates.

If the integer type is used as the database field type, select the shortest
column type. If the value is a non-negative number, it must be the unsigned
type.

Each field should have the NOT NULL attribute. The default value for the

numeric type such as INT is recommended to be 0, and that for the character
type such as VARCHAR is recommended to be an empty string.

Do not use the ENUM type. Instead, use the TINYINT type.

Change ENUM values using ALTER. The ORDER BY operations on ENUM
values are inefficient and require extra operations.

If you have specified that ENUM values cannot be numeric, other data types
(such as char) can be used.

If the numeric data type is required, use DECIMAL instead of FLOAT or
DOUBLE.
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Index Design

FLOAT and DOUBLE data cannot be stored precisely, and value comparison
results may be incorrect.

When you want to record a date or specific time, use the DATETIME or
TIMESTAMP type instead of the string type.

Store IP addresses using the INT UNSIGNED type. You can convert IP
addresses into numeric data using function inet_aton or inet_ntoa.

The VARCHAR data should be as short as possible. Although the VARCHAR
data varies in length dynamically on disks, it occupies the maximum length in
memory.

Use VARBINARY to store variable-length character strings that are case-
sensitive. VARBINARY is case-sensitive by default and quick to process because
no character sets are involved.

Create a primary key for each InnoDB table. Neither use a frequently-updated
column as the primary key nor a multi-column primary key. Do not use the
UUID, MD5, or character string column as the primary key. Use a column
whose values can increment continuously as the primary key. So, the auto-
increment ID column is recommended.

Use no more than 5 indexes in a single table. Indexes speed up queries, but
too many indexes may slow down writes. Inappropriate indexes sometimes
reduce query efficiency.

Do not create an independent index for each column in a table. A well-
designed composite index is much more efficient than a separate index on
each column.

Create an index on the following columns:

- Columns specified in the WHERE clause of SELECT, UPDATE, or DELETE
statements

- Columns specified in ORDER BY, GROUP BY, or DISTINCT
- Columns associated for joining multiple tables.
The index column order is as follows:

- Put the column with the highest selectivity on the far left when creating
a composite index. Selectivity = Different values in a column/Total rows in
the column

- Put the column with the smallest field length on the far left of the
composite index. The smaller length a field has, the more data one page
stores, and the better the I/O performance is.

- Put the most frequently used column on the left of the composite index,
so you can create fewer indexes.

Avoid using redundant indexes, such as primary key (id), index (id), and
unique index (id).

Avoid using duplicate indexes, such as index(a,b,c), index(a,b), and index(a).
Duplicate and redundant indexes may slow down queries because the
FlexusRDS query optimizer does not know which index it should use.

When creating an index on the VARCHAR field, specify the index length based
on selectivity. Do not index the entire field.
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If an index with the length of 20 bytes is the string type, its selectivity can
reach 90% or above. In this case, use count(distinct left(column name,
index length))/count(*) to check index selectivity.

e Use covering indexes for frequent queries.

A covering index is a special type of index where all required fields for a query
are included in the index. The index itself contains columns specified in
WHERE and GROUP BY clauses, but also column combinations queried in
SELECT, without having to execute additional queries.

e Constraints on foreign keys are as follows:

The character sets of the columns for which a foreign key relationship is
established must be the same, or the character sets of the parent and child
tables for which a foreign key relationship is established must be the same.

SQL Statement Development

e Use prepared statements to perform database operations in programs.
Prepared statements can be executed multiple times in a program once they
are written, more efficient than SQL statements.

e Avoid implicit conversions because they may cause index to become invalid.

Do not perform function conversions or math calculations on columns in the
WHERE clause. Otherwise, the index becomes invalid.

e Do not use double percent signs (%%) or place % before a query condition,
or the index cannot be used.

e Do not use select * for queries because using select *:
- Consumes more CPUs, IP addresses, and bandwidth.
- Causes covering indexes to become unavailable.
- Increases the impact of table structure changes on code.

e Do not use subqueries. Subqueries generate temporary tables that do not
have any indexes. If there is a lot of data, the query efficiency is severely
affected. Convert subqueries into associated queries.

e  Minimize the use of JOIN operations for more than five tables. Use the same
data type for the fields that require JOIN operations.

Each JOIN operation on a table occupies extra memory (controlled by
join_buffer_size) and requires temporary table operations, affecting query
efficiency. Do not use NATURAL JOIN.

e Reduce interactions with the same database as much as possible. The
database is more suitable for processing batch operations.

e Replace OR operations with IN operations. IN operations can effectively use
indexes. The number of IN values cannot exceed 500.

e Do not perform reverse queries, for example, NOT IN and NOT LIKE.
e Do not use ORDER BY RAND() for random sorting.

This operation loads all data that meets the conditions from the table to the
memory for sorting, consuming more CPUs, 1/O, and memory resources.

Obtain a random value from the program and retrieve data from the involved
database based on the value.

e |If deduplication is not required, use UNION ALL instead of UNION.
UNION ALL does not sort out result sets.
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e Combine multiple operations and perform them in batches. The database is
good for batch processing.

This reduces interactions with the same database.

e If there are more than 1 million rows of write operations, perform them in
multiple batches.

A large number of batch writes may result in excessive primary/standby
latency.

e |If ORDER BY is used, use the order of indexes.

- The last field of ORDER BY is a part of a composite index and is placed at
the end of the composite index order.

- Avoid file_sort to speed up queries.
Correct example: in where a=? and b=? order by c;, index: a_b_c

Wrong example: If an index supports range search, the index order cannot be
used. For example, WHERE a>10 ORDER BY b;, index: a_b (sorting is not
allowed)

e Use ANSI-standard SQL statements instead of MySQL extended SQL
statements for DML operations. Common MySQL extended SQL statements
include:

- REPLACE INTO
- INSERT ... ON DUPLICATE KEY UPDATE

e Stored procedures are not recommended because they are difficult to debug,
extend, and transplant.

e To avoid logical dependency on the database, do not use triggers, event
schedulers, or views for service logic.

e Large transactions are not recommended. If possible, a transaction should
contain no more than five SQL statements because large transactions have
problems such as long data lock time, too many caches, and connection
consumption.

e TRUNCATE TABLE is faster than DELETE and uses fewer system and log
resources. If the table to be deleted does not have a trigger and the entire
table needs to be deleted, TRUNCATE TABLE is recommended.

e Do not run the flush logs command frequently to prevent automatic binlog
deletion failures.

3.3.2 Database Migration

3.3.2.1 Migrating Data to FlexusRDS Using mysqldump

Preparing for Data Migration

You can access your FlexusRDS DB instance through an EIP or from a FlexusX
instance.

1. Prepare a FlexusX instance for accessing your FlexusRDS DB instance or
prepare a device for accessing your FlexusRDS DB instance through an EIP.

To connect to a FlexusRDS instance through an EIP, bind an EIP to the
instance.
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2. Install a MySQL client of the same version as your FlexusRDS instance on the
prepared FlexusX instance or device.

(10 NOTE

A MySQL client will provide mysqldump and mysql.
MySQL system databases mysql and sys cannot be imported to FlexusRDS instances.

Exporting Data

Before migrating a database to FlexusRDS, its data needs to be exported.

NOTICE

e The export tool must match the DB engine version.

e Database migration is performed offline. Before the migration, you have to stop
all applications using the source database.

Step 1 Log in to the source database.

Step 2 Use the mysqldump tool to export the table structure to an SQL file.

NOTICE

The mysql database is required for FlexusRDS management. When exporting the
table structure, do not specify --all-database. Otherwise, a database fault will
occur.

mysqldump--databases<DB NAME>--single-transaction --order-by-primary --
hex-blob --no-data --routines --events --set-gtid-purged=OFF-u <DB_USER>-p
-h<DB _ADDRESS>-P <DB_PORT>|sed -e 's/DEFINER[ 1*=[ J*[A*]*\*/\*/' -e 's/
DEFINER[ ]*=*FUNCTION/FUNCTION/' -e 's/DEFINER[ ]*=.*PROCEDURE/
PROCEDURE/' -e 's/DEFINER[ 1*=*TRIGGER/TRIGGER/"' -e 's/

DEFINER[ ]*=*EVENT/EVENT/' ><BACKUP_FILE>

e DB NAME indicates the name of the database to be migrated.

e DB USERindicates the database username.

e DB ADDRESS indicates the database address.

e DB PORT indicates the database port.

e  BACKUP_FILE indicates the name of the file to which the data will be
exported.

Enter the database password when prompted.

Example:

mysqldump --databases frdsdb --single-transaction --order-by-primary --hex-
blob --no-data --routines --events --set-gtid-purged=OFF -u root -p -h
192.168.151.18 -P 3306 |[sed -e 's/DEFINER[ 1*=[ 1*[A*]*\*/\*/' -e 's/

DEFINER[ ]*=*FUNCTION/FUNCTION/' -e 's/DEFINER[ ]*=.*PROCEDURE/
PROCEDURE/' -e 's/DEFINER[ ]*=*TRIGGER/TRIGGER/' -e 's/

DEFINER[ ]*=*EVENT/EVENT/' > dump-defs.sql
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Enter password:

After this command is executed, a dump-defs.sql file will be generated as follows:

[rds@localhost ~]$ Ll dump-defs.sql
-rw-r-----. 1 rds rds 2714 Sep 21 08:23 dump-defs.sql

Step 3 Use the mysqldump tool to export data to an SQL file.

NOTICE

The mysql database is required for FlexusRDS management. When exporting data,
do not specify --all-database. Otherwise, a database fault will occur.

mysqldump --databases<DB NAME>--single-transaction --hex-blob --set-gtid-
purged=OFF --no-create-info --skip-triggers-u<DB_USER>-p-h<DB ADDRESS>-
P<DB _PORT>-r<BACKUP FILE>

For details on the parameters in the preceding command, see 2.
Enter the database password when prompted.
Example:

mysqldump --databases frdsdb --single-transaction --hex-blob --set-gtid-
purged=OFF --no-create-info --skip-triggers -u root -p -h 192.168.151.18 -P
3306 -r dump-data.sql

After this command is executed, a dump-data.sql file will be generated as follows:

[rds@localhost ~]$ Il dump-data.sql
-rW-r----- .1 rds rds 2714 Sep 21 08:23 dump-data.sql

--—-End

Importing Data

You can connect your client to the FlexusRDS instance and import exported SQL
files into it.

NOTICE

If the source database calls triggers, stored procedures, functions, or events, you
must set log_bin_trust_function_creators to ON on the destination database
before importing data.

Step 1 Log in to the FlexusX instance or device that can access the FlexusRDS instance.
Step 2 Connect to the FlexusRDS instance through a client.
Step 3 Import the table structure into the FlexusRDS instance.

# mysql -f -h<DB_ADDRESS>P<DB_PORT>-uroot-p < <BACKUP_DIR>/dump-
defs.sql

e DB ADDRESS indicates the IP address of the FlexusRDS instance.
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e DB PORT indicates the DB instance port.

e  BACKUP_DIR indicates the directory where dump-defs.sql is stored.

Example:

# mysql -f -h 172.16.66.198 -P 3306 -u root -p < dump-defs.sql

Enter password:

L] NOTE
If you intend to import SQL statements of a table to FlexusRDS, specify a database in the
command. Otherwise, the error message "No database selected"” may be displayed. For
example, if you intend to import SQL statements of a table to database mydb, run the
following command:
# mysql -f -h 172.16.66.198 -P 3306 -u root -p mydb < dump-defs.sql
Enter password:

Step 4 Import data into the FlexusRDS instance.

# mysql -f -h<DB_ADDRESS>P<DB_PORT>-uroot-p< <BACKUP_DIR>/dump-

data.sql

e DB ADDRESS indicates the IP address of the FlexusRDS instance.

e DB PORT indicates the DB instance port.

e  BACKUP_ DIR indicates the directory where dump-data.sql is stored.

Example:

# mysql -f -h 172.16.66.198 -P 3306 -u root -p < dump-data.sql

Enter password:

L] NOTE
If you intend to import SQL statements of a table to FlexusRDS, specify a database in the
command. Otherwise, the error message "No database selected" may be displayed. For
example, if you intend to import SQL statements of a table to database mydb, run the
following command:
# mysql -f -h 172.16.66.198 -P 3306 -u root -p mydb < dump-defs.sql
Enter password:
Step 5 View the import result.

mysql> show databases;

The following result indicates that database frdsdb has been imported.

mysql> show databases;

| information_schema |
| frdsdb |

| mysql |

| performance_schema |

4 rows in set (0.00 sec)

--—-End
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3.3.2.2 Migrating Data to FlexusRDS Using the Export and Import Functions

of DAS

Scenarios

Constraints

Data Admin Service (DAS) is a one-stop management platform that allows you to
manage Huawei Cloud databases on a web console. It offers database
development, O&M, and intelligent diagnosis, making it easy to use and maintain
databases.

To back up or migrate data, you can use DAS to export data from the source
database first and then import the data to from your local PC or OBS bucket to
the destination database.

For more information, see Import and Export.

e Only one file that is no larger than 1 GB can be imported at a time.
e Only data files in the CSV or SQL format can be imported.

e Binary fields such as BINARY, VARBINARY, TINYBLOB, BLOB, MEDIUMBLOB,
and LONGBLOB are not supported.

e Data cannot be exported or imported using cross-region OBS buckets.

Exporting Data

Step 1

Step 2
Step 3
Step 4

Step 5

In the instance list, locate the target DB instance and click Log In in the
Operation column.

On the displayed login page, enter the username and password and click Log In.
On the top menu bar, choose Import and Export > Export.

On the displayed page, click Create Task and choose Export Database or Export
SQL Result as required. The following takes database export as an example.

Alternatively, click Quick Export and select the target database. On the displayed
page, select a storage path and click OK.

Figure 3-7 Quick export

Quick Export

Export Database

Storage C) Mo OBS bucket? Create OBS Bucket

Creating an OBS bucket is free of charge, but storing files in it will incur fees.

@ Cancel

On the displayed page, set parameters as required in areas Basic Information and
Advanced Settings. Then, select the tables to be exported on the right.
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Figure 3-8 Creating an export task

Export Database

Basic Information Tables
Database create_new_db1 Export all tables Selected Tables: 0 Q
Table Name Column WHERE Clause
Allowed Rows 10,000
asd Edit Edi
dddd Edit Edi
Charset e fule_ami_main Edit Edi
test Edit Edi
storage B abesdfdt No OBS bucket? Create OBS Bucket
Creating an OBS bucket is free of charge, but storing files in it will incur fees. 10/page Total Records: 5
tione Combine INSERT statements. (Combine INSERT statements into files, with each file
phons smaller than 5 MB.)
Generate a file for each table. (Downloading table files in the details slows down the
export.)
Remarks

Advanced Settings

Cancel

(11 NOTE

In a SQL result export task, the executed SQL statements cannot exceed 5 MB.

Export SQL Result

Basic Information

Database create_new_db1
Allowed Rows 10,000

File Type

Charset UTFg2 GBEK

Storage (&) abcsdidi No OBS bucket? Create Bucket
Creating an OBS bucket is free of charge, but storing files in it will incur fees.
Options Combine INSERT statements. (Combine INSERT statements into files, with each file smaller than 5 MB.)

Generate one file for each result.

S0L to Execute SELECT * FROM “asd’

Remarks

Advanced Settings =

(11 NOTE

e Databases are classified into user databases and system databases. System databases
cannot be exported. If system database data is required, deploy system database
services in a created user database, so that you can export the system database data
from the user database.

e DAS connects to your standby database to export data. This prevents the primary
database from being affected by data export. However, if the standby database has a
high replication delay, the exported data may not be the latest.
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Step 6 After settings are complete, click OK.
Step 7 In the task list, view the task ID, type, status, and progress.

Step 8 Click Details in the Operation column to view task details.

Figure 3-9 Task list
v ukEpat Tme Rarge

Task 1D Task Database Started Ended File Size fiie status CrEd | EEmd e
Tipe Type Time dRows.

QuikE 2203072016 45

Daataze 212003

Datataze 301647 05

Importing Data

Step 1 On the top menu bar, choose Import and Export > Import.

Step 2 Import a file from your local PC or an OBS bucket.

Figure 3-10 Creating an import task

| Create Task

Import Type csv

File Souce Choose from OBS

Attachment Storage @ 407154 Mo OBS bucket? Create OBES Bucket

Creating an OBS bucket is free of charge, but storing files in it will incur fees.

Attachment Click here to upload a file, or drag one here. (.sql)

nload only one attachment that is no larger than 1 GB

[#

Database db_4eb3_0000
Options lgnore errors, that is, skip the step where the SCL statement fails to be executed.

Delete the uploaded file upon an import success.

Remarks

Cancel

e  From your local PC

In the upper left corner, click Create Task. On the displayed page, select an
import type, select Upload file for File Source, set the attachment storage,
and upload the file. Then, set other parameters as required.
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For security purposes, imported files are stored in OBS buckets.

(11 NOTE

e To keep your data secure, provide your own OBS bucket to store the attachments you
upload. In this way, DAS automatically connects to your OBS bucket for in-memory
reading.

e If you select Delete the uploaded file upon an import success., the file you uploaded
will be automatically deleted from the OBS bucket after being imported to the
destination database.

e From an OBS bucket

In the upper left corner, click Create Task. On the displayed page, select an
import type, select Choose from OBS for File Source, and select a file from
the bucket. Then, set other parameters as required.

L] NOTE
The file uploaded from an OBS bucket will not be deleted upon an import success.

Step 3 After setting import parameters, click Create. Confirm the information again
before you click OK because original data may be overwritten after data import.

Step 4 View the import progress in the task list or check task details.

--—-End

3.3.3 Permissions Management

3.3.3.1 Creating a User and Granting Permissions

This section describes how to use Identity and Access Management (IAM) for
fine-grained permissions management for your FlexusRDS resources. With IAM,
you can:

e Create IAM users for employees based on your enterprise's organizational
structure. Each IAM user will have their own security credentials for accessing
FlexusRDS resources.

e Grant only the permissions required for users to perform a specific task.
e Entrust a Huawei Cloud account or cloud service to perform efficient O&M on
your FlexusRDS resources.

If your Huawei Cloud account does not require individual IAM users, skip this
section.

This section describes the procedure for granting permissions (see Figure 3-11).

Prerequisites

Learn about the permissions (see Permissions) supported by FlexusRDS and
choose policies or roles according to your requirements. For the system policies of
other services, see System-defined Permissions.
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Process Flow

Figure 3-11 Process for granting FlexusRDS permissions

Start

l

Create a user group and

grant permissions

Createa user

Log in as the user and
ify permissions

End
1. Create a user group and assign permissions to it.
Create a user group on the IAM console, and attach the RDS ReadOnlyAccess
policy to the group.
{1 NOTE
To use some interconnected services, you also need to configure permissions of such
services.
For example, to connect to your DB instance through the console, configure the DAS
FullAccess permission of Data Admin Service (DAS) besides RDS ReadOnlyAccess.
1. Create an IAM user and add it to the user group.
Create a user on the IAM console and add the user to the group created in 1.
2. Log in and verify permissions.

Log in to the console by using the created user, and verify that the user only
has read permissions for FlexusRDS.

- Go to the FlexusRDS console and click Buy FlexusRDS Instance in the
upper right corner. If a message appears indicating that you have
insufficient permissions to perform the operation, the RDS
ReadOnlyAccess policy has already been applied.

Choose any other service. If a message appears indicating that you have

insufficient permissions to access the service, the RDS ReadOnlyAccess
policy has already taken effect.

3.3.3.2 FlexusRDS Custom Policies

Custom policies can be created to supplement the system policies of FlexusRDS.

You can create custom policies in either of the following two ways:
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e Visual editor: Select cloud services, actions, resources, and request conditions
without the need to know policy syntax.

e JSON: Edit JSON policies from scratch or based on an existing policy.

For details, see Creating a Custom Policy. The following contains examples of
common FlexusRDS custom policies.

Example Custom Policies

Example: Allowing users to create manual backups

{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",

"Action™: ["rds:backup:create"]
h
}

3.3.4 Instance Modifications

3.3.4.1 Changing a DB Instance Name

Scenarios

Procedure

Step 1

Step 2

You can change the name of a DB instance as required.

In the instance list, locate the instance that you want to edit name for and click &
next to the instance name. Then, change the name and click OK.

Alternatively, click the target instance name. On the displayed page, click Z under
the DB Instance Name field and change the instance name.

The instance name must start with a letter and consist of 4 to 64 characters. Only
letters (case-sensitive), digits, hyphens (-), underscores (_), and periods (.) are
allowed.

e To submit the change, click
e To cancel the change, click *.

Check the result in the instance list.

----End

3.3.4.2 Rebooting DB Instances

Scenarios

You may need to reboot a DB instance during maintenance. For example, after
you modify some parameters, a reboot is required for the modifications to take
effect. You can reboot one or more DB instances at a time on the console.
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Constraints
e |f the DB instance status is Abnormal, the reboot may fail.

e Rebooting a DB instance will reboot the DB engine service, causing service
interruptions. During this period, the instance status is Rebooting.

e Rebooting DB instances will cause instance unavailability and clear cached
memory. To prevent traffic congestion during peak hours, you are advised to
reboot DB instances during off-peak hours.

e After a primary/standby DB instance is rebooted, it takes about one minute to
establish the replication relationship. During this period, some operations,
such as changing the instance class, cannot be performed.

Procedure

Step 1 In the instance list, select one or more DB instances (maximum: 50) to be
rebooted and click Reboot above the instance list.

Step 2 In the displayed dialog box, enter YES and click OK.

Figure 3-12 Rebooting a DB instance

Reboot DB Instance

You are rebooting instance flaxusrds-71b2.

« The DB instances will be unavailable when they are being rebooted.
# Rebooting instances will clear their cached memory. To prevent traffic congestion during peak hours,
reboot the instances during off-peak hours.

Name/lD € Status € DB Instance Type & Storage (GB) €
flexusrds-71b8 Single

i 120
dcad90a5d32b4998a0f7134de © Available 2VCPUs | 4 GB

To confirm reboot, enter "YES" below.  Auto Enter

YES

'z’ "\1
| Cancel )
. L

Step 3 View the instance status. If the status is Available, the instance has been rebooted
successfully.

----End
3.3.4.3 Resetting the Administrator Password

Scenarios

If you forget the password of the administrator account root, you can reset the
password. The new password is applied immediately without rebooting the
instance.
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Precautions
e If the password you provide is regarded as a weak password by the system,
you will be prompted to enter a stronger password.
e If you change the administrator password of a primary instance, the
administrator password of the standby instance will also be changed.
e The time required for the new password to take effect depends on the
amount of service data currently being processed by the primary DB instance.
e To protect against brute force hacking attempts and ensure system security,
change your password periodically.
Procedure

Step 1 In the instance list, locate the target instance and click Reset Password in the
Operation column.

Step 2 In the displayed dialog box, enter a new password and confirm the password.

Figure 3-13 Resetting the administrator password

Reset Password

DE instance (D dcad90a5d32b49928a30f7134dddafb054in01

DE Instance Name flexusrds-7 1b3

Mew Password T o)
Confirm Password

@) After the password is reset, use the new password to access the DB instance.

NOTICE

Keep this password secure. The system cannot retrieve it.

The password must consist of 8 to 32 characters and contain at least three types
of the following characters: uppercase letters, lowercase letters, digits, and special
characters (~!'@#$% A*-_=+7?,() &.|). Enter a strong password and
periodically change it for security reasons.
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e To submit the new password, click OK.
e To cancel the reset operation, click Cancel.

--—-End

3.3.4.4 Storage Autoscaling

Scenarios
With storage autoscaling enabled, when FlexusRDS detects that you are running
out of database space, it automatically scales up your storage.
Constraints
e If your account balance is insufficient, storage autoscaling will fail.
e The storage space can be autoscaled up only when your instance status is
Available or Storage full.
e For a primary/standby DB instance, autoscaling the storage for the primary
node will also autoscale the storage for the standby node.
e If a yearly/monthly DB instance has pending orders, it will not be autoscaled.
Procedure

Step 1 In the instance list, click the target instance name.

Step 2 On the Overview page, click Configure under the Configure Autoscaling field.

Step 3 In the displayed dialog box, click and configure the required parameters.
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Figure 3-14 Configuring autoscaling

Configure Autoscaling

Enable Autoscaling

«@©

Additional storage

will be billed. Learn more 4

Trigger If Available Storage Drops To

10%

If available storage drops to or below this va

Increment (%)

20
Enter an integer.
Autoscaling Limit (GB)

4000

Storage can autoscale to no more tha

R

o IT your account balance is insufficient, autoscaling will fail.

Table 3-3 Parameter description

Parameter

Description

Enable Autoscaling

If you select this option, autoscaling is enabled.

Trigger If Available Storage
Drops To

If the available storage drops to a specified
threshold (10%, 15%, or 20%), autoscaling is
triggered.

Increment (%)

Autoscaling increment, as a percentage. The
default value range is from 5% to 50%.

Autoscaling Limit (GB)

The default value range is from 120 to 4,000. The
limit must be no less than the storage of the DB
instance.

Issue 01 (2024-07-16)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

159



Huawei Cloud Flexus
User Guide 3 FlexusRDS

Step 4 Click OK.
----End

3.3.4.5 Binding and Unbinding an EIP

Scenarios
You can bind an EIP to a DB instance for public accessibility, and you can unbind
the EIP from the DB instance later if needed.

Precautions

e You can buy an EIP on the network console and bind it to a FlexusRDS
instance. One EIP can be bound to only one instance. For pricing details, see
Elastic IP pricing details.

e If a DB instance has already been bound with an EIP, you must unbind the EIP
from the instance first before binding a new EIP to it.
Binding an EIP to a DB instance
Step 1 In the instance list, click the target instance name.
Step 2 On the displayed Overview page, click Bind under the EIP field.

Step 3 In the displayed dialog box, all available EIPs are listed. Select the required EIP and
click Yes.

Step 4 View the EIP that has been bound to the DB instance.
----End

Unbinding an EIP from a DB instance

Step 1 In the instance list, click the target instance name.
Step 2 On the displayed Overview page, click Unbind under the EIP field.
Step 3 In the displayed dialog box, click Yes.

----End

3.3.4.6 Renewing DB Instances

Scenarios

You can renew one or multiple yearly/monthly DB instances at a time.

Procedure

Step 1 In the instance list, select the target DB instance and click Renew above the
instance list.
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You can also click the target instance name to go to the Overview page and
renew the instance.

Step 2 In the displayed dialog box, confirm the instance to be renewed.
Figure 3-15 Renewing an instance

Renew

You are renewing instance flexusrds-71b8.

Name/lD & Status & DB Instance Type & Storage (GB) &
flexusrds-71b8 Single

o . O Available . ¢ . 120
dcad30a5d32b4998a0iTi34dd 2VCPUs | 4 GB

Step 3 Click OK to go to the renewal page and renew the instance.

--—-End

3.3.4.7 Unsubscribing a Yearly/Monthly DB Instance

Scenarios
To delete a DB instance billed on the yearly/monthly basis, you need to
unsubscribe the order. For unsubscription fees, see Unsubscription Rules.
Constraints
e A DB instance cannot be unsubscribed when any operations are being
performed on it. It can be unsubscribed only after the operations are
complete.
e |f a backup of a DB instance is being restored, the instance cannot be
unsubscribed.
Procedure

Step 1 In the instance list, select the target instance and click Unsubscribe above the
instance list.

Step 2 In the displayed dialog box, enter YES.
Step 3 Click OK.

After you unsubscribe from an instance order, the instance will be deleted and it is
no longer displayed in the instance list.

--—-End

3.3.5 Backups and Restorations
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3.3.5.1 Creating a Manual Backup

Scenarios
FlexusRDS allows you to create manual backups for an available DB instance. You
can use these backups to restore data.

Constraints

e You can create manual backups only when your account balance is no less
than $0 USD.

e Unsubscribing from a DB instance will delete its automated and manual
backups.

e The system verifies the connection to the DB instance when starting a full
backup task. If either of the following conditions is met, the verification fails
and a retry is automatically performed. If the retry fails, the backup will fail.
- DDL operations are being performed on the DB instance.

- The backup lock failed to be obtained from the DB instance.
Billing
Backups are saved as packages in OBS buckets. For the billing details, see How Is
FlexusRDS Backup Data Billed?
Procedure

Step 1 In the instance list, click the target instance name.
Step 2 Click Backups & Restorations and then click Create Backup.
Step 3 In the displayed dialog box, enter a backup name and description, and click OK.
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Figure 3-16 Creating a backup

Create Backup

0 When the DB instance is being backed up, data is copied and then compressed
and uploaded to OBS at an average speed of 300 ME/s.
Creating a backup increases the disk /O load. Perform this operation during off-
peak hours.

DE instance 1D dcad90a5d32b49938a0i7f34dddafh954in01
DE Instance Mame flexusrds-71b8
# Backup Name backup-30eb @l

Description ®

e The backup name must consist of 4 to 64 characters and start with a letter. It
can contain only uppercase letters, lowercase letters, digits, hyphens (-), and
underscores ().

e The description consists of a maximum of 256 characters and cannot contain
carriage return characters or the following special characters: >!<"&'=

e The time required for creating a manual backup depends on the amount of
data.

Step 4 View and manage the created backup on the Backups & Restorations page.

----End
3.3.5.2 Deleting a Manual Backup

Scenarios

You can delete manual backups to free up backup storage.

Constraints
e Deleted manual backups cannot be recovered.
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e Manual backups that are being created cannot be deleted.

Procedure

Step 1 In the instance list, click the target instance name.

Step 2 Click Backups and Restorations.

Step 3 Locate a manual backup and click Delete in the Operation column.
The following backups cannot be deleted:

e Automated backups
e Backups that are being restored
e Backups that are being replicated

Step 4 In the displayed dialog box, click Yes.
----End

3.3.5.3 Downloading a Full Backup

Scenarios

You can download manual and automated full backup files in .qp format for local
storage.

Constraints
e  Full backup files of frozen DB instances cannot be downloaded.

e When you use OBS Browser+ to download backup data, there is no charge for
the outbound traffic from OBS.

e If the size of the backup data is greater than 400 MB, you are advised to use
OBS Browser+ to download the backup data.

Method 1: Using OBS Browser+

Step 1 In the instance list, click the target instance name.
Step 2 Click Backups and Restorations.

Step 3 Locate the backup to be downloaded and click Download in the Operation
column.

Step 4 In the displayed dialog box, select Use OBS Browser+ for Download Method and
click OK.
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Figure 3-17 Using OBS Browser+

X
Download Backup Data
Backup Name Size
backup-777a 573MB
Download Method Use Current Browser Use Download URL
If the size of the backup data is greater than 400 ME, you are advised to use OBS Browser+ for the
download.
oK ( Cancel )
A vy
Figure 3-18 Download guide
x

Download backup-777a

n Download OBS Add an External Download the
Browser+ Bucket Backup File

Install and log in to OBS
Browser+. For details about
how to log in to OBS
Erowser+, see Object
Storage Service User Guide

1. Download OBS Browser+ following step 1 provided on the download guide

page.

In OBS Browser+, use
account

to
log in and add extemal
bucket dbsbucket-

2. Decompress and install OBS Browser+.
3. Log in to OBS Browser+ using the username provided in step 2 on the

download guide page.

Download backup file
ab431a67ef2d4bcc98558ae0
511516ce_4fc1ed87ic614b0
e822bcd90152d60bin01_Sn
apshot_74c2bc70f924462c9
13e3bb6016a790bbr01_202
40429020039339_20240429
020040235_739c66
b4b9d95cd8df76i58a5n001_
-ap
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Figure 3-19 Logging in to OBS Browser+

- X
AK Login Account Login Authorization Code Login
IAM User Login Remember my password (&)
OBS Browser+
Other & Provider Log Login Help | More v
OBS Browser+ is a new GUI-based desktop e s Frovideregin - Reain | Mo
application for comprehensive bucket and object
management. With support for batch operations and
custom configurations, OBS Browser+ is suitable for
a wide range of service scenarios. It provides stable
performance and high efficiency, a good helper for
your cloud migrations.

Add an external bucket using the bucket name provided in step 2 on the
download guide page.

Figure 3-20 Adding an external bucket

Object Storage

[
" | xemal Bucket
Number o buckets: 0

Auto Upload . =
a - Eﬂﬂﬁ B Add Bxternal Bucket « YO a[c]

;A.Skn jement Bucket Name (= Created |5 Operation
S - © You can only add a bucket shared by an another account. ‘

o

If you want to access OBS external buckets across accounts, the access permission is

required. For details, see Granting IAM Users Under an Account the Access to a
Bucket and the Resources in It.

Download the backup file.
On the OBS Browser+ page, click the bucket that you added. In the search box

on the right of the object list page, enter the backup file name provided in
step 3 on the download guide page. In the search result, locate the target

backup and click <= in the Operation column.
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Figure 3-21 Downloading a backup
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Y Favorites {83 Settings (0 About () Help Center 2
Object Storage €« A | BucketList / dbsbucket- 43ba | ino_... e
Ext:
Q | Total objects:-- | Used storage space: --
AT T, Upload [ Create Folder | &L Q|c
1,5_5" ment Object Name = Storage Class {= Size = Last Modified = Operation
B 15cfa749d6b845dcb00b7ad002444...  Standard 355 MB Sep 19, 2023 01:10:56 GMT... ‘!j
B et Standard £5.94 KB Sep 19,2023 01:11:04 GMT.. L T -
«
---—-End

Method 2: Using Current Browser
Step 1 In the instance list, click the target instance name.
Step 2 Click Backups and Restorations.

Step 3 Locate the backup to be downloaded and click Download in the Operation
column.

Step 4 In the displayed dialog box, select Use Current Browser for Download Method
and click OK.

Figure 3-22 Using the current browser

Download Backup Data

Backup Name Size

backup-777a 573MB

Download Method Use OBS Browser+ Use Cument Browser Use Download URL

If the size of the backup data is greater than 400 MB, you are advised to use OBS Browser+ for the
download.

(o QN (  Cancel

--—-End

Method 3: Using Download URL

Step 1 In the instance list, click the target instance name.
Step 2 Click Backups and Restorations.

Step 3 Locate the backup to be downloaded and click Download in the Operation
column.
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Step 4 In the displayed dialog box, select Use Download URL for Download Method,
click 0" to copy the URL, and enter the URL in your browser.

Figure 3-23 Using the download URL

X
Download Backup Data
Backup Name Size
backup-777a 573 MB
Download Method Use OBS Browser+ Use Current Browser Use Download URL
f f the backup data is greater than 400 MB, you are advised to use OBS Browser+ for the
URL hitps:// o4C
{, Cancel \}

You can also run the following command to download backup files:
wget -O F/LE NAME --no-check-certificate " DOWNLOAD URL"
The parameters in the command are as follows:

FILE NAME: indicates the new backup file name after the download is
successful. The original backup file name may be too long and exceed the
maximum characters allowed by the client file system. You are advised to use
the -O argument with wget to rename the backup file.

DOWNLOAD_URL: indicates the location of the backup file to be downloaded.
If the location contains special characters, escape is required.

--—-End

3.3.5.4 Checking and Exporting Backup Information

Scenarios

You can export backup information of FlexusRDS instances to an Excel file for
further analysis. The exported information includes the backup ID, backup name,
backup type, backup method, backup start and end times, status, size, and
description.

For details about how to export backup data, see Downloading a Full Backup.

Procedure

Step 1 In the instance list, click the target instance name.
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Step 2 Click Backups and Restorations.

Step 3 Click above the backup list to export backup information.

If you want to export specified backup records, you can first select them and
then export them. You can only select and export the backup records
displayed on the current page.

If you do not select any backup records, all backup records are exported by
default. (A maximum of the first 5,000 backup records can be exported. If you
want to export more, select the records and export them.)

The backup information is exported to an Excel file for your further analysis.

Figure 3-24 Backup information

1 Backup ID

4 B [ D E F G i
Backup Nane Backup Type Backup Method Baclup Time Status Size Description

2 |f0B8cA48504944baB8ce2d143:27869d5br01l nysgl-flexusrds—-71b@ Automated Physical backup Jun 12, 2024 10:32:09 Completed 5.93 ME  —

3

--—-End

3.3.5.5 Restoring a FlexusRDS Instance

3.3.5.5.1 Restoring an Instance from Backups

Scenarios

This section describes how to use an automated or manual backup to restore a DB
instance to the status when the backup was created. The restoration is at the DB
instance level.

When you restore a DB instance from a backup file, the backup file is downloaded
from OBS and then restored to the DB instance at an average speed of 100 MB/s.

Constraints

Constraints on restoring data to a new DB instance:

You can restore data to a new instance only when your account balance
is greater than or equal to $0 USD. You will pay for the new instance
specifications.

The storage space of the new instance should be no less than that of the
original instance.

If transparent page compression is enabled by specifying attributes in the
CREATE TABLE statement for the original DB instance, the restoration
may fail due to insufficient storage space.

Constraints on restoring data to the original DB instance:

If the DB instance for which the backup is created has been deleted, data
cannot be restored to the original DB instance.

Restoring to the original DB instance will overwrite all existing data and
the DB instance will be unavailable during the restoration process.
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Procedure

Step 1 In the instance list, click the target instance name.
Step 2 Click Backups and Restorations.
Step 3 Locate the backup to be restored and click Restore in the Operation column.

Step 4 Select a restoration method and click OK.
e Create New Instance

Figure 3-25 Restoring data to a new instance

Restore Data

€ When you restore the DB instance from a backup file, a full backup file is downloaded from OBS and then restored to the X
DE instance at an average speed of 100 ME/s.

DB Instance Name/ID Backup Name DB Engine Version

flexusrds-71b8
dcad90a5d32b4998a07134dddafb954in...

Restoration Method Create New Instance Restore to Original

mysql-flexusrds-71b8-2024... MySQL 8.0.28

The Create New Instance page is displayed.

- The DB engine version of the new instance is the same as that of the
original instance.

- You can select a new instance class for the new instance, but the storage
of the new instance must be no less than that of the original instance.

- For details about the configuration items on the purchase page, see
Buying a FlexusRDS Instance.

(10 NOTE

To change the instance class, choose a new one for the new instance on the Create
New Instance page.

e  Restore to Original
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Figure 3-26 Restoring data to the original instance
Restore Data

o When you restore the DE instance from a backup file, a full backup file is downloaded from OBS and then restored to the x
DB instance at an average speed of 100 MB/s.
DE Instance Name/ID Backup Name DE Engine Version

flexusrds-71b3
dcad90a5d32p4998a017734dddafb954in....

Restoration Method Create Mew Instance Restore to Original

| acknowledge that after | select Restore to Original, data on the original databases will be overwritten and the
original DB instance will be unavailable during the restoration.

mysql-flexusrds-71b8-2024. MySQL 8028

e ™,
Next [ Cancel )

a. Select | acknowledge that after | select Restore to Original, data on
the original databases will be overwritten and the original DB
instance will be unavailable during the restoration. and click Next.

b. Confirm the information and click OK.
Step 5 View the restoration result. The result depends on which restoration method was
selected:
e Create New Instance

A new DB instance is created using the backup data. The instance status
changes from Creating to Available.

The new DB instance is independent from the original one. After the new
instance is created, a full backup will be automatically triggered.

e  Restore to Original

In the instance list, the status of the original DB instance changes from
Restoring to Available. After the restoration is complete, a full backup will be
automatically triggered.

--—-End

3.3.5.5.2 Restoring an Instance to a Point in Time

Scenarios

You can use automated backups to restore an instance to a specific point in time.

When you enter the time point that you want to restore the DB instance to,
FlexusRDS downloads the most recent full backup file from OBS to the DB
instance. Then, incremental backups are also restored to the specified point in
time on the DB instance. Data is restored at an average speed of 100 MB/s.
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Constraints

e Do not run the reset master command on instances within their lifecycle.
Otherwise, an exception may occur during the point-in-time recovery (PITR).

e (Constraints on restoring data to a new DB instance:

- You can restore data to a new instance only when your account balance
is greater than or equal to $0 USD. You will pay for the new instance
specifications.

- The storage space of the new instance should be no less than that of the
original instance.

- When you restore data to a new DB instance, large transactions in the
original DB instance backup may cause a restoration failure. If the
restoration fails, contact customer service.

e (Constraints on restoring data to the original DB instance:

- Restoring to the original DB instance will overwrite data on it and cause
the DB instance to be unavailable during the restoration.

Procedure
Step 1 In the instance list, click the target instance name.
Step 2 Click Backups and Restorations.
Step 3 Click Restore above the backup list.

Step 4 Select the restoration date and time range, enter a time point within the selected
time range, and select a restoration method. Then, click OK.
e (reate New Instance

Figure 3-27 Restoring data to a new instance

Restore Data

© When you restore the DB instance from a backup file, a full backup file is downloaded from OBS and then restored tothe
DE instance at an average speed of 100 MB/s.

Restore To Apr23, 2024
Time Range Apr 28, 2024 00:00:00 — Apr 28, 2024 21:15:38 GMT+08:00 W
Time Point 21:15:38

Restoration Method Create New Instance Restore to Original

©

The Create New Instance page is displayed.

- The DB engine version of the new instance is the same as that of the
original instance.
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- You can select a new instance class for the new instance, but the storage
of the new instance must be no less than that of the original instance.

- For details about the configuration items on the purchase page, see
Buying a FlexusRDS Instance.

(10 NOTE

To change the instance class, choose a new one for the new instance on the Create
New Instance page.

e  Restore to Original
Figure 3-28 Restoring data to the original instance
Restore Data

o When you restore the DE instance from a backup file, a full backup file is downloaded from OBS and then restored to the X
DB instance at an average speed of 100 MEB/s.

Restore To Apr 28, 2024
Time Range Apr 28, 2024 00:00:00 — Apr 28, 2024 21:01:48 GMT+08:00 W
Time Point 21:01:48

Restoration Method Create Mew Instance Restore to Original

| acknowledge that after | select Restore to Original, data on the original databases will be overwritten and the
original DB instance will be unavailable during the restoration.

{ !

Next { Cancel )

a. Select | acknowledge that after | select Restore to Original, data on
the original databases will be overwritten and the original DB
instance will be unavailable during the restoration. and click Next.

b. Confirm the information and click OK.
Step 5 View the restoration result. The result depends on which restoration method was
selected:
e Create New Instance

A new DB instance is created using the backup data. The instance status
changes from Creating to Available.

The new DB instance is independent from the original one. After the new DB
instance is created, a full backup will be automatically triggered.

e  Restore to Original

In the instance list, the status of the DB instance changes from Restoring to
Available.

A new restoration time range is available. There will be a difference between
the new and original time ranges. This difference reflects the duration of the
restoration.

Issue 01 (2024-07-16) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 173



Huawei Cloud Flexus
User Guide

3 FlexusRDS

After the restoration is complete, a full backup will be automatically
triggered.

--—-End

3.3.6 Parameters

3.3.6.1 Suggestions on Parameter Tuning

Parameters are key configuration items in a database system. Improper parameter
settings may adversely affect database performance. This section describes some
important parameters for your reference. For details, visit the MySQL official
website.

For details on how to modify FlexusRDS parameters on the console, see
Modifying Instance Parameters.

Sensitive Parameters

innodb_flush_log_at_trx_commit
Default value: 1

Function: Controls the balance between strict ACID compliance for commit
operations and higher performance. The default setting of 1 is required for
full ACID compliance. Logs are written and flushed to disks at each
transaction commit. If the value is set to 0, logs are written and flushed to
disks once per second. If the value is set to 2, logs are written at each
transaction commit and flushed to disks every two seconds.

Impact: If this parameter is not set to 1, data security is not guaranteed. If the
system fails, data may be lost.

Recommended value for POC: 2
sync_binlog
Default value: 1

Function: Controls how often the MySQL server synchronizes binary logs to
the disk. The default setting of 1 requires synchronization of the binary log to
the disk at each transaction commit. If the value is set to 0, synchronization of
the binary log to the disk is not controlled by the MySQL server but relies on
the OS to flush the binary log to the disk. This setting provides the best
performance. However, if a power failure occurs or the OS crashes, all binary
log information in binlog_cache will be lost.

Impact: If this parameter is not set to 1, data security is not guaranteed. If the
system fails, binary logs may be lost.

Recommended value for POC: 1000
innodb_buffer_pool_size
Default value: Varies depending on the DB instance classes.

Function: Specifies the size of the InnoDB buffer pool. The InnoDB buffer pool
is used to cache table and index data. Increasing the value of this parameter
reduces disk 1/O.

Impact: Setting this parameter to a large value may cause system breakdown.
Exercise caution when changing this parameter value.
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Recommended value for POC: 70% to 75% of the memory for your DB
instances with 32 GB memory or above

Performance Parameters

The values of innodb_spin_wait_delay and query_alloc_block_size are
determined by the DB instance specifications. If you increase their values,
database performance may be affected.

max_connections: indicates the total number of clients that can be
concurrently connected. The default value of this parameter depends on the
system architecture. System built-in connections occupy some connections
specified by this parameter. To prevent concurrent connection conflicts, you
are advised not to set this parameter to a value less than 30. This parameter
cannot be set to a value smaller than the number of current connections.

The default values of the following parameters are determined by the DB
instance specifications: innodb_buffer_pool_size, max_connections, and
back_log. These parameter values are default before being specified.

The values of innodb_io_capacity_max and innodb_io_capacity are
determined by the storage type. These parameter values are default before
being specified.

Associated Parameters

character_set_server: If you change the value of this parameter, the system
changes the value of collation_server accordingly.

The parameters character_set_server and collation_server are correlated
with each other. For example, for MySQL 5.7, when character_set_server is
latin1, the default value of collation_server is latin1_swedish_ci. The
collation_server value must start with latin1.

innodb_io_capacity: The value of this parameter must be less than or equal
to the value of innodb_io_capacity_max. For example, if
innodb_io_capacity_max is set to 2000, the maximum value of
innodb_io_capacity is 2000.

Constraints on Parameter Modification

When the innodb_adaptive_hash_index and innodb_buffer_pool_size
parameters are modified at the same time, the value of
innodb_adaptive_hash_index will fail to be changed from OFF to ON.

If innodb_buffer_pool_instances is set to 2, the value of
innodb_buffer_pool_size must be greater than or equal to 1 (unit: GB).

Other Parameters

max_prepared_stmt_count: limits the upper limit of prepared statements.
Too many prepared statements consume server memory resources. If this
parameter is set to a small value, your DB instance may be vulnerable to the
denial of service (DoS) attacks. You are advised to change this parameter
value based on service requirements.

The values of the following parameters will be adjusted based on kernel rules:
- key_cache_age_threshold: automatically adjusted to a multiple of 100.
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- join_buffer_size and key_cache_block_size: automatically adjusted to
multiples of 128.

- query_prealloc_size, innodb_log_buffer_size, max_allowed_packet, and
thread_stack: automatically adjusted to multiples of 1024.

- read_buffer_size, read_rnd_buffer_size, binlog_cache_size, and
binlog_stmt_cache_size: automatically adjusted to multiples of 4096.

e innodb_strict_mode: restricts the InnoDB check policy. The default value is
OFF.

e binlog_rows_query_log_events: controls whether to write original SQL
statements into binlogs. If this parameter is set to ON, database performance
may deteriorate when a large amount of data is updated. Before you change
the parameter value, consider the compatibility with tools such as Otter.

3.3.6.2 Modifying Instance Parameters

Scenarios
You can change parameter values in a custom parameter template and apply it to
optimize FlexusRDS database performance.
Modifying a Single Parameter
Step 1 In the instance list, click the target instance name.
Step 2 Click the Parameters tab.

Step 3 In the parameter list, locate the parameter you want to modify and click Modify
in the Operation column.

NOTICE

After you modify a parameter, check the value in the Effective upon Reboot
column.

e |f the value is Yes and the instance status in the instance list is Parameter
change. Pending reboot, a reboot is required for the modifications to take
effect.

If you have modified parameters of a primary DB instance, you need to reboot
the primary DB instance for the modifications to take effect. (For primary/
standby DB instances, the parameter modifications are also applied to the
standby DB instance.)

e If the value is No, the modifications take effect immediately.
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Figure 3-29 Parameters

forations  Parameters |
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e To save the modifications, click Confirm. In the displayed dialog box, click Yes.
e To cancel the modifications, click Cancel.

To view the change history, click Change History above the parameter list. The
change history of the last seven days is displayed.

--—-End

Modifying Parameters in Batches
Step 1 In the instance list, click the target instance name.

Step 2 Click the Parameters tab.

Step 3 Switch on the batch modification switch . A maximum of 30 parameters
can be modified at a time.

NOTICE

After you modify a parameter, check the value in the Effective upon Reboot
column.

e If the value is Yes and the instance status in the instance list is Parameter
change. Pending reboot, a reboot is required for the modifications to take
effect.

If you have modified parameters of a primary DB instance, you need to reboot
the primary DB instance for the modifications to take effect. (For primary/
standby DB instances, the parameter modifications are also applied to the
standby DB instance.)

e If the value is No, the modifications take effect immediately.
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Figure 3-30 Modifying parameters

Parameters
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e To save your modifications, click Save. In the displayed dialog box, click Yes.

e To cancel your modifications, click Cancel. In the displayed dialog box, click
Yes.

To view the change history, click Change History above the parameter list. The
change history of the last seven days is displayed.

--—-End

3.3.6.3 Export a Parameter List

Scenarios
You can also export the parameter information (including parameter names,
values, and descriptions) of a DB instance to a CSV file for viewing and analyzing
details.

Procedure

Step 1 In the instance list, click the target instance name.
Step 2 Click the Parameters tab.

Step 3 Click Export above the parameter list.

Figure 3-31 Export a parameter list

X
Export
# File Name flewusrds-7108-mysgl--param L5V

o[ QNl (  Cancel |

o -
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Step 4 In the displayed dialog box, enter a file name and click OK.
(11 NOTE

The file name can contain 4 to 81 characters.

--—-End

3.3.7 Logs

3.3.7.1 Viewing and Downloading Error Logs

FlexusRDS log management allows you to view database-level logs, including
error logs and slow SQL query logs.

Error logs help you analyze problems with databases. You can download error logs
for further analysis.

You can view error logs generated within the last month.

Viewing Log Details
Step 1 In the instance list, click the target instance name.

Step 2 Click the Logs tab. On the Error Logs tab page, view details about error logs.
e You can select a log level in the upper right corner to view logs of the
selected level.
(1] NOTE

For FlexusRDS instances, the following levels of logs are displayed:
- All log levels

- ERROR

- WARNING

- NOTE

e Error logs are displayed in log loading mode. There is no upper limit on the
number of log records displayed within the query time range, and the total
number of log records is not displayed.

e You can click =l in the upper right corner to view logs generated in different
time segments.

e If the description of a log is truncated, locate the log and move your pointer
over the description in the Description column to view details.

--—-End

Downloading an Error Log
Step 1 In the instance list, click the target instance name.
Step 2 Click the Logs tab and click Download Logs on the right.

Step 3 Locate the log file whose status is Preparation completed and click Download in
the Operation column.
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Figure 3-32 Downloading an Error Log

Download Logs

Emor Logs Slow Query Logs

File Name Size  Status Operation

a6431a67ef2d4bcc98558ae0511 21.3KB © Preparation completed Download

[ Cancel )

e The system automatically loads the downloading preparation tasks. The
loading duration is determined by the log file size and network environment.

- When the log is being prepared for download, the log status is
Preparing.

- When the log is ready for download, the log status is Preparation
completed.

- If the preparation for download fails, the log status is Abnormal.
Logs in the Preparing or Abnormal status cannot be downloaded.

e If the size of a log to be downloaded is greater than 40 MB, you need to use

OBS Browser+ to download it. For details, see Method 1: Using OBS Browser
+.

e The download link is valid for 5 minutes. After the download link expires, a
message is displayed indicating that the download link has expired. If you
need to redownload the log, click OK.

e The downloaded logs contain only the logs of the primary node.

----End
3.3.7.2 Viewing and Downloading Slow Query Logs

Scenarios

Slow query logs record statements that exceed the long_query_time value (1
second by default). You can view log details and statistics to identify statements
that are executing slowly and optimize the statements. You can also download
slow query logs for service analysis.

Slow query logs generated within the last 7 days can be viewed.
FlexusRDS supports the following statement types:

e All statement types

e  SELECT
e INSERT
e UPDATE
e DELETE
e CREATE
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Parameter Description

Table 3-4 Parameters related to slow queries

Parameter Description

long_query_time Specifies how many microseconds a SQL query has to

take to be defined as a slow query log. The default
value is 1s. When the execution time of an SQL
statement exceeds the value of this parameter, the SQL
statement is recorded in slow query logs.

The recommended value is 1s. Note: The lock wait time
is not calculated into the query time.

log_queries_not_using | Specifies whether to record the slow query without
_indexes indexes. The default value is OFF.

log_throttle_queries_n | Limits the number of SQL statements without indexes
ot_using_indexes per minute that can be written to the slow query log.

The default value is 0.

Viewing Log Details

Step 1 In the instance list, click the target instance name.

Step 2 Click the Logs tab. On the Slow Query Logs tab page, view details about slow
SQL statements.

(1 NOTE

You can view the slow query log records of a specified execution statement type or a
specific time period.

Only SELECT statements return the number of result rows. The number of result rows
for the INSERT, UPDATE, DELETE, and CREATE statements is O by default.

You can view slow query logs of a specified database name (which cannot contain any
special characters). The database name supports only exact search.

Slow query logs only record executed statements whose execution duration exceeds the
threshold.

The long_query_time parameter determines when a slow query log is recorded.
However, changes to this parameter do not affect already recorded logs. If
long_query_time is changed from 1s to 0.1s, FlexusRDS starts recording statements
that meet the new threshold and still displays the previously recorded logs that do not
meet the new threshold. For example, a 1.5s SQL statement that was recorded when the
threshold was 1s will not be deleted now that the new threshold is 2s.

Slow query logs are displayed in log loading mode. There is no upper limit on the
number of log records displayed within the query time range, and the total number of
log records is not displayed.

If the length of a single line of an SQL statement exceeds 10 KB or the total number of
lines exceeds 200, the SQL statement will be truncated. When you view slow query log
details, the SQL statement may be incomplete after special processing and is for
reference only.

--—-End
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Downloading a Slow Query Log
Step 1 In the instance list, click the target instance name.
Step 2 Click the Logs tab and click Download Logs on the right.
Step 3 In the displayed dialog box, click Slow Query Logs.
Step 4 Locate the log file whose status is Preparation completed and click Download in

the Operation column.

Figure 3-33 Downloading a Slow Query Log

Download Logs

Error Logs Slow Query Logs ]

File Name Size  Status Operation

a6431a67ef2d4bcc98558ae0511. . 253.08 KB © Preparation completed Download

[ cancel |

e The system automatically loads the downloading preparation tasks. The
loading duration is determined by the log file size and network environment.

- When the log is being prepared for download, the log status is
Preparing.

- When the log is ready for download, the log status is Preparation
completed.

- If the preparation for download fails, the log status is Abnormal.
Logs in the Preparing or Abnormal status cannot be downloaded.

e  Only logs no more than 40 MB can be downloaded directly from this page.
The time range is calculated from the time you download the logs back to the
time when the accumulated file size reaches 40 MB.

e Itis impossible to generate a log file much larger than 40 MB, like 100 MB or
200 MB. If a log file that is a little larger than 40 MB is required, use OBS
Browser+ to download it by referring to Method 1: Using OBS Browser+.

e The download link is valid for 5 minutes. After the download link expires, a
message is displayed indicating that the download link has expired. If you
need to redownload the log, click OK.

e The downloaded logs contain only the logs of the primary node.

----End

3.3.8 Interconnection with CTS

3.3.8.1 Key Operations Supported by CTS

With Cloud Trace Service (CTS), you can record operations associated with
FlexusRDS instances for later query, audit, and backtrack operations.
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Table 3-5 FlexusRDS operations that can be recorded by CTS

Operation Resource Type Trace Name

Creating a DB instance or instance createlnstance

restoring data to a new instance

Enabling autoscaling instance instanceAction

Rebooting a DB instance instance instanceRestart

Restoring data to the original DB | instance instanceRestore

instance

Renaming a DB instance instance instanceRename

Resetting a password instance resetPassword

Setting database version instance setDBParameters

parameters

Binding or unbinding an EIP instance setOrResetPubliclP

Adding a tag instance createTag

Deleting a tag instance deleteTag

Editing a tag instance modifyTag

Deleting a DB instance instance deletelnstance

Creating a backup backup createManualSnap-
shot

Downloading a backup (using backup downLoadSnapshot

OBS)

Downloading a backup (using a | backup backupsDownLoad

browser)

Deleting a backup backup deleteManualSnap-
shot

Deleting a frozen DB instance all rdsUnsubscribeln-
stance

Freezing a DB instance all rdsfreezelnstance

Renewing a DB instance all bssUpdateMetadata

3.3.8.2 Viewing Traces

For details about how to view audit logs, see Querying Real-Time Traces.
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3.3.9 Managing Tags

Scenarios

Tag Management Service (TMS) enables you to use tags on the management
console to manage resources. TMS works with other cloud services to manage
tags. TMS manages tags globally. Other cloud services manage only their own
tags.

e Log in to the management console and choose Management & Governance
> Tag Management Service. Set predefined tags on the TMS console.

e A tag consists of a key and value. You can add only one value for each key.
e Each DB instance can have up to 20 tags.

Editing a Tag
Step 1 In the instance list, click the target instance name.
Step 2 Click the Tags tab and click Edit Tag.
Step 3 In the displayed dialog box on the right, click Add Tag, enter a tag key and value,

and click OK.
e The tag key must be unique. It must consist of 1 to 128 characters and can
include letters, digits, spaces, and the following characters: _.: =+ - @. It

cannot start or end with a space, or start with _sys_.

e The tag value (optional) can consist of up to 255 characters and can include
letters, digits, spaces, and the following characters: _.:/ =+ - @.

Step 4 After a tag has been added, you can view and manage it on the Tags page.

--—-End

Deleting a Tag
Step 1 In the instance list, click the target instance name.
Step 2 Click the Tags tab and click Edit Tag.

Step 3 In the displayed dialog box on the right, select the tag to be deleted and click
Delete.

Step 4 Click OK.
After a tag has been deleted, it will no longer be displayed on the Tags page.
----End

3.3.10 Managing Quotas

What Is a Quota?

A quota is a limit on the quantity or capacity of a certain type of service resources
available to you. Examples of FlexusRDS quotas include the maximum number of
DB instances that you can create. Quotas are put in place to prevent excessive
resource usage.
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If a quota cannot meet your needs, apply for a higher quota.

Viewing Quotas

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 In the upper right corner of the page, choose Resources > My Quotas.

Figure 3-34 My quotas

Billing & Costs

".'1‘:."
My Quotas
Open Beta Tests

My Markeiplace

Step 4 On the Quotas page, view the used and total quotas of each type of resources.

--—-End

Increasing Quotas

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.
Step 3 In the upper right corner of the page, choose Resources > My Quotas.

Step 4 In the upper right corner of the page, click Increase Quota.

Figure 3-35 Increasing quotas

Service Quota @

Step 5 On the Create Service Ticket page, configure parameters as required.

In the Problem Description area, enter the required quota and reason for the
quota adjustment.
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Step 6 After all required parameters are configured, select the agreement and click
Submit.

--—-End
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