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SDK Overview

Two types of DataArts Studio software development kits (SDKs) are available:
REST API SDK and DataArts DataService SDK. Table 1-1 lists their functions and
differences.

Table 1-1 Comparison between two types of DataArts Studio SDKs
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REST API SDK Reference

This document describes how to use DataArts Studio APIs to generate SDK code
online on API Explorer and how to obtain REST API SDKs of DataArts Studio and
their reference documents.

Currently, the following components support APl Explorer APls and REST API SDKs:
e DataArts Migration (registered with CDM)

e DataArts Factory

e Management Center

e DataArts Architecture

e DataArts Quality

e DataArts Catalog

e DataArts DataService

NOTICE

The API Explorer APIs and SDK code repository of DataArts Migration are
registered with CDM. You can obtain the API Explorer APIs and SDK code of
DataArts Migration from CDM.

SDKs

Table 2-1 provides a list of SDKs supported by DataArts Studio. You can view the
SDK update history, obtain installation packages, and view the guides in the
GitHub repository.

Table 2-1 SDKs

Programming GitHub Address Documentation

Language

Java huaweicloud-sdk-java- | Java SDK User Guide
v3
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Programming GitHub Address Documentation
Language
Python huaweicloud-sdk- Python SDK User Guide
python-v3
Go huaweicloud-sdk-go-v3 | Go SDK User Guide
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DataArts DataService SDK Reference

3.1 Overview

This document provides guidance for API callers to call data APIs using the
DataArts DataService SDK code. Currently, the DataArts DataService SDK code can
only be used to call APIs.

Introduction to the DataArts DataService SDK

This type of SDK is encapsulated based on the data APIs created in DataArts
DataService of DataArts Studio. By invoking the sample code provided by the SDK,
you can call the data APIs in DataArts DataService to obtain open data easily and
quickly.

Application Scenarios

The authentication mode of data APIs determines whether they can be called
using a DataArts DataService SDK. If an API uses the app authentication mode,
the API can only be called using an SDK. If an API uses any other authentication
mode, the API can be called using a tool or SDK.

App authentication: App authentication is used for calling an API. The
AppKey & AppSecret is used for authentication. It is highly secure.

When App authentication is used, an SDK is required for access. Java, Go,
Python, JavaScript, C#, PHP, C++, C, and Android SDKs are available. For
details about how to call APIs in each language, see Calling APIs Through
App Authentication.

IAM authentication: IAM authenticates API requests. This mode is available
only for Huawei cloud users. The security level is medium.

When using IAM authentication, you need to call the Obtaining a User
Token API of IAM to obtain a token, add the X-Auth-Token parameter with
the obtained token as the value to the request header, and use an API calling
tool or SDK to call released APIs.

Non-authentication: No authentication is required. This mode allows all
users to access APIs, which may pose security risks. It is recommended only
for testing APIs. If the caller is not a trusted user, there is a risk of data
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leakage, breakdowns caused by high concurrent access, SQL injection, and
others.

This mode does not require any authentication information. You can use an
API calling tool or SDK to directly call an API by specifying required
parameters.

3.2 Preparations for Using an SDK

Step 1 Download an SDK and import it to a local development tool.

vk LN =

Log in to the DataArts Studio console.

Click DataArts DataService.

In the navigation pane, choose DataArts DataService Exclusive > SDKs.
On the SDKs page, download an SDK.

Verify integrity of the SDK. In Windows, open the CLI and run the following
command to generate the SHA-256 value of the downloaded SDK. In the
command, D:\java-sdk.zip is an example local path and name of the SDK.
Replace it with the actual value.

certutil -hashfile D:|java-sdk.zip SHA256

The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

CertUtil: -hashfile command executed.
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

Compare the SHA-256 value of the downloaded SDK with that provided in the
following table. If they are the same, no tampering or packet loss occurred
during the package download.

Table 3-1 SDK packages and the corresponding SHA-256 values

Language SHA-256 Value of the SDK

Java 3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3
901c9d0786f53e

Go 23734867eae2e7ef61427c64aa33aa89512571946f2f43a1a5
fef5e801e3129f

Python 57636d8bacc459cab9dc08c¢70d01ccc42391ace60e6960c4e9
47566da1dc5d26

C# e5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f8a32a6
8bb18719b5e65d

JavaScript 442ac2fcb41d84525dc0139ec3f05d190e4e337cdbcdfdfc82a
09d79d2ecd25e

PHP 2cc76bd2ecd48f00899d18b0f76d05ce26230651801111¢3f7
0ac14ddf0506f3

C++ 2a54c3f2486d562ea6af1384eca40b301918bdc02f98bbf2c1
14f282dc059c00
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Language SHA-256 Value of the SDK

C 4957556¢108e0174d55b4b8d720f296967a9367ca54010792
b1b3de039b87363

Android 0fdcc6fd93a68dce5c3e1b8e6370cc9340429cabfb0f268c3f9%e
5ea05238ae96

Step 2 Prepare the parameters of the request message.

Table 3-2 Parameters

Type Description Example
Path The path Parameter: param = xxx
paramete | parameter is part .. )
r of the URL. Use it Original URL: http://Domain name/p1/
to replace the {param}/p2
parameter in {} Actual URL: http://Domain name/p1/xxx/p2
in the URL.
Query The query Parameter: param = xxx
paramete | parameter is a Parameter 2: param2 = xxx2
r supplementary
part of the URL. | Example 1:
Add the query parameter to a method (use the
SDK of each language as an example).
Example: request.addQueryStringPar-
am("param"," xxx");
Example 2:
Add a question mark (?) and the parameter to
the end of the URL. If there are multiple
parameters, separate them by ampersands (&).
Original URL: http://Domain name/p1
Actual URL: http://Domain name/p1?
param=xxx&param2=xxx2
Header The header Parameter: param = xxx
aramete | parameter is part
rp gf the reques'[c) Add a header parameter to a method or add a
header The header parameter when constructing a request
parameter name (subject to the SDK of each language).
is case Example: request.addHeader("param"," xxx");
insensitive.
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r

JSON string in
the SDK. This
parameter is
unavailable in
earlier versions.

Type Description Example
Body The request body | "{}"
paramete | parameter is a

Step 3 Modify the SDK and obtain the signature parameter Authorization in the request
header after the request is signed. In addition, add the x-Authorization parameter
with the same value as Authorization. For details about how to obtain the
Authorization parameter and add the x-Authorization parameter, see

Preparation

--—-End

3.3 Common Error Codes and Messages for SDK

Invocation
Table 3-3 Error codes and messages
Error Code Error Message Error Cause Solution
DLM.O null The APl is No action is
successfully required.
called.

APIG.0101 The APl does not | 1. The API has 1. Publish the
exist or has not not been API.
been published in published. 2 Ensure that the
the environment | 5 The URL is request URL is

incorrect. correct.

APIG.0106 Orchestration x-Authorization is | See Step 3 in
error: Invalid not added to the | "Preparations for
header parameter: | SDK. Using the SDK".
x-Authorization,
required

APIG.0106 Orchestration A specified Transfer the
error: Invalid ___ parameter is not parameter during
parameter: __, transferred. invocation.
required
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Error Code

Error Message

Error Cause

Solution

API1G.0201

Backend timeout

API Gateway does
not receive a
response within
50 seconds after
sending a request.

Check the
DataArts
DataService
access log. If the
access log
contains data (the
data is slightly
delayed), the data
source extraction
time is too long.
In this case,
optimize the data
extraction SQL
logic.

If the access log
does not contain
data, check
whether the
DataArts
DataService
Exclusive cluster is
running.

APIG.0303

Incorrect app
authentication
information: app
not found

The application
does not exist.

Check whether
the request key
and secret are
correct.

API1G.0304

The app is not
authorized to
access the API

The application
does not have the
permission to
access the current
API.

1. Ensure that the
application has
been
authorized to
access the API.

2. Check whether
the request key
and secret are
correct.

APIG.0308

The throttling
threshold has
been reached:
policy domain
over ratelimit,
limit:1000, time:1
day

The number of
domain name
requests has
reached the upper
limit, which is
1,000 per day.

1. Suggestion:
Bind a domain
name to the
API group in
API Gateway.

2. Workaround:
Change
another group.
Domain names
are grouped.
Each group has
an upper limit.

Issue 01 (2024-04-29)
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Error Code

Error Message

Error Cause

Solution

DLM.4018

Api is not exist

The API does not
exist.

For APIs released
before the version
on June 30, 2020:

Check whether
the value of x-
api-id is correct.
(The value is the
ID of the API to
be accessed and
can be obtained
from the API
provider.)

For APIs released
after the version
on June 30, 2020:

1. Ensure that the
request URL is
correct.

2. If the APl is
just published
by DataArts
DataService
Exclusive, wait
for a while.
There is a short
delay before
the API is
delivered to
the cluster.

Other APIs (data
synchronization
exception):

1. Disable or
suspend the
API, and then
resume or
publish the
API.

2. Restart the
cluster.
(Restart nodes
one by one to
avoid impact
on services.)

Issue 01 (2024-04-29)
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Error Code Error Message Error Cause Solution
DLM.4094 Call api failed. The API fails to be | 1. Ensure that the
called. SQL statement

used to call the
APl is correct
and can be
executed
properly. (For
details about
the SQL
statement, see
the access log.
The SQL
statement is
visible only to
the API caller.)

2. The CDM
agent is
abnormal. For
details about
the error
cause, see the
returned DLG
error message.

3. The API call
times out. If
the DWS
database is
used, you are
advised to use
the custom
pagination
mode.

4. The API call
times out.
Optimize the
query
statement to
ensure that it
can be
executed in the
database in a
short time.
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Error Code

Error Message

Error Cause

Solution

DLM.4211

Token invalid

Token verification
fails.

1.

Check whether
the token is
correct.

Check whether
the tenant to
which the
token belongs
has been
authorized or
is in the
allowlist.

DLM.4312

Missing
parameters: ___

A specified
parameter is
missing.

Transfer the
parameter during
invocation.

400

App does not
have permission
to access API.

The application
does not have the
permission to
access the current
API.

1.

Ensure that the
application has
been
authorized to
access the API.

Check whether
the request key
and secret are
correct.

Ensure that the
authorization
relationship
between the
APl and
application is
still valid.

Issue 01 (2024-04-29)
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Error Code

Error Message

Error Cause

Solution

401

Authorization not
found.

Authorization
information is not
found.

1. Application
authentication:
Step 3 in
"Preparations
for Using the
SDK"

2. IAM
authentication
for an APl in
DataArts
DataService
Exclusive
published to
the gateway:
An API using
the IAM
authentication
method cannot
directly access
the cluster
through token
authentication.

401

Authorization
format incorrect.

The authorization
format is
incorrect.

You are advised to
use the SDK to
generate a
signature.

401

Signing key not
found.

The signature key
is not found.

Check whether
the request key
and secret are
correct.

401

Signed header ___
not found.

The signature
header is not
found.

Ensure that the
header parameter
used for signature
is uploaded
during the SDK
invocation.

401

Header x-sdk-date
not found.

The x-sdk-date
header is not
found.

This parameter is
automatically
generated when
the SDK is signed.
If the SDK is
invoked in other
ways, upload the
parameter when
invoking the
signed SDK.

Issue 01 (2024-04-29)
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Error Code

Error Message

Error Cause

Solution

401

Signature expired.

The signature has
expired.

1.

The signature
has a validity
period. If the
signature has
expired,
generate a
new one.

Check whether
the local time
is the same as
the actual
time.

If the local
time is correct,
contact related
personnel to
check whether
the time of the
cluster nodes is
normal.

Issue 01 (2024-04-29)
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Error Code

Error Message

Error Cause

Solution

401

Verify
authorization
failed.

Signature
verification fails.

Ensure that all
signature
parameters have
been uploaded
and are the same
as those used
during the
signature,
including but not
limited to url,
path, header,
query, and body.

Supplementary
information:

1. If a third-party
gateway is
connected, the
request address is
different from the
address displayed
by DataArts
DataService. In
this case, you
need to add the
x-forwarded-host
parameter to the
request header
and set its value
to the request
address used for
signature.

2. If the get
request is used,
do not define the
body.

Issue 01 (2024-04-29)
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Error Code

Error Message

Error Cause

Solution

DLG.0902

Fail to call the
agent. For details
about No
matching
constant for [-1],

see the CDM logs.

The CDM agent
cannot be called.

1. The SQL
statement
duration is too
long.

2. CDM resources

are insufficient.

1. Check the SQL
statement
execution
duration. If the
duration is too
long, optimize the
SQL statement. (If
the default
pagination mode
is used, you are
advised to change
it to the custom
pagination mode.)

2. If the SQL
statement
execution
duration is short
and no other
service is running,
restart CDM.

DAYU.1088

Failed to process
the request sent
by the agent.

CDM does not
respond.

1. Restart CDM.

2. This issue may
be caused by
CDM upgrade.
Buy another
CDM cluster.

3.4 Calling APIs Through App Authentication

3.4.1 Preparation

Before calling an API through an SDK, you must obtain the following
authentication information:

e Obtain the ID, request URL, and request method of the API.

On the API Catalogs page of DataArts DataService, click an APl name. On the
Details page, view the API ID, request URL, and request method.

Issue 01 (2024-04-29)
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3.4.2 Java

Scenarios

Figure 3-1 API details

Details Monitoring

s O test
WMyBatis No
App authentication May 06, 2022 15:31:28 GMT+08:00
May 31, 2022 11:18:11 GMT+08:00

Custom Disabled

No

Cluster Name Private IP Public IP

No data available.

Call | Authorization  Traffic Control  Release History

AP| Request Data Source
DL

test

Provide a valid AppKey and AppSecret to generate an authentication
signature.

Create an app on the Apps page and bind it to the API. Then you can use the
AppKey and AppSecret of the app to access the API. View the AppKey and
AppSecret on the app details page.

Figure 3-2 Viewing AppKey and AppSecret

Name App_0Ognd K4 ID 111f796dafe0443494adbb9623dacabd
AppKey  08bb1796badf4f6b899be020cf Afced4 AppSecret @2 @

Created  Mar 16,2019 18:06:00 GMT+08:00 Description

(1 NOTE

e AppKey: access key ID of the app. It is the unique ID associated with a secret access
key. The AppKey and AppSecret are together used to obtain an encrypted signature
for a request.

e AppSecret: secret access key used together with an AppKey to sign requests. The
AppKey and AppSecret can be together used to identify a request sender to
prevent the request from being modified.

When sending an API request, add the current time to the X-Sdk-Date header,
and add the signature information to the Authorization header. The signature
is valid only within a limited period of time.

To use Java to call an API through app authentication, obtain the Java SDK, create
a project or import an existing project, and then call the API by referring to the
API calling example.

Issue 01 (2024-04-29)
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This section uses Eclipse 4.5.2 as an example.

Figure 3-3 API calling process
Start

Y
Obtain the SDK.

l

¥
Create a project. IR RS L
project.

Y
Call the APL.

L
End

Prerequisites

e You have obtained the domain name, ID, request URL, and request method of
the API to be called, and the AppKey and AppSecret of the App for calling the
API. For more information, see Preparation.

e You have installed Eclipse 3.6.0 or a later version. If not, download Eclipse
from the official Eclipse website and install it.

e You have installed Java Development Kit (JDK) 1.8.111 or a later version. If
not, download JDK from the official Oracle website and install it.

Obtaining the SDK

Step 1 Log in to the DataArts Studio console.

Step 2 Click DataArts DataService.

Step 3 In the navigation pane, choose DataArts DataService Exclusive > SDKs.
Step 4 On the SDKs page, download the SDK package.

Step 5 Verify integrity of the SDK package. In Windows, open the CLI and run the
following command to generate the SHA-256 value of the downloaded SDK
package. In the command, D:\java-sdk.zip is an example local path and name of
the SDK package. Replace it with the actual value.

certutil -hashfile D:|java-sdk.zip SHA256

The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e
CertUtil: -hashfile command executed.
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

Issue 01 (2024-04-29) Copyright © Huawei Technologies Co., Ltd. 18
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Compare the SHA-256 value of the downloaded SDK package with that provided
in the following table. If they are the same, no tampering or packet loss occurred
during the package download.

Table 3-4 SDK packages and the corresponding SHA-256 values

Language SHA-256 Value of the SDK Package

Java 3a86f1ba249a00727db506e4075ec9630e6cf74f312b
ddf6c3901c9d0786f53e

Go 23734867eae2e7ef61427c64aa33aa89512571946f2f
43al1a5fef5e801e3129f

Python 57636d8bacc459cab9dc08c70d01ccc42391ace60e69
60c4e947566da1dc5d26

C# e5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f
8a32a68bb18719b5e65d

JavaScript 442ac2fcb41d84525dc0139ec3f05d190e4e337cdbcdf
dfc82a09d79d2ecd25e

PHP 2cc76bd2ecd48f00899d18b0f76d05ce2623065180f1
11c3f70ac14ddf0506f3

C++ 2a54c3f2486d562ea6af1384eca40b301918bdc02f98
bbf2c114f282dc059c00

C 4957556¢108e0174d55b4b8d720f296967a9367ca54
010792b1b3de039b87363

Android 0fdcc6fd93a68dce5¢c3e1b8e6370cc9340429cabfb0f2
68c3f9e5ea05238ae96

----End

Obtain the ApiGateway-java-sdk.zip package. The following table shows the files
decompressed from the package.

Name

Description

libs\

SDK dependencies

libs\java-sdk-core-x.x.xjar

SDK package

src\com\apig\sdk\demo
\Main.java

src\com\apig\sdk\demo
\OkHttpDemo.java

src\com\apig\sdk\demo
\LargeFileUploadDe-
mo.java

Sample code for signing requests
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Name Description
src\com\apig\sdk\demo

\WebSocketDemo.java

.classpath Java project configuration files
.project

Importing a Project
Step 1 Open Eclipse and choose File > Import.
The Import dialog box is displayed.

Step 2 Choose General > Existing Projects into Workspace and click Next.

The Import Projects dialog box is displayed.

Figure 3-4 Importing a project

& Import

Select

Create new projects from an archive file or directory.

Select an import source:

type filter text

= [@ sl

4 (= General
JE Archive File
|[£? Existing Projects into Workspace

[, File System
] Preferences

> = Git

= Gradle

m

oy < Eirn
M < Back Mext = Finish

Step 3 Click Browse and select the directory where the SDK is decompressed.

Issue 01 (2024-04-29) Copyright © Huawei Technologies Co., Ltd.

20



DataArts Studio

SDK Reference 3 DataArts DataService SDK Reference

Figure 3-5 Selecting the demo project

S Import E=8 ol =
Import Projects E_f
Select a directory to search for existing Eclipse projects. 4
@ Select root directory: | DtYjava©\ApiGateway-java-sdk- - Browse... l
() Select archive file: Browse...
Projects:
java-sdk-demo (D¥\java\ApiGateway-java-sdhk- I Select All

Refresh

Options

[[] Search for nested projects

[C] Copy projects into workspace

[[|Hide projects that already exist in the workspace

Working sets

[[] Add project to working sets

Select...

Deselect All

i

?\ Mext = Finish ] ’ Cancel

Step 4 Click Finish.

The following figure shows the directory structure of the project.
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Figure 3-6 Directory structure of the imported project

‘1 Project Explorer x S Y § =8
v [g# > java-sdk-demo (in ApiGateway-java-sdk-3.1.2)
=\ JRE System Library [jre]
v B > src
v i = com.apig.sdk.demo
% LargeFileUploadDemo.java

[ Main.java

[ OkHttpDemo.java

[} WebSocketDemo.java
. Referenced Libraries

v [ = libs

=: commons-codec-1.11.jar

o

=: commons-logging-1.2.jar
=: httpclient-4.5.14.jar

=: httpcore-4.4.14.jar

=: java-sdk-core-3.2.3.jar

=: logback-classic-1.2.11.jar
=: logback-core-1.2.11.jar
=: okhttp-3.14.9.jar

=: okio-1.17.2.jar

= slf4j-api-1.7.36.jar

= changelog

Modify the parameters in sample code Main.java as required. For details about
the sample code, see API Calling Example.

--—-End

Creating a Project
Step 1 Open Eclipse and choose File > New > Java Project.
The New Java Project dialog box is displayed.

Step 2 Enter a project name, for example, java-sdk-demo, retain the default settings for
other parameters, and click Finish.
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Figure 3-7 Creating a project

&= New Java Project = '@
Create a Java Project —
Create a Java project in the workspace or in an external location.

Project name: java-sdk-demo

Use default location

ChlUsersiwx32902 M\ workspaceljava-sdk-demo Browse...
JRE
@ Use an execution enviranment JRE: JavaSE-1.8 -
i7) Use a project specific JRE: jrel.8.0 191
(71 Use default JRE {currently jrel.8.0 191" Configure JREs...

Project layout

71 Use project folder as root for sources and class files

@ Create separate folders for sources and class files  Configure default...

Working sets
[[] Add project to working sets

Select...

@' = Back Mext = ] [ Finish l ’ Cancel

Step 3 Import the .jar files in the APl Gateway Java SDK.

1. Choose java-sdk-demo, right-click, and choose Build Path > Add External
Archives from the shortcut menu.
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Figure 3-8 Importing the .jar files

2.

Step 4 Create a package and Main file.

1.

2.

4 |l java=dl-d
"LE;/ s Mew 4
s ) Go Into

Open in New Window

Open Type Hierarchy F4

Show In Alt+Shift+W »

[ Copy Cirl+C
E2 Copy Qualified Name

T Paste Ctrl+V
o Delete Delete

Remaove from Context Ctrl+Alt+Shift+ Down

Build Path 1 v | Zm  Link Source...

Source Alt+Shift+5 v | &5 MNew Source Folder...

i b -

Refactor Alt-Shift+T B Use as Source Folder
tsg  Import.. 2 ms  Add External Archives...
iy Export... B\ Add Libraries...

«  Refresh F5 | @ Configure Build Path...

Select all .jar files in the \libs directory.

Figure 3-9 Selecting all .jar files

ﬁ commons-codec-1.11.jar
1R commons-logging-1.2.jar
httpclient-4.5.14.jar

[v] ik httpcore-4.4.14 jar

[~ s java-sdk-core-3.2.3.jar
logback-classic-1.2.11 jar
[] M8 logback-core-1.2.11 jar
[ s okhttp-3.14.9 jar

188 okio-1.17.2jar

[V] MR sif4j-api-1.7.36 jar

2021/3/1 12:10
2021/3/1 12:10
2023/5/12 12:02
2022/9/2 17:54
2023/6/13 12:17
2023/4/19 21:26
2023/4/19 21:26
2021/3/1 12:10
2021/3/1 12:10
2022/7/30 9:51

WinRAR archive
WinRAR archive
WinRAR archive
WinRAR archive
WinRAR archive
WinRAR archive
WinRAR archive
WinRAR archive
WinRAR archive
WinRAR archive

328 KB
671 KB
768 KB
321 KB
31 KB
227 KB
439 KB
421 KB
90 KB
41 KB

Choose src, right-click, and choose New > Package from the shortcut menu.

Figure 3-10 Creating a package

4 [= java-sdk-dema

» fJSF ]_ L @ Java Project
4 = R Open in New Window i Project...
ol Open Type Hierarchy 4 2
> B4 Showln Alt+Shift+W > | @ Class
: :;: | Copy Ctrl+C & Interface
= By | Conv Oualified Name & Enum

Enter com.apig.sdk.demo for Name.

Issue 01 (2024-04-29)

Copyright © Huawei Technologies Co., Ltd.

24



DataArts Studio
SDK Reference 3 DataArts DataService SDK Reference

Figure 3-11 Setting a package name

& Mew Java Package | = '@

Java Package
Create a new Java package.

Creates folders corresponding to packages.

Source folder: java-sdk-demojfsrc

Mame: com.apig.sdk.demo

[| Create package-infojava

@' Einish l ’ Cancel

3. Click Finish.
The package is created.

4. Choose com.apig.sdk.demo, right-click, and choose New > Class from the
shortcut menu.

Figure 3-12 Creating a class
4 [ java-sdk-demao

4 (B grg
E . L 1 I
- @ JRE 1 | 2% Java Project
k = .
4 m) Refe Open in New Window 1 Project..
¢ fma g Open Type Hierarchy F4 | §F Package
» 59 Showln Alt+Shift+W » 2
> foig }‘
. o 8 Copy cirlec | G Interface
> g i B Copy Qualified Name & Enum
. s ji [ Paste Ctrl+V ® Annotation

5. Enter Main for Name and select public static void main(String[] args).
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Figure 3-13 Configuring the class
= New Java Class ’?‘@
Java Class =
Create a new Java class. @
Source folder: Java-sdk-demo/src
com.apig.sdk.demo
Browse...

Package:

[[]Enclosing type:

(") package private protected

Modifiers: @ public
[] abstract [ final static
Superclass: java.lang.Object
Interfaces: Add..
Eemove
Which method stubs would you like to create?
| [lipublic static void main(String[] args);
[T Constructors from superclass
[¥] Inherited abstract methods
Do you want to add comments? (Configure templates and default value here
Dﬁenerate comments
Cancel

Finish | |

@

6. Click Finish.
The Main file is created.

Step 5 View the directory structure of the project.

Copyright © Huawei Technologies Co., Ltd.

26

Issue 01 (2024-04-29)



DataArts Studio
SDK Reference 3 DataArts DataService SDK Reference

Figure 3-14 Directory structure of the new project
v = java-sdk-demo
=\ JRE System Library [JavaSE-1.

v [ src

&2

~ # com.apig.sdk.demo

[J] Main.java

v B\ Referenced Libraries

@ commons-codec-1.11.jar - P\01.Code)
= commons-logging-1.2.jar - D:\01.Code’
ks httpclient-4.5.14.jar - D:\01|Code\d

es httpcore-4.4.14.jar - D:\01.Jode\dayu-
ee java-sdk-core-3.2.3.jar - D:\D1.Code\da
me logback-classic-1.2.11.jar - P\071.Code’
e logback-core-1.2.11.jar - D:)\01.Code\d
e okhttp-3.14.9.jar - D:\01.Code\dayu-co
e okio-1.17.2.jar - D:\01.Codef\dayu-comi
wo slfdj-api-1.7.36.jar - D:\01.Cpde\dayu-c

Before using Main.java, enter the required code according to API Calling
Example.

--—-End

API Calling Example
(11 NOTE

e This section demonstrates how to access a published API.

e You need to create and release an APl on the DataArts DataService management
console. For details about how to create and publish an API, see Creating an API and
Publishing an API.

e The backend of this API is a fake HTTP service, which returns response code 200 and
message body Congratulations, sdk demo is running.

Step 1 Add the following references to Main.java:

import com.cloud.apigateway.sdk.utils.Client;

import com.cloud.apigateway.sdk.utils.Request;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.client. methods.HttpRequestBase;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.util.EntityUtils;

Step 2 Construct a request by configuring the following parameters:

e AppKey: Obtain it by referring to Preparation. Coded or plaintext AK and SK
in code pose significant security risks. You are advised to encrypt and store
them in configuration files or environment variables and decrypt them when
needed. This example takes environment variables as an example.
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AppSecret: Obtain it by referring to Preparation. Coded or plaintext AK and
SK in code pose significant security risks. You are advised to encrypt and store
them in configuration files or environment variables and decrypt them when
needed. This example takes environment variables as an example.

Method: Specify a request method. The sample code uses POST.

url: Request URL of the API, excluding the QueryString and fragment parts.
For the domain name, use your own independent domain name bound to the
group to which the API belongs. Use the sample code in http://{apig-
endpoint}/java-sdk.

queryString: Specify query parameters to be carried in the URL. Characters
(0-9a-zA-Z./;[1\-=~#%"&_+:") are allowed. The sample code uses
name=value.

Header: Request header. Set a request header as required. It cannot contain
underscores (_). The sample code uses Content-Type:text/plain.

body: Specify the request body. The sample code uses demo.

The sample code is as follows:

Request request = new Request();
try
{

// Coded or plaintext AK and SK in code pose significant security risks. You are advised to encrypt

and store them in configuration files or environment variables and decrypt them when needed.

// In this example, the AK and SK stored in the environment variables are used for identity

authentication. Before running this example, configure environment variables SDK_AK and SDK_SK in the
local environment.

String ak = System.getenv("SDK_AK");
String sk = System.getenv("SDK_SK");

request.setKey (ak);
request.setSecret(sk);

request.setMethod ("POST");

request.setUrl("http://{apig-endpoint}/java-sdk");

//Obtain the URL when creating an API group.

request.addQueryStringParam("name", "value");

request.addHeader("Content-Type", "text/plain");

//request.addHeader("x-stage", "publish_env_name"); //Specify an environment name before

publishing the APl in a non-RELEASE environment.

request.setBody("demo");
} catch (Exception e)
{
e.printStackTrace();
return;

}

Step 3 Sign the request, add header x-Authorization, access the API, and print the result.

The sample code is as follows:

CloseableHttpClient client = null;

try

{
HttpRequestBase signedRequest = Client.sign(request);
Header[] authorization = signedRequest.getHeaders("Authorization");
signedRequest.addHeader ("x-Authorization",authorization[0].getValue());

client = HttpClients.custom().build();
HttpResponse response = client.execute(signedRequest);
System.out.println(response.getStatusLine().toString());
Header[] resHeaders = response.getAllHeaders();
for (Header h : resHeaders)
{

System.out.println(h.getName() + ":" + h.getValue());
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}
HttpEntity resEntity = response.getEntity();
if (resEntity != null)

System.out.println(System.getProperty("line.separator") + EntityUtils.toString(resEntity, "UTF-8"));
}

} catch (Exception e)

{
e.printStackTrace();

} finally
{
try

if (client != null)

client.close();

}
} catch (IOException e)

{

}
}

Step 4 Choose Main.java, right-click, and choose Run As > Java Application to run the
project test code.

e.printStackTrace();

Figure 3-15 Running the project test code

¢ - java-sdk-demo package name of the dex
. JRE System Library 2 package com.apig.sdk.deno;
v st :
< B > ConpIREd #import com.cloud.apigateway.sdk.utils.Client;
1 LargeFileUploadDemo java

public class Main {
5 Main java

B OkHt New ? lic static void main(String[] args) {
5 WebS  Open (=] o W TSuest
B Referencec  Openwith , | Request request = new Request();
try
+ > libs Open Type Hierarchy 4 %
+ changelog  show in AltShift+W >
Show in Local Terminal >
Copy CuleC String sk = System.getenv(“HUAWEICLOUD_SDK_SK*);
Copy Qualified Name
™ Paste Ctrlev .setKey(ak);
® Delete Delete .setSecret(sk);
Build Path > ™ —
Eishirass .setMethod ("POST") ;
PO AL NS .setUr1("http://c967a237-cdbc-470e-906f -aB655461897¢ . apigw. cn-north-1. huaweicloud. com{apig-endpoint}serviceEndpoint/java-sdk");
Refactor Alt+ShiftsT> R
imprort ,AddQneryST:1ngParam$"r\s“ ; "value");
Export .?ddHta‘dEr( ‘Content-Type", "text/plain");
References > -setBody("demo”) ;
Declarations > |} cateh (Exception ¢)
{
IcsLTR e.printStackTrace() ;
Refresh 5 fatiien;
Assign Working Sets... ¥
G Coverage A .- i s " =
O RunAs 5] 4 1 Run on Server Alt-Shift+X, R
% DebugAs 7] 2Java Application AlteshifteX, )
8: Profile As Run Configurations... lient. sign(request);
Restore from Local History.. [ reageryy - =g t. g & iz wH
Web Services cquest.addHeader (“x-Authorization”, authorization[0].getValue());
Team
. N end t uest
Compss WD Client = HetpClients. custom().build();
Replace With HttpResponse response = client.execute(signedRequest);
Configure
“ Validate rint the status 1 . —
e T System.out.println(response.getStatusLine().toString());

Step 5 On the Console tab page, view the running result.
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3.4.3 Go

Scenarios

Prerequisites

Figure 3-16 Response displayed if the calling is successful

'*| Problems |5\ Declaration B Conscle 2

=terminated= Main [Java Application] C:\Program Files\Javaijrel.8.0_191\bin\javaw.exe

HTTP/1.1

Date:Tue, 19 Mar 2019 @8:38:28 GMT
Content-Type:application/json
Transfer-Encoding:chunked
Connection:keep-alive

Server:api-gateway
X-Request-Id:844732a996756668d8d312ea362c9ea4)]
Access-Control-Allow-Origin:®

knngratulatians, sdk demo is runningl

--—-End

To use Go to call an API through App authentication, obtain the Go SDK, create a
project, and then call the API by referring to the API calling example.

This section uses IntelliJ IDEA 2018.3.5 as an example.

e You have obtained the domain name, ID, request URL, and request method of
the API to be called, and the AppKey and AppSecret of the App for calling the
API. For more information, see Preparation.

e You have installed the Go programming language. If not, download the Go
installation package from the official Go website and install it.

e You have installed Intelli) IDEA. If not, download Intelli) IDEA from the official
Intelli) IDEA website and install it.

e You have installed the Go plug-in on IntelliJ IDEA. If not, install the Go plug-in
according to Figure 3-17.
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Figure 3-17 Installing the Go plug-in

Settings X
Plugins Marketplace 2 Installed Updates (0) Q Reset
Appearance & Behavior 3
Keymap
. Search Results (191)
Editor
B o - Go Template
Version Control Languages Languages
Euild, Execution, Deployment This plugin extends Intelli) Support for Go template
Languages & Frameworks :la'.l"c: rm with Go-specific EI"CJiI‘E” o
coding assistance and tool (httpsi//golang.org/pkg/text/t
Tools . c 010 L EOiK a7
uld = o5AN Was
GoToTabs Go To Project
Navigation Navigation
The plugin adds menu actions Enables ning project
allowing you to go to a windows with speed search.
specific tab. You can of. 5
o R 08, 2015 273K ws
] Cancel | | Apply

Obtaining the SDK

Step 1
Step 2
Step 3
Step 4
Step 5

Log in to the DataArts Studio console.

Click DataArts DataService.

In the navigation pane, choose DataArts DataService Exclusive > SDKs.
On the SDKs page, download the SDK package.

Verify integrity of the SDK package. In Windows, open the CLI and run the
following command to generate the SHA-256 value of the downloaded SDK
package. In the command, D:\java-sdk.zip is an example local path and name of
the SDK package. Replace it with the actual value.

certutil -hashfile D:|java-sdk.zip SHA256

The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e
CertUtil: -hashfile command executed.
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

Compare the SHA-256 value of the downloaded SDK package with that provided
in the following table. If they are the same, no tampering or packet loss occurred
during the package download.

Table 3-5 SDK packages and the corresponding SHA-256 values

Language SHA-256 Value of the SDK Package

3a86f1ba249a00727db506e4075ec9630e6cf74f312b
ddf6c3901c9d0786f53e

Java
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Language

SHA-256 Value of the SDK Package

Go

23734867eae2e7ef61427c64aa33aa89512571946f2f
43a1a5fef5e801e3129f

Python

57636d8bacc459cab9dc08c70d01ccc42391ace60e69
60c4e947566da1dc5d26

C#

e5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f
8a32a68bb18719b5e65d

JavaScript

442ac2fcb41d84525dc0139ec3f05d190e4e337cdbcedf
dfc82a09d79d2ecd25e

PHP

2cc76bd2ecd48f00899d18b0f76d05ce2623065180f1
11c3f70ac14ddf0506f3

C++

2a54c3f2486d562eabaf1384eca40b301918bdc02f98
bbf2c114f282dc059¢c00

4957556¢108e0174d55b4b8d720f296967a9367ca54
010792b1b3de039b87363

Android

0fdcc6fd93a68dce5c3e1b8e6370cc9340429cabfb0f2
68c3f9e5ea05238ae96

--—-End

Obtain the ApiGateway-go-sdk.zip package. The following table shows the files
decompressed from the package.

Name

Description

core\escape.go

core\signer.go

SDK code

demo.go

Sample code

Creating a Project

Step 1 Start Intelli) IDEA and choose File > New > Project.

On the displayed New Project page, choose Go and click Next.
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Figure 3-18 New Project
MNew Praoject

= Java
Java Enterprise
.'. JBoss
ri J2mE
B Clouds
Spring
= Java FX
Android
Intelli) Platform Plugin

© Spring Initializr
Maven

Gradle

& Groovy
Grails
Application Forge

¢ Go Modules (vga)

Step 2 Click ..., select the directory where the SDK is decompressed, and click Finish.

<MNo SDK=
[+ Index entire GOPATH

Additional Libraries and Frameworks:

[ 0 SQL Support

Default Dialect:

|

(el
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Figure 3-19 Selecting the SDK directory after decompression
Mew Project @

Project name: |go| |

Project location: | Di\java\go

b More Settings

Previous Cancel Help

Step 3 View the directory structure shown in the following figure.

Figure 3-20 Directory structure of the new project

> Jidea
v ApiGateway-go-sdk-

W core
o escape.go
 signer.go
> go
» licenses

“ demo.go

mJo.iml

Modify the parameters in sample code demo.go as required. For details about the
sample code, see API Calling Example.

--—-End

API Calling Example

Step 1

Import the Go SDK (signer.go) to the project.
import "apig-sdk/go/core"

Issue 01 (2024-04-29) Copyright © Huawei Technologies Co., Ltd. 34



DataArts Studio
SDK Reference

3 DataArts DataService SDK Reference

Step 2

Step 3

Step 4

Step 5

Step 6

Generate a new signer and enter the AppKey and AppSecret.

// Coded or plaintext AK and SK pose significant security risks. To ensure security, encrypt your AK and SK,
store them in configuration files or environment variables, and decrypt them when needed.

// In this example, the AK and SK stored in the environment variables are used for identity authentication.
Before running this example, configure environment variables SDK_AK and SDK_SK in the local
environment.

ak = os.Getenv("SDK_AK");

sk = os.Getenv("SDK_SK");

s := core.Signer{
Key: ak,
Secret: sk,

}

Generate a new request, and specify the domain name, method, request URL,
query parameters, and body.

r, _ = http.NewRequest("POST", "http:/{apig-endpoint}/api?a=1&b=2",
ioutil. NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

Add a header to the request. The header contains specific parameters. Add other
headers to be signed as necessary.

r.Header.Add("x-stage", "RELEASE")
r.HeaderAdd("name","value")

Execute the following function to add the X-Sdk-Date and Authorization headers
for signing: Then, add the x-Authorization header to the request. The value of the
x-Authorization header is the same as that of the Authorization header.

s.Sign(r)
authorization := rHeader.Get("Authorization")
r.Header.Add("x-Authorization", authorization)

Access the API and view the access result.

resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

--—-End

3.4.4 Python

Scenarios

To use Python to call an API through App authentication, obtain the Python SDK,
create a project, and then call the API by referring to the API calling example.

This section uses IntelliJ IDEA 2018.3.5 as an example.

Preparing the Environment

e You have obtained the domain name, request URL, and request method of the
API to be called, and the AppKey and AppSecret of the App for calling the API.
For more information, see Preparation.

e You have installed Python 2.7.9 or 3.X. If not, download the Python
installation package from the official Python website and install it.

After Python is installed, run the pip command to install the requests library.

pip install requests

(10 NOTE

If a certificate error occurs during the installation, download the get-pip.py file to
upgrade the pip environment, and try again.
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e You have installed IntelliJ IDEA. If not, download Intelli) IDEA from the official
Intelli) IDEA website and install it.

e You have installed the Python plug-in on IntelliJ IDEA. If not, install the
Python plug-in according to Figure 3-21.

Figure 3-21 Installing the Python plug-in

Settings ]
Q- Plugins Marketplace 2 Installed Updates (0) f e Reset
Appearance & Behavior
afee |3
Keymap
. Search Results (191)
Editor
B - - Go Template
Version Control Languages Languages
Euild, Execution, Deployment This plugin extends Intelli) Support for Go template
Languages & Frameworks engine o
(httpsi//golang.org/pkg/text/t
Tools W3 06, 2019 4 59.1K 47
GoToTabs Go To Project
Navigation Navigation
The plugin adds menu actions Enables opening project
allowing you to go to a windows with speed search.
specific tab. You can of .5
o B 08, 2015 173K ws
2] Cancel Apply

Obtaining the SDK

Step 1
Step 2
Step 3
Step 4

Step 5

Log in to the DataArts Studio console.

Click DataArts DataService.

In the navigation pane, choose DataArts DataService Exclusive > SDKs.
On the SDKs page, download the SDK package.

Verify integrity of the SDK package. In Windows, open the CLI and run the
following command to generate the SHA-256 value of the downloaded SDK
package. In the command, D:\java-sdk.zip is an example local path and name of
the SDK package. Replace it with the actual value.

certutil -hashfile D:|java-sdk.zip SHA256

The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e
CertUtil: -hashfile command executed.
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

Compare the SHA-256 value of the downloaded SDK package with that provided
in the following table. If they are the same, no tampering or packet loss occurred
during the package download.
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Table 3-6 SDK packages and the corresponding SHA-256 values

Language SHA-256 Value of the SDK Package

Java 3a86f1ba249a00727db506e4075ec9630e6cf74f312b
ddf6c3901c9d0786f53e

Go 23734867eae2e7ef61427c64aa33aa89512571946f2f
43al1a5fef5e801e3129f

Python 57636d8bacc459cab9dc08c70d01ccc42391ace60e69
60c4e947566da1dc5d26

C# e5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f
8a32a68bb18719b5e65d

JavaScript 442ac2fcb41d84525dc0139ec3f05d190e4e337cdbcdf
dfc82a09d79d2ecd25e

PHP 2cc76bd2ecd48f00899d18b0f76d05ce2623065180f1
11c3f70ac14ddf0506f3

C++ 2a54c3f2486d562ea6af1384eca40b301918bdc02f98
bbf2c114f282dc059c00

C 4957556¢108e0174d55b4b8d720f296967a9367ca54
010792b1b3de039b87363

Android 0fdcc6fd93a68dce5¢c3e1b8e6370cc9340429cabfb0f2
68c3f9e5ea05238ae96

----End

Obtain the ApiGateway-python-sdk.zip package. The following table shows the
files decompressed from the package.

Name

Description

apig_sdk\__init__.py

apig_sdk\signer.py

SDK code

main.py

Sample code

backend_signature.py

Sample code for backend signing

licenses\license-requests

Third-party license

Creating a Project

Step 1 Start IDEA and choose File > New > Project.

On the displayed New Project page, choose Python and click Next.
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Figure 3-22 New Project

MNew Project

Maven

Gradle

G Groovy
Grails
Application Forge
o Go
“ Go Modules (vgo)
% Dep
‘s App Engine
Static Web
E Flash

K Kotlin

& Empty Project

Project SDK: | [ Python 3.7.2 (D:\376\ python.exe

Additional Libraries and Framewarks:
CJEf Diango

1€ Google App Engine (Python)
(]2, 5QL Support

Template language:
Templates folder: templates

Application name:

Enable Django admin

2

Cancel Help

Step 2 Click Next. Click ..., select the directory where the SDK is decompressed, and click

Finish.

Figure 3-23 Selecting the SDK directory after decompression

Mew Praoject

Project name: | p)-'thcunl

Project location: | Di\java\python

b More Settings

Previous Cancel Help
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Step 3 View the directory structure shown in the following figure.

Figure 3-24 Directory structure of the new project

v python
> Jidea
v ApiGateway-python-sdk-
v apig_sdk
_init__.py
signer.py
> licenses
main.py

test_signer.py
m Eython.iml

Modify the parameters in sample code main.py as required. For details about the
sample code, see API Calling Example.

--—-End

API Calling Example

Step 1 Import apig_sdk to the project.

from apig_sdk import signer
import requests
import os

Step 2 Generate a new signer and enter the AppKey and AppSecret.

# Coded or plaintext AK and SK pose significant security risks. To ensure security, encrypt your AK and SK,
store them in configuration files or environment variables, and decrypt them when needed.

# In this example, the AK and SK stored in the environment variables are used for identity authentication.
Before running this example, configure environment variables SDK_AK and SDK_SK in the local
environment.

ak = os.environ("SDK_AK");

sk = os.environ("SDK_SK");

sig = signer.Signer ()
sig.Key = ak
sig.Secret = sk

Step 3 Generate a request, and specify the method, request URI, header, and request
body.
r = signer.HttpRequest("POST",
"https://{apig-endpoint}/app1?a=1",
{"x-stage": "RELEASE", "name": "value"},
"body")

Step 4 Execute the following function to add the X-Sdk-Date and Authorization headers
for signing: Then, add the x-Authorization header to the request. The value of the
x-Authorization header is the same as that of the Authorization header.

sig.Sign(r)
r.headers["x-Authorization"] = r.headers["Authorization"]

Step 5 Access the API and view the access result.
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resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)
print(resp.content)

--—-End

3.4.5 C#

Scenarios

To use C# to call an API through App authentication, obtain the C# SDK, open the
project file in the SDK, and then call the API by referring to the API calling
example.

Preparing the Environment

e You have obtained the domain name, request URL, and request method of the
API to be called, and the AppKey and AppSecret of the App for calling the API.
For more information, see Preparation.

e You have installed Visual Studio. If not, download it from the official Visual
Studio website and install it.

Obtaining the SDK

Step 1 Log in to the DataArts Studio console.

Step 2 Click DataArts DataService.

Step 3 In the navigation pane, choose DataArts DataService Exclusive > SDKs.
Step 4 On the SDKs page, download the SDK package.

Step 5 Verify integrity of the SDK package. In Windows, open the CLI and run the
following command to generate the SHA-256 value of the downloaded SDK
package. In the command, D:\java-sdk.zip is an example local path and name of
the SDK package. Replace it with the actual value.
certutil -hashfile D:|java-sdk.zip SHA256

The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e
CertUtil: -hashfile command executed.
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

Compare the SHA-256 value of the downloaded SDK package with that provided
in the following table. If they are the same, no tampering or packet loss occurred
during the package download.

Table 3-7 SDK packages and the corresponding SHA-256 values

Language SHA-256 Value of the SDK Package
Java 3a86f1ba249a00727db506e4075ec9630e6cf74f312b
ddf6c3901c9d0786f53e
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Language SHA-256 Value of the SDK Package

Go 23734867eae2e7ef61427c64aa33aa89512571946f2f
43al1a5fef5e801e3129f

Python 57636d8bacc459cab9dc08c70d01ccc42391ace60e69
60c4e947566da1dc5d26

C# e5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f
8a32a68bb18719b5e65d

JavaScript 442ac2fcb41d84525dc0139ec3f05d190e4e337cdbcdf
dfc82a09d79d2ecd25e

PHP 2cc76bd2ecd48f00899d18b0f76d05ce2623065180f1
11c3f70ac14ddf0506f3

C++ 2a54c3f2486d562ea6af1384eca40b301918bdc02f98
bbf2c114f282dc059c00

C 4957556¢108e0174d55b4b8d720f296967a9367ca54
010792b1b3de039b87363

Android 0fdcc6fd93a68dce5c3e1b8e6370cc9340429cabfb0f2
68c3f9e5ea05238ae96

----End

Obtain the ApiGateway-csharp-sdk.zip package. The following table shows the
files decompressed from the package.

Name

Description

apigateway-signature
\Signer.cs

apigateway-signature
\HttpEncoder.cs

SDK code

sdk-request\Program.cs

Sample code for signing requests

backend-signature\

Sample project for backend signing

csharp.sin

Project file

licenses\license-
referencesource

Third-party license

Opening a Project

Double-click csharp.sln in the SDK package to open the project. The project

contains the following:
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e apigateway-signature: Shared library that implements the signature
algorithm. It can be used in the .Net Framework and .Net Core projects.

e backend-signature: Example of a backend service signature.

e sdk-request: Example of invoking the signature algorithm. Modify the
parameters as required. For details about the sample code, see API Calling
Example.

API Calling Example

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Import the C# SDK to your project.
using APIGATEWAY_SDK;

Generate a new signer and enter the AppKey and AppSecret.

// Coded or plaintext AK and SK pose significant security risks. To ensure security, encrypt your AK and SK,
store them in configuration files or environment variables, and decrypt them when needed.

// In this example, the AK and SK stored in the environment variables are used for identity authentication.
Before running this example, configure environment variables SDK_AK and SDK_SK in the local
environment.

string ak = System.Environment.GetEnvironmentVariable("SDK_AK");

string sk = System.Environment.GetEnvironmentVariable("SDK_SK");

Signer signer = new Signer();
signer.Key = ak;
signer.Secret = sk;

Generate an HttpRequest, and specify the method, request URL, and body.

HttpRequest r = new HttpRequest("POST",
new Uri("https://{apig-endpoint}/app1?query=value"));
rbody = "{\"a\":1}";

Add a header to the request. The header contains specific parameters. Add other
headers to be signed as necessary.

rheaders.Add("x-stage", "RELEASE");
r.headers.Add("name","value");

Execute the following function to generate HttpWebRequest, and add the X-Sdk-
Date and Authorization headers for signing the request: Then, add the x-
Authorization header to the request. The value of the x-Authorization header is
the same as that of the Authorization header.

HttpWebRequest req = signer.Sign(r);
req.Headers.Add("x-Authorization", string.Join(", ", req.Headers.GetValues("x-Authorization")));

Access the APl and view the access result.

var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);

writer.Flush();

HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader (resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

--—-End

3.4.6 JavaScript

Scenarios

To use JavaScript to call an API through App authentication, obtain the JavaScript
SDK, create a new project, and then call the API by referring to the API calling
example.
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This section uses IntelliJ IDEA 2018.3.5 as an example to describe how to set up a
Node.js development environment.

Preparing the Environment

You have obtained the domain name, request URL, and request method of the
API to be called, and the AppKey and AppSecret of the App for calling the API.
For more information, see Preparation.

You have installed the Node.js programming language. If not, download the
Node.js installation package from the official Node.js website and install it.

After Node.js is installed, run the npm command to install the moment and
moment-timezone modules.

npm install moment --save
npm install moment-timezone --save

You have installed Intelli) IDEA. If not, download IntelliJ IDEA from the official
Intelli) IDEA website and install it.

You have installed the Node.js plug-in on IntelliJ IDEA. If not, install the
Python plug-in according to Figure 3-25.

Figure 3-25 Installing the Node.js plug-in

Settings e
Q- Plugins Marketplace 2 Installed Updates (0) e Reset
Appearance & Behavior
afee |3
Keymap
. Search Results (191)
Editor
| Pugins [ o Template
Version Control Languages Languages

EBuild, Execution, Deployment Support for Go template
engine
(https://golang.org/pkg/text/t

This plugin extends Intelli)

Languages & Frameworks

Tools

GoToTabs

Go To Project

Navigation Navigation
The plugin adds menu actions
allowing youto goto a
specific tab. You can of

o R 0z, 2015 173K s

Enables opening project
windows with speed search.

(7] Cancel Apply

Obtaining the SDK

Step 1 Log in to the DataArts Studio console.

Step 2 Click DataArts DataService.

Step 3 In the navigation pane, choose DataArts DataService Exclusive > SDKs.

Step 4 On the SDKs page, download the SDK package.

Step 5 Verify integrity of the SDK package. In Windows, open the CLI and run the
following command to generate the SHA-256 value of the downloaded SDK
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package. In the command, D:\java-sdk.zip is an example local path and name of
the SDK package. Replace it with the actual value.
certutil -hashfile D:|java-sdk.zip SHA256

The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e
CertUtil: -hashfile command executed.
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

Compare the SHA-256 value of the downloaded SDK package with that provided
in the following table. If they are the same, no tampering or packet loss occurred
during the package download.

Table 3-8 SDK packages and the corresponding SHA-256 values

Language SHA-256 Value of the SDK Package

Java 3a86f1ba249a00727db506e4075ec9630e6cf74f312b
ddf6c3901¢9d0786f53e

Go 23734867eae2e7ef61427c64aa33aa89512571946f2f
43al1a5fef5e801e3129f

Python 57636d8bacc459cab9dc08c70d01ccc42391ace60e69
60c4e947566da1dc5d26

C# e5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f
8a32a68bb18719b5e65d

JavaScript 442ac2fcb41d84525dc0139ec3f05d190e4e337cdbedf
dfc82a09d79d2ecd25e

PHP 2cc76bd2ecd48f00899d18b0f76d05ce2623065180f1
11c3f70ac14ddf0506f3

C++ 2a54c3f2486d562ea6af1384eca40b301918bdc02f98
bbf2c114f282dc059c00

C 4957556¢108e0174d55b4b8d720f296967a9367ca54
010792b1b3de039b87363

Android 0fdcc6fd93a68dce5c3e1b8e6370cc9340429cabfb0f2
68c3f9e5ea05238ae96

----End

Obtain the ApiGateway-javascript-sdk.zip package. The following table shows
the files decompressed from the package.

Name Description
signer.js SDK code
node_demo.js Node.js sample code
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Name Description
demo.html Browser sample code
demo_require.html Browser sample code (loaded using require)
test.js Test case
js\hmac-sha256.js Dependencies

js\moment.min.js

js\moment-timezone-
with-data.min.js

licenses\license-crypto-js Third-party licenses

licenses\license-moment

licenses\license-moment-
timezone

licenses\license-node

Creating a Project
Step 1 Start IntelliJ IDEA and choose File > New > Project.

In the New Project dialog box, choose Static Web and click Next.

Figure 3-26 New Project

MNew Project

Gred

[ HTMLS Boilerplate
@b React App
B Foundation

& Groovy
Grails

Application Forge
PP J B ] Bootstrap

“ Go A Angular)s
% Go Modules (vgo) Y Angular CLI
% Dep % React Native

s App Engine

&) Static Web

(5 Nodejs and NPM
E Flash

. Web modules are used for developing Web applications using
‘. Kotlin technologies such as HTML/CSS, JavaScript, PHP and so on. They do
not support developing Java applications.

Python
Empty Project 2

Iml Cancel Help
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Step 2 Click ..., select the directory where the SDK is decompressed, and click Finish.

Figure 3-27 Selecting the SDK directory after decompression
MNew Project

Project name: | JavaScript

Project location: | D:\java'JavaScript

P More Settings

Previous Cancel

Help

Step 3 View the directory structure shown in the following figure.

Figure 3-28 Directory structure of the new project
W JavaScript

> idea

v ApiGateway-javascript-sdl-2.0.0
> IE
> licenses

i dema.html
i demo_require.html
5= node_demojs
1 package-lock.jsan
5 signer.js
i tests
mJavaScriptiml
Il External Libraries

Scratches and Consoles

node_demo.js: Sample code in Node.js. Modify the parameters in the sample
code as required. For details about the sample code, see API Calling Example
(Node.js).
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Step 4 Click Edit Configurations.

Figure 3-29 Edit Configurations

Edit Configurations...

H Save 'main’ Configuration

main

Step 5 Click + and select Node.js.

Figure 3-30 Selecting Node.js
Run/Debug Configurations

1[H] - & £ "

Add Mew Configuration

= l._IIUU'l'_'.'

£ Gruntjs
¥ Gulpjs

| JAR Application
[55 JavaScript Debug

ﬁ Jest

4b JUnit

i Jupyter Notebook
K Kotlin

K Kotlin script

0 Lettuce

1 Maven

) Mocha

5] Modeunit

Step 6 Set JavaScript file to node_demo.js and click OK.

Figure 3-31 Selecting node_demao.js

Run/Debug Configurations (=3
+ — B F " Name: | nede_demeyjs [Ishare []Allow parallel run
~ [ Node js . - - .
- - Configuration  Browser / Live Edit V8 Profiing  Logs
el
» % Python Node interpreter: Project node (D “node.exe) 10.15.3 || -
¥ Templates
Node parameters:
Working directory: D:\java\JavaScript\ApiGateway-javascript-sdk-2.0.0
JavaScript fle: node_demojs

Application parameters:

Environment variables:

--—-End
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API Calling Example (Node.js)

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

3.4.7 PHP

Scenarios

Import signer.js to your project.

var signer = require('./signer)
var http = require('http')

Generate a new signer and enter the AppKey and AppSecret.

// Coded or plaintext AK and SK pose significant security risks. To ensure security, encrypt your AK and SK,
store them in configuration files or environment variables, and decrypt them when needed.

// In this example, the AK and SK stored in the environment variables are used for identity authentication.
Before running this example, configure environment variables SDK_AK and SDK_SK in the local
environment.

var ak = process.env.SDK_AK;

var sk = process.env.SDK_SK;

var sig = new signer.Signer();
sig.Key = ak;
sig.Secret = sk;

Generate a request, and specify the method, request URI, and request body.

var r = new signer.HttpRequest("POST", "{apig-endpoint}/app1?a=1");
rbody ='{"a":1}

Add a header to the request. The header contains specific parameters. Add other
headers to be signed as necessary.

rheaders = { "x-stage":"RELEASE", "name":"value"}

Execute the following function to generate HTTP(s) request parameters, and add
the X-Sdk-Date and Authorization headers for signing the request: Then, add the
x-Authorization header to the request. The value of the x-Authorization header is
the same as that of the Authorization header.

var opt = sig.Sign(r)
opt.headers["x-Authorization"] = opt.headers["Authorization"]

Access the APl and view the access result. If you access the API using HTTPS,
change http.request to https.request.

var req=http.request(opt, function(res){
console.log(res.statusCode)
res.on("data", function(chunk){
console.log(chunk.toString())
b
b
reg.on("error",function(err){
console.log(errmessage)
bl
req.write(r.body)
reqg.end()

--—-End

To use PHP to call an API through App authentication, obtain the PHP SDK, create
a new project, and then call the API by referring to API Calling Example.

This section uses IntelliJ IDEA 2018.3.5 as an example.
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Preparing the Environment

e You have obtained the domain name, request URL, and request method of the
API to be called, and the AppKey and AppSecret of the App for calling the API.
For more information, see Preparation.

e You have installed IntelliJ IDEA. If not, download Intelli) IDEA from the official
Intelli) IDEA website and install it.

e You have installed the PHP programming language. If not, download the PHP
installation package from the official PHP website and install it.

e Copy the php.ini-production file from the PHP installation directory to the
C:\windows\ directory, rename the file as php.ini, and then add the following
lines to the file:
extension_dir = "PHP installation directory/ext"
extension=openssl
extension=curl

e You have installed the PHP plug-in on Intelli) IDEA. If not, install the PHP
plug-in according to Figure 3-32.

Figure 3-32 Installing the PHP plug-in

Settings ]
Plugins Marketplace 2 Installed Updates (0) e ] Reset
Appearance & Behavior 3
Keymap
. Search Results (191)
Editor
BN - Go Tempiate
Version Control Languages Languages

Build, Execution, Deployment

Support for Go template

Languages 8 Frameworks

Tools

GoToTabs Go To Project
Navigation Navigation
The plugin adds menu actions Enables opening project
windows wi

allowing you t ith speed search.

(%] Cancel Apply

Obtaining the SDK

Step 1 Log in to the DataArts Studio console.

Step 2 Click DataArts DataService.

Step 3 In the navigation pane, choose DataArts DataService Exclusive > SDKs.
Step 4 On the SDKs page, download the SDK package.

Step 5 Verify integrity of the SDK package. In Windows, open the CLI and run the
following command to generate the SHA-256 value of the downloaded SDK
package. In the command, D:\java-sdk.zip is an example local path and name of
the SDK package. Replace it with the actual value.
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certutil -hashfile D:|java-sdk.zip SHA256

The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip

3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e
CertUtil: -hashfile command executed.
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

Compare the SHA-256 value of the downloaded SDK package with that provided
in the following table. If they are the same, no tampering or packet loss occurred
during the package download.

Table 3-9 SDK packages and the corresponding SHA-256 values

Language

SHA-256 Value of the SDK Package

Java

3a86f1ba249a00727db506e4075ec9630e6cf74f312b
ddf6c3901c9d0786f53e

Go

23734867eae2e7ef61427c64aa33aa89512571946f2f
43a1a5fef5e801e3129f

Python

57636d8bacc459cab9dc08c70d01ccc42391ace60e69
60c4e947566da1dc5d26

C#

e5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f
8a32a68bb18719b5e65d

JavaScript

442ac2fcb41d84525dc0139ec3f05d190e4e337cdbcedf
dfc82a09d79d2ecd25e

PHP

2cc76bd2ecd48f00899d18b0f76d05ce2623065180f1
11c3f70ac14ddf0506f3

C++

2a54c3f2486d562ea6af1384eca40b301918bdc02f98
bbf2c114f282dc059¢c00

4957556¢108e0174d55b4b8d720f296967a9367ca54
010792b1b3de039b87363

Android

0fdcc6fd93a68dce5c3e1b8e6370cc9340429cabfb0f2
68c3f9e5ea05238ae96

--—-End

Obtain the ApiGateway-php-sdk.zip package. The following table shows the files
decompressed from the package.

Name Description
signer.php SDK code
index.php Sample code
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Creating a Project
Step 1 Start IDEA and choose File > New > Project.
On the displayed New Project page, choose PHP and click Next.

Figure 3-33 New Project
New Project =]

Grails & Compaoser Project

Application Forge
© Go
“ Go Modules (vgo)
% Dep
‘s App Engine
Static Web
(2 Nodejs and NPM
E Flash
PHP
. Create empty project for PHP
K Kotlin
7 Python
= Empty Project

Cancel Help

Step 2 Click ..., select the directory where the SDK is decompressed, and click Finish.
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Figure 3-34 Selecting the SDK directory after decompression
MNew Project @

Project name: | php

Project location: | Djava\php |

b More Settings

Previous Cancel Help

Step 3 View the directory structure shown in the following figure.

Figure 3-35 Directory structure of the new project
v [Lphp
> Jidea
v ApiGateway-php-sdk-
ahe index.php
ahw Signer.php
m Php.iml
» External Libraries

Scratches and Consoles

Modify the parameters in sample code signer.php as required. For details about
the sample code, see API Calling Example.

----End

API Calling Example
Step 1 Import the PHP SDK to your code.

require 'signer.php';

Step 2 Generate a new signer and enter the AppKey and AppSecret.

// Coded or plaintext AK and SK pose significant security risks. To ensure security, encrypt your AK and SK,
store them in configuration files or environment variables, and decrypt them when needed.

// In this example, the AK and SK stored in the environment variables are used for identity authentication.
Before running this example, configure environment variables SDK_AK and SDK_SK in the local
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Step 3

Step 4

Step 5

Step 6

3.4.8 C++

Scenarios

environment.
$ak = getenv('SDK_AK");
$sk = getenv("SDK_SK");

$signer = new Signer();
$signer->Key = $ak;
$signer->Secret = $sk;

Generate a new request, and specify the method, request URL, and body.

$req = new Request('GET', "https://{apig-endpoint}/app1?a=1");
$reg->body ="

Add a header to the request. The header contains specific parameters. Add other
headers to be signed as necessary. host is mandatory. Enter the request URL. The
following is an example:

$req->headers = array(
'host' => '{apig-endpoint}'
);

Execute the following function to generate a Scurl context variable. Then, add the
x-Authorization header to the request. The value of the x-Authorization header is
the same as that of the Authorization header.

$curl = $signer->Sign($req);

$req->headers['x-Authorization'] = $req->headers['Authorization'];

$header = array();

foreach ($reg->headers as $key => $value) {
array_push($header, strtolower($key) . "' . trim($value));

curl_setopt($curl, CURLOPT_HTTPHEADER, $header);

Access the APl and view the access result.

$response = curl_exec($curl);

echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;

curl_close($curl);

--—-End

To use C++ to call an API through App authentication, obtain the C++ SDK, and
then call the API by referring to the API calling example.

Preparing the Environment

1. You have obtained the domain name, request URL, and request method of the
API to be called, and the AppKey and AppSecret of the App for calling the API.
For more information, see Preparation.

2. Install the OpenSSL library.
apt-get install libssl-dev

3. Install the curl library.

apt-get install libcurl4-openssl-dev

Obtaining the SDK

Step 1

Log in to the DataArts Studio console.
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Step 2
Step 3
Step 4
Step 5

Click DataArts DataService.
In the navigation pane, choose DataArts DataService Exclusive > SDKs.
On the SDKs page, download the SDK package.

Verify integrity of the SDK package. In Windows, open the CLI and run the
following command to generate the SHA-256 value of the downloaded SDK
package. In the command, D:\java-sdk.zip is an example local path and name of
the SDK package. Replace it with the actual value.

certutil -hashfile D:|java-sdk.zip SHA256

The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e
CertUtil: -hashfile command executed.
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

Compare the SHA-256 value of the downloaded SDK package with that provided
in the following table. If they are the same, no tampering or packet loss occurred
during the package download.

Table 3-10 SDK packages and the corresponding SHA-256 values

Language SHA-256 Value of the SDK Package

Java 3a86f1ba249a00727db506e4075ec9630e6cf74f312b
ddf6c3901c9d0786f53e

Go 23734867eae2e7ef61427c64aa33aa89512571946f2f
43a1a5fef5e801e3129f

Python 57636d8bacc459cab9dc08c70d01ccc42391ace60e69
60c4e947566da1dc5d26

C# e5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f
8a32a68bb18719b5e65d

JavaScript 442ac2fcb41d84525dc0139ec3f05d190e4e337cdbedf
dfc82a09d79d2ecd25e

PHP 2cc76bd2ecd48f00899d18b0f76d05ce2623065180f1
11c3f70ac14ddf0506f3

C++ 2a54c3f2486d562eabaf1384eca40b301918bdc02f98
bbf2c114f282dc059c00

C 4957556¢108e0174d55b4b8d720f296967a9367ca54
010792b1b3de039b87363

Android 0fdcc6fd93a68dce5c3e1b8e6370cc9340429cabfb0f2
68c3f9e5ea05238ae96

----End

Obtain the ApiGateway-cpp-sdk.zip package. The following table shows the files
decompressed from the package.
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Name Description
hasher.cpp SDK code
hasher.h

header.h

RequestParams.cpp

RequestParams.h

signer.cpp

signer.h

Makefile Makefile file
main.cpp Sample code

API Calling Example

Step 1

Step 2

Step 3

Step 4

Step 5

Add the following references to main.cpp:

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

Generate a new signer and enter the AppKey and AppSecret.

// Coded or plaintext AK and SK pose significant security risks. To ensure security, encrypt your AK and SK,
store them in configuration files or environment variables, and decrypt them when needed.

// In this example, the AK and SK stored in the environment variables are used for identity authentication.
Before running this example, configure environment variables SDK_AK and SDK_SK in the local
environment.

char* ak = getenv("SDK_AK");

char* sk = getenv("SDK_SK");

Signer signer(ak, sk);

Generate a new RequestParams request, and specify the method, domain name,
request URI, query strings, and request body.

RequestParams* request = new RequestParams("POST", "{apig-endpoint}", "/app1",
"Action=ListUsers&Version=2010-05-08", "demo");

Add a header to the request. The header contains specific parameters. Add other
headers to be signed as necessary.

request->addHeader("x-stage", "RELEASE");
request->addHeader("name","value");

Execute the following function to add the generated headers to the request
variable. Then, add the x-Authorization header to the request. The value of the x-
Authorization header is the same as that of the Authorization header.

signer.createSignature(request);
for (auto header : *request->getHeaders()) {
if( strcemp(header.getKey().data(), "Authorization") == 0){
request->addHeader("x-Authorization", header.getValue());
}
}
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Step 6 Use the curl library to access the APl and view the access result.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

{

}

size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_header.size = 0;

struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());
std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();
curl_easy_setopt(curl, CURLOPT_URL, url.c_str());
struct curl_slist *chunk = NULL;
std::set<Header>:iterator it;
for (auto header : *request->getHeaders()) {
std:string headerEntry = header.getKey() + ": " + header.getValue();
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res != CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);
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curl_global_cleanup();

return O;

}

Step 7 Run the make command to obtain a main executable file, execute the file, and
then view the execution result.

--—-End

349 C

Scenarios

To use C to call an API through App authentication, obtain the C SDK, and then
call the API by referring to the API calling example.

Preparing the Environment

1. You have obtained the domain name, request URL, and request method of the
API to be called, and the AppKey and AppSecret of the App for calling the API.
For more information, see Preparation.

2. Install the OpenSSL library.
apt-get install libssl-dev

3. Install the curl library.
apt-get install libcurl4-openssl-dev

Obtaining the SDK

Step 1 Log in to the DataArts Studio console.

Step 2 Click DataArts DataService.

Step 3 In the navigation pane, choose DataArts DataService Exclusive > SDKs.
Step 4 On the SDKs page, download the SDK package.

Step 5 Verify integrity of the SDK package. In Windows, open the CLI and run the
following command to generate the SHA-256 value of the downloaded SDK
package. In the command, D:\java-sdk.zip is an example local path and name of
the SDK package. Replace it with the actual value.
certutil -hashfile D:|java-sdk.zip SHA256

The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e
CertUtil: -hashfile command executed.
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

Compare the SHA-256 value of the downloaded SDK package with that provided
in the following table. If they are the same, no tampering or packet loss occurred
during the package download.
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Table 3-11 SDK packages and the corresponding SHA-256 values

Language SHA-256 Value of the SDK Package

Java 3a86f1ba249a00727db506e4075ec9630e6cf74f312b
ddf6c3901c9d0786f53e

Go 23734867eae2e7ef61427c64aa33aa89512571946f2f
43a1a5fef5e801e3129f

Python 57636d8bacc459cab9dc08c70d01ccc42391ace60e69
60c4e947566da1dc5d26

C# e5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f
8a32a68bb18719b5e65d

JavaScript 442ac2fcb41d84525dc0139ec3f05d190e4e337cdbcdf
dfc82a09d79d2ecd25e

PHP 2cc76bd2ecd48f00899d18b0f76d05ce2623065180f1
11c3f70ac14ddf0506f3

C++ 2a54c3f2486d562ea6af1384eca40b301918bdc02f98
bbf2c114f282dc059c00

C 4957556¢c108e0174d55b4b8d720f296967a9367ca54
010792b1b3de039b87363

Android 0fdcc6fd93a68dce5¢3e1b8e6370cc9340429cabfb0f2
68c3f9e5ea05238ae96

----End

Obtain the ApiGateway-c-sdk.zip package. The following table shows the files
decompressed from the package.

Name Description
signer_common.c SDK code
signer_common.h

signher.c

signer.h

Makefile Makefile file
main.c Sample code

API Calling Example

Step 1 Add the following references to main.c:

#include <stdio.h>
#include <stdlib.h>
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#include <string.h>
#include <curl/curl.h>
#include "signer.h"

Step 2 Generate a sig_params_t variable, and enter the AppKey and AppSecret.

sig_params_t params;
sig_params_init(&params);

// Coded or plaintext AK and SK pose significant security risks. To ensure security, encrypt your AK and SK,
store them in configuration files or environment variables, and decrypt them when needed.

// In this example, the AK and SK stored in the environment variables are used for identity authentication.
Before running this example, configure environment variables SDK_AK and SDK_SK in the local
environment.

char* ak = getenv("SDK_AK");

char* sk = getenv("SDK_SK");

sig_str_t app_key = sig_str(ak);
sig_str_t app_secret = sig_str(sk);
params.key = app_key;
params.secret = app_secret;

Step 3 Specify the method, domain name, request URI, query strings, and request body.

sig_str_t host = sig_str("{apig-endpoint}");
sig_str_t method = sig_str("GET");
sig_str_t uri = sig_str("/app1");

sig_str_t query_str = sig_str("a=1&b=2");
sig_str_t payload = sig_str("");
params.host = host;

params.method = method;

params.uri = uri;

params.query_str = query_str;
params.payload = payload;

Step 4 Add a header to the request. The header contains specific parameters. Add other
headers to be signed as necessary.
sig_headers_add(&params.headers, "x-stage", "RELEASE");

sig_headers_add(&params.headers, "name","value");

Step 5 Execute the following function to add the generated headers to the request
variable. Then, add the x-Authorization header to the request. The value of the x-
Authorization header is the same as that of the Authorization header.
sig_sign(&params);

char* authorization = sig_headers_get(&params.headers, "Authorization")->value.data;
sig_headers_add(&params.headers, "x-Authorization", authorization);

Step 6 Use the curl library to access the APl and view the access result.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

}

//send http request using curl library

Issue 01 (2024-04-29) Copyright © Huawei Technologies Co., Ltd. 59



DataArts Studio
SDK Reference 3 DataArts DataService SDK Reference

int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_header.size = 0;
struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];
sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);
curl_easy_setopt(curl, CURLOPT_URL, url);
struct curl_slist *chunk = NULL;
for (inti = 0; i < params.headers.len; i++) {
char header[1024];
sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.datali].value);
printf("%s\n", header);
chunk = curl_slist_append(chunk, header);

printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();
//free signature params
sig_params_free(&params);
return O;

}

Step 7 Run the make command to obtain a main executable file, execute the file, and
then view the execution result.

--—-End

3.4.10 Android

Scenarios

To use Android to call an API through App authentication, obtain the Go SDK,
create a project, and then call the API by referring to the API calling example.
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Preparing the Environment

e You have obtained the domain name, request URL, and request method of the
API to be called, and the AppKey and AppSecret of the App for calling the API.
For more information, see Preparation.

e You have installed Android Studio. If not, download Android Studio from the
official Android Studio website and install it.

Obtaining the SDK

Step 1
Step 2
Step 3
Step 4
Step 5

Log in to the DataArts Studio console.

Click DataArts DataService.

In the navigation pane, choose DataArts DataService Exclusive > SDKs.
On the SDKs page, download the SDK package.

Verify integrity of the SDK package. In Windows, open the CLI and run the
following command to generate the SHA-256 value of the downloaded SDK
package. In the command, D:\java-sdk.zip is an example local path and name of
the SDK package. Replace it with the actual value.

certutil -hashfile D:|java-sdk.zip SHA256

The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e
CertUtil: -hashfile command executed.
3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d0786f53e

Compare the SHA-256 value of the downloaded SDK package with that provided
in the following table. If they are the same, no tampering or packet loss occurred
during the package download.

Table 3-12 SDK packages and the corresponding SHA-256 values

Language SHA-256 Value of the SDK Package

Java 3a86f1ba249a00727db506e4075ec9630e6cf74f312b
ddf6c3901c9d0786f53e

Go 23734867eae2e7ef61427c64aa33aa89512571946f2f
43a1a5fef5e801e3129f

Python 57636d8bacc459cab9dc08c70d01ccc42391ace60e69
60c4e947566da1dc5d26

C# e€5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f
8a32a68bb18719b5e65d

JavaScript 442ac2fcb41d84525dc0139ec3f05d190e4e337cdbedf
dfc82a09d79d2ecd25e

PHP 2cc76bd2ecd48f00899d18b0f76d05ce2623065180f1
11c3f70ac14ddf0506f3
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Language SHA-256 Value of the SDK Package

C++ 2a54c3f2486d562eabaf1384eca40b301918bdc02f98
bbf2c114f282dc059c00

C 4957556¢108e0174d55b4b8d720f296967a9367ca54
010792b1b3de039b87363

Android 0fdcc6fd93a68dce5c3e1b8e6370cc9340429cabfb0f2
68c3f9e5ea05238ae96

----End

Obtain the ApiGateway-android-sdk.zip package. The following table shows the
files decompressed from the package.

Name Description

app\ Android project code
gradle\ Gradle files

build.gradle Gradle configuration files

gradle.properties

settings.gradle

gradlew Gradle Wrapper scripts

gradlew.bat

Opening a Project
Step 1 Start the Android Studio and choose File > Open.
Select the directory where the SDK is decompressed.

Step 2 View the directory structure shown in the following figure.

Issue 01 (2024-04-29) Copyright © Huawei Technologies Co., Ltd. 62




DataArts Studio
SDK Reference

3 DataArts DataService SDK Reference

Figure 3-36 Project directory structure

h app
> manifests
W java
hd com.testappsignature
£ MainActivity
> com.test.appsignature (androidTest)
? com.testappsignature (test)
W res
> drawable
w layout
v, activity_main.eml
> mipmap
» values
v (# Gradle Scripts
# build.gradle (Project: android)
# build.gradle (Module: app)
gradle.properties (Global Properties)

- . ies (Gradle Version)
gradle-wrapper.properties adle Versior

= proguard-rules.pro (ProGuard

gradle.properties (Froject Properties)
*} settings.gradle (Project Settings)
local properties (SDK Location)

--—-End

API Calling Example

Step 1

Step 2

Step 3

Add required JAR files to the app/libs directory of the Android project. The
following JAR files must be included:

e java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar
e joda-time-2.9.9.jar

Add dependencies of the okhttp library to the build.gradle file.

Add implementation 'com.squareup.okhttp3:0khttp:3.11.0' in the dependencies
field of the build.gradle file.

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.11.0'
}

Create a request, enter an AppKey and AppSecret, and specify the domain name,
method, request URI, and body.
Request request = new Request();

try {
// Coded or plaintext AK and SK in code pose significant security risks. You are advised to encrypt and
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Step 4

3.4.11 curl

Scenarios

Prerequisites

store them in configuration files or environment variables and decrypt them when needed.

// In this example, the AK and SK stored in the environment variables are used for identity
authentication. Before running this example, configure environment variables SDK_AK and SDK_SK in the
local environment.

String ak = System.getenv("SDK_AK");

String sk = System.getenv("SDK_SK");

request.setKey(ak);
request.setSecret(sk);

request.setMethod ("POST");
request.setUrl("https://{apig-endpoint}/app1");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
request.addHeader("name", "value");

request.setBody("demo");

} catch (Exception e) {
e.printStackTrace();
return;

}

Sign the request and add the x-Authorization header to the request. The value of
the x-Authorization header is the same as that of the Authorization header. The
okhttp3.Request object is then generated to access the API.

okhttp3.Request signedRequest = Client.signOkhttp(request);

String authorization = signedRequest.header("Authorization");

signedRequest = signedRequest.newBuilder().addHeader("x-Authorization",authorization).build();
OkHttpClient client = new OkHttpClient.Builder().build();

Response response = client.newCall(signedRequest).execute();

--—-End

To use the curl command to call an API through App authentication, download the
JavaScript SDK to generate the curl command, and copy the command to the CLI
to call the API.

You have obtained the domain name, request URL, and request method of the API
to be called, and the AppKey and AppSecret of the App for calling the API. For
more information, see Preparation.

Obtaining the SDK

Step 1
Step 2
Step 3
Step 4
Step 5

Log in to the DataArts Studio console.

Click DataArts DataService.

In the navigation pane, choose DataArts DataService Exclusive > SDKs.
On the SDKs page, download the SDK package.

Verify integrity of the SDK package. In Windows, open the CLI and run the
following command to generate the SHA-256 value of the downloaded SDK
package. In the command, D:\java-sdk.zip is an example local path and name of
the SDK package. Replace it with the actual value.

certutil -hashfile D:|java-sdk.zip SHA256
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The following is an example command output:

SHA-256 hash value of D:\java-sdk.zip

3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d078653e

CertUtil: -hashfile command executed.

3a86f1ba249a00727db506e4075ec9630e6cf74f312bddf6c3901c9d078653e

Compare the SHA-256 value
in the following table. If they

of the downloaded SDK package with that provided
are the same, no tampering or packet loss occurred

during the package download.

Table 3-13 SDK packages and the corresponding SHA-256 values

Language SHA-256 Value of the SDK Package

Java 3a86f1ba249a00727db506e4075ec9630e6cf74f312b
ddf6c3901c¢9d0786f53e

Go 23734867eae2e7ef61427c64aa33aa89512571946f2f
43a1a5fef5e801e3129f

Python 57636d8bacc459cab9dc08c¢70d01ccc42391ace60e69
60c4e947566da1dc5d26

C# e€5a3b677f75c28ba3f1e16645d8171f7b6f34a42143f
8a32a68bb18719b5e65d

JavaScript 442ac2fcb41d84525dc0139ec3f05d190e4e337cdbedf
dfc82a09d79d2ecd25e

PHP 2cc76bd2ecd48f00899d18b0f76d05ce2623065180f1
11c3f70ac14ddf0506f3

C++ 2a54c3f2486d562ea6af1384eca40b301918bdc02f98
bbf2c114f282dc059c00

C 4957556¢c108e0174d55b4b8d720f296967a9367ca54
010792b1b3de039b87363

Android 0fdcc6fd93a68dce5¢3e1b8e6370cc9340429cabfb0f2
68c3f9e5ea05238ae96

----End

Obtain the ApiGateway-java

script-sdk.zip package. The following table shows

the files decompressed from the package.

Name

Description

signer.js

SDK code

node_demo.js

Node.js sample code

demo.html

Browser sample code

demo_require.html

Browser sample code (loaded using require)

Issue 01 (2024-04-29) Copyright © Huawei Technologies Co., Ltd. 65



DataArts Studio

SDK Reference 3 DataArts DataService SDK Reference
Name Description
test.js Test cases
js\hmac-sha256.js Dependency libraries

js\moment.min.js

js\moment-timezone-
with-data.min.js

licenses\license-crypto-js Third-party library license files

licenses\license-moment

licenses\license-moment-
timezone

licenses\license-node

API Calling Example

Step 1 Use the JavaScript SDK to generate the curl command.

Obtain and decompress ApiGateway-javascript-sdk.zip. Open demo.html in a
browser. The following figure shows the demo page.
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Step 2

Step 3

Step 4

Step 5

Apigateway Signature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e06a

Secret
Method Url

GET # 30030113-3657-4fb6-a7ef-90764239b038.apigw.cn-north-1.huaweicloud.comr
Headers

{"Content-Type™:"application/json"}
Body

s

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b038.apigw.cn-north- 1.huaweiclou
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423
Note: accessing the APl from browser requires support for CORS
200
Congratulations, sdk demo is running

Specify the key, secret, method, protocol, domain name, and URL. (Coded or
plaintext AK and SK pose significant security risks. To ensure security, encrypt your
AK and SK, store them in configuration files or environment variables, and decrypt
them when needed.) This example uses the console input for demonstration:

Key=4f5f626b-073f-402f-a1e0-e52171c6100c
Secret=>*rrkx

Method=POST

Url=https://{apig-endpoint}

Specify query and header parameters in JSON format, and set the request body.
The ID of the accessed API is required. You need to enter the specific ID
information. The x-api-id parameter is used in Headers.

Click Send request to generate a curl command.

$ curl -X POST "https://{apig-endpoint}/" -H "X-Sdk-Date: 20180530T115847Z" -H "Authorization: SDK-
HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""

Then, add the x-Authorization header to the command. The value of the x-
Authorization header is the same as that of the Authorization header. Copy the
curl command to the CLI to access the API.

$ curl -X POST "https://{apig-endpoint}/" -H "X-Sdk-Date: 20180530T115847Z" -H "Authorization: SDK-
HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -H "X-Authorization: SDK-HMAC-SHA256
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Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""
Congratulations, sdk demo is running

--—-End

3.4.12 Other Programming Languages

App Authentication Principle

1. Construct a standard request.

Assemble the request content according to the rules of APl Gateway, ensuring
that the client signature is consistent with that in the backend request.

2. Create a to-be-signed string using the standard request and other related
information.

3. Calculate a signature using the AK/SK and to-be-signed string.

4. Add the generated signature to an HTTP request as a header or query
parameter.

5. After receiving the request, APl Gateway performs 1 to 3 to calculate a
signature.

6. The new signature generated in 3 is compared with the signature generated
in 5. If they are consistent, the request is processed; otherwise, the request is
rejected.

(11 NOTE

The body of a signing request in app authentication mode cannot exceed 12 MB.

Step 1: Constructing a Standard Request

To access an API through app authentication, standardize the request content, and
then sign the request. The client must follow the same request specifications as
API Gateway so that each HTTP request can obtain the same signing result from
the frontend and backend to complete identity authentication.

The pseudocode of standard HTTP requests is as follows:

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

The following example shows how to construct a standard request.
Original request:
GET https://{apig-endpoint}/app1?b=2&a=1 HTTP/1.1

Host: {apig-endpoint}
X-Sdk-Date: 20180330T123600Z

1. Specify an HTTP request method (HTTPRequestMethod) and end with a
carriage return line feed (CRLF).

Specify GET, PUT, POST, or another request method. Example of a request
method:
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GET
Add a standard URI (CanonicalURI) and end with a CRLF.

Description

Path of the requested resource, which is the URI code of the absolute path.
Format

According to RFC 3986, each part of a standard URI except the redundant and
relative paths must be URI-encoded. If a URI does not end with a slash (/),
add a slash at its end.

Example

For the URI /app1, the standard URI code is as follows:
GET
/app1/

(10 NOTE

During signature calculation, the URI must end with a slash (/). When a request is
sent, the URI does not need to end with a slash (/).

Add a standard query string (CanonicalQueryString) and end with a CRLF.
Description

Query parameters. If no query parameters are configured, the query string is
an empty string.

Format

Standard query strings must meet the following requirements:

- Perform URI encoding on each parameter and value according to the
following rules:

® Do not perform URI encoding on any non-reserved characters
defined in RFC 3986, including A-Z, a-z, 0-9, hyphen (-), underscore
(L), period (.), and tilde (~).

®  Use %XY to perform percent encoding on all non-reserved
characters. X and Y indicate hexadecimal characters (0-9 and A-F).
For example, the space character must be encoded as %20, and an
extended UTF-8 character must be encoded in the "%XY%ZA%BC"
format.

- Add "URI-encoded parameter name = UR/-encoded parameter value" to
each parameter. If no value is specified, use a null string instead. The
equal sign (=) is required.

For example, in the following string that contains two parameters, the
value of parameter parm2 is null.
parm1=valuel1&parm2=

- Sort the parameters in alphabetically ascending order. For example, a
parameter starting with uppercase letter F precedes another parameter
starting with lowercase letter b.

- Construct standard query strings from the first parameter after sorting.

Example

The following example contains two optional parameters a and b.

GET

/app1/
a=1&b=2
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Add standard headers (CanonicalHeaders) and end with a CRLF.
Description

List of standard request headers, including all HTTP message headers in the
to-be-signed request. The X-Sdk-Date header must be included to verify the
signing time, which is in the UTC time format YYYYMMDDTHHMMSSZ as
specified in ISO 8601. When publishing an APl in a non-RELEASE
environment, you need to specify an environment name.

Format
CanonicalHeaders consists of multiple message headers, for example,
CanonicalHeadersEntry0 + CanonicalHeadersEntry1 + .... Each message

header (CanonicalHeadersEntry) is in the format of
Lowercase(HeaderName) + "' + Trimall(HeaderValue) + '\n'.

(10 NOTE

e Lowercase is a function for converting all letters into lowercase letters.
e Trimall is a function for deleting the spaces before and after a value.

e The last message header carries a CRLF. Therefore, an empty line appears because
the CanonicalHeaders field also contains a CRLF according to the specifications.

Example

GET

/app1/

a=1&b=2

host:{apig-endpoint}
x-sdk-date:20180330T123600Z

NOTICE

Standard message headers must meet the following requirements:

e All letters in a header are converted to lowercase letters, and all spaces
before and after the header is deleted.

e All headers are sorted in alphabetically ascending order.

For example, the original headers are as follows:

Host: {apig-endpoint}\n

Content-Type: application/json;charset=utf8\n
My-header1: a b ¢ \n
X-Sdk-Date:20180330T123600Z\n
My-Header2: "a b c" \n

A standard header is as follows:

content-type:application/json;charset=utf8\n
host:{apig-endpoint}\n

my-headerl:a b c\n

my-header2:"a b c"\n
x-sdk-date:20180330T123600Z\n

Add message headers (SignedHeaders) for request signing, and end with a
CRLF.

Description

List of message headers used for request signing. This step is to determine
which headers are used for signing the request and which headers can be
ignored during request verification. The X-Sdk-date header must be included.

Format
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SignedHeaders = Lowercase(HeaderName0) + ;' + Lowercase(HeaderName1)
+ mn.n + .

7

Letters in the message headers are converted to lowercase letters. All headers
are sorted alphabetically and separated with commas.

Lowercase is a function for converting all letters into lowercase letters.
Example

In the following example, two message headers host and x-sdk-date are used
for signing the request.

GET

/app1/

a=1&b=2

host:{apig-endpoint}
x-sdk-date:20180330T123600Z

host;x-sdk-date

Use a hash function, such as SHA-256, to create a hash value based on the
body (RequestPayload) of the HTTP or HTTPS request.

Description

Request message body. The message body needs two layers of conversion
(HexEncode(Hash(RequestPayload))). Hash is a function for generating
message digest. Currently, SHA-256 is supported. HexEncode: the Base16
encoding function for returning a digest consisting of lowercase letters. For
example, HexEncode ("m") returns 6d instead of 6D. Each byte you enter is
expressed as two hexadecimal characters.

(1] NOTE

If RequestPayload is null, the null value is used for calculating a hash value.
Example

For a request with the GET method and an empty body, the body (empty
string) after hash processing is as follows:

GET

/app1/

a=1&b=2

host:{apig-endpoint}
x-sdk-date:20180330T123600Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

Perform hash processing on the standard request in the same way as that on
the RequestPayload. After hash processing, the standard request is expressed
with lowercase hexadecimal strings.

Algorithm pseudocode:
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))

Example of standard request after hash processing:
4bd8e1afe76738a332ecff075321623fb90ebb181fe79ec3e23dcb081ef15906

Step 2: Creating a To-Be-Signed String

After a standard HTTP request is constructed and the request hash value is
obtained, create a to-be-signed string by combining them with the signature
algorithm and signing time.

StringToSign =
Algorithm + \n +
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RequestDateTime + \n +
HashedCanonicalRequest

Parameters in the pseudocode are described as follows:

e Algorithm
Signature algorithm. For SHA256, the value is SDK-HMAC-SHA256.
e RequestDateTime

Request timestamp, which is the same as X-Sdk-Date in the request header.
The format is YYYYMMDDTHHMMSSZ.

e HashedCanonicalRequest

Standard request generated after hash processing.
In this example, the following to-be-signed string is obtained:
SDK-HMAC-SHA256

20180330T123600Z
4bd8el1afe76738a332ecff075321623fb90ebb181fe79ec3e23dcb081ef15906

Step 3: Calculating the Signature

Use the AppSecret and created character string as the input of the encryption
hash function, and convert the calculated binary signature into a hexadecimal
expression.

The pseudocode is as follows:

signature = HexEncode (HMAC(APP secret, string to sign))

HMAC indicates hash calculation, and HexEncode indicates hexadecimal
conversion. Table 3-14 describes the parameters in the pseudocode.

Table 3-14 Parameter description

Parameter Description

AppSecret Signature key. Coded or plaintext AK and SK pose
significant security risks. To ensure security, encrypt your
AK and SK, store them in configuration files or
environment variables, and decrypt them when needed.

To-be-signed string | Character string to be signed.

Assuming that the AppSecret is 12345678-1234-1234-1234-123456781234, a
signature similar to the following will be calculated:

cb978df7c06ac242bab1d1b39d697ef7df4806664a6e09d5f5308a6b25043ea2

Step 4: Adding the Signature to the Request Header

Add the signature to the HTTP Authorization header. The Authorization header is

used for identity authentication and not included in the signed headers.

The pseudocode is as follows:
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Authorization header creation pseudocode:
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

There is no comma before the algorithm and Access. SignedHeaders and
Signature must be separated with commas.

The signed headers are as follows:

Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-
sdk-date, Signature=cb978df7c06ac242bab1d1b39d697ef7df4806664a6e09d5f5308a6b25043ea2

After obtaining the signed message headers, add them to the original HTTP
request header with the Authorization and x-Authorization parameters. The
request is sent to APl Gateway for identity authentication. If the identity
authentication is successful, the request is sent to the corresponding backend
service for processing.
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