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Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
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https://securitybulletin.huawei.com/enterprise/en/security-advisory
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Solution Overview

Application Scenarios

Based on Cloud Search Service (CSS), this solution synchronizes MySQL data to
CSS in real time. CSS provides stable, low-latency, high-concurrency, and scalable
query performance, as well as excellent multi-dimensional query analysis and full-
text search capabilities. This solution is applicable to operation departments of e-
commerce and logistics to query and analyze offering orders and logistics
information from multiple dimensions.

Solution Architecture

This solution helps you deploy the CSS-based SQL acceleration solution with just a
few clicks and quickly complete basic configurations for Relational Database
Service (RDS), Data Replication Service (DRS), and CSS.

o

Huawei Cloud

Write Synchronize Query )
@ i @ . data I

Data Re| Ilcat\cm Service
Business system RDS for MySQL P Cloud Seggcsh Service User

To use this solution, you need to:

e Create an RDS for MySQL or GaussDB(for MySQL) database to store your
service data.

Issue 1.0.0 (2025-07-30) Copyright © Huawei Technologies Co., Ltd.


https://www.huaweicloud.com/intl/en-us/product/gaussdbformysql.html

Solution
CSS-based SQL Acceleration 1 Solution Overview

e Synchronize RDS data to CSS in real time.

e Create a CSS cluster. CSS is a fully hosted, distributed search service powered
by open-source Elasticsearch. It provides high-concurrency and low-latency
query and analysis capabilities.

Advantages
e Ease of use

This solution is out-of-the-box. You can use DRS to synchronize data in real
time without coding or data synchronization tasks.

e High performance

With the industry-leading vector retrieval engine and composite index
capability of CSS, this solution can support full-text retrieval and random
multi-dimensional analysis in ad-hoc scenarios.

e Capability expansion

CSS improves database concurrency, scale-out capability, and complex query
(full-text search, fuzzy search, and random multi-dimensional analysis)
satisfaction.

Constraints

e Before deploying this solution, you have registered an account with access to
the target region.
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Resource Planning and Costs

This solution deploys the resources listed in the following table. The costs are only
estimates and may differ from the final prices. For details, see Price Calculator.

Table 2-1 Resource planning and costs

Product Configuration Example Estimated
Fee/Month
RDS for MySQL Pay-per-use: $0.27 USD/hour $0.27
e Region: AP-Singapore USD*24"30=
- $194.4 USD
e Billing Mode: Pay-per-use
e DB Engine: MySQL
e DB Engine Version: 5.7
e DB Instance Type: Primary/Standby
e Storage: Cloud SSD 100 GB
e DB Instance Class: General-purpose
2 vCPUs | 8 GB
e Quantity: 1
Data Replication Service | Pay-per-use: $0.38 USD/hour $0.38 USD/
(DRS) e Region: AP-Singapore hour
e Billing Mode: Pay-per-use (Thte'speaflc
cost is
e Task Type: Data Synchronization estimated
e Data Flow: Out of the cloud based on
e Source DB Engine: MySQL Elhi actual
R . ata
e Destination DB Engine: CSS/ES transmission
e Network Type: VPC volume.)
e Specifications: Medium

Issue 1.0.0 (2025-07-30)
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Product Configuration Example Estimated
Fee/Month
Cloud Search Service Pay-per-use: $0.86 USD $0.86
(CSS) e Region: AP-Singapore USD*24*30=
- $619.2 USD
e Billing Mode: Pay-per-use
e Type: Elasticsearch
e Version: 7.9.3
e Quantity: 3
e Node Specifications: ess.spec-4u8g
4 vCPUs | 8 GB
e Storage Type: Ultra-high 1/O
e Storage Capacity: 100 GB
Total — $813.6 USD
+ Data
transfer
configuratio
n fee (0.38
USD/GB)
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Procedures

3.1 Preparations

3.2 Quick Deployment
3.3 Getting Started

3.4 Quick Uninstallation

3.1 Preparations

Creating the rf_admin_trust Agency

Step 1 Log in to Huawei Cloud official website, open the console, move your cursor over
the account name, and choose Identity and Access Management.

Figure 3-1 Console

% HuawI cLouD
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Figure 3-2 Identity and Access Management

@p Int-English

Information

Security Settings

My Credentials

dentity and Ac Management
Switch Role

Tag Management

Operation Log

Log Out

Step 2 Choose Agencies and then search for the rf_admin_trust agency in the right
pane.

Figure 3-3 Agencies

Agencies @

vvvvvvvv

e If the agency is found, skip the following steps.
e If the agency is not found, perform the following steps.
Step 3 Click Create Agency in the upper right corner of the page. On the displayed page,

enter rf_admin_trust for Agency Name, select Cloud service for Agency Type,
enter RFS for Cloud Service, and click Next.
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Figure 3-4 Create Agency

Agencies | Create Agency

# Agency Mame rf_admin_frust

* Agency Type Account
Delegate another HUAWEI CLOUD account to perform operations on your resour

(®) Cloud service

[=]
[1+]
w

)elegate a cloud service to access your resources in other cloud services.

# Cloud Service RFS -
# Validity Period Unlimited -
Description
0/255
Next Cancel

Step 4 Search for Tenant Administrator, select it in the search results, and click Next.

Figure 3-5 Select Policy/Role
@ sekct PoicyRote 3) select Scope A

Al poiciesioes « | [ Ansenices | | Tenant Asmistrator x Q

Type

System-defined polcy

System-defined roe

Step 5 Select All resources and click OK.

Figure 3-6 Select Scope

< Authorize Agency

-:i:- Select Policy/Role e Select Scope 3 ) Finish

0 The follewing are recommended scopes for the permissions you selecied. Select the desired scope requiring minimum authorization.

Scope

(@) Allresources

ers will be able to use all resources, including those in enlerprise projecis, region-specific projects, and global services under your account based on assigned permissions

Show More

Step 6 Check that the rf_admin_trust agency is displayed in the agency list.
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Figure 3-7 Agencies

Agencies.

--—-End

3.2 Quick Deployment

®

Account

This section describes how to automatically deploy the CSS-based SQL
acceleration solution.

Table 3-1 Parameter description

Parameter

Type

Man
dator

y

Description

Default Value

vpc_name

string

Yes

VPC name. This
template uses a newly
created VPC and the
VPC name must be
unique. The name
contains 1 to 64
characters, including
letters, digits,
underscores (),
hyphens (-), and
periods (.).

search_acceleration_
based_css_new_vpc_
demo

security_gro
up_name

string

Yes

Security group name.
This template uses a
newly created security
group. For details about
how to modify a
security group rule, see
(Optional) Modifying
Security Group Rules.
The name contains 1 to
64 characters, including
letters, digits,
underscores (),
hyphens (-), and
periods (.).

search_acceleration_
based_css_new_vpc_
demo
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CSs_name

string

Yes

CSS cluster name. The
value contains 4 to 32
characters, including
digits, letters, hyphens
(-), and underscores
(1), and must start with
a letter.

search_css_new_vpc

_demo

css_flavor

string

Yes

CSS cluster
specifications. For
details about how to
configure specifications,
see CSS Node
Specifications.

ess.spec-4u8g

css_password | string

Yes

CSS password. Value
range: 8 to 32
characters, including at
least three types of the
following characters:
uppercase letters,
lowercase letters, digits,
and special characters.
The following special
characters are allowed:
~l@H#SWAY - =
+?2,() &

Left blank

rds_name

string

Yes

RDS database name.
The value contains 4 to
64 characters and must
start with a letter. It is
case sensitive and can
contain letters, digits,
hyphens (-), and
underscores (). Other
special characters are
not allowed.

search_acceleration_
based_css_new_vpc_
demo

rds_flavor

string

Yes

RDS specifications. For
details about how to
configure specifications,
see RDS for MySQL
Instance Classes.

rds.mysqgl.n1.large.4.
ha
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rds_passwor | string Yes

RDS password. Value

Left blank

d

range: 8 to 32
characters, including at
least three types of the
following characters:
uppercase letters,
lowercase letters, digits,
and special characters.
The following special
characters are allowed:
~IT@HBESWAT - =
+?2,() &

Step 1 Log in to Huawei Cloud Solution Best Practices and choose CSS-based SQL

Acceleration. Click Deploy Now to switch to the Create Stack page.

Figure 3-8 Deploying the solution

Solution Architecture

This solution helps you deploy the CSS-based SQL acceleration solution with just a few clicks and quickly complete basic configurations for Relational Database Service (RDS),
Data Replication Service (DRS), and CSS.

CSS-based SQL Acceleration

Version: 1.0.0

Last Updated: April 2023
Built By: Huawei Cloud

Time Required for Deployment: About 5 minutes

Time Required for Uninstallation: About 5 minutes
Estimated Cost ¥
. View Source Code
o . Synchronize \)‘\ Query I
L‘ \ [ J data data A
-1 9 . *Q J (
= N ~5 P View Deployment Guide
Data Replication Service | | Cloud Search Service N
RDS for MySQL (DRS) (css) User

Deploy

Step 2 On the Select Template page, click Next.
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Figure 3-9 Selecting a template

@ soiect Tompito (@) contiuro Paramoters @) Confour Stack (@ contim Contgurations

URL Upload Tempiate

@ RFS only uses e data you upload for resource management. Your emplate wil not be encrypted. KMS and DEW are recommended for encryption ofsensitive variables. Curenty, the RFS console can automalicaly use KMS 1o encrypt your sensiive variabes.

Step 3 On the Configure Parameters page, enter a stack name, configure parameters
according to Table 3-1, and click Next.

Figure 3-10 Configure parameters

) ekt Tempiate ——— @) ® @ co

Configure Parameters

secuy_roup_rame

e

e

y— (<}
R

o ton e en o - Ros dtavssa e Jrpop— . s ), oo o

1o sor P - <ong oL ——

Step 4 On the Configure Stack page, select the rf_admin_trust agency and click Next.
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Figure 3-11 Configure Stack

P

Previous -uexl I

Step 5 On the Confirm Configurations page, confirm the configurations and click Create
Execution Plan.

Figure 3-12 Confirming the configurations

< Create Stack
7) Saloct Tompiate ors ( onfi fons
0 ~s harg he estmatad pri

Stack Settings

Estimated fee: You can obtain the estmated foe afer creating an execufion pan (Fee of charge).

Step 6 In the displayed Create Execution Plan dialog box, enter an execution plan name
and click OK.
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Figure 3-13 Creating an execution plan

Create Execution Plan

« Before deploying a stack, you can create an execution plan to preview the stack
information and check its configurations to evaluate the impact on running
resources.

« RFSis free of charge, but the resources in the stack are not. After the execution
plan is created, a stack (occupies the stack quota) for which no resource is
enabled is generated, and the estimated price is displayed in the execution plan
details.

# Execution Plan Mame executionPlan_20230320_1120_sfix

Description

Step 7 Wait until the status of the execution plan changes to Available and click Deploy
in the Operation column. In the displayed dialog box, click Execute.

Figure 3-14 Execution plan

nnnnnnnn
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Figure 3-15 Confirming the execution plan

Execution Plan

Are you sure you want to execute the plan?
Execution Plan Name Status Created '
executionPlan_20230320_112._. Available 202300320 11:21:23 GMT+035. .
. After the plan is executed, the stack is updated accordingly, and resources in the

template are enabled, which may incur fees based on resource payment |
requirements.

Step 8 Click the Events tab and check whether the message "Apply required resource
success" is displayed. If so, the solution is successfully deployed.

Figure 3-16 Solution deployed

< search_acceleration_bas...

Delete Update Template/Parameter | | C
Basicinomaton Resources  Ouputs _Events _ Tenpiae  Exccuton Flans
Resour. v Q| |C
Time 1= e ¥ Description Resource NamerType Associated Resource ID
0423 104038 T-nec0 09 [ —
0423 104033 G080 - o conptl Rsrcs: 8 2000, 0 carge, 0 sy
. R huaweicloud_css_clstocs._luster reation compet fe 118 [d-35c1B045 H10c Abe 296 s custr i
0423 104033 GT-080 ot Caoe Duevicoud o 5218045210 o280 SoceTERO
s st
2030423 104025 0800 F— (PP RE P T———— b -
20230423 104015 GHT08 00 oo nprogess o5 str 5 st Sacrsing (12005 s e -
azs42: 04005 o280 reaoninpagress ot cs_custr s st Sl et (12n50s el -
azs42: 10398 GuTeae 0 - s cs_custr s st Sl g (1240 el -
s custer
20230423 103840 ouT-0800 S — ot 5ot 5 et S et 12130 s = -
202310423 10:39.36 GHT+08.00 Creation n Progress s ouster
2023/04/23 10:39:26 GMT+08:00 Creation In oS cluster

0 ] o is < fl2 2 45 oo >

--—-End
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3.3 Getting Started

(Optional) Modifying Security Group Rules

NOTICE

e This solution uses port 3306 to access the database. By default, the VPC subnet
created in this solution allows access from port 3306. Configure an IP address
whitelist by referring to Modifying a Security Group Rule.

A security group is a collection of access control rules for cloud resources, such as
cloud servers, containers, and databases, to control inbound and outbound traffic.
Cloud resources associated with the same security group have the same security
requirements and are mutually trusted within a VPC.

You can modify the security group policy, for example, by adding, modifying, or
deleting a TCP port, as follows:

e Adding a security group rule: Add an inbound rule and enable a TCP port if
needed.

e Modifying a security group rule: Inappropriate security group settings can be
a serious security risk. You can modify security group rules to ensure the
network security of your ECSs.

e Deleting a security group rule: If the source or destination IP address of an
inbound or outbound security group rule changes, or a port does not need to
be enabled, you can delete the security group rule.

Synchronizing Data

After the deployment is complete, the MySQL database and CSS cluster are
automatically created. This section describes how to configure DRS to synchronize
data.

Step 1 Log in to the DRS console, choose Data Synchronization Management from the
navigation pane, and click Create Synchronization Task.

Figure 3-17 DRS console

DRs Data Synchronization Management & @ Feedback
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Step 2 Configure the synchronization instance. Select Out of the cloud for Data Flow,
MySQL for Source DB Engine, CSS/ES for Destination DB Engine, VPC for
Network Type, select the corresponding MySQL instance name, and select the
subnet where the instance to be synchronized resides. Click Create Now.

Figure 3-18 Synchronization Instance Details

< Create Synchronization Task @

Synchronization Instance Details @

|

Step 3 After the synchronization instance is created, configure the source and destination
databases, enter the MySQL database username (root) and password (set during
solution deployment), and click Test Connection. Enter the connection IP address
of the CSS cluster automatically deployed in the solution (as shown in Figure
3-20), username (admin), and password (set during solution deployment), and
click Test Connection. Click Next.

/A\ CAUTION

If the connection fails, check the security group and whitelist as prompted.

Figure 3-19 Configuring the source and destination databases

< Edit Synchronization Task @

Destination Database

pre $0.38USDmowr ® T e m
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Figure 3-20 Obtaining the connection IP address of the destination database

Clusters ®
des whict P B 4
Name. v Q | | searchbyTag v | | C
Clu
Cluster Status {=  Task Status J= Version Created I= Enterprise Project Private Network Add...  Billing Mode
7102 5
© Avallable - Mar 01,2023 10315, defaul 172.1610.345200.17... | Pay-peruse
clasticsearch

Step 4 Select synchronization objects, click the right arrow, and click Next.

Figure 3-21 Edit Synchronization Task

S— w [ o

Tabe stuctre

e o CSSIES wah e tme 2 - .
e
EN——
Saeto rantsige
® ‘Select Al (o] Select Al
Q Q
cyz-test-databaase database
(]
S
Qe
Free $0.38 USDrnow @ Prvous

Step 5 Select a data processing method as required. This solution instance does not
require data processing. Click Next.

Step 6 Perform a pre-check, wait until the pre-check is complete, and click Next.

Figure 3-22 Performing a pre-check

< Edit Synchronization Task @ I

Check Again

Check ltem Chock Result

Database parameters

? 2 2 7

.....

R

s 2 2 2 3 2

Step 7 Click Submit. Wait until the full synchronization is completed and the incremental
synchronization is started.
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Figure 3-23 Confirming the task

Product Name Configuration

Task Information

DRS-2258

Source Database I

ame: css-demo-ds Destination Database IP Address or Domain Name: 172.16.10.34:9200,172.16.10.45:9200.172.16.10.95.9200

Outof the cloud

dofaut

--—-End

Query Test
This section describes how to use CSS to query data.

Step 1 Log in to CSS console. On the cluster management page, click Kibana in the
Operation of the cluster created in this solution. The Kibana page is displayed.

Figure 3-24 CSS cluster management page
Cious searn Clusters ©

Senvice
Dashboard You can create 17 more node: an use up to 188 VCPU: GB mer 2,528 GB storage capacty.and 385 disks You can also submit a service ticket 1o increase quota Name v Q | seacnbyTeg ¥ | | C

Name/lD = Cluster Status J= Task Status |= Version Created = Enterprise Project Private Network Address  Billng Mode

c © Avaiable - 1 u 1 Pay-per-
a02a0690.7c91-41a1-b21 elastesearcn o0 2023100836, detaul erperuse

W <] st < [

Step 2 Enter the username (admin) and password (set during solution deployment) to
log in to Kibana.
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Figure 3-25 Logging in to Kibana

K Open Distro
o forElasticsearch

Please login to Kibana

If you have forgotten your username or
password, please ask your system administrator

& admin
@ sesssenes

Step 3 Click ~ in the upper left corner and choose Dev Tools.

Figure 3-26 Dev Tools

= '5_; Dev Tools

() Home

Recently viewed e

No recently viewed items

E Kibana e

Discowver
Dashboard
Visualize

SQL Workbench

Management o

Index Management
Stack Management

Security

G]' Dock navigation
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Step 4 On the debugging page of Dev Tools, run a query statement for debugging.
For example: GET t_user_store_info/_search?q=city:"Singapore" #Query all
Singapore merchants in the merchant table.

Figure 3-27 Query result

& Elastic o @

History Settings Help

%/_search]

bRy

If the query result contains Singapore merchants, the query is successful.

--—-End

3.4 Quick Uninstallation

Step 1 Click Delete in the row where the solution stack is.

Figure 3-28 Uninstalling the solution

stacks @

Step 2 Enter Delete and click OK.
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Figure 3-29 Confirming the uninstallation

Delete Stack

Are you sure you want to delete the stack and resources in the stack? Stack and resources cannot
be restored after being deleted. Exercize caution when performing this operation.

Stack Name Status Created

search_acceleration_based_... Deployment . 2023/03/20 16:59:18 GMT+08:00

Enter Delete to delete the stack and resources.

Delete

--—-End
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Appendix

Terms

RDS for MySQL: Quickly deploy and scale RDS for MySQL on the cloud - a
fully managed database service powered by the world's most popular
enterprise-grade open-source relational database system.

Data Replication Service (DRS) is dedicated to helping you migrate your
databases to the cloud with zero downtime. DRS supports migration between
homogenous, heterogeneous, distributed, and sharded databases. With DRS,
you can integrate and transmit data from and to databases, database
warehouses, or various big data services in seconds, giving you a solid
foundation for digital transformation.

Cloud Search Service (CSS) facilitates data-driven O&M and business
operations with a distributed search engine that is based on Elasticsearch, but
fully hosted on Huawei Cloud. Compatible with Elasticsearch APIs, CSS vector
search can help you quickly build Al-based applications involving image
search, recommendation, and semantic search.
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Change History

Table 5-1 Description

Released On Description

2023-04-30 This issue is the first official release.
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