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DR Overview

To prevent service unavailability caused by regional faults, DRS provides disaster
recovery to ensure service continuity. You can easily implement disaster recovery
between on-premises and cloud, without the need to invest a lot in infrastructure
in advance.

The disaster recovery architectures, such as two-site three-data-center and two-
site four-data center, are supported. A primary/standby switchover can be
implemented by promoting a standby node or demoting a primary node in the
disaster recovery scenario.

Figure 1-1 Real-time DR switchover

Promoting the current cloud
database to the primary database

Switching over to Cloud DR database

the DR Instance

________________________

External service database

________________________

Demoting the current cloud
database to the standby database

External DR database Rolling back to the

original primary instance

________________________________________________

Supported Database Types
The following table lists the database types supported by DRS.
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Table 1-1 DR schemes

Service Database

DR Database

Documentation

e On-premises
MySQL databases

e MySQL databases
on an ECS

e MySQL databases
on other clouds

e RDS for MySQL

RDS for MySQL

e From MySQL to MySQL
(Single-Active DR)

e From MySQL to MySQL
(Dual-Active DR)

GaussDB(for MySQL)

From MySQL to GaussDB(for
MySQL) (Single-Active DR)

DDM

DDM

From DDM to DDM (Single-
Active DR)

GaussDB(for MySQL)

GaussDB(for MySQL)

e From GaussDB(for
MySQL) to GaussDB(for
MySQL) (Single-Active
DR)

e From GaussDB(for

MySQL) to GaussDB(for
MySQL) (Dual-Active DR)

Basic Principles of Real-Time Disaster Recovery

DRS uses the real-time replication technology to implement disaster recovery for
two databases. The underlying technical principles are the same as those of real-
time migration. The difference is that real-time DR supports forward
synchronization and backward synchronization. In addition, disaster recovery is
performed on the instance-level, which means that databases and tables cannot

be selected.
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DR Scenarios

2.1 From MySQL to MySQL (Single-Active DR)
Supported Source and Destination Databases

Table 2-1 Supported databases

Service databases DR Database

e On-premises MySQL databases e RDS for MySQL
e MySQL databases on an ECS

e MySQL databases on other clouds
e RDS for MySQL

Database Account Permission Requirements

To start a DR task, the service and DR database users must meet the requirements
in the following table. Different types of DR tasks require different permissions.
For details, see Table 2-2. DRS automatically checks the database account
permissions in the pre-check phase and provides handling suggestions.
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Table 2-2 Database account permission

Type Permission Required

Service The user must have the following permissions:

database SELECT, CREATE, ALTER, DROP, DELETE, INSERT, UPDATE,
user TRIGGER, REFERENCES, SHOW VIEW, EVENT, INDEX, LOCK

TABLES, CREATE VIEW, CREATE ROUTINE, ALTER ROUTINE,
CREATE USER, RELOAD, REPLICATION SLAVE, REPLICATION
CLIENT, and WITH GRANT OPTION. The user root of the RDS for
MySQL instance has the preceding permissions by default. If the
service database version is 8.0.14 to 8.0.18, the
SESSION_VARIABLES_ADMIN permission is required.

DR database | The user must have the following permissions:

user SELECT, CREATE, ALTER, DROP, DELETE, INSERT, UPDATE,
TRIGGER, REFERENCES, SHOW VIEW, EVENT, INDEX, LOCK
TABLES, CREATE VIEW, CREATE ROUTINE, ALTER ROUTINE,
CREATE USER, RELOAD, REPLICATION SLAVE, REPLICATION
CLIENT, and WITH GRANT OPTION. The user root of the RDS for
MySQL instance has the preceding permissions by default. If the
DR database version is 8.0.14 to 8.0.18, the
SESSION_VARIABLES_ADMIN permission is required.

(1 NOTE

e You are advised to create an independent database account for DRS task connection to
prevent task failures caused by database account password modification.

e After changing the account passwords for the service and DR databases, modify the
connection information in the DRS task as soon as possible to prevent automatic retry
after a task failure. Automatic retry will lock the database accounts.

e Table 2-2 lists the minimum permissions required by a DRS task. If you need to migrate
the grant permission through a DRS task, ensure that the connection account of the
DRS task has the corresponding permission. Otherwise, the destination database user
may not be authorized due to grant execution failure. For example, if the connection
account of the DRS task does not require the process permission, but you need to
migrate the process permission through a DRS task, ensure that the connection account
of the DRS task has the process permission.

Prerequisites
e You have logged in to the DRS console.
e Your account balance is greater than or equal to $0 USD.

e  For details about the supported DB types and versions, see Supported
Databases.

e If a subaccount is used to create a DRS task, ensure that an agency has been
added. For details about how to create an agency, see Agency Management.
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Suggestions

/A\ CAUTION

e During the DR initialization, do not perform DDL operations on the service
database. Otherwise, the task may be abnormal.

e During DR initialization, ensure that no data is written to the DR database to
ensure data consistency before and after DR.

e The success of DR depends on environment and manual operations. To ensure
a smooth DR, perform a DR trial before you start the DR task to help you
detect and resolve problems in advance.

e |t is recommended that you start your DR task during off-peak hours to
minimize the impact on your services.

- If the bandwidth is not limited, initialization of DR will increase query
workload of the source database by 50 MB/s and occupy 2 to 4 vCPUs.

- To ensure data consistency, tables without a primary key may be locked
for 3s during disaster recovery.

- The data in the DR process may be locked by other transactions for a
long period of time, resulting in read timeout.

- If DRS concurrently reads data from a database, it will use about 6 to 10
sessions. The impact of the connections on services must be considered.

- If you read a table, especially a large table, during DR, the exclusive lock
on that table may be blocked.

- For more information about the impact of DRS on databases, see What
Is the Impact of DRS on Source and Destination Databases?

e Data-Level Comparison

To obtain accurate comparison results, start data comparison at a specified
time point during off-peak hours. If it is needed, select Start at a specified
time for Comparison Time. Due to slight time difference and continuous
operations on data, data inconsistency may occur, reducing the reliability and
validity of the comparison results.

Precautions

Before creating a DR task, read the following precautions:
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Table 2-3 Precautions

Type

Constraint

Disaster
recovery
objects

e Tables with storage engine different to MyISAM and InnoDB
do not support disaster recovery.

e System tables are not supported.
e Triggers and events do not support disaster recovery.

e Accounts that have operation permissions on customized
objects in the system database cannot be used for disaster
recovery.

e Disaster recovery cannot be configured for a specific service
database.

Service
database
configuratio
n

e The binlog of the MySQL service database must be enabled
and use the row-based format.

e |f the storage space is sufficient, store the service database
binlog for as long as possible. The recommended retention
period is seven days.

- For self-built MySQL databases, you can set the
expire_logs_days parameter to specify the binlog retention
period.

- If the source database is an RDS for MySQL instance, set
the binlog retention period by following the instructions
provided in RDS User Guide.

e The service database username or password cannot be empty.

e server_id in the MySQL service database must be set. If the
service database version is MySQL 5.6 or earlier, the server_id
value ranges from 2 to 4294967296. If the service database is
MySQL 5.7 or later, the server_id value ranges from 1 to
4294967296.

e During disaster recovery, if the session variable
character_set_client is set to binary, some data may include
garbled characters.

e GTID must be enabled for the database.

e The service database name must contain 1 to 64 characters,
including only lowercase letters, digits, hyphens (-), and
underscores ().

e The table name and view name in the service database cannot
contain non-ASClI characters, or the following characters: '<>/\

e |f the expire_logs_days value of the service database is set to
0, the disaster recovery may fail.

e |f tables that have no primary key contain hidden primary
keys in the service database, the DR task may fail or data may
be inconsistent.
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Type Constraint
DR e The DR DB instance is running properly. If the DR DB instance
database is a primary/standby instance, the replication status must also
configuratio be normal.
n

e The DR DB instance must have sufficient storage space.

e The major version of the DR database must be the same as
that of the service database.

e The binlog of the DR database must be enabled and use the
row-based format.

e GTID must be enabled for the DR database.

e Except the MySQL system database, the DR database must be
empty. After a DR task starts, the DR database is set to read-
only.
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Type

Constraint

Precautions

e If the DCC does not support instances with 4 vCPUs and 8 GB
memory or higher instance specifications, the DR task cannot
be created.

e If a physically generated column in a table is generated based
on a time type, the data in the column may be inconsistent.

e Cascade operations cannot be performed on tables with
foreign keys. If the foreign key index of a table is a common
index, the table structure may fail to be created. You are
advised to use a unique index.

e The service database does not support point-in-time recovery
(PITR).

e Binlogs cannot be forcibly deleted. Otherwise, the DR task
fails.

e The service database does not support the reset master or
reset master to command, which may cause DRS task failures
or data inconsistency.

e If the network is reconnected within 30 seconds, disaster
recovery will not be affected. If the network is interrupted for
more than 30 seconds, the DR task will fail.

e Resumable upload is supported, but data may be repeatedly
inserted into a table that does not have a primary key.

e |If there is a DR task in a database, you are not allowed to
create a migration or synchronization task (The database
cannot be used as the source or destination database of the
migration or synchronization task).

e The parameter modification of the service database is not
recorded in logs and is not synchronized to the DR database.
Therefore, you need to modify the parameters after the DR
database is promoted to the primary.

e |f the service database and DR database are RDS for MySQL
instances, tables with TDE enabled cannot be created.

e Before creating a DRS task, if concurrency control rules of SQL
statements are configured for the service or DR database, the
DRS task may fail.

e If a high-privilege user created in an external database is not
supported by RDS for MySQL, the user will not be
synchronized to the DR database, for example, the super user.

e The DR relationship involves only one primary database. If the
external database does not provide the superuser permission,
it cannot be set to read-only when it acts as a standby
database. Ensure that the data of the standby node is
synchronized only from the primary node. Any other write
operations will pollute the data in the standby database, data
conflicts may occur in the DR center and cannot be resolved.

e |f the external database is a standby and read-only database,
only the account with the superuser permission can write data
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Type

Constraint

to that database. But you still need to ensure that data is
written only by this account. Otherwise, the standby database
may be polluted, and data conflicts occur in the DR center and
cannot be resolved.

e During disaster recovery, if the password of the service
database is changed, the DR task will fail. To rectify the fault,
you can correct the service database information on the DRS
console and retry the task to continue disaster recovery.
Generally, you are advised not to modify the preceding
information during disaster recovery.

e |f the service database port is changed during disaster
recovery, the DR task fails. Generally, you are advised not to
modify the service database port during disaster recovery.

e During disaster recovery, if the service database is on an RDS
DB instance that does not belong the current cloud platform,
the IP address cannot be changed. If the service database is an
RDS instance on the current cloud and the DR task fails due to
changes on the IP address, DRS automatically changes the IP
address to the correct one. Then, you can retry the task to
continue disaster recovery. Therefore, changing the IP address
is not recommended.

e During disaster recovery, you can create accounts for the
service database.

e During the DR initialization, do not perform DDL operations
on the source database. Otherwise, the DR task may be
abnormal.

e During disaster recovery initialization, a lot of binlogs are
generated in the DR database, occupying too much storage
space. Therefore, during disaster recovery initialization, only
the latest five binlogs are retained in the DR database by
default. After the disaster recovery initialization is complete,
the retention period of binlogs in the DR database is restored
to the value you configure. If you want to keep the binlog
retention period of the DR database to be the value you
specify due to service requirements, you need to submit a
service ticket. In the upper right corner of the management
console, choose Service Tickets > Create Service Ticket to
submit a service ticket.

e Do not write data to the source database during the primary/
standby switchover. Otherwise, data pollution or table
structure inconsistency may occur, resulting in data
inconsistency between the service database and DR database.

Procedure

Step 1 On the Disaster Recovery Management page, click Create Disaster Recovery

Task.
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Step 2 On the Create Disaster Recovery Instance page, select a region and project,
specify the task name, description, and the DR instance details, and click Create
Now.

e Task information description

Figure 2-1 DR task information

Th system will create vi-al resaurces immediately afer you cick Create Now Virual rasources canrol be macified afe being pt he fask name and description can be modified

Region )
g ons a goqtapicareas sl o 2ceh ot Resouresar regorgeefic and camc b sed arossregons hrcug el ntwork comectons. Forow never afeny and quik estuce aceese, sl the
nezrest region.

Projezt

Tesk Name CRS6131 ®

Desrpton 0]

Table 2-4 Task and recipient description

Parameter Description

Region The region where your service is running. You can change
the region.

Project The project corresponds to the current region and can be
changed.

Task Name The task name must start with a letter and consist of 4 to

50 characters. It can contain only letters, digits, hyphens
(-), and underscores ().

Description The description consists of a maximum of 256 characters
and cannot contain special characters !=<>'&"\

e DR instance information

Figure 2-2 DR instance information

Disaster Recovery Instance Details

Read-only
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Table 2-5 DR instance settings

Parameter

Description

DR Type

Select Single-active.

The DR type can be single-active or dual-active. If Dual-
active is selected, two subtasks are created by default, a
forward DR task and a backward DR task.

NOTE
Only whitelisted users can use dual-active DR. To use this
function, submit a service ticket. In the upper right corner of the
management console, choose Service Tickets > Create Service
Ticket to submit a service ticket.

Disaster
Recovery
Relationship

Select Current cloud as standby. This parameter is
available only when you select Single-active.

By default, Current cloud as standby is selected. You
can also select Current cloud as active.

- Current cloud as standby: The DR database is on the
current cloud.

- Current cloud as active: The service database is on
the current cloud.

Service DB
Engine

Select MySQL.

DR DB Engine

Select MySQL.

Network Type

The public network is used as an example.

Available options: VPN or Direct Connect and Public
network. By default, the value is Public network.

DR DB Instance

RDS DB instance you have created as the destination
database of the DR task.

Disaster
Recovery
Instance Subnet

Select the subnet where the disaster recovery instance is
located. You can also click View Subnet to go to the
network console to view the subnet where the instance
resides.

By default, the DRS instance and the destination DB
instance are in the same subnet. You need to select the
subnet where the DRS instance resides and ensure that
there are available IP addresses. To ensure that the
disaster recovery instance is successfully created, only
subnets with DHCP enabled are displayed.
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Parameter

Description

Destination
Database Access

Select Read-only. This parameter is available only when
you select Single-active.

- During disaster recovery, the entire DR database
instance becomes read-only. To change the DR
database to Read/Write, you can change the DR
database (or destination database) to a service
database by clicking Promote Current Cloud on the
Disaster Recovery Monitoring tab.

- After the DR task is complete, the DR database
changes to Read/Write.

- When the external database functions as the DR
database, the user with the superuser permission can
set the database to read-only.

- If a DRS instance node is rebuilt due to a fault, to
ensure data consistency during the DRS task
restoration, the current cloud standby database is set
to read-only before the task is restored. After the task
is restored, the synchronization relationship recovers.

Specifications

Figure 2-3 Specifications

Specifications

Table 2-6 Specifications

Parameter

Description

Specifications

DRS instance specifications. Different specifications have
different performance upper limits. For details, see Real-
Time DR.

NOTE
DRS allows you to upgrade specifications only for real-time DR
tasks from MySQL to MySQL, from MySQL to GaussDB(for
MySQL), and from GaussDB(for MySQL) to GaussDB(for
MySQL). Task specifications cannot be downgraded. For details,
see Changing Specifications.

AZ

Select the AZ where you want to create the DRS task.
Selecting the one housing the source or destination
database can provide better performance.

Enterprise Project and Tags
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Figure 2-4 Enterprise projects and tags

Enterprise Project

v | C View Project Management (%)

Table 2-7 Enterprise Project and Tags

Parameter

Description

Enterprise
Project

An enterprise project you would like to use to centrally
manage your cloud resources and members. Select an
enterprise project from the drop-down list. The default
project is default.

For more information about enterprise projects, see
Enterprise Management User Guide.

To customize an enterprise project, click Enterprise in
the upper right corner of the console. The Enterprise
Project Management Service page is displayed. For
details, see Creating an Enterprise Project in Enterprise
Management User Guide.

Tags

- Tags a task. This configuration is optional. Adding
tags helps you better identify and manage your tasks.
Each task can have up to 20 tags.

- After a task is created, you can view its tag details on
the Tags tab. For details, see Tag Management.

(11 NOTE

If a task fails to be created, DRS retains the task for three days by default. After three days,
the task automatically stops.

Step 3 On the Configure Source and Destination Databases page, wait until the DR
instance is created. Then, specify source and destination database information and
click Test Connection for both the source and destination databases to check
whether they have been connected to the DR instance. After the connection tests
are successful, select the check box before the agreement and click Next.

Select Current cloud as standby for Disaster Recovery Relationship in Step

2.

Issue 29 (2023-11-30)
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Figure 2-5 Service database information
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Table 2-8 Service database settings

Parameter

Description

Database Type

By default, Self-built on ECS is selected.

The source database can be a Self-built on ECS or an
RDS DB instance. After selecting RDS DB instance,
select the region where the source database resides and
the region cannot be the same as the region where the
destination database resides. The region where the
destination database is located is the region where you
log in to the management console. To use the RDS DB
instance option, submit a service ticket.

IP Address or
Domain Name

The IP address or domain name of the service database.

Port The port of the service database. Range: 1 - 65535
Database The username for accessing the service database.
Username

Database The password for the service database username. You can
Password change the password if necessary. To change the

password, perform the following operation after the task
is created:

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the Connection Information area on the Basic
Information tab, click Modify Connection Details. In the
displayed dialog box, change the password.

Issue 29 (2023-11-30)
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Parameter

Description

SSL Connection

SSL encrypts the connections between the source and
destination databases. If SSL is enabled, upload the SSL
CA root certificate.

NOTE

- The maximum size of a single certificate file that can be
uploaded is 500 KB.

- If SSL is disabled, your data may be at risk.

Region The region where the service DB instance is located. This
parameter is selected by default. This parameter is
available only when the source database is an RDS DB
instance.

DB Instance The name of the service DB instance. This parameter is

Name available only when the source database is an RDS DB
instance.

Database The username for accessing the service database.

Username

Database The password for the service database username.

Password

(1] NOTE

The IP address, domain name, username, and password of the service database are
encrypted and stored in DRS and will be cleared after the task is deleted.

Figure 2-6 DR database information

Destination Database

DE Instance Name

S5L Connection

root

5]

Test Connection Test successful

Table 2-9 DR database settings

Parameter Description
DB Instance The DB instance you selected when creating the DR task
Name and cannot be changed.
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Parameter Description

Database The username for accessing the DR database.
Username

Database The password for the database username. The password
Password can be changed after a task is created.

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the DR Information area on the Basic Information
tab, click Modify Connection Details. In the displayed
dialog box, change the password.

The database username and password are encrypted and
stored in DRS, and will be cleared after the task is
deleted.

SSL Connection

If SSL connection is required, enable SSL on the DR
database, ensure that related parameters have been
correctly configured, and upload an SSL certificate.

NOTE

- The maximum size of a single certificate file that can be
uploaded is 500 KB.

- If SSL is disabled, your data may be at risk.

Select Current cloud as active for Disaster Recovery Relationship in Step 2.

Figure 2-7 Service
Source Database

DE Instance Name
Database Username
Database Password

S5L Connection

Table 2-10 Service

database information

root

©

Test Connection Test successful

database settings

Parameter Description

DB Instance The RDS instance selected when you created the DR task.
Name This parameter cannot be changed.

Database The username for accessing the service database.
Username

Issue 29 (2023-11-30)
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Parameter

Description

Database
Password

The password for the database username. You can
change the password if necessary. To change the
password, perform the following operation after the task
is created:

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the DR Information area on the Basic Information
tab, click Modify Connection Details. In the displayed
dialog box, change the password.

The database username and password are encrypted and
stored in the system and will be cleared after the task is
deleted.

SSL Connection

If SSL connection is required, enable SSL on the service
database, ensure that related parameters have been
correctly configured, and upload an SSL certificate.

NOTE

- The maximum size of a single certificate file that can be
uploaded is 500 KB.

- If SSL is disabled, your data may be at risk.

Figure 2-8 DR database information

Destination Database
Database Type
Region

DB Instance Name

Database Username

Database Password

SSL Connection

Self-built on ECS RDS DB instance
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Table 2-11 DR database settings

Parameter

Description

Database Type

By default, Self-built on ECS is selected.

The destination database can be a Self-built on ECS or
an RDS DB instance. If you select RDS DB instance, you
need to select the region where the destination database
is located. To use the RDS DB instance option, submit a
service ticket.

IP Address or
Domain Name

The IP address or domain name of the DR database.

Port The port of the DR database. Range: 1 - 65535
Region The region where the RDS DB instance is located. This
parameter is available only when the destination
database is an RDS DB instance.
DB Instance DR instance name. This parameter is available only when
Name the destination database is an RDS DB instance.
NOTE
When the DB instance is used as the DR database, it is set to
read-only. After the task is complete, the DB instance can be
readable and writable.
Database Username for logging in to the DR database.
Username
Database Password for the database username.
Password

SSL Connection

If SSL connection is required, enable SSL on the DR
database, ensure that related parameters have been
correctly configured, and upload an SSL certificate.

NOTE

- The maximum size of a single certificate file that can be
uploaded is 500 KB.

- If SSL is disabled, your data may be at risk.

(10 NOTE

The IP address, domain name, username, and password of the DR database are
encrypted and stored in DRS and will be cleared after the task is deleted.

Step 4 On the Configure DR page, specify flow control and click Next.

Figure 2-9 DR settings

Flow Contro Yes

Migrate Definer to User ® Yes (@
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Table 2-12 DR settings

Parameter

Description

Flow
Control

You can choose whether to control the flow.
o Yes

You can customize the maximum DR speed.

In addition, you can set the time range based on your service
requirements. The traffic rate setting usually includes setting of
a rate limiting time period and a traffic rate value. Flow can be
controlled all day or during specific time ranges. The default
value is All day. A maximum of three time ranges can be set,
and they cannot overlap.

The flow rate must be set based on the service scenario and
cannot exceed 9,999 MB/s.

Figure 2-10 Flow control

Flow Control No @
Time Zone GMT+08:00
Time Range : 00 L 00
Flow Limit MB/s{Maximum value: 9,999
@ Add Time Range  You can add 2 more fime ranges.
Migrate Definer to User @ Yes (D No ()

No
The DR speed is not limited and the outbound bandwidth of the
source database is maximally used, which causes read
consumption on the source database accordingly. For example,
if the outbound bandwidth of the source database is 100 MB/s
and 80% bandwidth is used, the 1/O consumption on the source
database is 80 MB/s.
NOTE

- Flow control mode takes effect only in the DR initialization phase.

- You can also change the flow control mode when the task is in the
Configuration state. For details, see Modifying the Flow Control
Mode.
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Parameter | Description

Migrate Indicates whether to migrate the Definers of all source database
Definer to | objects to the destination database user entered during the
User connection test.

e Yes

The Definers of all source database objects will be migrated to
the user. Other users do not have permissions for database
objects unless these users are authorized. For details about
authorization, see How Do | Maintain the Original Service
User Permission System After Definer Is Forcibly Converted
During MySQL Migration?

For example, if the view is CREATE ALGORITHM=UNDEFINED
DEFINER="username’@ %" SQL SECURITY DEFINER VIEW
“test_db’.'view5" AS select 1 AS 1" before migration,

it is converted to CREATE ALGORITHM=UNDEFINED
DEFINER="drsUser @ %  SQL SECURITY DEFINER VIEW
“test_db’.'view5™ AS select 1 AS "1 after the migration.

drsUser indicates the destination database user used for testing
the connection.

e No
The Definers of all source database objects will not be changed.
You need to migrate all accounts and permissions of the source
database in the next step. Note that if the Definer account is
not found in the destination database, unavailable objects will
be created.

For details about Definer, see the MySQL official document.

Step 5 On the Check Task page, check the DR task.

e If any check fails, review the failure cause and rectify the fault. After the fault
is rectified, click Check Again.

For details about how to handle check failures, see Solutions to Failed Check
Items in Data Replication Service User Guide.

Figure 2-11 Pre-check

passed

Passed
Passed

Pasced

Passed
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e If the check is complete and the check success rate is 100%, go to the
Compare Parameter page.

(1] NOTE

You can proceed to the next step only when all checks are successful. If there are any
items that require confirmation, view and confirm the details first before proceeding to
the next step.

Step 6 Compare the parameters.

The parameter comparison function helps you check the consistency of common
parameters and performance parameters between service and DR databases and
show inconsistent values. You can determine whether to use this function based

on service requirements. It mainly ensures that services are not affected after the
DR task is completed.

e This process is optional, so you can click Next to skip the comparison.
e Compare common parameters:

- For common parameters, if the parameters in the service database are
different from those in the DR database, click Save Change to make the
parameters of the DR database be the same as those in the service
database.

Figure 2-12 Modifying common parameters

@ ool REPEATABLEREAD. REPEATABLE-READ Consisten

- Performance parameter values in both the service and DR databases can
be the same or different.

" |f you need to adjust the performance parameters, enter the value in
the Change to column and click Save Change.

"  |f you want to make the performance parameter values of the source
and destination database be the same:

1) Click Use Source Database Value.

DRS automatically makes the DR database values the same as
those of the service database.
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Figure 2-13 One-click modification

{11 NOTE

You can also manually enter the value as required.
2) Click Save Change.

DRS changes the DR database parameter values based on your
settings. After the modification, the comparison results are
automatically updated.

Figure 2-14 One-click modification

,,,,,,,,,

Some parameters in the DR database cannot take effect
immediately, so the comparison result is temporarily
inconsistent. Restart the DR database before the DR task is
started or after the DR task is completed. To minimize the
impact of database restart on your services, restart the DR
database at the scheduled time after the disaster recovery is
complete.

For details about parameter comparison, see Parameters for
Comparison in the Data Replication Service User Guide.

3) Click Next.

Step 7 On the displayed page, specify Start Time, Send Notification, SMN Topic,
Synchronization Delay Threshold, RPO Synchronization Delay Threshold, RTO
Synchronization Delay Threshold, Stop Abnormal Tasks After and DR instance
details. Then, click Submit.
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Figure 2-15 Task startup settings

Start Time Start upon task creation

Send Notifications

Synchronization Delay Threshold(s)

RTO Synchronizal

RPO Synchronization Delay Threshold(s)
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Start at a specified time @
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Table 2-13 Task and recipient description

Parameter

Description

Start Time

Set Start Time to Start upon task creation or Start at a
specified time based on site requirements.
NOTE

Starting a DR task may slightly affect the performance of the service

and DR databases. You are advised to start a DR task during off-peak
hours.

Send
Notifications

SMN topic. This parameter is optional. If an exception occurs
during disaster recovery, the system will send a notification
to the specified recipients.

SMN Topic

This parameter is available only after you enable Send
Notifications and create a topic on the SMN console and add
a subscriber.

For details, see Simple Message Notification User Guide.

Synchronization
Delay Threshold

During disaster recovery, a synchronization delay indicates a
time difference (in seconds) of synchronization between the
service and DR database.

If the synchronization delay exceeds the threshold you
specify, DRS will send alarms to the specified recipients. The
value ranges from 0 to 3,600. To avoid repeated alarms
caused by the fluctuation of delay, an alarm is sent only
after the delay has exceeded the threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.
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Parameter

Description

RTO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the DR
database exceeds the threshold you specify, DRS will notify
specified recipients. The value ranges from 0 to 3,600. To
avoid repeated alarms caused by the fluctuation of delay, an
alarm is sent only after the delay has exceeded the threshold
for six minutes.

NOTE

e Before setting the RTO delay threshold, enable Send
Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RPO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the
service database exceeds the threshold you specify, DRS will
notify specified recipients. The value ranges from 0 to 3,600.
To avoid repeated alarms caused by the fluctuation of delay,
an alarm is sent only after the delay has exceeded the
threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

e In the early stages of an incremental disaster recovery, the
synchronization delay is long because a large quantity of data is
awaiting synchronization. In this case, no notifications will be
sent.

Stop Abnormal
Tasks After

Number of days after which an abnormal task is
automatically stopped. The value must range from 14 to 100.
The default value is 14.

NOTE
e You can set this parameter only for pay-per-use tasks.

e Tasks in the abnormal state are still charged. If tasks remain in
the abnormal state for a long time, they cannot be resumed.
Abnormal tasks run longer than the period you set (unit: day)
will automatically stop to avoid unnecessary fees.

Step 8 After the task is sub
Management page.

e You can view th
Task Statuses.
e You can click C

e By default, DRS
three days, DRS

mitted, view and manage it on the Disaster Recovery

e task status. For more information about task status, see

in the upper-right corner to view the latest task status.

retains a task in the Configuration state for three days. After
automatically deletes background resources, but the task

status remains unchanged. When you reconfigure the task, DRS applies for
resources again.

--—-End
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2.2 From MySQL to GaussDB(for MySQL) (Single-Active

DR)

Supported Source and Destination Databases

Table 2-14 Supported databases

Service Database DR Database

e On-premises MySQL databases e GaussDB(for MySQL)
e MySQL databases on an ECS

e MySQL databases on other clouds
e RDS for MySQL

Database Account Permission Requirements

To start a DR task, the service and DR database users must meet the requirements
in the following table. Different types of DR tasks require different permissions.
For details, see Table 2-15. DRS automatically checks the database account
permissions in the pre-check phase and provides handling suggestions.

Table 2-15 Database account permission

Type

Permission Required

Service
database
user

The user must have the following permissions:

SELECT, CREATE, ALTER, DROP, DELETE, INSERT, UPDATE,
TRIGGER, REFERENCES, SHOW VIEW, EVENT, INDEX, LOCK
TABLES, CREATE VIEW, CREATE ROUTINE, ALTER ROUTINE,
CREATE USER, RELOAD, REPLICATION SLAVE, REPLICATION
CLIENT, and WITH GRANT OPTION

The root account of the RDS for MySQL DB instance has the
preceding permissions by default.

DR database
user

The user must have the following permissions:

SELECT, CREATE, ALTER, DROP, DELETE, INSERT, UPDATE,
TRIGGER, REFERENCES, SHOW VIEW, EVENT, INDEX, LOCK
TABLES, CREATE VIEW, CREATE ROUTINE, ALTER ROUTINE,
CREATE USER, RELOAD, REPLICATION SLAVE, REPLICATION
CLIENT, and WITH GRANT OPTION

The root account of the GaussDB(for MySQL) instance has the
preceding permissions by default.
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(11 NOTE

Prerequisites

Suggestions

e You are advised to create an independent database account for DRS task connection to
prevent task failures caused by database account password modification.

e After changing the account passwords for the service and DR databases, modify the
connection information in the DRS task as soon as possible to prevent automatic retry
after a task failure. Automatic retry will lock the database accounts.

e Table 2-15 lists the minimum permissions required by a DRS task. If you need to
migrate the grant permission through a DRS task, ensure that the connection account of
the DRS task has the corresponding permission. Otherwise, the destination database
user may not be authorized due to grant execution failure. For example, if the
connection account of the DRS task does not require the process permission, but you
need to migrate the process permission through a DRS task, ensure that the connection
account of the DRS task has the process permission.

You have logged in to the DRS console.
Your account balance is greater than or equal to $0 USD.

For details about the supported DB types and versions, see Supported
Databases.

If a subaccount is used to create a DRS task, ensure that an agency has been
added. For details about how to create an agency, see Agency Management.

/\ CAUTION

During the DR initialization, do not perform DDL operations on the service
database. Otherwise, the task may be abnormal.

During DR initialization, ensure that no data is written to the DR database to
ensure data consistency before and after DR.

The success of DR depends on environment and manual operations. To ensure
a smooth DR, perform a DR trial before you start the DR task to help you
detect and resolve problems in advance.

It is recommended that you start your DR task during off-peak hours to
minimize the impact on your services.

- If the bandwidth is not limited, initialization of DR will increase query
workload of the source database by 50 MB/s and occupy 2 to 4 vCPUs.

- To ensure data consistency, tables without a primary key may be locked
for 3s during disaster recovery.

- The data in the DR process may be locked by other transactions for a
long period of time, resulting in read timeout.

- If DRS concurrently reads data from a database, it will use about 6 to 10
sessions. The impact of the connections on services must be considered.

- If you read a table, especially a large table, during DR, the exclusive lock
on that table may be blocked.

- For more information about the impact of DRS on databases, see What
Is the Impact of DRS on Source and Destination Databases?
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e Data-Level Comparison

To obtain accurate comparison results, start data comparison at a specified
time point during off-peak hours. If it is needed, select Start at a specified
time for Comparison Time. Due to slight time difference and continuous
operations on data, data inconsistency may occur, reducing the reliability and
validity of the comparison results.

Precautions

Before creating a DR task, read the following precautions:

Table 2-16 Precautions

Type Restrictions

Disaster e Tables with storage engine different to MyISAM and InnoDB
recovery do not support disaster recovery.

objects e System tables are not supported.

e Triggers and events do not support disaster recovery.

e Accounts that have operation permissions on customized
objects in the system database cannot be used for disaster
recovery.

e Disaster recovery cannot be configured for a specific service
database.
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Type Restrictions

Service e The binlog of the MySQL service database must be enabled
database and use the row-based format.

configuratio
n

e If the storage space is sufficient, store the service database
binlog for as long as possible. The recommended retention
period is seven days.

- For self-built MySQL databases, you can set the
expire_logs_days parameter to specify the binlog retention
period.

- If the source database is an RDS for MySQL instance, set
the binlog retention period by following the instructions
provided in RDS User Guide.

e The service database username or password cannot be empty.

e server-id in the MySQL service database must be set. If the
service database version is MySQL 5.6 or earlier, the server-id
value ranges from 2 to 4294967296. If the service database is
MySQL 5.7 or later, the server-id value ranges from 1 to
4294967296.

e During disaster recovery, if the session variable
character_set_client is set to binary, some data may include
garbled characters.

e GTID must be enabled for the database.

e The service database name must contain 1 to 64 characters,
including only lowercase letters, digits, hyphens (-), and
underscores ().

e The table name and view name in the service database cannot
contain non-ASCII characters, or the following characters: '<>/\

e If the expire_logs_days value of the service database is set to
0, the disaster recovery may fail.

e |f tables that have no primary key contain hidden primary
keys in the service database, the DR task may fail or data may
be inconsistent.

DR e The DR DB instance is running properly. If the DR DB instance
database is a primary/standby instance, the replication status must also
configuratio be normal.

n e The DR DB instance must have sufficient storage space.

e The binlog of the DR database must be enabled and use the
row-based format.

e GTID must be enabled for the DR database.

e The DR DB instance cannot contain any service databases
except the system database.
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Type

Restrictions

Precautions

e The parameter modification of the service database is not
recorded in logs and is not synchronized to the DR database.
Therefore, you need to modify the parameters after the DR
database is promoted to the primary.

e If a high-privilege user created in an external database is not
supported by RDS for MySQL, the user will not be
synchronized to the DR database, for example, the super user.

e If a physically generated column in a table is generated based
on a time type, the data in the column may be inconsistent.

e (Cascade operations cannot be performed on tables with
foreign keys. If the foreign key index of a table is a common
index, the table structure may fail to be created. You are
advised to use a unique index.

e The service database does not support point-in-time recovery
(PITR).

e Binlogs cannot be forcibly deleted. Otherwise, the DR task
fails.

e The service database does not support the reset master or
reset master to command, which may cause DRS task failures
or data inconsistency.

e If the network is reconnected within 30 seconds, disaster
recovery will not be affected. If the network is interrupted for
more than 30 seconds, the DR task will fail.

e [f the DCC does not support instances with 4 vCPUs and 8 GB
memory or higher instance specifications, the DR task cannot
be created.

e Resumable upload is supported, but data may be repeatedly
inserted into a table that does not have a primary key.

e |If there is a DR task in a database, you are not allowed to
create a migration or synchronization task (The database
cannot be used as the source or destination database of the
migration or synchronization task).

e The DR relationship involves only one primary database. If the
external database does not provide the superuser permission,
it cannot be set to read-only when it acts as a standby
database. Ensure that the data of the standby node is
synchronized only from the primary node. Any other write
operations will pollute the data in the standby database, data
conflicts occur in the DR center and cannot be resolved.

e [f the external database is a standby and read-only database,
only the account with the superuser permission can write data
to that database. But you still need to ensure that data is
written only by this account. Otherwise, the standby database
may be polluted, and data conflicts occur in the DR center and
cannot be resolved.

e When DR occurs between an earlier version database and a
later version database, service activities must be compatible
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Type

Restrictions

with both the earlier version and the later version. Otherwise,
the DR may fail.

If the service database is an RDS for MySQL instance, tables
encrypted using Transparent Data Encryption (TDE) cannot be
synchronized.

Before creating a DRS task, if concurrency control rules of SQL
statements are configured for the service or DR database, the
DRS task may fail.

During disaster recovery, if the password of the service
database is changed, the DR task will fail. To rectify the fault,
you can correct the service database information on the DRS
console and retry the task to continue disaster recovery.
Generally, you are advised not to modify the preceding
information during disaster recovery.

If the service database port is changed during disaster
recovery, the DR task fails. Generally, you are advised not to
modify the service database port during disaster recovery.

During disaster recovery, if the service database is on an RDS
DB instance that does not belong the current cloud platform,
the IP address cannot be changed. If the service database is an
RDS DB instance on the current cloud and the DR task fails
due to changes on the IP address, DRS automatically changes
the IP address to the correct one. Then, you can retry the task
to continue disaster recovery. Therefore, changing the IP
address is not recommended.

During disaster recovery, you can create accounts for the
service database.

During the DR initialization, do not perform DDL operations
on the source database. Otherwise, the DR task may be
abnormal.

Do not write data to the source database during the primary/
standby switchover. Otherwise, data pollution or table
structure inconsistency may occur, resulting in data
inconsistency between the service database and DR database.

Procedure

Step 1 On the Disaster Recovery Management page, click Create Disaster Recovery

Task.

Step 2 On the Create Disaster Recovery Instance page, select a region and project,
specify the task name, description, and the DR instance details, and click Create

Now.

e Task information description
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Figure 2-16 DR task information
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Table 2-17 Task and recipient description

Parameter

Description

Region

The region where your service is running. You can change
the region.

Project

The project corresponds to the current region and can be
changed.

Task Name

The task name must start with a letter and consist of 4 to
50 characters. It can contain only letters, digits, hyphens
(-), and underscores ().

Description

The description consists of a maximum of 256 characters
and cannot contain special characters !=<>'&"\

e DR instance information

Figure 2-17 DR instance information

Disaster Recovery Instance Details

Issue 29 (2023-11-30) Copyright © Huawei Technologies Co., Ltd. 31




Data Replication Service
Real-Time Disaster Recovery

2 DR Scenarios

Table 2-18 DR instance settings

Parameter

Description

DR Type

Select Single-active.

The DR type can be single-active or dual-active. If Dual-
active is selected, two subtasks are created by default, a
forward DR task and a backward DR task.

NOTE
Only whitelisted users can use dual-active DR. To use this
function, submit a service ticket. In the upper right corner of the
management console, choose Service Tickets > Create Service
Ticket to submit a service ticket.

Disaster
Recovery
Relationship

Select Current cloud as standby. This parameter is
available only when you select Single-active.

By default, Current cloud as standby is selected. You
can also select Current cloud as active.

- Current cloud as standby: The DR database is on the
current cloud.

- Current cloud as active: The service database is on
the current cloud.

Service DB
Engine

Select MySQL.

DR DB Engine

Select GaussDB(for MySQL).

Network Type

The public network is used as an example.

Available options: VPN or Direct Connect and Public
network. By default, the value is Public network.

DR DB Instance

GaussDB(for MySQL) instance you have created as the
destination database of the DR task.

Disaster
Recovery
Instance Subnet

Select the subnet where the disaster recovery instance is
located. You can also click View Subnet to go to the
network console to view the subnet where the instance
resides.

By default, the DRS instance and the destination DB
instance are in the same subnet. You need to select the
subnet where the DRS instance resides and ensure that
there are available IP addresses. To ensure that the
disaster recovery instance is successfully created, only
subnets with DHCP enabled are displayed.
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Parameter

Description

Destination
Database Access

Select Read-only. This parameter is available only when
you select Single-active.

- During disaster recovery, the entire DR database
instance becomes read-only. To change the DR
database to Read/Write, you can change the DR
database (or destination database) to a service
database by clicking Promote Current Cloud on the
Disaster Recovery Monitoring tab.

- After the DR task is complete, the DR database
changes to Read/Write.

- When the external database functions as the DR
database, the user with the superuser permission can
set the database to read-only.

- If a DRS instance node is rebuilt due to a fault, to
ensure data consistency during the DRS task
restoration, the current cloud standby database is set
to read-only before the task is restored. After the task
is restored, the synchronization relationship recovers.

Specifications

Figure 2-18 Specifications

Specifications

Table 2-19 Specifications

Parameter

Description

Specifications

DRS instance specifications. Different specifications have
different performance upper limits. For details, see Real-
Time DR.

NOTE
DRS allows you to upgrade specifications only for real-time DR
tasks from MySQL to MySQL, from MySQL to GaussDB(for
MySQL), and from GaussDB(for MySQL) to GaussDB(for
MySQL). Task specifications cannot be downgraded. For details,
see Changing Specifications.

AZ

Select the AZ where you want to create the DRS task.
Selecting the one housing the source or destination
database can provide better performance.

Enterprise Project and Tags
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Figure 2-19 Enterprise projects and tags

Enterprise Project

v | C View Project Management (3)

Table 2-20 Enterprise Project and Tags

Parameter

Description

Enterprise
Project

An enterprise project you would like to use to centrally
manage your cloud resources and members. Select an
enterprise project from the drop-down list. The default
project is default.

For more information about enterprise projects, see
Enterprise Management User Guide.

To customize an enterprise project, click Enterprise in
the upper right corner of the console. The Enterprise
Project Management Service page is displayed. For
details, see Creating an Enterprise Project in Enterprise
Management User Guide.

Tags

- Tags a task. This configuration is optional. Adding
tags helps you better identify and manage your tasks.
Each task can have up to 20 tags.

- After a task is created, you can view its tag details on
the Tags tab. For details, see Tag Management.

(11 NOTE

If a task fails to be created, DRS retains the task for three days by default. After three days,
the task automatically stops.

Step 3 On the Configure Source and Destination Databases page, wait until the DR
instance is created. Then, specify source and destination database information and
click Test Connection for both the source and destination databases to check
whether they have been connected to the DR instance. After the connection tests
are successful, select the check box before the agreement and click Next.
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Figure 2-20 Service database information
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Table 2-21 Service database settings

Parameter

Description

Database Type

By default, Self-built on ECS is selected.

The source database can be a Self-built on ECS or an RDS
DB instance. After selecting RDS DB instance, select the
region where the source database resides and the region
cannot be the same as the region where the destination
database resides. The region where the destination database
is located is the region where you log in to the management
console. To use the RDS DB instance option, submit a
service ticket.

IP Address or
Domain Name

The IP address or domain name of the service database.

Port The port of the service database. Range: 1 - 65535
Database The username for accessing the service database.
Username

Database The password for the service database username. You can
Password change the password if necessary. To change the password,

perform the following operation after the task is created:

If the task is in the Starting, Initializing, Disaster recovery
in progress, or Disaster recovery failed status, in the
Connection Information area on the Basic Information tab,
click Modify Connection Details. In the displayed dialog
box, change the password.
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Parameter Description

SSL Connection | SSL encrypts the connections between the source and
destination databases. If SSL is enabled, upload the SSL CA
root certificate.

NOTE

e The maximum size of a single certificate file that can be
uploaded is 500 KB.

e |f SSL is disabled, your data may be at risk.

Region The region where the service DB instance is located. This
parameter is selected by default. This parameter is available
only when the source database is an RDS DB instance.

DB Instance The name of the service DB instance. This parameter is

Name available only when the source database is an RDS DB
instance.

Database The username for accessing the service database.

Username

Database The password for the service database username.

Password

{1 NOTE

The IP address, domain name, username, and password of the service database are
encrypted and stored in DRS and will be cleared after the task is deleted.

Figure 2-21 DR database information

Destination Database
DB Instance Name
Database Username root

Database Password

Test Connection Test successful
Table 2-22 DR database settings
Parameter Description
DB Instance The GaussDB(for MySQL) instance you selected when
Name creating the DR task. This parameter cannot be changed.
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Parameter

Description

Database
Username

The username for accessing the DR database.

Database
Password

The password for the database username. The password can
be changed after a task is created.

If the task is in the Starting, Initializing, Disaster recovery
in progress, or Disaster recovery failed status, in the
Connection Information area on the Basic Information tab
click Modify Connection Details. In the displayed dialog
box, change the password.

The database username and password are encrypted and
stored in DRS, and will be cleared after the task is deleted.

7

Step 4 On the Configure DR page, specify flow control and click Next.

Figure 2-22 DR settings
Flow Control Yes n @
Migrate Definer to User ® Yes (3 No (3
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Table 2-23 DR settings

Parameter

Description

Flow
Control

You can choose whether to control the flow.
o Yes

You can customize the maximum DR speed.

In addition, you can set the time range based on your service
requirements. The traffic rate setting usually includes setting of
a rate limiting time period and a traffic rate value. Flow can be
controlled all day or during specific time ranges. The default
value is All day. A maximum of three time ranges can be set,
and they cannot overlap.

The flow rate must be set based on the service scenario and
cannot exceed 9,999 MB/s.

Figure 2-23 Flow control

Flow Control No @
Time Zone GMT+08:00
Time Range : 00 L 00
Flow Limit MB/s{Maximum value: 9,999
@ Add Time Range  You can add 2 more fime ranges.
Migrate Definer to User @ Yes (D No ()

No
The DR speed is not limited and the outbound bandwidth of the
source database is maximally used, which causes read
consumption on the source database accordingly. For example,
if the outbound bandwidth of the source database is 100 MB/s
and 80% bandwidth is used, the 1/O consumption on the source
database is 80 MB/s.
NOTE

- Flow control mode takes effect only in the DR initialization phase.

- You can also change the flow control mode when the task is in the
Configuration state. For details, see Modifying the Flow Control
Mode.
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Parameter | Description

Migrate Indicates whether to migrate the Definers of all source database
Definer to | objects to the destination database user entered during the
User connection test.

e Yes

The Definers of all source database objects will be migrated to
the user. Other users do not have permissions for database
objects unless these users are authorized. For details about
authorization, see How Do | Maintain the Original Service
User Permission System After Definer Is Forcibly Converted
During MySQL Migration?

For example, if the view is CREATE ALGORITHM=UNDEFINED
DEFINER="username’@ %" SQL SECURITY DEFINER VIEW
“test_db’.'view5" AS select 1 AS 1" before migration,

it is converted to CREATE ALGORITHM=UNDEFINED
DEFINER="drsUser @ %  SQL SECURITY DEFINER VIEW
“test_db’.'view5™ AS select 1 AS "1 after the migration.

drsUser indicates the destination database user used for testing
the connection.

e No
The Definers of all source database objects will not be changed.
You need to migrate all accounts and permissions of the source
database in the next step. Note that if the Definer account is
not found in the destination database, unavailable objects will
be created.

For details about Definer, see the MySQL official document.

Step 5 On the Check Task page, check the DR task.

e If any check fails, review the failure cause and rectify the fault. After the fault
is rectified, click Check Again.

For details about how to handle check failures, see Solutions to Failed Check
Items in Data Replication Service User Guide.

Figure 2-24 Pre-check

Passed

Passed

Passed

Issue 29 (2023-11-30) Copyright © Huawei Technologies Co., Ltd. 39


https://support.huaweicloud.com/intl/en-us/drs_faq/drs_16_0003.html
https://support.huaweicloud.com/intl/en-us/drs_faq/drs_16_0003.html
https://support.huaweicloud.com/intl/en-us/drs_faq/drs_16_0003.html
https://dev.mysql.com/doc/refman/8.0/en/stored-objects-security.html
https://support.huaweicloud.com/intl/en-us/trouble-drs/drs_11_0001.html
https://support.huaweicloud.com/intl/en-us/trouble-drs/drs_11_0001.html

Data Replication Service
Real-Time Disaster Recovery

2 DR Scenarios

e If the check is complete and the check success rate is 100%, click Next.

(11 NOTE

You can proceed to the next step only when all checks are successful. If there are any
items that require confirmation, view and confirm the details first before proceeding to

the next step.

Step 6 On the displayed page, specify Start Time, Send Notification, SMN Topic,
Synchronization Delay Threshold, RPO Synchronization Delay Threshold, RTO
Synchronization Delay Threshold, Stop Abnormal Tasks After and DR instance

details. Then, click Submit.

Figure 2-25 Task startup settings

Start at a specified time @

send Notifications

@ e

AN Topic
synchronization Delay Threshold(s)
RTO Synchronization Delay Threshold(s)

RPO Synchronization Delay Threshold(s)

Stop Abnormal Tasks After

Table 2-24 Task and recipient description

Parameter

Description

Start Time

Set Start Time to Start upon task creation or Start at a
specified time based on site requirements.
NOTE

Starting a DR task may slightly affect the performance of the service

and DR databases. You are advised to start a DR task during off-peak
hours.

Send
Notifications

SMN topic. This parameter is optional. If an exception occurs
during disaster recovery, the system will send a notification
to the specified recipients.

SMN Topic

This parameter is available only after you enable Send
Notifications and create a topic on the SMN console and add
a subscriber.

For details, see Simple Message Notification User Guide.
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Parameter

Description

Synchronization
Delay Threshold

During disaster recovery, a synchronization delay indicates a
time difference (in seconds) of synchronization between the
service and DR database.

If the synchronization delay exceeds the threshold you
specify, DRS will send alarms to the specified recipients. The
value ranges from 0 to 3,600. To avoid repeated alarms
caused by the fluctuation of delay, an alarm is sent only
after the delay has exceeded the threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RTO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the DR
database exceeds the threshold you specify, DRS will notify
specified recipients. The value ranges from 0 to 3,600. To
avoid repeated alarms caused by the fluctuation of delay, an
alarm is sent only after the delay has exceeded the threshold
for six minutes.

NOTE

e Before setting the RTO delay threshold, enable Send
Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RPO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the
service database exceeds the threshold you specify, DRS will
notify specified recipients. The value ranges from 0 to 3,600.
To avoid repeated alarms caused by the fluctuation of delay,
an alarm is sent only after the delay has exceeded the
threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

e In the early stages of an incremental disaster recovery, the
synchronization delay is long because a large quantity of data is
awaiting synchronization. In this case, no notifications will be
sent.

Stop Abnormal
Tasks After

Number of days after which an abnormal task is
automatically stopped. The value must range from 14 to 100.
The default value is 14.

NOTE
e You can set this parameter only for pay-per-use tasks.

e Tasks in the abnormal state are still charged. If tasks remain in
the abnormal state for a long time, they cannot be resumed.
Abnormal tasks run longer than the period you set (unit: day)
will automatically stop to avoid unnecessary fees.
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Step 7 After the task is submitted, view and manage it on the Disaster Recovery
Management page.

e You can view the task status. For more information about task status, see
Task Statuses.

e You can click C in the upper-right corner to view the latest task status.

e By default, DRS retains a task in the Configuration state for three days. After
three days, DRS automatically deletes background resources, but the task

status remains unchanged. When you reconfigure the task, DRS applies for
resources again.

--—-End

2.3 From DDM to DDM (Single-Active DR)

Supported Source and Destination Databases

Table 2-25 Supported databases

Service database DR Database

DDM instances DDM instances

Database Account Permission Requirements

To start a DR task, the service and DR database users must meet the requirements
in the following table. Different types of DR tasks require different permissions.
For details, see Table 2-26. DRS automatically checks the database account
permissions in the pre-check phase and provides handling suggestions.

Table 2-26 Database account permission

Type Permission Required

Service The user of the service database must have at least one
database permission, for example, SELECT.

user

DR database | The user of the DR database must have at least one permission,
user for example, SELECT.

(11 NOTE

e You are advised to create an independent database account for DRS task connection to
prevent task failures caused by database account password modification.

e After changing the account passwords for the service and DR databases, modify the
connection information in the DRS task as soon as possible to prevent automatic retry
after a task failure. Automatic retry will lock the database accounts.
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Prerequisites
e You have logged in to the DRS console.
e  Your account balance is greater than or equal to $0 USD.

e  For details about the supported DB types and versions, see Supported
Databases.

e If a subaccount is used to create a DRS task, ensure that an agency has been
added. For details about how to create an agency, see Agency Management.

Suggestions

/A\ CAUTION
e During the DR initialization, do not perform DDL operations on the service
database. Otherwise, the task may be abnormal.

e During DR initialization, ensure that no data is written to the DR database to
ensure data consistency before and after DR.

e The success of DR depends on environment and manual operations. To ensure
a smooth DR, perform a DR trial before you start the DR task to help you
detect and resolve problems in advance.

e It is recommended that you start your DR task during off-peak hours to
minimize the impact on your services.

- If the bandwidth is not limited, initialization of DR will increase query
workload of the source database by 50 MB/s and occupy 2 to 4 vCPUs.

- To ensure data consistency, tables without a primary key may be locked
for 3s during disaster recovery.

- The data in the DR process may be locked by other transactions for a
long period of time, resulting in read timeout.

- If DRS concurrently reads data from a database, it will use about 6 to 10
sessions. The impact of the connections on services must be considered.

- If you read a table, especially a large table, during DR, the exclusive lock
on that table may be blocked.

- For more information about the impact of DRS on databases, see What
Is the Impact of DRS on Source and Destination Databases?

e Data-Level Comparison

To obtain accurate comparison results, start data comparison at a specified
time point during off-peak hours. If it is needed, select Start at a specified
time for Comparison Time. Due to slight time difference and continuous
operations on data, data inconsistency may occur, reducing the reliability and
validity of the comparison results.

Precautions

Before creating a DR task, read the following precautions:
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Table 2-27 Environment Constraints

Type

Restrictions

Disaster
recovery
objects

e Tables with storage engine different to MyISAM and InnoDB
do not support disaster recovery.

e Accounts that have operation permissions on customized
objects in the system database cannot be used for disaster
recovery.

e System tables are not supported.
e Triggers and events do not support disaster recovery.

e Disaster recovery cannot be configured for a specific service
database.

e Disaster recovery of DDM account permissions is not
supported.

Service
database
configuratio
n

e In the public network, EIPs must be bound to each DDM
instance and the associated RDS for MySQL instance.

e The binlog of the RDS for MySQL instance associated with the
DDM instance must be enabled and uses the ROW format and
GTID.

e |f the storage space is sufficient, store the service database
binlog for as long as possible. The recommended retention
period is seven days.

e The service database name must contain 1 to 64 characters,
including only lowercase letters, digits, hyphens (-), and
underscores ().

e The table name in the service database cannot contain non-
ASCII characters, or the following characters: '<>/\

DR
database
configuratio
n

e The DR DB instance is running properly. If the DR DB instance
is @ primary/standby instance, the replication status must also
be normal.

e The DR DB instance must have sufficient storage space.

e The binlog and GTID of the RDS instance associated with the
DDM instance must be enabled.

e The minor version of the DR DDM instance must be the same
as that of the service DDM instance.

e The number of DDM DR instances must be the same as that
of the RDS instances associated with the DDM service
instance.

e The sharding rules of the DDM DR instance must be the same
as those of the DDMservice instance. You are advised to use
the schema import and export functions to ensure sharding
rule consistency.
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Type

Restrictions

Precautions

e The parameter modification of the service database is not
recorded in logs and is not synchronized to the DR database.
Therefore, you need to modify the parameters after the DR
database is promoted to the primary.

e If a physically generated column in a table is generated based
on a time type, the data in the column may be inconsistent.

e The service database does not support point-in-time recovery
(PITR).

e Binlogs cannot be forcibly deleted. Otherwise, the DR task
fails.

e Resumable upload is supported, but data may be repeatedly
inserted into a table that does not have a primary key.

e |If there is a DR task in a database, you are not allowed to
create a migration or synchronization task (The database
cannot be used as the source or destination database of the
migration or synchronization task).

e The DR relationship involves only one primary database. If the
external database does not provide the superuser permission,
it cannot be set to read-only when it acts as a standby
database. Ensure that the data of the standby node is
synchronized only from the primary node. Any other write
operations will pollute the data in the standby database, data
conflicts occur in the DR center and cannot be resolved.

e The DDM DR database cannot create schemas automatically.
You need to set the schema rules before disaster recovery.

e After a task is created, you cannot add schemas to the service
database or modify the old schema to associate with the new
RDS DB instance. Otherwise, data cannot be backed up and
restored or the task fails.

e During DR, rebalance and reshard operations cannot be
performed on DDM schemas.

e During disaster recovery, if the password of the service
database is changed, the DR task will fail. To rectify the fault,
you can correct the service database information on the DRS
console and retry the task to continue disaster recovery.
Generally, you are advised not to modify the preceding
information during disaster recovery.

e [f the service database port is changed during disaster
recovery, the DR task fails. Generally, you are advised not to
modify the service database port during disaster recovery.

e During the DR initialization, do not perform DDL operations
on the source database. Otherwise, the DR task may be
abnormal.

e Do not write data to the source database during the primary/
standby switchover. Otherwise, data pollution or table
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Type Restrictions

structure inconsistency may occur, resulting in data
inconsistency between the service database and DR database.

Procedure

Step 1 On the Disaster Recovery Management page, click Create Disaster Recovery
Task.

Step 2 On the Create Disaster Recovery Instance page, select a region and project,
specify the task name, description, and the DR instance details, and click Create
Now.

e Task information description

Figure 2-26 DR task information

Th system will creae vi-al resaurces immediately afer ycu cick Create Now. Virval r2sources canrol be maciied afte- being created so no setfings except e fask name and descipion can be modified.
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g ons ar gogiapic s scald T 26 o Resouroesar egoreic and camc b sed aurossregans g el ntwork comeclons. Forou never afeny and quik escuoe acesse, sl 12

negtestregon,

Proet

Tagk Name DRE6131

@ @
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Table 2-28 Task and recipient description

Parameter Description

Region The region where your service is running. You can change
the region.

Project The project corresponds to the current region and can be
changed.

Task Name The task name must start with a letter and consist of 4 to

50 characters. It can contain only letters, digits, hyphens
(-), and underscores ().

Description The description consists of a maximum of 256 characters
and cannot contain special characters !=<>'&"\

e DR instance information
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Figure 2-27 DR instance information

Disaster Recovery Instance Details

Resdony

Table 2-29 DR instance settings

Parameter

Description

DR Type

Select Single-active.

The DR type can be single-active or dual-active. If Dual-
active is selected, two subtasks are created by default, a
forward DR task and a backward DR task.

NOTE
Only whitelisted users can use dual-active DR. To use this
function, submit a service ticket. In the upper right corner of the
management console, choose Service Tickets > Create Service
Ticket to submit a service ticket.

Disaster
Recovery
Relationship

Select Current cloud as standby. This parameter is
available only when you select Single-active.

By default, Current cloud as standby is selected. You
can also select Current cloud as active.

- Current cloud as standby: The DR database is on the
current cloud.

- Current cloud as active: The service database is on
the current cloud.

Service DB
Engine

Select DDM.

DR DB Engine

Select DDM.

Network Type

The public network is used as an example.

Available options: VPN or Direct Connect and Public
network. By default, the value is Public network.

DR DB Instance

The DDM instance you created.
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Parameter Description
Disaster Select the subnet where the disaster recovery instance is
Recovery located. You can also click View Subnet to go to the
Instance Subnet | network console to view the subnet where the instance
resides.

By default, the DRS instance and the destination DB
instance are in the same subnet. You need to select the
subnet where the DRS instance resides and ensure that
there are available IP addresses. To ensure that the
disaster recovery instance is successfully created, only
subnets with DHCP enabled are displayed.

Destination Select Read-only. This parameter is available only when
Database Access | you select Single-active.

- During disaster recovery, the entire DR database
instance becomes read-only. To change the DR
database to Read/Write, you can change the DR
database (or destination database) to a service
database by clicking Batch Operation > Primary/
Standby Switchover on the Disaster Recovery
Management page.

- After the DR task is complete, the DR database
changes to Read/Write.

- When the external database functions as the DR
database, the user with the superuser permission can
set the database to read-only.

- If a DRS instance node is rebuilt due to a fault, to
ensure data consistency during the DRS task
restoration, the current cloud standby database is set
to read-only before the task is restored. After the task
is restored, the synchronization relationship recovers.

o AZ

Figure 2-28 AZ

Table 2-30 Task AZ

Parameter Description

AZ Select the AZ where you want to create the DRS task.
Selecting the one housing the source or destination
database can provide better performance.

e Enterprise Project and Tags
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Figure 2-29 Enterprise projects and tags

Enterprise Project

v | C View Project Management (%)

Table 2-31 Enterprise Project and Tags

Parameter

Description

Enterprise
Project

An enterprise project you would like to use to centrally
manage your cloud resources and members. Select an
enterprise project from the drop-down list. The default
project is default.

For more information about enterprise projects, see
Enterprise Management User Guide.

To customize an enterprise project, click Enterprise in
the upper right corner of the console. The Enterprise
Project Management Service page is displayed. For
details, see Creating an Enterprise Project in Enterprise
Management User Guide.

Tags

- Tags a task. This configuration is optional. Adding
tags helps you better identify and manage your tasks.
Each task can have up to 20 tags.

- After a task is created, you can view its tag details on
the Tags tab. For details, see Tag Management.

(11 NOTE

If a task fails to be created, DRS retains the task for three days by default. After three days,
the task automatically stops.

Step 3 On the Configure Source and Destination Databases page, wait until the DR
instance is created. Then, specify source and destination database information and
click Test Connection for both the source and destination databases to check
whether they have been connected to the DR instance. After the connection tests
are successful, select the check box before the agreement and click Next.

Select Current cloud as the standby for Disaster Recovery Relationship in

Step 2.
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Figure 2-30 Service database information

Source Database

Database Type m

Region v

DB Instance Name ‘ v | C View DB Instance View Unselectable DB Instance

Database Username
Database Password ®

Test Connection

Table 2-32 Service database settings

Parameter Description

Database Type | Select a service database type.

Region Indicates the region where the service DB instance is
located. The region cannot be the current login region.

DB Instance The name of the service DB instance.

Name

Database The username for accessing the service database.

Username

Database The password for the service database username.

Password

(1] NOTE

The IP address, domain name, username, and password of the service database are
encrypted and stored in DRS and will be cleared after the task is deleted.

Figure 2-31 DR database information

Destination Database

DB Instance Name Auto-ddm

Database Username

Database Password o

Test Connection
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Table 2-33 DR database settings

Parameter Description

DB Instance The DDM instance you selected when you create the DR
Name task. The instance name cannot be changed.

Database The username for accessing the DR database.

Username

Database The password for the database username. You can
Password change the password if necessary. To change the

password, perform the following operation after the task
is created:

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the DR Information area on the Basic Information
tab, click Modify Connection Details. In the displayed
dialog box, change the password.

The database username and password are encrypted and
stored in the system, and will be cleared after the task is
deleted.

- Select Current cloud as active for Disaster Recovery Relationship in

Step 2.

Figure 2-32 Service database information

Source Database

DB Instance Name Auto-ddm-

Test Connection

Table 2-34 Service database settings

Parameter Description
DB Instance The DDM instance you selected when you create the
Name DR task. The instance name cannot be changed.
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Parameter Description

Database The username for accessing the service database.
Username

Database The password for the database username. You can
Password change the password if necessary. To change the

password, perform the following operation after the
task is created:

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed
status, in the DR Information area on the Basic
Information tab, click Modify Connection Details. In
the displayed dialog box, change the password.

The database username and password are encrypted
and stored in the system, and will be cleared after the
task is deleted.

Figure 2-33 DR database information

Destination Database

Reqgion

DB Instance Name

Database Username

Database Password

v | C View DB Instance View Unselectable DB Instance

o

Table 2-35 DR database settings

Parameter Description

Database Type | Type of the DR database.

Region The region where the DDM instance is located.

DB Instance Name of the DR instance.

Name NOTE
When the DB instance is used as the DR database, it is set to
read-only. After the task is complete, the DB instance can be
readable and writable.

Database Username for logging in to the DR database.

Username
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Parameter

Description

Database
Password

Password for the database username.

(11 NOTE

The username and password of the DR databases are encrypted and stored in
DRS, and will be cleared after the task is deleted.

Step 4 On the Configure DR page, specify flow control and click Next.
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Table 2-36 DR settings

Parameter

Description

Flow
Control

You can choose whether to control the flow.

e Yes
You can customize the maximum DR speed.

In addition, you can set the time range based on your service
requirements. The traffic rate setting usually includes setting of
a rate limiting time period and a traffic rate value. Flow can be
controlled all day or during specific time ranges. The default
value is All day. A maximum of three time ranges can be set,
and they cannot overlap.

The flow rate must be set based on the service scenario and
cannot exceed 9,999 MB/s.

Figure 2-34 Flow control

Flow Control No @
Time Zone GMT+08:00
Time Range : 00 L 00
Flow Limit MB/s{Maximum value: 9,999
@ Add Time Range  You can add 2 more fime ranges.
Migrate Definer to User @ Yes (D No ()

e No

The DR speed is not limited and the outbound bandwidth of the
source database is maximally used, which causes read
consumption on the source database accordingly. For example,
if the outbound bandwidth of the source database is 100 MB/s
and 80% bandwidth is used, the 1/O consumption on the source
database is 80 MB/s.
NOTE

- Flow control mode takes effect only in the DR initialization phase.

- You can also change the flow control mode when the task is in the
Configuration state. For details, see Modifying the Flow Control
Mode.

Step 5 On the Check Task page, check the DR task.

e If any check fails, review the failure cause and rectify the fault. After the fault
is rectified, click Check Again.

For details about how to handle check failures, see Solutions to Failed Check
Items in Data Replication Service User Guide.
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Figure 2-35 Pre-check

Check Again

Je. If any chec rmation, check and confirm the results before proceeding ta the next step.
Check Item Check Result
Destination database storage space
Whether the destination database has sufficient storage space Passed
Database parameters
Whether the AUTO_INCREMENT values of the destination database tables are too small Passed
Whether primary keys and shard keys are consistent Passed
Whether the source database middleware contains tables without primary keys passed
Whether the table structures (including columns and indexes) in the source and destination database Passed

middleware are consistent

e If the check is complete and the check success rate is 100%, click Next.

(11 NOTE

You can proceed to the next step only when all checks are successful. If there are any
items that require confirmation, view and confirm the details first before proceeding to
the next step.

Step 6 On the displayed page, specify Start Time, Send Notification, SMN Topic,
Synchronization Delay Threshold, RPO Synchronization Delay Threshold, RTO
Synchronization Delay Threshold, Stop Abnormal Tasks After and DR instance
details. Then, click Submit.

Figure 2-36 Task startup settings

Start Time Start upon task creation Start at a specified time @

Send Motifications C ®

SMN Topic |l Cc®
Synchronization Delay Threshold(s)

RTO Synchronization Delay Threshold(s)

RPO Synchronization Delay Threshold(s)

Stop Abnormal Tasks After ® Abnormal tasks run longer than the period you set (unit: day) will automatically stop

Table 2-37 Task and recipient description

Parameter Description

Start Time Set Start Time to Start upon task creation or Start at a
specified time based on site requirements.
NOTE

Starting a DR task may slightly affect the performance of the service
and DR databases. You are advised to start a DR task during off-peak

hours.
Send SMN topic. This parameter is optional. If an exception occurs
Notifications during disaster recovery, the system will send a notification

to the specified recipients.
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Parameter

Description

SMN Topic

This parameter is available only after you enable Send
Notifications and create a topic on the SMN console and add
a subscriber.

For details, see Simple Message Notification User Guide.

Synchronization
Delay Threshold

During disaster recovery, a synchronization delay indicates a
time difference (in seconds) of synchronization between the
service and DR database.

If the synchronization delay exceeds the threshold you
specify, DRS will send alarms to the specified recipients. The
value ranges from 0 to 3,600. To avoid repeated alarms
caused by the fluctuation of delay, an alarm is sent only
after the delay has exceeded the threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RTO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the DR
database exceeds the threshold you specify, DRS will notify
specified recipients. The value ranges from 0 to 3,600. To
avoid repeated alarms caused by the fluctuation of delay, an
alarm is sent only after the delay has exceeded the threshold
for six minutes.

NOTE

e Before setting the RTO delay threshold, enable Send
Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RPO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the
service database exceeds the threshold you specify, DRS will
notify specified recipients. The value ranges from 0 to 3,600.
To avoid repeated alarms caused by the fluctuation of delay,
an alarm is sent only after the delay has exceeded the
threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

e In the early stages of an incremental disaster recovery, the
synchronization delay is long because a large quantity of data is
awaiting synchronization. In this case, no notifications will be
sent.
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Stop Abnormal Number of days after which an abnormal task is
Tasks After automatically stopped. The value must range from 14 to 100.
The default value is 14.
NOTE

e You can set this parameter only for pay-per-use tasks.

e Tasks in the abnormal state are still charged. If tasks remain in
the abnormal state for a long time, they cannot be resumed.
Abnormal tasks run longer than the period you set (unit: day)
will automatically stop to avoid unnecessary fees.

Step 7 After the task is submitted, view and manage it on the Disaster Recovery
Management page.

e You can view the task status. For more information about task status, see
Task Statuses.

e You can click © in the upper-right corner to view the latest task status.

e By default, DRS retains a task in the Configuration state for three days. After
three days, DRS automatically deletes background resources, but the task
status remains unchanged. When you reconfigure the task, DRS applies for
resources again.

--—-End

2.4 From GaussDB(for MySQL) to GaussDB(for MySQL)
(Single-Active DR)

Supported Source and Destination Databases

Table 2-38 Supported databases

Service database DR Database

GaussDB(for MySQL) GaussDB(for MySQL)

Database Account Permission Requirements

To start a DR task, the service and DR database users must meet the requirements
in the following table. Different types of DR tasks require different permissions.
For details, see Table 2-39. DRS automatically checks the database account
permissions in the pre-check phase and provides handling suggestions.

Issue 29 (2023-11-30) Copyright © Huawei Technologies Co., Ltd. 57



Data Replication Service

Real-Time Disaster Recovery 2 DR Scenarios

Table 2-39 Database account permission

Type Permission Required

Service The user must have the following permissions:

database SELECT, CREATE, ALTER, DROP, DELETE, INSERT, UPDATE,

user TRIGGER, REFERENCES, SHOW VIEW, EVENT, INDEX, LOCK
TABLES, CREATE VIEW, CREATE ROUTINE, ALTER ROUTINE,
CREATE USER, RELOAD, REPLICATION SLAVE, REPLICATION
CLIENT, and WITH GRANT OPTION
The root account of the GaussDB(for MySQL) instance has the
preceding permissions by default.

DR The user must have the following permissions:

database SELECT, CREATE, ALTER, DROP, DELETE, INSERT, UPDATE,

user TRIGGER, REFERENCES, SHOW VIEW, EVENT, INDEX, LOCK
TABLES, CREATE VIEW, CREATE ROUTINE, ALTER ROUTINE,
CREATE USER, RELOAD, REPLICATION SLAVE, REPLICATION
CLIENT, and WITH GRANT OPTION
The root account of the GaussDB(for MySQL) instance has the
preceding permissions by default.

{1 NOTE

Prerequisites

You are advised to create an independent database account for DRS task connection to
prevent task failures caused by database account password modification.

After changing the account passwords for the service and DR databases, modify the
connection information in the DRS task as soon as possible to prevent automatic retry
after a task failure. Automatic retry will lock the database accounts.

Table 2-39 lists the minimum permissions required by a DRS task. If you need to
migrate the grant permission through a DRS task, ensure that the connection account of
the DRS task has the corresponding permission. Otherwise, the destination database
user may not be authorized due to grant execution failure. For example, if the
connection account of the DRS task does not require the process permission, but you
need to migrate the process permission through a DRS task, ensure that the connection
account of the DRS task has the process permission.

You have logged in to the DRS console.

Your account balance is greater than or equal to $0 USD.

For details about the supported DB types and versions, see Supported
Databases.

If a subaccount is used to create a DRS task, ensure that an agency has been
added. For details about how to create an agency, see Agency Management.
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Suggestions

/A\ CAUTION

e During the DR initialization, do not perform DDL operations on the service
database. Otherwise, the task may be abnormal.

e During DR initialization, ensure that no data is written to the DR database to
ensure data consistency before and after DR.

e The success of DR depends on environment and manual operations. To ensure
a smooth DR, perform a DR trial before you start the DR task to help you
detect and resolve problems in advance.

e |t is recommended that you start your DR task during off-peak hours to
minimize the impact on your services.

- If the bandwidth is not limited, initialization of DR will increase query
workload of the source database by 50 MB/s and occupy 2 to 4 vCPUs.

- To ensure data consistency, tables without a primary key may be locked
for 3s during disaster recovery.

- The data in the DR process may be locked by other transactions for a
long period of time, resulting in read timeout.

- If DRS concurrently reads data from a database, it will use about 6 to 10
sessions. The impact of the connections on services must be considered.

- If you read a table, especially a large table, during DR, the exclusive lock
on that table may be blocked.

- For more information about the impact of DRS on databases, see What
Is the Impact of DRS on Source and Destination Databases?

e Data-Level Comparison

To obtain accurate comparison results, start data comparison at a specified
time point during off-peak hours. If it is needed, select Start at a specified
time for Comparison Time. Due to slight time difference and continuous
operations on data, data inconsistency may occur, reducing the reliability and
validity of the comparison results.

Precautions

Before creating a DR task, read the following precautions:
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Table 2-40 Precautions

Type Restrictions

Disaster e Tables with storage engine different to MyISAM and InnoDB

recovery do not support disaster recovery.

objects System tables are not supported.
Triggers and events do not support disaster recovery.
Accounts that have operation permissions on customized
objects in the system database cannot be used for disaster
recovery.
Disaster recovery cannot be configured for a specific service
database.

Service The service database must be the primary node of the

database GaussDB(for MySQL) instance.

configuratio
n

The binlog of the service database must be enabled and use
the row-based format.

If the storage space is sufficient, store the service database
binlog for as long as possible. The recommended retention
period is seven days.

GTID must be enabled for the database.

The service database name must contain 1 to 64 characters,
including only lowercase letters, digits, hyphens (-), and
underscores ().

The table name and view name in the service database cannot
contain non-ASCII characters, or the following characters: '<>/\

DR
database
configuratio
n

The DR DB instance is running properly. If the DR DB instance
is a primary/standby instance, the replication status must also
be normal.

The DR DB instance must have sufficient storage space.

The major version of the DR database must be the same as
that of the service database.

The DR database must be an empty instance. After the DR
task starts, the DR database is set to read-only.

The binlog of the DR database must be enabled and use the
row-based format.

GTID must be enabled for the DR database.
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Type

Restrictions

Precautions

e The parameter modification of the service database is not

recorded in logs and is not synchronized to the DR database.
Therefore, you need to modify the parameters after the DR
database is promoted to the primary.

Before creating a DRS task, if concurrency control rules of SQL
statements are configured for the service or DR database, the
DRS task may fail.

If a physically generated column in a table is generated based
on a time type, the data in the column may be inconsistent.

Cascade operations cannot be performed on tables with
foreign keys. If the foreign key index of a table is a common
index, the table structure may fail to be created. You are
advised to use a unique index.

The service database does not support point-in-time recovery
(PITR).

Binlogs cannot be forcibly deleted. Otherwise, the DR task
fails.

The service database does not support the reset master or
reset master to command, which may cause DRS task failures
or data inconsistency.

If the network is reconnected within 30 seconds, disaster
recovery will not be affected. If the network is interrupted for
more than 30 seconds, the DR task will fail.

If the DCC does not support instances with 4 vCPUs and 8 GB
memory or higher instance specifications, the DR task cannot
be created.

Resumable upload is supported, but data may be repeatedly
inserted into a table that does not have a primary key.

If there is a DR task in a database, you are not allowed to
create a migration or synchronization task (The database
cannot be used as the source or destination database of the
migration or synchronization task).

The DR relationship involves only one primary database.
Ensure that the data of the standby node is synchronized only
from the primary node. Any other write operations will pollute
the data in the standby database, data conflicts occur in the
DR center and cannot be resolved.

If the external database is a standby and read-only database,
only the account with the superuser permission can write data
to that database. But you still need to ensure that data is
written only by this account. Otherwise, the standby database
may be polluted, and data conflicts occur in the DR center and
cannot be resolved.

During disaster recovery, if the password of the service
database is changed, the DR task will fail. To rectify the fault,
you can correct the service database information on the DRS
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Type

Restrictions

console and retry the task to continue disaster recovery.
Generally, you are advised not to modify the preceding
information during disaster recovery.

e If the service database port is changed during disaster
recovery, the DR task fails. Generally, you are advised not to
modify the service database port during disaster recovery.

e During disaster recovery, if the service database is an RDS DB
instance on the current cloud and the DR task fails due to
changes on the IP address, DRS automatically changes the IP
address to the correct one. Then, you can retry the task to
continue disaster recovery. Therefore, changing the IP address
is not recommended.

e During disaster recovery, you can create accounts for the
service database.

e During the DR initialization, do not perform DDL operations
on the source database. Otherwise, the DR task may be
abnormal.

e Do not write data to the source database during the primary/
standby switchover. Otherwise, data pollution or table
structure inconsistency may occur, resulting in data
inconsistency between the service database and DR database.

Procedure

Step 1 On the Disaster Recovery Management page, click Create Disaster Recovery

Task.

Step 2 On the Create Disaster Recovery Instance page, select a region and project,
specify the task name, description, and the DR instance details, and click Create

Now.

e Task information description

Fi

gure 2-37 DR task information
“The system wil crete virual resources immediately afier ycu click Create Now: Viriual r2sources canrol 0e maciied after being created so no setfings except e task name and description car oe modified.
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Table 2-41 Task and recipient description

Parameter Description

Region The region where your service is running. You can change
the region.

Project The project corresponds to the current region and can be
changed.

Task Name The task name must start with a letter and consist of 4 to

50 characters. It can contain only letters, digits, hyphens
(-), and underscores ().

Description The description consists of a maximum of 256 characters
and cannot contain special characters !=<>'&"\

e DR instance information

Figure 2-38 DR instance information

Disaster Recovery Instance Details
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Table 2-42 DR instance settings

Parameter Description

DR Type Select Single-active.

The DR type can be single-active or dual-active. If Dual-
active is selected, two subtasks are created by default, a
forward DR task and a backward DR task.

NOTE
Only whitelisted users can use dual-active DR. To use this
function, submit a service ticket. In the upper right corner of the
management console, choose Service Tickets > Create Service
Ticket to submit a service ticket.
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Parameter Description
Disaster Select Current cloud as standby. This parameter is
Recovery available only when you select Single-active.
Relationship By default, Current cloud as standby is selected. You
can also select Current cloud as active.
- Current cloud as standby: The DR database is on the
current cloud.
- Current cloud as active: The service database is on
the current cloud.
Service DB Select GaussDB(for MySQL).
Engine
DR DB Engine Select GaussDB(for MySQL).
Network Type The public network is used as an example.

Available options: VPN or Direct Connect and Public
network. By default, the value is Public network.

DR DB Instance

The GaussDB(for MySQL) instance you created.

Disaster
Recovery
Instance Subnet

Select the subnet where the disaster recovery instance is
located. You can also click View Subnet to go to the
network console to view the subnet where the instance
resides.

By default, the DRS instance and the destination DB
instance are in the same subnet. You need to select the
subnet where the DRS instance resides and ensure that
there are available IP addresses. To ensure that the
disaster recovery instance is successfully created, only
subnets with DHCP enabled are displayed.

Destination
Database Access

Select Read-only. This parameter is available only when
you select Single-active.

- During disaster recovery, the entire DR database
instance becomes read-only. To change the DR
database to Read/Write, you can change the DR
database (or destination database) to a service
database by clicking Promote Current Cloud on the
Disaster Recovery Monitoring tab.

- After the DR task is complete, the DR database
changes to Read/Write.

- When the external database functions as the DR
database, the user with the superuser permission can
set the database to read-only.

- If a DRS instance node is rebuilt due to a fault, to
ensure data consistency during the DRS task
restoration, the current cloud standby database is set
to read-only before the task is restored. After the task
is restored, the synchronization relationship recovers.
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Specifications

Figure 2-39 Specifications

Table 2-43 Specifications

Parameter Description

Specifications DRS instance specifications. Different specifications have
different performance upper limits. For details, see Real-
Time DR.
NOTE

DRS allows you to upgrade specifications only for real-time DR
tasks from MySQL to MySQL, from MySQL to GaussDB(for
MySQL), and from GaussDB(for MySQL) to GaussDB(for
MySQL). Task specifications cannot be downgraded. For details,
see Changing Specifications.

AZ Select the AZ where you want to create the DRS task.
Selecting the one housing the source or destination
database can provide better performance.

Enterprise Project and Tags

Figure 2-40 Enterprise projects and tags

Enterprise Project v | C ViewProject Management (®)
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Table 2-44 Enterprise Project and Tags

Parameter Description
Enterprise An enterprise project you would like to use to centrally
Project manage your cloud resources and members. Select an

enterprise project from the drop-down list. The default
project is default.

For more information about enterprise projects, see
Enterprise Management User Guide.

To customize an enterprise project, click Enterprise in
the upper right corner of the console. The Enterprise
Project Management Service page is displayed. For
details, see Creating an Enterprise Project in £nterprise
Management User Guide.

Tags - Tags a task. This configuration is optional. Adding
tags helps you better identify and manage your tasks.
Each task can have up to 20 tags.

- After a task is created, you can view its tag details on
the Tags tab. For details, see Tag Management.

(11 NOTE

If a task fails to be created, DRS retains the task for three days by default. After three days,
the task automatically stops.

Step 3 On the Configure Source and Destination Databases page, wait until the DR
instance is created. Then, specify source and destination database information and
click Test Connection for both the source and destination databases to check
whether they have been connected to the DR instance. After the connection tests
are successful, select the check box before the agreement and click Next.

e Select Current cloud as the standby for Disaster Recovery Relationship in
Step 2.
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Figure 2-41 Service database information
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Table 2-45 Service database settings

Parameter

Description

Database Type

By default, Self-built on ECS is selected.

The source database can be a Self-built on ECS or an
RDS DB instance. After selecting RDS DB instance,
select the region where the source database resides and
the region cannot be the same as the region where the
destination database resides. The region where the
destination database is located is the region where you
log in to the management console. To use the RDS DB
instance option, submit a service ticket.

IP Address or
Domain Name

The IP address or domain name of the service database.

Port

The port of the service database. Range: 1 - 65535

Database
Username

The username for accessing the service database.

Database
Password

The password for the service database username. You can
change the password if necessary. To change the
password, perform the following operation after the task
is created:

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the DR Information area on the Basic Information
tab, click Modify Connection Details. In the displayed
dialog box, change the password.
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Parameter

Description

SSL Connection

SSL encrypts the connections between the source and
destination databases. If SSL is enabled, upload the SSL
CA root certificate.

NOTE

- The maximum size of a single certificate file that can be
uploaded is 500 KB.

- If SSL is disabled, your data may be at risk.

Region

The region where the service DB instance is located. This
parameter is selected by default. This parameter is
available only when the source database is an RDS DB
instance.

DB Instance
Name

The name of the service DB instance. This parameter is
available only when the source database is an RDS DB
instance.

Database
Username

The username for accessing the service database.

Database
Password

The password for the service database username.

(1] NOTE

The IP address, domain name, username, and password of the service database are
encrypted and stored in DRS and will be cleared after the task is deleted.

Figure 2-42 DR database information
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Table 2-46 DR database settings

Parameter Description

DB Instance The GaussDB(for MySQL) instance you selected when
Name creating the DR task. This parameter cannot be changed.
Database The username for accessing the DR database.

Username

Database The password for the database username. You can
Password change the password if necessary. To change the

password, perform the following operation after the task
is created:

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the DR Information area on the Basic Information
tab, click Modify Connection Details. In the displayed
dialog box, change the password.

The database username and password are encrypted and
stored in the system, and will be cleared after the task is
deleted.

Select Current cloud as active for Disaster Recovery Relationship in Step 2.

Figure 2-43 Service database information

Source Database

DB Instance Name

©

Test Connection

Table 2-47 Service database settings

Parameter Description

DB Instance The GaussDB(for MySQL) instance you selected when
Name creating the DR task. This parameter cannot be changed.
Database The username for accessing the service database.
Username
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Parameter Description
Database The password for the database username. You can
Password change the password if necessary. To change the
password, perform the following operation after the task
is created:

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the DR Information area on the Basic Information
tab, click Modify Connection Details. In the displayed
dialog box, change the password.

The database username and password are encrypted and
stored in the system, and will be cleared after the task is
deleted.

Figure 2-44 DR database information

Destination Database
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Table 2-48 DR database settings

Parameter Description

Database Type | By default, Self-built on ECS is selected.

The destination database can be a Self-built on ECS or
an RDS DB instance. If you select RDS DB instance, you
need to select the region where the destination database
is located. To use the RDS DB instance option, submit a
service ticket.

IP Address or The IP address or domain name of the DR database.
Domain Name

Port The port of the DR database. Range: 1 - 65535
Database The username for accessing the DR database.
Username
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Parameter Description
Database The password for the DR database username. You can
Password change the password if necessary. To change the
password, perform the following operation after the task
is created:

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the DR Information area on the Basic Information
tab, click Modify Connection Details. In the displayed
dialog box, change the password.

SSL Connection | SSL encrypts the connections between the source and
destination databases. If SSL is enabled, upload the SSL
CA root certificate.

NOTE

The maximum size of a single certificate file that can be
uploaded is 500 KB.

Region Region where the GaussDB(for MySQL) instance is
located. This parameter is available only when the
destination database is an RDS DB instance.

DB Instance DR instance name. This parameter is available only when
Name the destination database is an RDS DB instance.
NOTE

When the DB instance is used as the DR database, it is set to
read-only. After the task is complete, the DB instance can be
readable and writable.

Database Username for logging in to the DR database.
Username

Database Password for the database username.
Password

(10 NOTE

The IP address, domain name, username, and password of the DR database are
encrypted and stored in DRS and will be cleared after the task is deleted.

Step 4 On the Configure DR page, specify flow control and click Next.

Figure 2-45 DR settings
Flow Contro Yes n @

Migrate Definer to User ® Yes D No (@
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Table 2-49 DR settings

Parameter

Description

Flow
Control

You can choose whether to control the flow.
o Yes

You can customize the maximum DR speed.

In addition, you can set the time range based on your service
requirements. The traffic rate setting usually includes setting of
a rate limiting time period and a traffic rate value. Flow can be
controlled all day or during specific time ranges. The default
value is All day. A maximum of three time ranges can be set,
and they cannot overlap.

The flow rate must be set based on the service scenario and
cannot exceed 9,999 MB/s.

Figure 2-46 Flow control

Flow Control No @
Time Zone GMT+08:00
Time Range : 00 L 00
Flow Limit MB/s{Maximum value: 9,999
@ Add Time Range  You can add 2 more fime ranges.
Migrate Definer to User @ Yes (D No ()

No
The DR speed is not limited and the outbound bandwidth of the
source database is maximally used, which causes read
consumption on the source database accordingly. For example,
if the outbound bandwidth of the source database is 100 MB/s
and 80% bandwidth is used, the 1/O consumption on the source
database is 80 MB/s.
NOTE

- Flow control mode takes effect only in the DR initialization phase.

- You can also change the flow control mode when the task is in the
Configuration state. For details, see Modifying the Flow Control
Mode.
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Parameter

Description

Migrate
Definer to
User

Indicates whether to migrate the Definers of all source database
objects to the destination database user entered during the
connection test.

e Yes
The Definers of all source database objects will be migrated to
the user. Other users do not have permissions for database
objects unless these users are authorized. For details about
authorization, see How Do | Maintain the Original Service
User Permission System After Definer Is Forcibly Converted
During MySQL Migration?

For example, if the view is CREATE ALGORITHM=UNDEFINED
DEFINER="username’@ %" SQL SECURITY DEFINER VIEW
“test_db’.'view5" AS select 1 AS 1" before migration,

it is converted to CREATE ALGORITHM=UNDEFINED
DEFINER="drsUser @ %  SQL SECURITY DEFINER VIEW
“test_db’.'view5™ AS select 1 AS "1 after the migration.

drsUser indicates the destination database user used for testing
the connection.

e No
The Definers of all source database objects will not be changed.
You need to migrate all accounts and permissions of the source
database in the next step. Note that if the Definer account is
not found in the destination database, unavailable objects will
be created.

For details about Definer, see the MySQL official document.

Step 5 On the Check Task page, check the DR task.
e If any check fails, review the failure cause and rectify the fault. After the fault

is rectifi

ed, click Check Again.

For details about how to handle check failures, see Solutions to Failed Check
Items in Data Replication Service User Guide.
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Figure 2-47 Pre-check
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e If the check is complete and the check success rate is 100%, click Next.

(11 NOTE

You can proceed to the next step only when all checks are successful. If there are any
items that require confirmation, view and confirm the details first before proceeding to
the next step.

Step 6 On the displayed page, specify Start Time, Send Notification, SMN Topic,
Synchronization Delay Threshold, RPO Synchronization Delay Threshold, RTO
Synchronization Delay Threshold, Stop Abnormal Tasks After and DR instance
details. Then, click Submit.

Figure 2-48 Task startup settings
Start Time Slart at a specified ime @

send Notifications (:) ®

SMN Topic ] Cc @
synchronization Delay Threshold(s)

RTO Synchronization Delay Threshold(s)

RPO Synchronization Delay Threshold(s)

Stop Abnormal Tasks After @ Abnormal tasks run longer than the period you set (unit: day) will automatically stop.

Table 2-50 Task and recipient description

Parameter Description

Start Time Set Start Time to Start upon task creation or Start at a
specified time based on site requirements.
NOTE

Starting a DR task may slightly affect the performance of the service
and DR databases. You are advised to start a DR task during off-peak
hours.
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Parameter Description

Send
Notifications

SMN topic. This parameter is optional. If an exception occurs
during disaster recovery, the system will send a notification
to the specified recipients.

SMN Topic This parameter is available only after you enable Send
Notifications and create a topic on the SMN console and add

a subscriber.
For details, see Simple Message Notification User Guide.

Synchronization
Delay Threshold

During disaster recovery, a synchronization delay indicates a
time difference (in seconds) of synchronization between the
service and DR database.

If the synchronization delay exceeds the threshold you
specify, DRS will send alarms to the specified recipients. The
value ranges from 0 to 3,600. To avoid repeated alarms
caused by the fluctuation of delay, an alarm is sent only
after the delay has exceeded the threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RTO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the DR
database exceeds the threshold you specify, DRS will notify
specified recipients. The value ranges from 0 to 3,600. To
avoid repeated alarms caused by the fluctuation of delay, an
alarm is sent only after the delay has exceeded the threshold
for six minutes.

NOTE

e Before setting the RTO delay threshold, enable Send
Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RPO If the synchronization delay from the DRS instance to the
Synchronization | service database exceeds the threshold you specify, DRS will
Delay Threshold | notify specified recipients. The value ranges from 0 to 3,600.

To avoid repeated alarms caused by the fluctuation of delay,

an alarm is sent only after the delay has exceeded the
threshold for six minutes.
NOTE

e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

e In the early stages of an incremental disaster recovery, the
synchronization delay is long because a large quantity of data is
awaiting synchronization. In this case, no notifications will be
sent.
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Parameter Description
Stop Abnormal Number of days after which an abnormal task is
Tasks After automatically stopped. The value must range from 14 to 100.
The default value is 14.
NOTE

e You can set this parameter only for pay-per-use tasks.

e Tasks in the abnormal state are still charged. If tasks remain in
the abnormal state for a long time, they cannot be resumed.
Abnormal tasks run longer than the period you set (unit: day)
will automatically stop to avoid unnecessary fees.

Step 7 After the task is submitted, view and manage it on the Disaster Recovery
Management page.

e You can view the task status. For more information about task status, see
Task Statuses.

e You can click © in the upper-right corner to view the latest task status.

e By default, DRS retains a task in the Configuration state for three days. After
three days, DRS automatically deletes background resources, but the task
status remains unchanged. When you reconfigure the task, DRS applies for
resources again.

--—-End

2.5 From MySQL to MySQL (Dual-Active DR)

Supported Source and Destination Databases

Table 2-51 Supported databases

Service database DR Database

On-premises MySQL databases e RDS for MySQL
MySQL databases on an ECS
MySQL databases on other clouds
RDS for MySQL

Database Account Permission Requirements

To start a DR task, the service and DR database users must meet the requirements
in the following table. Different types of DR tasks require different permissions.
For details, see Table 2-52. DRS automatically checks the database account
permissions in the pre-check phase and provides handling suggestions.
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Table 2-52 Database account permission

Type Permission Required

Service The user must have the following permissions:

database SELECT, CREATE, ALTER, DROP, DELETE, INSERT, UPDATE,
user TRIGGER, REFERENCES, SHOW VIEW, EVENT, INDEX, LOCK

TABLES, CREATE VIEW, CREATE ROUTINE, ALTER ROUTINE,
CREATE USER, RELOAD, REPLICATION SLAVE, REPLICATION
CLIENT, and WITH GRANT OPTION. The user root of the RDS for
MySQL instance has the preceding permissions by default. If the
service database version is 8.0.14 to 8.0.18, the
SESSION_VARIABLES_ADMIN permission is required.

DR database | The user must have the following permissions:

user SELECT, CREATE, ALTER, DROP, DELETE, INSERT, UPDATE,
TRIGGER, REFERENCES, SHOW VIEW, EVENT, INDEX, LOCK
TABLES, CREATE VIEW, CREATE ROUTINE, ALTER ROUTINE,
CREATE USER, RELOAD, REPLICATION SLAVE, REPLICATION
CLIENT, and WITH GRANT OPTION. The user root of the RDS for
MySQL instance has the preceding permissions by default. If the
DR database version is 8.0.14 to 8.0.18, the
SESSION_VARIABLES_ADMIN permission is required.

(1 NOTE

e You are advised to create an independent database account for DRS task connection to
prevent task failures caused by database account password modification.

e After changing the account passwords for the service and DR databases, modify the
connection information in the DRS task as soon as possible to prevent automatic retry
after a task failure. Automatic retry will lock the database accounts.

e Table 2-52 lists the minimum permissions required by a DRS task. If you need to
migrate the grant permission through a DRS task, ensure that the connection account of
the DRS task has the corresponding permission. Otherwise, the destination database
user may not be authorized due to grant execution failure. For example, if the
connection account of the DRS task does not require the process permission, but you
need to migrate the process permission through a DRS task, ensure that the connection
account of the DRS task has the process permission.

Prerequisites
e You have logged in to the DRS console.
e Your account balance is greater than or equal to $0 USD.

e  For details about the supported DB types and versions, see Supported
Databases.

e If a subaccount is used to create a DRS task, ensure that an agency has been
added. For details about how to create an agency, see Agency Management.
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Suggestions

/A\ CAUTION

e During the DR initialization, do not perform DDL operations on the service
database. Otherwise, the task may be abnormal.

e During DR initialization, ensure that no data is written to the DR database to
ensure data consistency before and after DR.

e The success of DR depends on environment and manual operations. To ensure
a smooth DR, perform a DR trial before you start the DR task to help you
detect and resolve problems in advance.

e |t is recommended that you start your DR task during off-peak hours to
minimize the impact on your services.

- If the bandwidth is not limited, initialization of DR will increase query
workload of the source database by 50 MB/s and occupy 2 to 4 vCPUs.

- To ensure data consistency, tables without a primary key may be locked
for 3s during disaster recovery.

- The data in the DR process may be locked by other transactions for a
long period of time, resulting in read timeout.

- If DRS concurrently reads data from a database, it will use about 6 to 10
sessions. The impact of the connections on services must be considered.

- If you read a table, especially a large table, during DR, the exclusive lock
on that table may be blocked.

- For more information about the impact of DRS on databases, see What
Is the Impact of DRS on Source and Destination Databases?

e Data-Level Comparison

To obtain accurate comparison results, start data comparison at a specified
time point during off-peak hours. If it is needed, select Start at a specified
time for Comparison Time. Due to slight time difference and continuous
operations on data, data inconsistency may occur, reducing the reliability and
validity of the comparison results.

Precautions

Before creating a DR task, read the following precautions:
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Table 2-53 Precautions

Type

Restrictions

Disaster
recovery
objects

e Tables with storage engine different to MyISAM and InnoDB

do not support disaster recovery.
System tables are not supported.
Triggers and events do not support disaster recovery.

Accounts that have operation permissions on customized
objects in the system database cannot be used for disaster
recovery.

DDL operations cannot be executed on the active database 2.

Service
database
configuratio
n

The binlog of the MySQL service database must be enabled
and use the row-based format.

If the storage space is sufficient, store the service database
binlog for as long as possible. The recommended retention
period is seven days.

- For self-built MySQL databases, you can set the
expire_logs_days parameter to specify the binlog retention
period.

- If the source database is an RDS for MySQL instance, set
the binlog retention period by following the instructions
provided in RDS User Guide.

The service database username or password cannot be empty.

server_id in the MySQL service database must be set. If the
service database version is MySQL 5.6 or earlier, the server_id
value ranges from 2 to 4294967296. If the service database is
MySQL 5.7 or later, the server_id value ranges from 1 to
4294967296.

During disaster recovery, if the session variable
character_set_client is set to binary, some data may include
garbled characters.

GTID must be enabled for the database.

The service database name must contain 1 to 64 characters,
including only lowercase letters, digits, hyphens (-), and
underscores ().

The table name and view name in the service database cannot
contain non-ASCII characters, or the following characters: '<>/\

If the expire_logs_days value of the service database is set to
0, the disaster recovery may fail.

If tables that have no primary key contain hidden primary
keys in the service database, the DR task may fail or data may
be inconsistent.
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Type

Restrictions

DR
database
configuratio
n

e The DR DB instance is running properly. If the DR DB instance
is @ primary/standby instance, the replication status must also
be normal.

e The DR DB instance must have sufficient storage space.

e The major version of the active database 1 must be the same
as that of the active database 2.

e The binlog of the DR database must be enabled and use the
row-based format.

e GTID must be enabled for the DR database.

e In addition to the MySQL system database, the active
database 2 must be an empty instance. After the forward task
is started, active database 2 is set to read-only. After the
backward task is started and DR is performed, the active
database 2 is restored to read-write.
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Type

Restrictions

Precautions

Only whitelisted users can use this function. To use this
function, submit a service ticket.

Dual-active DR supports backup in backward and forward
directions. Due to certain uncontrollable factors, data may be
inconsistent between the two sides. For example, if the load of
active database 1 is too heavy and the load of active database
2 is light, data updates on the active database 1 synchronized
to the active database 2 will be delayed due to the heave
load, as a result, the operation sequence is changed and data
becomes inconsistency. Therefore, divide data by unit
(database, table, or row) and ensure the unit on one database
is responsible for data read and write while on the other is
read-only. In essence, in dual-active DR, both the databases
play the active role but work differently. For details about
common scenarios, see Common Exceptions in Real-Time
Disaster Recovery.

Before creating a DRS task, if concurrency control rules of SQL
statements are configured for the service or DR database, the
DRS task may fail.

During the DR initialization, do not perform DDL operations
on the source database. Otherwise, the DR task may be
abnormal.

During disaster recovery initialization, a lot of binlogs are
generated in the DR database, occupying too much storage
space. Therefore, during disaster recovery initialization, only
the latest five binlogs are retained in the DR database by
default. After the disaster recovery initialization is complete,
the retention period of binlogs in the DR database is restored
to the value you configure. If you want to keep the binlog
retention period of the DR database to be the value you
specify due to service requirements, you need to submit a
service ticket. In the upper right corner of the management
console, choose Service Tickets > Create Service Ticket to
submit a service ticket.

During disaster recovery, you can create accounts for the
service database.

If the same data on both databases is updated simultaneously,
data conflicts may occur. DRS resolves the conflict by
overwriting the previous settings with the last settings.

- When the deletion operation is performed, data is deleted
and DRS does not perform any operation.

- When the insert operation is performed, DRS updates data
with the latest inserted data.

- When the update operation is performed, the original data
has been updated and DRS directly insert the new data.

Primary key conflicts between the two sides need to be
avoided. For example, you can use a UUID or the primary key
rule of region+auto-increment ID to avoid conflicts.
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Type Restrictions

e If the synchronization delay takes a long time due to
connection interruption or network issues, you need to
determine whether your services can tolerant the long-term
delay.

e Cascade operations cannot be performed on tables with
foreign keys. If the foreign key index of a table is a common
index, the table structure may fail to be created. You are
advised to use a unique index.

e If a physically generated column in a table is generated based
on a time type, the data in the column may be inconsistent.

e The dual-active DR is different from the single-active DR.
Therefore, no active/standby switchover is required.

e The DR latency is uncontrollable. Therefore, DDL operations
must be performed when no service is running, and both RPO
and RTO are zero and latency is kept within 30 seconds on
active database 1. Do not perform DDL operations on active
database 2. (DRS synchronizes only the DDL operations on
active database 1 to active database 2.)

e Ensure that the tables, columns, and rows are consistent in
both the databases. (The table structures of both the active
databases are consistent.)

e A backward task can be started only when the forward task is
in the DR process and both RPO and RTO are less than 60s.

e After the dual-active DR task is in the DR process, perform
tests on the active database 2 first. If the test results meet the
requirements, switch certain service traffic to the active
database 2.

Procedure

Step 1 On the Disaster Recovery Management page, click Create Disaster Recovery
Task.

Step 2 On the Create Disaster Recovery Instance page, select a region and project,
specify the task name, description, and the DR instance details, and click Create
Now.

e Task information description
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Figure 2-49 DR task information
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Table 2-54 Task and recipient description

(-), and underscores ().

Parameter Description

Region The region where your service is running. You can change
the region.

Project The project corresponds to the current region and can be
changed.

Task Name The task name must start with a letter and consist of 4 to

50 characters. It can contain only letters, digits, hyphens

Description The description consists of a maximum of 256 characters
and cannot contain special characters !=<>'&"\

DR instance information

Figure 2-50 DR instance information
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Table 2-55 DR instance settings

Parameter Description

DR Type Select Dual-active.

The DR type can be single-active or dual-active. If Dual-
active is selected, two subtasks are created by default, a
forward DR task and a backward DR task.

NOTE
Only whitelisted users can use dual-active DR. To use this
function, submit a service ticket. In the upper right corner of the
management console, choose Service Tickets > Create Service
Ticket to submit a service ticket.

Current Cloud Select Active 1 or Active 2. This parameter specifies the
RDS Instance role of the current RDS DB instance in the DR
Role relationship and is available when DR Type is set to

Dual-active. For details, see How Do | Select Active
Database 1 and 2 for Dual-Active DR?

- Active 1: Initial data is available on the current cloud
RDS when a task is created.

- Active 2: The RDS DB instance on the current cloud is
empty when a task is created.

Active 2 is used as an example.

Service DB Select MySQL.
Engine

DR DB Engine Select MySQL.

Network Type The public network is used as an example.

Available options: VPN or Direct Connect and Public
network. By default, the value is Public network.

DR DB Instance | The RDS for MySQL instance you created.

Disaster Select the subnet where the disaster recovery instance is

Recovery located. You can also click View Subnet to go to the

Instance Subnet | network console to view the subnet where the instance
resides.

By default, the DRS instance and the destination DB
instance are in the same subnet. You need to select the
subnet where the DRS instance resides and ensure that
there are available IP addresses. To ensure that the DR
instance can be successfully created, only subnets with
DHCP enabled are displayed.

e Specifications
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Figure 2-51 Specifications

Specifications

o

Table 2-56 Specifications

Parameter

Description

Specifications

DRS instance specifications. Different specifications have
different performance upper limits. For details, see Real-
Time DR.

NOTE
DRS allows you to upgrade specifications only for real-time DR
tasks from MySQL to MySQL, from MySQL to GaussDB(for
MySQL), and from GaussDB(for MySQL) to GaussDB(for
MySQL). Task specifications cannot be downgraded. For details,
see Changing Specifications.

AZ

Select the AZ where you want to create the DRS task.
Selecting the one housing the source or destination
database can provide better performance.

e Enterprise Project and Tags

Figure 2-52 Enterprise projects and tags

Enterprise Project

v | C ViewProject Management (2

Table 2-57 Enterprise Project and Tags

Parameter

Description

Enterprise
Project

An enterprise project you would like to use to centrally
manage your cloud resources and members. Select an
enterprise project from the drop-down list. The default
project is default.

For more information about enterprise projects, see
Enterprise Management User Guide.

To customize an enterprise project, click Enterprise in
the upper right corner of the console. The Enterprise
Project Management Service page is displayed. For
details, see Creating an Enterprise Project in £nterprise
Management User Guide.
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Parameter Description
Tags - Tags a task. This configuration is optional. Adding

Step 3

Step 4

tags helps you better identify and manage your tasks.
Each task can have up to 20 tags.

- After a task is created, you can view its tag details on
the Tags tab. For details, see Tag Management.

(11 NOTE

If a task fails to be created, DRS retains the task for three days by default. After three days,
the task automatically stops.

On the Disaster Recovery Management page, after the task is created, locate the
forward subtask and click Edit in the Operation column. The Configure Source
and Destination Databases page is displayed.

Figure 2-53 DR task list

Disaster Recovery Management ()

© W wouia much apprcit fyou o

On the Configure Source and Destination Databases page, wait until the DR
instance is created. Then, specify source and destination database information and
click Test Connection for both the source and destination databases to check
whether they have been connected to the DR instance. After the connection tests
are successful, select the check box before the agreement and click Next.

Figure 2-54 Service database information

Source Database

Datibse Type Self-ullt on ECS ROS DB instance

Por
Datgbase Usememe
Dafabase Password 0

55L Connection ‘:)

Ifyou want o enable S8 connection, ensure that SSL. has been enabled on te source database, refated parameters have been comecty configured, and an S5 cericae has neen ploaded
Encrypion Certfcate Select

Test Connection
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Table 2-58 Service database settings

Parameter Description

Database Type By default, Self-built on ECS is selected.

The source database can be a Self-built on ECS or an RDS
DB instance. After selecting RDS DB instance, select the
region where the source database resides and the region
cannot be the same as the region where the destination
database resides. The region where the destination database
is located is the region where you log in to the management
console. To use the RDS DB instance option, submit a
service ticket.

IP Address or The IP address or domain name of the service database.
Domain Name

Port The port of the service database. Range: 1 - 65535
Database The username for accessing the service database.
Username

Database The password for the service database username. You can
Password change the password if necessary. To change the password,

perform the following operation after the task is created:

If the task is in the Starting, Initializing, Disaster recovery
in progress, or Disaster recovery failed status, in the
Connection Information area on the Basic Information tab,
click Modify Connection Details. In the displayed dialog
box, change the password.

SSL Connection | SSL encrypts the connections between the source and
destination databases. If SSL is enabled, upload the SSL CA
root certificate.

NOTE

e The maximum size of a single certificate file that can be
uploaded is 500 KB.

e |If SSL is disabled, your data may be at risk.

Region The region where the service DB instance is located. This
parameter is selected by default. This parameter is available
only when the source database is an RDS DB instance.

DB Instance The name of the service DB instance. This parameter is

Name available only when the source database is an RDS DB
instance.

Database The username for accessing the service database.

Username

Database The password for the service database username.

Password
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(11 NOTE

The IP address, domain name, username, and password of the service database are
encrypted and stored in DRS and will be cleared after the task is deleted.

Figure 2-55 DR database information

Destination Database

DE Instance Mame

Database Username root
Database Password o
535L Connection

Test Connection Test successful

Table 2-59 DR database settings

Parameter Description

DB Instance The RDS for MySQL instance you selected when you create
Name the DR instance. The instance name cannot be changed.
Database The username for accessing the DR database.

Username

Database The password for the database username. The password can
Password be changed after a task is created.

If the task is in the Starting, Initializing, Disaster recovery
in progress, or Disaster recovery failed status, in the
Connection Information area on the Basic Information tab,
click Modify Connection Details. In the displayed dialog
box, change the password.

The database username and password are encrypted and
stored in DRS, and will be cleared after the task is deleted.

SSL Connection If SSL connection is required, enable SSL on the DR database,
ensure that related parameters have been correctly
configured, and upload an SSL certificate.

NOTE

e The maximum size of a single certificate file that can be uploaded
is 500 KB.

e [f SSL is disabled, your data may be at risk.

Step 5 On the Configure DR page, specify flow control and click Next.
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Figure 2-56 DR settings

Flow Control

Migrate Definer to User

Table 2-60 DR settings

Parameter

Description

Flow
Control

You can choose whether to control the flow.
e Yes

You can customize the maximum DR speed.

In addition, you can set the time range based on your service
requirements. The traffic rate setting usually includes setting of
a rate limiting time period and a traffic rate value. Flow can be
controlled all day or during specific time ranges. The default
value is All day. A maximum of three time ranges can be set,
and they cannot overlap.

The flow rate must be set based on the service scenario and
cannot exceed 9,999 MB/s.

Figure 2-57 Flow control

Flow Control No @
Time Zone GMT+03:00
Time Range : 00 [ : 00
Flow Limit MB/s(Maximum value: 9,999
@ Add Time Range  You can add 2 more fime ranges.
Wigrate Definer to User @ ves (@ No (@)

No
The DR speed is not limited and the outbound bandwidth of the
source database is maximally used, which causes read
consumption on the source database accordingly. For example,
if the outbound bandwidth of the source database is 100 MB/s
and 80% bandwidth is used, the 1/O consumption on the source
database is 80 MB/s.
NOTE

- Flow control mode takes effect only in the DR initialization phase.

- You can also change the flow control mode when the task is in the
Configuration state. For details, see Modifying the Flow Control
Mode.
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Parameter

Description

Migrate
Definer to
User

Indicates whether to migrate the Definers of all source database
objects to the destination database user entered during the
connection test.

e Yes
The Definers of all source database objects will be migrated to
the user. Other users do not have permissions for database
objects unless these users are authorized. For details about
authorization, see How Do | Maintain the Original Service
User Permission System After Definer Is Forcibly Converted
During MySQL Migration?

For example, if the view is CREATE ALGORITHM=UNDEFINED
DEFINER="username’@ %" SQL SECURITY DEFINER VIEW
“test_db’.'view5" AS select 1 AS 1" before migration,

it is converted to CREATE ALGORITHM=UNDEFINED
DEFINER="drsUser @ %  SQL SECURITY DEFINER VIEW
“test_db’.'view5™ AS select 1 AS "1 after the migration.

drsUser indicates the destination database user used for testing
the connection.

e No
The Definers of all source database objects will not be changed.
You need to migrate all accounts and permissions of the source
database in the next step. Note that if the Definer account is
not found in the destination database, unavailable objects will
be created.

For details about Definer, see the MySQL official document.

Step 6 On the Check Task page, check the DR task.
e If any check fails, review the failure cause and rectify the fault. After the fault

is rectifi

ed, click Check Again.

For details about how to handle check failures, see Solutions to Failed Check
Items in Data Replication Service User Guide.
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Figure 2-58 Pre-check

Check Again

Check success rate 100% Al checks mi

Check Item Check Result
Destination database storage space

Whether the destination database has sufficient storage space Passed

Database parameters

assed
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\Whether the sal_mode valus in the destination database is not NO_ENGINE_SUBSTITUTION

e If the check is complete and the check success rate is 100%, click Next.
(1] NOTE

You can proceed to the next step only when all checks are successful. If there are any
items that require confirmation, view and confirm the details first before proceeding to
the next step.

Step 7 Compare the parameters.

The parameter comparison function helps you check the consistency of common
parameters and performance parameters between service and DR databases and
show inconsistent values. You can determine whether to use this function based
on service requirements. It mainly ensures that services are not affected after the
DR task is completed.

e This process is optional, so you can click Next to skip the comparison.
e Compare common parameters:

- For common parameters, if the parameters in the service database are
different from those in the DR database, click Save Change to make the
parameters of the DR database be the same as those in the service
database.

Figure 2-59 Modifying common parameters

- Performance parameter values in both the service and DR databases can
be the same or different.

®" |f you need to adjust the performance parameters, enter the value in
the Change to column and click Save Change.
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"  |f you want to make the performance parameter values of the source
and destination database be the same:

1) Click Use Source Database Value.

DRS automatically makes the DR database values the same as
those of the service database.

Figure 2-60 One-click modification

Peformance parametes

(1 NOTE

You can also manually enter the value as required.
2) Click Save Change.

DRS changes the DR database parameter values based on your
settings. After the modification, the comparison results are
automatically updated.

Figure 2-61 One-click modification

Destaton DatsbaeVae  Cange To
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Some parameters in the DR database cannot take effect
immediately, so the comparison result is temporarily
inconsistent. Restart the DR database before the DR task is
started or after the DR task is completed. To minimize the
impact of database restart on your services, restart the DR
database at the scheduled time after the disaster recovery is
complete.

For details about parameter comparison, see Parameters for
Comparison in the Data Replication Service User Guide.

3) Click Next.

Step 8 On the displayed page, specify Start Time, Send Notification, SMN Topic,
Synchronization Delay Threshold, RPO Synchronization Delay Threshold, RTO
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Synchronization Delay Threshold, and Stop Abnormal Tasks After for the
forward subtask. After confirming that the configured information is correct, click
Submit to submit the forward DR task.

Figure 2-62 Task startup settings

Start Time Start upon task creation Start at a specified fime @

Send Notifications (,) @

SMN Topic v C0O

Synchronization Delay Threshold(s) ®

RTO Synchronization Delay Threshold(s) @

RPO Synchronization Delay Threshold(s) @

Stop Abnormal Tasks After @ Abnarmal tasks run longer than the period you set (unit: day) will automatically stop

Table 2-61 Task and recipient description

Parameter Description

Start Time Set Start Time to Start upon task creation or Start at a
specified time based on site requirements.
NOTE

After a DR task is started, the performance of the service and DR
databases may be affected. You are advised to start a DR task during
off-peak hours.

Send SMN topic. This parameter is optional. If an exception occurs
Notifications during disaster recovery, the system will send a notification
to the specified recipients.

SMN Topic This parameter is available only after you enable Send
Notifications and create a topic on the SMN console and
add a subscriber.

For details, see Simple Message Notification User Guide.
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Parameter

Description

Synchronization
Delay Threshold

During disaster recovery, a synchronization delay indicates a
time difference (in seconds) of synchronization between the
service and DR database.

If the synchronization delay exceeds the threshold you
specify, DRS will send alarms to the specified recipients. The
value ranges from 0 to 3,600. To avoid repeated alarms
caused by the fluctuation of delay, an alarm is sent only
after the delay has exceeded the threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RTO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the DR
database exceeds the threshold you specify, DRS will notify
specified recipients. The value ranges from 0 to 3,600. To
avoid repeated alarms caused by the fluctuation of delay, an
alarm is sent only after the delay has exceeded the threshold
for six minutes.

NOTE

e Before setting the RTO delay threshold, enable Send
Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RPO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the
service database exceeds the threshold you specify, DRS will
notify specified recipients. The value ranges from 0 to 3,600.
To avoid repeated alarms caused by the fluctuation of delay,
an alarm is sent only after the delay has exceeded the
threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

e In the early stages of an incremental disaster recovery, the
synchronization delay is long because a large quantity of data is
awaiting synchronization. In this case, no notifications will be
sent.

Stop Abnormal
Tasks After

Number of days after which an abnormal task is
automatically stopped. The value must range from 14 to 100.
The default value is 14.

NOTE
e You can set this parameter only for pay-per-use tasks.

e Tasks in the abnormal state are still charged. If tasks remain in
the abnormal state for a long time, they cannot be resumed.
Abnormal tasks run longer than the period you set (unit: day)
will automatically stop to avoid unnecessary fees.
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Step 9

Step 10

Step 11

Step 12

Return to the Disaster Recovery Management page. After the forward subtask
enters the Disaster recovery in progress state, locate the backward subtask and
click Edit in the Operation column. The Configure Source and Destination
Databases page of the backward subtask is displayed.

Figure 2-63 DR task list

Disaster Recovery Management © Feedback

On the Configure Source and Destination Databases page, click Test
Connection for both the source and destination databases to check whether they
have been connected to the DR instance. After the connection tests are successful,
click Next.

On the displayed page, specify Start Time, Send Notification, SMN Topic,
Synchronization Delay Threshold, RPO Synchronization Delay Threshold, RTO
Synchronization Delay Threshold, and Stop Abnormal Tasks After for the
backward subtask. After confirming that the configured information is correct,
click Submit to submit the backward DR task.

After the task is submitted, view and manage it on the Disaster Recovery
Management page.

e You can view the task status. For more information about task status, see
Task Statuses.

e You can click € in the upper-right corner to view the latest task status.

e By default, DRS retains a task in the Configuration state for three days. After
three days, DRS automatically deletes background resources, but the task
status remains unchanged. When you reconfigure the task, DRS applies for
resources again.

----End

2.6 From GaussDB(for MySQL) to GaussDB(for MySQL)
(Dual-Active DR)

Supported Source and Destination Databases

Table 2-62 Supported databases

Service database DR Database

GaussDB(for MySQL) GaussDB(for MySQL)
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Database Account Permission Requirements

To start a DR task, the service and DR database users must meet the requirements
in the following table. Different types of DR tasks require different permissions.
For details, see Table 2-63. DRS automatically checks the database account
permissions in the pre-check phase and provides handling suggestions.

Table 2-63 Database account permission

Type Permission Required

Service The user must have the following permissions:

database SELECT, CREATE, ALTER, DROP, DELETE, INSERT, UPDATE,

user TRIGGER, REFERENCES, SHOW VIEW, EVENT, INDEX, LOCK
TABLES, CREATE VIEW, CREATE ROUTINE, ALTER ROUTINE,
CREATE USER, RELOAD, REPLICATION SLAVE, REPLICATION
CLIENT, and WITH GRANT OPTION
The root account of the GaussDB(for MySQL) instance has the
preceding permissions by default.

DR The user must have the following permissions:

database SELECT, CREATE, ALTER, DROP, DELETE, INSERT, UPDATE,

user TRIGGER, REFERENCES, SHOW VIEW, EVENT, INDEX, LOCK
TABLES, CREATE VIEW, CREATE ROUTINE, ALTER ROUTINE,
CREATE USER, RELOAD, REPLICATION SLAVE, REPLICATION
CLIENT, and WITH GRANT OPTION
The root account of the GaussDB(for MySQL) instance has the
preceding permissions by default.

1O NOTE

Prerequisites

You are advised to create an independent database account for DRS task connection to
prevent task failures caused by database account password modification.

After changing the account passwords for the service and DR databases, modify the
connection information in the DRS task as soon as possible to prevent automatic retry
after a task failure. Automatic retry will lock the database accounts.

Table 2-63 lists the minimum permissions required by a DRS task. If you need to
migrate the grant permission through a DRS task, ensure that the connection account of
the DRS task has the corresponding permission. Otherwise, the destination database
user may not be authorized due to grant execution failure. For example, if the
connection account of the DRS task does not require the process permission, but you
need to migrate the process permission through a DRS task, ensure that the connection
account of the DRS task has the process permission.

You have logged in to the DRS console.

Your account balance is greater than or equal to $0 USD.

For details about the supported DB types and versions, see Supported
Databases.
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e If a subaccount is used to create a DRS task, ensure that an agency has been
added. For details about how to create an agency, see Agency Management.

Suggestions

/A\ CAUTION

e During the DR initialization, do not perform DDL operations on the service
database. Otherwise, the task may be abnormal.

e During DR initialization, ensure that no data is written to the DR database to
ensure data consistency before and after DR.

e The success of DR depends on environment and manual operations. To ensure
a smooth DR, perform a DR trial before you start the DR task to help you
detect and resolve problems in advance.

e It is recommended that you start your DR task during off-peak hours to
minimize the impact on your services.

- If the bandwidth is not limited, initialization of DR will increase query
workload of the source database by 50 MB/s and occupy 2 to 4 vCPUs.

- To ensure data consistency, tables without a primary key may be locked
for 3s during disaster recovery.

- The data in the DR process may be locked by other transactions for a
long period of time, resulting in read timeout.

- If DRS concurrently reads data from a database, it will use about 6 to 10
sessions. The impact of the connections on services must be considered.

- If you read a table, especially a large table, during DR, the exclusive lock
on that table may be blocked.

- For more information about the impact of DRS on databases, see What
Is the Impact of DRS on Source and Destination Databases?

e Data-Level Comparison

To obtain accurate comparison results, start data comparison at a specified
time point during off-peak hours. If it is needed, select Start at a specified
time for Comparison Time. Due to slight time difference and continuous
operations on data, data inconsistency may occur, reducing the reliability and
validity of the comparison results.

Precautions

Before creating a DR task, read the following precautions:
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Table 2-64 Precautions

Type Restrictions
Disaster e Tables with storage engine different to MyISAM and InnoDB
recovery do not support disaster recovery.
objects System tables are not supported.
Triggers and events do not support disaster recovery.
Accounts that have operation permissions on customized
objects in the system database cannot be used for disaster
recovery.
DDL operations cannot be executed on the active database 2.
Service The service database must be the primary node of the
database GaussDB(for MySQL) instance.

configuratio
n

The binlog of the service database must be enabled and use
the row-based format.

If the storage space is sufficient, store the service database
binlog for as long as possible. The recommended retention
period is seven days.

The service database username or password cannot be empty.
GTID must be enabled for the database.

The service database name must contain 1 to 64 characters,
including only lowercase letters, digits, hyphens (-), and
underscores ().

The table name and view name in the service database cannot
contain non-ASCII characters, or the following characters: '<>/\

If the expire_logs_days value of the database is set to 0, the
disaster recovery may fail.

DR
database
configuratio
n

The DR DB instance is running properly. If the DR DB instance
is a primary/standby instance, the replication status must also
be normal.

The DR DB instance must have sufficient storage space.

The binlog of the DR database must be enabled and use the
row-based format.

GTID must be enabled for the DR database.

The major version of the active database 1 must be the same
as that of the active database 2.

Active database 2 must be an empty instance. After the
forward task is started, active database 2 is set to read-only.
After the backward task is started and DR is performed, active
database 2 is restored to read/write.
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Type

Restrictions

Precautions

e Dual-active DR supports backup in backward and forward

directions. Due to certain uncontrollable factors, data may be
inconsistent between the two sides. For example, if the load of
active database 1 is too heavy and the load of active database
2 is light, data updates on the active database 1 synchronized
to the active database 2 will be delayed due to the heave
load, as a result, the operation sequence is changed and data
becomes inconsistency. Therefore, divide data by unit
(database, table, or row) and ensure the unit on one database
is responsible for data read and write while on the other is
read-only. In essence, in dual-active DR, both the databases
play the active role but work differently. For details about
common scenarios, see Common Exceptions in Real-Time
Disaster Recovery.

Before creating a DRS task, if concurrency control rules of SQL
statements are configured for the service or DR database, the
DRS task may fail.

During the DR initialization, do not perform DDL operations
on the source database. Otherwise, the DR task may be
abnormal.

During disaster recovery, you can create accounts for the
service database.

If the same data on both databases is updated simultaneously,
data conflicts may occur. DRS resolves the conflict by
overwriting the previous settings with the last settings.

- When the deletion operation is performed, data is deleted
and DRS does not perform any operation.

- When the insert operation is performed, DRS updates data
with the latest inserted data.

- When the update operation is performed, the original data
has been updated and DRS directly insert the new data.

Primary key conflicts between the two sides need to be
avoided. For example, you can use a UUID or the primary key
rule of region+auto-increment ID to avoid conflicts.

If the synchronization delay takes a long time due to
connection interruption or network issues, you need to
determine whether your services can tolerant the long-term
delay.

Cascade operations cannot be performed on tables with
foreign keys. If the foreign key index of a table is a common
index, the table structure may fail to be created. You are
advised to use a unique index.

If a physically generated column in a table is generated based
on a time type, the data in the column may be inconsistent.

The dual-active DR is different from the single-active DR.
Therefore, no active/standby switchover is required.
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Type Restrictions

e The DR latency is uncontrollable. Therefore, DDL operations
must be performed when no service is running, and both RPO
and RTO are zero and latency is kept within 30 seconds on
active database 1. Do not perform DDL operations on active
database 2. (DRS synchronizes only the DDL operations on
active database 1 to active database 2.)

e Ensure that the tables, columns, and rows are consistent in
both the databases. (The table structures of both the active
databases are consistent.)

e A backward task can be started only when the forward task is
in the DR process and both RPO and RTO are less than 60s.

e After the dual-active DR task is in the DR process, perform
tests on the active database 2 first. If the test results meet the
requirements, switch certain service traffic to the active
database 2.

Procedure

Step 1 On the Disaster Recovery Management page, click Create Disaster Recovery
Task.

Step 2 On the Create Disaster Recovery Instance page, select a region and project,
specify the task name, description, and the DR instance details, and click Create
Now.

e Task information description

Figure 2-64 DR task information
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Table 2-65 Task and recipient description

Parameter Description

Region The region where your service is running. You can change
the region.

Project The project corresponds to the current region and can be
changed.
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Parameter

Description

Task Name

The task name must start with a letter and consist of 4 to
50 characters. It can contain only letters, digits, hyphens
(-), and underscores ().

Description

The description consists of a maximum of 256 characters
and cannot contain special characters !=<>'&"\

e DR instance information

Figure 2-65 DR instance information
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Table 2-66 DR instance settings

Parameter

Description

DR Type

Select Dual-active.

The DR type can be single-active or dual-active. If Dual-
active is selected, two subtasks are created by default, a
forward DR task and a backward DR task.

NOTE
Only whitelisted users can use dual-active DR. To use this
function, submit a service ticket. In the upper right corner of the
management console, choose Service Tickets > Create Service
Ticket to submit a service ticket.

Current Cloud
RDS Instance
Role

Select Active 1 or Active 2. This parameter specifies the
role of the current RDS DB instance in the DR
relationship and is available when DR Type is set to
Dual-active. For details about how to choose active 1
and 2, see How Do | Select Active Database 1 and 2
for Dual-Active DR?

- Active 1: Initial data is available on the current cloud
database when a task is created.

- Active 2: The instance on the current cloud is empty
when a task is created.

Active 2 is used as an example.
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Parameter Description
Service DB Select GaussDB(for MySQL).
Engine

DR DB Engine Select GaussDB(for MySQL).

Network Type The public network is used as an example.

Available options: VPN or Direct Connect and Public
network. By default, the value is Public network.

DR DB Instance | The GaussDB(for MySQL) instance you created.

Disaster Select the subnet where the disaster recovery instance is

Recovery located. You can also click View Subnet to go to the

Instance Subnet | network console to view the subnet where the instance
resides.

By default, the DRS instance and the destination DB
instance are in the same subnet. You need to select the
subnet where the DRS instance resides and ensure that
there are available IP addresses. To ensure that the
disaster recovery instance is successfully created, only
subnets with DHCP enabled are displayed.

e Specifications

Figure 2-66 Specifications

Table 2-67 Specifications

Parameter Description

Specifications DRS instance specifications. Different specifications have
different performance upper limits. For details, see Real-
Time DR.
NOTE

DRS allows you to upgrade specifications only for real-time DR
tasks from MySQL to MySQL, from MySQL to GaussDB(for
MySQL), and from GaussDB(for MySQL) to GaussDB(for
MySQL). Task specifications cannot be downgraded. For details,
see Changing Specifications.

AZ Select the AZ where you want to create the DRS task.
Selecting the one housing the source or destination
database can provide better performance.

e Enterprise Project and Tags
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Figure 2-67 Enterprise projects and tags
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Table 2-68 Enterprise Project and Tags

Parameter

Description

Enterprise
Project

An enterprise project you would like to use to centrally
manage your cloud resources and members. Select an

enterprise project from the drop-down list. The default
project is default.

For more information about enterprise projects, see
Enterprise Management User Guide.

To customize an enterprise project, click Enterprise in
the upper right corner of the console. The Enterprise
Project Management Service page is displayed. For
details, see Creating an Enterprise Project in Enterprise
Management User Guide.

Tags

- Tags a task. This configuration is optional. Adding
tags helps you better identify and manage your tasks.
Each task can have up to 20 tags.

- After a task is created, you can view its tag details on
the Tags tab. For details, see Tag Management.

(11 NOTE

If a task fails to be created, DRS retains the task for three days by default. After three days,
the task automatically stops.

Step 3 On the Disaster Recovery Management page, after the task is created, locate the
forward subtask and click Edit in the Operation column. The Configure Source
and Destination Databases page is displayed.

Figure 2-68 DR task list
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Step 4 On the Configure Source and Destination Databases page, wait until the DR
instance is created. Then, specify source and destination database information and
click Test Connection for both the source and destination databases to check
whether they have been connected to the DR instance. After the connection tests
are successful, select the check box before the agreement and click Next.
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Figure 2-69 Service database information
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Table 2-69 Service database settings

Parameter Description

Database Type By default, Self-built on ECS is selected.

The source database can be a Self-built on ECS or an RDS
DB instance. After selecting RDS DB instance, select the
region where the source database resides and the region
cannot be the same as the region where the destination
database resides. The region where the destination database
is located is the region where you log in to the management
console. To use the RDS DB instance option, submit a
service ticket.

IP Address or The IP address or domain name of the service database.
Domain Name

Port The port of the service database. Range: 1 - 65535
Database The username for accessing the service database.
Username

Database The password for the service database username. You can
Password change the password if necessary. To change the password,

perform the following operation after the task is created:

If the task is in the Starting, Initializing, Disaster recovery
in progress, or Disaster recovery failed status, in the
Connection Information area on the Basic Information tab,
click Modify Connection Details. In the displayed dialog
box, change the password.
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Parameter Description

SSL Connection | SSL encrypts the connections between the source and
destination databases. If SSL is enabled, upload the SSL CA
root certificate.

NOTE

e The maximum size of a single certificate file that can be
uploaded is 500 KB.

e |f SSL is disabled, your data may be at risk.

Region The region where the service DB instance is located. This
parameter is selected by default. This parameter is available
only when the source database is an RDS DB instance.

DB Instance The name of the service DB instance. This parameter is
Name available only when the source database is an RDS DB
instance.

Database The username for accessing the service database.
Username

Database The password for the service database username.
Password

(11 NOTE

The IP address, domain name, username, and password of the service database are
encrypted and stored in DRS and will be cleared after the task is deleted.

Figure 2-70 DR database information

Destination Database

DB Instance Name

Database Username root
Database Password

Test Connection Test successful

Table 2-70 DR database settings

Parameter Description

DB Instance The GaussDB(for MySQL) instance you selected when
Name creating the DR task. This parameter cannot be changed.
Database The username for accessing the DR database.

Username
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Parameter

Description

Database
Password

The password for the database username. The password can
be changed after a task is created.

If the task is in the Starting, Initializing, Disaster recovery
in progress, or Disaster recovery failed status, in the
Connection Information area on the Basic Information tab,
click Modify Connection Details. In the displayed dialog
box, change the password.

The database username and password are encrypted and
stored in DRS, and will be cleared after the task is deleted.

Step 5 On the Configure DR page, specify flow control and click Next.

Figure 2-71 DR settings
Flow Control Yes “ @
Migrate Definer to User ®) Yes @ No @
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Table 2-71 DR settings

Parameter

Description

Flow
Control

You can choose whether to control the flow.
o Yes

You can customize the maximum DR speed.

In addition, you can set the time range based on your service
requirements. The traffic rate setting usually includes setting of
a rate limiting time period and a traffic rate value. Flow can be
controlled all day or during specific time ranges. The default
value is All day. A maximum of three time ranges can be set,
and they cannot overlap.

The flow rate must be set based on the service scenario and
cannot exceed 9,999 MB/s.

Figure 2-72 Flow control

Flow Control No @
Time Zone GMT+08:00
Time Range : 00 L 00
Flow Limit MB/s{Maximum value: 9,999
@ Add Time Range  You can add 2 more fime ranges.
Migrate Definer to User @ Yes (D No ()

No
The DR speed is not limited and the outbound bandwidth of the
source database is maximally used, which causes read
consumption on the source database accordingly. For example,
if the outbound bandwidth of the source database is 100 MB/s
and 80% bandwidth is used, the 1/O consumption on the source
database is 80 MB/s.
NOTE

- Flow control mode takes effect only in the DR initialization phase.

- You can also change the flow control mode when the task is in the
Configuration state. For details, see Modifying the Flow Control
Mode.
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Parameter | Description

Migrate Indicates whether to migrate the Definers of all source database
Definer to | objects to the destination database user entered during the
User connection test.

e Yes

The Definers of all source database objects will be migrated to
the user. Other users do not have permissions for database
objects unless these users are authorized. For details about
authorization, see How Do | Maintain the Original Service
User Permission System After Definer Is Forcibly Converted
During MySQL Migration?

For example, if the view is CREATE ALGORITHM=UNDEFINED
DEFINER="username’@ %" SQL SECURITY DEFINER VIEW
“test_db’.'view5" AS select 1 AS 1" before migration,

it is converted to CREATE ALGORITHM=UNDEFINED
DEFINER="drsUser @ %  SQL SECURITY DEFINER VIEW
“test_db’.'view5™ AS select 1 AS "1 after the migration.

drsUser indicates the destination database user used for testing
the connection.

e No
The Definers of all source database objects will not be changed.
You need to migrate all accounts and permissions of the source
database in the next step. Note that if the Definer account is
not found in the destination database, unavailable objects will
be created.

For details about Definer, see the MySQL official document.

Step 6 On the Check Task page, check the DR task.

e If any check fails, review the failure cause and rectify the fault. After the fault
is rectified, click Check Again.

For details about how to handle check failures, see Solutions to Failed Check
Items in Data Replication Service User Guide.

Figure 2-73 Pre-check
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e If the check is complete and the check success rate is 100%, click Next.

(11 NOTE

You can proceed to the next step only when all checks are successful. If there are any
items that require confirmation, view and confirm the details first before proceeding to

the next step.

Step 7 On the displayed page, specify Start Time, Send Notification, SMN Topic,
Synchronization Delay Threshold, RPO Synchronization Delay Threshold, RTO
Synchronization Delay Threshold, and Stop Abnormal Tasks After for the
forward subtask. After confirming that the configured information is correct, click
Submit to submit the forward DR task.

Figure 2-74 Task startup settings

Start Time Start upon task creation Start at a specified fime @

Send Notifications (,) @

SMN Topic | CO

Synchronization Delay Threshold(s) ®

RTO Synchronization Delay Threshold(s) @

RPQ Synchronization Delay Threshald(s) @

Stop Abnormal Tasks After @ Abnarmal tasks run longer than the period you set (unit: day) will automatically stop

Table 2-72 Task and recipient description

Notifications

Parameter Description
Start Time Set Start Time to Start upon task creation or Start at a
specified time based on site requirements.
NOTE
After a DR task is started, the performance of the service and DR
databases may be affected. You are advised to start a DR task during
off-peak hours.
Send SMN topic. This parameter is optional. If an exception occurs

during disaster recovery, the system will send a notification
to the specified recipients.

SMN Topic

This parameter is available only after you enable Send
Notifications and create a topic on the SMN console and
add a subscriber.

For details, see Simple Message Notification User Guide.
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Parameter

Description

Synchronization
Delay Threshold

During disaster recovery, a synchronization delay indicates a
time difference (in seconds) of synchronization between the
service and DR database.

If the synchronization delay exceeds the threshold you
specify, DRS will send alarms to the specified recipients. The
value ranges from 0 to 3,600. To avoid repeated alarms
caused by the fluctuation of delay, an alarm is sent only
after the delay has exceeded the threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RTO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the DR
database exceeds the threshold you specify, DRS will notify
specified recipients. The value ranges from 0 to 3,600. To
avoid repeated alarms caused by the fluctuation of delay, an
alarm is sent only after the delay has exceeded the threshold
for six minutes.

NOTE

e Before setting the RTO delay threshold, enable Send
Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RPO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the
service database exceeds the threshold you specify, DRS will
notify specified recipients. The value ranges from 0 to 3,600.
To avoid repeated alarms caused by the fluctuation of delay,
an alarm is sent only after the delay has exceeded the
threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

e In the early stages of an incremental disaster recovery, the
synchronization delay is long because a large quantity of data is
awaiting synchronization. In this case, no notifications will be
sent.

Stop Abnormal
Tasks After

Number of days after which an abnormal task is
automatically stopped. The value must range from 14 to 100.
The default value is 14.

NOTE
e You can set this parameter only for pay-per-use tasks.

e Tasks in the abnormal state are still charged. If tasks remain in
the abnormal state for a long time, they cannot be resumed.
Abnormal tasks run longer than the period you set (unit: day)
will automatically stop to avoid unnecessary fees.
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Step 8 Return to the Disaster Recovery Management page. After the forward subtask
enters the Disaster recovery in progress state, locate the backward subtask and
click Edit in the Operation column. The Configure Source and Destination
Databases page of the backward subtask is displayed.

Figure 2-75 DR task list

Disaster Recovery Management

Operation

Step 9 On the Configure Source and Destination Databases page, click Test
Connection for both the source and destination databases to check whether they
have been connected to the DR instance. After the connection tests are successful,
click Next.

Step 10 On the displayed page, specify Start Time, Send Notification, SMN Topic,
Synchronization Delay Threshold, RPO Synchronization Delay Threshold, RTO
Synchronization Delay Threshold, and Stop Abnormal Tasks After for the
backward subtask. After confirming that the configured information is correct,
click Submit to submit the backward DR task.

Step 11 After the task is submitted, view and manage it on the Disaster Recovery
Management page.

e You can view the task status. For more information about task status, see
Task Statuses.

e You can click C in the upper-right corner to view the latest task status.

e By default, DRS retains a task in the Configuration state for three days. After
three days, DRS automatically deletes background resources, but the task
status remains unchanged. When you reconfigure the task, DRS applies for
resources again.

--—-End
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Task Management

3.1 Creating a DR Task

Scenario

Process

To prevent service unavailability caused by regional faults, DRS provides disaster
recovery to ensure service continuity. If the region where the primary instance is
located encounters a natural disaster and cannot be connected, you can switch the
remote instance to the primary instance. To reconnect to the primary instance, you
only need to change the connection address on the application side. DRS allows
you to perform cross-region real-time synchronization between a primary instance
and a DR instance during disaster recovery

A complete online disaster recovery consists of creating a DR task, tracking task
progress, analyzing DR logs, and comparing data consistency. By comparing
multiple items and data, you can synchronize data between different service
systems.

The following flowchart shows the basic processes for disaster recovery.
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Figure 3-1 Disaster recovery process
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in the system.
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Compare DR items.

End

e Step 1: Create a DR task. Select the service and DR databases as required
and create a DR task.

e Step 2: Query the DR progress. During the disaster recovery, you can view
the DR progress.

e Step 3: View DR logs. Disaster recovery logs contain alarms, errors, and
prompt information. You can analyze system problems based on such
information.

e Step 4: Compare DR items. The DR system supports object-level, data-level
comparison to ensure data consistency.

This section uses disaster recovery from a MySQL instance to an RDS for MySQL
instance as an example describes how to configure a DR task on the DRS console
over a public network.

You can create a DR task that will walk you through each step of the process.
After a DR task is created, you can manage it on the DRS console.

e You have logged in to the DRS console.
e Your account balance is greater than or equal to $0 USD.

e  For details about the supported DB types and versions, see Supported
Databases.
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Procedure

If a subaccount is used to create a DRS task, ensure that an agency has been
added. For details about how to create an agency, see Agency Management.

Step 1 On the Disaster Recovery Management page, click Create Disaster Recovery
Task.

Step 2 On the Create Disaster Recovery Instance page, select a region and project,
specify the task name, description, and the DR instance details, and click Create
Now.

Task information description

Figure 3-2 DR task information
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Table 3-1 Task and recipient description

Parameter Description

Region The region where your service is running. You can change
the region.

Project The project corresponds to the current region and can be
changed.

Task Name The task name must start with a letter and consist of 4 to

50 characters. It can contain only letters, digits, hyphens
(-), and underscores ().

Description The description consists of a maximum of 256 characters

and cannot contain special characters !=<>'&"\

DR instance information
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Figure 3-3 DR instance information
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Table 3-2 DR instance settings

Parameter Description
DR Type Select Single-active.
The DR type can be single-active or dual-active. If Dual-
active is selected, two subtasks are created by default, a
forward DR task and a backward DR task.
NOTE
Only whitelisted users can use dual-active DR. To use this
function, submit a service ticket. In the upper right corner of the
management console, choose Service Tickets > Create Service
Ticket to submit a service ticket.
Disaster Select Current cloud as standby. This parameter is
Recovery available only when you select Single-active.
Relationship By default, Current cloud as standby is selected. You
can also select Current cloud as active.
- Current cloud as standby: The DR database is on the
current cloud.
- Current cloud as active: The service database is on
the current cloud.
Service DB Select MySQL.
Engine
DR DB Engine Select MySQL.
Network Type The public network is used as an example.

Available options: VPN or Direct Connect and Public
network. By default, the value is Public network.

DR DB Instance

RDS DB instance you have created as the destination
database of the DR task.
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Parameter Description
Disaster Select the subnet where the disaster recovery instance is
Recovery located. You can also click View Subnet to go to the
Instance Subnet | network console to view the subnet where the instance
resides.

By default, the DRS instance and the destination DB
instance are in the same subnet. You need to select the
subnet where the DRS instance resides and ensure that
there are available IP addresses. To ensure that the
disaster recovery instance is successfully created, only
subnets with DHCP enabled are displayed.

Destination Select Read-only. This parameter is available only when
Database Access | you select Single-active.

- During disaster recovery, the entire DR database
instance becomes read-only. To change the DR
database to Read/Write, you can change the DR
database (or destination database) to a service
database by clicking Promote Current Cloud on the
Disaster Recovery Monitoring tab.

- After the DR task is complete, the DR database
changes to Read/Write.

- When the external database functions as the DR
database, the user with the superuser permission can
set the database to read-only.

- If a DRS instance node is rebuilt due to a fault, to
ensure data consistency during the DRS task
restoration, the current cloud standby database is set
to read-only before the task is restored. After the task
is restored, the synchronization relationship recovers.

e Specifications

Figure 3-4 Specifications
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Table 3-3 Specifications

Parameter

Description

Specifications

DRS instance specifications. Different specifications have
different performance upper limits. For details, see Real-
Time DR.

NOTE
DRS allows you to upgrade specifications only for real-time DR
tasks from MySQL to MySQL, from MySQL to GaussDB(for
MySQL), and from GaussDB(for MySQL) to GaussDB(for
MySQL). Task specifications cannot be downgraded. For details,
see Changing Specifications.

AZ

Select the AZ where you want to create the DRS task.
Selecting the one housing the source or destination
database can provide better performance.

e Enterprise Project and Tags

Figure 3-5 Enterprise projects and tags

Enterprise Project

v | & viewProjectansgement (@

Table 3-4 Enterprise Project and Tags

Parameter

Description

Enterprise
Project

An enterprise project you would like to use to centrally
manage your cloud resources and members. Select an

enterprise project from the drop-down list. The default
project is default.

For more information about enterprise projects, see
Enterprise Management User Guide.

To customize an enterprise project, click Enterprise in
the upper right corner of the console. The Enterprise
Project Management Service page is displayed. For
details, see Creating an Enterprise Project in Enterprise
Management User Guide.

Tags

- Tags a task. This configuration is optional. Adding
tags helps you better identify and manage your tasks.
Each task can have up to 20 tags.

- After a task is created, you can view its tag details on
the Tags tab. For details, see Tag Management.
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(11 NOTE

If a task fails to be created, DRS retains the task for three days by default. After three days,
the task automatically stops.

Step 3 On the Configure Source and Destination Databases page, wait until the DR

instance is created. Then, specify source and destination database information and

click Test Connection for both the source and destination databases to check
whether they have been connected to the DR instance. After the connection tests
are successful, select the check box before the agreement and click Next.

Select Current cloud as standby for Disaster Recovery Relationship in Step
2.

Figure 3-6 Service database information
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Table 3-5 Service database settings

Parameter Description

Database Type | By default, Self-built on ECS is selected.

The source database can be a Self-built on ECS or an
RDS DB instance. After selecting RDS DB instance,
select the region where the source database resides and
the region cannot be the same as the region where the
destination database resides. The region where the
destination database is located is the region where you
log in to the management console. To use the RDS DB
instance option, submit a service ticket.

IP Address or The IP address or domain name of the service database.
Domain Name

Port The port of the service database. Range: 1 - 65535
Database The username for accessing the service database.
Username
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Parameter Description
Database The password for the service database username. You can
Password change the password if necessary. To change the

password, perform the following operation after the task
is created:

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the Connection Information area on the Basic
Information tab, click Modify Connection Details. In the
displayed dialog box, change the password.

SSL Connection

SSL encrypts the connections between the source and
destination databases. If SSL is enabled, upload the SSL
CA root certificate.

NOTE

- The maximum size of a single certificate file that can be
uploaded is 500 KB.

- If SSL is disabled, your data may be at risk.

Region The region where the service DB instance is located. This
parameter is selected by default. This parameter is
available only when the source database is an RDS DB
instance.

DB Instance The name of the service DB instance. This parameter is

Name available only when the source database is an RDS DB
instance.

Database The username for accessing the service database.

Username

Database The password for the service database username.

Password

(0 NOTE

The IP address, domain name, username, and password of the service database are
encrypted and stored in DRS and will be cleared after the task is deleted.
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Figure 3-7 DR database information
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Table 3-6 DR database settings

Parameter Description

DB Instance The DB instance you selected when creating the DR task
Name and cannot be changed.

Database The username for accessing the DR database.

Username

Database The password for the database username. The password
Password can be changed after a task is created.

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the DR Information area on the Basic Information
tab, click Modify Connection Details. In the displayed
dialog box, change the password.

The database username and password are encrypted and
stored in DRS, and will be cleared after the task is
deleted.

SSL Connection | If SSL connection is required, enable SSL on the DR
database, ensure that related parameters have been
correctly configured, and upload an SSL certificate.

NOTE

- The maximum size of a single certificate file that can be
uploaded is 500 KB.

- If SSL is disabled, your data may be at risk.

e Select Current cloud as active for Disaster Recovery Relationship in Step 2.
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Figure 3-8 Service database information
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Table 3-7 Service database settings

Parameter

Description

DB Instance
Name

The RDS instance selected when you created the DR task.
This parameter cannot be changed.

Database
Username

The username for accessing the service database.

Database
Password

The password for the database username. You can
change the password if necessary. To change the
password, perform the following operation after the task
is created:

If the task is in the Starting, Initializing, Disaster
recovery in progress, or Disaster recovery failed status,
in the DR Information area on the Basic Information
tab, click Modify Connection Details. In the displayed
dialog box, change the password.

The database username and password are encrypted and
stored in the system and will be cleared after the task is
deleted.

SSL Connection

If SSL connection is required, enable SSL on the service
database, ensure that related parameters have been
correctly configured, and upload an SSL certificate.

NOTE

- The maximum size of a single certificate file that can be
uploaded is 500 KB.

- If SSL is disabled, your data may be at risk.
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Figure 3-9 DR database information
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Table 3-8 DR database settings

Parameter

Description

Database Type

By default, Self-built on ECS is selected.

The destination database can be a Self-built on ECS or
an RDS DB instance. If you select RDS DB instance, you
need to select the region where the destination database
is located. To use the RDS DB instance option, submit a
service ticket.

IP Address or
Domain Name

The IP address or domain name of the DR database.

Port The port of the DR database. Range: 1 - 65535
Region The region where the RDS DB instance is located. This
parameter is available only when the destination
database is an RDS DB instance.
DB Instance DR instance name. This parameter is available only when
Name the destination database is an RDS DB instance.
NOTE
When the DB instance is used as the DR database, it is set to
read-only. After the task is complete, the DB instance can be
readable and writable.
Database Username for logging in to the DR database.
Username
Database Password for the database username.
Password
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Parameter

Description

SSL Connection

If SSL connection is required, enable SSL on the DR
database, ensure that related parameters have been
correctly configured, and upload an SSL certificate.
NOTE

- The maximum size of a single certificate file that can be
uploaded is 500 KB.

- If SSL is disabled, your data may be at risk.

(10 NOTE

The IP address, domain name, username, and password of the DR database are
encrypted and stored in DRS and will be cleared after the task is deleted.

Step 4 On the Configure DR page, specify flow control and click Next.

Figure 3-10 DR settings

Flow Control

Migrate Definer to User
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Table 3-9 DR settings

Parameter | Description

Control o Yes

Flow You can choose whether to control the flow.

You can customize the maximum DR speed.

In addition, you can set the time range based on your service
requirements. The traffic rate setting usually includes setting of
a rate limiting time period and a traffic rate value. Flow can be
controlled all day or during specific time ranges. The default
value is All day. A maximum of three time ranges can be set,
and they cannot overlap.

The flow rate must be set based on the service scenario and
cannot exceed 9,999 MB/s.

Figure 3-11 Flow control

Flow Control No @
Time Zone GMT+08:00
Time Range : 00 L 00
Flow Limit MB/s{Maximum value: 9,999
@ Add Time Range  You can add 2 more fime ranges.
Migrate Definer to User @ Yes (D No ()

The DR speed is not limited and the outbound bandwidth of the
source database is maximally used, which causes read
consumption on the source database accordingly. For example,
if the outbound bandwidth of the source database is 100 MB/s
and 80% bandwidth is used, the 1/O consumption on the source
database is 80 MB/s.
NOTE

- Flow control mode takes effect only in the DR initialization phase.

- You can also change the flow control mode when the task is in the
Configuration state. For details, see Modifying the Flow Control
Mode.
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Parameter | Description

Migrate Indicates whether to migrate the Definers of all source database
Definer to | objects to the destination database user entered during the
User connection test.

e Yes

The Definers of all source database objects will be migrated to
the user. Other users do not have permissions for database
objects unless these users are authorized. For details about
authorization, see How Do | Maintain the Original Service
User Permission System After Definer Is Forcibly Converted
During MySQL Migration?

For example, if the view is CREATE ALGORITHM=UNDEFINED
DEFINER="username’@ %" SQL SECURITY DEFINER VIEW
“test_db’.'view5" AS select 1 AS 1" before migration,

it is converted to CREATE ALGORITHM=UNDEFINED
DEFINER="drsUser @ %  SQL SECURITY DEFINER VIEW
“test_db’.'view5™ AS select 1 AS "1 after the migration.

drsUser indicates the destination database user used for testing
the connection.

e No
The Definers of all source database objects will not be changed.
You need to migrate all accounts and permissions of the source
database in the next step. Note that if the Definer account is
not found in the destination database, unavailable objects will
be created.

For details about Definer, see the MySQL official document.

Step 5 On the Check Task page, check the DR task.

e If any check fails, review the failure cause and rectify the fault. After the fault
is rectified, click Check Again.

For details about how to handle check failures, see Solutions to Failed Check
Items in Data Replication Service User Guide.

Figure 3-12 Pre-check

passed

Passed
Passed

Pasced

Passed
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e If the check is complete and the check success rate is 100%, go to the
Compare Parameter page.

(1] NOTE

You can proceed to the next step only when all checks are successful. If there are any
items that require confirmation, view and confirm the details first before proceeding to
the next step.

Step 6 Compare the parameters.

The parameter comparison function helps you check the consistency of common
parameters and performance parameters between service and DR databases and
show inconsistent values. You can determine whether to use this function based

on service requirements. It mainly ensures that services are not affected after the
DR task is completed.

e This process is optional, so you can click Next to skip the comparison.
e Compare common parameters:

- For common parameters, if the parameters in the service database are
different from those in the DR database, click Save Change to make the
parameters of the DR database be the same as those in the service
database.

Figure 3-13 Modifying common parameters

@ ool REPEATABLEREAD. REPEATABLE-READ Consisten

- Performance parameter values in both the service and DR databases can
be the same or different.

" |f you need to adjust the performance parameters, enter the value in
the Change to column and click Save Change.

"  |f you want to make the performance parameter values of the source
and destination database be the same:

1) Click Use Source Database Value.

DRS automatically makes the DR database values the same as
those of the service database.
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Figure 3-14 One-click modification

{11 NOTE

You can also manually enter the value as required.
2) Click Save Change.

DRS changes the DR database parameter values based on your
settings. After the modification, the comparison results are
automatically updated.

Figure 3-15 One-click modification

,,,,,,,,,

Some parameters in the DR database cannot take effect
immediately, so the comparison result is temporarily
inconsistent. Restart the DR database before the DR task is
started or after the DR task is completed. To minimize the
impact of database restart on your services, restart the DR
database at the scheduled time after the disaster recovery is
complete.

For details about parameter comparison, see Parameters for
Comparison in the Data Replication Service User Guide.

3) Click Next.

Step 7 On the displayed page, specify Start Time, Send Notification, SMN Topic,
Synchronization Delay Threshold, RPO Synchronization Delay Threshold, RTO
Synchronization Delay Threshold, Stop Abnormal Tasks After and DR instance
details. Then, click Submit.
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Figure 3-16 Task startup settings
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Table 3-10 Task and recipient description

Parameter

Description

Start Time

Set Start Time to Start upon task creation or Start at a
specified time based on site requirements.
NOTE

Starting a DR task may slightly affect the performance of the service

and DR databases. You are advised to start a DR task during off-peak
hours.

Send
Notifications

SMN topic. This parameter is optional. If an exception occurs
during disaster recovery, the system will send a notification
to the specified recipients.

SMN Topic

This parameter is available only after you enable Send
Notifications and create a topic on the SMN console and add
a subscriber.

For details, see Simple Message Notification User Guide.

Synchronization
Delay Threshold

During disaster recovery, a synchronization delay indicates a
time difference (in seconds) of synchronization between the
service and DR database.

If the synchronization delay exceeds the threshold you
specify, DRS will send alarms to the specified recipients. The
value ranges from 0 to 3,600. To avoid repeated alarms
caused by the fluctuation of delay, an alarm is sent only
after the delay has exceeded the threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.
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Parameter

Description

RTO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the DR
database exceeds the threshold you specify, DRS will notify
specified recipients. The value ranges from 0 to 3,600. To
avoid repeated alarms caused by the fluctuation of delay, an
alarm is sent only after the delay has exceeded the threshold
for six minutes.

NOTE

e Before setting the RTO delay threshold, enable Send
Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RPO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the
service database exceeds the threshold you specify, DRS will
notify specified recipients. The value ranges from 0 to 3,600.
To avoid repeated alarms caused by the fluctuation of delay,
an alarm is sent only after the delay has exceeded the
threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

e In the early stages of an incremental disaster recovery, the
synchronization delay is long because a large quantity of data is
awaiting synchronization. In this case, no notifications will be
sent.

Stop Abnormal
Tasks After

Number of days after which an abnormal task is
automatically stopped. The value must range from 14 to 100.
The default value is 14.

NOTE
e You can set this parameter only for pay-per-use tasks.

e Tasks in the abnormal state are still charged. If tasks remain in
the abnormal state for a long time, they cannot be resumed.
Abnormal tasks run longer than the period you set (unit: day)
will automatically stop to avoid unnecessary fees.

Step 8 After the task is submitted, view and manage it on the Disaster Recovery

Management page.

e You can view the task status. For more information about task status, see

Task Statuses.

e You can click © in the upper-right corner to view the latest task status.

e By default, DRS retains a task in the Configuration state for three days. After
three days, DRS automatically deletes background resources, but the task
status remains unchanged. When you reconfigure the task, DRS applies for
resources again.

--—-End
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Helpful Links
e Supported Databases
e Preparations
e DR Overview

3.2 Querying the DR Progress

After a DR task starts, you can check the DR progress.

Prerequisites
e You have logged in to the DRS console.
e A DR task has been created and started.

Procedure

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 On the displayed page, click the Disaster Recovery Progress tab to view the DR
progress. When the data initialization is complete, the initialization progress is
displayed as 100%.

e On the Disaster Recovery Progress tab, you can view the DR synchronization
delay.

e You can also view the DR synchronization delay on the Disaster Recovery
Management page. When the synchronization delay exceeds the preset or
default threshold, the value of the synchronization delay is displayed in red in
the task list.

e When the delay is 0, data is synchronized from the service database to the DR
database in real-time. You can view more metrics, such as RPO and RTO, on
the Disaster Recovery Monitoring tab.

(10 NOTE

"Delay" refers to the delay from when the transaction was submitted to the source
database to when it is synchronized to the destination database and executed.

Transactions are synchronized as follows:

1. Data is extracted from the source database.

2. The data is transmitted over the network.

3. DRS parses the source logs.

4. The transaction is executed on the destination database.

If the delay is O, the source database is consistent with the destination database, and no
new transactions need to be synchronized.
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/A\ CAUTION

Frequent DDL operations, ultra-large transactions, and network problems may
result in excessive synchronization delay.

--—-End

3.3 Viewing DR Logs

DR logs refer to the warning-, error-, and info-level logs generated during the DR
process. This section describes how to view DR logs to locate and analyze
database problems.

Prerequisites

You have logged in to the DRS console.

Procedure

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 On the displayed page, click Disaster Recovery Logs to view the logs generated
during DR.

Figure 3-17 Viewing DR Logs

In addition, DRS can interconnect with Log Tank Service (LTS). After you enable
log reporting to LTS, all logs generated by DRS instances will be uploaded to LTS
for management. For details, see Log Reporting.

--—-End

3.4 Comparing DR Items

Comparison Scenarios

DR item comparison: You can compare DR items to check data consistency
between the service database and DR database. Currently, you can compare the
following items during DR:
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e Object-level comparison: compares databases, events, indexes, tables, views,
stored procedures, functions, and triggers.

e Data-level comparison is classified into row comparison and value
comparison.

Row comparison: It helps you compare the number of rows in the tables
to be synchronized. This comparison method is recommended because it

is fast.

Value comparison: It helps you check whether data in the synchronized
table is consistent. The comparison process is relatively slow.

To ensure that the comparison results are valid, compare data during off-peak

hours by select Start at a specified time or compare cold data that is

infrequently modified.

e  Account comparison: It compares usernames and permissions of the source
and destination databases.

When you check data consistency, compare the number of rows first. If the

number of rows are inconsistent, you can then compare the data in the table to
determine the inconsistent data.

Table 3-11 Supported comparison methods

DR Data Flow Objec | Row | Value | Dyna | Acco

Direc t- Com |Com | mic unt-

tion level | paris | paris | Com | level
Com |on on paris | Com
paris on paris
on on

Curre | MySQL->MySQL Supp | Supp | Supp | Supp | Supp

nt orted | orted | orted | orted | orted

cloud

as

stand

by

Curre | MySQL->MySQL Supp | Supp | Supp | Supp | Supp

nt orted | orted | orted | orted | orted

cloud

as

active

Curre | MySQL->GaussDB(for MySQL) | Supp | Supp | Supp | Supp | Supp

nt orted | orted | orted | orted | orted

cloud

as

stand

by

Issue 29 (2023-11-30) Copyright © Huawei Technologies Co., Ltd. 132



Data Replication Service

Real-Time Disaster Recovery 3 Task Management
DR Data Flow Objec | Row | Value | Dyna | Acco
Direc t- Com |Com | mic unt-
tion level | paris | paris | Com | level

Com |on on paris | Com
paris on paris
on on
Curre | DDM -> DDM Supp | Supp | Not Not Not
nt orted | orted | suppo | suppo | suppo
cloud rted rted rted
as
stand
by
Curre | DDM -> DDM Supp | Supp | Not Not Not
nt orted | orted | suppo | suppo | suppo
cloud rted rted rted
as
active
Curre | GaussDB(for MySQL)- Supp | Supp | Supp | Supp | Supp
nt >GaussDB (for MySQL) orted | orted | orted | orted | orted
cloud
as
stand
by
Curre | GaussDB(for MySQL)- Supp | Supp | Supp | Supp | Supp
nt >GaussDB (for MySQL) orted | orted | orted | orted | orted
cloud
as
active
Dual- | MySQL->MySQL Supp | Supp | Supp [ Not Supp
Active orted | orted | orted | suppo | orted
DR rted
Dual- | GaussDB(for MySQL)- Supp | Supp | Supp | Not Supp
Active | >GaussDB(for MySQL) orted | orted | orted | suppo | orted
DR rted
Constraints

e |f DDL operations were performed on the service database, you need to
compare the objects again to ensure the accuracy of the comparison results.

e If data in the DR database is modified separately, the comparison results may
be inconsistent.

e  Currently, only tables with primary keys support value comparison. For tables
that do not support value comparison, you can compare rows. Therefore, you
can compare data by row or value based on scenarios.

e The DRS task cannot be suspended during value comparison. Otherwise, the
comparison task may fail.
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Some data types do not support value comparison. For details, see Which
Data Types Does Not Support Content Comparison?

To prevent resources from being occupied for a long time, DRS limits the row
comparison duration. If the row comparison duration exceeds the threshold,
the row comparison task stops automatically. If the service database is a
relational database, the row comparison duration is limited within 60 minutes.
If the service database is a non-relational database, the row comparison
duration is limited within 30 minutes.

To avoid occupying resources, the comparison results of DRS tasks can be
retained for a maximum of 60 days. After 60 days, the comparison results are
automatically cleared.

If you want to compare values and the DRS task you create supports value
comparison, select a large specification for your DRS instance when creating
the DRS task.

Impact on Databases

Object comparison: System tables of the source and destination databases are
queried, occupying about 10 sessions. The database is not affected. However,
if there are a large number of objects (for example, hundreds of thousands of
tables), the database may be overloaded.

Row comparison: The number of rows in the source and destination
databases is queried, which occupies about 10 sessions. The SELECT COUNT
statement does not affect the database. However, if a table contains a large
amount of data (hundreds of millions of records), the database will be
overloaded and the query results will be returned slowly.

Value comparison: All data in the source and destination databases is queried,
and each field is compared. The query pressure on the database leads to high
I/O. The query speed is limited by the 1/O and network bandwidth of the
source and destination databases. Value comparison occupies one or two
CPUs, and about 10 sessions.

Account comparison: The accounts and permissions of the source and
destination databases are queried, which does not affect the database.

Estimated Comparison Duration

Prerequisites

Object comparison: Generally, the comparison results are returned within
several minutes based on the query performance of the source database. If
the amount of data is large, the comparison may take dozens of minutes.

Row comparison: The SELECT COUNT method is used. The query speed
depends on the database performance.

Value comparison: If the database workload is not heavy and the network is
normal, the comparison speed is about 5 MB/s.

Account comparison: The results are returned with the object-level
comparison results. If the number of objects is small, the results are returned
in several minutes.

You have logged in to the DRS console.

Issue 29 (2023-11-30)

Copyright © Huawei Technologies Co., Ltd. 134


https://support.huaweicloud.com/intl/en-us/drs_faq/drs_16_1130.html
https://support.huaweicloud.com/intl/en-us/drs_faq/drs_16_1130.html

Data Replication Service
Real-Time Disaster Recovery 3 Task Management

Procedure

A DR task has been started.

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 On the Disaster Recovery Comparison tab, compare the service and DR
databases.

1.

Check the integrity of the database object.

Click Validate Objects. On the Object-Level Comparison tab, click Compare.
Wait for a while and click C, and view the comparison result of each
comparison item.

Figure 3-18 Comparing objects

Basic Information

Data-Level Comparison

Locate a comparison item you want to view and click View Details in the
Operation column.

After the check is complete, compare the number of rows and values.

On the Data-Level Comparison tab, click Create Comparison Task. In the
displayed dialog box, specify Comparison Method, Comparison Type,
Comparison Time, and Object. Then, click OK.

Figure 3-19 Creating a comparison task

Create Comparison Task

Object
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- Comparison Type: compares rows and values.

- Comparison Method: DRS provides static and dynamic comparison
methods.

®  Static: All data in the source and destination databases is compared.
The comparison task ends as the comparison is completed. Static
comparison can only be performed when there are no ongoing
services.

®  Dynamic: All data in the source database is compared with that in
the destination database. After the comparison task is complete,
incremental data in the source and destination databases is
compared in real time. A dynamic comparison can be performed
when data is changing.

(11 NOTE

®  Currently, only MySQL and GaussDB(for MySQL) support the comparison
mode.

® New tables cannot be created in the service database during dynamic
comparison. If you want to create a table in the service database, cancel the
dynamic comparison first. After the new table is created and real-time DR is
performed, restart the dynamic comparison.

- Comparison Time: You can select Start upon task creation or Start at a
specified time. There is a slight difference in time between the source
and destination databases during synchronization. Data inconsistency
may occur. You are advised to compare migration items during off-peak
hours for more accurate results.

- Object: You can select objects to be compared based on the scenarios.
(110 NOTE

- Data-level comparison cannot be performed for tasks in initialization.

After the comparison creation task is submitted, the Data-Level Comparison

tab is displayed. Click C to refresh the list and view the comparison result of
the specified comparison type.

Figure 3-20 Viewing the data-level comparison result

Row Comparison Jan 05, 2022182909 .. Jan 05,2022 182923 Completed © none ew Results | Export Report

To view the comparison details, locate the target comparison type and click
View Results in the Operation column. On the displayed page, locate a pair
of service and DR databases, and click View Details in the Operation column
to view detailed comparison results.
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Figure 3-21 Row comparison details

Tables Not Compared aftest - zf target2

(10 NOTE

- You can also view comparison details of canceled comparison tasks.

- You can sort the row comparison results displayed on the current page in
ascending or descending order based on the number of rows in the source
database table or the destination database table.

- If a negative number is displayed in the differences column, the number of rows in
the destination database table is greater than that in the source database table. If
a positive number is displayed in the differences column, the number of rows in
the source database table is greater than that in the destination database table.

5. Check the database accounts and permissions. Click the Account-Level
Comparison tab to view the comparison results of database accounts and
permissions.

Figure 3-23 Account-level comparison

clc

,,,,,,

L] NOTE
- Account comparison cannot be performed for tasks in the initialization phase.

--—-End

3.5 Task Life Cycle

3.5.1 Viewing DR Data

The data synchronization information is recorded during a disaster recovery. You
can check the integrity of DR data after synchronization.
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DRS allows you to view the initialization progress and of DR data health report on
the management console.

Prerequisites
e You have logged in to the DRS console.
e You have created a DR task.

Procedure
(10 NOTE

In the task list, only tasks created by the current login user are displayed. Tasks created by
different users of the same tenant are not displayed.

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 On the Basic Information tab, click the Disaster Recovery Data tab.
e |Initialization Progress

Initialization Progress shows the historical data import progress during the
disaster recovery environment creation. After the historical data is imported,
the initialization is complete, and data on this tab will not be updated
anymore.

e Data Health Reports
Data Health Reports periodically shows the data comparison result between

the primary and disaster recovery instances, helping you review the data
health status in the disaster recovery environment.

(1] NOTE

- Data comparison is performed only for disaster recovery tasks.
- Only the latest 30 health comparison reports are retained.

- The periodical health report helps you learn the data consistency between the
primary and standby instances. To avoid performance loss caused by long-term
comparison of the primary instance, you can use DR comparison to compare large
tables (for example, tables with more than 100 million rows).

Figure 3-24 Data Health Reports

- Modify the comparison policy.

Modifying the comparison policy does not affect the current health
comparison task. The modification takes effect upon the next
comparison.
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" |n the Health Comparison Policy area on the Data Health Reports
tab, click Modify Comparison Policy.

Figure 3-25 Modify Comparison Policy

Modify Comparison Policy

Status (D

Comparison Frequency Daily -

A high comparison frequency may affect your service
performance. Set a proper frequency based on service
requirements.

Time Zone GMT+08:00

Effective Time 12 (00— 18 00

Health comparisons performed during off-peak hours have
minor impacts on service performance, and comparisons
of relatively static data have a higher reference value.

Comparison Type Row Comparison + Account-Level Comparison + Object
Comparison

*Maodifications to the comparison policy settings take effect from the next comparison

and do not affect the on-going health comparison tasks.

Cancel

®  On the Modify Comparison Policy page, set the required
parameters.

o

Status: After the health comparison policy is disabled, the health
comparison will not be performed, and historical health reports
can still be viewed.

Comparison Frequency: The comparison can be performed
weekly or daily.

Comparison Time: When Comparison Frequency is set to
Weekly, you can set one or more days from Monday to Sunday
as the comparison time.

Time Zone: The default value is the local time zone.

Effective Time: Specifies the time period during which the
comparison policy takes effect. You are advised to perform the
comparison in off-peak hours. If the health comparison is not
complete within the validity period, the health comparison is
automatically interrupted. You can still view the health
comparison results of the completed task.

Comparison Type: Rows, accounts, and objects are compared by
default.

=  Click OK.

After the modification is successful, the new policy applies to the
following comparison tasks. You can cancel the ongoing tasks but
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the health reports of the comparison tasks that have been completed
can still be viewed.

--—-End

3.5.2 Modifying Task Information

After a DR task is created, you can modify task information to identify different
tasks.

The following task information can be edited:

e Task name

e Description

e SMN Topic

e Synchronization delay threshold

e Number of days when an abnormal task is stopped
e Task start time

Prerequisites

You have logged in to the DRS console.

Procedure

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 On the Basic Information tab, locate the information to be modified in the Task
Information area.

e You can click a to modify the task name, SMN topic, delay threshold, the
time to stop abnormal tasks, and description.

- To submit the change, click

- To cancel the change, click .

Table 3-12 Real-time DR task information

Task Information | Description

Task Name The task name must start with a letter and consist of 4
to 50 characters. It can contain only letters, digits,
hyphens (-), and underscores (_).

Description The description consists of a maximum of 256
characters and cannot contain special characters !
<>&|\u

SMN Topic You can apply for a topic on the SMN console and add

a subscription.

For details, see Simple Message Notification User
Guide.
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Task Information | Description

Synchronization The delay ranges from 0s to 3600s.
delay threshold NOTE

If the delay threshold is set to 0, no notifications will be sent
to the recipient.

Stop Abnormal The value must range from 14 to 100. The default
Tasks After value is 14.

NOTE
You can set this parameter only for pay-per-use tasks.

e  You can modify the task start time only when the task is in the Pending start
status.

In the Task Information area, click Modify in the Scheduled Start Time
field. On the displayed page, specify the scheduled start time and click OK.

Step 3 View the change result on the Basic Information tab.

--—-End

Configuring Exception Notifications

Step 1 On the Disaster Recovery Management page, select the task for which you want
to modify the exception notification.

Step 2 Click Batch Operations in the upper left corner and choose Configure Exception
Notification.

Figure 3-26 Batch Operations

Disaster Recovery Management ()

g0t

Step 3 In the displayed dialog box, modify the required parameter and click Confirm.
----End

3.5.3 Modifying Connection Information

During the disaster recovery, you may change the password of the service or DR
database. As a result, the data DR, data comparison, task pause, resume, primary/
standby switchover, and stopping may fail. In this case, you need to change the
password on the DRS console and resume the task.

You can modify the following information:

e Database password
e Database IP address
e Database port
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Constraints

Procedure

Database username

You can change the IP address, port, and username during the disaster
recovery phase only for a single-active DR task with MySQL or GaussDB(for
MySQL) serving as the source and IP address entered for the connection test.
If the IP address, port number, or username changes due to some operations
on the service database, you can use this function to update the information.

The function of changing an IP address applies to the scenario where the IP
address of the service database changes. The IP addresses before and after
the change must belong to the same data instance. Otherwise, the task may
fail or data may be inconsistent.

After the connection information is changed, the change takes effect
immediately, and the data in the DR database is not cleared.

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 On the Basic Information tab, click Modify Connection Details in the DR
Information area.

Step 3 In the displayed dialog box, change the passwords of the source and destination
databases and click OK.

--—-End

3.5.4 Modifying the Flow Control Mode

DRS allows you to change the flow control mode for a task. Currently, only the
following DR tasks support this function.

Constraints

Prerequisites

MySQL->MySQL

MySQL->GaussDB(for MySQL)

DDM->DDM

GaussDB(for MySQL)->GaussDB(for MySQL)

The flow control mode limits the maximum traffic speed in seconds. The
actual statistical value may be lower than the flow rate because the statistical
value may decrease due to network fluctuation.

The flow control mode takes effect only in the DR initialization phase.

You have logged in to the DRS console.
A disaster recovery task has been created and not started.
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Method 1
Step 1 In the Flow Control Information area on the Basic Information tab, click
Modify.

Step 2 In the displayed dialog box, modify the settings.
----End

Method 2

Step 1 In the task list on the Disaster Recover Management page, locate the target task
and choose More > Speed or Speed in the Operation column.

Step 2 In the displayed dialog box, modify the settings.
----End

3.5.5 Editing a DR Task

For a DR task that has been created but not started, DRS allows you to edit the
configuration information of the task, including the source and destination
database details. For DR tasks in the following statuses, you can edit and submit
the tasks again.

e (Creating

e Configuration

Prerequisites

You have logged in to the DRS console.

Method 1

Step 1 In the task list on the Disaster Recovery Management page, locate the target
task and click Edit in the Operation column.

Step 2 On the Configure Source and Destination Databases page, enter information
about the service and DR databases and click Next.
Step 3 On the Check Task page, check the DR task.

e If any check fails, review the failure cause and rectify the fault. After the fault
is rectified, click Check Again.

For details about how to handle check failures, see Solutions to Failed Check
Items in Data Replication Service User Guide.
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Figure 3-27 Pre-check

Check Result

(0_ENGINE_SUBSTITUTION

e If the check is complete and the check success rate is 100%, go to the
Compare Parameter page.

(1] NOTE

You can proceed to the next step only when all checks are successful. If there are any
items that require confirmation, view and confirm the details first before proceeding to
the next step.

Step 4 Compare the parameters.

The parameter comparison function helps you check the consistency of common
parameters and performance parameters between service and DR databases and
show inconsistent values. You can determine whether to use this function based
on service requirements. It mainly ensures that services are not affected after the
DR task is completed.

e This process is optional, so you can click Next to skip the comparison.
e Compare common parameters:

- For common parameters, if the parameters in the service database are
different from those in the DR database, click Save Change to make the
parameters of the DR database be the same as those in the service
database.

Figure 3-28 Modifying common parameters

@ o sclatr REPEATABLE READ.

REPEATABLE-READ.

- Performance parameter values in both the service and DR databases can
be the same or different.

®" |f you need to adjust the performance parameters, enter the value in
the Change to column and click Save Change.
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"  |f you want to make the performance parameter values of the source
and destination database be the same:

1) Click Use Source Database Value.

DRS automatically makes the DR database values the same as
those of the service database.

Figure 3-29 One-click modification

Peformance parametes

(1 NOTE

You can also manually enter the value as required.
2) Click Save Change.

DRS changes the DR database parameter values based on your
settings. After the modification, the comparison results are
automatically updated.

Figure 3-30 One-click modification

Destaton DatsbaeVae  Cange To

aasan0s sasanne

seanse

o

Some parameters in the DR database cannot take effect
immediately, so the comparison result is temporarily
inconsistent. Restart the DR database before the DR task is
started or after the DR task is completed. To minimize the
impact of database restart on your services, restart the DR
database at the scheduled time after the disaster recovery is
complete.

For details about parameter comparison, see Parameters for
Comparison in the Data Replication Service User Guide.

3) Click Next.

Step 5 On the displayed page, specify Start Time, Send Notification, SMN Topic,
Synchronization Delay Threshold, RPO Synchronization Delay Threshold, RTO
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Synchronization Delay Threshold, Stop Abnormal Tasks After and DR instance
details. Then, click Submit.

Figure 3-31 Task startup settings

Start Time Start upon task creation

send Notifications

synchronization Delay Threshold(s)

RTO Synchronizat

RPO Synchronization Delay Threshold(s)

Stop Abnormal Tasks After

on Delay Threshold(s)

Start at a specified time @

@ e

Table 3-13 Task and recipient description

Parameter

Description

Start Time

Set Start Time to Start upon task creation or Start at a
specified time based on site requirements.
NOTE

Starting a DR task may slightly affect the performance of the service

and DR databases. You are advised to start a DR task during off-peak
hours.

Send
Notifications

SMN topic. This parameter is optional. If an exception occurs
during disaster recovery, the system will send a notification
to the specified recipients.

SMN Topic

This parameter is available only after you enable Send
Notifications and create a topic on the SMN console and add
a subscriber.

For details, see Simple Message Notification User Guide.

Synchronization
Delay Threshold

During disaster recovery, a synchronization delay indicates a
time difference (in seconds) of synchronization between the
service and DR database.

If the synchronization delay exceeds the threshold you
specify, DRS will send alarms to the specified recipients. The
value ranges from 0 to 3,600. To avoid repeated alarms
caused by the fluctuation of delay, an alarm is sent only
after the delay has exceeded the threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.
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Parameter

Description

RTO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the DR
database exceeds the threshold you specify, DRS will notify
specified recipients. The value ranges from 0 to 3,600. To
avoid repeated alarms caused by the fluctuation of delay, an
alarm is sent only after the delay has exceeded the threshold
for six minutes.

NOTE

e Before setting the RTO delay threshold, enable Send
Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

RPO
Synchronization
Delay Threshold

If the synchronization delay from the DRS instance to the
service database exceeds the threshold you specify, DRS will
notify specified recipients. The value ranges from 0 to 3,600.
To avoid repeated alarms caused by the fluctuation of delay,
an alarm is sent only after the delay has exceeded the
threshold for six minutes.

NOTE
e Before setting the delay threshold, enable Send Notification.

e If the delay threshold is set to 0, no notifications will be sent to
the recipient.

e In the early stages of an incremental disaster recovery, the
synchronization delay is long because a large quantity of data is
awaiting synchronization. In this case, no notifications will be
sent.

Stop Abnormal
Tasks After

Number of days after which an abnormal task is
automatically stopped. The value must range from 14 to 100.
The default value is 14.

NOTE
e You can set this parameter only for pay-per-use tasks.

e Tasks in the abnormal state are still charged. If tasks remain in
the abnormal state for a long time, they cannot be resumed.
Abnormal tasks run longer than the period you set (unit: day)
will automatically stop to avoid unnecessary fees.

Step 6 After the task is submitted, view and manage it on the Disaster Recovery

Management page.

e You can view the task status. For more information about task status, see

Task Statuses.

e You can click © in the upper-right corner to view the latest task status.

e By default, DRS retains a task in the Configuration state for three days. After
three days, DRS automatically deletes background resources, but the task
status remains unchanged. When you reconfigure the task, DRS applies for
resources again.

--—-End
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Method 2

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 On the displayed page, click edit this task to go to the Configure Source and
Destination Databases page.

Step 3 Perform Step 2 through Step 6 in method 1.
----End

3.5.6 Resuming a DR Task

A fault may occur during DR due to external factors, such as insufficient storage
space.

(11 NOTE

e If a DR task fails due to non-network problems, the system will automatically resume
the task three times by default. If the failure persists, you can resume the task manually.

e If the DR task fails due to network problems, the system will automatically resume the
task until the task is restored.

Prerequisites
e You have logged in to the DRS console.
e A DR task has been created.

Method 1

In the task list on the Disaster Recovery Management page, locate the target
task and click Resume in the Operation column.

Method 2

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 On the displayed page, click the Migration Progress tab, and click Resume in the
upper right corner.

--—-End

Resume Tasks

Step 1 On the Disaster Recovery Management page, select the tasks to be resumed.

Step 2 Click Batch Operations in the upper left corner and choose Resume.

Figure 3-32 Batch Operations

Disaster Recovery Management

DDDDD
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Step 3 In the displayed dialog box, confirm the task information and click Yes.

--—-End

3.5.7 Pausing a DR Task

You can pause the DR tasks if they may cause buffer overflow or network
congestion during peak hours.

You can pause the following DR tasks:

e MySQL->MySQL

e  MySQL->GaussDB(for MySQL)

e  GaussDB(for MySQL)>GaussDB(for MySQL)

Prerequisites

e You have logged in to the DRS console.
e The DR task is running properly.

Pausing a Task

Step 1 In the task list on the Disaster Recovery Management page, locate the target
task and click Pause in the Operation column.

Step 2 In the displayed Pause Task dialog box, select Pause log capturing and click Yes.
(10 NOTE

e After the task is paused, the status of the task becomes Paused.

e After you select Pause log capturing, the DRS instance will no longer communicate
with the source and destination databases. If the pause duration is too long, the task
may fail to be resumed because the logs required by the source database expire. You are
not advised pausing a task for more than 24 hours. For details, check the corresponding
log configuration.

e You can use the resumable transfer function to continue the DR task.

--—-End

Pausing Tasks
Step 1 On the Disaster Recovery Management page, select the tasks to be paused.

Step 2 Click Batch Operations in the upper left corner and choose Pause.

Figure 3-33 Batch Operations

Disaster Recovery Management @

Step 3 In the displayed dialog box, confirm the task information and click Yes.

--—-End
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3.5.8 Viewing DR Metrics

Prerequisites

Procedure

Step 1

Step 2

DRS monitors the DB instance performance and the migration progress. With the
monitoring information, you can determine the data flow health status, data
integrity, and data consistency. If both RPO and RTO are 0, data has been
completely migrated to the DR database. Then, you can determine whether to
perform a switchover.

e You have logged in to the DRS console.
e You have created a DR task.

On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

On the Basic Information tab, click the Disaster Recovery Monitoring tab.

e Recovery Point Objective (RPO) measures the consistency between the data in
the service database and the data in the DRS instance. When RPO is 0, all the
data in the service database has been migrated to the DRS instance.

e  Recovery Time Objective (RTO) measures the amount of data being
transmitted. When RTO is 0, all transactions on the DRS instance have been
completed on the DR database.

e Delay: Monitors the historical RPO and RTO, which helps predict the amount
of lost data if a disaster occurs. You can pay attention to the following time
ranges during which:

- The RPO or RTO is high for a long time.
- The RPO or RTO is consistently high or spiking high on a regular basis.

e Autonomy Management: Monitors the following DRS intelligent autonomy
capabilities:
- Number of times that DRS automatically resumes data transfer after a
network is disconnected

- Number of times that DRS automatically overwrites old data with the
latest data when a data conflict occurs

e Performance: You can use performance monitoring to help diagnose the
network quality.

e Resource: You can use resource monitoring to help determine whether to
scale up the DRS instance specifications.
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Figure 3-34 DR monitoring

Delay @ Autonomy Management

RPO RTO Disconnections Conflict Rows

\ \
| | | 2.40% 45.48% 0.40%
R / |

--—-End

3.5.9 Performing a Primary/Standby Switchover for DR Tasks

DRS supports primary/standby switchover for DR tasks. If both RPO and RTO are
0, data has been completely migrated to the DR database. Then, you can
determine whether to perform a switchover.

e RPO measures the difference between the data in the service database and
the data in the DRS instance. When RPO is 0, all the data in the service
database has been migrated to the DRS instance.

e RTO measures the amount of data being transmitted. When RTO is 0, all
transactions on the DRS instance have been completed on the DR database.

Prerequisites
e You have logged in to the DRS console.
e You have created a DR task.

Primary/Standby Switchover

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 On the Basic Information tab, click the Disaster Recovery Monitoring tab.

Step 3 A primary/secondary switchover can be performed only when the task status is
disaster recovery in progress. Click Promote Current Cloud to promote the current
instance to the service database. Click Demote Current Cloud to demote the
current instance to the disaster recovery database.

The DR relationship involves only one primary database. During a primary/standby
switchover, ensure that there is no data written to the database that will be the
standby node, and no data will be written to the standby node in the future. The
data of the standby node is synchronized only from the primary node. Any other
write operations will pollute the data in the standby database, data conflicts occur
in the DR center and cannot be resolved.
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L] NOTE
Data DR from DDM to DDM involves multiple tasks and does not support primary/standby

switchover on the Disaster Recovery Monitoring tab. You can perform a switchover by
referring to Performing Primary/Standby Switchovers in Batches.

Figure 3-35 DR monitoring

. RPO © RTO © A
. — — )
. Oms Oms \
Service Database (192168 ) DRS Disaster Recovery Database.”  (192.168. )

(Generate)mysql-bin.001788:196 (Transmit)mysql-bin.001788:196 (Replay)mysql-bin.001788:196
Lastest event time:Nov 23, 2021-08:... . @

--—-End

Performing Primary/Standby Switchovers in Batches

Step 1 On the Disaster Recovery Management page, select the tasks.
Step 2 Click Batch Operations in the upper left corner and choose Primary/Standby
Switchover.

Figure 3-36 Batch Operations

Disaster Recovery Management @

Step 3 In the displayed dialog box, confirm the task information and click Yes.

--—-End

3.5.10 Exchanging the DR Direction

In dual-active DR, only forward tasks support DDL execution to prevent DDL
loopback. DRS allows you to exchange the direction of a DR task. You can use this
function to change the task role to enable DDL execution on backward tasks.

Constraints
e This function is available only for dual-active DR tasks.
e The direction can be exchanged only when both the forward and backward
tasks are paused.
e You need to resume the task to apply the change.
Procedure

Step 1 On the Disaster Recovery Management page, locate the paused dual-active DR
task.
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Subtask 1 is a forward task.

Figure 3-37 Before direction exchange

Disaster Recovery Management @

ppppp

...........

Pased

View the DR monitoring of subtask 1. The DDL execution is disabled on active
node 2.

Figure 3-38 DR monitoring before direction exchange

< DRS-1643.dr-child-01
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Step 2 Click Exchange Direction in the Operation column of the task.
Step 3 In the displayed dialog box, click Yes.
Step 4 After the direction exchange, view that the DR relationship of subtask 1 changes

and subtask 1 becomes a backward task.

Figure 3-39 After direction exchange

Disaster Recovery Management ()

-

View the DR monitoring of subtask 1. The DDL execution is disabled on active
node 1.

Figure 3-40 DR monitoring after direction exchange

Active 1 (192,245 DRS Active 2 (192. 89)
(Generate)mysal-bin 007785197 ( ysqhbin 007785:197 bin 007785:197

Step 5 Click Resume in the Operation column of the subtask.

--—-End
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3.5.11 Changing Specifications

You can change the DRS task specifications based on your service requirements.
After the specification change starts, the task enters the Changing specifications
state and data disaster recovery is suspended. After the specification change is
complete, the task is automatically resumed. Only whitelisted users can use this
function. You need to submit a service ticket to apply for this function.

Constraints
e You can change the task specifications only when your account balance is
more than $0 USD.
e DRS allows you to upgrade specifications only for real-time DR tasks from
MySQL to MySQL, from MySQL to GaussDB(for MySQL), and from
GaussDB(for MySQL) to GaussDB(for MySQL). Task specifications cannot be
downgraded.
e DRS allows you to change the specifications of only tasks in the Initializing
or Disaster recovery in progress state.
e You are advised to change the task specifications during off-peak hours.
e After the specification change starts, the task is suspended. The task is
automatically resumed after the change is complete.
e |t takes about 5 to 10 minutes to change the task specifications.
Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Choose Databases > Data Replication Service. The Data Replication Service
page is displayed.

Step 4 On the Disaster Recovery Management page, select the target task and choose
More > Change Specifications in the Operation column.

Step 5 On the displayed page, select the desired specifications, perform a pre-check, and
click Next.

Step 6 Confirm specifications.
e If you need to modify your settings, click Previous.
e  For pay-per-use instances, click Change.

To view the cost incurred by the specifications change, choose Billing Center
> Cost Bills in the upper right corner.

e  For yearly/monthly DB instances, click Change. On the displayed page, click
Pay. You can change the specifications only after the payment is successful.

Step 7 View the task specification change result.

After the application is submitted, click Back to Task List. On the Disaster
Recovery Management page, the instance status is Changing specifications.

After the task status changes from Changing specifications to another status,
you can view the instance specifications on the Basic Information page to check
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whether the change is successful. Alternatively, you can view the change logs on
the Synchronization Logs page to whether the change is successful.

e change specification start: indicates that the specification change starts.
e change specification success: indicates that the specifications are changed.

e change specification failed: indicates that the specifications fail to be
changed.

--—-End

3.5.12 Unsubscribing from a Yearly/Monthly Task

To delete a DRS task billed on the yearly/monthly basis, you need to unsubscribe
the order.

Prerequisites
e You have logged in to the DRS console.
e The billing mode of the current DRS instance is yearly/monthly.

Method 1

Unsubscribe from a yearly/monthly task on the Disaster Recovery Management
page.

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Choose Databases > Data Replication Service. The Data Replication Service
page is displayed.

Step 3 On the Disaster Recovery Management page, select the target task and choose
More > Unsubscribe in the Operation column.

Step 4 In the displayed dialog box, click Yes. The Unsubscribe from Resource page is
displayed.
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Figure 3-41 Unsubscribing from a task

Unsubscribe from Task

Are you sure you want to unsubscribe from the
following task?

Name Status

DRS-3572

Step 5 On the Unsubscribe from Resource page, verify the information about the
instance to be unsubscribed, specify a reason, select the ckeck box, and click

Confirm.

(11 NOTE

After a DRS instance is unsubscribed, the DRS task ends immediately. Ensure that data DR

is complete or the DRS instance is no longer used.

Step 6 In the displayed dialog box, click Yes.
----End

Method 2
Unsubscribe from a yearly/monthly task on the Billing Center page.

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Choose Databases > Data Replication Service. The Data Replication Service

page is displayed.

Step 4 Click Billing & Costs from the top menu bar. The Billing Center page is displayed.

Step 5 In the navigation pane, choose Orders > Unsubscriptions.

Step 6 On the displayed page, select the order to be unsubscribed and click Unsubscribe

in the Operation column.
e You can select DRS in the Service Type to filter all DRS orders.

Issue 29 (2023-11-30) Copyright © Huawei Technologies Co., Ltd.



Data Replication Service
Real-Time Disaster Recovery 3 Task Management

Figure 3-42 Filtering all orders

type 7 c n Region 7 Enterprise Project

awtaun

e Alternatively, search for target orders by name, order No., or ID in the search
box.

Step 7 On the displayed page, confirm the order to be unsubscribed from and select a
reason. Then, click Confirm.

For unsubscription details, see Unsubscription Rules.

Step 8 In the displayed dialog box, click Yes.
(11 NOTE

After a DRS instance is unsubscribed, the DRS task ends immediately. Ensure that data
synchronization is complete or the DRS instance is no longer used.

--—-End

3.5.13 Stopping a DR Task

When the DR task is complete or no longer needed, you can stop the DR task. You
can stop a task in any of the following statuses:

e Creating

e Configuration

e Initializing

e Disaster recovery in progress

e Paused

e Disaster recovery failed

NOTICE

e For a task in the Configuration state, it cannot be stopped if it fails to be
configured.

e After a task is stopped, it cannot be resumed.

Procedure

Step 1 In the task list on the Disaster Recovery Management page, locate the target
task and click Stop in the Operation column.

Step 2 In the displayed dialog box, click OK.
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(11 NOTE

e [f the task status is abnormal (for example, the task fails or the network is abnormal),
DRS will select Forcibly stop task to preferentially stop the task to reduce the waiting
time.

e Forcibly stopping a task will release DRS resources. Check whether the synchronization is
affected.

e To stop the task properly, restore the DRS task first. After the task status becomes
normal, click Stop.

--—-End

Stopping Tasks
Step 1 On the Disaster Recovery Management page, select tasks you wan to stop.

Step 2 Click Batch Operations in the upper left corner and choose Stop.

Figure 3-43 Batch Operations

Disaster Recovery Management ()

Step 3 In the displayed dialog box, confirm the task information and click Yes.

--—-End

3.5.14 Deleting a DR Task
You can delete a DR task, when it is no longer needed Deleted tasks will no longer
be displayed in the task list. Exercise caution when performing this operation.
Prerequisites

You have logged in to the DRS console.

Deleting a Task

Step 1 In the task list on the Disaster Recovery Management page, locate the target
task and click Delete in the Operation column.

Step 2 Click Yes to submit the deletion task.

--—-End

Deleting Tasks
Step 1 On the Disaster Recovery Management page, select the tasks to be deleted.

Step 2 Click Batch Operations in the upper left corner and choose Delete.
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Figure 3-44 Batch Operations

Disaster Recovery Management @

Step 3 In the displayed dialog box, confirm the task information and click Yes.

--—-End

3.5.15 Task Statuses

DR statuses indicate different DR phases.

Table 3-14 lists DR task statuses and descriptions.

Table 3-14 Task status and description

Status Description

Creating A DR instance is being created for DRS.

A DR instance is created, but the DR task is not started. You
can continue to configure the task.

Configuration

Instances are frozen when the account balance is less than or
equal to $0.

Frozen

A scheduled DR task is created for the DR instance, waiting to
be started.

Pending start

Starting A DR task is starting.

Start failed

A real-time DR task fails to be started.

Initialization Full data from the service database to the DR database is
being initialized.

Initialization The DR task has been initialized.

completed

Disaster Incremental data from the service database is being

recovery in synchronized to the DR database.

progress

Switching over

The primary/standby switchover of a DR task is being
performed.

Paused

The real-time DR synchronization task is paused.

Disaster
recovery failed

A DR task fails during the disaster recovery.

Task stopping

A DR instance and resources are being released.
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Status

Description

Completing

A DR instance and resources are being released.

Stopping task
failed

Instances and resources used by the DR task fail to be
released.

Completed

The DR instance used by a DR task is released successfully.

(1 NOTE

e If a task fails to be created, DRS retains the task for three days by default. After three
days, the task automatically stops.

e By default, DRS retains a task in the Configuration state for three days. After three
days, DRS automatically deletes background resources, but the task status remains
unchanged. When you reconfigure the task, DRS applies for resources again.

e Deleted DR tasks are not displayed in the status list.
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Tag Management

Scenarios

Tag Management Service (TMS) enables you to use tags on the management
console to manage resources. TMS works with other cloud services to manage
tags. TMS manages tags globally, and other cloud services manage their own tags.
If you have to manage a large number of tasks, you can use different tags to
identify and search for tasks.

e You are advised to set predefined tags on the TMS console.
e A tag consists of a key and value. You can add only one value for each key.
e Each DB instance can have up to 20 tags.

Adding a Tag

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 In the navigation pane on the left, choose Tags.

Step 3 On the Tags tab, click Add/Edit Tags. In the displayed dialog box, enter a tag key
and value, click Add, and click OK.
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Add/Edit Tags

It is recommended that you use TMS's predefined tag funciion to add the same tag to
different cloud resources. View predefined tags C

test] =

e When you enter a tag key and value, the system automatically displays all
tags (including predefined tags and resource tags) associated with all DB
instances except the current one.

e The tag key must be unique. It must consist of 1 to 128 characters and can
include letters, digits, spaces, and the following characters: _.:=+-@. It cannot
start or end with a space, or start with _sys_.

e The tag value can be empty. It cannot start or end with a space and can
contain 0 to 255 characters, including letters, digits, spaces, and special
characters _=+.-@

Step 4 View and manage the tag on the Tags page.
----End

Editing a Tag

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 In the navigation pane on the left, choose Tags.

Step 3 On the Tags page, click Add/Edit Tags. In the displayed dialog box, modify the
tag and click OK.

--—-End

Delete a Tag

Step 1 On the Disaster Recovery Management page, click the target DR task in the
Task Name/ID column.

Step 2 In the navigation pane on the left, choose Tags.

Step 3 On the Tags page, locate the tag to be deleted and click Delete in the Operation
column. In the displayed dialog box, click Yes.
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Step 4 After the tag is deleted, it will no longer be displayed on the Tags page.
----End
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Connection Diagnosis

If a DRS instance fails to be connected to the source or destination database
during connection testing, DRS provides the quick diagnosis function and returns
the diagnosis result.

e  You can perform connection diagnosis only on the task node whose database
information is obtained by entering an IP address or selecting a task node on
the GUI. DN diagnosis of GaussDB is not supported.

e In cluster or multi-AZ task scenarios, diagnosis can be performed only on the
node of the primary task.

Prerequisites
e You have logged in to the DRS console.
e A task has been created.

Procedure

Step 1 On the task management page, click the target task name in the Task Name/ID
column.

Step 2 On the Configure Source and Destination Databases page, specify source and
destination database information and click Test Connection for both the source
and destination databases to check whether they have been connected to the DRS
instance.

If the connection testing fails, click Quick Diagnosis on the right of the failure
information to diagnose the fault.
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Figure 5-1 Quick Diagnosis
Source Database

System databases, accounts, and parameters will not be synchronized. You need to manually create accounts and configure parameters in parameter templates of the destination databaze

|P Address or Domain Name i @

Ensure that the entered addresses belong to the same DB instance.

Database Username
Daiabase Pasgword | nmen ®

S5L Connection

Test Connection 0 The network connection between the replication instance and database Quick Diagnosis
is faulty., View details

Step 3 View the diagnosis result on the displayed Diagnosis Details dialog box. The
result includes the packet loss rate and port check result.

Figure 5-2 Diagnosis Details

Diagnosis Details

IP Address or Domain Name Packet Loss Rate (%) Port Check

100 O Failed

--—-End
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Interconnecting with CTS

6.1 Key Operations Recorded by CTS

Cloud Trace Service (CTS) provides records of operations on cloud service
resources, enabling you to query, audit, and backtrack operations.

Table 6-1 DRS operations recorded by CTS

Operation Resource Type Trace Name
Creating a task job createJob
Editing a task job modifylob
Deleting a task job deleteJob
Starting a task job startJob
Resuming a task job retryJob

6.2 Viewing Traces

After CTS is enabled, CTS starts recording operations on cloud resources. The CTS
management console stores the last seven days of operation records.

This section describes how to query the operation records of the last seven days
on the CTS console.

Prerequisites

The CTS service has been enabled.

Procedure

Step 1 Log in to the management console.
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Step 2 Click 0 in the upper left corner of the page and select a region and project.

Step 3 Click Service List. Under Management & Governance, choose Cloud Trace
Service.

Step 4 Choose Trace List in the navigation pane on the left.

Step 5 Specify the search criteria as needed.

e Search time range: In the upper right corner, choose Last 1 hour, Last 1 day,
or Last 1 week, or specify a custom time range.

e Trace Type, Trace Source, Resource Type, and Search By: Select a filter from
the drop-down list.

If you select Resource ID for Search By, specify a resource ID.
If you select Data for Trace Type, you can only filter traces by tracker.
e Operator: Select a specific operator (a user rather than a tenant).
e Trace Status: Available options include All trace statuses, normal, warning,
and incident. You can only select one of them.
Step 6 Click Query.
Step 7 Click * to the left of the target record to extend its details.

Step 8 Click View Trace in the Operation column. A dialog box is displayed, on which the
trace structure details are displayed.

--—-End
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Interconnecting with Cloud Eye

7.1 Supported Metrics

Description

This section describes metrics reported by the Data Replication Service (DRS) to
Cloud Eye as well as their namespaces and dimensions. You can use APIs provided

by Cloud Eye to query the metrics of the monitored object and alarms generated
for DRS.

Namespace
SYS.DRS

DB Instance Monitoring Metrics

Table 7-1 lists the DRS performance metrics.
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Table 7-1 DRS metrics

Metric Metric | Description Valu | Monitored Object Mo
ID s e nit
Name Rang ori
e ng
Int
erv
al
(Ra
w
Dat
a)
cpu_util | CPU CPU usage of the 0-100 | Monitored object: 1
Usage | monitored object % ECS min
Monitored instance | Ute
type: replication,
synchronization, and
DR instances
mem_util | Memo | Memory usage of 0-100 | Monitored object: 1
ry the monitored object | % ECS min
Usage Monitored instance | Ut€
type: replication,
synchronization, and
DR instances
network_ | Netwo | Incoming traffic in >0 Monitored object: 1
incoming | rk bytes per second bytes | ECS min
_bytes_ra | Input /s Monitored instance ute
te Throug type: replication,
hput synchronization, and
DR instances
network_ | Netwo | Outgoing traffic in >0 Monitored object: 1
outgoing | rk bytes per second bytes | ECS min
_bytes_ra | Output /s Monitored instance ute
te Throug type: replication,
hput synchronization, and
DR instances
disk_read | Disk Number of bytes >0 Monitored object: 1
_bytes_ra | Read read from the disk bytes | ECS min
te Throug | per second (bytes/ /s Monitored instance ute
hput second). type: replication,
synchronization, and
DR instances
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Metric Metric | Description Valu | Monitored Object Mo
ID s e nit

Name Rang ori

e ng

Int
erv

al
(Ra

w
Dat

a)

disk_writ | Disk Number of bytes >0 Monitored object: 1

e_bytes_r | Write | written to the disk bytes | ECS min
ate Throug | per second (bytes/ /s Monitored instance ute

hput | second). type: replication,

synchronization, and
DR instances

disk_util | Storag | Storage space usage | 0-100 | Monitored object: 1
e of the monitored % ECS min
Space | object Monitored instance | Ut€
Usage type: replication,
synchronization, and
DR instances
extract_b | Source | Table data or WAL >0 Monitored object: 1
ytes_rate | Datab | bytes read from the | bytes [ ECS min
ase source database per | /s Monitored instance ute
Read | second type: replication,
Throug synchronization, and
hput DR instances
extract_r | Rows Number of table >0 Monitored object: 1
ows_rate | Read data rows or WAL row/s | ECS min
from rows read from the Monitored instance ute
Source | source database per type: replication
Datab | second Unit: rows/s. synchronization’and
ase per DR instances
Second
extract_l | Source | Latency of extracting | =ms Monitored object: 1
atency Datab | WAL from the source ECS min
ase database Unit: ms. Monitored instance ute
WAL type: replication,
Extract synchronization, and
Lag DR instances
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Metric Metric | Description Valu | Monitored Object Mo
ID s e nit
Name Rang ori
e ng
Int
erv
al
(Ra
w
Dat
a)
apply_by | Destin | Number of bytes >0 Monitored object: 1
tes_rate | ation written to the bytes | ECS min
Datab | destination database | /s Monitored instance ute
ase per second. type: replication,
Write synchronization, and
Throug DR instances
hput
apply_ro | Rows Number of rows that | >0 Monitored object: 1
ws_rate Writte | are written to the row/s | ECS min
ninto | destination database Monitored instance ute
Destin | per second Unit: type: replication,
ation | rows/s. synchronization, and
Datab DR instances
ase per
Second
apply_tra | DML Number of DML >0 Monitored object: 1
nsactions | TPS transactions written | trans | ECS min
_rate to the destination actio | Monitored instance ute
database per second. | n/s type: replication,
synchronization, and
DR instances
apply_dd DDL Total number of DDL | 20 Monitored object: 1
ls numb | TPS transactions written | trans | ECS min
eror into the destination actio | Monitored instance ute
apply_dd database. n type: replication,
ls_rate synchronization, and
NOTE DR instances
apply_d
dls_rate
IS
replaced
by
apply_d
dls_num
ber after
Decemb
er 2022.
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Metric Metric | Description Valu | Monitored Object Mo
ID S e nit
Name Rang ori
e ng
Int
erv
al
(Ra
w
Dat
a)
apply_lat | Replica | Delay (in >0 Monitored object: 1
ency tion milliseconds) of data | ms ECS min
Delay | replay. Monitored instance | Uté
type: replication,
synchronization, and
DR instances
apply_av | Averag | Average execution >0 Monitored object: 1
erage_ex |e time (RT = Execution | ms ECS min
ecute_ti Transa | time + Commit time) Monitored instance ute
me ction of a transaction in type: replication,
Executi | the destination synchronization, and
on database. The unit is DR instances
Time millisecond.
apply_av | Averag | Average commit >0 Monitored object: 1
erage_co | e time (RT = Execution | ms ECS min
mmit_ti Transa | time + Commit time) Monitored instance ute
me ction of a transaction in type: replication,
Commi | the destination synchronization, and
t Time | database. The unit is DR instances
ms.
apply_cu | Synchr | This metric is the 10: Monitored object: 1
rrent_sta | onizati | synchronization abnor | ECS min
te on status of the current | mal Monitored instance ute
Status | kernel data (10: 1: type: replication,
abnormal; 1: idle; 2: | ;qje synchronization, and
DML; 3: DDL), 2 DR instances
instead of the task :
status. DML
is
execu
ted.
3:
DDL
is
execu
ted.
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Metric Metric | Description Valu | Monitored Object Mo
ID S e nit

Name Rang ori
e ng
Int
erv
al
(Ra
w
Dat
a)
apply_thr | Synchr | Number of working | >0 Monitored object: 1
ead_wor | onizati | threads for data ECS min
kers on synchronization Monitored instance ute
Thread type: replication,
S synchronization, and
DR instances
apply_jo | Task Status of the current | O: Monitored object: 1
b_status | Status | task. (0: normal; 1: norm | ECS min
abnormal; 2: al Monitored instance | Uté
paused) 1: type: replication,
abnor | synchronization, and
mal DR instances
2:
pause
d

Dimensions
Key Value
instance_id DRS instance ID

7.2 Configuring Alarm Rules

Scenarios

You can configure DRS alarm rules to customize the monitored objects and
notification policies and learn the DRS running status in a timely manner.

This section describes how to set DRS alarm rules, including the alarm rule name,
service, dimension, monitoring scope, template, and whether to send a
notification.
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Procedure

Step 1 Log in to the management console.
Step 2 Under Management & Governance, click Cloud Eye.

Step 3 In the navigation pane on the left, choose Cloud Eye > Data Replication Service.

Figure 7-1 Choosing a monitored object

Step 4 Select the DB instance which you want to create an alarm rule for and click
Create Alarm Rule in the Operation column.

Step 5 On the displayed page, set parameters as required.

Figure 7-2 Configuring alarm information

Enterprise Project default v | © create Enterprise Project

Template alarmTemplate-6me2 v | C Create Custom Template
Alarm Policy Alarm Severity Operation

Major Delete

e Specify Name and Description.

e Select Use template for Method. The template contains the following
common metrics: CPU usage, memory usage, and storage space usage.

e C(lick to enable alarm notification. The validity period is 24 hours by
default. If the topics you required are not displayed in the drop-down list, click
Create an SMN topic. Then, select Generated alarm and Cleared alarm for
Trigger Condition.

(10 NOTE

Cloud Eye sends notifications only within the validity period specified in the alarm
rule.
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Step 6 Click Create. The alarm rule is created.

For details about how to create alarm rules, see Creating an Alarm Rule in the
Cloud Eye User Guide.

--—-End

7.3 Viewing Monitoring Metrics

Scenarios

Cloud Eye monitors the running statuses of replication, synchronization, and DR
instances. You can obtain the monitoring metrics on the management console.
Monitored data requires a period of time for transmission and display. The status
of the monitored object displayed on the Cloud Eye page is the status obtained 5
to 10 minutes before. You can view the monitored data of a newly created DB
instance 5 to 10 minutes later.

Prerequisites

An instance is running properly when in the following statuses:
e Real-time migration: Full migration and Incremental migration

e Real-time synchronization: Full synchronization and Incremental
synchronization

e Real-time disaster recovery: Disaster recovery in progress

Viewing Metrics

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Choose Database > Data Replication Service. The Data Replication Service
page is displayed.

Step 4 Take real-time migration as an example. On the Online Migration Management
page, click the target migration task name in the Task Name/ID column.

Step 5 On the displayed page, click View Metric in the upper right corner of the page to
go to the Cloud Eye console.

By default, the monitoring information about the DRS instance is displayed on this
page.
Step 6 View monitoring metrics of the instance.

e On the Cloud Eye console, click the target DB instance name and click Select
Metric in the upper right corner. In the displayed dialog box, you can select
the metrics to be displayed and sort them by dragging them at desired
locations.

e You can sort graphs by dragging them based on service requirements.

e Cloud Eye can monitor performance metrics from the last 1 hour, 3 hours, 12
hours, 1 day, 7 days, and 6 months.
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Figure 7-3 Viewing monitoring metrics
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Interconnecting with LTS

8.1 Log Reporting

Scenarios

Precautions

If you enable log reporting, all logs generated by DRS instances (including real-
time migration, backup migration, real-time synchronization, real-time disaster
recovery, and traffic replay instances) are uploaded to Log Tank Service (LTS) for
management.

e After this function is enabled, all logs of the task are reported by default.

e This request does not take effect immediately. There is a delay of about 10
minutes.

e You will be billed for this function. For details, see LTS Pricing Details.

e Ensure that there are available LTS log groups and log streams in the same
region as your instance.

For more information about log groups and log streams, see Log
Management.

e  After this function is disabled, you will not be billed anymore.

Enabling or Disabling Log Reporting

Step 1

Step 2
Step 3

Step 4

Step 5

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Choose Database > Data Replication Service. The Data Replication Service
page is displayed.

Take real-time migration as an example. On the Online Migration Management
page, click the target migration task name in the Task Name/ID column.

On the Basic Information page, click Migration Logs on the left.
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Step 6 Click next to Report Logs to LTS in the upper part of the page.

Step 7 Select an LTS log group and log stream and click OK.
{0 NOTE

This request does not take effect immediately. There is a delay of about 10 minutes.

Figure 8-1 Enabling audit log reporting to LTS
Enable Log Reporting to LTS

lests sent to

Step 8 To disable or modify log reporting, click the toggle switch next to Report Logs to
LTS or click Edit next to the Report Logs to LTS toggle switch.

e Modifying log reporting: Click Edit next to the Report Logs to LTS toggle
switch. In the displayed dialog box, select the LTS log group and log stream
again and click OK.

e Disabling log reporting: Click the toggle switch next to Report Logs to LTS. In
the displayed dialog box, click OK.

Figure 8-2 Disabling log reporting to LTS

Disable Log Reporting

Disable log reporting of this instance?

--—-End

8.2 Viewing and Downloading Logs

Scenarios

If you have enabled log reporting to LTS for a DRS task in Log Reporting, you can
analyze logs, search for logs, visualize logs, download logs, and view real-time
logs on the LTS console.
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Viewing Logs Reported to LTS

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.
Step 3 Under Management & Governance, click Log Tank Service.
Step 4 In the Log Groups area, locate a target log group and click its name. For details

about LTS, see Log Tank Service User Guide.

Figure 8-3 Viewing log details

Table 8-1 Log field description

Name Type Description

_resource_id String Resource ID. The value is fixed to
projectld for DRS.

_resource_name String Resource name. The value is fixed to
DRS.

_service_type String Service type. The value is fixed to Data
Replication Service.

--—-End

Downloading Logs Reported to LTS

Step 1 Log in to the management console.

Step 2 Click Y in the upper left corner and select a region and project.
Step 3 Under Management & Governance, click Log Tank Service.
Step 4 In the Log Groups area, locate a target log group and click its name.

Step 5 Click Download on the right to download logs. For details about LTS, see Log
Tank Service User Guide.
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Figure 8-4 Downloading logs
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Change History

Released
On

Description

2023-11-30

This issue is the twenty-ninth official release, which incorporates
the following change:

e Supported direction exchange for dual-active DR.

2023-10-30

This issue is the twenty-eighth official release, which incorporates
the following change:

e Added support for upgrading task specifications in a DRS
multi-specification task.

2023-08-30

This issue is the twenty-seventeenth official release, which
incorporates the following change:

e Supported DRS task filtering by DB instance ID or database IP
address.

2023-07-30

This issue is the twenty-sixth official release, which incorporates
the following change:

e Supported AZ selection for DRS DR tasks.

2023-04-30

This issue is the twenty-fifth official release, which incorporates
the following changes:

e Supported quick diagnosis if a DRS connection test fails.

2023-03-30

This issue is the twenty-fourth official release, which incorporates
the following changes:

e Supported specification upgrade for real-time DR from MySQL
to MySQL.

Changed the following content:

e On the DRS task creation page, changed Single and Primary/
Standby to Single-AZ and Dual-AZ in the DRS Task Type
area.
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Released Description
On

2023-02-28 | This issue is the twenty-third official release, which incorporates
the following changes:

e Supported the sorting of row comparison results in ascending
or descending order by Source Database Table Rows or
Destination Database Table Rows.

2022-11-30 | This issue is the twenty-second official release, which
incorporates the following changes:

e After DRS interconnects with LTS and log reporting to LTS is
enabled, all logs generated by DRS instances will be uploaded
to LTS for management.

2022-07-30 | This issue is the twenty-first official release, which incorporates
the following changes:

e |f a task fails to be created, DRS retains the task for three days
by default. After three days, the task automatically stops.

2022-04-30 | This issue is the twentieth official release, which incorporates the
following changes:

e Supported dual-active DR tasks that are billed on the yearly/
monthly basis.

Changed the following content:

e Adjusted the length and character range of tag keys and tag
values.

2022-03-30 | This issue is the nineteenth official release, which incorporates
the following changes:

e Supported account-level comparison for MySQL and
GaussDB(for MySQL) databases during real-time DR.

e Supported multiple specifications for some real-time DR tasks.
e Supported yearly/monthly billing for some DR tasks.

Changed the following content:

e Supported disable task delay notification.

2022-02-28 | This issue is the eighteenth official release, which incorporates
the following changes:

e Supported one-click modification of performance parameters
during MySQL DR parameter comparison.

e Supported stopping tasks in batches.

2021-12-31 | This issue is the seventeenth official release, which incorporates
the following changes:

e Added the description about the impact of DRS on databases.
Changed the following content:

e Moved the Send Notifications option to the task confirmation
page.
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Released
On

Description

2021-11-30

This issue is the sixteenth official release, which incorporates the
following changes:

Changed the following content:

e The following scenarios are in the open beta test phase.
- Real-time DR from MySQL to GaussDB(for MySQL)
- Real-time DR from DDM-to-DDM.

2021-09-30

This issue is the fifteenth official release, which incorporates the
following changes:

e Added the description of the product architecture and
principles.

e Added account progress statistics in the real-time DR scenario.
Changed the following content:
e The following scenarios meet the commercial user standard.

- Single-active disaster recovery from GaussDB(for MySQL)
to GaussDB(for MySQL)

2021-07-05

This issue is the fourteenth official release, which incorporates
the following changes:

e Added permissions, allowing users to perform all operations
except deleting DB instances.

2021-04-30

This issue is the thirteenth official release, which incorporates the
following changes:

e Supported real-time DR from DDM to DDM.

2021-01-30

This issue is the twelfth official release, which incorporates the
following changes:

e Supported the real-time disaster recovery (DR) of GaussDB(for
MySQL).

e Supported exporting task information on the real-time
disaster recovery page.

2020-11-30

This issue is the eleventh official release, which incorporates the
following changes:

e Supported searching objects when the user selects objects.

e Supported setting the number of days after which an
abnormal task can be automatically stopped.

2020-10-31

This issue is the tenth official release, which incorporates the
following changes:

e Added the description of latency in all DR scenarios to DRS.
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Released
On

Description

2020-09-30

This issue is the ninth official release, which incorporates the
following changes:

e Added the description on the DR monitoring page, and the
connection needs to be reset after the RDS DB instance is
promoted to the primary DB instance.

2020-08-31

This issue is the eighth official release, which incorporates the
following changes:

e Supported configuration of the subnet for the DR instance.

2020-07-31

This issue is the seventh official release, which incorporates the
following change:

e Allowed different users under the same tenant to manage
their own DRS tasks, and the tasks are invisible to each other.

2020-03-31

This issue is the sixth official release, which incorporates the
following changes:

e Supported MySQL to GaussDB(for MySQL) DR for the first
time.

e Provided the task pausing function.

2020-02-29

This issue is the fifth official release, which incorporates the
following changes:

e Added the flow control mode for disaster recovery.
e Supported forward and backward DR in multi-active DR.

e Supported the change of the flow control mode after the task
is started.

e Supported resetting passwords.

2020-01-30

This issue is the fourth official release, which incorporates the
following changes:

e Supported alarm reporting for DR tasks.
e Supported forcing tasks to stop.

2019-12-30

This issue is the twenty-seventeenth official release, which
incorporates the following changes:

e Supported batch primary/standby switchover in disaster
recovery scenarios.

2019-11-30

This issue is the third official release, which incorporates the
following changes:

e Supported disaster recovery between RDS DB instances or
between self-built databases and RDS DB instances.

e Supported selecting the current cloud as the active during
disaster recovery.
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Released Description
On

2019-10-30 | This issue is the second official release, which incorporates the
following changes:

e Supported online multi-active DR.
e Supported tag management.

2018-10-31 | This issue is the first official release.
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