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Operation Process

Operation Process for Administrators

An administrator can log in to the official website of the Huawei Cloud using a
Huawei Cloud account that has passed the real-name authentication or an IAM

account that has been assigned the Workspace administrator permissions to buy
desktops, as shown in Figure 1-1.

Figure 1-1 Operation process for administrators

Log in to the HUAWEI CLOUD Create desktop
An administrator needs to log in to
the official website of the Huawei
Cloud using an account that has
passed real-name authentication or
an IAM user account that has been
assigned the Workspace administrator
permissions.

The administrator selects a

package to create desktops
for end users.

Operation Process for End Users

End users can use Workspace desktops after completing basic configurations on
clients, as shown in Figure 1-2.
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Figure 1-2 Operation process for end users

n Configure a client. E Use the desktop.
After receiving an email indicating successful The end user logs in to the
desktop creation, the end user can follow desktop using the client.

instructions in the email to configure a client
for accessing the desktop.
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Preparations

Before using Workspace, you need to complete the preparations described in this
document.

e Registering a Huawei Account and Completing Real-Name
Authentication

e (Optional) Creating an IAM User

Registering a Huawei Account and Completing Real-Name Authentication

If you already have a Huawei account, skip this step. If you do not have a Huawei
account, perform the following operations to create one:

Step 1 Visit the Huawei Cloud official website.

Step 2 Click Register in the upper right corner and complete the registration as
instructed.

Step 3 After the registration, the system automatically redirects you to your personal
information page.

Step 4 Complete real-name authentication for individual or enterprise accounts. For
details, see Real-Name Authentication.

--—-End

(Optional) Creating an IAM User

If you have registered on Huawei Cloud, you can create an IAM user on the IAM
console. For details, see Creating an IAM User.
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Logging In to the Workspace Console

Scenarios
Log in to the console and perform the following operations:
e  Purchasing and managing cloud desktops: purchases and manages cloud
desktops on the console
e Querying desktop information: queries details about desktop usage
e Managing end users: creates users, modifies user information, changes email
addresses, resets passwords, resends notification emails, unlocks users, and
deletes accounts on the console
e Managing policies: provides the protocol policy management function.
Customers can configure policies to help users better use desktops.
Procedure

Step 1 Log in to the console as the administrator.

L] NOTE
The administrator account can be the Huawei account that has passed real-name

authentication in Preparations, or the account of the IAM user assigned the Workspace
administrator permissions in Preparations.

Step 2 Click 9 i the upper left corner of the console and select a region and a project.

Step 3 Click — and choose Business Applications > Workspace in the service list.

The Workspace console is displayed, as shown in Figure 3-1.
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Figure 3-1 Workspace console
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Purchasing a Desktop

4.1 Methods of Purchasing Desktops

This section describes how to purchase a desktop.
You can purchase desktops using either of the following methods:

e Yearly/Monthly is a prepaid billing mode. You will be charged based on the
usage duration that you specified.

e Pay-per-use is a postpaid billing mode. You will be charged based on the
actual usage duration of desktops. This mode is recommended when desktop
requirements fluctuate. You can purchase or delete desktops at any time.

4.2 Purchasing Yearly/Monthly-billed Desktops

Scenarios

An administrator can select the yearly/monthly billing mode and packages, and
assign desktops to end users. After the administrator purchases a desktop, the
system automatically sends a notification email to the user's mailbox.
Purchase Page
Step 1 Logging In to the Workspace Console
Step 2 On the Dashboard or Desktop Management page, click Buy Desktop.
The page for buying desktops is displayed.

--—-End

Basic Configurations

Step 1 Determine whether to connect to an existing Windows AD domain of the
enterprise.
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NOTICE

After you purchase a desktop for the first time, your selection (connecting to the
Windows AD domain or canceling the connection to the Windows AD domain)
cannot be changed. Exercise caution when performing this operation.

e If you select No, you can directly configure the desktop infrastructure by
referring to Step 2. After the desktop creation task is submitted, the
Workspace service will be deployed.

After subscribing to the service, you can use the account authentication
system of Huawei to authenticate users and manage user accounts on the
Workspace console.

e Select Yes to configure the Windows AD domain. For details, see Connecting
to the Windows AD Domain. After the configuration information is saved,
the Workspace service will be deployed.

After the service is subscribed, the existing unified AD of the enterprise is used
to authenticate users and manage user accounts.

Step 2 Configure desktop information, as described in Table 1 Desktop information.

Table 4-1 Desktop information

Parameter

Description

Example Value

Billing Mode

Select Yearly/Monthly.

Yearly/Monthly

Region

Desktops in different regions
cannot communicate with each
other over the intranet, and
desktops need to be managed
by region. You are advised to
create desktops in the same
region.

NOTE
A region is the location of the
physical data center of Workspace.
Different regions indicate different
physical distances between the
physical data center and users, as
well as different network latency.
To reduce latency and improve
access speed, select the region
closest to your workloads.

Project

Select a project as required.

NOTE
If no project is available, click

e rl-:-"'l
"~ and choose Create Project.
On the displayed page, create a

subproject by referring to Creating
a Subproject.
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Parameter Description Example Value
AZ An AZ is a physical region Random

where resources use
independent power supplies and
networks. AZs are physically
isolated but connected through
an intranet. If an AZ becomes
faulty, other AZs in the same
region will not be affected.
NOTE

To achieve better disaster recovery,

you are advised to create desktops
in different AZs.

CPU Select the x86 architecture. x86
Architecture

Package Type Select specifications as required. | Ultimate
Ultimate | 2 vCPUs | 4 GB

Step 3 Configure an image.
e Image Type: Select an image type as required.

(10 NOTE

- A public image is a widely used standard image provided by Workspace. It contains
an OS and pre-installed public applications and is visible to all users. Public images
are very stable and their OS and any included software have been officially
authorized for use. If a public image does not contain the application environments
or software you need, you can use a public image to create an application
environment and then deploy required software. Currently, Windows public images
are marketplace images.

- A private image is created based on an existing cloud desktop or external image
file and is visible only to the user who created it. It contains an OS, preinstalled
public applications, and the user's personal applications. Using a private image to
create a desktop saves more time.

- Workspace supports public images running Windows, private images converted
from desktops generated using Windows images, and private images converted
from ECSs created using Windows image files. To use a private image to purchase
a desktop, see Converting a Desktop to an Image and Creating a Windows
Desktop Private Image.

e OS: Select an OS type in the supported OS list.

Step 4 Configure disks as required, as shown in Figure 4-1.
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Figure 4-1 Configuring disks

System Disk High 1O Disk A 80 + | GB
Data Disk High 10 Disk - — 50 + | GB Delete

(3) Add a data disk

(11 NOTE

e For details about the performance of different disk types, see EVS Overview.
- High 1/O disks use serial attached SCSI (SAS) drives to store data.
- Ultra-high I/O disks use solid state disk (SSD) drives to store data.
- General purpose SSD disks use SSD drives to store data.
e After the desktop is created, you will be billed for the disk until the desktop is deleted.
e The disk size must be an integer multiple of 10.
e A maximum of 10 data disks can be configured.

Step 5 Set the required duration and evaluate the fee.

Set the required duration. The fee for one desktop is displayed here. If the selected

duration is marked with | | | , it indicates that the selected package has a
discount within the time range. Click Discount Details to view the discount
details.

Step 6 Click Next: Configure advanced settings.
The page for configuring advanced settings is displayed.

--—-End

Advanced Settings
Step 1 (Optional) Configure an enterprise ID.

You are advised to use identifiable fields such as the enterprise name pinyin as the
enterprise ID.

(11 NOTE

e Customize an enterprise ID or use a randomly-generated ID upon the first purchase.

e Enterprise ID is the unique identifier of your tenant environment. End users need to
enter the enterprise ID when logging in to the system.

e The enterprise ID can contain a maximum of 32 characters, including digits, letters,
underscores (_), and hyphens (-).

Step 2 Configure the network.

Figure 4-2 Configuring the network

MNetwork vpc A C subnet- A C Automatically-assigned IP - @

Creating the deskiop failed because there is no available IP address in the selected service subnet
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NOTICE

The 172 network segment is reserved for running internal services. Therefore, do
not select a VPC network starting with 172. Otherwise, desktops cannot be
purchased.

The resources required by Workspace will be created in the selected VPC subnet.
After the desktop is purchased for the first time, the VPC cannot be modified, and
only the service subnet can be managed.

e Configure the existing network.

Click ™ and select a service subnet. If you purchase a desktop for the first
time, you need to select a VPC and a service subnet. For details about how to
create a VPC and a service subnet, see Creating a VPC and a Service Subnet.

e Configure a new network.

- Click Click here to manage subnets. In the displayed Modify the service
subnet dialog box, click Create on Console to create a service subnet.
For details, see Creating a Service Subnet for the VPC.

- If you purchase a desktop for the first time, click Create on Console to
create a VPC and a service subnet. For details, see Creating a VPC and a
Service Subnet.

- Click ™ and configure the IP address type as required.
®  Automatically assign an IP address.
®  Manually assign an IP address.

®  Use an existing elastic network interface.

Step 3 Configure the network access mode, as shown in Figure 4-3. By default, Internet
is selected. You can select multiple options.

Figure 4-3 Network access

Network Access Address Internet Direct Connect

Regular Intemnet aceess is sufficient for most networking requirements, but if you need a faster, more secure connection, purchase Direct Connectin advance and perform nefwork construction. Leam more about Direct Connect.

(1 NOTE

e Internet access is sufficient for most networking requirements, but if you need a faster,
more secure connection, purchase Direct Connect in advance and implement
networking. Learn more about Direct Connect. Load balancers will be automatically
created when Direct Connect access is enabled. (Do not modify the load balancers.)

e Direct Connect network segment configuration: Enter the network segment where the
desktop client (such as TC) is located. You can enter multiple network segments and
separate them with semicolons (;).

Step 4 Configure an EIP for network access.
e Buy now

- By Bandwidth: applicable when the traffic is heavy or stable and the
bandwidth ranges from 1 Mbit/s to 200 Mbit/s. You can customize the
bandwidth as prompted.
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{11 NOTE

Specify the bandwidth upper limit. You are charged based on the actual
outbound traffic, regardless of the usage duration.

- By Traffic: applicable when the traffic is small or fluctuates greatly and
the bandwidth size ranges from 5 Mbit/s to 200 Mbit/s. You can
customize the bandwidth as prompted.

(11 NOTE

You are charged based on the purchased duration and bandwidth size.
e Use existing: Bind an existing EIP to the desktop.

e Not required: To enable desktop Internet access, go to Internet Access
Management on the Workspace console.

Step 5 Click Next:Assign desktops.
The page for assigning desktops is displayed.
----End

Assigning Desktops

Step 1 Select the user import mode and configure information of the user to whom a
desktop is to be assigned.

(11 NOTE

If an existing AD domain is used, you need to create users on the AD server before
assigning desktops.

Select Manual or Batch as required, as shown in Table 4-2.

Table 4-2 Desktop assignment

User Parameter Operation
Authorizat

ion Mode

Desktop e Manually Select Select User or
Assignmen Create User.

t Type
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User Parameter Operation
Authorizat
ion Mode
e Batch 1. Select Batch.

2. Locate the row
that contains
Import User List,
and click
Download a user
list template.

3. Enter the serial
number,
username,
permission group,
and desktop name
in the table as
required.

4. Click Upload to
upload the user
list that has been
filled in as
required.

NOTE
The size of the file to
be uploaded cannot
exceed 1 MB. The
username and desktop
name must be
different.

e Not assigned
NOTE

If you purchase one desktop, the
desktop name is the name of the
desktop.

When multiple desktops are purchased,
the desktop name prefix is used to
generate desktop names in ascending
order. For example, if the prefix is
desktop and you create three desktops,
the names of the created desktops are

desktop01, desktop02, and desktop03.

To assign a desktop to a user, select the
desired desktop on the desktop
management page and choose More >
Assign users.

1. Select Not
assigned.

2. Enter the name of
the desktop that is
not assigned to a
user based on site
requirements.

Issue 01 (2023-04-03) Copyright © Huawei Technologies Co., Ltd.
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User Parameter Operation
Authorizat
ion Mode
User When selecting users, you can search for e You can search for
Authorizati | activated users by setting filter criteria. a user/group
on based on the user/

group name.

e Select the target
username and
click OK.
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User
Authorizat
ion Mode

Parameter

Operation

Create user > User Activation > Manual
Input

e Username is used for user
authentication during desktop login.
Rules for naming a username:

- The name can contain 1 to 20
characters.

- A name containing only digits is
allowed.

- The name can contain uppercase
letters, lowercase letters, digits,
periods (.), hyphens (-), and
underscores (_), and must start with
a lowercase letter or uppercase
letter.

- The value cannot be empty.

e Email is used to receive desktop
provisioning emails and related
notifications.

Rules for verifying an email address:

- Enter a valid email address through
system verification.

- The value can contain a maximum
of 64 characters.

- The value cannot be empty.

e The mobile number is used to receive
desktop provisioning emails and
related notifications.

Rules for verifying a mobile number:

- [+][Country/Region code][ Mobile
number]

- For a mobile number in the Chinese
mainland, you can omit [+]
[Country/Region code] and directly
enter the mobile number.

- The mobile number can contain
spaces, slashes (/), and hyphens (-).

e Configure the user
information,
description, and
account expiration
settings as
prompted.

e Click Add User.

NOTE
Enter the email
address or mobile
number, or both.

e Permission groups

can be configured
in batches.

e The desktop name
is automatically
generated.

e Click Add Desktop
to add a desktop.

e Configure the
number of
desktops as
prompted.

Issue 01 (2023-04-03) Copyright © Huawei Technologies Co., Ltd.
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User Parameter Operation
Authorizat
ion Mode

Create user > Manager Activation >
Manual Input

e Username is used for user
authentication during desktop login.
Rules for naming a username:

- The name can contain 1 to 20
characters.

- A name containing only digits is
allowed.

- The name can contain uppercase
letters, lowercase letters, digits,
periods (.), hyphens (-), and
underscores (_), and must start with
a lowercase letter or uppercase
letter.

- The value cannot be empty.

e The initial password is authenticated
when a user logs in to the desktop.
Keep the initial password secure.

- The password contains 8 to 32
characters.

- The value can contain letters, digits,
and the following special
characters: |@$%AN-_=+[{}]:,./?

- The password cannot be the
username or the reverse username.
NOTE

If your tenant connects to an AD

domain, Manager Activation is
unavailable by default.
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User
Authorizat
ion Mode

Parameter

Operation

Create user > Manager Activation >
Batch Import

e Upload the users recorded in the table
and create them in batches.

Create user > User Activation > Batch
Import

e Upload the users recorded in the table
and create them in batches.

1. Click Download
Template on the
right of Import
user information
to download the
user list template.

2. Enter the serial
number,
username, email
address, mobile
number, expiration
time, and
description in the
table as required.

3. Click Upload to
upload the user
list that has been
filled in as
required.

4. Confirm the
creation.

NOTE
The size of the file to
be uploaded cannot
exceed 1 MB. A
maximum of 200
records can be
uploaded at a time.
Only xlsx and .xls files
are supported.

Step 2 Click Next: Confirm the settings.

The confirmation page is displayed.

--—-End

Confirming the Settings

Step 1 Select Enterprise Project as needed.

(11 NOTE

You can use an enterprise project to centrally manage your cloud resources and members

by project.

Step 2 Set the duration as required.

Step 3 (Optional) Select Auto renewal if needed.

Issue 01 (2023-04-03) Copyright © Huawei Technologies Co., Ltd.
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(11 NOTE

e Note the auto-renewal rules when enabling auto-renewal.
e Auto-renewal duration:

- Monthly: You can renew the subscription for one month each time. The number of
renewal times is not limited.

- Yearly: You can renew the subscription for one year each time. The number of
renewal times is not limited.

Step 4 Read the disclaimer and select | have read and agree to the Image Disclaimer.
Step 5 Click Buy Now.

The page for purchasing desktops is displayed.
Step 6 Check the cloud order service and the fee to be paid.

Step 7 After you select a payment method and pay for your order, the desktop has been
purchased.

After the desktop is provisioned, administrators can view the purchased desktop in
the desktop list.

--—-End

Follow-up Operations

e The login details for the newly created desktop will be emailed to the end
user. The end user can activate the account, download the client, and
configure and use the desktop as instructed. Administrators can restrict
desktop network interaction as required. For details, see Configuring
Workspace to Access the Public Network and Configuring Workspace to
Access the Intranet.

e If a Windows AD domain has been connected and an OU has been created on
the Windows AD server, create the OU on the console by referring to OU
Management.

e  For details about performing auto-renewal on the console, see Auto-renewal.

4.3 Purchasing Yearly/Monthly-billed Desktop Pools

Scenarios

An administrator can select the yearly/monthly billing mode and packages to
purchase desktop pools.

Purchase Page
Step 1 Logging In to the Workspace Console
Step 2 On the Desktops page, choose Desktop Pools and click Purchase Desktop Pool.

The page for buying desktop pools is displayed.
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(11 NOTE

When you purchase a desktop pool for the first time, the system prompts you to perform

authorization.

e IMS permissions

Workspace supports image creation. Therefore, the permission to access IMS is required.

e Administrator permissions for related cloud services

Workspace supports scheduled disk recomposing and auto scaling. Therefore, the tenant
administrator permissions are required.

e VPC service permissions

Workspace allows created networks to run on VPCs. Therefore, the permission to access
the VPC service is required.

After the permission granting is approved, an agency named workspace_admin_trust will
be created on IAM. To ensure normal service usage, do not delete or modify the
workspace_admin_trust agency when performing scheduled tasks or using the desktop
pool. For details, see System Entrustment Description.

--—-End

Basic Configurations

Step 1 Configure desktop information, as described in Table 1 Desktop information.

Table 4-3 Desktop information

cannot communicate with each
other over the intranet, and
desktops need to be managed
by region. You are advised to
create desktops in the same
region.

NOTE
A region is the location of the
physical data center of Workspace.
Different regions indicate different
physical distances between the
physical data center and users, as
well as different network latency.
To reduce latency and improve
access speed, select the region
closest to your workloads.

Parameter Description Example Value
Billing Mode Select Yearly/Monthly. Yearly/Monthly
Region Desktops in different regions -
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Parameter

Description

Example Value

Project

Select a project as required.

NOTE
If no project is available, click

.-".-l;"-l
“~~ and choose Create Project.
On the displayed page, create a

project by referring to Creating a
Project.

Pool Name

User-defined desktop pool
name.

Pool Type

Select Dynamic pool or Static
pool.

For details about the concepts,
see "Related Concepts" in
Product Introduction.

Dynamic pool

Description

Enter the remarks of the current
desktop pool to mark the usage
of the desktop pool.

AZ

An AZ is a physical region
where resources use
independent power supplies and
networks. AZs are physically
isolated but connected through
an intranet. If an AZ becomes
faulty, other AZs in the same
region will not be affected.
NOTE

To achieve better disaster recovery,

you are advised to create desktops
in different AZs.

Random

CPU
Architecture

Select the x86 architecture.

x86

Package Type

Select specifications as required.

Ultimate
Ultimate | 2 vCPUs | 4 GB

Step 2 Configure an image.

e Image Type: Select an image type as required.
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(11 NOTE

- A public image is a widely used standard image provided by Workspace. It contains
an OS and pre-installed public applications and is visible to all users. Public images
are very stable and their OS and any included software have been officially
authorized for use. If a public image does not contain the application environments
or software you need, you can use a public image to create an application
environment and then deploy required software. Currently, Windows public images
are marketplace images.

- A private image is created based on an existing cloud desktop or external image
file and is visible only to the user who created it. It contains an OS, preinstalled
public applications, and the user's personal applications. Using a private image to
create a desktop saves more time.

- Workspace supports public images running Windows, private images converted
from desktops generated using Windows images, and private images converted
from ECSs created using Windows image files. To use a private image to purchase
a desktop, see Converting a Desktop to an Image and Creating a Windows
Desktop Private Image.

e OS: Select an OS type in the supported OS list.

Step 3 Configure disks as required, as shown in Figure 4-4.

Figure 4-4 Configuring disks

System Disk High 10 Disk v 80 + | GB
Data Disk High 10 Disk v — 50 + | GB Delete
) Add
{1 NOTE

e For details about the disk type performance, see Elastic Volume Service Product
Introduction.

- High 1/O disks use serial attached SCSI (SAS) drives to store data.

- Ultra-high 1/O disks use solid state disk (SSD) drives to store data.

- General purpose SSD disks use SSD drives to store data.
e After the desktop is created, you will be billed for the disk until the desktop is deleted.
e The disk size must be an integer multiple of 10.
e A maximum of 10 data disks can be configured.

Step 4 Set the number of desktops to be purchased and the required duration, and
evaluate the fee.

Select the number of desktops to be purchased and the required duration. If the
selected duration is marked with | | | , it indicates that the selected package has

a discount within the time range. Click Discount Details to view the discount
details.

Step 5 Click Next: Configure advanced settings.
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The page for configuring advanced settings is displayed.

--—-End

Advanced Settings

Step 1 Configure the network, as shown in Figure 4-5.

Figure 4-5 Configuring the network

Metwork vpC- - C subnet- -

Click ™ and select a VPC and a subnet.

Step 2 Configure the automatic creation mode of desktop pool autoscaling.

e Created upon access: When a user accesses the system and no idle desktop is
available, the system automatically creates a desktop.
A maximum of x desktops can be automatically created: The maximum
number of desktops that can be automatically created during pool desktop
purchase and access is determined by the remaining quota of the user. Set
this parameter as required.

e Pre-create: When the number of idle desktops is lower than the threshold, a
specified number of desktops are automatically created.

- If the number of idle desktops is less than x, the value is the number of
idle desktops in the desktop pool.

- xindicates the number of desktops to be pre-created.
- A maximum of x desktops can be pre-created.

For example, if the number of idle desktops is less than 5 and 10
desktops need to be pre-created. A maximum of 10 desktops can be pre-
created.

When the number of idle desktops is less than 5, the system pre-creates
10 desktops. When the number of idle desktops is less than 5 again, the
system detects that the number of pre-created desktops reaches the
threshold and no more desktops can be created.

(10 NOTE

1. Desktops that are automatically created are on-demand desktops.
2. Desktop pools without on-demand packages, such as the enterprise edition, cannot
be automatically created.
Step 3 Configure pool desktop unbinding upon disconnection.

e Disconnection and unbinding: After a client user disconnects from a desktop,
the desktop can be retained for a period of time. After the retention period
expires, the desktop is automatically unbound from the user and reset.

e The desktop retention period after disconnection ranges from 10 to 43,200
minutes.

(1] NOTE

The desktop is reset after it is automatically unbound. Save the desktop data in a
timely manner to avoid data loss.

Issue 01 (2023-04-03) Copyright © Huawei Technologies Co., Ltd. 21



Workspace
Quick Start 4 Purchasing a Desktop

Step 4 (Optional) Click Advanced and configure a tag, as shown in Table 4-4.
(11 NOTE

e You are advised to use predefined tags from TMS to add the same tag to different cloud
resources.

e A maximum of 10 tags can be added.

Table 4-4 Tag naming rules

Parameter Rule

Tag key e The value can contain up to 36 characters.

e A tag key can contain letters, digits, spaces, and special
characters (_.:=+-@), but cannot start or end with a
space or start with _sys_.

Tag value e The value can contain up to 43 characters.

e A tag value can contain letters, digits, spaces, and
special characters (_..=+-@).

Step 5 Click Next:Assign desktops.
The page for assigning desktops is displayed.

--—-End

(Optional) Assigning Desktops

Step 1 Select the user authorization mode and configure the user to whom a desktop will
be assigned.

(1 NOTE

If an existing AD domain is used, you need to create users on the AD server before
assigning desktops.

Select a user authorization mode as required, as shown in Table 4-5.

Table 4-5 User Authorization Mode

User Parameter Operation
Authorizat
ion Mode
Select User | @ You can search for activated users e You can search for
using filters. a user based on
the user type and
username.
e Select the target
username and
click OK.
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User
Authorizat
ion Mode

Parameter

Operation

Create
user >
User
Activation
> Manual
Input

e User information: Username is used for
user authentication during desktop
login.

Rules for naming a username:
- The name can contain 1 to 20
characters.

- A name containing only digits is
allowed.

- The name can contain uppercase
letters, lowercase letters, digits,
periods (.), hyphens (-), and
underscores (), and must start with
a lowercase letter or uppercase
letter.

- The value cannot be empty.

e Email is used to receive desktop
provisioning emails and related
notifications.

Rules for verifying an email address:

- Enter a valid email address through
system verification.

- The value can contain a maximum
of 55 characters.

- The value cannot be empty.

e The mobile number is used to receive
desktop provisioning emails and
related notifications.

Rules for verifying a mobile number:

- [+][Country/Region code][ Mobile
number]

- For a mobile number in the Chinese
mainland, you can omit [+]
[Country/Region code] and directly
enter the mobile number.

- The mobile number can contain
spaces, slashes (/), and hyphens (-).

e Configure the user
information,
description, and
account expiration
settings as
prompted.

e Click Add User.

NOTE
Enter the email
address or mobile
number, or both.

e Permission groups

can be configured
in batches.

e Configure the
number of
desktops as
prompted.
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User Parameter Operation
Authorizat
ion Mode
Create e Username is used for user
user > authentication during desktop login.
Manager Rules for naming a username:
Activation - The name can contain 1 to 20
> Manual characters.
Input

- A name containing only digits is
allowed.

- The name can contain uppercase
letters, lowercase letters, digits,
periods (.), hyphens (-), and
underscores (_), and must start with
a lowercase letter or uppercase
letter.

- The value cannot be empty.

e The initial password is authenticated
when a user logs in to the desktop.
Keep the initial password secure.

- The password contains 8 to 32
characters.

- The password must contain at least
three types of the following
characters: uppercase letters,
lowercase letters, digits, and special
characters (!{@%$%A"-_=+[{}]:./?)

- The password cannot be the
username or the reverse username.
NOTE

If your tenant connects to an AD

domain, Manager Activation is
unavailable by default.
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User Parameter Operation
Authorizat

ion Mode

Create e Upload the users recorded in the table | 1. Click Download
user > and create them in batches. Template on the
Manager right of Import
Activation user information
> Batch to download the
Import user list template.
Create e Upload the users recorded in the table 2. Enter the serial
user > and create them in batches. number, .
User username, emall
Activation address, moplle'
> Batch n.umber, expiration
Import time, and

description in the
table as required.

3. Click Upload to
upload the user
list that has been
filled in as
required.

4. Confirm the
creation.

NOTE
The size of the file to
be uploaded cannot
exceed 1 MB. A
maximum of 200
records can be
uploaded at a time.
Only xlsx and .xls files
are supported.

Step 2 The desktop is being assigned to users.

Permission groups are used to distinguish users' permissions on computers.

- Windows desktop permissions:

- Administrator group: Users in this group have system administrator
permissions, that is, full permissions on a computer. They can perform all
management tasks, including managing all users, on the computer.

- Common user group: Users in this group have basic operation
permissions on a computer, for example, running applications. A user in
this group cannot modify the OS settings or data of other users, or shut
down a server computer.

- UOS desktop permissions:

Step 3 Select a user group authorization mode and configure a user group to which pool

desktops are assigned, as shown in Table 4-6.
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Table 4-6 User Group Authorization Mode

User Group Parameter Operation
Authorization Mode
Select User Group e Users can be grouped | e You can find the
to simplify user corresponding user
management. group based on the

entered user group
name and click OK to
add the selected user
group name to the list
of user groups to
which pool desktops
are assigned.
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User Group Parameter
Authorization Mode

Operation

Create User Group e (reate a user group

to manage pool
desktop users.

- The value can
contain letters,
digits, periods (.),
hyphens (-), and
underscores ().

- The value cannot
be empty.

- The value can
contain a
maximum of 64
characters.

e There are two user
group types:

- Common user
group: the user
group
management
system provided by
Workspace, which
provides batch user
management
capabilities and is
applicable when
interconnection
with AD user
groups is not
required.

- AD user group:
user group for
interconnecting
with the enterprise
AD, which is
applicable when
user permissions
are managed using
the enterprise AD
user group.

1. Enter the user group
name.

2. Select a user group
type as required.

3. Confirm the creation.

Step 4 Assign a desktop pool to a user group.

Permission groups are used to distinguish users' permissions on computers.

Windows desktop permissions:
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- Administrator group: Users in this group have system administrator
permissions, that is, full permissions on a computer. They can perform all
management tasks, including managing all users, on the computer.

- Common user group: Users in this group have basic operation
permissions on a computer, for example, running applications. A user in
this group cannot modify the OS settings or data of other users, or shut
down a server computer.

- UOS desktop permissions:
Step 5 Click Next: Confirm the settings.
The confirmation page is displayed.

--—-End

Confirming the Settings

Step 1 Select Enterprise Project as needed.

(11 NOTE

You can use an enterprise project to centrally manage your cloud resources and members
by project.

Step 2 Set the duration as required.
Step 3 (Optional) Select Auto renewal if needed.
(11 NOTE

e For details about the auto-renewal fee deduction rules, see Auto-Renewal Rules.
e Auto-renewal duration:

- Monthly: You can renew the subscription for one month each time. The number of
renewal times is not limited.

- Yearly: You can renew the subscription for one year each time. The number of
renewal times is not limited.

Step 4 Read the disclaimer and select | have read and agree to the Image Disclaimer.
Step 5 Click Buy Now.

The page for purchasing desktops is displayed.
Step 6 Check the cloud order service and the fee to be paid.

Step 7 After you select a payment method and pay for your order, the desktop pool has
been purchased.

After the desktop pool is provisioned, administrators can choose Desktop
Management > Desktop Pool to view the purchased desktop pool.

--—-End

Follow-up Operations

e The login details for the newly created desktop will be emailed to the end
user. The end user can activate the account, download the client, and
configure and use the desktop as instructed. Administrators can restrict

Issue 01 (2023-04-03) Copyright © Huawei Technologies Co., Ltd. 28


https://support.huaweicloud.com/intl/usermanual-billing/renewals_topic_20000002.html

Workspace
Quick Start 4 Purchasing a Desktop

desktop network interaction as required. For details, see Configuring
Workspace to Access the Public Network and Configuring Workspace to
Access the Intranet.

e If a Windows AD domain has been connected and an OU has been created on
the Windows AD server, create the OU on the console by referring to OU
Management.

e  For details about performing auto-renewal on the console, see Auto-renewal.

4.4 Purchasing Pay-per-Use Desktops

Scenarios

An administrator can select the pay-per-use billing mode and packages, and
assign desktops to end users. After the administrator purchases a desktop, the
system automatically sends a notification email to the user's mailbox.
Purchase Page
Step 1 Logging In to the Workspace Console
Step 2 On the Dashboard or Desktop Management page, click Buy Desktop.
The page for buying desktops is displayed.

--—-End

Selecting Whether to Connect to the Windows AD

NOTICE

After you purchase a desktop for the first time, your selection (connecting to the
Windows AD domain or canceling the connection to the Windows AD domain)
cannot be changed. Exercise caution when performing this operation.

e If you select No, you can directly configure the desktop infrastructure by
referring to Basic Configurations. After the desktop creation task is
submitted, the Workspace service will be deployed.

After subscribing to the service, you can use the account authentication
system of Huawei to authenticate users and manage user accounts on the
Workspace console.

e Select Yes to configure the Windows AD domain. For details, see Connecting
to the Windows AD Domain. After the configuration information is saved,
the Workspace service will be deployed.

After the service is subscribed, the existing unified AD of the enterprise is used
to authenticate users and manage user accounts.
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Basic Configurations

Step 1 Configure desktop information, as described in Table 2 Basic configurations.

Table 4-7 Basic configurations

Parameter Description

Example Value

Billing Mode Select Pay-per-use.

Pay-per-use

Region Desktops in different regions
cannot communicate with each
other over the intranet, and
desktops need to be managed
by region. You are advised to
create desktops in the same
region.

NOTE
A region is the location of the
physical data center of Workspace.
Different regions indicate different
physical distances between the
physical data center and users, as
well as different network latency.
To reduce latency and improve
access speed, select the region
closest to your workloads.

Project Select a project as required.

NOTE

If no target project is available,
.-’".-l;"«l

click *== and choose Create
Project. The page for creating a
project is displayed. Create a
project by referring to Creating a
Project.

AZ An AZ is a physical region
where resources use
independent power supplies and
networks. AZs are physically
isolated but connected through
an intranet. If an AZ becomes
faulty, other AZs in the same
region will not be affected.
NOTE

To achieve better disaster recovery,

you are advised to create desktops
in different AZs.

General
Random

CPU Select x86.
Architecture

x86

Package Type Select specifications as required.

Ultimate
Ultimate | 2 vCPUs | 4 GB
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Step 2 Configure an image.
e Image Type: Select an image type as required.

(10 NOTE

- A public image is a widely used standard image provided by Workspace. It contains
an OS and pre-installed public applications and is visible to all users. Public images
are very stable and their OS and any included software have been officially
authorized for use. If a public image does not contain the application environments
or software you need, you can use a public image to create an application
environment and then deploy required software. Currently, Windows public images
are marketplace images.

- A private image is created based on an existing cloud desktop or external image
file and is visible only to the user who created it. It contains an OS, preinstalled
public applications, and the user's personal applications. Using a private image to
create a desktop saves more time.

- The pay-per-use desktop supports public images running Windows, private images
converted from desktops generated using Windows images, and private images
converted from ECSs created using Windows image files. To use a private image to
purchase a desktop, see Converting a Desktop to an Image and Creating a
Windows Desktop Private Image.

e OS: Select a Windows OS type in the supported OS list.

Step 3 Configure disks as required, as shown in Figure 4-6.
Figure 4-6 Configuring disks

System Disk High 10 Disk v 80 |+ | GB

[
[mn)
[
o
[37]
3]

Data Disk High 10 Disk v — 50 +

(%) Add adata disk You can add 9 more data disks

(11 NOTE

e For details about the disk type performance, see EVS Product Introduction.

- High 1/O disks use serial attached SCSI (SAS) drives to store data.

- Ultra-high I/O disks use solid state disk (SSD) drives to store data.

- General purpose SSD disks use SSD drives to store data.
e After the desktop is created, you will be billed for the disk until the desktop is deleted.
e The disk size must be an integer multiple of 10.

e A maximum of 10 data disks can be configured.
Step 4 Click Next: Configure advanced settings.
The page for configuring advanced settings is displayed.

--—-End
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Advanced Settings

Step 1

Step 2

Step 3

(Optional) Configure an enterprise ID.

You are advised to use identifiable fields such as the enterprise name pinyin as the
enterprise ID.

(11 NOTE

e Customize an enterprise ID or use a randomly-generated ID upon the first purchase.

e Enterprise ID is the unique identifier of your tenant environment. End users need to
enter the enterprise ID when logging in to the system.

e The enterprise ID contains a maximum of 32 characters, which can only be digits and
letters.

Configure the network.

Figure 4-7 Configuring the network

e e o

NOTICE

The 172 network segment is reserved for running internal services. Therefore, do
not select a VPC network starting with 172. Otherwise, desktops cannot be
purchased.

The resources required by Workspace will be created in the selected VPC subnet.
After the desktop is purchased for the first time, the VPC cannot be modified, and
only the service subnet can be managed.

e Configure the existing network.

Click ™ and select a service subnet. If you purchase a desktop for the first
time, you need to select a VPC and a service subnet. For details about how to
create a VPC and a service subnet, see Creating a VPC and a Service Subnet.

e Configure a new network.

- Click Click here to manage subnets. In the displayed Modify the service
subnet dialog box, click Create on Console to create a service subnet.
For details, see Creating a Service Subnet for the VPC.

- If you purchase a desktop for the first time, click Create on Console to
create a VPC and a service subnet. For details, see Creating a VPC and a
Service Subnet.

- Click ™ and configure the IP address type as required.
®  Automatically assign an IP address.
®  Manually assign an IP address.
®  Use an existing elastic network interface.

Configure the network access mode, as shown in Figure 4-8. By default, Internet
is selected. You can select multiple options.
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Figure 4-8 Network access

Network Access Address Intemet Direct Connect

Regular Intemet access is sufficient for most networking requirements, but if you need  faster, more secure connection, purchase Direct Connect in advance and perform network construction. Leamn more about Direct Connect

(11 NOTE

e Internet access is sufficient for most networking requirements, but if you need a faster,
more secure connection, purchase Direct Connect in advance and implement
networking. Learn more about Direct Connect, load balancers will be automatically
created when Direct Connect access is enabled. (Do not modify the load balancers.)

e Direct Connect network segment configuration: Enter the network segment where the
desktop client (such as TC) is located. You can enter multiple network segments and
separate them with semicolons (;).

Step 4 Configure an EIP for network access.
e Buy now

- By Bandwidth: applicable when the traffic is heavy or stable and the
bandwidth ranges from 1 Mbit/s to 200 Mbit/s. You can customize the
bandwidth as prompted.

(11 NOTE

Specify the bandwidth upper limit. You are charged based on the actual
outbound traffic, regardless of the usage duration.

- By Traffic: applicable when the traffic is small or fluctuates greatly and
the bandwidth size ranges from 5 Mbit/s to 200 Mbit/s. You can
customize the bandwidth as prompted.

(11 NOTE

You are charged based on the purchased duration and bandwidth size.
e Use existing: Bind an existing EIP to the desktop.

e Not required: To enable desktop Internet access, go to Internet Access
Management on the Workspace console.

Step 5 Click Next:Assign desktops.
The page for assigning desktops is displayed.

--—-End

Assigning Desktops

Step 1 Select the user import mode and configure information of the user to whom a
desktop is to be assigned.

(10 NOTE

If an existing AD domain is used, you need to create users on the AD server before
assigning desktops.

Select Manual or Batch as required, as shown in Table 4-8.
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Table 4-8 Desktop assignment

User Parameter Operation
Authorizat
ion Mode
Desktop e Manually Select Select User or
Assighmen Create User.
t Type

e Batch 1. Select Batch.

2. Locate the row
that contains
Import User List,
and click
Download a user
list template.

3. Enter the serial
number,
username,
permission group,
and desktop name
in the table as
required.

4. Click Upload to
upload the user
list that has been
filled in as
required.

NOTE
The size of the file to
be uploaded cannot
exceed 1 MB. The
username and desktop
name must be
different.

e Not assigned
NOTE

- If you purchase one desktop, the
desktop name is the name of the
desktop.

- When multiple desktops are purchased,
the desktop name prefix is used to
generate desktop names in ascending
order. For example, if the prefix is
desktop and you create three desktops,
the names of the created desktops are

- To assign a desktop to a user, select the
desired desktop on the desktop
management page and choose More >
Assign users.

desktop01, desktop02, and desktop03.

1. Select Not
assigned.

2. Enter the name of
the desktop that is
not assigned to a
user based on site
requirements.
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User Parameter Operation
Authorizat
ion Mode
User When selecting users, you can search for e You can search for
Authorizati | activated users by setting filter criteria. a user/group
on based on the user/

group name.

e Select the target
username and
click OK.
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User
Authorizat
ion Mode

Parameter

Operation

Create user > User Activation > Manual
Input

e Username is used for user
authentication during desktop login.
Rules for naming a username:

- The name can contain 1 to 20
characters.

- A name containing only digits is
allowed.

- The name can contain uppercase
letters, lowercase letters, digits,
periods (.), hyphens (-), and
underscores (_), and must start with
a lowercase letter or uppercase
letter.

- The value cannot be empty.

e Email is used to receive desktop
provisioning emails and related
notifications.

Rules for verifying an email address:

- Enter a valid email address through
system verification.

- The value can contain a maximum
of 64 characters.

- The value cannot be empty.

e The mobile number is used to receive
desktop provisioning emails and
related notifications.

Rules for verifying a mobile number:

- [+][Country/Region code][ Mobile
number]

- For a mobile number in the Chinese
mainland, you can omit [+]
[Country/Region code] and directly
enter the mobile number.

- The mobile number can contain
spaces, slashes (/), and hyphens (-).

e Configure the user
information,
description, and
account expiration
settings as
prompted.

e Click Add User.

NOTE
Enter the email
address or mobile
number, or both.

e Permission groups

can be configured
in batches.

e The desktop name
is automatically
generated.

e Click Add Desktop
to add a desktop.

e Configure the
number of
desktops as
prompted.
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Authorizat
ion Mode

Create user > Manager Activation >
Manual Input

e Username is used for user
authentication during desktop login.
Rules for naming a username:

- The name can contain 1 to 20
characters.

- A name containing only digits is
allowed.

- The name can contain uppercase
letters, lowercase letters, digits,
periods (.), hyphens (-), and
underscores (_), and must start with
a lowercase letter or uppercase
letter.

- The value cannot be empty.

e The initial password is authenticated
when a user logs in to the desktop.
Keep the initial password secure.

- The password contains 8 to 32
characters.

- The value can contain letters, digits,
and the following special
characters: |@$%AN-_=+[{}]:,./?

- The password cannot be the
username or the reverse username.
NOTE

If your tenant connects to the enterprise

ID, the Manager Activation method is
unavailable by default.
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ion Mode

Create user > Manager Activation > 1. Click Download
Batch Import Template on the
e Upload the users recorded in the table right of Import
and create them in batches. user information
to download the
Create user > User Activation > Batch user list template.
Import 2. Enter the serial
e Upload the users recorded in the table number,
and create them in batches. username, email

address, mobile
number, expiration
time, and
description in the
table as required.

3. Click Upload to
upload the user
list that has been
filled in as
required.

4. Confirm the
creation.

NOTE
The size of the file to
be uploaded cannot
exceed 1 MB. A
maximum of 200
records can be
uploaded at a time.
Only xlsx and .xls files
are supported.

Step 2 Click Next: Confirm the settings.
The confirmation page is displayed.

--—-End

Confirming the Settings

Step 1 Select Enterprise Project as needed.
{10 NOTE

You can use an enterprise project to centrally manage your cloud resources and members
by project.

Step 2 After verifying the information, read the disclaimer and select | have read and
agree to the Image Disclaimer.

Step 3 Click Buy Now. After the task is submitted, click Return to cloud desktop list to
check whether the desktop has been created.
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If the creation fails, check the failure cause. For details, see Viewing Desktops
That Fail to Be Created.

(11 NOTE

The login details for the newly purchased desktop will be emailed to the end user. The end
user can refer to the email to activate the account, download the client, and configure and
use the desktop. Administrators can view the purchased desktop in the desktop list.

----End

Follow-up Operations

e The login details for the newly created desktop will be emailed to the end
user. The end user can activate the account, download the client, and
configure and use the desktop as instructed. Administrators can restrict
desktop network interaction as required. For details, see Configuring
Workspace to Access the Public Network and Configuring Workspace to
Access the Intranet.

e If a Windows AD domain has been connected and an OU has been created on
the Windows AD server, create the OU on the console by referring to OU
Management.

4.5 Purchasing Pay-per-Use Desktop Pools

Scenarios

Administrators can select the pay-per-use billing mode and packages to purchase
desktop pools.

Purchase Page

Step 1 Logging In to the Workspace Console
Step 2 On the Desktops page, choose Desktop Pools and click Purchase Desktop Pool.
The page for buying desktop pools is displayed.
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(11 NOTE

When you purchase a desktop pool for the first time, the system prompts you to perform
authorization.

e |MS permissions
Workspace supports image creation. Therefore, the permission to access IMS is required.
e Administrator permissions for related cloud services

Workspace supports scheduled disk recomposing and auto scaling. Therefore, the tenant
administrator permissions are required.

e VPC service permissions

Workspace allows created networks to run on VPCs. Therefore, the permission to access
the VPC service is required.

After the permission granting is approved, an agency named workspace_admin_trust will
be created on IAM. To ensure normal service usage, do not delete or modify the
workspace_admin_trust agency when performing scheduled tasks or using the desktop
pool. For details, see System Entrustment Description.

----End

Basic Configurations

Step 1 Configure desktop information, as described in Table 4-9.

Table 4-9 Basic Configurations

Parameter Description Example Value
Billing Mode Select Pay-per-use. Pay-per-use
Region Desktops in different regions -

cannot communicate with each
other over the intranet, and
desktops need to be managed
by region. You are advised to
create desktops in the same
region.

NOTE
A region is the location of the
physical data center of Workspace.
Different regions indicate different
physical distances between the
physical data center and users, as
well as different network latency.
To reduce latency and improve
access speed, select the region
closest to your workloads.

Project Select a project as required. -

NOTE
If no target project is available,

click 2! and choose Create
Project. The page for creating a
project is displayed. Create a
project by referring to Creating a
Project.
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Parameter Description Example Value

Pool Name User-defined desktop pool -

name.

Pool Type

Select Dynamic pool or Static | -
pool.

For details about the concepts,
see Related Concepts in Service
Overview.

AZ

An AZ is a physical region Random
where resources use
independent power supplies and
networks. AZs are physically
isolated but connected through
an intranet. If an AZ becomes
faulty, other AZs in the same
region will not be affected.
NOTE

To achieve better disaster recovery,

you are advised to create desktops
in different AZs.

CPU

Architecture

Select x86. x86

Package Type Select specifications as required. | Ultimate

Ultimate | 2 vCPUs | 4 GB

Step 2 Configure an image.

e Image Type: Select an image type as required.

(10 NOTE

A public image is a widely used standard image provided by Workspace. It contains
an OS and pre-installed public applications and is visible to all users. Public images
are very stable and their OS and any included software have been officially
authorized for use. If a public image does not contain the application environments
or software you need, you can use a public image to create an application
environment and then deploy required software. Currently, Windows public images
are marketplace images.

A private image is created based on an existing cloud desktop or external image
file and is visible only to the user who created it. It contains an OS, preinstalled
public applications, and the user's personal applications. Using a private image to
create a desktop saves more time.

The pay-per-use desktop supports public images running Windows, private images
converted from desktops generated using Windows images, and private images
converted from ECSs created using Windows image files. To use a private image to
purchase a desktop, see Converting a Desktop to an Image and Creating a
Windows Desktop Private Image.

e OS: Select a Windows OS type in the supported OS list.

Step 3 Configure disks as required, as shown in Figure 4-9.
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Figure 4-9 Configuring disks

System Disk High 10 Disk v 80 + | GB

Data Disk High 10 Disk v — 20 + | GB Delete
(1) Add a data disk

(] NOTE

e For details about the disk type performance, see EVS Disk Types and Performance.
- High 1/O disks use serial attached SCSI (SAS) drives to store data.
- Ultra-high I/O disks use solid state disk (SSD) drives to store data.
- General purpose SSD disks use SSD drives to store data.
e After the desktop is created, you will be billed for the disk until the desktop is deleted.
e The disk size must be an integer multiple of 10.
e A maximum of 10 data disks can be configured.

Step 4 Click Next: Configure advanced settings.

The page for configuring advanced settings is displayed.

--—-End

Advanced Settings

Step 1 Configure the network, as shown in Figure 4-10.

Figure 4-10 Configuring the network

Network vpc v | subnet v C Automatically-assigned |P v @

Click ™ and select a VPC and a subnet.

Step 2 Configure the automatic creation mode of desktop pool autoscaling.

e Created upon access: When a user accesses the system and no idle desktop is
available, the system automatically creates a desktop.

A maximum of x desktops can be automatically created: The maximum
number of desktops that can be automatically created during pool desktop
purchase and access is determined by the remaining quota of the user. Set
this parameter as required.

e  Pre-create: When the number of idle desktops is lower than the threshold, a
specified number of desktops are automatically created.

- If the number of idle desktops is less than x, the value is the number of
idle desktops in the desktop pool.

- xindicates the number of desktops to be pre-created.
- A maximum of x desktops can be pre-created.
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For example, if the number of idle desktops is less than 5 and 10
desktops need to be pre-created. A maximum of 10 desktops can be pre-
created.

When the number of idle desktops is less than 5, the system pre-creates
10 desktops. When the number of idle desktops is less than 5 again, the
system detects that the number of pre-created desktops reaches the
threshold and no more desktops can be created.

L] NOTE
Desktops that are automatically created are on-demand desktops.

Step 3 Configure pool desktop unbinding upon disconnection.

e Disconnection and unbinding: After a client user disconnects from a desktop,
the desktop can be retained for a period of time. After the retention period
expires, the desktop is automatically unbound from the user and reset.

e The retention duration upon disconnection ranges from 10 to 43,200 minutes.

(11 NOTE

The desktop is reset after it is automatically unbound. Save the desktop data in a
timely manner to avoid data loss.

Step 4 (Optional) Click Advanced and configure a tag, as shown in Table 4-10.
{1 NOTE

e You are advised to use predefined tags from TMS to add the same tag to different cloud
resources.

e To learn more about tags, see Tag Management Service User Guide.
e A maximum of 20 tags can be added.

Table 4-10 Tag naming rules

Parameter Rule

Tag key e The value can contain up to 36 characters.

e A tag key can contain letters, digits, spaces, and special
characters (_.:=+-@), but cannot start or end with a
space or start with _sys_.

Tag value e The value can contain up to 43 characters.

e A tag value can contain letters, digits, spaces, and
special characters (_.:;/=+-@).

Step 5 Click Next: Assign desktops.
The page for assigning desktops is displayed.
Step 6 Select a naming rule.
{1 NOTE
For details about how to create a naming rule, see Desktop Naming Rules.

--—-End
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Assigning Desktops

Step 1 Select the user authorization mode and configure the user to whom a desktop will
be assigned.

(11 NOTE

If an existing AD domain is used, you need to create users on the AD server before
assigning desktops.

Select a user authorization mode as required, as shown in Table 4-11.

Table 4-11 User Authorization Mode

User Parameter Operation

Authorizat

ion Mode

Select e You can search for activated users e You can search for

User using filters. a user based on
the user type and
username.
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User Parameter Operation
Authorizat
ion Mode
Create e User information: Username is used for | ¢ Configure the user
User > By user authentication during desktop information,
users for login. description, and
User Rules for naming a username: account expiration
Activation - The name can contain 1 to 20 settings as
and characters. prompted.
Manuall ;
for Usery - A name containing only digits is e Click Add User.
Import allowed. NOTE

P Enter the email

- Only letters, digits, and three types
of special characters (-_.) are
allowed. The value must start with a
letter or digit and cannot end with a
period (.) or underscore ().

- The value cannot be empty.

e The email address is used to receive
desktop provisioning emails and
related notifications.

Rules for verifying an email address:

- Enter a valid email address through
system verification.

- The value can contain a maximum
of 55 characters.

- The value cannot be empty.

e The mobile number is used to receive
desktop provisioning emails and
related notifications.

Rules for verifying a mobile number:

- [+][Country/Region code][ Mobile
number

- For a mobile number in the Chinese
mainland, you can omit [+]
[Country/Region code] and directly
enter the mobile number.

- The mobile number can contain
spaces, slashes (/), and hyphens (-).

address or mobile
number, or both.
e Permission groups
can be configured
in batches.

e Configure the
number of
desktops as
prompted.

Issue 01 (2023-04-03)

Copyright © Huawei Technologies Co., Ltd.

45



Workspace

Quick Start 4 Purchasing a Desktop
User Parameter Operation
Authorizat
ion Mode
Create e Username is used for user
User > By authentication during desktop login.
administra Rules for naming a username:
tors for - The name can contain 1 to 20
User characters.

Activation . C
and - A name containing only digits is
Manually allowed.

for User - Only letters, digits, and three types
Import of special characters (-_.) are

allowed. The value must start with a
letter or digit and cannot end with a
period (.) or underscore (_).

- The value cannot be empty.

e The initial password is authenticated
when a user logs in to the desktop.
Keep the initial password secure.

- The password contains 8 to 32
characters.

- The password must contain at least
three types of the following
characters: uppercase letters,
lowercase letters, digits, and special
characters (I@$%AM-_=+[{}]:,./?)

- The password cannot be the
username or the reverse username.
NOTE

If your tenant connects to an AD

domain, Manager Activation is
unavailable by default.
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User Parameter Operation
Authorizat

ion Mode

Create e Upload the users recorded in the table | 1. Click Download
User > By and create them in batches. Template on the
administra right of Import
tors for user information
User to download the
Activation user list template.
and Batch 2. Enter the serial
for User number,

Import username, email
Create e Upload the users recorded in the table address, mobile
User > By and create them in batches. n.umber, expiration
users for time, and

User description in the
Activation table as required.
and Batch 3. Click Upload to
for User upload the user
Import list that has been

filled in as
required.

4. Confirm the
creation.

NOTE
The size of the file to
be uploaded cannot
exceed 1 MB. A
maximum of 200
records can be
uploaded at a time.
Only .xlsx files can be
uploaded.

Step 2 Assign the desktop to the user.

e  Permission groups are used to distinguish users' permissions on computers.

- Windows desktop permissions:

- Administrator group: Users in this group have system administrator
permissions, that is, full permissions on a computer. They can perform all
management tasks, including managing all users, on the computer.

- Common user group: Users in this group have basic operation
permissions on a computer, for example, running applications. A user in
this group cannot modify the OS settings or data of other users, or shut
down a server computer.

e You can click Batch Settings to modify the permission group of the selected

user.

Step 3 Select a user group authorization mode and configure a user group to which pool
desktops are assigned, as shown in Table 4-12.
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Table 4-12 User Group Authorization Mode

User Group Parameter Operation
Authorization Mode
Select User Group e Users can be grouped | e You can find the
to simplify user corresponding user
management. group based on the

entered user group
name and click OK to
add the selected user
group name to the list
of user groups to
which pool desktops
are assigned.
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User Group Parameter
Authorization Mode

Operation

Create User Group e (reate a user group

to manage pool
desktop users.

- The value can
contain letters,
digits, periods (.),
hyphens (-), and
underscores ().

- The value cannot
be empty.

- The value can
contain a
maximum of 64
characters.

e There are two user
group types:

- Common user
group: the user
group
management
system provided by
Workspace, which
provides batch user
management
capabilities and is
applicable when
interconnection
with AD user
groups is not
required.

- AD user group:
user group for
interconnecting
with the enterprise
AD, which is
applicable when
user permissions
are managed using
the enterprise AD
user group.

1. Enter the user group
name.

2. Select a user group
type as required.

3. Confirm the creation.

Step 4 Assign the desktop pool to the user group.

Permission groups are used to distinguish users' permissions on computers.

Windows desktop permissions:
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- Administrator group: Users in this group have system administrator
permissions, that is, full permissions on a computer. They can perform all
management tasks, including managing all users, on the computer.

- Common user group: Users in this group have basic operation
permissions on a computer, for example, running applications. A user in
this group cannot modify the OS settings or data of other users, or shut
down a server computer.

You can click Batch Settings to modify the permission group of the selected
user group.

Step 5 Click Next: Confirm the settings.

The confirmation page is displayed.

--—-End

Confirming the Settings

Step 1 Select Enterprise Project as needed.

(1 NOTE

You can use an enterprise project to centrally manage your cloud resources and members
by project.

Step 2 After verifying that the information is correct, click Buy Now. After the task is
submitted, click Back to Desktop Pool List to check whether the desktop has
been created.

If the creation fails, check the failure cause. For details, see Viewing the Desktop
Pool That Fails to Be Created.

(10 NOTE

The login details for the newly purchased desktop pool will be emailed to the end user. The
end user can refer to the email to activate the account, download the client, and configure
and use the desktop. Administrators can choose Desktops > Desktop Pools to view the
purchased desktop pool.

--—-End

Follow-up Operations

The login details for the newly created desktop will be emailed to the end
user. The end user can activate the account, download the client, and
configure and use the desktop. Administrators can restrict desktop network
interaction as required. For details, see Configuring Workspace to Access the
Public Network and Configuring Workspace to Access the Intranet.

If a Windows AD domain has been connected and an OU has been created on
the Windows AD server, create the OU on the console by referring to OU
Management.
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Logging In to a Desktop

5.1 Using a Thin Client

Scenarios
Log in to a user's computer from a cloud client on a TC.
] NOTE
The initial configuration described in this section needs to be performed only once on each
terminal.
Procedure

Step 1 Power on the TC.
Step 2 Upon the first login, choose Start > Control Center to open Workspace.

Go to the Server Configuration page.

(10 NOTE

After some TCs are powered on, the software list page including the Workspace client is
e
displayed. You can click to access the server configuration page of Workspace.

Refer to the actual information displayed on the TC.

Step 3 Obtain the desktop login information email sent by the system.
L] NOTE

The notification email for AD connection is slightly different from that when the AD is not
connected. Refer to the actual notification email.
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MMM KX
Dear xxx

The administrator has created a cloud desktop ( xxx ) for youYou can log in to and use your
cloud desktop by performing the following operations!

1.Download and install the client
Download

2.Connect to the server

Access address: https: /o000 00000
Enterprise 1D: x0oxx

3.Log in to the desktop

Username: xxx
Password: Click here

Step 4 Configure the server IP address and enterprise ID.
e Figure 5-1 Configuring the server IP address and enterprise 1D

Server Settings (Mandatory)

https: F
psif/ Enter the server address
Company |D (Mandatory)

and company 1D
obtained from the email
sent by the system upon

your first login.

Step 5 Log in to the desktop, as shown in Figure 5-2.
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Figure 5-2 Logging in to a desktop

3 Username

Enter the username
and password,

1 Password
click B to log in to

the desktop.

(11 NOTE

e If the account has multiple desktops, enter the username and password and click Log
In. The desktop list page is displayed. You need to click the target desktop to access it.

e If multi-factor authentication has been enabled, you need to pass the multi-factor
authentication again before accessing the cloud desktop.

Step 6 (Optional) Perform multi-factor authentication.

You need to perform authentication again only when the administrator has
enabled multi-factor authentication.

e  After multi-factor authentication is enabled, you need to bind a virtual MFA
device to the desktop upon the first login.

Multi Authentication

Multi-factor authentication has been enabled. You need o bind & virual MFPAdevice first

[f Scanning & Manually

QOUD | Click Copy Lisk o tha browser | Cthar
ot

a. Download and install an application that supports TOTP on a smart
device, such as a mobile phone.

b. On the MFA tool page of the smart device, select the QR code scanning
mode or manual input mode to bind the device.
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L] NOTE
Your operation is subject to the application you use.

= |f you choose to scan the QR code, scan the QR code in the Scanning
area of the multi-factor authorization page of the Workspace client.

®  |f you choose to manually input, on the MFA tool page of the smart
device, enter the account and key in the Manually area of the multi-
factor authorization page of the Workspace client.

¢. Enter the dynamic verification code generated by the virtual MFA device
bound to the smart device in the verification code text box on the
Workspace client.

i il = ‘
D

() Verification code 320HE4

—

(11 NOTE

The preceding verification code page is only an example. The actual page varies
depending on the application in use.
d. On the multi-factor authorization page of the Workspace client, click
Binding.

{11 NOTE

If the account has multiple desktops, the desktop list page will be displayed after
you click Binding. You need to click the target desktop to access it.

e  After multi-factor authentication is enabled, use the proprietary
authentication system of Huawei Cloud. If this is not the first time of login to
the desktop, use the proprietary authentication system of the enterprise and
directly enter the verification code for authentication.
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Multi Auth

[ verification code

= -

.
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a. Open an application that supports TOTP on a smart device, such as a
mobile phone, and access the MFA tool page.

b. Enter the dynamic verification code generated by the virtual MFA device
bound to the smart device in the verification code text box on the
Workspace client.

< MFA

huawsay N WOk EDaC R K00

320194

—

L NOTE
The preceding verification code page is only an example. The actual page varies
depending on the application in use.

¢. On the multi-factor authorization page of the Workspace client, click
Submit.
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{11 NOTE

If the account has multiple desktops, the desktop list page will be displayed after
you click Submit. You need to click the target desktop to access it.

--—-End

5.2 Using a Soft Client

Scenarios
Log in to a user's computer from a cloud client on an SC.
L] NOTE
The initial configuration described in this section needs to be performed only once on each
terminal.
Prerequisites

Table 5-1 lists the file needed.

Table 5-1 Software packages

Software How to Obtain

Package

Description

Workspace_ma
c.dmg

Used to install
the PC client
for macOS.

1. Go to the Workspace client download
page on the Huawei Cloud official
website.

2. Download the macOS client.

Workspace_Win
.msi

Used to install
the PC client
for Windows.

1. Go to the Workspace client download
page on the Huawei Cloud official
website.

2. Click to download the client for
Windows.

Workspace_am
d64.deb

Used to install
the client for
AMDG64.
NOTE

The Kylin OS

and UOS are
supported.

1. Go to the Workspace client download
page on the Huawei Cloud official
website.

2. Download the client for AMD64.

Workspace_arm
64.deb

Used to install
the client for
ARM®64.
NOTE
The Kylin OS
and UOS are
supported.

1. Go to the Workspace client download
page on the Huawei Cloud official
website.

2. Download the client for ARM64.
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Procedure
(10 NOTE

e The PC supports the following OSs:
e  64-bit Windows 10
e  64-bit macOS 10.14-12.4
e  ARM64 (Kylin OS and UOS, 64-bit)
e  AMD64 (Kylin OS and UOS, 64-bit)

e When security software displays a dialog box, allow the installation to continue.

Step 1 Obtain the desktop login information email sent by the system.
{1 NOTE

e The notification email for AD connection is slightly different from that when the AD is
not connected. Refer to the actual notification email.

e If you set User Activation to By administrators and do not enter the email address and
mobile number, choose Users > Users in the navigation pane of the console after the

purchase, locate the row that contains the user, and click in the Desktop Count
column to obtain desktop login information.

AN
IO
HHH MK
Dear xxx
The administrator has created a cloud desktop ( x00x ) for you.You can log in to and use your

cloud desktop by performing the following operations
1.Download and install the client
Download

2.Connect to the server

Access address: https:/ /00000000000
Enterprise 1D: axxxxxx

3.Log in to the desktop

Username: xxx
Password: Click here

Step 2 Install the Workspace client.
e If a macOS PC is used, you need to install a macOS client.

a. Copy the obtained Workspace_mac.dmg to a folder on the macOS PC,
for example, Desktop.

b. Double-click the installation package.
The installation configuration window is displayed.
c. Double-click the install icon.
. Click Continue.
e. Click Install.
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If you do not want to install the SC in the default location, click Change
Install Location.

f.  In the displayed window, enter the username and password, and click
Install Software.

The installation takes about one minute.
g. Click Close.
The macOS SC has been installed.
e If a Windows PC is used, you need to install a Windows client.
Double-click the obtained Workspace_Win.msi client software package and
install it as prompted.

Step 3 Start the client.
(0 NOTE

If a macOS PC is used, you need to set the system preference before starting the client for
the first time. Otherwise, you cannot enter characters on the cloud desktop.

Choose System Preferences > Security & Privacy > Input Monitoring, select HDPViewer,
and switch the input mode to English.

Double-click the icon
to launch the Workspace.

%

Expal 2013

w3

Step 4 Configure the server IP address and enterprise ID.
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e Figure 5-3 Configuring the server IP address and enterprise ID

Server Settings (Mandatory)

https://

Enter the server address

Company ID (Mandatory) and company ID
obtained from the email
sent by the system upon

your first login.

Step 5 Log in to the desktop, as shown in Figure 5-4.

Figure 5-4 Logging in to a desktop

2 Username
Enter the username

and password,
click B to log in to
the desktop.

1 Password

(11 NOTE

e If the account has multiple desktops, enter the username and password and click Log
In. The desktop list page is displayed. You need to click the target desktop to access it.

e |If multi-factor authentication has been enabled, you need to pass the multi-factor
authentication again before accessing the cloud desktop.

Step 6 (Optional) Perform third-party SSO.

The administrator configures the OAuth 2.0 authentication mode for logging in to
the cloud desktop. For details, see the OAuth 2.0 procedure in Third-Party SSO.

e  After third-party authentication is enabled, the OAuth 2.0 login mode is used.
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(11 NOTE

The username on the third-party platform must be the same as that on the cloud
desktop. Otherwise, the verification fails.

Company ID

OAUTHZ LOGIN

e Enter the username and password of the third-party application platform to
log in to the cloud desktop.

e If the third-party platform authentication mode is used, the system prompts
you to reset the password when you log in to the cloud desktop for the first

time.

Issue 01 (2023-04-03) Copyright © Huawei Technologies Co., Ltd. 60



Workspace
Quick Start 5 Logging In to a Desktop

Set lock password

The password is used to unlock the screen of

all cloud desktops

(11 NOTE

e In the AD scenario, when you log in to the cloud desktop, the page for resetting the
password is not displayed.

e The reset password is the password for unlocking the cloud desktop.

e In the AD scenario, after you go to the desktop list page and click the target desktop,
you need to enter the password of the cloud desktop again for login.

The administrator configures the LDAP authentication mode for logging in to the
cloud desktop. For details, see Third-Party SSO.

e After third-party authentication is enabled, the LDAP login mode is used.
e Enter the username and password of the LDAP platform for login.

(11 NOTE

The entered LDAP user must be the same as the cloud desktop user. Otherwise, the
verification fails.
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e Click the target desktop. When the AD is connected, you need to enter the
password again for login.

(11 NOTE

e When the AD is connected:
The Windows cloud desktop uses the username and password of the AD.

- The Linux cloud desktop uses the username and password of LDAP.

e When the AD is not connected:
The Windows and Linux cloud desktops use the username and password of LDAP.

Step 7 (Optional) Perform multi-factor authentication.

You need to perform authentication again only when the administrator has
enabled multi-factor authentication.

e  After multi-factor authentication is enabled, you need to bind a virtual MFA
device to the desktop upon the first login.

Multi Authentication

Multi-factor auithentication has been enabled. You need b & virtuial MFAdevice first

[if Scanning & Manually

(T Dowmload App (Thess msdei)
Mictile Azp Siee Search HUAWEN QLOUD | Chick Copy Lisk to the browser | Other
wirtuial MPA applications that sugpart TOTF

(T SCan (Uss the agp ts stam the follswing QR cods withsut lsggieg in)

a. Download and install an application that supports TOTP on a smart
device, such as a mobile phone.
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b. On the MFA tool page of the smart device, select the QR code scanning
mode or manual input mode to bind the device.

L1 NOTE
Your operation is subject to the application you use.

®  |f you choose to scan the QR code, scan the QR code in the Scanning
area of the multi-factor authorization page of the Workspace client.

®  |f you choose to manually input, on the MFA tool page of the smart
device, enter the account and key in the Manually area of the multi-
factor authorization page of the Workspace client.

¢. Enter the dynamic verification code generated by the virtual MFA device
bound to the smart device in the verification code text box on the
Workspace client.

P =N

() Verification code 330H54

—

{11 NOTE

The preceding verification code page is only an example. The actual page varies
depending on the application in use.

d. On the multi-factor authorization page of the Workspace client, click
Binding.

(11 NOTE

If the account has multiple desktops, the desktop list page will be displayed after
you click Binding. You need to click the target desktop to access it.

e After multi-factor authentication is enabled, use the proprietary
authentication system of Huawei Cloud. If this is not the first time of login to
the desktop, use the proprietary authentication system of the enterprise and
directly enter the verification code for authentication.
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Multi Auth

[ verification code

= -

.

S——

a. Open an application that supports TOTP on a smart device, such as a
mobile phone, and access the MFA tool page.

b. Enter the dynamic verification code generated by the virtual MFA device
bound to the smart device in the verification code text box on the
Workspace client.

< MFA

huawsay N WOk EDaC R K00

320194

—

L NOTE
The preceding verification code page is only an example. The actual page varies
depending on the application in use.

¢. On the multi-factor authorization page of the Workspace client, click
Submit.
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{11 NOTE

If the account has multiple desktops, the desktop list page will be displayed after
you click Submit. You need to click the target desktop to access it.

--—-End

5.3 Using a Mobile Terminal

Scenarios

This section provides instructions for end users to log in to their computers using
mobile terminals.

Mobile terminals running Android 6.0 or later are supported. You can use the
stylus to perform operations.

(11 NOTE

The operations on different mobile terminals are similar. The following uses the operations
on a mobile phone as an example.

Procedure

Step 1 Obtain the desktop login information email sent by the system.
(11 NOTE

The notification email for AD connection is slightly different from that when the AD is not
connected. Refer to the actual notification email.

HAXK
IO
HHHD HHK
Dear xx
The administrator has created a cloud desktop ( xxx ) for youYou can log in to and use your
cloud desktop by performing the following operations!

1.Download and install the client
Download
2.Connect to the server

Access address: https:// 00000000000
Enterprise ID: xxoixx

3.Log in to the desktop

Username: xxx
Password: Click here
Step 2 Obtain the client as prompted in the system email.

Step 3 Enable the client and configure the server address and enterprise ID as prompted.
e Configure the server address and enterprise ID on the server setting page.
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Server Settings

Server address|required)

https://

Enter the server address
and company 1D
obtained from the email
sent by the system upon
your first login.

Company ID{reguired)
PFlease enter the company 1D
User-defined Derver nicknarme

Step 4 Enter the username and password to log in to the desktop. Upon the first login,
you can use gestures to adapt to the desktop.

-
-

Campitar
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(11 NOTE

e If the account has multiple desktops, enter the username and password and click Log
In. The desktop list page is displayed. You need to click the target desktop to access it.

e If multi-factor authentication has been enabled, you need to pass the multi-factor
authentication again before accessing the cloud desktop.

Step 5 (Optional) Perform multi-factor authentication.

You need to perform authentication again only when the administrator has
enabled multi-factor authentication.

e  After multi-factor authentication is enabled, you need to bind a virtual MFA
device to the desktop upon the first login.

Multi Authentication

27 Scanning & Manually

1) Dowendosd App (TEmes =odes)
biahile Bap Siore Saaich HUKRE CLOLD
-u.u: Lisk B3 Lhil Siiracier
Chibwnt wirtol WAFS applcatiem that sepporl TOTP
1 Scan

Lise Live apg b= scas the Dllesing OF code
wilhdiil Eaging &

a. Download and install an application that supports TOTP on a smart
device, such as a mobile phone, and access the MFA tool page.

b. On the MFA tool page of the smart device, select the QR code scanning
mode or manual input mode to bind the device.
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L] NOTE
Your operation is subject to the application you use.

= |f you choose to scan the QR code, scan the QR code in the Scanning
area of the multi-factor authorization page of the Workspace client.

®  |f you choose to manually input, on the MFA tool page, enter the
account and key in the Manually area of the multi-factor
authorization page of the Workspace client.

¢. Enter the dynamic verification code generated by the virtual MFA device
bound to the smart device in the verification code text box on the
Workspace client.

i il = ‘
D

() Verification code 320HE4

—

(11 NOTE

The preceding verification code page is only an example. The actual page varies
depending on the application in use.
d. On the multi-factor authorization page of the Workspace client, click
Binding.

{11 NOTE

If the account has multiple desktops, the desktop list page will be displayed after
you click Binding. You need to click the target desktop to access it.

e  After multi-factor authentication is enabled, use the proprietary
authentication system of Huawei Cloud. If this is not the first time of login to
the desktop, use the proprietary authentication system of the enterprise and
directly enter the verification code for authentication.
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Multi Authentication

Werihcakion oode

a. Open the installed application that supports TOTP on the smart device,
such as a mobile phone, and access the MFA tool page.

b. Enter the dynamic verification code generated by the virtual MFA device
in the verification code text box on the Workspace client.
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—

{11 NOTE

The preceding verification code page is only an example. The actual page varies
depending on the application in use.

¢. On the multi-factor authorization page of the Workspace client, click
Submit.

(11 NOTE

If the account has multiple desktops, the desktop list page will be displayed after
you click Submit. You need to click the target desktop to access it.

--—-End

5.4 Logging In to a Desktop Using a Browser

Scenarios
Log in to a user desktop using a browser.
L] NOTE
e Use Chrome 64bit(75), Edge 64bit(108), or a later version to log in to the desktop.
e The following procedure uses a Windows PC as an example. The detailed procedure
varies depending on the operating system.
Procedure

Step 1 Obtain the desktop login information email sent by the system.
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(11 NOTE

The notification email for AD connection is slightly different from that when the AD is not
connected. Refer to the actual notification email.

W i n A

EHEEHE [HEAERES]
PrfF A xxx
B xxx, R
ERRCAERETHEEE Ooxd  HEBUTHEI ERE RREFESERE
1. EPIRTRFESE
ATEET 4
2. RFEHiEE

FEAHERE: https://xxx xx XXE. XXX
Al ID: wwkwx

3. APga

BPH: xxx
AR i

Step 2 Open the browser and configure the access address.

rg &
PtpsROOLL X o b )\ EHIHE R
IRENE i Akl

*, y

Step 3 Enter the enterprise ID, user name, password, and other login information, select |
have read and agree to the User Privacy Policy, and click Log In.

Step 4 The Workspace page is displayed. Click the workspace to be logged in to.
{11 NOTE

e When you log in to the browser for the first time, an interception window is displayed.
You need to manually configure the browser to allow the window to pop up, as shown
in.

e When you log in to the system for the first time, a certificate verification dialog box is
displayed. You need to manually set the certificate. Click Advanced to continue, as
shown in.
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Figure 5-5 Browser pop-up window

= https:y//

T ks

O R SIF hitpsy//

Mg ssSars
RIETEER

EE

Figure 5-6 Certificate verification

A

EHINEEASNEEE
HEEATREAREMN SFEEMES (Pit: B, &

EMAESRERFEER) .
NET:ERR_CERT_COMMON_NAME_INVALID

Q MPEIEFEE Chome BSRIINEZSED, EASERIE,

o
B

--—-End

Issue 01 (2023-04-03)

Copyright © Huawei Technologies Co., Ltd. 72



Workspace
Quick Start

A Change History

Change History

Released On
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2023-12-01

This issue is the fourth official release.
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Logging In to a Desktop Using a Browser

2023-09-20

This issue is the third official release.

Added:

e Purchasing Yearly/Monthly-billed Desktop Pools
e Purchasing Pay-per-Use Desktop Pools

2023-07-03

This issue is the second official release.
Added:
"Third-Party SSO" in Using a Soft Client.

2022-12-26

This issue is the first official release.
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