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Make Preparations

Before using SFS, you need to make the following preparations:

e Registering a HUAWEI ID and Enabling Huawei Cloud Services
e Topping Up Your Account
e Creating an IAM User

Registering a HUAWEI ID and Enabling Huawei Cloud Services

If you already have a HUAWEI ID, skip this part. To create a HUAWEI ID, do as
follows:

Visit www.huaweicloud.com/intl/en-us/ and click Sign Up.
2. On the displayed page, register an account as prompted.

After you have successfully registered, the system automatically redirects you
to your personal information page.

Topping Up Your Account
Ensure that your account has sufficient balance.
For details about the SFS price, see Price Details.

For details about how to top up an account, see Topping Up an Account.

Creating an IAM User

If you want to allow multiple users to manage your resources without sharing
your password or private key, you can create users using IAM and grant
permissions to the users. These users can use specified login links and their own
accounts to access the public cloud and help you efficiently manage resources. You
can also set account security policies to ensure the security of these accounts and
reduce enterprise information security risks.

If you have registered with the public cloud but have not created an IAM user, you
can create a user on the IAM console. For example, to create an SFS administrator,
perform the following steps:

1. Enter your username and password to log in to the management console.
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In the upper right corner of the page, hover the mouse over the username
and select Identity and Access Management.

In the navigation pane on the left, choose Users.

On the Users page, click Create User.

Enter user information on the Create User page.

- Username: Enter a username, for example, sfs_admin.

- Email Address: Email address of the IAM user. This parameter is
mandatory if the access type is specified as Set by user.

- (Optional) Mobile Number: Mobile number of the IAM user.

- (Optional) Description: Enter the description of the user, for example,
SFS administrator.

Select Management console access for Access Type and Set now for
Password. Enter a password and click Next.

(10 NOTE

An SFS administrator can log in to the management console and manage users. You
are advised to select Set now for Password Type when you create an SFS
administrator for your domain. If you create an SFS administrator for another user, you
are advised to select Set by user for Password Type instead so that the user can set
their own password.

(Optional) Add the user to the admin user group and click Create.

User group admin has all the operation permissions. If you want to grant
fine-grained permissions to IAM users, see Creating a User and Granting SFS
Permissions.

The user is displayed in the user list. You can click the IAM user login link to
log in to the console.
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Configure a VPC Endpoint

Context

VPC Endpoint (VPCEP) provides reliable channels to connect VPCs to general
purpose file systems. By configuring VPC endpoints, compute resources in VPCs
can access general purpose file systems. What Is VPC Endpoint?

Before mounting a general purpose file system to a compute resource, you need
to create a VPC endpoint in the region where the compute resource belongs. VPC
endpoints can be created for General Purpose File System in the following regions:
CN North-Beijing4, CN East-Shanghail, CN-Hong Kong, and CN South-
Guangzhou. In the regions beside those ones, SFS Capacity-Oriented and SFS
Turbo are recommended.

VPC endpoints are not required for SFS Capacity-Oriented and SFS Turbo file
systems.
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Figure 2-1 Configuration process

Start

If no VPC is available, create a
Create a VPC. VPC first

. Select the created VPC when
Create a VPC El'ldpl:lll'lt. creating the VPC endpoint.

Create a General Select the created VPC

: endpoint when creating the file
Purpose File System. System,

Mount the file system to
ECSs.

Obtain and add the VPC IDs,
and configure the read/write

permissions.

Add VPC IDs of the ECSs
as authorized VPCs.

End

Prerequisites

1. Before creating a general purpose file system, ensure that a VPC is available.

If no VPC is available, create one by referring to Creating a VPC in the Virtual
Private Cloud User Guide.

2. Before creating a general purpose file system, ensure that ECSs are available
and in the created VPC.

If no ECSs are available, buy ECSs by referring to Purchasing an ECS and
Logging In to an ECS.
Procedure
Step 1 Log in to the Huawei Cloud console.

1. Log in to the management console.

2. Click 9 in the upper left corner and select your desired region and project.
3. Choose Networking > VPC Endpoint > VPC Endpoints.
Step 2 On the VPC Endpoints page, click Buy VPC Endpoint.

The Buy VPC Endpoint page is displayed.
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Figure 2-2 Buy VPC Endpoint

< | Buy VPC Endpoint

Step 3 Set the parameters as prompted.

Table 2-1 Parameters for purchasing an endpoint

Parameter

Description

Region

Region where the VPC endpoint is located. Ensure that this
region is the same as the one where the planned general
purpose file system resides.

VPC Endpoint supports General Purpose File System only in
the CN North-Beijing4, CN East-Shanghai1, CN-Hong Kong,
and CN South-Guangzhou regions.

Billing Mode

Pay-per-use is preselected by default, but you will not be
billed for the endpoint purchased for general purpose file
systems.
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Parameter

Description

Service
Category

Select Find a service by name.

Enter a VPC endpoint service name based on the region
selected.

e |f the CN North-Beijing4 region is selected, enter cn-
north-4.com.myhuaweicloud.v4.storage.lz13.

e |f the CN South-Guangzhou region (AZ1) is selected, enter
cn-south-1.com.myhuaweicloud.v4.0bsv2.
NOTE
General purpose file systems created in AZ1 of the CN South-
Guangzhou region cannot be mounted to containers.
e [f the CN South-Guangzhou region (AZ6) is selected, enter
cn-south-1.com.myhuaweicloud.v4.obsv2.storage.lz06.

e |f the CN East-Shanghail region is selected, enter cn-
east-3.com.myhuaweicloud.v4.storage.lz07.

e |f the CN-Hong Kong region is selected, enter ap-
southeast-1.com.myhuaweicloud.v4.obsv2.storage.lz005

After entering the service name, click Verify.

If Service name found is displayed, proceed with subsequent
steps.
If Service name not found is displayed, check whether the

entered service name is correct. If the problem persists,
submit a service ticket.

VPC

VPC where the planned general purpose file system and ECSs
reside.

Tag

Optional

VPC endpoint tags. Each tag consists of a key and a value.
You can add a maximum of 10 tags to a VPC endpoint.
Tag keys and values must meet the requirements listed in
Table 2-2.

NOTE

e If a predefined tag has been created in TMS, you can select the
corresponding tag key and value. For details about predefined
tags, see Predefined Tag Overview.

Table 2-2 describes the tag parameters.
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Table 2-2 Tag parameter description

Parameter | Description Example
Value
Tag key Each tag has a unique key. You can customize the | Key_0001
key or select the key of an existing tag created in
TMS.
A tag key:

e Can contain 1 to 36 Unicode characters.

e Can contain only letters, digits, hyphens (-),
and underscores ().

Tag value A tag value can be repetitive or left blank. Value_0001
A tag value:
e (Can contain 0 to 43 Unicode characters.

e Can contain only letters, digits, hyphens (-),
and underscores ().

Step 4 Click Next.
e If you do not need to modify the specifications, click Submit.
e If you need to modify the specifications, click Previous, modify the
configuration as needed, and then click Submit.

Step 5 Go back to the VPC endpoint list and check whether the status of the VPC
endpoint changes to Accepted. If so, the VPC endpoint has been connected to the
VPC endpoint service.

--—-End
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Create a File System

You can create a file system and mount it to multiple servers. Then the servers can
share this file system. You can create three types of file systems: SFS Capacity-
Oriented, SFS Turbo, and General Purpose File System.

Prerequisites

1. A VPC is available.

If no VPC is available, create one by referring to Creating a VPC in the Virtual
Private Cloud User Guide.

2. ECSs are available and are in the available VPC.

If no ECSs are available, buy ECSs by referring to Purchasing an ECS and
Logging In to an ECS.

3. Creating SFS Turbo file systems depends on the following services: VPC, Billing
Center, DSS, and ECS. Ensure that required roles or policies have been
configured.

- The permissions of the SFS Turbo FullAccess policy already include the
permissions of VPC FullAccess, which are required for creating file
systems. An IAM user assigned the SFS Turbo Full Access policy does not
need to have the VPC FullAccess policy assigned explicitly.

- To create yearly/monthly file systems, the BSS Administrator policy is
required.

- To create file systems in dedicated projects, the DSS FullAccess and ECS
FullAccess policies are required.

Logging In to the Management Console
Step 1 Visit the Huawei Cloud website.
Step 2 Register an account.

Before using SFS, you need to register a HUAWEI ID. This account can be used to
access all Huawei Cloud services, including SFS. If you already have an account,
start from Step 3.

1. In the upper right corner of the page, click Sign Up.

2. Complete the registration as instructed.
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Step 3

Step 4

Step 5
Step 6

After the registration is complete, you will be redirected to your personal
information page.

Log in to the management console.

1. In the upper right corner of the displayed page, click Console.
2. Enter the username and password as prompted, and click Sign In.

In the upper left corner of the page, select the region where the service is located
from the drop-down list.

Choose Storage > Scalable File Service to go to the SFS console.

(Recommended) Top up your account and subscribe to SFS, so that the service can
be used properly. To purchase SFS, see How Do | Purchase SFS?

--—-End

Creating an SFS Capacity-Oriented File System

Step 1
Step 2

In the upper right corner of the page, click Create File System.

Set the parameters described in Table 3-1, as shown in Figure 3-1.

Figure 3-1 Creating a file system

Create File System @ | < sacktoFile system List

* Region

* AZ

* Protocol Type

«VPC @

Auto Capacity Expansion

Name

Quantity

Table 3-1 Parameter description

AP-Bangkok

NFS

vpe-default

sfs-dd74

Parameter Description Remarks
File System Select SFS Capacity-Oriented or SFS Select SFS
Type Turbo. Capacity-Oriented.
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independent network and an
independent power supply.

Parameter Description Remarks

Region Mandatory You are advised to
Region of the tenant. Select the region | Select the region
from the drop-down list in the upper left | Where the ECSs
corner of the page. reside.

AZ A geographical area with an You are advised to

select the AZ where
the ECSs reside.

Protocol Type

The supported protocols include NFS
(NFSv3 only) and CIFS.

NFS is suitable for Linux ECSs, and CIFS
is suitable for Windows ECSs.

Select NFS or CIFS
based on your
need.

VPC

An ECS cannot access file systems in a
different VPC. Select the VPC to which
the ECS belongs.

NOTE

e By default, all ECSs in a VPC have the
same permissions. You can modify the
VPC in the future.

e Only one VPC can be added when a file
system is created. After a file system is
created, you can add multiple authorized
VPCs for the file system by referring to
Configuring Multi-VPC Access.

Click View VPC to
view existing VPCs
or create a new
one.

Maximum
Capacity

Maximum capacity allowed for a single
file system. When the used capacity of a
file system reaches this value, no more
data can be written to the file system.
You need to expand the file system.

The value ranges
from 1 GB to
512,000 GB.
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Parameter Description Remarks

Encryption Optional -

Specifies whether a file system is
encrypted. You can create an encrypted
or non-encrypted file system, but you
cannot change the encryption settings
of an existing file system. If Encryption
is selected, the following parameters will
be displayed:

e Create Agency
If the KMS access rights are not
granted to SFS Capacity-Oriented,
this button will be displayed.
Otherwise, this button will not be
displayed.

Click Create Agency to grant SFS
Capacity-Oriented the permissions to
access KMS. The system
automatically creates an agency and
names it SFSAccessKMS. When
SFSAccessKMS is displayed for
Agency Name, the KMS access rights
have been granted to SFS Capacity-
Oriented, and SFS Capacity-Oriented
can obtain KMS keys for encrypting
or decrypting the file system. After
the rights are granted, follow-up
operations do not need granting
rights again.

e Agency Name

- Agency: An agency is a trust
relationship between two tenants
or services. A tenant can create an
agency to grant resource access
rights to another tenant or service.

- SFSAccessKMS: If Agency Name is
SFSAccessKMS, SFS Capacity-
Oriented is granted the KMS
access rights to use custom keys
to encrypt or decrypt file systems.

e KMS key name

NOTE
KMS key name is displayed only after
the agency named SFSAccessKMS has
been created. For details, see Create
Agency above.

KMS key name is the identifier of
the key, and you can use KMS key
name to specify the KMS key that is
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Parameter Description Remarks
to be used for encryption. You can
select one of the following keys:

- Default key: After the KMS access
rights have been granted to SFS
Capacity-Oriented, the system
automatically creates a default
key and names it sfs/default.

- Custom key: Existing or newly
created custom keys. For details,
see Creating a Custom Key in the
Data Encryption Workshop User
Guide.

NOTE

Before you use the encryption function,
the KMS access rights must be granted to
SFS Capacity-Oriented. If you have the
right to grant the permission, grant SFS
the permissions to access KMS directly.
Otherwise, you need to contact the
system administrator to obtain the
"Security Administrator" rights first. For
details, see File System Encryption.

Name User-defined name of the file system. If | The name can
you create more than one file system at | contain only letters,
a time, a name suffix is added to each digits, underscores
file system name automatically. For (1), and hyphens
example, if you set the name to sfs- (-). When creating
name for two new file systems, the two | one file system,
file system names will be sfs-name-001 | enter a maximum
and sfs-name-002. of 255 characters.

When creating
multiple file
systems, enter 1 to
251 characters.
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Parameter Description Remarks
Quantity Number of file systems to be created Each cloud account

can have a total of
512,000 GB for its
file systems and a
maximum of 10 file
systems created,
one by one orin a
batch.

If the quantity or
total capacity of
the file systems you
are creating
exceeds the upper
limit, click Increase
quota to apply for
a higher quota.

Step 3 Click Create Now.
Step 4 Confirm the file system information and click Submit.
Step 5 Go back to the file system list.

If the status of the created file system is Available, the file system is created
successfully. If the status is Creation failed, contact the administrator.

----End

Creating a General Purpose File System

Step 1 In the upper right corner of the page, click Create File System.
Step 2 Set the parameters as shown in Figure 3-2. Table 3-2 describes the parameters.
Figure 3-2 Creating a file system

tem / Create

General Purpose File Sysi
< D Create General Purpose Fil.

::::::::

resource package  prcng detais
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Table 3-2 Parameter description

system.

Must be globally unique. It cannot
be the same as the name of any
existing general purpose file system,
including one created by the current
user or any other user. And it cannot
be changed after the file system is
created.

If a general purpose file system is
deleted, you can only create a
general purpose file system with the
same name as the deleted one 30
minutes after that file system has
been deleted.

Parameter Description Remarks

Region Mandatory Select the region where
Region of the tenant. Select the the ECSs and VPC
region from the drop-down list in endpoint reside.
the upper left corner of the page.

AZ A geographical area with an You are advised to select
independent network and an the AZ where the ECSs
independent power supply. reside.

Name User-defined name of the file The name can contain

only letters, digits,
underscores (), and
hyphens (-). When
creating one file system,
enter a maximum of 255
characters. When
creating multiple file
systems, enter 1 to 251
characters.

Protocol Type

Only NFSv3 is supported currently.

VPC

Select the IAM project to which the
target VPC belongs and then select
the target VPC. What Is an IAM
Project?

Select the VPC where the ECSs and
VPC endpoint reside.

An ECS cannot access a file system
belonged to a different VPC. Select
the VPC where your ECSs reside. You
can add authorized VPCs later on
the file system details page.
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Parameter Description Remarks
Tag Optional e You can add a
When creating a file system, you maximum of 20 tags
can add tags to it. Tags help you to a file system.
identify file systems, and you can e The tag keys of the
classify and search for file systems same file system must
by tag. be unique.
Tags are composed of key-value e Except for tagging the
pairs. file system during file
e Key: mandatory. A tag key can system creation, you
contain a maximum of 128 can also add, modify,
characters. It can contain letters, or delete tags for
digits, and spaces representable existing file systems.
in UTF-8 and special characters
(_.:=+-@). It cannot start or end
with a space and cannot be left
empty. Tag keys starting with
_sys_ are system tags, and you
cannot start a tag key with _sys_.
e Value: optional. A tag value can
contain a maximum of 255
characters. It can contain letters,
digits, and spaces representable
in UTF-8 and special characters
(_:=+-@) and can be left empty.
It cannot start or end with a
space.
Purchase Optional A resource package can
Resource You can select this parameter and only be used to pay for
Packages then a desired resource package. the storage capacity used
The resource package takes effect by general purpose file
immediately after payment. For systems in the same
details about resource packages, see | "€9ion. Any usage in
Resource Packages. excess of the package
quota will be billed in the
pay-per-use mode.
Only available in the CN-
Hong Kong region.

Step 3
Step 4
Step 5

Click Create Now.
Confirm the file system information and click Submit.

Go back to the file system list.

If the file system is displayed in the list, it is successfully created. If the file system
status is Creation failed, submit a service ticket.
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Figure 3-3 General purpose file system created

;;;;;;;

--—-End

Creating an SFS Turbo File System

Step 1 In the navigation pane on the left, choose SFS Turbo. In the upper right corner of
the page, click Create File System.

Step 2 Set the parameters, as shown in Figure 3-4. Table 3-3 describes the parameters.

Figure 3-4 Creating an SFS Turbo file system

< Create File System

wwwwww

Table 3-3 Parameter description

Parameter Description Remarks

Billing Mode | Mandatory -

Select a billing mode, Yearly/
Monthly or Pay per use. For
details about the billing standards,
see Price Details.

Region Mandatory You are advised to select
the region where the

Region of the tenant. Select the )
servers reside.

region from the drop-down list in
the upper left corner of the page.
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Parameter Description Remarks
AZ Mandatory There is certain
A geographical area with an performance loss when a
independent network and an flle'system is accessed from
independent power supply. a different AZ. You are
advised to select the AZ
where your servers reside.
Type Mandatory Select Standard.
Includes SFS Turbo Standard and NOTE _
SFS Turbo Performance. For more | After afile system is created,
information, see File System its flavor cannot be changed.
" ! If you want to change the
ypes. flavor, you need to create
another file system. Plan the
file system flavor in advance.
Capacity Maximum capacity allowed for a Supported range:
smgle.flle systgm. When the used | ¢ SFS Turbo Standard: 500
ca.paaty of a file system reaches GB to 32 TB
this value, no more data can be ; )
written to the file system. You * SFS Turbo Performance:
need to expand the file system. 500GBto 32TB
The capacity of an SFS Turbo file
system cannot be decreased. Set
an appropriate file system
capacity based on your service
needs.
Protocol Mandatory The default value is NFS.
Type SFS Turbo supports NFS for file
system access.
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Parameter Description Remarks

VPC Mandatory -
Select a VPC and its subnet.

e VPC: A server cannot access file
systems in a different VPC.
Select the VPC to which the
server belongs.

e Subnet: A subnet is a unique IP
address range in a VPC. A
subnet provides dedicated
network resources that are
logically isolated from other
networks for network security.

NOTE
To achieve the optimal network
performance, select the VPC where
your cloud servers reside. You can
also use VPC peering connections to
connect two or more VPCs to share
files between VPCs.

When a file system is accessed across
VPCs, the latency as well as the
bandwidth and IOPS loss may be
high. Therefore, intra-VPC access is
recommended.

For details about VPC peering
connections, see VPC Peering
Connection.
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virtual firewall and provides
secure network access control
policies for file systems. You can
define access rules for a security
group to protect the file systems
in this security group.

When creating an SFS Turbo file
system, you can select only one
security group.

You are advised to use an
independent security group for an
SFS Turbo file system to isolate it
from service nodes.

The normal access and use of an
SFS Turbo file system are affected
by the rules configured for its
security group. For details about
how to configure a security group
rule, see Adding a Security
Group Rule. After an SFS Turbo
file system is created, the system
automatically enables the security
group ports required by the NFS
protocol. This ensures that the SFS
Turbo file system can be
successfully mounted to your
servers. The inbound ports
required by the NFS protocol are
ports 111, 2049, 2051, 2052, and
20048. If you need to change the
enabled ports, go to the VPC
console, choose Access Control >
Security Groups, locate the target
security group, and change the
ports.

Parameter Description Remarks
Security Mandatory -
Group A security group functions as a
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Parameter

Description

Remarks

Encryption

Optional

Specifies whether a file system is
encrypted. You can create an
encrypted or non-encrypted file
system, but you cannot change
the encryption settings of an
existing file system. If Encryption
is selected, the following
parameters will be displayed:

e KMS key name
KMS key name is the identifier
of the key, and you can use
KMS key name to specify the
KMS key that is to be used for
encryption. Select an existing
key from the drop-down list, or
click View KMS List to create a
new key. For details, see
Creating a CMK in the Data
Encryption Workshop User
Guide.

e KMS key ID
After you select a key name,
the system automatically
generates a key ID.
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Parameter Description Remarks

Tag Optional -

When creating a file system, you
can add tags to it. Tags help you
identify file systems, and you can
classify and search for file systems
by tag.

Tags are composed of key-value
pairs.

e Key: Mandatory if the file
system is going to be tagged.
A tag key can contain a
maximum of 36 characters. It
cannot start or end with spaces
or start with _sys_. It can
contain letters, digits, spaces,
and the following characters:
_=+-@

e Value: Optional if the file
system is going to be tagged. It
can be an empty character
string. A tag value can contain
a maximum of 43 characters. It
cannot start or end with
spaces. It can contain letters,
digits, spaces, and the
following characters: _.:/=+-@
NOTE

- You can add a maximum of 20
tags to a file system.

- The tag keys of the same file
system must be unique.

- Except for tagging the file
system during file system
creation, you can also add,
modify, or delete tags for
existing file systems.

- If your organization has
enabled the tag policy type for
SFS and has a tag policy
attached, you must comply
with the tag policy rules when
creating file systems, otherwise
file systems may fail to be
created. Contact the
organization administrator to
learn more about tag policies.
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Parameter

Description

Remarks

Automatic
Backup

Cloud Backup and Recovery (CBR)
provides backup protection for SFS
Turbo and allows you to use
backup data to create SFS Turbo
file systems. After you configure
backup, the system will associate
the SFS Turbo file system with the
backup vault and apply the
selected policy to the vault to
periodically back up the file
system.

The following options are
available, among which the
default value is Do not use:

e Buy new:

1. Enter a vault name, which
can contain a maximum of
64 characters, including
letters, digits, underscores
(1), and hyphens (-), for
example, vault-fé1e. The
default naming rule is
vault_xoox.

2. Enter a vault capacity, which
is required for backing up
SFS Turbo file systems. The
vault capacity cannot be less
than the size of file systems,
so enter a value ranging
from the total size of the
associated file systems to
10,485,760 in the unit of GB.

3. Select a backup policy from
the drop-down list, or log in
to the CBR console and
configure a desired one.

e Use existing:

1. Select an existing backup
vault from the drop-down
list.

2. Select a backup policy from
the drop-down list, or log in
to the CBR console and
configure a desired one.

e Do not use: Skip this
configuration if backup is not
required. If you need backup
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Parameter

Description

Remarks

protection after a file system
has been purchased, log in to
the CBR console, locate the
desired vault, and associate the
file system with the vault.

Name

Mandatory

User-defined name of the file
system.

The name can contain only
letters, digits, and hyphens
(-). It must contain more
than four characters but no
more than 64 characters.

Step 3 Click Create Now.

Step 4 Confirm the file system information and click Submit.

Step 5 Complete the creation and go back to the file system list.

If the status of the created file system is Available, the file system is created
successfully. If the status is Creation failed, contact the administrator.

----End
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Mount a File System

4.1 Mounting an NFS File System to ECSs (Linux)

After creating a file system, you need to mount it to ECSs so that they can share
the file system.

CIFS file systems cannot be mounted to Linux ECSs.

An SFS Capacity-Oriented file system can use either the NFS or CIFS protocol. It
cannot use both protocols.

In this section, ECSs are used as example servers. Operations on BMSs and
containers (CCE) are the same as those on ECSs.

To use SFS Turbo as the storage backend for CCE, see Storage or Storage
(FlexVolume). Then complete the deployment on the CCE console.

General purpose file systems cannot be mounted to 32-bit Linux servers.

Prerequisites

e You have checked the type of the OS on each ECS. Different OSs use different
commands to install the NFS client.

e You have created a file system and have obtained its mount point.
e At least one ECS that is in the same VPC as the file system is available.

e The IP address of the DNS server for resolving the file system domain name
has been configured on the ECSs. SFS Turbo file systems do not require
domain name resolution.

e If you are mounting a general purpose file system, ensure that a VPC
endpoint has been created according to Configure a VPC Endpoint.
Notes and Constraints
{0 NOTE

This constraint only applies to local paths (mount points) and does not affect other files or
directories.
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Metadata of the local paths (mount points) cannot be modified. Specifically, the
following operations cannot be performed on the local paths' metadata:

- touch: Update file access time and modification time.
- rm: Delete files or directories.

- cp: Replicate files or directories.

- mv: Move files or directories.

- rename: Rename files or directories.

- chmod: Modify permissions on files or directories.
- chown: Change the owners of files or directories.
- chgrp: Change the group of a file or directory.

- In: Create hard links.

- link: Create hard links.

- unlink: Delete hard links.

The atime, ctime, and mtime attributes of a local path (root directory of the
mount point) are the current time. So each time the root directory attribute is
queried, the current time of the server is returned.

Procedure

Step 1 Log in to the ECS as user root.

Step 2 Install the NFS client.
1. Install the NFS client.
a. Check whether the NFS software package is installed.

®  On CentOS, Red Hat, Oracle Enterprise Linux, SUSE, EulerOS, Fedora,
or OpenSUSE, run the following command:

rpm -gajgrep nfs

®  On Debian or Ubuntu, run the following command:
dpkg -l nfs-common

If a command output similar to the following is displayed, the NFS
software package has been installed and you can go to Step 3. If no such
command output is displayed, go to Step 2.1.b.

®  On CentOS, Red Hat, EulerOS, Fedora, or Oracle Enterprise Linux, the

command output is as follows:
libnfsidmap
nfs-utils

®  On SUSE or OpenSUSE, the command output is as follows:
nfsidmap
nfs-client

®  On Debian or Ubuntu, the command output is as follows:
nfs-common
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Step 3

Step 4

Step 5

b. Install the NFS software package.
{11 NOTE

The following commands require that ECSs be connected to the Internet. Or, the
installation will fail.

®  On CentOS, Red Hat, EulerOS, Fedora, or Oracle Enterprise Linux, run
the following command:
sudo yum -y install nfs-utils

®  On Debian or Ubuntu, run the following command:
sudo apt-get install nfs-common

®  On SUSE or OpenSUSE, run the following command:
zypper install nfs-client
Check whether the domain name in the file system mount point can be resolved.

SFS Turbo file systems do not require domain name resolution. Skip this step and
directly mount the file system.

nslookup File system domain name

(11 NOTE

e A file system domain name (for example, sfs-nas1.xxxx.com) is just part of its mount
point. Enter the domain name here, not the entire mount point.

e [f the nslookup command cannot be used, install the bind-utils software package by
running the yum install bind-utils command.

e If the domain name can be resolved, go to Step 4.

e |f the domain name cannot be resolved, configure the DNS server IP address
and then mount the file system. For details, see Configuring DNS.

Create a local path for mounting the file system.

mkdir Local path

L] NOTE
If there is any resource, such as a disk, already mounted on the local path, create a new
path. (NFS clients do not refuse repeated mounts. If there are repeated mounts,
information of the last successful mount is displayed.)

Mount the file system to the ECS that belongs to the same VPC as the file system.
You can now mount the file system to Linux ECSs using NFSv3 only.

Table 4-1 describes the variables.

To mount an SFS Capacity-Oriented file system, run the following command:
mount -t nfs -o vers=3,timeo=600,noresvport,nolock Mount point Local path

To mount an SFS Turbo file system, run the following command: mount -t nfs -o
vers=3,timeo=600,noresvport,nolock,tcp Mount point Local path

To mount a general purpose file system, run the following command: mount -t
nfs -0 vers=3,timeo=600,noresvport,nolock,proto=tcp Mount point Local path
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NOTICE

After a mounted ECS is restarted, it loses the file system mount information. You
can configure auto mount in the fstab file to ensure that an ECS automatically
mounts the file system when it restarts. For details, see Mounting a File System

Automatically.

Table 4-1 Parameter description

Parameter

Description

Vers

File system version. Only NFSv3 is supported currently, so the
value is fixed to 3.

timeo

Waiting time before the NFS client retransmits a request. The
unit is 0.1 second. The recommended value is 600.

noresvport

Whether the NFS client uses a new TCP port when it re-
establishes a network connection to the NFS server.

It is strongly recommended that you use the noresvport
option, which ensures that your file system remains
uninterrupted after a network reconnection or recovery.

lock/nolock

Whether to use the NLM protocol to lock files on the server.
If nolock is specified, the lock is valid only for applications
on the same host. It is invalid for applications on any other
hosts. The recommended value is nolock. If this parameter is
not specified, lock is used by default. In this case, other
servers cannot write data to the file system.

SFS Turbo and General Purpose File System do not support
operations of non-local locks. If a client uses a non-local
lock, it will experience slow writes due to the failure to
obtain the lock. In this case, the nolock option needs to be
specified to avoid such issues.

proto

Protocol used by NFS clients to send requests to the server.
Both UDP and TCP protocols can be used.

General Purpose File System does not support UDP.
Therefore, you need to set proto to tcp for general purpose
file systems.
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Parameter Description

Mount point For an SFS Capacity-Oriented file system, the format is File
system domain name./ Path, for example, example.com:/
share-xxx. For an SFS Turbo file system, the format is File
system IP address./, for example, 192.168.0.0:/.

For a general purpose file system, the format is File system
domain name:/ File system name, for example,
example.com:/xxx.
See Figure 4-1.
NOTE

e Variable xis a digit or letter.

e If the mount point is too long to display completely, adjust the
column width.

e Hover the mouse over the mount point to display the complete
mount command.

Local path Local path on the ECS used to mount the file system, for
example, /local_path.

Figure 4-1 Mount point

Name AZ Status 5 SharePr.. - AvailableC.. - MaximumCapa.. v Encrypted > Enterprise. Shared Path

fs-name-001 A Available NFS 20.00 20.00 No default Isfs-masm / shar E-396676&8]

For more performance optimization mount options, see Table 4-2. Use commas (,)
to separate parameters. The following command is an example:

mount -t nfs -o
vers=3,timeo=600,nolock,rsize=1048576,wsize=1048576,hard,retrans=3,tcp,nor
esvport,ro,async,noatime,nodiratime Mount point Local path

Table 4-2 Mount options for performance optimization

Parameter Description

rsize Maximum number of bytes in each read request that the
client can receive when reading data from a file on the
server. The actual data size is less than or equal to this
parameter setting. The value of rsize must be a positive
integral multiple of 1024. Specified values less than 1024 are
automatically replaced with 4096, and values greater than
1048576 are automatically replaced with 1048576. By
default, this parameter is set through a negotiation between
the server and the client.

You are advised to set this parameter to the maximum value
1048576.
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Parameter

Description

wsize

Maximum number of bytes in each write request that the
client can send when writing data to a file on the server. The
actual data size is less than or equal to this parameter
setting. The value of wsize must be a positive integral
multiple of 1024. Specified values less than 1024 are
automatically replaced with 4096, and values greater than
1048576 are automatically replaced with 1048576. By
default, this parameter is set through a negotiation between
the server and the client.

You are advised to set this parameter to the maximum value
1048576.

soft/hard

Value soft indicates soft mounts. With soft specified, if an
NFS request times out, the client returns an error to the
calling program. Value hard indicates hard mounts. With
hard specified, if an NFS request times out, the client
continues to request until the request is successful.

The default value is hard.

retrans

Number of retransmission times before the client returns an
error. Recommended value: 1

tcp/udp

If mountproto is not specified, the client will mount the file
system using UDP first. If the UDP network is not connected,
the client will mount the file system using TCP after freezing
for several seconds.

The UDP port used for mounting is currently not enabled in
the inbound rule of the security group, so you need to
specify tcp when mounting the file system.

ro/rw

e ro: indicates that the file system is mounted as read-only.

e rw: indicates that the file system is mounted as read/
write.

The default value is rw. If this parameter is not specified, the
file system will be mounted as read/write.

noresvport

Whether the NFS client uses a new TCP port when it re-
establishes a network connection to the NFS server.

It is strongly recommended that you use the noresvport
option, which ensures that your file system remains
uninterrupted after a network reconnection or recovery.

sync/async

Value sync indicates that data is written to the server
immediately. Value async indicates that data is first written
to the cache and then to the server.

Value async is recommended. Synchronous writes require
that an NFS server returns a success message after all data is
written to the server, which brings long latency.
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Parameter Description

noatime If you do not need to record the file access time, set this
parameter. This prevents overheads caused by frequent
access to modify the time.

nodiratime If you do not need to record the directory access time, set
this parameter. This prevents overheads caused by frequent
access to modify the time.

(11 NOTE

You are advised to use the default values for the parameters with no usage
recommendations provided.

Step 6 View the mounted file system.
mount -1
If the command output contains the following information, the file system has
been mounted.

Mount point on /local_path type nfs (rw,vers=3,timeo=600,nolock,addr=)

Step 7 After the file system is mounted successfully, access the file system on the ECSs to
read or write data.

If the mount fails or times out, rectify the fault by referring to Troubleshooting.

(1 NOTE

The maximum size of a file that can be written to an SFS Capacity-Oriented file system is
240 TB.

The maximum size of a file that can be written to an SFS Turbo file system is 32 TB, and
that for an SFS Turbo Enhanced file system is 320 TB.

--—-End

4.2 Mounting an NFS File System to ECSs (Windows)

After creating a file system, you need to mount it to ECSs so that they can share
the file system.

This section uses Windows Server 2012 as the example OS to describe how to
mount an NFS file system. For other versions, perform the steps based on the
actual situation.

An SFS Capacity-Oriented file system can use either the NFS or CIFS protocol. It
cannot use both protocols.

In this section, ECSs are used as example servers. Operations on BMSs and
containers (CCE) are the same as those on ECSs.
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Prerequisites
e You have created a file system and have obtained its mount point.
e At least one ECS that is in the same VPC as the file system is available.
e The IP address of the DNS server for resolving the file system domain name

has been configured on the ECSs. For details, see Configuring DNS.
Notes and Constraints
You are advised to use CIFS file systems in Windows OS.
SFS Turbo file systems cannot be mounted to Windows ECSs.

General purpose file systems cannot be mounted to Windows ECSs.

Procedure
Step 1 Go to the ECS console and log in to the ECS running Windows Server 2012.
Step 2 Install the NFS client.

1. Click Server Manager in the lower left corner to open Server Manager, as
shown in Figure 4-2.

Figure 4-2 Server Manager

AR DashbDard - (_é‘) | r Manage  Tools View Help

IZf Dashboard

B Local Server

ii All Servers

WELCOME TO SERVER MANAGER

o Configure this local server

B§ File and Storage Services P

QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW o

4 Create a server group

5 Connect this server to cloud servi

Hide

LEARMN MORE
< m >
ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers total: 1 v

2. Click Add roles and features.

Issue 01 (2024-11-29) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 31


https://support.huaweicloud.com/intl/en-us/usermanual-sfs/sfs_01_0038.html

Scalable File Service
Getting Started 4 Mount a File System

Figure 4-3 Wizard for adding roles and features
[ Add Roles and Features Wizard - | o [

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

Before You Begin

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

3. Click Next as prompted. On the Server Roles page, select Server for NFS.

Figure 4-4 Selecting Server for NFS
[ Add Roles and Features Wizard == -

Select server roles

Before You Begin Select one or more roles to install on the selected server,

Installation Typa Roles Description

File and i5CSI Services provides

technologies that help you manage

file servers and storage, reduce disk

7| File Server (Installed) space utilization, replicate and cache
: files to branch offices, move or fail

LI BranchCache for Network Files over a file share to another cluster
[[] Data Deduplication node, and share files by using the
[[] DFS Namespaces NFS protocal.

[ DFS Replication

[1 File Server Resource Manager

[] File Server ¥S3 Agent Service

[] i5CSI Target Server

[1 iscsl Target Storage Provider (VDS and VSE

L Work Folders

Storage Services (Installed)

Ld

< [[] >

< Previous Next » nsta Cancel

4. Click Next. On the Features page, select Client for NFS and click Next.
Confirm the settings and then click Install. If you install the NFS client for the
first time, after the installation is complete, restart the client and log in to the
ECS again as prompted.
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Figure 4-5 Selecting Client for NFS

6=

Select features

Before You Begin
Installation Type
Server Selection
Server Roles

Featur

Confirmation

Add Roles and Features Wizard

Select one or more features to install on the selected server,

Features

[ [m] MET Framework 3.5 Features (1 of 3 installed)
[ [M] NET Framewark 4.5 Features (2 of 7 installed)
O Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption
[] BitLacker Metwork Unlock
[ BranchCache

[[] Data Center Bridging

[] Direct Play

] Enhanced Storage

[ Failover Clustering

[[] Group Policy Management
[] 1S Hostable Web Care

[] Ink and Handwriting Services

— - - v

< [ >

Step 3 Modify the NFS transport protocol.

1.

Services for Network File System (NFS).

Figure 4-6 Administrative tools

Description

Client for NFS enables this computer
to access files on UNIX-based NFS
servers. When installed, you can
configure a computer to connect to
UNIX NFS shares that allow
ANONYMOUS 3CCEss,

Install

Choose Control Panel > System and Security > Administrative Tools >

TN N N Shortcut Toals Administrative Tools =B -
Home Share View Manage 0
T <« All Control Panel ltems »  Administrative Tools v | | Search Administrative Tools 2 |
SX Favorites Mame - Date modified Type Size -
B Desktop Terminal Services File folder
& Downloads [#l- Component Services Shortcut 2KB
£ Recent places (& Computer Management Shortcut 2KE
[aly Defragment and Optimize Drives Shorteut 2KB
1 This PC (a1 Event Viewer Shortcut 2KB
@_ iSCSl Initiater Shortcut 2KB
€ Network [#h Local Security Policy Shorteut 2 KB
[ Microsoft Azure Services Shortcut 2 KB
ODBC Data Sources (32-bit) Shortcut 2KB =
QODBC Data Sources (64-bit) Shorteut 2KB
E]) Performance Monitor Shortcut 2KB
|j|_) Resource Monitor Shortcut 2KB
E;b Security Configuration Wizard Shortcut 2KB
(@ Server Manager Shortcut 2KB
IEr_' Services for Network File System (NFS) I Shortcut 2KE
[} Services Shortcut 2KB
(3 Systern Configuration Shortcut 2KB
(& Systern Information Shortcut 2KB
() Task Scheduler Shortcut 2KB
@ Windows Firewall with Advanced Security Shortcut 2KB
Windows Memary Diagnostic Shortcut 2KB -
25 items 1item selected 1.1;(8

2.

to TCP, and select Use hard mounts.

Right-click Client for NFS, choose Properties, change the transport protocol
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Figure 4-7 Services for NFS

o5 Services for Network File System
9 File Action View Window Help
a=sp 5= H
@ Services for NFS MName
A5 Client for NFS
33 Server for NFS Server for MFS

Figure 4-8 Client for NFS properties
Client for NFS Properties | » [T

Client Settings |Fi|E Permissions | Security |

Metwaork protocol

Select the transport protocol(s) Client for MFS will use to connect to
MFS servers,

Transport protocol(s): m -

Default mount type

Spedfy the default mount type for mapping a drive letter to an NFS
share. Soft mounts will retry connections a fixed number times and
hard mounts will retry connections indefinitely.

(" Use soft mounts

Mumber of times to retry: | _|:|

{* |se hard mounts

Spedfy the interval between connection retries of both hard and soft
mounted MFS shares,

Retry interval: a3 _|:| seconds
Restore Defaults

(]9 || Cancel ‘ Apply

Step 4 Check that the IP address of the DNS server for resolving the file system domain
name has been configured on the ECS before mounting the file system. For details,
see Configuring DNS. SFS Turbo file systems do not require domain name
resolution.

Step 5 Run the mount command in the Command Prompt of the Windows Server 2012
(X is a free drive letter). Select the ECS that is in the same VPC as the file system
to mount the file system.

For SFS Capacity-Oriented file systems: mount -o nolock Mount point X:
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(11 NOTE

e A free drive letter is one that is not in use, such as drive letter E or X.

You can move the cursor to the mount point and click ' next to it to copy the

mount point. For details, see Figure 4-9. If the information shown in Figure 4-10
is displayed, the mount is successful.

Figure 4-9 Mount point

Name AZ Status % SharePr._ % AvailableC.. % MaximumCapa. + Encrypted % Enterprise. Shared Path

AZ1 Available  NFS 2000 2000 No default Isfs-nasm / shar E-SQGB?ﬁeSl

Figure 4-10 Running the command

N Administrator: C\Windows\system32\cmd.exe

zerssAdministrator*mount —o nolock sfs—nasl com:/sh
re—65e35hf8 X:

f: iz now successfully connected to sfs-nasl. .com:/share
65edbhi8

he command completed successfully.

NlserssAdministrator)

Step 6 After the file system is mounted successfully, view the mounted file system in the
This PC window.

If the mount fails or times out, rectify the fault by referring to Troubleshooting.
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Figure 4-11 Successful mount

&[G s This PC -|o] x
“ Computer View 0
[y This PC v & | | search This PC A
[ Faverites 4 Folders (6)
B Desktop
4 Downloads E Desktop |— (3 Documents

=] Recent places

" .
/8 ThispC JJ; Downloads Jdrl. Music
B Network i Pictures ! Videos

4 Devices and drives (1)
Local Disk (C:)

= |
S 7.4 GB free of 306 GB
4 Network locations (1)

) share-9585ba2d
o (Vsfs-nasl
o

8 items

(1 NOTE

To distinguish different file systems mounted on an ECS, you can rename file systems by
right-clicking a file system and choose Rename.

--—-End

Troubleshooting

If a file system is mounted to a Linux ECS and a Windows ECS, on the Windows
ECS, you cannot write data to the files created by the Linux ECS. To address this
problem, modify the registry to change both UID and GID values to 0 for NFS
accesses from Windows. This section uses Windows Server 2012 as an example.
Do as follows:

Step 1 Choose Start > Run and enter regedit to open the registry.

Step 2 Enter the HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS
\CurrentVersion\Default directory.
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Figure 4-12 Entering the directory

4 Registry Editor = |d
File Edit View Favorites Help
4 {8 Computer ~ || Name Type Data
p- L. HKEY_CLASSES_ROOT ab] (Default) REG_SZ (value not set)
b - L) HKEY_CURRENT_USER 4 CacheBlacks REG_DWORD 0xD0D00040 (64)
[ FREIOCACMATHINE ] = || 54| DeleteSymlinks  REG_DWORD 0x00000001 (1)
1 - Jy BCDOO0OODOD ) FirstContact REG_DWORD 0x00000003 (3)
b~ HARDWARE %) MaxNfsUser REG_DWORD 000000020 (32)
by SAM % MountType REG_DWORD 0x00D0000T (1)
rlg SECURITY 33| Protocals REG_DWORD 0x00455455 (4543573)
@ ] Retransmissions  REG_DWORD 0x00000001 (1)
E CIT::: 7| Timeout REG_DWORD 0x00000008 (8)
1 Cloudbase Solutions 14§ UseReservedPorts  REG_DWORD 0x00000001 (1)
b ], NETFramewark
b Active Setup
b )i ADs
|‘> - 1. Advanced INF Setup
bl ALG

bl ASP.MET

b Assistance
b1l AuthHost

b BestPractices
b - )| Bidinterface
b | Chidsk

-, ClientForNFS

b Users
COMm3

| Cryptography
| CTF
| DataAccess

RN, ¥
< mn

Lo

AllUserlnstallAgent

4- |, CurrentVersion

H RegMotify

. Command Processor

v
>

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\CurrentVersion\Default

Step 3

Right-click the blank area and choose New > DWORD Value from the shortcut

menu. Set AnonymousUid and AnonymousGid to 0. Figure 4-13 shows a
successful operation.

Figure 4-13 Adding values

Mame Type Data

ab] (Default) REG_SZ {value not sef)
‘.'.'6] CacheBlocks REG_DWORD Ox00000040 (64)
‘.'.'o'] DeleteSymLinks REG_DWORD CreDOOODD0T (1}
‘.'.'6] FirstContact REG_DWORD Ox00000003 (3)
‘.'.'o'] MaxMfslser REG_DWORD DreDOODD020 (3.2}
‘.'.'6] MountType REG_DWORD Ox00000001 (1)
‘.'.'o'] Protocols REG_DWORD DeD0cffcff (13630719)
‘-'-'o'] Retransmissions ~ REG_DWORD Dsc00000001 (1)
‘.'.L‘]Timeout REG_DWORD Dx00000008 (8)
‘.'.'o'] UceRecervedPorts  REG DWORD (00000001 (13
‘.'.'A]Anon}rmnuSUid REG_DWORD Ox00000000 (0)
‘.'.":']AnonymousGid REG_DWORD DreDOODDD0D (10}

Step 4 After the registry is modified, restart the server for the modification to take effect.

--—-End

4.3 Mounting a CIFS File System to ECSs (Windows)

After creating a file system, you need to mount it to ECSs so that they can share

the file system.
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This section uses Windows Server 2012 as an example to describe how to mount a
CIFS file system.

An SFS Capacity-Oriented file system can use either NFS or CIFS. It cannot use
both protocols.

Prerequisites
e You have created a file system and have obtained its mount point.
e At least one ECS that is in the same VPC as the file system is available.

e The IP address of the DNS server for resolving the file system domain name
has been configured on the ECSs. For details, see Configuring DNS.

e You need to mount the file system as user Administrator. You cannot switch
to another user to mount the file system.
Notes and Constraints
CIFS file systems cannot be mounted to Linux ECSs.
SFS Capacity-Oriented file systems are now sold out. Use this type of mount

carefully.

Procedure
Step 1 Go to the ECS console and log in to the ECS running Windows Server 2012.
Step 2 Click Start, right-click Computer, and choose Map network drive.

Step 3 In the dialog box that is displayed, enter the mount point of the file system,
specifically, \\File system domain name\Path, as shown in Figure 4-14.

Table 4-3 Variable description

Variable Description

File system Obtain the file system domain name from the file system
domain name mount point. For details, see Viewing a File System.
Path The format is share-xxooxxx, where x is a digit or letter.
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Figure 4-14 Entering the mount point

&2 Map Network Drive
What network folder would you like to map?
Specify the drive letter for the connection and the folder that you want to connect to:
Dirive: Fi v
I Folder: ‘\sfs-nasl com'share-9a7 w Browse... | I
Example: \\serverishare
W] Reconnect at sign-in
_| Connect using different credentials
Connect to a Web site that you can use to stare your documents and pictures,
Finish Cancel

Step 4 Click Finish.

Step 5 After the file system is mounted successfully, view the mounted file system in the

This PC window.

If the mount fails or times out, it may be that guest access to CIFS file systems is
blocked or disabled by Windows. Rectify the fault by referring to Troubleshooting.

--—-End

4.4 Mounting a File System Automatically

Restrictions

File system mounting information may be lost after a server is restarted. You can
configure auto mount on the server to avoid losing the mounting information.

Because the service startup sequences in different OSs vary, some servers running
CentOS may not support the following auto mount plans. In this case, manually
mount the file system.

Procedure (Linux)

Step 1 Log in to the ECS as user root.

Step 2 Run the vi Jetc/fstab command to edit the /etc/fstab file.

At the end of the file, add the file system information, for example:
Mount point /local_path nfs vers=3,timeo=600,nolock 0 0

Replace Mount point and /local path with actual values. You can obtain the
mount point from the Mount Address column of the file system. Each record in
the /etc/fstab file corresponds to a mount. Each record has six fields, as described
in Field Description.
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Step 3

Step 4

Step 5

NOTICE

For optimal system performance, configure file system information based on the
mount example provided. If needed, you can customize certain mount options, but
the customization may affect system performance.

Press Esc, enter :wq, and press Enter to save and exit.

After the preceding configurations are complete, the system reads the mount
information from the /etc/fstab file to automatically mount the file system when
the ECS restarts.

(Optional) View the updated content of the /etc/fstab file.
cat /etc/fstab

Figure 4-15 shows the updated file content.

Figure 4-15 Updated file content

[rootBecs-149f ~1# cat setc/fstab

setcsfstab
Created by anaconda on Mon Jul 17 B9:88:85 2823

# Accessible filesystems, by reference, are maintained under 'sdevsdisks’.
# See man pages fstab(5), findf=s(8), mount(8) andsor blkid(8) for more info.
#

it After editing this file, run 'systemctl daemon-reload’ to update systemd
# units generated from this file.

#
HTN=acc939h7 - heA?-4954-9f 84 _a 5959790502 extd defanlts 11
=fs-nas@l. hare-431282dc smnt/sec nfs vers=3,timeo=0@8,nolock @ A

CT 0T CEe)

If auto mount fails due to a network issue, add the sleep option and a time in
front of the mount command in the rc.local file, and mount the file system after
the NFS service is started.

sleep 10s && sudo mount -t nfs -o vers=3,timeo=600,noresvport,nolock,tcp Mount point/local_path

--—-End

Field Description

Table 1 describes the mount fields.

Table 4-4 Field description

Field Description

Mount point | The mount point of the file system to be mounted. Set this
parameter to the mount point in the mount command in
Mounting an NFS File System to ECSs (Linux).

/local_path The directory where the file system is mounted on in the ECS.
Set this parameter to the local path in the mount command in
Mounting an NFS File System to ECSs (Linux).

nfs The file system or partition mount type. Set it to nfs.
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Field

Description

vers=3,timeo=
600,nolock

Mount options. Use commas (,) to separate multiple options.

e vers: The file system version. Value 3 indicates the NFSv3
protocol.

e timeo: The waiting time before the NFS client retransmits a
request. The unit is 0.1 second. The recommended value is
600.

e nolock: specifies whether to lock files on the server using
the NLM protocol.

Choose whether to back up file systems using the dump
command.

e 0: Backup is not used.

e An integer larger than 0 means that the file system is
backed up. A smaller value has a higher check priority.

Choose whether to check file systems using the fsck program
when the ECS starts and specify the sequence for checking file
systems.

e 0O: File systems are not checked.

e By default, this field is set to 1 for the root directory. The
values for other directories start from 2, and one with a
smaller integer is checked earlier than that with a larger
integer.

Procedure (Windows)

Ensure that an NFS client has been installed on the target server before mounting.
This section uses Windows Server 2012 as an example to describe how to mount a

file system.

Step 1 Log in to ECS.

Step 2 Before mounting the file system, create a script named auto_mount.bat, save the
script to a local host, and record the save path. The script contains the following

content:

mount -o nolock mount point corresponding drive letter

Issue 01 (2024-11-29) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 41




Scalable File Service
Getting Started 4 Mount a File System

Figure 4-16 Saving the script

£l New Text Document - Notepad =1 E
File Edit Format View Help
mount -t nfs -o vers=3,nolock -~
B Save As
T | Desktop » ] C;| | Search Desktop R
Organize v  Newfolder s v @
- -~
[ Favorites J
Administrator
B Desktop 3)

& Downloads
£l Recent places L L This PC
e

1% This PC =
i Desktop Libraries

I
| Documents e

& Downloads 5 )
Network
o Music L o

=| Pictures

' W — ] w
& Videos | = —ﬂ Favbeal Manel

File name; | auto_mount.bat v|

Save as types |AII Files v|

<

- 4+ Hide Folders Encoding:|ANSI v| | Save | | Cancel |

For example, the auto_mount.bat script of a file system contains the following
content:

For SFS Capacity-Oriented file systems: mount -o nolock mount point X:

(10 NOTE

e You can copy the mount command of the file system from the console.

e After the script is created, manually run the script in the Command Prompt to ensure
that the script can be executed successfully. If you can view the file system in This PC
after the script execution, the script can be executed properly.

e This .bat script cannot be stored in the same path in Step 3 that stores the .vbs file. In
this example, the .bat script is stored in C:\test\.

Step 3 Create a .txt file whose name is XXX.vbs and save the file to the directory C:\Users
\Administrator\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
\Startup. The file contains the following content:

set ws=WScript.CreateObject("WScript.Shell")
ws.Run "Local path and script name of the auto_mount.bat script [start", 0
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Figure 4-17 Creating .vbs file

E ] auto - Notepad = | =] =
File Edit Format WView Help

set ws=WScript.CreateObject("WScript.Shell™) "~
ws.Run "C:\testh\auto_mount.bat /start”,@

| Save As
T , <« Programs » Startup v G| Search Startup P
Organize =  Mew folder == 7]
- Eavorites - Mame - Date modified Type
=t
B Desktop

Mo iterns match your search.
4 Downloads

= Recent places =

1M This PC
e Desktop
| Documents
& Downloads
o Music

=| Pictures

B ouia RAIR m >

File name: | autostartvbs v|

< Save as type: |AI| Files v |

- = Hide Folders Encoding: | ANSI V| | Save | | Cancel |

(1 NOTE

In this example, the local path of the auto_mount.bat script is C:\test\. Therefore, the
content in the .vbs file is as follows:

set ws=WScript.CreateObject("WScript.Shell")
ws.Run "C:\test\auto_mount.bat /start",0

Step 4 After the task is created, you can restart the ECS and check whether the
configuration is successful. After the configuration is successful, the file system
automatically appears in This PC.

--—-End
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Unmount a File System

Prerequisites

Linux OS
Step 1
Step 2

If a file system is no longer used and needs to be deleted, you are advised to
unmount the file system and then delete it.

Before unmounting a file system, stop the process and read/write operations.

Log in to the ECS.
Run the following command:
umount Local path

Local path. An ECS local directory where the file system is mounted, for example, /
local_path.

(11 NOTE

Before running the umount command, stop all read and write operations related to the file
system and exit from the local path. Or, the unmounting will fail.

--—-End
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Example: Mounting an NFS File System
to ECSs

e You can create a file system and mount it to multiple servers for shared
access.

e Before creating a file system, make that a VPC and ECSs are available, and the
ECSs are in this VPC. For an SFS Turbo file system, if the ECSs are not in the
same VPC, you can establish communication between SFS Turbo and the ECSs
using VPC peering connections.

e This guide describes how to set up shared file storage for a company using
SFS.

Step 1: Log In to the Console

Step 1 Log in to the Huawei Cloud console. In the service list, choose Storage >
Scalable File Service.

Figure 6-1 Logging in to the SFS console

B Elastic Volume Service w

Persistent block storage

Scalable File Service

Fully hosted MAS file systems

.+ | Volume Backup Service

Step 2 Select the region where the ECSs are deployed. A file system can be mounted to
an ECS only when they are in the same region and VPC. In this example, select
CN-Hong Kong.

--—-End
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L] NOTE
1. This company has purchased ECSs in the CN-Hong Kong region.
2. All the company's ECSs are in the vpc-3114 VPC.
3. For the detailed creation procedure, see Create a File System.
Step 2: Create a File System
Step 1 Click Create File System.

Figure 6-2 Creating a file system

File Systems & @ Servic Overve © Process

ssssssssssss

Step 2 On the displayed page, configure file system parameters and click Create Now.

--—-End

(11 NOTE

1. You are advised to select the same AZ as the ECSs.
2. You can view existing VPCs or create a new VPC.
3. For the detailed creation procedure, see Create a File System.

Step 3: Mount the File System

Step 1 Log in to an ECS. You can log in to an ECS using the console or a remote access
tool (such as PuTTY).

Figure 6-3 Logging in to an ECS
Elastic Cloud Server @ 7 Quick Links Buy ECS

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in

Narme/ID Monitoring ay Status 7 Specifications/Image 1P Address Billng Mode 7 Tag Operation

2VCPUs | 4 GIB | c6large2
Az ¢ 02.168.07 o7 2022
-ad0c-4bbd-b196-66353fbfoa - unning CentOs 82 64bit 2168078 Created on Jun 07, 2022

Step 2 Run rpm -qgalgrep nfs to check whether the NFS client is installed on the ECS.

Figure 6-4 Checking whether the NFS client is installed

algrep nfs

64

64
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Step 3 Run mkdir Local path to create a local path. Then run mount -t nfs -o
vers=3,timeo=600,noresvport,nolock,tcp Mount point Local path to mount the
file system. Run mount -l to check whether the file system is successfully
mounted.

Figure 6-5 Mounting the file system

[root@e fs-B881 “1# mkdir smnt-/sfs
[root@ec: -B881 ~1# mou -t nfs -0 vers=3,nolock 7 smntssfs_turbo
che: Loaded
ache: Netfs 'nfs' registered for caching
"s-#81 T 1# mount -1

(rw,n id,nodev,noe elatime)
1t ime)
1834684k, nr_inodes=458651,mode=755)
tufs on /suys. nel/s i urityfs (rw,nosuid,nodev, xec,relatime)
tmpfs on sdevs/shm

--—-End

(11 NOTE

You can copy the mount point from the file system details page on the console.

2. If information similar to "/P address on [local_path type nfs
(rw,vers=3,timeo=600,nolock,addr=)" is returned, the file system is mounted successfully.

3. For details about the creation procedure, see Mounting an NFS File System to ECSs
(Linux).
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