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Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory
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1 Enabling the Resource Recorder

Enabling the Resource Recorder

Scenarios

Preparations

The resource recorder automatically detects and records changes made to your
resources that are supported by Config.

If you have enabled the resource recorder and specified an OBS bucket and an
SMN topic when you configure the resource recorder, Config will notify you if
there is a change (creation, modification, deletion, relationship change) to the
resources within the monitoring scope and periodically store your notifications and
resource snapshots.

To get full functionality of Config, you need to enable the resource recorder. If the
resource recorder is disabled, you may fail to update your resource data, create
and use rules, or to aggregate resource data.

This section describes how to enable and configure the resource recorder.

1. If you already have a Huawei account, skip this step. If you do not have one,
follow the following steps to create one:

Go to Huawei Cloud and click Sign Up.

Sign up for a Huawei account and enable Huawei Cloud services.

After your account is created, you will be directed to your personal
information page.

c¢. Complete real-name authentication by following the instructions in
Individual Real-Name Authentication or Enterprise Real-Name
Authentication.

2. Topping Up Your Account

Config is free of charge, but the SMN topic and the OBS bucket that you
configured for the resource recorder will be charged. For details, see SMN
billing and OBS billing.

Ensure your account has sufficient balance to avoid unavailability of the
resource recorder and other functions of Config. For more details, see Topping
up an Account.
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Procedure

The following steps only involve mandatory parameters. For other parameters, you
can keep the default configurations. For more details, see Configuring the
Resource Recorder.

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner of the page. In the service list that is displayed,
under Management & Governance, select Config.

Step 3 In the navigation pane on the left, choose Resource Recorder.

Step 4 Toggle on the resource recorder and in the displayed dialog box, click OK.

Config Resource Recorder

Resource List
Resource Recorder

Resource Compliance

Resource Recorder monitors resource changes, helping you automate monitoring of massive resources.
Conformance Packages

Resource Recorder
Advanced Queries o Enable Resource Recorder
Resource Aggregation After the resource recorder is enabled, it can record changes

to your resource configurations, and you can disable it at any
time. Are you sure you want to enable the resource recorder?

f” -\\\

Step 5 Specify an OBS bucket.

Resource Dump
When data dump is enabled, resource change information is saved to the specified OBS bucket.

(® Your bucket Other users' bucket

[ hucket-sxample002 i ] (Optional) Folder prefix (2 Create OBS Bucket [

Select an OBS bucket from the current account or another account to store
resource change messages and snapshots.

If there are no OBS buckets in the current account, create one first. For details, see
Creating a Bucket.

Step 6 Configure an SMN topic.

Topic @

Resource changes and nofffications can be transmitied to an SMN topic. If you configure an email address as the nofification endpoint of an SMN topic, a large number of emails will be generated.

Your topic vile v 0 Create Topic (°
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Toggle on the SMN topic, select Your topic, and select a region and an SMN topic.

If there are no SMN topics available in the current account, create one first. For
details, see Creating a Topic.

(11 NOTE

To send notifications with an SMN topic, you not only need to create the topic, but also add
subscriptions and request subscription confirmations.

Step 7 Grant permissions.

Grant Permissions

After the permissions are granted, resource change information can be sent to your specified SMN topic and

l CQuick granting Custom granting

Quick granting will automatically create an agency named rms_tracker_agency
to grant the required permissions for the resource recorder to work properly. The
agency contains permissions, including the SMN Administrator for sending
notifications and the OBS OperateAccess permission for writing data into an OBS
bucket.

Step 8 Click Save.
Step 9 In the displayed dialog box, click OK.
----End

Related Information

You can modify or disable the resource recorder at any time. You can enable or
modify the resource recorder for up to 10 times per day. The number of times will
be reset at 00:00 every day.

e When configuring the resource recorder, if you select an OBS bucket or SMN
topic from another account, you need to be authorized by the account. For
details, see Cross-Account Authorization.

e If you select Custom granting to customize authorization for the resource
recorder, you need to create an agency with IAM, and the agency must
include either the permissions for sending notifications using an SMN topic or
the permissions for writing data into an OBS bucket based on related
configurations. To store resource changes and snapshots to an encrypted OBS
bucket, you need the KMS Administrator permission. For details, see Storing
Resource Change Notifications and Resource Snapshots to an Encrypted
OBS Bucket. For details about how to create an agency, see .
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2 Filtering Resources

Filtering Resources

This section describes how to filter resources on the Config console. You can get
details about resources, such as the region and state.

(10 NOTE

Scenario
Preparations
1.
2.
3.

To use the resource list, you must enable the resource recorder. If no resources are displayed
on the resource list page, check if the resource recorder is enabled, if the resource type is
within the configured monitoring scope, or if the service or resource is supported by Config.

There is a delay in synchronizing data to Config, so if there is a resource change, the change
may not be updated in the resource list immediately. If the resource recorder is enabled,
Config will update resource changes within 24 hours.

If you already have a Huawei account, skip this step. If you do not have one,
follow the following steps to create one:

Go to Huawei Cloud and click Sign Up.
Sign up for a Huawei account and enable Huawei Cloud services.

After your account is created, you will be directed to your personal
information page.

c¢. Complete real-name authentication by following the instructions in
Individual Real-Name Authentication or Enterprise Real-Name
Authentication.

Topping Up Your Account

Config is free of charge, but the SMN topic and the OBS bucket that you
configured for the resource recorder will be charged. For details, see SMN
billing and OBS billing.

Ensure your account has sufficient balance to avoid unavailability of the
resource recorder and other functions of Config. For more details, see Topping
up an Account.

Enabling the Resource Recorder
To use the resource list, the resource recorder must be enabled.
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Procedure

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner of the page. Under Management &
Governance, select Config.

By default, the Resource List displays the resources that you have and are within
the monitoring scope of the resource recorder.

Resource List © Feedback

© - Resource List may not st al o your resources. Supporied Ser
- o view your resources and thelr biling detals, 9o o Biling C:

« After you add, update, or delete resources, there is some delay before the changes are displayed. Please check again later
- Data vill not be updated for resources that are not recorded by the resource recorder.
« Ifno data s avalabie, chack whathar the resource racorder is already enabiad or whether your resources are within the monitoring Scopa of the resource racordar. You can also go fo management consola 1o view your resourcas.

@D ony aspiay cioua services and reglons trat contain resources

Sarvice AlL(1,012) Virtual Private Cloud Identiy and Access Managem Appiication O&M Management (124)  Log Tank Servica (LTS) (78) Etastic Load Balance (ELE) (42)
Cloud Backup and Recovery (... (35)  Domain Name Service (DNS) (28 Data Encryption 0p (O. image Management Service (1. (23)  VPC Endpoint Object Storage Service (0BS) (22

Elastic Volum curty Service (14)

Cloud Eye Service (15) Simple Mes:

Resource Formatior

EunctionGraph (11 ontainer En 4

Server (ECS) (7) Cloud Trace s«

Enterprice

ter (ER) (5)

Cloud Container Instance (CC1) (3) Auto Scaling (AS) (2 NAT Gatel @ Content Delvery Network (CDN) (1) Appiication Service

CodeArts Pipeline (1 Direct Connect (1) CodeArts (1

Region -Beling4 (224) N North-Uta CN East-shanghal1 (250) oNEast2 6)
GN South-Guangzhou (112) uangzhou-invitati. (30)  CN Southwest.Guiyang1 (26} CN-Hong Kong (13) AP-Bangko AP-Singapore (26)
AP-Jakata (6) AF-Cairo (5 AF-Johannesburg (&) TR-Istanbui (7 LAMexico City1 (8)
LaMexico Ciy2 (5 LA-santiago (5

Salacted Sarvica: Al Region: All

(" Export Resourco Info)

Searc by
Name Rogion Rosource status Service Rosourco Typo Enterprise Project Operation
ceE. 6105

N N East-Shanghal o Inuse Appiication O&M Management alarmRuie detautt View Detaiis

Step 3 Set filters (service, resource type, and region) to search for resources. For global
services, you do not need to set the region.

Resource List © Feadback

© - Resource List may not st alof your rescurces. Supported Services and Regions
- To view your resources and thei biling dstais, go fo_Biling Center (3
- After you add, update, or celete resources, there is some delay before the changes are dsflayed. Please check agan later
- Data vil not be updated forresources that are not recorded by the resource recorder.
1o data s available, check whether the resource recorder i already enabled or whelner your resources are Whin fhe monitoring Scope of the resource recorder. You can also 0o o menagerent console 10 View your fesources

@D oty svte coua senicss and egions tht conta recources (9 Suppored Senices 3nd Regions

Senice A1,012 Virual Private Cloud (VPC) (315) dentiy and Access Managem... (150)  Application O&M Management (124)  Log Tank Service (LTS) (78) Elasiic Load Balance (ELE) (:2)
L L TOMERN) | Domain Name Service (DNS) (28) Data Encryption Workshop (D... (26)  Image Management Service (1. (23)  VPC Endpoint (23) Object Storage Senvice (0BS) (22)
Resource Formaiion Service (19 Config (16) Elastic Volume Service (EVS) (15 Cloud Eye Senice (15) Simple Message Notfication ... (15)  Host Secury Service (14)
FunctionGraph (11) Elastic Cloud Server (ECS) (7 Cloud Trace Senvice (CTS) (5) EventGrid (5) Enterprise Router (ER) (5 Glouc Container Engine (CCE) (4)
Cloud Container nstance (CC1)(3)  Auto Scaling (AS) (2 NAT Geteway (2) Key Pair Senvice (KPS) (2 Content Delivery Network (CDN) (1) Appiication Service Mesh (1
CodeArts Pipelne (1 Direct Connect (1) Codes (1 WodelArs (1
Resource Type Vauls (13) Backup (3 Polcy (19
Region Al N East-Shanghai (2 on szhou (3 o = 01 @ LA-Maxico City2 (1)
Selected Service: Cloud Backup and Recovery (CBR)  Resource Type: Vaults Region: CN North-Beiingé
(" Export Resource nfo
Search by name by defautt
Name Region Resource status Service Resource Type Enterprise Project Operation
vault-da2c
- CN North-Beiing4 O nuse Gloud Backup and Recovery (CBR)  Vaults deaut View Detais
2245560-1249-4173-a708-T6a0562.
vault644c
GN North-Beiing4 0 Inuse Gloud Backup a0 Recovery (CBR)  Vaults defaul View Detais

71733047-5306-4001c-ARAA-ANIRSA

Step 4 In the search box in the middle of the page, set more refined filters to narrow
down the search scope.

Issue 01 (2024-09-30) Copyright © Huawei Technologies Co., Ltd. 5



Config
Getting Started 2 Filtering Resources

Resource List (© Feedback

may not it all of your

order. You can also go to manag

@D 0y sty coussenvces anc regins tht containresaurces 3 Sup

Service Al (1,012

Cloud Backup and Recovery (. (35) Jsk
rvice on

VPC) (315)

Elastic Load Balance (ELE) (42)

(Coam e 9@

Name Region Resource status. service Resource Type Enterprise Project Operation

Filter Description

Name Resource name. Fuzzy search is supported. The resource
name is case-insensitive.

Resource ID Resource ID. Fuzzy search is supported. The resource ID is
case-sensitive.

Resource status Resource status.

Possible resource states include:

e In use: A resource is being used.

e Deleted: A resource has been deleted.

Tag Resource tag. You can select a tag key and one or all
values of this key to filter resources.

Enterprise project The enterprise project which resources belong to. If you
select an enterprise project, resources in this enterprise
project will be displayed.

NOTE

To filter resources by enterprise project, you need to enable
Enterprise Center first.

--—-End

Related Information

The resource list allows you to perform the following operations on your
resources:

e Querying details about a resource

e Exporting resources

e Checking resource compliance

e Learning about resource relationships

e Viewing resource changes
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Config also provides the following advanced features for you to query resources in
a more refined manner and aggregate resource data from other accounts.

e Advanced Queries
e Resource Aggregation
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Evaluating Resource Compliance

You can create a rule to evaluate your resource compliance. When creating a rule,
you need to select a built-in policy or a custom policy, specify a monitoring
scope, and specify the trigger. After the evaluation, you can check the evaluation
results.

This section uses the built-in policy, Last Login Check as an example to describe
how to detect inactive IAM users. This policy can help reduce idle users and
password leakage risks for enhanced account security.

Scenario
Preparations
1.
2.
3.

If you already have a Huawei account, skip this step. If you do not have one,
follow the following steps to create one:

a. Go to Huawei Cloud and click Sign Up.
Sign up for a Huawei account and enable Huawei Cloud services.

After your account is created, you will be directed to your personal
information page.

¢. Complete real-name authentication by following the instructions in
Individual Real-Name Authentication or Enterprise Real-Name
Authentication.

Topping Up Your Account

Config is free of charge, but the SMN topic and the OBS bucket that you
configured for the resource recorder will be charged. For details, see SMN
billing and OBS billing.

Ensure your account has sufficient balance to avoid unavailability of the
resource recorder and other functions of Config. For more details, see Topping
up an Account.

Enabling the Resource Recorder

The resource recorder must be enabled for adding, modifying, enabling, or
triggering a rule. If the resource recorder is disabled, you can only view,
disable, and delete rules. In addition, only resources within the monitoring
scope of the resource recorder can be evaluated by Config rules, so you are
advised to select all your resources when you configure the resource recorder.

Issue 01 (2024-09-30)
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Step 1: Add a Rule

Step 1

Step 2

Step 3
Step 4

Step 5

The following procedure involves specific parameters for the example rule. Other

rules may contain different parameters. For more details, see Adding a Rule with
a Predefined Policy.

Log in to the management console.

Click — in the upper left corner of the page. In the service list that is displayed,
under Management & Governance, select Config.

In the navigation pane on the left, choose Resource Compliance.

On the Rules tab, click Add Rule.

Config Resource Compliance

© Fesdback
Resource List Oey -
Atera Config vl Eye. To vew events or configure aamms,vist Event Montoring on Cloud Eye console
Only supported resources are evaluated or 2ggregated
Resource Complance Overview
Res v tal Rul I jan Non-Complant Resour
n Rul N
status ® & Policy Type & Trigger Type & Region & Evaluation Result @ & Descript
© Enatled Buitin poicy

On the Basic Configurations page, select iam-user-last-login-check and click
Next.

< | Add Rule

o Basic Configurations

Palicy Type Built-in policy —) Custom policy
Quickly add a rule based on a built-in policy. ~# Addrule based on a custom policy
Builtin Policy Policy Name: iam-user-lastlogin-check x  Add fier X
Policy Name Tag Resource Type Description
An 1AM user is noncompliant if it has never
@ iem-userlastlogin-check am dentity and Access Management-Users signed in within the allowed number of
days.
Rule Name iam-user-last-login-chack
Description An 1AM user is noncompliant if it has never signed in within the allowed
number of days.
%
Next

Step 6 On the Configure Rule Parameters page, configure required parameters based on

the following picture and click Next.
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< | Add Rule

@ Basic Configurations

* Execute Every

# Resource Scope

e Configure Rule Parameters

All

Parameter

allowedinactivePeriod

Description Value

Maximum number of days without login, )

nded for adding the same tag to different cloud resources. Create predefined tags (2 (U

(frovoes )

Parameter Example Description
Execute Every | 24 hours How often a rule will be triggered.
The rule will be periodically triggered at the
configured frequency.
Available options: 1 hour, 3 hours, 6 hours, 12
hours, 24 hours.
Resource All The region where your resources are deployed.
Scope Only resources in the specified region will be
evaluated.
Configure 20 Number of days during which an IAM user has
Rule not logged in the system. The default value is
Parameters 90.

If an IAM user does not log in to the system
within the specified period of time, this user is
noncompliant.

Step 7 On the Confirm page, confirm the rule information and click Submit.

After you add a rule, the first evaluation is automatically triggered immediately.

--—-End

Step 2: View evaluation results.

Step 1 On the Rules tab of the Resource Compliance page, click the name of the rule
that was added in Step 1.
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Resource Compliance © Feedback
@ Only resources displayed on the Resources List page can be 2valuated. X

After a rule is corfigured, Config il send detailed inormation of events to Cloud Eye. To view events or configure alarms, vist Event Monitoring on Cloud Eye console
Only supported resources are evaluated or aggregated

Resource Compliance Overview

14 -~ 12 67
5] Totel Rukss &

Non-Compliant Rules Hon-Compliant Resources

Organization Rules Nen-Compliant Resources

( addrue )
[ Ru Name am-ussrstiogiensc sl x)(a)[e)
Rule Name & status () & Policy Type & Trigger Type & Region & Evaluation Result () & Description & Operation
iam-userast-logir-check
O Enabled Built-n policy Feriodic execution Al Non-compiant (49 Evaluate Disatie Rule More v
§70c7 560624

Step 2 View evaluation results and rule details on the Basic Information tab.

< | iam-user-ast-login-check (_evawate ) (_woaty ) (_ oiavieRute )

© Enabled  non-Complant Resources 49

Rule Details

Region Service Resource Type Last Evaluated

Oct 14,2024 09:36:10 GMIT+.

Usere Oct 14, 2024 08.36:10 GMT+. crea Oct 14, 2024 09:36:09 GMT+08:00

0 B
se Identity and Access Managem . Users 0ct 14,2024 09:36:10 GMIT+ Trgger
Trigger T Perodic execut
Identity and Access Managem...  Users Oct 14,2024 09:36:10 GMT+.
10912
Execute Every
Ident Users Oct 14,2024 09:36:10 GMT+. Execute Every 24 hours
305268
Igents Users Oct 14,2024 09.36:10 GMT+.
2 cageste
dent Users Oct 14,2024 09:36:10 GMT+.
3 THeaTs2

By default, noncompliant resources are displayed. Above the list, you can filter the
resources by evaluation result, resource name, and resource ID. You can also
export all evaluation results.

IAM users that do not log in to the management console within 90 days are listed
as noncompliant users. You can make adjustments on these users as needed.

--—-End

Related Information

Config also provides the following features to meet your requirements of resource
compliance audit:

e Custom rules: You can create custom rules with FunctionGraph if built-in
policies cannot meet your resource audit requirements.

e Organization rules: If you are an organization administrator or a delegated
administrator of Config, you can add organization rules, and then the
organization rules can apply to all member accounts in your organization.

e Conformance packages: A conformance package is a collection of rules. With
conformance packages, you can evaluate resource compliance using multiple
rules at the same time and centrally query conformance data.
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