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Getting Started with RDS for MySQL

1.1 Operation Guide

You can create and connect to DB instances on the RDS console.
Flowchart

Figure 1-1 Flowchart

Start

Create an RDS DB
instance.

Connect to the RDS DB
instance.

End
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Procedure

Table 1-1 Related operations and references

Operation Reference

Creating an RDS DB Step 1: Buy a DB Instance
instance

Connecting to an RDS | Step 2: Connect to a DB Instance
DB instance

1.2 Step 1: Buy a DB Instance

Scenarios

This section describes how to buy a DB instance on the management console.

RDS for MySQL supports the yearly/monthly and pay-per-use billing modes. RDS

allows you to tailor your compute resources and storage space to your business

needs.

You can create multiple read replicas when you are buying single or primary/

standby DB instances.

Prerequisites

e You have registered a Huawei ID and enabled Huawei Cloud services.

e You can create an IAM user or user group on the IAM console and grant it
specific operation permissions, to perform refined management on Huawei
Cloud. For details, see Creating a User and Granting Permissions.

e  Your account balance is greater than or equal to $0 USD.

e RDS for MySQL supports data transmission encryption during primary/standby
replication. To use this function, contact customer service to apply for required
permissions. After a DB instance is created, you can manually enable SSL for
it.

Procedure

Step 1 Go to the Buy DB Instance page.
Step 2 On the displayed page, select a billing mode and configure information about
your DB instance. Then, click Next.
e Billing mode
- Yearly/Monthly: If you select this mode, skip Step 3 and go to Step 4.
- Pay-per-use: If you select this mode, go to Step 3.

e Basic information

Issue 27 (2023-07-17) Copyright © Huawei Technologies Co., Ltd. 2
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Figure 1-2 Billing mode and basic information

Biling Mode YearlyMonthly Pay-per-tise @

Region APSingapore

DB Instance Name 1ds-0e8 @

DB Instance Type @ Primary/Standby Single

Storage Type Cloud $5D Leam more

Primary AZ “ AR A A5
SandeyAZ () “ AL A A5

Time Zone (UC:+0800) Befing, Chongaing, Horg .. ¥

Table 1-2 Basic information

Parameter

Description

Region

Region where your resources are located.

NOTE

Products in different regions cannot communicate with each other
through a private network. After a DB instance is created, the region
cannot be changed. Therefore, exercise caution when selecting a

region.

DB
Instance
Name

Must start with a letter and consist of 4 to 64 characters.
Only letters (case-sensitive), digits, hyphens (-), and
underscores () are allowed.

- If you intend to buy multiple DB instances and read
replicas at a time, the allowed length for each instance

name will change.

- If you buy multiple DB instances at a time, they will be
named /nstance-0001, instance-0002, and so on. (instance
indicates the DB instance name you specify.)

DB Engine

Set to MySQL.

Issue 27 (2023-07-17)
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Parameter | Description

DB Engine | For details, see DB Engines and Versions.

Version Different DB engine versions are supported in different
regions.
When creating an RDS for MySQL instance, select a proper
DB engine version tailored to your workloads. You are advised
to select the latest available version because it is more stable,
reliable, and secure.
DB - Primary/Standby: uses an HA architecture with a primary
Instance DB instance and a synchronous standby DB instance. It is
Type and suitable for production databases of large- and medium-
AZ sized enterprises in Internet, Internet of Things (loT), retail

e-commerce sales, logistics, gaming, and other sectors. The
standby DB instance improves instance reliability and is
invisible to you after being created.

An AZ is a physical region where resources use
independent power supply and networks. AZs are
physically isolated but interconnected through an internal
network. Some regions support both single AZs and
multiple AZs and some only support single AZs.

To achieve high reliability, RDS will automatically deploy
your primary and standby instances in different physical
servers even if you deploy them in the same AZ. If you
attempt to create primary/standby DB instances in the
same AZ in a Dedicated Computing Cluster (DCC) and
there is only one physical server available, the creation will
fail.

You can deploy primary and standby DB instances in a
single AZ or across AZs to achieve failover and high
availability.

- Single: uses a single-node architecture, which is more cost-
effective than primary/standby DB instances. It is suitable
for development and testing of microsites, and small and
medium enterprises, or for learning about RDS.

- High-performance MySQL: GaussDB(for MySQL) is a
MySQL-compatible, enterprise-grade distributed database
service. Data functions virtualization (DFV) is used to
decouple storage from compute and can automatically
scale up to 128 TB per instance. A failover can be
performed within seconds. It provides the superior
performance of a commercial database at the price of an
open-source database.

You can select High-performance MySQL to buy a
GaussDB(for MySQL) instance.

NOTE
This instance type is only supported by MySQL 8.0.

Issue 27 (2023-07-17) Copyright © Huawei Technologies Co., Ltd. 4
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Parameter | Description

Storage Determines the DB instance read/write speed. The higher the
Type maximum throughput is, the higher the DB instance read/
write speed can be.

- Cloud SSD: cloud drives used to decouple storage from
compute. The maximum throughput is 350 MB/s.

- Extreme SSD: uses 25GE network and RDMA technologies
to provide you with up to 1,000 MB/s throughput per disk
and sub-millisecond latency.

NOTE

- If you have purchased the Dedicated Distributed Storage Service
(DSS), only the storage type that you have selected when you buy
the DSS service is displayed.

- The cloud SSD and extreme SSD storage types are supported with
general-purpose, dedicated, and Kunpeng general-enhanced DB
instances.

- After the DB instance is created, the storage type cannot be
modified.

- The IOPS supported by cloud SSDs depends on the 1/O
performance of Elastic Volume Service (EVS) disks. For details, see
the description about ultra-high 1/O in Disk Types and
Performance of Elastic Volume Service Service Overview.

- The IOPS supported by extreme SSDs depends on the /O
performance of Elastic Volume Service (EVS) disks. For details, see
the description about extreme SSDs in Disk Types and
Performance of Elastic Volume Service Service Overview.

Time Zone | You need to select a time zone for your instance based on the
region hosting your instance. You can select a time zone
during instance creation and change it later as needed.

e Specifications and storage

Figure 1-3 Specifications and storage

VCPU | Memory Recommended Connections TPS/QPS (3) 1PV
2vCPUs | 4GB 1500 3346673 Notsupported
® 2vCPUs|8GB 2500 552/ 11039 Notsupported
4vCPUs | 8 GB 2500 756115122 Notsupported
4vCPUs| 16 GB 5000 1,062) 21,249 Not supported

8vCPUs | 16 GB 5,000 1,238] 26756 Not supported

8 VCPUS | 32 GB 10,000 2117]42335 Mot supported

eneral-purpose | 2 vCPUs | 8 GB, Recommended Connections: 2500, TPS/QPS: 552 | 11039

40GB

orage Space (GB) () o [+ ®
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Table 1-3 Specifications and storage

Parameter Description
Instance Refers to the vCPU and memory of a DB instance. Different
Class instance classes support different numbers of database
connections and maximum IOPS.
For details about instance classes, see RDS for MySQL
Instance Classes.
After a DB instance is created, you can change its vCPU and
memory. For details, see Changing a DB Instance Class.
NOTE
Only general-enhanced DB instances are allowed for a DCC.
Resource - EVS
Type - DSS
NOTE

This option is displayed only when you have purchased
Dedicated Distributed Storage Service (DSS).

Storage Pool

Displayed only when you select DSS for Resource Type. The
storage pool is secure because it is physically isolated from
other pools.

Storage
Space (GB)

Contains the file system overhead required for inode,
reserved block, and database operation.

If the storage type is cloud SSD or extreme SSD, you can
enable storage autoscaling. If the available storage drops to
a specified threshold, autoscaling is triggered.

- Enable autoscaling: If you select this option, autoscaling
is enabled.

- Trigger If Available Storage Drops To: If the available
storage drops to a specified threshold or 10 GB,
autoscaling is triggered.

- Autoscaling Limit: The default value range is from 40
GB to 4,000 GB. The limit must be no less than the
storage of the DB instance.

After a DB instance is created, you can scale up its storage
space. For details, see Scaling up Storage Space.

NOTE

- Storage space can range in size from 40 GB to 4,000 GB and can
be scaled up only by a multiple of 10 GB.

- If you specify a read replica when creating a primary DB
instance and enable storage autoscaling for the primary DB
instance, storage autoscaling is also enabled for the read replica
by default.
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Parameter Description
Disk - Disable: Data stored in the disk is not encrypted.
Encryption - Enable: Enabling disk encryption improves data security,

but slightly affects the read and write performance of
the database.

- Key Name: indicates the tenant key. You can select an

existing key or create a new one.
NOTE

If you enable disk encryption during instance creation, the disk
encryption status and the key cannot be changed later. Disk
encryption will not encrypt backup data stored in OBS. To
enable backup data encryption, contact customer service.

If disk encryption or backup data encryption is enabled, keep the
key properly. Once the key is disabled, deleted, or frozen, the
database will be unavailable and data may not be restored.

If disk encryption is enabled but backup data encryption is not
enabled, you can restore data to a new instance from
backups.

If both disk encryption and backup data encryption are enabled,
data cannot be restored.

For details about how to create a key, see Creating a CMK in
the Data Encryption Workshop User Guide.

Network and database configuration

Figure 1-4 Network and database configuration

®

Ve D default_vpc

After the RDS Instance is created, the VPC cannot be changed. ECS

Securlty Growp ()

Enterprise Project (3)

default securitygroup

v | ¢ | default_subnet(1921680.0/24) rlc View In-use IP

jew EIP

v | C view Security Group

Ensure that port 3306 of the security group allows traffic from your server IP address to the DB instance.
Securlty Group Rules v Add Inbound Rule

ave to reset the password later on the Basic Information page for this instance.

C  View Paramet P
. 0
v | C View Project Management
C View predefined tags
+ @ se quo

Quantity

Create
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Table 1-4 Network

Parameter

Description

VPC

A virtual network in which your RDS DB instances are
located. A VPC can isolate networks for different
workloads. You can select an existing VPC or create a VPC.
For details on how to create a VPC, see "Creating a VPC" in
Virtual Private Cloud User Guide.

If no VPC is available, RDS allocates a VPC to you by
default.

NOTICE
After a DB instance is created, the VPC cannot be changed.

Subnet

Improves network security by providing dedicated network
resources that are logically isolated from other networks.
Subnets take effect only within an AZ. The Dynamic Host
Configuration Protocol (DHCP) function is enabled by
default for subnets in which you plan to create RDS DB
instances and cannot be disabled.

A floating IP address is automatically assigned when you
create a DB instance. You can also enter an unused IPv4
floating IP address in the subnet CIDR block. After the DB
instance is created, you can change the floating IP address.

Security
Group

Enhances security by controlling access to RDS from other
services. In addition, a network access control list (ACL)
can help control inbound and outbound traffic of subnets
in your VPC. Ensure that the security group you select
allows the client to access the DB instance.

When creating a DB instance, you can select multiple
security groups. For better network performance, you are
advised to select no more than five security groups. In such
a case, the access rules of all the selected security groups
apply on the instance.

If no security group is available or has been created, RDS
allocates a security group to you by default.

Database Port

The default database port is 3306. You can change it after
a DB instance is created.

RDS for MySQL instances can use database ports 1024 to
65535, excluding 12017 and 33071, which are reserved for
RDS system use.
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Table 1-5 Database configuration

Parameter | Description

Password - Configure (default setting): Configure a password for your
DB instance during the creation process.

- Skip: Configure a password later after the DB instance is
created.
NOTICE

If you select Skip for Password, you need to reset the password
before you can log in to the instance.

After a DB instance is created, you can reset the password.
For details, see Resetting the Administrator Password.

Administrat | The default login name for the database is root.
or

Administrat | Must consist of 8 to 32 characters and contain at least three
or types of the following characters: uppercase letters, lowercase
Password letters, digits, and special characters (~!@#$%/N*-_=+?,()&).
Enter a strong password and periodically change it for
security reasons.

If the password you provide is regarded as a weak password
by the system, you will be prompted to enter a stronger
password.

Keep this password secure. The system cannot retrieve it.

After a DB instance is created, you can reset this password.
For details, see Resetting the Administrator Password.

Confirm Must be the same as Administrator Password.
Password

Parameter | Contains engine configuration values that can be applied to
Template one or more DB instances. If you intend to create a primary/
standby DB pair, they use the same parameter template.

NOTICE
If you use a custom parameter template when creating a DB instance,
the following specification-related parameters in the custom template
are not delivered. Instead, the default values are used.

- back_log

- innodb_io_capacity_max

- max_connections

- innodb_io_capacity

- innodb_buffer_pool_size

- innodb_buffer_pool_instances

You can modify the instance parameters as required after the
DB instance is created. For details, see Modifying
Parameters in a Parameter Template.
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Parameter

Description

Table
Name

Specifies whether table names are case sensitive.

The case sensitivity of table names for created RDS for
MySQL 8.0 instances cannot be changed.

Certificate

(Optional) Specifies the certificate created by Cloud
Certificate Manager (CCM). The default certificate is the
system certificate that is automatically generated. You can
also select another certificate from the drop-down list.
NOTICE

If you want to specify a certificate when creating a DB instance,
contact customer service to apply for the permission.

Enterprise
Project

If your account has been associated with an enterprise
project, select the target project from the Enterprise Project
drop-down list.

For more information about enterprise projects, see
Enterprise Management User Guide.

Tags

Table 1-6 Tags

Parameter

Description

Tag

Tags an RDS DB instance. This parameter is optional. Adding
tags to RDS DB instances helps you better identify and
manage the DB instances. A maximum of 20 tags can be
added for each DB instance.

After a DB instance is created, you can view its tag details on
the Tags page. For details, see Managing Tags.

Purchase period
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Table 1-7 Purchase period

Parameter

Description

Required
Duration

This option is available only for yearly/monthly DB
instances. The system will automatically calculate the
configuration fee based on the selected required
duration. The longer the required duration is, the larger
discount you will enjoy.

If you want to set this parameter to 5 years, the
restrictions are as follows:

- You have obtained the required permissions from
customer service.

- This setting is supported only in CN North-Beijing4,
CN East-Shanghai1, CN South-Guangzhou, and CN
Southwest-Guiyang1.

- This setting is supported only with general-purpose
instances.

Auto-renew

- This option is available only for yearly/monthly DB
instances and is not selected by default.

- If you select this option, the auto-renew cycle is
determined by the selected required duration.

Quantity

RDS supports batch creation of DB instances. If you
intend to create primary/standby DB instances and set
Quantity to 1, a primary DB instance and a synchronous
standby DB instance will be created.

Read Replica

You can determine whether to create read replicas when
creating a DB instance.

- Skip is selected by default.

- If you select Create, configure parameters based on
Table 1-8.

- To create yearly/monthly read replicas, contact
customer service to apply for the required permissions.

e Read replicas

Table 1-8 Read replicas

Parameter

Description

Read Replica

By default, read replicas are named with "read" and two
digits appended to the primary DB instance name. For
example, if the primary instance name is instance-0001,
the first read replica will be named instance-0001-read-01.

The network and storage configurations are the same as
those of the primary DB instance.
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Step 3

Step 4

Step 5

Step 6

Parameter Description

Read Replica | By default, the primary DB instance and read replicas are

AZ deployed in different AZs. You can choose AZs as required.
NOTICE

Products in different regions cannot communicate with each other
through a private network. After a DB instance is purchased, the
region cannot be changed. Therefore, exercise caution when
selecting a region.

Instance Class | Refers to the CPU and memory of a read replica.

Read Replica | You can create a maximum of five read replicas for each
Quantity DB instance. After a DB instance is created, the system
automatically triggers the creation of read replicas.

If you intend to create primary/standby DB instances and
set Read Replica Quantity to 1, a pair of primary/standby
DB instances and a read replica will be created.

If you have any questions about the price, click Pricing details at the bottom of
the page.

(11 NOTE

The performance of your DB instance depends on its configurations. Hardware
configuration items include the instance specifications, storage type, and storage space.

Confirm the specifications for pay-per-use DB instances.
e If you need to modify your settings, click Previous.
e If you do not need to modify your settings, click Submit.

Skip Step 4 and Step 5 and go to Step 6.

Confirm the order for yearly/monthly DB instances.
e If you need to modify your settings, click Previous.
e If you do not need to modify your settings, click Pay Now.

Select a payment method and complete the payment.

L] NOTE
This operation applies only to the yearly/monthly billing mode.

To view and manage your DB instance, go to the Instances page.

e When your DB instance is being created, the status is Creating. The status
changes to Available after the instance is created. To view the detailed
progress and result of the creation, go to the Task Center page.

e The automated backup policy is enabled by default. You can change it after
the DB instance is created. An automated full backup is immediately triggered
once your DB instance is created.

e After a DB instance is created, you can enter a description for it.

e The default database port is 3306. You can change it after a DB instance is
created.
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(11 NOTE

You are advised to change the database port in a timely manner.

For details, see Changing a Database Port.

--—-End

Related Operations

Creating a DB Instance Using an API

Modifying RDS for MySQL Instance Parameters

1.3 Step 2: Connect to a DB Instance

1.3.1 Overview

An RDS DB instance can be connected through a private network, Data Admin
Service (DAS), or a public network.

Table 1-9 RDS connection methods

Connect
Through

IP Address

Scenarios

Description

DAS

No IP address is
required. You
can connect to
your DB
instance
through DAS on
the
management
console.

DAS enables you to
manage databases on
a web-based console
and provides you with
database
development, O&M,
and intelligent
diagnosis to make it
easy to use and
maintain your
databases. The
permissions required
for connecting to DB
instances through
DAS are enabled by
default.

e FEasy to use,
secure,
advanced, and
intelligent

e Recommended
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Connect
Through

IP Address

Scenarios

Description

Private
network

Floating IP

RDS provides a
floating IP address by
default.

When your
applications are
deployed on an ECS
that is in the same
region and VPC as
RDS, you are advised
to use a floating IP
address to connect to
the RDS DB instance
through the ECS.

e Secure and
excellent
performance

e Recommended

Public network

EIP

If you cannot access
an RDS DB instance
through a floating IP
address, bind an EIP
to the DB instance
and connect the DB
instance through the
EIP.

o A relatively
lower level of
security
compared to
other
connection
methods

e To achieve a
higher
transmission
rate and
security level,
you are
advised to
migrate your
applications to
an ECS that is
in the same
VPC as your
RDS DB
instance and
use a floating
IP address to
access the DB
instance.

e You need to
purchase an
EIP. For details,
see EIP billing
details.
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(11 NOTE

e VPC: indicates the Virtual Private Cloud.
e ECS: indicates the Elastic Cloud Server.

e You can log in to DB instances using the Data Admin Service (DAS) service or other
database clients.

e |[f the ECS is in the same VPC as your RDS DB instance, you do not need to apply for an
EIP.

Figure 1-5 illustrates the connection over a private network or a public network.

Figure 1-5 DB instance connection

Security ECS
group 4

|
10

0.0 .5
RDS

ECS
Security
group

Connect through a private network (ECS and RDS in the
same security group)

o Connect through a private network (ECS and RDS in
different security groups)

e Connect through a public network

Connecting to DB Instances Running Other DB Engines
e Connecting to an RDS for PostgreSQL DB Instance
e Connecting to an RDS for SQL Server DB Instance

1.3.2 Connecting to an RDS for MySQL DB Instance Through
DAS (Recommended)

Scenarios

Data Admin Service (DAS) enables you to connect to and manage DB instances
with ease on a web-based console. The permission required for connecting to DB
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instances through DAS has been enabled for you by default. Using DAS to connect
to your DB instance is recommended, which is more secure and convenient.

Procedure

Step 1 Log in to the management console.

Step 2 Click D in the upper left corner and select a region and a project.

Step 3 Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

Step 4 On the Instances page, locate the DB instance and click Log In in the Operation
column.

Figure 1-6 Logging in to an instance

: testepts  Mar13,208 1% 3308 Cloud ssD View e
Alternatively, click the DB instance name on the Instances page. On the displayed

Basic Information page, click Log In in the upper right corner of the page.

Figure 1-7 Logging in to an instance

Step 5 On the displayed login page, enter the username and password and click Log In.

Figure 1-8 Login page

Instance Login Information

DB Instance Name rds-4e08 DB Engine Version MySQL 5.7
Login Usermname root
Password Test Connection

Remember Password

Collect Metadata

Periodically @

Show Executed SQL
Statements @

m CaHCEI

--—-End
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Follow-up Operations

After logging in to the DB instance, you can create or migrate databases.

Creating a MySQL Database Using the Console
Creating a MySQL Database Using an API

Migration Solution Overview

1.3.3 Connecting to an RDS for MySQL DB Instance Through a
Private Network

1.3.3.1 Overview

Process

Figure 1-9 illustrates the process of connecting to an RDS for MySQL DB instance
through a private network.

Figure 1-9 Connecting to a DB instance through a private network

Start

Buy a DB instance. Configure information about RDS for MySCQL DB instance
specifications, storage, and network as required to buy a DB instance.

Configure security group

rules.

Connect to the DB instance.

End

*|fthe ECS and RDS DB instance are in the same security group:
They can communicate with each other by default. No configuration is
required.

*|fthe ECS and RDS DB instance are in different security groups:
You need to configure security group rules for them separately.

You can connect to the RDS for MySQL DB instance using a clientin
either of the following ways: non-33L connection and S5L connection.
(35L encrypts connections to databases and is more secure.)

1.3.3.2 Connecting to a DB Instance from a Linux ECS

You can connect to your DB instance using a Linux ECS installed with a MySQL
client over a private network.

This section describes how to connect to a DB instance with SSL disabled. To
connect to a DB instance with SSL enabled, see Using MySQL CLI to Connect to
an Instance Through a Private Network.
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Step 1: Buy an ECS

1.

4.

Log in to the management console and check whether there is an ECS
available.

- If there is a Linux ECS, go to 3.

- If there is a Windows ECS, see Connecting to a DB Instance from a
Windows ECS.

- If no ECS is available, go to 2.

Figure 1-10 ECS

PAddess  EnterpriseProject

Buy an ECS and select Linux (for example, CentOS) as its OS.

To download a MySQL client to the ECS, bind an EIP to the ECS. The ECS must
be in the same region, VPC, and security group as the RDS for MySQL DB
instance for mutual communications.

For details about how to purchase a Linux ECS, see "Purchasing an ECS" in
Elastic Cloud Server Getting Started.

On the ECS Information page, view the region and VPC of the ECS.

Figure 1-11 ECS information

ECS Information
D be8dbfb7-e968-4bel-add9-14a17efbd1bf

Name ecs-e5di-test f

AT AZ1
Specifications General computing | 2 vCPUs | 16 GIB | m2.large.8
mage SYS_Linux | Private image

Version: CentOS 7.6 64bit

VPC default_vpc

Billing Mode Pay-per-use
Cbtainec Jun 05, 2023 09:54.35 GMT=08:00
Launched Jum 05, 2023 09:54:45 GMT=08:00

Deletion Time —~  Modify

On the Basic Information page of the RDS for MySQL instance, view the
region and VPC of the DB instance.
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5.

Figure 1-12 DB instance information

HUAWEI CLOUD

< rds- Available
| Basic Information Description - &

Backups & Restorations )
@ 02:00 — 06:00 (GMT+08:00) Change

Connectivity & Security
rds.mysql.n1.large.d | 2 vCPUs | 8 GB |
Accounts
Databases Administrato root Reset Password
Logs Event Scheduler ()
SQL Audits
Read/write Change
Parameters

Advanced Q&M

Connection Information

DBA Assistant -

Floating IP Address 192.168.6.198 O Change
Tags
Database Proxy PC default_vpc

subnet-205a3(192.168.... Change

Isecurity group  Manage

Check whether the ECS and RDS for MySQL instance are in the same region
and VPC.

- If yes, go to Step 2: Test Connectivity and Install a MySQL Client.

- If they are not in the same region, purchase another ECS or DB instance.
The ECS and DB instance in different regions cannot communicate with
each other. To reduce network latency, deploy your DB instance in the
region nearest to your workloads.

- If the ECS and DB instance are in different VPCs, change the VPC of the
ECS to that of the DB instance. For details, see Changing a VPC.

Step 2: Test Connectivity and Install a MySQL Client

1.

Log in to the ECS. For details, see Login Using VNC in the Elastic Cloud Server
User Guide.

On the Instances page, click the DB instance name.

Choose Connectivity & Security from the navigation pane. In the Connection
Information area, obtain the floating IP address and database port of the DB
instance.
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5.

Figure 1-13 Connection information

<

rds- Available

Basic Information

Backups & Restorations

Conn

Accounts

ectivity & Security

Connection Information

b Addres 192.168.6.198 O Change

Mo EIP bound  Bind

Databases Database Port f @

Logs

On the ECS, check whether the floating IP address and database port of the
DB instance can be connected.

telnet 792.768.6.144 3306
If yes, network connectivity is available.

If no, check the security group rules.

If in the security group of the ECS, there is no outbound rule with
Destination set to 0.0.0.0/0 and Protocol & Port set to All, add an
outbound rule for the floating IP address and port of the DB
instance.

Figure 1-14 ECS security group

If in the security group of the DB instance, there is no inbound rule
with Source set to 0.0.0.0/0 and Protocol & Port set to All, add an
inbound rule for the private IP address and port of the ECS. For
details, see Configuring Security Group Rules.

Figure 1-15 DB instance security group

nnnnnnn

00000 @

Download the MySQL client installation package for Linux to the ECS. The
package mysqgl-community-client-5.7.38-1.el6.x86_64.rpm is used as an
example.
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A MySQL client running a version later than that of the DB instance is
recommended.

wget https://dev.mysql.com/get/mysql-community-
client-5.7.38-1.el6.x86_64.rpm

6. Install the MySQL client.
rpm -ivh --nodeps mysql-community-client-5.7.38-1.el6.x86_64.rpm

(10 NOTE

e If any conflicts occur during the installation, add the replacefiles parameter to the
command and install the client again.

rpm -ivh --replacefiles mysql-community-client-5.7.38-1.el6.x86_64.rpm

e If a message is displayed prompting you to install a dependency package during
the installation, add the nodeps parameter to the command and install the client
again.

rpm -ivh --nodeps mysql-community-client-5.7.38-1.el6.x86_64.rpm

Step 3: Connect to the DB Instance Using Commands (Non-SSL Connection)
1. Run the following command on the ECS to connect to the DB instance:
mysql -h <host> -P <port>-u <userName> -p
Example:
mysql -h 192.168.6.144 -P 3306 -u root -p

Table 1-10 Parameter description

Parameter Description

<host> Floating IP address obtained in 3.

<port> Database port obtained in 3. The default value is 3306.
<userName> | Administrator account root.

2. Enter the password of the database account if the following information is
displayed:

Enter password:

Figure 1-16 Connection successful

s-e5d6-test ~1# mysql -h -P 3306 -u root -p
ord:
the MySQL monitor. Commands end with ; or \g.
r MySQL connection 1id 1s §
Server version: MySQL Community Serwver - (GPL)

Copyright (c) 2000, 2021, Oracle andfor i1ts affiliates.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql= [

FAQ
What Should | Do If | Can't Connect to My RDS DB Instance?
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Follow-up Operations
After logging in to the DB instance, you can create or migrate databases.

e Creating a MySQL Database Using the Console
e Creating a MySQL Database Using an API

e Managing MySQL Databases Using DAS

e Migration Solution Overview

1.3.3.3 Connecting to a DB Instance from a Windows ECS

You can connect to your DB instance using a Windows ECS installed with a
database client (for example, MySQL-Front) over a private network.

Step 1: Buy an ECS

1. Log in to the management console and check whether there is an ECS
available.

- If there is a Linux ECS, see Connecting to a DB Instance from a Linux
ECS.

- If there is a Windows ECS, go to 3.
- If no ECS is available, go to 2.

Figure 1-17 ECS

ecs-e021

B 0  © Rumng

2. Buy an ECS and select Windows as its OS.

To download a MySQL client to the ECS, bind an EIP to the ECS. The ECS must
be in the same region, VPC, and security group as the RDS for MySQL DB
instance for mutual communications.

For details about how to purchase a Windows ECS, see "Purchasing an ECS"
in Elastic Cloud Server Getting Started.

3.  On the ECS Information page, view the region and VPC of the ECS.
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4.

Figure 1-18 ECS information

¢ ecs-e02f
Summary Disks MNetwaork Interfaces Security Groups ElPs IMonitoring Tags

ECS Information

Name ecs-e02f 2

Region

A7 AZ1

Specifications General computing | 2 vCPUs | 16 GIB | m2.large &

Image Marketplace | Windows Server 40GE | Marketplace image

Version: Windows Server 2019 Standard 64bit

default_vpc

]
o]

Billing Mode Fay-per-use

Obtained Jun 08, 2023 10:39:12 GMT+08:00
Launched Jun 08, 2023 10:39:23 GMT+08:00
Deletion Time —  Modify

On the Basic Information page of the RDS for MySQL instance, view the
region and VPC of the DB instance.

Issue 27 (2023-07-17)

Copyright © Huawei Technologies Co., Ltd.

23



Relational Database Service
Getting Started 1 Getting Started with RDS for MySQL

Figure 1-19 DB instance information

HUAWEI CLOUD

< | rds- Available
I Basic Information Description - &

Backups & Restorations _
@ 02:00 — 06:00 (GMT+08:00) Change
Connectivity & Security

rds.mysqlnl larged | 2 vCPUs | 8 GB {

Accounts
Databases Administrato root Reset Password
Logs ~ ) @
SQL Audits

Read/write Change
Parameters

Advanced Q&M

Connection Information

DBA Assistant v

Floating IP Address 192.168.6.198 O Change
Tags
Database Proxy PC default_vpc

subnet-205a(192.168.... Change

Isecurity group  Manage

5. Check whether the ECS and RDS for MySQL instance are in the same region
and VPC.

- If yes, go to Step 2: Test Connectivity and Install MySQL-Front.

- If they are not in the same region, purchase another ECS or DB instance.
The ECS and DB instance in different regions cannot communicate with
each other. To reduce network latency, deploy your DB instance in the
region nearest to your workloads.

- If the ECS and DB instance are in different VPCs, change the VPC of the
ECS to that of the DB instance. For details, see Changing a VPC.

Step 2: Test Connectivity and Install MySQL-Front

1. Log in to the ECS. For details, see Login Using VNC in the Elastic Cloud Server
User Guide.

On the Instances page, click the DB instance name.

Choose Connectivity & Security from the navigation pane. In the Connection
Information area, obtain the floating IP address and database port of the DB
instance.
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Figure 1-20 Connection information
< rds- Available
Basic Information

Backups & Restorations Connection Information

D Address 192.168.6.198 |O Change

Connectivity & Security
Accounts EIF No EIP bound Bind
Databases _ ]
Database Port 3306 |2 @)
Logs

4. Open the cmd window on the ECS and check whether the floating IP address
and database port of the DB instance can be connected.

telnet 792.7168.6.144 3306
- If yes, network connectivity is available.
- If no, check the security group rules.
®  |f in the security group of the ECS, there is no outbound rule with
Destination set to 0.0.0.0/0 and Protocol & Port set to All, add an

outbound rule for the floating IP address and port of the DB
instance.

Figure 1-21 ECS security group

®  |f in the security group of the DB instance, there is no inbound rule
with Source set to 0.0.0.0/0 and Protocol & Port set to All, add an
inbound rule for the private IP address and port of the ECS. For
details, see Configuring Security Group Rules.

Figure 1-22 DB instance security group

5.  Open a browser, and download and install the MySQL-Front tool on the ECS
(version 5.4 is used as an example).
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Step 3: Connect to the DB Instance Using MySQL-Front

1. Start MySQL-Front.
2. In the displayed dialog box, click New.

Figure 1-23 Connection management

7. Open Session @

Sessions
-~
Mame Last Login

Open Cancel

3. Enter the information of the DB instance to be connected and click Ok.

Figure 1-24 Adding an account
& Add Account @

Description

Mame:

Connection

Host:

Port: 3306 :

Connection Type: Built-in -

Login Information

User: root

Password:

Database: B
o) o]
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FAQs

Table 1-11 Parameter description

Parameter | Description

Name Name of the database connection task. If you do not specify
this parameter, it will be the same as that configured for Host
by default.

Host Floating IP address obtained in 3.

Port Database port obtained in 3. The default value is 3306.

User Name of the user who will access the DB instance. The

default user is root.

Password Password of the account for accessing the DB instance.

4. In the displayed window, select the connection that you have created in 3 and
click Open. If the connection information is correct, the DB instance will be
connected.

Figure 1-25 Opening a session

) Open Session @

Sessions
Name Last Login
& rds 277

What Should | Do If | Can't Connect to My RDS DB Instance?

Follow-up Operations

After logging in to the DB instance, you can create or migrate your databases.

e Creating a Database Using the Console
e Creating a Database Using an API
e Managing Databases Using DAS
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e Migration Solution Overview

1.3.3.4 Configuring Security Group Rules

Scenarios
A security group is a collection of access control rules for ECSs and RDS DB
instances that have the same security protection requirements and are mutually
trusted within a VPC.
Before you can connect to your DB instance, you need to create security group
rules to enable specific IP addresses and ports to access your RDS instance.
First check whether the ECS and RDS DB instance are in the same security group.
e If they are in the same security group, they can communicate with each other
by default. No security group rule needs to be configured. Go to Connecting
to a DB Instance from a Linux ECS.
e If they are in different security groups, configure security group rules for
them, separately.
- RDS DB instance: Configure an inbound rule for the security group with
which the RDS DB instance is associated.
- ECS: The default security group rule allows all outgoing data packets. In
this case, you do not need to configure a security group rule for the ECS.
If not all outbound traffic is allowed in the security group, you need to
configure an outbound rule for the ECS.
This section describes how to configure an inbound rule for an RDS DB instance.
For details about the requirements of security group rules, see the Adding a
Security Group Rule section in the Virtual Private Cloud User Guide.
Precautions

The default security group rule allows all outgoing data packets. ECSs and RDS DB
instances can access each other if they are in the same security group. After a
security group is created, you can configure security group rules to control access
from and to the DB instances in the security group.

e By default, you can create a maximum of 100 security groups in your cloud
account.
e By default, you can add up to 50 security group rules to a security group.

e One RDS instance can be associated with multiple security groups, and one
security group can be associated with multiple RDS instances.

e Too many security group rules will increase the first packet latency. You are
advised to create no more than 50 rules for a security group.

e To enable access to an RDS DB instance from resources outside the security
group, you need to configure an inbound rule for the security group
associated with the RDS DB instance.
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(11 NOTE

To ensure the security of your data and DB instances, you are advised to use the principle of
least privilege for database access. Change the database port (default value: 3306), and set
the IP address to the remote server's address or any IP address in the remote server's
smallest subnet to control the access from the remote server.

The default value of Source is 0.0.0.0/0, indicating that RDS DB instances in the security
group can be accessed from any IP address.

For details about the requirements of security group rules, see the Adding a
Security Group Rule section in the Virtual Private Cloud User Guide.

Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and a project.

Step 3 Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

Step 4 On the Instances page, click the DB instance name.
Step 5 In the navigation pane, choose Connectivity & Security. In the Security Group

Rules area, click the security group name to view the security group rules.

Figure 1-26 Security group rules

Security Group Rules
AllRules | (D default securitygroup

Inbound(6) outbound(3) Allow AlLIP ‘Add Inbound Rule

Ipva 921680024

Cp: Al Ipva 000070

P
(C357) 1Pvd 0000/0 Permit default Linux SSH port
P

Tcp: 3389 1Pua 000070 Permit default Windows remote desktop port.

Step 6 Click Add Inbound Rule or Allow All IP to configure security group rules.

To add more inbound rules, click @

(11 NOTE

Allow ALL IP allows all IP addresses to access RDS DB instances in the security group, which
poses high security risks. Exercise caution when performing this operation.
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Figure 1-27 Adding an inbound rule

X
Add Inbound Rule &
0 An inbound rule allows inbound traffic to instances in the security group
Security Group  default_securitygroup
Protocol & Port ® Type Source @ Description Operation
Custom TCP v IP Address T
1Pva M o v
o .0 .0 .0V O
@ Add Rule You can create 4984 more security group rules. Increase quota
Table 1-12 Inbound rule parameter description

Parameter | Description Example Value

Protocol & Protocol: network protocol. Custom TCP

Port Available options: All, TCP, UDP,
ICMP, or GRE.
Port: the port over which the 3306
traffic can reach your DB
instance.
RDS for MySQL instances can
use database ports 1024 to
65535, excluding 12017 and
33071, which are reserved for
RDS system use.

Type IP address type. IPv4
e |Pv4
e |Pv6
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Parameter | Description Example Value
Source Source address. It can be a 0.0.0.0/0

single IP address, an IP address
group, or a security group to
allow access from them to your
DB instance. Examples:

e Single IP address:
192.168.10.10/32 (IPv4);
2002:50::44/128 (IPv6)

e All IP addresses: 0.0.0.0/0
(IPv4); ::/0 (IPv6)

e |P address range:
192.168.1.0/24 (IPv4);
2407:c080:802:469::/64 (IPv6)

e Security group:
default_securitygroup

Description | Supplementary information N/A
about the security group rule.
This parameter is optional.

The description can contain a
maximum of 255 characters and
cannot contain angle brackets
(<) or (>).

--—-End

1.3.4 Connecting to an RDS for MySQL DB Instance Through a
Public Network

1.3.4.1 Overview

Process

Figure 1-28 illustrates the process of connecting to an RDS for MySQL DB
instance through a public network.
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Figure 1-28 Connecting to a DB instance through a public network

Start

Configure information about RDS for MySQL DB
instance specifications, storage, and network
resources as required to buy a DB instance.

Buy a DB instance.

The Elastic IP service provides independent public IP
Bind an EIP. addresses and bandwidth. You can apply for an EIP
and bind it to the DB instance.

Configure security group Configure an inbound rule for the DB instance to allow
rules. access from public resources.

Use a client to connect to the RDS for MySQL DB
instance through a non-SSL connection or an S5L
connection (which encrypts data and is more secure).

Connect to the DB instance.

End

1.3.4.2 Binding an EIP

Scenarios

You can bind an EIP to a DB instance for public accessibility and can unbind the
EIP from the DB instance as required.

Precautions

e You need to configure security groups and enable specific IP addresses and
ports to access the target DB instance. Before accessing the DB instance, add
an individual IP address or an IP address range that will access the DB
instance to the inbound rule. For details, see Configuring Security Group
Rules.

e Traffic generated by the public network is charged. You can unbind the EIP
from the DB instance when the EIP is no longer used.

Binding an EIP

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and a project.
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Step 3 Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

Step 4 On the Instances page, click the target DB instance.

Step 5 In the navigation pane on the left, choose Connectivity & Security. In the
Connection Information area, click Bind next to the EIP field.

Figure 1-29 Binding an EIP
<  rds-76d8 ~ Available

Basic Information
Backups & Restorations Connection Information
Floating IP Address 192168099 O Change

| Connectivity & Security

Accounts EIF Mo EIP bound | Bind
Databases - _

Database Port 3306 ﬁ @
Logs

Step 6 In the displayed dialog box, select an EIP and click Yes.
Figure 1-30 Selecting an EIP

Bind EIP

€ For security purposes, after the EIP is bound, use SSL to connect to the database and add inbound and
outbound rules in the security group.

Select EIP Only EIPs that have not been bound to any cloud resource are displayed C
EIP Status Bandwidth

™ ® Unbound 5 Mbit/s

Step 7 On the Connectivity & Security page, view the EIP that has been bound to the
DB instance.

You can also view the progress and result of binding an EIP to a DB instance on
the Task Center page.

--—-End
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1.3.4.3 Connecting to a DB Instance from a Linux ECS

You can connect to your DB instance using a Linux ECS installed with a MySQL
client over a public network.

This section describes how to connect to a DB instance with SSL disabled. To
connect to a DB instance with SSL enabled, see Using MySQL CLI to Connect to
an Instance Through a Public Network.

Step 1: Buy an ECS

1.

4.

Log in to the management console and check whether there is an ECS
available.

- If there is a Linux ECS, go to 3.

- If there is a Windows ECS, see Connecting to a DB Instance from a
Windows Server.

- If no ECS is available, go to 2.

Figure 1-31 ECS

Enterprise Project

Buy an ECS and select Linux (for example, CentOS) as its OS.
To download a MySQL client to the ECS, bind an EIP to the ECS.

For details about how to purchase a Linux ECS, see "Purchasing an ECS" in
Elastic Cloud Server Getting Started.

On the ECS Information page, view the region and VPC of the ECS.

Figure 1-32 ECS information

ECS Information
C befdbib7-e068-4bel-add9-14a17ef5d1bf

Name ecs-e5dg-test £

AZ AZ1
Specifications General computing | 2 vCPUs | 16 GIB | m2.large.8
mage SY'S_Linux | Private image

Version: CentOS 7.6 64bit

VPC default_vpc

Billing Mode Pay-per-use
Obtained Jum 05, 2023 09:54:35 GMT=08:00
Launched Junm 05, 2023 09:54:45 GMT+08:00

Deletion Time —  Modify

On the Basic Information page of the RDS for MySQL instance, view the
region and VPC of the DB instance.
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Figure 1-33 DB instance information

HUAWEI CLOUD

< rds-

I Basic Information

Backups & Restorations

Connectivity & Security

Accounts

Databases

Logs

sqQL Audits

Parameters

Advanced Q&M

DBA Assistant

Tags

Database Proxy

Step 2: Test Connectivity and Install a MySQL Client

2

02:00 — 06:00 (GMT+08:00) Change

rds.mysqlnl larged | 2 vCPUs | 8 GB {

root Reset Password

Read/write Change

102.168.6.198 O Change

default_vpc

subnet-205a(192.168... Change

security group  Manage

1. Log in to the ECS. For details, see Login Using VNC in the Elastic Cloud Server

User Guide.

2. On the Instances page, click the DB instance name.

3. Choose Connectivity & Security from the navigation pane. In the Connection
Information area, obtain the EIP and database port of the DB instance.
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5.

Figure 1-34 Connection information
< rds Available

Basic Information
Backups & Restorations Connection Information
D Addres 1921686198 O Change

Connectivity & Security

Accounts EIF O Unbind Cannotp ng the EIP?

Databases Database Port 1306 |2 @

Logs

If no EIP has been bound to the DB instance, see Binding an EIP.

On the ECS, check whether the EIP and database port of the DB instance can
be connected.

telnet £/P 3306
- If yes, network connectivity is available.
- If no, check the security group rules.
®  |f in the security group of the ECS, there is no outbound rule with

Destination set to 0.0.0.0/0 and Protocol & Port set to All, add an
outbound rule for the EIP and port of the DB instance.

Figure 1-35 ECS security group

®  |f in the security group of the DB instance, there is no inbound rule
with Source set to 0.0.0.0/0 and Protocol & Port set to All, add an
inbound rule for the private IP address and port of the ECS. For
details, see Configuring Security Group Rules.

Figure 1-36 DB instance security group

nnnnnnnn

Download the MySQL client installation package for Linux on the ECS. The
mysql-community-client-5.7.38-1.el6.x86_64.rpm package is used as an
example.
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A MySQL client running a version later than that of the DB instance is
recommended.

wget https://dev.mysql.com/get/mysql-community-
client-5.7.38-1.el6.x86_64.rpm

6. Install the MySQL client.
rpm -ivh --nodeps mysql-community-client-5.7.38-1.el6.x86_64.rpm

(10 NOTE

e If any conflicts occur during the installation, add the replacefiles parameter to the
command and install the client again.

rpm -ivh --replacefiles mysql-community-client-5.7.38-1.el6.x86_64.rpm

e If a message is displayed prompting you to install a dependency package during
the installation, add the nodeps parameter to the command and install the client
again.

rpm -ivh --nodeps mysql-community-client-5.7.38-1.el6.x86_64.rpm

Step 3: Connect to the DB Instance Using Commands (Non-SSL Connection)
1. Run the following command on the ECS to connect to the DB instance:
mysql -h <host> -P <port>-u <userName> -p
Example:
mysql -h 192.168.0.1 -P 3306 -u root -p

Table 1-13 Parameter description

Parameter Description

<host> EIP obtained in 3.

<port> Database port obtained in 3. The default value is 3306.
<userName> | Administrator account root.

2. Enter the password of the database account if the following information is
displayed:

Enter password:

Figure 1-37 Connection successful

s-e5d6-test ~1# mysql -h -P 3306 -u root -p
ord:
the MySQL monitor. Commands end with ; or \g.
r MySQL connection 1id 1s §
Server version: MySQL Community Serwver - (GPL)

Copyright (c) 2000, 2021, Oracle andfor i1ts affiliates.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql= [

FAQs
What Should | Do If | Can't Connect to My RDS DB Instance?
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Follow-up Operations

After logging in to the DB instance, you can create or migrate databases.

Creating a MySQL Database Using the Console
Creating a MySQL Database Using an API
Managing MySQL Databases Using DAS
Migration Solution Overview

1.3.4.4 Connecting to a DB Instance from a Windows Server

You can connect to your DB instance from a local Windows server installed with a
database client (for example, MySQL-Front) over a public network.

Step 1: Test Connectivity and Install MySQL-Front

On the Instances page, click the DB instance name.

Choose Connectivity & Security from the navigation pane. In the Connection
Information area, obtain the EIP and database port of the DB instance.

Figure 1-38 Connection information
¢ rds Available

Basic Information
B ) Connection Information
Backups & Restorations °
1921686198 O Change
Connectivity & Security

O Unbind Cannot ping the EIP?

Accounts 4

Databases 3306 f @

If no EIP has been bound to the DB instance, see Binding an EIP.

Open the cmd window on your local server and check whether the EIP and
database port of the DB instance can be connected.

telnet £/P 3306
- If yes, network connectivity is available.
- If no, check the security group rules.

If in the security group of the DB instance, there is no inbound rule with
Source set to 0.0.0.0/0 and Protocol & Port set to All, add an inbound
rule for the EIP and port of the DB instance. For details, see Configuring
Security Group Rules.
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Figure 1-39 DB instance security group

,,,,,,,,,,,

4. Open a browser, and download and install the MySQL-Front tool locally
(version 5.4 is used as an example).

Step 2: Connect to the DB Instance Using MySQL-Front

1. Start MySQL-Front.
2. In the displayed dialog box, click New.

Figure 1-40 Connection management

! Open Session @

Sessions
-

Mame Last Login

Open Cancel

3. Enter the information of the DB instance to be connected and click Ok.
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4.

Figure 1-41 Adding an account

5 Add Account

Description

Mame:

Connection

Host:
Port: 3306 =

Connection Type: Built-in

Login Information
User: root

Password:

Database:

s

l | Cancel |

Table 1-14 Parameter description

Parameter | Description

Name Name of the database connection task. If you do not specify
this parameter, it will be the same as that configured for Host
by default.

Host EIP obtained in 2.

Port Database port obtained in 2. The default value is 3306.

User Name of the user who will access the DB instance. The
default user is root.

Password Password of the account for accessing the DB instance.

In the displayed window, select the connection that you have created in 3 and
click Open. If the connection information is correct, the DB instance will be

connected.
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Figure 1-42 Opening a session

-~

%) Open Session @
Sessions
Name Last Login
& rds 777

FAQs
What Should | Do If | Can't Connect to My RDS DB Instance?

Follow-up Operations
After logging in to the DB instance, you can create or migrate your databases.

e Creating a Database Using the Console
e Creating a Database Using an API

e Managing Databases Using DAS

e Migration Solution Overview

1.3.4.5 Configuring Security Group Rules

Scenarios

A security group is a collection of access control rules for ECSs and RDS DB
instances that have the same security protection requirements and are mutually
trusted within a VPC.

Before you can connect to your DB instance, you need to create security group
rules to enable specific IP addresses and ports to access your RDS instance.

When you attempt to connect to an RDS DB instance through an EIP, you need to
configure an inbound rule for the security group associated with the DB instance.

Precautions

The default security group rule allows all outgoing data packets. ECSs and RDS DB
instances can access each other if they are in the same security group. After a
security group is created, you can configure security group rules to control access
from and to the DB instances in the security group.
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e By default, you can create a maximum of 100 security groups in your cloud
account.

e By default, you can add up to 50 security group rules to a security group.

e One RDS instance can be associated with multiple security groups, and one
security group can be associated with multiple RDS instances.

e Too many security group rules will increase the first packet latency. You are
advised to create no more than 50 rules for a security group.

e To enable access to an RDS DB instance from resources outside the security
group, you need to configure an inbound rule for the security group
associated with the RDS DB instance.

(11 NOTE

To ensure the security of your data and DB instances, you are advised to use the principle of
least privilege for database access. Change the database port (default value: 3306), and set
the IP address to the remote server's address or any IP address in the remote server's
smallest subnet to control the access from the remote server.

The default value of Source is 0.0.0.0/0, indicating that RDS DB instances in the security
group can be accessed from any IP address.

For details about the requirements of security group rules, see the Adding a
Security Group Rule section in the Virtual Private Cloud User Guide.

Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and a project.

Step 3 Click = in the upper left corner of the page and choose Databases > Relational
Database Service.

Step 4 On the Instances page, click the DB instance name.

Step 5 In the navigation pane, choose Connectivity & Security. In the Security Group
Rules area, click the security group name to view the security group rules.

Figure 1-43 Security group rules

Security Group Rules
AllRules | (@) default securitygroup

Inbound(6) outbound(3) Allow AlLIP ‘Add Inbound Rule

Protocol & Port Type Source Description
[ default_securitygroup
1P default_securitygroup
[ 9216800/24

Cp: Al Ipva 000070

3
2 1Pua 000070 Permit default Linu SSH port
3

cp: 3389 1Pua 000070 Permit default Windows remote desktop port.

Step 6 Click Add Inbound Rule or Allow All IP to configure security group rules.

To add more inbound rules, click ®.
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(11 NOTE

Allow ALL IP allows all IP addresses to access RDS DB instances in the security group, which

poses high security risks. Exercise caution when performing this operation.

Figure 1-44 Adding an inbound rule

X
Add Inbound Rule @
0 An inbound rule allows inbound traffic to instances in the security group
Security Group  default_securitygroup
Protocol & Port ® Type Source @ Description Operation
Custom TCP v IF Address
1Pv4 - Operatior
o .0 .0 .0V O
(® Add Rule You can create 4984 more security group rules. Increase quota
n Cancel
Table 1-15 Inbound rule parameter description

Parameter | Description Example Value

Protocol & Protocol: network protocol. Custom TCP

Port Available options: All, TCP, UDP,
ICMP, or GRE.
Port: the port over which the 3306
traffic can reach your DB
instance.
RDS for MySQL instances can
use database ports 1024 to
65535, excluding 12017 and
33071, which are reserved for
RDS system use.

Type IP address type. IPv4
e |Pv4
e |Pv6
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Parameter

Description

Example Value

Source

Source address. It can be a
single IP address, an IP address
group, or a security group to
allow access from them to your
DB instance. Examples:

e Single IP address:
192.168.10.10/32 (IPv4);
2002:50::44/128 (IPv6)

e All IP addresses: 0.0.0.0/0
(IPv4); ::/0 (IPv6)

e |P address range:
192.168.1.0/24 (IPv4);
2407:c080:802:469::/64 (IPv6)

e Security group:
default_securitygroup

0.0.0.0/0

Description

Supplementary information
about the security group rule.
This parameter is optional.

The description can contain a
maximum of 255 characters and
cannot contain angle brackets
(<) or (>).

N/A

--—-End

1.4 Example: Buy and Connect to an RDS for MySQL DB

Instance

This example illustrates how to purchase an RDS for MySQL instance and connect
to it from a Linux ECS over a private network.

e Step 1: Create an RDS for MySQL DB Instance
e Step 2: Create an ECS
e Step 3: Connect to the RDS for MySQL DB Instance
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Figure 1-45 Example diagram
VPC

Security group A Security group B

Access allowed Access denied

Inbound rules required
— & xS

ECS RDS ECS

Step 1: Create an RDS for MySQL DB Instance

1. Go to the Buy DB Instance page.

2. Configure the instance information and click Next. Keep the region, AZ, VPC,
and security group of the DB instance the same as those of the ECS.

Figure 1-46 Selecting an engine version

Blling Mede Yearly/Monthly 0]

Regon CN-Hang Kong

Regions are geographic aeas isolated from each off

DB Instanze Name ds-myscldest @

 you oy multiple DB nstances t  time, they will be named with four digits zppenced in the format "DB instance riame-SN". For example, f the DB instance name s instance, the firstinstance will be ramed as instance-0001, the second as instanca-0002, and so ¢

DB Enghne PostySQL e mare anout CB eng nes and versi
DB Engine Version “ 57 1
DBimtanzeType () Primary/Standby Single:

Primarystandby HA architecturs & sutzble for production databases in lzrge- and medium-sized enterpr ses, or for applicationsin Internet, loT, retai e-commerce, logistic, and gaming industrias

Stomge Type (ot S5D Leamn more abou: stoage types
\ /ey (apabiities &

T Zane (UTC0603) Bjng, Chongging, Heng .. ¥
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Figure 1-47 Selecting an instance class

Instance Class ‘General-enhanced

VCPU | Memory Maximum Connections TPS/QPS () IVG

® 2vepus|4Ge 1500 482(9452  Not supported
2VCPUs | 8GB 2500 56313231  Notsupported
2VCPUs | 16 GB 5,000 686]12632  Not supported
4vCPUS| 8 GB 2500 975|19,463  Not supported
4vCPUS| 16 GB 5000 1,241|23852  Not supported
4vCPUS| 32 GB 10000 1,362|28652  Not supported

General-enhanced | 2 vCPUs | 4 GB, Maximum Connections: 1500, TPS/QPS: 482 | 9452

Storage Space (GB)
800 1,550 2300 4000

 based on the OBS pricing detalls

ace. After the free backup space s used up, charges are ap

Disk Encryption Disable Enable ®

Figure 1-48 Configuring network information

@ Relti

vec (3 default_vpc v | C | default subnet(1921660.0/24) viC

ity groups,and DB ns

use IP Ad

After the RDS instance s created, the YPC cannot be

nged. & other by default. If you v C, go to the VPC console. Availabl

Database Port

(ifany) ist at ofthe primary DB inst

Security Group () default v | C View Security Group

Ensure that port 3303 of the security group allows trafic from your server IP address to tre DB instance.

Security Graup Rules - Ad Inbound Rule

Figure 1-49 Setting a password

Administrator root

Administrator Passw

password.

Confirm Pass

Parameter Template Default-MySQL-8.0 ~ | © view Parameter Template
Table Name Case sensitive Case insensitive @
Enterprise Project (2 default ~ | & view project Management

fined tag function to add the

v predefined tags

You can add 10 m:

Quantity 1 +| @ The total numi

Increase quota

3. View the purchased RDS instance.

Figure 1-50 Instance successfully purchased

More ¥ Al projects v || AllDB engines v | | DBInstance Name v Q || searchbyTag v | [C| | B |G
Name/ID J= Description DB Instanc.. S DB Engine Version | Status Billing Mode Floating IP Address Enterprise Pro..  Created Operation
ds-mysal-test primary/Standby Avallable  pay-per-use
- MysQL 8021 al defalt Nov 01,2021 15:..  View Metrc | More v
f3dc77347e484329b 1 af65cdb3ga3e2ain01 [T 2vCPUs | 8GB ysQ Cresed on .. o efaul o e etric - Wore
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Step 2: Create an ECS

1. Go to the Buy ECS page.

2. Configure basic settings and click Next: Configure Network. Keep the region

and AZ of the ECS the same as those of the RDS for MySQL instance to be
connected.

Figure 1-51 Basic configurations

© contiur etwork G ettings ) Confi
sing e pv—" )
: i o . o
: ER - o
[ENVSRPRNMPN  .colcomputing  Memoy-optimized  Highperformance computing  Ultrahigh o GPU-accelerated (D)

Assured  Masimum Bandwidth @ 1= Packes e second (75) D 4= 16

2uCeUs | 468 12/46bs 200000 s l
8VvCPUs | 16 GIB 45 /15 Gbitjs Yes <

may differ from the final pric. Prcing details

Next: Configure Network

Figure 1-52 Selecting an image

1 cenos v CenOSE2EDINGE) vlc
Host secuiy [0 encbe @
Sysem Disk Hon Lo B 0 [+|6B 10PSimit 2,120 10PSbustimt 5000 (3)
vieardsaipt
Quanity F—

ECS Pree @

Next Cortigure Network

Configure the ECS network information and click Next: Configure Advanced

Settings. Keep the VPC and security group of the ECS the same as those of
the RDS for MySQL instance to be connected.

Figure 1-53 Network settings

< Elastic Cloud Server

@ AaNC NCs o

c ® ®
. oo 5 Group
Ac " source @ o
farmt a0
;;;;; ¢ e o35 Pt 00000
pume Tora0m Put 00000
‘‘‘‘‘‘‘‘‘‘‘
C rem ¢ e P 00000
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Figure 1-54 Selecting an EIP

EIP (@) Auto assign Use existing Not required @

EIP Type Dynamic BGP Static BGP

9.95% service availabilly rate

Greater than or equal

Billed By Bandwidin LA Traffic “IN. Shared bandwidth
g For heavyistable traffic For light/sharply fluctusting traffic For staggered peak nours
Billed based on total fraffic imespective of usage duration; configurable maximum bandwidth size
Bandwidih Size 5 10 20 50 100 Custom 1 + | The bandwidth can be from 1 to 300 Moit's
Anti-DDoS protection
Release Option Release with ECS (3)

4. Configure the ECS password and click Next: Confirm.

Figure 1-55 Advanced settings

(@) Configure Basic Settings (@) Configure Network —— (@) Configure Advanced Setings. (@) confim
Loan mose Kev par Set passwora aer
s . e e
o2
Confirm P T R e =
Cloud Eye Enable Detailed Monitoring @
ccs crown oo I ©
e
5. Confirm the configurations and click Submit.
Figure 1-56 Confirming the configurations
(@) Configure Basic Settings 3) confgure Network 3) Configure Advanced Settings © confim
Configuration Basic £
Network 2
. e i e
Adanced
,,,,,, -
Launch Template Save a5 Launch Termplate | @)
Enterprse Project default v | ¢ create enterprse project @

Agreement I have read and agree to the S

6. View the purchased ECS.
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Step 3: Connect to the RDS for MySQL DB Instance

1. Use a Linux remote connection tool (for example, MobaXterm) to log in to
the ECS. Enter the EIP bound to the ECS for Remote host.

Figure 1-57 Creating a session

NmE XY ®E @ @ s @ Hm @ x o

SSH  Telnet Rsh Xdmcp  RDP WNC FTP SFTP  Serial File Shell  Browser Mosh Aws S3  WSL

Basic SSH settings

Advanced SSH settings Bl Terminal settings * Metwork settings Bookmark settings

Secure Shell (S5H) session

oK € Cancel
2. Enter the password of the ECS.

Figure 1-58 Entering the password

(root)
Terminal  Sessions  View  Xserver Tools Games Settings Macros Help
Quick connect -(raat) :
'_ o o .
& 5. | User sessions s password: I
(root)
®
1=
2
#
H
&
@
[=]
(=]
=
w
2
o
[}
=
_J

Issue 27 (2023-07-17) Copyright © Huawei Technologies Co., Ltd. 49



Relational Database Service
Getting Started 1 Getting Started with RDS for MySQL

Figure 1-59 Successful login

Terminal  Sessions  View Xserver Tools Games Settings Macros Help
Quick connect... - (root)
t B ° Al ) m11.1 ?
|.n’rnnU | (ssH client, X-server and networking tools)

o )
g Mame Size (KB) ssion to ro
2 .. COmpressior
@ ssh H-browser r )

cache ? [.I};,ig;wardmg ¢ (disabled or not supported by server)

) )

m .bash_history 1] . S
o )
= -history 0 For more info, ctrl+click on help or visit our w
! Jteshre 1

.bashrc 1
g .bash_profile 1
g .bash_logout 1 Authorized users only. ALl activities may be monitored and reported.
= .cshrc 1
>
g [root@ecs-esde-test ~1# ||

3. Download the mysql-community-client-8.0.26-1.el6.x86_64.rpm client
installation package by selecting the required product version and operating
system.

Figure 1-60 Selecting a version

Product Version: |8-O.26 v|
Operating System: |Red Hat Enterprise Linux / Oracle Linux v|
05 Version: |All v

Figure 1-61 Downloading the client package

Red Hat Enterprise Linux 6 / Oracle Linux 6 (x86, 32-bit), RPM Package Jul 1,2021 56.3M Download
Client Utilities

mysql-community-client-8.0.26-1.26.1686.rpm) VIDS: 360 340450 1b4674746ba7h7dad<ET el
Red Hat Enterprise Linux 6 / Oracle Linux 6 (x86, 64-bit), RPM Package Jul 1, 2021 54.8M Download
Client Utilities

‘mysgl-community-client-8.0,26-1.el6.x86_64.rpm VIDS: 855 e63a3ad1 0c0EBdibaaas sa 5055
Red Hat Enterprise Linux 6 / Oracle Linux 6 (x86, 32-bit), RPM Package Jul 1,2021 5.3M Download
Client Plugins

mysal-community-client-plugins-8.0.26-1.¢16.i686.rpm) VIDS: 01 £290061 ¢ 1bBee! al dalbdsSdbdi 7

4. Upload the client installation package to the ECS.
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Figure 1-62 Uploading the client package

<< t ] 4] A i
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= .cshre 1
¢
E [root@ecs-e5d6-test ~]# |}
< >

B% Remote monitoring
[] Follow terminal folder
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| [é";t] | e Cancel

||*|

M\ ecs-eSds-test

Figure 1-63 Package uploaded

t 1+ ° "]

& ?
|irnnu (SSH client,
2
5 Name Size (KE) » S5 ssion to @
[ ..
2 .ssh ? SSH-browser
cache : E‘.i}};ig;wardmg :
y :
w @ mysgl-community-client-8.0.2... 56 078 7 OIS :
3
2 +bash_fistary 0 > For more info, ctrl+click on help or visit our j
1 history 0
teshre 1
g .bashrc 1
£ .bash_profile 1
= bash_logout 1
ol cshre 1
s
5

7424168 Nov 1 16:37 m

5. Install the client.
rpm -ivh --nodeps mysql-community-client-8.0.26-1.el6.x86_64.rpm
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Figure 1-64 Installing the client

Authorized users only. All activities may be monitored and reported.

esd6-test ~]# 11
1 root root 57424168 Nov
d6-test ~I# rpm -ivh --nodeps
unity-client-8.0.
[100%]

ysql-community-client-8.0.26 - 1. edd##ddaanHRRR R H [100%]
[root@ecs-e5d6-test ~

6. Connect to the RDS for MySQL instance.
mysql -h 192.168.6.198 -P 3306 -u root -p

Figure 1-65 Connection successful

esd6-test ~]# 11
180
r-- 1 root root 57424168 Nov 1 28:85 m
s-e5d6-test ~]# mysgl -h -p
word:
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection 1d 1s 108609
Server version: 8.0.21-5 MySQL Community Server - (GPL)

Copyright (c) 2008, 2821, Oracle and/or 1ts affiliates.

Oracle 1s a registered trademark of Oracle Corporation and/or its
. Other names may be trademarks of their respective

7. Create a database, for example, db_test.
create database db_test;
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Figure 1-66 Creating a database

information_schema |
mysql |
performance_schema |

rows 1n set (8.81 sec)

mysql= create database db_test;
Query 0K, 1 row affected (8.080 sec)

information_schema
mysql
performance_schema

8. Create a table, for example, t_test.
create table t_test(id int(4), name char(20), age int(4));

Figure 1-67 Creating a table

- use db_test;

e changed
mysql> show tables;
Empty set (8.00 sec)

mysql> create table t_test(id int(4),name char(2e),age int(4));
Query 0K, 8 rows affected, 2 warnings (8.03 sec)

char(28)

set (0.88 sec)

9. Insert one data record to the table.
insert into t_test(id, name, age) values(1, 'zhangsan', 30);
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Figure 1-68 Inserting data

mysql> i1nsert into t_test(id, name, age) values(1l, 'zhangsan', 30);

Query 0K, 1 row affected (8.81 sec)

10. Query table data.
select * from t_test;

Figure 1-69 Querying data

set (0.01 sec)

11. Update the value of age for the data record whose id is 1 in the table.
update t_test set age=31 where id=1;

Figure 1-70 Updating data

mysgl> update t_test set age=31 where 1d=1;
Query OK, 1 row affected (8.00 sec)
Rows matched: 1 Changed: 1 Warnings: 0

12. Query the updated table data.

select * from t_test where id=1;

Figure 1-71 Querying updated data

set (0.00 sec)

13. Delete the data record whose id is 1 from the table.
delete from t_test where id=1;

Figure 1-72 Deleting table data

mysql> delete from t_test where 1d=1;
Query 0K, 1 row affected (8.81 sec)

* from t_test;
(0.88 sec)
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14. Delete the table structure.
drop table t_test;

Figure 1-73 Deleting table structure

mysgl> drop table t_test;
Query 0K, 0 rows affected (9.081 sec)

mysql> show tables;
Empty set (0.00 sec)

WELIE |
15. Delete the database.
drop database db_test;
Figure 1-74 Deleting a database

mysql> drop database db_test;
Query 0K, 0 rows affected (08.01 sec)

information_schema |
mysql |
performance_schema |

rows 1n set (0.88 sec)

mysql=>
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Getting Started with RDS for MariaDB

2.1 Operation Guide

You can create and connect to DB instances on the RDS console.
Flowchart

Figure 2-1 Flowchart

Start

Create an RDS DB
instance.

Connect to the RDS DB
instance.

End
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Procedure

Table 2-1 Related operations and references

Operation Reference

Creating an RDS DB Step 1: Buy a DB Instance
instance

Connecting to an RDS | Step 2: Connect to a DB Instance
DB instance

2.2 Step 1: Buy a DB Instance

Scenarios
This section describes how to buy a DB instance on the RDS console.
RDS for MariaDB only supports the pay-per-use billing mode. RDS allows you to
tailor your compute resources and storage space to your business needs.
Prerequisites
e You have registered a Huawei ID and enabled Huawei Cloud services.
e You can create an IAM user or user group on the IAM console and grant it
specific operation permissions, to perform refined management on Huawei
Cloud. For details, see Creating a User and Granting Permissions.
e  Your account balance is greater than or equal to $0 USD.
Procedure

Step 1 Go to the Buy DB Instance page.

Step 2 On the displayed page, select a billing mode, configure parameters about your
instance, and click Next.
e Billing Mode: Select Pay-per-use.
e Basic information
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Figure 2-2 Basic information

Billng Made Yearly/Monthly m [0}

fegion Ap-ganghok

OB Instante Mame 1ds-a8td| ®

DB Engine MySL PostgreSQL Mirrasaft SQL Server m £3rn more

DB Engine Version 105

08 istana Type: ) Primary/Sandy Single

Storage Type (oud 550 £am mare
Primary AZ 1 atl al

al a

Sandby A2 (3)

ime Zone UTCe08:00) Bujing, Chongging, Hong.. +

Table 2-2 Basic information

Parameter | Description

Region Region where your resources are located.

NOTE
Products in different regions cannot communicate with each other
through a private network. After a DB instance is created, the region
cannot be changed. Therefore, exercise caution when selecting a

region.
DB Must start with a letter and consist of 4 to 64 characters.
Instance Only letters (case-sensitive), digits, hyphens (-), and
Name underscores () are allowed.

- If you intend to buy multiple DB instances at a time, the
allowed length for each instance name will change.

- If you buy multiple DB instances at a time, they will be
named /nstance-00017, instance-0002, and so on. (/nstance
indicates the DB instance name you specify.)

DB Engine | MariaDB

DB Engine

- For details, see DB Engines and Versions.
Version
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Parameter | Description

DB - Primary/Standby: uses an HA architecture with a primary
Instance DB instance and a synchronous standby DB instance. It is
Type suitable for production databases of large- and medium-

sized enterprises in Internet, Internet of Things (IoT), retail
e-commerce sales, logistics, gaming, and other sectors. The
standby DB instance improves instance reliability and is
invisible to you after being created.

- Single: uses a single-node architecture, which is more cost-
effective than primary/standby DB instances. It is only
recommended for development and testing of microsites,
and small and medium enterprises, or for learning about
RDS.

AZ An AZ is a physical region where resources use independent
power supply and networks. AZs are physically isolated but
interconnected through an internal network. Some regions

support both single-AZ and multi-AZ deployment and some
only support single-AZ deployment.

To achieve high reliability, RDS will automatically deploy your
primary and standby instances in different physical servers
even if you deploy them in the same AZ.

You can deploy primary and standby instances in a single AZ
or across AZs to achieve failover and high availability.

Storage Determines the DB instance read/write speed. The higher the
Type maximum throughput is, the higher the DB instance read/
write speed can be.

Cloud SSD: cloud drives used to decouple storage from
compute. The maximum throughput is 350 MB/s.

Time Zone | You need to select a time zone for your instance based on the
region hosting your instance. You can select a time zone
during instance creation and change it later as needed.

e Specifications and storage
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Figure 2-3 Specifications and storage

Instance Class General-purpase Dedicated

VCPU | Memary IPvé

(® 2PUs|4GB Mot supported
2vCPUs | 8 GB Mot supported
4 v(PUs | 8 GB Mot supported
4 v(PUs |16 GB Mot supported

8 vPUs | 16 GB Mot supported

8 CPUs | 32 GB Mot supported

DB Instance Specfications  General-purpose | 2 vCPUs | 4 GB

Storage Space (GB) U} o+ G
40 830 1620 2410 4,000

RDS pravides free backup storage spare of the same size as your purchased storage space. After the free backup space is used up, charges are applied based on the OBS pricing details

Table 2-3 Specifications and storage

Parameter Description

Instance Refers to the vCPU and memory of a DB instance. Different
Class instance classes have different numbers of database
connections and different maximum IOPS.

After a DB instance is created, you can change its vCPU and
memory. For details, see Changing a DB Instance Class.

Storage Contains the system overhead required for inodes, reserved
Space (GB) blocks, and database operation.

After a DB instance is created, you can scale up its storage
space. For details, see Scaling up Storage Space.
NOTE

Storage space can range in size from 40 GB to 4,000 GB and can be
scaled up only by a multiple of 10 GB.

e Network and database configuration
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Figure 2-4 Network and database configuration

we @

Security Group  (3)

Administrator

Administrator Password

Confirm Password

Parameter Template

®
wpc-default v | C | subnet-default(192

fter the RDS instance s created, the VPC cannot be changed

dws-tast-6000 v | C view Security Group

Security Group Rules v

root

Default-MariaDB-10.5 v | C View Parameter Template

¥ | C View Project Management

Table 2-4 Network

the VPC console.

C  View predefined tags

Parameter

Description

VPC

default.
NOTICE

A virtual network in which your RDS DB instances are
located. A VPC can isolate networks for different
workloads. You can select an existing VPC or create a VPC.
For details about how to create a VPC, see "Creating a
VPC" in Virtual Private Cloud User Guide.

If no VPC is available, RDS allocates a VPC to you by

After a DB instance is created, the VPC cannot be changed.

Subnet

Improves network security by providing dedicated network
resources that are logically isolated from other networks.
Subnets take effect only within an AZ. The Dynamic Host
Configuration Protocol (DHCP) function is enabled by
default for subnets in which you plan to create RDS DB
instances and cannot be disabled.

A floating IP address is automatically assigned when you
create a DB instance. You can also enter an unused IPv4
floating IP address in the subnet CIDR block.
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Parameter Description
Security Enhances security by controlling access to RDS from other
Group services. A network access control list (ACL) can help

control inbound and outbound traffic of subnets in your
VPC. Ensure that the security group you select allows the
client to access the DB instance.

If no security group is available or has been created, RDS
allocates a security group to you by default.

Table 2-5 Database configuration

Parameter | Description

Administrat | The default login name for the database is root.

or

Administrat | Must consist of 8 to 32 characters and contain the following

or character types: uppercase letters, lowercase letters, digits,

Password and special characters (~!@#$%/*-_=+?,()&). Enter a strong
password and periodically change it for security reasons.
If the password you provide is regarded as a weak password
by the system, you will be prompted to enter a stronger
password.
Keep this password secure. The system cannot retrieve it.
After a DB instance is created, you can reset this password.
For details, see Resetting the Administrator Password.

Confirm Must be the same as Administrator Password.

Password

Parameter | Contains engine configuration values that can be applied to

Template one or more DB instances. If you intend to create a primary/
standby DB pair, they use the same parameter template.
You can modify the instance parameters as required after the
DB instance is created. For details, see Modifying
Parameters in a Parameter Template.

Table Specifies whether table names are case sensitive.

Name NOTE

The case sensitivity of table names for created instances cannot be
changed.

Enterprise If your account has been associated with an enterprise

Project project, select the target project from the Enterprise Project
drop-down list.
For more information about enterprise projects, see
Enterprise Management User Guide.

Tags
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Table 2-6 Tags

Parameter | Description

Tag Tags an RDS DB instance. This parameter is optional. Adding
tags to RDS DB instances helps you better identify and
manage the DB instances. A maximum of 20 tags can be
added for each DB instance.

After a DB instance is created, you can view its tag details on
the Tags page. For details, see Managing Tags.

e Quantity

Table 2-7 Batch purchase

Parameter Description

Quantity RDS supports DB instance creation in batches. If you
choose to create primary/standby DB instances and set
Quantity to 1, a primary DB instance and a standby DB
instance will be created synchronously.

(11 NOTE

e If you have any questions about the price, click Pricing details at the bottom of the
page.

e The performance of your DB instance depends on its configurations. Hardware
configuration items include the instance specifications, storage type, and storage space.

Step 3 Confirm the specifications.
e If you need to modify your settings, click Previous.
e If you do not need to modify your settings, click Submit.

Step 4 To view and manage your DB instance, go to the Instances page.

e When your DB instance is being created, the status is Creating. The status
changes to Available after the instance is created. To view the detailed
progress and result of the creation, go to the Task Center page.

e The automated backup policy is enabled by default. You can change it after
the DB instance is created. An automated full backup is immediately triggered
once your DB instance is created.

e After a DB instance is created, you can enter a description for it.

e The default database port is 3306. You can change it after a DB instance is
created.

(1] NOTE

You are advised to change the default database port in a timely manner. For details,
see Changing a Database Port.

--—-End
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2.3 Step 2: Connect to a DB Instance

2.3.1 Overview

An RDS DB instance can be connected through a private network, Data Admin
Service (DAS), or a public network.

Table 2-8 RDS connection methods

Conne | IP Scenarios Description

ct Address

Throu

gh

DAS No IP DAS enables you to manage e Easy to use,
address | databases on a web-based console secure, advanced,
required | and provides you with database and intelligent

development, O&M, and intelligent
diagnosis to make it easy to use and
maintain your databases. The
permissions required for connecting
to DB instances through DAS are
enabled by default.

e Recommended

Private | Floating | RDS provides a floating IP address e Secure and

netwo | IP by default. excellent

rk If your applications are deployed on performance
an ECS that is in the same region e Recommended

and VPC as your DB instance, you
are advised to use a floating IP
address to connect to the DB
instance through the ECS.
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Conne | IP Scenarios Description
ct Address
Throu
gh
Public | EIP If you cannot access a DB instance e A relatively lower
netwo through a floating IP address, bind level of security
rk an EIP to the DB instance and compared to
connect the DB instance through the other connection
EIP. methods
e To achieve a
higher

transmission rate
and security
level, you are
advised to
migrate your
applications to
an ECS that is in
the same VPC as
your RDS DB
instance and use
a floating IP
address to access
the DB instance.

e You need to
purchase an EIP.
For details, see
EIP billing
details.

(11 NOTE

e VPC: Virtual Private Cloud

e ECS: Elastic Cloud Server

e |If the ECS is in the same VPC as your RDS DB instance, you do not need to apply for an
EIP.

Figure 2-5 illustrates the connection over a private network or a public network.
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Figure 2-5 DB instance connection

,__._

Connect through a private network (ECS and RDS in the
same security group)

o Connect through a private network (ECS and RDS in
different security groups)

o Connect through a public network

2.3.2 Connecting to a DB Instance Through a Private Network

2.3.2.1 Overview

Process

Figure 2-6 illustrates the process of connecting to an RDS for MariaDB instance
through a private network.
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Figure 2-6 Connecting to a DB instance through a private network

Start

Buy a DB instance. Configure information about RDS for MariaDB instance specifications,
storage, and netwark as required to buy a DB instance.

#|fthe ECS and RDS DB instance are in the same security group:
They can communicate with each other by default. Mo configuration is
required.

*|fthe ECS and RDS DB instance are in different security groups:
You need to configure security group rules for them separately.

Configure security group
rules.

. You can connectto the RDS for MariaDB instance using a clientin
Connect to the DB instance. either of the following ways: non-SSL connection and SSL connection.
(S3L encrypts connections to databases and is more secure.)

End

2.3.2.2 Configuring Security Group Rules

Before you can connect to your DB instance, you need to create security group
rules to enable specific IP addresses and ports to access your RDS DB instance.
This section describes how to configure an inbound rule for a DB instance.

Context
A security group is a collection of access control rules for ECSs and RDS DB
instances that have the same security protection requirements and are mutually
trusted in a VPC.

Scenarios

First check whether the ECS and RDS DB instance are in the same security group.

e If they are in the same security group, they can communicate with each other
by default. No security group rule needs to be configured. Go to Connecting
to a DB Instance Using a MariaDB Client.

e If they are in different security groups, configure security group rules for
them, separately.

- RDS DB instance: Configure an inbound rule for the security group with
which the RDS DB instance is associated.

- ECS: The default security group rule allows all outgoing data packets. In
this case, you do not need to configure a security group rule for the ECS.
If not all outbound traffic is allowed in the security group, you need to
configure an outbound rule for the ECS.
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For details about the requirements of security group rules, see Adding a Security
Group Rule in Virtual Private Cloud User Guide.

Constraints

The default security group rule allows all outgoing data packets. ECSs and RDS DB

instances can access each other if they are in the same security group. After a

security group is created, you can configure security group rules to control access

from and to the DB instances in the security group.

e By default, you can create a maximum of 100 security groups in your cloud
account.

e By default, you can add up to 50 security group rules to a security group.

e One RDS instance can be associated only with one security group, but one
security group can be associated with multiple RDS instances.

e Too many security group rules will increase the first packet latency. You are
advised to create no more than 50 rules for a security group.

e To enable access to an RDS DB instance from resources outside the security
group, you need to configure an inbound rule for the security group
associated with the RDS DB instance.

(1 NOTE

To ensure the security of your data and DB instances, you are advised to use the principle of
least privilege for database access. Change the database port (default value: 3306), and set
the IP address to the remote server's address or any IP address in the remote server's
smallest subnet to control the access from the remote server.
The default value of Source is 0.0.0.0/0, indicating that RDS DB instances in the security
group can be accessed from any IP address.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and a project.

Step 3 Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

Step 4 On the Instances page, click the DB instance name.

Step 5 In the navigation pane, choose Connectivity & Security. In the Security Group
Rules area, click the security group name.
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Figure 2-7 Security group rules

< default

Summary Inbound Rules Cutbound Rules Associated Instances

Mame default

C 4f u)

J
[1:]

default

Descrintion Default security group

Step 6 On the Inbound Rules tab, click Add Rule. In the displayed dialog box, set
required parameters to add an inbound rule.

To add more inbound rules, click @

Figure 2-8 Adding an inbound rule
Add Inbound Rule Learn more about security group configuration.
o Some security group rules will not take effect for ECSs with certain specifications. Learn mare

Security Group uetaun{

import multiple rules

Priority  (7) Action (7} Protocol & Port () Type Source (7} Description Operation
ProtocolsTCP (Custo - IP address -
Allowy v 1Pv4 v Renplicate
0.0.0.0:0
(®) Add Rule
m Cancel
Table 2-9 Inbound rule parameter description
Parameter | Description Example Value

Priority Security group rule priority. 1
Value range: 1 to 100. The
default priority is 1 and has the
highest priority. The security
group rule with a smaller value
has a higher priority.
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Parameter

Description

Example Value

Action

Security group rule action. Its
value can be:

e Allow: Access from the
source is allowed to cloud
servers in the security group
over specified ports.

e Deny: Access from the source
is denied to cloud servers in
the security group over
specified ports.

Deny rules take precedence over
allow rules of the same priority.

Allow

Protocol &
Port

Protocol: network protocol.
Available options: All, TCP, UDP,
ICMP, or GRE.

Protocols/TCP (Custom ports)

Port: the port over which the
traffic can reach your DB
instance.

RDS for MariaDB instances can
use database ports 1024 to
65535, excluding 12017 and
33071, which are reserved for
RDS system use.

3306

Type

Supported source IP address
type. Its value can be:

e |Pv4
e |Pv6

IPv4

Source

The source in an inbound rule is
used to match the IP address or
address range of an external
request. The source can be:

e Single IP address:
192.168.10.10/32 (IPv4
address)

e |P address segment:
192.168.1.0/24 (IPv4 address
segment)

e All IP addresses: 0.0.0.0/0
(any IPv4 address)

e Security group: sg-abc

e |P address group: ipGroup-
test

0.0.0.0/0
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Parameter

Description

Example Value

Description

Supplementary information
about the security group rule.
This parameter is optional.

The description can contain a
maximum of 255 characters and
cannot contain angle brackets
(<) or (>).

N/A

Step 7 Click OK.
----End

2.3.2.3 Connecting to a DB Instance Using a MariaDB Client

You can connect to a DB instance through a Secure Sockets Layer (SSL)
connection or a non-SSL connection. SSL encrypts connections to your DB

instance, making in-transit data more secure.

Prerequisites

1.  You have logged in to an ECS.

- For details on how to create and log in to an ECS, see Purchasing an ECS

and Logging In to an ECS.

- To connect to a DB instance through an ECS, you must ensure that:

®  The ECS and DB instance are in the same VPC.

®  The ECS is allowed by the security group to access the DB instance.

o

2. You have installed a database client to connect to DB instances.
You can use a database client to connect to the target DB instance in Linux or

Windows.

- In Linux, install a MariaDB client on a device that can access RDS. It is
recommended that you download a MariaDB client running a version

If the security group associated with the DB instance is the
default security group, you do not need to configure security

group rules.

If the security group associated with the DB instance is not the
default security group, check whether the security group rules
allow the ECS to connect to the DB instance. For details, see

Configuring Security Group Rules.

If the rules allow the access from the ECS, you can connect to

the DB instance through the ECS.

If the rules do not allow the access from the ECS, you need to
add a security group rule allowing the ECS to access the DB

instance.

later than that of the DB instance.

- In Windows, you can use any common database client to connect to the

target DB instance in a similar way.
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Connecting to a DB Instance Using Commands (SSL Connection)

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Log in to the management console.

Click in the upper left corner and select a region and a project.

Click = in the upper left corner of the page and choose Databases > Relational
Database Service.

On the Instances page, click the instance name to go to the Basic Information
page.

In the DB Information area, check whether SSL is enabled.

e If yes, go to Step 6.

e If no, click . In the displayed dialog box, click OK. Then, go to 6.

Click X1 next to the SSL field to download Certificate Download.zip, and extract
the root certificate ca.pem and bundle ca-bundle.pem from the package.

Import the root certificate ca.pem to the Linux or Windows. For details, see How
Can | Import the Root Certificate to a Windows or Linux OS?

Connect to the RDS for MariaDB instance. In Linux, for example, run the following
command:
e Method 1
mysql -h <host> -P <port>-u <userName> -p --ssl-ca=<caName>
Example:
mysql -h 172.16.0.31 -P 3306-u root -p --ssl-ca=ca.pem
e Method 2
mysql -h <host> -P <port>-u <userName> -p --ssl-capath=<caPath>

Table 2-10 Parameter description

Parameter Description

<host> Floating IP address. To obtain this parameter, go to the Basic
Information page of the DB instance and view the floating IP
address in the Connection Information area.

<port> Database port. By default, the value is 3306. To obtain this
parameter, go to the Basic Information page of the DB
instance and view the database port in the Connection
Information area.

<userName> RDS account used for logging in to the DB instance. The
default account is root.

<caName> Name of the CA certificate. The certificate should be stored in
the directory where the command is executed.

<caPath> Path of the CA certificate.
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Step 9 Enter the password of the database account if the following information is
displayed:

Enter password:

Figure 2-9 Connection example

WM home 1# mysgl -h &5 % -P 3386 -u root -p --ssl-ca=/homersca.pem

clcome to the MariaDB monitor. Commands end with : or Ng.
our MariaDB commection id is 199514
Berver version: 18.5.16-221188-MariaDB-log MairaDB Community Server - (GPL)

opyright (c) 2888, 2818, Oracle, MariaDB Corporation Ab and others.

ype "help:’ or 'sh’ for help. Type ‘“c’ to clear the current input statement.

--—-End

2.3.3 Connecting to a DB Instance Through a Public Network

2.3.3.1 Overview

Process

Figure 2-10 illustrates the process of connecting to an RDS for MariaDB instance
through a public network.

Figure 2-10 Connecting to a DB instance through a public network

Start

B DB insta .Configure information about RDS for MariaDB
Lt LEEILD instance specifications, storage, and netwaork
resources as required to buy a DB instance.

The Elastic IP service provides independent public IP
Bind an EIP. addresses and bandwidth. You can apply for an EIP
and bind it to the DB instance.

o
[=)
=
]
=
D
@

curity group Configure an inbound rule for the DB instance to allow
: access fram public resources.

Use a client to connect to the RDS for MariaDB
instance through a non-SSL connection or an SSL
connection (which encrypts data and is more secure).

Connect to the DB instance.
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2.3.3.2 Binding an EIP

Scenarios

You can bind an EIP to a DB instance for public accessibility and can unbind the

EIP from the DB instance as required.

Precautions

e You need to configure security groups and enable specific IP addresses and

ports to access the target DB instance. Before accessing the DB instance, add
an individual IP address or an IP address range that will access the DB

instance to the inbound rule. For details, see Configuring Security Group

Rules.

e Traffic generated by the public network is charged. You can unbind the EIP
from the DB instance when the EIP is no longer used.

Binding an EIP

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and a project.

Step 3 Click — in the upper left corner of the page and choose Databases > Relational

Database Service.

Step 4 On the Instances page, click the target DB instance.

Step 5 In the navigation pane on the left, choose Connectivity & Security. In the

Connection Information area, click Bind next to the EIP field.

Figure 2-11 Binding an EIP
k rds-aBb5 € avalabe

Basic Information

© we would much appreciate if you could complste our questionnaire on RDS.Your faedback wil help us provide a better user experience.

Badkups & Restorations

Connectivity & Security
Connection Information

Accounts

192.163.0231 O

Databases

s 2.6)

Logs

Parameters

Tags Connection Topology Private Connection Public Connection

Step 6 In the displayed dialog box, select an EIP and click Yes.

No EIP bound Bind

Cortfficate
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Figure 2-12 Selecting an EIP

x
Bind EIP
@ For security purposes, after the EIP is bound, use SSL to connect to the database and add inbound and
outbound rules in the security group.
Select EIP C
EIP Status Bandwidth
O] @® Unbound 5 Mbit/s

Step 7 On the Connectivity & Security page, view the EIP that has been bound to the

DB instance.

You can also view the progress and result of binding an EIP to a DB instance on
the Task Center page.

--—-End

2.3.3.3 Configuring Security Group Rules

Context

Constraints

Before you can connect to your DB instance, you need to create security group
rules to enable specific IP addresses and ports to access your RDS DB instance.
When you attempt to connect to an RDS DB instance through an EIP, you need to
configure an inbound rule for the security group associated with the DB instance.

A security group is a collection of access control rules for ECSs and RDS DB
instances that have the same security protection requirements and are mutually
trusted within a VPC.

The default security group rule allows all outgoing data packets. ECSs and RDS DB

instances can access each other if they are in the same security group. After a
security group is created, you can configure security group rules to control access
from and to the DB instances in the security group.

e By default, you can create a maximum of 100 security groups in your cloud
account.
e By default, you can add up to 50 security group rules to a security group.

e One RDS instance can be associated only with one security group, but one
security group can be associated with multiple RDS instances.

e Too many security group rules will increase the first packet latency. You are
advised to create no more than 50 rules for a security group.
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e To enable access to an RDS DB instance from resources outside the security
group, you need to configure an inbound rule for the security group
associated with the RDS DB instance.

L] NOTE
To ensure the security of your data and DB instances, you are advised to use the principle of
least privilege for database access. Change the database port (default value: 3306), and set

the IP address to the remote server's address or any IP address in the remote server's
smallest subnet to control the access from the remote server.

The default value of Source is 0.0.0.0/0, indicating that RDS DB instances in the security
group can be accessed from any IP address.
Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and a project.

Step 3 Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

Step 4 On the Instances page, click the DB instance name.
Step 5 In the navigation pane, choose Connectivity & Security. In the Security Group

Rules area, click the security group name.

Figure 2-13 Security group rules

% default

Summary nbound Rules Cutbound Rules Associated Instances

lame default
C 4F O
Enterprise Project  default

escription Default security group

Step 6 On the Inbound Rules tab, click Add Rule. In the displayed dialog box, set
required parameters to add an inbound rule.

@

R

To add more inbound rules, click .
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Figure 2-14 Adding an inbound rule

Add Inbound Rule  Learn more about security group configuration.

0 Some security group rules will not take effect for ECSs with certain specifications. Learn mare

Security Group uetaun{

import multiple rules

Priority  (7) Action (7}

Protocol & Port ()

ProtocolsTCP (Custo

IF address

Allow v 1P

0.0.0.0i0

(®) Add Rule

Cancel

Table 2-11 Inbound rule parameter description

Source (7}

Description Operation

Renplicate

Parameter | Description

Example Value

Priority Security group rule priority.

Value range: 1 to 100. The
default priority is 1 and has the
highest priority. The security
group rule with a smaller value
has a higher priority.

1

Action Security group rule action. Its

value can be:

e Allow: Access from the
source is allowed to cloud
servers in the security group
over specified ports.

Deny: Access from the source
is denied to cloud servers in
the security group over
specified ports.

Deny rules take precedence over
allow rules of the same priority.

Allow

Protocol &
Port

Protocol: network protocol.
Available options: All, TCP, UDP,
ICMP, or GRE.

Protocols/TCP (Custom ports)

Port: the port over which the
traffic can reach your DB
instance.

RDS for MariaDB instances can
use database ports 1024 to
65535, excluding 12017 and
33071, which are reserved for
RDS system use.

3306
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Parameter

Description

Example Value

Type

Supported source IP address
type. Its value can be:

e |Pv4
e |Pv6

IPv4

Source

The source in an inbound rule is
used to match the IP address or
address range of an external
request. The source can be:

e Single IP address:
192.168.10.10/32 (IPv4
address)

e |P address segment:
192.168.1.0/24 (IPv4 address
segment)

e All IP addresses: 0.0.0.0/0
(any IPv4 address)

e Security group: sg-abc

e |P address group: ipGroup-
test

0.0.0.0/0

Description

Supplementary information
about the security group rule.
This parameter is optional.

The description can contain a
maximum of 255 characters and
cannot contain angle brackets
(<) or (>).

N/A

Step 7 Click OK.

--—-End

2.3.3.4 Connecting to a DB Instance Using a MariaDB Client

You can connect to an instance through a non-SSL connection or an SSL
connection using a MariaDB client. SSL encrypts connections to your DB instance
and is more secure.

Prerequisites

1. An EIP has been bound to the target DB instance and security group rules
have been configured. The operations are as follows:

a. Bind an EIP to your DB instance.

For details about how to bind an EIP, see Binding an EIP.

b. Obtain the IP address of the ECS you use to connect to the DB instance.
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¢. Configure security group rules.

Add the IP address obtained in 1.b and the DB instance port to the
inbound rule of the security group.

For details about how to configure a security group rule, see Configuring
Security Group Rules.

d. Run the ping command to check the connectivity between the ECS and
the EIP that has been bound to the DB instance in 1.a.

2. You have installed a database client to connect to DB instances.

You can use a database client to connect to the target DB instance in Linux or
Windows.

- In Linux, you need to install a MariaDB client on your device. It is
recommended that you download a MariaDB client running a version
later than that of the DB instance.

- In Windows, you can use any common database client to connect to the
target DB instance in a similar way.

Connecting to a DB Instance Using Commands (SSL Connection)

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Log in to the management console.

Click 7 in the upper left corner and select a region and a project.

Click = in the upper left corner of the page and choose Databases > Relational
Database Service.

On the Instances page, click the instance name to go to the Basic Information
page.

In the DB Information area, check whether SSL is enabled.

e If yes, go to 6.

e If no, click . In the displayed dialog box, click OK. Then, go to 6.

Click = next to the SSL field to download Certificate Download.zip, and extract
the root certificate ca.pem and bundle ca-bundle.pem from the package.

Import the root certificate ca.pem to the Linux or Windows. For details, see How
Can | Import the Root Certificate to a Windows or Linux OS?

Connect to the RDS for MariaDB instance. In Linux, for example, run the following
command:
e Method 1
mysql -h <host> -P <port>-u <userName> -p --ssl-ca=<caName>
Example:
mysql -h 172.16.0.31 -P 3306-u root -p --ssl-ca=ca.pem
e Method 2
mysql -h <host> -P <port> -u <userName> -p --ssl-capath=<caPath>
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Table 2-12 Parameter description

Parameter Description
<host> EIP of the DB instance to be connected.
<port> Port of the DB instance to be connected.

<userName> | RDS account used for logging in to the DB instance. The
default account is root.

<caName> Name of the CA certificate. The certificate should be stored
in the directory where the command is executed.

<caPath> Path of the CA certificate.

Step 9 Enter the password of the database account if the following information is

displayed:

Enter password:

Figure 2-15 Connection example

[root(Wanm Rt b home 1 mysql -h % -P 3396 -u root -p --ssl-ca=/homesca.pem
Enter password:

lWelcome to the MariaDB monitor. Commands end with  or Ng.

Your MariaDB commection id is 19914

Server version: 18.5.16-ZZ1188-MariaDB-log MairaDB Community Server - (GFL)

Copyright (c) 2888, 2818, Oracle, MariaDB Corporation Ab and others.

Type “help:’ or '\h’ for help. Type '\c' to clear the current input statement.

MariaDB [ (none) 1>

(11 NOTE

If the connection fails, ensure that preparations have been correctly made in Prerequisites
and try again.

--—-End

2.3.4 Connecting to a DB Instance Through DAS

Scenarios

Procedure

Data Admin Service (DAS) enables you to connect to and manage DB instances
with ease on a web-based console. The permission required for connecting to DB
instances through DAS has been enabled for you by default. Using DAS to connect
to your DB instance is recommended, which is more secure and convenient.

Step 1 Log in to the management console.

Step 2 Click in the upper left corner and select a region and a project.
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Step 3 Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

Step 4 On the Instances page, locate the DB instance and click Log In in the Operation
column.

Figure 2-16 Logging in to an instance

Name/ID Descri.. DB Inst.. DB Engine Ver. st. Billing..  Floati.. E. Datab..  Storag.. Operation
e . single - =4 Pay-per-U: o l View Metric More
(2 . s 5.  MariaDE 10516 ™ e, default 3306 Cloud .. View Metric More

Alternatively, click the DB instance name on the Instances page. On the displayed
Basic Information page, click Log In in the upper right corner of the page.

Figure 2-17 Logging in to an instance

< rds-v Available @© Feedback Log In View Metric

DB Instance Topolegy

D8 Instance]

replica-caf6

Step 5 On the displayed login page, enter the username and password and click Log In.

Figure 2-18 Login page

Instance Login Information

DE Instance Name rds-\ DE Engine Version MariaDB 10.5
* Login Username root
* Password Test Connection

Remember Password

Description

Collect Metadata

Peric

--—-End
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2.4 Example: Buy and Connect to an RDS for MariaDB
Instance

This example illustrates how to purchase an RDS for MariaDB instance and
connect to it from a Linux ECS over a private network.

e Step 1: Buy an RDS for MariaDB Instance
e Step 2: Buy an ECS
e Step 3: Connect to the RDS for MariaDB Instance

Figure 2-19 Example diagram
VPC

Security group A Security group B

Access denied
Access allowed

Inbound rules required
— Sl S
S %

ECS RDS ECS

Step 1: Buy an RDS for MariaDB Instance

1. Go to the Buy DB Instance page.

2. Configure the instance information and click Next. Keep the region, AZ, VPC,
and security group of the DB instance the same as those of the ECS.
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Figure 2-20 Selecting an engine version

Hiling Mode earlyMorthly 4]

fegion Ap-ganghok v
Regions are geagraphic areas isalated from each other. Resources are region-specfic and cannot be used arass regions through inte conmectians. For low netwark atency and quick resource access, select the neare
DB instanee Mame 1ds-aftd] ®
I you buy rutple DB inctances 2t 2 trne, they il be named with four e 3ppended in the format "DB instanee name-SN".For exarnpl, i the DB instance name i instane, the fire inctan naed 28 instance-0001, the setond ¢ instante-D00Z, and

DB Engine MysaL PostgresQL Mirosaft 5L Server - Learn more

DB Engine Yersion “
08 istana Type: ) Primary/Standhy Singla

Primaryfstandby HA architecture i suitable for production databases in large- and medium-sized enterprises, or for applicstions in Internet, o7, retail e-tommerce, logistcs, and gaming industries

Primary AZ atl at
Sandby A2 (3) “ atl an

Mult-AZ deplayment provides disaster re g AZS

Time Zone (UTCe08:00) Buljing, Chongging, Hong.. ¥

Figure 2-21 Selecting an instance class

Instance Class Dediated

vCPU | Memary Ivé

(®) 2vPUs 4GB Mot supported
2uCPUs | 8 GB Mot supported
4yCPUs | 8 GB Mot supported
4 vCPUs | 16 GB Mot supported
8 vCPUs | 16 GB Mot supported
8 vCPUs | 32 GB Mot supported

DB Instance Specifications — General-purpose | 2 vEPUs | 4 GB

Storage Space (GE) @ 0o+ G

40 530 1,630 2410 4,000

RDS provides free backup storage space of the same size as your purchased storage space. After the free backup space is used up, charges are applied based on the OB pricing details.

Figure 2-22 Configuring network information

(& Relationship amang YPCs, subnets, security groups, and DB instances

Ve (3) default_vpc (| default_subnet(182.168.0.0¢24) v C
After the RDS instance is created, the VPC cannot be changed. ECSs in different VPCs cannat communicate with each other by default. If you want to ereate a WPC, ga to the VPC console,
AN EIP is required if you want to access DB instances through a public netwark ~ View EIP

Security Group (%) default v | C view Security Group

Security Group Rules v
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Figure 2-23 Setting a password

Administrator roat

Administrator Password Keep your password secure. The systern cannot retrieve your password.
Confirm Password

Parameter Template Default-MariaDe-10.5 v

G View Parameter Template

Enterprize Rroject @ G Wiew Projert Management

3. View the purchased RDS instance.

Figure 2-24 Instance successfully purchased

More ~ cllel o
Q
Name/ID |= Description DB Instance T, (= DB Englne Version = Status (= Billng Mede  Floating IPA..  Enterprise P, Database Po..  StorageType  Operation
Primarystandby Pay-per-Use
JuOUsj4gp  MErEDE10516 AGIDE  Cpupeg on £ 192168 default 2308 Coud S50 View Metric| More v

Step 2: Buy an ECS

1. Go to the Buy ECS page.
2. Configure basic settings and click Next: Configure Network. Keep the region

and AZ of the ECS the same as those of the RDS for MariaDB instance to be
connected.

Figure 2-25 Basic configurations

x "
v El v ©
Specifcations Latest generation <] verus [ < | Memory + | Favor Name Q
VCPUS | Memory(GiB) 4= cPu iz Assured | Maximum Bandwidth @ = Packets Per Second (PPS) D I=  IPv6

8VCPUs | 16 GIB. 45 /15 Gbitjs. <
B e Regi
Q + B Next: Configure Network
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Figure 2-26 Selecting an image

48 Cent0S v CentOS 82 E4Dit(40GE) + C
Host Secury [Jeme ©
Sysiem Disk Highll0 v 0 |+ |68 10PS it 2,120 I0PS buslimit 5000 (3)

Quanity 1 4| Ecspree ® Next: Configure Network

3. Configure the ECS network information and click Next: Configure Advanced
Settings. Keep the VPC and security group of the ECS the same as those of
the RDS for MariaDB instance to be connected.

Figure 2-27 Network settings

Network e M) Zle

c )
‘‘‘‘‘‘ ot @ ®
pame Toram P 00000
ngngngng -
v rm ‘ Tor a0 P 00000
fame wor: 11 o 00000 Coss
ngngngng
. .
Figure 2-28 Selecting an EIP
EP (@) Auto assign Use existing Notrequired (3
EIP Type Dynamic BGP Static BGP
Greater than or equal to 99.95% service availabily rate
Billed By Bandwidth SR Traffic Shared bandwidth
’ For heavy/stable traffic For light/sharply fluctuating traffic For staggered peak hours
Billed based on total traffic irespective of usage duration; configurable maximum bandwidth size.
Bandwidth Size 5 10 20 50 100 Custom 1 + | The bandwidth can be from 1 to 300 Mbit/s
Anti-DDoS protectior
Release Option Release with ECS ()

4. Configure the ECS password and click Next: Confirm.
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Figure 2-29 Advanced settings
1) Conn Setin 3) Configure Network ——— (E) Configure Ady

aaaaaaa

asswora

Cloud Backup and

ccccccc

5. Confirm the configurations and click Submit.

Figure 2-30 Confirming the configurations

—_— - Qo
— .
twork 2.
AAAAA 2
<« @

6. View the purchased ECS.

Step 3: Connect to the RDS for MariaDB Instance

1. Use a Linux remote connection tool (for example, MobaXterm) to log in to

the ECS. Enter the EIP bound to the ECS for Remote host.
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Figure 2-31 Creating a session

N @ E X ¥ L@ » E m @ X ek

SSH | Telnet Rsh  Xdmcp RDP VNG FTP SFTP  Serial File Shell  Browser Mosh Aws S3  WSL

Basic SSH settings

Advanced SSH settings Bl Terminal settings * Metwork settings Bookmark settings

Secure Shell (S5H) session

Ok € Cancel
2. Enter the password of the ECS.

Figure 2-32 Entering the password

(root)
Terminal  Sessions  Wiew X server Tools Games Settings Macros Help
Quick connect... 2 -(root) X
& [0 User sessions s password: [I
(root)

P

[

[=]
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Figure 2-33 Successful login

Terminal  Sessions  View Xserver Tools Games Settings Macros Help

] ° Al m11.1 7
|.n’rnnU | X-server and networking tools)
E Mame Size (KE)
g m.
@ .ssh H-browser r )
cache X }.-'For'wardmg : (disabled or not su ~ted by server)
m .bash_history 1] 7 DISPLAY
=3 .
= -history 0 For more info, ctrl+click on help or visit our w
a Jteshre 1
.bashrc 1
g .bash_profile 1
g .bash_logout 1 Authorized users only. ALl activities may be monitored and reported.
= .cshrc 1 . ~ .
< Welcome to Huawel Cloud Service
5“ [root@ecs-esds-test ~1# I

Install a MariaDB client by following the instructions provided in the official
documentation.

In CentOS, for example, run the following statement:
yum install MariaDB-client

Figure 2-34 Installing a client

Connect to the RDS for MariaDB instance.
mysql -h ip -P 3306 -u root -p

Figure 2-35 Connection succeeded

-P 3386 -u root -p
Enter password
kelcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB commection id is 34567
Server version: 18.5.16-221188-MariaDB-log MairaDB Community Server - (GPL)

Copyright (c) 26888, 2818, Oracle, MariaDB Corporation Ab and others.

Type “help:” or 'sh’ for help. Type “sc’ to clear the current input statement.

Create a database, for example, mydb.
create database mydb;
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Figure 2-36 Creating a database

MariaDB [ (nonel1> show databases:

information_schema 1
mysql i
performance_schema |

3 rows in set (A.BHA sec)

MarialDB [(nomel]> create database mydhb:
Query 0K, 1 row affected (B.B1 sec)

MarialB [(nonel)]l> show databases:
i
information_schema 1
mydhb i
i
i

mysq 1
performance_schema

6. Create a table, for example, my_table.
create table my_table(id int);

Figure 2-37 Creating a table

MariaDB [mydbl> show tables:
Empty =set (H.HBH sec)

MariaDB [mydbl> create table my_tablelid int):
Query OK, B rows affected (B.81 =sec)

MariaDB [mydbl> show tables:
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Getting Started with RDS for
PostgreSQL

3.1 Operation Guide

You can create and connect to DB instances on the RDS console.
Flowchart

Figure 3-1 Flowchart

Start

Create an RDS DB
instance.

Connect to the RDS DB
instance.

End

Issue 27 (2023-07-17) Copyright © Huawei Technologies Co., Ltd. 90



Relational Database Service
Getting Started 3 Getting Started with RDS for PostgreSQL

Procedure

Table 3-1 Related operations and references

Operation Reference

Creating an RDS DB Step 1: Buy a DB Instance
instance

Connecting to an RDS | Step 2: Connect to a DB Instance
DB instance

3.2 Step 1: Buy a DB Instance

Scenarios
This section describes how to buy a DB instance on the RDS console.
RDS for PostgreSQL supports the yearly/monthly and pay-per-use billing modes.
RDS allows you to tailor your compute resources and storage space to your
business needs.
Prerequisites
e You have registered a Huawei ID and enabled Huawei Cloud services.
Procedure

Step 1 Go to the Buy DB Instance page.
Step 2 On the displayed page, configure information about your DB instance. Then, click
Next.
e RDS provides the following billing modes:
- Yearly/Monthly: If you select this mode, skip Step 3 and go to Step 4.
- Pay-per-use: If you select this mode, go to Step 3.
e Basic information
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Figure 3-2 Billing mode and basic information

Biling Mode Yearly/Manthly @

Region

DE Instance Name 1ds70c4

DE Engine MysQl

DE Engine Versior 1

DE IstanceType (3 Primary/Standby

Time Zone (UTC+0£:00) Beijing, Chongging, Hong .. ¥

Table 3-2 Basic information

Parameter

Description

Region

Region where your resources are located.

NOTE
Products in different regions cannot communicate with each
other through a private network. After a DB instance is created,
the region cannot be changed. Therefore, exercise caution when
selecting a region.

DB Instance
Name

The instance name must start with a letter and consist of
4 to 64 characters. Only letters (case-sensitive), digits,
hyphens (-), and underscores (_) are allowed.

- If you intend to buy multiple DB instances at a time,
the allowed length for each instance name will
change.

- If you buy multiple DB instances at a time, they will
be named instance-0001, instance-0002, and so on.
(instance indicates the DB instance name you specify.)

DB Engine

Set to PostgreSQL.

DB Engine
Version

For details, see DB Engines and Versions.

Different DB engine versions are supported in different
regions.

You are advised to select the latest available version
because it is more stable, reliable, and secure.
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Parameter Description
DB Instance - Primary/Standby: uses an HA architecture with a
Type primary DB instance and a synchronous standby DB

instance. It is suitable for production databases of
large and medium enterprises in Internet, Internet of
Things (loT), retail e-commerce sales, logistics,
gaming, and other sectors. The standby DB instance
improves instance reliability and is invisible to you
after being created.

An AZ is a physical region where resources use
independent power supply and networks. AZs are
physically isolated but interconnected through an
internal network. Some regions support both single
AZs and multiple AZs and some only support single
AZs.

To achieve high reliability, RDS will automatically
deploy your primary and standby instances in
different physical servers even if you deploy them in
the same AZ. If you attempt to create primary/
standby DB instances in the same AZ in a Dedicated
Computing Cluster (DCC) and there is only one
physical server available, the creation will fail.

You can deploy primary and standby DB instances in a
single AZ or across AZs to achieve failover and high
availability.

Single: uses a single-node architecture, which is more
cost-effective than primary/standby DB instances. It is
suitable for development and testing of microsites,
and small- and medium-sized enterprises, or for
learning about RDS.
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Parameter

Description

Storage Type

Determines the DB instance read/write speed. The higher
the maximum throughput is, the higher the DB instance
read/write speed can be.

- Cloud SSD: cloud drives used to decouple storage
from compute.

- Extreme SSD: uses 25GE network and RDMA
technologies to provide you with up to 1,000 MB/s
throughput per disk and sub-millisecond latency.

NOTE

- The cloud SSD and extreme SSD storage types are supported
with general-purpose, dedicated, and Kunpeng general-
enhanced DB instances.

- If you have purchased the Dedicated Distributed Storage
Service (DSS), only the storage type that you have selected
when you buy the DSS service is displayed.

- The IOPS supported by cloud SSDs depends on the 1/O
performance of Elastic Volume Service (EVS) disks. For
details, see the description about ultra-high 1/O in Disk
Types and Performance of Elastic Volume Service Service
Overview.

- The IOPS supported by extreme SSDs depends on the /O
performance of Elastic Volume Service (EVS) disks. For
details, see the description about extreme SSDs in Disk
Types and Performance of £lastic Volume Service Service
Overview.

Time Zone

You need to select a time zone for your instance based
on the region hosting your instance. You can select a
time zone during instance creation and change it later as
needed.

DB instance specifications
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Figure 3-3 DB instance specifications

Instance Class Dedicated Kunpeng general-enhanced

VCPU | Memory Recommended Connections TPS/QPs () IPve
1VCPU 2GR 800 1853707 Supported
20CPUs | 4GB 1500 3416673 Supported
@® 2vCPUs|8GB 2500 552011039 Supported
4VCPUS| 8 GB 2500 75615122 Supported
4vCPUs| 16 GB 5,000 1,06221,249  Supported
8VCPUs | 16 GB 5,000 133826756 Supported

|
Storage Space “.
0

General-purpose | 2 vCPUs | 8 GB, Recommended Connections: 2,500, TPS/QPS: 552 | 11,039

Enable autoscaling (@) Trigger If Available Storage Drops To Autoscaling Limit ce

Disk Encryption Disable Enable ®

Table 3-3 Instance specifications

Parameter

Description

Instance
Class

Refers to the vCPU and memory of a DB instance. Different
instance classes support different numbers of database
connections and maximum IOPS.

After a DB instance is created, you can change its vCPU and
memory. For details, see Changing a DB Instance Class.

NOTE
Only general-enhanced DB instances are allowed for a DCC.

Resource
Type

- EVS

- DSS

NOTE
This option is displayed only when you have purchased the
Dedicated Distributed Storage Service (DSS) service.

Storage Pool

Displayed only when you select DSS for Resource Type. The
storage pool is secure because it is physically isolated from
other pools.
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Parameter

Description

Storage
Space (GB)

Contains the file system overhead required for inode,
reserved block, and database operation. Storage space can
range in size from 40 GB to 4,000 GB and can be scaled up
only by a multiple of 10 GB.

If the storage type is cloud SSD or extreme SSD, you can
enable storage autoscaling. If the available storage drops to
a specified threshold, autoscaling is triggered. If you specify
a read replica when creating a primary DB instance and
enable storage autoscaling for the primary DB instance,
storage autoscaling is also enabled for the read replica by
default.

- Enable autoscaling: If you select this option, autoscaling
is enabled.

- Trigger If Available Storage Drops To: If the available
storage drops to a specified threshold or 10 GB,
autoscaling is triggered.

- Autoscaling Limit: The default value range is from 40
GB to 4,000 GB. The limit must be no less than the
storage of the DB instance.

After a DB instance is created, you can scale up its storage
space. For details, see Scaling up Storage Space.

Disk
Encryption

- Disable: indicates the encryption function is disabled.

- Enable: indicates the encryption function is enabled,
improving data security but affecting system
performance.

If you select Enable, Key Name indicating the tenant key
needs to be specified.

NOTE

® If you enable disk encryption during instance creation, the
disk encryption status and the key cannot be changed later.
Disk encryption will not encrypt backup data stored in OBS.
To enable backup data encryption, contact customer service.

® If disk encryption or backup data encryption is enabled, keep
the key properly. Once the key is disabled, deleted, or frozen,
the database will be unavailable and data may not be
restored.
If disk encryption is enabled but backup data encryption is
not enabled, you can restore data to a new instance from
backups.

If both disk encryption and backup data encryption are
enabled, data cannot be restored.

®  For details about how to create a key, see Creating a CMK in
the Data Encryption Workshop User Guide.

e Network and database configuration
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Figure 3-4 Network and database configuration

we @ default vpc v | © | default subnet(192.168.0.0/24) “lc

lew EIP

Default-Postgresal- 14 + | © View Parameter Template

Table 3-4 Network

Parameter Description

VPC A virtual network in which your RDS DB instances are
located. A VPC can isolate networks for different
workloads. You can select an existing VPC or create a VPC.
For details on how to create a VPC, see the "Creating a
VPC" section in the Virtual Private Cloud User Guide.

If no VPC is available, RDS allocates a VPC to you by
default.

NOTICE
After a DB instance is created, the VPC cannot be changed.

Subnet Improves network security by providing dedicated network
resources that are logically isolated from other networks.
Subnets take effect only within an AZ. The Dynamic Host
Configuration Protocol (DHCP) function is enabled by
default for subnets in which you plan to create RDS DB
instances and cannot be disabled.

A floating IP address is automatically assigned when you
create a DB instance. You can also enter an unused floating
IP address in the subnet CIDR block. After the DB instance
is created, you can change the floating IP address.
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Parameter Description
Security Controls the access that traffic has in and out of a DB
Group instance. By default, the security group associated with the

DB instance is authorized. In addition, a network access
control list (ACL) can help control inbound and outbound
traffic of subnets in your VPC.

Enhances security by controlling access to RDS from other
services. You need to add inbound rules to a security group
so that you can connect to your DB instance.

When creating a DB instance, you can select multiple
security groups. For better network performance, you are
advised to select no more than five security groups. In such
a case, the access rules of all the selected security groups
apply on the instance.

To use multiple security groups, choose Service Tickets >
Create Service Ticket in the upper right corner of the
management console to apply for the required permissions.

If no security group is available, RDS allocates a security
group to you by default.

Table 3-5 Database configuration

Parameter

Description

Password

- Configure (default setting): Configure a password for your
DB instance during the creation process.

- Skip: Configure a password later after the DB instance is
created.
NOTICE

If you select Skip for Password, you need to reset the password
before you can log in to the instance.

After a DB instance is created, you can reset the password.
For details, see Resetting the Administrator Password.

Administrat
or

The default login name for the database is root.
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Parameter | Description

Administrat | Must consist of 8 to 32 characters and contain at least three
or types of the following characters: uppercase letters, lowercase
Password letters, digits, and special characters (~!@#%/*-_=+?,). Enter
a strong password and periodically change it for security
reasons.

If the password you provide is regarded as a weak password
by the system, you will be prompted to enter a stronger
password.

Keep this password secure. The system cannot retrieve it.

After a DB instance is created, you can reset this password.
For details, see Resetting the Administrator Password.

Confirm Must be the same as Administrator Password.
Password

Parameter | Contains engine configuration values that can be applied to
Template one or more DB instances. If you intend to create primary/
standby DB instances, they use the same parameter template.
NOTICE

If you use a custom parameter template when creating a DB instance,

the following specification-related parameters in the custom template
are not delivered. Instead, the default values are used.

maintenance_work_mem
shared_buffers

max_connections

effective_cache_size

You can modify the instance parameters as required after the
DB instance is created. For details, see section Modifying
Parameters in a Parameter Template.

Enterprise | If your account has been associated with an enterprise
Project project, select the target project from the Enterprise Project
drop-down list.

For more information about enterprise projects, see
Enterprise Management User Guide.

e Tags
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Table 3-6 Tags

Parameter Description

Tag Tags an RDS DB instance. This parameter is optional.
Adding tags to RDS DB instances helps you better
identify and manage the DB instances. A maximum of
20 tags can be added for each DB instance.

After a DB instance is created, you can view its tag
details on the Tags page. For details, see Managing
Tags.

e  Purchase period

Table 3-7 Purchase period

Parameter Description
Required This option is available only for yearly/monthly DB
Duration instances. The system will automatically calculate the

configuration fee based on the selected required
duration. The longer the required duration is, the larger
discount you will enjoy.

Auto-renew - This option is available only for yearly/monthly DB
instances and is not selected by default.

- If you select this option, the auto-renew cycle is
determined by the selected required duration.

Quantity RDS supports batch creation of DB instances. If you
intend to create primary/standby DB instances and set
Quantity to 1, a primary DB instance and a synchronous
standby DB instance will be created.

If you have any questions about the price, click Pricing details at the bottom of
the page.

(11 NOTE

The performance of your DB instance depends on its configurations. Hardware
configuration items include the instance specifications, storage type, and storage space.

Step 3 Confirm the specifications for pay-per-use DB instances.
e If you need to modify your settings, click Previous.
e If you do not need to modify your settings, click Submit.

Skip Step 4 and Step 5 and go to Step 6.

Step 4 Confirm the order for yearly/monthly DB instances.
e If you need to modify your settings, click Previous.
e If you do not need to modify your settings, click Pay Now.
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Step 5 Select a payment method and complete the payment.
{11 NOTE

This operation applies only to the yearly/monthly billing mode.

Step 6 To view and manage your DB instance, go to the Instances page.

e When your DB instance is being created, the status is Creating. The status
changes to Available after the instance is created.

e The automated backup policy is enabled by default. You can change it after
the DB instance is created. An automated full backup is immediately triggered
once your DB instance is created.

e After a DB instance is created, you can enter a description for it.

e The default database port is 5432. You can change it after a DB instance is
created.

(10 NOTE

You are advised to change the database port in a timely manner.

For details, see Changing a Database Port.
----End
Related Operations

Creating a DB Instance Using an API

3.3 Step 2: Connect to a DB Instance

3.3.1 Overview

An RDS DB instance can be connected through a private network, Data Admin
Service (DAS), or a public network.
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Table 3-8 RDS connection methods

Conne | IP Scenarios Description
ct Address
Throu
gh
DAS No IP DAS enables you to manage databases | @ Easy to use,
address | on a web-based console and provides secure,
is you with database development, advanced, and
required. | O&M, and intelligent diagnosis to intelligent
You can | make it easy to use and maintain your | ¢ Recommended
connect | databases. The permissions required
to your | for connecting to DB instances
DB through DAS are enabled by default.
instance
through
DAS on
the
manage
ment
console.
Private | Floating | RDS provides a floating IP address by e Secure and
netwo | IP default. excellent
rk When your applications are deployed performance
on an ECS that is in the same region e Recommended
and VPC as RDS, you are advised to
use a floating IP address to connect to
the RDS DB instance through the ECS.
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Conne
ct
Throu

gh

IP
Address

Scenarios

Description

Public
netwo
rk

EIP

If you cannot access an RDS DB
instance through a floating IP address,
bind an EIP to the DB instance and
connect the DB instance through the
EIP.

o A relatively
lower level of
security
compared to
other
connection
methods

e To achieve a
higher
transmission
rate and
security level,
you are
advised to
migrate your
applications to
an ECS that is
in the same
VPC as your
RDS DB
instance and
use a floating
IP address to
access the DB
instance.

e You need to
purchase an
EIP. For details,
see EIP billing
details.

(1 NOTE

e VPC: indicates the Virtual Private Cloud.
e ECS: indicates the Elastic Cloud Server.
e You can log in to DB instances using the DAS service or other database clients.

e [f the ECS is in the same VPC as your RDS DB instance, you do not need to apply for an

EIP.

Figure 3-5 illustrates the connection over a private network or a public network.
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Figure 3-5 DB instance connection

Security ECS3
group T

|
10

L 0.85.0.5)
RDS

ECS
Security
group

,__._

Connect through a private network (ECS and RDS in the
same security group)

o Connect through a private network (ECS and RDS in
different security groups)

o Connect through a public network

Connecting to DB Instances Running Other DB Engines
e Connecting to an RDS for MySQL DB Instance
e Connecting to an RDS for SQL Server DB Instance

3.3.2 Connecting to a DB Instance Through DAS
(Recommended)

Scenarios
Data Admin Service (DAS) enables you to connect to and manage databases with
ease on a web-based console. The permissions required for connecting to DB
instances through DAS are enabled by default. Using DAS to connect to your DB
instance is recommended, which is more secure and convenient.

Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and a project.

Step 3 Click — in the upper left corner of the page and choose Databases > Relational
Database Service.
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Step 4 On the Instances page, locate the DB instance and click Log In in the Operation
column.

Figure 3-6 Logging in to an instance

Description DB Instance: T. | DBEngine Version J= Stats |=  BilingM.. Floatingl. Enterpris Created Database..  StorageT..  Operation

Alternatively, click the DB instance name on the Instances page. On the displayed
Basic Information page, click Log In in the upper right corner.

Figure 3-7 Logging in to an instance
< 1ds-deT2 © avallatle QFEEiba\:« View Netric Reboo: || C

DB Instance Topology

Step 5 On the displayed login page, enter the correct username and password and click
Log In.

--—-End

Follow-up Operations
After logging in to the DB instance, you can create or migrate databases.

e Creating a PostgreSQL Database Using an API
e Managing PostgreSQL Databases Using DAS
e Migration Solution Overview

3.3.3 Connecting to a DB Instance Through a Private Network

3.3.3.1 Overview

Process

Figure 3-8 illustrates the process of connecting to an RDS for PostgreSQL DB
instance through a private network.
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Figure 3-8 Connecting to a DB instance through a private network

Start

Configure information about RDS for PostgreSQL DB instance
specifications, storage, and network resources as requiredto buy a
DB instance.

Buy a DB instance.

#|fthe ECS and RDS DB instance are in the same security group:
Configure security group They can communicate with each other by default. Mo configuration is
rules. required.
#|fthe ECS and RDS DB instance are in different security groups:
You need to configure security group rules for them separately.

Connect to the DB instance. Use a psql CLItool to connect to the ROS for PostgreSQL DB
instance.

End

3.3.3.2 Connecting to a DB Instance from a Linux ECS

You can connect to your DB instance using a Linux ECS installed with a
PostgreSQL client over a private network.

You can use the PostgreSQL client psql to connect to your DB instance over a
Secure Sockets Layer (SSL) connection. SSL encrypts connections to your DB
instance, making in-transit data more secure.

SSL is enabled by default when you create an RDS for PostgreSQL DB instance and
cannot be disabled after the instance is created.

Enabling SSL reduces the read-only and read/write performance of your instance
by about 20%.

Step 1: Buy an ECS

1. Log in to the management console and check whether there is an ECS
available.

- If there is a Linux ECS, go to 3.
- If no Linux ECS is available, go to 2.

Figure 3-9 ECS

Name/ID 2 sams

2. Buy an ECS and select Linux (for example, CentOS) as its OS.

To download a PostgreSQL client to the ECS, bind an EIP to the ECS. The ECS
must be in the same region, VPC, and security group as the RDS for
PostgreSQL DB instance for mutual communications.
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For details about how to purchase a Linux ECS, see "Purchasing an ECS" in
Elastic Cloud Server Getting Started.

3. On the ECS Information page, view the region and VPC of the ECS.

Figure 3-10 ECS information

ECS Information

D beSdbib7-e958-4be0-add9-14a17efad1bf

Mame ecs-e5di-test £

Reqgi

AZ AZ1

Specifications General computing | 2 vCPUs | 16 GIB | m2.large.8
mage SYS_Linux | Private image

Version: CentOsS 7.6 64bit

vPC default_vpc

Billing Mode Pay-per-use
Obtained Jun 05, 2023 09:54:35 GMT+08:00
Launched Jun 05, 2023 09:54:45 GMT+03:00

Deletion Time —  Modify

4. On the Basic Information page of the RDS for PostgreSQL instance, view the
region and VPC of the DB instance.
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Figure 3-11 DB instance information
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Databases A A0 FEMT08-007 ME netanes Tune
Maintenance Window (%) 02:00 — 06:00 (GMT=08:00) Change DE Instance Type
Logs
Time Zone UTC+08:00 nstance Class
S0L Audits
Parameters Administrator root Reset Password z
Flugins
Tags
) : Connection Information Connectivity & Security
Major Version Upgrade
ng IP Address 192.168.0.193 O VPC vpc-default
Change
Database Port 5432 Change Subnet subnet-5ch{192.168.0.0/.

mended Ma 2,500 Security Group Asecurity group Manage

5. Check whether the ECS and RDS for PostgreSQL instance are in the same
region and VPC.

- If yes, go to Step 2: Test Connectivity and Install a PostgreSQL Client.

- If they are not in the same region, purchase another ECS or DB instance.
The ECS and DB instance in different regions cannot communicate with
each other. To reduce network latency, deploy your DB instance in the
region nearest to your workloads.

- If the ECS and DB instance are in different VPCs, change the VPC of the
ECS to that of the DB instance. For details, see Changing a VPC.

Step 2: Test Connectivity and Install a PostgreSQL Client

1. Log in to the ECS. For details, see Login Using VNC in the £lastic Cloud Server
User Guide.

On the Instances page, click the DB instance name.

Choose Connectivity & Security from the navigation pane. In the Connection
Information area, obtain the floating IP address and database port of the DB
instance.

Figure 3-12 Connection information

< rds-8cf7 Available Log In View Metrics Reboot Migrate Database C
Basic Information
Backups & Restorations Connection Information
Floating IP Address 192.168.0.7| O Change Private Domain Name f37606481d5b45062613002be6dc0850in03. inter. =]
| Connectivity & Securty Change
Databases EP Ne EIP bound Bing Database Port [ 542 @
Log:
Certificate 4,
SOL Aud
Parame ters
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On the ECS, check whether the floating IP address and database port of the
DB instance can be connected.

telnet 792.768.0.7 5432
- If yes, network connectivity is normal.
- If no, check the security group rules.
®=  |f in the security group of the ECS, there is no outbound rule with
Destination set to 0.0.0.0/0 and Protocol & Port set to All, add an

outbound rule for the floating IP address and port of the DB
instance.

Figure 3-13 ECS security group

uuuuuuuuuu

® |f in the security group of the DB instance, there is no inbound rule
with Source set to 0.0.0.0/0 and Protocol & Port set to All, add an
inbound rule for the private IP address and port of the ECS. For
details, see Configuring Security Group Rules.

Figure 3-14 DB instance security group

aaarus || Fastaceruis

nnnnnnnn

Open the client installation page.

PostgreSQL provides client installation methods for different OSs on its
official website.

The following describes how to install a PostgreSQL 12 client in CentOS.

Select a DB engine version, OS, and OS architecture, and run the following
commands on the ECS to install a PostgreSQL client:

sudo yum install -y https://download.postgresql.org/pub/repos/yum/reporpms/EL-7-x86_64/pgdg-
redhat-repo-latest.noarch.rpm

sudo yum install -y postgresql12-server
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Figure 3-15 Installing a client

To use the PostgreSQL Yum Repository, follow these steps:
1. Select version:
12
2. Select platform:
Red Hat Enterprise, CentOS, Scientific or Oracle version 7
3. Select architecture:
X86_64
4. Copy, paste and run the relevant parts of the setup script:

# Install the repository RPM:

| sudo yum install =y https://download. posteresal. ore/pub/repos /yun/reporpns/EL-T-186_64/pg dg-redhat-repo-latest. noarch. rpn

# Install PostgreSaL:

| sudo yun install — postaresall—server

# Optionally initialize the database and enable automatic start:
sudo fusz/pgsql-12/bin/postgresql-l2-setup initdh
sudo systenctl enable posteresal-12

sudo systemctl start postgresal-12

- Select a DB engine version that is consistent with that of your RDS for
PostgreSQL instance.

- Select an OS that is consistent with that of the ECS.
- Select an OS architecture that is consistent with that of the ECS.

Figure 3-16 Installing the RPM package

[rootBecs-d685 ~1# sudo yum install -y https:/sdownload.postgresql.orgspubsrepos yum reporpms,
.noarch.rpm
.oaded plugin

?7-x86_64/pgdg-redhat-repo-lates

| 8.6 kB 08
pm: pgdg-redhat-repo
om to be installed

ion check

redhat-repo.noarch 8:42.8-28 will be installed
olution

pgdg-redhat-repo noarch

Jowm load ing p
unning trans
1ing trans
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Figure 3-17 Client installed

467 kBs/s | 14 MB 88:88:38
Retrieving key from fi tespkisrpm-gpg/RPM-GPG-KEY-PGDG
Imp i G Bx
-pkg-yumBpostgresql.org>"
44,

latest .noarch)

7_7.xB6_64

2.13-1P

resql12-1ibs.x86_64 B8:12.13-1PGDG.rhel?

Step 3: Connect to the DB Instance Using Commands (SSL Connection)
1. On the Instances page, click the DB instance name.
2. In the navigation pane, choose Connectivity & Security.

3. In the Connection Information area, click == next to the SSL field to
download Certificate Download.zip, and extract the root certificate ca.pem
and bundle ca-bundle.pem from the package.

Figure 3-18 Downloading a certificate
<  rds-Bcf7 Available
Basic Information
Backuos & Restorations Connection Information

19216307 O cChange

| Connectivity & Security

Databases Mo EIP bound Bind
Logs

Cerfificate] L
SOL Audits -

Parameters
4. Upload ca.pem to the ECS.
(11 NOTE

e TLS v1.2 or later is recommended. Versions earlier than TLS v1.2 have security risks.

e The recommended protocol algorithm is EECDH+ECDSA+AESGCM:EECDH+aRSA
+AESGCM:EDH+aRSA+AESGCM:EDH+aDSS+AESGCM:!laNULL:!eNULL:'LOW:!3DES:!
MDA5:!EXP:!ISRP:IRC4. Using other options have security risks.

e ca-bundle.pem contains both the new certificate provided as of April 2017 and the
old certificate.

e Both ca.pem and ca-bundle.pem can be used for SSL connections because ca-
bundle.pem contains ca.pem.
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5. Run the following command on the ECS to connect to the DB instance:

psql --no-readline -h <host>-p <port>"dbname=<database> user=<user>
sslmode=verify-ca sslrootcert=<ca-file-directory>"

Example:

psql --no-readline -h 192.168.0.7 -p 5432 "dbname=postgres user=root
sslmode=verify-ca sslrootcert=/root/ca.pem"

Table 3-9 Parameter description

Parameter Description
<host> Floating IP address obtained in 3.
<port> Database port obtained in 3. The default value is 5432.

<database> Name of the database to be connected. The default
database name is postgres.

<user> Administrator account root.
<ca-file- Directory of the CA certificate used for the SSL connection.
directory> This certificate should be stored in the directory where the

command is executed.

sslmode SSL connection mode. Set it to verify-ca to use a CA to
check whether the service is trusted.

6. Enter the password of the database account as prompted.
Password:

If the following information is displayed, the connection is successful.
SSL connection (protocol: TLSv1.2, cipher: ECDHE-RSA-AES256-GCM-SHA384, bits: 256, compression:
off)

Follow-up Operations
After logging in to the DB instance, you can create or migrate databases.

e Creating a PostgreSQL Database Using an API
e Managing PostgreSQL Databases Using DAS
e Migration Solution Overview

3.3.3.3 Configuring Security Group Rules

Scenarios

A security group is a collection of access control rules for ECSs and RDS DB
instances that have the same security protection requirements and are mutually
trusted within a VPC.

Before you can connect to your DB instance, you need to create security group
rules to enable specific IP addresses and ports to access your RDS instance.

First check whether the ECS and RDS DB instance are in the same security group.
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If they are in the same security group, they can communicate with each other
by default. No security group rule needs to be configured. Go to Connecting
to a DB Instance from a Linux ECS.

If they are in different security groups, configure security group rules for
them, separately.

- RDS DB instance: Configure an inbound rule for the security group with
which the RDS DB instance is associated.

- ECS: The default security group rule allows all outgoing data packets. In
this case, you do not need to configure a security group rule for the ECS.
If not all outbound traffic is allowed in the security group, you need to
configure an outbound rule for the ECS.

This section describes how to configure an inbound rule for an RDS DB instance.

For details about the requirements of security group rules, see the Adding a
Security Group Rule section in the Virtual Private Cloud User Guide.

Precautions

The default security group rule allows all outgoing data packets. ECSs and RDS DB

instances can access each other if they are in the same security group. After a

security group is created, you can configure security group rules to control access

from and to the DB instances in the security group.

e By default, you can create a maximum of 100 security groups in your cloud
account.

e By default, you can add up to 50 security group rules to a security group.

e One RDS DB instance can be associated with multiple security groups, and
one security group can be associated with multiple RDS DB instances.

e Too many security group rules will increase the first packet latency. You are
advised to create no more than 50 rules for a security group.

e To enable access to an RDS DB instance from resources outside the security
group, you need to configure an inbound rule for the security group
associated with the RDS DB instance.

{0 NOTE
To ensure the security of your data and DB instances, you are advised to use the principle of
least privilege for database access. Change the database port (default value: 5432), and set
the IP address to the remote server's address or any IP address in the remote server's
smallest subnet to control the access from the remote server.
The default value of Source is 0.0.0.0/0, indicating that RDS DB instances in the security
group can be accessed from any IP address.

For details about the requirements of security group rules, see the Adding a

Security Group Rule section in the Virtual Private Cloud User Guide.

Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and a project.

Issue 27 (2023-07-17)

Copyright © Huawei Technologies Co., Ltd. 113


https://support.huaweicloud.com/intl/en-us/usermanual-vpc/en-us_topic_0030969470.html
https://support.huaweicloud.com/intl/en-us/usermanual-vpc/en-us_topic_0030969470.html
https://support.huaweicloud.com/intl/en-us/usermanual-vpc/en-us_topic_0030969470.html
https://support.huaweicloud.com/intl/en-us/usermanual-vpc/en-us_topic_0030969470.html
https://console-intl.huaweicloud.com/?locale=en-us

Relational Database Service
Getting Started 3 Getting Started with RDS for PostgreSQL

Step 3 Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

Step 4 On the Instances page, click the DB instance name.
Step 5 Configure security group rules.

In the Connection Information area, click the security group.

Figure 3-19 Connection information

Connection Information

192.168.0.18 [J Change default_vpc
5432 &2 @ default_subnet (192.168.0.0/24)
2,048 default_securitygroup &

Step 6 On the Inbound Rules tab, click Add Rule. In the displayed dialog box, set
required parameters to add an inbound rule.

You can click + to add more inbound rules.

Figure 3-20 Adding an inbound rule
Add Inbound Rule  Learn more about security group configuration.

© Inbound rules allow incoming traffic to instances associated with the security group
Some security group rules will not take effect for ECSs with certain specifications. Learn more

Security Group  default_securitygroup

mport multiple rules
priority (3  Acton (@ Protocol & Port  (3) Type Source (3) Description Operation
Protocols/TCP (Custo... IP address \
Allow v IPvd v Replicate
0.0.0.0/0
Add Rule

Table 3-10 Inbound rule parameter description

Parameter | Description Example Value

Priority Security group rule priority. 1

Value range: 1 to 100. The
default priority is 1 and has the
highest priority. The security
group rule with a smaller value
has a higher priority.
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Parameter

Description

Example Value

Action

Security group rule actions.

A rule with a deny action
overrides another with an allow
action if the two rules have the
same priority.

Allow

Protocol &
Port

Protocol: network protocol.
Available options: All, TCP, UDP,
ICMP, or GRE.

TCP

Port: the port over which the
traffic can reach your DB
instance.

RDS for PostgreSQL instances
can use database ports 2100 to
9500.

5432

Type

IP address type. Currently, only
IPv4 is supported.

IPv4

Source

Source address. It can be a
single IP address, an IP address
group, or a security group to
allow access from them to your
DB instance. Examples:

e Single IP address:
192.168.10.10/32 (IPv4
address)

e |P address segment:
192.168.1.0/24 (IPv4 address
segment)

e All IP addresses: 0.0.0.0/0
(any IPv4 address)

e Security group: sg-abc

e |P address group: ipGroup-
test

0.0.0.0/0

Description

Supplementary information
about the security group rule.
This parameter is optional.

The description can contain a
maximum of 255 characters and
cannot contain angle brackets
(<) or (>).

--—-End

3.3.4 Connecting to a DB Instance Through a Public Network
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3.3.4.1 Overview

Process

Figure 3-21 illustrates the process of connecting to an RDS for PostgreSQL DB
instance through a public network.

Figure 3-21 Connecting to a DB instance through a public network

Start

Configure information about RDS for PostgreSQL DB
instance specifications, storage, and network
resources as required to buy a DB instance.

Buy a DB instance.

The Elastic IP service provides independent public IP
Bind an EIP. addresses and bandwidth. You can apply for an EIP
and bind it to the DB instance.

Configure security group Configure an inbound rule for the DB instance to allow
rules. access from public resources.

Use a psql CLI tool to connect to the RDS for

Connect to the DB instance. PostgreSQL DB instance.

3.3.4.2 Binding an EIP

Scenarios

You can bind an EIP to a DB instance for public accessibility and can unbind the
EIP from the DB instance as required.

Precautions

e You need to configure security groups and enable specific IP addresses and
ports to access the target DB instance. Before accessing the DB instance, add
an individual IP address or an IP address range that will access the DB
instance to the inbound rule. For details, see section Configuring Security
Group Rules.

e Traffic generated by the public network is charged. You can unbind the EIP
from your DB instance when the EIP is no longer used.
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Binding an EIP

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and a project.

Step 3 Click — in the upper left corner of the page and choose Databases > Relational

Database Service.

Step 4 On the Instances page, click the target DB instance.

Step 5 In the navigation pane on the left, choose Connectivity & Security. In the

Connection Information area, click Bind next to the EIP field.

Figure 3-22 Connectivity & Security
< rds-fdd3 Available

Basic Information

2 ' Connection Information
Backups & Restorations -

D Addres 10023076 O Change

Connectivity & Security

Logs EIF No EIP bound| Bind

Parameters

Certificate .

Step 6 In the displayed dialog box, select an EIP and click Yes.

If no available EIPs are displayed, click View EIP to obtain an EIP.
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Figure 3-23 Selecting an EIP

X
Bind EIP
0 For security purposes, after the EIP is bound, use SSL to connect to the database and add inbound and
outbound rules in the security group
Select EIP Only E C
EIP Status Bandwidth
@ ® Unbound 5 Mbit/s
@ Unbound 5 Mbit/s
® Unbound 1 Mbit/s

Step 7 On the EIPs page, view the EIP that has been bound to the DB instance.

You can also view the progress and result of binding an EIP to a DB instance on
the Task Center page.

--—-End

3.3.4.3 Connecting to a DB Instance from a Linux ECS

You can connect to your DB instance using a Linux ECS installed with a
PostgreSQL client over a public network.

You can use the PostgreSQL client psql to connect to your DB instance over a
Secure Sockets Layer (SSL) connection. SSL encrypts connections to your DB
instance, making in-transit data more secure.

SSL is enabled by default when you create an RDS for PostgreSQL DB instance and
cannot be disabled after the instance is created.

Enabling SSL reduces the read-only and read/write performance of your instance
by about 20%.

Step 1: Buy an ECS

1. Log in to the management console and check whether there is an ECS
available.

- If there is a Linux ECS, go to 3.
- If no Linux ECS is available, go to 2.

Figure 3-24 ECS

1P Address Enterprise Project
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2. Buy an ECS and select Linux (for example, CentOS) as its OS.
To download a PostgreSQL client to the ECS, bind an EIP to the ECS.

For details about how to purchase a Linux ECS, see "Purchasing an ECS" in
Elastic Cloud Server Getting Started.

3.  On the ECS Information page, view the region and VPC of the ECS.

Figure 3-25 ECS information

ECS Information
O beddbfbT-e868-4be-add9-14a17ef5d1bf

Name ecs-e5di-test £

AZ AZ1
Specifications General computing | 2 vCPUs | 16 GIB | m2.large.8
mage SY'S_Linux | Private image

Version: CentOS 7.6 64bit

default_vpc

ng Mode Pay-per-use
Obtained Jun 05, 2023 09:54.35 GMT=08:00
Launched Jum 05, 2023 09:54:45 GMT+08:00

Jeletion Time - Modify

4. On the Basic Information page of the RDS for PostgreSQL instance, view the
region and VPC of the DB instance.

Issue 27 (2023-07-17) Copyright © Huawei Technologies Co., Ltd. 119


https://support.huaweicloud.com/intl/en-us/qs-ecs/en-us_topic_0021831611.html

Relational Database Service
Getting Started 3 Getting Started with RDS for PostgreSQL

Figure 3-26 DB instance information

HUAWEI CLOUD {r Console (-]

<  rds-ed16 Available & Feedback Log In

| Basic Information R X
DB Information

Backups & Restorations - R . -
P DE Instance Mame rds-ed16 £ (] DE Instance ID
Connectivity & Security
Description -2 DB Engine Version
Accounts
Databases Maintenance Window () 02:00 — 06200 (GMT+08:00) Change DE Instance Type
Logs
Time Zone UTC+08:00 nstance Class
S0L Audits
Parameters Administrator root Reset Password z
Flugins
Tags
) : Connection Information Connectivity & Security
Major Version Upgrade
ating IP Address 192.168.0.183 O VPC vpc-default
Change
Database Port 5432 Change Subnet subnet-5ch{192.168.0.0/.

mended Ma 2,500 Security Group 1security group  Manage

Step 2: Test Connectivity and Install a PostgreSQL Client

1. Log in to the ECS. For details, see Login Using VNC in the Elastic Cloud Server
User Guide.

2. On the Instances page, click the DB instance name.

3. Choose Connectivity & Security from the navigation pane. In the Connection
Information area, obtain the EIP and database port of the DB instance.

Figure 3-27 Connection information
< rds-8¢cf7 o Avaiable Log In View Metrics Reboot Migrate Database C

Basic Information

Backups & Restorations Connection Information
F P 16216807 (T Change Private Domain Name ~ F3760648145b460686130020664c0650n03 Inter... [T
| Connectiity & Security o
Change
Databases EP :D" Unbind  Cannot ping the EIP? Database Po ﬁ 0]
Logs
Certificate L.
SaL Audits

Paramsters

If no EIP has been bound to the DB instance, see Binding an EIP.

4. On the ECS, check whether the EIP and database port of the DB instance can
be connected.

telnet £/P 3306
- If yes, network connectivity is normal.
- If no, check the security group rules.

®  |f in the security group of the ECS, there is no outbound rule with
Destination set to 0.0.0.0/0 and Protocol & Port set to All, add an
outbound rule for the EIP and port of the DB instance.
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Figure 3-28 ECS security group

®  |f in the security group of the DB instance, there is no inbound rule
with Source set to 0.0.0.0/0 and Protocol & Port set to All, add an

inbound rule for the private IP address and port of the ECS. For
details, see Configuring Security Group Rules.

Figure 3-29 DB instance security group

nnnnnnnnnn

Open the client installation page.

PostgreSQL provides client installation methods for different OSs on its

official website.

The following describes how to install a PostgreSQL 12 client in CentOS.
Select a DB engine version, OS, and OS architecture, and run the following

commands on the ECS to install a PostgreSQL client:

sudo yum install -y https://download.postgresql.org/pub/repos/yum/reporpms/EL-7-x86_64/pgdg-

redhat-repo-latest.noarch.rpm
sudo yum install -y postgresql12-server

Figure 3-30 Installing a client

To use the PostgreSQL Yum Repository, follow these steps:
1. Select version:
12
2. Select platform:
Red Hat Enterprise, CentOS, Scientific or Oracle version 7
3. Select architecture:
xB6_64
4. Copy, paste and run the relevant parts of the setup script:

# Install the repository RPM:
| sudo yun install — https://domload. postresal. b ~1-x86_84/pgdgred po—latest h

# Install Postzre3oL:
| Sudo yom install -y postgresqliZ-server

# Optionally initialize the database and enable automatic start:
sudo fust/pgsal-12/bin/posteresal-12-setup initdh
sudo systenctl enable postgresql-12

sudo systemctl start postgresal-12

- Select a DB engine version that is consistent with that of your RDS for

PostgreSQL instance.

- Select an OS that is consistent with that of the ECS.
- Select an OS architecture that is consistent with that of the ECS.
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Figure 3-31 Installing the RPM package

~xB86_64/pgdy-redhat-repo-lat

.oaded plugins: s
’ - | B.6 kB B08:88:88

redhat-re 1 pm: pgdg-redhat-repo
edhat-repo-la : pm to be installed

.8-28 will be installed

alling
pygdg-redhat-repo

ction Summary

lunning transaction check
1 ing trans ion test

i4 MB ©8:88:38

mporting
erid

repo-latest .noarch)

<i/rpm-gpg-RPM-GPG
k

1PGDG.rhel?

B8:12 13-1PGDG.rhel?

.rhel?

Step 3: Connect to the DB Instance Using Commands (SSL Connection)
1. On the Instances page, click the DB instance name.
2. In the navigation pane, choose Connectivity & Security.

3. In the Connection Information area, click == next to the SSL field to
download Certificate Download.zip, and extract the root certificate ca.pem
and bundle ca-bundle.pem from the package.
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Figure 3-33 Downloading a certificate
¢ rds-8¢f7 o Available
Basic Information

Backups & Restorations Connection Information

192.168.07 [ Change

Connectivity & Security

alabases O unbind Cannot ping the EIP?

Logs

Cerfificate

[¢

SQL Audits

Parameters
4. Upload ca.pem to the ECS.
(1] NOTE

e TLS v1.2 or later is recommended. Versions earlier than TLS v1.2 have security risks.

e The recommended protocol algorithm is EECDH+ECDSA+AESGCM:EECDH+aRSA
+AESGCM:EDH+aRSA+AESGCM:EDH+aDSS+AESGCM:!aNULL:!leNULL:'LOW:!3DES:!
MDA5:!EXP:!ISRP:IRC4. Using other options have security risks.

e ca-bundle.pem contains both the new certificate provided as of April 2017 and the
old certificate.

e Both ca.pem and ca-bundle.pem can be used for SSL connections because ca-
bundle.pem contains ca.pem.

5. Run the following command on the ECS to connect to the DB instance:

psql --no-readline -h <host>-p <port>"dbname=<database> user=<user>
sslmode=verify-ca sslrootcert=<ca-file-directory>"

Example:

psql --no-readline -h 192.168.0.44 -p 5432 "dbname=postgres user=root
sslmode=verify-ca sslrootcert=/root/ca.pem"

Table 3-11 Parameter description

Parameter Description
<host> EIP obtained in 3.
<port> Database port obtained in 3. The default value is 5432.

<database> Name of the database to be connected. The default
database name is postgres.

<user> Administrator account root.
<ca-file- Directory of the CA certificate used for the SSL connection.
directory> This certificate should be stored in the directory where the

command is executed.

sslmode SSL connection mode. Set it to verify-ca to use a CA to
check whether the service is trusted.
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6. Enter the password of the database account as prompted.
Password:

If the following information is displayed, the connection is successful.
SSL connection (protocol: TLSv1.2, cipher: ECDHE-RSA-AES256-GCM-SHA384, bits: 256, compression:
off)

Follow-up Operations
After logging in to the DB instance, you can create or migrate databases.

e Creating a PostgreSQL Database Using an API
e Managing PostgreSQL Databases Using DAS
e Migration Solution Overview

3.3.4.4 Configuring Security Group Rules

Scenarios

A security group is a collection of access control rules for ECSs and RDS DB
instances that have the same security protection requirements and are mutually
trusted within a VPC.

This section describes how to create a security group to enable specific IP
addresses and ports to access RDS.

When you attempt to connect to an RDS DB instance through an EIP, you need to
configure an inbound rule for the security group associated with the DB instance.

Precautions

The default security group rule allows all outgoing data packets. ECSs and RDS DB
instances can access each other if they are deployed in the same security group.
After a security group is created, you can configure security group rules to control
access from and to the DB instances in the security group.

e By default, you can create a maximum of 100 security groups in your cloud
account.

e By default, you can add up to 50 security group rules to a security group.

e One RDS DB instance can be associated with multiple security groups, and
one security group can be associated with multiple RDS DB instances.

e Too many security group rules will increase the first packet latency. You are
advised to create no more than 50 rules for each security group.

e To enable access to an RDS DB instance from resources outside the security
group, you need to configure an inbound rule for the security group
associated with the RDS DB instance.

(11 NOTE

To ensure the security of your data and DB instances, you are advised to use the principle of
least privilege for database access. Change the database port (default value: 5432), and set
the IP address to the remote server's address or any IP address in the remote server's
smallest subnet to control the access from the remote server.

The default value of Source is 0.0.0.0/0, indicating that RDS DB instances in the security
group can be accessed from any IP address.
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Procedure

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

For details about the requirements of security group rules, see the Adding a
Security Group Rule section in the Virtual Private Cloud User Guide.

Log in to the management console.

Click 0 in the upper left corner and select a region and a project.

Click = in the upper left corner of the page and choose Databases > Relational
Database Service.

On the Instances page, click the DB instance name.
Configure security group rules.

In the Connection Information area, click the security group.

Figure 3-34 Connection information

Connection Information

192.168.0.18 [J Change default_vpc
5432 & @ default_subnet (192.168.0.0/24)
2,048 default_securitygroup &

On the Inbound Rules tab, click Add Rule. In the displayed dialog box, set
required parameters to add an inbound rule.

You can click + to add more inbound rules.

Figure 3-35 Adding an inbound rule

Add Inbound Rule  Learn more about security group configuration.

@ Inbound rules allow incoming trafic to instances associated with the security group
Some security group rules will not take effect for ECSs with certain specifications. Learn more

Security Group  default_securitygroup
mport multiple rules
priority (3  Acton (@ Protocol & Port  (3) Type Source (3) Description Operation

Protocols/TCP (Custo... ¥ IP address v

Allow v IPvd hd Replicate
0.0.0.0/0
Add Rule
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Table 3-12 Inbound rule parameter description

Parameter | Description Example Value

Priority Security group rule priority. 1

Value range: 1 to 100. The
default priority is 1 and has the
highest priority. The security
group rule with a smaller value
has a higher priority.

Action Security group rule actions. Allow

A rule with a deny action
overrides another with an allow
action if the two rules have the
same priority.

Protocol & Protocol: network protocol. TCP
Port Available options: All, TCP, UDP,
ICMP, or GRE.

Port: the port over which the 5432
traffic can reach your DB
instance.

RDS for PostgreSQL instances
can use database ports 2100 to
9500.

Type IP address type. Currently, only IPv4
IPv4 is supported.

Source Source address. It can be a 0.0.0.0/0
single IP address, an IP address
group, or a security group to
allow access from them to your
DB instance. Examples:

e Single IP address:
192.168.10.10/32 (IPv4
address)

e |P address segment:
192.168.1.0/24 (IPv4 address
segment)

e All IP addresses: 0.0.0.0/0
(any IPv4 address)

e Security group: sg-abc

e |P address group: ipGroup-
test
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Parameter | Description Example Value

Description | Supplementary information -
about the security group rule.
This parameter is optional.

The description can contain a
maximum of 255 characters and
cannot contain angle brackets
(<) or (>).

--—-End

3.4 Example: Buy and Connect to an RDS for
PostgreSQL DB Instance

This example illustrates how to purchase an RDS for PostgreSQL instance and how
to connect to it using DAS.

e Step 1: Create an RDS for PostgreSQL Instance
e Step 2: Connect to the RDS for PostgreSQL Instance

Step 1: Create an RDS for PostgreSQL Instance
1. Go to the Buy DB Instance page.

2. Configure the instance information and click Next.

Figure 3-36 Selecting a billing mode, DB engine, storage type, and instance

Billing Mode Yearly/Menthly @

Region

DB Instance Name de-gff5 0]

DB Engire Version 14 “ 12 n i) 96 93
DBInstance Type (3) Primary/Standby Single

Stoage Type Cloud S5D Leam moe

Time Zone (UTC+08:00) Beijing, Chonggng, Hong .. ¥
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Figure 3-37 Selecting an instance class

Instance Class General-purpose Dedicated

VCPU | Memory Maximum Connections ~ IPv6
1vCPU | 2GB 300 Not supported
® 24CPUs[4GB 1,500  Not supported
2VCPUS | 8GB 2500 Not supported
4CPUs | BGB. 2500 Not supported
4CPUS | 16 GB 5000 Not supported
8VCPUs | 16 GB 5000 Not supported

General-purpose | 2 VCPUs | 4 GB, Maximum Connections: 1500

o

Storage Space (GB)

on the GBS pricing details.

Disk Encryption

Figure 3-38 Configuring network information

® Relationship am

y groups, and DB Instances

In-use IP Address

we @ vpc-default v | C | subnet-default(192.1680.0/24) v|lc

After the RDS instance Is created, the VPC cannot to the VPC console. Available Private

other by default. If you want

Securlty Group () sys-default v

Securlty Group Rules v

Figure 3-39 Setting a password

Administrator root

Administrator Password it rel

Confirm Password e
Parameter Template Default-PostgresQL-13 ¥ | C view Parameter Te mplate
Tag s at you use TMS's predefined tag function to add the same tag to differe es. C View predefined tags

Quantity 1

es and read replicas cannot e

ncrease quota

3. View the purchased RDS instance.

Figure 3-40 Instance successfully purchased

AlLDB engines + | [ oBinstance name  + Q|| searcnbyrag v | [C|[®] [0
Name/ID |= Description DBinstanc. S DBEngneVesion IS Status Biling Mode Floating IP Address Operation
s Primary/standby Pay-per-use
- tgre A T View Metric | More v
flbdea0ssacanifesaadeassbienos  [F Jvchusjace  PoOreSQL1sE alble Created onjun 17,2022, 19216805 G ViewMetrc
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Step 2: Connect to the RDS for PostgreSQL Instance

1. Click Log In in the Operation column.

Figure 3-41 Instances

Name/ID |= Description DB Instance T. |= DB Engine Version = Status |=  BilingM.. Floatingl. Enterpris..  Created Database.. StorageT.. Operation
ot gl 9 9 o o P

1921 default Mar17,202300.. 5432 Cloud SSD View Metric More v

2. Enter the root password you configured during instance creation and click
Log In.

rds-dc72 Single

N Pay-per-Use
0f61a70076284217ac6416203(96asc1n03 2vCPUs [ 4GB Created o.

PostgresQL 139

Figure 3-42 Instance login

Instance Login Information

DB Instance Name rds-effs DB Engine Version PostgreSQL 13
" Login Username root
" Database Name postgres
* Password | e Test Connection Connection is successful

Remember Password Your password will be encrypted and stored securely.

Description

Show Executed SQL ‘:)

Statements &) f no

Cancel
3. Choose SQL Operations > SQL Window.

Figure 3-43 SQL Window

Datq . 5QL Operations Database Management mport and Export Account Management
dmin Service  PosigreSQL

SQL Window X SOL Window

:'n Current Database:postgres ) SOL History Execution Node Instance Name: rds-eff5 192.168.0.5:5432 Character Set: UTF8

Execute SQL (F8) B Format SQL (F9) % Execute SQL Plan (F6) S0L Favorites w
Database: postgres

Schema: public 1 SELECT * FROM
Tables Views

a|C

4. Create a database named test1.
CREATE DATABASE test1;
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Figure 3-44 Creating a database

:" Curl’emDataDase:pOStgreS = Master Switch SQL Execution Node Instance Name: rds-eff5 192.168.0.5:5432 Character
Execute SQL (F8) Format SQL (F9 i3 Execute SQL Plan (F6 SQL Favorites v
Database: postgres o e 8 (F9) ° (7o)
Schema: public 1 CREATE DATABASE testl;
Tables Views
a|lc

Executed SQOL Statements  Messages

B F X E IS C ottt eSS
[Split SQL] MNumber of SQL(s) to be executed: 1

[Executed SQL: (1)]
CREATE DATABASE testl;
executed successfully. Time required: [99ms.]

5. Switch to test1 and create a schema named schema1 in the database.
Figure 3-45 Switching to the database

'{# CurrentDatabase:pDStgrES 0] = Master Switch SQl

Execute SQL (F3)
Database: | | o \Fa)
Schema: postgres 1 CREATE DATABASE
Tables testl

CREATE SCHEMA schema1;

Issue 27 (2023-07-17) Copyright © Huawei Technologies Co., Ltd. 130



Relational Database Service
Getting Started 3 Getting Started with RDS for PostgreSQL

Figure 3-46 Creating a schema

Database test! Execute SQL (F8) B Format SQL (F9 ip Execute SQL Plan (F6 S0L Favorites v

Schema: public CREATE 5SCHEMA schemal;

Tables Views

o
@

Executed SQL Statements  Messages

--------------- Execute---------------

[Split SQL] Number of SQL(s) to be executed: 1

[15ms. ]

6. Switch to schemal and create a table named mytable with only one column.
Specify the column name as firstcol and the column type as integer.

CREATE TABLE schemal.mytable (firstcol int);

Figure 3-47 Creating a table

Execute SQL (F8) Format SQL (F9 ¥§ Execute SQL Plan (F6; SQL Favorites v
Database: test1 . = N
Schema schemat CREATE TABLE schemal.mytable (firstcol int);

Tables Views

o | C

Executed SQL Statements

e PR Ee e e

7. Insert data to the table.
INSERT INTO schemal.mytable values (100);

Issue 27 (2023-07-17) Copyright © Huawei Technologies Co., Ltd. 131



Relational Database Service

Getting Started 3 Getting Started with RDS for PostgreSQL

Figure 3-48 Inserting data

Database test! B Format SQL (F9) ¥§ Execute SQL Plan (F6) S0OL Favorites v
Schema: schema INSERT INTO schemal.mytable values (189);
Tables Views
o [|C

Executed SOL Statements ~ Messages

S S EX OGN Con e e eSS

[Split SQL] Number of SQL(s) to be executed: 1

Query data in the table.
SELECT * FROM "schema1l"."mytable"

Figure 3-49 Querying data

- ot Execute SOL (F8) B Format SQL (F9) i Execute SQL Plan (F6) SOL Favorites v
Schema: schemat SELECT * FROM "schemal
Tables Views
o | C
Executed SQL Statements  Messages  Result Setl x
firstcol
1 108

8. In the upper part of the page, choose Account Management > Role
Management.
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Figure 3-50 Role management

Datq .. SQL Op Database Management mport and Export Account Management
) AdminService PosigreSQL

Role Management

+Create Role

Role Name Role 1D
pg_database_owner 6171
pg_read_all_dafa 6181
pg_write_all_data 5182
root 16384

9. Click Create Role and complete basic settings. user1 is used as an example.

Figure 3-51 Creating a role

Role Management

Back to Role Management List / Create Role
Basic Settings Role Groups Permissions
* Role Name user!
Login
¥ Password | swssssees
* Confirm Password | sessisaas
Connection Limit & 1
Expires
Create Database
Create Role

Inherit Permission &

@ fancel

10. Click the Permissions tab and grant user1 the permissions to perform
operations on databases, schemas, and tables.
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Figure 3-52 Granting permissions

Type Datahase Schema Object Column

Database est CONNECT CREATE TEMPORARYEG

Total Records: 3

11. On the Development Tool page, click Add Login and log in to the database

as user1.
Figure 3-53 Adding login
Add Login

" DB Engine PostgresQL -

Ql|cC
DB Instance Name DB Engine Version D8 Instance Type Status
@ rds-effs PostgresQL 13 Primary/Standby Available

" Database Name testl
" Login Username user1
- Password Test Connection

Connection is successful

Remember Password Your password will be encrypted and stored securely.
Description

Show Executed SQL

Statements (2)

12. Create schemaz2 in test1 to verify that user1 has the CREATE permission.

CREATE SCHEMA schema2;

Issue 27 (2023-07-17) Copyright © Huawei Technologies Co., Ltd.

134



Relational Database Service
Getting Started 3 Getting Started with RDS for PostgreSQL

Figure 3-54 Verifying permissions

Database test] Execute SOL (F8) B Format SQL (F9) §5 Execute SQL Plan (F6) SQL Favorites v

Schema public 1 CREATE SCHEMA schemal;
Tables Views

a |lc

Executed SQL Statements ~ Messages

St EREEIE e
[Split SQL] Mumber of SQL(s) to be executed: 1

[Executed SQL: (1)]
CREATE SCHEMA schema2;

executed successfully. Time required: [45ms.]
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Getting Started with RDS for SQL Server

4.1 Overview

An RDS DB instance can be connected through a private network, Data Admin
Service (DAS), or a public network.

Table 4-1 RDS connection methods

Conne | IP Scenarios Description

ct Address

Throu

gh

DAS No IP DAS enables you to manage e Easy to use,
address | databases on a web-based console secure, advanced,
is and provides you with database and intelligent

required. | development, O&M, and intelligent
You can | diagnosis to make it easy to use and
log in to | maintain your databases. The

the DAS | permissions required for connecting
console | to DB instances through DAS are
and use | enabled by default.

e Recommended

RDS

directly.
Private | Floating | RDS provides a floating IP address e Secure and
netwo | IP by default. excellent

rk performance

When your applications are
deployed on an ECS that is in the e Recommended
same region and VPC as RDS, you
are advised to use a floating IP
address to connect to the RDS DB
instance through the ECS.
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Conne | IP Scenarios Description
ct Address
Throu
gh
Public | EIP If you cannot access an RDS DB e A relatively lower
netwo instance through a floating IP level of security
rk address, bind an EIP to the DB compared to
instance and connect the DB other connection
instance to the ECS through the EIP. methods
e To achieve a
higher

transmission rate
and security
level, you are
advised to
migrate your
applications to
an ECS that is in
the same VPC as
your RDS DB
instance and use
a floating IP
address to access
the DB instance.

e You need to
purchase an EIP.
For details, see
EIP billing
details.

(11 NOTE

e VPC: indicates the Virtual Private Cloud.
e ECS: indicates the Elastic Cloud Server.

e You can log in to DB instances using the Data Admin Service (DAS) service or other
database clients.

e If the ECS is in the same VPC as the RDS DB instance, you do not need to apply for an
EIP.

Figure 4-1 illustrates the connection over a private network or a public network.
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Figure 4-1 DB instance connection

Security ECS
group T

|
10

L 8.Q.0.5

Security ECS
group

,__._

Connect through a private network (ECS and RDS in the
same security group)

Connect through a private network (ECS and RDS in
different security groups)

o Connect through a public network

Connecting to DB Instances Running Other DB Engines
e Connecting to an RDS for MySQL DB Instance
e Connecting to an RDS for PostgreSQL DB Instance

4.2 Connecting to a DB Instance Through DAS
(Recommended)

Scenarios
Data Admin Service (DAS) enables you to connect to and manage databases with
ease on a web-based console. The permissions required for connecting to DB
instances through DAS are enabled by default. You are advised to use this
connection method.

Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and a project.
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Step 3 Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

Step 4 On the Instances page, locate the DB instance and click Log In in the Operation
column.

Figure 4-2 Logging in to an instance

DB Instance T.. J= DB Engine Ver Status [=  BilingM.. Floating L. Enterpris.  Created Database.. StorageT.. Operation
primary/Standby . N Pay-peruse . Viar 0, 2028 . on e ore
s Microsoft SQL Server 201 Ml Coaatedo. 1001 default Mar 04,2023 00, 1433 Common...  View Metric

Alternatively, click the DB instance name on the Instances page. On the displayed
Basic Information page, click Log In in the upper right corner.

Figure 4-3 Logging in to an instance
< rds-7fed © avliable © Fexs »,»( View Metric Reboot Migrate Database | | C

Step 5 On the displayed login page, enter the correct username and password and click
Log In.

--—-End

Follow-up Operations
After logging in to the DB instance, you can create or migrate databases.

e Managing RDS for SQL Server Databases Using DAS
e Migration Solution Overview

4.3 Connecting to a DB Instance Through a Private
Network

4.3.1 Connecting to a DB Instance Through a Private Network

Process

Figure 4-4 illustrates the process of connecting to an RDS for SQL Server DB
instance through a private network.
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Figure 4-4 Connecting to a DB instance through a private network

If the ECS and RDS DB instance
are in the same security group,
—= they can communicate with each
other by default. No configuration
¥ is required.
Configure security
group rules. If the ECS and RDS DB instance
are in different security groups,
you need to configure security
group rules for them separately.

Start

Use 5QL Server Management
Studio to connect to the DB
instance through a non-55L
connection or an 55L connection
{which encrypts data and is more
End secure).

Connect to the

DB instance.

4.3.2 Connecting to a DB Instance from a Windows ECS

You can connect to your DB instance using a Windows ECS installed with SQL
Server Management Studio over a private network.

This section describes how to connect to a DB instance with SSL disabled. To
connect to a DB instance with SSL enabled, see Connecting to an Instance
Through a Private Network.

Step 1: Buy an ECS

1.

Log in to the management console and check whether there is an ECS
available.

- If there is a Windows ECS, go to 3.
- If no Windows ECS is available, go to 2.

Figure 4-5 ECS

ecs-e021
eeeeeeeeeee

Buy an ECS and select Windows as its OS.

To download SQL Server Management Studio to the ECS, bind an EIP to the
ECS. The ECS must be in the same region, VPC, and security group as the RDS
for SQL Server DB instance for mutual communications.

For details about how to purchase a Windows ECS, see "Purchasing an ECS"
in Elastic Cloud Server Getting Started.

On the ECS Information page, view the region and VPC of the ECS.
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Figure 4-6 ECS information

¢ ecs-e02f
Summary Disks MNetwaork Interfaces Security Groups ElPs IMonitoring Tags

ECS Information

Name ecs-e02f 2

Region

A7 AZ1

Specifications General computing | 2 vCPUs | 16 GIB | m2.large &

Image Marketplace | Windows Server 40GE | Marketplace image

Version: Windows Server 2019 Standard 64bit

default_vpc

]
o]

Billing Mode Fay-per-use

Obtained Jun 08, 2023 10:39:12 GMT+08:00
Launched Jun 08, 2023 10:39:23 GMT+08:00
Deletion Time —  Modify

4. On the Basic Information page of the RDS for SQL Server instance, view the
region and VPC of the DB instance.
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5.

Figure 4-7 DB instance information

< rds-99%e1

Basic Information
Backups & Restorations
Connectivity & Security
Accounts

Databases

Distributed Transactions
5818

Logs

Parameters

DBA Agsistant

Publications &
Subscriptions

Tags

Available

v Feedback Log In

Time Zone China Standard Time nstance Class

Cerffficate L, Administrator

Enterprise Project default Failover Priorit

Chinese_PRC_CI_AS Change AZ

Service Provider endensoft

Connection Information Connectivity & Security  Connectto RDS | Handle Connection Failure

afing IP Address  192.168.2.182 [ Change Private Domain Name ~ Apply
EIP Bind Public Name
vpc-default Database Port un 2 ®

Subnet 5ubnet-3723(192.168.2.024) Tsecurity group Manage

enft 801 Sarver Mananament Sdin Cannactinn (Privata
o501 UL Senver vianagement studio Lonnectiol Vale

192.168.2.182 1433 Note: Use a comma () to separate the IP address and database port.

Check whether the ECS and RDS for SQL Server instance are in the same
region and VPC.

If yes, go to Step 2: Test Connectivity and Install SQL Server
Management Studio.

If they are not in the same region, purchase another ECS or DB instance.
The ECS and DB instance in different regions cannot communicate with
each other. To reduce network latency, deploy your DB instance in the
region nearest to your workloads.

If the ECS and DB instance are in different VPCs, change the VPC of the
ECS to that of the DB instance. For details, see Changing a VPC.

Step 2: Test Connectivity and Install SQL Server Management Studio

1.

Log in to the ECS. For details, see Login Using VNC in the Elastic Cloud Server
User Guide.

On the Instances page, click the DB instance name.

In the Connection Information area, obtain the floating IP address and
database port of the DB instance.
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Figure 4-8 Connection information

< rds-99e1

Basic Information
Backups & Restorations
Connectivity & Security
Accounts

Databases

Distributed Transacfions
5318

Logs

Parameters

DBA Agsistant

Publications &
Subscriptions

Tags

Time Zone

[
o2
utd

Enterprise Project

Character Set

Connection Information

Floating IP Address

1921682182 [ Change

v Feedback Log In

China Standard Time

Instance Class

Cerfificate 4 Administrator

default Failover Priority
Chinese_PRC_CI_AS Change AZ
endensoft

Connectivity & Security  Connectto RDS | Handle Connection Failure

Private Domain Name  Apply

EIP Bind Public Name Apply
VPC vpc-default Database Port un 2 ®
Subnet subnet-3123(192.168.2.0/24) Security Group 1security group Manage

Microsoft SQL Server

L oElVE

Management Studio Connection (Private

192.168.2.182 1433 | Note: Uze 8 comma () to separate the IP address and database port.

Open the cmd window on the ECS and check whether the floating IP address
and database port of the DB instance can be connected.

telnet 792.768.2.182 1433

If yes, network connectivity is normal.

If no, check the security group rules.

® |If in the security group of the ECS, there is no outbound rule with
Destination set to 0.0.0.0/0 and Protocol & Port set to All, add an
outbound rule for the floating IP address and port of the DB

instance.

Figure 4-9 ECS security group
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®  |f in the security group of the DB instance, there is no inbound rule
with Source set to 0.0.0.0/0 and Protocol & Port set to All, add an
inbound rule for the private IP address and port of the ECS. For
details, see Configuring Security Group Rules.

Figure 4-10 DB instance security group

uuuuuuuuuu

5. Open a browser on the ECS, visit the Microsoft website, and download the
installation package, for example, SQL Server Management Studio 18.0.

6. Double-click the installation package and complete the installation as
instructed.

Step 3: Connect to the DB Instance Using SQL Server Management Studio

1. Start SQL Server Management Studio.

2. Choose Connect > Database Engine. In the displayed dialog box, enter login
information.

Figure 4-11 Connecting to the server

=F Connect to Server
SQL Server

Databaze Engine

Server name: , 1433 -

Authentication: SAL Serwer Authentication -
Login: rdsuser -
Password: dokokkokdok

|| Eemember password

[ Conmact ]l Cancel H Help H Options = |

Table 4-2 Parameter description

Parameter | Description

Server Floating IP address and database port obtained in 3.
name
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Parameter | Description

Authenticat | Authentication mode. Select SQL Server Authentication.
ion

Login Name of the account used to access the DB instance. The
default value is rdsuser.

Password Password of the account.

3. Click Connect to connect to the DB instance.

Follow-up Operations

After logging in to the DB instance, you can create or migrate databases.

e Managing RDS for SQL Server Databases Using DAS
e Migration Solution Overview

4.3.3 Configuring Security Group Rules

Scenarios

Precautions

A security group is a collection of access control rules for ECSs and RDS DB
instances that have the same security protection requirements and are mutually
trusted within a VPC.

This section describes how to create a security group to enable specific IP
addresses and ports to access RDS.

First check whether the ECS and RDS DB instance are in the same security group.

e If the ECS and RDS DB instance are in the same security group, they can
communicate with each other by default. No security group rule needs to be
configured. Go to Connecting to a DB Instance from a Windows ECS.

e |If the ECS and RDS DB instance are in different security groups, you need to
configure security group rules for them, separately.

- RDS DB instance: Configure an inbound rule for the security group with
which the RDS DB instance is associated.

- ECS: The default security group rule allows all outgoing data packets. In
this case, you do not need to configure a security group rule for the ECS.
If not all outbound traffic is allowed in the security group, you need to
configure an outbound rule for the ECS.

This section describes how to configure an inbound rule for an RDS DB instance.

For details about the requirements of security group rules, see the Adding a
Security Group Rule section in the Virtual Private Cloud User Guide.

The default security group rule allows all outgoing data packets. ECSs and RDS DB
instances can access each other if they are deployed in the same security group.
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Procedure
Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

After a security group is created, you can configure security group rules to control
access from and to the DB instances in the security group.

e By default, you can create a maximum of 100 security groups in your cloud
account.
e By default, you can add up to 50 security group rules to a security group.

e One RDS DB instance can be associated with multiple security groups, and
one security group can be associated with multiple RDS DB instances.

e Too many security group rules will increase the first packet latency. You are
advised to create no more than 50 rules for each security group.

e To enable access to an RDS DB instance from resources outside the security
group, you need to configure an inbound rule for the security group
associated with the RDS DB instance.

(10 NOTE

To ensure the security of your data and DB instances, you are advised to use the principle of
least privilege for database access. Change the database port (default value: 1433), and set
the IP address to the remote server's address or any IP address in the remote server's
smallest subnet to control the access from the remote server.

The default value of Source is 0.0.0.0/0, indicating that RDS DB instances in the security
group can be accessed from any IP address.

For details about the requirements of security group rules, see the Adding a
Security Group Rule section in the Virtual Private Cloud User Guide.

Log in to the management console.

Click 0 in the upper left corner and select a region and a project.

Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

On the Instances page, click the DB instance name.
Configure security group rules.
In the Connection Information area on the Basic Information page, click the

security group.

Figure 4-12 Connection information

Connection Information Connect to RDS | Handle Connection Failure

1921681196 [J Change Bind

default_vpc 14332 @)

subnet-f3ea (192.168.1.0/24) default_securitygroup &
92.168.1.196,1433 Nate: Use 3 comma () to separate the IP address and database port.

On the Inbound Rules tab, click Add Rule. In the displayed dialog box, set
required parameters to add an inbound rule.

You can click + to add more inbound rules.
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Figure 4-13 Adding an inbound rule

Add Inbound Rule Learn more about security group configuration. *
0 Inbound rules allow incoming traffic to instances associated with the security group
Some security group rules will not take effect for ECSs with certain specifications. Learn more
Security Group  default_securitygroup
mport multiple rules
pricity (3 Acton (3 Protocol & Port  (3) Type source (@) Description Operation
Protocols/TCP (Custo v IP address v
Allow  ~ Pvd v Replicate
0.0.0.0/0
Add Rule
m Cancel
Table 4-3 Inbound rule parameter description

Parameter | Description Example Value

Priority Security group rule priority. 1
Value range: 1 to 100. The
default priority is 1 and has the
highest priority. The security
group rule with a smaller value
has a higher priority.

Action Security group rule actions. Allow
A rule with a deny action
overrides another with an allow
action if the two rules have the
same priority.

Protocol & Protocol: network protocol. TCP

Port Available options: All, TCP, UDP,
ICMP, or GRE.
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Parameter

Description

Example Value

Port: the port over which the
traffic can reach your DB
instance.

An RDS for SQL Server instance
can use the default database
port 1433 or any port from the
range 2100-9500 (excluding
5355 and 5985). If your instance
uses 2019 Enterprise Edition,
2019 Standard Edition, 2019
Web Edition, 2017 Enterprise
Edition, 2017 Standard Edition,
or 2017 Web Edition, ports
5050, 5353, and 5986 cannot be
specified for it.

1433

Type

IP address type. Currently, only
IPv4 is supported.

IPv4

Source

Source address. It can be a
single IP address, an IP address
group, or a security group to
allow access from them to your
DB instance. Examples:

e Single IP address:
192.168.10.10/32 (IPv4
address)

e |P address segment:
192.168.1.0/24 (IPv4 address
segment)

e All IP addresses: 0.0.0.0/0
(any IPv4 address)

e Security group: sg-abc

e |P address group: ipGroup-
test

0.0.0.0/0

Description

Supplementary information
about the security group rule.
This parameter is optional.

The description can contain a
maximum of 255 characters and
cannot contain angle brackets
(<) or (>).

--—-End
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4.4 Connecting to a DB Instance Through a Public

Network

4.4.1 Connecting to a DB Instance Through a Public Network

Process

Figure 4-14 illustrates the process of connecting to an RDS for SQL Server DB

instance through a public network.

Figure 4-14 Connecting to a DB instance through a public network

Start

Bind an EIP. —8

Y

Configure security
group rules.

Connect to the

DB instance.

End

4.4.2 Binding an EIP

Scenarios

You can bind an EIP to a DB instance for public accessibility and can unbind the

EIP from the DB instance as required.

Precautions

e You need to configure security groups and enable specific IP addresses and

The Elastic IP service provides
independent public IP
addresses and bandwidth.
You can buy an EIP and bind
it to your DB instance.

Configure an inbound rule
for the DB instance to allow
aceess from public resources.

Use SOL Server Management
Studio to connect to the DB
instance through a non-55L
connection or an S5L
connection (which encrypts
data and is more secure).

ports to access the target DB instance. Before accessing the DB instance, you
need to add an individual IP address or an IP address range that will access
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the DB instance to the inbound rule. For details, see section Configuring
Security Group Rules.

e Traffic generated by the public network is charged. You can unbind the EIP
from your DB instance when the EIP is no longer used.

Binding an EIP

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Log in to the management console.

Click Y i the upper left corner and select a region and a project.

Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

On the Instances page, click the target DB instance.

In the navigation pane on the left, choose Connectivity & Security. In the
Connection Information area, click Bind next to the EIP field.

Figure 4-15 Binding an EIP

< rds-2085 ~ Available © Feedback | Login View Metric
Basic Information

Backups & Restorations Connection Informatien

192168012 OF Change H ME\PD:UM

Distributed Transactions D P 1431 £ @ SsL Certificate 1,

Logs

In the displayed dialog box, select an EIP and click OK.
If no available EIPs are displayed, click View EIP and obtain an EIP.

Figure 4-16 Selecting an EIP

X
Bind EIP
For security purposes, after the EIP is bound, use SSL to connect to the database and add inbound and outbound
rules in the security group.
Select EIP C
EIP Status Bandwidth
® ®Unbound 5 Mbit/s
Cance
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Step 7 On the Connectivity & Security page, view the EIP that has been bound to the
DB instance.

You can also view the progress and result of binding an EIP to a DB instance on

the Task Center page.

--—-End

4.4.3 Connecting to a DB Instance from a Windows Server

You can connect to your DB instance from a local Windows server installed with
SQL Server Management Studio over a public network.

This section describes how to connect to a DB instance with SSL disabled. To
connect to a DB instance with SSL enabled, see Connecting to an Instance
Through a Public Network.

Step 1: Test Connectivity and Install SQL Server Management Studio

1.
2.

On the Instances page, click the DB instance name.
In the Connection Information area, obtain the EIP and database port of the

DB instance.

Figure 4-17 Connection information

< rds-99e1

| Basic Information
Backups & Restorations
Connectivity & Security
Accounts
Databases
Distributed Transactions
3518
Logs
Parameters
DBA Assistant v

Publications &
Subscriptions

Tags

Available

Connection Information

192.168.2.182 [0 Change Private Domain Name

China Standard Time

Certificate |

default

Chinese_PRC_CI_AS Change

endensoft

Connectivity & Security

] Public Name

Sel security Grou...  (2)

vpc-default

Subnet subnet-3f23(192.162.2.0/24)

£ Feedback Log In

Connectto RDS | Handle Connection Failure

Apply
Apply

[l @

isecurity group  Manage

192.168.2.182,1433 Mote: Use a comma (.) to separate the |P address and database port.

If no EIP has been bound to the DB instance, see Binding an EIP.

Open the cmmd window on your local server and check whether the EIP and
database port of the DB instance can be connected.

telnet £/P 7433
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- If yes, network connectivity is normal.
- If no, check the security group rules.

If in the security group of the DB instance, there is no inbound rule with
Source set to 0.0.0.0/0 and Protocol & Port set to All, add an inbound
rule for the EIP and port of the DB instance. For details, see Configuring
Security Group Rules.

Figure 4-18 DB instance security group

,,,,,,,,,,,

Tee 28
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4. Open a browser on the local server, visit the Microsoft website, and
download the installation package, for example, SQL Server Management
Studio 18.0.

5. Double-click the installation package and complete the installation as
instructed.

Step 2: Connect to the DB Instance Using SQL Server Management Studio

Start SQL Server Management Studio.
2. Choose Connect > Database Engine. In the displayed dialog box, enter login
information.

Figure 4-19 Connecting to the server

I;IF Cannect to Server
SQL Server

Databasze Engine

Server name: 1433 -

Authentication: SAL Serwer Authentication -
Login: rdsuszer -
Pas=zword: pae e B

r Bemember paszsword

[ Conmect ]l Cancel II Help II Options =+
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Table 4-4 Parameter description

Parameter | Description

Server EIP and database port obtained in 2.
name

Authenticat | Authentication mode. Select SQL Server Authentication.
ion

Login Name of the account used to access the DB instance. The
default value is rdsuser.

Password Password of the account.

3. Click Connect to connect to the DB instance.

Follow-up Operations

After logging in to the DB instance, you can create or migrate databases.

e Managing RDS for SQL Server Databases Using DAS
e Migration Solution Overview

4.4.4 Configuring Security Group Rules

Scenarios

Precautions

A security group is a collection of access control rules for ECSs and RDS DB
instances that have the same security protection requirements and are mutually
trusted within a VPC.

This section describes how to create a security group to enable specific IP
addresses and ports to access RDS.

When you attempt to connect to an RDS DB instance through an EIP, you need to
configure an inbound rule for the security group associated with the DB instance.

The default security group rule allows all outgoing data packets. ECSs and RDS DB
instances can access each other if they are deployed in the same security group.
After a security group is created, you can configure security group rules to control
access from and to the DB instances in the security group.

e By default, you can create a maximum of 100 security groups in your cloud
account.
e By default, you can add up to 50 security group rules to a security group.

e One RDS DB instance can be associated with multiple security groups, and
one security group can be associated with multiple RDS DB instances.

e Too many security group rules will increase the first packet latency. You are
advised to create no more than 50 rules for a security group.
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e To enable access to an RDS DB instance from resources outside the security
group, you need to configure an inbound rule for the security group
associated with the RDS DB instance.

(11 NOTE

To ensure the security of your data and DB instances, you are advised to use the principle of
least privilege for database access. Change the database port (default value: 1433), and set
the IP address to the remote server's address or any IP address in the remote server's
smallest subnet to control the access from the remote server.

The default value of Source is 0.0.0.0/0, indicating that RDS DB instances in the security
group can be accessed from any IP address.

For details about the requirements of security group rules, see the Adding a
Security Group Rule section in the Virtual Private Cloud User Guide.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and a project.

Step 3 Click — in the upper left corner of the page and choose Databases > Relational
Database Service.

Step 4 On the Instances page, click the DB instance name.
Step 5 Configure security group rules.
In the Connection Information area on the Basic Information page, click the

security group.

Figure 4-20 Connection information

Connection Information Connect to RDS | Handle Connection Failure

192.168.1.196 [J Change Bind

default_vpc 14332 @

subnet-f3ea (192.168.1.0/24) default_securitygroup &
192.168.1.196,1433  Note: Use a comma () to separate the IP address and database port.

Step 6 On the Inbound Rules tab, click Add Rule. In the displayed dialog box, set
required parameters to add an inbound rule.

You can click + to add more inbound rules.
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Figure 4-21 Adding an inbound rule

Add Inbound Rule Learn more about security group configuration. *
0 Inbound rules allow incoming traffic to instances associated with the security group
Some security group rules will not take effect for ECSs with certain specifications. Learn more
Security Group  default_securitygroup
mport multiple rules
pricity (3 Acton (3 Protocol & Port  (3) Type source (@) Description Operation
Protocols/TCP (Custo v IP address v
Allow  ~ Pvd v Replicate
0.0.0.0/0
Add Rule
m Cancel
Table 4-5 Inbound rule parameter description

Parameter | Description Example Value

Priority Security group rule priority. 1
Value range: 1 to 100. The
default priority is 1 and has the
highest priority. The security
group rule with a smaller value
has a higher priority.

Action Security group rule actions. Allow
A rule with a deny action
overrides another with an allow
action if the two rules have the
same priority.

Protocol & Protocol: network protocol. TCP

Port Available options: All, TCP, UDP,
ICMP, or GRE.
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Parameter

Description

Example Value

Port: the port over which the
traffic can reach your DB
instance.

An RDS for SQL Server instance
can use the default database
port 1433 or any port from the
range 2100-9500 (excluding
5355 and 5985). If your instance
uses 2019 Enterprise Edition,
2019 Standard Edition, 2019
Web Edition, 2017 Enterprise
Edition, 2017 Standard Edition,
or 2017 Web Edition, ports
5050, 5353, and 5986 cannot be
specified for it.

1433

Type

IP address type. Currently, only
IPv4 is supported.

IPv4

Source

Source address. It can be a
single IP address, an IP address
group, or a security group to
allow access from them to your
DB instance. Examples:

e Single IP address:
192.168.10.10/32 (IPv4
address)

e |P address segment:
192.168.1.0/24 (IPv4 address
segment)

e All IP addresses: 0.0.0.0/0
(any IPv4 address)

e Security group: sg-abc

e |P address group: ipGroup-
test

0.0.0.0/0

Description

Supplementary information
about the security group rule.
This parameter is optional.

The description can contain a
maximum of 255 characters and
cannot contain angle brackets
(<) or (>).

--—-End
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Getting Started with RDS for MySQL

Common Practices

After purchasing and connecting to a DB instance, you can view common practices
to better use RDS for MySQL.

Table 5-1 Common practices

Practice

Description

Suggestions
on using
RDS for
MySQL

Instance Usage
Suggestions

This practice provides suggestions on
using RDS for MySQL in terms of DB
instances, database connection,
reliability and availability, backup
and restoration, SQL audit, routine
O&M, and security.

Database Usage
Suggestions

This practice provides suggestions on
database naming, database design,
field design, index design, and SQL
statement development.

Website
setup

Using RDS for MySQL to
Set Up WordPress

This practice describes how to set up
WordPress in a LAMP environment
using Huawei Cloud Virtual Private
Cloud (VPCQ), Elastic Cloud Server
(ECS), and RDS for MySQL.

Using RDS for MySQL to
Set Up Discuz!

This practice describes how to set up
Discuz! in a LAMP environment using
Huawei Cloud VPC, ECS, and RDS for
MySQL.

Data
migration

Migrating Data to RDS
for MySQL Using
mysqldump

This practice describes how to use
mysqldump to copy data from the
source to an RDS for MySQL DB
instance.
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Practice

Description

From RDS for MySQL to
RDS for MySQL

This practice describes how to use
Data Replication Service (DRS) to
migrate table, database, or instance
data of the source to an RDS for
MySQL DB instance.

Migrating Data to RDS
for MySQL Using the
Export and Import
Functions of DAS

This practice describes how to use
Data Admin Service (DAS) to export
data from the source and then
import the data to an RDS for
MySQL DB instance.

From RDS for MySQL to
RDS for MySQL

This practice describes how to use
DRS to synchronize data from the
source to an RDS for MySQL DB
instance.

e Configuring Remote
Single-Active DR for
an RDS for MySQL
Instance Using DRS

e From RDS for MySQL

to RDS for MySQL
(Dual-Active DR)

This practice describes how to use
DRS to synchronize data from the
source to a DR RDS for MySQL
instance.

From DDM to RDS for
MySQL

This practice describes how to use
DRS to synchronize data from a
DDM instance to an RDS for MySQL
DB instance.

From GaussDB
Distributed to RDS for
MySQL

This practice describes how to use
DRS to synchronize data from a
GaussDB distributed instance to an
RDS for MySQL DB instance.

From GaussDB Primary/
Standby to RDS for
MySQL

This practice describes how to use
DRS to synchronize data from a

GaussDB primary/standby instance
to an RDS for MySQL DB instance.

From GaussDB(for
MySQL) to RDS for
MySQL

This practice describes how to use
DRS to synchronize data from a
GaussDB(for MySQL) DB instance to
an RDS for MySQL DB instance.

Migrating Data from
Self-Managed MySQL
Databases to RDS for
MySQL

This practice describes how to use
DRS to migrate data from a self-
managed MySQL database to an
RDS for MySQL DB instance.
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https://support.huaweicloud.com/intl/en-us/realtimemig-drs/drs_04_0088.html
https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_migration_mysqlbydrs.html
https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_migration_mysqlbydrs.html
https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_migration_mysqlbydrs.html
https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_migration_mysqlbydrs.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0102.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0102.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_03_0001.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_03_0001.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_03_0001.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_03_0001.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0127.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0127.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0127.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0115.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0115.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0121.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0121.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0121.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_11_0459.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_11_0459.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_11_0459.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0468.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0468.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0468.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_01_0001.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_01_0001.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_01_0001.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_01_0001.html
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Practice

Description

From Self-Managed
MySQL to RDS for
MySQL

This practice describes how to use
DRS to synchronize data from a self-
managed MySQL database to an
RDS for MySQL DB instance.

e From Self-Managed
MySQL to RDS for
MySQL (Single-
Active DR)

e From Self-Managed
MySQL to RDS for
MySQL (Dual-Active
DR)

This practice describes how to use
DRS to synchronize data from a self-
managed MySQL database to a DR
RDS for MySQL instance.

From Oracle to RDS for
MySQL

This practice describes how to use
DRS to synchronize data from a self-
managed Oracle database to an RDS
for MySQL DB instance.

Migrating MySQL
Databases from Other
Clouds to RDS for
MySQL

This practice describes how to use
DRS to migrate MySQL databases
from other clouds to RDS for MySQL.

From MySQL on Other
Clouds to RDS for
MySQL

This practice describes how to use
DRS to synchronize MySQL
databases from other clouds to RDS
for MySQL.

¢ From MySQL on
Other Clouds to RDS
for MySQL (Single-
Active DR)

e From MySQL on
Other Clouds to RDS
for MySQL (Dual-
Active DR)

This practice describes how to use
DRS to synchronize MySQL
databases from other clouds to DR
RDS for MySQL instances.

Data backup

Intra-region automated
backup

This practice describes how RDS for
MySQL automatically creates
backups for a DB instance during a
backup window and saves the
backups based on the configured
retention period.

Intra-region manual
backup

This practice describes how to create
manual backups for a DB instance.
These backups can be used to restore
data for improved reliability.
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https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0127.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0127.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0127.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0108.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0108.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_05_0001.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_05_0001.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_05_0001.html
https://support.huaweicloud.com/intl/en-us/bestpractice-rds/rds_05_0001.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0102.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0102.html
https://support.huaweicloud.com/intl/en-us/realtimesyn-drs/drs_04_0102.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0122.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0122.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0122.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0122.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0127.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0127.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0127.html
https://support.huaweicloud.com/intl/en-us/realtimedr-drs/drs_04_0127.html
https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_08_0004.html
https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_08_0004.html
https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_08_0005.html
https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_08_0005.html
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Practice

Description

Cross-region automated
backup

This practice describes how to store
backups of a DB instance in another
region for disaster recovery. If the DB
instance fails, the backups in another
region can be used to restore the
data to a new DB instance.

Data
restoration

Restoring from Full
Backups to RDS for
MySQL Instances

This practice describes how to use an
automated or manual backup to
restore a DB instance to how it was
when the backup was created. The
restoration is at the instance level.

Restoring a DB Instance
to a Point in Time

This practice describes how to use an
automated backup to restore
instance data to a specified point in
time.

Restoring Databases or
Tables to a Point in
Time

This practice describes how to use an
automated backup to restore
databases or tables to a specified
point in time.
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Getting Started with RDS for

PostgreSQL Common Practices

After purchasing and connecting to a DB instance, you can view common practices
to better use RDS for PostgreSQL.

Table 6-1 Common practices

Practice

Description

Suggestions | Instance Usage

This practice provides suggestions on

psql

on using Suggestions using RDS for PostgreSQL in terms of
RDS for database connection, read replicas,
PostgreSQL reliability and availability, logical
replication, database age, stability,
routine O&M, and security.
Database Usage This practice provides suggestions on
Suggestions database naming, table design, index
design, SQL design, and security.
Data Migrating Data to RDS | This practice describes how to use
migration for PostgreSQL Using pg_dump to copy data from the

source to an RDS for PostgreSQL DB
instance.

Migrating Data to RDS
for PostgreSQL Using
the Export and Import
Functions of DAS

This practice describes how to use
Data Admin Service (DAS) to export
data from the source and then
import the data to an RDS for
PostgreSQL DB instance.

From RDS for
PostgreSQL to RDS for
PostgreSQL

This practice describes how to use
DRS to synchronize data from the
source to an RDS for PostgreSQL DB
instance.
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https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_pg_12_0002.html
https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_pg_12_0002.html
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https://support.huaweicloud.com/intl/en-us/usermanual-rds/rds_09_0022.html
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Practice

Description

From Self-Managed
PostgreSQL to RDS for
PostgreSQL

This practice describes how to use
DRS to synchronize data from a self-
managed PostgreSQL database to an
RDS for PostgreSQL DB instance.

For PostgreSQL on
Other Clouds to RDS for
PostgreSQL

This practice describes how to use
DRS to synchronize data from
PostgreSQL databases on other
clouds to RDS for PostgreSQL.

From Oracle to RDS for
PostgreSQL

This practice describes how to use
DRS to synchronize data from a self-
managed Oracle database to an RDS
for PostgreSQL DB instance.

From RDS for MySQL to
RDS for PostgreSQL

This practice describes how to use
DRS to synchronize data from an
RDS for MySQL DB instance to an
RDS for PostgreSQL DB instance.

From Self-Managed
MySQL to RDS for
PostgreSQL

This practice describes how to use
DRS to synchronize data from a self-
managed MySQL database to an
RDS for PostgreSQL DB instance.

For MySQL on Other
Clouds to RDS for
PostgreSQL

This practice describes how to use
DRS to synchronize data from
MySQL databases on other clouds to
RDS for PostgreSQL.

Data backup

Intra-region automated
backup

This practice describes how RDS for
PostgreSQL automatically creates
backups for a DB instance during a
backup window and saves the
backups based on the configured
retention period.

Intra-region manual
backup

This practice describes how to create
manual backups for a DB instance.
These backups can be used to restore
data for improved reliability.

Data
restoration

Restoring from Full
Backups to RDS for
PostgreSQL Instances

This practice describes how to use an
automated or manual backup to
restore a DB instance to how it was
when the backup was created. The
restoration is at the instance level.

Restoring a DB Instance
to a Point in Time

This practice describes how to use an
automated backup to restore
instance data to a specified point in
time.
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Getting Started with RDS for SQL Server

Common Practices

After purchasing and connecting to a DB instance, you can view common practices
to better use RDS for SQL Server.

Table 7-1 Common practices

Practice

Description

Suggestions
on using
RDS for SQL
Server

Instance Usage
Suggestions

This practice provides suggestions on
DB instance class, database
connection, database migration, and
instance usage.

SSRS
deployment

Deploying SQL Server
Reporting Services
(SSRS) on RDS for SQL
Server

This practice describes how to deploy
SSRS on RDS for SQL Server.

Data
migration

Migrating Data to RDS
for SQL Server Using
the Export and Import
Functions of DAS

This practice describes how to use
Data Admin Service (DAS) to export
data from the source and then
import the data to an RDS for SQL
Server DB instance.

Migrating Data from an
ECS-Hosted SQL Server
Database to RDS for
SQL Server Using the
Export and Import
Functions of SSMS

This practice describes how to use
SQL Server Management Studio
(SSMS) to migrate data from an
ECS-hosted SQL Server database to
an RDS for SQL Server DB instance.

Migrating Data from an
On-Premises SQL Server
Database to RDS for
SQL Server Using the
Export and Import
Functions of SSMS

This practice describes how to use
SSMS to migrate data from an on-
premises SQL Server database to an
RDS for SQL Server DB instance.
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Practice

Description

Deploying SQL Server
Reporting Services
(SSRS) on RDS for SQL
Server

This practice describes how to deploy
SSRS on RDS for SQL Server.

Migrating Backup Data
of an RDS for SQL
Server DB Instance to
Another RDS for SQL
Server DB Instance

This practice describes how to use
DRS to migrate backup data from
the source to an RDS for SQL Server
DB instance.

From RDS for SQL
Server to RDS for SQL
Server

This practice describes how to use
DRS to synchronize data from an
RDS for SQL Server DB instance to
another RDS for SQL Server DB
instance.

Migrating Backup Data
of an On-Premises SQL
Server Database to an

RDS for SQL Server DB
Instance

This practice describes how to use
DRS to migrate backup data of an
on-premises SQL Server database to
an RDS for SQL Server DB instance.

From On-Premises SQL
Server to RDS for SQL
Server

This practice describes how to use
DRS to synchronize data from an on-
premises SQL Server database to an
RDS for SQL Server DB instance.

Migrating Backup Data
of SQL Server
Databases on Other
Clouds to RDS for SQL
Server

This practice describes how to use
DRS to migrate backup data of SQL
Server databases on other clouds to
RDS for SQL Server.

From SQL Server on
Other Clouds to RDS for
SQL Server

This practice describes how to use
DRS to synchronize data from SQL
Server databases on other clouds to
RDS for SQL Server.

Data backup

Intra-region automated
backup

This practice describes how RDS for
SQL Server automatically creates
backups for a DB instance during a
backup window and saves the
backups based on the configured
retention period.

Intra-region manual
backup

This practice describes how to create
manual backups for a DB instance.
These backups can be used to restore
data for improved reliability.
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Getting Started Practices
Practice Description
Data Restoring from Full This practice describes how to use an
restoration Backups to RDS for SQL | automated or manual backup to
Server Instances restore a DB instance to how it was

when the backup was created. The
restoration is at the instance level.

Restoring a DB Instance | This practice describes how to use an
to a Point in Time automated backup to restore
instance data to a specified point in
time.
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Change History

Released On Description

2023-07-17

changes:

This issue is the twenty-seventh official
release, which incorporates the following

e Added Getting Started with RDS for
MySQL Common Practices.

e Added Getting Started with RDS for
PostgreSQL Common Practices.

e Added Getting Started with RDS for
SQL Server Common Practices.

2023-06-01

change:

This issue is the twenty-sixth official
release, which incorporates the following

Supported multiple security groups for an
RDS for PostgreSQL instance.

2023-05-10

change:

This issue is the twenty-fifth official
release, which incorporates the following

Supported RDS for MariaDB.

2022-07-30

changes:

This issue is the twenty-fourth official
release, which incorporates the following

e Supported multiple security groups for
an RDS for MySQL instance.

2021-10-25

changes:

instance names.

This issue is the twenty-third official
release, which incorporates the following

Optimized the constraints on MySQL
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Released On

Description

2021-09-27

This issue is the twenty-second official
release, which incorporates the following
changes:

Supported AD domain for Microsoft SQL
Server 2017 Standard Edition and 2017
Web Edition.

2021-07-22

This issue is the twenty-first official
release, which incorporates the following
changes:

e Supported 5-year yearly/monthly RDS
for MySQL DB instances for
subscription.

e Added the storage type Extreme SSD
for buying an RDS for PostgreSQL DB
instance.

2021-06-17

This issue is the twentieth official release,
which incorporates the following change:

e Supported () and & for MySQL
database account passwords.

2021-05-18

This issue is the nineteenth official
release, which incorporates the following
changes:

Added the storage type Extreme SSD for
buying an RDS for MySQL DB instance.

2021-04-21

This issue is the eighteenth official
release, which incorporates the following
change:

Supported storage autoscaling for an RDS
for MySQL DB instance.

2021-04-19

This issue is the seventeenth official
release, which incorporates the following
changes:

Optimized the description of available
instance classes and storage types for
buying a MySQL DB instance.

2021-02-25

This issue is the sixteenth official release,
which incorporates the following change:

Adjusted the "Getting Started" outline.

2020-11-11

This issue is the fifteenth official release,
which incorporates the following change:

Supported the selection of your local time
zone for RDS for SQL Server DB instances.
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Released On

Description

2020-02-05

This issue is the fourteenth official release,
which incorporates the following change:

Added prompts for DB instance types
during the DB instance purchase.

2019-12-30

This issue is the thirteenth official release,
which incorporates the following change:

Supported password setting after a DB
instance is created.

2019-10-12

This issue is the twelfth official release,
which incorporates the following changes:

Optimized the constraints on the AD
domain name.

Adjusted the getting started structure.

Optimized the description of binding
and unbind EIPs.

2019-08-12

This issue is the eleventh official release,
which incorporates the following changes:

Optimized the password policy of
purchasing DB instances.

Supported database proxy for RDS for
MySQL DB instances.

2019-07-12

This issue is the tenth official release,
which incorporates the following changes:

Supported batch creation of read
replicas for RDS for MySQL DB
instances.

Supported a maximum of 10 read
replicas for each RDS for MySQL
primary DB instance.

Added the root user permissions for
RDS for MySQL DB instances.

2019-06-12

This issue is the ninth official release,
which incorporates the following changes:

Supported batch creation of read
replicas during the DB instance
creation.

Supported access to RDS for MySQL
DB instances through private domain
names.
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Released On

Description

2019-02-15

This issue is the eighth official release,
which incorporates the following changes:

e Supported adding EIPs to the whitelist
for RDS for SQL Server.

e Supported downloading incremental
backups for RDS for PostgreSQL DB
instances.

e Optimized the descriptions of
connecting to RDS for MySQL, RDS for
PostgreSQL, and RDS for SQL Server
DB instances.

2018-11-20

This issue is the seventh official release,
which incorporates the following changes:

e Supported RDS for PostgreSQL
Enhanced Edition.

e Supported creating read replicas for
RDS for SQL Server DB instances.

e Supported specifying a VIP when you
create an RDS for SQL Server DB
instance.

e Supported enterprise project
management.

2018-09-04

This issue is the sixth official release,
which incorporates the following changes:

e Optimized EIP mechanism for RDS for
MySQL, RDS for PostgreSQL, and RDS
for SQL Server.

2018-07-13

This issue is the fifth official release,
which incorporates the following changes:

e Changed the default port number to
5432 when an RDS for PostgreSQL DB
instance is created.
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Released On

Description

2018-06-30

This issue is the fourth official release,
which incorporates the following changes:

e Supported the configuration and
change of the floating IP address for
an RDS for MySQL DB instance.

e Supported enabling and disabling
public accessibility for RDS for MySQL
read replicas.

e Supported storage space scaling of
RDS for MySQL and RDS for
PostgreSQL DB instances numerous
times. Each scaling must be a multiple
of 10 GB.

e Supported storage space scaling of
RDS for SQL Server DB instances by a
multiple of 10 GB.

e Supported downloading backup data
of a specific database for RDS for SQL
Server.

2018-06-15

This issue is the third official release,
which incorporates the following changes:

e Supported auto renewal during the
creation of yearly/monthly DB
instances.

e Increased the backup retention period
to 732 days.

e Displayed the maximum number of
connections for RDS for MySQL and
RDS for PostgreSQL DB instances.

e Supported time zone selections when
creating an RDS for MySQL DB
instance.

e Supported 1 vCPU | 2 GB and 1 vCPU |
4 GB instance classes for RDS for
PostgreSQL DB instances.
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Released On Description

2018-06-01

This issue is the second official release,
which incorporates the following changes:

e Supported working with the DSS

service.

Supported a maximum of 4,000 GB of
storage space when you create or scale
up a DB instance.

Supported parameter group selections
during DB instance creation.

Supported creating yearly/monthly DB
instances in batches.

Supported enabling and disabling
public accessibility for MySQL DB
instances.

Changed the default port number to
3306 when an RDS for MySQL DB
instance is created.

Supported display of progress and logs
of creating or scaling RDS for MySQL
DB instances in the task center.

Supported PostgreSQL 10.

Supported Microsoft SQL Server 2008
R2 SP3 Enterprise Edition.

2018-05-04

This issue is the first official release.
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