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How Do | Use Anti-DDoS?

Cloud Native Anti-DDoS Basic (CNAD Basic) protects public IP addresses from
Layer 4 to Layer 7 distributed denial of service (DDoS) attacks and reports
alarms immediately when an attack is detected. In addition, CNAD Basic
improves the bandwidth utilization to further safeguard user services.

CNAD Basic monitors the service traffic from the Internet to elastic public IP
addresses (EIPs) to detect attack traffic in real time. It then scrubs attack
traffic based on user-configured defense policies without interrupting services.
It also generates monitoring reports that provide visibility into the network
traffic security.

This document provides a quick start guide for CNAD Basic, covering how to
view public IP addresses, enable alarm notification, configure service policies,
and view monitoring and interception reports.

Step 1: Prepare the Environment

Step 1 Log in to the management console.

Step 2 Select a region in the upper part of the page, click E in the upper left corner of
the page, and choose Compute > Elastic Cloud Server (ECS).

Step 3 Create an ECS and bind an EIP to it. For details, see section Purchasing an ECS.

(11 NOTE

e An EIP must be bound to the ECS so that the ECS can access the Internet.
e If you have an ECS, you can reuse it without the need to create one again.

--—-End

Step 2: View EIPs

Step 1 Click E in the upper left corner of the page and choose Security & Compliance
> Anti-DDoS Service. The Anti-DDoS page is displayed.

Step 2 On the Public IP Addresses tab page, check whether default protection has been
enabled for the public IP address prepared in Step 1: Prepare the Environment.
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Figure 1-1 Viewing public IP address

Public IP Addresses Security Report Alarm Notifications Logs

You can configure protection for 345 more IP addresses.

(’ Set Default Protection Policy \)

Q1 Public IP Addresses: 214 x Add filter
Public IP Addresses @ Protection Status Asset Type Protection Settings Enterprise Project
| 214 Q Normal { Default ) EIP Traffic Cleaning Thresheld 120 Mbitis default

After you purchase an EIP, Anti-DDoS automatically enables default protection to protect
the EIP.

----End

Step 3: Enabling Alarm Notifications

Step 1
Step 2

Click the Alarm Notifications tab.

Enable the alarm notification function, set the notification topic, and click Apply.

Figure 1-2 Configuring alarm notifications

Public |IPAddresses  Securty Report  Alarm Nofifications ~ Logs

ﬂ Alarm nofifications may be intercepted as spam. If you are not receiving notifications, check your spam folder or email filter setfings.
Only scrubbing alarms can be configured here. To configure black hole blocking alarms, go to the CES event monitoring page. How do | configure CES blackhole blocking event alarms?

Alarm Nofifications D

SMN Topic [ antiddos_007 v | Q View Topic

The drop-down list only displays SMN topics with at least one confirmed subscrintion.

Apply

(11 NOTE

The alarm notification function sends you alarm notifications (by SMS or email) if a DDoS
attack is detected.

--—-End

Step 4: Configuring a DDoS Protection Policy

Step 1

Click the Public IP Addresses tab, locate the row that contains the target public IP
address, and click Set Protection.
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Figure 1-3 Protection settings

Public IP Addresses Security Report Alarm Notifications Logs

ou can configure protection for 345 more [P addresses.

Q. Public IP Addresses: 214 X Add

Public IP Addresses Protection Status

kel

@ Normal ( Default)

reshold 120 Mbitis d

Step 2 Modify the protection settings as required and click OK.

Figure 1-4 Modifying protection settings

X
Protection Settings

Public IP Address 214

Set Protection Default  (®) Custom

Traffic Cleaning Threshold (& [ 150 Mbit's ' ]

(11 NOTE

Configure the traffic cleaning threshold based on the actual service access traffic. You are
advised to set a value closest to, but not exceeding, the purchased bandwidth.

--—-End

Step 5: Viewing a Monitoring Report

Step 1 Click the Public IP Addresses tab, locate the row that contains the target public IP
address, and click View Monitoring Report.

Figure 1-5 Viewing a monitoring report

Public IP Addresses Securlly Report

‘Alarm Nofifications Logs

You can config

n for 345 more IP addresses.

(" set Default Protection Poiicy ) ( setProtection )
O Pubiic IP Addresses. 214 X Add fter
Public IP Addresses ¢

21

Protection Status AssetType | Protection Settings Enterprise Project Operation
EP Trafic Cleaning Threshold 120 Mbitls default

@ Normal (Defauit )

You can view the protection status, traffic details, and attack events of a public IP
address within the last 24 hours.
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Figure 1-6 Monitoring details

Ant-DDoS 214

. Public IP Address O Protection Details

ublic IP Addres 214 Protection Stat

Monitoring Period Feb 29, 2024 11:12:03 GMT+08:00 - Mar 01, 2024 11:07:03 GMT+08:00

Traffic Packet Rate

1203 121703 132203 142703 153203 163703 174203 184703 195203

@ Nomal ( Default)

Set Protection

affic Cleaning Threshold 120 Mbitis

@ Inbound normal I traffic inbound attack traffic

Start Time End Time

J

i

ailable

--—-End

205703 220203 230703 001203 011703 022203 032703 043

043203 053703 064203 074703 085203 095703 110203
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Quick Access to CNAD - Unlimited
Protection Basic Edition

Cloud Native Anti-DDoS Advanced (CNAD) provides higher DDoS protection
capability for cloud services on Huawei Cloud such as Elastic Cloud Server (ECS),
Elastic Load Balance (ELB), Web Application Firewall (WAF), and Elastic IP (EIP).
CNAD defends against the DDoS attacks targeting the IP addresses on Huawei
Cloud and it provides higher protection capabilities for cloud services. With few
clicks on the console, you can enjoy always-on DDoS mitigation on Huawei Cloud.

Step 1: Purchasing an Unlimited Protection Basic Edition Instance

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Log in to the management console.

Click E in the upper left corner of the page and choose Security & Compliance
> Anti-DDoS Service. The Anti-DDoS page is displayed.

In the upper right corner of the page, click Buy CNAD Pro.

Set instance Type to Native DDoS Protection.

Set Protection Level to Unlimited Protection Basic Edition.

Set the purchase parameters as required, click Buy Now, and complete the
payment as prompted.

Issue 01 (2023-09-11) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 5


https://console-intl.huaweicloud.com/?locale=en-us

Anti-DDoS Service

2 Quick Access to CNAD - Unlimited Protection Basic

Getting Started with Common Practices Edition
Figure 2-1 Setting Unlimited Protection Basic edition specifications
Instance Type Native DDoS protection
Billing Mode (%) “YearlyMonthly
Protection Level (7) Unlimited Protection Advanced Edition Unlimited Protection Basic Edition
Uniir tection for Cloud EIPs and native networks. Access Guide
Excl WAF must be used
Specifications Access Mode: Transparent praxy
Banduwidth Type: Cloud native network and fully dynamic BGP (static BGP not supported)
Protection Capability: Unlimited protection (%)
Protected Resources: Public IP addresses of cloud resources, including ECS, ELB, and EIP
IF Version IPv4 and IPv6
Resource Location  (2) CN North-Beijing4 CN East-Shanghail CN South-Guangzhou CN Southwesi-Guiyang1
Only cloud resources in the region where the purchased instance resides can be protected
Protected IF Addresses (%) 50
100 Mbit/s
— Fam
Service Bandwidth () | 1lr] 100 +
R[‘f 2,500 5,000 7,500 0,000 12,500 5,000 7,500 20,000
----End

Step 2: Creating a Protection Policy

Step 1

Step 2

In the navigation pane on the left, choose Cloud Native Anti-DDoS Advanced >
Protection Policies. The Protection Policies page is displayed.

Configure a protection policy by referring to section Adding a Protection Policy.

--—-End

Step 3: Adding a Protected Objects

Step 1

Step 2
Step 3

In the navigation pane on the left, choose Cloud Native Anti-DDoS Advanced >
Instances. The Instances page is displayed.

In the upper right corner of the target instance box, click Add Protected Object.

Add the IP address to be protected as a protected object by referring to Adding a
Protected Object.'
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Figure 2-2 Adding a protected object

X
Add Protected Object
a. o1
Enter one or multipie IP addresses. Separate them with commas
‘You can add 0 more IP addresses.
Available Protected Objects(503) Enter a name, ID, or IP address. Q Selected Objects(1) Enter a name, ID, or IP address. Q
. Name/ID IP Address Type
Resource Tag ag key v
O nNameDd IP Address Type Y Tags acdat 726587 REROUTING_IF
. REROUTING
738¢) 715684
cda — REROUTING..
bbb 5236818 REROUTING
2820+ 86850: REROUTING
B 858b5¢ REROUTING
93, W REROUTING..
{’ Cancel \',- Next

(11 NOTE

The added protected objects (such as ECS, ELB, WAF, and EIP) are in the same region as the
region of the purchased CNAD instance.

--—-End
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Quick Access to CNAD - Unlimited
Protection Advanced Edition

Cloud Native Anti-DDoS Advanced (CNAD) provides higher DDoS protection
capability for cloud services on Huawei Cloud such as Elastic Cloud Server (ECS),
Elastic Load Balance (ELB), Web Application Firewall (WAF), and Elastic IP (EIP).
CNAD defends against the DDoS attacks targeting the IP addresses on Huawei
Cloud and it provides higher protection capabilities for cloud services. With few
clicks on the console, you can enjoy always-on DDoS mitigation on Huawei Cloud.

Step 1: Purchasing an Unlimited Protection Advanced Edition Instance

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Log in to the management console.

Click E in the upper left corner of the page and choose Security & Compliance
> Anti-DDoS Service. The Anti-DDoS page is displayed.

In the upper right corner of the page, click Buy CNAD Pro.

Set instance Type to Native DDoS Protection.

Select Unlimited Protection Advanced Edition for Protection Level.

Set the purchase parameters as required, click Buy Now, and complete the
payment as prompted.
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Figure 3-1 Setting specifications of the Unlimited Protection Advanced edition

Instance Type

Biling Mode  (3)

Protaction Level (2)

Native DDoS protection

‘YearlyMonthly
Unlimited Protection Advanced Edition Unlimited Protection Basic Edition

Specifications Access Mode: Transparent proxy

Bandwidth Type: Cloud native network, multi-ing BGP

Protection Capability: Unlimited protection

Protected Resources: Anti-DDoS Exlusive EIP
IP Version Fvd
Resource Location (7) CN North-Beijing2 CN North-Beijing4 CN East-Shanghait CN South-Guangzhou

Only cloud resources in the region where the purchased instance resides can be protected
Protected IP Addresses (%) 50 t

100 Mbitis
Y
] 1

Service Bandwidth () 10 5,000 0,000 5,000 20000 25,000 30,000 35000 40000

The amounl h forwarded to the origin server after traffic scrubbing. You are advised to select bandwidth at least equal to the egr

may be packet vice quality may suffer.

00 +

255 bandwidth of the origin server or there

--—-End

Step 2: Purchasing an Exclusive EIP and Binding It to an Instance

Step 1 Submit a service ticket to contact the Anti-DDoS service team to obtain the
permission to purchase exclusive EIPs.

Step 2 Purchase an exclusive EIP by referring to Assigning an EIP.

Step 3 Bind the exclusive EIP to the Unlimited Protection Advanced Edition instance. For
details, see Binding an EIP to an Instance.

--—-End

Step 3: Creating a Protection Policy

Step 1

Protection Policies. The Protection Policies page is displayed.

Step 2
----End

Step 4: Adding a Protected Object

Step 1

Instances. The Instances page is displayed.

Step 2
Step 3

Protected Object.

In the navigation pane on the left, choose Cloud Native Anti-DDoS Advanced >

Configure a protection policy by referring to section Adding a Protection Policy.

In the navigation pane on the left, choose Cloud Native Anti-DDoS Advanced >

In the upper right corner of the target instance box, click Add Protected Object.

Add the exclusive EIP as a protected object. For details, see section Adding a
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Figure 3-2 Adding a protected object

Add Protected Object
a. o1
Enter one or multipie IP addresses. Separate them with commas
‘You can add 0 more IP addresses.
Available Protected Objects(503) Enter a name, ID, or IP address. Q Selected Objects(1) Enter a name, ID, or IP address. Q
. Name/ID IP Address Type
Resource Tag ag key v
O nNameDd IP Address Type Y Tags acdat 726587 REROUTING_IF
. REROUTING
738¢) 715684
cda — REROUTING..
bbb 5236818 REROUTING
2820+ 86850: REROUTING
B 858b5¢ REROUTING
93, W REROUTING..
{’ Cancel \',- Next

--—-End
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Getting Started with Common Practices

After becoming a Huawei Cloud user, you can use Anti-DDoS for free. If you need
better protection capabilities, you are advised to purchase editions with higher
specifications.

This document describes the practices of using different editions of AAD.

Table 4-1 DDoS protection

Version Practice Description
Anti-DDoS Rout | Configuring Alarm | Enable alarm notification for
ine Notifications DDoS attacks.
mai
nten | Connecting to a Use an ECS to remotely access the
ance | Server Routed to a | server that has been blackholed.
Black Hole
Prot | Enhancing Anti- Purchase an AAD edition of higher
ecti | DDoS Service specifications.
on Capabilities
upgr
ade
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