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1 Service Usage Process

Service Usage Process

The following figure shows the process of using loT Device Management. The process is
divided into product development and online use phases.

During product development, you develop a product on the Developer Center. Product
development is the prerequisite for connecting physical devices to [oT Device

Management.

During online use, you connect physical devices and network applications (NAs) to [oT
Device Management through the Management Portal for remote device monitoring and

control.

Product Development

1. Create a project and product.

2. Develop a product model.

3. (Optional) Develop a codec.
4. (Optional) Develop an
application.

5. (Optional) Develop a device.

6. Carry out certification testing.

7. Release a product.

Device
interconnection

1. Create an
application.

2. Import the product
model.

3. Register a device.
4. Connect the device.

Application
interconnection

1. Connect an NA.

2. Subscribe to device
data.

3. Commission the NA.

Phase Key Description
Operation
Product | Create a You can develop IoT products and applications through projects
develop | project and | on the Developer Center. A product is a collection of devices
ment product. with the same properties and is an abstract model of physical
devices on the IoT platform.
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Phase Key Description
Operation
Develop a A product model is also called a profile file. It describes the
product capabilities and features of a device and is an abstract model of
model. the device on the IoT platform.
(Optional) | The codec parses hexadecimal data reported by devices into
Develop a JSON data based on the defined product model. It also converts
codec. JSON data delivered by the IoT platform into hexadecimal data
and delivers this data to devices.
NOTE
If data reported by a device is in JSON format, codec development is not
required. For example, a device that has AgentLite integration reports
data in JSON format.
(Optional) | You can create applications based on SDKs and APIs provided
Develop an | by the IoT platform to remotely monitor and control devices.
application | NOTE
If you do not want to develop applications for remote device monitoring
and control, you can use the Management Portal of IoT Device
Management instead.
(Optional) | You can develop devices based on the AgentLite, LiteOS, or
Develop a | NB-IoT modules, allowing the devices to connect to the IoT
device. platform, report data, and receive commands.
NOTE
If a device can connect to the IoT platform, you only need to set the IP
address and port number for device connection.
Carry out | During self-service testing, end-to-end test cases are provided to
self-service | help developers test basic device capabilities, such as data
testing. reporting and command delivery.
Release a After the profile file and codec meet commercial use
product. requirements, you can release the product to the Product Center.
Device Create an On the Management Portal, an application is created to manage
intercon | application | devices and NAs. Application creation is prerequisite to device
nection and NA access.
Import the | Through the Management Portal, import the product model
product released in the Product Center.
model.
Register a | Register a device on the Management Portal and deliver
device. information required for device connection.
Connect After a physical device is powered on, it can connect to the [oT
the device. | platform for data collection and device management.
Applicat | Connect an | An NA is connected to the IoT platform for remote device
ion NA. management.
intercon
nection
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Phase Key Description
Operation
Subscribe | An NA can subscribe to device data. If the subscribed-to data
to device changes, the [oT platform pushes this data to the NA.
data.
Commissio | Confirm that the data reported can be pushed to the NA and that
n the NA. the NA can remotely control the device.
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Experiencing loT Platform Integration

Before You Start

Subscribing to the Developer Center and Creating a Project
Developing a Product Model Online

Developing a Codec Online

Using Simulators for Online Testing

2.1 Before You Start

This document uses a smart street lamp as an example to describe how to use the
Development Center's device and application simulators to simulate physical devices and
applications during data reporting and command delivery.

This document assumes that the street lamp reports a data message carrying its light intensity
(Light_Intensity) and status (Light_Status) and that the command (SWITCH_LIGHT) is used
to remotely control the street lamp status. The data reported is in hexadecimal format.

2.2 Subscribing to the Developer Center and Creating a

Project

Scenarios

Prerequisites

When using the [oT platform cloud service for the first time, you must subscribe to the
Developer Center. You can use the Developer Center to develop product models and codecs
online. The Developer Center also provides device and application simulators for
commissioning.

You have registered a HUAWEI CLOUD account on the registration page.

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd. 4
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Procedure

Step1 Login to HUAWEI CLOUD and visit [oT Device Management.
Step 2 On the home page, click Developer Center.

Step 3 Enter relevant information. This document uses the smart street lamp solution as an example.
Click Subscribe Now.

Step 4 (Optional) If you are using the Developer Center for the first time, click Manufacturer in the
upper right corner, complete the manufacturer information, and return to the home page.

Step 5 To create a project, click + on the home page. In the dialog box displayed, enter the project
name and industry, and click OK.

Create Project *

[=]

[3%]

[uk]
T

Step 6 After the project is created, its application ID and secret are generated. Download the secret to
your local PC and keep it securely. Finally enter the project.

MnoTe

A secret is used to authenticate NAs when they attempt to access the loT platform. It is not displayed.
Make sure to keep it secure. If you forget the secret, you can reset it on the Interconnection page.

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd. 5
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Information

The application has been created in the project.
The allocated application 1D and secret are as
follows. Save the information securely as it is
displayed just for once.

If you forget the application secret, choose
Applications > Interconnectation > Reset Secret
to reset it.

Ty " p— |—.

Z_wiljc2yKfésk6LLTN SbSdeHkla

S

qsfBt1RfrpréYks_7Tr2zvHGQelrka

View Project Download Secret

Step 7 After the project is created, you can view its basic information, such as device and application
access information, and reset the secret on the Interconnection page.

[1¢]

OceanConnect Current Project: SteetLamp  \/

Basic Information

Interconnection Details

Application Information Application Security.
SteetLamp Qf626BE0AXNNLD4BIOG2AGNMKoU Reset Secret

2019/06/12 10:30:43 None. No push certificates available. ~ Certificate Management

Device Access Information Industry Information

LWN2M(COAP) Access Mode ccess Mode © in picaton Capa
100.114.162.124:5683 (CoAP) 100.114.162.124:3883 (MQTTS) Other Storage Mode
100.114.162.124:5684 (COAPS)

100.114.162.124:8943 (HTTPS) 7days
100.114.162.124:8883 (MQTTS)

Application Access Information )

100.114.121.211:8743

Quick Guide ()

—End

2.3 Developing a Product Model Online

Scenarios

A product model (or profile file) is used to describe the capabilities and features of a device.
Developers build an abstract model of a device by defining a profile file on the [oT platform,

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd. 6
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allowing it to understand the services, properties, and commands supported by the device,

such as color, light intensity, and switches.

Figure 2-1 Profile file structure

Product

Product Service
information capabilities

Manufacturer ~ Manufacturer Product »
i ame Product type. i Protocol type, upgrade

Property Property Property Command

Command Response
felds. fields.

Hardware

Configuration
update

This document uses a smart street lamp as an example. The street lamp reports a data message

carrying its light intensity (Light Intensity) and status (Light Status). The command

(SWITCH_LIGHT) can be used to remotely control the street lamp status.

Procedure

Step1 On the Product Development page, click Create Product, click the Customization tab, and

click Customization.

OceanConnect Current Project: Test \/

Select your product creation mode.

System Templates Rapid Integration Greated Products Profile Uploading Customization

You can customize a product based on your needs.

Step 2 In the dialog box displayed, define the product information and click Create.

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd.
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Set Product Information & b4
= Product Name - StreetLamp
= Model : StreetLampl0

= Manufacturer ID : 13e5fcf171d24930a59a1f74b23c 947
* Industry : SmartCity -
* Device Type StreetLight v
= Protocol Type (3 LWh2M -

Mote: For devices that use LWM2M, the reported binary data needs fo
be converted into data in JSOM format.

= Daia Type : Binary -

B

Image :

Step 3 On the Profile Definition page, click Add Service.

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd. 8
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Product Development > StrestLamp
StreetLamp

@ Profile Definition

&M Service

Software Upgrade

Software Upgrade Protocol :

FCP

Service List ()

el Sireetlamp00t

ndustry: NB_INDUSTRY

ame: HW.

ype®: Streetlight

Firmware Upgrade

Fimware Upgrade Protocol :

LwM2M

(@ ViewDetails  @Development Guide
nary Protocol Type: LWM2M
DO 49505130924 7000e 149411790347

Selr-Service Testing

Add Servi LExport Profile  aimport Profile
se

(@)
s
s
S
I}
g
£
&

Step 4 Define the properties of light intensity (Light Intensity) and status (Light Status). Set Service
Name to StreetLamp, and click Add under Property List.

Step 5 Define a property as follows: Set Property Name to Light_Intensity, Data Type to int,

Minimum to 0, and Maximum to 100. Click OK.

Copyright © Huawei Technologies Co., Ltd.
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Add Property %

* Mame

Light_Intensity

* Data Type
int -
* Minimum * Maximum
0 100
Step Uinit

* Access Mode
R Read property value
W \Write property value

E Report property value change

Wandatory

Yes

QK Cancel

Step 6 Click Add to define another property as follows: Set Property Name to Light_Status, Data
Type to int, Minimum to 0 (off), and Maximum to 1 (on). Click OK.
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Add Property ) %

* Mame

Light_Status

* Data Type
int -
* Minimum * Maximum
0 1
Step Uinit

* Access Mode

R Read propery value

Step 7 Define the command used to remotely control the switch status. Click Add under Command
List. In the dialog box displayed, set Command Name to SWITCH_LIGHT.

Step 8 Click Add under Command Fields, and define a command field as follows: Set Property
Name to SWITCH_LIGHT, Data Type to string, Length to 1, and Enumerated Value to
ON,OFF. Click OK.

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd. 11
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Add Command Field

SWITCH_LIGHT

]

[=1]

o
|

1 Type

string

* Lengin

Enum

i

ral

[1¢]

dValue (Enumerated values, separated by commas)

OM,OFF

Mandatory

Yes

Step 9 Click Save to complete the creation of the profile file.

—--End

2.4 Developing a Codec Online

Scenarios

Generally, devices report hexadecimal data to reduce power consumption. The codec converts
the hexadecimal data into JSON data based on properties defined in the profile file so that the
IoT platform and NAs can identify the data. In addition, when an NA remotely delivers a
control command, the IoT platform converts the command in JSON format into hexadecimal

and delivers the data to the device.
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(Onote
If a device (for example, an AgentLite device) reports data in JSON format, you do not need to define a
codec.
Procedure

Step1 On the Product Development page, enter the created product and click Codec Development.

Step 2 On the Online Codec Editor tab page, click Add Message.

StreetLamp Industry: SmanCity anufacturer Name: HW Data Type: Binary Protocol Type: LWM2M
00el> Streetlamp001 Device Type®: Streetlight anutacturer 100 13e5%cf171024930a58a 110740236941
@ Codec Development > Self-Senvice Testing

Online Codec Editor Codec Management [) Save & Deplo

Device Model

Step 3 Set Message Name to LightData, select Data Reporting for Message Type, and click Add
Field.

Add Message X

Basic Information

LightData

®) Data Reporting Command Delivery

Add Response Field (

Field

Step 4 In the dialog box displayed, set Name to LightIntensity, Data Type to int8u(8 bit unsigned
integer), and Length to 1, and click OK.

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd. 13



IoT Device Management
Quick Start 2 Experiencing [oT Platform Integration

Add Field *

Tagged as address field (%)

*MName

Lightintensity

Description

Description

Data Type {Big-endian mode)

int2u(8 bit unsigned integer) -

* Length (3)

1

Default Value (%)

Step 5 Click Add Field again to add switch status data reported.

Step 6 In the dialog box displayed, set Name to LightStatus, Data Type to int8u(8 bit unsigned
integer), and Length to 1, and click OK.

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd. 14
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Add Field X

Tagged as address field ()

*MName

LightStatus

Description

Description

Data Type (Big-endian mode)

int3u(d bit unsioned integer) -

* i 5
Lengin ()

Default Value (%)

Step 7 Click OK to complete the codec for data reporting messages.

Step 8 Click Add Message again to develop a codec for command delivery messages.

Step 9 Set Message Name to SwitchStatus, select Command Delivery for Message Type, and
click Add Field.

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd. 15
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Add Message X

Basic Information

SwitchStatus

DataReporting  (8) Command Delivery

Add Response Field (

Field

Step 10 In the dialog box displayed, set Name to SwitchStatus, Data Type to string(string type),
and Length to 3, and click OK.
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Add Field ¥

Taoged as address fizld (2

Tagged as response D field (%)

*Mame

SwitchStatus

Description

Description

Data Type (Big-endian mode)

string(string type) -

* Length (%)
Default Value (2

Offset ()

0-3

Step 11 Click OK to complete the codec for command delivery messages.

Step 12 Drag the property and command fields (defined in the profile file) in the Device Model area
on the right to map the fields in the data report and command delivery messages defined by
the codec.

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd. 17
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[ Y — ,
Online Codec Editor Codec Management [) save & Deplo = wmore
+ Add Mess:
i =2 ] a Light_Intensity Device Model
LightData LightData StreetLamp A
SWITCH_LIGHT .
- Light_Statl
Lo sts Popartes_commanas
SWITCH_LIGHT A
Data Reporting Fields Command Fields.
Lightintensity 53 SWITCH_LIGHT
LightStatus Details

SWITCH_LIGHT

I}
-
o

’SWIICHJ:IG’HT

Step 13 Click Save in the upper right corner and click Deploy to complete codec deployment.

—End

2.5 Using Simulators for Online Testing

Scenarios

Simulators commission the functions of devices and applications. You can commission the
defined profile file and codec through the simulation of data reporting and command delivery.

Procedure

Step1 On the Product Development page, enter the created product, click Online Testing, and

Product Development > StreetLamp (®VewDetais  @Development Guide
StreetLamp ndustry: SmartCity Name: HW Data Type:  Binary Protocol Type: LWM2M
008l Streetlamp001 eriD@®" 13e51CH7124930a59a 1074023947
Q Online Testing - e g  Self-Senvice Testing
Device List © +Add

Step 2 Select No for Is Physical Device Available, and click OK to use the simulator for testing.
The Developer Center creates a simulator by default and displays the testing page.

Issue 01 (2019-06-25) Copyright © Huawei Technologies Co., Ltd. 18
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Device :  StreetLamp001NBSimulator -
Stalus: @  Device ID : deDa2ed5-c33d-49af-Ble3-64529026f85f  Device Type : Streetlight  Model : Streetlamp001  Manufacturer ID : 13e5fcf171d24930a59a17074b23c94f
Command
Delivery
‘Application Simulator @3loT Platform
Data Received = Command Sent ARSI
Data Reporting

Command Delivery

{_)Device Simulator

Bl s sent | Command Received

Service StreetLamp -

Command SWITCH_LIGHT -

Enter a hexadecimal code stream.

Enter a hexadecimal code siream

Period 5 seconds Auto Send

Step 3 Simulate a data reporting scenario. Assume that the light intensity collected by the street lamp
is 20 and the status of the street lamp switch is 0 (off). Under Device Simulator, enter the
hexadecimal code stream 1400, and click Send. (The first byte indicates light intensity,
corresponding to hexadecimal code stream 14, and the second indicates switch status,
corresponding to hexadecimal code stream 00.) Under Application Simulator,

"Light Intensity": 20, "Light_Status': 0 should be displayed.
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Device : StreetLamp001NBSimulator -
Status : @ Device ID : deDa2ed5-c33d-49af-8fe3-6452902ef35f Device Type : StreetLight Model : StreetLamp001 Manufacturer ID : 13e5fcf171d24930a59%a1fb74b23c04f

Command
Delivery

dApplication Simulator P b

Al [BECEEee Command Sent 2RI T

Data Reporting |

loT Platform

Data Received : 2018-06-10 17:10:068 H 3
i Command Delivery

{"Light_Intensity™. 20, "Light_Status™ 0} é Y
{-)Device Simulator
[\l DataSent Command Received

2019-06-10 17:09:53

4F4E
Service StreetlLamp -
Data Sent
Command  SWITCH_LIGHT - 201S0E0 710,05
1400
*SWITCH_LIGHT
Enter a hexadecimal code stream
ON hd

1400

m

SetTime

Period 5 seconds Auto Send m

Step 4 Simulate a command delivery scenario. Under Application Simulator, select StreetLamp
for Service, SWITCH_LIGHT for Command, ON for SWITCH_LIGHT, and click Send.
Under Application Simulator, 4F4E should be displayed.
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Device :

Status : @

StreetLamp001NBSimulator -

Device 1D : delaZed5-c33d-49ai-87e3-6452002ei857

Device Type : StreetLight

Model : StreetLamp001

Manufaciurer |D = 13e5fcf171d24030a59a11074b23c 94F

Ci
Delivery
dApplication Simulator [-SSSR— iloT Platform
Esssssss il
All | DataReceived [RevuinEhlE EERESIY)
Data Reporting |

“type” "saveNBCommandDTO" }

Message Body: { "serviceld™ "Street_amp”, "method™
"SWITCH_LIGHT", "paras™ "[\"SWITCH_LIGHT\"\"'ONV}" }

‘Comand Status: DELIVERED
‘Comand Response Time:

‘Command Response Body:

Service StreetLamp v

Command SWITCH_LIGHT -

*SWITCH_LIGHT

ON -

iche Send

SetTime

Command Delivery

Period 5

{<)Device Simulator

All Data Sent Command Received

Command Received
2019-06-10 17:09:53

AF4E

Command Received
2019-06-10 17.09:53

4F4E

Enter a hexadecimal code stream.

1400

seconds

fup s m

—-End
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