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1 What is CodeArts Req?

Product Overview

CodeArts Req is a requirement management and team collaboration service drawn
from Huawei's years of R&D practices. It has multiple out-of-the-box requirement

models and object types (requirements, bugs, tasks, etc.) to fit in your scenarios. It
supports various R&D modes such as IPD, DevOps, and Lean Kanban, and provides
functions including cross-project collaboration, baseline and change management,
custom reports, Wiki online collaboration, and document management.

Req seamlessly integrates with other CodeArts services to provide full lifecycle
software management and team collaboration.

CodeArts Req presets multiple templates for Scrum, Kanban, IPD-system
device, IPD-standalone software, and IPD-self-operated software/cloud service
projects.

Scrum project is suitable for agile software development teams who
uphold Scrum methodologies and practices.

Kanban project uses cards for interaction. It is suitable for lightweight and
simple management of software development teams.

IPD-system device project template manages large-scale product
development with high-quality and efficiency based on structured
processes and powerful cross-project collaboration.

IPD-standalone software project template manages large-scale software
development with high quality and efficiency based on structured
processes and powerful cross-project collaboration.

IPD-self-operated software/cloud service project template manages cloud
service software with high quality and efficiency, providing E2E customer
value requirement management, lightweight and agile planning, and
powerful cross-project collaboration.

Efficient, transparent, and visualized end-to-end project management is made
possible due to the multiple basic features provided. These features include
requirement planning and management, bug management, sprint planning
and management, custom workflows, progress tracking, statistical reports,
and project document hosting.

(11 NOTE

IPD project templates are available only in the AP-Singapore region.
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Features

Requirement Planning and Breakdown

Raw requirements are usually abstract and vague. They need to be analyzed
and broken down into minimume-level units that can be delivered in each
sprint.

In Scrum projects of CodeArts Req, requirements can be broken down in the
four-layer hierarchy: Epic > Feature > Story > Task.

An abstract and vague epic is divided into multiple features which are further
broken down into stories. A story, also called user story, is a minimum
deliverable unit that is written from the customers' perspective and under the
principles of Independent, Negotiable, Valuable, Estimable, Sized-
Appropriately, and Testable (INVEST). After the breakdown, stories are
scheduled into one or more sprints based on the manpower of the
development team and the estimated finished time of the epic requirement.

This method leads to continuous delivery and ensures runnable software is
produced in every sprint and offered to users for testing. The development
team can then collect user feedback, apply changes accordingly in the next
sprint, and finally deliver a product that meets the requirements of users and
promise business success.

/‘//-/—’
Feature Feature
= Story Story Story Story Story Story —

Feature
Story {
Story
0 - Story
e —

Project manager o Team leader
Defines epics, breaks down epics into

features and stories, and manages Assigns stories schedulad in ihe

G int, breaks d tories intt
the product backlog and sprint Developers/Testers ts:SrLr; a;zar:m ;:,V;Q ;O;;iisir:eﬁts
backlog. 5

Assess, plan, and develop stories  to sprint delivery.
and tasks scheduled in the sprint,

and update requirement status

after delivery.

Requirements can be planned and broken down using a mind map in
CodeArts Req.

Sprint

A sprint-based agile software development process is composed of several
repetitive cycles. It features continuous delivery and feedback collection,
against the linear process of waterfall software development, where a product
is delivered only at the end of the process.

A product is released after each sprint. The feedback collected in a sprint will
be used as references in the next sprint for the development team to
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continuously improve the software. Adopting the sprint model reduces risks
and change costs and improves development efficiency.

You can plan and manage sprints in CodeArts Req.
(10 NOTE

Although both "iteration" and "sprint" refer to a repetitive process, there are some
slight differences between them. "Iteration" is a common term used in different agile
methodologies, whereas "sprint" is a Scrum term.

e Custom Statistics Report

Data statistics and analysis are the basis for transparent and visualized
software project management. However, time-consuming manual data
collection and analysis are a real pain to many project managers.

CodeArts Req supports online data collection and analysis. You can use preset
reports or create custom reports as required.

e Document Hosting

Document hosting supports uploading documents in different formats. You
can upload project summaries, architecture documents, and product
requirement documents to the cloud, so that project members can access and
obtain documents via a unified access address at any time. This facilitates
information sharing throughout the team and the building of project
experience.

Scrum Development Process

e Scrum is a popular agile development method. It enables continuous delivery
through repetitive sprints, which are cycles of closed-loop software
development from user requirement planning to user feedback collection.

e Sprint planning meetings, daily Scrum meetings, sprint retrospective meetings,
and sprint review meetings are keys to simple but efficient project

management.
Scrum retrospective 0 Scrum review 0 Daily Scrum meetings
meetings 9 meetings  product owner  Development and release
Go live All team members
Requirements Requirement Work item Sprint Process
o—:hnnmg crcatlon 9 planning eclistomlmt\on
9 9 Eplc 1 9 9 0
Customers Product owner Product owner Team leader
Product plans Feature 1.1 Spnnl backlog
Customer feedback Team leader
St 1.1 S t 1 S tN
_ Developers/Testers
Feature 1.2/ ST
nur .
 Story 1.2 | _-810_1 2
__Story 2

Phases supported in a project
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Advantages

Professional Methodologies Built on Practice
e Agile and Lean project management methodologies are used as framework.

e The Scrum project template is offered to accommodate standard software
development scenarios.

e Requirement planning and breaking down under the Scrum model are
supported.

e Sprint plans and timelines present a clear view of project progress.

Built-in R&D Modes
L] NOTE
IPD projects are available only in the AP-Singapore region.

CodeArts Req absorbs IPD requirement management concepts and practices. It
provides various out-of-the-box scenario-based requirement templates to support
R&D modes such as IPD, DevOps agile delivery, and Lean Kanban.

e |PD system device

e |PD standalone software

e Scrum

Scenario- and Role-specific Data Analysis

e Custom reports for project managers to compare and analyze data in multiple
dimensions.

e Data can be downloaded as charts or tables.

Various Customization Options
e Custom requirement and bug templates.

e Custom settings for requirement and bug workflows, transition direction, and
owners for automated transition.

e Custom requirement and bug fields.
e Custom modules and domains.
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Custom roles and permissions.

Large-scale and Efficient Collaboration Across Projects
(11 NOTE

IPD projects are available only in the AP-Singapore region. Cross-project distribution of raw
requirements and cross-project delivery of R&D requirements are available in IPD projects.

Provides powerful cross-project requirement breakdown and collaboration
capabilities for large R&D teams to accelerate information transfer and improve
efficiency.

Raw requirements can be distributed across projects.
R&D requirements can be distributed across projects.

All-round Requirement Tracing

Streamlines data silos during requirement development and connects design
documents, code, cases, and bugs generated during requirement development to
form an all-round tracing relationship network.

Mind Maps

Requirement work items
Bugs

Wikis

Test cases

Code committing records
Code branches

You can plan requirements of agile Scrum projects in a unified manner and break
down the plan layer by layer (Epic > Feature > Story > Task) in mind maps to
ensure implementation of an organization's strategic plans.

You can create multiple mind maps.
You can break down sub-requirements using mind maps.
You can export images by one click.

Issue 04 (2024-04-30)
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Use Cases

Internet Enterprises
e Frequent market changes demand quick responses from Internet enterprises.

e CodeArts Req upholds the agile development methodologies and facilitates
continuous delivery for Internet enterprises. They can implement iterative
software development and quickly and continuously release services to meet
changing user needs.

e Internet enterprises can either use CodeArts Req independently or adopt the
entire DevOps platform. The latter allows them to manage the entire
application development lifecycle from requirement planning to service
release, improving end-to-end development efficiency.

IPD R&D
(11 NOTE

IPD R&D is available only in the AP-Singapore region.

e lLarge-scale and complex product R&D, large-scale R&D teams, cross-project
and cross-region collaboration, high requirements on product quality, strong
process control, many decision-making points, and long delivery period
ranging from 2 to 6 months. Examples: communications equipment,
automobiles, Enterprise Resource Planning (ERP) software, and network
management software.

e |PD-system device or IPD-traditional software requirement model manages
projects, and continuously promotes efficient collaboration and business
development within the enterprise. It is based on capabilities such as cross-
project collaboration, baseline change review, and end-to-end traceability.

ISVs

e Itis always a challenge for independent software vendors (ISVs) to ensure
efficient team collaboration when developers are located in different offices
and using different development tools and environments. ISVs also need to
tackle rapidly changing customer requirements and frequent reworks with
faster responses.

e CodeArts Req enables simple but efficient collaboration and offers cloud-
based file hosting where documents can be centrally managed, so ISVs can
enhance team collaboration, sharing, and consistency management.

Issue 04 (2024-04-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 6
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Traditional Software Enterprises

For traditional software enterprises who are transforming toward an Internet
Plus model, insufficient knowledge of the Internet industry and gaps between
the new and existing management and delivery modes often result in a drop
in software development throughput on the initial stage.

CodeArts Req offers requirement and bug management and tracking, and
agile sprint management. It assists traditional software enterprises in
mastering the principles and practice of agile, iterative delivery.

Powerful customization is also available in CodeArts Req. Traditional software
enterprises can tailor workflows for the transition phase to ensure smooth
transformation.

Software Outsourcing Enterprises

Software outsourcing enterprises often cannot keep a real-time track of
product roadmaps and project progress since they do not have a software
development management platform that can provide insights into project
data.

Product quality can be verified only after delivery, and it is challenging for
them to meet with ever-changing requirements and high quality standard of
the contracting parties.

Powerful data reporting and analysis of Req allow software outsourcing
enterprises to monitor the project progress, risks, and quality in real time.

They can also practice the agile, iterative software development model for
continuous delivery and user feedback collection, so that risks can be detected
as soon as possible instead of in the final delivery.

Issue 04 (2024-04-30)
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Features

4.1 Multiple Built-in IPD Requirement Models

(11 NOTE

IPD requirement models are available only in the AP-Singapore region.

Based on Huawei Integrated Product Development (IPD) requirement
management concepts and practices, CodeArts Req provides multiple out-of-the-
box scenario-based requirement templates and supports multiple R&D modes such
as IPD R&D, DevOps agile delivery, and lean kanban. You can select a project
template based on the enterprise scale, service requirements, and application
scenarios.

Various project templates bridge the gap between projects and products.

1. IPD-system device project is oriented to large-scale product development
based on structured process and powerful cross-project collaboration.

Application scenarios: Complex products with embedded software that
evolves with hardware. Examples: communications devices, automobiles,
home appliances, and consumer electronics.

Features: software and hardware adaptation involved, fixed product
requirements, industry standards available, long development period (6-9
months), high requirements on product quality and stability, many
decisions to make, and mainly waterfall development. IPD-system device
project template manages large-scale product development with high-
quality and efficiency based on structured processes and powerful cross-
project collaboration.

Requirement management is the core process of Huawei integrated
product development (IPD). This template provides a structured R&D
process for systems/devices based on best practices of product
requirement management. You can manage raw requirements and
feature trees, break down and assign requirements, set baselines, make
changes, and enjoy cross-project collaboration. The requirement model is
as follows:

Issue 04 (2024-04-30)
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IPD-standalone software project template manages large-scale software
development with high quality and efficiency based on structured processes
and powerful cross-project collaboration.

IT application and platform software with standard hardware or
independent of dedicated hardware. Examples: ERP, CRM, databases, and
network management software.

R&D features: Independent software deployment and sales, frequent
requirement changes, quick planning, agile development, agile release,
and short delivery period (2-3 months or faster). IPD-standalone
software manages large-scale software development with high quality
and efficiency with structured processes and powerful cross-project
collaboration.

Requirement management is the core process of Huawei integrated
product development (IPD). This template provides a structured R&D
process for independent software based on best practices of product
requirement management. You can manage raw requirements and
feature trees, break down and assign requirements, set baselines, make
changes, and enjoy cross-project collaboration. The requirement model is
as follows:

4.2 End-to-end Traceability

The later risks are identified, the greater the rectification costs and negative
impact. By streamlining data silos in the requirement process and connecting
design documents, code, cases, and bugs, Req forms a traceable relationship
network. Risks are identified in advance and problems are visualized in real time
for high-quality R&D.

Req presents a clear requirement development process and identifies
requirement risks.

The following shows an example.

Issue 04 (2024-04-30)
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Database Table Design

T w4 Anaiyzing Developing Testng Completed
[El Details & Attachment ¢’ Related ltems 5 & Review (D Workload (& History
& Deliver
v Associate Work Item(2) + Task Existing
Title Status Priority Owner Operation
Database Table Design
A AN e Medium
ASK20230621366850
Bug01
BUG20230621366910
v Wiki(1) Associate
Title Creator Update time Operation
Document 01 2023-06-21 14:26:22
v TestCase(1) Associate
Neo. Title Status result Sprint Handler Operation
Not
008 Sample function case New

Executed

4.3 Baseline Management and Change Review

(11 NOTE

IPD projects are available only in the AP-Singapore region. Baseline management and
change review are available in IPD projects.

A product goes through a complex R&D process from planning to release. The IPD
method of Req manages these processes by version baselines, change requests of
controlled fields, change reviews, and change management. Baseline changes
must reach specified gate thresholds before going to the next stage to keep teams
on the right track.

e Information of baselined requirements cannot be modified, including the
current Pl/sprint tile, planned start time, planned end time, planned workload.
The R&D requirements, tasks, and bugs under the current Pl/sprint are
baselined synchronously.

e To change baselined requirements, perform another round of change review
for them.

e The following shows an example.
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Raw Requiremen s FeawreTree  RADRequremenis Tasks  Defecls  Review  Statistics  Plans @ Recycle Bin
+ PL Q
Plan management timeline Time imit @ May 13,2024 - Aug 11,2024
‘Atotal of 3 pians have been planned, 0 plan has been completed, and 3 plans have not yet been completed Type: 8 & status: (Uninsneqd (Boredg (Frshedg
ca 202405731 202405008 20240630
Warning ® (] release planooossss
cemm o sanme Planned completion e Progres Operation
Cancel
[Ep— =] - . ‘o
] milestone00sss ) 2024106108 oo i
[ ] release plan00o1 ° 012 202405001 2024106731 + 2o
(7] milestone. ° 202410501 @ 100.0% s ®
20 + | /Page, Total Records: 4 GoTo 1
IR20240513500040 eated at Ma: 2 8: MT+ Tag + X
57 test IRO009-add
T e 4 Wi v Tesing T
ElDetails & Attachment0  ” Related ltems 0 & Review (D Workioad (@ History
(& - Description 2 Edit * Status
* Raised By
* owner
i Priority ® Medium
ﬂ Information X
(& Release
The requirement has been baselined. Editing controlled
fields will undergo change review. Continue?
Planned Start
=8 -
Planned Com.
Comments Al v IF Planned Dev...
Planned Test
Planned Wor..
Sum Actu.
Domain Software
Network Sec No
Breakdow. Yes

4.4 Efficient Cross-Project Collaboration

(11 NOTE

IPD projects are available only in the AP-Singapore region. Cross-project collaboration of
R&D and raw requirements is available in IPD projects.

Large-scale product development involves exceptionally increasing costs of
collaboration and project communication. Connecting projects, people, and work
items like a mesh means that teams are no longer restrained by organization
levels and function domains when communicating and exchanging information.

The following shows an example.

Distribute R&D requirements to downstream projects.
Distribute raw requirements to other projects.
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4.5 Feature Management

Features are the core assets of a product and are always iterating. Full
management includes a feature tree to better manage features, prevent asset loss,
and enable fast cross-generation feature inheritance and development.

e  Product/Service SFs are the key to solving PBs. Features are a collection of
major selling points or highlights of a product. Each feature is an end-to-end
solution that can meet specific business value requirements of customers.
Some features can be sold separately via license control.

e Req provides different feature templates based on the work item types. For
example, for a feature, you can describe its background, value, and details.

e Feature management includes features and feature trees.

Raw Requiremer Feature Tree  R&D Requirements efe Revies Statistics  Plans @ Recycle Bin
Current version v IPD-Servicetest00... F520240513500041 ae o Q
Q [+] @ Tite Status. Feature Sot Priority Owner Planned Work...  Operation
(5 IPD-Servicstestooz Feature test SFo00ss8SS _
e o, 1PD-Sen N 2
o 02405135000
o test SF00055899
t
B (] o osrssonner \ »

test SF00055899
=]

test SF00055899 recium o © @

test SF00055898

test SF00055899
= SF2024051350004;

=]

test SF00055899
1R20240513500044

test SF00055898

4.6 Customers' Raw Requirements Management

(11 NOTE

IPD projects are available only in the AP-Singapore region. Customer raw requirement
management is available in IPD projects.

Successful products are made to meet customer needs. To address both customer
and market requirements, requirement management tools should not be limited
to the R&D phase. With a complete process from customer requirement collection,
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valuable requirement decision-making, requirements delivery to acceptance,
progress and dynamics are transparent to customers, and the requirement flow is
70% faster.

Raw requirements (RRs) are original problems or requirements proposed by
customers. As a type of RR, customer requirements need to be analyzed and
reviewed by the requirements analysis team (RAT).

e |IPD requirement management is the core process of IPD. Req provides
requirement templates and presets the best practices for requirement
management. It provides a structured requirement development process for
system devices. The main process includes raw requirement submission,
analysis, planning, implementation, delivery, acceptance, and closure.

e You can create RRs with the IPD templates and describe the requirement
background, requirement value, and requirement details.

[RR]

* Description

* Origin Project IPD-Project

& & & No.- B i=

= @ B I

[Background] * Raised B!

[Value] * Project IPD-Project

[Details]

* Priority Medium

Attachment

e Raw requirements can be broken down into initial requirements.
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Break Down Subrequirements X
Add Subreguirement
0 | test RR2346
* Raised By v * Responsi.. IPD-Servicetest002 -

Inherit description of source w... “ Cancel

4.7 Bug Full Lifecycle Management

A bug has its own lifecycle, just like the software. The more accurate the defect
location, the less the repair cost and negative impact. CodeArts Defect streamlines
the monitoring chain which includes bug discovery and raising, developers'
analysis, locating, and rectification, and testers' testing and acceptance, well
managing a bug from generation to closure. The team can effectively and
accurately track, associate, and manage bugs for a high-quality delivery based on
the data generated in bug lifecycle and real-time risk warning.
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E

Submit ticket
Find bug
Analyze root caus
Manage bug 7
Trace associated items Iifecycle Schedule fixing

F 4

Measure bugs Perform regression test

Accept fixing

The bug full lifecycle management process is as follows:

Testers find bugs and submit bug tickets.

2.  The owner identifies the cause of the bug and rectifies it in time according to
the version plan.

3. Testers perform regression tests on bug tickets based on the latest functions
and perform acceptance tests.

The project manager views the bug measurement data.
5.  The owner views the associated items of the bug ticket for tracing.

4.8 Efficient Cross-Organization Collaboration for Bug
Tracking and Management

(11 NOTE

IPD projects are available only in the AP-Singapore region. Cross-organization collaboration
of bugs is available in IPD projects.

Based on Huawei's philosophies and experience of collaborative development by
multiple departments, CodeArts Defect lets tickets be submitted and handled
across teams and projects for accurate collaborative bug tracking. This function
benefits large-scale product development, especially in scenarios where teams or
modules depend on each other and demand no bug throughout the process.

Bugs can be assigned to other projects. The following shows an example.
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Bug01

Analyzing Fixing

[El Details & Attachment | ¢ RelatedItems 0 | (O Workload @ History

& Associate

£ Collaborative delivery

& Associate
& Associate

& Associate

Assign Owner

+ Assign

Testing

Accepting

Closed

3 Expand All

test Bug000568

* Raised By

* Owner

@D innerit description of source w...

* Responsible ..

* Severity

Cancel
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Bug01

=| Detalls & Attachment ¢/ Relatedltems 4 (D Workicad ~ (© History

v Synergistic bug(1) ¥ Collaborative delivery

Title Project Presented by owner Severity Status Ralationships  Operation

Bug01
BUG20230621366909

After a bug is assigned, you can view the bug handling status in Responsible
Project.

4.9 Bug Trend Analysis and Quality Measurement

CodeArts Defect possesses multiple built-in data analysis functions and unique
bug monitoring metrics which include debugging efficiency, legacy DI trend, and
accumulated bugs. The team can perform in-depth data analysis relating to bug
trend, severity, and resolution time during product development and delivery. The
bug handling process is clear and visible, enabling the team to quickly identify
risks, master fixes, and detects weaknesses in each phase.

The bug measurement view displays the following information by default:

e  Bug overview statistics: Shows total numbers of bugs at the current time,
whose statuses are Processing, Complete, Overdue, and Severe+.

e Legacy DI trend: known bug DI trend in a specified time range

Known bug DI trend Chart Table

0~20 20~40 Over 40

e Accumulated bugs: trend curves of accumulated bugs found, fixed, and known
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Cumulative three-curve of bugs Chart Table

Accumulate discovered defects = Accumulate resolved defects = Accumulate remained defects

Number of Bugs

2023-05-30 2023-05-31 2023-06-01 2023-06-02 2023-06-03 2023-06-04 2023-06-05 2023-06-06

e  Bug daily throughput: the numbers of bugs found and fixed per day in a
specified time range

Bug Daily Throughput Chart Table

Discovered defects each day = Resolved defects each day
Number of Bugs

1
0.8
0.6

0.4

2023-06-01 2023-06-02 2023-06-03 2023-06-04 2023-06-05 2023-06-06

e  Bug distribution by severity: the numbers of bugs by severity (info, minor,
major, and critical)

Bug Distribution by Severity Chat  Table
Unfinished @ Total

Number of Bugs

e

]

15

0.5

nfo
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e  Bug distribution by status: the numbers of bugs in various statuses
(submitted, analyzing, fixing, testing, and closed)

Bug Distribution by State Chart Table

Closed 1

total Testing 0
Confirming 0 ~— Analyzing 2
Fixing 0

Testing 0
Accepting 0

e Top 8 owners with legacy bugs: ranks the top 8 owners with known bugs at
the current time

Top 8 Unsolved Bugs of Members

4.10 Traceable Fixing Process

(10 NOTE

IPD projects are available only in the AP-Singapore region. Complete tracing of the bug
rectification process is available in IPD projects.

Much testing and development is involved in bug finding and fixing. CodeArts
Defect covers all data in the bug workflow, with E2E traceability for bugs, cases,
and code. In this way, a bug can be traced from generation to closure.

Bugs can be associated with work items, test plans, test cases, code submission
records, and code branches. You can view the bug handling process based on the
association information without missing any phases for traceable fixing processes.
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Associate work items
RR /IR /SR /AR /[ Task..

Parent work items
us

I

&

Bug assignment
BUG

Test

Plans, cases, etc.

Code

Branches, commit records, etc

The following shows an example.

[ug] Bug01

) Details

Accepting Closed

Testing

Fixing

 Attachment  ¢? Related Items 5 (O Workload (@ History

& Expand All

v Associate Work ltem(1)

Title

IROT

Associate

Priority

Medium

IR20230621366843

It Collaborative delivery

<

Synergistic bug(1)

Title Project Presented by Owmer Severity Status Ralationships ~ Operation

(g B0 IPD project 2 « Info Collabor
28] BG2023062

6309

Associate

<

Wiki(1)
Updiate time

Title Creator

Document 01 2023-06-2114:01:26

Associate

<

Test Plan(1)

Name Created By Planned Start Date Planned End Date

Sample Test Plan 2023-06-21 00:00:00 2023-06-28 23:59:59

Associate

Test Case(1)

4.11 Customizable Fixing Process

(10 NOTE

IPD projects are available only in the AP-Singapore region. Fixing process customization is
available in IPD projects.

Teams have respective requirements on bug operations in different scenarios. To
adapt to different business processes and management requirements, CodeArts
Defect offers a visual process canvas to customize bug fixing workflows. You can
efficiently manage bugs across projects and teams for a better product quality and
user experience.
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-
g e O > No configured <
@ « (CEED )
Configure transition process
®
1.Pre~transition verification No configured No confiqured -
2.In-transition GUI configuration
3.Post-transition action A
|
{ Suspend No configured
H
) conture fkce
No configuration k e 4

Configure status node

Currently, the system provides some status flows by default, such as analyzing,
fixing, testing, and closed. You can also customize the bug status and transition
line. And the customized statuses will be applied to the bug process. You can also
perform the following operations:

e Customize the status and transition line names.

Add Existing Status
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Transition Line Information

Transition Line Mame

Initial Status

Target Status

Pre-transition Verification In-transition GUI Config Post-transition Action

Verifying the Operation Rights

Check whether the operation role is a specified role before status transfer.

Work Item Temporary -
Roles.

Validate Field Information @)

If a field is verified to meet the field value before status transfer, transfer can be used to change the
status of a work item.

e Statues can be added and existing statues can be deleted.

Retum o a

Retumtoa Retu to f
Resubmit

; [~ ] = [ ] (="
O Submit Submitto Submittot Passed Accepted
Suspena

Suspend Suspend

Retum to Fixing not.

Activate

Close

Retumtoa.

Retumtoa Retur to f

_ Anayzing _ _ _ "
[») Submit Submitto Submittot Passed Accepted _

Suspend Suspend Suspend

Fixing not r__

Activate

e View the status and transition line information.
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Status Information

Name Fixing
Category Doing

Suspend/Cancel ‘:)

Status Configuration

Field Configuration @) 4 Add Field

Dizplay, mandatory, and editable configuration fields in this state

Field Vigible Editable Required Roles who can edit this ...
Title @
Description =
Analysis ®
Solution @
Test Report @
Raised By ®
Owner @
Severity @
Responsible PI @

Transition Line Information

Transition Line Name
Return to analysis

Initial Status

=
Target Status

Pre-transition Verification In-transition GUI Config Post-transition Action

Verifying the Operation Rights

Check whether the operation role is a specified role before status transfer.

Work ltem Temporary -
Roles.
Validate Field Information @) + Add Field

If a field is verified to meet the field value before status transfer, transfer can be used to change the
status of a work item.
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Security

5.1 Shared Responsibilities

Huawei guarantees that its commitment to cyber security will never be
outweighed by the consideration of commercial interests. To cope with emerging
cloud security challenges and pervasive cloud security threats and attacks, Huawei
Cloud builds a comprehensive cloud service security assurance system for different
regions and industries based on Huawei's unique software and hardware
advantages, laws, regulations, industry standards, and security ecosystem.

Figure 5-1 illustrates the responsibilities shared by Huawei Cloud and users.

e Huawei Cloud: Ensure the security of cloud services and provide secure
clouds. Huawei Cloud's security responsibilities include ensuring the security
of our laa$, PaaS, and SaaS services, as well as the physical environments of
the Huawei Cloud data centers where our laaS, PaaS, and SaaS services
operate. Huawei Cloud is responsible for not only the security functions and
performance of our infrastructure, cloud services, and technologies, but also
for the overall cloud O&M security and, in the broader sense, the security and
compliance of our infrastructure and services.

e Tenant: Use the cloud securely. Tenants of Huawei Cloud are responsible for
the secure and effective management of the tenant-customized
configurations of cloud services including laas, PaaS, and SaaS. This includes
but is not limited to virtual networks, the OS of virtual machine hosts and
guests, virtual firewalls, APl Gateway, advanced security services, all types of
cloud services, tenant data, identity accounts, and key management.

Huawei Cloud Security White Paper elaborates on the ideas and measures for
building Huawei Cloud security, including cloud security strategies, the shared
responsibility model, compliance and privacy, security organizations and
personnel, infrastructure security, tenant service and security, engineering security,
O&M security, and ecosystem security.

Issue 04 (2024-04-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 24


https://res-static.hc-cdn.cn/cloudbu-site/intl/en-us/TrustCenter/WhitePaper/Best%20Practices/SecurityWhitepaper_intl_en.pdf

CodeArts Req
Service Overview 5 Security

Figure 5-1 Huawei Cloud shared security responsibility model

Customer-side data Server-side Network traffic protection
Data security Tenant Data encryption & data encryption L AR
integrity check (File system/data) (Encryptionfintegrity/identity)
- Huawei Cloud Tenant Custom Tenant Configurations
Application Applicati licati
security pplication Appl |c_at|on Tenant
Services Services Virtual networks, gateways, IAM
advanced protection, platforms, Huawei
applications, data, identity Cloud
Platform Huawei Cloud Tenant management, key management, IAM

security Platform Services Platform Services ~ and more

laas Compute Storage Database  Networking
Infrastructure

security

Physical

Infrastructure Region AZ Edge

Device

5 Terminal Device Security
security

Green: Huawei Cloud's responsibilities Blue: Tenant's responsibilities

5.2 Authentication and Access Control

Authentication

You can access CodeArts Req using its user interface, APIs, and SDKs. Regardless of
the access mode, your requests are sent through REST APIs provided by CodeArts
Req.

CodeArts Req APIs can be accessed only after requests are authenticated.

CodeArts Req supports two authentication modes:

e Token: Requests are authenticated using tokens. By default, token
authentication is required to access the CodeArts Req console.

e  AK/SK: Requests are encrypted using an AK/SK. This method is recommended

because it provides higher security than token-based authentication.

For more authentication details and how to obtain tokens and signatures, see
Authentication.

Access Control
CodeArts Req controls operations by:

e Role permission control: Roles and permissions are required for adding,
deleting, modifying, and querying objects such as work items, sprints, plans,
reports, documents, and custom settings of CodeArts Req.

e Fine-grained permission control: Operations such as querying tenant projects,
setting project creators, and managing tenant project member lists require
fine-grained authorization from Identity and Access Management (IAM).
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5.3 Data Protection Technologies

CodeArts Req takes different methods and features to keep data secure and
reliable.

Table 5-1 CodeArts Req data protection methods and features

Measure | Description Reference
Transmiss | To secure data transmission, CodeArts Req uses | Making an API
ion HTTPS. Request
encryptio
n
(HTTPS)
Personal | CodeArts Req controls access to data and Permission
data records logs for operations performed on the Management
protectio | data.
n
Privacy CodeArts Req does not consume or store -
protectio | sensitive user data.
n
Data When you delete service data or deregister your | -
destructi | account:
on e Non-key data is physically deleted in real

time.

e Key data will be marked as soft deleted and
then physically deleted seven days later.

5.4 Auditing and Logs

Auditing

Cloud Trace Service (CTS) records operations on the cloud resources in your
account. You can use the logs generated by CTS to perform security analysis, track
resource changes, audit compliance, and locate faults.

After you enable CTS and configure a tracker, CTS can record management and
data traces of CodeArts Req for auditing.

For details about how to enable and configure CTS, see Enabling CTS.

Logs

Log Tank Service (LTS) provides one-stop log collection, log search in seconds,
massive log storage, log structuring and transfer. Graphical application O&M,
visual analysis of network logs, and operation analysis make organization tracking
easier.
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For analysis, CodeArts Req records system running logs to LTS in real time and
stores the logs for three days. For details, see Getting Started with LTS.

5.5 Service Resilience

CodeArts Req uses multi-active stateless cross-AZ deployment and inter-AZ data
disaster recovery (DR) to enable service processes to be quickly started and
recovered if a fault occurs, ensuring service continuity and reliability.

5.6 Certificates

Compliance Certificates

Huawei Cloud services and platforms have obtained various security and
compliance certifications from authoritative organizations, such as International
Organization for Standardization (ISO). You can download them from the
console.

Figure 5-2 Downloading compliance certificates

Download Compliance Certificates

Q
-
— ]
BS 10012:2017 ENS Singapore Multi Tier Cloud Security
BS 10012 provides a best practice framewark for Mandatory law for companies in the public (MTCS) Level 3
a persanal information mar sector and their technology suppliers The MTCS standard was dev under the
that is aligned to the princig Singapore Informa andards
It outlines the core requirements organizations Committee (ITSC). This standard requires doud

need to consider when collecting, storing,
proc
records related to individuals.

SErVICE prov it well-rounded risk

ing, retaining or disposing of persona

nanagement and urity practices in cloud
computing. The H
egion has obtained the level 3 (highest)

certification of MTCS,

™ e ™ re
Downlead ) ( Downlcad ) (' Downloag
' . .y M

Trusted Partner Network (TPN) 1SO 27001:2022 1SO 27017:2015

tional certification for

he Trusted Partner Network (TPN) is a global, IS0 27001 is a widely accepted international

specif quirements for

security capabilit

communicate security status to customers.

\ -~ ~ e
Crowmload ) { Download ) [ Download

Resource Center

Huawei Cloud also provides the following resources to help users meet compliance
requirements. For details, see Resource Center.
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Figure 5-3 Resource center

Privacy Compliance White

Resource Center

White Papers

Papers

3

Compliance with Argentina

Base on the compliance requirements
of Argentina PDPL and Resolution
47/2018, the whitepaper shares
Huawei Cloud's privacy protection
experience and practices and the
measures that help customer meet
the compliance requirements of
Argentina PDPL and Resolution

(3

Compliance with Brazil

Huawei Cloud shares the experience
and practice in privacy protection in
compliance with Brazil's LGPD and
describes how to help customers
meet Brazil's LGPD compliance
requirements,

Industry Regulation Compliance
White Papers

3

Compliance with Chile

Huawei Cloud shares the experience
and practices regarding privacy
protection when complying with PDPL
from the Republic of Chile, as well as
describe how to help customers meet
PDPL compliance requirements in the
Republic of Chile

Guidelines and Best Practices

(5

Compliance with PDPO of
the HK

Huawei Cloud shares the experience
and practices regarding privacy
protection when complying with
PDPO from Hong Kong SAR, China,
as well as describe how to help
customers meet PDPO compliance
requirements in Hong Kong SAR,
China.
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Permission Management

CodeArts Req uses IAM to centrally manage permissions for multiple projects of a
tenant. In a single project, permissions are managed based on specific project
settings. There are two types of permissions managed in CodeArts Req: cloud-
service-level permissions and project-level permissions.

e Cloud-service-level permissions are configured using IAM. For more
information about IAM, see IAM Service Overview.

e  Project-level permissions are configured using CodeArts Req.

Cloud-Service-Level Permissions

More than one project can be created for an account. By default, only accounts
can configure whether to allow IAM users to create projects and can view all
projects and members. In some enterprise scenarios, an account can use fine-
grained permissions management to grant configuration permissions to some |IAM
users.

IAM users do not have these permissions by default. To do so, you use the account
to add an IAM user to a user group in IAM and assign permissions policies to the
user group. This process is called authorization.

CodeArts Req is deployed by physical region and is a project-level service (related
to project-based authorization in IAM). Therefore, when assigning permissions,
select Region-specific projects for Scope, and then set permissions in the project
corresponding to the specified region. The permissions take effect for the project
after being set.

(1 NOTE

If you set permissions for All projects, the permissions will take effect for all region-specific
projects.

In IAM, you can grant users permissions by using roles and policies. (For details,
see IAM Service Overview.) CodeArts Req uses policy-based authorization to
meet the requirements of enterprises for flexible and refined permissions
management.

Table 6-1 describes the system permissions supported by CodeArts Req.
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Table 6-1 System permissions

Policy Name Descripti | Policy Policy Content
on Type
CodeArts Req Operation | System- | Table 6-2
ConfigOperatio | permissio | defined
ns ns for a policy
CodeArts
Req
project

Table 6-2 CodeArts Req ConfigOperations policy content

Operation Fine- Description
grained
Authoriz
ation
Supporte
d
Create IAM Yes Grant this permission to use the function in All
users and Account Settings > General > IAM Users to
import them in import IAM users in batches.
batches
Modify work Yes Grant this permission to use the function in All
templates Account Settings > Work > Work Templates to
edit project templates.
Delete work Yes Grant this permission to use the function in All
templates Account Settings > Work > Work Templates to
delete project templates.
View Yes Grant this permission to use the function in All
permitted Account Settings > General > Project Creators to
users who can view the permitted users.
create projects
Set IAM user Yes Grant this permission to use the function in All
permissions Account Settings > General > Project Creators to
for creating set users who have the permissions for creating
projects projects.
View projects | Yes Grant this permission to use the function in All
under a tenant Account Settings > General > Projects and
Members to view all projects.
Join a project | Yes Grant this permission to use the function in All

under a tenant

Account Settings > General > Projects and
Members to join any projects. By default, the role
of a newly added member is Project manager.
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Operation Fine- Description
grained
Authoriz
ation
Supporte
d

Delete projects | Yes Grant this permission to use the function in All
Account Settings > General > Projects and
Members to delete projects.

View the Yes Grant this permission to use the function in All
members of all Account Settings > General > Projects and
projects Members to view the members of all projects.
Delete any Yes Grant this permission to use the function in All
project Account Settings > General > Projects and
member under Members to delete one or more project members.
a tenant

Set a new Yes Grant this permission to set other users as the
work item work item creators.

creator

Bind an Yes Grant this permission to bind a CodeArts project
enterprise to an enterprise project when creating or
project upgrading enterprise projects.

Project-Level Permissions

You can set permissions for each project you created in CodeArts Req. The
permission settings of each project are independent of those of any other projects.

Project management contains three types of roles: project managers (project
administrators, project managers, test managers, product managers, and system
engineers), developers (committers, developers, testers, and participants), and
viewers and O&M managers.

e  Project administrators: creators of a project

e  Project managers: administrators of development

e Test managers: administrators of testing

e Product managers: requirement analysis managers of a project

e System engineers: architecture analysis managers of a project

e Committers: personnel who participate in project development

e Developers: personnel who participate in project development

e Testers: personnel who participate in project testing

e Participants: personnel who contribute to projects

e Viewers: members who follow or browse projects

e O&M managers: personnel responsible for O&M
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Table 6-3 Default roles and their permissions in IPD projects
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Constraints

CodeArts Req

Table 7-1 describes the constraints when you use CodeArts Req.

Table 7-1 Constraints

Category Item

Limit

Requirement Maximum number
management of projects for an
individual

Max. 10,000.

Maximum number
of project groups for
a user

Max. 50.

Maximum number
of custom roles in a
project

Max. 500.

Single project Maximum number
of members

Max. 1,000.

Maximum number
of milestones

Max. 1,000.

Maximum storage
space (MB) for
attachments for a
single work item

Max. 50.

Scrum project Maximum number
of sprints in a
project

Max. 500.

Maximum number
of work items in a
project

Max. 30,000.
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Category

Item

Limit

Maximum number
of work items that
can be imported at
a time

Max. 2,000.

Maximum number
of modules in a
project

Max. 250.

Maximum number
of filters in a project

Max. 50.

Maximum number
of domains in a
project

Max. 25.

Documents

Maximum number
of directory levels

Max. 5.

Maximum number
of files in a project
directory

Max. 5,000.

Maximum number
of subdirectories in
a project directory

Max. 100.

Maximum size of a
file (GB)

Max. 1.

Maximum number
of files that can be
uploaded at a time

Max. 100.
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