CodeArts Check

Service Overview

Issue 03
Date 2023-11-17

HUAWEI

HUAWEI TECHNOLOGIES CO., LTD.



Copyright © Huawei Technologies Co., Ltd. 2024. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by any means without prior
written consent of Huawei Technologies Co., Ltd.

Trademarks and Permissions

QD

nuawer and other Huawei trademarks are trademarks of Huawei Technologies Co., Ltd.
All other trademarks and trade names mentioned in this document are the property of their respective
holders.

Notice

The purchased products, services and features are stipulated by the contract made between Huawei and
the customer. All or part of the products, services and features described in this document may not be
within the purchase scope or the usage scope. Unless otherwise specified in the contract, all statements,
information, and recommendations in this document are provided "AS IS" without warranties, guarantees
or representations of any kind, either express or implied.

The information in this document is subject to change without notice. Every effort has been made in the
preparation of this document to ensure accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied.

Issue 03 (2023-11-17) Copyright © Huawei Technologies Co., Ltd. i



Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory
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1 What Is CodeArts Check?

CodeArts Check is a cloud-based service that checks codes. With years of
experience in automatic static check and enterprise application, CodeArts Check
provides rich check services on code style, common quality, cyber security risk, and
other elements. It also includes comprehensive check reports, convenient bug
handling, and many other efficient, easy-to-use functions for enterprises to
effectively improve code quality.

The cloud service and IDE plug-in are two forms of CodeArts Check. In addition, it
provides a feature package with in-depth security check.

CodeArts Check Functions

Table 1-1 CodeArts Check functions

Function Description
Coding issue | Use rule sets to check issues in your own code.
check

Code security
check

Use rule sets to check code security risks and issues.

Code style
check

Use rule sets to check whether your code matches the selected
style.

Code health
score

A comprehensive metric, which is related to the alarm impact,
quantity, and code quantity. The code health score is
automatically calculated.

Issue Handle issues found in code checks based on issue descriptions,
management | status, check rules, file paths, source code, and fix suggestions.
Cyclomatic Evaluate code quality risks based on the code cyclomatic
complexity complexity report.

NBNC (non- | Number of valid code lines excluding blank lines and comment
blank non- lines.

comment)
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Function Description

Duplication Evaluate code quality risks based on the duplication rate report.
rate

Scheduled Use the function of scheduling code checks every week and
check every day to balance rest and coding.

Check result

After the check is complete, the messages are sent to notify

notification related personnel of the check results so that they can handle
issues in time.

Java code Check the Java code in projects online.

check

JavaScript Check the JavaScript code in projects online.

code check

CSS code Check the CSS code in projects online.

check

Web code Check the HTML code in projects online.

check

C++ code Check the C++ code in projects online.

check

Python code
check

Check the Python code in projects online.

PHP code Check the PHP code in projects online.
check

C# code Check the C# code in projects online.
check

IDE Plug-in of CodeArts Check

It is a powerful assistant for developers to protect the code quality.

e Provides industry standard (including Huawei Cloud) check, one-click code
style formatting, and automatic code fixing, adhering to the concepts of
simplicity, high speed, and real-time monitoring.

e Checks code accurately and efficiently, and builds three-layer protection
during coding, merging, and version release with cloud services jointly.

e Displays all built-in lightweight IDE rules that are a subset of cloud rules in
the cloud, implements security scan shifting left, and covers 30+ defect

categories.

e Supports Java, C, and C++. The IDE plug-in has been rolled out on four
mainstream IDE platforms: VSCode IDE, Intellij IDEA, CodeArts IDE, and Cloud

IDE.
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Enhanced Package of CodeArts Check

The package identifies code security risks and vulnerabilities cc.

e Covers security check other than the yearly/monthly package (such as
parameter value errors, encryption and data verification issues).

e Enhances security check and analysis for vulnerability detection items in the
industry (such as cross-function check, cross-file check, taint analysis,
semantic analysis).
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Service Features

2.1 Huawei-developed Code Check Engine

2.2 Five Mainstream Industry Standards and Huawei Programming Guidelines
2.3 Mainstream Programming Languages

2.4 Tens of Billions of LOC Scanned per Day

2.5 One-stop Issue Fixing

2.6 Three-Layer (Coding, Merging, and Version Release) Protection

2.1 Huawei-developed Code Check Engine

Comprehensively Evaluating the Seven Characteristics of Code Quality

The core of CodeArts Check lies in engine, which helps you efficiently and
accurately detect code issues at the early stage of development, and improves
development efficiency and product quality.

e Stems from the collaboration of 40+ PhDs in China, 50+ experts in global
research centers, and 10+ teachers in China and abroad, continuously
improved by 150,000+ Huawei developers, with an average of 50 billion lines
of code scanned per day.

e Covers mainstream development languages in the industry, and
comprehensively analyzes code in terms of readability, maintainability,
security, reliability, testability, efficiency, and portability.

e Integrates years of continuous thinking, exploration, and practices in code
quality and trustworthiness improvement, and accumulates various check
rules.
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2.2 Five Mainstream Industry Standards and Huawei
Programming Guidelines

Improved Code Compliance Driven by Mainstream Standards and Guidelines

Quality issues of software products often lead to unacceptable operational risks or
high costs. It is important to establish standards for quality detection at the source
code level, such as the ISO/IEC 5055 and CERT coding specifications.

e Uses CodeArts Check to check the code quality comprehensively.

e Filters identified coding specification issues, provides knowledge association
between specifications and standards, helps you understand the issue type,
severity, and details. In this way, you can quickly analyze and make
rectification plans as required.

e  Supports the industry mainstream programming standards and best practices,
such as ISO 5055, CERT, CWE, OWASP top 10, and CWE/SANS top 25.

2.3 Mainstream Programming Languages

Multiple Programming Languages and 3000+ Built-in Check Rules for Out-
of-the-Box Usability.

CodeArts Check supports more than 10 mainstream programming languages, such
as Java, C/C++, Python, C#, Go, JavaScript, TypeScript, CSS, HTML, and PHP, for
embedded, web, and mobile application development.

e  Built-in open-source tools, self-developed engine, and 3000+ check rules.

e 10 rule sets, including those for comprehensive, critical, mobile field, and
Huawei codestyle specification check.

e  Custom rule sets based on rule library for various check needs

2.4 Tens of Billions of LOC Scanned per Day

Hyperscale Code Check for Large Enterprises

CodeArts Check excels at high-concurrency processing. It provides high-frequency
code check services for more than 150,000 Huawei software developers, and daily
scheduled check for all code repositories, scanning tens of billions lines of code per
day.

e It has a series of high availability (HA) features, such as cross-AZ disaster
recovery (DR), cross-region multi-active DR, overload protection, and service
dependency and isolation, to provide reliable support for self-detection, self-
isolation, and self-recovery of service faults.

e  Fluctuating code check demands are well taken care of by the powerful
elastic scheduling that allocates resources whenever needed and aims to
achieve zero waiting time.
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2.5 One-stop Issue Fixing

One-stop Issue Fixing with Higher Efficiency

Developers are tired of tools that are not easy to understand, issue distribution
that is time-consuming and labor-intensive, and repeated handling of the same
alarm in multiple versions. These lead to difficulties in issue analysis and fixing,
affecting the initiative for tool use.

CodeArts Check provides the following capabilities to help developers efficiently
and smoothly check code.

e Code defects are detected by line and fixed quickly according to the provided
guides, including built-in coding specifications, compliant and noncompliant
examples, and fix suggestions. Developers do not need to retrain
specifications and fix skills.

e Issue owners are automatically matched based on the code commit
information, improving the issue distribution efficiency, and enhancing
specification and quality awareness of developers.

e The ignored issues that have been handled are automatically synchronized.
Therefore, all same false positives in a repository only need to be handled
once.

The preceding capabilities improve the efficiency of issue analysis and fixing
during practices.

2.6 Three-Layer (Coding, Merging, and Version
Release) Protection

Three-Layer Protection Against Bugs to Improve Both Efficiency and Quality

To improve code quality, code check should be integrated into the development
phase, including automatic audit during coding and committing, and daily
programming specification and code quality check.

e This is recommended by many excellent development modes, such as SDL
(security development lifecycle) and DevSecOps.

e CodeArts Check provides various APIs, including those for task creation,
setting, scanning, and report analysis. It allows you to seamlessly integrate
CodeArts Check into self-built CI/CD or CodeArts. Check data can be displayed
in customers' boards, making code quality visible and manageable.

e Flexible task management allows you to set excluded catalogs to avoid invalid
scanning. CodeArts Check supports check in hybrid languages, simplifies
deployment, and obtains comprehensive quality reports of whole version.
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Advantages

Professional

Accurate

Comprehensive

Easy to Use

Provides more than 3000 typical check rules.
Provides multi-dimensional quality statistics reports, such as quality gates.

Locates reported defects under fix guidance.

Enables you to customize check rule sets to target at issues that you pay
more attention to.

Supports multiple mainstream development languages, such as Java, C++, and
JavaScript.

Supports code guideline, security, code repetition rate, and cyclomatic
complexity checks.

Supports CWE, OWASP top 10, SANS top 25, CERT security standards.

Checks code in hybrid languages.

Allows you to run configured tasks by one click, filter issues in batches, and
quick handle issues by severity or category.

Code Security Check

Scenario

Checks code quality and security issues automatically in the software
development phase, supports built-in security guidelines, requirements, and
software production workflows, helps enterprises secure software production.

Provides in-depth code security check capabilities to help government cloud
operators and large enterprises manage and control ISV software security
quality and build a supply chain security system.

Capability

Issue 03 (2023-11-17)
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e Analyzes taints and checks across functions and files.

e Checks for top security vulnerabilities, such as injection and access key
leakage.

e  Supports programming specifications and is compatible with CWE, OWASP
TOP 10, CERT and SANS TOP 25 checks.
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Application Scenarios

Web Applications

Application: Rule sets of web development languages such as Java and
JavaScript are used for code review.

Characteristics: Web services are oriented to the Internet and are vulnerable
to DDoS attacks or information leakage.

Scenario: Accept security levels during Internet service delivery.

Project Quality Control

Application: Control risks in real time based on the code complexity, repetition
rate, and quality score during delivery.

Characteristics: Project managers agree that they should secure quality from
the front end in daily delivery. However, there is often no effective tool
platform. Currently, most quality work depends on backend testing.

Scenario: Project managers control iteration delivery quality.

Issue 03 (2023-11-17)
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Security

5.1 Shared Responsibilities

5.2 Authentication and Access Control

5.3 Data Protection Technologies

5.4 Auditing and Logging

5.5 Service Resilience

5.6 Certificates

5.1 Shared Responsibilities

Huawei guarantees that its commitment to cyber security will never be
outweighed by the consideration of commercial interests. To cope with emerging
cloud security challenges and pervasive cloud security threats and attacks, Huawei
Cloud builds a comprehensive cloud service security assurance system for different
regions and industries based on Huawei's unique software and hardware
advantages, laws, regulations, industry standards, and security ecosystem.

Figure 5-1 illustrates the responsibilities shared by Huawei Cloud and users.

Huawei Cloud: Ensure the security of cloud services and provide secure
clouds. Huawei Cloud's security responsibilities include ensuring the security
of our laa$, Paa$, and SaaS services, as well as the physical environments of
the Huawei Cloud data centers where our laaS, PaaS, and SaaS services
operate. Huawei Cloud is responsible for not only the security functions and
performance of our infrastructure, cloud services, and technologies, but also
for the overall cloud O&M security and, in the broader sense, the security and
compliance of our infrastructure and services.

Tenant: Use the cloud securely. Tenants of Huawei Cloud are responsible for
the secure and effective management of the tenant-customized
configurations of cloud services including laaS, PaaS, and SaaS. This includes
but is not limited to virtual networks, the OS of virtual machine hosts and
guests, virtual firewalls, APl Gateway, advanced security services, all types of
cloud services, tenant data, identity accounts, and key management.

Huawei Cloud Security White Paper elaborates on the ideas and measures for
building Huawei Cloud security, including cloud security strategies, the shared

Issue 03 (2023-11-17)
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responsibility model, compliance and privacy, security organizations and
personnel, infrastructure security, tenant service and security, engineering security,
O&M security, and ecosystem security.

Figure 5-1 Huawei Cloud shared security responsibility model

Customer-side data Server-side Network traffic protection
Data security Tenant Data encryption & data encryption L oy ;
integrity check (File system/data) (Encryption/integrityidentity)
- Huawei Cloud Tenant Custom Tenant Configurations
Application licati licati
security App |c_a ion Appl |c.at|on Tenant
Services Services Virtual networks, gateways, IAM
advanced protection, platforms, Huawei
applications, data, identity Cloud
Platform Huawei Cloud Tenant management, key management, IAM

security Platform Services  Platform Services ~and more

laaS Compute Storage Database  Networking
Infrastructure

security Physical

Infrastructure Region AZ Edge

Device

. Terminal Device Security
security

Green: Huawei Cloud's responsibilities Blue: Tenant's responsibilities

5.2 Authentication and Access Control

Authentication

You can access CodeArts Check using its Ul, APIs, and SDKs. Regardless of the
access mode, your requests are sent through REST APIs provided by CodeArts
Check.

CodeArts Check APIs can be accessed only after requests are authenticated. Code
check supports two authentication modes:

e Token: Requests are authenticated using tokens. By default, token
authentication is required to access the CodeArts Check console.

e  AK/SK: Requests are encrypted using an AK/SK. This method is recommended
because it provides higher security than token-based authentication.

For more authentication details and how to obtain tokens and signatures, see
Authentication.

Access Control
CodeArts Check controls user operations in the following ways:

e Role permission control: Roles and permissions are required for adding,
deleting, modifying, and querying check tasks and rule sets, viewing rules,
creating, importing, and exporting service orders.

e Fine-grained permission control: Operations such as querying tenant projects,
setting project creators, and managing tenant project member lists require
fine-grained authorization from IAM.
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5.3 Data Protection Technologies

CodeArts Check takes different methods and features to keep data secure and
reliable.

Measure Description Reference

Transmission | To secure data transmission, CodeArts | Making an APl Request
encryption Check uses HTTPS.

(HTTPS)

Personal CodeArts Check controls access to Permission
data data and records logs for operations | Management
protection performed on the data.

Privacy CodeArts Check does not consume or | -

protection store sensitive user data.

Data When you delete service data or -

destruction | deregister your account:

e Non-key data is physically deleted
in real time.

e Key data will be marked as soft
deleted and then physically
deleted seven days later.

5.4 Auditing and Logging

Auditing

Cloud Trace Service (CTS) records operations on the cloud resources in your
account. You can use the logs generated by CTS to perform security analysis, track
resource changes, audit compliance, and locate faults.

After you enable CTS and configure a tracker, CTS can record management and
data traces of CodeArts Check for auditing.

For details about how to enable and configure CTS, see Enabling CTS.

5.5 Service Resilience

CodeArts Check uses multi-active stateless cross-AZ deployment and inter-AZ data
disaster recovery (DR) to enable service processes to be quickly started and
recovered if a fault occurs, ensuring service reliability.
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5.6 Certificates

Compliance Certificates

Huawei Cloud services and platforms have obtained various security and

compliance certifications from authoritative organizations, such as International

Organization for Standardization (ISO). You can download them from the

console.

Figure 5-2 Downloading compliance certificates

Trust Center Certificates.

ertifcate

SOC Bridge Latter confirms that the internal control environment of HUAWEI CLOUD has not changed
significantly since the end of the audit period covered by the SOC report, and that the control description and

Bridge Letter SOC 202204202211

Developed by the Cloud Security Alliance (CSA) and the British Standards Institution (BSI), CSA STAR
certification s an intenational certification for different levels of cloud security, aiming to address relative
problems of cloud security and to help cloud computing service providers demonstrate the maturity of their s

CSA STAR

150 22301:2019
15O 22301 is an international standard for business continuity management systems. It specifies requirements
for a management system to help organizations identify, analyze, and monitor disruptive incidents and develop.
a complete business continuity plan to effectively and quickly recover customer businesses so that the organiz.

5~ | TotalRecords:20 1203 4

Al certifications - Q

B5 10012 provides a best practice framework for a personal information management system that is aligned to

BS 10012:2017

the principles of the EU GDPR. It outlines the core requirements organizations need to consider when
collecting, storing, processing, retaining or disposing of personal records related to individuals.

150 20000 s an international standard for information technology service management system (SM). It
specifies requirements for service providers to plan, establish, implement, operate, monitor, review, maintain,

1S0 20000-1:2018

and improve an SMS to make sure service providers can provide effective IT services that meet the requireme,

150 27001:2013
1SO 27001 is a widely accepted international standard that specifies requirements for management of
information security systems. Centered on risk management, this standard ensures continuous operation of
such systems by regularly assessing risks and applying appropriate controls.

Resource Center

Huawei Cloud also provides the following resources to help users meet compliance

requirements. For details, see Resource Center.

Figure 5-3 Resource center

Resource Center

White Papers

Privacy Compliance White

Papers White Papers

Industry Regulation Compliance

Guidelines and Best Practices

3

Compliance with Argentina

Base on the compliance requirements
of Argentina PDPL and Resolution
47/2018, the whitepaper shares
Huawei Cloud'’s privacy protection
experience and practices and the
measures that help customer meet
the compliance requirements of
Argentina PDPL and Resolution

(4

Compliance with Brazil

Huawei Cloud shares the experience
and practice in privacy protection in
compliance with Brazil's LGPD and
describes how to help customers
meet Brazil's LGPD compliance

requirements.

3

Compliance with Chile

Huawei Cloud shares the experience
and practices regarding privacy
protection when complying with PDPL
from the Republic of Chile, as well as
describe how to help customers meet
PDPL compliance requirements in the
Republic of Chile

(5

Compliance with PDPO of
the HK

Huawei Cloud shares the experience
and practices regarding privacy
protection when complying with
PDPO from Hong Kong SAR, China,
as well as describe how to help
customers meet PDPO compliance
requirements in Hong Kong SAR
China.

Issue 03 (2023-11-17)

Copyright © Huawei Technologies Co., Ltd.

13


https://console-intl.huaweicloud.com/compass/?region=ap-southeast-1&locale=en-us#/compass/certificates
https://www.huaweicloud.com/intl/en-us/securecenter/resource.html

CodeArts Check
Service Overview 6 Constraints

Constraints

CodeArts Check

This section describes the constraints on CodeArts Check, as shown in Table 6-1.

Table 6-1 CodeArts Check constraints

Scenario Constraint
Maximum number of 1000
custom rule sets per

tenant

Maximum number of 50,000

code check tasks
created by a tenant

Maximum duration of 12 hours
one check
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