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Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory
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1 What Is Organizations?

The Organizations service helps you govern multiple accounts within your
organization. It enables you to consolidate multiple Huawei Cloud
accountsaccounts into a single organization so you can manage them all in one
place. You can use Organizations to apply access policies to different accounts in
your organization. This helps you better meet the security and compliance
requirements of your business.
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2 What Are Service Control Policies?

Service control policies (SCPs) are organizational policies that help to ensure your
member accounts stay within your organization's access control guidelines. SCPs
offer central control over the maximum available permissions for all accounts in
your organization and select the set of allowed permissions for OUs and accounts

in the organization.
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3 What Are the Differences in Access
Control Between IAM and Organizations?

They grant permissions to different entities. IAM policies define permissions for
IAM users, IAM user groups, and IAM agencies in an account. Organizations SCPs
limit permissions for the root OU, other OUs, and member accounts.

They have different control scopes but are relevant to each other. If the
organization administrator has attached an SCP to an OU or member account,
both the SCP and the granted IAM policies apply to the IAM users, IAM user
groups, and IAM agencies in the account. The granted permissions can be applied
only if they are allowed by the SCPs. Users cannot perform any actions that are
denied by SCPs even if the actions are granted to the users by IAM policies.

They also have different effects on permissions. SCPs specify the maximum
available permissions for member accounts in an organization and limit their
operations. SCPs never grant permissions. In contrast, IAM policies directly grant
permissions to IAM users, IAM user groups, and IAM agencies.
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4 What Should | Do When Encountering
SCP Errors?

Service control policies (SCPs) in Organizations use a similar syntax to that used
by Identity and Access Management (IAM) policies. They both use the JSON
syntax. For details, see SCP Syntax.

You may encounter the following errors when creating SCPs:

e More Than One Policy Object
e More Than One Statement Element
e Policy Document Exceeding the Maximum Size

More Than One Policy Object

An SCP must consist of one and only one JSON object. You denote an object by
placing braces ({}) around it. Although you can nest other objects within a JSON
object by embedding additional braces ({}), a policy can contain only one
outermost pair of braces ({}). The following example is incorrect because it
contains two JSON objects, with two outermost pairs of braces ({}):

{

"Version": "5.0",
"Statement": [

"Effect": "Allow",

"Action": [
"ecs:**"

1

"Resource": [
oD

1
}
1
}
{
"Statement": [
{
"Effect": "Deny",
"Action": [
"vpert
1

"Resource": [
-

]
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}
]
}

To meet the intention of this example, you can use correct policy syntax. Instead
of including two complete policy objects, each with its own Statement element,
you can combine the two blocks into a single Statement element. The Statement
element has an array of two objects as its value, as shown in the following
example:

{
"Version": "5.0",
"Statement": [

"Effect": "Allow",

"Action": [
P

1

;
"Resource": [
e

1
b
{
"Effect™: "Deny",
"Action": [
"vpet
1

;
"Resource": [
e

1
}
1
}

This example cannot be further compressed into a Statement with one element
because the two elements have different effects. Generally, you can combine
statements only when the Effect and Resource elements in each statement are
identical.

More Than One Statement Element

This error might at first appear to be a variation on the error in the preceding
example. However, syntactically it is a different type of error. In the following
example, there is only one policy object as denoted by a single outermost pair of
braces ({}). However, that object contains two Statement elements within it.

An SCP must contain only one Statement element. The value of a Statement
element must be an object, denoted by braces ({}), containing one Effect element,
one Action element, one Resource element, and one optional Condition element.
The following example is incorrect because it contains two Statement elements in
the policy object:

{

"Version": "5.0",
"Statement": [

"Effect": "Allow",

"Action": [
"ecs:**"

1

"Resource": [
-

1
L
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"Statement": [
{
"Effect": "Deny",
"Action": [
"vpet
1
"Resource": [
1
}

]
}

The value of the Statement element must be an object, and a value object can be
an array of multiple value objects. You can solve this problem by combining the
two Statement elements into one element with an object array, as illustrated in
the following example. In the example, the value of the Statement element is an
object array. The array consists of two objects, each of which is a correct value for
a Statement element. Each object in the array is separated by commas.

{
"Version": "5.0",
"Statement": [

"Effect": "Allow",

"Action": [
|lecs:~k:-k|l

1

"Resource": [

nEn

]
b
{

"Effect": "Deny",

"Action": [
"vperrt

1

"Resource": [

nxn

]
}
]
}

Policy Document Exceeding the Maximum Size

The maximum size of an SCP document is 5,120 characters. This maximum size
includes all characters and white space. To reduce the size of your SCP, you can
remove all white space characters (such as spaces and line breaks) that are
outside quotation marks.
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