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Before You Start

1.1 Introduction

Welcome to Direct Connect API Reference. Direct Connect allows you to connect
your on-premises data center to the cloud over a dedicated network connection
that features stable performance, high transmission speed, low network latency,
and secure data transmission. Direct Connect allows you to maximize legacy IT
facilities and leverage cloud services to build a flexible, scalable hybrid cloud
computing environment.

This document describes how to use application programming interfaces (APIs) to
perform operations on Direct Connect resources, such as creating, querying,
modifying, or deleting connections. For details about all supported operations, see
API Overview.

Before you access Direct Connect by calling APIs, get yourself familiar with
product concepts. For details, see "Service Overview" in Direct Connect User Guide.

1.2 API Calling

Direct Connect supports Representational State Transfer (REST) APIs that can be
called using HTTPS. For details, see Calling APIs.

1.3 Endpoints

An endpoint is the request address for calling an API. Endpoints vary depending
on services and regions. For Direct Connect endpoints, see Regions and
Endpoints.

1.4 Constraints

For more constraints, see API descriptions.
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1.5 Concepts

e Account

An account is created upon successful signing up. The account has full access
permissions for all of its cloud services and resources. It can be used to reset
user passwords and grant user permissions. The account is a payment entity,
which should not be used directly to perform routine management. For
security purposes, create Identity and Access Management (IAM) users and
grant them permissions for routine management.

e User

An IAM user is created by an account in IAM to use cloud services. Each IAM
user has its own identity credentials (password and access keys).

API authentication requires information such as the account name, username,
and password.

e Region

A region is a geographic area in which cloud resources are deployed.
Availability zones (AZs) in the same region can communicate with each other
over an intranet, while AZs in different regions are isolated from each other.
Deploying cloud resources in different regions can better suit certain user
requirements or comply with local laws or regulations.

o AZ

An AZ comprises of one or more physical data centers equipped with
independent ventilation, fire, water, and electricity facilities. Computing,
network, storage, and other resources in an AZ are logically divided into
multiple clusters. AZs within a region are interconnected using high-speed
optical fibers to allow you to build cross-AZ high-availability systems.

e  Project

A project corresponds to a region. Default projects are defined to group and
physically isolate resources (including computing, storage, and network
resources) across regions. Users can be granted permissions in a default
project to access all resources under their accounts in the region associated
with the project. If you need more refined access control, create subprojects
under a default project and create resources in subprojects. Then you can
assign users the permissions required to access only the resources in the
specific subprojects.

Figure 1-1 Project isolation model

Project A Project B
ProjectA_1  ProjectA_2 ProjectB_1 Project B_2
Region A Region B
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Enterprise Project

Enterprise projects group and manage resources across regions. Resources in
different enterprise projects are logically isolated. An enterprise project can
contain resources of multiple regions, and resources can be added to or
removed from enterprise projects.

For details about enterprise projects and about how to obtain enterprise
project IDs, see Enterprise Management User Guide.

Issue 01 (2024-07-25)
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APl Overview

These APIs allow you to use all Direct Connect functions, for example, performing
operations on connections, virtual gateways, virtual interfaces, quotas, and tags.

Table 2-1 describes the APIs provided by Direct Connect.

Table 2-1 Direct Connect APIs

Resource

APIs

Connections

APIs for querying connection details, updating a
connection, deleting a connection, querying the
connection list, querying the hosted connection list,
creating a hosted connection, querying hosted connection
details, updating hosted connection information, and
deleting a hosted connection

Virtual gateways

APIs for querying virtual gateway details, updating a
virtual gateway, deleting a virtual gateway, querying the
virtual gateway list, and creating a virtual gateway

Virtual interfaces

APIs for querying virtual interface details, updating a
virtual interface, deleting a virtual interface, querying the
virtual interface list, creating a virtual interface, updating
a virtual interface peer, deleting a virtual interface peer,
and creating a virtual interface peer

Tags APIs for querying project tags, querying resource tags,
adding a resource tag, batch adding or deleting resource
tags, deleting a resource tag, and querying resources by
tag

Quotas API for querying resource quotas

Issue 01 (2024-07-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Calling APIs

3.1 Making an API Request

This section describes the structure of a REST API request, and uses the IAM API
for obtaining a user token as an example to demonstrate how to call an API. The
obtained token can then be used to authenticate the calling of other APIs.

Request URI

A request URI is in the following format:

{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

Although a request URI is included in the request header, most programming
languages or frameworks require the request URI to be transmitted separately.

Table 3-1 URI parameter description

Parameter

Description

URI-scheme

Protocol used to transmit requests. All APIs use HTTPS.

Endpoint

Domain name or IP address of the server bearing the REST
service. The endpoint varies between services in different
regions. It can be obtained from Regions and Endpoints.

For example, the endpoint of IAM in the my-kualalumpur-1
region is iam.my-kualalumpur-1.myhuaweicloud.com.

resource-path

Access path of an API for performing a specified operation.
Obtain the path from the URI of an API. For example, the
resource-path of the API used to obtain a user token is /v3/
auth/tokens.

Issue 01 (2024-07-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Parameter Description

query-string Query parameter, which is optional. Ensure that a question
mark (?) is included before each query parameter that is in the
format of Parameter name=Parameter value. For example, ?
limit=10 indicates that a maximum of 10 data records will be
displayed.

For example, to obtain an IAM token in the AP-Kuala Lumpur-OP6 region, obtain
the endpoint of IAM (iam.my-kualalumpur-1.myhuaweicloud.com) for this
region and the resource-path (/v3/auth/tokens) in the URI of the API used to
obtain a user token. Then, construct the URI as follows:

https://iam.my-kualalumpur-1.myhuaweicloud.com/v3/auth/tokens

Figure 3-1 Example URI

httpgz.f/iiam.my-kualalumpum_myhuaweicluud.cnrd v3/auth/tokens

| | |

URI-scheme Endpoint resource-path

L] NOTE
To simplify the URI display in this document, each API is provided only with a resource-

path and a request method. The URI-scheme of all APIs is HTTPS, and the endpoints of all
APIs in the same region are identical.

Request Methods

The HTTP protocol defines the following request methods that can be used to
send a request to the server.

Table 3-2 HTTP methods

Method Description

GET Requests the server to return specified resources.

PUT Requests the server to update specified resources.

POST Requests the server to add resources or perform special
operations.

DELETE Requests the server to delete specified resources, for
example, an object.

HEAD Same as GET except that the server must return only
the response header.
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Method Description

PATCH Requests the server to update partial content of a
specified resource.

If the resource does not exist, a new resource will be
created.

For example, in the case of the APl used to obtain a user token, the request
method is POST. The request is as follows:

POST https://iam.my-kualalumpur-1.myhuaweicloud.com/v3/auth/tokens

Request Header

You can also add additional header fields to a request, such as the fields required
by a specified URI or HTTP method. For example, to request for the authentication
information, add Content-Type, which specifies the request body type.

Common request header fields are as follows.

Table 3-3 Common request header fields

Parameter Description Mandatory Example Value

Host Specifies the server No code.test.com
domain name and port This field is
number of the resources mandatory for
being requested. The AK/SK

value can be obtained
from the URL of the
service API. The value is
in the format of
Hostname:Port number.
If the port number is not
specified, the default
port is used. The default
port number for https is
443.

or

code.test.com:44

3
authentication.

Content-Type | Specifies the type (or Yes application/json
format) of the message
body. The default value
application/json is
recommended. Other
values of this field will be
provided for specific APIs
if any.

Content- Specifies the length of No 3495
Length the request body. The
unit is byte.
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for obtaining a user
token (This is the only

mandatory for
token

3 Calling APIs

Parameter Description Mandatory Example Value
X-Project-1d Specifies the project ID. No €9993fc787d94b

Obtain the project ID by 6c886cbaa340f9c

following the instructions 0f4

in Obtaining a Project

ID.
X-Auth-Token | Specifies the user token. | No The following is

It is a response to the API | This field is part of an

example token:
MIIPAgYJKoZlhvc

API that does not require | authentication.

authentication).

NAQcCo...ggg1B
BIINPXsidG9rzZ

After the request is
processed, the value of
X-Subject-Token in the
response header is the
token value.

(1 NOTE

In addition to supporting authentication using tokens, APIs support authentication using
AK/SK, which uses SDKs to sign a request. During the signature, the Authorization
(signature authentication) and X-Sdk-Date (time when a request is sent) headers are
automatically added in the request.

For more details, see "Authentication Using AK/SK" in Authentication.

The API used to obtain a user token does not require authentication. Therefore,
only the Content-Type field needs to be added to requests for calling the API. An
example of such requests is as follows:

POST https://iam.my-kualalumpur-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

(Optional) Request Body

This part is optional. The body of a request is often sent in a structured format
(for example, JSON or XML) as specified in the Content-Type header field. The
request body transfers content except the request header.

The request body varies between APIs. Some APIs do not require the request body,
such as the APIs requested using the GET and DELETE methods.

In the case of the API used to obtain a user token, the request parameters and
parameter description can be obtained from the API request. The following
provides an example request with a body included. Replace username,
domainname, $ADMIN_PASS (login password), and xoooocoooaoxaxxxxxx (project
name) with the actual values. Obtain a project name from Regions and
Endpoints.

Issue 01 (2024-07-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 8
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(11 NOTE

The scope parameter specifies where a token takes effect. You can set scope to an account
or a project under an account. In the following example, the token takes effect only for the
resources in a specified project. For more information about this API, see Obtaining a User
Token.

POST https://iam.my-kualalumpur-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
1

"password": {
"user": {
"name": "username",
"password": "SADMIN_PASS", //You are advised to store it in ciphertext in the
configuration file or an environment variable and decrypt it when needed to ensure security.
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project™: {
"name": " XXXXXXXXXXXXXXXXXX!
}

}
}
}

If all data required for the API request is available, you can send the request to call
the API through curl, Postman, or coding. In the response to the API used to
obtain a user token, X-Subject-Token is the desired user token. This token can
then be used to authenticate the calling of other APIs.

3.2 Authentication

Requests for calling an API can be authenticated using either of the following
methods:

e AK/SK authentication: Requests are encrypted using AK/SK pairs. AK/SK
authentication is recommended because it is more secure than token
authentication.

e Token authentication: Requests are authenticated using tokens.

AK/SK Authentication
(10 NOTE

AK/SK authentication supports API requests with a body not larger than 12 MB. For API
requests with a larger body, token authentication is recommended.

In AK/SK authentication, AK/SK is used to sign requests and the signature is then
added to the requests for authentication.

e AK: access key ID, which is a unique identifier used in conjunction with a
secret access key to sign requests cryptographically.
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e SK: secret access key, which is used in conjunction with an AK to sign requests
cryptographically. It identifies a request sender and prevents the request from
being modified.

In AK/SK authentication, you can use an AK/SK to sign requests based on the
signature algorithm or using the signing SDK. For details about how to sign
requests and use the signing SDK, see APl Request Signing Guide.

(11 NOTE

The signing SDK is only used for signing requests and is different from the SDKs provided
by services.

Token Authentication
(10 NOTE

The validity period of a token is 24 hours. When using a token for authentication, cache it
to prevent frequently calling the IAM API used to obtain a user token.

A token specifies temporary permissions in a computer system. During API
authentication using a token, the token is added to requests to get permissions for
calling the APIL. You can obtain a token by calling the Obtaining User Token API.

IMS is a project-level service. When you call the API, set auth.scope in the request
body to project.

{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username", // |AM user name
"password": SADMIN_PASS, //IAM user password. You are advised to store it in ciphertext in
the configuration file or an environment variable and decrypt it when needed to ensure security.

"domain": {
"name": "domainname" [/ Name of the account to which the IAM user belongs
}
}
}
h
"scope": {
"project": {
"name": "xxxxxxxx" [/ Project name
}
}

}
}

After a token is obtained, the X-Auth-Token header field must be added to
requests to specify the token when calling other APIs. For example, if the token is
ABCDEFI...., X-Auth-Token: ABCDEF)J.... can be added to a request as follows:

POST https://iam.my-kualalumpur-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEFI....

Issue 01 (2024-07-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 10
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3.3 Response

Status Code

After sending a request, you will receive a response, including a status code,
response header, and response body.

A status code is a group of digits, ranging from 1xx to 5xx. It indicates the status
of a request. For more information, see Common Status Codes.

For example, if status code 201 is returned for calling the API used to obtain a
user token, the request is successful.

Response Header

Similar to a request, a response also has a header, for example, Content-Type.

Figure 3-2 shows the response header fields for the APl used to obtain a user
token. The X-Subject-Token header field is the desired user token. This token can
then be used to authenticate the calling of other APlIs.

(11 NOTE

For security purposes, you are advised to set the token in ciphertext in configuration files or
environment variables and decrypt it when using it.

Figure 3-2 Header fields of the response to the request for obtaining a user token

connection — keep-alive

content-type — 3 cation/json

date — Tue, 12 Feb 2019 06:52:13 GMT
server — Web Serve

x-content-type-options — nosniff

x-download-options — noopen

x-frame-options — SAMEQRIGIH

x-iam-trace-id —+ 218d45ab-d674-4995-af2a-2d0255bad1b5

x-subject-token

(Optional) Response Body

The body of a response is often returned in a structured format (for example,

JSON or XML) as specified in the Content-Type header field. The response body
transfers content except the response header.

The following is part of the response body for the APl used to obtain a user
token.
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API| Reference 3 Calling APIs

{
"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"
]

"catalog": [

{

"endpoints": [

"region_id": "az-01",

If an error occurs during API calling, an error code and a message will be
displayed. The following shows an error response body.

{

"error_msg": "The request message format is invalid.",
"error_code": "IMG.0001"

}

In the response body, error_code is an error code, and error_msg provides
information about the error.
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APl Usage

Direct Connect has independent endpoints. When API calls are made to Direct
Connect, the Direct Connect APIs are used. Therefore, you need pay special
attention to the service endpoints used when you make calls to the Direct Connect

APIs.
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API

5.1 Connection

5.1.1 Querying Details About a Connection

Function

This API is used to query details about a connection.

URI

GET /v3/{project_id}/dcaas/direct-connects/{direct_connect_id}

Table 5-1 Path Parameters

Parameter Mandatory Type Description
direct_connec | Yes String Specifies the connection ID.
tid Minimum: 36
Maximum: 36
project_id Yes String Specifies the project ID.
Table 5-2 Query Parameters
Parameter Mandatory Type Description
fields No Array Specifies the list of fields to be

displayed.

Array Length: 1 -5

Issue 01 (2024-07-25)
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Request Parameters

Table 5-3 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the user token. To
obtain the token, see section
"Obtaining the User Token" in
the /dentity and Access
Management AP/ Reference.
The token is the value of X-
Subject-Token in the response
header.

Minimum: 0
Maximum: 10240

Response Parameters

Status code: 200

Table 5-4 Response body parameters

Parameter Type Description

request_id String Specifies the request ID.

direct_connec | DirectConnec | Specifies parameters for creating a connection.
t t object

Table 5-5 DirectConnect

Parameter Type Description

id String Specifies the connection ID.

tenant_id String Specifies the ID of the project that the instance
belongs to.

name String Specifies the connection name.
Minimum: 0

Maximum: 64

description String Provides supplementary information about the
connection.

Minimum: 0
Maximum: 128
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Parameter

Type

Description

port_type

String

Specifies the type of the port used by the
connection. The value can be 1G, 10G, 40G, or
100G.

Enumeration values:
e 1G

e 10G

e 40G

e 100G

bandwidth

Integer

Specifies the connection bandwidth in Mbit/s.
Minimum: 2
Maximum: 100000

location

String

Specifies information about the Direct Connect
location.

Minimum: 0
Maximum: 255

peer_location

String

Specifies the location of the on-premises
facility at the other end of the connection,
specific to the street or data center name.

Minimum: 0
Maximum: 255

device_id

String

Specifies the ID of the device connected to the
connection.

Minimum: 0
Maximum: 36

type

String

Specifies the type of a connection. The value
can be standard (a standard connection),
hosting (an operations connection) or hosted
(a hosted connection).

Default: standard
Enumeration values:
e standard

e hosting

e hosted

e onestop_standard
e onestop_hosted

hosting_id

String

Specifies the ID of the operations connection
on which the hosted connection is created.
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Parameter Type Description
charge_mode | String Specifies the billing mode, which can be
prepayment, bandwidth, or traffic.
Enumeration values:
e prepayment
e bandwidth
e traffic
provider String Specifies the line carrier of a connection.
admin_state_ | Boolean Specifies the administrative status, which can
up be true or false.
Default: true
vlan Integer Specifies the VLAN allocated to the hosted

connection.
Minimum: 0
Maximum: 3999
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Parameter

Type

Description

status

String

Specifies the connection status. The options are
as follows: ACTIVE: The connection is in the

normal state. DOWN: The port for the
connection is in the down state, which may

cause line faults. BUILD: Operations related to
the connection are being performed. ERROR:

The connection configuration is incorrect.

Contact customer service to rectify the fault.

PENDING_DELETE: The connection is being

deleted. DELETED: The connection has been
deleted. APPLY: A request for a connection is

submitted. DENY: A site survey is rejected
because the customer fails to meet the
requirements. PENDING_PAY: The order for

the connection is to be paid. PAID: The order

for the connection has been paid.

PENDING_SURVEY: A site survey is required

for the connection.
Enumeration values:
e BUILD

e PAID

e APPLY

o PENDING_SURVEY
e ACTIVE

¢ DOWN

e ERROR

o PENDING_DELETE
e DELETED

e DENY

e PENDING_PAY

apply_time

String

Specifies when the connection was requested.

The UTC time format yyyy-MM-
ddTHH:mm:ss.SSSZ is used.

create_time

String

Specifies when the connection was created.
The UTC time format yyyy-MM-
ddTHH:mm:ss.SSSZ is used.

provider_statu
S

String

Specifies the status of the carrier's leased line.

The status can be ACTIVE or DOWN.

Enumeration values:
e ACTIVE
e DOWN

peer_port_typ
e

String

Specifies the peer port type.
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Parameter Type Description

peer_provider | String Specifies the carrier connected to the
connection.

order_id String Specifies the connection order ID, which is used
to support duration-based billing and identify
user orders.

product_id String Specifies the product ID corresponding to the
connection's order, which is used to custom
billing policies such as duration-based
packages.

spec_code String Specifies the product specifications
corresponding to the connection's order, which
is used to custom billing policies such as
duration-based packages.

period_type Integer Specifies whether a connection in a specified
order is billed by year or month.

period_num Integer Specifies the required service duration of a
yearly/monthly connection.

vgw_type String Specifies the gateway type required by a direct
connection.
Default: default
Enumeration values:
o default

lag_id String Specifies the ID of the LAG that the connection
belongs to.

enterprise_pro | String Specifies the ID of the enterprise project that

ject_id the connection belongs to.
Minimum: 36
Maximum: 36

locales LocalesBody | Specifies the region of the connection.

object

support_featu | Array of Lists the features supported by the connection.

re strings

ies_id String Specifies the ID of an IES edge site.

reason String Displays error information if the status of a
line is Error.

email String Specifies the customer email information.

onestop_prod | String Specifies the product ID of a full-service

uct_id

connection. This parameter is used in line sales
scenarios.
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Parameter Type Description

building_line_ | String Specifies the product ID of the line resource

product_id used in the equipment room. This parameter is
used in line sales scenarios.

last_onestop_ | String Specifies the product ID of a full-service

product_id connection before the change. This parameter
is used in line sales scenarios and used to save
the last record when the line bandwidth is
changed.

last_building_l | String Specifies the product ID of the line resource

ine_product_i used in the equipment room before the

d change. This parameter is used in line sales
scenarios and used to save the last record
when the line bandwidth is changed.

modified_ban | Integer Specifies the new bandwidth after the line

dwidth bandwidth is changed.

change_mode | Integer Specifies the status of a renewal change.

onestopdc_sta | String Specifies the status of a full-service connection.

tus

public_border | String Specifies the public border group of the AZ,

_group indicating whether the site is a HomeZones
site.

auto_renew Integer Specifies whether to automatically renew a
yearly/monthly subscription.

ratio_95peak | Integer Specifies the percentage of the minimum

bandwidth for 95th percentile billing.
Minimum: 0

Maximum: 100

Table 5-6 LocalesBody

Parameter Type Description

en_us String Specifies the region name in English.
Minimum: 0
Maximum: 255

zh_cn String Specifies the region name in Chinese.

Minimum: 0
Maximum: 255
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Example Requests

Querying details about a connection

GET https://{dc_endpoint}/v3/6fbe9263116a4b68818cf1edce16bc4f/dcaas/direct-conne