Solution

Quick Deployment of an MHA
MySQL Cluster

Issue 1.0.0
Date 2023-04-30

NN

» )

pIa

V.

HUAWEI

HUAWEI TECHNOLOGIES CO., LTD.



Copyright © Huawei Technologies Co., Ltd. 2023. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by any means without prior
written consent of Huawei Technologies Co., Ltd.

Trademarks and Permissions

QD

nuawer and other Huawei trademarks are trademarks of Huawei Technologies Co., Ltd.
All other trademarks and trade names mentioned in this document are the property of their respective
holders.

Notice

The purchased products, services and features are stipulated by the contract made between Huawei and
the customer. All or part of the products, services and features described in this document may not be
within the purchase scope or the usage scope. Unless otherwise specified in the contract, all statements,
information, and recommendations in this document are provided "AS IS" without warranties, guarantees
or representations of any kind, either express or implied.

The information in this document is subject to change without notice. Every effort has been made in the
preparation of this document to ensure accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied.

Issue 1.0.0 (2023-04-30) Copyright © Huawei Technologies Co., Ltd. i



Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to "Vul. Response Process". For
details about the policy, see the following website:https://www.huawei.com/en/psirt/vul-response-process
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Solution Overview

Scenarios

This solution is developed based on Master High Availability (MHA) and helps you
deploy highly available MySQL clusters on Huawei Cloud ECSs. MHA is a mature
and open source MySQL HA program that provides heartbeat detection, primary/
standby replication, failover, and alert email sending. It is suitable for enterprises
that require high availability, data integrity, and almost uninterrupted
maintenance of primary servers.

Architecture

This solution helps you quickly deploy an MHA MySQL cluster on Huawei Cloud.
The following figure shows the deployment architecture.

Figure 1-1 Architecture

>

Virtual Private Cloud
(VPC)

Subnet @

proTT MHA Manager listening T Security Group

v ¥
AZ 1 AZ2 AZ3

3 3

Standby MySQL database

Primary MySQL database Standby MySQL database (MHA Manager)

This solution will:
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Advantages

Constraints

Create three ECSs, add them to the same ECS group, set an anti-affinity policy,
deploy them across AZs, and install the MHA and MySQL software on each
ECS.

Create a virtual IP address (VIP) for primary/standby switchover of the MySQL
databases.

Create three EIPs for deploying the MHA and MySQL software and sending
alarm emails in the event of a fault.

Create a security group to control access to ECSs.

High reliability

The ECSs configured with the anti-affinity policy and deployed across AZs
provide cross-AZ disaster recovery. MHA is installed for automated failover
and primary/standby replication, helping ensure data consistency in the event
of a failure.

Lower cost

MHA is composed of MHA Manager and MHA Node. MHA Manager is
installed on one of the ECSs where the standby databases are deployed. No
additional ECS is required.

Easy deployment

Resources can be quickly provisioned and a highly available MySQL cluster
can be easily created.

Before deploying this solution, ensure that you have an account with access to
the target region.

Ensure that you have an email account for sending emails over SMTP.
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2 Resource Planning and Costs

Resource Planning and Costs

This solution will deploy the resources listed in the following table. The costs are
only estimates and may differ from the final prices. For details, see Price

Calculator.

Table 2-1 Resource planning and costs (Pay-per-use)

Huawei Cloud
Service

Example Configuration

Estimated Monthly
Cost

Elastic Cloud
Server (ECS)

Pay-per-use: $0.11 USD/
hour/ECS

Region: AP-Singapore
Billing Mode: Pay-per-use

Type: x86 | ECS | c6.large.2 | 2
vCPUs | 4 GiB

Image: CentOS 7.6 64bit
System Disk: High 1/O | 40 GB

Data Disk: General Purpose
SSD | 100 GB

Quantity: 3

0.11x24x30x3 =
$244.08 USD

Elastic IP (EIP)

Pay-per-use: $0.13 USD/hour
Region: AP-Singapore

Billing Mode: Pay-per-use
Product Type: Dedicated
Routing Type: Dynamic BGP
Billed By: Bandwidth
Bandwidth: 5 Mbit/s

EIP Quantity: 3 (After two of
the created EIPs are released,
they will not be billed.)

0.13x24x30x3 =
$270.00 USD

Total

$514.08 USD
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2 Resource Planning and Costs

Table 2-2 Resource planning and costs (Yearly/Monthly)

Huawei Cloud
Service

Example Configuration

Estimated Monthly
Cost

Elastic Cloud
Server (ECS)

Region: AP-Singapore
Billing Mode: Yearly/Monthly

Type: x86 | ECS | c6.large.2 | 2
vCPUs | 4 GiB

Image: CentOS 7.6 64bit
System Disk: High 1/O | 40 GB

Data Disk: General Purpose
SSD | 100 GB

Quantity: 3

$199.80 USD

Elastic IP (EIP)

Region: AP-Singapore

Billing Mode: Yearly/Monthly
Product Type: Dedicated
Routing Type: Dynamic BGP
Billed By: Bandwidth
Bandwidth: 5 Mbit/s

EIP Quantity: 3 (After two of
the created EIPs are released,
they will not be billed.)

$171.00 USD

Total

$370.80 USD
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Procedures

3.1 Preparations

3.2 Quick Deployment
3.3 Getting Started

3.4 Quick Uninstallation

3.1 Preparations

Creating the rf_admin_trust Agency

Step 1 Log in to Huawei Cloud management console, move your mouse over the
account name, and choose Identity and Access Management.

Figure 3-1 Console page

% HuawI cLouD
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Figure 3-2 Identity and Access Management

@p Int-English

Information

Security Settings

My Credentials

dentity and Ac Management
Switch Role

Tag Management

Operation Log

Log Out

Step 2 Choose Agencies in the left navigation pane and search for the rf_admin_trust
agency.

Figure 3-3 Agency list

Agencies @

vvvvvvvv

e If the agency is found, skip the following steps.
e If the agency is not found, perform the following steps to create it.
Step 3 Click Create Agency in the upper right corner of the page. On the displayed page,

enter rf_admin_trust for Agency Name, select Cloud service for Agency Type,
enter RFS for Cloud Service, and click Next.
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Figure 3-4 Create Agency

Agencies | Create Agency

# Agency Mame rf_admin_frust

* Agency Type Account
Delegate another HUAWEI CLOUD account to perform operations on your resour

(®) Cloud service

[=]
[1+]
w

)elegate a cloud service to access your resources in other cloud services.

# Cloud Service RFS -
# Validity Period Unlimited -
Description
0/255
Next Cancel

Step 4 Search for Tenant Administrator and select it in the search results.

Figure 3-5 Selecting a policy
@ sekct PoicyRote 3) select Scope A

Al poiciesioes « | [ Ansenices | | Tenant Asmistrator x Q

Type

System-defined polcy

System-defined roe

Step 5 Select All resources and click OK.

Figure 3-6 Setting the authorization scope

< Authorize Agency

-:i:- Select Policy/Role e Select Scope 3 ) Finish

0 The follewing are recommended scopes for the permissions you selecied. Select the desired scope requiring minimum authorization.

Scope

(@) Allresources

ers will be able to use all resources, including those in enlerprise projecis, region-specific projects, and global services under your account based on assigned permissions

Show More

Step 6 Check that the rf_admin_trust agency is created in the agency list.
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Figure 3-7 Agency list

Agencies @

Account

--—-End

Obtaining an Authorization Code

When MHA performs a failover or stops working due to an error, you can execute
send_report to obtain the failover report by an email. In this way, users can learn
about the current database status in time. In this solution, emails are sent through
SMTP. You need to log in to the mailbox to enable SMTP. In addition, an
independent password or authorization code is required for sending emails.
Perform the following operations in this section to obtain the authorization code.
The Outlook mailbox is used as an example.

Step 1 Log in to your mailbox. Click the Settings icon in the upper right corner and click
View all Outlook settings.
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Figure 3-8 Settings

Settings X

|Search Outlook settings

Get started o

Wiew all

Dark mode (1) ® )
Focused Inbox (1) m
Desktop notifications (i 'i'.' :‘

Display density (i)

& I
I

& I
I
Roomy Cozy Compact

Arrange message list

Wiew all Qutlook settings 3
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Step 2 Choose Sync email on the left, select Yes and Let apps and devices to delete

messages from Outlook (if required). View and record the value of Server name.

Figure 3-9 Sync email

Compose and reply
O Search settings POP and IMAP

g‘é; Attachments
Gereral
s POP aptions
=1 Mail Let devices and apps use POP
Sweep
Jurk email -
& People (@1

Customize actions
Devices and apps that use POP can be set to delete messages from Cutlook after download.

View quick settings
Sync email )
(7) Don't allow devices and apps to delete messages from Qutlook. |t will move the messages to a special POP folder instead.

M handl =
eesage handling Let apps and devices delete messages from Outlook

Forwarding o setting

Autormatic replies Server name: outlock office365 com

Port: 995
Encryption methed; TLS

IMAP setting

Server name: outlook office365.com
Port 953
Encryption method: TLS

SMTP setting

Server name: smip office65.com
Port: 587
Encryption method; STARTTLS

Step 3 Click the avatar in the upper right corner and click My profile.

Figure 3-10 My profile

n MeetNow 6 T

B Microsoft Sign out

My Microsoft account
My profile

@l Sign inwith a different account
~

[ [ U

Settings Layout Sync email x

Step 4 Choose safe on the top menu bar. On the displayed page, click Get started now.
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Figure 3-11 safe

# Microsoftaccount | Your

Changethe password
safe £ ot uptatect 20237378

Security basics

Manage passwords, protect accounts, and view other secure resaurces,

/7 @ o adll

Sign-in ac tivity Password security Advanced security options Stay safe with Windows 10
Please check the login time and location, and Use stronger passwards ta better secure your Ty using the fatest securly optians ta keep ta keepys
letus know f you find amything unusual.  account s your account tsecure. ft Defende

Step 5 After the system verification is successful, click Manage under Two-step
verification, perform required operations to enable Two-step verification.

Figure 3-12 Two-step verification

i Microsoftaccount |

Security

Step 6 In the Additional security options area, verify that the status of Two-step
verification is Open.

Figure 3-13 Two-step verification

i Microsoft account

security

A way to prove your identity

Manage sign-in and verification methods for Microsoft accounts. Learn more about sign-in and verification.

~ = Enter the password © Latest
Last changed  2023/3/8 For Account login
time
Changs the View activity
password
> A Email the code © Latest
> B Email the cade © Latest

@ Add a new sign-in or verification method

or require two steps to sign in.

No passwortl aceount Two-step verification
=) Shut dorwn 2 Open
X
Open Shut down

Learn more about removing passwords

Step 7 In the App passwords area, click Create a new app password to set a password
for connecting to a third-party application.
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Figure 3-14 App passwords

Additional security options

To increase the security of your account, remave your password o require two steps to sign in.

No password account Two-step verification
E(\ Shut down 0 Open
Open Shut down

Learn more about removing passwords

Learn more about two-step verffication

App passwords

exarnple, the Mall app on Xbox 360, Windows Phone, or other devices) don't support securlty cades for two-step verffication. In these cases, you'll need to create an app passward to sign in.

Step 8 Obtain the authorization code and enter it in the text box of
email_authorization_code.

Figure 3-15 Obtaining an authorization code

i Microsoft account | Yourinformation  privacy  safe  Rewsrds  Payment and billing Sen Subscriptions  equiprnent

Sign in with this app password

Enter the app password below in the Passward field for an app or device that doesn't accept a security code. If you don't know how to update your app or device with an app password, follow these steps

For apps or devices that don't accept security codes, you'll need ta create a new app passward for them,

Create additional app passwords

(11 NOTE

By default, SMTP is disabled for Outlook. To send emails over SMTP, enable it in advance.

--—-End

3.2 Quick Deployment

This section describes how to quickly deploy this solution.

Table 3-1 Parameter description

Parameter Type Mandator | Description Default
y value

vpc_name string Yes VPC name. This template | highly-
uses a newly created VPC | available-
and the VPC name must | mha-

be unique. The name mysql-
contains 1 to 54 cluster-
characters, including demo

digits, letters,
underscores (_), hyphens
(-), and periods (.).

Issue 1.0.0 (2023-04-30) Copyright © Huawei Technologies Co., Ltd.
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Parameter Type Mandator | Description Default
y value

security_group_ | string Yes Security group name. highly-

name This template uses a available-
newly created security mha-
group. The name mysql-
contains 1 to 64 cluster-
characters, including demo
letters, digits,
underscores (_), hyphens
(-), and periods (.).

bandwidth_size | number | Yes Bandwidth size. This 5
template is billed by
bandwidth in Mbit/s. The
value ranges from 1 to
2,000.

ecs_name string Yes ECS name, which must highly-
be unique. The name available-
contains 1 to 57 mha-
characters, including mysql-
lowercase letters, digits, cluster-
underscores (_), and demo
hyphens (-).

ecs_flavor string Yes ECS flavor. For more c6.large.2
flavors, see A Summary | (c6|2
List of x86 ECS vCPUs|4
Specifications. GiB)

Issue 1.0.0 (2023-04-30)
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Parameter

Type

Mandator
y

Description

Default
value

ecs_password

string

Yes

Initial password for ECS,
MySQL replication
account, and MHA
administrator account.
After an ECS is created,
reset the password by
following the instructions
provided in Resetting
the Password for
Logging In to an ECS on
the Management
Console. The value
consists of 8 to 26
characters. It includes at
least three of the
following character
types: uppercase letters,
lowercase letters, digits,
and special characters ($!
@%-_=+[]:./A{}?), and
cannot contain the
username or the
username spelled
backwards. The default
ECS administrator
account is root, the
MySQL replication
account is repl, and the
MHA administrator
account is mha.

Left blank

system_disk_siz
e

number

Yes

ECS system disk size. The
default disk type is high
I/O and the ECS disk
space cannot be scaled
down. The value ranges
from 40 to 1,024, in GB.

40

data_disk_size

number

Yes

ECS data disk size. The
default disk type is
general-purpose SSD.
The value ranges from
10 to 32,768, in GB.

100

Issue 1.0.0 (2023-04-30)
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Parameter

Type

Mandator
y

Description

Default
value

sender_email_a
ddress

string

Yes

Sender's email address,
which sends alarm
emails to inform users of
a MySQL database
failover through MHA.
Example:
mha@huawei.com

Left blank

recipient_email
_address

string

Yes

Recipient's email
address, which receives
alarm emails. Example:
recipent@huawei.com

Left blank

email_authoriz
ation_code

string

Yes

Email account
authorization code,
which is used to
authenticate operations
for sending emails using
the sender's email
account through MHA.
For details about how to
obtain the authorization
code, see 3.1
Preparations.

Left blank

smtp_server_ad
dress

string

Yes

SMTP server address of
the sender's mailbox. For
example, the SMTP
address of Outlook is
smtp.office365.com.
SMTP may be disabled
for some mailboxes by
default and needs to be
enabled before you send
emails over SMTP.

Left blank

charging_mode

string

Yes

Billing mode. The value
can be postPaid (pay-
per-use) or prePaid
(yearly/monthly). The
default value is
postPaid. By default, an
order is automatically
paid from the account
balance.

postPaid

Issue 1.0.0 (2023-04-30) Copyright © Huawei Technologies Co., Ltd.
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Parameter Type Mandator | Description Default
y value
charge_period_ | string Yes Subscription period unit. | month
unit This parameter is valid

only when charge_mode
is set to prePaid. The
value can be month or
year.

charge_period | number | Yes Subscription period unit. | 1
This parameter is valid
only when charge_mode
is set to prePaid. If
charge_period_unit is
set to month, the value
ranges from 1 to 9. If
charge_period_unit is
set to year, the value
ranges from 1 to 3.

Step 1 Log in to Huawei Cloud Solution Practice and choose Quick Deployment of an
MHA MySQL Cluster.

Figure 3-16 Selecting a solution

Solution Architecture

This solution helps you quickly deploy an MHA MySQL cluster on Huawei Cloud.

— Quick Deployment of an MHA MySQL Cluster
¢

¥
Virtual Private Cloud

quired for Deployment: About 15 minutes
Dt o Time Required for Uninstallation: About 10 minutes

L = Estimated Cost ¥
View Source Code

i . . View Deployment Guide
AZ1 AZ2 Az3

() S ‘ ( ) ‘ Deploy ‘

Standby MySQL database
(MHA M.

Primary MySQL database Standby MySQL database anager)

Step 2 Click Deploy Now to switch to the Create Stack page.

Issue 1.0.0 (2023-04-30) Copyright © Huawei Technologies Co., Ltd. 16



Solution

Quick Deployment of an MHA MySQL Cluster 3 Procedures

Figure 3-17 Create Stack

< Create Stack

@ et Tervise @ conse

g i

ate il o be encrypled. KMS and DEW ar

Step 3 Click Next, and set parameters by referring to Table 3-1.

Figure 3-18 Configuring parameters

< Create Stack

(@) selec Tompite @ conturo Paramators (@ confgws Sack (@) Contim Conturatons
StackName | dapoya iony-avalabe mhamysa custer
T
Descrption | Quick Dopayment ofan WA ySQL Ciste]
o

Configure Parameters

Q Encypts ®
Value Type Desciption

ighly-avaiable-mha-mysahcster demo sving VirualPrivate Cloud (VPC) name. This tempite uses  nelycreated VPC anthe VPC name mustbe unique. Valu range: 1 to 54 characters, incuding leters, g, undersc

ighy-avaiable-mha-mysai-custerdemo sing # o o2 the depoyment uide. Vale range: 110 64 harac
bancvid size s numb EIP bandidth. This template uses a pay-per-use EIP biled by banGidthin Mois Vlue range: 1102000, Defaut value: 5
ecs_name ighly-avaiable-mha-mysal-custerdemo sing Elstc Cloud Server (ECS)name, which must be uniaus. alue range: 1o 57 characers,Inchuding lowercaselters, g, underscores ), and hyphens (). Defau value: high
- ez €05 s P v et s Ot e 81132 GHCPUHGE) @

8

ecs_passord = sting fter an ECS is created, by following the nsructons provided in he deployment guide. Tne valus consists of & 0 26 charactrs. I inclu. @
system_aik_sze © numb

is high 10 and the EC: Value range: 40 G810 1,024 GB. Tne defaut value s 40 GB.

Previous mq

Step 4 On the Configure Stack page, select rf_admin_trust from the Agency drop-down
list and click Next.
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Figure 3-19 Configuring a stack

< Create Stack

(@) select Tomplate ——— (2) Contgurs Parametors ———— @) Confure Stack @co

fail. Create Agency on IAM

°r®

Step 5 On the Confirm Configurations page, click Create Execution Plan.

Figure 3-20 Confirming the configurations

< Create Stack

7)sel

0 s

Template Info
tack N y-2-highly-available-mha-mysql-clust Quick Deployment of an MHA MySQL Cluster
Parameters £
Parameter Name Value Type Description
highiy-avaiable-mha-my sting Vitual Prvate Cloud (VPC) name. T te uses a newy created VPC and the Value range: 1t 54 charactrs, including laters, igts, und.
securty_roup_name highiy-avaiable-mha-my sting Security group name. This template uses a ey For Value range: 1to 64 ch
bandvih_size 5 number EIP bandwidth. This templae uses a pay-per-use EIP biled by bandidthin Mbits. Value fange: 110.2,000. Defaut vale: 5
ecs_name highiy-avaiable-mha-mysak-luster-demo sting Elastc Cloud Sever (ECS) name, which must be unique. Vaue fange: 1 to 57 charactes,inclcing kwercase leters,diits, underscores ), and hyphens (-, Defaut value
ecs_iavor colarge2 sting ECS favor. For more favors, see the deployment guide. Defau value:c5 arge 2 (2vCPUI4GIE)
acs_password sting ECS intial password Afer an ECS s reated,reset The value consiss of &t 26 characters. It
number Ecs sy ign scaled down. Value range: 40 GB 10 1,024 G8. The defaultvale s 40 GB
number ECS data disk size. The default disk type is general-purpose SSD. Value range: 10 GB t0 32,768 GB. The default value is 100 GB. IS
ting @ ofamysaL MHA. Example @
ting address, which receives alarm emaits.

o0 of charge). Previous Create Execution Plan Directy Deploy Stack

Step 6 In the displayed Create Execution Plan dialog box, specify Execution Plan Name
and click OK.
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Figure 3-21 Creating an execution plan

Create Execution Plan

« Before deploying a stack, you can create an execution plan to preview the stack
information and check its configurations to evaluate the impact on running
resources.

+« RF3Sis free of charge, but the resources in the stack are not. After the execufion
plan is created, a stack (occupies the stack quota) for which no resource is
enabled is generated, and the estimated price is displayed in the execution plan
details.

# Execution Plan Name executionPlan_20230317_1648_s9mt

Description

=]

%]
T
o

Step 7 Locate the target execution plan and click Deploy in the Operation column. In the
displayed dialog box, click Execute for resource deployment.

Figure 3-22 Deploying an execution plan

< ighly.

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Step 8 Click the Events tab and check whether the solution has been deployed. If
message "Apply required resource success" is displayed in the Description column,
the solution has been deployed.

Figure 3-23 Resources created

< deploy-a-highly-available.

Step 9 Click the Outputs tab to view information about the VIP and ECSs.
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Figure 3-24 Output

< deploy-a-highly-available...

Note sting

--—-End

3.3 Getting Started

(Optional) Modifying Security Group Rules

NOTICE

e By default, IP addresses from the VPC subnet CIDR block created in this
solution are allowed to access the MySQL database through port 3306.
Configure an IP address whitelist by referring to Modifying a Security Group
Rule.

e This solution uses port 22 to remotely log in to the ECS. By default, the VPC
subnet created in this solution allows access from port 22. Configure an IP
address whitelist by referring to Modifying a Security Group Rule.

A security group is a collection of access control rules for cloud resources, such as
cloud servers, containers, and databases, to control inbound and outbound traffic.
Cloud resources associated with the same security group have the same security
requirements and are mutually trusted within a VPC.

If the rules of the security group associated with your instance cannot meet your
requirements, for example, you need to add, modify, or delete a TCP port, do as
follows:

e Adding a security group rule: Add an inbound rule and enable a TCP port if
needed.

e Modifying a security group rule: Inappropriate security group settings can be
a serious security risk. You can modify security group rules to ensure the
network security of your ECSs.

e Deleting a security group rule: If the source or destination IP address of an
inbound or outbound security group rule changes, or a port does not need to
be enabled, you can delete the security group rule.

Step 1 (Optional) Change the initial password. Log in to the ECS console and reset the
password.

Step 2 Log in to the ECS console and view the ECSs created through one-click
deployment and the EIPs bound to the ECSs.
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Figure 3-25 ECSs

Elastic Cloud Server ©® © Feedback & Troubleshooting A Ecs News & Quick Links m
MyEGSs:  CNNorthBeling4 (50) | CN South-Guangzhou (19 /o.(11) | N North-Uangab1 (2) | CN-HongKong 2) | CN East-Shangha2 (1 c
wore + cllelo =
[eXc)e}
Monitoring ity AZ Y Status 7 Sp image  IP Address Billing Mode 7' Enterprise Proj Tag Operation
013 Pay-peruse
= Runring 192 168100 creat deaut
.
1 Run ul
R 192.168.100. deault
! ’ aboi -
21 R detaut
1875827-10ff-403c-aa78-a1311539dfa0 - o 192.168.100.

Step 3 Open the Subnets where the service VM is located and click the IP Addresses tab

Step 4

Step 5

to view the VIP.

Figure 3-26 VIP

< highly-available-mha.mysal-cluster.demo-subnet

Bound EIP Bound Server (NIC) Operation

Check the security group rules. On the Security Groups page, locate the security
group prefixed with the VPC name, and click the security group to view the
security group rules. By default, ports 22 and 3306 are enabled on the Inbound
Rules tab. Perform operations to modify the security group rules by referring to
(Optional) Modifying Security Group Rules.

Figure 3-27 Security group rules

Associated Instances

Add Rule Fast Add Rul Allow Gommen Ports iR bou security group configurai
Prioity () ¥ Action (3) ¥ Protocol & Port (3) 7 Type Source  (9)
1 Alow o 2 I 102168100024
1 Alow 1CHIP - Al 1Pt 00000 @ Allows o test the ECS connectivity vith th
1 Alow Top: 3308 I 102.168.100.024 Allows 1P addresses to aceess the databa
100 Alow A 1Pvs nighly-available-mha-mysql-ciuster-dema @
100 Alow an 1Pve highly-available-mha-mysgl-cluster-demo @

Log in to the three ECSs one by one as the administrator root.

Figure 3-28 Logging in to an ECS

CentD3 Linux 7 (Corel
Kernel 3.18.8-1168.53.1.e17.x86_64 on an xB6_64

highly-available-mha-mysgl-cluster-demo-master login: [ 57.7978871 wdb: wdbl

[ 57.7992821 wdb: wdbl
60.876133]1 EXT4-fs (wdbl): mounted filesystem with ordered data mode. Opts: (null)

Welcome to Huawei Clowd Service

[root@highly-available-mha-mysql-cluster-demo-master “1# _
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Step 6 Unbind the EIPs bound to the primary database and standby database suffixed
with master and slavel. Log in to the ECS console, locate the target database
server, choose More > Manage Network > Unbind EIP in the Operation column,
and click Yes in the displayed dialog box. Do not release the EIP bound to the
standby database (suffixed with slave2) with MHA Manager installed. Otherwise,
an alarm email will fail to be sent during a failover.

Figure 3-29 Unbinding an EIP
Elastic Cloud Server (O

MyECSs: CN North-Beijng4 (78) | CN South-Guangzhou (19) | AP-Singapore (8) | CN North-Ulangab1 (2) | CN-Hong Kong (2) | CN East-Shanghai2 (1)

2vcPUs (4GB cs.. 119817184
Cent0S 7.6 64oit 192.168.100.

2VCPUs | 4GB | 6.
Cent0S 7.6 64bit 192.168.100.

ql-clust 2VCPUs [ 4GB | 6. 90922212
Cent0S 7.6 64bit 192.168.100.

Moy Bandwidth

Change VPC

Figure 3-30 Confirming unbinding

Unbind EIP

Are you sure you want to unbind the following EIP from
highly-available-mha-mysql-cluster-demo-master?

EIP Bandwidth Size Bound NIC

5 Mbit/s 192.168.100.111

relea

[r)
1¢]

Step 7 Release the EIPs. Locate the two EIPs whose Status is Unbound, choose More >
Release, and click Yes in the displayed dialog box.
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Figure 3-31 Releasing the EIPs

EIP(PV4): 119.13.104.10

\\\\\\\\

e Monitorin 9 Status Security EIP Type. Bandwidth Bandwidth Details Associated Instance  Billing Mode Enterprise Project Ope
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WWBOIMASCHIIT-. o Eets e Cretedonilans, -

Figure 3-32 Confirming the release of the EIPs

X
Are you sure you want to release the following EIPs?
EIP Bandwidth Name Bandwidth (Mbit's)
119.13.104.10 ) )
O highly-available-mha-mysql-clust... 5

- i

--—-End

Initializing the Environment

Restarting ECSs may cause the MHA MySQL cluster to stop. You need to manually
start MHA monitoring. Refer to the following operations.

Step 1 Reconfigure the VIP. Log in to the ECS where the primary database is deployed
and run the ifconfig eth0:1 /P/24 command. V/Pis the virtual IP address

obtained in Step 3 or Step 9.
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CUST ,RUNNING, MULTIC
7

'-I. an
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TX packets 8
TX A dr o B carrier 8 collisions @

Step 2 Enable the MHA service. Log in to the ECS (suffixed with slave2) with MHA
Manager installed and run the mha_app1_start command to start MHA
monitoring. If the MHA status is running, the cluster service is started.

Figure 3-34 Enabling MHA

Working with MySQL Databases

In this solution, three ECSs are created by default, each of which has a MySQL
5.7.34 database installed. The databases include one primary database (suffixed
with master) and two standby databases (suffixed with slave1 and slave2). By
default, a user group mysql is created, the mysql user is added to the user group,
and the service port 3306 is enabled. You need to create account repl on the
primary database for primary/standby replication. Set the account password to be
the same as the initial ECS password entered when the solution is being deployed.
Allow only the IP addresses from 192.168.100.0/24 to access the primary database.
Install MHA Manager on the standby database (suffixed with slave2). The default
administrator account is mha and the password is the same as the initial ECS
password.

Check the primary/standby replication status.
SHOW SLAVE STATUS\G;
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Figure 3-35 Replication statuses of the standby databases

e e o e

mas ter

mysql-slave2-relay-bin.8

1 hin.

Last Errno:
Last Error:

Create a replication account on the primary database. (By default, the repl user
has been created, and the password is set to the initial ECS password.)

mysql -uroot -S /tmp/mysql.sock -e "grant replication slave on ** to Account@' %' identified by'Password";
Example:

mysql -uroot -S /tmp/mysgl.sock -e "grant replication slave on *.* to repl@'192.168.100.%' identified by
1123

Create an MHA administrator account on the primary database. (By default, the
mha user has been created, and the password is set to the initial ECS password.)

mysql -uroot -e "GRANT ALL PRIVILEGES ON ** TO Account®@'Allowed login address|DENTIFIED
BY'Password";

Example:

mysql -uroot -e "GRANT ALL PRIVILEGES ON ** TO mha@'192.168.100.%' IDENTIFIED BY '123'";

Change the password of a MySQL database account.

update mysql.user set authentication_string=password(' Password') where user='Account' and Host =
'localhost’;

Example:

update mysql.user set authentication_string=password('123456') where user="repl' and Host =
'192.168.100.%";

Issue 1.0.0 (2023-04-30) Copyright © Huawei Technologies Co., Ltd. 25



Solution
Quick Deployment of an MHA MySQL Cluster 3 Procedures

(11 NOTE

e If the password of the primary/standby replication account is changed, reconfigure the
primary database information for the standby databases.

> CHANGE MASTER TO
MASTER_HOST="192.168.100.111",
MASTER_USER="repl’,
MASTER_PASSWORD="'Password,
MASTER_PORT=3306,
MASTER_CONNECT_RETRY=10,
MASTER_AUTO_POSITION=1;

> START SLAVE;

e After changing the passwords of the primary/standby replication account and MHA
administrator account, change the passwords in the app1.cnf configuration file on the
ECS (suffixed with slave2) with MHA Manager installed.

Run the vim /datadisk/mha/conf/app1.cnf command to change the value of
password.

Working with MHA

Install MHA Manager on the standby database (suffixed with slave2). An MHA
program can manage multiple sets of primary and standby databases. You need to
create a different configuration file for each set. In the initial solution, a
configuration file for only one set of primary and standby databases is available,
the default MHA administrator account is mha, the password is the initial ECS
password entered when the solution is being deployed, and the configuration file
is stored in /datadisk/mha/conf/app1.cnf.

MHA commands:

Checking the SSH connection statuses of the primary and standby databases
masterha_check_ssh --conf=/datadisk/mha/conf/app1.cnf

If "All SSH connection tests passed successfully" is displayed, the three ECSs can access each other without
entering a password.

Figure 3-36 Checking SSH connection status

Checking the replication statuses of the primary and standby databases
masterha_check_repl --conf=/datadisk/mha/conf/app1.cnf
If "MySQL Replication Health is OK" is displayed, the primary/standby replication status is normal.
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Simulating a

Step 1

Step 2

Step 3

og (oldest majo

Starting MHA monitoring
mha_app1_start

Checking the MHA status

mha_app1_status

Stopping MHA monitoring
mha_app1_stop

Viewing MHA logs
tail -f /datadisk/mha/logs/manager

Fault

View log changes on the MHA Manager.
tail -f /datadisk/mha/logs/manager

Figure 3-38 Log changes

ting it to check master reachsbility from twa of

Stop the primary database service.
systemctl stop mysqld

Return to the ECS with MHA Manager installed, view the logs, and check whether
the information "Master failover to xxxx completed successfully." is displayed.
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Figure 3-39 Failover

Step 4 Log in to the standby database suffixed with slave1 and check whether the VIP is
successfully bound.

Figure 3-40 VIP bound successfully

NIMNG,MULTICA
k 2

Step 5 Check the status of the MHA Manager. Its status is stopped.

mha_app1_status

Figure 3-41 Completing a failover

[ruut@mha—miﬁql-slauez ~]# mha_appl status

appl is stopped(2:NOT_RUNNING).
t@mha-mysgl 1

Step 6 Log in to the recipient's mailbox to view the alarm email.
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Figure 3-42 Alarm email

app1: MySQL Master failover 192.168.100.111(192.168.100.111:3306) to
192.168.100.112(192.168.100.112:3306) succeeded
Recipient

Master 192.168.100.111(192.168.100.111:3306) is down!
Check MHA Manager logs at mha-mysql-xyh-slave2:/mha/logs/manager for details.

Started automated(non-interactive) failover.

Invalidated master IP address on 192.168.100.111(192.168.100.111:3306)

Selected 192.168.100.112(192.168.100.112:3306) as a new master.

192.168.100.112(192.168.100.112:3306): OK: Applying all logs succeeded.

192.168.100.112(192.168.100.112:3306): OK: Activated master IP address.

192.168.100.113(192.168.100.113:3306): OK: Slave started, replicating from 192.168.100.112(192.168.100.112:3306)
192.168.100.112(192.168.100.112:3306): Resetting slave info succeeded.

Master failover to 192.168.100.112(192.168.100.112:3306) completed successfully.

--—-End

Rectifying a Fault

Step 1

Step 2

Step 3

Restart the MySQL service for the original primary database and add it to the
cluster as a standby database. (The IP address of the primary database has been
updated.)

systemctl start mysqld.service
mysql -uroot

> CHANGE MASTER TO
MASTER_HOST='192.168.100.112',
MASTER_USER='"repl’,
MASTER_PASSWORD-='Password,
MASTER_PORT=3306,
MASTER_CONNECT_RETRY=10,
MASTER_AUTO_POSITION=1;

> START SLAVE;

> SHOW SLAVE STATUS\G;

Modify the MHA Manager configuration file to add the original primary database
to the cluster.

vim /datadisk/mha/conf/app1.cnf

[server1]

candidate_master=1

check_repl_delay=0

hostname=192.168.100.111

port=3306

Restart the MHA service.

mha_app1_start
mha_app1_status

--—-End

Performing a Manual Switchover

Before performing a switchover, stop the MHA service.
mha_app1_stop

Run the following command on the MHA Manager to switch the primary and
standby databases online:

masterha_master_switch --conf=/datadisk/mha/conf/app1.cnf --master_state=alive --
new_master_host=192.168.100.111 --orig_master_is_new_slave --running_updates_limit=10000 --
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interactive=0
If the information "Switching master to 192.168.0.111(192.168.0.111:3306) completed successfully." is
displayed, the switchover is successful.

Figure 3-43 Performing a switchover online

Check whether the VIP is bound to the new primary database (192.168.100.111).
ifconfig
Restart MHA on the ECS where MHA Manager is installed.

mha_app1_start
mha_app1_status

3.4 Quick Uninstallation

Deleting the Solution

Step 1 Log in to Application Orchestration Service (AOS), locate the resource stack
created for the solution, and click Delete in the Operation column. In the
displayed Delete Stack dialog box, enter Delete and click OK to uninstall the
solution.

Figure 3-44 Delete Stack dialog box
Stacks @ & User Guide

Delete Stack deploy-a-nighly-avaiabie-mha-mysqk-cluster x allc

Updated = Operation

Stack Name

deploy-2-highly-avaitable-mha-mysal-cluster
9b01B600-1bd2-4810-2596-72591216c00a

--—-End
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Appendix

Terms

e Elastic Cloud Server (ECS): ECS provides secure, scalable, on-demand
compute resources, enabling you to flexibly deploy applications and
workloads.

e ECS Groups: An ECS group logically groups ECSs. The ECSs in an ECS group
comply with the same policy associated with the ECS group.

e Elastic IP (EIP): EIP provides static public IP addresses and scalable
bandwidths that enable your cloud resources to communicate with the
Internet. You can easily bind an EIP to an ECS, BMS, virtual IP address, NAT
gateway, or load balancer, enabling immediate Internet access.

e MHA: MHA performs automated failover and standby-to-primary promotion
with minimal downtime, usually within 10-30 seconds. MHA prevents
replication consistency problems and saves on expenses of having to acquire
additional servers. All this with zero performance degradation, no complexity
(easy-to-install) and requiring no change to existing deployments.
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5 Change History

Change History

Released On

Change History

2023-04-30

This issue is the first official release.
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