Solution

Quick Backup for Cloud Servers

Issue 1.0.0
Date 2023-04-25

NN

» )

pIa

V.

HUAWEI

HUAWEI TECHNOLOGIES CO., LTD.



Copyright © Huawei Technologies Co., Ltd. 2023. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by any means without prior
written consent of Huawei Technologies Co., Ltd.

Trademarks and Permissions

QD

nuawer and other Huawei trademarks are trademarks of Huawei Technologies Co., Ltd.
All other trademarks and trade names mentioned in this document are the property of their respective
holders.

Notice

The purchased products, services and features are stipulated by the contract made between Huawei and
the customer. All or part of the products, services and features described in this document may not be
within the purchase scope or the usage scope. Unless otherwise specified in the contract, all statements,
information, and recommendations in this document are provided "AS IS" without warranties, guarantees
or representations of any kind, either express or implied.

The information in this document is subject to change without notice. Every effort has been made in the
preparation of this document to ensure accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied.

Issue 1.0.0 (2023-04-25) Copyright © Huawei Technologies Co., Ltd. i



Solution

Quick Backup for Cloud Servers Contents

Contents
T SOLULION OVEIVIEW......cuoeeeeieeiceeeiceeercteseneeesetesesnesseesnssssssasessessssssssassssesassssasassssasssssaasassses 1
2 Resource Planning and COStS.........ccieveeeereerenreenenseeseeseesaneseessesssesssessssssssssssassasssessassssssases 3
3 Implementation Procedure......... . eieeeceeceeceeceeeceesseecsaeesaeesseessesssssessssssssssesssssssnsens 4
3.1 PrEPAIATIONS. ...ttt ettt ettt £ £t E e bbbt et b ettt a ettt s st eas 4
3.2 QUICK DEPLOYIMENT......ceieieriririeieiseis et tssessessss s s st st ssssssssssssss bbb st sssss s s s s s st s s st st essessessnsssbassnsssessensnsas 7
3.3 GEELING STAITEA. ...ttt bbbttt b s s s s b st bbb s bt en st nes 11
3.4 QUICK UNINSTALLATION . ...ttt e e e e e e e e e e e esesese e e essassesesessasasseseseseasasassensnsaeaens 12
A APPENAIX...uuniiriiieiiririinrnnninssnisossisssssssssssssssssssassssssssssssssssssssassssssasosssssssssssssssssssssssssssssssssssssssss 14
5 Chang@ HiStOry ... iiiirieeiicnneceeeietesensnesesssesasessesssssssssssssssassssssassssesssssssssssssssassssssases 15
Issue 1.0.0 (2023-04-25) Copyright © Huawei Technologies Co., Ltd. i



Solution
Quick Backup for Cloud Servers 1 Solution Overview

Solution Overview

Scenarios

By using the Cloud Backup and Recovery (CBR) of Huawei Cloud and configuring
an appropriate backup policy on CBR, this solution allows you to back up all
unprotected Elastic Cloud Servers (ECSs) in a region securely and reliably. It
protects your ECSs if any of the following incidents occur:

e Hacker or virus attacks
e Accidental deletions
e Application update errors

Solution Architecture

In this architecture, CBR is deployed to back up all unprotected ECSs in a region,
ensuring that data and services on the cloud are safe and intact.

Figure 1-1 Solution architecture

Region

@ Data restoration

Cloud Backup and Recovery
R)

Data backup

Elastic Cloud Server Elastic Cloud Server Elastic Cloud Server

(ECS) (ECS) (ECS)
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With this solution, all ECSs within a region can be backed up in a few clicks:

e A server backup vault is created automatically to store ECS backups.

e ECSs that are not backed up are associated with the vault, and an appropriate
backup policy is then applied to the vault.

e ECSs are automatically backed up and restored based on the applied backup
policy to ensure that services run properly.

Solution Advantages
e Backup in a few clicks

ECSs that are not backed up in a region can be automatically backed up in
just a few clicks, with no more manual operations required.

e  Quick recovery

Permanent incremental backups shorten the time required for backup by
95%. Instant Restore allows for as little as 1 hour RPO and RTO within
minutes.

e Security and reliability

Data on encrypted disks is automatically encrypted during backup, and
application-consistent backup is available if you require higher data
consistency and security for your cloud servers.

Considerations

e Before deploying this solution, ensure that you have an account with access to
the target region.

e CBR must be enabled.
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Resource Planning and Costs

This solution deploys the resources listed in the following table. The costs are
estimates and may differ from the final prices. For details, see Pricing details.

Table 2-1 Resource planning and costs

Product Description Monthly Cost (500 GB
Vault)
CBR Region: AP-Singapore $0.03 USD x 24 x 30 = $21.6

Billing Mode: Pay-per-use Usb

Vault Type/Capacity: Server
backup vault/500 GB

Required Duration: 1 hour
Estimated Price: $0.03 USD
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Implementation Procedure

3.1 Preparations

3.2 Quick Deployment
3.3 Getting Started

3.4 Quick Uninstallation

3.1 Preparations

Creating the rf_admin_trust Agency

Step 1 Log in to the Huawei Cloud official website, open the console, move your mouse
over the account name, and choose Identity and Access Management.

Figure 3-1 Console page

<

¥ HuAWEI CLOUD

My Resources.
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Figure 3-2 Identity and Access Management

@p Int-English

Information

Security Settings

My Credentials

dentity and Ac Management
Switch Role

Tag Management

Operation Log

Log Out

Step 2 Choose Agencies and then search for the rf_admin_trust agency in the right
pane.

Figure 3-3 Agency list
1A Agencies @

Agency Nameild |=

Account

e If the agency is found, skip the following steps.
e If the agency is not found, perform the following steps to create it.
Step 3 Click Create Agency in the upper right corner of the page. On the displayed page,

enter rf_admin_trust for Agency Name, select Cloud service for Agency Type,
select RFS for Cloud Service, and click Next.
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Figure 3-4 Create Agency

Agencies | Create Agency

+ Agency Mame rf_admin_trust

* Agency Type Account
Delegate another HUAWEI CLOUD account to perform operations on your resources
(@) Cloud service
Delegate a cloud service to access your resources in other cloud services.

# Cloud Service RF3

# Validity Period Unlimited -
Description
0/255

Mext Cancel

Step 4 Search for Tenant Administrator and select it in the search result.

Figure 3-5 Select Policy

< Authorize Agency

@ soect Poicymoe

< | Arsemess | Tonant amnstrstor x Q

Step 5 Select All resources and click OK.

Figure 3-6 Select Scope

=
(1) select vi
(1) Select Policy/Role

@) select Scope (3) Finish

0 The following are recommended scopes for the permissions you selecled. Select the desired scope requiring minimum authorization.

Scope
(®) All resources

1AM users will be able to use all resources, including those in enterprise projects, region-specific projects, and global services under your account based on assigned permissions

Show More

Step 6 Check that the rf_admin_trust agency is displayed in the agency list.
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Figure 3-7 Agency list

Agencies ® Creato Agoncy

--—-End

3.2 Quick Deployment

This section describes how to deploy the Quick Backup for Cloud Servers solution.

Table 3-1 Required parameters

Parameter | Type Manda | Description Default Value
tory

storage_po | string | Yes The vault name, which can | cloud-

ol_name contain letters, digits, backup_demo

underscores (), and
hyphens (-) and must be 1
to 64 characters long.

storage_po | numb | Yes The vault capacity, ranging | 500
ol_size er from 10 GB to 10485760
GB. It is recommended that
the vault capacity be at
least the total size of disks
on the cloud servers.

backup_int | numb | Yes The backup frequency, 3
erval er which specifies the interval
(1 to 30 days) for executing
backup tasks.

backup_ti | string | Yes The execution time, which 14:00
me specifies at the beginning of
which hour (00:00-23:00) in
a day backup is scheduled.
It is recommended that
backups be performed
during off-peak hours or
when no services are

running.
time_perio | numb | Yes How long backups will be 30
d er retained, in days. Value

range: 2 to 99999
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Step 1 Log in to Huawei Cloud Solution Best Practices and choose Quick Backup for
Cloud Servers. Click Deploy Now to switch to the Create Stack page.

Figure 3-8 Solution Best Practices

Solution Architecture

In this architecture, CBR is deployed to back up all unprotected ECSs in a region, ensuring that data and services on the cloud are safe and intact

Quick Backup for Cloud Servers

Region Version: 1.0.0
Last Updated: April 2023
= Built By: Huawei Cloud
{ ) Time Required for Deployment: About 5 minutes
X i ek Time Required for Uninstallation: About 5 minutes
Cloud Backup and Recovery
(CBR)

Data backup.

View Deployment Guide
S (J /\-—J
. | |

Elastic Cloud Server Elastic Cloud Server Elastic Cloud Server
(ECS) (ECS) (ECS)

Step 2 On the Select Template page, click Next.

Figure 3-9 Select Template

@ sowct Tompiae (3) contgurs Parameters (3) contiurs Stack (@) Confim Confqurtions
[ [,
OFi the datz ge te te 0t be er ted. KI DE\ ot Cu the R K

Step 3 On the Configure Parameters page, specify the parameters by referring to Table
3-1 and click Next.
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Figure 3-10 Configure Parameters

(3) selectTempiste —— (@) Conture Parametes

StackName | cloud-backup.

Description

Configure Parameters

Q

Parameter Value Type Description

storage_pool_name cloud-backup_demo sting The vaul name, wnich can contain ltters, dg1s, underscorss (), and hyphens () and must be 1 10 64 characters long. The defaut name is loud-backup_demo.
storage_pool_size 500 number The vau cagaciy, ranging from 10 GB 10 10485760 GE. y (s onthe The default capacty s 50
backup_interval 3 number The backup frequency, which species th Interval (110 30 days) for executing backup tasks. The default frequency s 3 days.

backup_time 1400 sting whieh speciles at e (0000-2300) ina day 0. tis

time_period EY number How fong backups will b retained, in days. The valus ranges from 2 (0 99998, and t default valus s 30,

O ~@®

Step 4 On the Configure Stack page, select the rf_admin_trust agency and click Next.

Figure 3-11 Configure Stack

(2) Contigure Parameters

Select Template

© contgure sack

Agency nuaveicioud v || aomin_wust e
i h P v il Cres W
to-Roll . toms: b ful s s
Deleton Protecton f i .
Previl

Step 5 On the Confirm Configurations page, click Create Execution Plan.

Figure 3-12 Confirm Configurations

(@) sole 2

@ RS s oo of charge, but pian (e of charge) o obtan the esbmatedprce

Template Info
oud-b: !
Parameters £
Parameter Name Value Type Description
torage_pool_name cloud-backup_demo sting
50 number vault capacity, ranging from 10 GE o 10485760 GB.

backup_interval 3 number The backup frequer speciies the intervl (110 30 days) fo oxecuting backup tasks. The doaul feguency s 3 days
backup_time 1400 sting The execitio  speciies at the beginning of which hour (00,00-23:00) i a day
time_period B numbar
Stack Settings @

 (Provide) huaweicloud, (Agency)f_admin_trst uto-Rolback Disabled Daletion Profacton Disabled &

@

Estimated foe: You can oblain the estimated fee afte creating an execuion plan (e of charge) Previous Create Execution Pian Directy Deploy Stack:
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Step 6 In the displayed Create Execution Plan dialog box, enter an execution plan name
and click OK.

Figure 3-13 Create Execution Plan

Create Execution Plan

« Before deploying a stack, you can create an execution plan to preview the stack
information and check its configurations to evaluate the impact on running
resources.

+« RFSis free of charge, but the resources in the stack are not. After the execufion
plan is created, a stack (occupies the stack quota) for which no resource is
enabled is generated, and the estimated price is displayed in the execution plan
details.

# Execution Plan Name executionPlan_20230320_1003_k&9z

Description

Step 7 Wait until the status of the execution plan changes to Available and then click
Deploy in the Operation column. In the displayed dialog box, click Execute.

Figure 3-14 Execution Plans

< cloud-backup

sssssss
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Figure 3-15 Confirming the execution plan

Execution Plan

Are you sure you want to execute the plan?
Execution Plan Name Status Created
executionPlan_20230320_100._. Available 20230320 10:03:47 GMT+08. ..
. After the plan is executed, the stack is updated accordingly, and resources in the

template are enabled, which may incur fees based on resource payment
reqguirements.

Step 8 Wait until message "Apply required resource success" is displayed for the event,
indicating that the solution has been deployed.

Figure 3-16 Solution deployed

< cloud-backup

Delete. Update Template/Parameter  C
Basicinformaion  Resources  Outpuls  Events  Template Execution Plans

Time 4= Type Description

2023/03120 10.06:07 GT=08.00 Loe
2023/03120 10.05.59 GMT+08.00

2023/0320 10:05:59 GMT+08:00 Creation Complete

0T0167-c545-4015-9104-Tabee0ba2s

202310320 10:05:58 GMT+08:00 Creation In Progress

202310320 10.05:58 GMT=08.00 Creation Compiete

£9043020-4980-4c51-8221 06379708

2023/0320 10.05:58 GMT+08.00 Creaton In Progress

2023/0320 10.05:56 GMT+08.00 Los

--—-End

3.3 Getting Started

Step 1 Log in to the Cloud Backup and Recovery console and view the resource created
for cloud server backups.
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Figure 3-17 Cloud Server Backups

Recovery Console

Cloud Server Backups () ® Process Flow Buy Server Backup Vault

One-click Backup

Migrate to CBR

Go'to CSBS Console

Process Flow x
Server Backup Server Restoration Replication
0, -@® -® -®@

Buy Vault Associate Server Apply Backup Policy Create Backup

Step 2 View the created backup policy.
Figure 3-18 Backup policy
----End
3.4 Quick Uninstallation
Step 1 Click Delete in the row where the solution stack is.
Figure 3-19 Uninstalling the solution
RFs G Stacks @

38cc5105-8aaf-4305.9899- 74633517370 2073003020 1010245 GUT-05.00

Step 2 Enter Delete and click OK.

2023/03720 10:05:07 GMT=08:00

Q | | searchbyTag ¥ | |C| |[4

Operation

Associate Server | More v

Create Policy

5 uerouse [
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Figure 3-20 Confirming the uninstallation

Delete Stack

Are you sure you want to delete the stack and resources in the stack? Stack and resources cannot
he restored after being deleted. Exercise caution when performing this operation.

Stack Name Status Created

cloud-backup Deployment ... 2023/03/20 10:03:46 GMT+08:00

Enter Delete to delete the stack and resources.

Delete

--—-End
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Appendix

Terms

e Elastic Cloud Server (ECS): ECS provides secure, scalable, on-demand compute
resources, enabling you to flexibly deploy applications and workloads.

e Cloud Backup and Recovery (CBR): CBR lets you back up cloud-native servers,
disks, and file systems as well as on-premises VMware virtual environments
with ease. If there is a virus intrusion, accidental deletion, or software/
hardware fault, you can restore resources to any point when the data was
backed up.
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Change History

Table 5-1 Change history

Released On Description

2023-04-30 This issue is the first official release.
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