Huawei HiLens

FAQs

Issue
Date

01
2025-02-26

HUAWEI TECHNOLOGIES CO., LTD.

HUAWEI



Copyright © Huawei Technologies Co., Ltd. 2025. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by any means without prior
written consent of Huawei Technologies Co., Ltd.

Trademarks and Permissions

QD

nuawer and other Huawei trademarks are trademarks of Huawei Technologies Co., Ltd.
All other trademarks and trade names mentioned in this document are the property of their respective
holders.

Notice

The purchased products, services and features are stipulated by the contract made between Huawei and
the customer. All or part of the products, services and features described in this document may not be
within the purchase scope or the usage scope. Unless otherwise specified in the contract, all statements,
information, and recommendations in this document are provided "AS IS" without warranties, guarantees
or representations of any kind, either express or implied.

The information in this document is subject to change without notice. Every effort has been made in the
preparation of this document to ensure accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied.

Huawei Technologies Co., Ltd.

Address: Huawei Industrial Base
Bantian, Longgang
Shenzhen 518129
People's Republic of China

Website: https://www.huawei.com

Email: support@huawei.com

Issue 01 (2025-02-26) Copyright © Huawei Technologies Co., Ltd. i


https://www.huawei.com
mailto:support@huawei.com

Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Issue 01 (2025-02-26) Copyright © Huawei Technologies Co., Ltd. i


https://www.huawei.com/en/psirt/vul-response-process
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Huawei HiLens
FAQs Contents

Contents

T RAQS. . eeeeeeecccrnneeeeeecesnneeeeeeeessssnssesesessssssseesesssssssssasessssssnssssesesssssasaseeesssssnnssesesesssnnnasesesssssnnnes 1
T.T HILENS Kt DEVICES.....ceiieieerectricireeireetseae sttt tsese sttt st sttt bbbt sttt st st s st se b bebsbetasens 1
T.1.T DEVICE INEFOAUCTION. c...oeieeeectcteeeeieeieie sttt s s bt e s bbbt s s s s s bbbt en s s s b s sas bbb s sessessnsanen 1
1.1.1.1 What Are the Differences Between HiLens Kit and Atlas 5007.........c.ccoceuorrrrrirerrrerrnsensnsnsessssssssssssessssssnses 1
1.1.1.2 What Are the Differences Between HiLens Kit and Atlas 200 DK?........coccorrrrnenrenereeneeneeneneseeeseassens 1
T.1.1.3 WAL IS HILENS KIL?..o.oeiei ettt ss s bbbt s s bbb s e s bbb n s s essesas 1
1.1.1.4 What Is the Focal Length of a HiLens Kit Camera? Can It be Adjusted?........ccccoemrrrrrrrrerreresererreirreneen. 3
1.1.1.5 What Cameras Can Be Connected t0 HILENS Kit?.......ccovrrririnrineereireireiseeeeeeeeiss e ssseseesess s ssssssssssasssns 3
1.1.1.6 Can | Develop HilLens Kit Skills Using Compute Architecture for Neural Networks (CANN)~?.............. 3
1.1.2 DeViCe HardWare OPEIatiONs.........coceurirrerieniessnisisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssans 3
1.1.2.1 What Storage Devices Can Be Mounted to the USB Port of a HiLens Kit Device?........c.cccceeerrerrrerrnnnne 3
1.1.2.2 What Does the Red Indicator of a HiLens Kit DeVvice MEaN?..........correrirrinereeenseneieisss s sssesssssassansens 4
1.1.2.3 How Do | Restore HiLens Kit Devices to FACtOry SEtliNGS?.....o e sssssesssees 4
1.1.2.4 Can HiLens Kit Connect to Multiple USB CamEras?........ccceeererineerinseessiessissssessssssssessesssssssssssssssssssssssnsns 5
1.1.2.5 Do | Need to Use Other Devices Together with HiLens Kit DEVICES?........ccovrvrrreeeereerenenienreeeeseeseeesensenes 5
1.1.2.6 How Do | Quickly Switch a HiLens Kit Device to the Wireless Network Configuration Modez........... 5
1.1.2.7 Does HiLens Kit Support INfrared INEEIrfACeS?.........co ettt s e sasaesanees 6
1.7.3 DEVICE SYSTEM OPEIATIONS.....ccvierieeeiieeieieisee ettt st sssss s s s s sssssssssssssssssssessssessssesassessssesassensssnsssnsnsanes 6
1.1.3.1 HOw DO | LOg In t0 @ DVICE USING SSH?.....oimiiireeireireireetreeteisieietetses sttt sess s ssssssssssssssassssassenans 6
1.1.3.2 After | Change the Password for a Huawei HiLens Device, Why Can't | Use PuTTY to Log In to the

Device Even Though | Can Use the New Password to Log in to Huawei HiLens [ES?........cccocovreverreccrrecrrennnnee 9
1.1.3.3 How Do | Perform Bottom-Layer Operations on the HiLens Kit System?.........cccccoeveererrrereeeerenrnnnnn. 10
1.1.3.4 Can | Import a Custom Python Module to a HiLens Kit DeVICE?.........cccovvrrrrrrrierieireirseiesseessessenssesenns 13
1.1.3.5 How Do | Install YUM 0N HILeNS Kit DEVICES?.......oueurirerireereireereereiseeesessississesessessess s esssssssssesssssssssssssessssesns 13
1.1.3.6 HOW DO | MANAQE DEVICE FIlES?......oueeeeeeieieieieisteteei sttt sas bbbt ssssse s sas bbb s s sessssassansansans 17
1.1.3.7 How Do | Install Software Packages on HiLens Kit DEVICES?........ccoveireeiririrrnsnsensnensssssssssessesssssenens 18
1.1.3.8 How Do | Log In to a Device as Root User and Disable Connection Timeout?.........c.cccccoeueererrrrernnnee. 18
1.1.3.9 Can Python-based OpenMV Devices Invoke HiLens Kit Skills by Calling APIS?..........ccccooeueeverrerrerrrrrenenes 20
1.1.3.10 Why a HiLens Kit Device Cannot Display Chinese CharaCters?......c.cccrrnrnrnenenrsesesssssessessssssnssenns 20
1.1.3.11 How Do | Clear Wi-Fi Information Saved on a HiLens Kit DeViCe?.........cocovurrerererreereererreeneereseeeseineenes 21
1.1.3.12 How Do | Use SSH Commands to Connect a HiLens Kit Device to a Wi-Fi Network?®...................... 21
1.1.3.13 How Do | Configure Permanent DNS on a HiLens Kit DEVICE?........cccererrrrrrrerrnenineesseissessessessssssnsenes 21
1.2 DEVICE REQGISTIALION.....cuiieiieceieiei ettt sttt s et s s s st b e s st e s s s sseses s sesssssessssssssesassnsnsesasans 22

Issue 01 (2025-02-26) Copyright © Huawei Technologies Co., Ltd. iii



Huawei HiLens

FAQs Contents
1.2.1 How Do | Handle Device Registration Failures with Different Causes Returned?........c..cccoevverrrvrrerrnunecn. 22
1.2.2 How Do | Check Whether a Huawei Cloud Account Is Bound to @ Device?.........covveeeeeveeneererreeneenenenns 25
1.2.3 What Should | Do If | Can't Access the Huawei HILENS IES?........c.oirreieireeeeeeieiee st esseesse s 25
1.2.4 What Should | Do If There Is Not Enough Quota for Device Registration?..........cccccoeverererierrcreeereerneneen. 25
1.2.5 Why Do HiLens Kit Devices Fail to CoONNECct t0 Wi-Fi? ...t iseiseiseiseeseis e 26
1.2.6 How Do | View the IP address of @ Wireless NetWOIK?.........cc.oovreerineineeeneineieceseeneeesiseesessesssesse e sasesseseeas 26
1.2.7 What Do | Do If the System Displays a Message Indicating that Only Firmware 1.0.3 or Later Can Be
Registered When | Use Register a Device with the Intelligent Edge System?.........cccoovrorinrereenenenenessnesiseenns 27
1.2.8 What Are the Differences Between Using IES and SSH to Register a HiLens Kit Device?...........ccoo..... 29
1.2.9 What Do | Do If | Forgot the Password to the Huawei HiLens Intelligent Edge System®....................... 30
1.3 MANQQGING DEVICES.....cueiiieieieireieieisie sttt sttt sttt sttt st sttt et bbbt et sttt bt sesetas 30
1.3.1 What Should | Do If the Device Is Offline for More Than 5 Minutes After a Firmware Upgrade?...... 30
1.3.2 Do | Need to Upgrade Firmware iN SEQUENCE?..........ccerreeirirriesensensessessssssssssssssssssssssssssssssssssssssssssssssssssssssans 34
1.3.3 Why Does the Firmware Upgrade Fail When the Device IS ONliNe?........coeieerieeecieesieeeieeeeeeiseeseseennens 34
1.3.4 What Should | Do If the System Displays a Message Indicating That the Upgraded Version Must Be
Later Than the Current Version During Firmware UpPgrade?...........eeeeenesiissnsinsiesiesessessassssssssssssesssssssensens 34
1.3.5 What Can | Do If a Device Alarm Is Reported Indicating That the Directory Space Is Full?................... 35
1.4 SKill DEVELOPIMENT ...ttt ettt sttt s es st s s et s st e b et bt eessesnenneas 35
1.4.1 What Are the Causes of SKill Creation FQilUrES?......... et essesssesssssssssnsas 35
1.4.2 What Models Does HUaQWei HILENS SUPPOIT?......c.oouiueierieririririeisirsisessessssssssssssssssssssssssssssssssssssssssssssssssssssssans 35
1.4.3 How Do | Upload Models t0 HUAWET HILENS?..........orrreireireireeieieie sttt esess s sssssssssns 36
1.4.4 Can One Skill Use Multiple Models? How Do | Add Multiple Models When Developing a Skill?........42
1.4.5 Why D0es SKill RELEASING FAIl? ...ttt ss st ss s sss st sssnsessnens 43
1.4.6 Can Sockets Be Used During SKill DEVELOPMENT?..........oveierrieiniereieieeeseiesiseesetessssssesssssessssssssssssssssssssssanens 43
1.4.7 How Do | Handle a Model CONVErsioN FAilUIE?........ooireereieceneireieeseise e isesseese e esseesessessse s sssessssassans 43
1.4.8 To What Devices Does the HiLens Framework SDK APPLY?........corrrrnrinsinenenesesesessessssssssesesssssssssssens 45
1.4.9 How Do | Determine the Input Tensor Shape During Model CoONVersion?...........cccoereeeeeerereressensennn. 46
1.4.10 Does Huawei HiLens Only Support Models Trained by ModelArts?........c.cccoevrvenrinenrnrnnsesesissisenen. 46
1.4.11 Can Skills Developed on Huawei HiLens Be Deployed on Edge Servers That Use P4 GPUs?.............. 47
1.5 INStalling @nd StArting SKILLS........couoiueiuieeieeieieieiesi ettt et ss s sas s bbb s s s sassassansansans 47
1.5.1 What Are the Possible Causes for Skill Installation Failures?.........nnnnecncneneecireeseeeeeseesenene 47
1.5.2 How Many Skills Can Run on a HiLens Kit Device CONCUITENtLY?........cc.coveeeereeerreieeeeeee et 47
1.5.3 Why Does a Skill Stop After BeING Start@d?........ceeeeeeeerieiee ettt ssssss s s s s s ssssssssssnes 48
1.5.4 Can a HiLens Kit Device RUN SKillS OffliN@7......c.ooiiirieeneireeereiree st seeeeseessesesssessesesasesnes 49
1.5.5 What Can | Do If Skill A Is Successfully Started But Skill B Fails to Be Started When the Two Skills
Purchased from the Skill Market Are Both Output By HDMI?. ..ot eseaees 50
1.6 PUICRASING SKIlLS....uoeierieiieiiieeieeeceese sttt sttt s s a bbbt s s a bbbt et ss s ssesansanes 50
1.6.1 Why D0oes SKill PUFChASING Fl?.......oieeierieieirieieiseisesesesesssis ettt ssssssss st snsssssssssssssssssssssssssssssssssssssssnsnns 50
1.7 MaANQAGING PrOUUCES......coeeiieiitreire ettt sttt sttt b ettt ees et saen 51
1.7.1 When Can | Select 3516CV500 When Creating @ ProdUCE?..........coveieeririnisieeseeeeesesesess st essessessesssnsans 52
1.7.2 Can | Directly Distribute Skills to HiSilicon Hi35xx Series ChipS?.......cccooorrrrrineneninenieiseessessessesesssesesees 52
1.7.3 How Do | Use the SDKs of Multiple Skills on HiSilicon Hi35xx Series ChipS?......cccouveerrenrerreereereereeneeneens 52
1.8 MANAGING DAL@....uiiiiiieirieieieeieiei sttt bttt e s bbb ae et ee b e e ae s e s b e st e sntas 52

Issue 01 (2025-02-26) Copyright © Huawei Technologies Co., Ltd. iv



Huawei HiLens

FAQs Contents
1.8.1 Why Is There No HDMI Skill Data on the Data Management Page?........ccveerinenesersenseneensenesnssnsnenns 52
1.8.2 How Do | Configure the Data Storage Location (OBS Storage Path)?........cccconnreensensinenerenenenenes 53
1.8.3 Why Does HDMI Black Screen Occur or HDMI Output Stop Working?.........ccceeeeeeeeeeresineresississesseenenes 53
1.8.4 Can | Record the Images Captured by a HiLens Kit Camera or the Skill Running Result for Storage?

............................................................................................................................................................................................................ 54
1.8.5 Why Don't the Logs Contain ANy DevViCe Data? ... iseesetsessesseasesessssssssssssessesssssens 54
1.9 ALGOTIENIM ISSUBS.......ceeeieririciesieiette ettt tssas s bbbt st ss s bbbt s s s s s bbbt es s s s s s s bbbt st s s ssesansanes 54
1.9.1 Why Is Error Code 17 Displayed During Model INfEreNCE?........ovreeeeriereeeereeeiste s sssssssnens 55
1.9.2 How Do | Use and Program the SDK or License of @ SKill?.......covrninnreeeeseeresee e 55
1.9.3 Can a Huawei HiLens Skill Run on an Android or Arm Platform?..........ccoennneincneneceeese e 55
1.9.4 What TensorFlow and Caffe Models Can Run on Huawei HILENS?........ccovinneieineineeeineneeeciseeseeseeenees 55
1.9.5 Does Huawei HiLens Support Self-Developed Operators?........eeeneinsereeneeseeseeseseessssssssssesssssesssasens 55
1.9.6 What Language Does the Huawei HiLens Development Environment SUPPOIt?.......cccoeveeerrreerrnrnnnns 56
1.9.7 Does HilLens Kit Provide an Interface that Converts a Color Image to a Grayscale Imager................... 56
1.9.8 How Do | Configure Python Dependencies for @ SKill?........coorrnerere e 56
1210 OFNEI ettt s b b A £ R bbbttt i s 57
1.10.1 Why Does the Huawei HiLens Console Keep Reporting 404 ErrOrs?.......eeeereesessessessesssnsessessssssssenns 57
1.10.2 How Do | Assigh Huawei HiLens Permissions to New IAM USEIS?........nencneneeneneeseseeneneeseeenenes 58
1.10.3 Does Huawei HiLens Support 3D Object RECOGNItION?........cccvieerereeeieisiee st senens 64
1.10.4 What Can | Do If the System Displays a Message Indicating that the AK/SK Pair Is Unusable?........64
1.10.5 What Devices Does Huawei HILENS SUPPOIT?......cc.oiiririeriririeireireireiseis ettt ssessesseasess st ssssssssessens 65

Issue 01 (2025-02-26) Copyright © Huawei Technologies Co., Ltd. v



Huawei HiLens
FAQs 1 FAQs

FAQs

1.1 HiLens Kit Devices
1.1.1 Device Introduction

1.1.1.1 What Are the Differences Between HiLens Kit and Atlas 500?

HilLens Kit devices are intended for indoor use, while Atlas 500 is designed for
industrial use. The latter is more reliable for outdoor use with high and low
temperature resistance, water and dust resistance.

1.1.1.2 What Are the Differences Between HiLens Kit and Atlas 200 DK?
There are two main differences between HilLens Kit and Atlas 200 DK:

e Atlas 200 DK focuses on the bottom-layer and offline development.
Developers must understand and comply with the requirements for HiAi
Engine workflow orchestration and think about API interconnection, and the
code is more complex.

e Hilens Kit is used with the HiLens Framework for application development. It
features highly encapsulated APIs that are simple and easy for developers to
use. The code is simple, and more peripheral interfaces are provided. As a part
of Huawei HiLens, HiLens Kit can be seamlessly integrated with the Huawei
HiLens console on the cloud.

1.1.1.3 What Is HiLens Kit?

HiLens Kit is a multimedia device with Al inference capabilities. It packs powerful
computing, HD camera access, and multiple ports into a compact kit. Its hardware
has an integrated Atlas 200 Al Accelerator Module (Atlas 200 for short) for quick
access to the network and maximized computing power of the Ascend 310 Al
processor. The HilLens Kit device is perfect for Al developers in pre-research and
development as well as video surveillance domains. Its built-in HiLens Framework
provides abundant APIs for running skills. For detailed parameters, see Table 1-1.
For details about HiLens Kit, see "HiLens Kit User Guide > Product Description".
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Table 1-1 HilLens Kit parameters
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e HilLens Kit is now available on the website, where you can purchase it. If you
want to purchase many HilLens Kit devices at once, contact the local office or
call the HUAWEI CLOUD pre-sales hotline.

e HilLens Kit devices support system file configuration. You can connect a HiLens
Kit device to a PC and log in to the HiLens Kit device using SSH. HiLens Kit
device systems cannot be ported to other operating systems.

e FEach HilLens Kit device has a built-in camera. It can also connect to external
Internet protocol cameras (IPCs) with a resolution of 4K or lower.

Reference Documents

When you obtain the documents for the first time, create a new account and
register your product in the enterprise technical support website (Support-E
website). Enter the product serial number (SN) of the HiLens Kit device to
complete product registration. For details, see Enhance My Account Privilege.

The SN is at the bottom of the HilLens Kit device and is a string of 20 characters,
for example, 21023XXXXXXXXXXXXXXX.

After the product registration request is submitted, if the system displays a
message indicating that the product registration is successful, go to the next step.
If the system displays a message indicating that the product is to be reviewed,
wait until the product is successfully reviewed and then go to the next step. The
product will be reviewed within one workday.

e HilLens Kit User Guide

This document describes the appearance, logical structure, and specifications
of the Atlas 200 HiLens Kit and provides guidance for users to install, connect,
power on, power off, and configure the Atlas 200 HiLens Kit.

e Atlas 200 HilLens Kit Intelligent Edge System User Guide

This document describes the system architecture of the Huawei HiLens
intelligent edge system and provides guidance for users to manage and
maintain the Huawei Atlas 200 HiLens Kit using this system.
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1.1.1.4 What Is the Focal Length of a HiLens Kit Camera? Can It be Adjusted?

HilLens Kit cameras have a fixed focal length of 2.8 mm, a wide angle of 120
degrees, and a surveillance distance of 0 to 4 meters. Its focal length cannot be
adjusted.

1.1.1.5 What Cameras Can Be Connected to HiLens Kit?

A HilLens Kit device has a built-in camera and can connect to and manage
multiple IP cameras (the number of cameras cannot be greater than the total
number of channels supported by the skills installed on the device).

HiLens Kit can connect to 4K or lower IP cameras, UVC cameras (USB video class)
that can run on Linux without drives, and mainstream RTSP cameras. It cannot
connect to thermographic cameras.

On the Huawei HilLens console, you can add a camera and configure the camera

information. For details, see "User Guide > Configuring Cameras".

1.1.1.6 Can | Develop HiLens Kit Skills Using Compute Architecture for
Neural Networks (CANN)?

Symptom
The hardware structure of HiLens Kit devices is similar to that of Atlas 500. Can |
develop HiLens Kit skills using CANN, just like how | would develop skills for Atlas
5007

Solution

No. Currently, HiLens Kit skills can only be developed using the HiLens Framework.

HiLens Framework encapsulates bottom-layer APIs to implement common
management functions and provides APIs for Python and C++, enabling you to
easily develop skills on the Huawei HiLens console.

e HilLens Framework (C++)

e HiLens Framework (Python)

1.1.2 Device Hardware Operations

1.1.2.1 What Storage Devices Can Be Mounted to the USB Port of a HiLens
Kit Device?

HilLens Kit supports SD cards, USB flash drives, and removable hard disks. The
maximum storage capacity can be 2 TB and the disk format is ext4.

The HilLens Kit USB port currently supports only USB driver-free cameras that
comply with the Linux UVC protocol. External keyboards and mouse devices are
not supported.
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1.1.2.2 What Does the Red Indicator of a HiLens Kit Device Mean?

Figure 1-1 Indicator positions

HiLens

Table 1-2 Indicators on the front panel

No. Indicator Description

1 1080p camera
The current Atlas 200 HiLens Kit software supports a resolution of
720p only.

2 Health indicator

3 Wi-Fi connection status indicator

Description of indicator statuses:

e Blinking red: An alarm has been generated.

e Blinking red and green alternatively: The active and standby partitions of the
system storage medium are abnormal.

e Red (on for 2 to 3 seconds and then off): The system is being restarted by
pressing the power button.

1.1.2.3 How Do | Restore HiLens Kit Devices to Factory Settings?

If the system of a HiLens Kit device is damaged and cannot be restored, you need
to restore its factory settings.

There are two ways to restore factory settings:

e If the device does not automatically start after being connected to a power
supply, perform the steps in Restoring Factory Settings by Pressing the RST
Button plus the Power Button to restore its default settings.

e If the device can automatically start after being connected to a power supply,
perform the steps in Restoring the Factory Settings of an Auto-Start Device
to restore its default settings.

Issue 01 (2025-02-26) Copyright © Huawei Technologies Co., Ltd. 4
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(11 NOTE

Before restoring factory settings, ensure that the device is powered off.

Restoring Factory Settings by Pressing the RST Button plus the Power Button
Wear an ESD wrist strap.

2. Connect the 12 V DC power adapter to the power socket on the rear panel of
the Atlas 200 HilLens Kit.

3. Press and hold the RST button for 2 to 3 seconds. During this process, press
and then quickly release the power button. When the health indicator on the

panel turns to steady orange, the factory settings are being restored. Release
the RST button.

Restoring the Factory Settings of an Auto-Start Device
Wear an ESD wrist strap.

2. Connect the 12 V DC power adapter to the power socket on the rear panel of
the Atlas 200 HiLens Kit.

3. Press the RST button to power on the device. When the health indicator on

the panel turns to steady orange, the factory settings are being restored.
Release the RST button.

1.1.2.4 Can HilLens Kit Connect to Multiple USB Cameras?
HiLens Kit supports only one camera. Although both USB ports can be used, the
device can only read the first connected camera due to bandwidth restrictions.
1.1.2.5 Do | Need to Use Other Devices Together with HiLens Kit Devices?

You can determine whether to use other devices as required.

For example, to implement the access control function, you need to control the
door status with the corresponding embedded device. The HiLens Kit device
processes the information about visitors and returns it to the third-party device,
which determines whether to open or close the door.

1.1.2.6 How Do | Quickly Switch a HiLens Kit Device to the Wireless Network
Configuration Mode?

When the HilLens Kit device is working properly, press and hold the RST button on
the rear panel of the device for 3 to 5 seconds to switch to the wireless network
(Wi-Fi) configuration mode.
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Figure 1-2 Port on the rear panel

1.1.2.7 Does HilLens Kit Support Infrared Interfaces?

No.

1.1.3 Device System Operations

1.1.3.1 How Do | Log In to a Device Using SSH?

This section uses a HilLens Kit camera as an example to show you how to log in to
a device using SSH. The procedure is as follows:

1. Connecting a HiLens Kit Device to a PC Using a Network Cable
2. Connecting the Network Between Your PC and the HiLens Kit Device
3. Remotely Connecting to HiLens Kit Cameras Using SSH

Connecting a HiLens Kit Device to a PC Using a Network Cable

Figure 1-3 and Table 1-3 show the ports on the rear panel of the HilLens Kit
device.

Figure 1-3 Ports on the rear panel
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Table 1-3 Description of ports on the rear panel

Port Description

1

Power button

2

Power socket

Management network port

Connect a 12 V DC power adapter to the power socket on the rear panel of
the HiLens Kit device.

Press and hold the power button for 1 to 2 seconds to power on the HiLens
Kit device.

Connect one end of the network cable to the management network port of
the device and the other end to an Ethernet port of the PC.

Connecting the Network Between Your PC and the HiLens Kit Device

Set an IP address and a subnet mask or route for the PC so that the PC can
properly communicate with the device.

1.

Click the network icon I in the lower right corner of the PC and click
Network & Internet settings.

On the Network & Internet settings page, click Change adapter options to
enter the Network Connections page.

After the HilLens Kit device is connected to the PC using a network cable, a
connection icon ** is displayed on the Network Connections page of the PC.
Right-click the connection (usually named Local Area Connection) and
choose Properties from the shortcut menu. The Local Area Connection
Properties dialog box is displayed.

Double-click Internet Protocol Version 4 and select Use the following IP
address. Then, enter an IP address that is in the same network segment as
the device IP address and click the Subnet mask text box to automatically
generate a subnet mask. Click OK.

For details about the initial IP address of the device, see the Default Value of
Initial IP address of the management network port in HiLens Kit User
Guide > Default Credentials.

(11 NOTE

e You can connect to the HiLens Kit device from the PC using SSH only when the IP
address in Local Area Connection Properties > Internet Protocol Version 4
Properties is in the same network segment as the IP address of the HiLens Kit
device. The same network segment means that the first three octets of the local
connection IP address are the same as those of the device IP address. For example,
if the device IP address is 192.168.2.111, the IP address (in the same network
segment as the device IP address) configured in Local Area Connection Properties
> Internet Protocol Version 4 Properties can be 192.168.2.x, where xis an integer
from 2 to 255 with the exception of 111.

e If the device IP address has been changed, configure the IP address in Local Area
Connection Properties > Internet Protocol Version 4 Properties to an IP address
in the same network segment as the new device IP address. .
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Figure 1-4 Modify network properties (6)
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Remotely Connecting to HiLens Kit Cameras Using SSH
1. Use SSH to remotely connect to the HilLens Kit device.

a. Start PUTTY, click Session, enter the device IP address in the Host Name
(or IP address) text box, and enter the port number in the Port text box.
Assume that the device IP address is 192.168.2.111 and the port number
is 22. Figure 1-5 shows the page.

Figure 1-5 Using PUTTY to log in to the HilLens Kit device

Category:

=8 Sg:ssinn | Basic options for your PUTTY session |
""" Logging Specify the destination you want to connect to

=~ Terminal
- Keyboard Host Mame (or [P address) Port
- Bell | 192.168.2.111| [22 |
- Features Connection type:

= Window ") Baw () Telnet ) Rlogin| @ 55H | ) Seral
ﬂppea!ance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection
- Coolours -

Default Settings

[=- Connection Load
- Proxy
- Rlogin

- 55H
- Sl Close window on exit:
() Mways ) Never @ Only on clean ext
| Mot || Hep | Open || Cancel
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b. Click Open.
Log in to the device.
Use SSH to remotely connect to the device system.

After the admin@192.168.2.111's password prompt, enter the admin
password. For details about the preset password for the first login, see .

Use SSH to remotely log in to the developer CLI.
a. After the IES:/-> prompt, run the develop command.

b. After the Password prompt, enter the root password. For details about
the preset password for the first login, see .

Figure 1-6 Connecting to the device using SSH

rd is an initial password.

Use SSH to remotely modify the device time.
a. Run the following command to change the time zone to that of :
timedatectl set-timezone

b. Modify the device time. Assume that the current time is 19:19:19 on
October 17, 2019. Run the following commands:

date -s "2019-10-17 19:19:19"
hwclock -w

reboot

Restarts the device.

1.1.3.2 After | Change the Password for a Huawei HiLens Device, Why Can't |
Use PUTTY to Log In to the Device Even Though | Can Use the New Password
to Log in to Huawei HiLens IES?

First, make sure PuTTY is running properly. To do that, use the CLI or another tool
(such as SSH) to try to log in for confirmation.

If PUTTY is working properly, log in to the Huawei HilLens Intelligent Edge System
and change the user name and password.

1.

Log in to the Huawei HilLens IES using a browser on the local PC. Enter the
address of the Huawei HilLens IES in the address box. The address format is
"https://Huawei HilLens IES IP address". The default IP address is
192.168.2.111. If the default IP address has been changed, use the new IP
address to log in to HiLens IES.

Issue 01 (2025-02-26)
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For details, see Logging In to HiLens IES.

2. In the dialog box displayed for you to change the password, enter the new
username, old password, new password, and confirm password, and click OK.

(10 NOTE

e The username can contain 1 to 16 characters, including digits, uppercase letters,
and lowercase letters.

e The password must meet the following requirements:
e  Contains 8 to 20 characters.
e  Contains at least one space or one of the following special characters:
~@#$%N&H()-_=+\|[{3];:",<>/?
e  Contains at least two types of the following characters:
Lowercase letters, uppercase letters, and digits
e  Cannot be the same as the user name or the user name in reverse order.

e  The new password must be different from the previous five passwords you
used.

1.1.3.3 How Do | Perform Bottom-Layer Operations on the HiLens Kit
System?
The HilLens Kit device comes pre-installed with the Euler operating system
developed by Huawei. You do not need to install one. To modify configurations

such as system files of a HiLens Kit device, you can log in to the device from your
local PC using SSH and run the Linux commands needed.

Connecting a HiLens Kit Device to a PC Using a Network Cable

Figure 1-7 and Table 1-4 show the ports on the rear panel of the HilLens Kit
device.

Figure 1-7 Ports on the rear panel

Table 1-4 Description of ports on the rear panel

Port Description
1 Power button
2 Power socket

Issue 01 (2025-02-26) Copyright © Huawei Technologies Co., Ltd. 10
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Port Description

Management network port

Connect a 12 V DC power adapter to the power socket on the rear panel of
the Hilens Kit device.

Press and hold the power button for 1 to 2 seconds to power on the HiLens
Kit device.

Connect one end of the network cable to the management network port of
the device and the other end to an Ethernet port of the PC.

Connecting the Network Between Your PC and the HilLens Kit Device

Set an IP address and a subnet mask or route for the PC so that the PC can
properly communicate with the device.

1.

Click the network icon ™ in the lower right corner of the PC and click
Network & Internet settings.

On the Network & Internet settings page, click Change adapter options to
enter the Network Connections page.

After the HilLens Kit device is connected to the PC using a network cable, a
connection icon * is displayed on the Network Connections page of the PC.
Right-click the connection (usually named Local Area Connection) and
choose Properties from the shortcut menu. The Local Area Connection
Properties dialog box is displayed.

Double-click Internet Protocol Version 4 and select Use the following IP
address. Then, enter an IP address that is in the same network segment as
the device IP address and click the Subnet mask text box to automatically
generate a subnet mask. Click OK.

For details about the initial IP address of the device, see the Default Value of
Initial IP address of the management network port in HiLens Kit User
Guide > Default Credentials.

(10 NOTE

e You can connect to the HiLens Kit device from the PC using SSH only when the IP
address in Local Area Connection Properties > Internet Protocol Version 4
Properties is in the same network segment as the IP address of the HiLens Kit
device. The same network segment means that the first three octets of the local
connection IP address are the same as those of the device IP address. For example,
if the device IP address is 192.168.2.111, the IP address (in the same network
segment as the device IP address) configured in Local Area Connection Properties
> Internet Protocol Version 4 Properties can be 192.168.2.x, where xis an integer
from 2 to 255 with the exception of 111.

e If the device IP address has been changed, configure the IP address in Local Area
Connection Properties > Internet Protocol Version 4 Properties to an IP address
in the same network segment as the new device IP address. .

Issue 01 (2025-02-26)
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Figure 1-8 Modify network properties (6)

Y ——— - —
+ Robs Network Properties & Internet Srotocol Version 4 (TCR/IBVA] Properties (2] =

™ -
Connect uaing: You can get [P setings assgred sutomatcaly  your networnk supports

o aID AT th capablily, Otherwine, you need Lo sk your mebvork sdesriiy aloe
B NDUA nForce 107007000 Meps Sthemes for e pppropriste 1P setings.

Gereral

T - Cbtain an [F address sutomascally
: achion vt el
iz cindaid ki & Use the followng 1P address:
oA Coar for Microsslt Netwodks N
& 505 Pocket Scheduer i
b J8 Fle and Privter Srading for Mizmsch Natwoks Subewet mask:
| -t et Fetoos) Wareen B (TCRFYE
‘ ¥ -2 Intemet Prctocal Viersicn 4 (TCPAPVE) Pefauit gatemay:
Vi -5 Lnk-Lvee Topoogy Lescovery Magper L0 Driver
M .2 Lk -Layer Topalogy Discaveny Aescandar Cibytnin DNS convey address atomaticaly

@ Use e folosng ONS server addresses:

Frogertes Prefemed DS servers

Descrpbory Alfernate DNS server:
Transrszon Cortrl Protoocl Tntemet Protocel, The defeul
wide srea netwer prtcodl that provides commuricaton
somes dverss mherconnect sd netwodcs. T Ivakcate setings upon ext

Remotely Connecting to HiLens Kit Cameras Using SSH
1. Use SSH to remotely connect to the HilLens Kit device.

a. Start PUTTY, click Session, enter the device IP address in the Host Name
(or IP address) text box, and enter the port number in the Port text box.
Assume that the device IP address is 192.168.2.111 and the port number
is 22. Figure 1-9 shows the page.

Figure 1-9 Using PUTTY to log in to the HilLens Kit device

Category:

=8 Sg:ssinn | Basic options for your PUTTY session |
""" Logging Specify the destination you want to connect to

=~ Terminal
- Keyboard Host Mame (or [P address) Port
- Bell | 192.168.2.111| [22 |
- Features Connection type:

= Window ") Baw () Telnet ) Rlogin| @ 55H | ) Seral
ﬂppea!ance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection
- Coolours -

Default Settings

[=- Connection Load
- Proxy
- Rlogin

- 55H
- Sl Close window on exit:
() Mways ) Never @ Only on clean ext
| Mot || Hep | Open || Cancel
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b. Click Open.
Log in to the device.
Use SSH to remotely connect to the device system.

After the admin@192.168.2.111's password prompt, enter the admin
password. For details about the preset password for the first login, see .

Use SSH to remotely log in to the developer CLI.

a. After the IES:/-> prompt, run the develop command.

b. After the Password prompt, enter the root password. For details about
the preset password for the first login, see .

Figure 1-10 Connecting to the device using SSH

Use SSH to remotely modify the device time.

a. Run the following command to change the time zone to that of :
timedatectl set-timezone

b. Modify the device time. Assume that the current time is 19:19:19 on
October 17, 2019. Run the following commands:

date -s "2019-10-17 19:19:19"
hwclock -w

reboot

Restarts the device.

1.1.3.4 Can | Import a Custom Python Module to a HiLens Kit Device?

Yes.

You can do that in the same way as you would in a common Python

environment. If you want to use other Python packages, compile the source code
of AArch64 software.

1.1.3.5 How Do | Install YUM on HilLens Kit Devices?

The EulerOS release 2.0 (SP8) installed on HiLens Kit devices is a tailored version.

YUM is not installed by default. You need to log in to your HiLens Kit device and

install common tools such as YUM.

Issue 01 (2025-02-26)
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Connecting a HiLens Kit Device to a PC Using a Network Cable

Figure 1-11 and Table 1-5 show the ports on the rear panel of the HiLens Kit
device.

Figure 1-11 Ports on the rear panel

Table 1-5 Description of ports on the rear panel

Port Description

1

Power button

2

Power socket

3

Management network port

Connect a 12 V DC power adapter to the power socket on the rear panel of
the HilLens Kit device.

Press and hold the power button for 1 to 2 seconds to power on the HiLens
Kit device.

Connect one end of the network cable to the management network port of
the device and the other end to an Ethernet port of the PC.

Interconnecting the Network Between the PC and the HiLens Kit Device

Set an IP address and a subnet mask or route for the PC so that the PC can
properly communicate with the device.

1.

Click the network icon in the lower right corner of the PC and click
Network & Internet settings.

On the Network & Internet settings page, click Change adapter settings to
enter the Network Connections page.

After the HiLens Kit device is connected to the PC using a network cable, a
corresponding connection * is displayed on the Network Connections page
of the PC. Right-click the connection (generally named Local Area
Connection) and choose Properties from the shortcut menu. The Local Area
Connection Properties dialog box is displayed.

Issue 01 (2025-02-26)
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4. Double-click Internet Protocol Version 4 (TCP/IPv4) and select Use the
following IP address. Then, enter an IP address that is in the same network
segment as the device IP address and click the Subnet mask text box to
automatically generate a subnet mask. Click OK.

For details about the initial IP address of the device, see the Default Value of
Initial IP address of the management network port in HiLens Kit User
Guide > Default Credentials.

(10 NOTE

e You can connect to the HiLens Kit device using SSH from your local PC only when
the IP address configured in Local Area Connection Properties > Internet
Protocol Version 4 (TCP/IPv4) > Properties is in the same network segment as
the device IP address. The same network segment means that the first three
octets of the local connection IP address are the same as that of the device IP
address. For example, if the device IP address is 192.168.2.111, the IP address (in
the same network segment as the device IP address) configured in Local Area
Connection Properties > Internet Protocol Version 4 (TCP/IPv4) > Properties
can be 192.168.2.x, where x is an integer from 2 to 255 except 111.

e If the device IP address has been modified, configure the IP address in Local Area
Connection Properties > Internet Protocol Version 4 (TCP/IPv4) > Properties to
an IP address in the same network segment as the new device IP address.

Figure 1-12 Modifying network properties
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Logging In to a HiLens Kit Device Using SSH
1. Use SSH to remotely connect to the HilLens Kit device.

a. Start PUTTY, click Session, enter the device IP address in the Host Name
(or IP address) text box, and enter the port number in the Port text box.
Assume that the device IP address is 192.168.2.111 and the port number
is 22. Figure 1-13 shows the login window.
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Figure 1-13 Using PUTTY to log in to the HiLens Kit device

Category:

= Sgssinn Basic options for your PuTTY session
""" Logging Specify the destination you want to connect to

=~ Terminal
- Keyboard Host Mame for IP address) Port
- Bell | 192.168.2.111| [22 |
- Features Connection type:

= Window (0 Baw () Telnet () Rlogin| @ SSH | () Serial
;;.ppea!ann:e Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection
- Coolours -

Default Settings

[=- Connection Load

H_lﬂgin
- 55H
- Senal Close window on exit:
(71 Mways () Mever @ Only on clean exit
| Mot || Hep Open || Cancel
b. Click Open.

Log in to the device.
2. Use SSH to remotely connect to the device system.

After the admin@192.168.2.111's password prompt, enter the admin
password. For details about the preset password for the first login, see HiLens
Kit User Guide > Default Credentials.

3. Use SSH to remotely log in to the developer CLI.

a. After the IES:/-> prompt is displayed, run the develop command.

b. After the Password prompt, enter the root password. For details about
the preset password for the first login, see HiLens Kit User Guide >
Default Credentials.
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Figure 1-14 Connecting to the device using SSH

Installing YUM

Go to the developer forum and download the YUM package. Upload the package
to the /tmp directory of the HilLens Kit device, decompress the package, and run
the install.sh script to install YUM in one-click.

The install.sh script performs the following operations:

Install YUM and configure the YUM source.

2. Use YUM to install python3-devel, OpenBLAS, BLAS, GCC-GFortran, libarchive-
devel, CMake, GCC-C++, Automake, Autoconf, Libtool, and Make.

3. Configure the ld link ln -s fusr/bin/ld.bfd /usr/bin/ld.

4. Use a tool such as CMake by running export LD_LIBRARY_PATH=/usr/
lib64/:SLD_LIBRARY_PATH (available in the script).

L] NOTE

1. You can modify the script to install libraries as required.

2. The dependent libraries of tools such as CMake may conflict with some libraries in /
home/hilens/skillframework. To run a skill, you may need to run the export
LD_LIBRARY_PATH=/home/hilens/skillframework/lib/ command again, or close the
current session and open a new window. Otherwise, errors may occur because some
symbols cannot be found.

1.1.3.6 How Do | Manage Device Files?
Run the following command to delete the restriction on using SFTP:
rm -rf /etc/usr/sftp_disable

Open another SSH window. Then, you can save local files to /tmp or pull the
folder from /tmp to the local PC.
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(11 NOTE

e /tmp is a temporary folder and is cleared after a device is restarted. If you want to
retain the file, move it to another folder.

e If a file with the same name exists in the /tmp directory, the file cannot be placed in the
directory and will not be automatically overwritten.

e To copy a file in /tmp, run the chmod a+r /tmp/file name command to change the
read permission of the file.

1.1.3.7 How Do | Install Software Packages on HiLens Kit Devices?
Currently, there are four ways to install software on HiLens Kit devices:

Note: Before your run any command, run umask 022 first. If an installed
package cannot be used after firmware is upgraded to 1.1.2 or later, uninstall
the package, run umask 022, and install it again.

e Using pip: Run python3 -m pip install to install pip. You can also use other
pip sources, such as:

python3 -m pip install requests -i http://pypi.douban.com/simple --
trusted-host pypi.douban.com

e  Compiling source code: Download a compiler for AArch64 software.

e Installing RPM packages: Download RPM packages and their dependencies
from Huawei Images and use RPM and YUM to install the software packages.

e Configuring Python Dependencies for a skill: For details, see How Do |
Configure Python Dependencies for a Skill?.

1.1.3.8 How Do | Log In to a Device as Root User and Disable Connection
Timeout?

There are three types of timeouts you can control: SSHD, CLP (15 minutes), and
shell timeout (5 minutes). CLP timeout cannot currently be disabled. The
connection times out after 15 minutes, regardless of whether there have been any
operations in that time or not. SSHD and shell timeouts, however, can be disabled.

1. SSHD:

Log in to the system, using admin by default, and switch to the develop
mode. Run vi /etc/ssh/sshd_config to find the statement PermitRootLogin
no, and change it to PermitRootLogin yes.

Issue 01 (2025-02-26) Copyright © Huawei Technologies Co., Ltd. 18
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Figure 1-15 Disabling SSHD timeouts

] - PuTTY

(By default, the following statements are not commented out. You can
comment them out to allow for login from root.)

#ClientAlivelnterval 0
#ClientAliveCountMax 0
#DenyUsers root
#DenyGroups root
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Figure 1-17 Disabling SSHD timeouts

2. Shell:
Log in to the system as root and run export TMOUT=0.

Figure 1-18 Login as root

1.1.3.9 Can Python-based OpenMV Devices Invoke HiLens Kit Skills by
Calling APIs?

The recognition result of the skills run on a HiLens Kit device can be transferred
through a POST request. You need to use an OpenMV device to compile code to
receive requests and process the requests on the device to obtain the result.

1.1.3.10 Why a HiLens Kit Device Cannot Display Chinese Characters?
Symptom

The label of a skill is in Chinese. After the skill is installed on a HiLens Kit device,
the Chinese label cannot be displayed while the skill is running.
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Solution

To display Chinese characters, you need to install the pillow package. To do that,
you need to modify the source code.

Go to the developer forum, download the corresponding ZIP package, and install
the pillow package.

1.1.3.11 How Do | Clear Wi-Fi Information Saved on a HiLens Kit Device?

Symptom
The Wi-Fi information saved in IEF cannot be cleared and | have to manually
connect to my HilLens Kit device. How do | use commands to reset the network
configuration?

Solution

Log in to a HiLens Kit device using SSH and run the following command:

rm /home/data/wifi/wifi_cfg

1.1.3.12 How Do | Use SSH Commands to Connect a HiLens Kit Device to a
Wi-Fi Network?

Symptom

How do | use SSH commands to connect a HiLens Kit device to a Wi-Fi network?

Solution
1.  Remotely log in to the HilLens Kit device using SSH. For details, see How Do |
Log In to a Device Using SSH?

2.  Run the following command to view all Wi-Fi networks:
wifi_work -i 4

3. Run the following command to connect the device to the target Wi-Fi

network:
wifi_work -s ssid -p password

id: ID of the target Wi-Fi network password: password of the target Wi-Fi
network

1.1.3.13 How Do | Configure Permanent DNS on a HiLens Kit Device?

Symptom
Each time a HiLens Kit device is restarted, the DNS configuration is reset to the
default one. How do | configure the permanent DNS?

Solution

1. Remotely log in to the HiLens Kit device using SSH. For details, see How Do |
Log In to a Device Using SSH?
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Run the following commands to add a 30-second delay for the Wi-Fi

configuration after the execution of the automation script:
#!/bin/bash

sleep 30s

echo "nameserver:xxx.xxx.xxx.xxx" >>/etc/resolv.conf

echo "nameserver:xxx.xxx.xxx.xxx" >>/etc/resolv.conf

echo "nameserver:xxx.xxx.xxx.xxx" >>/etc/resolv.conf

Create the user_init.sh file in the /fhome/data/user/ directory.

Run the following command to modify the permission of the user_init.sh file:
chmod 777 /home/data/user/user_init.sh

1.2 Device Registration

1.2.1 How Do | Handle Device Registration Failures with
Different Causes Returned?

Possible Causes

Identity authentication failed. Check whether the user name or password is
correct.

The account you use to register a HiLens Kit device must be a HUAWEI
CLOUD account, rather than a HUAWEI ID.

HUAWEI ID and HUAWEI CLOUD account are different. If you do not have
an account, you are advised to register one and enable HUAWEI CLOUD
services. For details, see Registering a HUAWEI ID and Enabling HUAWEI
CLOUD Services.

If your account is a HUAWEI ID, use this account to create a sub-account. For
details, see Creating an IAM User, and add the admin permissions to the
sub-account.

The username, account name, and device name used for registering a HiLens
Kit device can contain only letters, digits, and underscores (_). The names
cannot start with a digit or contain digits only.

If the message The account is locked or Password: Authenticating the
account is displayed:

Check whether the HUAWEI CLOUD account and password are correct. If you
enter incorrect passwords for five consecutive times, the account will be
locked. The account will be automatically unlocked 15 minutes later.

If the message Role is op_restricted is displayed:

- The Huawei Cloud account is a restricted account. Check whether the
account is in arrears.

- Contact the IAM customer service to check whether IAM is disabled.

- Check whether the account has been granted the HiLens permission. Log
in to the HiLens console, select Huawei HiLens Service Disclaimer, and
click Approve.
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Figure 1-19 Applying for Huawei HiLens permissions

Apply for Huawei HiLens Permissions

@)

Huawei HiLens is an Al-enabled platform providing device-cloud synergy capabilities for common users, Al
application developers, and software and hardware vendors. It consists of Al inference cameras and a cloud
development platform, placing skill development, device deployment and management, data management, and skill
market all on one portal, so that users can easily develop Al skills and push them to computing devices.The
following details the relationships between Huawei HiLens and related services. To use Huawei HiLens properly, you
need to grant related permissions to HiLens

> ModelArts

> oBS

Huawe Hil ens Service Disclaimer

If the message Network is unreachable is displayed:

Check whether the network configuration is correct. For details, see section
"Configuring the Wireless Network" in the User Guide.

If the message Your device has been registered is displayed:

If the previous user did not deregister the device, you will not be able to
register it. Log in using the account that previously used the device and
deregister the device. For details, see Deregistering Devices.

If the message hdactl: command not found is displayed when you use SSH
to register a HiLens Kit device:
Log in to the HiLens Kit device using SSH and run the following commands:

cd /home/hilens
systemctl restart hdad
systemctl status hdad

If the message hdad.service not found is displayed during the restart, open
the /home/hilens/package_new/skillframework file and run the following
command:

.Jinstall.sh
If the user account is in arrears, the registration cannot succeed.

The device time is inconsistent with the current time. To synchronize time, see
Checking the Device Time.

DNS configuration is incorrect. For details, see Configuring DNS.
System busy. Please try again later.

If the fault persists, perform the steps in Restoring Factory Settings to
restore the HilLens Kit device to its factory settings.

Checking the Device Time

Connecting to the device using SSH
The procedure is as follows:

a. Use a network cable to connect the device to a PC, and use PuTTY to log
in to the device over SSH. For details, see Registering a Device Using
SSH.

b. Run the date command on PuTTY to view the current device time.

®  The time displayed on PuTTY is Coordinated Universal Time (UTC),
which is eight hours earlier than Beijing time.
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®  Add 8 hours to the UTC time to convert the UTC time to the Beijing
time, and check whether it is the same as the current time.

e Restarting the device

If the device time is the same as the current time, perform the following
operations to restart the device:

a.

Use a network cable to connect the HiLens Kit device to a PC, and use
PUuTTY to log in to the device over SSH. For details, see Registering a
Device Using SSH.

Enter the reboot command on PUTTY and press Enter to restart the
device.

e Changing the device time

If the device time is different from the current time, perform the following
operations to change the device time:

a.

Use a network cable to connect the HiLens Kit device to a PC, and use
PUTTY to log in to the device over SSH. For details, see Registering a
Device Using SSH.

Enter the following command on PuTTY:
timedatectl set-timezone Asia/Shanghai
Press Enter.

Enter the following command on PuTTY:
hwclock -w

Press Enter.

Enter https://192.168.2.111 (example device IP address) in the address
box of a browser, and enter the username and password to log in to the
Huawei HilLens IES.

Click Management on the top of the page.

Click Time. On the Time page, select Manually adjust the time and click
. to reconfigure the time.

Click Maintenance on the top of the page.

Click System Restart. On the System Restart page, click Restart to
change the device time. See Figure 1-20.

Figure 1-20 Restarting the system

Huawei HiLens

System Restart

During routine maintenance, you can use the following shertcut button to restart the system

@ Restarting the system will end the current connection.
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Configuring DNS

1. Log in to the HiLens Kit device using SSH. For details, see Registering a
Device Using SSH.

2. Remotely configure DNS using SSH.
a. Run the following command on PuTTY to open the DNS file:
vi /etc/resolv.conf
b. Delete the original content and change the content to the following:
nameserver 8.8.8.8

Save the settings and exit. See Figure 1-21. Perform the previous step
again.

Figure 1-21 Configuring DNS
e 192.168.2.111 - PulT)

1.2.2 How Do | Check Whether a Huawei Cloud Account Is
Bound to a Device?

A HilLens Kit device can only be registered under a single Huawei Cloud account.

You can check whether the device has been bound to a Huawei Cloud account
only when you are registering the device. Currently, you cannot view the
information about the Huawei Cloud account under which the device has been
registered.

1.2.3 What Should | Do If | Can't Access the Huawei HilLens
IES?

Symptom

The HilLens Kit device can access the Internet, but it cannot access the Huawei
HilLens IES.

Solution
e Use the HTTPS protocol. Do not use HTTP.
e Check whether the IP address of the HilLens Kit device has been changed.

If you are not sure whether the IP address of the HilLens Kit device has been
changed, restore the HiLens Kit device to its factory settings.

1.2.4 What Should | Do If There Is Not Enough Quota for
Device Registration?

If a message is displayed showing insufficient quota when you try to register a
device, as shown in Figure 1-22, submit a service ticket to request a larger quota.
For details, see Quotas.
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Figure 1-22 Insufficient quota

Password:

‘Your device has been registered. New registration will clear the previous data.
Are you sure you want to continue? [y/n]: y

Authenticating the account...

Sending a request to the HilLens console...
"The number of devices you have registered has exceeded the quota.”
1lure: Regquest to the HiLens console

1.2.5 Why Do HilLens Kit Devices Fail to Connect to Wi-Fi?

One possible cause is that the HilLens Kit devices do not support the current
wireless network.

Currently, HiLens Kit devices support only 2.4 GHz wireless networks with general
encryption types. In addition, the name of a wireless network consists of 8 to 63
characters but cannot contain English single quotation marks or double quotation
marks.

e The 2.4 GHz wireless network complies with IEEE 802.11n, g, and b standards.

e Supported wireless network encryption types include WEP, WPA-PSK/WPA2-
PSK, and AES.

e  Wireless networks that need to be verified are not supported.
e  TKIP encryption is not supported.

e The IP address of the router gateway cannot be set to xxx.xxx.0.xxx, for
example, 192.168.0.1. In addition, the router gateway and the HilLens Kit
device cannot be in the same network segment. For example, if the device IP
address is 192.168.2.111, the IP address of the router gateway cannot be set
to 192.168.2.xxx.

1.2.6 How Do | View the IP address of a Wireless Network?

Checking the IP Address of a Wireless Network

After a wireless network is configured, you can obtain its IP address from the
Huawei HiLens intelligent edge system.

1. Log in to the Huawei HilLens intelligent edge system using a browser on the
local PC. Enter the address of the Huawei HilLens IES in the address box. The
address format is "https://Huawei HiLens IES IP address". The default IP
address is 192.168.2.111. Press Enter.

(11 NOTE
If "There is a problem with this website's security certificate" is displayed, click
Continue to this website (not recommended).
2. On the login page, enter login information.
Enter the username and password.
For details about the username and password, see .
3. Choose Management > Network > Wireless Network.
The Wireless Network tab page is displayed.

4. In the upper right corner of the card of the wireless network you are
connected to, click WIFI Detail.
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The WIFI detail dialog box is displayed.
IP is the IP address of the wireless network.

Figure 1-23 Checking the IP address of a wireless network

= Connected WIFI Detail

2

1.2.7 What Do | Do If the System Displays a Message
Indicating that Only Firmware 1.0.3 or Later Can Be
Registered When | Use Register a Device with the Intelligent

Edge System?

Before using the intelligent edge system to register a HiLens Kit device, you need
to upgrade the HilLens Kit system firmware to version 2.2.200.011. After the HilLens
Kit system firmware is upgraded twice, its version becomes 2.2.200.011, and the
HiLens_Device_Agent firmware will also be upgraded to 1.0.6. If the HiLens Kit
device is in use and the current HiLens_Device_Agent firmware version is later
than 1.0.6, the latest HiLens_Device_Agent firmware version is retained.

Prerequisites

Use a network cable to connect a HiLens Kit device to a PC. For details, see .

Upgrade Procedure

If you have registered and used your HiLens Kit devices, carefully read Upgrade
Risks before the upgrade.

Upgrade the system firmware version twice. The operations are as follows:

For details, see the HiLens Kit Update Guide.

1.

When you obtain the upgrade package for the first time, you need to register
an account and register products with the enterprise technical support
website (Support-E website), enhance your account privilege, and enter the
product serial number (SN) of the HiLens Kit device to complete product
registration. For details, see Enhance My Account Privilege.

The SN is marked at the bottom of the HiLens Kit device and is a string of 20
characters, for example, 21023XXXXXXXXXXXXXXX.

After the product registration application is submitted, if the system displays a
message indicating that the product registration is successful, go to the next
step. If the system displays a message indicating that the product is to be
reviewed, wait until the product is successfully reviewed and go to the next
step. The product will be reviewed within one workday.
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2. Log in to the Huawei Enterprise website, choose Technical Support >
Product Support > Server - Intelligent Computing > Ascend Computing.
Under Intelligent Edge Hardware, click A200-3000HiLens.

If an incorrect product is selected, the SN fails to pass the check and the
upgrade cannot be performed.

3. Click Software Download. In the software version list, select
A200-3000HiLens-FWV2.2.200.011.hpm and download it to the local PC.

4. Log in to the Huawei HilLens IES using a browser on the local PC. Enter the
address of the Huawei HilLens IES in the address box. The address format is
"https://Huawei HiLens IES IP address". The default IP address is
192.168.2.111. Press Enter.

(10 NOTE

If "There is a problem with this website's security certificate" is displayed, click
Continue to this website (not recommended).

5. On the login page, enter login information.
Enter the username and password.
For details about the username and password, see .

6. On the main menu, choose Maintenance > Firmware Update > System
Firmware.

The System Firmware page is displayed.

7. Click Il on the right of Update File, and select a file, that is, the upgrade
package downloaded in step 3.

The system displays a message indicating that the file has been added.

(10 NOTE

Do not close the current page or switch to another page during the upload process.
Otherwise, the upload will fail.

8. Click Upgrade. In the confirmation box that is displayed, select After the
update is complete, the system restarts automatically.

If you do not select this option, you need to manually restart the system for
the update to take effect.

9. Click OK.
You can view the update package version and progress on the page.

10. Wait for about 10 minutes. The system displays a message indicating that the
upgrade is successful.

If you perform the upgrade for the first time, log in to Huawei HiLens
intelligent edge system again and repeat step 3 to step 8.

L] NOTE
To ensure successful device registration, use the same upgrade package when
performing the second upgrade.

If you have performed the upgrade twice, the HiLens Kit firmware has been
upgraded.
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1.2.8 What Are the Differences Between Using IES and SSH to
Register a HiLens Kit Device?

Registering a Device Using SSH

This option allows you to register a HiLens Kit device by logging in to the HiLens
Kit system over SSH, running Linux commands, and modifying system
configuration files.

Figure 1-24 shows the registration procedure. Table 1-6 describes the procedure
in detail.

Figure 1-24 Procedure for registering a device using SSH

Connect a Log in to the Register the
HiLens Kit N HiLens Kit N SR N HiLens Kit
device to a PC. device via SSH_ . device.

Use a network H : Connect to the

cable to connect the H devi via SSH H H H '

PC and the device H | l H H ¢ H | 1‘
Switch region to : H : : | "

eijing 1 (optional). H ) the mana gement

Configure network

connectivity H ! console
between the PC |
and the device.

Table 1-6 Procedure description

Procedure Description Instructions

Connect a The first thing you should do is to | Connecting a HilLens Kit

HilLens Kit connect your HilLens Kit device to Device to a PC

device to your [ your PC and upgrade the system

local PC. firmware to version 2.2.200.011.

Configure the | Configure a wireless or wired "User Guide > Wireless

network. network to connect the device to Network Configuration”
the router. User Guide > Wired

You can only connect your device Network Configuration
to a router through a wireless or
wired network. If you use a
wireless network, the default
gateway will be automatically
deleted. You need to reconfigure
the default gateway when you plan
to use a wired network for
connection. It is recommended
that you use a wireless network.
In this way, you do not need to
remember the device IP address.

Register the Register the device with the Registering a Device
HiLens Kit console and check the device Using SSH
device. status on the console.
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1.2.9 What Do | Do If | Forgot the Password to the Huawei
HiLens Intelligent Edge System?

If you forget the password to the Huawei HiLens intelligent edge system, you may
choose to restore the HiLens Kit device to factory settings.

After the HilLens Kit device is restored to factory settings, use the default
username and password to log in to the Huawei HiLens intelligent edge system.

Restoring Factory Settings
Before restoring factory settings, ensure that the device is powered off.
There are two ways to restore factory settings:

e If the device does not automatically start after being connected to a power
supply, you need to:

Wear an ESD wrist strap.

Connect the 12 V DC power adapter to the power socket on the rear
panel of the Atlas 200 HiLens Kit.

c. Press and hold the RST button for 2 to 3 seconds. During this process,
press and then quickly release the power button. When the health
indicator on the panel turns to steady orange, the factory settings are
being restored. Release the RST button.

e If the device can automatically start after being connected to a power supply,
you need to:

a. Wear an ESD wrist strap.

b. Connect the 12 V DC power adapter to the power socket on the rear
panel of the Atlas 200 HiLens Kit.

c. Press the RST button to power on the device. When the health indicator
on the panel turns to steady orange, the factory settings are being
restored. Release the RST button.

1.3 Managing Devices

1.3.1 What Should | Do If the Device Is Offline for More Than
5 Minutes After a Firmware Upgrade?
Restart the device. The procedure is as follows:

1. Connecting a HiLens Kit Device to a PC Using a Network Cable
2. Connecting the Network Between Your PC and the HiLens Kit Device
3. Remotely Connecting to HiLens Kit Cameras Using SSH
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Connecting a HiLens Kit Device to a PC Using a Network Cable

Figure 1-25 and Table 1-7 show the ports on the rear panel of the HiLens Kit
device.

Figure 1-25 Ports on the rear panel

Table 1-7 Description of ports on the rear panel

Port Description

1 Power button

2 Power socket

3 Management network port

1. Connect a 12 V DC power adapter to the power socket on the rear panel of
the HilLens Kit device.

2. Press and hold the power button for 1 to 2 seconds to power on the HilLens
Kit device.

3. Connect one end of the network cable to the management network port of
the device and the other end to an Ethernet port of the PC.

Connecting the Network Between Your PC and the HilLens Kit Device

Set an IP address and a subnet mask or route for the PC so that the PC can
properly communicate with the device.

1. Click the network icon in the lower right corner of the PC and click
Network & Internet settings.

2. On the Network & Internet settings page, click Change adapter options to
enter the Network Connections page.

3. After the HiLens Kit device is connected to the PC using a network cable, a
connection icon * is displayed on the Network Connections page of the PC.
Right-click the connection (usually named Local Area Connection) and
choose Properties from the shortcut menu. The Local Area Connection
Properties dialog box is displayed.
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4. Double-click Internet Protocol Version 4 and select Use the following IP
address. Then, enter an IP address that is in the same network segment as
the device IP address and click the Subnet mask text box to automatically
generate a subnet mask. Click OK.

For details about the initial IP address of the device, see the Default Value of
Initial IP address of the management network port in HiLens Kit User
Guide > Default Credentials.

(10 NOTE

e You can connect to the HiLens Kit device from the PC using SSH only when the IP
address in Local Area Connection Properties > Internet Protocol Version 4
Properties is in the same network segment as the IP address of the HiLens Kit
device. The same network segment means that the first three octets of the local
connection IP address are the same as those of the device IP address. For example,
if the device IP address is 192.168.2.111, the IP address (in the same network
segment as the device IP address) configured in Local Area Connection Properties
> Internet Protocol Version 4 Properties can be 192.168.2.x, where xis an integer
from 2 to 255 with the exception of 111.

e If the device IP address has been changed, configure the IP address in Local Area
Connection Properties > Internet Protocol Version 4 Properties to an IP address
in the same network segment as the new device IP address. .

Figure 1-26 Modify network properties (6)
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Alternate DNS Server:

Remotely Connecting to HiLens Kit Cameras Using SSH
1. Use SSH to remotely connect to the HilLens Kit device.

a. Start PUTTY, click Session, enter the device IP address in the Host Name
(or IP address) text box, and enter the port number in the Port text box.
Assume that the device IP address is 192.168.2.111 and the port number
is 22. Figure 1-27 shows the page.
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Figure 1-27 Using PuTTY to log in to the HiLens Kit device

Category:
=8 S,assiu:un Basic options for your PuTTY session
Ten I_.c'glging Specify the destination you want to connect to
smin= Host Mame jor IP address) Port
- Keyboard =
- Bell | 152.168.2.111| 22
- Features Connection type:
= Windaow Baw Telnet Rlogin| @ S55H Serial
;'-‘-.ppea!ance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection
- Colours - e
Default Settings
—I- Connection |ﬂ|
- Data | Save |
- Proxy _
. Telnet | Delete |
- Rlogin
+- SSH
""" Serial Close window on exit:
Always Mever @ Only on clean exit
| About | | Help Cpen ] | Cancel
b. Click Open.

Log in to the device.
2. Use SSH to remotely connect to the device system.

After the admin@192.168.2.111's password prompt, enter the admin
password. For details about the preset password for the first login, see .

3. Use SSH to remotely log in to the developer CLI.

a. After the IES:/-> prompt, run the develop command.

b. After the Password prompt, enter the root password. For details about
the preset password for the first login, see .

Figure 1-28 Connecting to the device using SSH
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4. Use SSH to remotely modify the device time.

a. Run the following command to change the time zone to that of :
timedatectl set-timezone

b. Modify the device time. Assume that the current time is 19:19:19 on
October 17, 2019. Run the following commands:

date -s "2019-10-17 19:19:19"
hwclock -w

reboot

Restarts the device.

1.3.2 Do | Need to Upgrade Firmware in Sequence?

The firmware can be directly upgraded to the latest version. If a device is online
but the firmware upgrade and skill installation always fail, adjust the time zone
information.

Run the date command in the SSH window to check whether the time is
synchronized. If not, change the time.

1. Run the following command to change the time zone to that of :
timedatectl set-timezone

2. Modify the device time. Assume that the current time is 19:19:19 on October
17, 2019. Run the following commands:

date -s "2019-10-17 19:19:19"
hwclock -w
reboot

1.3.3 Why Does the Firmware Upgrade Fail When the Device
Is Online?

e Check the device network, and check whether the device is really online.

e Run the date command in the SSH window to check whether the time is
synchronized. If not, change the time.

a. Run the following command to change the time zone to that of :
timedatectl set-timezone

b. Modify the device time. Assume that the current time is 19:19:19 on
October 17, 2019. Run the following commands:

date -s "2019-10-17 19:19:19"
hwclock -w
reboot

1.3.4 What Should | Do If the System Displays a Message
Indicating That the Upgraded Version Must Be Later Than the
Current Version During Firmware Upgrade?

e Check the device network, and check whether the device is really online.
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Run the date command in the SSH window to check whether the time is
synchronized. If not, change the time.

a. Run the following command to change the time zone to that of :
timedatectl set-timezone

b. Modify the device time. Assume that the current time is 19:19:19 on
October 17, 2019. Run the following commands:

date -s "2019-10-17 19:19:19"
hwclock -w
reboot

1.3.5 What Can | Do If a Device Alarm Is Reported Indicating
That the Directory Space Is Full?

Log in to the HiLens Kit device using SSH and run the cat /run/all_active_alarm
df -h command to view alarms in the P2 (/dev/mmcblk0p2, that is, the root
directory).

You are advised to move the stored files to other partitions, such as the P8. Do not
store a large number of data files in the root directory.

1.4 Skill Development

1.4.1 What Are the Causes of Skill Creation Failures?

Skill creation failures are mainly caused by:

1.

3.

Incorrect skill parameter settings. For example, the skill name is invalid or the
entered OBS address does not exist.

Network delay or interruption. Ensure that the network is normal when you
create a skill.

The Huawei Cloud account is in arrears or frozen.

1.4.2 What Models Does Huawei HiLens Support?

The imported models can be in .om, .pb, or .caffemodel format. Only models
in .om format can run on HilLens Kit devices. If you import (convert) a model
in .pb or .caffemodel format, the Huawei HiLens platform will automatically

convert it into the .om format.

Check whether the uploaded model file is correct.

Before importing a custom model, upload it to OBS. A non-om model
package contains Caffe model files .caffemodel and .prototxt and
configuration file .cfg, or TensorFlow model file .pb and configuration
file .cfg.

Check whether the model to be imported or converted uses the TensorFlow or
Caffe operator boundaries supported by .om models.

Not all models can be successfully converted. Before importing and converting
a model, check whether it uses the TensorFlow and Caffe operator boundaries
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supported by .om models. For details, see Caffe Operator Boundaries and
TensorFlow Operator Boundaries.

Model Requirements

The models to be imported can be in .om, .pb, or .caffemodel format. Only
models in .om format can run on HilLens Kit devices. If you import a model in .pb
or .caffemodel format, the Huawei HilLens platform automatically converts it into
the .om format.

Not all models can be successfully converted. Before importing and converting a
model, check whether it uses the TensorFlow and Caffe operator boundaries
supported by .om models. For details, see Caffe Operator Boundaries and
TensorFlow Operator Boundaries.

If the model does not use the TensorFlow or Caffe operator boundaries supported
by .om models, select a model that uses such operator boundaries.

1.4.3 How Do | Upload Models to Huawei HiLens?

A skill can be abstractly understood as "algorithm model + logic code". The
algorithm model handles Al inference, and the logic code handles inference result
processing. Therefore, you need to import models to Huawei HiLens before
developing skills.

Model Requirements

Prerequisites

The models to be imported can be in .om, .pb, or .caffemodel format. Only
models in .om format can run on HilLens Kit devices. If you import a model in .pb
or .caffemodel format, the Huawei HilLens platform automatically converts it into
the .om format.

Not all models can be successfully converted. Before importing and converting a
model, check whether it uses the TensorFlow and Caffe operator boundaries
supported by .om models. For details, see Caffe Operator Boundaries and
TensorFlow Operator Boundaries.

You can train a model in ModelArts or locally.

e Importing a model trained locally

Before importing a custom model, upload it to OBS. A non-om model
package contains Caffe model files .caffemodel and .prototxt and
configuration file .cfg, or TensorFlow model file .pb and configuration
file .cfg.

For details about how to upload model files to OBS, see Object Storage
Service Getting Started. The directory to which the model files are uploaded
must meet certain specifications. For details, see Model Input Directory
Specifications.

Uploading files to OBS is charged. For details about the OBS pricing, see
Product Pricing Details.
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When uploading files to OBS, ensure that the OBS bucket and Huawei HiLens
are in the same region and the OBS folder name meets the following
requirements:

- Cannot contain special characters: \:*?"<>|
- Cannot start or end with a period (.) or slash (/).

- The absolute path of the folder can contain a maximum of 1,023
characters.

- Cannot contain two or more adjacent slashes (/).

Importing (Converting) a Model

1. Log in to the Huawei HiLens console. In the navigation pane, choose Skill
Development > Models. The Models page is displayed.
2. Click Import (Convert) Model in the upper right corner.

3. On the Import Model page, set parameters by referring to Table 1-8, confirm
the information, and click OK.

Figure 1-29 Importing a model

Import Model @ [ <Backio skils

Q
[n]}

Table 1-8 Parameters for importing a custom model

Parameter Description

Name Name of the model to be imported. A model name contains
2 to 24 characters. Only lowercase letters, digits, and
hyphens (-) are allowed. It must start with a lowercase
letter and end with a lowercase letter or digit.

Version Version of the model to be imported.

The value is in the number.number.number format, for
example, 2.1.3. Each number ranges from 0 to 999. When it
has two or more digits, it cannot start with 0.
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Description Description of the model to be imported. The value contains
1 to 100 characters. Special characters &!"'\<>= are not
allowed.
Model Select the source of the model to be imported. You can
Source choose Import From OBS or Import From ModelArts..

e Importing a model from OBS
Click Import From OBS, select the bucket and folder
where the custom model is stored on OBS, and click OK.

e Importing a model from ModelArts

1. Click Import From ModelArts and select a model
framework from the drop-down list on the right,
including TensorFlow, Caffe, and OM (obtained
from the conversion task).

After you import a TensorFlow or Caffe model, the
Huawei HiLens platform converts it into the .om
format and then imports it. The .om model is
obtained from the previous conversion task.

2. Select the model to be imported from the model list.
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Parameter

Description

Type

If you select a model (non-om model) whose format needs
to be converted for Model Source, you need to select a
model conversion template, which can be TF-FrozenGraph-
To-Ascend-HiLens, TF-SavedModel-To-Ascend-HiLens, TF-
FrozenGraph-To-Ascend, TF-SavedModel-To-Ascend or
Caffe to Ascend.

e TF-FrozenGraph-To-Ascend-HilLens
This template converts TensorFlow frozen_graph models
into those run on Ascend chips. If the firmware version of
your HilLens Kit system is 2.2.200.011, you are advised to
use this template for model conversion.

e TF-SavedModel-To-Ascend-HiLens
This template converts TensorFlow saved_model models
into those run on Ascend chips. If the firmware version of
your HilLens Kit system is 2.2.200.011, you are advised to
use this template for model conversion.

e TF-FrozenGraph-To-Ascend
This template converts TensorFlow frozen_graph models
into those run on Ascend chips. If the firmware version of
your HilLens Kit system is earlier than 2.2.200.011, you
are advised to use this template for model conversion.

e TF-SavedModel-To-Ascend
This template converts TensorFlow saved_model models
into those run on Ascend chips. If the firmware version of
your HilLens Kit system is earlier than 2.2.200.011, you
are advised to use this template for model conversion.

e Caffe to Ascend
Caffe models can be converted into models that can run
on Ascend chips.

e TF-FrozenGraph-To-Ascend-893
This template converts TensorFlow frozen_graph models
into those run on Ascend chips. If the firmware version of
your HilLens Kit system is earlier than 2.2.200.011, you
are advised to use this template for model conversion.

Import From

If you select a model (non-om model) that needs to be
converted in Model Source, this parameter is automatically
initialized based on the model source. The directory must
contain the model file and configuration file required for
conversion. For details about the input directory
specifications of model files, see Model Input Directory
Specifications.

Export To

If you select a model (non-om model) that needs to be

converted in Model Source, click = to select the OBS
directory to which the converted model is exported. Ensure
that no .om model exists in the directory. For details about
the output directory specifications, see Model Output
Directory Specifications.
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Parameter Description

Advanced Includes the Input Tensor Shape and out_nodes
Options parameters. For details, see Table 1-9.

Table 1-9 Advanced Options

Parameter

Description

Input Tensor Shape

If you select a model (non-OM model) whose format
needs to be converted for Model Source and the
conversion type is TF-FrozenGraph-To-Ascend-
HiLens or TF-SavedModel-To-Ascend-HilLens, you
must enter the tensor shape.

Input Tensor Shape indicates the shape of the input
data of the model. The input data format is NHWC,
for example, input_name:1,224,224,3. input_name
must be the node name in the network model before
model conversion. This parameter is mandatory
when the model has dynamic shape input. For
example, in input_name1:? ,h,w,c, the question
mark (?) indicates the batch size, that is, the number
of images processed at a time. It is used to convert
the original model with a dynamic shape into an
offline model with a fixed shape.

Use commas (,) to separate multiple inputs.

out_nodes

Specifies the output node, for example,
node_name1:0;node_name1:1;node_name?2:0.
node_name must be the node name in the network
model before model conversion. The digit after each
colon (:) indicates the sequence number of the
output. For example, node_name1:0 indicates the
Oth output of node_name1.

input_format

The default input data format is NHWC. If the actual
format is NCHW, you need to set this parameter to
NCHW.

net_format

Specifies the preferred data format for network
operators. Possible values are ND (N cannot be more
than 4) and 5D. This parameter only takes effect if
the input data of operators on the network supports
both ND and 5D formats. ND indicates that
operators in the model are converted into the NCHW
format. 5D indicates that operators in the model are
converted into the Huawei-developed 5D format. 5D
is the default value.
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fp16_high_prec Specifies whether to generate a high-precision FP16
Davinci model.

e The default value is 0, indicating that a common
FP16 Davinci model is generated, which has
better inference performance.

e The value 1 indicates that a high-precision FP16
Davinci model with better inference precision is
generated.

output_type FP32 is the default value and is recommended for
classification and detection networks. For image
super-resolution networks, UINT8 is recommended
for better inference performance.

After the model is imported, the Models page is displayed. You can view the
imported model in the list.

Viewing Details About a Model

1.

Log in to the Huawei HilLens console. In the navigation pane, choose Skill
Development > Models. The Models page is displayed.

You can view the Model Name, Version, Model Size, Import Time, Status,
Description, and Operation in the list. The model status can be Converting,
Conversion failed, Conversion succeeded, Import failed, and Import
succeeded.

Click Details in the Operation column of a model. The Model Details page is
displayed.

You can view the Basic Information and Log Information of the model, as
shown in Figure 1-30.

Table 1-9 describes the Basic Information parameters.

For the model that needs to be converted, you can enter keywords in the
upper right corner of the Log Information area to quickly locate key
information in a log.

Figure 1-30 Model details

Basic Information
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Reconverting a Model

If the imported model is not in the .om format and is in Conversion failed status,
you can modify the model parameters and convert it again.

You can view the model status on the Models page of the Huawei HiLens console.

1. Log in to the Huawei HiLens console. In the navigation pane, choose Skill
Development > Models. The Models page is displayed.

2. Click Details in the Operation column of a model. The Model Details page is
displayed.

You can view the Basic Information and Log Information of the model.

For the model that needs to be converted, you can enter keywords in the
upper right corner of the Log Information area to quickly locate key
information in a log.

3. On the Basic Information tab page, click ¥ to modify the Type, Advanced
Options, Import From, Export To, and Description parameters. After the
modification is complete, click v to save the modification. Table 1-9 describes
related parameters.

4. After modifying the model parameters, click Reconvert in the upper right
corner to convert the model again.

Deleting a Model

You can delete imported (converted) models based on service requirements.
Models in the Converting state cannot be deleted.

1. Log in to the Huawei HilLens console. In the navigation pane, choose Skill
Development > Models. The Models page is displayed.

2. Locate a model and click Delete in the Operation column to delete it. You
can also click Details in the Operation column and click Delete Model in the
upper right corner of the model details page to delete the model.

Figure 1-31 Deleting a model
Models
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1.4.4 Can One Skill Use Multiple Models? How Do | Add
Multiple Models When Developing a Skill?

Yes. One skill can use multiple models. You need to call the HiLens.Model APIs to
initialize each model. For details, see Developer Guide > Model Management
Module.

To add multiple models, perform the following steps:

e Select multiple models under Model when configuring the skill content. For
details, see Creating Skills > Setting the Skill Content.

e  When creating a skill, you need to pack multiple models and codes and
upload them to OBS before configuring the skill content. Select Upload from
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OBS for Code Entry Mode. For details, see Creating Skills > Setting the Skill
Content.

1.4.5 Why Does Skill Releasing Fail?

Possible causes are as follows:

Check whether the HiLens Framework firmware version has been upgraded to
1.0.7 or later. For details, see Huawei HiLens User Guide > Upgrading the
Hilens Kit System Firmware Version.

Your skill to be released has the same name as an existing skill in the skill
market. In this case, create another skill and ensure that its name is unique.
Then, release the skill.

Skills of the same version are repeatedly released. If the skill has been
released but its code needs to be modified, log in to the management
console, click Skill Development, locate the row containing the target skill,
click Edit in the Operation column, and change the version to a later version
under Basic Information. The release will succeed only when the new version
number is later than the last version number. Then, upload the new code.
When the skill is successfully modified, it can be released again.

1.4.6 Can Sockets Be Used During Skill Development?

Skills can write socket programs without special parameter settings. Check
whether a firewall exists.

1.4.7 How Do | Handle a Model Conversion Failure?

You can view the model conversion logs to locate the failure cause and rectify the
fault accordingly.

Viewing Model Conversion Logs: View the model conversion logs to locate
the failure cause.

Resolving Model Conversion Failures: Common causes and solutions for
model conversion failures.

Viewing Model Conversion Logs

1.

Log in to the Huawei HiLens console. In the navigation pane, choose Skill
Development > Models. The Models page is displayed.

If the model fails to convert, you can view that the model status is
Conversion failed.

Locate the failed model and click Details in the Operation column. The
Model Details page is displayed.

You can view the Basic Information and Log Information of the model, as
shown in Figure 1-32.

You can enter a keyword about the failed model in the search box of the Log
Information area to quickly locate the failure cause.
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Figure 1-32 Model details
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Resolving Model Conversion Failures

Solutions for common model conversion failures:

e Check whether the uploaded model file is correct.

Before importing a custom model, upload it to OBS. A non-om model
package contains Caffe model files .caffemodel and .prototxt and
configuration file .cfg, or TensorFlow model file .pb and configuration
file .cfg.

e Check whether the model to be imported or converted uses the TensorFlow or

Caffe operator boundaries supported by .om models.

Not all models can be successfully converted. Before importing and converting
a model, check whether it uses the TensorFlow and Caffe operator boundaries
supported by .om models. For details, see Caffe Operator Boundaries and

TensorFlow Operator Boundaries.
e Check whether the parameters are correctly set for model conversion.

For details about the parameters, see Importing (Converting) Models. The

parameters that may be incorrectly set are listed below.
- Input Tensor Shape

Mandatory. The shape of the input data, in the format of NHWC, for
example, input_name1,224,224,3. /nput_name must be a node name in
the network model before model conversion, which must be configured

when the model has dynamic shape input. For example, in

input_name1:?,h,w,c, the question mark (?) indicates the batch size, that
is, the number of images processed at a time. It is used to convert the
original model with a dynamic shape into an offline model with a fixed

shape.
Use commas to separate multiple inputs.
- Type
Select the correct model conversion type for the imported model.

®  TF-FrozenGraph-To-Ascend-HilLens

This template converts TensorFlow frozen_graph models into those

run on Ascend chips. If the firmware version of your HiLens Kit
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system is 2.2.200.011, you are advised to use this template for model
conversion.

®  TF-SavedModel-To-Ascend-HilLens

This template converts TensorFlow saved_model models into those
run on Ascend chips. If the firmware version of your HiLens Kit
system is 2.2.200.011, you are advised to use this template for model
conversion.

®"  TF-FrozenGraph-To-Ascend

This template converts TensorFlow frozen_graph models into those
run on Ascend chips. If the firmware version of your HiLens Kit
system is earlier than 2.2.200.011, you are advised to use this
template for model conversion.

®  TF-SavedModel-To-Ascend

This template converts TensorFlow saved_model models into those
run on Ascend chips. If the firmware version of your HiLens Kit
system is earlier than 2.2.200.011, you are advised to use this
template for model conversion.

= Caffe to Ascend
Caffe models can be converted into models that can run on Ascend
chips.

"  TF-FrozenGraph-To-Ascend-893

This template converts TensorFlow frozen_graph models into those
run on Ascend chips. If the firmware version of your HiLens Kit
system is earlier than 2.2.200.011, you are advised to use this
template for model conversion.

- Import From

For Ascend chip-supported models developed locally or developed in
ModelArts and converted on HilLens, set this parameter by referring to
Model Input Directory Specifications.

(1 NOTE

e The model input directory cannot contain multiple models.

e The directory must contain the model file. Other files are optional.
- Export To

For conversion tasks of models supported by Ascend chips, set this
parameter by referring to Model Output Directory Specifications.

1.4.8 To What Devices Does the HiLens Framework SDK
Apply?

The HiLens Framework SDK can be used for skill development on HiLens Kit
devices. You are not advised to use the HiLens Framework SDK on Atlas 500. For
details, see Huawei HiLens SDK Reference.
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1.4.9 How Do | Determine the Input Tensor Shape During
Model Conversion?

Mandatory. The shape of the input data, in the format of NHWC, for example,
input_name1,224,224,3. input_name must be a node name in the network model
before model conversion, which must be configured when the model has dynamic
shape input. For example, in input_name1:?,h,w,c, the question mark (?) indicates
the batch size, that is, the number of images processed at a time. It is used to
convert the original model with a dynamic shape into an offline model with a
fixed shape.

Use commas to separate multiple inputs.

When a pb model is converted to an om model, the input tensor shape is the
input node and shape of the pb model, for example, images:1,224,224,3.

1.4.10 Does Huawei HiLens Only Support Models Trained by
ModelArts?

No. Locally trained models are also supported.

Model Requirements

The models to be imported can be in .om, .pb, or .caffemodel format. Only
models in .om format can run on HilLens Kit devices. If you import a model in .pb
or .caffemodel format, the Huawei HilLens platform automatically converts it into
the .om format.

Not all models can be successfully converted. Before importing and converting a
model, check whether it uses the TensorFlow and Caffe operator boundaries
supported by .om models. For details, see Caffe Operator Boundaries and
TensorFlow Operator Boundaries.

Training Models on ModelArts

You can train your models on ModelArts and import them to Huawei HilLens.

(11 NOTE

e Models developed by ExeML of ModelArts cannot be imported to Huawei HilLens.

e Only the model files instead of models trained on ModelArts can be imported to
Huawei HiLens.

Training Models Locally

Before importing a custom model, you need to upload it to OBS. A non-om model
package contains Caffe model files .caffemodel and .prototxt and configuration
file .cfg, or TensorFlow model file .pb and configuration file .cfg.

For details about how to upload a model file to OBS, see Object Storage Service
> Getting Started. The directory to which the model files are uploaded must meet
certain specifications. For details, see Model Input Directory Specifications.

Fees will be incurred when you upload files to OBS. For details about OBS pricing,
see Product Pricing Details.
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When uploading files to OBS, ensure that the OBS bucket and Huawei HiLens are
in the same region and the OBS folder name meets the following requirements:

The folder name cannot contain the following special characters: \:*?"<>|
The folder name cannot start or end with a period (.) or slash (/).

The absolute path of the folder can contain a maximum of 1,023 characters.
The folder name cannot contain two or more adjacent slashes (/).

1.4.11 Can Skills Developed on Huawei HiLens Be Deployed on
Edge Servers That Use P4 GPUs?

The skills developed on Huawei HiLens cannot be deployed on edge servers that
use P4 GPUs. They can only be deployed on HilLens Kit devices.

1.5 Installing and Starting Skills

1.5.1 What Are the Possible Causes for Skill Installation

Failures?

Do the following to locate the failure cause:

Check whether the Huawei Cloud account is in arrears. Ensure that the
account is not in arrears before installing skills.

Check whether the network is connected. Run ping 8.8.8.8 and ping any
website, and check whether the destinations can be pinged.

Check whether the required skills are stored in the OBS bucket. If they are
not, check whether there are any permission restrictions on the OBS bucket.

If there are permission restrictions, you can remove the permission restrictions
or create an OBS bucket without permission restrictions and reinstall the
skills. For details about how to create an OBS bucket, see Creating a Bucket.

Check whether the time is synchronized.

Connect to the device over SSH and run the date command in the SSH CLI.
Check whether the time is synchronized. If it is not, change the time.

a. Run the following command to change the time zone to that of :
timedatectl set-timezone

b. Modify the device time. Assume that the current time is 19:19:19 on
October 17, 2019. Run the following commands:

date -s "2019-10-17 19:19:19"
hwclock -w
reboot

1.5.2 How Many Skills Can Run on a HiLens Kit Device

Concurrently?

Currently, you can run up to five skills on the same HilLens Kit device concurrently.
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1.5.3 Why Does a Skill Stop After Being Started?

View the failure cause on the console and rectify the fault accordingly.

Viewing the Failure Cause

In the skill list, you can view the failure cause of a skill.

Perform the following steps to view the failure cause:

1.

Log in to the Huawei HiLens Console, and choose Device Management >
Devices from the navigation pane.

Select your device and click Manage Skill.

On the Manage Skill tab page, view the skill list.

In the Status column, view the fault cause under Faulty.
You can also view device logs to further locate the fault.

Common Causes and Solutions

If a skill fails to start or stop, and the displayed cause is that the device is
offline but the console displays the online status, check whether the network
and power cables are connected properly.

If the error information shown in Figure 1-33 is displayed, check whether the
skill verification value is the same as that in the skill code. Ensure that they
are the same. The skill verification value refers to the value you configured for
Skill Code Value in the Basic Information area when creating a skill on the
Huawei HilLens console. It is used for skill verification to prevent fake skills. Its
value must be the same as that of the parameter of the initialization API
hilens.init in skill code.

Figure 1-33 Error message
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Figure 1-34 Skill verification code

Basic Information

Name skillo1

Application Scenario Pedestrian tracks hd

lcon

05 Platform () m Android i0s Lite0S Windows

Description (@

Figure 1-35 Skill code

hilens.init("test")
run()
hilens.terminate()

e Check whether the HiLens Framework firmware has been upgraded to version
1.0.7 or later..

e If error message No such file or directory is displayed, check the model path
on the HilLens Kit device.

1.5.4 Can a HiLens Kit Device Run Skills Offline?

Huawei HiLens cannot work offline entirely. After a skill is started on the Huawei
HiLens console, the license needs to be verified online before it can run. Once the
verification is complete, the skill can run offline until the license expires.
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1.5.5 What Can | Do If Skill A Is Successfully Started But Skill
B Fails to Be Started When the Two Skills Purchased from the
Skill Market Are Both Output by HDMI?

You cannot start two skills output by HDMI at the same time. To start skill B, stop
skill A first. Select a skill to start as required.

1.6 Purchasing Skills

1.6.1 Why Does Skill Purchasing Fail?

Possible causes are as follows:

e Parameters are set incorrectly.
Set parameters by referring to Purchasing Skills.

e The network is abnormal.

e You did not agree to the HilLens service disclaimer.
Withdraw your consent to the service disclaimer and approve the disclaimer
again.

a. Login to the Huawei HilLens console and click Service Statement in the
Helpful Links area.

Figure 1-36 Service statement

Helpful Links

Buy HiLens kit
I Semvice Statement |

b. In the dialog box that is displayed, click Withdraw Consent, then click
OK.
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C.

Figure 1-37 Withdrawing your consent to the HiLens service disclaimer

Huawei HiLens Service Disclaimer

By continuing to use the Huawei HiLens service (referred to as "the service” or "this service” herein),
you fully understand and agree to the terms of this Disclaimer.

1. Service content

1.1 This service offers a multi-modal Al development and application platform that leverages a
device-cloud synergy. It provides an easy-to-use development framework, an out-of-the-box development
environment, a rich Al skill market, and a cloud management platform, helping you develop and deliver
multi-modal Al applications to diverse end devices. The platform can also be used to manage the end
devices.

1.2 Before purchasing any billable products associated with this service, familiarize yourself with the
product functionality and match it to your own needs as well as the devices you are using. You are
advised to make well-informed purchasing decisions as your payments may not be refundable.

2. Data protection

2.1 Data collection

You shall authorize HUAWEI CLOUD ("us" herein) to collect and use some of your personal
information (including personal sensitive information) in order for us to provide you with the Huawei
HiLens service. This information includes the following:

1) Personal data (such as camera |P address, user name, and password) contained in the device or
camera configuration data that you upload to Huawei HiLens while using this service. When you install a
skill (model + logic code) onto your device, the camera configuration is delivered to your device, and the

skill needs to read this configuration to run oroperiv.

You agreed fo this disclaimer on Feb 01, 2021 09:50:48 GMT+08:00
Withdraw Consent

Log out of the current account and relog in to the HiLens console with
your account.

The Apply for Huawei HiLens Permissions page is displayed.
Select Huawei HiLens Service Disclaimer and click Approve.

Figure 1-38 Applying for HiLens permissions

Apply for Huawei HiLens Permissions

(©)

Huawei HiLens is an Al-enabled platform providing device-cloud synergy capabilities for common users, Al application developers,
and software and hardware vendors. It consists of Al inference cameras and a cloud development platform, placing skill development,
device deployment and management, data management, and skill market all on one portal, so that users can easily develop Al skills
and push them to computing devices.The following details the relationships between Huawei HiLens and related services. To use
Huawei HiLens properly, you need to grant related permissions to HiLens.

> ModelArts

cesses datasels and frains models, Huawel

> 0BS

Huawei HiLens u data and models, achi ure, highly-reliable, and low-c

Huawei Hilens Service Disclaimer

1.7 Managing Products
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1.7.1 When Can | Select 3516CV500 When Creating a Product?

When creating a product, if the chip model is 3518EV300, 3516EV200, or
3516EV300, you can select 3516CV500.

For details, see Creating Products.

1.7.2 Can | Directly Distribute Skills to HiSilicon Hi35xx Series
Chips?

e  Skills oriented to HiSilicon 35xx series chips are different from those for
HiLens Kit devices. You need to download the SDK of a specific skill by
clicking Download in the Operation column on the Skill Development >
Skills page of the console. For details, see "User Guide > Managing Orders".
After downloading the SDK, manually integrate it into a specific firmware
system. For details about how to use different skills, see the documents or
header files in specific SDKs. Generally, the SDKs provide demo programs for
reference.

e The function of automatically distributing skills to HiSilicon chips after
configuring it on the web page is still under development.

1.7.3 How Do | Use the SDKs of Multiple Skills on HiSilicon
Hi35xx Series Chips?

The SDKs of different skills are independent of each other and use different APIs.
You can integrate one or more skills as required. For details about the integration
method, you can create a service ticket for consulting.

1.8 Managing Data

1.8.1 Why Is There No HDMI Skill Data on the Data
Management Page?

To view the HDMI skill data, output it to a display through the HDMI port of the
device. The operations are as follows:

1. Use the HDMI video cable to connect the video output port (HDMI port) of
the HilLens device to a display.

2. In the navigation pane, choose Device Management > HiLens Kit. The device
list page is displayed.

3. Click Manage Skill of the registered device. The status of the deployed skill is
Stopped. Click Start in the Operation column and click OK to start the skill
on the device.

The skill status changes to Running after a short period of time, indicating
that the skill is running properly on the device. Then, you can view the skill
output data on the display.

Table 1-10 lists the statuses of deployed skills.
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Table 1-10 Skill deployment statuses

Status Description

Stopped | The skill stops running on the device.

Running | The skill is successfully installed on the device and is running.

1.8.2 How Do | Configure the Data Storage Location (OBS
Storage Path)?

Configuring the Data Storage Location (OBS Storage Path)

1. Log in to the Huawei HilLens console. In the navigation pane, choose Device
Management > Devices. In the device list, click the name of the device to be
managed to enter the device details page.

2. Click “ on the right of Data Storage Location. In the dialog box that is
displayed, select an OBS directory to store the video data of the current
device.

(10 NOTE

e Storing device data consumes storage resources of Huawei Cloud. Using OBS for
storage will incur fees. For detailed operations and specifications, see the Object
Storage Service Console Operation Guide.

e When a URL is used to access a bucket, the bucket name is a part of the URL.
According to DNS standards, a URL does not support uppercase letters and cannot
be used to access a bucket whose name contains uppercase letters. Therefore, a
bucket name can contain only lowercase letters, digits, hyphens (-), and periods (.).
It cannot contain two consecutive periods (.) or contain a period (.) and a hyphen
(-) adjacent to each other. For details about the naming rules, see Creating a
Bucket.

Figure 1-39 Configuring the data storage location
HiLens ore-c et k| [ viewtoo Jr—

a

1.8.3 Why Does HDMI Black Screen Occur or HDMI Output
Stop Working?

If multiple skills that generate output through HDMI are started, a black or frozen
screen occurs.

The skill output by HDMI supports only one channel of video, and one channel of
skill. Check whether multiple channels of video are ingested.

If multiple channels of video are ingested, specify only one channel of video to
output in the code. In addition, when switching the skill output by HDMI, stop the
running skill first, and then start another skill.

You can check device logs to further locate the cause.
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1.8.4 Can | Record the Images Captured by a HiLens Kit
Camera or the Skill Running Result for Storage?

Yes. You can use OpenCV VideoWriter. Note that the video must be in MJPG
format. The reference code is as follows:

camera = hilens.VideoCapture()

fps = 20

size = (1280, 720)

format = cv2.VideoWriter_fourcc('M',")','P','G")

writer = cv2.VideoWriter("output.avi", format, fps, size)

count=0
duration = 100 # Duration of the video
while True:

input_nv21 = camera.read()

input_bgr = cv2.cvtColor(input_nv21, cv2.COLOR_YUV2BGR_NV21)
writer.write(input_bgr)

if count >= fps * duration:
break
count += 1

writer.release()

1.8.5 Why Don't the Logs Contain Any Device Data?

Possible Causes

If the firmware version of the current device is 1.3.3 or later, you need to manually
collect logs.

Manually Collecting Logs

1.

Log in to the Huawei HiLens management console. In the navigation pane,
choose Data Management (Beta). The Data Management page is
displayed.

Click the device that failed to upload logs and click Save All Logs in the
upper right corner.

A dialog box for uploading logs is displayed.
Select the device logs you want to upload to OBS and click OK.
Wait for log collection.

(10 NOTE

The system will collect the device logs you selected. This typically takes 5 minutes.

After the log collection is complete, on the Data Management page, click the
device card to go to the corresponding folder and download the log file
package to the local PC to view the logs.

1.9 Algorithm Issues
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1.9.1 Why Is Error Code 17 Displayed During Model Inference?

Cause

The input data size is different from that required by the model. In this case, the
model.infer API returns an error code, that is, the number 17 of the INT format.

Solution

Check whether the actual input matches the required model input, for example,
the input format (YUV/RGB) and data type (float32/int8).

For the same image, the size of the YUV format is twice that of the RGB format.
To convert an RGB image to a YUV image, call the hilens.cvt_color API. For
details, see Converting the Image Color Format.

1.9.2 How Do | Use and Program the SDK or License of a Skill?

Huawei HilLens provides an SDK function library. You can integrate HilLens
functions into your system firmware to use skills and program them to chips or
modules together with the system or execution files. A license contains the
identity information for registration. You can obtain it from the Device
Management > Product Management page of the Huawei HiLens console.
Generally, the license is transferred to the skill initialization interface as an input
parameter. Before using a skill, you need to distribute the skill to a device group
on the Device Management > Product Management page and transfer the
group license for registration in the SDK.

1.9.3 Can a Huawei HiLens Skill Run on an Android or Arm
Platform?

No. HiLens skills cannot run on an Android or Arm platform.

1.9.4 What TensorFlow and Caffe Models Can Run on Huawei
HiLens?

Only .om models can run on Huawei HilLens. The Import (Convert) Model
function on the Huawei HiLens console can convert some TensorFlow and Caffe
models into .om models.

For details about the supported TensorFlow/Caffe operators, see TensorFlow
Operator Boundaries and Caffe Operator Boundaries. More operators are being
developed.

1.9.5 Does Huawei HiLens Support Self-Developed Operators?

You can develop operators based on the documentation of HiSilicon, but the
process is complex. Huawei HiLens does not provide technical support for operator
development. You are advised to use existing operators to develop skills.
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1.9.6 What Language Does the Huawei HiLens Development
Environment Support?
Skills can be developed using Python 3.7 and C++.

Huawei HiLens provides a development toolkit HiLens Framework, enabling you
to easily develop skills on the Huawei HiLens console.

e HiLens Framework (C++)
e HiLens Framework (Python)

1.9.7 Does HilLens Kit Provide an Interface that Converts a
Color Image to a Grayscale Image?

Currently, HiLens Kit does not provide such an interface. Only a color format
conversion interface is available. For details, see Converting the Image Color
Format.

1.9.8 How Do | Configure Python Dependencies for a Skill?

Background

e Firmware 1.1.2 and later allow you to configure Python dependencies for
skills. During skill development, you can configure Python dependencies for
the skill as required.

Before configuration, check whether the firmware version is 1.1.2 or later. If
the firmware is not updated, update it. For details, see Upgrading HiLens
Framework Firmware Version.

e During skill development, logic code can be stored in two modes: editing code
online and uploading code from OBS.

- If your code logic is simple, you are advised to compile the code online.

- If your code structure is complex, you are advised to develop the code in
a local integrated development environment (IDE) and upload it in .zip
or .tar.gz format from OBS. For details about how to use OBS to upload
files, see Object Storage Service Getting Started. Fees will be incurred
when you upload files to OBS. For details about OBS pricing, see Product
Pricing Details.

(11 NOTE

e Before uploading a file, ensure that the OBS bucket is in the same region as
your Huawei HiLens.

e If you upload code from OBS, compress all code files before uploading them.
The uploaded files must be in .zip or tar.gz format, and the main file must be
in the level-1 directory. As shown in the following example, the entry code
(main.py) is in the level-1 directory. Other code needs to be designed as
required. You can pack the model and code together to upload them.

e The file (for example, main.py) where the entry code is located is configured
through the Function Execution Entry parameter, which will be described
later.

The following is a code directory example:

skill/
|---main.py #Main file. The file name is the same as the value of parameter Code
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Configuration of the new skill.

|---depends/ #Optional, used to store the model file.

|---workspace/ #Workspace, used to store data generated by the skill.
|---data/ # Used to store runtime configurations.

Configuring Python Dependencies

Add the kitrequirements.txt file to the root directory of the skill logic code and
write Python dependencies to be installed to the file.

Figure 1-40 Adding the kitrequirements.txt file

Code Entry Mode Upload from OBS
Huawei Hilens provides a Hilens Framework that encapsulates underlying interfaces to implement common management functions, enabling you to
easily develop skills and build the Al ecosystem. For details about the guide and APIs, see the Huawel HiLens Developer Guide
=
i index.py = *
= kitrequirements.txt 1

(11 NOTE

The dependencies to be installed must be dependencies that can be successfully installed
on HilLens Kit devices by running the python3 -m pip command. Use spaces to separate
multiple dependencies.

1.10 Other

1.10.1 Why Does the Huawei HiLens Console Keep Reporting
404 Errors?

Check whether the network is normal, and then clear the browser cache and
refresh the page. Take Google Chrome as an example. Click the Chrome menu
icon (at the top right corner of Google Chrome), select More tools, and click
Clear browsing data. See Figure 1-41.
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Figure 1-41 Clearing the browser cache

=&
i » BE
Mew tab Curd+T
Mew window Cerl+ N
New incognito window  Ctrl+Shift+N
History E
Deownloads Ctri+)
Bookmarks »
Zoom - 100% +
Print... Ctrl+P
Cast...
Find, Cirl+F
Save page as.. Ctrl+5 | More tools M
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1.10.2 How Do | Assign Huawei HiLens Permissions to New
IAM Users?

If you want to assign different permissions to employees in your enterprise to
access Huawei HiLens resources you purchased on Huawei Cloud, Identity and
Access Management (IAM) is a good choice for fine-grained permissions

management. IAM provides identity authentication, permissions management,
and access control, helping you secure access to your Huawei Cloud resources.

With IAM, you can use your Huawei Cloud account to create IAM users for your
employees, and assign permissions to the users to control their access to specific
resources of various types. For example, some software developers in your
enterprise need to use Huawei HilLens resources but must not be allowed to delete
skills or perform any high-risk operations. To achieve this result, you can create
IAM users for the software developers and grant them only the permissions
required for using Huawei HilLens resources.

If your Huawei Cloud account does not need IAM users for permissions
management, you may skip over this chapter.

IAM is free of charge. You pay only for the resources in your account. For more
information about IAM, see IAM Service Overview.

Huawei HiLens Permissions

By default, new IAM users do not have any permissions assigned. To grant
permissions to a user, add the user to one or more groups and attach permissions,
policies or roles to these groups. The user then inherits permissions from the
groups it is a member of. This process is called authorization. After authorization,
the user can perform specified operations on Huawei HiLens based on the
permissions.

Huawei HilLens is a project-level service deployed and accessed in specific physical
regions. To assign HilLens permissions to a user group, specify the scope as region-
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specific projects and select projects for the permissions to take effect. If All
projects is selected, the permissions will take effect for the user group in all
region-specific projects. When accessing Huawei HilLens, the users need to switch
to a region where they have been authorized to use Huawei HilLens.

You can grant users permissions by using roles and policies.

e Roles: A type of coarse-grained authorization mechanism that defines
permissions related to user responsibilities. This mechanism provides only a
limited number of service-level roles for authorization. When using roles to
grant permissions, you must also assign other roles on which the permissions
depend. However, roles are not an ideal choice for fine-grained authorization
and secure access control.

e Policies: A type of fine-grained authorization mechanism that defines
permissions required to perform operations on specific cloud resources under
certain conditions. This mechanism allows for more flexible policy-based
authorization, meeting requirements for secure access control. For example,
you can grant ECS users only the permissions for managing a certain type of
ECSs. For the API actions supported by Huawei HiLens, see Permissions
Policies and Supported Actions in the Huawei HiLens User Guide.

Table 1-11 lists all the system-defined roles and policies supported by Huawei
HiLens.

Table 1-11 Huawei HiLens system policies

Policy Name Description Policy Type Dependency
HiLens Administrator System- When you log in to
FullAccess permissions for Huawei | defined policy | HilLens, the agency
HiLens. Users granted information is
these permissions can checked in IAM. You
operate and use all need to grant the
Huawei HilLens IAM
resources. ReadOnlyAccess

permission policy.
The permissions to
apply for the open
beta test (OBT), set
alarm reporting,
and set skill
messages depend
on the SMN
Administrator role.
To apply for the
OBT, and set alarm
receiving and skill
messages, you must
be granted the
SMN
Administrator role.
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Policy Name Description Policy Type Dependency
HiLens Operation permissions | System- When you log in to
CommonOper | for Huawei HiLens. defined policy | HiLens, the agency
ations Users granted these information is

permissions can checked in IAM. You
perform operations on need to grant the
Huawei HilLens, except IAM
deregistering devices ReadOnlyAccess
and suspending skills. permission policy.
The permissions to
apply for the open
beta test (OBT), set
alarm reporting,
and set skill
messages depend
on the SMN
Administrator role.
To apply for the
OBT, and set alarm
receiving and skill
messages, you must
be granted the
SMN
Administrator role.
HilLens Read-only permissions | System- When you log in to
ReadOnlyAcce | for Huawei Hilens. defined policy | HiLens, the agency
SS Users granted these information is
permissions can only checked in IAM. You
view Huawei HiLens need to grant the
data. IAM
ReadOnlyAccess
permission policy.

Table 1-12 lists the common operations supported by each system policy of
Huawei HiLens (Basic Edition). Please choose proper system policies according to

this table.
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Table 1-12 Common operations supported by each system-defined policy or role
of Huawei HilLens

Fun | Operation Huawei Huawei HiLens | Huawei HilLens
ctio HiLens CommonOperat | ReadOnlyAcces
nal FullAccess ions s
Mo
dul
e
Dev | Obtain the list of | v v v
ice | devices.
ma
nag Register a device. |V v X
€M | Obtain the list of | v v v
ent | skills installed on
a device.
Obtain the device |V v v
configuration
information.
Update the device | v X
configuration
information.
Update the device | v v X
information.
Upgrade device v v X
firmware.
Deregister a v X X
device.
Uninstall a v v X
specified skill on
a specified device.
Start a specified v v X
skill on a
specified device.
Update the v v X
configuration
information of a
specified skill on
a specified device.
Stop a specified v v X
skill on a
specified device.
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Fun | Operation Huawei Huawei HiLens | Huawei HilLens
ctio HiLens CommonOperat | ReadOnlyAcces
nal FullAccess ions s
Mo
dul
e

Obtain the v v v
configuration
information of a
specified skill on
a specified device.
Skil | Obtain the list v v v
l and details of
dev | developed skills.
elo )
pm | Create a skill. v v X
ent | Edit a developed | v X
skill.
Release a v v X
developed skill to
the skill market.
Deploy a v v X
developed skill to
a device.
Delete a v v X
developed skill.
Obtain the list v v v
and details of skill
models.
Obtain the list v v v
and details of
model conversion
jobs.
Import a skill to v v X
Huawei HilLens.
Create a model v v X
conversion job.
Obtain the list v v v
and details of skill
templates.
Download a skill | v v X
template.
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Fun | Operation Huawei Huawei HiLens | Huawei HilLens
ctio HiLens CommonOperat | ReadOnlyAcces
nal FullAccess ions S
Mo
dul
e
Add a skill v v X
template to
favorites.
Remove a skill v v X
template from
favorites.
Delete a skill v v X
model.

Skil | Obtain the skill v v v

l list of the skill

ma | market.

rket
Install a skill v v X
purchased from
the skill market.
Obtain the skill v v v
details in the skill
market.
Obtain the skill v v v
billing
information in the
skill market.
Create a skill v v X
order in the skill
market.
Obtain the skill v v v
order list in the
skill market.
Download a skill | v v X
from the skill
market.
Remove a v X X
released skill from
the catalog of the
skill market.
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Fun | Operation Huawei Huawei HiLens | Huawei HilLens
ctio HiLens CommonOperat | ReadOnlyAcces
nal FullAccess ions s
Mo
dul
e
Pro | Update the v v X
duc | product
t information.
ma
nag Obtain the list of |V v v
em | products.
ent | Create a product. | v X

Delete a product. | v v X
Distributes skill v v X
orders to

products.

Obtain the skill v v v
order list of a

product.

Update the skill v v X
order information

of a product.

Delete the skill v v X
order information

of a product.

Helpful Links

e |AM Service Overview
e Creating a User and Granting Permissions
e Permissions Policies and Supported Actions

1.10.3 Does Huawei HiLens Support 3D Object Recognition?

Built-in HiLens Kit devices do not support the depth information, but 3D objects in
2D images can be recognized by Huawei HilLens.

1.10.4 What Can | Do If the System Displays a Message
Indicating that the AK/SK Pair Is Unusable?

Issue Analysis

An AK and SK form a key pair required for accessing OBS. Each SK corresponds to
a specific AK, and each AK corresponds to a specific user. If the system displays a
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message indicating that the AK/SK pair is unavailable, it is possible that the
account is in arrears or the AK/SK pair is incorrect.

Solution

Use the current account to log in to the OBS console and check whether the
current account can access OBS.

- If the account can access OBS, rectify the fault by referring to 2.
- If the account cannot access OBS, rectify the fault by referring to 3.

If the account can access OBS, click the username in the upper right corner
and select My Credentials from the drop-down list. Then, follow the
instructions provided in Access Keys to check whether the AK/SK pair is
created using the current account.

- If the AK/SK pair is created using the current account, submit a service
ticket.

- If the AK/SK pair is not created using the current account, replace the
AK/SK with those of the current account by following the instructions
provided in Access Keys.

If the account cannot access OBS, check whether it is in arrears.

- If the account balance is insufficient, top up the account. For details, see
How Does a Common HUAWEI CLOUD Customer Top Up an Account?.

- If the account is not in arrears and the system displays a message
indicating that the resource reservation is overdue, submit a service
ticket to request OBS resources.

1.10.5 What Devices Does Huawei HiLens Support?

The Huawei HilLens platform supports devices powered by Ascend D310, HiSilicon
Hi35xx series chips, Atlas 800, and IVS1800/3800.

You can register, manage, and deregister Ascend D310 devices as HilLens Kit
devices and Atlas 500 Al edge stations. For details about how to register a HiLens
Kit device, see Registering HiLens Kit Devices.

Manufacturers can use the Huawei HiLens console to manage devices that run
HiSilicon Hi35xx series chips in batches and deploy Al capabilities onto them. For
details, see Managing Products.
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