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Solution Overview

Application Scenarios
This solution helps you create a highly available MongoDB replica set on Huawei
Cloud ECSs. MongoDB is an open-source NoSQL database, where key-value pairs

are stored as a document. Each MongoDB replica set contains primary and

secondary nodes so that the replica set can recover automatically once a fault
occurs.

Solution Architecture

This solution can help you quickly create a MongoDB replica set on Huawei Cloud
ECSs. The solution architecture is illustrated below.

Figure 1-1 Architecture

>

Huawei Cloud
Subnet

NAT Gateway Security group
AZ1 AZ2 AZ3
MongoDB MongoDB MongoDB
primary node secondary node secondary node

This solution will:

Issue 1.0.0 (2023-05-17) Copyright © Huawei Technologies Co., Ltd. 1



Solution

Quick Deployment for a High-Availability MongoDB

Database 1 Solution Overview
Create three ECSs. These ECSs will be used for deploying one primary node
and two secondary nodes for a MongoDB replica set at different AZs.

Create a public NAT gateway and configure SNAT rules so that database
nodes can access Internet unidirectionally, making O&M easy while ensuring
database access security.

Advantages
High availability
ECSs can be deployed across AZs, so a MongoDB replica set deployed on these
ECSs can work in primary/secondary mode to provide disaster recovery and
automatic fault recovery.

One-click deployment

You can create ECSs running MongoDB with just a few clicks.

Open source and customization

This solution is open-source and free for commercial use. You can also make
custom development based on source code.

Constraints

Before deploying this solution, you need to sign up with Huawei Cloud. Ensure
that your account balance is sufficient based on price estimates in Table 2-1.

It takes about 2 to 3 minutes to set up a MongoDB replica set. After the
replica set is deployed, you can verify this solution by referring to 3.3 Getting
Started.

Issue 1.0.0 (2023-05-17) Copyright © Huawei Technologies Co., Ltd. 2
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Resource and Cost Planning

This solution will deploy the resources listed in the following table. The costs are
only estimates and may differ from the final prices. For details, see pricing

details.

Table 2-1 Resource and cost planning (yearly/monthly)

Huawei Cloud
Service

Example Configuration

Estimated
Monthly Cost

(ECS)

Elastic Cloud Server

e Region: AP-Singapore
e Billing Mode: Yearly/Monthly

e Specifications: x86 | ECS |
s6.medium.2 | 1 vCPU | 2 GiB

e Image: CentOS 7.6 64bit
e System Disk: High 1/O | 40 GiB

e Data Disk: General Purpose SSD |
100 GiB

e Quantity: 3

$98.64 USD

Elastic IP (EIP)

e Region: AP-Singapore

e Billing Mode: Yearly/Monthly
e Routing Type: Dynamic BGP
e Billed By: Bandwidth

e Bandwidth: 5 Mbit/s

e EIP Quantity: 1

$57.00 USD

NAT Gateway

e Pay-per-use: $2.44 USD

$2.44 USD*30 =

e Region: AP-Singapore $73.2USD
e Billing Mode: Pay-per-use
e Specifications: Small
e Required Duration: 1 day
Total $228.84 USD

Issue 1.0.0 (2023-05-17)
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Table 2-2 Resource and cost planning (pay-per-use)

Huawei Cloud Example Configuration Estimated
Service Monthly Cost
Elastic Cloud Server | e Pay-per-use: $0.05 USD/hour $2.44 USD*30 =
(ECS) $73.2 USD

e Region: AP-Singapore
e Billing Mode: Pay-per-use

e Specifications: x86 | ECS |
s6.medium.2 | 1 vCPU | 2 GiB

e Image: CentOS 7.6 64bit
e System Disk: High I/O | 40 GiB

e Data Disk: General Purpose SSD |
100 GiB

e Quantity: 3

Elastic IP (EIP) e Pay-per-use: $0.13 USD $0.13 USD*24*30
e Region: AP-Singapore ~$93.6 USD
e Billing Mode: Pay-per-use

e Routing Type: Dynamic BGP
e Billed By: Bandwidth

e Bandwidth: 5 Mbit/s

e EIP Quantity: 1

NAT Gateway e Pay-per-use: $2.44 USD $2.44 USD*30 =
e Region: AP-Singapore $73.2 USD
e Billing Mode: Pay-per-use

e Specifications: Small

e Required Duration: 1 day

Total $274.8 USD
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Procedure

3.1 Preparations
3.2 Quick Deployment
3.3 Getting Started

3.4 Quick Uninstallation

3.1 Preparations

Creating the rf_admin_trust Agency

Step 1 Access the Huawei Cloud official website, log in to the console, move your mouse
over the account name, and choose Identity and Access Management.

Figure 3-1 Console page

% HuawI cLouD
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Figure 3-2 Identity and Access Management

@p Int-English

Information

Security Settings

My Credentials

dentity and Ac Management
Switch Role

Tag Management

Operation Log

Log Out

Step 2 Choose Agencies in the left navigation pane and search for the rf_admin_trust
agency.

Figure 3-3 Agency list

Agencies @

vvvvvvvv

e If the agency is found, skip the following steps.
e If the agency is not found, perform the following steps.
Step 3 Click Create Agency in the upper right corner of the page. On the displayed page,

enter rf_admin_trust for Agency Name, select Cloud service for Agency Type,
select RFS for Cloud Service, and click Next.

Issue 1.0.0 (2023-05-17) Copyright © Huawei Technologies Co., Ltd. 6
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Figure 3-4 Create Agency

Agencies | Create Agency

# Agency Mame rf_admin_frust

* Agency Type Account
Delegate another HUAWEI CLOUD account to perform operations on your resour

(®) Cloud service

[=]
[1+]
w

)elegate a cloud service to access your resources in other cloud services.

# Cloud Service RFS -
# Validity Period Unlimited -
Description
0/255
Next Cancel

Step 4 Search for Tenant Administrator and select it in the search results.

Figure 3-5 Select Policy
@ sekct PoicyRote 3) select Scope A

Al poiciesioes « | [ Ansenices | | Tenant Asmistrator x Q

Type

System-defined polcy

System-defined roe

Step 5 Select All resources and click OK.

Figure 3-6 Select Scope

< Authorize Agency

-:i:- Select Policy/Role e Select Scope 3 ) Finish

0 The follewing are recommended scopes for the permissions you selecied. Select the desired scope requiring minimum authorization.

Scope

(@) Allresources

ers will be able to use all resources, including those in enlerprise projecis, region-specific projects, and global services under your account based on assigned permissions

Show More

Step 6 Check that the rf_admin_trust agency is displayed in the agency list.

Issue 1.0.0 (2023-05-17) Copyright © Huawei Technologies Co., Ltd. 7



Solution

Quick Deployment for a High-Availability MongoDB

Database

3 Procedure

Figure 3-7 Agency list

Agencies.

--—-End

®

3.2 Quick Deployment

This section describes how to quickly deploy this solution.

Table 3-1 Parameter description

Created {=

Parameter

Type

Mandatory

Description

Default Value

vpc_name

String

Yes

Virtual Private
Cloud (VPC) name.
You can select a
template and
create a VPC with
the unique name.
The name can
include 1 to 52
characters and can
contain letters,
digits, underscores
(L), hyphens (-),
and periods (.).

deploy-a-
highly-

available-
mongodb

secgroup_name | String

Yes

Security group
name. A new
security group
needs to be
created. For details
about how to
configure a
security group
rule, see
(Optional)
Modifying
Security Group
Rules. The name
can include 1 to 64
characters and can
contain letters,
digits, underscores
(), hyphens (-),
and periods (.).

deploy-a-
highly-

available-
mongodb

Issue 1.0.0 (2023-05-17)
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ecs_name

String

Yes

Elastic Cloud
Server (ECS)
name, which must
be unique. It can
include 1 to 60
characters and can
contain letters,
digits, underscores
(L), hyphens (-),
and periods (.).

deploy-a-
highly-

available-
mongodb

ecs_flavor

String

Yes

ECS flavor. For
details, see A
Summary List of
x86 ECS
Specifications.

s6.medium.2

ecs_password String

Yes

ECS initial
password. After an
ECS is created, log
in to the ECS
console and
change the
password by
referring to
Resetting the
Password for
Logging In to an
ECS on the
Management
Console. The
password can
include 8 to 26
characters and
must contain at
least three of the
following
character types:
uppercase letters,
lowercase letters,
digits, and special
characters (!@$
%A-_=+[{}],./?).
The password
cannot contain any
username or the
username spelled
backwards. The
administrator
username is root.

Left blank

Issue 1.0.0 (2023-05-17)
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system_disk_siz
e

String

Yes

ECS system disk
size, in GiB. The
value ranges from
40 to 1024. The
system disk size
cannot be scaled
down.

40

data_disk_size

String

Yes

ECS data disk size,
in GiB. The value
ranges from 10 to
32768.

100

charging_mode

String

Yes

Billing mode. By
default, fees are
automatically
deducted. The
value can be
prePaid (yearly/
monthly) or
postPaid (pay-per-
use).

postPaid

charging_unit

String

Yes

Billing period unit.
This parameter is
mandatory when
the billing mode is
set to prePaid. The
value can be
month or year.
The default value
is month.

month

charging_perio

number

Yes

Billing period.
When
charging_unit is
set to year, the
value ranges from
1 to 3. When
charging_unit is
set to month, the
value ranges from
1to 9. This
parameter is
mandatory when
charging_mode is
set to prePaid.

Issue 1.0.0 (2023-05-17)
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eip_bandwidth | number | Yes Elastic IP (EIP) 5
_size bandwidth size, in
Mbit/s. This
template uses an
EIP billed by

bandwidth. The
value ranges from
1 to 2000.

mongodb_pass | String Yes Password of user Left blank
word root of the
MongoDB
database. After a
MongoDB
database is
created, you can
change its
password by
referring to
(Optional)
Changing the
Password of the
MongoDB
Database. The
password can
include 4 to 12
characters and can
contain at least
three of the
following
character types:
uppercase letters,
lowercase letters,
digits, and special
characters @%A-=

Step 1 Log in to Huawei Cloud Solution Best Practices, choose Quick Deployment for a
High-Availability MongoDB Database, and click Deploy.

Issue 1.0.0 (2023-05-17) Copyright © Huawei Technologies Co., Ltd. 11
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Figure 3-8 Selecting a solution

Solution Architecture

This solution can help you quickly create a MongoDB replica set on Huawei Cloud ECSs.

i Quick Deployment for a High-Availability
J MongoDB Database

Huawei Cloud e :; Version: 1.0.0
@ Last Updated: April 2023

AN = Built By: Huawei Cloud
Subnet \) L/I Time Required for Deployment: About 10 minutes
Time Required for Uninstallation: About 10 minutes

NAT Gateway Security group
Estimated Cost ¥
e az2 az3 View Source Code ~
Q Q Q View Deployment Guide
‘ Deploy ‘
MongoDB MongoDB
primary node secondary node secandary node

Step 2 On the Select Template page, click Next.

Figure 3-9 Select Template

@) conture

[ [

Step 3 On the Configure Parameters page, configure parameters by referring to Table
3-1 and click Next.

Issue 1.0.0 (2023-05-17) Copyright © Huawei Technologies Co., Ltd. 12
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Figure 3-10 Configure Parameters

(@) Confim Configurations

Configure Parameters

Q| 9 Encryptsome resaurces based onthe template requirements. ()

sting

wonsame [ evwrevowaaenam e | s .
- -
e er ez oo P . o w
- . st s T et s JR——— st o e
<
0 - U e
. o i O ——

Step 4 On the Configure Stack page, select the rf_admin_trust agency and click Next.

Figure 3-11 Configure Stack

7) selctTempste @ consgure Parameters @ conure stk (@) conim Contgurstions
Agency nuaweicioud v | [ i_admin_trust -lc
) ) ey on 1AM

Step 5 On the Confirm Configurations page, click Create Execution Plan.

Issue 1.0.0 (2023-05-17) Copyright © Huawei Technologies Co., Ltd. 13
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Figure 3-12 Confirm Configurations

< Create Stack
(@) select Template (@) Contgure Parameters 3 o Stach fons

@ Res s oo of charge 2 Cureny

Template Info

smosumt ans - S ——
[ ams oSt The s ot 1028 e ot toung o
© nber ecs nos fom i 024
- er oSt i 20 G T e rars o 0103270 q
charging_mode postPaid sting Billng mode. By defaut Tne valve can or ¢
‘charging_unit month string. Biling unit. The value can be month or year. The default value is month. This parameter s mandatory when charging_mode is set to prePaid ¢
JR—— : s vear crugg_ois st toyear: 103 [T —— .
Etmat - You can bt v st o ater g a suon s oo g roies [ ——

Step 6 In the displayed Create Execution Plan dialog box, enter an execution plan name
and click OK.

Figure 3-13 Create Execution Plan

Create Execution Plan

« Before deploying a stack, you can create an execution plan to preview the stack
information and check its configurations to evaluate the impact on running
resources.

« RFSis free of charge, but the resources in the stack are not. After the execuiion
plan is created, a stack (occupies the stack quota) for which no resource is
enabled is generated, and the estimated price is displayed in the execution plan

details.
# Execution Plan Name executionPlan_20230320_1053_z6ei [
i
Description
!
/255
i

Step 7 Wait until the status of the execution plan changes to Available and click Deploy
in the Operation column. In the displayed dialog box, click Execute.

Issue 1.0.0 (2023-05-17) Copyright © Huawei Technologies Co., Ltd. 14
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Figure 3-14 Execution plan created

< deploy-a-highly-available...

BasicInformation  Resources  Outputs  Evenis  Templaie Execution Plans

status Estimated Price ¢

View Detas

Figure 3-15 Confirming the execution plan

Execution Plan

Are you sure you want to execute the plan?
Execution Plan Name Status

executionPlan_20230320_105. . Available

Createa

2023/03120 10.58:41 GMT=08:00

Created

Delete Update Tomplate/Parameter

Description Operation

Deiete

2023/03/20 10:58:41 GMT+08...

' After the plan is executed, the stack is updated accordingly, and resources in the
template are enabled, which may incur fees based on resource payment

requirements.

Cancel

C

Step 8 Wait until the automatic deployment is complete and click the Events tab to view

details.

Figure 3-16 Resources created

Basicinformation  Resources  Outpuls  Evenls  Template Execution Plans

Time = Type ¥ Description

2023/04/11 16:05:00 GMT+0800 Log Aoy required

2023/04/11 16:04:44 GMT+0800 ‘Aoply completel Resources: 12 added, 0 changed. 0 destroyed.

hua

2023/04/11 16:04:44 GMT+08.00 Creation Complete -

2023/04/11 16.04:34 GMT+08.00 Greation I Progress huawelcloud_compute_instance primary: St creating... (1205 eiapsed)

2023/04/11 16,0424 GMT+08.00 Creation I Progress huawelcloud_compute_instance primary: St creating...(1m10s eiapsed]

2023/04/11 16.04:14 GMT+08.00 Creaton n Frogress huawelcloud_compute_instance primary. St creating... 1m0s elapsed]

2023004111 16.04:04 GMT+08:00 Creation n Frogress huaweicloud_compute_instance primary: S creating . [505 elapsed]

2023104111 16:03:54 GMT+08:00 Creation n Progress huaweicloud_compute_instance primary: S creating. 405 elapsed]

2023004111 16:03:44 GMT+08:00 Creation I Progress huaweicloud_compute_instance primary: S creating...[30s elapsed]

2023004111 16:03:34 GMT+0800 Creation I Progress huaweicloud_compute_instance primary: Sl creating... 205 elapsed]

o <) tomreoss <23 456 >

--—-End

Resource NameTType

ance primary: Creation complete after 1m30s [id=a5c60b14.2184-487b.3496 primary

£cs

primary
£cs

primary
£cs

primary
Ecs

primary
Ecs
primary
Ecs

primary
Ecs

primary
£cs

Resour.. v

Associated Resource ID

25C60014-2184-4370-8096-080532800 11
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3.3 Getting Started

(Optional) Modifying Security Group Rules

A security group is a collection of access control rules for cloud resources, such as
cloud servers, containers, and databases, to control inbound and outbound traffic.
Cloud resources associated with the same security group have the same security
requirements and are mutually trusted within a VPC.

You can modify the security group policy, for example, by adding, modifying, or
deleting a TCP port, as follows:

e Adding a security group rule: Add an inbound rule and enable a TCP port if
needed.

e Modifying a security group rule: Inappropriate security group settings can be
a serious security risk. You can modify security group rules to ensure the
network security of your ECSs.

e Deleting a security group rule: If the source or destination IP address of an
inbound or outbound security group rule changes, or a port does not need to
be enabled, you can delete the security group rule.

(Optional) Changing the Password of the MongoDB Database

Step 1 Log in to the Elastic Cloud Server (ECS) console, select the created ECS whose
suffix is primary, and click Remote Login to log in to the Linux ECS.

Figure 3-17 Logging in to the ECS console
o Sevr Elastic Cloud Server () © Feedvack @ Troubleshooting | ECSNews | 7 Quick Links

Step 2 On the ECS, enter the username and password and press Enter.

Issue 1.0.0 (2023-05-17) Copyright © Huawei Technologies Co., Ltd. 16
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Figure 3-18 Logging in to a Linux ECS

Send Remote Command | Englsh

Step 3 Run mongo -uroot -pPassword --authenticationDatabase "admin" to log in to
the database.

Figure 3-19 Logging in to the MongoDB database

Local Cursor | Sena cianoel | 1nput Commana:

Send Remote Commang | Englsn

64008

Step 4 Switch to the admin database, enter db.changeUserPassword("root"," new
password"), and press Enter. After the password is changed, enter exit to exit the

MongoDB database.

Issue 1.0.0 (2023-05-17) Copyright © Huawei Technologies Co., Ltd.
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Figure 3-20 Switching to the admin database and changing the password of user
root

Send Remote Command English
Password:
Welcome to Huawei Cloud Service

[root@deploy-a-highly-avai lable-mongodb-demo-primary ~ It
MongoDB shell version u5.8.7

comnecting to: mongodbi/,127.8.8.1:27817,7authSource=admindcompressors=disableddgssapiServiceName=mongodb
Implicit session: session € UIDC"87e57b9-boch-4354-841d-2F 478921 453€”) T

HongoDB server version: 5.8.7

larning: the "monga" shell has beem superseded by "mongosh”,

which delivers improved usability and compatibility.The “mongo” shell has been deprecated and will be removed in
an upcoming release.

For installation instructions, see

Tittps:srdocs . mongodb. commongodb-shell install,

Yelcome to the MongoDB shell.

TFor interactive help, type "help”.

TFor more comprehensive documentation, see
https ://docs .mongodb . com/

Questions? Try the MongoDB Developer Community Forums
https ://community. mongodb . com

The server gencrated these startup warnings uhen booting:
2

23-03-89T17:35: 15.385+88:88: Using the XFS filesystem is stromgly recommended with the WiredTiger storage engine. See
Thttp:/ dochub . mongodb .org /core/prodnotes—1 i lesystem
You are running this process as the root user, which is wot recommended
ssys/kernel/mm transparent_hugepage/enabled is ‘aluays’ . Ue suggest setting it to ‘mever
ssys/kernel/mm transparent_hugepage/defrag is ‘aluays’. We suggest setting it to ’never’
Soft rlimits for open file descriptors too low
currentUalue: 1624
2023-93-89T17 . recomendedMininun: 64808

Enable MongoDB’s free cloud-based monitoring service, which will then receive and display
metrics about your deployment (disk utilization, CPU, operation statistics, etc).

The monitoring data will be available on a MongoDB website with a unique URL accessible to you
and anyone you share the URL with. MongoDB may use this information to make product
improvements and to suggest MongoDB products and deployment options to you.

To enable free wonitoring, run the following command: db.enableFreeMonitoring()

To permanently disable this reminder, run the following command: db.disableFreeMonitoring()
CrystalTest :PRIMARY> use admin:| @
switched to db admin
CrystalTes IMARY> [db. changellserPassword ("root”

--—-End

Verifying the MongoDB Database

Step 1 On the Elastic Cloud Server (ECS) console, select the created ECS whose suffix is
primary, and click Remote Login to log in to the Linux ECS.

Figure 3-21 Logging in to the ECS console

Cloud Server Elastic Cloud Server () © Feed & Troubleshooting A ECS News & Quick Links Buy ECS
Console
My ECSs: CN North-Befing4 (53) | CN South-Guangzhou (19) | AP-Singapore (8) | CN North-Ulangabl (2) = CN-HongKong (2) | CN East-Shanghai2 (1) @
More ~ clelol 8=
& o8 Q
Name/lD Monitoring Security Yy Status 77 Speciications/l..  IPAddress  BilingMo.. 7 EnterpriseP... Tag Operation

E 5 1vCPUs | 4 GiB. 72180 Pay-per-use .
- s = e Runring CentOS 7.6 64bit 2160 Created on M. default e v
foploy-a-t o PUs | 4 GIB 72 16. Pay-per-use
bd94-5. @ Az R 9 7.6 64bit Created on M. default R 9
oy P & =] Az Running 172160 defautt N Remato Login | Moro ~

Step 2 Run mongo -uroot -p Password --authenticationDatabase "admin" to log in to
the MongoDB database. If the output contains PRIMARY, the MongoDB database
is deployed successfully.
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Figure 3-22 Database connection

Send Remote Command Engish

i lable-mongodb- 81691 b1
4-fs (Wdb1): mounted w cret . 0) ull)

uthent icationDataba:

ceName=mongodb
removed in

ne to the MongoDB sh
p, type

artup warn
88:60

care,/prodne
5:16..286.+68 :60
8g:

t your deplo

g data will be available on o te with a
and anyone you share the URL with. MongoDB e inforr
improvenents and to t MongoDB produ ent option:

To enabl e monitoring, e following command n
To perma y ble this der, run the following comma R eFreetonitoring()

CrystalTest P}

--—-End

3.4 Quick Uninstallation

Step 1 Click Delete in the row where the solution stack is.

Figure 3-23 Uninstalling the solution

RFS Stacks @
Dasnboare deploy-2-highty

Stack Name stats 7 Description Created = Updated =

20 11:15.06 GHT+08.00

Step 2 Enter Delete and click OK.

Local Cursor

B Us:

cuee I

Operation
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Figure 3-24 Confirming the uninstallation

Delete Stack

Are you sure you want to delete the stack and resources in the stack? Stack and resources cannot
he restored after being deleted. Exercise caution when performing this operation.

Stack Name Status Created

deploy-a-highly-available-mo... Deployment ... 2023/03/20 11:15:06 GMT+08:00

Enter Delete to delete the stack and resources.

Delete

--—-End
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Appendix

Terms

Elastic Cloud Server (ECS): ECS provides secure, scalable, on-demand
compute resources, enabling you to flexibly deploy applications and
workloads.

Elastic IP (EIP): EIP provides static public IP addresses and scalable
bandwidths that enable your cloud resources to communicate with the
Internet. You can easily bind an EIP to an ECS, BMS, virtual IP address, NAT
gateway, or load balancer, enabling immediate Internet access.

NAT Gateway: Public NAT gateways translate private IP addresses into EIPs,
and are used by cloud servers in a VPC for secure, cost-effective Internet
access. Private NAT gateways translate between private IP addresses, and are
used between VPCs or your VPC and on-premises data center to keep legacy
networks running after cloud migration.
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Change History

Table 5-1 Change history

Released On Description

2023-04-30 This issue is the first official release.
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