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Introduction to MRS Application
Development

MRS is a unified platform for enterprise-level big data storage, query, and analysis.
It helps enterprises quickly build massive data processing systems and discover
new value points and business opportunities by analyzing and mining massive
data.

MRS provides sample programs for common service scenarios of each component.
Developers can develop and compile data applications based on the sample
projects. The JAR packages on which the sample projects depend can be
downloaded from the HUAWEI CLOUD open-source image site. The JAR packages
of other communities can be downloaded from the Maven public repository.

Developer Capability Requirements
e  You have a certain understanding of the components in the big data domain.

e  You are familiar with how to use the ECS and the MRS development
components.

e You have a certain understanding of the Maven build mode and usage
methods.

e You already have some knowledge of the Java syntax.

MRS Application Development Process

The following figure shows the MRS component application development process.
For details about the development and compilation operations of each component
application, see the corresponding chapter in the component development guide.
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Figure 1-1 MRS Application Development Process

Start

l

Prepare the development
environment.

Prepare the configuration file
for connecting to the cluster.

Configure and import sample
projects.

Configure security
authentication.

Write program code for a
service scenario.

Compile and run the
program.

End

Table 1-1 MRS Application Development Process

stage Description

Preparing the Before developing applications, prepare the development
Development environment. The Intelli) IDEA tool is recommended. In
Environment addition, you need to configure the JDK and Maven locally.
Preparing the During application development or running, you need to
Configuration connect to the MRS cluster through the cluster configuration
File for file. The configuration file contains user files used for security
Connecting to authentication. You can obtain related content from the

the Cluster created MRS cluster.

Nodes used for program commissioning or running must be
able to communicate with nodes in the MRS cluster.

Configuring MRS provides multiple sample programs for different

and Importing | component scenarios. You can obtain sample projects and
a Sample import them to the local development environment for
Project program learning.
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stage Description
Configuring When connecting to the MRS cluster with Kerberos
Security authentication enabled, configure the user with the related

Authentication

resource access permission in the application for security
authentication.

Develop
programs based
on business
scenarios.

Develop programs based on the actual service scenario and
invoke component interfaces to implement corresponding
functions.

Compiling and
Running the
Program

Compile and run the developed program. You can debug and
run the program in the local Windows development
environment or compile the program into a JAR package and
submit it to the Linux node for running.
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Obtaining the MRS Application
Development Sample Project

Process for Building an MRS Sample Project
The MRS sample project construction process consists of the following steps:
1. Download the Maven project source code and configuration file of the sample

project. For details, see.Obtaining the MRS Sample Project.

2. For details about how to configure the Maven image repository of the SDK in
Huawei image site, see.Configuring Huawei Open Source Image
Repository.

3. This section describes how to build a complete Maven project and compile
and develop it based on user requirements.
Obtaining the MRS Sample Project

You can download the MRS sample project fromhttps://github.com/
huaweicloud/huaweicloud-mrs-example.

Switch the branch to the version branch matching the MRS cluster. , for
example, mrs-3.2.0.1, download the package to the local host and decompress it
to obtain the sample code project corresponding to each component.

Figure 2-1 Downloading MRS Sample Project Code

¥ mrs- ¥ 13 branches 0 tags Go to file Code ~
Local Codespaces
This branch is 3 commits ahead, 2 commits behind master.
[ Clone @
renshuojian MRS HTTPS  GitHub CLI
src MRS https://github. com/huaweicloud/huaweicloud-mr | (CJ
[) READMEmd creat: Use Git or checkout with SVN using the web URL

CY Open with GitHub Desktop

[} Download ZIP

MRS example coc.-

README.md
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You can download the sample project corresponding to the MRS LTS version from
the following website:

e MRS 3.2.0-LTS.1: https://github.com/huaweicloud/huaweicloud-mrs-
example/tree/mrs-3.2.0.1

e MRS 3.1.2-LTS.3: https://github.com/huaweicloud/huaweicloud-mrs-
example/tree/mrs-3.1.2

You can download the sample project of the common MRS version from the
following website:

e MRS 3.0.2: https://github.com/huaweicloud/huaweicloud-mrs-example/
tree/mrs-3.0.2

e MRS 3.1.0: https://github.com/huaweicloud/huaweicloud-mrs-example/
tree/mrs-3.1.0

e MRS 3.1.5: https://github.com/huaweicloud/huaweicloud-mrs-example/
tree/mrs-3.1.5

e MRS 2.1.x: https://github.com/huaweicloud/huaweicloud-mrs-example/
tree/mrs-2.1

e MRS 1.9.x: https://github.com/huaweicloud/huaweicloud-mrs-example/
tree/mrs-1.9

e MRS 1.8.x: https://github.com/huaweicloud/huaweicloud-mrs-example/
tree/mrs-1.8

Configuring Huawei Open Source Image Repository

Huawei provides Huawei Mirrors for you to download all dependency JAR files of
sample projects. However, you need to download the rest dependency open-source
JAR files from the Maven central repository or other custom repository address.

(11 NOTE

Before using the development tool to download the dependent JAR package in the local
environment, ensure that the following information is available:

e The local network is normal.

Uses a browser and visit Huawei Mirrors to check whether the website can be accessed.
If the access is abnormal, connect the local network.

e The proxy is disabled for the development tool.

Take the Intelli) IDEA development tool of version 2020.2 as an example. Choose File >
Settings > Appearance & Behavior > System Settings > HTTP Proxy, select No proxy,
and click OK to save the configuration.

The configuration method of an open source image is as follows:
Step 1 Ensure that JDK 1.8 or later and Maven 3.0 or later have been installed.

Step 2 Download the settings.xml file provided by Huawei Mirrors, and overwrite the
<Maven installation directory>[conf/settings.xml file with the downloaded file.

If the file cannot be downloaded, search for HuaweiCloud SDK at Huawei
Mirrors, click HuaweiCloud SDK, and perform operations as prompted.

Step 3 If you do not want to overwrite the Maven configuration file, you can manually
modify the settings.xml configuration file or the pom.xml file of the component
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sample project to configure the mirror repository address. The configuration
methods are as follows:

Configuration method 1

Add the following open source mirror repository address to mirrors in the
settings.xml configuration file.
<mirror>

<id>repo2</id>

<mirrorOf>central</mirrorOf>

<url>https://repo1.maven.org/maven2/</url>
</mirror>

Add the following mirror repository address to profiles in the settings.xml
configuration file.
<profile>
<id>huaweicloudsdk</id>
<repositories>
<repository>
<id>huaweicloudsdk</id>
<url>https://repo.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases><enabled>true</enabled></releases>
<snapshots><enabled>true</enabled></snapshots>
</repository>
</repositories>
</profile>

Add the following mirror repository address to the activeProfiles node in the
settings.xml file.
<activeProfile>huaweicloudsdk</activeProfile>

(1] NOTE

- Huawei Mirrors does not provide third-party open source JAR files. After
configuring Huawei open source mirrors, you need to separately configure third-
party Maven mirror repository address.

- When using the Intelli) IDEA development tool, you can choose File > Settings >
Build, Execution, Deployment > Build Tools > Maven to view the directory where
the settings.xml file is stored.

B settings X
Build, Execution, Deployment  Build Tools » Maven For current project
Appearance & Behavior [J Work offline
Keymap [J Use plugin registry
Editor Execute goals recursively
Plugins [ Print exception stack traces
Version Control [J Always update snapshots
Build, Execution, Deployment Update indices on project open
Build Tools Qutput level: Info
hecka iy No il Pl
Gradle Multiproject build fail policy: | Default
Gant
Plugin update policy: Default ~ | ignored by Maven 3+
Compiler
Bl Thread count: -T option
Remote Jar Repasitories Maven home directory: D:/Program/MAVEN/apache-maven-3.5.3
Beslsrar: (Version: 3.5.3)
Arquillian Containers User settings file: | D:\Program\MAVEN\apache-maven-3.5.3\confi\settings.xml Override
Application Servers Local repository: Di\repo [ Override
Clouds
Coverage
Deployment

Docker
Gradle-Android Compiler
Java Profiler

Required Plugins

Configuration method 2

Add the following mirror repository address directly to the pom.xml file in the
secondary development sample project.
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<repositories>

<repository>
<id>huaweicloudsdk</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases><enabled>true</enabled></releases>
<snapshots><enabled>true</enabled></snapshots>

</repository>

<repository>
<id>central</id>
<name>Maven Central</name>
<url>https://repo1.maven.org/maven2/</url>
</repository>

</repositories>

Step 4 Configure the default Maven encoding and JDK. Add the following information to
the profiles node in the settings.xml configuration file:

<profile>

<id>JDK1.8</id>

<activation>

<activeByDefault>true</activeByDefault>

<jdk>1.8</jdk>

</activation>

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<maven.compiler.encoding>UTF-8</maven.compiler.encoding>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<maven.compiler.compilerVersion>1.8</maven.compiler.compilerVersion>
</properties>

</profile>

--—-End

Sample projects for MRS components
The MRS sample code library provides sample projects for basic functions of each

component. For details about the sample projects provided by each component in
the current version, see.Table 2-1.

Table 2-1 Sample projects of each component

Comp | Sample Project Location Description

onent

ClickH | clickhouse-examples Java program that creates and

ouse deletes ClickHouse data tables, and
inserts and queries data in MRS
clusters

This program establishes server
connections, creates databases and
data tables, inserts data, queries
data, and deletes data tables.

ClickHouse)DBC-Transaction- Example code for ClickHouse
JavaExample transactions, which is available for
MRS 3.3.0 and later versions.
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Comp
onent

Sample Project Location

Description

Doris

doris-examples/doris-jdbc-
example

Application development example
for Doris data reads/writes, which is
available for MRS 3.3.0 and later
versions

This example calls Doris APIs to
create user tables, insert data,
query data, and delete tables.

Flink

If Kerberos
authenticat
ion is
enabled for
the cluster,
the sample
project
directory is
flink-
examples/
flink-
examples-
security.

If Kerberos
authenticat
ion is
disabled for
the cluster,
the sample
project
directory is
flink-
examples/
flink-
examples-
normal.

FlinkCheckpoint
JavaExample

FlinkCheckpoint
ScalaExample

Java/Scala program for Flink
asynchronous checkpointing

In this project, the program uses
custom operators to continuously
generate data. The generated data
is a quadruple of long, string, string,
and integer values. The program
collects statistic results and displays
them on the terminal. A checkpoint
is triggered every other 6 seconds
and the checkpoint result is stored
in HDFS.

FlinkHBaseJava
Example

Java sample program that calls
Flink APIs in a job to read and write
HBase data.

This is only supported by MRS 3.2.0
and later versions.

FlinkKafkaJavaE
xample

FlinkKafkaScala
Example

Java/Scala program that uses a
Flink job to produce and consume
data from Kafka.

In this project, assume that a Flink
service receives one message per
second. The Producer application
sends data to Kafka, the Consumer
application receives data from
Kafka, and the program processes
and prints the data.

FlinkPipelinela-
vaExample

FlinkPipelineSca
laExample

Java/Scala program for Flink job
pipeline

In this example, a publisher job
generates 10,000 data records per
second, and the other two jobs
subscribe to the data, respectively.
After receiving the data, the
subscriber jobs convert data
formats, sample the data, and
output the samples.
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Comp
onent

Sample Project Location

Description

FlinkSqUavaExa
mple

SQL job submission through Jar jobs
on the client

FlinkStreamJav
aExample

FlinkStreamScal
aExample

Java/Scale program for constructing
DataStream with Flink

This program analyzes user log data
based on service requirements,
reads text data, generates
DataStreams, filters data that
meets specified conditions, and
obtains results.

FlinkStreamSql
oinExample

Flink SQL Join program

This program calls APIs of the flink-
connector-kafka module to produce
and consume data. It generates
Table1 and Table2, uses Flink SQL
to perform joint query on the
tables, and displays results.

FlinkRESTAPlJav
aExample

Java program that calls FlinkServer
restful APIs to create tenants

flink-examples/flink-sqgl

Sample program that uses Flink Jar
to submit a SQL job

flink-
examples/
pyflink-

pyflink-kafka

Python program that submits a
regular job to read and write Kafka
data

example
P pyflink-sqgl

Python program that submits a SQL
job

HBase

hbase-
examples

hbase-example

Application development example
for HBase reads/writes and global
secondary indexes. HBase APIs can
be called to:

e Create user tables, import user
data, add and query user
information, and create
secondary indexes for user
tables.

e In MRS 3.3.0 and later versions,
create and delete global
secondary indexes, modify the
status of global secondary
indexes, and query global
secondary indexes.

Issue 05 (2024-12-10)
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Comp
onent

Sample Project Location

Description

hbase-rest-
example

A development example for using
HBase REST interfaces.

This program uses REST APIs to
query HBase cluster information,
obtain tables, use NameSpaces, and
manipulate tables.

hbase-thrift-
example

A development example for
accessing HBase ThriftServer.

This program accesses ThriftServer
to manipulate tables, and write
data to and read data from tables.

hbase-zk-
example

A development example for HBase
to access ZooKeeper.

You can use the same client process
to access MRS ZooKeeper and third-
party ZooKeeper at the same time.
The HBase client accesses MRS
ZooKeeper, and the customer
application accesses third-party
ZooKeeper.

HDFS

e If Kerberos authentication is
enabled for the cluster, the
sample project directory is
hdfs-example-security.

e |f Kerberos authentication is
disabled for the cluster, the
sample project directory is
hdfs-example-normal.

Java program for HDFS file
operations.

This program creates HDFS folders,
writs files, appends file content,
reads files, and deletes files or
folders.

hdfs-c-example

A C language development example
for using HDFS.

This program connects the HDFS
file system and implements file
operation functions, such as
creating, reading, writing,
appending, and deleting files.

Issue 05 (2024-12-10)
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Comp | Sample Project Location Description
onent

HetuE | e If Kerberos authentication is | Java/Python program for
ngine enabled for the cluster, the connecting to HetuEngine in
sample project directory is different ways
hetu-examples/hetu-

. In this example project, you can use
examples-security.

the username and password to
e |f Kerberos authentication is | connect to HetuEngine through

disabled for the cluster, the ZooKeeper or HSBroker, or use the
sample project directory is KeyTab authentication file to
hetu-examples/hetu- connect to HetuEngine, and send
examples-normal. SQL statements to HetuEngine to
add, delete, modify, and query Hive
data.
Hive hive-examples | hive-jdbc- Java program for Hive JDBC to
example process data
hive-jdbc- In this projecF, JDBC APIs are used
example- to connect Hive and perform data
multizk operations. You can use JDBC APIs
to create tables, load data, and
query data. You can access
Fusionlnsight ZooKeeper and third-
party ZooKeeper in the same client
process at the same time.
hcatalog- Java program for Hive HCatalog to
example process data
HCatalog APIs are used to define
and query MRS Hive metadata with
Hive CLI.
python- Python program to connect to Hive
examples and execute SQL examples.
This program uses Python to
connect Hive and submits data
analysis tasks.
python3- Python 3 program to connect Hive
examples and execute SQL statements.
This program uses Python 3 to
connect Hive and submits data
analysis tasks.
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Comp | Sample Project Location Description
onent
loTDB | iotdb- iotdb-flink- Program for using Flink to access
examples example IoTDB data, including

FlinkloTDBSink and
FlinkloTDBSource data.

FlinkloTDBSink can use Flink jobs to
write time series data to 10TDB.
FlinkloTDBSource reads time series
data from loTDB through Flink jobs
and prints the data.

iotdb-jdbc- Java sample program for l1oTDB
example JDBC to process data.

This program demonstrates how to
use JDBC APIs to connect |oTDB,
and executes l1oTDB SQL

statements.
iotdb-kafka- Sample program for accessing
example loTDB data through Kafka.

This program demonstrates how to
send time series data to Kafka and
then use multiple threads to write

the data to IoTDB.

iotdb-session- Java sample program for l1oTDB
example Session to process data.

This program demonstrates how to
use Session to connect loTDB, and
executes loTDB SQL statements.

iotdb-udf- This program demonstrates how to
exmaple implement a simple 10TDB user-
defined function (UDF).

Kafka | kafka-examples Java program for processing Kafka
streaming data

The program is developed based on
Kafka Streams to count words in
each message by reading messages
in the input topic and to output the
result in key-value pairs by
consuming data in the output topic.

Mana | manager-examples Program for calling Fusionlnsight
ger Manager APIs

This program calls Manager APIs to
create, modify, and delete cluster
users.
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authenticat
ion is
disabled for
the cluster,
the sample
project
directory is
oozie-
examples/
oozienorm
al-
examples.

Comp | Sample Project Location Description
onent
MapR | e If Kerberos authentication is | Java program for submitting
educe enabled for the cluster, the MapReduce jobs
sample project directory is This program runs a MapReduce
mapreduce-example- statistics data job to analyze and
security. process data and output data
e |f Kerberos authentication is required by users.
disabled for the cluster, the It illustrates how to write
sample project directory is MapReduce jobs to access multiple
mapreduce-example- service components in HDFS,
normal. HBase, and Hive, helping you to
develop for key operations such as
authentication and configuration
loading.
Oozie | e If Kerberos | OozieMapRedu | Program for submitting MapReduce
authenticat | ceExample jobs with Oozie.
1on Is This program demonstrates how to
enabled for use Java APIs to submit MapReduce
the cluster, jobs, query job status, and perform
the'sample offline analysis on website log files.
project
directory is | OozieSparkHBa | Program for using Oozie to
oozie- seExample schedule Spark jobs to access
examples/ HBase.
ooziesecuri
ty- OozieSparkHive | Program for using Oozie to
examples. Example schedule Spark jobs to access Hive.
e |f Kerberos
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Comp
onent

Sample Project Location

Description

Spark

If Kerberos
authenticat
ion is
enabled for
the cluster,
the sample
project
directory is
spark-
examples/
sparksecur
ity-
examples.
If Kerberos
authenticat
ion is
disabled for
the cluster,
the sample
project
directory is
spark-
examples/
sparknorm
al-
examples.

SparkHbasetoC | Java program for Spark to

arbonJavaExam | synchronize HBase data to

ple CarbonData.
In this project, the program writes
data to HBase in real time for point
queries. Data is synchronized to
CarbonData tables in batches at a
specified interval for analytical
queries.

SparkHbasetoH | Java/Scala/Python program that

baseJavaExamp | uses Spark to read data from and

le then write data to HBase

SparkHbasetoH The program uses Spark jobs to

basePythonExa analyze and summarize data of two

mple HBase tables.

SparkHbasetoH

baseScalaExam
ple

SparkHivetoHb
aseJavaExampl
e

SparkHivetoHb
asePythonExam
ple

SparkHivetoHb

Java/Scala/Python program that
uses Spark to read data from Hive
and then write data to HBase

The program uses Spark jobs to
analyze and summarize data of a
Hive table and write result to an
HBase table.

aseScalaExampl
e
SparklavaExam | Java/Python/Scala/R program of
ple Spark Core tasks

The program reads text data from
SparkPythonE
alirf"l ythonEx HDFS and then calculates and

ple

analyzes the data.
SparkScalaExa | sparkRExample is only available for
mple clusters with Kerberos
SparkRExample authentication enabled.
SparkLauncher) | Java/Scala program that uses Spark
avaExample Launcher to submit jobs
sparkLaunchers The program uses the
calaExample org.apache.spark.launcher.SparkL

auncher class through Java/Scala
commands to submit Spark jobs.
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Sample Project

Comp
onent

Sample Project Location

Description

SparkOnHbase)
avakExample

SparkOnHbase
PythonExample

SparkOnHbase
ScalaExample

Java/Scala/Python program in the
Spark on HBase scenario

The program uses HBase as data
sources. In this project, data is
stored in HBase in Avro format.
Data is read from HBase, and the
read data is filtered.

SparkOnHudila
vaExample

SparkOnHudiPy
thonExample

SparkOnHudiSc
alaExample

Java/Scala/Python program in the
Spark on Hudi scenario

The program uses Spark jobs to
perform operations such as
insertion, query, update,
incremental query, query at a
specific time, and data deletion on
Hudi.

SparkOnMultiH
baseScalaExam
ple

Scala program that uses Spark to
access HBase in two clusters at the
same time

This program is only available for
clusters with Kerberos
authentication enabled.

SparkSQLJavaE
xample

SparkSQLPytho
nExample

SparkSQLScala
Example

Java/Python/Scala program of
Spark SQL tasks

The program reads text data from
HDFS and then calculates and
analyzes the data.

SparkStreaming
KafkaO10JavaEx
ample

SparkStreaming
KafkaO10Scalak
xample

Java/Scala program used by Spark
Streaming to receive data from
Kafka and perform statistical
analysis

The program accumulates and
calculates the stream data in Kafka
in real time and calculates the total
number of records of each word.

SparkStreaming
toHbaselavaExa
mple010

SparkStreaming
toHbasePython
Example010

Java/Scala/Python sample project
used by Spark Streaming to read
Kafka data and write the data into
HBase

The program starts a task every 5
seconds to read data from Kafka
and updates the data to a specified
HBase table.
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Sample Project

Comp
onent

Sample Project Location

Description

SparkStreaming
toHbaseScalaEx
ample010

SparkStructured
StreamingJavaE
xample

SparkStructured
StreamingPytho
nExample

SparkStructured
StreamingScala
Example

The program uses Structured
Streaming in Spark jobs to call
Kafka APIs to obtain word records.
Word records are classified to
obtain the number of records of
each word.

SparkThriftServ
erJavaExample

Java/Scala program for Spark SQL
access through JDBC.

In this sample, a custom JDBCServer

SparkThriftServ , )

erScalaExample client and JDBC connections are
used to create, load data to, query,
and delete tables.

StructuredStrea | Structured Streaming is used to

mingADScalaEx
ample

read advertisement request data,
display data, and click data from
Kafka, obtain effective display
statistics and click statistics in real
time, and write the statistics to
Kafka.

StructuredStrea
mingStateScala
Example

This Spark structured streaming
program collects statistics on the
number of events in each session
and the start and end timestamp of
the sessions in different batches,
and outputs the sessions that the
state is updated in this batch.

Spring
Boot
(This
compo
nent is
availa
ble
only in
MRS
3.3.0
or
later.)

clickhouse-
examples

clickhouse-rest-
client-example

An application development
example for connecting SpringBoot
to ClickHouse.

This program establishes server
connections, creates databases and
data tables, inserts data, queries
data, and deletes data tables

doris-
examples

doris-rest-
client-example

SpringBoot development example
for Doris data read and write

This example shows you how to
connect SpringBoot to Doris.
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Comp | Sample Project Location Description
onent

flink-examples | flink-dws-read- | Application development example
example for connecting GaussDB(DWS) to
Flink using SpringBoot.

flink-dws-sink-
example

hbase-examples Application development example
for connecting SpringBoot to
Phoenix.

This example shows you how to
connect SpringBoot to HBase and
Phoenix.

hive-examples | hive-rest-client- | Application development example
example for connecting SpringBoot to Hive.

This example uses SpringBoot to
connect Hive to create tables, load
data, query data, and delete tables
in Hive.

kafka-examples Application development example
for connecting SpringBoot to Kafka
for topic production and
consumption.
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Sample Projects of MRS Components

You need to obtain the sample projects from Obtaining the MRS Application
Development Sample Project, switch the branch to the version that matches
the MRS cluster, download the package to a local directory, and decompress the
package to obtain the sample code project of each component.

The MRS sample code library provides sample projects of basic functions of each
component. Table 3-1 lists the projects of the current version.

Table 3-1 Sample projects of each component (2.x)

Compo
nent

Sample Project
Location

Description

Alluxio

alluxio-examples

Use Alluxio to connect the storage system
sample program through a public interface.
The example writes and reads files.
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Compo | Sample Project Description
nent Location
Flink flink-examples The following sample programs are
provided:

e DataStream program
Java/Scale program for constructing
DataStream with Flink This project
analyzes user log data based on service
requirements, reads text data, generates
DataStreams, filters data that meets
specified conditions, and obtains results.

e Program that produces and consumes
data in Kafka
Java/Scala program that uses a Flink job
to produce and consume data from
Kafka. In this project, assume that a
Flink service receives one message per
second. The Producer application sends
data to Kafka, the Consumer application
receives data from Kafka, and the
program processes and prints the data.

e Asynchronous checkpointing
Java/Scala program for Flink
asynchronous checkpointing. In this
project, the program uses custom
operator to continuously generate data.
The generated data is a quadruple of
long, string, string, and integer values.
The program collects statistic results and
displays them on the terminal. A
checkpoint is triggered every other 6
seconds and the checkpoint result is
stored in HDFS.

e Stream SQL join
Flink streaming SQL join program. This
program calls APIs of the flink-
connector-kafka module to produce and
consume data. It generates Table1 and
Table2, uses Flink SQL to perform joint
query on the tables, and displays results.

HBase hbase-examples HBase data read and write

This program calls HBase APIs to create
user tables, import user data, add and
query user information, and create
secondary indexes for user tables.
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Compo | Sample Project
nent Location

Description

HDFS hdfs-examples

Java program for HDFS file operations.

This program creates HDFS folders, writs
files, appends file content, reads files, and
deletes files or folders.

Hive hive-examples

The following JDBC/HCatalog sample
programs are provided:

e Java program for Hive JDBC to process
data
In this project, JDBC APIs are used to
connect Hive and perform data
operations. JDBC APIs are called to
create tables, load data, and query data.

e Java program for Hive HCatalog to
process data
HCatalog APIs are used to define and
query MRS Hive metadata with Hive CLI.

Impala | impala-examples

Java program for Impala JDBC to process
data

In this project, the JDBC APIs are called to
connect Impala and perform data
operations in Impala. JDBC APIs are called
to create tables, load data, and query data.

Kafka kafka-examples

Java program for processing Kafka
streaming data

The program is developed based on Kafka
Streams to count words in each message by
reading messages in the input topic and to
output the result in key-value pairs by
consuming data in the output topic.

duce

MapRe | mapreduce-examples

Java program for submitting MapReduce

jobs

This program runs a MapReduce statistics
data job to analyze and process data and
output data required by users.

It illustrates how to write MapReduce jobs
to access multiple service components in
HDFS, HBase, and Hive, helping you to
develop for key operations such as
authentication and configuration loading.
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Compo
nent

Location

Sample Project

Description

Presto

presto-examples

The following JDBC/HCatalog sample
programs are provided:

e Java program for Presto JDBC to process
data
In this project, the JDBC APIs are called
to connect Presto and perform data
operations in Presto. JDBC APIs are
called to create tables, load data, and
query data.

e Java program for Presto HCatalog to
process data

OpenTS
DB

opentsdb-examples

OpenTSDB APIs are called to collect
monitoring information in a large-scale
cluster and query data in seconds. This
program can write, query, and delete data.

Spark

spark-
examples

SparkHbase | Java/Scala program that uses Spark to read
toHbaselav | data from and then write data to HBase
aExample | The program uses Spark jobs to analyze
SparkHbase and summarize data of two HBase tables.
toHbaseSca
laExample
SparkHivet | Java/Scala program that uses Spark to read
oHbaselava | data from Hive and then write data to
Example HBase
sparkHivet The program uses Spark jobs to analyze
oHbaseScal | @nd summarize data of a Hive table and
aExample write result to an HBase table.
Sparklavak | Java/Python/Scala program of Spark Core
xample tasks

The program reads text data from HDFS
SparkPytho
nExam[)J/le and then calculates and analyzes the data.
SparkScalaE
xample
SparkLaunc | Java/Scala program that uses Spark
herJavakExa | Launcher to submit jobs
mple The program uses the
SparkLaunc org.apache.spark.launcher.SparkLauncher

herScalaExa
mple

class through Java/Scala commands to
submit Spark jobs.
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Compo
nent

Location

Sample Project

Description
SparkOnHb | Java/Scala program in the Spark on HBase
aselavaExa | scenario
mple The program uses HBase as data sources. In
SparkOnHb this project, d_ata is stored in HBase in Avro
format. Data is read from the HBase, and
aseScalaExa h o fi
mple the read data is filtered.
SparkSQLJa | Java/Scala program of Spark SQL tasks
vakxample | The program reads text data from HDFS
SparkSQLSc and then calculates and analyzes the data.
alaExample
SparkStrea | Java/Scala program used by Spark
minglavaEx | Streaming to receive data from Kafka and
ample perform statistical analysis
SparkStrea This program analyzes user log data based
mingScalaE on service requirements, reads text data,
generates DataStreams, filters data that
xample o - !
meets specified conditions, and obtains
results.
SparkStrea | Java/Scala program used by Spark
mingKafka0 | Streaming to receive data from Kafka and
10JavaExa perform statistical analysis
mple The program accumulates and calculates
SparkStrea the stream data in Kafka in real time and
mingKafka0 calculates the total number of records of
10ScalaExa | €ach word.
mple
SparkStrea | Java/Scala sample project used by Spark
mingtoHba | Streaming to read Kafka data and write the
selavaExam | data into HBase
ple The program starts a task every 5 seconds
SparkStrea ;cjo read data fr'?.deafka andbll,lpdates the
mingtoHba ata to a specified HBase table.
seScalaExa
mple
SparkStruct | The program uses Structured Streaming in
uredStream | Spark jobs to call Kafka APIs to obtain word
inglavaExa | records. Word records are classified to
mple obtain the number of records of each word.
SparkStruct
uredStream
ingScalaExa
mple
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Compo | Sample Project Description
nent Location
SparkThrift | Java/Scala program for Spark SQL access
ServerJavaE | through JDBC.
xample In this sample, a custom JDBCServer client
SparkThrift and JDBC connections are used to create,
ServerScala | l0ad data to, query, and delete tables.
Example
Storm storm- storm- Constructor of Storm topologies and Spout/
examples | common- Bolt The program can create Spout, Bolt,
examples and Topology.
storm- Interaction between Storm and HBase of
hbase- MRS The program submits the Storm
examples topology and stores the data to the
WordCount table of HBase.
storm-hdfs- | Interaction between Storm and HDFS of
examples MRS The program submits the Storm
topology and stores the data to HDFS.
storm-jdbc- | Accessing MRS Storm with JDBC The
examples program uses Storm topology to insert data
into a table.
storm- Interaction between Storm and Kafka of
kafka- MRS The program uses the Storm topology
examples to send data to Kafka and display the data.
storm-obs- | Interaction between Storm and OBS of MRS
examples The program submits the Storm topology

and stores the data to OBS.
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Alluxio Development Guide

4.1 Alluxio Application Development Overview

4.1.1 Introduction to Alluxio Application Development

Introduction to Alluxio

Alluxio is an open source data orchestration technology for analytics and Al for
the cloud. It bridges data-driven applications and storage systems by moving data
from the storage layer closer to data-driven applications, making it easier and
faster to access. In addition, applications can be connected to multiple storage
systems through a common interface.

Alluxio provides the following features:

e  Provides in-memory I/O throughput, and makes data-driven applications that
can be elastically scaled cost effective.
e Simplified cloud and object storage access

e Simplified data management and a single point of access to multiple data
sources

e Easy application deployment

Introduction to Alluxio Interface Development

Alluxio supports program development using Java. For details about APIs, see
https://docs.alluxio.io/os/javadoc/2.0/index.html.

4.1.2 Common Concepts of Alluxio

Masters

A JournalNode consists of two processes: Alluxio Master that processes user
requests and manages metadata of the Journal storage system and Alluxio Job
Master that schedules file system operations.
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Workers

Manages local resources (such as memory, SDD, and HDD) that can be configured
by users and performs data operations on underlying storage.

Client

The Alluxio Client supports Java API, Shell, and HTTP REST API.

e Java API

Provides an application interface for the Alluxio. This guide describes how to
use the Java API to develop Alluxio client.

e Shell
Provides shell commands to perform operations on the Alluxio.
e HTTP REST API

Provides other APIs except Shell and Java APIs. You can use these APIs to
query information. For details, see Alluxio APIs.

Namespace

Transparent naming mechanism: ensures that the namespaces of Alluxio and
underlying storage systems are the same.

Unified namespace: Alluxio provides a mounting API, which can be used to access
data in multiple data sources in Alluxio.

4.1.3 Alluxio Application Development Process

Figure 4-1 and Table 4-1 describe the phases in the development process.
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Figure 4-1 Alluxio application development process
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Table 4-1 Description of the Alluxio application development process

Phase

Description

Reference

Understand basic
concepts.

Before application
development, learn basic
concepts of Alluxio.

Common Concepts of
Alluxio

Prepare development
and operating
environments.

The Java language is
recommended for the
development of Alluxio
client applications, and
Maven is recommended
for constructing projects.
The running
environment of the
sample application
consists of nodes of the
VPC cluster where the
MRS service is deployed.

Alluxio Development
Environment
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Phase Description Reference
Develop a project based | Presto provides a Java Alluxio Development
on the scenario. sample project and a Plan
sample project of data
query.
Run applications and This phase provides Commissioning an
view results. guidance for users to Alluxio Application
submit a developed
application for running
and view the result.

4.2 Preparing an Alluxio Application Development
Environment

4.2.1 Alluxio Development Environment

Table 4-2 describes the local environment required for application development.
You also need to prepare a Linux environment for verifying whether the
application is running properly.

Table 4-2 Development environment

Item Description

oS Development environment: Windows 7
or later version is recommended.

Operating environment: Linux system

Installation of JDK and Maven Basic configuration of the
development environment: Java JDK 8
or later, Maven 3.3.9 or later

Installation and configuration of It is a tool used to develop Alluxio
Eclipse or Intelli) IDEA applications.
Network The client must be interconnected with

the Alluxio server on the network.

4.2.2 Preparing an Alluxio Application Development
Environment

e Install Eclipse and JDK in the Windows development environment.
The recommended JDK version is 1.8, and the Eclipse version is 4.3.2 or later.
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(11 NOTE

e If you use IBM JDK, ensure that the JDK configured in Eclipse is IBM JDK.
e If you use Oracle JDK, ensure that the JDK configured in Eclipse is Oracle JDK.
e If you use ODBC for secondary development, ensure that JDK 1.8 or later is used.

e Do not use the same workspace and the sample project in the same path for
different Eclipse programs.

e  Prepare a Linux environment for testing application running status.

Preparing a Running and Commissioning Environment

Step 1

Step 2

Step 3

Step 4

Step 5

On the ECS management console, apply for a new ECS for user application
development, running, and commissioning.

e Select EulerOS as the ECS OS and the required version.

e The security group of the ECS must be the same as that of the Master node in
an MRS cluster.

e The ECS and the MRS cluster must be in the same VPC.
e The ECS NIC and the MRS cluster must be in the same network segment.

On the EIP page, apply for an EIP and bind it to the ECS. For details, see Assigning
an EIP and Binding It to an ECS.

Configure an inbound or outbound rule for the security group. For details, see
Configuring Security Group Rules.

Download a client program.

1. Log in to MRS Manager.
2. Choose Services > Download Client to download the complete client to the
remote host, that is, download the client program to the newly applied ECS.

Log in to the node where the downloaded client is located, and then install the
client as user root.

1. Run the following command to decompress the client package:
cd /opt
tar -xvf /opt/MRS_Services_Client.tar
2. Run the following command to verify the installation file package:

sha256sum -c /opt/MRS_Services_ClientConfig.tar.sha256
MRS_Services_ClientConfig.tar:OK

3.  Run the following command to decompress the installation file package:
tar -xvf MRS_Services_ClientConfig.tar

4. Run the following command to install the client to a specified directory
(absolute path), for example, fopt/client. The directory is automatically
created.

cd /opt/MRS_Services_ClientConfig
sh install.sh /opt/client

Components client installation is complete.

--—-End
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4.2.3 Importing and Configuring Alluxio Sample Projects

1.

Download the sample project from Obtaining the MRS Sample Project to
the local PC.

Import the sample project to the Eclipse development environment.

a.

C.
d.

Start Eclipse and choose File > Import. In the Import dialog box, select
Existing Maven Projects, and click next.

Click Browse in the Import Maven Projects window. The Select Root
Folder dialog box is displayed.

Select the alluxio-examples sample project folder, and click OK.
Click Finish in the Import Maven Projects window.

Set an Eclipse text file encoding format to prevent garbled characters.

a.

On the Eclipse menu bar, choose Window > Preferences.
The Preferences window is displayed.

In the navigation tree, choose General > Workspace. In the Text file
encoding area, select Other and set the value to UTF-8. Click Apply and
then OK. Figure 4-2 shows the settings.

Figure 4-2 Setting the Eclipse encoding format
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':?:' [ oK l | Cancel |

4.3 Developing an Alluxio Application
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4.3.1 Alluxio Development Plan

Scenario Description

You can quickly learn and master the Alluxio development process and know key
interface functions in a typical application scenario.

Service operation objects of Alluxio are files. File operations covered by sample
codes include creating a folder, reading a file, and writing data to a file. You can
learn how to perform other operations on the Alluxio, such as setting file access
permissions, based on sample codes.

Sample codes are described in the following sequence:

1. Initializing the file system
2.  Writing data to a file
3. Reading a file

Development guidelines

Invoke the create API in FileSystem to obtain the file system client.
Invoke the createFile API in FileSystem to create a file.

Invoke the write API in FileOutStream to write a file.

Invoke the openFile API in FileSystem to create a file.

vk N =

Invoke the in API in fileSystem to read the file.

4.3.2 Initializing Alluxio

Function Description

Before using APIs provided by Alluxio, you need to initialize Alluxio. The process is
as follows:

1. Load the HDFS service configuration file.
2. Instantiate Filesystem.
3.  Use HDFS APIs.

Sample Code

The following provides code snippets. For complete codes, see the ExampleClient
class.

/**
* load configurations from alluxio-site.properties
* @throws I0Exception
*/
private void loadConf() throws IOException {
InputStream fileInputStream = null;
alluxioConf = new Properties();
File propertiesFile = new File(PATH_TO_ALLUXIO_SITE_PROPERTIES);
try {
filelnputStream = new FilelnputStream(propertiesFile);
alluxioConf.load(filelnputStream);

catch (FileNotFoundException e) {
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System.out.println (PATH_TO_ALLUXIO_SITE_PROPERTIES + "does not exist. Exception: " + e);
}
catch (IOException e) {
System.out.println("Failed to load configuration file. Exception: " + e);
}
finally{
close(filelnputStream);
}
}

*k

* build Alluxio instance

*/

private void instanceBuild() throws IOException {

// get filesystem
InstancedConfiguration conf = new InstancedConfiguration(ConfigurationUtils.defaults());
conf.set(PropertyKey.MASTER_RPC_ADDRESSES, alluxioConf.get("alluxio.master.rpc.addresses"));
FileSystemContext fsContext = FileSystemContext.create(conf);
fSystem = FileSystem.Factory.create(fsContext);

}
4.3.3 Writing Data to an Alluxio File

Function Description
The process of writing data to a file is as follows:

Instantiate a FileSystem.

2. Use the FileSystem instance to obtain various types of resources for writing

data to files.
3. Write the data to a specified file in Alluxio.

Sample Code
/-k-k

* create file,write file
*/
private void write() throws IOException {
final String content = "hi, | am bigdata. It is successful if you can see me.";
FileOutStream out = null;
try {
AlluxioURI path = new AlluxioURI(testFilePath);
out = fSystem.createFile(path);
out.write(content.getBytes());
}
catch (Exception e){
System.out.println("Failed to write file. Exception:" + e);
}
finally {
close(out);
}
}

4.3.4 Reading an Alluxio File

Function Description

Read data from a specified file in Alluxio.

Sample Code

Read data from a specified file in Alluxio.
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The following is part of the code snippet:
/**

* read file

* @throws java.io.|OException

*/

private void read() throws IOException {
AlluxioURI path = new AlluxioURI(testFilePath);
FileInStream in = null;

try{

in = fSystem.openFile(path);

byte[] buffer = new byte[1024];

int len;

String content = "";

while((len = in.read(buffer)) = -1){
String bufferStr = new String(buffer,0, len);
content += bufferStr;

}

System.out.println(content);

}
catch (Exception e){
System.out.println("Failed to read file. Exception:" + e);

}
finally {
close(in);
}
}

4.4 Commissioning an Alluxio Application

Running the Alluxio Client and Viewing Results

Step 1 Run the mvn clean compile assembly:single command to generate a JAR file and
obtain it from the target directory in the project directory, for example, alluxio-
examples-mrs-1.9-jar-with-dependencies.jar.

Step 2 Create a directory as the running directory in the running and commissioning
environment, for example, /fopt/alluxio_examples (Linux), and create the conf
subdirectory in the directory.

Copy alluxio-examples-mrs-1.9-jar-with-dependencies.jar exported in Step 1
to /opt/alluxio_examples.

Copy the configuration file /opt/client/Alluxio/alluxio/conf/alluxio-
site.properties from the client to the conf directory.

(11 NOTE

When the Alluxio cluster is started, each Alluxio server process (including the master and
worker processes) attempts to read the alluxio-site.properties file from the $
{CLASSPATH}, S{HOME}/.alluxio/, /etc/alluxio/, and S{ALLUXIO_HOME}/conf directories
in sequence. When the alluxio-site.properties file is read in a directory, the remaining
directories are skipped. Therefore, store the alluxio-site.properties file in an appropriate
directory based on the site requirements.

Step 3 In Linux, run the sample program.

chmod +x /opt/alluxio_examples -R
cd /opt/alluxio_examples
java -jar alluxio-examples-mrs-1.9-jar-with-dependencies.jar /testFlie.txt

Step 4 In the CLI, view the query results of the sample code.
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If the following information is displayed, the sample project execution is successfu

in Linux.
hi, | am bigdata. It is successful if you can see me.

--—-End

4.5 Alluxio APIs

Java API

Alluxio APIs comply with the Alluxio Parent API standard. For details, see https://
docs.alluxio.io/os/javadoc/2.0/index.html.

HTTP REST API
e Master REST API: https://docs.alluxio.io/os/restdoc/2.0/master/index.html

e  Worker REST API: https://docs.alluxio.io/os/restdoc/2.0/worker/index.html
e  Proxy REST API: https://docs.alluxio.io/os/restdoc/2.0/proxy/index.html
e Job REST API: https://docs.alluxio.io/os/restdoc/2.0/job/index.html

(

Issue 05 (2024-12-10) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

33


https://docs.alluxio.io/os/javadoc/2.0/index.html
https://docs.alluxio.io/os/javadoc/2.0/index.html
https://docs.alluxio.io/os/restdoc/2.0/master/index.html
https://docs.alluxio.io/os/restdoc/2.0/master/index.html
https://docs.alluxio.io/os/restdoc/2.0/proxy/index.html
https://docs.alluxio.io/os/restdoc/2.0/job/index.html

MapReduce Service
Development Guide

5 Flink Development Guide

Flink Development Guide

5.1 Flink Application Development Overview

5.1.1 Introduction to Flink Application Development

Flink is a unified computing framework that supports both batch processing and
stream processing. It provides a stream data processing engine that supports data
distribution and parallel computing.

Flink provides high-concurrency pipeline data processing, millisecond-level latency,
and high reliability, making it extremely suitable for low-latency data processing.

The entire Flink system consists of three parts:

Client
Flink client is used to submit jobs (streaming jobs) to Flink.
TaskManager

TaskManager is a service execution node of Flink. It executes specific tasks. A
Flink system can have multiple TaskManagers. These TaskManagers are
equivalent to each other.

JobManager

JobManager is a management node of Flink. It manages all TaskManagers
and schedules tasks submitted by users to specific TaskManagers. In high-
availability (HA) mode, multiple JobManagers are deployed. Among these
JobManagers, one is selected as the active JobManager, and the others are
standby.

Flink provides the following features:

Low latency
Millisecond-level processing capability
Exactly Once

Asynchronous snapshot mechanism, ensuring that all data is processed only
once
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HA

Active/standby JobManagers, preventing single point of failure (SPOF)
Scale-out

Manual scale-out supported by TaskManagers

Flink DataStream APIs can be developed in Scala and Java, as shown in Table 5-1.

Table 5-1 Flink DataStream APIs

Function Description

Scala API APl in Scala, which can be used for data processing, such as

filtering, joining, windowing, and aggregation. Since Scala is
easy to read, you are advised to use Scala APIs to develop
applications.

Java API APl in Java, which can be used for data processing, such as

filtering, joining, windowing, and aggregation.

For details about Flink, visit https://flink.apache.org/.

5.1.2 Common Concepts of Flink Application Development

DataStream

A DataStream is the minimum data unit processed by Flink. DataStreams are
initially imported from external systems in formats of socket, Kafka, and files.
After being processed by Flink, DataStreams are exported to external systems
in formats of socket, Kafka, and files.

Data Transformation

A data transformation is a data processing unit that transforms one or
multiple DataStreams into a new DataStream.

Data transformation can be classified as follows:
- One-to-one transformation, for example, map.

- One-to-zero, one-to-one, or one-to-multiple transformation, for example,
flatMap.

- One-to-zero or one-to-one transformation, for example, filter.

- Multiple-to-one transformation, for example, union.

- Transformation of multiple aggregations, for example, window and keyby.
Topology

A topology represents an execution task of a user. A topology is composed of
the input (for example, Kafka source), output (for example, Kafka sink), and
data transformations.

CheckPoint

Checkpoint is the most important Flink mechanism to ensure reliable data
processing. Checkpoints ensure that all application statuses can be recovered
from a checkpoint in case of failure and data is processed exactly once.
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e SavePoint

Savepoints are externally stored checkpoints that you can use to stop-and-
resume or update your Flink programs. After the upgrade, you can set the
task status to the savepoint storage status and start the restoration, ensuring
data continuity.

5.1.3 Flink Application Development Process

Figure 5-1 and Table 5-2 describe the phases in the development process.

Figure 5-1 Flink application development process

s
v

Understand basic
concepts.

v

Prepare development and
operating environments.

v

Prepare a project.

v

Develop a project
based on the scenario.

v

Compile and run
applications.

v

View application
running results.

Y
e )

Table 5-2 Description of the Flink application development process

Phase Description Reference
Understand basic Before the development | Common Concepts of
concepts. process, you are advised | Flink Application
to gain a basic Development
understanding of Flink.
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Phase

Description

Reference

Prepare development
and operating
environments.

Flink applications can be
developed in Scala or
Java. You are advised to
use the IDEA tool to
configure development
environments in different
languages according to
the guide. The Flink
operating environment is
a Flink client. Install and
configure the client
according to the guide.

Preparing a Local
Application
Development
Environment

Prepare a project.

Flink provides sample
projects. You can import
a sample project to learn
the application. You can
also create a Flink
project according to the
guide.

Configuring and
Importing a Flink
Sample Project

Develop a project based
on the scenario.

Sample projects in Scala
and Java are provided to
help you quickly
understand APIs of Flink
components.

Flink DataStream
Development Plan

Compile and run an
application.

You can compile the
developed application
and submit it for
running.

Compiling and Running
a Flink Application

View application running
results.

Application running
results are stored in a
path specified by you.
You can also view
application running
status on the Ul.

Viewing the Running
Result of a Flink
Application

Tune the application.

Tune the application to
meet certain service
requirements.

After the application
tuning is complete, the
application needs to be
compiled and run again.

Flink Performance
Tuning Suggestions
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5.2 Preparing a Flink Application Development

Environment

5.2.1 Preparing a Local Application Development Environment

Table 5-3 describes the environment required for application development. You
also need to prepare a Linux environment for verifying whether the application is

running properly.

Table 5-3 Development environment

Item

Description

(0N

e Development environment: Windows OS
e Operating environment: Linux system

JDK installation

Basic configurations of the development and operating
environments. The version requirements are as follows:

The server and client of an MRS cluster support only built-
in Oracle JDK 1.8, which cannot be replaced.

If users' applications need to reference the JAR files of the
SDK class in the user application processes, Oracle JDK and
IBM JDK are supported.

e Oracle JDK versions: 1.7 and 1.8

e |BM JDK versions: 1.7.8.10, 1.7.9.40, and 1.8.3.0
NOTE

e If JDK 1.7 is used as the development environment, the
running environment of Flink clusters can be JDK 1.7 or JDK
1.8.

e If DK 1.8 is used as the development environment, the
running environment of Flink clusters must be JDK 1.8. If
JDK 1.7 is used as the running environment, error of
incorrect JDK version is reported.

IDEA installation
and configuration

Tool used for developing Flink applications. The required
version is 14.1.7.

Scala installation

Basic configuration for the Scala development environment.
The required version is 2.11.12.

Scala plugin
installation

Basic configuration for the Scala development environment.
The required version is 1.5.4.

Preparing a
development user

For details, see Preparing a Flink Application
Development User.

Installing a client

For details, see Installing the Flink Client.
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5.2.2 Preparing a Flink Application Development User

The development user is used to run the sample project. In a security cluster, only
users with the permissions on HDFS, YARN, Kafka, and Flink are allowed to run
Flink sample projects.

Prerequisites

Kerberos authentication has been enabled for the MRS cluster. Skip this step if
Kerberos authentication is not enabled for the cluster.

Procedure

Step 1 Log in to MRS Manager and choose System > Manage Role > Create Role.

1. Enter a role name, for example, flinkrole.

2. In Permission, choose HDFS > File System > hdfs://hacluster/ and select
Read, Write, and Execute. After you finish configuring this service, click
Service in the Permission area.

3. In Permission, choose Yarn > Scheduler Queue > root. Select Submit for
default, and click OK.

(11 NOTE

After you submit applications, WARN logs are printed on the client based on your
configuration about the preceding role. The WARN log is generated because Flink
obtains the remaining resource value from YARN for detection and evaluation.
However, the operation requires the admin permission, which is not granted to you.
Ignore the WARN log because it does not affect the job submission. Content of the
WARN log is as follows:

Get node resource from yarn cluster. Yarn cluster occur exception:
org.apache.hadoop.yarn.exceptions.YarnPermissionDeniedException: User flinkuser does not have
privilege to see, admin only

Step 2 On MRS Manager, choose System > Manage User Group > Create User Group to
create a user group for the sample project, for example, flinkgroup.

Step 3 On MRS Manager, choose System > Manage User > Create User to create a user
for the sample project. Enter a username, for example, flinkuser. Set User Type to
Human-machine, and select flinkgroup and hadoop in User Group. Select
flinkrole in Assign Rights by Role, and click OK.

(11 NOTE

e You can use this user only after changing the password of user flinkuser on the client.

e If a user wants to interconnect with Kafka, a hybrid cluster with Flink and Kafka
components is required, or cross-cluster mutual trust needs to be configured for the
cluster with Flink and the cluster with Kafka components. Additionally, user flinkuser is
added to the kafkaadmin user group.

e If a user wants to run a sample project (in Scala or Java) of an application of
producing and consuming data in Kafka, the user needs to be added to the
kafkaadmin group.

Step 4 On MRS Manager, choose System > Manage User and select flinkuser. Download
an authentication credential file, save the file and decompress it to obtain the
keytab and krb5.conf files, and copy the krb5.conf file to the /etc directory of
the client. They are used for security authentication in the sample project. For
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details how to use them, see Preparing the Flink Application Security
Authentication.

--—-End

5.2.3 Installing the Flink Client

Flink uses a Windows environment for development. It is recommended that the
running environment be deployed on a Linux OS because the MRS client cannot
be installed in a Windows environment. Perform the following operations to
configure the client.

Procedure

Step 1 Install the Flink client.

Ensure that the Flink component has been installed on a server.
Download a Flink client program.

a. Log in to MRS Manager.

b. Choose Service > Flink > Download Client, set Client Type to All client
files, set Download to to Server, and click OK to download the client to
the server.

Run the following commands to decompress the MRS_Flink_Client.tar client
installation package:

tar -xvf /tmp/MRS-client/MRS_Flink_Client.tar
tar -xvf /tmp/MRS-client/MRS_Flink_ClientConfig.tar

Go to the directory (/tmp/MRS-client/MRS_Flink_ClientConfig) where the
client installation package is decompressed, run the ./
install.sh#{client_install_home} command to install the client.

Example: ./install.sh /opt/flinkclient
(0 NOTE

If Kerberos authentication is enabled for the cluster and you need to use the client on
a node outside the cluster, add the IP address of the node where the client is located
to the jobmanager.web.allow-access-address configuration item in the Flink
configuration file flink-conf.yaml of the client. If Kerberos authentication is not
enabled for the cluster, you do not need to modify this configuration item.

Step 2 Configure network connections for the client.

(11 NOTE

If the host where the client is installed is not a node in the cluster, configure network
connections for the client to prevent errors when you run commands on the client.

Confirm that the client can communicate with each host.

Add the mapping between the server host name and IP address to the hosts
file on the client.

If the yarn-client mode is used, add the mapping between the client host
name and IP address to the hosts file on the ResourceManager node of YARN.
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(11 NOTE

The file path is /etc/hosts on Linux and C:\Windows\System32\drivers\etc\hosts on
Windows.

4. Verify the consistency of time between the client and the cluster. Ensure that
the difference between the client time and the Flink cluster time is less than 5
minutes.

5. Verify that the configuration items in the Flink client configuration file flink-
conf.yaml are correctly configured.

--—-End

5.2.4 Configuring and Importing a Flink Sample Project

Scenario

Flink provides sample projects for multiple scenarios, including Java and Scala
sample projects to help you quickly learn Flink projects.

Methods to import Java and Scala projects are the same.

The following example describes how to import Java sample code. Figure 5-2
shows the operation process.

Figure 5-2 Procedure of importing a sample project

Download a sample
project.

i

Import the sample
project to IDEA.

q

Load dependency
packages.

q

Modify the IDEA
encoding format.

Procedure

Step 1 Download the sample project to the local computer by referring to Obtaining the
MRS Application Development Sample Project.
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Step 2 Copy the client installation package downloaded in Installing the Flink Client to
the Windows server.

Step 3 Decompress MRS_Flink_Client.tar on the Windows server to obtain the
MRS_Flink_ClientConfig.tar. Decompress the MRS_Flink_ClientConfig.tar to
obtain the MRS_Flink_ClientConfig folder.

Step 4 Double-click the flink_install.bat script in the MRS_Flink_ClientConfig/Flink
directory. After the installation is complete, the lib and examples folders are
generated.

e The lib folder contains only the JAR files on which Flink depends. Find JAR
files on which Kafka depends in the installation directory of the Kafka
component on the server and add them.

e The examples folder contains the open source sample JAR file.

Step 5 Before importing the sample project, configure JDK for Intelli) IDEA.
1. Start Intelli) IDEA and click Configure.

Figure 5-3 Clicking Configure
3] Welcome to Intelli) IDEA EI = @

D |

IntelliJ IDEA

(2}

1f Create New Project
¥ Impaort Project
Open

¥ Check out fram Version Control ~

# Configure ~ |Get Help ~

2. Choose Project Defaults from the Configure drop-down list.
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Figure 5-4 Choosing Project Defaults

Il Welcome to Intelli) IDEA

D |

IntelliJ IDEA

Tals
b=l |0 ‘-1 2

1% Create New Project
o Import Project
3 Open

¥ Check out from Version Control «

=] & =]

£ Configure + Get Help ~

Settings

Plugins
Import Settings
Export Settings

Project Defaults » |

3. Choose Project Structure on the Project Defaults page.
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Figure 5-5 Project Defaults

4.

J)] Welcome to Intelli) IDEA

D |

IntelliJ IDEA

on 14

[9]

1f Create New Project
o Import Project
1 Open

¥ Check out from Version Control -

Lo @ ]

4 Configure » GetHelp ~

Settings

add the JDK.

Plugins
Import Settings
Export Settings

Project Defaults »

Project Structure
Run Configurations

On the Project Structure page, select SDKs and click the green plus sign to
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5.

Figure 5-6 Adding the JDK

Il Default Project Structure

¢ >

Project Settings
Project

Libraries

Platform Seﬁtinis & Android SDK

Global Libraries

Problems

+ -

Add New SDK

|+- JDK I
= Intelli) Platform Plugin SDK

| Python SDK

Select an SDK to view or edit its details here

m [ cancel | [ apply | [ Helo |

On the Select Home Directory for JDK page that is displayed, select the JDK
directory and click OK.
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6.

Figure 5-7 Selecting the JDK directory
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3 Microsoft Office
[ Microsoft Silverlight
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1 hfirraendt Winele
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»

After selecting the JDK, click OK to complete the configuration.
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Figure 5-8 Completing the JDK configuration
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Step 6 Import the Java sample project to IDEA.

1. Start the Intelli) IDEA. On the Quick Start page, select Import Project.

Alternatively, for the used IDEA tool, add the project directly from the IDEA
home page. Choose File > Import project... to import a project.
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Figure 5-9 Importing the project (on the Quick Start page)
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Select a path for storing the sample project to be imported and click OK.
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3.

Figure 5-10 Select File or Directory to Import

e

I select File or Directory to Import @

Select directory with existing sources,

Eclipse project (.project] or classpath (.classpath) file,
Maven project file (pom.xml),

Gradle build script (*.gradle).

ACIG BX O Hide path
N

‘ E\DataSight_Flink_Examples\flink-examples-security\FlinkStreamJavaExample [id]
[ FlinkCheckpoint)avaExample
[ FlinkCheckpointScalaExample
[ FlinkConfigtablelavaExample
[ FlinkConfigtableScalaExample
[ FlinkKafkalavaExample
[ FlinkKafkaScalaExample
[ FlinkPipelineJavaExample

1 FlinkPipelineScalaExample
[ FlinkSqllavaExample
[ FlinkSglScalaExample
I 1 FlinkStreamJavaExample I
[ data
O src

s
& pom.xml

7 FlinkStreamScalaExample

Drag and drop a file into the space above to quickly locate it in the tree.

| Cancel ‘ | Help ‘

Select Create project from existing sources and click Next.
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Figure 5-11 Create project from existing sources

Il Import Praject

© Create project from existing sources

() Import project from external model

(3 Gradle
m Maven

| Cancel || Help ]

4. Confirm the project location and project name and click Next.
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Figure 5-12 Import Project

Il Import Project [(==7]

Project name: FlinkStreamJavaExample |

Project lcrcation:l E:\DataSight_Flink_Examples\flink-examples-security\FlinkStreamJavaExample I |

Previous | | Cancel | | Help |

5. Retain the default value of the root directory for the project to be imported
and click Next.

6. Retain the default dependency library that is automatically recognized by
IDEA and the suggested module structure and click Next.

7. Confirm the JDK used by the project and click Next.
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Figure 5-13 Selecting the project SDK

e

Il Import Project 2

Please select project SDK.
This SDK will be used by default by all project modules.

+ —

MName: | 1.7 |
218 JDK home pathl C:\Program Files (x86)\J)ava'jdk1.7.0_60 I ”j

Classpath | Sourcepath | Annotations | Documentation Paths

C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\charsets,jar +
C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\deploy.jar

C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\javaws,jar

C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\jcejar

C\Program Files (x86)\Java'jdk1.7.0_60Nre\lib\jfrjar

C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\jfxrtjar

C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\jssejar

C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\management-agent,jar
C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\pluginjar

C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\resources jar
C\Program Files (x86)\Java\jdk1.7.0_60\jre\lib\rtjar

C:\Program Files (x88)\Java\jdk1.7.0_60\jre\lib\ext\access-bridge-32 jar
C:\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\ext\dnsns.jar
C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\ext\jaccess.jar
C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\ext\localedata jar
C:\Program Files (x88)\Java\jdk1.7.0_60\jre\lib\ext\sunec.jar
C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\ext\sunjce_provider jar
C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\ext\sunmscapijar
C\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\ext\sunpkes1l jar

| C:\Program Files (x86)\Java'jdk1.7.0_60\jre\lib\ext\zipfs.jar

Previous || Cancel | | Help |

8. After the import is complete, click Finish. Then the imported sample project is
displayed on the IDEA home page.
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Figure 5-14 Imported project

-

I FlinkstreamJ)avaExample - [E\DataSight_Flink_Examples\flink-examples-sec
File Edit View Mavigate Code Analyze Refactor Build Run Tools

[ FlinkStreamJavaExample ' [ src 1 com  E1 huawei » F1 bigdata » [
B G- Project - Q= | 8 I+
.g 3 FlinkStreamJavaExample (£ DataSight Flink Examples\flink-examp
al [ .idea
Ji [ data
w B src
'§ EJ com.huawei.bigdata flink.examples
.__*.-'-_."__ ¢ FlinkStreamJavaExample
%: Il FlinkStreamJlavaExample.iml
% pom.xml
il External Libraries

Step 7 (Optional) If a Scala sample application is imported, install the Scala plug-in on
the Intelli) IDEA.
1. Choose Plugins from the Configure drop-down list.
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2.

Figure 5-15 Plugins

Il Welcome to Intelli) IDEA

=] & =]

D |

IntelliJ IDEA

y /

(%5}

-
o

I¥ Create New Project
¥ Import Project
3 Open

¥ Check out from Version Control =

##* Configure ~ Get Help ~

Settings

Import Settings

Export Settings
Check for Update
Praject Defaults »

On the Plugins page, choose Install plugin from disk.
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Figure 5-16 Choosing Install plugin from disk

51 Plugins @
@. ) Show: | Al plugins ~ |

Sort by:name * | Android Support

‘

*  Android Support

Version: 10.1.1.0

i Ant Support Supports the development of Open Handset Alliance Android
i Bytecode Viewer applications with IntelliJ IDEA.
¢ com.huawei.icp.dkitintellij

ii* Copyright

it Coverage

#% CWS Integration

i Eclipse Integration

#? EditorConfig

£% Gauge

i Git Integration

¢ GitHub

# Gradle

it Groovy

i hgdidea

i I18n for Java

o oo —

Check or uncheck a plugin to enable or disable it.

Install JetBrains plugin... ‘ | Browse repositories... ‘|| Install plugin from disk... ‘ |

n Cancel Help

3. On the Choose Plugin File page, select the Scala plugin file of the
corresponding version and click OK.
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Figure 5-17 Choose Plugin File

-

J Choose Plugin File 23
JAR and ZIP archives are accepted

aoCIdIG X O Hide path

| E\software\flink\scala environment\scala_pluginscala-intellij-bin-1.5.4.zip ﬁ

[ IdeaProjects
E1dp
[ share
[ software
1 flink
[ scala environment

[ scala_plugin

i scala-intellij-bin-1.5.4.zip
[ software for test

[ eclipse

1 jd-qui-windows-1.4.0

Drag and drop a file into the space above to quickly locate it in the tree.

| Cancel | | Help |

4. On the Plugins page, click Apply to install the Scala plugin.

5.  On the Platform and Plugin Updates page that is displayed, click Restart to
make the configurations take effect.

Figure 5-18 Platform and Plugin Updates

F 1

I Platform and Plugin Updates £2 |

? Restart Intelli) IDEA to activate changes in plugins?

m Paostpone |

Step 8 Import the dependency JAR file for the sample project.

1. On the IDEA home page, choose File > Project Structures... to go to the
Project Structure page.

2. Select Libraries and click + to add the dependency package of Java.
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Figure 5-19 Add Java

I Project Structure (=l
&

Project Settings

Project
M From Maven...

% Scala SDK

Libraries

Facets

Artifacts
Platform Settings

SDKs

Global Libraries

Problems

Select a library to view or edit its details here

o I

3. On the Select Library Files page, select all JAR files in the lib directory, and
click OK.

Flink dependency package: Select all JAR files in the lib directory.
Alternatively, select a minimum of corresponding JAR files based on various
sample projects.

(11 NOTE

If other MRS components are used in the sample code, obtain them from the
installation directory of these MRS components.

Issue 05 (2024-12-10) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 57



MapReduce Service
Development Guide 5 Flink Development Guide

Figure 5-20 Select Library Files

| select Library Files u

Select files or directories in which library classes, sources, documentation or native libraries are located

ACIG X O

| 2\Downloads\Fusionlnsight_Flink_ClientConfigh\Flink\flink\lib\flink-connector-kaflka-0.10_2.11-1.3.0,jar E

Hide path

v [ Downloads
v [ Fusionlnsight_Flink_ClientConfig
v [ Flink
» [ config
v [ flink
» [ bin
b [ examples
v [lib
flink-connector-k -0.10_ 2.11-1.3.0,jar
flink-connector-kafka-0.8_2.11-1.3.0.jar
flink-connector-kafka-0.9 2.11-1.3.0.jar
flink-connector-kafka-base_2.11-1.3.0.jar

v

ded-hadoop2-uber-1.3
logdj-1.2.17 jar
sifdj-lag4j12-1.7.7 jar

»
»
»
»
»
»
»
»
»

v

b [ install
» oK
[ KrbClient

Drag and drop a file into the space above to quickly locate it in the tree.

o JEEiTTS

On the Choose Modules page, select all modules for the sample project.
Then, click OK.
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Figure 5-21 Choose Modules

i 1

4| Choose Modules @

FlinkStreamJavaExample

m Cancel |

4. Click OK to complete the project library import.

Step 9 (Optional) If a Scala sample application is imported, configure a language for the
project.

1. On the IDEA home page, choose File > Project Structures... to go to the
Project Structure page.

2. Choose Modules, right-click a project name, and choose Add > Scala.
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Figure 5-22 Selecting Scala

I Project Structure =
+ -_—
@ .Eﬁ Neme: | FlinkStreamsScalaExample |
Project Settings EHIH L New Module
s — Delete Delete 2l Import Module
[ Copy.. Framework
1. . ;
@ @, Find Usages AltsF7 ' Android n =L Edit
EEps = Bl o Numpag + T Android-Gradle
— £ Expan el p— | Scope |+
Artifacts Java-Gradle - =
. Move Module to Group
Platform Settings e +
[= Er— :
Global Libraries P
Problems
Dependencies storage format: | Intelli) IDEA (iml) n
K (= ) [

Wait until IDEA identifies the Scala SDK, choose the dependency JAR files on
the Add Scala Support page, and then click OK.

Figure 5-23 Add Scala Support

- Y

I Add 5cala Support

2]

Use library: || [ scala-sdk-2.11.7

n | Create...

scala-sdk-2.11.7 library will be used

If IDEA fails to identify the Scala

a. Click Create ....

Configure...
-I| Cancel ‘ | Help ‘

SDK, you need to create a Scala SDK.
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Figure 5-24 Clicking Create...

| Add Scala Support @

Use librany: |r;558|ﬂ-5dk-2-11-7 n | Create... ‘

!

Configure

B (| [ e |

scala-sdk-2.11.7 library will be used

b. On the Select JAR's for the new Scala SDK page, click Browse...

Figure 5-25 Select JAR's for the new Scala SDK

| Select JAR's for the new Scala SDK @
Location ‘I.I’erslt:rn Sources Docs |
e R N T -
Maven 2.11.8 ] ]
Maven 2117 ] ]
Maven 2.10.4 v ]
Maven 202 ] ]

Cownload... ‘ | Browse... ‘ m Cancel

On the Scala SDK files page, select the scala sdk directory, and then
click OK.

C.
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5.

Figure 5-26 Scala SDK files

] Scala SDK files

(=]

Choose either a Scala SDK directory or Scala jar files (allowed: binaries, sources, docs)

f S IG X 08

Hide path

| CA\Program Files (x86)\scala

i

[ Reference Assemblies
1 rTools
g sbt

[ scala

[ api

1 bin

[ doc

Elib
[ Segoulnput
[ SogouWBInput
[ Source Insight 3
[ SPESS.0
] Symantec
[ tools_upgrade
[ UltraEdit
1 weknow
[ Windows Defender

| Y-S P Azl

Drag and drop a file inte the space above to quickly locate it in the tree.

| Cancel‘ | Help ‘

Click OK.
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Figure 5-27 Configuration successful

Il Project Structure =]
& 2 + -0
['2 FlinkStreamScalaExamg

Project Settings
Sources| Paths | Dependencies

Project

Moduls SDK: | 3 Project SDK (1.7 n [ mew. | Edit

Libraries

Name: | FiinkstreamScalabxample |

Export | | Sscope |4
E2 1.7 (java version "1.7.0_607)

Facets
Artifacts
Platform Settings

o ] [ scala-sdk-2.11.7 Compile ~

N+ |

Global Libraries

Problems

Dependencies storage format: | Intelli) IDEA (iml) ﬂ

[ o Pty

Step 10 Configure the text file encoding format of IDEA to prevent garbled characters.

1.

On the IDEA home page, choose File > Settings....
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2.

Figure 5-28 Choosing Settings

-

I CollectFemalelnfo - [F\test\platformlarssar
m Edit View MNavigate Code Analyze

Mew Project...
MNew Module...
Import Project...

MNew...

T

Open...
Open URL...

Import Module...

Alt+Insert

Import Settings...
Export Settings...

Reopen Project b
Close Project
SF Settings... Ctrl+Alt+S
St Project Structure... Ctrl+Alt+Shift+5
Other Settings *

Export to Eclipse...

On the Settings page, unfold Editor, and choose File Encodings. Select
UTF-8 from the IDE Encoding and Project Encoding drop-down lists on the

right. Click Apply.

Il settings

=S

| File Encedings

Project Settings [CollectFemal __
H Code Style
ColdFusien
Compass Suppert
[ Compiler
Compiler
[ Copyright
Coverage
[# Deployment
File Colors
BEile Focodings
Gant
Gradle
GUI Designer
Inspections
[# JavaSeript
B Language Injections
[ Maven
0561
Play Configuration
[ Schemas =nd DIDs
Scopes
Spelling
SOL Dislects
S3H Terminal
B Tasks
Template Data Lenguages
Terminal
F Version Contral
Web Contexts
ISLT File Associations
IDE Settings
Appearance
Application Servers
Clouds

Consale Falding
—

I IDE Encoding: | UTF-8 ~ | | [ fatodstact UTF-enceded files

Project Encoding: | <Srstem Defaultr = |

Override Encoding for Files/Directories
To changs encoding Ints11i] IDEA uses for a fils or divectory, click an item and then sslsc
from the Default Encoding list

Built-in file encoding (=g TSP, HIML or EML) overrides encoding you specify here
If net specified, files and dirsctories inherit snceding settings from the parent directory
Praject Encoding

File/Director:
= [ Fitest\platformlars\sampleCode\SparkJavaExample

Defanlt Enco

UTF-8

1 src
Tl CollectFemalelnfo.iml
= pom.xml

Properties Files (*. properties)

Default encoding for properties Files: | <System Default> v| []Transparent native-to-asc

[ ox I caneet || ooy || Help
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3. Click OK to complete the encoding settings.
----End

5.2.5 (Optional) Creating Flink Sample Projects

In addition to importing Flink sample projects, you can use IDEA to create a Flink
project. The following describes how to create a Scala project.

Procedure

Step 1 Start the IDEA tool and choose Create New Project.

Figure 5-29 Creating a project

I Welcome ta Intelli) IDEA [o | @ || =

D |

IntelliJ IDEA

4]
(0]

P
L

1t Create New Project

o Import Project
Open

¥ Check out from Version Control =

#¥ Configure ~ Get Help

Step 2 On the New Project page, choose Scala > Scala Module and click Next.

If you need to create a Java project, select the corresponding parameter.
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Figure 5-30 Selecting a development environment

I New Project
e —
i Android = sBT
3 Java FX = Activator

4% Intelli) Platform Plugin
X Gauge

M Maven

) Gradle

G Groovy
@ Griffon

Scala |

[ Python

2 Empty Project

Simple module with attached Scala SDK

Step 3 On the New Project page, enter a project name and a project location, select a
JDK version and a Scala SDK, and then click Finish.
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Figure 5-31 Entering the project information

' I New Project 53
Project name: I FlinkScalaExample I
Project location: | E\DataSight_Flink_Examples\flink-examples-security\FlinkScalaExample I:l
Project SDK: 2 1.7 (java version "1.7.0_60) n | New.. |
Scala SDK: = scala-sdk-2.11.7 n | Create... |

» More Settings

Erevious| m | Cancel | | Help

--—-End

5.2.6 Preparing the Flink Application Security Authentication

If Kerberos authentication is enabled for the MRS cluster, perform the following
steps to prepare a development user. If Kerberos authentication is not enabled,
skip the following steps.

In a security cluster environment, the components must be mutually
authenticated before communicating with each other to ensure communication
security.

When submitting a Flink application, you need to communicate with Yarn and
HDFS. Security authentication needs to be configured for the Flink application to
be submitted to ensure that the Flink application can work properly.

Flink supports authentication and encrypted transmission. This section describes
preparations required for using authentication and encrypted transmission.

Security Authentication

Flink uses the following two authentication modes:
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Kerberos authentication: It is used between the Flink YARN client and YARN
ResourceManager, JobManager and ZooKeeper, JobManager and HDFS,
TaskManager and HDFS, Kafka and TaskManager, as well as TaskManager
and ZooKeeper.

Internal authentication mechanism of Yarn: It is used between Yarn
ResourceManager and ApplicationMaster.

(11 NOTE

Flink JobManager and YARN ApplicationMaster are in the same process.

Table 5-4 Security authentication mode

Security
Authentic
ation
Mode

Description

Configuration

Kerberos
authentica
tion

Currently, only

keytab

authentication is

supported.

1. Download the user keytab file from
the KDC server, and place the keytab
file to a folder on the host of the Flink
client (for example, /fhome/flinkuser/
keytab).

2. Configure the following parameters in
the ${FLINK_HOME}/conf/flink-
conf.yaml file:

a. Keytab file path

security.kerberos.login.keytab:
/home/flinkuser/keytab/user.keytab

NOTE
/home/flinkuser/keytab/ indicates the
directory for storing the keytab file.

b. Principal name (developer
username).
security.kerberos.login.principal:flinkuser

c. In HA mode, if Zookeeper is
configured, ZooKeeper Kerberos
authentication must be configured
as follows:
zookeeper.sasl.disable: false
security.kerberos.login.contexts: Client

d. If Kerberos authentication is
required between the Kafka client
and Kafka broker, configure it as

follows:
security.kerberos.login.contexts:
Client,KafkaClient

Internal
authentica
tion of
YARN

The user does not
need to configure

this internal

authentication

mode.
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(11 NOTE

One Flink cluster belongs to only one user. One user can create multiple Flink clusters.

Encrypted Transmission

Flink uses the following three encrypted transmission modes:

Encrypted transmission inside YARN: It is used between the Flink YARN client
and YARN ResourceManager, as well as YARN ResourceManager and

JobManager.

SSL transmission: It is used between the Flink YARN client and JobManager,
JobManager and TaskManager, as well as TaskManagers.

Encrypted transmission inside Hadoop: It is used between JobManager and
HDFS, TaskManager and HDFS, JobManager and ZooKeeper, and
TaskManager and ZooKeeper.

(10 NOTE

You do not need to configure encryption inside YARN and Hadoop, but need to
configure SSL transmission.

To configure SSL transmission, configure the flink-conf.yaml file on the client.

Step 1 Turn on the SSL switch and set SSL encryption algorithms. Table 5-5 describes the
parameters. Set the parameters based on site requirements.

Table 5-5 Parameters

Parameter Example Value Description

security.ssl.interna | true Switch to enable internal SSL
L.enabled

akka.ssl.enabled true Switch to enable Akka SSL
blob.service.ssl.en | true Switch to enable SSL of the BLOB
abled channels

taskmanager.data | true Switch to enable SSL for

.ssl.enabled

communications between
TaskManagers

security.ssl.algorit
hms

TLS_RSA_WITH_AE
S_128_CBC_SHA25
6

SSL encryption algorithms

The following parameters are not included in the default Flink configurations of
MRS. You can add them if necessary. If you enable SSL for external connections,
the proxy of YARN cannot access the Flink page. This is because Yarn does not
support the HTTPS proxy. There can be security risks if a configuration file
contains the authentication password. You are advised to delete the configuration
file or use other secure methods to keep the password.
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Parameter Example Value Description
security.ssl.rest.enabled true Switch to enable

external SSL
security.ssl.rest.keystore | ${path}/flink.keystore Path for storing the

keystore
security.ssl.rest.keystore- | 123456 Password of the
password keystore. The value

123456 indicates a user-
defined password.

security.ssl.rest.key- 123456 Password of the SSL key.

password The value 123456
indicates a user-defined
password.

security.ssl.rest.truststore | ${path}/flink.truststore Path for storing the

truststore
security.ssl.rest.truststore | 123456 Password of the
-password truststore. The value

123456 indicates a user-
defined password.

(11 NOTE

Enabling SSL for data transmission between TaskManagers may pose great impact on
system performance. You need to take both security and performance into consideration.

Step 2 In the bin directory of the Flink client, run the sh generate_keystore.sh
<Password>command. The configuration items in Table 5-6 are set by default.
You can also set the configuration items yourself. There can be security risks if a
command contains the authentication password. You are advised to disable the
command recording function (history) before running the command.

Table 5-6 Parameters

Parameter Example Value Description
security.ssl.internal.keyst | ${path}/flink.keystore Path for storing the
ore keystore file.

flink.keystore indicates
the name of the
keystore file generated
by the
generate_keystore.sh*
tool.
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Parameter Example Value Description
security.sslinternal.keyst | 123456 Password of the
ore-password keystore. The value

123456 indicates a user-
defined password.

security.ssl.internal.key- 123456 Password of the SSL key.

password The value 123456
indicates a user-defined
password.

security.ssl.internal.trusts | ${path}/flink.truststore Path for storing the

tore truststore file.
flink.truststore indicates
the name of the
truststore file generated

by the

generate_keystore.sh*

tool.
security.ssl.internal.trusts | 123456 Password of the
tore-password truststore. The value

123456 indicates a user-
defined password.

If SSL for external connections is enabled, that is, security.ssl.rest.enabled is set
to true, the following parameters need to be set:

Parameter Example Value Description
security.ssl.rest.keystore | ${path}/flink.keystore Path for storing the
keystore
security.ssl.rest.keystore- | 123456 Password of the
password keystore. The value

123456 indicates a user-
defined password.

security.ssl.rest.key- 123456 Password of the SSL key.

password The value 123456
indicates a user-defined
password.

security.ssl.rest.truststore | ${path}/flink.truststore Path for storing the

truststore
security.ssl.rest.truststore | 123456 Password of the
-password truststore. The value

123456 indicates a user-
defined password.
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path indicates a user-defined directory that is used to store configuration files of

the

SSL keystore and truststore. The commands vary according to the relative path

and absolute path. The details are as follows:

(11 NOTE

e Configure the file path storing the keystore or truststore file to a relative path, and the
Flink client directory where the command is executed can directly access this relative
path.
security.ssl.internal.keystore: ssl/flink.keystore
security.ssl.internal.truststore: ssl/flink.truststore

e If the keystore or truststore file path is an absolute path, the keystore or truststore
file must exist in the absolute path on Flink Client and all nodes.
security.ssl.internal.keystore: /opt/client/Flink/flink/conf/flink.keystore
security.ssl.internal.truststore: /opt/client/Flink/flink/conf/flink.truststore

Configure the file path storing the keystore or truststore file to a relative

path, and the Flink client directory where the command is executed can

directly access this relative path. Flink can transfer the keystore and
truststore files using either of the following methods:

- Add the -t option to the CLI yarn-session.sh command of Flink to
transfer the keystore and truststore files to execution nodes. Example:
./bin/yarn-session.sh -t ssl/ -n 2

- Add the -yt option to the flink run command to transfer the keystore

and truststore files to execution nodes. Example:
./bin/flink run -yt ssl/ -ys 3 -yn 3 -m yarn-cluster -c com.huawei.SocketWindowWordCount lib/
flink-eg-1.0.jar --hostname r3-d3 --port 9000

(11 NOTE

® In the preceding example, ssl/ is the sub-directory of the Flink client directory
and is used to store configuration files of the SSL keystore and truststore.

®  The relative path of ssl/ must be accessible from the current path where the
Flink client command is executed.
If the keystore or truststore file path is an absolute path, the keystore and
truststore files must exist in the absolute path on Flink Client and all nodes.
In addition, the user who submits the job must have permission to read the
files.

Either of the following methods can be used to run applications. The -t or -yt
option does not need to be added to transfer the keystore and truststore
files.

- Run the CLI yarn-session.sh command of Flink to execute applications.
Example:
./bin/yarn-session.sh -n 2

- Run the flink run command to execute applications. Example:
./bin/flink run -ys 3 -yn 3 -m yarn-cluster -c com.huawei.SocketWindowWordCount lib/flink-
eg-1.0.jar --hostname r3-d3 --port 9000

--—-End

5.3 Developing Flink Applications

5.3.1 DataStream Application
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5.3.1.1 Flink DataStream Development Plan

Develop a DataStream application of Flink to perform the following operations on
logs about dwell durations of netizens for shopping online on a weekend:

(11 NOTE

The DataStream application can run in Windows- and Linux-based environments.

e  Collect statistics on female netizens who dwell on online shopping for more
than 2 hours in real time.

e The first column in the log file records names, the second column records
gender, and the third column records the dwell duration in the unit of minute.
Three columns are separated by comma (,).

log1.txt: logs collected on Saturday.

LiuYang,female,20
Yuanling,male,10
GuoYijun,male,5
CaiXuyu,female,50
Liyuan,male,20
FangBo,female,50
LiuYang,female,20
Yuanling,male,10
GuoYijun,male,50
CaiXuyu,female,50
FangBo,female,60

log2.txt: logs collected on Sunday.

LiuYang,female,20
Yuanling,male,10
CaiXuyu,female,50
FangBo,female,50
GuoYijun,male,5
CaiXuyu,female,50
Liyuan,male,20
CaiXuyu,female,50
FangBo,female,50
LiuYang,female,20
Yuanling,male,10
FangBo,female,50
GuoYijun,male,50
CaiXuyu,female,50
FangBo,female,60

Data Planning
Data of the DataStream sample project is stored in TXT format.

Store the log1.txt and log2.txt files in a path of the user development program,
for example, /opt/log1.txt and /opt/log2.txt.

Development Guidelines

Collect statistics on female netizens who dwell on online shopping for more than
2 hours on the weekend.

To achieve the objective, the process is as follows:

1. Read text data, generate DataStreams, and parse data to generate
UserRecord information.
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Filter data information of the time that female netizens spend online.

3. Perform keyby operation based on the name and gender, and summarize the
total time that each female netizen spends online within a time window.

4. Filter data about netizens whose online duration exceeds the threshold, and
obtain the results.

5.3.1.2 Flink DataStream Java Sample Code

Function Description

Collect statistics on female netizens who continuously dwell on online shopping
for more than 2 hours and print statistics directly.

Sample Code

The following code snippets are used as an example. For complete codes, see
com.huawei.flink.example.stream.FlinkStreamJavaExample.

// Parameter description:
// <filePath> is the path for reading text files. The paths are separated by commas (,).
// <windowTime> is the time span of the statistics data. The unit is minute.
public class FlinkStreamJavaExample {
public static void main(String[] args) throws Exception {
//Print the command reference for flink run.

System.out.println("use command as: ");

System.out.println("./bin/flink run --class
com.huawei.flink.examples.stream.FlinkStreamJavaExample /opt/test.jar --filePath /opt/log1.txt,/opt/log2.txt
--windowTime 2");

System.out.println( );

System.out.println("<filePath> is for text file to read data, use comma to separate");

System.out.println("<windowTime> is the width of the window, time as minutes");

System.out.println( );

// Read text path information. The paths are separated by commas (,).

final String[] filePaths = ParameterTool.fromArgs(args).get("filePath", "/opt/log1.txt,/opt/
log2.txt").split(",");

assert filePaths.length > 0;

// windowTime is used to set the time window. The default value is 2 minutes per time window. One
time window is sufficient to read all data in the text.

final int windowTime = ParameterTool.fromArgs(args).getint("windowTime", 2);

// Construct an execution environment and use eventTime to process the data obtained in a time
window.

final StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();

env.setStreamTimeCharacteristic(TimeCharacteristic.EventTime);

env.setParallelism(1);

// Read the text data stream.
DataStream<String> unionStream = env.readTextFile(filePaths[0]);
if (filePaths.length > 1) {
for (inti=1;i < filePaths.length; i++) {
unionStream = unionStream.union(env.readTextFile(filePaths[i]));
}
}
// Convert the data, construct the entire data processing logic, and calculate and print the results.
unionStream.map(new MapFunction<String, UserRecord>() {
@Override
public UserRecord map(String value) throws Exception {
return getRecord(value);
}
}).assignTimestampsAndWatermarks(
new Record2TimestampExtractor()
) filter(new FilterFunction<UserRecord>() {
@Override
public boolean filter(UserRecord value) throws Exception {
return value.sexy.equals("female");
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}
}-keyBy(
new UserRecordSelector()
).window/(
TumblingEventTimeWindows.of (Time.minutes(windowTime))
).reduce(new ReduceFunction<UserRecord>() {
@Override
public UserRecord reduce(UserRecord value1, UserRecord value2)
throws Exception {
valuel.shoppingTime += value2.shoppingTime;
return value1l;

}) filter(new FilterFunction<UserRecord>() {
@Override
public boolean filter(UserRecord value) throws Exception {
return value.shoppingTime > 120;

}
}).print();
// Invoke execute to trigger the execution.
env.execute("FemalelnfoCollectionPrint java");
}
// Construct a keyBy keyword as the grouping basis.
private static class UserRecordSelector implements KeySelector<UserRecord, Tuple2<String, String>> {
@Override
public Tuple2<String, String> getKey(UserRecord value) throws Exception {
return Tuple2.of(value.name, value.sexy);
}

// Resolve the text line data and construct the UserRecord data structure.
private static UserRecord getRecord(String line) {

String[] elems = line.split(",");

assert elems.length == 3;

return new UserRecord(elems[0], elems[1], Integer.parselnt(elems[2]));

// Define the UserRecord data structure and rewrite the toString printing method.
public static class UserRecord {
private String name;
private String sexy;
private int shoppingTime;
public UserRecord(String n, String s, int t) {
name = n;
sexy =s;
shoppingTime = t;

}
public String toString() {

return "name: " + name + " sexy: " + sexy + " shoppingTime: " + shoppingTime;
}

}
// Construct a class inherited from AssignerWithPunctuatedWatermarks to set eventTime and
waterMark.
private static class Record2TimestampExtractor implements
AssignerWithPunctuatedWatermarks<UserRecord> {
// add tag in the data of datastream elements
@Override
public long extractTimestamp(UserRecord element, long previousTimestamp) {
return System.currentTimeMillis();
}

// give the watermark to trigger the window to start execution, and use the value to check if the
window elements are ready
@Override
public Watermark checkAndGetNextWatermark(UserRecord element, long extractedTimestamp) {
return new Watermark(extractedTimestamp - 1);
}

}
}

The following is the command output:

name: FangBo sexy: female shoppingTime: 320
name: CaiXuyu sexy: female shoppingTime: 300
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5.3.1.3 Flink DataStream Scala Sample Code

Function Description

Collect statistics on female netizens who continuously dwell on online shopping
for more than 2 hours in real time and print statistics directly.

Sample Code

The following code snippets are used as an example. For complete codes, see
com.huawei.flink.example.stream.FlinkStreamScalaExample.

// Parameter description:

// filePath is the path for reading text files. The paths are separated by commas ().

// windowTime is the time span of the statistics data. The unit is minute.
object FlinkStreamScalaExample {

def main(args: Array[String]) {

// Print the command reference for flink run.

System.out.println("use command as: ")

System.out.println("./bin/flink run --class
com.huawei.bigdata.flink.examples.FlinkStreamScalaExample /opt/test.jar --filePath /opt/log1.txt,/opt/
log2.txt --windowTime 2")

System.out.println( )

System.out.println("<filePath> is for text file to read data, use comma to separate")

System.out.println("<windowTime> is the width of the window, time as minutes")

System.out.println( )

// Read text path information. The paths are separated by commas (,).

val filePaths = ParameterTool.fromArgs(args).get("filePath", "/opt/log1.txt,/opt/
log2.txt").split(",").map(_.trim)

assert(filePaths.length > 0)

// windowTime is used to set the time window. The default value is 2 minutes per time window. One
time window is sufficient to read all data in the text.
val windowTime = ParameterTool.fromArgs(args).getint("windowTime", 2)

// Construct an execution environment and use eventTime to process the data obtained in a time
window.

val env = StreamExecutionEnvironment.getExecutionEnvironment

env.setStreamTimeCharacteristic(TimeCharacteristic.EventTime)

env.setParallelism(1)

// Read the text data stream.
val unionStream = if (filePaths.length > 1) {
val firstStream = env.readTextFile(filePaths.apply(0))
firstStream.union(filePaths.drop(1).map(it => env.readTextFile(it)): _*)
} else {
env.readTextFile(filePaths.apply(0))
}

// Convert the data, construct the entire data processing logic, and calculate and print the results.
unionStream.map(getRecord(_))

.assignTimestampsAndWatermarks(new Record2TimestampExtractor)

filter(_.sexy == "female")

.keyBy("name", "sexy")

.window(TumblingEventTimeWindows.of (Time.minutes(windowTime)))

.reduce((e1, e2) => UserRecord(e1.name, e1.sexy, el.shoppingTime + e2.shoppingTime))

filter(_.shoppingTime > 120).print()

// Invoke execute to trigger the execution.
env.execute("FemalelnfoCollectionPrint scala")

}

// Resolve the text line data and construct the UserRecord data structure.
def getRecord(line: String): UserRecord = {

nn

val elems = line.split(",")
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assert(elems.length == 3)

val name = elems(0)

val sexy = elems(1)

val time = elems(2).toInt
UserRecord(name, sexy, time)

}

// Define the UserRecord data structure.
case class UserRecord(name: String, sexy: String, shoppingTime: Int)

// Construct a class inherited from AssignerWithPunctuatedWatermarks to set eventTime and
waterMark.
private class Record2TimestampExtractor extends AssignerWithPunctuatedWatermarks[UserRecord] {

// add tag in the data of datastream elements
override def extractTimestamp(element: UserRecord, previousTimestamp: Long): Long = {
System.currentTimeMillis()

}

// give the watermark to trigger the window to start execution, and use the value to check if the window
elements are ready
def checkAndGetNextWatermark(lastElement: UserRecord, extractedTimestamp: Long): Watermark = {
new Watermark(extractedTimestamp - 1)

}
}

}
The following is the command output:

UserRecord(FangBo,female,320)
UserRecord(CaiXuyu,female,300)

5.3.2 Application for Producing and Consuming Data in Kafka

5.3.2.1 Development Plan of Kafka Data Producing and Consuming
Assume that Flink receives one message record every second in a service.

Develop a Flink application that can output prefixed message content in real time.

Data Planning

Flink sample project data is stored in Kafka. Data is sent to and obtained from
Kafka (user with Kafka permission required).

Step 1 Ensure that a cluster containing HDFS, YARN, Flink, and Kafka has been
successfully installed.

Step 2 Create a topic.

1. Configure the user permission for creating topics on the server.

For a security cluster with Kerberos authentication enabled, change the value
of the Kafka broker configuration parameter allow.everyone.if.no.acl.found
to true. After the configuration is complete, restart Kafka. You do not need to
configure this parameter for normal clusters with Kerberos authentication
disabled.

2. Run a Linux command to create a topic. Before running a command, run the
kinit command, for example, kinit flinkuser, to authenticate the human-
machine account.
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(11 NOTE

flinkuser is created by yourself and has permission to create Kafka topics. For details,
see Preparing a Flink Application Development User.

The command for creating a topic is as follows:

bin/kafka-topics.sh --create --zookeeper {zkQuorum}/kafka --partitions
{partitionNum} --replication-factor {replicationNum} --topic {Topic}

Table 5-7 Parameters

Parameter Description

{zkQuorum} ZooKeeper cluster information in the
IP:port format

{partitionNum} Number of topic partitions

{replicationNum} Number of data replicas of each

partition in a topic

{Topic} Topic name

For example, run the following command in the Kafka client path. In the
following command example, the values of the IP:port of the ZooKeeper
cluster are 10.96.101.32:2181,10.96.101.251:2181,10.96.101.177:2181, and the
topic name is topic1.

bin/kafka-topics.sh --create --zookeeper 10.96.101.32:2181,10.96.101.251:2181,10.96.101.177:2181/
kafka --partitions 5 --replication-factor 1 --topic topic1

Step 3 If Kerberos authentication is enabled for the cluster, perform this step for security
authentication. Otherwise, skip this step.

e Configuration of Kerberos authentication

a.

--—-End

Client configuration

In the Flink configuration file flink-conf.yaml, add configurations about
Kerberos authentication. For example, add KafkaClient in contexts as
follows:

security.kerberos.login.keytab: /home/demo/flink/release/flink-1.2.1/keytab/admin.keytab
security.kerberos.login.principal: admin

security.kerberos.login.contexts: Client,KafkaClient
security.kerberos.login.use-ticket-cache: false

Running parameter

The following is an example of running parameters about the
SASL_PLAINTEXT protocol:

--topic topic1 --bootstrap.servers 10.96.101.32:21007 --security.protocol SASL_PLAINTEXT --
sasl.kerberos.service.name kafka //10.96.101.32:21007 indicates the IP:port of the Kafka server.

Development Guidelines

1. Start the Flink Kafka Producer application to send data to Kafka.
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2. Start the Flink Kafka Consumer application to receive data from Kafka. Ensure
that topics of Kafka Consumer are consistent with that of Kafka Producer.

3. Add a prefix to data content and print the result.
5.3.2.2 Java Sample Code of Kafka Data Producing and Consuming

Function Description

In a Flink application, call the API of the flink-connector-kafka module to produce
and consume data.

If you need to interconnect with Kafka in security mode before application
development, kafka-client-xx.x.x.jar of MRS is required. You can obtain the JAR
file in the MRS client directory.

Sample Code

The following example shows the main logic code of Kafka Consumer and Kafka
Producer.

For the complete codes, see com.huawei.bigdata.flink.examples.WritelntoKafka
and com.huawei.flink.example.kafka.ReadFromKafka.

// Kafka Producer code
public class WriteIntoKafka {
public static void main(String[] args) throws Exception {
// Print the command reference for flink run.
System.out.println("use command as: ");
System.out.println("./bin/flink run --class com.huawei.bigdata.flink.examples.WritelntoKafka" +
" /opt/test.jar --topic topic-test -bootstrap.servers 10.91.8.218:21005");
System.out.println("./bin/flink run --class com.huawei.bigdata.flink.examples.WritelntoKafka" +
" /opt/test.jar --topic topic-test -bootstrap.servers 10.91.8.218:21007 --security.protocol
SASL_PLAINTEXT --sasl.kerberos.service.name kafka");
System.out.println( );
System.out.println("<topic> is the kafka topic name");
System.out.println("<bootstrap.servers> is the ip:port list of brokers");
System.out.println( );

// Construct the execution environment.

StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();

// Set parallelism.
env.setParallelism(1);

// Parse the running parameters.

ParameterTool paraTool = ParameterTool.fromArgs(args);

// Construct a StreamGraph and write the data generated from self-defined sources to Kafka.
DataStream<String> messageStream = env.addSource(new SimpleStringGenerator());
messageStream.addSink(new FlinkKafkaProducer010<>(paraTool.get("topic"),

new SimpleStringSchema(),
paraTool.getProperties()));

// Invoke execute to trigger the execution.
env.execute();

}

// Customize the sources and generate a message every other second.

public static class SimpleStringGenerator implements SourceFunction<String> {
private static final long serialVersionUID = 2174904787118597072L;
boolean running = true;
longi=0;

@Override
public void run(SourceContext<String> ctx) throws Exception {

while (running) {
ctx.collect("element-" + (i++));
Thread.sleep(1000);
}
}
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@Override
public void cancel() {
running = false;
}
}

// Kafka Consumer code
public class ReadFromKafka {
public static void main(String[] args) throws Exception {
// Print the command reference for flink run.
System.out.println("use command as: ");
System.out.println("./bin/flink run --class com.huawei.flink.example.kafka.ReadFromKafka" +
" [opt/test.jar --topic topic-test -bootstrap.servers 10.91.8.218:21005");
System.out.println("./bin/flink run --class com.huawei.flink.example.kafka.ReadFromKafka" +
" /opt/test.jar --topic topic-test -bootstrap.servers 10.91.8.218:21007 --security.protocol
SASL_PLAINTEXT --sasl.kerberos.service.name kafka");
System.out.println
( )
System.out.println("<topic> is the kafka topic name");
System.out.println("<bootstrap.servers> is the ip:port list of brokers");
System.out.println
( )
// Construct the execution environment.
StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
// Set parallelism.
env.setParallelism(1);
// Parse the running parameters.
ParameterTool paraTool = ParameterTool.fromArgs(args);
//Construct a StreamGraph, read data from Kafka, and print the data in a new line.
DataStream<String> messageStream = env.addSource(new
FlinkKafkaConsumer010<>(paraTool.get("topic"),
new SimpleStringSchema(),
paraTool.getProperties()));
messageStream.rebalance().map(new MapFunction<String, String>() {
@Override
public String map(String s) throws Exception {
return "Flink says " + s + System.getProperty("line.separator");
}
3).print();
// Invoke execute to trigger the execution.
env.execute();
}
}

5.3.2.3 Scala Sample Code of Kafka Data Producing and Consuming

Function Description

In a Flink application, call the API of the flink-connector-kafka module to produce
and consume data.

If you need to interconnect with Kafka in security mode before application
development, kafka-client-xx.x.x.jar of MRS is required. You can obtain the JAR
file in the MRS client directory.

Sample Code

The following example shows the main logic code of Kafka Consumer and Kafka
Producer.

For the complete codes, see com.huawei.bigdata.flink.examples.WritelntoKafka
and com.huawei.flink.example.kafka.ReadFromKafka.

// Kafka Producer code
object WriteIntoKafkaScala {
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def main(args: Array[String]) {
// Print the command reference for flink run.
System.out.println("use command as: ")
System.out.println("./bin/flink run --class com.huawei.flink.example.kafka.WriteIntoKafkaScala" +
" [opt/test.jar --topic topic-test -bootstrap.servers 10.91.8.218:21005")

System.out.println

( )

System.out.println("<topic> is the kafka topic name")
System.out.println("<bootstrap.servers> is the ip:port list of brokers")

System.out.println

( )

// Construct the execution environment.

val env = StreamExecutionEnvironment.getExecutionEnvironment

// Set parallelism.

env.setParallelism(1)

// Parse the running parameters.

val paraTool = ParameterTool.fromArgs(args)

// Construct a StreamGraph and write the data generated from self-defined sources to Kafka.
val messageStream: DataStream[String] = env.addSource(new SimpleStringGeneratorScala)

messageStream.addSink(new FlinkKafkaProducer(paraTool.get("topic"), new SimpleStringSchema,
paraTool.getProperties))

// Invoke execute to trigger the execution.

env.execute

}
}
// Customize the sources and generate a message every other second.
class SimpleStringGeneratorScala extends SourceFunction[String] {
var running = true
vari=0
override def run(ctx: SourceContext[String]) {
while (running) {
ctx.collect("element-" + i)
i+=1
Thread.sleep(1000)
}
}

override def cancel() {
running = false

}

// Kafka Consumer code
object ReadFromKafkaScala {
def main(args: Array[String]) {
// Print the command reference for flink run.
System.out.println("use command as: ")

System.out.println("./bin/flink run --class com.huawei.flink.example.kafka.ReadFromKafkaScala" +
" /opt/test.jar --topic topic-test -bootstrap.servers 10.91.8.218:21005")

System.out.println

( )

System.out.println("<topic> is the kafka topic name")
System.out.println("<bootstrap.servers> is the ip:port list of brokers")

System.out.println

( )
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// Construct the execution environment.

val env = StreamExecutionEnvironment.getExecutionEnvironment

// Set parallelism.

env.setParallelism(1)

// Parse the running parameters.

val paraTool = ParameterTool.fromArgs(args)

//Construct a StreamGraph, read data from Kafka, and print the data in a new line.
val messageStream = env.addSource(new FlinkKafkaConsumer (

paraTool.get("topic"), new SimpleStringSchema, paraTool.getProperties))
messageStream

.map(s => "Flink says " + s + System.getProperty("line.separator")).print()
// Invoke execute to trigger the execution.
env.execute()

}
}

5.3.3 Asynchronous Checkpoint Mechanism Application

5.3.3.1 Development Plan of Flink Asynchronous Checkpoint

Assume that you want to collect data volume in a 4-second time window every
other second and the status of operators must be strictly consistent. That is, if an
application recovers from a failure, the status of all operators must the same.

Data Planning

1. Customized operators generate about 10,000 pieces of data per second.
2. Generated data is of four tuples (Long, String, String, and Integer).

3. Statistic results are printed on the devices.

4. Printed data is of the Long type.

Development Guidelines

1. A source operator sends 10,000 pieces of data and injects the data to a
window operator every other second.

2. The window operator collects the data volume statistics of the last 4 seconds
every other second.

3. The statistics is printed to the device every other second. For details, see
Viewing the Running Result of a Flink Application.

4. A checkpoint is triggered every other 6 seconds and the checkpoint result is
stored in HDFS.

5.3.3.2 Java Sample Code of Flink Asynchronous Checkpoint

Sample Code

Assume that you want to collect data volume in a 4-second time window every
other second and the status of operators must be strictly consistent.
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e Snapshot data

The snapshot data is used to store number of data pieces recorded by
operators during creation of snapshots.

import java.io.Seriablizale;
// As a part of the snapshot, this class saves the user-defined status.
public class UDFState implements Serializable {
private long count;
// Initialize the user-defined status.
public UDFState() {
count = OL;
}
// Set the user-defined status.
public void setState(long count) {
this.count = count;
}
// Obtain the user-defined status.
public long geState() {
return this.count;
}
}

e Data source with checkpoints

The code snippet of a source operator pauses 1 second every time after
sending 10,000 pieces of data. When a snapshot is created, the code saves the
total number of sent data pieces in UDFState. When the snapshot is used for
restoration, the number of sent data pieces saved in UDFState is read and
assigned to the count variable.

import org.apache.flink.api.java.tuple.Tuple4;
import org.apache.flink.streaming.api.checkpoint.ListCheckpointed;
import org.apache.flink.streaming.api.functions.source.SourceFunction;

import java.util ArrayList;
import java.util.List;
import java.util.Random;

public class SimpleSourceWithCheckPoint implements SourceFunction<Tuple4<Long, String, String,
Integer>>, ListCheckpointed<UDFState> {

private long count = 0;
private boolean isRunning = true;
private String alphabet = "justtest";

@Override
public List<UDFState> snapshotState(long |, long 1) throws Exception
{
UDFState udfState = new UDFState();
List<UDFState> udfStateList = new ArrayList<UDFState>();
udfState.setCount(count);
udfStateList.add (udfState);
return udfStatelList;

}

@Override
public void restoreState(List<UDFState> list) throws Exception

UDFState udfState = list.get(0);
count = udfState.getCount();
}

@Override
public void run(SourceContext<Tuple4<Long, String, String, Integer>> sourceContext) throws
Exception
{
Random random = new Random();
while (isRunning) {
for (inti =0; i< 10000; i++) {
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sourceContext.collect(Tuple4.of (random.nextLong(), "hello" + count, alphabet, 1));
count ++;

}
Thread.sleep(1000);
}
}

@Override
public void cancel()
{
isRunning = false;
}
}

Definition of a window with a checkpoint

This code snippet is about a window operator and is used to calculate the
number or tuples in a window.

import org.apache.flink.api.java.tuple.Tuple;

import org.apache.flink.api.java.tuple.Tuple4;

import org.apache.flink.streaming.api.checkpoint.ListCheckpointed;

import org.apache.flink.streaming.api.functions.windowing.WindowFunction;
import org.apache.flink.streaming.api.windowing.windows.TimeWindow;
import org.apache.flink.util.Collector;

import java.util ArrayList;
import java.util.List;

public class WindowsStatisticWithChk implements WindowFunction<Tuple4<Long, String, String,
Integer>, Long, Tuple, TimeWindow>, ListCheckpointed<UDFState> {

private long total = 0;

@Override
public List<UDFState> snapshotState(long |, long 1) throws Exception
{
UDFState udfState = new UDFState();
List<UDFState> list = new ArrayList<UDFState>();
udfState.setCount(total);
list.add (udfState);
return list;

}

@Override
public void restoreState(List<UDFState> list) throws Exception
{
UDFState udfState = list.get(0);
total = udfState.getCount();
}

@Override
public void apply(Tuple tuple, TimeWindow timeWindow, Iterable<Tuple4<Long, String, String,
Integer>> iterable, Collector<Long> collector) throws Exception
{
long count = OL;
for (Tupled<Long, String, String, Integer> tuple4 : iterable) {
count ++;
}
total += count;
collector.collect(total);
}
}

Application code

This code snippet is about the definition of StreamGraph and detailed service
implementation process. The processing time is used as time to trigger the
window.

Issue 05 (2024-12-10)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 84



MapReduce Service
Development Guide

5 Flink Development Guide

import org.apache.flink.api.java.utils.ParameterTool;

import org.apache.flink.runtime.state.StateBackend;

import org.apache.flink.runtime.state.filesystem.FsStateBackend;

import org.apache.flink.streaming.api.CheckpointingMode;

import org.apache.flink.streaming.api.environment.StreamExecutionEnvironment;

import org.apache.flink.streaming.api.windowing.assigners.SlidingProcessingTimeWindows;
import org.apache.flink.streaming.api.windowing.time.Time;

public class FlinkProcessingTimeAPIChkMain {

public static void main(String[] args) throws Exception
{
String chkPath = ParameterTool.fromArgs(args).get("chkPath", "hdfs://hacluster/flink/
checkpoints/");
StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();

env.setStateBackend((StateBackend) new FsStateBackend((chkPath)));
env.enableCheckpointing (6000, CheckpointingMode.EXACTLY_ONCE);
env.addSource(new SimpleSourceWithCheckPoint())

.keyBy(0)

.window(SlidingProcessingTimeWindows.of(Time.seconds(4), Time.seconds(1)))

.apply(new WindowsStatisticWithChk())

.print();

env.execute();

5.3.3.3 Scala Sample Code of Flink Asynchronous Checkpoint

Sample Code

Assume that you want to collect data volume in a 4-second time window every
other second and the status of operators must be strictly consistent.

Formats of sent data
case class SEvent(id: Long, name: String, info: String, count: Int)

Snapshot data

The snapshot data is used to store number of data pieces recorded by
operators during creation of snapshots.

/] User-defined status
class UDFStateScala extends Serializable{
private var count = OL

// Set the user-defined status.
def setState(s: Long) = count =s

// Obtain the user-defined status.
def getState = count
}

Data source with checkpoints

The code snippet of a source operator pauses 1 second every time after
sending 10,000 pieces of data. When a snapshot is created, the code saves the
total number of sent data pieces in UDFState. When the snapshot is used for
restoration, the number of sent data pieces saved in UDFState is read and
assigned to the count variable.

import java.util

import org.apache.flink.streaming.api.checkpoint.ListCheckpointed

import org.apache.flink.streaming.api.functions.source.RichSourceFunction

import org.apache.flink.streaming.api.functions.source.SourceFunction.SourceContext

case class SEvent(id: Long, name: String, info: String, count: Int)
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// This class is a source operator with a checkpoint.
class SEventSourceWithChk extends RichSourceFunction[SEvent] with
ListCheckpointed[UDFStateScalal{

private var count = OL

private var isRunning = true

private val alphabet =
"abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopgrstuv
wxyzABCDEFGHIJKLMNOPQRSTUVWZYX0987654321"

// The logic of a source operator is to inject 10,000 tuples to the StreamGraph every second.
override def run(sourceContext: SourceContext[SEvent]): Unit = {
while(isRunning) {
for (i <- 0 until 10000) {
sourceContext.collect(SEvent(1, "hello-"+count, alphabet,1))
count += 1L

}
Thread.sleep(1000)
}
}

// Invoked when a task is canceled
override def cancel(): Unit = {
isRunning = false;

}
override def close(): Unit = super.close()

// Create a snapshot.
override def snapshotState(l: Long, [1: Long): util.List[UDFStateScala] = {
val udfList: util. ArrayList[UDFStateScala] = new util.ArrayList[UDFStateScala]
val udfState = new UDFStateScala
udfState.setState(count)
udfList.add (udfState)
udfList
}

// Obtain the status from the snapshot.
override def restoreState(list: util.List{UDFStateScala]): Unit = {
val udfState = list.get(0)
count = udfState.getState
}
}

e Definition of a window with a checkpoint

This code snippet is about a window operator and is used to calculate the
number or tuples in a window.

import java.util

import org.apache.flink.api.java.tuple.Tuple

import org.apache.flink.streaming.api.checkpoint.ListCheckpointed
import org.apache.flink.streaming.api.scala.function.WindowFunction
import org.apache.flink.streaming.api.windowing.windows.TimeWindow
import org.apache.flink.util.Collector

// This class is a window operator with a checkpoint.
class WindowsStatisticWithChk extends WindowFunction[SEvent, Long, Tuple, TimeWindow] with
ListCheckpointed[UDFStateScalal{

private var total = OL

// Define the window operator implementation logic to calculate the number of tuples in a window.
override def apply(key: Tuple, window: TimeWindow, input: Iterable[SEvent], out: Collector[Long]):
Unit ={
var count = OL
for (event <- input) {
count += 1L

}

total += count

out.collect(count)

}
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// Create a snapshot for the user-defined status.
override def snapshotState(l: Long, l1: Long): util.List[UDFStateScala] = {
val udfList: util. ArrayList[UDFStateScala] = new util.ArrayList[UDFStateScala]
val udfState = new UDFStateScala
udfState.setState(total)
udfList.add (udfState)
udfList
}

// Restore the status from the user-defined snapshot.
override def restoreState(list: util.List{UDFStateScala]): Unit = {
val udfState = list.get(0)
total = udfState.getState
}
}

e Application code

This code snippet is about the definition of StreamGraph and detailed service
implementation process. The event time is used as time to trigger the
window.

import org.apache.flink.runtime.state.filesystem.FsStateBackend

import org.apache.flink.streaming.api.functions.AssignerWithPeriodicWatermarks
import org.apache.flink.streaming.api.{CheckpointingMode, TimeCharacteristic}
import org.apache.flink.streaming.api.scala.StreamExecutionEnvironment

import org.apache.flink.streaming.api.watermark.Watermark

import org.apache.flink.streaming.api.windowing.assigners.SlidingEventTimeWindows
import org.apache.flink.streaming.api.windowing.time.Time

object FlinkEventTimeAPIChkMain {
def main(args: Array[String]): Unit ={
val chkPath = ParameterTool.fromArgs(args).get("chkPath", "hdfs://hacluster/flink/checkpoint/
checkpoint/")
val env = StreamExecutionEnvironment.getExecutionEnvironment
env.setStateBackend(new FsStateBackend(chkPath))
env.setStreamTimeCharacteristic(TimeCharacteristic.EventTime)
env.getConfig.setAutoWatermarklInterval(2000)
env.getCheckpointConfig.setCheckpointingMode (CheckpointingMode.EXACTLY_ONCE)
env.getCheckpointConfig.setCheckpointinterval(6000)

// Application logic
env.addSource(new SEventSourceWithChk)
.assignTimestampsAndWatermarks(new AssignerWithPeriodicWatermarks[SEvent] {
// Set a watermark.
override def getCurrentWatermark: Watermark = {
new Watermark(System.currentTimeMillis())
}
// Add a timestamp to each tuple.
override def extractTimestamp(t: SEvent, l: Long): Long = {
System.currentTimeMillis()
}
bl
.keyBy(0)
.window(SlidingEventTimeWindows.of (Time.seconds(4), Time.seconds(1)))
.apply(new WindowsStatisticWithChk)
.print()
env.execute()
}
}

5.3.4 Stream SQL Join Application

5.3.4.1 Development Plan of Flink Stream SQL Join

Assume that a Flink service receives a message every second. The message records
the basic information about a user, including the name, gender, and age. Another
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Flink service (service 2) receives a message irregularly, and the message records
the name and career information about the user.

To meet the requirements of some services, a Flink application is developed to
achieve the following function: uses the username recorded in the message
received by service 2 as a keyword to jointly query service data.

Data Planning

e The data of service 1 is stored in the Kafka component. Data is sent to and
received from Kafka (user with Kafka permission required). For details about
Kafka configuration, see Data Planning.

e Service 2 receives messages using the socket. You can run the netcat
command to input the analog data source.

- Run the Linux command netcat -l -p <port> to start a simple text server.

- After starting the application to connect to the port monitored by netcat,
enter the data information to the netcat terminal.

Development Guidelines

Start the Flink Kafka Producer application to send data to Kafka.

2. Start the Flink Kafka Consumer application to receive data from Kafka and
create Table1. Ensure that topics of Kafka Consumer are consistent with that
of Kafka Producer.

3. Read data from the socket and create Table2.
4. Use Flink SQL to jointly query Table1 and Table2 and print the result.

5.3.4.2 Flink Stream SQL Join Java Sample Code

Function Description

In a Flink application, call the API of the flink-connector-kafka module to produce
and consume data.

If you need to interconnect with Kafka in security mode before application
development, kafka-client-xx.x.x.jar of MRS is required. You can obtain the JAR
file in the MRS client directory.

Sample Code

The following example shows the Producer, Consumer, and the main logic code
used by Flink Stream SQL Join.

For the complete codes, see com.huawei.bigdata.flink.examples.WritelntoKafka
and com.huawei.bigdata.flink.examples.SqlJoinWithSocket.

e Produce a piece of user information in Kafka every second. The user

information includes the name, age, and gender.

// Kafka Producer code

import org.apache.flink.api.common.serialization.SimpleStringSchema;

import org.apache.flink.api.java.utils.ParameterTool;

import org.apache.flink.streaming.api.datastream.DataStream;

import org.apache.flink.streaming.api.environment.StreamExecutionEnvironment;
import org.apache.flink.streaming.api.functions.source.SourceFunction;
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import org.apache.flink.streaming.connectors.kafka.FlinkKafkaProducer;
import java.util.Random;
public class WriteIntoKafka4SQLJoin {

public static void main(String[] args) throws Exception {
// Print the command reference for flink run.
System.out.println("use command as: ");
System.out.println("./bin/flink run --class
com.huawei.flink.example.sgljoin.WriteIntoKafka4SQLJoin" +
" [opt/test.jar --topic topic-test -bootstrap.servers 10.91.8.218:21005");
System.out.println("./bin/flink run --class
com.huawei.flink.example.sqljoin.WriteIntoKafka4SQLJoin" +
" /opt/test.jar --topic topic-test -bootstrap.servers 10.91.8.218:21007 --security.protocol
SASL_PLAINTEXT --sasl.kerberos.service.name kafka");
System.out.println( );
System.out.println("<topic> is the kafka topic name");
System.out.println("<bootstrap.servers> is the ip:port list of brokers");
System.out.println( );

// Construct the execution environment.

StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();

// Set parallelism.

env.setParallelism(1);

// Parse the running parameters.

ParameterTool paraTool = ParameterTool.fromArgs(args);

// Construct a StreamGraph and write the data generated from self-defined sources to Kafka.

DataStream<String> messageStream = env.addSource(new SimpleStringGenerator());

FlinkKafkaProducer producer = new FlinkKafkaProducer<>(paraTool.get("topic"), new
SimpleStringSchema(), paraTool.getProperties());

messageStream.addSink(producer);

// Invoke execute to trigger the execution.

env.execute();

}

// Customize the sources and generate a message every other second.
public static class SimpleStringGenerator implements SourceFunction<String> {
static final String[] NAME = {"Carry", "Alen", "Mike", "lan", "John", "Kobe", "James"};
static final String[] Gender = {"MALE", "FEMALE"};
static final int COUNT = NAME.length;
boolean running = true;
Random rand = new Random(47);

@Override
// Use rand to randomly generate a combination of the name, gender, and age.
public void run(SourceContext<String> ctx) throws Exception {
while (running) {
int i = rand.nextInt(COUNT);
int age = rand.nextInt(70);
String Gender = Gender[rand.nextInt(2)];
ctx.collect(NAME[i] + "," + age + "," + Gender);
Thread.sleep(1000);
}
}

@Override

public void cancel() {
running = false;

}

}
}

Generate Table1 and Table2, use Join to jointly query Table1 and Table2, and

print the output result.

import org.apache.calcite.interpreter.Row;

import org.apache.flink.api.common.functions.MapFunction;

import org.apache.flink.api.common.serialization.SimpleStringSchema;
import org.apache.flink.api.java.tuple.Tuple2;

import org.apache.flink.api.java.tuple.Tuple3;
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import org.apache.flink.api.java.utils.ParameterTool;

import org.apache.flink.streaming.api.TimeCharacteristic;

import org.apache.flink.streaming.api.datastream.DataStream;

import org.apache.flink.streaming.api.environment.StreamExecutionEnvironment;
import org.apache.flink.streaming.connectors.kafka.FlinkKafkaConsumer;

import org.apache.flink.table.api.Table;

import org.apache.flink.table.api.TableEnvironment;

import org.apache.flink.table.api.java.StreamTableEnvironment;

public class SqUoinWithSocket {
public static void main(String[] args) throws Exception{
final String hostname;
final int port;
System.out.println("use command as: ");
System.out.println("flink run --class com.huawei.flink.example.sqljoin.SqUoinWithSocket" +
" [opt/test.jar --topic topic-test -bootstrap.servers xxxx.xxx.xxx.xxx:9092 --hostname
XXX XXX XXX XXX --port xxx");
System.out.println("flink run --class com.huawei.flink.example.sqljoin.SqUoinWithSocket" +
" [opt/test.jar --topic topic-test -bootstrap.servers xxxx.xxx.xxx.xxx:21007 --security.protocol

SASL_PLAINTEXT --sasl.kerberos.service.name kafka"
+ "--hostname XXX.XXX.XXX.XXX --port xxx");

System.out.println( );
System.out.println("<topic> is the kafka topic name");
System.out.println("<bootstrap.servers> is the ip:port list of brokers");

System.out.println( );

try {
final ParameterTool params = ParameterTool.fromArgs(args);

hostname = params.has("hostname") ? params.get("hostname") : "localhost";
port = params.getint("port");

} catch (Exception e) {
System.err.println("No port specified. Please run 'FlinkStreamSqlloinExample " +
"--hostname <hostname> --port <port>', where hostname (localhost by default) " +
"and port is the address of the text server");

System.err.println("To start a simple text server, run 'netcat -l -p <port>' and " +
"type the input text into the command line");

return;

}

StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
StreamTableEnvironment tableEnv = TableEnvironment.getTableEnvironment(env);

// Process data based on EventTime.
env.setStreamTimeCharacteristic(TimeCharacteristic.EventTime);

env.setParallelism(1);
ParameterTool paraTool = ParameterTool.fromArgs(args);

// Use Stream1 to read data from Kafka.
DataStream<Tuple3<String, String, String>> kafkaStream = env.addSource(new
FlinkKafkaConsumer<>(paraTool.get("topic"),
new SimpleStringSchema(), paraTool.getProperties()))
.map(new MapFunction<String, Tuple3<String, String, String>>() {
@Override
public Tuple3<String, String, String> map(String s) throws Exception
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{
String[] word = s.split(",");

return new Tuple3<>(word[0], word[1], word[2]);
}
b

// Register Stream1 as Table1.
tableEnv.registerDataStream("Table1", kafkaStream, "name, age, Gender, proctime.proctime");

// Use Stream?2 to read data from the socket.
DataStream<Tuple2<String, String>> socketStream = env.socketTextStream(hostname, port, "\n")
.map(new MapFunction<String, Tuple2<String, String>>() {
@Override
public Tuple2<String, String> map(String s) throws Exception
{
String[] words = s.split("\\s");
if (words.length < 2) {
return new Tuple2<>();

}

return new Tuple2<>(words[0], words[1]);
}
b

// Register Stream?2 as Table2.
tableEnv.registerDataStream("Table2", socketStream, "name, job, proctime.proctime");

// Run SQL Join to perform a joint query.
Table result = tableEnv.sqlQuery("SELECT t1.name, t1.age, t1.Gender, t2.job, t2.proctime as
shiptime\n" +
"FROM Table1 AS t1\n" +
"JOIN Table2 AS t2\n" +
"ON t1.name = t2.name\n" +
"AND t1.proctime BETWEEN t2.proctime - INTERVAL '1' SECOND AND t2.proctime +
INTERVAL '1' SECOND");

// Convert the query result into a stream and print the output.
tableEnv.toAppendStream(result, Row.class).print();

env.execute();
}
}

5.4 Commissioning a Flink Application

5.4.1 Compiling and Running a Flink Application

After application code development is complete, you are advised to upload it to
the Linux client to run applications. The procedures for running applications
developed using Scala or Java are the same on the Flink client.

(1 NOTE

Flink applications of a YARN cluster can run only on Linux, but not on Windows.

Procedure

Step 1 In Intelli) IDEA, configure Artifacts of the project before generating a JAR file.

1. On the IDEA home page, choose File > Project Structures... to go to the
Project Structure page.
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On the Project Structure page, select Artifacts, click +, and choose JAR >
Empty.

Figure 5-32 Adding Artifacts

I Project Structure

&P + -
Project Settings
Project _ -
£ Android Application
Modules - - From modules with dependencies...
£ JavaFx Application »
B B JavaFx Preloader
Facets & Other
Artifacts
Platform Settings
SDKs
Global Libraries
Problems
KR [ =]

You can set the name, type, and output path of the JAR file based on the site
requirements.
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Figure 5-33 Setting basic information

I Project Structure =]
¢ + - 1
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Global Libraries Wl flink-connector-kafka-0.10_2.11-1.3.0 (Project Libr
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META-INF/MANIFEST.MF file not found in 'unnamed.jar'

Create Manifest... | | Use Existing Manifest..

] Show content of elements [ -]

n [ cancel | [ apply | [ el |

Right-click FlinkStreamJavaExample' compile output, and choose Put into
Output Root. Click Apply.

Figure 5-34 Put into Output Root

Il Project Structure ==
& > + —
% FlnkStreamlavabxample Nems: | FlinkStreamlavaExample | Type: [ AR [+ |
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5. Click OK to complete the configuration.

Step 2 Generate a JAR file.
1. On the IDEA home page, choose Build > Build Artifacts....

Figure 5-35 Build Artifacts

I FlinkStreamJavaExample - [E:\DataSight_Flink_Examplesiflink-examples-normal\FlinkStreamJavaExample] - [FlinkStream.
Fle Edit View MNavigate Code Analyze Refacton m un Tools VCE Window SmartlDE Help
5 Make Project Ctrl+F9 | jvaks

[ FlinkStreamJavaExample : [ src i 51 com  E1 hu

Make Module 'FlinkStreamJavaExample'

E B Project i | | |+Shife

o Compile '..eamJavaExample java’ Ctrl+Shift+F9

E & FlinkStreamJavaExample (£ Dat i : | (= F= mples
=il [ .idea Rebuild Project

g [ data Generate Ant Build;

u B out Build Artifacts...

3

S [ sre

*_57'.__ [E1 com.huaweibigdata flink.examples

Q}I " % FlinkStreamJavaExample

Il FlinkStreamJavaExample.iml

Wh External Libraries

22 public class FlinkStreamJavaBExample {

23 public static void main(String[] arg
24 // print comment for command to us{
25 System. out.println("use command
26 System. out.println(”. /bin/flink
27 " fopt/test. jar —fileP
Co P . S .

2. In the displayed menu, choose FlinkStreamJavaExample > Build to generate
the JAR file.

Figure 5-36 Build

File Edit View MNavigate Code Analyze Refactor Build Run Tools WCS Window SmartIDE Help

Bl FlinkStreamJavaExample - [E:\DataSight_Flink_Examplesiflink: pl mal\FlinkSt JavaE le] - [FlinkSt JavaE ple] - ..\srcy

[3 FlinkStreamJavaExample [ src » [£1 com » 1 huawei » 1 bigdata » 1 flink 1 examples ; (€ FlinkStreamJavaExample

s EH Project o € & | #- |- | @ FlinkStreamlavaExample java x

g nFIi“kStreaMJavammple E:\DataSight | 1l package com. huawei.bigdata flink. examples;

il [ idea 2

- [ data 3 +import ...

o [ out 16

§ [ sre 17 Sex

‘_51'-_ [E1 com.huawei.bigdata.flink.examples 18 ¥ Consume

{; "% FlinkStreamJavaExample 19 ®

I FlinkStreamJavaExample.iml 20 ¥ <
il External Libraries 21 #/

22 public class FlinkStreamJavaFxample | |
23 public static woid main(String[] args) throws Excepti
24 S/ print comment for command to use run flink
25 System. out. println(“use command as:
26 System nmt neintln(” (hinf{flink run —class com.
27 Buildiadifach lePath /opt/logl. tx
28 [ | == FlinkStreamJavaExample »
29 System. out.printIn(” <filePath
30 System. out. print1n(” <windowTi
31 System. out. println(”
32
33 A/ Ch ng t parameters
34 final String[] filePaths = ParameterTool. fromirgsiar
35 “/opt/logl.txt, /opt/log2. txt")
36 Lsplit (7, ")
37 assert filePaths. length > 0;
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3. If information similar to the following is displayed in the event log, the JAR
file has been successfully generated. You can obtain the JAR file from the path
configured in Step 1.3.

21:25:43 Compilation completed successfully in 36 sec

Step 3 Copy the JAR file generated in Step 2 (for example, FlinkStreamJavaExample.jar)
to the Flink operating environment on Linux (that is, the Flink client), for
example, /opt/Flink_test. Run the Flink application.

Start the Flink cluster before running the Flink applications on Linux. Run the yarn
session command on the Flink client to start the Flink cluster. The following is a
command example:

bin/yarn-session.sh -n 3 -jm 1024 -tm 1024

(1 NOTE

Do not restart the HDFS service or all DataNode instances during Flink job running.
Otherwise, the job may fail and some temporary application data cannot be cleared.
e Running the DataStream sample application (Scala and Java)

Open another window on the terminal. Go to the Flink client directory and
invoke the bin/flink run script to run code. The following is an example.
bin/flink run --class com.huawei.flink.example.stream.FlinkStreamJavaExample /opt/Flink_test/flink-
examples-1.0.jar --filePath /opt/log1.txt,/opt/log2.txt --windowTime 2

bin/flink run --class com.huawei.flink.example.stream.FlinkStreamScalaExample /opt/Flink_test/flink-
examples-1.0.jar --filePath /opt/log1.txt,/opt/log2.txt --windowTime 2

Table 5-8 Parameters

Parameter | Description

<filePath> | File path in the local file system. The /opt/log1.txt and /opt/
log2.txt files must be stored on each node. Run the chmod
755 File name command to grant the READ, WRITE, and
EXECUTE permissions to users. The owner group user and
other users have only the READ and EXECUTE permissions.
The default value can be retained or changed.

<windowTi | Duration of a time window. The unit is minute. The default
me> value can be retained or changed.

e  Running the sample application for producing and consuming data in Kafka
(in Java or Scala)

Run the following command to start the application to generate data:

bin/flink run --class com.huawei.flink.example.kafka.WriteIntoKafka /opt/Flink_test/flink-
examples-1.0.jar <topic> <bootstrap.servers> [security.protocol] [sasl.kerberos.service.name]
[kerberos.domain.name] [ssl.truststore.location] [ssl.truststore.password]

Run the following commands to start the application to consume data. There
can be security risks if a command contains the authentication password. You
are advised to disable the command recording function (history) before
running the command.

bin/flink run --class com.huawei.flink.example.kafka.ReadFromKafka /opt/Flink_test/flink-
examples-1.0.jar <topic> <bootstrap.servers> [security.protocol] [sasl.kerberos.service.name]
[kerberos.domain.name] [ssl.truststore.location] [ssl.truststore.password]
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Table 5-9 Parameters

Paramete | Description Mandator
r y
topic Name of a Kafka topic Yes
bootstrap. | List of IP addresses or ports of broker clusters Yes
server
security.pr | The parameter can be set to protocols PLAINTEXT | No
otocol (optional), SASL_PLAINTEXT, SSL, and SASL_SSL, NOTE
corresponding to ports 21005, 21007, 21008, and If this
21009 of the MRS Kafka cluster, respectively. paramete
- If the SASL is configured, the value of Ec'fr]fr;gﬂre
sasl.kerberos.service.name must be set to d, Kafka
kafka and the configuration items related to is in non-
security.kerberos.login in conf/flink- security
conf.yaml must be set. mode.
- If the SSL is configured, ssl.truststore.location
(path of truststore) and
ssl.truststore.password (password of
truststore) must be set.
kerberos.d | Kafka domain name No
omain.na NOTE
me This
paramete
ris
mandator
y when
security.p
rotocol is
set to
SASL.

The following examples use ReadFromKafka to show four types of

commands:

bin/flink run --class com.huawei.flink.example.kafka.ReadFromKafka /opt/Flink_test/flink-
examples-1.0.jar --topic topic1 --bootstrap.servers 10.96.101.32:21005
bin/flink run --class com.huawei.flink.example.kafka.ReadFromKafka /opt/Flink_test/flink-
examples-1.0.jar --topic topic1 --bootstrap.servers 10.96.101.32:21007 --security.protocol
SASL_PLAINTEXT --sasl.kerberos.service.name kafka --kerberos.domain.name hadoop.hadoop.com
bin/flink run --class com.huawei.flink.example.kafka.ReadFromKafka /opt/Flink_test/flink-
examples-1.0.jar --topic topic1 --bootstrap.servers 10.96.101.32:21008 --security.protocol SSL --
ssl.truststore.location /home/truststore.jks --ssl.truststore.password xxx
bin/flink run --class com.huawei.flink.example.kafka.ReadFromKafka /opt/Flink_test/flink-
examples-1.0.jar --topic topic1 --bootstrap.servers 10.96.101.32:21009 --security.protocol SASL_SSL --
sasl.kerberos.service.name kafka --kerberos.domain.name hadoop.hadoop.com --
ssl.truststore.location /home/truststore.jks --ssl.truststore.password xxx

Running the sample application of the asynchronous checkpoint mechanism
(in Scala or Java)

To diversify sample code, the processing time is used as a timestamp for
DataStream in Java, and the event time is used as a timestamp for
DataStream in Scala. The command reference is as follows:
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Saving checkpoint snapshot information to HDFS

®  Java
bin/flink run --class

com.huawei.flink.example.checkpoint.FlinkProcessingTimeAPIChkMain /opt/Flink_test/flink-

examples-1.0.jar --chkPath hdfs://hacluster/flink-checkpoint/

B Scala

bin/flink run --class com.huawei.flink.example.checkpoint.FlinkEventTimeAPIChkMain /opt/

Flink_test/flink-examples-1.0.jar --chkPath hdfs://hacluster/flink-checkpoint/
Saving checkpoint snapshot information to a local file

= Java
bin/flink run --class

com.huawei.flink.example.checkpoint.FlinkProcessingTimeAPIChkMain /opt/Flink_test/flink-

examples-1.0.jar --chkPath file:///home/zzz/flink-checkpoint/

®  Scala
bin/flink run --class com.huawei.flink.example.checkpoint.FlinkEventTimeAPIChkMain
/opt/Flink_test/flink-examples-1.0.jar --chkPath file:///home/zzz/flink-checkpoint/

(10 NOTE

® Path of the checkpoint source file: flink/checkpoint/checkpoint/
fd5f5b3d08628d83038a30302b611/chk-X/4f854bf4-ea54-4595-
29d9-9b9080779ffe

In the path, flink/checkpoint/checkpoint indicates the specified root
directory.

fd5f5b3d08628d83038a30302b611 indicates a second-level directory named

after joblD.

In chk-X, X indicates a checkpoint number, which is a third-level directory.

4f854bf4-ea54-4595-a9d9-9b9080779ffe indicates a checkpoint source file.

® In cluster mode, Flink checkpoint saves files to HDFS.

e Running the Stream SQL Join sample application

a.

----End

Start the application to produce data in Kafka. For details about how to
configure Kafka, see Running the sample application for producing
and consuming data in Kafka (in Java or Scala).

bin/flink run --class com.huawei.flink.example.sqljoin.WritelntoKafka4SQLJoin /opt/Flink_test/
flink-examples-1.0.jar --topic topic-test --bootstrap.servers xxx.xxx.xxx.xxx:21005

Run the netcat command on any node in the cluster to wait for an

application connection.
netcat -l -p 9000

Start the application to receive socket data and perform a joint query.
bin/flink run --class com.huawei.flink.example.sqgljoin.SqUoinWithSocket /opt/Flink_test/flink-
examples-1.0.jar --topic topic-test --bootstrap.servers xxx.xxx.xxx.xxx:21005 --hostname

XXX XXX XXX XXX --port 9000

5.4.2 Viewing the Running Result of a Flink Application

After a Flink application is run, you can view the running result or view the
application running status on the Flink web UlI.
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Procedure
e Viewing the running result of the Flink application

To view the running result, you need to view the Stdout log of the
TaskManager on the Flink web UL.

If the running result is exported to a file or another path specified by the Flink
application, you can obtain the running result data from the specified file or
path. The following uses checkpoints, pipelines, and the JOIN between
configuration tables and streams as examples.

e Viewing checkpoint results and files

- The results are stored in the taskmanager.out file of Flink. To view the
results, log in to the Flink web Ul, and click the out button under the
task manager tag.

- Two methods to view checkpoint files

= |f the checkpoint snapshot information is stored in HDFS, run the
hdfs dfs -Is hdfs://hacluster/flink-checkpoint/ command to view
the checkpoint files.

® |If the checkpoint snapshot information is stored in a local file, log in
to each node to view the checkpoint files.

e Viewing the Stream SQL Join results

The results are stored in the taskmanager.out file of Flink. To view the
results, log in to the Flink web Ul, and click the out button under the task
manager tag.

e Viewing the running status of the Flink application on the Flink web Ul

The Flink web Ul contains the Overview, Running Jobs, Completed Jobs,
Task Managers, Job Manager, and Logout parts.

On the web Ul of YARN, locate the Flink application. Click ApplicationMaster
in the last column of the application information. The Flink web Ul is
displayed.

To view the results printed during application execution, locate the
TaskManager and view the corresponding Stdout tag log information.

e Viewing Flink logs to check application running status
You can obtain Flink logs from the logs on either the Flink or YARN web UI.

- On the Flink web Ul, you can view logs of the TaskManagers and
JobManager.

- On the YARN web Ul, you can view logs of the JobManager and GC.

On the YARN web Ul, locate the Flink application. Click the ID in the first
column of the application information. On the displayed page, click Logs
in the Logs column.

5.5 FAQs About Flink Application Development

5.5.1 Flink Savepoints CLI

Savepoints are externally stored checkpoints that you can use to stop-and-resume
or update your Flink programs. They use Flink's checkpoint mechanism to create a
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snapshot of the state of your streaming program and write the checkpoint meta
data out to an external file system.

It is highly recommended that you adjust your programs as described in this
section in order to be able to upgrade your programs in the future. The main
required change is to manually specify operator IDs via the uid(String) method.
These IDs are used to scope the state of each operator.

DataStream<String> stream = env

// Stateful source (e.g. Kafka) with ID
.addSource(new StatefulSource())
.uid("source-id") // ID for the source operator
shuffle()

// Stateful mapper with ID

.map(new StateFulMapper())
.uid("mapper-id") // ID for the mapper

// Stateless printing sink

.print(); //Auto-generated ID

Resuming from Savepoints

If you do not specify the IDs manually, the system will automatically assign one ID
to each operator. You can resume from a savepoint as long as the ID of the
operator is not changed. ID generation depends on the user's application code and
is sensitive to the application code structure. Therefore, it is highly recommended
to specify an ID for every operator manually. Data generated by savepoints will be
saved in the configured file system, for example, FsStateBackend or
RocksDBStateBackend.

1. Trigger a savepoint.
$ bin/flink savepoint <jobld> [targetDirectory]

The command will trigger a savepoint for the job with ID: jobld. Furthermore,
you can specify targetDirectory to store the savepoint. The directory must be
accessible by JobManager. The targetDirectory parameter is optional. If you
do not configure targetDirectory, the configured state.savepoints.dir in the
configuration file is used to store the savepoint.

You can set a default savepoint path using state.savepoints.dir in flink-
conf.yaml.

# Default savepoint target directory

(10 NOTE

You are advised to set targetDirectory to an HDFS path. The following is an example.
bin/flink savepoint 405af8c02cf6dc069a0f9b7a1f7be088 hdfs://savepoint

2. Cancel a job with a savepoint.
$ bin/flink cancel -s [targetDirectory] jobld

The command will atomically trigger a savepoint for the job with ID: jobid
and cancel the job. Furthermore, you can specify targetDirectory to store the
savepoint. The directory must be accessible by JobManager.

3. Restore jobs using the following methods.

- Restoring jobs from savepoints
$ bin/flink run -s savepointPath [runArgs]

The command submits a job and sets the initial state of the job to the
state specified by savepointPath.
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Precautions

{11 NOTE

runArgs is a user-defined parameter, whose format and name vary depending on
users.

- Allowing non-restored state
$ bin/flink run -s savepointPath -n [runArgs]

By default, the resume operation will try to map all state of the savepoint
back to the program you are restoring with. If you dropped an operator,
you are allowed to skip state that cannot be mapped to the new program
via --allowNonRestoredState (short: -n) option.

Dispose savepoints.
$ bin/flink savepoint -d savepointPath

The command disposes the savepoint stored in savepointPath.

Chained operators are identified by the ID of the first task. It is not possible to
manually assign an ID to an intermediate chained task, for example, in the
chain [a->b->c] only a can have its ID assigned manually, but not b or c. To
assign IDs to b and ¢, you need to manually define task chains using the

disableChaining() API. The following provides an example:
env.addSource(new GetDataSource())

.keyBy(0)

timeWindow(Time.seconds(2)).uid("window-id")
.reduce(_+_).uid("reduce-id")

.map(f=>(f,1)).disableChaining().uid("map-id")
.print().disableChaining().uid("print-id")

During job upgrade, the data type of operators cannot be changed.

5.5.2 Flink Client CLI

For details about how to use the Flink CLI, visit https://ci.apache.org/projects/
flink/flink-docs-release-1.7/ops/cli.html.

Common CLIs

Common Flink CLIs are as follows:

1.

2.

yarn-session.sh

- You can run yarn-session.sh to start a resident Flink cluster to receive
tasks submitted by clients. Run the following command to start a Flink

cluster with three TaskManager instances:
bin/yarn-session.sh -n 3

- Run the following command to obtain other parameters of yarn-
session.sh:
bin/yarn-session.sh -help

Flink

- You can run the flink command to submit a Flink job to a resident Flink
cluster or to run the job in single-node mode.

®  The following example command is used to submit a Flink job to a

resident Flink cluster:
bin/flink run examples/streaming/WindowJoin.jar
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(11 NOTE

Before running this command to submit a job, you need to use yarn-session
to start the Flink cluster.

®  The following example command is used to run a job in single-node

mode:
bin/flink run -m yarn-cluster -yn 2 examples/streaming/WindowlJoin.jar

(11 NOTE

The -m yarn-cluster parameter is used for running the job in single-node
mode. -yn indicates the number of TaskManagers.

- Run the following command to obtain other parameters of the flink

command:
bin/flink --help

Precautions

e If yarn-session.sh uses -z to configure the specified ZooKeeper namespace,
you need to use -yid to specify applicationID and use -yz to specify the
ZooKeeper namespace when using flink run. The namespaces must the same.

Example:

bin/yarn-session.sh -n 3 -z YARN101
bin/flink run -yid application_****_**** -yz YARN101 examples/streaming/WindowJoin.jar

e If yarn-session.sh does not use -z to configure the specified ZooKeeper
namespace, do not use -yz to specify the ZooKeeper namespace when using
flink run.

Example:

bin/yarn-session.sh -n 3
bin/flink run examples/streaming/WindowJoin.jar

e You can use -yz to specify a ZooKeeper namespace when running flink run -
m yarn-cluster to start a cluster.

e You cannot start two or more clusters at the same time to share one
namespace.

e If you use -z to specify a ZooKeeper namespace when starting a cluster or
submitting a job, you need to use -z again to specify the namespace when
deleting, stopping, or querying the job or triggering a savepoint.

5.5.3 Flink Performance Tuning Suggestions

Memory Configuration

Flink depends on in-memory computing. If memory is insufficient during
computing, the Flink execution efficiency will be adversely affected. You can
determine whether memory becomes a performance bottleneck by monitoring
garbage collection (GC) and evaluating memory usage, and take performance
optimization measures.

If full GC frequently occurs in the YARN container GC logs of monitoring node
processes, optimize GC.
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(11 NOTE

GC configuration: Add the following parameters to the env.java.opts configuration item in
the conf/flink-conf.yaml file on the client: "-Xloggc:<LOG_DIR>/gc.log -XX:+PrintGCDetails
-XX:-OmitStackTracelnFastThrow -XX:+PrintGCTimeStamps -XX:+PrintGCDateStamps -
XX:+UseGCLogFileRotation -XX:NumberOfGCLogFiles=20 -XX:GCLogFileSize=20M". GC logs
are added by default.

GC optimization

To optimize GC, adjust the ratio of the old generation to the young
generation. In the conf/flink-conf.yaml configuration file on the client, add
the -XX:NewRatio parameter to the env.java.opts configuration item. For
example, -XX:NewRatio=2 indicates that the ratio of the old generation to
the young generation 2:1, the new generation occupies 1/3 of the entire heap
space, and the old generation occupies 2/3.

When developing Flink applications, optimize the data partitioning or
grouping of DataStream.

- If partitioning causes data skew, partitioning needs to be optimized.

- Avoid unparallel operations, because some operations on DataStream, for
example, WindowAll, cause parallelism failure.

- Do not use a string for keyBy.

Configuring DOP

The degree of parallelism (DOP) indicates the number of tasks to be executed
concurrently. It determines the number of data blocks after splitting. Adjust the
DOP to maximize the number of tasks, the volume of data processed in each task,
and the data processing capabilities the machines.

Query CPU and memory usage. If data and tasks are not evenly distributed among
nodes, increase the DOP. Increasing the DOP makes full use of computing
capabilities of machines in the cluster.

You can specify and adjust the DOP at one of the following levels (the priorities of
which are in descending order) based on the actual memory, CPU, data, and
application logic conditions.

Operator

Invoke the setParallelism() method to specify the DOP of an operator, data

source, and data sink. Example:
final StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
DataStream<String> text = [...]
DataStream<Tuple2<String, Integer>> wordCounts = text
flatMap(new LineSplitter())
.keyBy(0)
timeWindow(Time.seconds(5))
.sum(1).setParallelism(5);
wordCounts.print();
env.execute("Word Count Example");

Execution environment

A Flink program runs in the execution environment. In the execution
environment, a default DOP is defined for all executed operators, data
sources, and data sinks.

You can specify the default DOP by invoking the setParallelism() method.
Example:
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final StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
env.setParallelism(3);

DataStream<String> text = [...]

DataStream<Tuple2<String, Integer>> wordCounts = [...]

wordCounts.print();

env.execute("Word Count Example");

e C(Client

You can specify the DOP when submitting jobs to Flink on the client. For a CLI
client, you can specify the DOP using the -p parameter. Example:

./bin/flink run -p 10 ../examples/*WordCount-java*.jar
e  System

At the system level, you can modify parallelism.default in the flink-
conf.yaml file in the conf directory of the Flink client to specify the default
DOP for all execution environments.

Configuring Process Parameters

In Flink on YARN mode, there are two processes: JobManager and TaskManager.
JobManagers and TaskManagers shoulder major responsibilities during task
scheduling and running.

Parameter configurations of JobManagers and TaskManagers significantly affect
the execution performance of Flink applications. You can perform the following
operations to optimize Flink cluster performance.

Step 1 Configure JobManager memory.

JobManagers are responsible for task scheduling and message communications
between the TaskManager and ResourceManager. JobManager memory needs to
be added as tasks and the DOP increase.

You can set proper JobManager memory based on the number of tasks.

e  When running the yarn-session command, add the -jm MEM parameter to
configure memory.

e  When running the yarn-cluster command, add the -yjm MEM parameter to
configure memory.

Step 2 Configure the number of TaskManagers.

Each core of a TaskManager can process a task at the same time. Increasing the
number of TaskManager has the same effect as increasing the DOP. Therefore, you
can increase the number of TaskManagers to improve efficiency when there are
sufficient resources.

e When running the yarn-session command, add the -n NUM parameter to
configure the number of TaskManagers.

e When running the yarn-cluster command, add the -yn NUM parameter to
configure the number of TaskManagers.

Step 3 Configure the number of TaskManager slots.

Multiple cores of a TaskManager can process multiple tasks at the same time. This
has the same effect as increasing the DOP. However, the number of cores and the
memory must be balanced, because all cores share the memory of the
TaskManager.
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When running the yarn-session command, add the -s NUM parameter to
configure the number of slots.

When running the yarn-cluster command, add the -ys NUM parameter to
configure the number of slots.

Step 4 Configure TaskManager memory.

The memory of a TaskManager is used for task execution and communications. A
large-size task requires more resources. In this case, you can increase memory.

When running the yarn-session command, add the -tm MEM parameter to
configure memory.

When running the yarn-cluster command, add the -ytm MEM parameter to
configure memory.

--—-End

Partitioning Design Methods

A proper partitioning design can optimize task splitting. Ensure even partitioning
during programming to prevent data skew in tasks. Otherwise, long-time
execution of a task will delay the whole task.

Partitioning methods are as follows:

Random partitioning: Partitions elements randomly.
dataStream.shuffle();

Rebalancing (Round-robin partitioning): Partitions elements round-robin,
creating equal load per partition. This is useful for performance optimization

in the presence of data skew.
dataStream.rebalance();

Rescaling: Partitions elements, round-robin, to a subset of downstream
operations. This is useful if you want to have pipelines where you, for
example, fan out from each parallel instance of a source to a subset of several
mappers to distribute load but don't want the full rebalance that rebalance()

would incur.
dataStream.rescale();

Broadcasting: Broadcasts elements to every partition.
dataStream.broadcast();

Custom partitioning: Uses a user-defined Partitioner to select the target task
for each element. Custom partitioning allows users to partition data based on
a certain feature to optimize task execution.

The following is an example:

// Use fromElements to construct a simple Tuple2 flow.
DataStream<Tuple2<String, Integer>> dataStream = env.fromElements(Tuple2.of("hello",1),
Tuple2.of("test",2), Tuple2.of("world",100));
// Define a key value used for partitioning. The return value is the partition to which the key belongs.
The value plus 1 is the ID of the corresponding subtask.
Partitioner<Tuple2<String, Integer>> strPartitioner = new Partitioner<Tuple2<String, Integer>>() {
@Override
public int partition(Tuple2<String, Integer> key, int numPartitions) {
return (key.f0.length() + key.f1) % numPartitions;
}
b
// Indicates the key value for partitioning using Tuple2.
dataStream.partitionCustom(strPartitioner, new KeySelector<Tuple2<String, Integer>, Tuple2<String,
Integer>>() {
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@Override
public Tuple2<String, Integer> getKey(Tuple2<String, Integer> value) throws Exception {
return value;

}
D-print();

Configuring the Netty Network Communication

Flink communications depend on a Netty network. Netty network configuration is
critical to Flink application execution, because the network performance
determines data exchange speed and task execution efficiency.

The following parameters allow for advanced tuning in the conf/flink-conf.yaml
configuration file on the client. The default values are sufficient. Exercise caution
when changing the default values, preventing performance deterioration.

e taskmanager.network.netty.num-arenas: Number of Netty arenas. The
default value is the value of taskmanager.numberOfTaskSlots.

e taskmanager.network.netty.server.numThreads and
taskmanager.network.netty.client.numThreads: Number of Netty server
and client threads, respectively. The default values are the value of
taskmanager.numberOfTaskSlots.

e taskmanager.network.netty.client.connectTimeoutSec: Netty client
connection timeout. The default value is 120s.

e taskmanager.network.netty.sendReceiveBufferSize: Netty send and receive
buffer size. This defaults to the system buffer size (cat /proc/sys/net/ipv4/
tcp_[rw]lmem) and is 4 MB in modern Linux.

e taskmanager.network.netty.transport: Netty transport type, either nio or
epoll. The default value is nio.

Experience Summary
Avoiding Data Skew

If data skew occurs (certain data volume is extremely large), the execution time of
tasks is inconsistent even though no GC is performed.

e Redefine the keys. Use keys of smaller granularity to optimize task sizes.
e Modify the DOP.
e (Call the rebalance operation to balance data partitions.

Setting Buffer Timeout

e During the execution of tasks, data is exchanged through network. You can
configure the setBufferTimeout parameter to specify a buffer timeout
interval for data exchanging among different servers.

o If setBufferTimeout is set to -1, the refreshing operation is performed when
the buffer is full, maximizing the throughput. If setBufferTimeout is set to 0,
the refreshing operation is performed each time data is received, minimizing
the delay. If setBufferTimeout is set to a value greater than 0, the refreshing
operation is performed after the butter times out.

The following is an example.

env.setBufferTimeout(timeoutMillis);
env.generateSequence(1,10).map(new MyMapper()).setBufferTimeout(timeoutMillis);
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5.5.4 Savepoints FAQs

1.

Should I assign IDs to all operators in my job?

As a rule of thumb, yes. Strictly speaking, it is sufficient to only assign IDs via
the uid method to the stateful operators in your job. The savepoint only
contains state for these operators and stateless operators are not part of the
savepoint.

In practice, it is advised to assign IDs to all operators, because some of Flink's
built-in operators like the Window operator are also stateful and it is not
obvious which built-in operators are actually stateful and which are not. If you
are absolutely certain that an operator is stateless, you can skip the uid
method.

What happens if | add a new operator that requires state to my job?

When you add a new operator to your job, it will be initialized without any
state. Therefore, it is stateless and starts running from 0.

What happens if | delete an operator that has state from my job?

By default, a savepoint restore will try to match all state back to the restored
job. If you restore from a savepoint that contains state for an operator that
has been deleted, this will therefore fail.

You can allow non restored state by setting the --allowNonRestoredState
(short: -n) with the run command:
$ bin/flink run -s savepointPath -n [runArgs]

What happens if | reorder stateful operators in my job?
- If you assigned IDs to these operators, they will be restored as usual.

- If you did not assign IDs, the auto generated IDs of the stateful operators
will most likely change after the reordering. This would result in you not
being able to restore from a previous savepoint.

What happens if | add or delete or reorder operators that have no state in my

job?

- If you assigned IDs to your stateful operators, the stateless operators will
not influence the savepoint restore.

- If you did not assign IDs, the auto generated IDs of the stateful operators
will most likely change after the reordering. This would result in you not
being able to restore from a previous savepoint.

What happens when | change the parallelism of my program when restoring?

If the savepoint was triggered with Flink 1.2.0 or later and using no
deprecated state API like checkpointed, you can simply restore the program
from a savepoint and specify a new parallelism. Otherwise, the restore will
fail.
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5.5.5 What Should | Do If Running a Checkpoint Is Slow When
RocksDBStateBackend is Set for the Checkpoint and a Large
Amount of Data Exists?

Issue

What should | do if running a checkpoint is slow when RocksDBStateBackend is
set for the checkpoint and a large amount of data exists?

Possible Causes

Customized windows are used and the window state is ListState. There are many

values under the same key. The merge() operation of RocksDB is used every time
when a new value is added. When calculation is triggered, all values under the key
are read.

e The RocksDB mode is merge()->merge()....->merge()->read(), which is
time-consuming during data reading, as shown in Figure 5-37.

e When a source operator sends a large amount of data in an instant, the key
values of all data are the same, which slows down window operator
processing. As a result, the barriers are accumulated in the buffer and the
completion of snapshot creation is delayed. The window operator fails to
report a snapshot creation success to CheckpointCoordinator on time so that
CheckpointCoordinator considers that the snapshot fails to be created.
Figure 5-38 shows a data flow.
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Figure 5-37 Time monitoring information
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Answer

Figure 5-38 Data flow
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Flink introduces the third-party software package RocksDB, whose defect causes
the problem. You are advised to set checkpoint to FsStateBackend.

The following provides an example to show how to set checkpoint to
FsStateBackend in the application code. The following provides an example:

env.setStateBackend(new FsStateBackend("hdfs://hacluster/flink-checkpoint/checkpoint/"));

5.5.6 What Should | Do If yarn-session Failed to Be Started
When blob.storage.directory Is Set to /home?

Issue

Answer

When blob.storage.directory is set to /home, a user has no permission to create
the blobStore-UUID file in /fhome, causing yarn-session start failure.

1. It is recommended that blob.storage.directory be set to /tmp or /opt/
Bigdata/tmp.
2. If you set blob.storage.directory to a customized directory, you need to

manually assign the owner permission on the directory to the user. The
following uses user admin of MRS as an example.

a. Modify the Flink client configuration file conf/flink-conf.yaml and
configure blob.storage.directory to /home/testdir/testdirdir/xxx.

b. Create the /home/testdir directory (level-1 directory is enough) and
assign the directory to user admin.

/home # id admin ) e
n) g1d=9998(ficommon) groups=9998(ficommon),8003(System_administrator_186)
p

/home # chown admin:ficommon testdir/ -R
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{11 NOTE

The testdirdir/xxx directory in /home/testdir/ is automatically created on each
node when the Flink cluster is started.

c. Go to the client path and run ./bin/yarn-session.sh -n 3 -jm 2048 -tm
3072 to check whether yarn-session is normally started and the directory
is created.

4 admin ficommon 4896 Mar 13 11:5
# 11 testdir/testdird

admin ficommon 4896 Mar 13
druxr-x--- 2 admin ficommon 4896 Mar 13

5.5.7 Why Does Non-static KafkaPartitioner Class Object Fail
to Construct FlinkKafkaProducer010?

Issue

Answer

After the Flink kernel is upgraded to 1.3.0, an error is reported when Kafka calls
the FlinkKafkaProducer010 that contains the non-static KafkaPartitioner class
object as the parameter to construct a function.

The error message is as follows:

org.apache.flink.api.common.InvalidProgramException: The implementation of the FlinkKafkaPartitioner is
not serializable. The object probably contains or references non serializable fields.

The FlinkKafkaDelegatePartitioner class has been added to Flink 1.3.0 so that Flink
can be compatible with APIs that use KafkaPartitioner, for example,
FlinkKafkaProducer010 that contains the KafkaPartitioner class object, to construct
functions.

The FlinkKafkaDelegatePartitioner class defines the member variable
kafkaPartitioner.

private final KafkaPartitioner<T> kafkaPartitioner;

When Flink transfers KafkaPartitioner as a parameter to construct
FlinkKafkaProducer010, the following stack is invoked:

FlinkKafkaProducer010(String topicld, KeyedSerializationSchema<T> serializationSchema, Properties
producerConfig, KafkaPartitioner<T> customPartitioner)

-> FlinkKafkaProducer09(String topicld, KeyedSerializationSchema<IN> serializationSchema, Properties
producerConfig, FlinkKafkaPartitioner<IN> customPartitioner)

----> FlinkKafkaProducerBase (String defaultTopicld, KeyedSerializationSchema<IN> serializationSchema,
Properties producerConfig, FlinkKafkaPartitioner<IN> customPartitioner)

------ > ClosureCleaner:clean(Object func, boolean checkSerializable)

Use the KafkaPartitioner object to construct a FlinkKafkaDelegatePartitioner
object, and then check whether the object is serializable. The ClosureCleaner:clean
function is a static function. If the KafkaPartitioner object is non-static, the
ClosureCleaner::clean function cannot access the non-static member variable
kafkaPartitioner in the KafkaDelegatePartitioner class. As a result, an error is
reported.
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Either of the following methods can be used to solve the problem:

e Change the KafkaPartitioner class into a static class.

e Use the FlinkKafkaProducer010 that contains FlinkKafkaPartitioner as a
parameter to construct functions. In this case, FlinkKafkaDelegatePartitioner
will not be constructed and an error related to a member variable can be
avoided.

5.5.8 When | Use the Newly-Created Flink User to Submit
Tasks, Why Does the Task Submission Fail and a Message
Indicating Insufficient Permission on ZooKeeper Directory Is
Displayed?

Issue
When | use a newly-created Flink user to submit tasks, the task submission fails
because of insufficient permission on the ZooKeeper directory. The error message
in the log is as follows:
NoAuth for /flink/application_1499222480199_0013

Answer

In the configuration file of Flink, the default value of high-
availability.zookeeper.client.acl is creator, indicating that only the creator of the
directory has permission on it. The user created later has no access to the /flink
directory in ZooKeeper because only the user created earlier has permission on it.

To solve the problem, perform the following operation as the newly-created user:

Check the configuration file conf/flink-conf.yaml on the client.

2.  Modify the parameter high-availability.zookeeper.path.root to the
corresponding ZooKeeper directory, for example, /flink2.

3. Submit the task again.

5.5.9 Why Can't | Access the Flink Web Page?

Issue

The Flink web page cannot be accessed through http://JobManager IP:Port of
the JobManager.

Answer

The IP address of the computer you used has not been added to the whitelist of
the Flink web page. To solve the problem, perform the following operation:
Check the configuration file conf/flink-conf.yaml on the client.

2. Check whether the value of the jobmanager.web.ssl.enabled parameter is
false.

- If the value is not false, change the value to false.
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- If the value is false, perform the next step.

Check whether the IP address of the computer you used has been added to
the jobmanager.web.access-control-allow-origin and
jobmanager.web.allow-access-address parameters. If the IP address has not

been added, add it to these two parameters. Example:
jobmanager.web.access-control-allow-origin: 192.168.252.35,192.168.24.216
jobmanager.web.allow-access-address: 192.168.252.35,192.168.24.216
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HBase Development Guide

6.1 HBase Application Development Overview

6.1.1 Introduction to HBase Application Development

HBase

HBase is a column-based distributed storage system that features high reliability,
performance, and scalability. HBase is designed to break through limitations of a
relational database to process massive amounts of data.

Application scenarios of HBase have the following features:

API Types

Massive data processing (higher than the TB or PB level)

High throughput

Highly efficient random read of massive data

Excellent scalability

Capable of concurrently processing structured and unstructured data

Not all Atomicity, Consistency, Isolation, Durability (ACID) features supported
by traditional relational databases are required.

HBase tables have the following features:

- Large: One table contains hundreds of millions of rows and millions of
columns.

- Column-based: Storage and rights control is implemented based on
columns (families), and columns (families) are independently retrieved.

- Sparse: Null columns do not occupy storage space, so a table can be
sparse.

You are advised to use Java to develop HBase applications, because HBase is
developed based on Java and Java is concise, universal, and easy-to-understand.
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HBase adopts the same Application Programming Interfaces (APIs) as those of
Apache HBase. For details about the APIs, visit http://hbase.apache.org/apidocs/

index.html.

Table 6-1 describes the functions that HBase can provide by invoking APIs.

Table 6-1 Functions provided by HBase APIs

Function

Description

Data CRUD function

Data creation, retrieve, update, and
deletion

Advanced feature

Filter and coprocessor

Management function

Table and cluster management

6.1.2 Common Concepts of HBase Application Development

e Filter

Filters provide powerful features to help users improve the table data
processing efficiency of HBase. Users can use the filter predefined in HBase

and customize a filter.

e Coprocessor

Coprocessors enable users to perform region-level operations and provide
functions similar to those of triggers in a relational database management

system (RDBMS).
e Client

Users can access a server from a client through Java APIs or HBase shell to
read and write HBase tables. The HBase client in this document refers to the
HBase client installation package downloaded from MRS Manager where the
HBase service is installed. The HBase client installation package includes the
sample code for accessing HBase through Java APIs.

6.1.3 HBase Application Development Process

This section describes how to use Java APIs to develop HBase applications.

Figure 6-1 and Table 6-2 describe the phases in the development process.
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Figure 6-1 HBase application development process
( Start )
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v

Prepare development and
operating environments.
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Prepare a project.
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Develop a project
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v

Compile and run
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View application
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Y
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Table 6-2 HBase application development process details

Phase Description Reference

Understand basic Before application Common Concepts of

concepts. development, learn basic | HBase Application
concepts of HBase, Development

understand the scenario
requirements, and design

tables.
Prepare development The Java language is Preparing a Local
and operating recommended for HBase | Application
environments. application development. | Development

You can use the Eclipse Environment
tool. The HBase
operating environment is
an HBase client. Install
and configure the client
according to the guide.
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Phase

Description

Reference

Prepare a project.

HBase provides sample
projects for different
scenarios. You can
import a sample project
to learn the application.
You can also create an
HBase project according
to the guide.

Importing and
Configuring HBase
Sample Projects

Develop a project based
on the scenario.

A Java sample project is
provided, including
creating a table, writing
data into the table, and
deleting the table.

HBase Development
Plan

Compile and run
applications.

You can compile the
developed application
and submit it for
running.

Application
Commissioning

View application running
results.

Application running
results are exported to a
path you specify. You can

Viewing the HBase
Application
Commissioning Result

also view the application
running status on the Ul.

6.2 Preparing an HBase Application Development
Environment

6.2.1 Preparing a Local Application Development Environment

Table 6-3 describes the environment required for secondary development. You
also need to prepare a Linux environment for verifying whether the application is
running properly.

Table 6-3 Development environment

Item Description

Windows OS. Windows 7 or later is
recommended.

Operating system (OS)

JDK installation Basic configurations of the
development environment. JDK 1.8 or

later is required.

It is a tool used to develop HBase
applications.

Eclipse installation and configuration
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Item Description

Installing Apache Maven

project.

It is a tool used to compile the sample

Network

the HBase server on the network.

The client must be interconnected with

You have installed JDK1.8 or later. You have used Eclipse supporting JDK 1.8 or

Install Eclipse and JDK in the Windows development environment.

later, with the JUnit plug-in installed.

(10 NOTE

e If you use IBM JDK, ensure that the JDK configured in Eclipse is IBM JDK.
e If you use Oracle JDK, ensure that the JDK configured in Eclipse is Oracle JDK.

e Do not use the same workspace and the sample project in the same path for different

Eclipse programs.

Prepare a Linux environment for testing application running status.

Preparing a Running and Commissioning Environment

Step 1 On the ECS management console, apply for a new ECS for application
development, running, and commissioning.

The security group of the ECS must be the same as that of the master node in

an MRS cluster.
The ECS and the MRS cluster must be in the same VPC.

The ECS network interface controller (NIC) and the MRS cluster must be in

the same network segment.

Step 2 Apply for an EIP, bind it to the IP address of a new ECS, and configure an inbound
or outbound rule for the security group.

Step 3 Download the client program. For details, see Downloading an MRS Client.

Step 4 Log in to the node where the downloaded client is located, and then install the

client.

1.

Run the following command to decompress the client package:

cd /opt

tar -xvf /opt/MRS_Services_Client.tar

Run the following command to verify the installation file package:

sha256sum -c /opt/MRS_Services_ClientConfig.tar.sha256
MRS_Services_ClientConfig.tar:OK

Run the following command to decompress the installation file package:

tar -xvf /opt/MRS_Services_ClientConfig.tar

Run the following command to install the client to a specified directory
(absolute path), for example, fopt/client. The directory is automatically
created.
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cd /opt/MRS_Services_ClientConfig
sh install.sh /opt/client

Components client installation is complete.

--—-End

6.2.2 Preparing an HBase Application Development User

Prerequisites

Procedure
Step 1
Step 2

Step 3

Step 4

The development user is used to run the sample project. The user must have
HBase permissions to run the HBase sample project.

Kerberos authentication has been enabled for the MRS cluster. Skip this step if
Kerberos authentication is not enabled for the cluster.

Log in to MRS Manager. For details, see Logging in to MRS Manager.

Log in to MRS Manager and choose System > Manage Role > Create Role, as
shown in Figure 6-2.

Figure 6-2 Creating a role

Dashboard ~ Service Host Alarm Audit Tenant

System »Manage Rolg

+ Create Role

Role Name + Description (reated

v Manager_administrator This role has all rights of Manager system and tenant resource.

1. Enter a role name, for example, hbaserole.

2. Edit a role. Choose HBase> HBase Scope in Right. Select Admin, Create,
Read, Write, and Execute, and click OK, as shown in Figure 6-3.

Figure 6-3 Editing a role

Create Role

Right
& Admin B Create B Read B write = Execute
Global = = = = =

10 ~| Total Records: 1 1

Choose System > Manage User > Create User to create a user for the sample
project.

Enter a username, for example, hbaseuser. Set User Type to Machine-machine,
and select supergroup in User Group. Set Primary Group to supergroup, select
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hbaserole in Assign Rights by Role, and click OK. Figure 6-4 shows the
parameter settings.

Figure 6-4 Creating a user

System » Manage User » Create User

Create User

* Username: hbaseuser
* User Type: Machine-machine v
* User Group: Select and Join User Group Clear All
supergroup
* Primary Group: supergroup v
Assign Rights by Role:  Select and Add Role Clear All

hbaserole

Step 5 On MRS Manager, choose System > User Management. On the displayed page,
select hbaseuser from the Username drop-down list. In the Operation column on
the right, choose More > Download authentication credential. Save the
downloaded package and decompress it to obtain the user.keytab and krb5.conf
files for security authentication in the sample project, as shown in Figure 6-5.

Figure 6-5 Downloading the authentication credential

Operation

Modify Lock User | More »

Initialize password

Download authentication credential

--—-End

Related Information

If you modify component parameter configurations, you need to download the
client configuration file again and update the client in the running and
commissioning environment.
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6.2.3 Importing and Configuring HBase Sample Projects

Prerequisites

Procedure

Step 1

Step 2

Step 3

Step 4

Ensure that the time difference between a local computer and the MRS cluster is
less than 5 minutes. Time of the MRS cluster can be viewed in the upper right
corner on the MRS Manager page.

Figure 6-6 Time of the MRS cluster

Cluster Name: [mmuzmg 14:30:34 GMT+08:00 ]
El 0 d: Lo 0 0 0 00

Obtain the HBase sample project by referring to Obtaining the MRS Application
Development Sample Project.

In the root directory of the HBase sample project, that is, the pom.xml directory
of the HBase sample project, open the CLI and run the mvn install command to
compile the project.

In the cmd window opened in Step 2, run the mvn eclipse:eclipse command to
create an Eclipse project.

Configure the Eclipse development environment.
1. On the Eclipse menu bar, choose Window > Preferences.
The Preferences window is displayed.

2. Choose General > Workspace from the navigation tree. In the Text file
encoding area, select Other, set the value to UTF-8, click Apply.

For details, see Figure 6-7.
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Figure 6-7 Setting the Eclipse encoding format
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pane on the left, choose Maven > User Settings. On the User

Settings page, click Browse to import the settings.xml file of Maven, click Apply,

and then click OK.

See Figure 6-8.
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Figure 6-8 Setting the Maven Development Environment of the Eclipse
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Step 5 In the application development environment, import the sample project to the
Eclipse development environment.

1. Choose File > Import > General > Existing Projects into Workspace > Next
> Browse.

The Browse Folder dialog box is displayed.
2. Select the sample project folder, and click Finish.

--—-End

6.3 Developing an HBase Application

6.3.1 HBase Development Plan

You can quickly learn and master the HBase development process and know key
interface functions in a typical application scenario.

Scenario Description

Develop an application to manage information about users who use service A in
an enterprise. Table 6-4 provides the user information. Procedures are as follows:
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e Create a user information table.

e Add users' educational backgrounds and titles to the table.

e Query user names and addresses by user ID.

e Query information by user name.

e Query information about users whose age ranges from 20 to 29.

e Collect the number of users and their maximum, minimum, and average age.
e Deregister users and delete user data from the user information table.

e Delete the user information table after service A ends.

Table 6-4 User information

ID Name | Gend | Age | Address
er

120050002 | Zhang | Male | 19 Shenzhen City, Guangdong Province

01 San
120050002 | Li Femal | 23 Hangzhou City, Zhejiang Province
02 Wanti | e

ng
120050002 | Wang | Male | 26 Ningbo City, Zhejiang Province
03 Ming
120050002 | Li Male |18 Xiangyang City, Hubei Province
04 Gang

120050002 | Zhao | Femal | 21 Shangrao City, Jiangxi Province
05 Enru e

120050002 | Chen | Male |32 | Zhuzhou City, Hunan Province
06 Long

120050002 | Zhou | Femal | 29 Nanyang City, Henan Province
07 Wei e

120050002 | Yang | Femal | 30 Wenzhou City, Zhejiang Province
08 Yiwen | e

120050002 | Xu Male 26 Weinan City, Shaanxi Province
09 Bing

120050002 | Xiao Male |25 Dalian City, Liaoning Province
10 Kai

Data Planning

Proper design of a table structure, RowKeys, and column names enable you to
make full use of HBase advantages. In the sample project, a unique ID is used as a
RowKey, and columns are stored in the info column family.
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/A\ CAUTION

HBase tables are stored in the Namespace: Table name format. If the namespace is
not specified when you create a table, the table will be stored in default by
default. The HBase namespace is a system table namespace. Do not create service
tables or read and write data in it.

Function Description

Determine functions to be developed based on the preceding scenario. Table 6-5
describes functions to be developed.

Table 6-5 Functions to be developed in HBase

No.

Step

Code Implementation

1

Create a table based on the information in
Table 6-4.

For details, see Creating
an HBase Table.

Import user data.

For details, see Inserting
HBase Data.

Add an educational background column
family, and add educational backgrounds and
titles to the user information table.

For details, see
Modifying an HBase
Table.

Query user names and addresses by user ID.

For details, see Reading
HBase Data Using the
GET Command.

Query information by user name.

For details, see Using an
HBase Filter.

Deregister users and delete user data from
the user information table.

For details, see Deleting
HBase Data.

Delete the user information table after
service A ends.

For details, see Deleting
an HBase Table.

Key Design Principles

HBase is a distributed database system based on the lexicographic order of
RowKeys. The RowKey design has great impact on performance, so the RowKeys
must be designed based on specific services.

6.3.2 Creating the Configuration Object

Function Description

HBase obtains configuration items by loading a configuration file, including user
login information configuration items.
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Sample Code

The following code snippets are in the com.huawei.bigdata.hbase.examples
packet.

Invoke the init () method under the TestMain class to initialize the Configuration
object.

private static void init() throws IOException {
// load hbase client info
if(clientinfo == null) {
clientInfo = new ClientInfo(CONF_DIR + HBASE_CLIENT_PROPERTIES);
restServerinfo = clientInfo.getRestServerinfo();

// Default load from conf directory
conf = HBaseConfiguration.create();

conf.addResource(CONF_DIR + "core-site.xml");
conf.addResource(CONF_DIR + "hdfs-site.xml");
conf.addResource(CONF_DIR + "hbase-site.xml");

}

6.3.3 Creating a Connection Object

Function Description

HBase creates a Connection object using the
ConnectionFactory.createConnection(configuration) method. The transferred
parameter is the Configuration created in the previous step.

Connection encapsulates the connections between underlying applications and
servers and ZooKeeper. Connection is instantiated using the ConnectionFactory
class. Creating Connection is a heavyweight operation. Connection is thread-safe.
Therefore, multiple client threads can share one Connection.

In a typical scenario, a client program uses a Connection, and each thread obtains
its own Admin or Table instance and invokes the operation interface provided by
the Admin or Table object. You are not advised to cache or pool Table and Admin.
The lifecycle of Connection is maintained by invokers who can release resources by
invoking close().

Sample Code

The following code snippet is an example of creating a Connection:

private TableName tableName = null;

private Configuration conf = null;

private Connection conn = null;

public static final String TABLE_NAME = "hbase_sample_table";

public HBaseExample(Configuration conf) throws IOException {
this.conf = conf;
this.tableName = TableName.valueOf(TABLE_NAME);
this.conn = ConnectionFactory.createConnection(conf);

}
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(11 NOTE

1. Example code involves many operations, such as creating, querying, and deleting tables.
Only testCreateTable and dropTable are used as an example in this section. For details,
see examples in the specific section.

2. The Admin object required by table creation is obtained from the Connection object.
3. Avoid invoking login code repeatedly.

6.3.4 Creating an HBase Table

Function Description

HBase allows you to create a table using the createTable method of the
org.apache.hadoop.hbase.client.Admin object. You need to specify a table name
and a column family name. You can create a table by using either of the following
methods, but the latter one is recommended.

e Quickly create a table. A newly created table contains only one region, which
will be automatically split into multiple new regions as data increases.

e C(Create a table using pre-assigned regions. You can pre-assign multiple regions
before creating a table. This mode accelerates data write at the beginning of
massive data write.

(11 NOTE

The column name and column family name of a table consist of letters, digits, and
underscores (_) but cannot contain any special characters.

Sample Code

The following code snippets are in the testCreateTable method in the
HBaseExample class of the com.huawei.bigdata.hbase.examples packet.

public void testCreateTable() {
LOG.info("Entering testCreateTable: " + tableName);

// Set the column family name to info.

byte [] fam = Bytes.toBytes("info");

ColumnFamilyDescriptor familyDescriptor = ColumnFamilyDescriptorBuilder.newBuilder(fam)
// Set data encoding methods. HBase provides DIFF,FAST_DIFF,PREFIX
// HBase 2.0 removed "PREFIX_TREE" Data Block Encoding from column families.
.setDataBlockEncoding(DataBlockEncoding.FAST_DIFF)
// Set compression methods, HBase provides two default compression
// methods:GZ and SNAPPY
// GZ has the highest compression rate,but low compression and
// decompression efficiency,fit for cold data
// SNAPPY has low compression rate, but high compression and
// decompression efficiency,fit for hot data.
// it is advised to use SANPPY
.setCompressionType(Compression.Algorithm.SNAPPY)
.build();

TableDescriptor htd =

TableDescriptorBuilder.newBuilder(tableName).setColumnFamily (familyDescriptor).build();

Admin admin = null;
try {
// Instantiate an Admin object.
admin = conn.getAdmin();
if ('admin.tableExists(tableName)) {
LOG.info("Creating table...");
admin.createTable(htd);
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LOG.info(admin.getClusterMetrics());
LOG.info(admin.listNamespaceDescriptors());
LOG.info("Table created successfully.");

} else {
LOG.warn("table already exists");

}
} catch (IOException e) {
LOG.error("Create table failed.", e);
} finally {
if (admin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Failed to close admin ", e);
}
}
}
LOG.info("Exiting testCreateTable.");
}

6.3.5 Deleting an HBase Table

Function Description

HBase allows you to delete a table using the deleteTable method of
org.apache.hadoop.hbase.client.Admin.

Sample Code

The following code snippets are in the dropTable method in the HBaseExample
class of the com.huawei.bigdata.hbase.examples packet.

public void dropTable() {
LOG.info("Entering dropTable.");

Admin admin = null;
try {
admin = conn.getAdmin();
if (admin.tableExists(tableName)) {
// Disable the table before deleting it.
admin.disableTable(tableName);//Note [1]

// Delete table.
admin.deleteTable(tableName);
}
LOG.info("Drop table successfully.");
} catch (IOException e) {
LOG.error("Drop table failed ", e);
} finally {
if (admin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Close admin failed ", e);
}
}
}
LOG.info("Exiting dropTable.");
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Precautions

Note [1] A table can be deleted only when the table is disabled. Therefore,
deleteTable is used together with disableTable, enableTable, tableExists,
isTableEnabled, and isTableDisabled.

6.3.6 Modifying an HBase Table

Function Description

HBase allows you to modify table information using the modifyTable method of
org.apache.hadoop.hbase.client.Admin.

Sample Code

The following code snippets are in the testModifyTable method in the
HBaseExample class of the com.huawei.bigdata.hbase.examples packet.

public void testModifyTable() {
LOG.info("Entering testModifyTable.");

// Specify the column family name.
byte[] familyName = Bytes.toBytes("education");

Admin admin = null;

try {
// Instantiate an Admin object.
admin = conn.getAdmin();

// Obtain the table descriptor.
TableDescriptor htd = TableDescriptorBuilder.newBuilder(tableName).build();

// Check whether the column family is specified before modification.
if (!htd.hasColumnFamily(familyName)) {
// Create the column descriptor.
ColumnFamilyDescriptor cfd = ColumnFamilyDescriptorBuilder.of (familyName);
TableDescriptor td =
TableDescriptorBuilder.newBuilder(admin.getDescriptor(tableName)).setColumnFamily(cfd).build();
// Disable the table to get the table offline before modifying
// the table.
admin.disableTable(tableName);//Note [1]
// Submit a modifyTable request.
admin.modifyTable(td);
// Enable the table to get the table online after modifying the
// table.
admin.enableTable(tableName);
}
LOG.info("Modify table successfully.");
} catch (IOException e) {
LOG.error("Modify table failed ", e);
} finally {
if (@dmin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Close admin failed ", e);
}

}

}
LOG.info("Exiting testModifyTable.");
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(11 NOTE

Note [1] modifyTable takes effect only when a table is disabled.

6.3.7 Inserting HBase Data

Function Description

HBase is a column-based database. A row of data may have multiple column
families, and a column family may contain multiple columns. When writing data,
you must specify the columns (including the column family names and column
names) to which data is written. HBase allows you to insert data (a row of data or
data sets) using the put method of HTable.

Sample Code

The following code snippets are in the testPut method in the HBaseExample class
of the com.huawei.bigdata.hbase.examples packet. The
com.huawei.bigdata.hbase.examples package can be obtained from the sample
project of the corresponding MRS version downloaded from Obtaining the MRS
Application Development Sample Project.

public void testPut() {
LOG.info("Entering testPut.");

// Specify the column family name.

byte[] familyName = Bytes.toBytes("info");

// Specify the column name.

byte[][] qualifiers = {Bytes.toBytes("name"), Bytes.toBytes("gender"), Bytes.toBytes("age"),
Bytes.toBytes("address")};

Table table = null;

try {
// Instantiate an HTable object.
table = conn.getTable(tableName);
List<Put> puts = new ArrayList<Put>();
// Instantiate a Put object.
Put put = new Put(Bytes.toBytes("012005000201"));
put.addColumn(familyName, qualifiers[0], Bytes.toBytes("Zhang San"));
put.addColumn(familyName, qualifiers[1], Bytes.toBytes("Male"));
put.addColumn(familyName, qualifiers[2], Bytes.toBytes("19"));
put.addColumn(familyName, qualifiers[3], Bytes.toBytes("Shenzhen, Guangdong"));
puts.add(put);

put = new Put(Bytes.toBytes("012005000202"));

put.addColumn(familyName, qualifiers[0], Bytes.toBytes("Li Wanting"));
put.addColumn(familyName, qualifiers[1], Bytes.toBytes("Female"));
put.addColumn(familyName, qualifiers[2], Bytes.toBytes("23"));
put.addColumn(familyName, qualifiers[3], Bytes.toBytes("Shijiazhuang, Hebei"));
puts.add(put);

put = new Put(Bytes.toBytes("012005000203"));

put.addColumn(familyName, qualifiers[0], Bytes.toBytes("Wang Ming"));
put.addColumn(familyName, qualifiers[1], Bytes.toBytes("Male"));
put.addColumn(familyName, qualifiers[2], Bytes.toBytes("26"));
put.addColumn(familyName, qualifiers[3], Bytes.toBytes("Ningbo, Zhejiang"));
puts.add(put);

put = new Put(Bytes.toBytes("012005000204"));

put.addColumn(familyName, qualifiers[0], Bytes.toBytes("Li Gang"));
put.addColumn(familyName, qualifiers[1], Bytes.toBytes("Male"));
put.addColumn(familyName, qualifiers[2], Bytes.toBytes("18"));
put.addColumn(familyName, qualifiers[3], Bytes.toBytes("Xiangyang, Hubei"));
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puts.add(put);

put = new Put(Bytes.toBytes("012005000205"));

put.addColumn(familyName, qualifiers[0], Bytes.toBytes("Zhao Enru"));
put.addColumn(familyName, qualifiers[1], Bytes.toBytes("Female"));
put.addColumn(familyName, qualifiers[2], Bytes.toBytes("21"));
put.addColumn(familyName, qualifiers[3], Bytes.toBytes("Shangrao, Jiangxi"));
puts.add(put);

put = new Put(Bytes.toBytes("012005000206"));

put.addColumn(familyName, qualifiers[0], Bytes.toBytes("Chen Long"));
put.addColumn(familyName, qualifiers[1], Bytes.toBytes("Male"));
put.addColumn(familyName, qualifiers[2], Bytes.toBytes("32"));
put.addColumn(familyName, qualifiers[3], Bytes.toBytes("Zhuzhou, Hunan"));
puts.add(put);

put = new Put(Bytes.toBytes("012005000207"));

put.addColumn(familyName, qualifiers[0], Bytes.toBytes("Zhou Wei"));
put.addColumn(familyName, qualifiers[1], Bytes.toBytes("Female"));
put.addColumn(familyName, qualifiers[2], Bytes.toBytes("29"));
put.addColumn(familyName, qualifiers[3], Bytes.toBytes("Nanyang, Henan"));
puts.add(put);

put = new Put(Bytes.toBytes("012005000208"));
put.addColumn(familyName, qualifiers[0], Bytes.toBytes("Yang Yiwen"));
put.addColumn(familyName, qualifiers[1], Bytes.toBytes("Female"));
put.addColumn(familyName, qualifiers[2], Bytes.toBytes("30"));

put.addColumn(familyName, qualifiers[3], Bytes.toBytes("Kaixian, Chongging"));

puts.add(put);

put = new Put(Bytes.toBytes("012005000209"));

put.addColumn(familyName, qualifiers[0], Bytes.toBytes("Xu Bing"));
put.addColumn(familyName, qualifiers[1], Bytes.toBytes("Male"));
put.addColumn(familyName, qualifiers[2], Bytes.toBytes("26"));
put.addColumn(familyName, qualifiers[3], Bytes.toBytes("Weinan, Shaanxi"));
puts.add(put);

put = new Put(Bytes.toBytes("012005000210"));
put.addColumn(familyName, qualifiers[0], Bytes.toBytes("Xiao Kai"));
put.addColumn(familyName, qualifiers[1], Bytes.toBytes("Male"));
put.addColumn(familyName, qualifiers[2], Bytes.toBytes("25"));
put.addColumn(familyName, qualifiers[3], Bytes.toBytes("Dalian, Liaoning"));
puts.add(put);

// Submit a put request.
table.put(puts);

LOG.info("Put successfully.");

} catch (IOException e) {

LOG.error("Put failed ", e);

} finally {

}

if (table != null) {
try {
// Close the HTable object.
table.close();
} catch (IOException e) {
LOG.error("Close table failed ", e);
}
}

LOG.info("Exiting testPut.");

Precautions

Multiple threads are not allowed to use the same HTable instance at the same

time. HTable is a non-thread-safe class. If an HTable instance is used by multiple
threads at the same time, exceptions will occur.
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6.3.8 Deleting HBase Data

Function Description

HBase allows you to delete data (a row of data or data sets) using the delete
method of a Table instance.

Sample Code

The following code snippets are in the testDelete method in the HBaseExample
class of the com.huawei.bigdata.hbase.examples packet.

public void testDelete() {
LOG.info("Entering testDelete.");

byte[] rowKey = Bytes.toBytes("012005000201");

Table table = null;

try {
// Instantiate an HTable object.
table = conn.getTable(tableName);

// Instantiate a Delete object.
Delete delete = new Delete(rowKey);

// Submit a delete request.
table.delete(delete);

LOG.info("Delete table successfully.");
} catch (IOException e) {
LOG.error("Delete table failed ", e);
} finally {
if (table != null) {
try {
// Close the HTable object.
table.close();
} catch (IOException e) {
LOG.error("Close table failed ", e);
}

}
}
LOG.info("Exiting testDelete.");

}
6.3.9 Reading HBase Data Using the GET Command

Function Description

Before reading data from a table, create a table instance and a Get object. You
can also set parameters for the Get object, such as the column family name and
column name. Query results are stored in the Result object that stores multiple
Cells.

Sample Code

The following code snippets are in the testGet method in the HBaseExample
class of the com.huawei.bigdata.hbase.examples packet.

public void testGet() {
LOG.info("Entering testGet.");
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// Specify the column family name.

byte[] familyName = Bytes.toBytes("info");

// Specify the column name.

byte[][] qualifier = {Bytes.toBytes("name"), Bytes.toBytes("address")};
// Specify RowKey.

byte[] rowKey = Bytes.toBytes("012005000201");

Table table = null;

try {
// Create the Configuration instance.
table = conn.getTable(tableName);

// Instantiate a Get object.
Get get = new Get(rowKey);

// Set the column family name and column name.
get.addColumn(familyName, qualifier[0]);
get.addColumn(familyName, qualifier[1]);

// Submit a get request.
Result result = table.get(get);

// Print query results.
for (Cell cell : result.rawCells()) {
LOG.info(Bytes.toString(CellUtil.cloneRow(cell)) + ":"
+ Bytes.toString(CellUtil.cloneFamily(cell)) + ","
+ Bytes.toString(CellUtil.cloneQualifier(cell)) +","
+ Bytes.toString(CellUtil.cloneValue(cell)));

}
LOG.info("Get data successfully.");
} catch (IOException e) {
LOG.error("Get data failed ", e);
} finally {
if (table != null) {
try {
// Close the HTable object.
table.close();
} catch (IOException e) {
LOG.error("Close table failed ", e);
}

}

}
LOG.info("Exiting testGet.");

}

6.3.10 Reading HBase Data Using the Scan Command

Function Description

Before reading data from a table, instantiate the Table instance of the table, and
then create a Scan object and set parameters for the Scan object based on search
criteria. To improve query efficiency, you are advised to specify StartRow and
StopRow. Query results are stored in the ResultScanner object, where each row of
data is stored as a Result object that stores multiple Cells.

Sample Code

The following code snippets are in the testScanData method in the
HBaseExample class of the com.huawei.bigdata.hbase.examples packet.

public void testScanData() {
LOG.info("Entering testScanData.");

Table table = null;
// Instantiate a ResultScanner object.
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ResultScanner rScanner = null;

try {
// Create the Configuration instance.
table = conn.getTable(tableName);

// Instantiate a Get object.
Scan scan = new Scan();
scan.addColumn(Bytes.toBytes("info"), Bytes.toBytes("name"));

// Set the Caching size.
scan.setCaching(1000);//Note [1]

// Submit a scan request.
rScanner = table.getScanner(scan);

// Print query results.
for (Result r = rScanner.next(); r != null; r = rScanner.next()) {
for (Cell cell : rrawCells()) {
LOG.info(Bytes.toString(CellUtil.cloneRow(cell)) + ":"
+ Bytes.toString(CellUtil.cloneFamily(cell)) + ","
+ Bytes.toString(CellUtil.cloneQualifier(cell)) +","
+ Bytes.toString(CellUtil.cloneValue(cell)));
}

LOG.info("Scan data successfully.");
} catch (IOException e) {
LOG.error("Scan data failed ", e);
} finally {
if (rScanner != null) {
// Close the scanner object.
rScanner.close();

}
if (table != null) {
try {
// Close the HTable object.
table.close();
} catch (IOException e) {
LOG.error("Close table failed ", e);
}

}
}
LOG.info("Exiting testScanData.");

}

Precautions

1. You can set Batch and Caching.
- Batch

Batch indicates the maximum number of records returned each time
when the next API is invoked using Scan. This parameter is related to the
number of columns read each time.

- Caching

Caching indicates the maximum number of next records returned for a
remote procedure call (RPC) request. This parameter is related to the
number of rows read by an RPC.

6.3.11 Using an HBase Filter

Function Description

HBase Filter is used to filter data during Scan and Get. You can specify the filter
criteria, such as filtering by RowKey, column name, or column value.
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Sample Code

The following code snippets are in the testFilterList method in the
HBaseExample class of the com.huawei.bigdata.hbase.examples packet.

public void testFilterList() {
LOG.info("Entering testFilterList.");

Table table = null;

// Instantiate a ResultScanner object.
ResultScanner rScanner = null;

try {
// Create the Configuration instance.
table = conn.getTable(tableName);

// Instantiate a Get object.
Scan scan = new Scan();
scan.addColumn(Bytes.toBytes("info"), Bytes.toBytes("name"));

// Instantiate a FilterList object in which filters have "and"

// relationship with each other.

FilterList list = new FilterList(Operator.MUST_PASS_ALL);

// Obtain data with age of greater than or equal to 20.

list.addFilter(new SingleColumnValueFilter(Bytes.toBytes("info"), Bytes.toBytes("age"),
CompareOp.GREATER_OR_EQUAL, Bytes.toBytes(new Long(20))));

// Obtain data with age of less than or equal to 29.

list.addFilter(new SingleColumnValueFilter(Bytes.toBytes("info"), Bytes.toBytes("age"),
CompareOp.LESS_OR_EQUAL, Bytes.toBytes(new Long(29))));

scan.setFilter(list);

// Submit a scan request.
rScanner = table.getScanner(scan);
// Print query results.
for (Result r = rScanner.next(); r != null; r = rScanner.next()) {
for (Cell cell : r.rawCells()) {
LOG.info(Bytes.toString(CellUtil.cloneRow(cell)) + ":"
+ Bytes.toString(CellUtil.cloneFamily(cell)) + ","
+ Bytes.toString(CellUtil.cloneQualifier(cell)) + ","
+ Bytes.toString(CellUtil.cloneValue(cell)));
}
}
LOG.info("Filter list successfully.");
} catch (IOException e) {
LOG.error("Filter list failed ", e);
} finally {
if (rScanner != null) {
// Close the scanner object.
rScanner.close();

}
if (table != null) {
try {
// Close the HTable object.
table.close();
} catch (IOException e) {
LOG.error("Close table failed ", e);
}
}

}
LOG.info("Exiting testFilterList.");
}
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6.3.12 Adding an HBase Secondary Index

Function Description

You can use the methods provided by
org.apache.hadoop.hbase.hindex.client.HiIndexAdmin to manage Hindexes. This
class provides methods of adding an index to an existing table.

You can add an index to a table by using either of the following methods based
on whether you want to build index data when adding an index:

e addIndicesWithData()
e addIndices()

Sample Code

The following code snippets are in the addIindicesExample method in the
HindexExample class of the com.huawei.bigdata.hbase.examples packet.

addIndices (): Add an index to a table without data.

public void addIndicesExample() {
LOG.info("Entering Adding a Hindex.");
// Create index instance
Tablelndices tablelndices = new Tablelndices();
HIndexSpecification spec = new HindexSpecification(indexNameToAdd);
spec.addindexColumn(new HColumnDescriptor("info"), "name", ValueType.STRING);
tablelndices.addIndex(spec);
Admin admin = null;
HindexAdmin iAdmin = null;
try {
admin = conn.getAdmin();
iAdmin = HindexClient.newHIndexAdmin(admin);
// add index to the table
iAdmin.addIndices(tableName, tableIndices);
// Alternately, add the specified indices with data
// iAdmin.addIndicesWithData(tableName, tablelndices);
LOG.info("Successfully added indices to the table " + tableName);
} catch (IOException e) {
LOG.error("Add Indices failed for table " + tableName + "." + e);
} finally {
if (IAdmin != null) {
try {
// Close the HindexAdmin object.
iAdmin.close();
} catch (IOException e) {
LOG.error("Failed to close HIndexAdmin ", e);
}

}
if (@dmin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Failed to close admin ", e);
}
}

}
LOG.info("Exiting Adding a Hindex.");
}

The following code snippets are in the addIindicesExampleWithData method in
the HindexExample class of the com.huawei.bigdata.hbase.examples packet.
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addIndicesWithData (): Add an index to a table with a large amount of data.

public void addIndicesExampleWithData() {
LOG.info("Entering Adding a Hindex With Data.");
// Create index instance
Tablelndices tablelndices = new Tablelndices();
HindexSpecification spec = new HindexSpecification(indexNameToAdd);
spec.addindexColumn(new HColumnDescriptor("info"), "age", ValueType.STRING);
tablelndices.addIndex(spec);
Admin admin = null;
HindexAdmin iAdmin = null;
try {
admin = conn.getAdmin();
iAdmin = HIndexClient.newHIndexAdmin(admin);
// add index to the table
iAdmin.addIndicesWithData(tableName, tablelndices);
// Alternately, add the specified indices with data
// iAdmin.addIndicesWithData(tableName, tablelndices);
LOG.info("Successfully added indices to the table " + tableName);
} catch (IOException e) {
LOG.error("Add Indices failed for table " + tableName + "." + e);
} finally {
if (IAdmin != null) {
try {
// Close the HindexAdmin object.
iAdmin.close();
} catch (IOException e) {
LOG.error("Failed to close HIndexAdmin ", e);
}

}
if (@admin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Failed to close admin ", e);
}
}

}
LOG.info("Exiting Adding a Hindex With Data.");
}

6.3.13 Enabling or Disabling an HBase Secondary Index

Function Description

You can use the methods provided by
org.apache.hadoop.hbase.hindex.client.HiIndexAdmin to manage Hindexes. This
class provides methods of enabling/disabling an existing index.

The HIndexAdmin provides the following APIs based on whether you want to
enable or disable a table.

e disablelndices ()
e enablelndices ()

Sample Code

The following code snippets are in the enablelndicesExample method in the
HindexExample class of the com.huawei.bigdata.hbase.examples packet.

enablelndices (): Enable a specified index (the index status changes from
INACTIVE to ACTIVE). This API can also be used to scan indexes.
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public void enablelndicesExample() {
LOG.info("Entering Enabling a Hindex.");
List<String> indexNameList = new ArrayList<String>();
indexNameList.add(indexNameToAdd);
Admin admin = null;
HindexAdmin iAdmin = null;
try {
admin = conn.getAdmin();
iAdmin = HindexClient.newHIndexAdmin(admin);
// Disable the specified indices
iAdmin.enablelndices(tableName, indexNamelList);
// Alternately, disable the specified indices
// iAdmin.disablelndices(tableName, indexNamelList)
LOG.info("Successfully enable indices " + indexNameList + " of the table " + tableName);
} catch (IOException e) {
LOG.error("Failed to enable indices " + indexNamelList + " of the table " + tableName);
} finally {
if (IAdmin != null) {
try {
// Close the HIndexAdmin object.
iAdmin.close();
} catch (IOException e) {
LOG.error("Failed to close HIndexAdmin ", e);

}

}
if (@dmin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Failed to close admin ", e);
}
}

}
LOG.info("Exiting Enabling a Hindex.");
}

The following code snippets are in the disablelndicesExample method in the
HindexExample class of the com.huawei.bigdata.hbase.examples packet.

disablelndices (): Disable a specified index (the index status changes from ACTIVE
to INACTIVE). Therefore, index scanning becomes unavailable.

public void disablelndicesExample() {
LOG.info("Entering Disabling a Hindex.");
List<String> indexNamelList = new ArrayList<~>();
indexNamelList.add(indexNameToAdd);
Admin admin = null;
HindexAdmin iAdmin = null;
try {
admin = conn.getAdmin();
iAdmin = HIndexClient.newHIndexAdmin(admin);
// Disable the specified indices
iAdmin.disableIndices(tableName, indexNameList);
// Alternately, enable the specified indices
// iAdmin.enablelndices(tableName, indexNamelList);
LOG.info("Successfully disabled indices " + indexNameList + " of the table " + tableName);
} catch (IOException e) {
LOG.error("Failed to disable indices " + indexNamelList + " of the table " + tableName);
} finally {
if (IAdmin != null) {
try {
// Close the HindexAdmin object.
iAdmin.close();
} catch (IOException e) {
LOG.error("Failed to close HIndexAdmin ", e);
}
}
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if (@dmin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Failed to close admin ", e);
}
}
}
LOG.info("Exiting Disabling a Hindex.");
}

6.3.14 Querying the HBase Secondary Index List

Function Description

You can use the methods provided by

org.apache.hadoop.hbase.hindex.client.HIndexAdmin to manage Hindexes. This
class provides methods of listing all indexes of a table.

HindexAdmin provides the following API for listing indexes in a specified table:

e listindices (): This APl can be used to list all indexes of a specified table.

Sample Code

The following code snippets are in the listindicesintable method in the
HindexExample class of the com.huawei.bigdata.hbase.examples packet.

public void listIndicesIntable() {
LOG.info("Entering Listing Hindex.");
Admin admin = null;
HindexAdmin iAdmin = null;
try {
admin = conn.getAdmin();
iAdmin = HIndexClient.newHIndexAdmin(admin);
// Retreive the list of indices and print it
List<Pair<HIndexSpecification, IndexState>> indicesList = iAdmin.listindices(tableName);
LOG.info("indicesList:" + indicesList);
LOG.info("Successfully listed indices for table " + tableName + ".");
} catch (IOException e) {
LOG.error("Failed to list indices for table " + tableName + "." + e);
} finally {
if (IAdmin != null) {
try {
// Close the HindexAdmin object.
iAdmin.close();
} catch (IOException e) {
LOG.error("Failed to close HIndexAdmin ", e);
}

}
if (@dmin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Failed to close admin ", e);
}
}

}
LOG.info("Exiting Listing Hindex.");
}
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6.3.15 Using an HBase Secondary Index to Read Data

Function Description

In a user table with Hindexes, HBase uses a filter to query data.

Sample Code

The following code snippets are in the scanDataByHIndex method in the
HindexExample class of the com.huawei.bigdata.hbase.examples packet.

public void scanDataByHIndex() {

LOG.info("Entering HIindex-based Query.");

Table table = null;

ResultScanner rScanner = null;

try {
table = conn.getTable(tableName);
// Create a filter for indexed column.
SingleColumnValueFilter filter = new SingleColumnValueFilter(Bytes.toBytes("info"),

Bytes.toBytes("age"),
CompareOp.GREATER_OR_EQUAL, Bytes.toBytes("26"));

filter.setFilterlfMissing(true);

Scan scan = new Scan();
scan.setFilter(filter);
rScanner = table.getScanner(scan);

// Scan the data
LOG.info("Scan data using indices..");
for (Result result : rScanner) {

LOG.info("Scanned row is:");

for (Cell cell : result.rawCells()) {

LOG.info(Bytes.toString(CellUtil.cloneRow(cell)) + ":" + Bytes.toString(CellUtil.cloneFamily(cell)) +","
+ Bytes.toString(CellUtil.cloneQualifier(cell)) + "," + Bytes.toString(CellUtil.cloneValue(cell)));
}

}
LOG.info("Successfully scanned data using indices for table " + tableName + ".");
} catch (IOException e) {
LOG.error("Failed to scan data using indices for table " + tableName + "." + e);
} finally {
if (rScanner != null) {
rScanner.close();

}
if (table != null) {
try {
table.close();
} catch (IOException e) {
LOG.error("failed to close table, ", e);
}
}
}
LOG.info("Entering HIindex-based Query.");

}

6.3.16 Deleting an HBase Secondary Index

Function Description

You can use the methods provided by
org.apache.hadoop.hbase.hindex.client.HIndexAdmin to manage Hindexes. This
class provides methods of deleting all indexes from a table.

Based on whether the user wants to delete index data and indexes, this class
provide two APIs to delete indexes.
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e droplindices()
e dropindicesWithData()

Sample Code

The following code snippets are in the dropIindicesExample method in the
HindexExample class of the com.huawei.bigdata.hbase.examples packet.

dropindices (): Delete the specified index from the specified table, excluding index
data.

public void droplndicesExample() {
LOG.info("Entering Deleting a Hindex.");
List<String> indexNamelList = new ArrayList<String>();
indexNameList.add(indexNameToAdd);
Admin admin = null;
HindexAdmin iAdmin = null;
try {
admin = conn.getAdmin();
iAdmin = HIndexClient.newHIndexAdmin(admin);
// Drop the specified indices without dropping index data
iAdmin.dropIndices(tableName, indexNameList);
// Alternately, drop the specified indices with data
// iAdmin.droplindicesWithData(tableName, indexNameList);
LOG.info("Successfully dropped indices " + indexNameList + " from the table " + tableName);
} catch (IOException e) {
LOG.error("Failed to drop indices " + indexNamelList + " from the table " + tableName);
} finally {
if (IAdmin != null) {
try {
// Close the HindexAdmin object.
iAdmin.close();
} catch (IOException e) {
LOG.error("Failed to close HIndexAdmin ", e);

}

}
if (@admin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Failed to close admin ", e);
}
}
}
LOG.info("Exiting Deleting a Hindex.");

}

The following code snippets are in the droplndicesExampleWithData method in
the HindexExample class of the com.huawei.bigdata.hbase.examples packet.

dropindicesWithData (): Delete a specified index from a specified table, including
all related index data, from the user table.

public void dropindicesExampleWithData() {
LOG.info("Entering Deleting a Hindex With Data.");
List<String> indexNamelList = new ArrayList<String>();
indexNamelList.add(indexNameToAdd);
Admin admin = null;
HindexAdmin iAdmin = null;
try {
admin = conn.getAdmin();
iAdmin = HIndexClient.newHIndexAdmin(admin);
// Drop the specified indices without dropping index data
iAdmin.droplndicesWithData(tableName, indexNamelList);

Issue 05 (2024-12-10) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 140



MapReduce Service
Development Guide 6 HBase Development Guide

// Alternately, drop the specified indices with data
// iAdmin.droplndicesWithData(tableName, indexNamelList);
LOG.info("Successfully dropped indices " + indexNameList + " from the table " + tableName);
} catch (IOException e) {
LOG.error("Failed to drop indices " + indexNamelList + " from the table " + tableName);
} finally {
if (IAdmin != null) {
try {
// Close the HindexAdmin object.
iAdmin.close();
} catch (IOException e) {
LOG.error("Failed to close HIndexAdmin ", e);
}

}
if (@dmin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Failed to close admin ", e);
}
}

}
LOG.info("Exiting Deleting a Hindex With Data.");
}

6.3.17 HBase Multi-Point Region Splitting

Function Description

You can perform multi-point splitting by using
org.apache.hadoop.hbase.client. HBaseAdmin.

(11 NOTE

The splitting operation takes effect on empty regions only.
You can pre-partition a table when you create the table or directly split some regions.

In this example, the multi-point splitting is performed on an HBase table by using
multiSplit. The table will be split into four regions: "A~D", "D~F", "F~H", and
IIHNZII.

Sample Code

The following code snippets are in the testMultiSplit method in the
HBaseExample class of the com.huawei.bigdata.hbase.examples packet.

public void testMultiSplit() {
LOG.info("Entering testMultiSplit.");

Table table = null;
Admin admin = null;

try {
admin = conn.getAdmin();

// initilize a HTable object
table = conn.getTable(tableName);
Set<HRegionInfo> regionSet = new HashSet<HRegionInfo>();
List<HRegionLocation> regionList = conn.getRegionLocator(tableName).getAllRegionLocations();
for (HRegionLocation hrl : regionList) {
regionSet.add (hrl.getRegionInfo());

}
byte[1[] sk = new byte[4][];
sk[0] = "A".getBytes();
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sk[1] = "D".getBytes();
sk[2] = "F".getBytes();
sk[3] = "H".getBytes();
for (HRegionInfo regioninfo : regionSet) {
((HBaseAdmin) admin).multiSplit(regioninfo.getRegionName(), sk);
}
LOG.info("MultiSplit successfully.");
} catch (Exception e) {
LOG.error("MultiSplit failed ", e);
} finally {
if (table != null) {
try {
// Close table object
table.close();
} catch (IOException e) {
LOG.error("Close table failed ", e);
}
}
if (@admin != null) {
try {
// Close the Admin object.
admin.close();
} catch (IOException e) {
LOG.error("Close admin failed ", e);
}
}
}
LOG.info("Exiting testMultiSplit.");
}

6.3.18 Configuring HBase ACL Security Policies

Function Description

Access rights control is mature in relational databases. HBase provides a simple
access rights control feature. This feature is simply implemented in read (R), write
(W), creation (C), execution (X), and administration (A) operations. In common
mode, this feature is supported only when HBase permission management is
enabled.

The Access Control List (ACL) method is defined in the
org.apache.hadoop.hbase.security.access.AccessControlClient tool class.

Sample Code

The following code snippets are in the grantACL method in the HBaseExample
class of the com.huawei.bigdata.hbase.examples packet.

public void grantACL() {
LOG.info("Entering grantACL.");

String user = "usertest";
String permissions = "RW";

String familyName = "info";
String qualifierName = "name";

Table mt = null;
Admin hAdmin = null;
try {
// Create ACL Instance
mt = conn.getTable(AccessControlLists. ACL_TABLE_NAME);

Permission perm = new Permission(Bytes.toBytes(permissions));
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hAdmin = conn.getAdmin();
HTableDescriptor ht = hAdmin.getTableDescriptor(tableName);

// Judge whether the table exists
if (hAdmin.tableExists(mt.getName())) {
// Judge whether ColumnFamily exists
if (ht.hasFamily(Bytes.toBytes(familyName))) {
// grant permission
AccessControlClient.grant(conn, tableName, user, Bytes.toBytes(familyName),
(qualifierName == null ? null : Bytes.toBytes(qualifierName)), perm.getActions());
}else {
// grant permission
AccessControlClient.grant(conn, tableName, user, null, null, perm.getActions());

}

}
LOG.info("Grant ACL successfully.");
} catch (Throwable e) {
LOG.error("Grant ACL failed ", e);
} finally {
if (mt !=null) {
try {
// Close
mt.close();
} catch (IOException e) {
LOG.error("Close table failed ", e);
}

}

if (hAdmin != null) {
try {
// Close Admin Object
hAdmin.close();
} catch (IOException e) {
LOG.error("Close admin failed ", e);
}

}

}
LOG.info("Exiting grantACL.");
}

Shell command format:
Command line interface
# Grant permissions.

grant <user> <permissions>[ <table>[ <column family>[ <column qualifier>1]11]]

# Cancel permission granting.
revoke <user> <permissions> [ <table> [ <column family> [ <column qualifier>]1] ]

# Set a table owner.
alter <table> {owner => <user>}

# Display a permission list.
user_permission <table> # displays existing permissions

Example:

grant 'user1’, 'RWC'
grant 'user2', 'RW', 'tableA'
user_permission 'tableA'

6.4 Commissioning an HBase Application

6.4.1 Commissioning an HBase Application on Windows
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6.4.1.1 Compiling and Running an HBase Application

Procedure

Step 1

Step 2

You can run applications in the Windows development environment after
application code is developed.

When you use REST APIs to operate HBase clusters on Windows, the JDK version
must be jdk1.8.0_60 or later. Obtain the cacerts file of JDK from the cluster
environment and copy the /opt/Bigdata/jdk/jre/lib/security/cacerts file to
C:\Program Files\Java\jdk1.8.0_60\jre\lib\security in the JDK environment on
Windows. (Skip this step if you do not use REST APIs to operate HBase clusters.)

Configure a mapping between the cluster IP address and host name on Windows.
Log in to the cluster background, run the cat /etc/hosts command, and copy the
mapping between IP addresses and host names in the hosts file to C:\Windows
\System32\drivers\etc\hosts. The host name is subject to the query result.

192.168.0.90 node-master1BedB.089d8c43-12d5-410c-b980-c2728a305be3.com
192.168.0.129 node-ana-corezLaR.089d8c43-12d5-410c-b980-c2728a305be3.com

(11 NOTE

You can use either of the following method to access an MRS cluster to operate HBase on
Windows.

e Apply for a Windows ECS to access the MRS cluster to operate HBase. Run the sample
code after the development environment is installed. To apply for ECS to access the MRS
cluster, perform the following steps:

1. On the Active Clusters page, click the name of an existing cluster.

On the cluster details page, record the AZ, VPC, Cluster Manager IP Address of the
cluster, and Default Security Group of the Master node.

2. On the ECS management console, create an ECS.

The AZ, VPC, and security group of ECS must be the same as those of the cluster to
be accessed.

Select a Windows public image.

For details about other configuration parameters, see Elastic Cloud Server > Quick
Start > Purchasing and Logging In to a Windows ECS.

e Use the local host to access the MRS cluster to operate HBase. Bind an EIP to all HBase
nodes in the MRS cluster. When configuring the mapping between the cluster IP address
and host name on the local host (Windows host), replace the IP address with the EIP
corresponding to the host name, change the IP addresses of the kdc, admin_server,
kpasswd_server, kdc_listen, kadmind_listen, and kpasswd_listen parameters in the
krb5.conf file. (Skip this step if the cluster with a single master does not have the last
three parameters.) Ensure that the cluster corresponds to the EIP in KrbServer. (Skip
this step if the common cluster does not have the Kerberos function enabled.) Then run
the sample code. To bind an EIP, perform the following steps:

1. On the VPC management console, apply for an EIP and bind it to ECS.

For details, see Virtual Private Cloud > User Guide > Elastic IP Address >
Assigning an EIP and Binding It to an ECS.

2. Open security group rules for the MRS cluster.

Add security group rules to the security groups of the Master and Core nodes in the
cluster to enable the ECS to access the cluster. If the cluster is a security cluster, add
UDP ports 21731 and 21732, TCP ports 21730, 21731, and 21732, RPC ports of
HBase HMaster and RegionServer instances, and ZooKeeper service ports to the
inbound rule of the security group. For details, see Virtual Private Cloud > User
Guide > Security > Security Group > Adding a Security Group Rule.
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Step 3 Modify running environment configuration.

Modify the following parameters in the hbase-site.xml file built in sample code
based on actual requirements:

e hbase.zookeeper.quorum: hostname of the ZooKeeper instance. Use commas
(,) to separate hostnames of multiple instances. This parameter is mandatory.

e hbase.regionserver.kerberos.principal: principal of the RegionServer, which
must be the same as the principal of the Master. This parameter is mandatory
only for a cluster with the Kerberos function enabled.

e hbase.master.kerberos.principal: principal of the HMaster, which must be
the same as the principal of the RegionServer. This parameter is mandatory
only for a cluster with the Kerberos function enabled.

e hadoop.security.authentication: Hadoop authentication mode. Set this
parameter to kerberos only for a cluster with the Kerberos function enabled.
Otherwise, this parameter does not need to be set.

e hbase.security.authentication: HBase authentication mode. Set this
parameter to kerberos only for a cluster with the Kerberos function enabled.
Otherwise, this parameter does not need to be set.

(11 NOTE

You can log in to any Master node and obtain the values of the preceding parameters from
the HBase client configuration (/opt/client/HBase/hbase/conf). For example, to obtain the
value of hbase.zookeeper.quorum, log in to any Master node and run the following
command:

grep "hbase.zookeeper.quorum" /opt/client/HBase/hbase/conf/* -R -A1

[ root@node-masterlBedB ~]# grep "hbase.zookeeper.guorum® /opt/client/HBase/hbase/conf/* -R -Al
opt/client 1 >

name=/
=, xmL-=value>node-masterlbedb.089d8c43-12d5-418c-b986-c2728a305be3. com</value>

Step 4 Modify the sample code.

1. Currently, there are three types of HBase APIs in the sample code: common
API, HFS API (no longer supported in MRS 1.9.x), and RESTful API. When
commissioning different APIs to operate HBase, you can comment out the
invoking of other APIs. In this example, common APIs are used to operate

HBase and the main method contains only the following code snippet.
public static void main(String[] args) {
try {
init();
login();
} catch (IOException e) {
LOG.error("Failed to login because ", e);
return;
}
// getDefaultConfiguration();
conf = HBaseConfiguration.create();
// test hbase API
HBaseExample oneSample;
try {
oneSample = new HBaseExample(conf);
oneSample.test();
} catch (Exception e) {
LOG.error("Failed to test HBase because ", e);
}
LOG.info("----------- finish HBase------------------- ");
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Change the value of ZOOKEEPER_DEFAULT_SERVER_PRINCIPAL in the
com.huawei.bigdata.hbase.examples.TestMain class of the sample project.
Skip this step for a cluster with Kerberos authentication disabled.

private static final String ZOOKEEPER_DEFAULT_SERVER_PRINCIPAL = "zookeeper/
hadoop.4a049bf4_e74e_4545_9291_6fc6098d3723.com";

(11 NOTE

- During ZooKeeper authentication in a security cluster, a four-letter command is
used to obtain the principal of the ZooKeeper server. If the ZooKeeper instance
bears heavy loads or is unstable, the authentication fails because the principal of
the ZooKeeper server fails to be obtained using the four-letter command. In this
case, you need to use the client to transfer the value to the environment to avoid
authentication failures.

- You can log in to any Master node and run the following command to obtain the
value:

Modify the hbaseclient.properties file in the src/main/resources directory of
the sample project. userKeytab.path and krb5.conf.path indicate the file
addresses obtained in Preparing an HBase Application Development User.

Skip this step for a cluster with Kerberos authentication disabled.

user.name=hbaseuser
userKeytabName=userKeytab.path
krb5ConfName=krb5.conf.path

If you need to modify rest.server.info in hbaseclient.properties when using
REST APIs, make it correspond to ip:port (default port: 21309) of the rest

server.
rest.server.info=10.10.10.10:21309

(11 NOTE

1. Obtain the core-site.xml, hdfs-site.xml, and hbase-site.xml files from the Master
node of the cluster and save the files to the resources directory of the sample
project, that is, src/main/resources. The path for obtaining the files is /opt/client/
HBase/hbase/conf. For MRS 1.9.2 or later, you only need to modify the
configurations in the built-in hbase-site.xml file.

2. If you use ECS to access HBase, you can use the IP address of RESTServer directly. If
you use the local host to access HBase, use the EIP bound to RESTServer as the IP
address of RESTServer.

3. The HindexExample sample project is supported only in MRS 1.9.2 or later. Pay
attention to the current cluster version.

4. The HFSSample sample project is removed from MRS 1.9.x. Pay attention to the
current cluster version.

Step 5 Run the sample project.

In the development environment (for example, Eclipse), right-click TestMain.java
and choose Run as > Java Application from the shortcut menu to run the
corresponding application project.

--—-End
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6.4.1.2 Viewing the HBase Application Commissioning Result

Scenario

After HBase application running is complete, you can obtain the running status by
viewing the running result or HBase logs.

Procedure
e If the application running is successful, the following information is displayed.

2020-01-09 10:43:49,338 INFO [main] examples.HBaseExample: Entering dropTable.

2020-01-09 10:43:49,341 INFO [main] client.HBaseAdmin: Started disable of hbase_sample_table
2020-01-09 10:43:50,080 INFO [main] client.HBaseAdmin: Operation: DISABLE, Table Name:
default:hbase_sample_table, procld: 41 completed

2020-01-09 10:43:50,550 INFO [main] client.HBaseAdmin: Operation: DELETE, Table Name:
default:hbase_sample_table, procld: 43 completed

2020-01-09 10:43:50,550 INFO [main] examples.HBaseExample: Drop table successfully.
2020-01-09 10:43:50,550 INFO [main] examples.HBaseExample: Exiting dropTable.

2020-01-09 10:43:50,550 INFO [main] client.Connectionlmplementation: Closing master protocol:
MasterService

2020-01-09 10:43:50,556 INFO [main] examples.TestMain: ----------- finish to test HBase

(10 NOTE

The following exception may occur when the sample code is running in the Windows
OS, but it will not affect services.

java.io.lOException: Could not locate executable null\bin\winutils.exe in the Hadoop
binaries.

e Log description

The log level is INFO by default and you can view more detailed information
by changing the log level, such as DEBUG, INFO, WARN, ERROR, and FATAL.
You can modify the log4j.properties file to change log levels, for example:

hbase.root.logger=INFO,console

log4j.logger.org.apache.zookeeper=INFO
#log4j.logger.org.apache.hadoop.fs.FSNamesystem=DEBUG
log4j.logger.org.apache.hadoop.hbase=INFO

# Make these two classes DEBUG-level. Make them DEBUG to see more zk debug.
log4j.logger.org.apache.hadoop.hbase.zookeeper.ZKUtil=INFO
log4j.logger.org.apache.hadoop.hbase.zookeeper.ZooKeeperWatcher=INFO

6.4.2 Commissioning an HBase Application on Linux

6.4.2.1 Compiling and Running an HBase Application When a Client Is
Installed

HBase applications can run in a Linux environment where an HBase client is
installed. After application code development is complete, you can upload a JAR
file to the Linux environment to run applications.

Prerequisites
e You have installed an HBase client.

e You have installed a JDK in the Linux environment. The version of the JDK
must be consistent with that of the JDK used by Eclipse to export the JAR file.
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e If the host where the client is installed is not a node in the cluster, the
mapping between the host name and the IP address must be set in the hosts
file on the node where the client locates. The host names and IP addresses
must be mapped one by one.

Procedure

Step 1 Modify the sample code.

1. Currently, there are three types of HBase APIs in the sample code: common
API, HFS API (no longer supported in MRS 1.9.x), and REST API. When
commissioning different APIs to operate HBase, you can comment out the
invoking of other APIs. In this example, common APIs are used to operate
HBase and the main method contains only the following code snippet.
public static void main(String[] args) {

try {
init();
login();
} catch (IOException e) {
LOG.error("Failed to login because ", e);
return;

}

// getDefaultConfiguration();

conf = HBaseConfiguration.create();

// test hbase API

HBaseExample oneSample;

try {
oneSample = new HBaseExample(conf);
oneSample.test();

} catch (Exception e) {
LOG.error("Failed to test HBase because ", e);

}
LOG.info("----------- finish HBase------------------- ");

}

2. When you call HFS APIs (no longer supported in MRS 1.9.x) and RESTful APIs,
you need to copy the inputfile.txt and hbaseclient.properties files in the src
\main\resources directory in the sample project to the HBase/hbase/conf
directory of the client (for example, the client directory is fopt/client), and
modify the hbaseclient.properties file. userKeytabName and
krb5ConfName indicate the file addresses obtained in Step 2. If you need to
modify rest.server.info when using REST APIs, make it correspond to ip:port

(default port: 21309) of the rest server.
rest.server.info=10.10.10.10:21309
user.name=hbaseuser
userKeytabName=user.keytab
krb5ConfName=krb5.conf

(11 NOTE

The HFSSample sample project is removed from MRS 1.9.x. Pay attention to the
current cluster version.

Step 2 Run the mvn package command to generate a JAR file, for example, hbase-
examples-mrs-2.0.jar. Obtain the JAR file from the target directory in the project
directory, and upload it to the /opt/client/HBase/hbase/lib directory.

Step 3 Run the JAR file.

1. Before running the JAR file on the Linux client, run the following command to
switch to the client directory as the user that is used for installation:

cd SBIGDATA_CLIENT_HOME/HBase/hbase

Issue 05 (2024-12-10) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 148



MapReduce Service
Development Guide

6 HBase Development Guide

(11 NOTE

SBIGDATA_CLIENT_HOME indicates the client installation directory.
Run the following command:
source SBIGDATA_CLIENT_HOME/bigdata_env

(1] NOTE

After the multi-instance function is enabled, you also need to run the following
command to switch to the client of the specified service instance before developing
applications for the HBase service instance, for example, HBase2: source /opt/client/
HBase2/component_env.

Copy the JAR package generated in Step 2 and the krb5.conf and
user.keytab files obtained in Preparing an HBase Application Development
User to the HBase/hbase/conf directory in the client running environment,
for example, /opt/client/HBase/hbase/conf. Create the
hbaseclient.properties file in the /opt/client/HBase/hbase/conf directory if
the file does not exist. In the file, user.name corresponds to the new user
hbaseuser, and the values of userKeytabName and krb5ConfName
correspond to the authentication-related file names obtained in Preparing an
HBase Application Development User (skip this step if Kerberos

authentication is not enabled for the cluster).
user.name=hbaseuser

userKeytabName=user.keytab

krb5ConfName=krb5.conf

Run the following command to execute the JAR package:

hbase com.huawei.bigdata.hbase.examples.TestMain /opt/client/HBase/
hbase/conf

com.huawei.bigdata.hbase.examples. TestMain is used as an example. Use the
actual code instead.

/opt/client/HBase/hbase/conf corresponds to the path of files such as
user.keytab and krb5.conf mentioned above.

(10 NOTE

For MRS 1.9.2 or later, run the hbase
com.huawei.bigdata.hbase.examples.TestMain /opt/client/HBase/hbase/conf
command.

--—-End

6.4.2.2 Compiling and Running an HBase Application When No Client Is

Installed

HBase applications can run in a Linux environment where an HBase client is not
installed. After application code development is complete, you can upload a JAR
file to the Linux environment to run applications.

Prerequisites

You have installed a JDK in the Linux environment. The version of the JDK
must be consistent with that of the JDK used by Eclipse to export the JAR file.

If the host where the Linux environment resides is not a node in the cluster,
the mapping between the host name and the IP address must be set in the
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Procedure

Step 1

Step 2

Step 3

hosts file on the node where the Linux environment resides. The host names
and IP addresses must be mapped one by one.

Modify the sample by following instructions in Compiling and Running an HBase
Application When a Client Is Installed.

Run the mvn package command to generate a JAR file, for example, hbase-
examples-2.0.jar, and obtain it from the target directory in the project directory.

Prepare the dependency JAR file and configuration file.

1.

In the Linux environment, create a directory, for example, /opt/test, and
create subdirectories lib and conf. Upload the JAR packages in the /opt/
client/HBase/hbase/lib directory on any master node in the cluster and the
JAR packages exported in Step 2 to the lib directory in the new /opt/test
directory in the Linux environment. Copy the hbase-site.xml, hdfs-site.xml,
and core-site.xml files in the /opt/client/HBase/hbase/conf directory of any
master node in the cluster to the conf directory in /opt/test.

Copy the krb5.conf and user.keytab files obtained in Preparing an HBase
Application Development User to the /opt/test/conf directory, and create
the hbaseclient.properties file. In the file, user.name corresponds to the new
user hbaseuser, the userKeytabName and krb5ConfName paths correspond
to the names of the authentication-related files obtained in Preparing an
HBase Application Development User (skip this step if Kerberos

authentication is not enabled for the cluster).
user.name=hbaseuser

userKeytabName=user.keytab

krb5ConfName=krb5.conf

In the /opt/test root directory, create the run.sh script, modify the following
content, and save the file.

com.huawei.bigdata.hbase.examples.TestMain is used as an example. Use the

actual code instead.

#!/bin/sh

BASEDIR="pwd"

cd ${BASEDIR}

for file in ${BASEDIR}/lib/*.jar

do

i_cp=$i_cp:$file

echo "$file"

done

if [ -d ${BASEDIR}/lib/client-facing-thirdparty ]; then
for file in ${BASEDIR}/lib/client-facing-thirdparty/*.jar
do

i_cp=$i_cp:$file

done

fi

java -cp ${BASEDIR}/conf:${i_cp} com.huawei.bigdata.hbase.examples.TestMain

Step 4 Go to /opt/test and run the following command to run the JAR file:

sh run.sh

--—-End
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6.4.2.3 Viewing the HBase Application Commissioning Result

After HBase application running is complete, you can obtain the running status by
viewing the running result or HBase logs.

If the application running is successful, the following information is displayed.

2018-01-17 19:44:28,068 INFO [main] examples.HBaseExample: Entering dropTable.

2018-01-17 19:44:28,074 INFO [main] client.HBaseAdmin: Started disable of hbase_sample_table
2018-01-17 19:44:30,310 INFO [main] client.HBaseAdmin: Disabled hbase_sample_table

2018-01-17 19:44:31,727 INFO [main] client.HBaseAdmin: Deleted hbase_sample_table

2018-01-17 19:44:31,727 INFO [main] examples.HBaseExample: Drop table successfully.

2018-01-17 19:44:31,727 INFO [main] examples.HBaseExample: Exiting dropTable.

2018-01-17 19:44:31,727 INFO [main] client.ConnectionManager$HConnectionimplementation: Closing
master protocol: MasterService

2018-01-17 19:44:31,733 INFO [main] client.ConnectionManager$HConnectionimplementation: Closing
zookeeper sessionid=0x13002d37b3933708

2018-01-17 19:44:31,736 INFO [main-EventThread] zookeeper.ClientCnxn: EventThread shut down for
session: 0x13002d37b3933708

2018-01-17 19:44:31,737 INFO [main] zookeeper.ZooKeeper: Session: 0x13002d37b3933708 closed
2018-01-17 19:44:31,750 INFO [main] examples.TestMain: ----------- finish HBase -------------------

6.4.3 Commissioning the HBase Phoenix Sample Program

HBase allows users to access HBase services by invoking JDBC interfaces through
Phoenix. Commission the HBase Phoenix sample program. By default, the HBase
has been connected to the Phoenix service in the cluster. For details about the
connection procedure, see Configuring Phoenix for HBase.

Running and Commissioning Applications on Windows

Step 1 For details about how to set up the Windows development environment and
modify the public configuration of the sample program, see Step 1 to Step 3.

Step 2 Modify the sample project.

1. Modify the jaas.conf file in the src/main/resources directory of the sample
project, where the keyTab and principal parameter correspond to the path for
storing user authentication credentials and the username, respectively. Skip this

step for a cluster with Kerberos authentication disabled.
Client {
com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true
keyTab="D:\\sample_project\\src\\hbase-examples\\hbase-java-examples\\src\\main\\resources\
\user.keytab"
principal="hbaseuser"
useTicketCache=false
storeKey=true
debug=true;
2

2. Modify the hbaseclient.properties file in the src/main/resources directory of
the sample project. user.name, userKeytabName, and krb5ConfName indicate
the username created in and the file names obtained in Preparing an HBase
Application Development User. Skip this step for a cluster with Kerberos

authentication disabled.
user.name=hbaseuser
userKeytabName=user.keytab
krb5ConfName=krb5.conf

#for phoenix

#confiugration for security cluster.
jaasConfName=jaas.conf
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Step 3

Step 4

In a development environment (for example, Eclipse), right-click PhoenixExample
and choose Run > PhoenixExample.main() to run the application project.

(10 NOTE

If error message "Message stream modified (41)" is displayed, the JDK version may be
incorrect. Change the JDK version in the sample code to a version earlier than 8u_242 or
delete the renew_lifetime = O0m configuration item from the krb5.conf configuration file.

After the HBase application is run, you can check the application running status by
viewing the running result.

If the following information is displayed, the application runs successfully.

2020-03-13 14:54:13,369 INFO [main] client.HBaseAdmin: Operation: CREATE, Table Name: default:TEST,
procld: 60 completed

2020-03-13 14:54:14,269 INFO [main] examples.PhoenixExample: 1

2020-03-13 14:54:14,270 INFO [main] examples.PhoenixExample: John

2020-03-13 14:54:14,270 INFO [main] examples.PhoenixExample: 100000

2020-03-13 14:54:14,271 INFO [main] examples.PhoenixExample: 1980-01-01

2020-03-13 14:54:14,464 INFO [main] client. HBaseAdmin: Started disable of TEST

2020-03-13 14:54:15,199 INFO [main] client.HBaseAdmin: Operation: DISABLE, Table Name: default:TEST,
procld: 62 completed

2020-03-13 14:54:15,521 INFO [main] client.HBaseAdmin: Operation: DELETE, Table Name: default:TEST,
procld: 64 completed

--—-End

Commissioning Phoenix on Linux

Step 1

Step 2

Step 3

To commission Phoenix in a Linux environment, an ECS that can communicate
with the cluster network must be available. For details, see Preparing a Local
Application Development Environment.

Modify the sample. Change the value of enablePhoenix in the sample code

TestMain to true to enable the Phoenix sample program interface.
/**
* Phoenix Example
* if you would like to operate hbase by SQL, please enable it,
* and you can reference the url ("https://support.huaweicloud.com/devg-mrs/mrs_06_0041.html").
* step:
* 1.login
* 2.operate hbase by phoenix.
boolean enablePhoenix = false;
if (enablePhoenix) {
PhoenixExample phoenixExample;
try {
phoenixExample = new PhoenixExample(conf);
phoenixExample.testSQL();
} catch (Exception e) {
LOG.error("Failed to run Phoenix Example, because ", e);
}
}

Run the mvn package command to generate a JAR file, for example, hbase-
examples-mrs-2.0.jar. Obtain the JAR file from the target directory in the project
directory, and upload it to the /opt/client/Hbase/hbase/lib directory.

Run the JAR file.

1. Before running the JAR file on the Linux client, run the following command to
switch to the client directory as the user that is used for installation:

cd SBIGDATA_CLIENT_HOME/HBase/hbase
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Step 4

Step 5

(11 NOTE

SBIGDATA_CLIENT_HOME indicates the client installation directory.
2. Run the following command:
source SBIGDATA_CLIENT_HOME/bigdata_env

3. Copy the phoenix-hbase, phoenix-core, and htrace-core-3.1.0-
incubating.jar packages obtained after decompressing HBase Phoenix APIs
to the /opt/client/HBase/hbase/lib directory.

4. Copy the JAR package generated in Step 2 and the krb5.conf and
user.keytab files obtained in Preparing an HBase Application Development
User to the HBase/hbase/conf directory in the client running environment,
for example, /opt/client/HBase/hbase/conf. Create the
hbaseclient.properties file in the /opt/client/HBase/hbase/conf directory. In
the file, user.name corresponds to the new user hbaseuser, and the values of
userKeytabName and krb5ConfName correspond to the authentication-
related file names obtained in Preparing an HBase Application
Development User (skip this step if Kerberos authentication is not enabled

for the cluster).
user.name=hbaseuser
userKeytabName=user.keytab
krb5ConfName=krb5.conf

Execute the JAR file program.

hbase com.huawei.bigdata.hbase.examples.TestMain /opt/client/HBase/
hbase/conf

com.huawei.bigdata.hbase.examples. TestMain is used as an example. Use the
actual code instead.

/opt/client/HBase/hbase/conf corresponds to the path of files such as
user.keytab and krb5.conf mentioned above.

(11 NOTE

If error message "Message stream modified (41)" is displayed, the JDK version may be
incorrect. Change the JDK version in the sample code to a version earlier than 8u_242 or
delete the renew_lifetime = O0m configuration item from the krb5.conf configuration file.

After the Phoenix application is run, you can check the application running status
by viewing the running result.

2020-03-14 16:20:40,192 INFO [main] client.HBaseAdmin: Operation: CREATE, Table Name: default:TEST,
procld: 923 completed

2020-03-14 16:20:40,806 INFO [main] examples.PhoenixExample: 1

2020-03-14 16:20:40,807 INFO [main] examples.PhoenixExample: John

2020-03-14 16:20:40,807 INFO [main] examples.PhoenixExample: 100000

2020-03-14 16:20:40,807 INFO [main] examples.PhoenixExample: 1980-01-01

2020-03-14 16:20:40,830 INFO [main] client.HBaseAdmin: Started disable of TEST

2020-03-14 16:20:41,574 INFO [main] client.HBaseAdmin: Operation: DISABLE, Table Name: default:TEST,
procld: 925 completed

2020-03-14 16:20:41,831 INFO [main] client.HBaseAdmin: Operation: DELETE, Table Name: default:TEST,
procld: 927 completed

--—-End

6.4.4 Commissioning the HBase Python Sample Program

Only MRS 1.9.x and earlier versions support this function.
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HBase allows users to use the ThriftServer2 service to access HBase using Python.
The Python sample program can run only in the Linux environment. To
commission the HBase Python sample program, an ECS that can communicate
with the cluster environment must be available. For details, see Preparing a Local
Application Development Environment. In addition, the Python environment
must be installed. For details about how to download the installation package,
visit https://www.python.org/. The following describes how to run the sample on
the master node of the cluster.

Step 1 Set up the sample running environment.

Obtain the Python dependency for running the sample program, search for and
download the decorator, gssapi, kerberos, krbcontext, pure-sasl, and thrift
packages from https://pypi.org/. (If Kerberos authentication is not enabled for a
common cluster, only the thrift package needs to be installed.) Upload the
package to the master node. For example, create the /opt/hbase-examples/

python directory and upload it to the directory.
decorator-4.3.2.tar.gz

gssapi-1.5.1.tar.gz

kerberos-1.3.0.tar.gz

krbcontext-0.8.tar.gz

pure-sasl-0.6.1.tar.gz

thrift-0.11.0.tar.gz

Step 2 Upload the hbase-python-example folder in the sample project to the fopt/
hbase-examples directory on the master node of the cluster, and upload the
authentication file obtained from Preparing an HBase Application Development
User to the directory.

Step 3 Create the hbasepython.properties file in /opt/hbase-examples and modify the
configuration as follows:

clientHome=/opt/client
exampleCodeDir=/opt/hbase-examples/hbase-python-example
pythonLib=/opt/hbase-examples/python
keyTabFile=/opt/hbase-examples/user.keytab
userName=hbaseuser

Ehriftl p=Xxxx.XXX.XX.XXX

(1 NOTE

e clientHome: path of the cluster client
e exampleCodeDir: path of the hbase-python-example file
e pythonlLib: path for storing python dependency files in Step 1

e keyTabFile: user authentication credential user.keytab obtained from Preparing an
HBase Application Development User

e userName: developer username in Preparing an HBase Application Development
User

o thriftlp: IP address of the node where the thriftserver2 is installed
Step 4 Run the following command to create an HBase table named example:
source /opt/client/bigdata_env
kinit Username
echo "create 'example’,'family1’','family2'" | hbase shell

Step 5 Install the Python environment and run the program.

cd /opt/hbase-examples/hbase-python-example
sh initEnvAndRunDemo.sh /opt/hbase-examples/hbasepython.properties
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(11 NOTE

e Format the initEnvAndRunDemo.sh script before running the program. For example,
run the following command: dos2unix /opt/hbase-examples/hbasepython.properties

e Before executing the script, ensure that the example table contains the column family
'family1"family2' and already exists in the cluster.

e To run the program again, go to the /opt/hbase-examples/hbase-python-example
directory and run the following command to execute the program commissioning
example: python DemoClient.py

Step 6 After the HBase Python application is run, you can check the application running
status by viewing the running result.

Figure 6-9 Application running success
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6.5 FAQs About HBase Application Development

6.5.1 HBase APIs

6.5.1.1 HBase Shell APIs

You can directly perform operations on HBase using shell on the server. HBase
shell APIs are consistent with those in an open source community. For details, see
http://learnhbase.wordpress.com/2013/03/02/hbase-shell-commands/.

Methods of running shell commands:
Step 1 Go to any directory of the HBase client.
Step 2 Run the following command to initialize environment variables:

source /opt/client/bigdata_env
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Step 3

Step 4

If the Kerberos authentication is enabled for the current cluster, run the following
command to authenticate the user. If the Kerberos authentication is disabled for
the current cluster, skip this step. The current user is the development user added
in Preparing an HBase Application Development User.

Human-machine user: kinit MRS cluster user

For example, kinit hbaseuser.

Machine-machine user: kinit -kt Authentication credential path MRS cluster user
For example, kinit -kt /opt/user.keytab hbaseuser.

Run the hbase shell command.

Access the running mode of the HBase command line interface (also called CLI
client connection).

hbase(main):001:0>

Run the help command to obtain help information about the HBase command
parameters.

--—-End

Commands to Obtain HBase Replication Metrics

Run the status shell command to obtain all required metrics.

e  Run the following command to view the replication source metric:
hbase(main):019:0> status 'replication’, 'source’
The command output is as follows: (The actual node output is used.)

version 1.0.2

1 live servers

BLR1000006595:

SOURCE: PeerID=1, SizeOfLogQueue=0, ShippedBatches=0, ShippedOps=0, ShippedBytes=0,
LogReadInBytes=1389, LogEditsRead=4, LogEditsFiltered=4, SizeOfLogToReplicate=0,
TimeForLogToReplicate=0, ShippedHFiles=0,

SizeOfHFileRefsQueue=0, AgeOfLastShippedOp=0, TimeStampsOfLastShippedOp=Wed May 25
20:44:42 CST 2016, Replication Lag=0 PeerID=3, SizeOfLogQueue=0, ShippedBatches=0,
ShippedOps=0, ShippedBytes=0, LogReadInBytes=1389, LogEditsRead=4, LogEditsFiltered=4,
SizeOfLogToReplicate=0, TimeForLogToReplicate=0, ShippedHFiles=0,
SizeOfHFileRefsQueue=0, AgeOfLastShippedOp=0, TimeStampsOfLastShippedOp=Wed May 25
20:44:42 CST 2016, Replication Lag=0 FailedReplicationAttempts=0

e Run the following command to view the replication sink metric:
hbase(main):020:0> status 'replication’, 'sink’
The command output is as follows: (The actual node output is used.)

version 1.0.2
1 live servers
BLR1000006595:
SINK : AppliedBatches=0, AppliedOps=0, AppliedHFiles=0, AgeOfLastAppliedOp=0,
TimeStampsOfLastAppliedOp=Wed May 25 17:55:21 CST 2016
e Run the following command to view both replication source and replication

sink metrics at the same time:
hbase(main):018:0> status 'replication’
The command output is as follows: (The actual node output is used.)

version 1.0.2
1 live servers
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BLR1000006595:

SOURCE: PeerID=1, SizeOfLogQueue=0, ShippedBatches=0, ShippedOps=0, ShippedBytes=0,
LogReadInBytes=1389, LogEditsRead=4, LogEditsFiltered=4, SizeOfLogToReplicate=0,
TimeForLogToReplicate=0, ShippedHFiles=0,

SizeOfHFileRefsQueue=0, AgeOfLastShippedOp=0, TimeStampsOfLastShippedOp=Wed May 25
20:43:24 CST 2016, Replication Lag=0 PeerID=3, SizeOfLogQueue=0, ShippedBatches=0,
ShippedOps=0, ShippedBytes=0, LogReadInBytes=1389, LogEditsRead=4, LogEditsFiltered=4,
SizeOfLogToReplicate=0, TimeForLogToReplicate=0, ShippedHFiles=0,
SizeOfHFileRefsQueue=0, AgeOfLastShippedOp=0, TimeStampsOfLastShippedOp=Wed May 25
20:43:24 CST 2016, Replication Lag=0 FailedReplicationAttempts=0

SINK : AppliedBatches=0, AppliedOps=0, AppliedHFiles=0, AgeOfLastAppliedOp=0,
TimeStampsOfLastAppliedOp=Wed May 25 17:55:21 CST 2016

6.5.1.2 HBase Java APIs

HBase adopts the same APIs as those of Apache HBase. For details, visit http://
hbase.apache.org/apidocs/index.html.

Newly Added or Modified APIs

org.apache.hadoop.hbase.Cell of HBase 0.98.3 rather than
org.apache.hadoop.hbase.KeyValue of HBase 0.94 is recommended as the
key-value data object.

It is recommended that HConnection connection =
HConnectionManager.createConnection(conf) be used to create a
connection pool in HBase 0.98.3. The HTablePool is abandoned.

For details about the new EndPoint API, visit http://hbase.apache.org/book/
cp.html

The isReversed() and setReversed(boolean reversed) reversed scan
methods are added to org.apache.hadoop.hbase.client.Scan.

For details about APl changes from HBase 0.98 to HBase 1.0, visit https://
issues.apache.org/jira/browse/hbase-10602.

org.apache.hadoop.hbase.mapreduce rather than
org.apache.hadoop.hbase.mapred is recommended for HBase 1.0.

For details about the version, visit https://blogs.apache.org/hbase/entry/
start_of_a_new era.

New APIs added to obtain HBase replication metrics

Table 6-6 org.apache.hadoop.hbase.client.replication.ReplicationAdmin

Method Description

getSourceMetricsSummary(String id) | Parameter type: String

The source metric summary of the
peer ID needs to be obtained.

Return type: Map<String, String>

Returned: A map, where the key is
the RegionServer name and the
value is the source cluster metric
summary of the specified peer ID.
Summary metrics are
sizeOfLogToReplicate and
timeForLogToReplicate.
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Method

Description

getSourceMetrics(String id)

Parameter type: String

The source metric summary of the
peer ID needs to be obtained.

Return type: Map<String, String>

Returned: A map, where the key is
the RegionServer name and the
value is the source cluster metric of
the specified peer ID.

getSinkMetrics()

Return type: Map<String, String>

Returned: A map, where the key is
the RegionServer name and the
value is the source cluster sink
metric of the specified peer ID.

getPeerSinkMetrics(String id)

Parameter type: String

The source metric summary of the
peer ID needs to be obtained.

Return type: Map<String, String>

Returned: A map, where the key is
the RegionServer name and the
value is the source cluster sink
metric of the specified peer ID.

(11 NOTE

All methods return a Map, where the key is "RegionServer name (IP/Host)" and the
value is the string containing all the metrics in format of 'Metric Name'='"Metric Value'

[, 'Metric Name'= 'Metric Value']*.

Example: SizeOfHFileRefsQueue=0, AgeOfLastShippedOp=0

Table 6-7 org.apache.hadoop.hbase.replication.ReplicationLoadSource

Method

Description

getPeerID()

Return type: String
Returned: peer cluster ID

getAgeOfLastShippedOp()

Return type: long

Returned: milliseconds that the last
successful replication request lasts

getSizeOfLogQueue()

Return type: long

Returned: write-ahead logs (WALSs)
waiting for replication in the queue
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Method

Description

getTimeStampOfLastShippedOp()

Return type: long

Returned: timestamp of the last
successful replication request

getReplicationLag()

Return type: long

Returned: interval between current
time and the time of the last
successful replication request

getShippedOps()

Return type: long

Returned: total number of data ops
transferred

getShippedBytes()

Return type: long

Returned: total number of data
bytes transferred

getShippedBatches()

Return type: long

Returned: total number of data
batches transferred

getLogReadInBytes()

Return type: long

Returned: total number of bytes
read from WAL

getLogEditsRead()

Return type: long

Returned: total number of edits read
from WAL

getSizeOfLogToReplicate()

Return type: long

Returned: total size of WALs waiting
to be replicated in the queue

getTimeForLogToReplicate()

Return type: long

Returned: seconds spent in
replicating WALs in the queue

getShippedHFiles()

Return type: long

Returned: total number of HFiles
transferred

getSizeOfHFileRefsQueue()

Return type: long

Returned: total number of HFiles
waiting to be replicated

getLogEditsFiltered()

Return type: long

Returned: total number of WAL edits
filtered
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Method

Description

getFailedReplicationAttempts()

Return type: long

Returned: times failed to replicate
data for a single request

Table 6-8 org.apache.hadoop.hbase.replication.ReplicationLoadSink

Method

Description

getAgeOfLastAppliedOp()

Return type: long

Returned: milliseconds that the last
successful applied WAL edits last

getTimeStampsOfLastAppliedOp()

Return type: long

Returned: timestamp of the last
successful applied WAL edit

getAppliedBatches() Return type: long
Returned: total number of data
batches applied
getAppliedOps() Return type: long

Returned: total number of data ops
applied

getAppliedHFiles()

Return type: long

Returned: total number of HFiles
applied

(1 NOTE

The new API OF Replication Admin obtains the metric values from HMaster. Each
RegionServer reports status to HMaster at every heartbeat interval, which is 3 seconds
by default. Therefore, this API reports the latest metric value at the last heartbeat by

using the RegionServer.

If you need the latest metric value, use the JMX API provided by the RegionServer.

1.3.1 (MRS 1.9.2) API Changes
- Added Hindex API
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Table 6-9 org.apache.hadoop.hbase.hindex.client. HiIndexAdmin

Method Description

addIndices(TableName Parameter: TableName
tablename,Tablelndices tablelndices) Name of the table to which the user

wants to add a specified index.
Parameter: Tablelndices

Table index to be added to the table
Return type: void

addIndicesWithData(TableName Parameter: TableName
tablename, Tablelndices tableIndices) | Name of the table to which the user

wants to add a specified index
Parameter: Tablelndices

Table index to be added to the table
Return type: void

droplindices(TableName Parameter: TableName

tableName,List <String> list) Name of the table from which the
user wants to delete an index

Parameter: List<String>

Contains the list of indexes to be
deleted.

Return type: void

dropindicesWithData(TableName Parameter: TableName

tableName,List <String> list) Name of the table from which the
user wants to delete a specified
index

Parameter: List<String>

Contains the list of indexes to be
deleted.

Return type: void

disablelndices(TableName Parameter: TableName

tableName,List <String> list) Name of the table for which the
user wants to disable a specified
index

Parameter: List<String>

Contains the list of indexes to be
disabled.

Return type: void
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enablelndices(TableName Parameter: TableName
tableName,List <String> list) Name of the table for which the

user wants to enable a specified
index

Parameter: List<String>

Contains the list of indexes to be
enabled.

Return type: void

listindices(TableName tableName) Parameter: TableName

Name of the table for which the
user wants to list all indexes

Return type: List <Pair
<HIndexSpecification,IndexState >>

Return: A secondary index list is
returned. The first element is the
index specification, and the second
element is the current state of the
index.

6.5.1.3 HBase HFS Java APIs

Prerequisites

The cluster version is earlier than MRS 3.x.

API Description
This section describes major classes.

Common APIs of org.apache.hadoop.hbase.filestream.client.FSTablelnterface:

Method Description

void put(FSPut fsPut) Inserts data into HFS tables.

void put(List<FSPut> fsPuts) Inserts data into HFS tables in batches.

FSResult get(FSGet fsGet) Reads data from HFS tables.

FSResult[] get(List<FSGet> fsGets) Reads multiple lines of data from HFS
tables.

void delete(FSDelete fsDelete) Deletes data from HFS tables.

void delete(List<FSDelete> fsDeletes) Deletes multiple lines of data from
HFS tables.

void close() Closes a table object.
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org.apache.hadoop.hbase.filestream.client.FSTable is the implementation class
of org.apache.hadoop.hbase.filestream.client.FSTablelnterface.

org.apache.hadoop.hbase.filestream.client.FSHColumnDescriptor inherits from
org.apache.hadoop.hbase.HColumnDescriptor. The following APIs are added:

Method Description

public void setFileColumn() Sets the column family of stored files
to this column family.

public void setFileThreshold(int Sets the threshold for the size of

fileThreshold) stored files.

org.apache.hadoop.hbase.filestream.client.FSTableDescriptor inherits from
org.apache.hadoop.hbase.HTableDescriptor without added APIs. This class is
required when Java APIs are used to create HFS tables for storing files.

org.apache.hadoop.hbase.filestream.client.FSPut inherits from
org.apache.hadoop.hbase.Put. The following APIs are added:

Method Description

public FSPut(byte[] row) Constructor. It constructs an object
using Rowkeys.

public FSPut(byte[] row, long Constructor. It constructs an object

timestamp) using Rowkeys and timestamps.

public void addFile(String name, byte[] | Inserts a file into the column family of
value) the stored files in the HFS table, with
name as the column name and value
as the file content.

public void addFile(String name, byte[] | Inserts a file into the column family of
value, long ts) the stored files in the HFS table, with
name as the column name, value as
the file content, and ts as the specified

timestamp.
public void addFile(String name, Inserts a file into the column family of
InputStream inputStream) the stored files in the HFS table, with

name as the column name and
inputStream as the input stream
object of the file.

The input stream object needs to be
closed by the invoker.
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public void addFile(String name, Inserts a file into the column family of
InputStream inputStream, long ts) the stored files in the HFS table, with

name as the column name,
inputStream as the input stream
object of the file, and ts as the
specified timestamp.

The input stream object needs to be
closed by the invoker.

org.apache.hadoop.hbase.filestream.client.FSGet inherits from
org.apache.hadoop.hbase.Get. The following APIs are added:

Method Description

public FSGet(byte[] row) Constructor. It constructs an object
using Rowkeys.

public void addFile(String fileName) Specifies the file to be returned.

public void addFiles(List<String> Specifies the files to be returned.
fileNames)

org.apache.hadoop.hbase.filestream.client.FSResult inherits from
org.apache.hadoop.hbase.Result. The following APls are added:

Method Description

public FSFile getFile(String fileName) Returns the FSFile object whose file
name is specified from the query
results.

org.apache.hadoop.hbase.filestream.client.FSFile API:

Method Description
public InputStream Obtains the input stream object from
createlnputStream() the FSFile object.
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6.5.1.4 HBase Phoenix APIs

Version Mapping

If you want to use Phoenix, download the Phoenix version corresponding to the
current MRS cluster. For details, see https://phoenix.apache.org. Table 6-10 lists
the version mapping between MRS and Phoenix.

Table 6-10 Version mapping between MRS and Phoenix

MRS Version Phoenix Version Remarks
MRS 1.9.2 X.Xx.X-HBase-1.3 Example: 4.14.1-
HBase-1.3

Configuration Method

For versions earlier than MRS 3.x, download the third-party Phoenix package from
the official website and perform the following configurations. MRS 3.x or later
supports Phoenix so you can directly use Phoenix on the node where the HBase
client is installed. For details about operations on clusters with Kerberos
authentication enabled, see Phoenix Command Line. For details about operations
on clusters with Kerberos authentication disabled, see Phoenix Command Line:

1.

Download the Phoenix binary package from the official website (https://
phoenix.apache.org/download.html), and upload it to any Master node in
the cluster. Decompress the package, modify the permission, and switch to

user omm (for example, apache-phoenix-4.14.1-HBase-1.3-bin.tar.gz).
tar -xvf apache-phoenix-4.14.1-HBase-1.3-bin.tar.gz

chown omm:wheel apache-phoenix-4.14.1-HBase-1.3-bin -R

su - omm

Go to the apache-phoenix-4.14.1-HBase-1.3-bin directory and edit the
following script. For example, if the script name is installPhoenixJar.sh, run
the following command: sh installPhoenixJar.sh
<PHOENIX_HBASE_VERSION> <MRS_VERSION> <IPs> (IP indicates the IP
address of the node where HBase is installed, that is, the IP addresses of all
Master and Core nodes. Use the actual IP address of the current cluster.) For

example, the script is as follows:
#!/bin/bash

PHOENIX_HBASE_VERSION=$1
shift
MRS_VERSION=$1
shift
IPs=$1
shift
check_cmd_result() {
echo "executing command: $*"
str="$@"
if [ ${#str} -eq 7 ]; then
echo "please check input args, such as, sh installPhoenixJar.sh 5.0.0-HBase-2.0 2.0.1
XX XX XK XK, XX XK XX XK, XX XX XX XX
exit 1
fi
if ! eval $*
then
echo "Failed to execute: $*"
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exit 1
fi
}

check_cmd_result [ -n "$PHOENIX_HBASE_VERSION" ]
check_cmd_result [ -n "$MRS_VERSION" ]
check_cmd_result [ -n "$IPs" ]

if [ ${MRS_VERSION}X = "1.8.5"X ]; then
MRS_VERSION="1.8.3"

fi

if [[ ${MRS_VERSION} =~ "1.6" ]]; then
WORKDIR="FusionlInsight"

elif [[ ${MRS_VERSION} =~ "1.7" ]]; then
WORKDIR="MRS"

else
WORKDIR="MRS_${MRS_VERSION}/install"

fi

check_cmd_result HBASE_LIBDIR=%(ls -d /opt/Bigdata/${WORKDIR}/Fusionlnsight-HBase-*/hbase/lib)
# copy jars to local node.

check_cmd_result cp phoenix-${PHOENIX_HBASE_VERSION}-server.jar ${HBASE_LIBDIR}
check_cmd_result cp phoenix-core-${PHOENIX_HBASE_VERSION}.jar ${HBASE_LIBDIR}

check_cmd_result chmod 700 ${HBASE_LIBDIR}/phoenix-${PHOENIX_HBASE_VERSION}-server.jar
check_cmd_result chmod 700 ${HBASE_LIBDIR}/phoenix-core-${PHOENIX_HBASE_VERSION}.jar

check_cmd_result chown omm:wheel ${HBASE_LIBDIR}/phoenix-${PHOENIX_HBASE_VERSION}-
server.jar

check_cmd_result chown omm:wheel ${HBASE_LIBDIR}/phoenix-core-$
{PHOENIX_HBASE_VERSION}.jar

if [[ "$MRS_VERSION" =~ "2." ]]; then
check_cmd_result rm -rf ${HBASE_LIBDIR}/htrace-core-3.1.0-incubating.jar
check_cmd_result rm -rf /opt/client/HBase/hbase/lib/joda-time-2.1.jar
check_cmd_result In -s /opt/share/htrace-core-3.1.0-incubating/htrace-core-3.1.0-incubating.jar \
${HBASE_LIBDIR}/htrace-core-3.1.0-incubating.jar
check_cmd_result In -s /opt/share/joda-time-2.1/joda-time-2.1.jar /opt/client/HBase/hbase/lib/joda-
time-2.1.jar
fi

# copy jars to other nodes.
locallp=$(hostname -i)
ipArr=($(echo "$IPs" | sed "s|\,|\ |g"))
for ip in ${ipArr[@]}
do
if [ "$ip"X = "$locallp"X ]; then
echo "skip copying jar to local node."
continue
fi
check_cmd_result scp ${HBASE_LIBDIR}/phoenix-${PHOENIX_HBASE_VERSION}-server.jar ${ip}:$
{HBASE_LIBDIR} 2>/dev/null
check_cmd_result scp ${HBASE_LIBDIR}/phoenix-core-${PHOENIX_HBASE_VERSION}.jar ${ip}:$
{HBASE_LIBDIR} 2>/dev/null
if [[ "$MRS_VERSION" =~ "2." ]]; then
check_cmd_result ssh $ip "rm -rf ${HBASE_LIBDIR}/htrace-core-3.1.0-incubating.jar" 2>/dev/null
check_cmd_result ssh $ip "rm -rf /opt/client/HBase/hbase/lib/joda-time-2.1.jar" 2>/dev/null
check_cmd_result ssh $ip "ln -s /opt/share/htrace-core-3.1.0-incubating/htrace-core-3.1.0-
incubating.jar \
${HBASE_LIBDIR}/htrace-core-3.1.0-incubating.jar" 2>/dev/null
check_cmd_result ssh $ip "ln -s /opt/share/joda-time-2.1/joda-time-2.1.jar /opt/client/HBase/
hbase/lib/joda-time-2.1.jar" 2>/dev/null
fi
done
echo "installing phoenix jars to hbase successfully..."
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(11 NOTE

Log in to MRS Manager and restart the HBase service.

Copy and import the preceding scripts in .txt format to avoid format errors.

<PHOENIX_HBASE_VERSION>: Current Phoenix version. For example, versions
earlier than MRS 3.x support Phoenix 4.14.1-HBase-1.3.

o <MRS_VERSION>: Current MRS version.
<IPs>: IP addresses of the nodes where HBase is installed, that is, the IP addresses

of the Master and Core nodes in the current cluster. The IP addresses are separated

by comma (,).

If the message "installing phoenix jars to hbase successfully..." is displayed after

the script is executed, Phoenix has been successfully installed.

Configure the Phoenix client parameters. You can skip this step for a cluster
with Kerberos authentication disabled.

a.

Configure authentication information for a Phoenix connection. Go to
SPHOENIX_HOME/bin and edit the hbase-site.xml file. Set the

parameters listed in Table 6-11.

Table 6-11 Phoenix parameters

mode used for
initializing the
Phoenix
connection.

tion

Parameter Description Default Value
hbase.regionserver.kerbe | Principal of Not set
ros.principal RegionServer of

the current cluster
hbase.master.kerberos.pri | Principal of Not set
ncipal HMaster of the

current cluster
hbase.security.authentica | Authentication kerberos

You can configure the parameters as follows:
<property>
<name>hbase.regionserver.kerberos.principal</name>
<value>hbase/hadoop.hadoop.com@HADOOP.COM</value>
</property>

<property>
<name>hbase.master.kerberos.principal</name>
<value>hbase/hadoop.hadoop.com@HADOOP.COM</value>
</property>

<property>

<name>hbase.security.authentication</name>
<value>kerberos</value>

</property>

Issue 05 (2024-12-10)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 167


https://support.huaweicloud.com/intl/en-us/usermanual-mrs/mrs_01_0102.html

MapReduce Service
Development Guide 6 HBase Development Guide

{11 NOTE

The hbase.master.kerberos.principal and
hbase.regionserver.kerberos.principal parameters are the Kerberos users of
HBase in the security cluster with Kerberos authentication enabled. You can
search the hbase-site.xml file on the client to obtain the parameter values. For
example, if the client is installed in the /opt/client directory of the Master node,
you can run the grep "kerberos.principal” /opt/client/HBase/hbase/conf/
hbase-site.xml -A1 command to obtain the principal of HBase, as shown in
Figure 6-10.

b. Modify the sqlline.py script (for example, apache-phoenix-4.14.1-
HBase-1.3-bin/bin/sqlline.py) in the bin directory of the Phoenix path
and add the dependency information of the HBase client, as shown in
Figure 6-11.

Figure 6-11 Phoenix dependencies and ZooKeeper authentication

-4

phoenix_client jar +

The configuration details are as follows:

Add the lib package (for example, SHBASE_HOME/lib/*:) of the HBase client.
Add related authentication information (for example, SHBASE_OPTS).

Usage

Phoenix enables you to operate HBase using SQL statements. The following
describes how to use SQL statements to create tables, insert data, query data, and
delete tables. Phoenix also allows you to operate HBase using JDBC. For details,
see HBase SQL Query Sample Code.

1. Connect to Phoenix.
source /opt/client/bigdata_env
kinit MRS cluster user (The MRS cluster user can be the built-in user hbase or another user that has
been added to the hbase group. Skip this command for a cluster with Kerberos authentication
disabled.)
cd $PHOENIX_HOME
bin/sqlline.py zookeerlp:2181
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(11 NOTE

1. For versions earlier than MRS 1.9.2, the ZooKeeper port number is 24002. For
details, see the ZooKeeper cluster configurations on MRS Manager.

2. If the Phoenix index function is used, add the following configurations to the HBase
server (including HMaster and RegionServer). For details, see https://
phoenix.apache.org/secondary_indexing.html.

<property>

<name>hbase.regionserver.wal.codec</name>
<value>org.apache.hadoop.hbase.regionserver.wal.IndexedWALEditCodec</value>
</property>

Create a table.
CREATE TABLE TEST (id VARCHAR PRIMARY KEY, name VARCHAR);

Insert data.
UPSERT INTO TEST(id,name) VALUES ('1',jamee");

Query data.
SELECT * FROM TEST;

Delete a table.
DROP TABLE TEST;

6.5.1.5 HBase REST APIs

MRS1.6 and later versions allow you to perform service operations on HBase using
REST APIs, which support the curl command and Java client. The use method of

the

curl commands is the same as that of Apache HBase. Visit https://

hbase.apache.org/book.html#_rest for more information.

(11 NOTE

Currently, the default SSL protocols are TLSv1.1 and TLSv1.2. Therefore, you need to check
whether the current environment supports the SSL protocols when you run the curl
command to invoke a REST API.

Running the curl Command

For clusters with Kerberos authentication disabled

Before running the curl command in a cluster with Kerberos authentication
disabled, add the parameters as follows:

curl -vi -k POST -H "Accept: text/xml" -H "Content-Type: text/xml" -d '<?xml version="1.0"
encoding="UTF-8"?> <TableSchema name="users"><ColumnSchema name="cf" /> </TableSchema>'
"https:// </P address of the HBase node where the RESTServer service is installed>21309/users/
schema"

For clusters with Kerberos authentication enabled
When you run the curl command in a cluster with Kerberos authentication
enabled, you need to perform the following steps:
a. Perform Kerberos authentication as follows:
Human-machine user: kinit MRS cluster user
For example, kinit hbaseuser.

Machine-machine user: kinit -kt Authentication credential path MRS
cluster user

For example, kinit -kt /opt/user.keytab hbaseuser.
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b. In the curl command, add the --negotiate -u parameter before the

request type as follows:

curl -vi -k --negotiate -u: POST -H "Accept: text/xml" -H "Content-Type: text/xml" -d '<?xml
version="1.0" encoding="UTF-8"?> <TableSchema name="users"><ColumnSchema name="cf" />
</TableSchema>' "https:// </P address of the HBase node where the RESTServer service is
installed>21309/users/schema"

Using the Java Client

Perform the following operations to use Java to call REST APIs. (You can refer to
some code of RestExample in the sample code.)

1. Perform Kerberos authentication. You can skip this step for a cluster with
Kerberos authentication disabled.

2. Create a cluster object of the org.apache.hadoop.hbase.rest.client.Cluster
class, and add a cluster by invoking the add method of the cluster class and
the cluster IP address and port of the REST server.

Cluster cluster = new Cluster();
cluster.add("10.10.10.10:21309");

3. Use the client object of the cluster initialization class
org.apache.hadoop.hbase.rest.client.Client added in step 2 to invoke doAs

to operate HBase.

Client client = new Client(cluster, true);

UserGrouplnformation.getLoginUser().doAs(new PrivilegedAction() {
public Object run() {

// Rest client code

/* Sample code to list all the tables
client.get("/")

*/

return null;

}
b

4. You can use the following methods to call different REST APIs.
e Using plain text to obtain a namesapce

1. Taking a path including namespace as a parameter, use the client to invoke
the Get method to obtain a namespace. The response will be captured by an
object of the org.apache.hadoop.hbase.rest.client.Response class. The

following is an example.

Response response;

String namespacePath = "/namespaces/" + "nameSpaceName";
response = client.get(namespacePath);
System.out.println(Bytes.toString(response.getBody()));

e Creating or modifying a namespace

1.  When creating or modifying a namespace, you need to use
NamespacesinstanceModel to create a model and use the buildTestModel()
method to build the mode. The model you create must contain the properties

of the namespace to be created.
Map<String, String> NAMESPACE1_PROPS = new HashMap<String, String>();
NAMESPACE1_PROPS.put("key1", "value1");

NamespacesinstanceModel model = buildTestModel(NAMESPACE1,NAMESPACE1_PROPS);
private static NamespacesinstanceModel buildTestModel(String namespace, Map<String, String>

properties) {
NamespacesinstanceModel model = new NamespacesinstanceModel();
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for (String key : properties.keySet()) {
model.addProperty(key, properties.get(key));
}

return model;

}
(11 NOTE

When you send a POST or PUT request to create or modify a table,
TableSchemaModel is used to create a model class.

You can use the following methods to create and modify namespaces.
Creating a namespace using XML

After you use NamespacesinstanceModel to create a model, use the client to
invoke the Post method to create a namespace. The parameters include the
namespace path, content type, and content. For the content type, the invoked
class is org.apache.hadoop.hbase.rest.Constants, and the invoked parameter
here is Constants.MIMETYPE_XML. For the content, the following example
uses the toXML() method to convert the content to the XML format. The
response will be captured by an object of the
org.apache.hadoop.hbase.rest.client.Response class. The following is an

example.

Response response;

String namespacePath = "/namespaces/" + "nameSpaceName";

response = client.post(namespacePath, Constants. MIMETYPE_XML, toXML(model));

private static byte[] toXML(NamespacesinstanceModel model) throws JAXBException {

StringWriter writer = new StringWriter();

context.createMarshaller().marshal(model, writer);

return Bytes.toBytes(writer.toString());

}

When sending a Get request using XML, you can use the fromXML() method
to obtain the model from the response and find the name of the created

namespace from the model.
private static <T> T fromXML(byte[] content) throws JAXBException {
return (T) context.createUnmarshaller().unmarshal(new ByteArraylnputStream(content));

}
Modifying a namespace using JSON

After you use NamespacesinstanceModel to create a model, invoke the Put
method of the client class to create a namespace. The parameters include the
namespace path, content type, and content. For the content type, the invoked
class is org.apache.hadoop.hbase.rest.Constants, and the invoked parameter
here is Constants.MIMETYPE_JSON. For the content, the following example
converts the content to the JSON format and uses jsonMapper as a
parameter. The response will be captured by an object of the
org.apache.hadoop.hbase.rest.client.Response class. The following is an

example.
ObjectMapper jsonMapper = new JacksonProvider().locateMapper(NamespacesinstanceModel.class,
MediaType.APPLICATION_JSON_TYPE);

Response response;
String namespacePath = "/namespaces/" + "nameSpaceName";
String jsonString = jsonMapper.writeValueAsString(model);

response = client.put(namespacePath, Constants. MIMETYPE_JSON, Bytes.toBytes(jsonString));

When sending a Get request using JSON, you can use the readValue()
method of jsonMapper to obtain the model from the response and find the
name of the created namespace from the model.

Issue 05 (2024-12-10)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 171



MapReduce Service
Development Guide

6 HBase Development Guide

jsonMapper.readValue(response.getBody(), NamespacesinstanceModel.class);

[*Here second argument should be according to API, if its  **related to table it should be
TableSchemaModel.class*/

Modifying a namespace using Protobuf

After you use NamespacesinstanceModel to create a model, call the Put
method of the client class to create a namespace. The parameters include the
namespace path, content type, and content. For the content type, the invoked
class is org.apache.hadoop.hbase.rest.Constants, and the invoked parameter
here is Constants.MIMETYPE_PROTOBUF. For the content, the following
example converts the content as follows and uses createProtobufOutput to
create Protobuf. The response will be captured by an object of the
org.apache.hadoop.hbase.rest.client.Response class. The following is an

example.
Response response;
String namespacePath = "/namespaces/" + "nameSpaceName";

response = client.put(namespacePath, Constants.MIMETYPE_PROTOBUF,
model.createProtobufOutput());

model.getObjectFromMessage(response.getBody());

When sending a Get request using Protobuf, you can use the
getObjectFromMessage method to obtain the model from the response and

find the name of the created namespace from the model.
model.getObjectFromMessage(response.getBody());

6.5.2 HBase SQL Query Sample Code

Function Description

Phoenix is an intermediate structured query language (SQL) layer built on HBase.
Phoenix provides a JDBC driver that can be embedded in a client. The Phoenix
query engine converts input SQL statements to one or more HBase scans, and
compiles and executes the scan tasks to generate a standard JDBC result set.

Sample Code

A temporary directory for storing intermediate query results is configured in
hbase-example/conf/hbase-site.xml on the client. If a client program
executes the temporary directory on Linux, configure a Linux path. If a client
program executes the temporary directory on Windows, configure a Windows
path.
<property>

<name>phoenix.spool.directory</name>

<value>[1] Temporary directory for storing intermediate query results</value>
</property>

Java example: Using the JDBC interface to access HBase
public String getURL(Configuration conf)
{
String phoenix_jdbc = "jdbc:phoenix";
String zkQuorum = conf.get("hbase.zookeeper.quorum");
return phoenix_jdbc + ":" + zkQuorum;

}

public void testSQL()
{
String tableName = "TEST";
// Create table
String createTableSQL = "CREATE TABLE IF NOT EXISTS TEST(id integer not null primary key,
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name varchar, account char(6), birth date)";

// Delete table
String dropTableSQL = "DROP TABLE TEST";

// Insert
String upsertSQL = "UPSERT INTO TEST VALUES(1,'John','100000',

TO_DATE('1980-01-01','yyyy-MM-dd'))";

/] Query
String querySQL = "SELECT * FROM TEST WHERE id = ?";

// Create the Configuration instance
Configuration conf = getConfiguration();

// Get URL
String URL = getURL(conf);

Connection conn = null;
PreparedStatement preStat = null;
Statement stat = null;

ResultSet result = null;

try
{
// Create Connection
conn = DriverManager.getConnection(URL);
// Create Statement
stat = conn.createStatement();
// Execute Create SQL
stat.executeUpdate(createTableSQL);
// Execute Update SQL
stat.executeUpdate(upsertSQL);
// Create PrepareStatement
preStat = conn.prepareStatement(querySQL);
// Execute query
preStat.setint(1,1);
result = preStat.executeQuery();
// Get result
while (result.next())
{
int id = result.getInt("id");
String name = result.getString(1);
}
}

catch (Exception e)

// handler exception

}
finally

if(null != result){
try {
result.close();
} catch (Exception e2) {
// handler exception

}

}
if(null != stat){
try {
stat.close();
} catch (Exception e2) {
// handler exception

}

if(null != conn){
try {
conn.close();
} catch (Exception e2) {
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Precautions

// handler exception
}
}
}
}

e A temporary directory for storing intermediate query results must be
configured in hbase-site.xml. The size of the query result set is restricted by
the directory size.

e Phoenix implements most java.sql interfaces. SQL follows the ANSI SQL
standard.

e  For versions later than MRS 1.9.2, download and configure the open source
phoenix package by referring to HBase Phoenix APIs.

6.5.3 How Do | Configure HBase File Storage?

Prerequisites

Scenario

The cluster version is earlier than MRS 3.x.

HBase FileStream (HFS) is an independent HBase file storage module. It is used in
MRS upper-layer applications by encapsulating HBase and HDFS interfaces to
provide these upper-layer applications with functions such as file storage, read,
and deletion.

In the Hadoop ecosystem, both HDFS and HBase face tough problems in massive
file storage in some scenarios:

e If a large number of small files are stored in HDFS, the NameNode will be
under great pressure.

e Some large files cannot be directly stored on HBase due to HBase APIs and
internal mechanisms.

HFS is developed for the mixed storage of massive small files and some large files
in Hadoop. In a word, both massive amounts of small files (smaller than 10 MB)
and some large files (greater than 10 MB) need to be stored in HBase tables.

For such a scenario, HFS provides unified operation APIs similar to HBase function
APIs. You must add
org.apache.hadoop.hbase.filestream.coprocessor.FileStreamMasterObserver to
the hbase.coprocessor.master.classes HBase configuration parameter.
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NOTICE

e |f only small files are stored, HBase original APIs are recommended.

e HFS APIs need to perform operations on both HBase and HDFS at the same
time. Therefore, client users must have operation permissions of both
components.

e When directly storing large files in HDFS, HFS will add some metadata
information. Therefore, the stored files are not the original ones. When you use
these files, use HFS APIs to read them instead of directly moving them out of
HDFS.

e Backup and disaster recovery are not supported for data stored in HDFS by
using HFS APIs.

Procedure
Step 1 Log in to MRS Manager.

Step 2 Choose Service > HBase > Service Configuration, and set Type to All. Choose
HMaster > System on the left.

Step 3 In the hbase.coprocessor.master.classes configuration item, add
org.apache.hadoop.hbase.filestream.coprocessor.FileStreamMasterObserver.

Step 4 Click Save Configuration. In the window that is displayed, select Restart the
affected services or instances and click Yes to restart the HBase service.

--—-End

6.5.4 What Do | Do When There Is an HBase Application
Running Exception?

The prompt message contains the solution of
org.apache.hadoop.hbase.ipc.controller.ServerRpcControllerFactory.

Step 1 Check whether the hbase-site.xml configuration file of the application
development project contains the hbase.rpc.controllerfactory.class configuration
item.

<name>hbase.rpc.controllerfactory.class</name>
<value>org.apache.hadoop.hbase.ipc.controller.ServerRpcControllerFactory</value>

Step 2 If this configuration item is included in the current application development
project, import the phoenix-core-4.4.0-HBase-1.0.jar JAR file. You can obtain the
JAR file from HBase/hbase/lib in the HBase client installation directory.

Step 3 If you do not want to import this JAR file, you need to delete
hbase.rpc.controllerfactory.class from the hbase-site.xml configuration file.

--—-End

6.5.5 Application Scenarios of HBase BulkLoad and Put

Both the BulkLoad and Put methods can be used to load data to HBase. Though
BulkLoad loads data faster than Put, BulkLoad has disadvantages. The following
describes the application scenarios of these two data loading methods.
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BulkLoad starts MapReduce tasks to generate HFile files, and then registers HFile
files with HBase. Incorrect use of BulkLoad will consume more cluster memory
and CPU resources due to started MapReduce tasks. A large number of the
generated small HFile files may frequently trigger Compaction, decreasing query
speed dramatically.

Incorrect use of the Put method may cause slow data loading. If the memory
allocated to RegionServer is insufficient, the process may exit due to the
RegionServer memory overflow.

The application scenarios of the BulkLoad and Put methods are as follows:

e BulkLoad:

- Large amounts of data needs to be loaded to HBase in the one-off
manner.

- When data is loaded to HBase, requirements on reliability are not high
and WAL files do not need to be generated.

- When the Put method is used to load large amounts of data to HBase,
data loading and query will be slow.

- The size of an HFile generated after data loading is similar to the size of
HDFS blocks.

- The size of the data loaded to one Region at a time is smaller than half
the size of HDFS blocks.

- Data needs to be loaded to HBase in real time.
- The query speed must not decrease dramatically during data loading.
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HDFS Development Guide

7.1 HDFS Application Development Overview

7.1.1 Introduction to HDFS Application Development

HDFS

Hadoop distribute file system (HDFS) is a distributed file system with high fault
tolerance running on universal hardware. HDFS supports data access with high
throughput and applies to processing of large-scale data sets.

HDFS applies to the following application scenarios:

e Massive data processing (higher than the TB or PB level)
e Scenarios that require high throughput

e Scenarios that require high reliability

e Scenarios that require excellent scalability

HDFS APIs

HDFS applications can be developed using Java. For details about APIs, see HDFS
Java APIs.

7.1.2 Common Concepts of HDFS Application Development

DataNode
A DataNode is used to store data blocks of each file and periodically report the
DataNode data storage status to the NameNode.

NameNode

A NameNode is used to manage the namespace, directory structure, and
metadata information of a file system and provide the backup mechanism.
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JournalNode

ZKFC

Colocation

Client

Keytab file

e Active NameNode: An active NameNode manages the namespace, directory
structure, and metadata of file systems, and records the mapping
relationships between data blocks and files to which the data blocks belong.

e Standby NameNode: A standby NameNode synchronizes data with the active
NameNode and takes over services from the active NameNode if the active
NameNode becomes abnormal.

A JournalNode synchronizes metadata between the active and standby
NameNodes in the High Availability (HA) cluster.

ZKFC must be deployed for each NameNode. It is responsible for monitoring
NameNode status and writes status information to ZooKeeper. ZKFC also has
permission to select an active NameNode.

Colocation is to store associated data or data on which associated operations are
performed on the same storage node. The HDFS Colocation stores files to be
associated on a same data node so that data can be obtained from the same data
node during associated operations. This greatly reduces network bandwidth
consumption.

HDFS clients include Java API, C API, shell, HTTP REST API, and web UlI.

e Java API

Provides application APIs for HDFS. You can follow instructions in HDFS Java
APIs to use Java APIs to develop HDFS applications.

o CAPI

Provides application APIs for HDFS. You can follow instructions in HDFS C
APIs to use C language to develop applications.

e Shell

Provides shell commands to perform operations on HDFS. For details, see
HDFS Shell Commands.

e HTTP REST API

Provides APIs except shell, Java APIs, and C APIs to monitor HDFS status. For
details, see HDFS HTTP REST APIs.

e Web Ul
Provides a visualized management web page.

The keytab file is a key file that stores user information. Applications use the
keytab file to perform API authentication on the MRS Hadoop component.
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7.1.3 HDFS Application Development Process

Figure 7-1 and Table 7-1 describe the phases in the development process.

Figure 7-1 HDFS application development process

concepts.

'

Prepare a development
environment.

'

Prepare an operating
environment.

:

Download and import a
sample project.

'

Develop a project based
on the scenario.

!

Compile and run
applications.

'

View application
running results.

l Understand basic J

Table 7-1 Description of the HDFS development process

Phase Description Reference

Understand | Before application development, learn basic Common

basic concepts of HDFS. Concepts of

concepts. HDFS
Application
Development

Prepare a Use the Eclipse tool to configure the Preparing the

developmen | development environment according to the Eclipse and

t guide. JDK

environmen

t.
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Phase Description Reference

Prepare an The HDFS operating environment is an HDFS Preparing an

operating client. Install and configure the client according | HDFS

environmen | to the guide. Application

t. Running
Environment

Download HDFS provides sample projects for different Importing and

and import | scenarios. You can import a sample project to Configuring

a sample learn the application. HDFS Sample

project. Projects

Develop a HDFS provides sample projects to help you HDFS

project quickly understand APIs of HDFS components. Development

based on Plan

the scenario.

Compile and | You can compile the developed application and | Linux:

run submit it for running. Commissionin

applications. g an HDFS
Application
on Linux

View Application running results are exported to a Linux: Viewing

application | path you specify. You can also view the the HDFS

running application running status on the Ul. Application

results. Commissionin
g Result

7.2 Preparing an HDFS Application Development
Environment

7.2.1 Preparing a Local Application Development Environment

Table 7-2 describes the environment required for application development.

Table 7-2 Development environment

Item Description

Basic configurations of the development environment. Eclipse 4.2
or later is required.

Eclipse

180
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Item Description
JDK JDK 1.7 or 1.8
NOTE

For security purpose, MRS cluster servers support only TLS 1.1 and TLS 1.2
encryption protocols. IBM JDK supports only 1.0 by default. If you use IBM
JDK, set com.ibm.jsse2.overrideDefaultTLS to true. After the parameter
setting, TLS1.0/1.1/1.2 can be supported at the same time.

For details, visit https://www.ibm.com/support/knowledgecenter/en/
SSYKE2_8.0.0/com.ibm.java.security.component.80.doc/security-
component/jsse2Docs/matchsslcontext_tls.html#matchsslcontext_tls.

7.2.2 Preparing an HDFS Application Development User

Prerequisites

Scenario

Procedure

Step 1

Step 2

Step 3

Step 4

Kerberos authentication has been enabled for the MRS cluster. Skip this step if
Kerberos authentication is not enabled for the cluster.

The development user is used to run the sample project. The user must have HDFS
permissions to run the HDFS sample project.

Log in to MRS Manager and choose System > Manage Role > Create Role.

1. Enter a role name, for example, Adfsrole.

2. Edit the role. In Permission, choose HDFS > File System > hdfs://hacluster/,
select Read, Write, and Execute, and click OK.

Choose System > Manage User > Create User to create a user for the sample
project.

Enter a username, for example, Adfsuser. Set User Type to Machine-machine,
and select supergroup in User Group. Set Primary Group to supergroup, select
hdfsrole in Assign Rights by Role, and click OK.

On MRS Manager, choose System > User Management. On the displayed page,
select hdfsuser from the Username drop-down list. In the Operation column on
the right, choose More > Download authentication credential. Save the
downloaded package and decompress it to obtain the user.keytab and krb5.conf
files for security authentication in the sample project, as shown in Figure 7-2.
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Figure 7-2 Downloading the authentication credential

Operation

Maodify Lock User | More «

Initialize password

Download authentication credential

--—-End

7.2.3 Preparing the Eclipse and JDK

Prerequisites

You have enabled Kerberos authentication for the MRS cluster.

Scenario

In the Windows environment, you need to install the Eclipse and JDK.

Procedure

Step 1 Install the Eclipse program in the development environment. The Eclipse version
must be 4.2 or later.

Step 2 Install the JDK program in the development environment. The JDK version must be
1.7 or 1.8.

(1 NOTE

e If you use IBM JDK, ensure that the JDK configured in Eclipse is IBM JDK.
e If you use Oracle JDK, ensure that the JDK configured in Eclipse is Oracle JDK.

e Do not use the same workspace and the sample project in the same path for different
Eclipse programs.

--—-End

7.2.4 Preparing an HDFS Application Running Environment

Prerequisites

1. You have installed HDFS on the server and confirmed that HDFS is running
properly.

2. You have installed JDK 1.7 or 1.8 on the client operating environment.

3. You have obtained the MRS_Services_Client.tar client installation package.

Scenario

Install the client on Linux.
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Procedure
Step 1 Ensure that the time difference between the client and the Hadoop cluster is less

Step 2

Step 3

Step 4

Step 5

Step 6

than 5 minutes. You may need to manually modify the client or Hadoop cluster
time.

You can query the MRS cluster time by logging in to the active management node
that corresponds to the cluster management IP address to run the date command.

Download the MapReduce client program to the local computer.

1. Log in to MRS Manager.

2. Choose Service > Download Client to download the client program to the
local PC.

Decompress the MRS_Services_Client.tar client program package. Because the
installation package is in .tar format, run the following commands to decompress
the package twice:

tar -xvf MRS_Services_Client.tar
tar -xvFf MRS_Service_ClientConfig.tar

Set environment variables for the operating environment. Assume that the
installation package is decompressed in MRS_Services_ClientConfig/.

Go to the decompressed folder and run the following command to install the
client:

sh install.sh{client_install_home}

Go the client installation directory and run the following command to initialize the
environment variables:

source bigdata_env

Copy the following files from the server to the conf directory in the same directory
as the directory of the JAR file. For details about the JAR file exported by the
sample project, see Commissioning an HDFS Application on Linux.

Table 7-3 Configuration files

File Name Function How to Obtain

core-site.xml Configures HDFS ${HADOOP_HOME}/etc/hadoop/
parameters. core-site.xml

hdfs-site.xml Configures HDFS ${HADOOP_HOME}/etc/hadoop/
parameters. hdfs-site.xml

user.keytab Provides HDFS user If the cluster is in security mode,
information for Kerberos contact the administrator to
security authentication. obtain the keytab and krb5 files

) corresponding to the account.

krb5.conf Contains Kerberos server

configuration information.
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(11 NOTE

e In Table 7-3, S{HADOOP_HOME} indicates the Hadoop installation directory on the
server.

e Keytab authentication is valid for 24 hours. Re-authentication is required 24 hours later.

e In the sample code, the username of PRNCIPAL_NAME must be the same as the
account name of the keytab and krb5 files.

e The user.keytab and krb5.conf of different clusters cannot be shared.

e In the sample code, the keytab file used in System.getProperty("user.dir") +
File.separator + "conf" + File.separator + "user.keytab" must be the same as the
user's keytab file.

e The log4j.properties file in the conf directory can be configured based on the customer
requirements.

--—-End

7.2.5 Importing and Configuring HDFS Sample Projects

Scenario

HDFS provides sample projects for multiple scenarios to help you quickly learn
HDFS projects.

The following procedure describes how to import HDFS sample code.

Procedure

Step 1 Download the sample project to the local computer by referring to Obtaining the
MRS Application Development Sample Project.

Step 2 Import the sample project to the Eclipse development environment.

1.
2.

6.
7.

Step 3 Set
1.

Method 1: Open Eclipse and choose File > New > Java Project.
Deselect Use default location and click Browse.

The Browse Folder dialog box is displayed.

Select the hdfs-examples sample project folder, and click OK.
In the New Java Project window, click Finish.

Method 2: Open Eclipse, choose File > Import... > Existing maven Projects
into Workspace > Next, and click Browse on the next page. The Browse
Folder dialog box is displayed.

Select the hdfs-examples sample project folder, and click OK.
In the Import window, click Finish.

an Eclipse text file encoding format to prevent garbled characters.

On the Eclipse menu bar, choose Window > Preferences.
The Preferences window is displayed.

In the navigation pane on the left, choose General > Workspace. In the Text
file encoding area, select Other and set the value to UTF-8. Click Apply and
then OK. Figure 7-3 shows the settings.
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Figure 7-3 Setting the Eclipse encoding format
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7.3 Developing an HDFS Application

7.3.1 HDFS Development Plan

Scenario Description

You can quickly learn and master the HDFS development process and know key
interface functions in a typical application scenario.

Service operation objects of HDFS are files. File operations covered by sample
codes include creating a folder, writing data to a file, appending file content,
reading a file, and deleting a file or folder. You can learn how to perform other
operations on the HDFS, such as setting file access permissions, based on sample
codes.

Sample codes are described in the following sequence:

1.
2.
3.

Initialize HDFS. For details, see Initializing HDFS.
Write data to a file. For details, see Writing Data to an HDFS File.

Append file content. For details, see Appending HDFS File Content.
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© N o Uk

Read a file. For details, see Reading an HDFS File.

Delete a file. For details, see Deleting an HDFS File.

Colocation HDFS Colocation

Set storage policies. For details, see Setting HDFS Storage Policies.
Access OBS. For details, see Using HDFS to Access OBS.

Development Guidelines

Determine functions to be developed based on the preceding scenario description.
The following example describes how to upload, query, append, and delete
information about a new employee in seven parts.

No u ks~ w2

Pass the Kerberos authentication.

Call the mkdir API in fileSystem to create a directory.

Call the dowrite APl of HdfsWriter to write information.

Call the open API in fileSystem to read the file.

Call the doAppend API of HdfsWriter to append information.
Call the deleteOnExit API in fileSystem to delete the file.
Call the delete API in fileSystem to delete the folder.

7.3.2 Initializing HDFS

Function Description

Before using APIs provided by HDFS, you need to initialize HDFS. The HDFS
initialization process is as follows:

1.

Load HDFS service configuration files and perform Kerberos authentication.

2. Instantiate the Filesystem after the authentication succeeds.
3. Use HDFS APIs.
{10 NOTE

Obtain the keytab file for Kerberos authentication in advance.

Configuration Files

Table 7-4 lists the configuration files used for logging in to HDFS. These files have
been imported to the conf directory of the hdfs-example project.

Table 7-4 Configuration files

File Name Function How to Obtain

core-site.xml Configures HDFS MRS_Services_ClientConfig\HDFS
parameters. \config\core-site.xml

hdfs-site.xml Configures HDFS MRS_Services_ClientConfig\HDFS
parameters. \config\hdfs-site.xml
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File Name Function How to Obtain

user.keytab Provides HDFS user If the cluster is in security mode,
information for Kerberos | contact the administrator to
security authentication. | obtain the keytab and krb5 files
corresponding to the account.

krb5.conf Contains Kerberos server
configuration
information.

1O NOTE

e The user.keytab and krb5.conf of different clusters cannot be shared.

e The log4j.properties file in the conf directory can be configured based on the customer
requirements.

Sample Code

The following provides code snippets. For complete codes, see the HdfsMain class
in com.huawei.bigdata.hdfs.examples.

Run the initialization code of the application on the Linux client. The code

example is as follows:
/**

* Initialization. Obtain a FileSystem instance.

*

* @throws |OException

private void init() throws IOException {
confLoad();
authentication();
instanceBuild();

}
/**

* If the application runs on Linux, the paths of core-site.xml and hdfs-site.xml must be
* modified to the absolute path of the client file on Linux.

*/
private void confLoad() throws IOException {
conf = new Configuration();
// conf file
conf.addResource(new Path(PATH_TO_HDFS_SITE_XML));
conf.addResource(new Path(PATH_TO_CORE_SITE_XML));

}
/**

* kerberos security authentication

* If the application runs on Linux, the paths of krb5.conf and keytab must be

* modified to the absolute path of the client file on Linux. In addition, the keytab and principal files in
the sample code must be

* modified to the current user's keytab file name and username.

*/
private void authentication() throws IOException {
// Security mode
if ("kerberos".equalsignoreCase(conf.get("hadoop.security.authentication"))) {
System.setProperty("java.security.krb5.conf", PATH_TO_KRB5_CONF);
LoginUtil.login(PRNCIPAL_NAME, PATH_TO_KEYTAB, PATH_TO_KRB5_CONF, conf);
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*k

* build HDFS instance
*/

private void instanceBuild() throws IOException {

}

On Linux, the login sample code is required for the first login. For details about

// get filesystem
fSystem = FileSystem.get(conf);

the code, see the LoginUtil class in com.huawei.bigdata.security.
public synchronized static void login(String userPrincipal,

String userKeytabPath, String krb5ConfPath, Configuration conf)
throws IOException {

// 1. Check the input parameters.

if ((userPrincipal == null) || (userPrincipal.length() <= 0)) {
LOG.error("input userPrincipal is invalid.");
throw new IOException("input userPrincipal is invalid.");

}

if ((userKeytabPath == null) || (userKeytabPath.length() <= 0)) {
LOG.error("input userKeytabPath is invalid.");
throw new IOException("input userKeytabPath is invalid.");

}

if ((krb5ConfPath == null) || (krb5ConfPath.length() <= 0)) {
LOG.error("input krb5ConfPath is invalid.");
throw new IOException("input krb5ConfPath is invalid.");

}

if ((conf == null)) {
LOG.error("input conf is invalid.");
throw new IOException("input conf is invalid.");

}

// 2. Check whether the file exists.
File userKeytabFile = new File(userKeytabPath);
if ('userKeytabFile.exists()) {
LOG.error("userKeytabFile(" + userKeytabFile.getAbsolutePath()
+ ") does not exist.");
throw new IOException("userKeytabFile("
+ userKeytabFile.getAbsolutePath() + ") does not exist.");
}

if ('userKeytabFile.isFile()) {
LOG.error("userKeytabFile(" + userKeytabFile.getAbsolutePath()
+ ") is not a file.");
throw new IOException("userKeytabFile("
+ userKeytabFile.getAbsolutePath() + ") is not a file.");
}

File krb5ConfFile = new File(krb5ConfPath);
if ('krb5ConfFile.exists()) {
LOG.error("krb5ConfFile(" + krb5ConfFile.getAbsolutePath()
+ ") does not exist.");
throw new IOException("krb5ConfFile(" + krb5ConfFile.getAbsolutePath()
+ ") does not exist.");

}
if (!krb5ConfFile.isFile()) {
LOG.error("krb5ConfFile(" 