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Product Consulting

1.1 What Are the Permissions Required for Using
CodeArts PerfTest?

An account has the administrator permissions by default. The descriptions below
are about granting required permissions to IAM users under an account. IAM users
can use CodeArts PerfTest only after being granted required permissions.

Granting Required Permissions to IAM Users

Log in to the IAM console as the account administrator and assign the following
permissions to IAM users. For details, see Creating a User Group and Assigning
Permissions.

No.

Scenario

Assigning Permissions

1

Tenant-level
operations on
CodeArts PerfTest
resources

CodeArts PerfTest Administrator.

User-level operations
on CodeArts PerfTest
resources

CodeArts PerfTest Developer. If you want to
use private resource groups, you also need to
assign the CodeArts PerfTest Resource
Developer permission.

CCE cluster creation

In addition to the permission assigned in
scenario 1 or 2, you also need to assign the CCE
Administrator, ECS CommonOperations, and
VPC FullAccess permissions. For details, see
Permissions.
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No.

Scenario

Assigning Permissions

Private resource group
creation

e If no CCE cluster has been created, assign

permissions based on scenario 3 and create a
CCE cluster.

If you create a private resource group for the
first time, you need to use the tenant
account or administrator account to
authorize CodeArts PerfTest to create or
modify the CCE cluster and VPC endpoint
(VPCEP) of the tenant.

If CodeArts PerfTest Administrator has
been assigned, no other user permissions are
required. If CodeArts PerfTest Developer
has been assigned, you also need to assign
CodeArts PerfTest Resource Administrator.

Package purchase

In addition to the permission assigned in
scenario 1 or 2, you also need to assign the
permission of BSS Finance.

Intelligent analysis

e Application monitoring: In scenario 1, the

required permissions have been integrated.
In scenario 2, APM FullAccess needs to be
assigned.

Host monitoring: This permission has been
integrated in scenario 1 or 2. You do not
need to add it again.

Authorizing CodeArts PerfTest to Create Private Resource Groups

M wn =

Log in to the CodeArts PerfTest console using a tenant account.

In the navigation pane, choose Resource Groups.

Click Create Private Resource Group.
Select | have read and agree to the HUAWEI CLOUD Customer Agreement

and click Authorize Now.

A message indicating successful authorization is displayed.

On the Agencies page of the IAM console, the cpts_admin_trust agency is
created automatically. The agency has the CCE Administrator and
VPCEndpoint Administrator permissions.

Figure 1-1 Permissions that are successfully granted

Agencies / cpts_admin_trust

o BEEESD oo
Type o
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1.2 How Do | Use the New IAM Edition to Isolate
Permissions by Enterprise Project?

IAM of the new edition does not support direct permission isolation by enterprise
project. Instead, it uses resource tags to achieve such permission isolation. For
example, by using resource tags to isolate enterprise project permissions, you can
set IAM users with enterprise project A's permissions to access only test projects
with the EnterpriseProject:Enterprise project A tag. This capability depends on
the new IAM, requiring you to adopt the IAM 5.0 permission model. Exercise
caution when selecting this capability.

Process of isolating permissions using resource tags:

1. Configuring Custom Permission Policies for IAM Users on the IAM Console

2. Configuring Resource Tags for the Target Project on the CodeArts PerfTest
Console

Figure 1-2 Enterprise project permission isolation process

Identity and Access Create a custom identity
Management policy on 1AM and associate
(LAM) it with a user or user group.

Administrator
account
(tenant)

Create a test project for the
user and add an enterprise
CodeArts PerfTest project resource tag to
desired test projects.

Custom identity policies control permission types and access scopes. Specifically,
actions are used to control permission types, while resource tags are used to
control access scopes, implementing permission isolation at the enterprise project
level.

Resource tags are in key.value format. You are advised to set them to
EnterpriseProject: Enterprise project name. The user permissions isolation is as
follows:

Figure 1-3 Enterprise project permission isolation

User 1 can access only projects with
the following tag:
EnterpriseProject:Enterprise project
A

Resource tag added
User 1 Grantedpermmisstons®  EnterpriseProjectEnterprise
project A

Configuring Custom Permission Policies for IAM Users on the IAM Console

Step 1 Click — in the upper left corner of the Huawei Cloud console, and search for
and click Identity and Access Management.
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Step 2 Click Go to New Console in the upper right corner.

Step 3 Create custom identity policies.

4.
5.

In the navigation pane, choose Identity Policies.

Click Create Custom Policy in the upper right corner. Enter a policy name
based on your enterprise project or authorization scope, for example,
EnterpriseProjectA_policy. For Policy Content, select Allow, then click
Select service and select CodeArts PerfTest (codeartsperftest). In the
displayed action list, select the desired user permission policies.

Figure 1-4 User permission policies

Still for Policy Content, click (Optional) Add request condition > Add
Request Condition. In the displayed dialog box, set parameters as instructed

in Table 1-1 and click OK.

Table 1-1 Request condition parameters

Parameter Description Remarks

Condition Key g:ResourceTag Fixed value.

Tag Key EnterpriseProject Fixed value.

Qualifier Default Fixed value.

Operator StringEquals Fixed value.

Value Enterprise project A User-defined. Enter an
enterprise project
name.

Click OK.

Repeat Step 3.2 to Step 3.4 to create multiple custom identity policies and

associate them with different enterprise project tags.

Step 4 Grant permissions to a user group. The following operations use a user group as
an example. The operations for a user are similar.

In the navigation pane, choose User Groups.

Locate the user group to which you want to attach a custom identity policy,
and click Authorize in the Operation column.

Select a custom identity policy created in Step 3 and click OK.

Issue 01 (2025-12-16)
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4. Repeat Step 4.2 to Step 4.3 to attach different custom identity policies to
different user groups.

----End
Configuring Resource Tags for the Target Project on the CodeArts PerfTest
Console

Step 1 Log in to the CodeArts PerfTest console.
Step 2 In the navigation pane, choose PerfTest Projects or JMeter Projects.

Step 3 Locate the target test project.

Step 4 Click "~~~ on the right and choose Modify Tag.

Figure 1-5 Modifying a tag

Project Name: Description Created Modified Project Type Resource Tags Operation

12306 2days age 2days ago High Performa. s Bgl=]
zhd_test 42 days ago 42 days ago High Performa.. o

lxinyue-1030 [2410.08010] 91 days ago 48 days ago High Performa. PerfTest=lxy, lsy 1111=123, name=Yx. W' Delete Project

Step 5 Click Add Tag. In the displayed dialog box, enter EnterpriseProject for Tag Key,
enter the enterprise project name configured in IAM (Enterprise project A in this
example) for Tag Value, and click OK.

Figure 1-6 Adding a tag

Add Tag X
Select the enterprise project
Fixed value configured on IAM
EnterpriseProject Enterprise project A Delete
Tag key Tag value
ou can add 19 more tags

9 Cancel

--—-End
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Verifying Permission Configurations

After the preceding configurations are complete, when a user accesses the target
test project, CodeArts PerfTest verifies if the enterprise project resource tag
associated with that test project has been configured for the user on the IAM
console. In this example, if a custom identity policy with the
EnterpriseProject:Enterprise project A tag has been configured for user 1 in IAM,
user 1 can access only the projects carrying this tag. If user 1 tries to access other
projects, a message indicating insufficient permissions will be displayed.

1.3 What Are the Differences Between a JMeter Test
Project and a PerfTest Project?

The scripts that can be imported to JMeter and PerfTest projects are different.

e You can directly import JMeter scripts to a JMeter project and use the native
JMeter engine to initiate a performance test.

e A PerfTest project supports the import of PerfTest scripts and JMeter scripts.
The imported JMeter scripts are automatically converted into PerfTest scripts
for performance tests. You can also manually edit test tasks based on the
actual performance test scenario.

1.4 What Are the Differences Between RPS and TPS in
a CodeArts PerfTest Report?

RPS is short for requests per second. RPS = Total requests of a case/Running
duration of the case.

TPS is short for transactions per second. TPS = Number of transactions of a case/
Running duration of the case. During a CodeArts PerfTest pressure test, all test
steps in a case are executed cyclically. Each cycle is regarded as a transaction.

In CodeArts PerfTest, the TPS is calculated based on the average number of
request packets that are responded to per second in each statistical period (10s).
For example, if 1,000 requests are responded to within 10 seconds, the TPS is 100.
Some test tools collect only the number of requests sent per second, which cannot
accurately reflect a system's capability. The TPS in CodeArts PerfTest collects the
number of requests processed and returned by the system.

1.5 What Is the Impact of the Bandwidth Applied for
CodeArts PerfTest on Tests?

The required bandwidth depends on the request and response models of a
pressure test.

For example, if the transactions per second (TPS) is 5,000 and each request packet
is 1 KB, the total uplink bandwidth required is 5,000 KB. You can use the same
method to estimate the downlink bandwidth.

The bandwidth limit only restricts the uplink bandwidth. Therefore, requests with
bodies, such as POST and PUT, will consume more bandwidth resources.

Issue 01 (2025-12-16) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 6
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If the bandwidth is insufficient during the pressure test, network packet loss
occurs. The test report shows a higher latency and occurrence of timeout.

For details about how to change the bandwidth, see Changing an EIP Bandwidth.
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Test Resource Group Management

2.1 What Do | Do If | Encounter an Exception When
Creating a Private Resource Group?

Symptom

An exception occurs when you create a private resource group, and the following
information is displayed:

e Label failed, check cluster status.

e nodes "xxx" is forbidden: User "xxxxxxx" cannot patch resource "nodes" in API
group "" at the cluster scope

Figure 2-1 Exception scenario 1

P P Irce group
3] perftest-cce B

Private resourc
01 0 label failed, check cluster status.
cpts-test-

cpts-test- More

Dec 09, 2024 15:44:17 GMT+08:00 Dec 09, 2024 15:44:17 GMT=08:00

Figure 2-2 Exception scenario 2

0
< perftest-cce-

015 nodes "192. "is forbidden: User "9a5fact sf20eefecbb”
cannot paich resource "nodes™ in APl group ™ at the cluster scope
cpts-003-68289-sdwd5

2025/07/29 19:51:38 GMT+08:00 2025/07/29 19:51:38 GMT+08.00

Possible Causes

You are using the IAM 5.0 permission model, which offers enhanced permission

control. You need to manually authorize the IAM 5.0 agency on Cloud Container
Engine (CCE).

Issue 01 (2025-12-16) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 8



CodeArts PerfTest
FAQs 2 Test Resource Group Management

Verification

Step 1 Click — in the upper left corner of the Huawei Cloud console, and search for
and click Identity and Access Management.

Step 2 Click Go to New Console in the upper right corner. In the navigation pane of 1AM,
choose Agencies.

Step 3 On the page displayed, search for perftest_admin_trust in the search box. The
presence of this agency indicates that you are using the IAM 5.0 permission
model.

Figure 2-3 Agency

" HuswEICLOUD | Console

Identity and Access

Agencies ()
Management

Sers
Al [ perfiest_admin_irus{

\dentity Policies Agency NamellD & Agency Type & Delegated To &

Cloud service
SeVIce cooeanspermest

Trust agancy

Total Records: 1

Solution

Step 1 Click — in the upper left corner of the Huawei Cloud console, and search for
and click Cloud Container Engine.

Step 2 In the navigation pane, choose Permissions. In the search box, search for the
cluster where the private resource group is located and click Add Permission in
the upper right corner.

Figure 2-4 Adding permissions

mmmmmmmmmmmm

........... oam Obveloper Viewsr Custom

Step 3 Set User/User Group to Account, search for and select perftest_admin_trust
from the drop-down list, set Namespace to All namespaces, set Permission Type
to Administrator, and click OK.
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Figure 2-5 Configuration for adding permissions

Add Permission

Cluster Name cpis-test

User-‘UserGroupo Account eperﬁest_admin_trust v | QO Create Account (%
Namespace All namespaces v | (Q Create Namespace
Permission Type Administrator O&M Developer Viewer Custom
Description Read and write permissions on all resources in all namespaces. View Details

Step 4 After the authorization is complete, go to the CodeArts PerfTest console, delete
the resource group that fails to be created on the Resource Groups page, and
create a resource group again.

--—-End

2.2 What Do | Do If | Cannot See the Purchased Nodes
When Creating a Resource Group?

The possible cause is that the purchased nodes are not in the same region as
CodeArts PerfTest.

Check whether the purchased nodes and CodeArts PerfTest are in the same region.

Resource groups cannot identify nodes in other regions. When you purchase
nodes, ensure that the region of nodes is the same as that of CodeArts PerfTest.
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PerfTest Project Management

3.1 What Are the Differences Between Think Time and
Duration in CodeArts PerfTest?

There are two time-related concepts in CodeArts PerfTest:

e Think time (ms): waiting period between two consecutive operations
performed by a user.

e Duration (min): time spent executing a test task.

The think time does not affect the total duration of concurrency. It only affects the
number of concurrent requests. The following example explains this in detail.

The think time is set to 1,000 ms, the duration is set to 10 min, and the number of
concurrent users is set to 10. The formula for calculating the number of
concurrent requests is: Duration x Number of concurrent users/Think time. The
result is 6,000 (600s x 10/1s). The total duration of the concurrency for this task is
10 min, and 6,000 query requests are sent to the server. In some cases, the test
result shows that the number of concurrent requests is smaller than 6,000. The
reason is that if a message is not immediately responded to, the system waits 0.1s
for response.

3.2 What Are the Differences Between Global Variables
and Variables Extracted from Responses?

They are applicable to different scopes:

e Global variables can be used for a test project. Currently, enumeration,
integer, text, and file variables are supported.

e Variables extracted from responses are local variables, which can be used only
in the current transaction or in the current test case. The variables can be
used in subsequent requests, but cannot be used across transactions or test
cases.

Issue 01 (2025-12-16) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 11
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3.3 How Do | Resolve Garbled Chinese or Special
Characters Exported by the Traffic Recording Plug-in?

If the response body of an API contains Chinese or special characters and these
characters are displayed as garbled characters after the traffic recording plug-in is
exported, delete the local CodeArts PerfTest traffic recording plug-in for Chrome.
Then, download and install the latest plug-in as follows:

Step 1 Log in to the CodeArts PerfTest console.

Step 2 Choose Script Recording in the navigation pane, and perform operations as
prompted.

--—-End

3.4 What Do | Do If the Debugging Result Is FAILURE?

Ensure that the following conditions are met before debugging:

e The resource group is running.

e The network between the debugging node of the resource group and the
tested application is normal.

a. Click = in the upper left corner of the Huawei Cloud console, and
search for and click Elastic Cloud Server.

b. Find and log in to the debugging and execution nodes.
¢. Run the curl url command (urlis the URL of the tested application) to
check whether the network is normal.

If the preceding conditions are met, debug the transaction. Click View Log to
check whether the returned content is correct.

If the returned content contains error information, check that the entered
parameters and configured contents of the packet are correct.

3.5 How Do | Handle Log Errors in a PerfTest Test
Report?

dialing to the given TCP address timed out

If the read/write request times out, check whether the network between the client
and the server is reachable. If a shared resource group is used, check whether the
network of the tested server is accessible from public networks. If a private
resource group is used, check whether the network between the executor and the
tested server is connected.

Issue 01 (2025-12-16) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 12
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look up XXX timeout

If the network is abnormal, check the network load of the executor and server.
You can check the network bandwidth usage of other Huawei cloud services, such
as Elastic IP (EIP).
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not look like a TLS handshake

The server uses the HTTP protocol. Check whether the HTTPS protocol is
mistakenly used for the test case.
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JMeter Project Management

4.1 What Are the Differences Between the JMeter
Engine of CodeArts PerfTest and the Open-source

JMeter?

The JMeter engine of CodeArts PerfTest is based on the open-source Apache
JMeter. The default version is 5.4. You can also upload versions 5.2, 5.3, and 5.6.

Compared with the local open-source JMeter, the JMeter engine of CodeArts
PerfTest has the following advantages:

1.
2.
3.

Automated distributed scheduling
Aggregated and visualized test results

Distributed multi-phase capability

4.2 What Are the Suggestions for Using JMeter Scripts

in CodeArts

PerfTest?

Result viewers are not recommended in scripts.

Different result viewers have different impacts on the pressure test
performance. If you want to use result viewers, evaluate the risks.

If the total number of concurrent scripts is greater than 1,000, or the number
of actuators is configured in Advanced Config > Number of Actuators of the
task, evaluate whether the attributes in the scripts can be used in distributed
scenarios (multiple hosts run the scripts at the same time).

Constant throughput timers are not recommended.

If the constant throughput timer of JMeter is enabled, the results of pressure
test will be inaccurate. You are advised to use the precise throughput timer of
JMeter. If the constant throughput timer must be used, evaluate its impact on
the actuator performance.

When you use throughput controllers, the debugging result of the JMeter
project may be below expectations.

Issue 01 (2025-12-16)
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The reason is that the CodeArts PerfTest debugging script is executed only
once. In this case, you are advised to use concurrent tasks on a small scale in
a short time to replace the debugging.

4.3 What Are the Possible Causes of a JMX File Import
Error in a JMeter Test Project?

The possible causes of the error are as follows:

e The JMX file contains garbled characters.
e The JMX file contains third-party plug-ins and cannot be imported.

4.4 What Do | Do If Garbled Characters Are Returned
When content-type in the JMeter Request Header Is
Set to utf-8?

When JMeter is used to set the content-type request header to UTF-8, the
request is returned properly. However, when CodeArts PerfTest is used, garbled
characters are returned. This occurs because the UTF-8 encoding format needs to
be specified in content-type. Delete undesired request headers, for example,
Accept-Encoding: gzip.

Set content-type as follows.

Figure 4-1 Setting of content-type in the request header

RequestHeader © Add Header 2BukEdt | Leammore

Content-Type

4.5 Why Does Test Plan Debugging Fail in Less Than 5
Seconds and No Data Is Displayed on the Page?

Possible causes:

e Some variable files required by the JMeter test plan have not been uploaded.
e Some third-party JAR packages required by the JMeter test plan have not
been uploaded.

Check whether all variable files and third-party JAR packages required have been
uploaded.
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4.6 How Do | Handle Log Errors in a JMeter Test
Report?

JMeter Timeout in Event Logs
If a JMeter test task does not generate any sampling data in 10 minutes, the task
will be forcibly terminated.

"connection Reset" Displayed in Request Logs

It indicates that the network is disconnected. Check the network load of the
executor and server. You can check the network bandwidth usage of other Huawei
cloud services, such as EIP.
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