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Product Bulletin

1.1 Action Change Notice

Description

From September 2024, if users use custom policies to access the following APIs,
they need to create new or update existing custom policies.
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apigw/certificates
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Deleting
an SSL
certificate

DELETE /v2/{project_id}/
apigw/certificates/
{certificate_id}

apig:certifi
cate:delete

Querying
Certificate
Details

GET /v2/{project_id}/apigw/
certificates/{certificate_id}

apig:certifi
cate:get
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Querying | GET /v2/{project_id}/apigw/ | apig:certifi | - v X
Domain certificates/{certificate_id}/ cate:listBo
Names of | attached-domains undDomai
an SSL n
Certificate
Binding POST /v2/{project_id}/ apig:certifi | apig:certifi | v X
an SSL apigw/certificates/ cate:batch | cate:get
Certificate | {certificate_id}/domains/ BindDomai apig:group
toa attach n s:get
Domain
Name
Unbinding | POST /v2/{project_id}/ apig:certifi | apig:certifi | v X
an SSL apigw/certificates/ cate:batch | cate:get
certificate | {certificate_id}/domains/ Unl?indDo apig:group
from a detach main s:get
domain
name
Querying | GET /v2/{project_id}/apigw/ | apig:instan | apig:instan |V |V
VPC instances/{instance_id}/vpc- | ce:listVpcE | ces:get
Endpoint | endpoint/connections ndpoint
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Accepting | POST /v2/{project_id}/ apig:instan | apig:instan | v v

or apigw/instances/ ce:acceptO | ces:get

Rejecting | {instance_id}/vpc-endpoint/ | rRejectVpc

a VPC connections/action EndpointC

Endpoint onnection

Connectio

n

Querying | GET /v2/{project_id}/apigw/ | apig:instan | apig:instan | v v

Whitelist instances/{instance_id}/vpc- | ce:listVpcE | ces:get

Records of | endpoint/permissions ndpointPer

a VPC mission

Endpoint

Service

Adding POST/v2/{project_id}/apigw/ | apig:instan | apig:instan [V |+

Whitelist instances/{instance_id}/vpc- | ce:batchAd | ces:get

Records endpoint/permissions/batch- | dVpcEndpo

for a VPC | add intPermissi

Endpoint on

Service

Deleting POST/v2/{project_id}/apigw/ | apig:instan | apig:instan | v v

Whitelist instances/{instance_id}/vpc- | ce:batchDe | ces:get

Records of | endpoint/permissions/batch- | leteVpcEnd

a VPC delete pointPermi

Endpoint ssion

Service

Creating a | POST /v2/{project_id}/ apig:orches | apig:instan | v v

Parameter | apigw/instances/ tration:crea | ces:get

Orchestrat | {instance_id}/orchestration te

ion Rule

Viewing GET /v2/{project_id}/apigw/ | apig:orches | apig:instan | v v

Orchestrat | instances/{instance_id}/ tration:list | ces:get

ion Rules | orchestration

Querying | GET /v2/{project_id}/apigw/ | apig:orches | apig:instan | v v

Rule instances/{instance_id}/ tration:get | ces:get

Details orchestrations/

{orchestration_id}

Updating | PUT /v2/{project_id}/apigw/ | apig:orches | apig:instan | v v

an instances/{instance_id}/ tration:upd | ces:get

Orchestrat | orchestrations/ ate

ion Rule {orchestration_id}
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Deleting DELETE /v2/{project_id}/ apig:orches | apig:instan | v v

an apigw/instances/ tration:del | ces:get

Orchestrat | {instance_id}/orchestrations/ | ete
ion Rule {orchestration_id}

Querying | GET /v2/{project_id}/apigw/ | apig:orches | apig:instan | v v
APIs to instances/{instance_id}/ tration:list | ces:get
Which an [ orchestrations/ BoundApis
Orchestrat | {orchestration_id}/attached-
ion Rule Is | apis

Bound
Scope
All regions
Impact
If a custom policy does not contain the preceding actions, users assigned this
policy cannot access these APIs.
Solution

Create or update custom policies, add the preceding new actions and related
actions, and assign custom policies to user groups for fine-grained access control.
For details about custom policies, see APIG Custom Policies.
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Vulnerability Notices

2.1 Vulnerability Fixing Policies

APIG Vulnerability Fixing Time
e SDK vulnerabilities:

For a vulnerability involved in the SDKs provided by APIG, a fix will be
provided in line with the risk level within the fixing time. You can fix the
vulnerability on your own.

e  Other vulnerabilities:
Upgrade versions to fix other vulnerabilities.

Fixing Statement

To prevent customers from being exposed to unexpected risks, APl Gateway
(APIG) does not provide other information about the vulnerability except the
vulnerability background, details, technical analysis, affected functions/versions/
scenarios, solutions, and reference information.

In addition, APIG provides the same information for all customers to protect all
customers equally. APIG will not notify individual customers in advance.

APIG does not develop or release intrusive code (or code for verification) to
exploit vulnerabilities.
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