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Solution Overview

Scenarios

This solution uses a FunctionGraph function to change or reinstall the OS of
multiple Elastic Cloud Servers (ECSs).

Architecture

You can change or reinstall the OS of multiple ECSs on Huawei Cloud. The
following figure shows the solution architecture.

Figure 1-1 Solution architecture

(o

Huawei Cloud

@

Elastic Cloud Server (ECS)

User FunctionGraph

Elastic Cloud Server (ECS)

© Elastic Cloud Server (ECS)

Identity and Access Management (IAM)

This solution will:

e Create a FunctionGraph function to call the ECS API used to reinstall or
change the OS.
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e Create an agency in Identity and Access Management (IAM) to delegate
FunctionGraph to access ECS in the relevant region.

Advantages
This solution has the following advantages:

e Serverless

The serverless architecture frees you from underlying resource O&M and
availability and scalability issues.

e Easy to deploy
You can reinstall or change the OS of multiple ECSs with just a few clicks.
e Customizable

This solution is open-source and free for commercial use. You can also make
custom development according to the practical requirements.

Constraints

e Before deploying this solution, register a HUAWEI ID, enable Huawei Cloud
services, and complete real-name authentication. Ensure that your account is
not in arrears or frozen.

e  For details about the notes, constraints, and prerequisites for reinstalling the
0S, see Reinstalling the OS.

e  For details about the notes, constraints, prerequisites, and billing rules for
changing the OS, see Changing the OS.
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2 Resource and Cost Planning

Resource and Cost Planning

This solution deploys the resources listed in the following table. The costs are only
estimates and may differ from the final prices. For details, see pricing details.

Table 2-1 Resource and cost planning

Huawei Cloud
Service

Example Configuration

Monthly Cost

FunctionGraph

e Function Type: Event
Function

e Region: AP-Singapore
e Runtime: Python 3.6
¢ Memory: 128 MB

Total price = Price for requests
+ Price for execution duration

e Requests (example: < 1
million per month): $0 USD

e Execution duration
(example: 400,000 GB-
seconds per month): $0
usD

Total

$0 USD
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Procedure

3.1 Preparations

3.2 Quick Deployment
3.3 Getting Started

3.4 Quick Uninstallation

3.1 Preparations

Creating the rf_admin_trust Agency

Step 1 Log in to Huawei Cloud official website, open the console, hover over the account
name, and choose Identity and Access Management.

Figure 3-1 Console page

% HuawI cLouD
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Figure 3-2 Identity and Access Management

@P Int-English

Basic Information

Security Settings

My Credentials

dentity and A s Management
Switch Role

Tag Management

Operation Log

Log Out

Step 2 Choose Agencies in the left navigation pane and search for the rf_admin_trust
agency.

Figure 3-3 Agency list

e If the agency is found, skip the following steps.
e If the agency is not found, perform the following steps to create it.
Step 3 Click Create Agency in the upper right corner of the page. On the displayed page,

enter rf_admin_trust for Agency Name, select Cloud service for Agency Type,
select RFS for Cloud Service, and click Next.
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Figure 3-4 Creating an agency

Agencies | Create Agency

# Agency Mame rf_admin_frust

* Agency Type Account
Delegate another HUAWEI CLOUD account to perform operations on your resour

(®) Cloud service

[=]
[1+]
w

)elegate a cloud service to access your resources in other cloud services.

# Cloud Service RFS -
# Validity Period Unlimited -
Description
0/255
Next Cancel

Step 4 Search for Tenant Administrator, select it in the search results, and click Next.

Figure 3-5 Selecting a policy/role
@ sekct PoicyRote 3) select Scope A

Al poiciesioes « | [ Ansenices | | Tenant Asmistrator x Q

Type

System-defined polcy

System-defined roe

Step 5 Select All resources and click OK.

Figure 3-6 Selecting a scope

< Authorize Agency

-:i:- Select Policy/Role e Select Scope 3 ) Finish

0 The follewing are recommended scopes for the permissions you selecied. Select the desired scope requiring minimum authorization.

Scope

(@) Allresources

ers will be able to use all resources, including those in enlerprise projecis, region-specific projects, and global services under your account based on assigned permissions

Show More

Step 6 Check that the rf_admin_trust agency is displayed in the agency list.
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Figure 3-7 Agency list

Agencies ©
Agency Name/lD = Delegated Party = Validity Period |= Created = Descript tion =
Cloud senvice Unlimited Jan 16, 2023 17:57:41 GMT+08:00 Created by RF, Not delete.

Creating the IAM Agency Management FullAccess Policy

Step 1 Choose Identity and Access Management.

Figure 3-8 Identity and Access Management

@D Int-English

Basic Information

My Credentials
dentity and Ac
Switch Role

Tag Management

Operation Log

Log Out

Create Agency
faonn e Q]
Operation
uthorize | Moty | Dele

Step 2 Choose Permissions > Authorization, enter IAM Agency Management

FullAccess in the search box, and check whether this policy exists.

Figure 3-9 Permission list

1AM Authorization &

e If the policy is found, you do not need to create it.
e If the policy is not found, create it.

yyyyyyyyyy

Step 3 Choose Permissions > Policies/Roles, and click Create Custom Policy.
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Figure 3-10 Clicking Create Custom Policy

Policies/Roles ()

Custom policies available for creation: 179 All policies/roles v Allservices

Policy/Role Name Type Description

© Feedback Create Custom Policy

Q

Operation

Step 4 Enter policy name IAM Agency Management FullAccess, select JSON, enter the
following JSON code in the Policy Content text box, and click OK.

Figure 3-11 Creating a custom policy

+ Policy Mame 1AM Agency Management FullAccess

+ Policy Content ;' {

3+

4

5 ¢ "allow",

6 : [

7 am:agencies:updatefgency”,

3 ipermiszions:liztRolesFordgencyOnDomain®”,
9 permissions:revckeRoleFromigency
1@ rmissions:listRolesForAgency™,
11 permissions:checkRoleForAgencyOnProject”,
12 iroles:listRoles”,
13 ragenciesideletelgency™,
14 permissions :checkRoleFordgenc
15 permissions:listRolesFordgen
16 permissions:checkRoleFordgencyOnDomain®”,
17 ragencies:listagencies”,
18 permissions:grantRoleTofgencyOnDomain®,
19 ipermissions:reveokeRoleFromigencyOnProject”,
28 ragencies:gethgency”,
21 ragencies:createfgency”,

22 permissions:grantRoleTofgency™,

23 permissions:grantRoleTolgenc
24 ' ipermissions;revckeRoleFromigency™
25 1

@ Select Existing Policy/Role

Description

Scope Global services

{

OK Cancel

"Version": "1.1",
"Statement": [

{

"Action": [
"ilam:agencies:createAgency",
"iam:agencies:listAgencies",
"ilam:agencies:getAgency",
"iam:agencies:deleteAgency",
"iam:agencies:updateAgency",
"iam:permissions:revokeRoleFromAgencyOnProject",
"iam:permissions:revokeRoleFromAgencyOnDomain",
"iam:permissions:revokeRoleFromAgency",
"iam:permissions:grantRoleToAgencyOnDomain",
"iam:permissions:grantRoleToAgencyOnProject",
"iam:permissions:grantRoleToAgency",

o

Issue 1.0 (2023-08-08)
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"iam:permissions:listRolesForAgencyOnDomain",
"iam:permissions:listRolesForAgencyOnProject",
"iam:permissions:checkRoleForAgencyOnDomain",
"iam:permissions:checkRoleForAgencyOnProject",
"iam:permissions:listRolesForAgency",
"iam:permissions:checkRoleForAgency",
"iam:roles:listRoles"

"Effect": "Allow"

}
1
}

Step 5 If no error message is displayed, the IAM Agency Management FullAccess policy
is successfully created.

--—-End

Assigning the IAM Agency Management FullAccess Policy to Agency
rf_admin_trust

Step 1 Choose Identity and Access Management.

Figure 3-12 Identity and Access Management

@ Int-English

dentity and Acc WVianagement
Switch Role
Tag Management

Operation Log

Log Out

Step 2 Choose Agencies in the left navigation pane and select the rf_admin_trust
agency.

Figure 3-13 Agency list

1AM Agencies @ Creata Agency
[ f_admin_trust x Q]

Agency NamellD |= Delegated Party = Validity Period = Created = Description = Operation

Cloud service Unlimited Jan 16,2023 17:57.41 GMT+08.00  Created by RF. Not delete.

SR
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Step 3 Click the Permissions tab and click Authorize.

Figure 3-14 Permissions

Q By 1AM Project By Enterprise Project

Principal Principal Description Principal Type Operation

PolicylRole PolicylRole Description

e proj Created by RF, Not delete. Agency Delete
Full per e proj Created by RF, Not delete. Agency Delete
Iden

SMS FullAccess Full pe: e proj Created by RF, Not delete. Agency Delete

tings
Created by RF, Not delete. Agency Delete
1AM Craated by RF, Not delete. Agency Delete
Ter Tenant Administrator (Exclude 1AM) All resources [Existing and future proj. Created by RF, Not delete. Agency Delete

Step 4 Enter IAM Agency Management FullAccess in the search box, select the policy,
click Next, and then click OK.

Figure 3-15 Configuring the IAM Agency Management FullAccess policy

@ seectroicyrole

Assign selected permissions to rf_admin_trust.

View Selected (1) | Copy Permissions from Another Project Al polcesioles v | | Arsenvices | [ agoncy Management Futncees | x @

o PolicylRo Type
1AM Agency Management FulAcces

\gency Management ce Custom policy
1AM Agency Management Fullccess

v geney Manzg Custom policy

concel [IEEI

Step 5 Check that the rf_admin_trust agency has the Tenant Administrator and IAM
Agency Management FullAccess permissions.

Figure 3-16 Permissions

1AM gencies / rf_admin_trust

a

Policy/Role Policy/Role Description Project [Region] Principal Principal Description Principal Type
Al resources [Existing and future proj. . rf_admin_trust Created by RF, Not delete. Agency Delete
Tenant Administrator (Exclude IAM) Allrasources f_admin_trust Created by RF, Not delete. Agency Delete

--—-End

3.2 Quick Deployment

This section describes how to deploy the Reinstalling the OS of ECSs solution.

Issue 1.0 (2023-08-08) Copyright © Huawei Technologies Co., Ltd. 10
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Table 3-1 Parameter description

Parameter | Typ | Mand | Description Default
e atory Value
function_n | strin | Yes Function name in the format batch_reins
ame g {function_name} fgs, which identifies | tall_os_de
a function and serves as the prefix of | mo
other resource names. It must be
unique and can contain 1 to 56
characters, including letters, digits,
underscores (_), and hyphens (-). It
must start with a letter.
image_id strin | Yes Enter reinstall to reinstall the OS or reinstall
g enter the image ID to change the OS.
View the image ID in Public Images.
Default value: reinstall.
ids strin | Yes IDs of the ECSs to reinstall or change | None
g the OS. Separate the IDs with spaces.
For example, id1 id2 ....
passwords | strin | Yes Passwords of the ECSs corresponding | None
g to the IDs. Separate the passwords
with spaces. For example, password1
password?2 ....

ECSs, and click Deploy.

Figure 3-17 Solution Practices

Solution Architecture

You can change or reinstall the OS of multiple ECSs on Huawei Cloud

==
AN
~J
Elastic Cloud Server (ECS)
=
~

Elastic Cloud Server (ECS)

\\\, L

Elastic Cloud Server (ECS)

Step 2 On the Select Template page, click Next.

Reinstalling the OS of ECSs

Step 1 Log in to Huawei Cloud Solution Best Practices, choose Reinstalling the OS of

Time Required for Uninstallation: About 5 minuf

Estimated Cost v
View Source Code

Data Center

AP-Singapore

View Deployment Guide

‘ Deploy

Issue 1.0 (2023-08-08)
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Figure 3-18 Creating a stack

@ select Tompite (3) Contiure Paramotors (3) Contoure Stack (@) contim Confgurstons

Tompiate URL itps idocumentation:samples-4 obs ap-southeast-2

Step 3 On the Configure Parameters page, enter a stack name, configure parameters
based on Table 3-1, and click Next.

/A\ CAUTION

e This procedure uses reinstalling the OS as an example, that is, setting the
image_id parameter to reinstall. To change the OS, specify the image ID.
Obtain the image ID according to Table 3-1.

Figure 3-19 Configuring parameters

) soct Tempite @ contuo Faramotors (@) Confur Stacc (@) Contm Confiurstons

Q| [ Encryptsome rasources based on the tempiate requraments. (@)

Step 4 On the displayed page, select rf_admin_trust from the Agency drop-down list
and click Next.

Issue 1.0 (2023-08-08) Copyright © Huawei Technologies Co., Ltd. 12
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Figure 3-20 Configuring a stack

(©) Select Template (@) Configre Parameters @ Contgure Sack (@ Confim Confguratons
Ager T C Howto Create an Agency?
Auto Rolback f e ;
Deteton Prot | )

Step 5 On the Confirm Configurations page, click Create Execution Plan.

Figure 3-21 Confirming configurations

< Create Stack
slect Tempiate ) cont © jons,

Template Info

I o batch_reinstal
Parameters £
Value Type Descrpt
sssss ’ Functon rame in name._fgs, hich et S and can conain +
image_id sting Entor 0S orenter e parameter descripion n he Depoyment Guide. Defaut etal
ies sting 1Ds of e ECSs o rainstal o change the OS. Separat th IDs wih spaces. F

sting Passuords of e Separate

Stack Settings )

E
7

Estimated fee: You can oblai the estimated fee after creating an execulion pian (fee of charge) Previous Create Exection Ptan Drecty Deploy Stack

Step 6 In the displayed Create Execution Plan dialog box, enter an execution plan name
and click OK.

Issue 1.0 (2023-08-08) Copyright © Huawei Technologies Co., Ltd. 13
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Figure 3-22 Creating an execution plan

b4
Create Execution Plan

0 To preview your resource change information, you can create an execution
plan.

# Execution Plan Mame executionPlan_20230714 1058 gpnb

Description

0/255
Step 7 Click Deploy. In the displayed dialog box, click Execute.
Figure 3-23 Execution plan created
< batch-reinstall-os el prm——c
Q|| C

¥ 14_1058_qpnb
7163¢217-9b0c-4269-be4f-cId46b815Tef

2023/07/14 10:59:28 GMT+08:00

Issue 1.0 (2023-08-08) Copyright © Huawei Technologies Co., Ltd.
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Figure 3-24 Confirming the execution plan

Execution Plan

Are you sure you want to execute the plan?
Execution Plan Name Status Created [

executionPlan_20230714_105...  Awvailable 2023/07/14 10:59:28 GMT+08__.

.- After the plan is executed, the stack is updated accordingly, and resources in the
template are enabled, which may incur fees based on resource payment
requirements.

Execute Cancel

Step 8 Click the Events tab and check whether the message "Apply required resource
success." is displayed. If yes, the solution is successfully deployed.

Figure 3-25 Solution deployed

< batch_reinstall_os-test0714

Delete Update Template/Paramster | | C
Basic Information ~ Resources Outputs. Events Template  Execution Plans
Resour allc
Time I= Type ¥ Description Resource Name/Type Associated Resource ID
2023007714 11:1325 GMT+08:00 Log
2023/07/14 11:11:21 GMT+08:00 - Apply complete! Resources: 2 added, 0 changed, 0 destroyed

huaweicloud_fgs_function.fgs_function: Creation complete after 4s [id=urn:fss:ap-southeast- P
reinstall_os_test0714_kwx1209567

fgs_f
4 11:11:21 GMT+
2023/07/14 11:11:21 GMT+08:00 FunctionGraph

umfss ap-southeast-3:ae64916068564b409041bag985e.
fgs:latest]

----End

3.3 Getting Started

Step 1 Log in to the Huawei Cloud console, search for FunctionGraph, and go to the
function list.

Issue 1.0 (2023-08-08) Copyright © Huawei Technologies Co., Ltd. 15
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Figure 3-26 Huawei Cloud console

" HUAWEI CLOUD

wawe

= Dashboard My Resources O&M Managem... Security Custom Console (o]
&)
[FonctonGraen ] x Q]
&)
0 FunctionGraph
Elastic Cloud Server Hyper ECS Bare Metal Server Auto Scaling Elastic Volume Service
Cloud Backup and Recovery Object Storage Service Virtual Private Cloud Elastic Load Balance Elastic [P
-
Relational Database Service Domain Registration
@
Recently Visited
&

Identity and Access M Elastic Cloud Server Resource Formation S

Step 2 View the function created for this solution.

Figure 3-27 Created function

FunctionGraph Functions @
Dashboard —
mpla
Fun Package Type Runtime
Python 36

Last Modified |=

32 minutes ago

Step 3 Go to the function details page, and click Test. In the displayed dialog box, select

blank-template, and click Create to create a test event.

Figure 3-28 Function details page

< batch_reinstall_os_test0714_kwx12... SVersion: latest

Function Info v

batch_reinstall,
. o

Q
ger @, Configure Async Nolification
Code  Monitoring  Version  Aliases Configuration
Code Source
File Edt Settings
Project Configure Test Event - Test
Project batch-einstallospy X
12 def handl 't text):
B batch-reinstall-os.py ef handler(event, context)
13 log = context.getlogger()
12 result = check_configuration(context)

1o $€ macult e nnt Nana-

& Copy URN Disable Functic

Jul 14,2023 11:11:21 GMT+08:00

umfss:ap-southeast-
3:ae64916068564b409041bagaB6eb3ac f
install_os_test0714_kwx1209567_fgs latest

Issue 1.0 (2023-08-08) Copyright © Huawei Technologies Co., Ltd.
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Figure 3-29 Configuring a test event

Configure Test Event
(®) Create new test event

‘ Event Templates (17) % Event Name blank-event-z82xid

‘ Search Q 1 {
2 ‘ "key": "value"

30}

apig-event-template
cts-event-template
dds-event-template
gaussmongo-event-template
dis-event-template
image-tag
kafka-event-template
login-security-template

lts-event-template

Create Cancel

Step 4 On the function details page, click Test to invoke the function to reinstall or
change the OS. If information similar to the following is returned, the execution is
successful.

Figure 3-30 Invoking a function
< batch_reinstall_os_test0714_kwx12... Version latest

Function Info  w

batch_reinstall_...
.

Q

1F G ® Configure Async Notification

Code Monitoring Version Aliases Configuration
S

Code Source

File Edit Seftings

Project blank-event-z82xi4 -

Project batch-reinstall-os.py X

1  # coding: utf-8
B batch-reinstall-os py
from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkecs.v2.region.ecs_region import EcsRegion

from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkecs.v2 import ReinstallServerWithCloudInitRequest, ReinstallServerWithCloudInitOption, ReinstallServe

Now e wN

Issue 1.0 (2023-08-08) Copyright © Huawei Technologies Co., Ltd. 17
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Figure 3-31 Execution successful

< batch_reinstall_os_test0714_kwx12... | SVersion latest

3 Copy URN Disable Function Operation ~
Function Info v

I f)( batch_reinstall_. Descrip

°
Last Update:
Jul 14, 2023 11:11:21 GMT+08:00

@ Configure Async Noifcation =

.

umifss ap-southeast-
3:2¢649160b8564b409041ba9986eb3ac2 function defaultbatch_re
install_os_test0714_kux1209567_fgslatest (T

Code Monitoring Version Aliases Configuration

Code Source

File Edt Setings

I — -

Project

Execution Result X
B batchaeinstallos.py

® % Executon successful
5 import traceback <
5 . Function Output
10 ¢
1 L

2 def handler(event, context):

Step 5 On the Monitoring tab, view the request logs about OS reinstallation.

Figure 3-32 Request logs

< batch_reinstall_os_demo0714_fgs  ©verson ltes

Function Info v,

I g, betcnteinstall_

°

Configure Async Notification
@ 9 y

4b409041020986eb3ac2 uncton default batch._re
femo0714.fgs-atest (1

Code

Version  Aliases  Configuration

Your function and automaticalystores the logs i LTS, Verify cod by insertng custom logging statements The folowing tabe st the functon logs. View more on LTS,

batch,_reinstal_os_0emo0714_fgs_B1¢aa413-40ch-de90-87ct-e5eches

Request List

Q Last hour Last day Lasta days. Custom c
Logs QsSearch YAl IIFulScreen & Downioad Log
1 pe2s-o7-1ates:32:e6z 128c475-35¢3-4d8c-8398-be7307d9d623 w—e——
2 2023-07-147e8:32:072 475.-a5c8-4dac-8308-be730Fd9d62:

3 2023-07-14708:32:072

c93-6955 -45F3-af02-022562027

4 2023-07-14T68:32:137 Finish invoke request 'f406cfo8-6955-46F8-3f62-9a35630F27dd", dur

est
on: 6944.500ms, billing duration: 6945ms, memory used: 56.348MB, billing memory: 1288, cpu used: ©.639U

Step 6 To reinstall or change the OS of other ECSs, go to the function details page,
choose Configuration > Environment Variables, enter variable values by

referring to Table 3-1, and click Save. Then invoke the function again by referring
to Step 4.

Issue 1.0 (2023-08-08)
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Figure 3-33 Setting environment variables

batch_reinstall_os_test0714_kwx12. Sversi

on: ltest

Function Info. .

£ Copy URN Disable Function

batch_reinstall
|

Jul 14,2023 11:11:21 GMT=08:00

Configure Async Notification
°

lases

Environment Variables &

Key Encrypted
mage_id
p-southeast
tion
® A
Log:

--—-End

3.4 Quick Uninstallation

Step 1 Click Delete in the row where the solution stack is.

Figure 3-34 Deleting the stack

Stacks @

StackName  ~ all®lc
Stack Name/ID Status 7 Description Created J= Updated |= Operation

batch_reinstall_os-test0714 -

S8a4a75.9 1504505 a1 -Eoc TiaT4cTa batch_reinstall 2023/07/14 11:08:54 GMT+08:00 2023/07/14 11:13:25 GMT+08:00 Delete| Update

Step 2 Enter Delete and click OK.

Issue 1.0 (2023-08-08)
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Figure 3-35 Confirming the stack deletion

Delete Stack

Are you sure you want to delete the stack and resources in the stack? Stack and resources cannot
be restored after being deleted. Exercise caution when performing this operation.

Stack Name Status Created

batch_reinstall_os-test(714 Deployment ... 2023/0714 11:08:54 GMT+08:00

Resources (2)

Cloud Product Na...  Physical Resource Name/lD Resource Status

batch_reinstall_os _test0714 kwx1209567 fgs

Creation Complet
urn fss-ap-southeast-3-ae649160b8564b409041| — o o1 - OMPIEE

FunctionGraph

batch_reinstall_os test0714 kwx1209567 ...

a65a86030d2d473080168bcd23cd96ad Creation Complete

|dentity and Acces...

Enter Delete to delete the stack and resources.

Delete

--—-End
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Appendix

Terms

Concepts, cloud service introduction, and proper nouns:

Elastic Cloud Server (ECS): a scalable and on-demand cloud server. It helps
you to efficiently set up reliable, secure, and flexible application environments,
ensuring stable service running and improving O&M efficiency.

FunctionGraph: hosts event-driven functions in a serverless context while
ensuring high availability, high scalability, and zero maintenance. All you need
to do is write your code and set the execution conditions. You pay only for
what you use and you are not charged when your code is not running.

Identity and Access Management (IAM): a basic service provided by Huawei
Cloud for permissions management, access control, and identity
authentication. You can use IAM to create and manage users and user groups,
grant permissions to allow or deny their access to cloud services and
resources, and configure policies to improve account and resource security.
IAM also provides you with multiple secure access credentials.
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Change History

Table 5-1 Change history

Released On Description
2022-09-30 This issue is the first official release.
2023-03-08 Revised the procedure.
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