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Introduction

After you have a basic understanding of IoTDA, you may wonder how the
platform can create value for you, in which business scenarios the platform can be
used, and how you can access the platform. The following scenario examples are
used to describe the service process and product model as well as the platform
functions and benefits.

For details about service scenarios, see Platform Overview.

Scenario Example: Smart Street Lamp

The street lamp management system connects to the platform to monitor street
lamps that are integrated with the NB-loT module and turn on/off these street
lamps.

In this scenario, devices interact with the platform using LwM2M. The application
side can subscribe to device change notifications on the platform and deliver
commands to devices.

Key points: product model, codec, subscription and push, property reporting, and
command delivery

For details about this scenario, see Developing a Smart Street Light Using NB-
loT BearPi.
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Scenario Example: Smart Gateway

Using gateways, you can manage existing devices under the gateways without
migration and add new devices to the gateways.

In this scenario, devices (gateways) interact with the platform using the MQTT
protocol. You can create topics on the product details page of the console and
create data forwarding rules using application APIs or the console to forward

device messages to other Huawei Cloud services for consumption.

Key points: product model, message reporting, message delivery, MQTT, data

forwarding rules, and topic customization

For details about this scenario, see Using a Custom Topic for Communication.
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Scenario Example: Smart Home Gas Detection

If a gas detector detects excessive gas, the wireless window opener associated
with the gas detector automatically opens the window for ventilation.

In this scenario, devices interact with the platform over MQTT to report properties.
You can create device linkage rules on the console or by calling APIs to convert the
reported properties into commands and deliver the commands to other specific
devices.

Key points: product model, property reporting, command delivery, MQTT, and
device linkage rules

For details about this scenario, see Automatically Opening the Window upon
High Gas Concentration.
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Scenario Example: Constant-Temperature Air Conditioner

Using a constant-temperature control system, you can adjust the default
temperature of air conditioners (regardless of whether they are powered on). After
being powered on, the air conditioners automatically run at the default
temperature.

In this scenario, the application or console delivers property pending commands to
offline devices. If devices go online and report different properties, the console
automatically delivers commands to modify device properties until they are the
same as the desired values.

Key points: product model, codec, device shadow, property reporting, and
property modification

For details about this scenario, see Constant-Temperature Air Conditioner.
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Device Access

2.1 Developing an MQTT-based Smart Street Light

Online

Scenarios

Prerequisites

Service Flow

Step 1
Step 2

Step 3
Step 4

This topic uses a smart street lamp as an example to describe how to use MQTT.fx
device simulators to experience data reporting and command delivery.

Assume that:

A street light reports the light intensity (luminance) in JSON format. The
command (switch) can be used to remotely control the street light status.

e You have registered a Huawei Cloud account. If you have not registered, click
here to complete the registration.

e You have subscribed to the 10TDA service. If you have not subscribed to the
service, go to the lI0TDA service page, and click Access Console to subscribe
to the service.

The MQTT.fx simulator is used as an example to describe data reporting and
command delivery.

Create an MQTT product.

Develop a product model. Define a product model to develop a street light that
supports light intensity reporting and status control commands.

Register an MQTT device to experience data reporting.

Perform connection authentication. Use MQTT.fx to activate the device
registered on |oTDA.
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Step 5 Report data. Use MQTT.fx to report data to lIoTDA.

Step 6 Deliver a command on the console to remotely control a device.

--—-End

Creating a Product

Step 1 Log in to the console, choose Products in the navigation pane, and click Create
Product in the upper right corner.

Step 2 Set the parameters as prompted and click OK.

Basic Information

Resource The platform automatically allocates the created product to the

Space default resource space. If you want to allocate the product to
another resource space, select the resource space from the drop-
down list. If a resource space does not exist, create it first.

Product Customize the value. The name can contain letters, numbers,

Name underscores (_), and hyphens (-).

Protocol Select MQTT.

Data Type Select JSON.

Manufacture | Customize the value. The name can contain letters, numbers,

r underscores (_), and hyphens (-).

Industry Select the industry to which the product model belongs.

Device Type | If the product model preset on the platform is used, the device

type is automatically matched.

Advanced Settings

Product ID Set a unique identifier for the product. If this parameter is
specified, the platform uses the specified product ID. If this
parameter is not specified, the platform allocates a product ID.
Description | Provide a description for the product. Set this parameter based
on the site requirements.
----End

Developing a Product Model

Step 1

Step 2

Step 3

Click the product created in Creating a Product. The product details page is

displayed.

On the Model Definition tab page of the product details page, click Custom
Model to add services of the product.

Add the BasicData service.

1. On the Add Service page, configure Service ID, Service Type, and
Description, and click OK.

Issue 1.0 (2022-06-30)
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- Service ID: Enter BasicData.

- Service Type: You are advised to set this parameter to the same value as
Service ID.

- Description: Enter Reports street light data.

2. In the BasicData service list on the right, click Add Property, enter related
information, and click OK.

- Property Name: Enter luminance.

- Description: Enter light intensity.

- Data Type: Select Integer.

- Access Permissions: Select Read and Write.
- Value Range: Set it to 0-65535.

-  Step: Enter 0.

- Unit: Leave it blank.

Step 4 Add the LightControl service.

1. On the Model Definition tab page, click Add Service, configure Service ID,
Service Type, and Description, and click OK.

- Service ID: Enter LightControl.

- Service Type: You are advised to set this parameter to the same value as
Service ID.

- Description: Enter Controls the street light.

2. Choose LightControl, click Add Command, and enter the command name
Switch.

3.  On the Add Command page, click Add Command Parameter, enter related
information, and click OK.

Issue 1.0 (2022-06-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 8
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Figure 2-1 Adding a parameter

Add Parameter

Parameter Name value

--—-End

Registering a Device

String v

Values ON, OFF

m Cancel

Step 1 On the management console, choose Devices > All Devices in the navigation
pane, and click Individual Register in the upper right corner.

Step 2 Set the parameters as prompted and click OK.

Parameter

Description

Resource
Space

Ensure that the device and the product created in 1 belong to
the same resource space.

Product

Select the product created in 2.

Node ID

Customize a unique physical identifier for the device. The value
consists of letters and numbers.

Device Name

Customize a device name, for example, streetlight.

Authenticatio
n Type

Select Secret.

Secret

If you do not set this parameter, |IoTDA automatically generates
a value.
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Individual Register

* Resource Space @

A4

* Product
Matt devices have subscribed to the platform praset topic by default. View the list of
subscribed topics
* Node ID
Device Name

Authentication Type ® m X509 certificate

Secret

Confirm Secret ©

0K Cancel

After the device is registered, the platform automatically generates a device ID
and secret. Save the device ID and secret for device access.

Device Registered

The system automatically allocated the following device information, which you can use to
activate the device.

For security reasons, the secret will not be available on the device details page. If
you forget the secret, click Reset Secret on the Overview tab page to reset the

secret.

--—-End

Save & Close

Performing Connection Authentication
Use MQTT.fx to activate the device registered on loTDA.

Step 1 Download MQTT.fx (64-bit OS) or MQTT.fx (32-bit OS) and install it.

Issue 1.0 (2022-06-30)
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Step 2 Go to the 10TDA client ID generator page, enter the device ID and secret
generated after registering a device to generate connection information
(including Clientld, Username, and Password).

HUAWEI CLOUD loT MQTT Client ID Generator

This tool is used to generate MQTT Client IDs. For details about the algorithm of device connection authentication, click the button below.

Parame
ter

Mand
atory

Type

Description

Clientld

Yes

String(2
56)

The value of this parameter consists of a device
ID, device type, password signature type, and
timestamp. They are separated by underscores

Q).

e Device ID: A device ID uniquely identifies a
device and is generated when the device is
registered with I0TDA. The value usually
consists of a device's product ID and node ID
which are separated by an underscore (_).

e Device type: The value is fixed at 0, indicating
a device ID.

e Password signature type: The length is 1 byte,
and the value can be 0 or 1.

- 0: The timestamp is not verified using the
HMAC-SHA256 algorithm.

- 1: The timestamp is verified using the
HMAC-SHA256 algorithm.

e Timestamp: The UTC time when the device
was connected to IoTDA. The format is
YYYYMMDDHH. For example, if the UTC time
is 2018/7/24 17:56:20, the timestamp is
2018072417.

Userna
me

Yes

String(2
56)

Device ID.

Passwo
rd

Yes

String(2
56)

Encrypted device secret. The value of this
parameter is the device secret encrypted by using
the HMAC-SHA256 algorithm with the timestamp
as the key.

The device secret is returned by IoTDA upon
successful device registration.

Issue 1.0 (2022-06-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 11
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Each device performs authentication using the MQTT CONNECT message, which
must contain all information of the client ID. After receiving a CONNECT message,
IoTDA checks the authentication type and password digest algorithm of the
device.

The generated client ID is in the format Device ID_0_0_Timestamp. By default,
the timestamp is not verified.

e If the timestamp needs to be verified using the HMAC-SHA256 algorithm, the
platform checks whether the message timestamp is consistent with the
platform time and then checks whether the password is correct.

e If the timestamp does not need to be verified using the HMAC-SHA256
algorithm, the timestamp must also be contained in the CONNECT message,
but the platform does not check whether the time is correct. In this case, only
the password is checked.

If the authentication fails, the platform returns an error message and
automatically disconnects the MQTT connections.

Step 3 Open the MQTT.fx tool and click the setting icon.

@ MQTTH-171

Extras Help
|3 =
. 1ot -

Subscribe  Scripts Broker Status  Log

Step 4 Configure authentication parameters and click Apply.

B Edit Connection Profiles [m] X
iot
local mosquitto Profile Name | iot

Profile Type  MQTT Broker v ‘\\m
MQTT Broker Profile Settings

Broker Address 1 1SR

Broker Port | 1883

Client 1D 287 a0 Dedaa e e e a D5, Generate
General WIECHEGENEEN SSL/TLS  Proxy LWT

UserName | Se3 Dt aala e o Cae T

Passwort rd

+ - Revert Cancel oK Apply
| cancel ]
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Parameter Description

Broker Address Enter the device access address (domain name)
obtained from the IoTDA console. For devices that
cannot be connected to the platform using a domain
name, run the ping Domain name command in the CLI
to obtain the IP address. The IP address is variable and
needs to be set using a configuration item.

Broker Port The default value is 1883.

Cliend ID Enter the device Clientld obtained in 2.

User Name Enter the Deviceld obtained in 2.

Password Enter the encrypted device secret obtained in 2.

Step 5 Click Connect. If the device authentication is successful, the device is displayed
online on the platform.

--—-End

Reporting Data
Use MQTT.fx to report data to IoTDA.

If the device reports data through the MQTT channel, the data needs to be sent to
a specific topic in the format $Soc/devices/{device_id}/sys/properties/report. For
devices that each has a different secret, set device_id to the device ID returned
upon successful device registration.

Step 1 Enter the API address in the format of "$oc/devices/{device_id}/sys/properties/
report”, for example, Soc/devices/5ed4e2e92ac-164aefa8fouquani/sys/
properties/report.

@ MOTTH - 1.7

File Extras Help

‘ Disconnect
w Subscribe  Scripts  Broker Status  Log

Soc/devices/Sede2e R m et n et a et et e te ettt e e i T Publis

"caruire A" "Temnerature®

Step 2 Enter the reported data in the blank in the middle of the tool interface.

Request parameters

Issue 1.0 (2022-06-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 13
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Paramet | Mandat | Type Description
er ory
services Yes List<ServicePr | Service data list. (For details, see the

operty>

ServiceProperty structure below.)

ServiceProperty structure

Paramet | Manda | Type Description

er tory

service_id | Yes String Service ID.

propertie | Yes Object Service properties, which are defined in
S the product model of the device.
eventTim | No String UTC time when the device reports data.
e The format is yyyyMMddTHHmMmssZ, for

example, 20161219T114920Z.

If this parameter is not carried in the
reported data or is in incorrect format, the
time when I0TDA receives the data is
used.

Example request

{

"services": [{

"service_id": "BasicData",
"properties": {
"luminance": 30

}
}
]
}

Step 3 Click Publish. Then you can check whether the device successfully reports data on
the platform.

aaaaaaaaa

nnnnnnnnnnnn

--—-End

Y

]

vvvvvvvvvvv

n]

ata @ View All Properties. c
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Delivering a Command
Deliver a command on the management console to remotely control a device.

Step 1 In the navigation pane, choose Devices > All Devices, locate the device created in
Registering a Device, and click View to access its details.

Step 2 Click the Commands tab and deliver a synchronization command.

Devezs / Device Details

Overview Commands Device Shadow Message Trace  Maintenance  Child Devices  Tags

@ fthe productthat the devics belongs to has commands confgured, you can callthe platiorm AP or cick Defiver Cemmand to defiver & command. Curently, VIQTT devices support synchronous command dzivery. and NB-oT devices support asynchronous command
delivary

Synchronous Command Delivery Deliver Commanc

Asynchronous Command Delivery Deliver Commanc

Q | AdenedSeach v || G

(11 NOTE

MQTT devices support only synchronous command delivery. NB-1oT devices support only
asynchronous command delivery.

Step 3 In the MQTT.fx simulator, select Subscribe and enter the command delivery topic.
After the subscription, you can view the delivered command parameters.

® MQTTH-17.1 -

[ Disconnect -0

Soc/devices/63341 Jsys/commands/#

Soc/devices/6334:
Socidevies/63:

Topics Collector (0) sean

(11 NOTE

e Use the MQTT.fx simulator to view the delivered command parameters. The command
delivery topic is in the format of Soc/devices/{device id}/sys/commands/#, where
{device_id}indicates the value of deviceld returned after the device is registered
successfully.

e If the system displays a message indicating that the command delivery fails, the device
needs to respond to the synchronization command in a timely manner. For details about
the response content, see Platform Delivering a Command.

----End
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Advanced Experience

After using MQTT.fx to connect a simulated MQTT device to the platform, you
may understand how the MQTT device interacts with the platform through open
APIs.

To better experience the 10TDA service, develop real-world applications and
devices and connect them to the platform. For details, see Developer Guide.

2.2 Developing a Smart Street Light Using NB-loT

BearPi

Scenarios

Smart street lights play an important role in the intelligent transformation of city
roads. They save energy in public lighting, reduce traffic accidents caused by poor
lighting, and contribute to many other aspects in our community. As a common
public facility, street lights can well exemplify how intelligence is transforming the
world and implemented in our daily lives.

This topic describes how to build a smart street light solution in just 10 minutes
based on Huawei one-stop development tool platform (the loT Link plug-in on
Visual Studio Code), covering the device (BearPi development kit) and Huawei
Cloud IoTDA. A smart street light detects and reports the illumination intensity to
the 10TDA console. The LED light switch can be remotely controlled on the I0TDA
console.

Deliver commands to turn
on/off the street lamp.

PN

loT platform

Report illumination intensity.

»
1 4

Development Environment

e Hardware: BearPi-loT development suite (including NB-IoT cards, NB-loT
modules, smart street lamp function modules, and USB data cables)

e Software: Visual Studio Code, the 10T Link plug-in, Huawei Cloud 10TDA
service, and 64-bit Windows 7 or later (64-bit Windows 10 is used in the
following demonstration.)
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Development Process

The following figure shows the end-to-end process of developing a smart street

light.

Preparations

Purchase a BearPi
development suite.

Install Visual Studio
Code.
Install loT Link.

Compile and hard code

code.

Development on the
I0TDA console

Create a product.

Define a product
model.

Development a codec.

Register a device.

Service
implementation

Data reporting
Command delivery

In this scenario, a device interacts with the platform using LwM2M (NB-loT card).
The application displays property changes of the device and delivers commands to

the device.

Application side (loTDA console in this

2 Create a
product for a
street lamp.

3. Develop a
product model
and codec.

4. Register the
street lamp
using the
device IMEL

example)

L

6. Shows the
reported
illumination
intensity in
device details)

7. Deliver
commands to
turn on/off the
street lamp.

9. Query the
command
execution
results.

1. Compile, program, and read
and write data in serial port

5. Reports

illumination

intensity in

code streams.

communication.

e

binary

8. Delivers
commands to
the street lamp
in binary code

streams.

L

loT SDK

Introduction to the BearPi Development Board

The development board is a sensing device in the IoT architecture. This type of
device usually includes a sensor, communications module, chip, and operating
system. To improve scalability of the development board, the BearPi development
board does not use a conventional onboard design. Instead, it uses replaceable
sensor and communications module expansion boards. The communications
module is an entrance and exit of data transmission. Common communications
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modules include NB-loT, Wi-Fi, and 4G ones. A chip controls a device. The
development board has a built-in low-power STM32L431 chip as the main control
chip (MCU). The operating system is Huawei LiteOS, which provides various
device-cloud interworking components.

To facilitate development and debugging, the development board uses the
onboard ST-Link of the 2.1 version, as shown in Figure 1. It provides functions
such as online debugging and programming, drag-and-drop download, and virtual
serial port. An LCD screen with a resolution of 240 x 240 is installed at the center
of the board to display sensor data and other debug logs. Below the LCD screen is
the MCU.

There is a DIP switch in the upper right corner of the development board. When
you set the switch to the AT-PC mode, use the serial port assistant on the
computer to send AT commands to debug the communication module. When you
set it to the AT-MCU mode, use the MCU to send AT commands to interact with
the communication module and sends the collected sensor data to the cloud
through the communication module.

Figure 2-2 BearPi development board

Dialing test switch SIM card slot

Userkeys RESET key NB-loT expansion board

Hardware Connection

1. Insert the NB-loT card into the SIM card slot of the NB-loT expansion board.
Ensure that the notch-end faces outwards, as shown in Figure 1.

2. Insert the photosensitive sensor and NB-loT expansion board into the
development board. Ensure they are inserted in the correct direction. Use a
USB data cable to connect the development board to the computer. If the
screen displays information and the power indicator is on, the development
board is powered on.
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Installing the loT Link Studio Plug-in

loT Link Studio is an integrated development environment (IDE) developed for loT
devices. It provides one-stop development capabilities, such as compilation,
programming, and debugging, and supports multiple programming languages,
such as C, C++, and assembly language.

Step 1 Obtain the operating system information. For example, on Windows 10, enter pc
in the Run window, and click Properties to view the system information.

Figure 2-3 Obtaining the system configuration

= System
A B« Syst. » System v O O search Control I'anel
Control Panel Home . o .
View basic information about your computer
& Device Manager Windows edition
% Remote settings Windows 10 Pro -- .
& System protection © 2019 Microsoft Corporation. All -- WI I ld (
¥ Advanced system scttings rights reserved.

System
Intel(R) Core(TM) i7-8650U CPU @ 1.90GHz 2.11
Install, nory (RAM):  16.0 GR (15.9 GR usable)

System type: 64-bit Operating System, x64-based processor

Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup scttings
Computer name: SZA190631708A
Full computer name: SZA190631708A.china.huawei.com
Computer description:

Domain: china.huawei.com

Step 2 Click here to download and install a Visual Studio Code version that suits your
computer system. This section uses 64-bit Windows 10 as an example. Download
version 1.49. Other versions do not support loT Link.
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Figure 2-4 Downloading Visual Studio Code

Visual Studio Code  Docs  Updates

August 2020 (version 1.49)

Update 1.49.1: The update addresses t!

Update 1.49.2: The update addresses

Update 1.49.3: The

Downloads: Window 64 bit | Linux: snap deb rpm tarba

February 2020 If you'd like to read these release notes online, go to Updates on code.visualstudio.com

Note: Visual Studio Code does not support macOS.

Step 3 After Visual Studio Code is installed, in its plug-in store, search for loT Link and

Step 4

install it.

Figure 2-5 Installation

IoT Link

ko ok

loT Link Studio

A develop:

Features

Get Started

Perform the initial startup configuration.

When the loT Link Studio is started for the first time, it automatically downloads
the latest SDK package and GCC dependency environment. Ensure that the
network is available. Do not close the window during the installation. After the
installation is complete, restart the Visual Studio Code for the plug-in to take
effect.

(11 NOTE

If a proxy is required, click - in the lower left corner of the Visual Studio Code home
page and choose Settings > Application > Proxy, and set Use the proxy support for
extensions to on.

--—-End
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Configuring an loT Link Studio Project

Step 1 Click Home on the toolbar at the bottom of Visual Studio Code.
e Home is used to manage the loT Link project.

e Serial is used to enter AT commands to check the status of the development
board.

e  Build is used to compile the sample code (displayed after Step 2).
e Download is used to hard code to the MCU (displayed after Step 2).

= Extension: loT Link X

loT Link
iot link

ouTuNE
®0A 0 [ Buid O Rebuild & Download (3] Serail @ Home.

Step 2 On the displayed page, click Create loT Project, enter the project name and
project directory, and select the hardware platform and sample project template of
the developer board.

&
v ST 3
™

loT Link Studio

SloTlink X

& Back | Create loT Project
Project Name: | QuickStart
Project Path: | D:\quickstart_test/QuickStart

Platform: = STM32L431_BearPi

.

e Project Name: Enter a project name, for example, QuickStart.
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Step 3

e Project Path: You can use the default installation path or select a path in a
disk other than the system disk, for example, D:\.

e  Platform: Currently, the demo applies only to the STM32L431_BearPi
hardware platform. Select STM32L431_BearPi.

e Create based on examples: In this example, select oc_streetlight_template.
Otherwise, the programmed demo does not match the product model defined
on the console and data cannot be reported. If you need to adapt to other
scenarios such as smart smoke sensors, select the oc_smoke_template demo.

Click OK.
--—-End

Compiling and Burning Code

Step 1

Step 2

Step 3

In the provided demo, the information for connecting to the Huawei Cloud IoTDA
has been configured. You can directly compile code without modifying code and
burn it to the development board MCU.

Click Build on the toolbar at the bottom of Visual Studio Code and wait until the
compilation is complete. A message is then displayed, indicating that the
compilation is successful.

IoT Link Output

> NP
@oA0 B

Use a USB data cable to connect the BearPi development board to the computer.
Set the dialing test switch in the upper right corner of the board to the AT-MCU
mode on the right.

Click Download on the toolbar at the bottom of Visual Studio Code and wait until
the burning is complete. A message is then displayed, indicating that the burning
is successful.
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(11 NOTE

If the burning fails, the possible cause is that the development board does not have a driver
and cannot communicate with the computer through the serial port. In this case, perform 2
to check whether the ST-Link driver is installed. If the driver is not installed, download and
install the ST-Link driver by following Step 4.1.

Step 4 (Optional) Install the ST-Link driver.

1. Visit the ST website, download the ST-Link driver, and double-click the
stlink_winusb_install.bat file to start automatic installation. This section uses
Windows 10 64-bit ST-Link 2.0.1 as an example.

~

Name Size Packed Type Modified CRC32
.
amd64 File folder 2/8/2018 1:24 ..
x86 File folder 2/8/2018 1:24 ...
[ dpinst_amd64.exe 680,440 242,269 Application 2/8/2018 1:24 .. EOBABB1A
[ dpinst_x86.exe 552,328 231,230 Application 2/8/2018 1:24 .. 99D60074
|= readme.txt 391 250 Text Document 9/11/2018 4:15... ABBCDABC
.1 stlink_bridge_winusb.inf 2,853 1,093 Setup Information 2/8/2018 1:25 .. B797E7D3
.2 | stlink_dbg_winusb.inf 4373 1,347 Setup Information 2/8/2018 1:26 ... 83C18B24
1| stlink_VCP.inf 2,467 871 Setup Information 2/8/2018 1:29 .. 16A7D847
[%] stlink_winusb_install.bat 412 259 Windows Batch File  6/23/2017 10:1... FOAEBCDC
~4 stlinkbridgewinusb_x64.cat 11,004 5890 Security Catalog 2/8/2018 1:33 .. 14FD19D4
=4 stlinkbridgewinusb_x86.cat 11,004 5892 Security Catalog 2/8/2018 1:33 .. 410257F4
=4 stlinkdbgwinusb_x64.cat 10,997 5891 Security Catalog 2/8/2018 1:33 .. 2B3C3CC5
=4 stlinkdbgwinusb_x86.cat 10,998 5892 Security Catalog 2/8/2018 1:33 .. 9D9979E2
=4 stlinkvep_x64.cat 9,248 5474 Security Catalog 2/8/2018 1:33 .. E33A16BA
=4 stlinkvep_x86.cat 9,247 5470 Security Catalog 2/8/2018 1:33 .. 829A23AB

Note: You can also use an EXE file that adapts to your system version to
install the ST-Link driver.

2. Open the device manager on the computer to check whether the driver is
installed. If the information shown in the following figure is displayed, the
driver is installed.
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A Computer Management

File Adion View Help
o= 2@ Hm &
A" Computer Management (Local) == Keyboards ~
~ i} systemTools @ Mice and other pointing devices
() Task Scheduler I8 Monitors
2] Event Viewer v 3 Network adapters

sl Shared Folders

E3) Array Networks VPN Adapter
&P Bluetooth Device (Per:
& Intel(R) Dual Band
P Intel(R) Ethernet Conn
P WAN Miniport (IKEv2)
&P WAN Miniport (IP)
EF WAN Miniport (IPv6)
P WAN Miniport (L2TP)
E¥ WAN Miniport (Network Monitor)
&P WAN Miniport (PPPOF)
P WAN Miniport (PPTP)
P WAN Miniport (SSTP)

I Portable Devices

~ @ Ports (COM & LPT)

@ Intel(R) Active Management Technology - SOL (COM3)

J # STMicroelectronics STLink Virtual COM Port (COMS)

v 3 storage
& Disk Management
T4 Services and Applications

«
«
«
«

ices
i Sound, video and game controllers
St Storage controllers
¥=m System devices
§ Universal Serial Bus controllers

~ @ Universal Serial Bus devices

~ § USB Connector Managers

--—-End

Locating Module Communication Problems Using AT Commands

When loT Link is connected to the platform, you can use AT commands to quickly
locate the connectivity problem between the module and the cloud. This section
describes how to use AT commands to detect common problems of the
communications module, for example, the device fails to go online or data fails to
be reported.

1.

Connect the BearPi development board to the computer and ensure that the
driver has been installed. Set the dialing test switch in the upper right corner
of the board to the AT-PC mode.

Click Serial on the toolbar at the bottom of Visual Studio Code.
el Download {at Home

Serail

E) Build

¥ Rebuild

Select the port number obtained in 2, set Baudrate to 9600, and click Open.

= Serial Monitor X

Module Test OMIP Mode

Port COMS -STMicro...
Baudrate
Databit

Parity

Stopbit

Flowcontrol

Enter AT+CGATT? and click Send. If +CGATT:1 is returned, the network
attach is successful, indicating that the NB-loT network is normal. If
+CGATT:0 is returned, the network attach fails, indicating that the NB-loT
network is abnormal. In this case, check whether the SIM card is correctly
inserted or contact the carrier to check the network status.

Issue 1.0 (2022-06-30)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 24



loT Device Access
Best Practices

2 Device Access

= Serial Monitor X

Standard Mode Module Test OMIP Mode

Port
+CGATT: 1
Baudrate
OK
Databit

Parity

Stopbit

Flowcontrol

AT+CGATT?

(1] NOTE

After using the AT commands to detect the module communication, set the dialing
test switch to the AT-MCU mode so that the collected data can be sent to the
platform through the communication module after the console configuration.

In the AT-PC mode, the development board communicates with the serial port of the
computer, and AT commands are used to read and write data such as the status of the
development board. In the AT-MCU mode, the development board connects to the
network through the SIM card inserted into the module to implement NB-loT
communications.

The AT+CSQ<CR> command is used to check the network signal strength and
SIM card status. Enter AT+CSQ<CR> and click Send. +CSQ:**,## is returned.
In the preceding output, ** ranges from 10 to 31. A larger value indicates
better signal quality. ## indicates the bit error rate, which ranges from 0 to
99. If the returned values are not within these ranges, check whether the
antenna or SIM card is correctly installed.

Note: This section lists only two common AT commands for detecting the network
status of the module. For more AT commands, see the instructions of the BearPi
module.

Operations on the Console

After connecting the physical device and compiling and programming code, go to
the IoTDA console to create a product, define a product model, develop a codec,
and register the device.

Creating a product: Specify the protocol type, data format, manufacturer
name, and device type of a product on the platform. In this example, create a
smart street light product on the console based on the product features.

Defining a product model: A product model is a JSON file that describes
device capabilities. It defines basic device properties and message formats for
data reporting and command delivery. Defining a product model is to
construct an abstract model of a device in the platform to enable the
platform to understand the device properties. In this example, define a street
light product model with light switch control, illumination intensity, and signal
quality properties on the console.

Developing a codec: A codec is called by the platform to convert data

between the binary and JSON formats. The binary data reported by a device is
decoded into the JSON format for the application to read, and the commands
delivered by the application are encoded into the binary format for the device

Issue 1.0 (2022-06-30)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 25



loT Device Access
Best Practices 2 Device Access

to understand and execute. Since the data format of smart street lights is
binary, a codec is needed to enable the platform to understand the data
reported by the smart street light and to enable the smart street light to
understand the commands delivered by the platform.

e Registering the device: Register the BearPi smart street light with the
platform.

Creating a Product

A product is a collection of devices with the same capabilities or features. In
addition to physical devices, a product includes product information, product
models (profiles), and codecs generated during loT capability building. In this
example, create a smart street light product on the I0TDA console.

Step 1 Visit the IoTDA product page and click Access Console.

Step 2 In the navigation pane, click Products. Click the drop-down list in the upper right
corner, and select the resource space to which the new product belongs.

Step 3 Click Create Product in the upper right corner to create a product using CoAP. Set
parameters and click OK.

Basic Information

Resource Select the resource space to which the product belongs.
Space

Product Enter a name, for example, BearPi_StreetLight.

Name

Protocol Select LwM2M over CoAP.

Data Type Select Binary.

Manufacturer | Enter a name, for example, BearPi.

Industry Select Default.

Device Type Enter StreetLight.

Step 4 After the product is created, click the product to access its details and perform
subsequent operations.

--—-End

Uploading a Product Model

A product model is a JSON file that describes device capabilities. It defines basic
device properties and message formats for data reporting and command delivery.
Defining a product model is to construct an abstract model of a device in the
platform to enable the platform to understand the device function. A developed
product model is provided for you to quickly experience the cloud migration
process. If you want to go through the process of developing a product model, go
to Developing a Product Model.

Procedure
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1. On the Model Definition tab page of the product details page, click Import
from Local.

2. On the dialogue box displayed, upload the product model provided and click
OK.

Figure 2-6 Uploading a model file

Import from Local
After you develop a product model based on the format standards, you can pack and
upload it. Learn about product models.

StreetlLight_58f383040b1e2 1.93KB X Select File

Developing a Codec

In the previous step, we have defined the functions of the product on the console,
including the properties reported by the device and the commands that the device
can understand. The data format of a smart street light is binary, and the data
format of 10TDA is JSON. A codec is needed to enable IoTDA to understand the
data reported by the smart street light and to enable the smart street light to
understand the commands delivered by [oTDA.

This section describes how to import codec offline to help you quickly experience
the cloud migration process. For details about how to develop a codec, see
Developing a Codec.

Step 1 On the product details page, click the Codec Development tab page. Click Upload
Codec, and upload the codec provided.

Figure 2-7 Uploading a codec

Mode! Definition Codec Deployment  Online Debugging

Select File @

© After you upload a codec package, the platform automatically signs the codec, uploads the public key, and deploys the codec

Step 2 Click OK.
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Figure 2-8 Uploaded

Model Definion ~ Codec Deployment  Online Debugging

Acodec convers binary data into JSON format. f devices report data only in JSON format, you can use the platiom to transmit data without using codecs.

You can develop a codec online, upload a codec, or use scripts. For details about codec development, see  Developing a Codec

Codec Details Deployed  Download

Codec Source: Upload Codec | Operated: May 27, 2022 15:33:59 GMT+08:00

Confirm
Develop Codec Upload Codec Edit Script FunctionGraph Offine codec uploaded
Upload Codec “
== Develop a codec based on the Java codec demo, upload it and verify it 2]

Offine Codec Development Guide | Offine Codec Check ltems

| sreetlight 4e2de3d750c21480_ . (2093KB) X H SelectFile | \ u.ilaau ‘

@ After you upload a codec package, the platiorm automatically signs the codec, uploads the public key, and deploys the codec

--—-End

Registering a Device

This section describes how to register a device integrated with the NB-loT module,
the BearPi smart street light in this example, to the platform.

Step 1 On the product details page, click Add Test Device on the Online Debugging tab
page

Step 2 In the dialog box displayed, set the parameters and click OK.

Figure 2-9 Adding a test device

Add Test Device

Device Type Physical device Virtual device

Device Name Test
Node ID 8652476985412711
Registration Mode Unencrypted Encrypted

e Device Name: Customize a name.

e Node ID: Enter the IMEI of the device. The node ID will be carried by the
device for device access authentication. You can view the node ID on the NB-
loT module. You can also set the dialing test switch to the AT-PC mode, select
the STM port, set the baud rate to 9600, and run the AT+CGSN=1 command
to obtain the IMEI.

Note: After obtaining the IMEI and registering the device, set the dialing
test switch of the development board to the AT-MCU mode because the
development board connects to the network through the NB-loT card
only in MCU mode.
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Module Test OMIP Mode

AT+CGSN=1

e Registration Mode: Select Unencrypted.

Step 3 The device is created. You can view the created device on the console.

Figure 2-10 Viewing the created device

aaaaaa {StreetLight 1. stzsta7sabsocozer

Devee Name Node D b0 oekewe  Opentn

--—-End

Data Reporting

After the connection between the platform and the development board is set up,
the BearPi smart street light reports the light sensor data every 2 seconds
according to the code burnt to the development board. The reporting frequency
can be customized in the demo based on service requirements. You can block the
light with your hand to change the light intensity and view the real-time change
of the light intensity data reported to the platform.

Note: Ensure that the dialing test switch of the development board is set to
the AT-MCU mode.

Step 1 Log in to the lIoTDA console and choose Devices > All Devices.

Step 2 Select the device registered in Registering a Device and click View to view the
data reported to the platform.
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--—-End

Delivering a Command

Step 1 Log in to the lIoTDA console. Click the product created in Creating a Product to
go to the product details page.

Step 2 On the Online Debugging tab page, click the device registered in Registering a
Device to access the debugging page.

Step 3 After setting the command parameters, click Send.

Step 4 The light on the BearPi board is on. Deliver the OFF command. The light is turned
off.
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he BearPi smart street lamp is on.

----End
This is the end-to-end development of a smart street light by using the NB-loT
BearPi development board.

Reference
e Developing a Product Model

On the Model Definition tab page of the product details page, click Custom
Model to add services of the product.

Table 2-1 describes the service defined in the product model.

Table 2-1 Device service list

Service ID Description

Button Real-time button detection

LED LED control

Sensor Real-time light intensity detection
Connectivity Real-time signal quality detection

The following table lists the service capabilities.

Table 2-2 Button

Capability Property Name | Data Type Data Range
Description
Property toggle int 0 to 65535
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Table 2-3 LED command list

Capabil | Com | Comm | Paramet | Data Type Enumerat
ity mand | and er Name Length ion
Descrip | Nam | Param
tion e eter
Comma | Set L | Comm | LED string ON,OFF
nds ED and
Respon | Light_st | string ON,OFF
se ate
Table 2-4 Sensor
Capability Property Name | Data Type Data Range
Description
Property luminance int 0 to 65535
Table 2-5 Connectivity
Capability Property Name | Data Type Data Range
Description
Properties SignalPower int -140 to -44
ECL int Oto2
SNR int -20 to 30
CelllD int 0 to 65535

- Adding the Button Service

i. On the Add Service page, configure Service ID, Service Type, and
Description, and click OK.

o  Service ID: Enter Button.

o Service Type: You are advised to set this parameter to the same
value as Service ID.

o Description: Enter Real-Time button detection.

ii. Choose Button, click Add Property, enter related information, and

click OK.

o  Property Name: Enter toggle.

o Description: Leave it blank.

o Data Type: Select Integer.
o Access Permissions: Select Read and Write.
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o Value Range: Set it to 0-65535.
o  Step: Enter 0.
o Unit: Leave it blank.

- Adding the LED Service

On the Model Definition tab page, click Add Service, configure
Service ID, Service Type, and Description, and click OK.

o Service ID: Enter LED.

o Service Type: You are advised to set this parameter to the same
value as Service ID.

o Description: Enter LED control.

Choose LED, click Add Command, and enter the command name
Set_LED.

Figure 2-11 Adding a command

Add Command

Command Name

Command Parameters

Response Parameters

Set_LED
Add Command Parameter
Parameter Name Data Type Description Operation

No data available

Add Response Parameter

Parameter Name Data Type Description Operation

No data available

“ Cancel

iii. Click Add Command Parameter and Add Response Parameter

respectively, enter related information, and click OK.

Figure 2-12 Adding the input parameter LED

Add Parameter

Parameter Name LED
Description
% Data Type String i
Length 3
Enumerated Values ON.OFF

[=3]
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Figure 2-13 Adding the response parameter Light_state

X
Add Parameter

Parameter Name Light_state

Description

& Data Type Sring b

Length 3

Enumerated Values ON,OFF n

- Adding the Sensor Service

i.  On the Model Definition tab page, click Add Service, configure
Service ID, Service Type, and Description, and click OK.

o Service ID: Enter Sensor.

o Service Type: Set this parameter to the same value as Service
ID.

o Description: Enter Real-time light intensity detection.

ii. Choose Sensor, click Add Property, enter related information, and
click OK.

o  Property Name: Enter luminance.

o Description: Leave it blank.

o Data Type: Select Integer.

o  Access Permissions: Select Read and Write.
o Value Range: Set it to 0-65535.

o Step: Leave it blank.

o Unit: Enter lux.

- Adding the Connectivity Service

i.  On the Model Definition tab page, click Add Service, configure
Service ID, Service Type, and Description, and click OK.

o Service ID: Enter Connectivity.

o Service Type: You are advised to set this parameter to the same
value as Service ID.

o Description: Enter Real-time signal quality detection.
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ii. Choose Connectivity, click Add Property to add SignalPower, ECL,
SNR, and CelllD, respectively. Enter related information, and click
OK.

Figure 2-14 Adding the property SignalPower

Add Property .
* Property Name SignalPower
Description
Data Type Integer v
Access Permissions |m Write
* Value Range -144 —| -a4
Step
Unit
“ cancel
Figure 2-15 Adding the property ECL
X

Add Property

« Property Name ECL
Description
x Data Type Integer i
# Access Permissions | Read 1 ‘ Write V‘
« Value Range 0 - 2
Step 0
Unit
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Figure 2-16 Adding the property SNR

Add Property :
* Property Name SNR
Description
* Data Type Integer i
# Access Permissions | Read 1 | Write V|
* Value Range 20 —| 30
Step

Unit

Figure 2-17 Adding the property CelllD

Add Property .
* Property Name CelllD
Description
% Data Type Integer -
* Access Permissions | Read ‘ | Write v‘
* Value Range 0 —| 65535
Step
Unit

e Developing a Codec

a. On the product details page, click Develop Codec on the Develop Codec
tab page.

b. Click Add Message.
{10 NOTE

Develop the codec based on the operations provided in this section and ensure
that the fields are added in the order specified in this section.
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setlight / Online Develop

c. Add the Report_Connectivity message. A configuration example is as
follows:

" Message Name: Enter Report_Connectivity.
= Message Type: Select Data reporting.
®  Add Response Field: Select this option.

®  Response: Retain the default value AAAA00OO.

Figure 2-18 Configuration example

Add Message

Basic Information

Report_Connectivity

Offset Field Name Description DataType  Length Taggeda..  Operation

i. Inthe Add Message dialog box, click Add Field. In the dialog box
displayed, select Tagged as address field to add the address field
messageld, and click OK.
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Figure 2-19 Adding an address field

Add Field

Tagged as address field@

# Field Name messageld

Data Type (Big Endian) int8u v
Offset o
# Length [ ]

Default Value 0x0 L

ii. Click Add Field, add the SignalPower field, enter related
information, and click OK.

o Field Name: Enter SignalPower.

o Data Type: Select int16s, which means a 16-bit signed integer.

Figure 2-20 Adding the SignalPower field

Add Field

Tagged as address field@

* Field Name SignalPower
Descript
Data Type (Big Endian) int16s v
Offset L]
* Length L]
Default Value Li]

iii. Click Add Field, add the ECL field, enter related information, and
click OK.

o Field Name: Enter ECL.
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o Data Type: Select int16s, which means a 16-bit signed integer.

Figure 2-21 Adding the ECL field

Add Field

Tagged as address field@

Field Name ECL

Descri

Data Type (Big Endian) int16s v
Offset L]
Length o
Defau I °

Cancel

iv. Click Add Field, add the SNR field, enter related information, and
click OK.

o  Field Name: Enter SNR.
o Data Type: Select int16s, which means a 16-bit signed integer.

Figure 2-22 Adding the SNR field

Add Field

Tagged as address field@

Field Name SNR

Data Type (Big Endian) int16s v

Offset o

Cancel

v. Click Add Field, add the CelllD field, enter related information, and
click OK.
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o Field Name: Enter CellID.
o Data Type: Select int32s, which means a 32-bit signed integer.

Figure 2-23 Adding the CelllD field

Add Field
Tagged as address field@

Field Name CellD

Data Type (Big Endian) int32s v

ff: o
L h o
Defaul I o

In the Add Message dialog box, click OK to complete the
configuration of Report_Connectivity.

d. Add the Report_Toggle message. A configuration example is as follows:

®  Message Name: Enter Report_Toggle.
®  Message Type: Select Data reporting.
®=  Add Response Field: Select this option.

®  Response: Retain the default value AAAA00OO.
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Figure 2-24 Adding a message

Add Message

Basic Information

Report_Toggle

Field Add Field

Offset Field Name Description DataType  Length Taggeda..  Operation

i. Inthe Add Message dialog box, click Add Field. In the dialog box
displayed, select Tagged as address field to add the address field
messageld, and click OK.

Figure 2-25 Adding a field

Add Field

Tagged as address field@

Field Name messageld

Descri

Data Type (Big Endian) int8u v

Off L]
Length o
Default Value 0x1 i}

Cancel

ii. Click Add Field, add the toggle field, enter related information, and
click OK.

o Field Name: Enter toggle.

o Data Type: Select int16u, which means a 16-bit unsigned
integer.
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Figure 2-26 Adding the toggle field

Add Field .
Tagged as address field@

Field Name toggle
Descri
Data Type (Big Endian) int16u v
Offset ]
Length o
Defau I o

Cancel

In the Add Message dialog box, click OK to complete the
configuration of Report_Toggle.

e. Add the Report_Sensor message. A configuration example is as follows:

®  Message Name: Enter Report_Sensor.

®  Message Type: Select Data reporting.

Figure 2-27 Adding a message

Add Message

Basic Information

Report_Sensor

Offset Field Name Description DataType  Length Taggeda..  Operation

i. Inthe Add Message dialog box, click Add Field. In the dialog box
displayed, select Tagged as address field to add the address field
messageld, and click OK.
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Figure 2-28 Adding a field

Add Field

Tagged as address field@

Field Name messageld
Descri
Data Type (Big Endian) int8u v

ff: L]
Length o
Default Value 0x2 [ ]

Cancel

ii. Click Add Field, add the data field, enter related information, and
click OK.

o Field Name: Enter data.

o Data Type: Select int16u, which means a 16-bit unsigned
integer.

Figure 2-29 Adding the data field

X
Add Field

Tagged as address field@
Field Name data
Description
Data Type (Big Endian int16u -

ff: 0
Ls h L]
Defaul I o

Cancel

In the Add Message dialog box, click OK to complete the
configuration of Report_Sensor.

f.  Add the Set_LED message. A configuration example is as follows:

®  Message Name: Enter Set_LED.
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®  Message Type: Select Command delivery.

®  Add Response Field: Select this option.

Figure 2-30 Adding a message

Add Message

Basic Information

Set_LED

Datareporting | (8) Command delivery

Add Response Field

Fields

Offset Field Name Description Data Type Length Tagged as Address Fi...

No data available

“ Cancel

Add Field

Operation

i. Inthe Add Message dialog box, click Add Field. In the dialog box
displayed, select Tagged as address field to add the address field

messageld, and click OK.

Figure 2-31 Adding a field

Add Field

Tagged as address field@

Tagged as response 1D field@

Field Name messageld

Desi

Data Type (Big Endian) int8u hd
Offset

Length

Cancel

ii. Click Add Field. In the dialog box displayed, select Tagged as
response ID field to add the address field mid, and click OK.
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Figure 2-32 Adding a field

Add Field

Tagged as response 1D field@

Field Name mid

Descri

Data Type (Big Endian) int16u v

Off L]
Length L
Defaul I o

iii. Click Add Field. In the dialog box displayed, add the LED field, and
click OK.

o Field Name: Enter LED.
o Data Type: Select string.
o Length: Enter 3.

Figure 2-33 Adding a field

Add Field

Tagged as acdress field @

Tagged as response D field @

Field Name LED

Description

Data Type (Big Endian) string -
Offset @
Length 3 @
Default Value @

“ Cancel

iv. Inthe Add Message dialog box, click Add Response Field. In the
dialog box displayed, select Tagged as address field to add the
address field messageld, and click OK.
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v. Click Add Response Field. In the dialog box displayed, select Tagged
as response ID field, and click OK.

vi. Click Add Response Field. In the dialog box displayed, select Tagged
as command execution state field to add the address field errcode,
and click OK.

Figure 2-34 Adding a field
Add Field

Tagged as command execution state field@

Field Name errcode

Data Type (Big Endian int8u M

i L
L h L
Defau o

Cancel

vii. Click Add Response Field. In the dialog box displayed, add the
Light_state field, and click OK.

o Field Name: Enter Light_state.
o Data Type: Select string.
o Length: Enter 3.
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Figure 2-35 Adding a field

Add Field

Tagged as address field @
Tagged as response 1D field @

Tagged as command execution state field @
% Field Name Lignt_state
Description
0/1,024
Data Type (Big Endian) string v

Offset @

E*3
L1
e

% Length

Default Value @

“ Cancel

In the Add Message dialog box, click OK to complete the

configuration of Set_LED.

g. Map the property fields, command fields, and response fields in Product

Model on the right with the fields in the data reporting message,

command delivery message, and command response.

o

EcL
' s
Data Reporting Fields + CelliD
1 messageld
2 signalpower

I |

Report_Connectivity

3 ECL
4 SNR
5 celld

Response Fields: AAAAO0GO

N |

Report_Toggle

Data Reporting Fields

1 messageld

2 toggle

Response Fields: AAAAODOO
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-
®

3

ES

Report_Sensor

"
®

messageld

messageld

h. Click Save and then Deploy to deploy the codec on the platform.

Product Model

Button

SignalPower )
/—D Properties  Commands
[ .. [P

2.3 Developing a Smart Smoke Detector Using NB-loT
BearPi

Scenarios

Fires have caused great loss of lives and properties each year. As more
independent smoke detectors have been put to use, their limitations become
obvious. For example, users cannot monitor the working status of smoke detectors
in real time or receive alarm information when they are absent.

On the contrary, NB-loT smart smoke detectors overcome their disadvantages like
difficult cabling, short battery lifespan, high maintenance costs, and inability to
interact with property owners and firefighting departments. These smart smoke
detectors use wireless communication and feature plug-and-play, no cabling, and
easy installation.

This topic describes how to build a smart smoke detector solution in just 10
minutes based on Huawei one-stop development tool platform (the loT Link plug-
in on Visual Studio Code), covering the device (BearPi development kit) and
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Huawei Cloud IoTDA. A smart smoke detector detects and reports smoke density
to the IoTDA console. The beep switch can be remotely controlled on the loTDA
console.

Gas condensity
collector

Delivers the switch
cornrmand.

.

loT platform

Reports light
intensity.

Development Environment

e Development board: BearPi-loT development suite (including the NB-loT card,
NB-loT module, smart smoke detector module, and USB data cable)

e Software: Visual Studio Code, the IoT Link plug-in, Huawei Cloud IoTDA
service, and 64-bit Windows 7 or later (64-bit Windows 10 is used in the
following demonstration.)

Development Process

Preparations Development on the Service
loTDA console implementation

Create a product.

Data repaorting

Define a product
rmodel.

Command delivery

Install loT Link.

Development a codec.

Compile and burn

Register a device.
code. =

Introduction to the BearPi Development Board

The development board is a sensing device in the IoT architecture. This type of
device usually includes a sensor, communications module, chip, and operating
system. To improve scalability of the development board, the BearPi development
board does not use a conventional onboard design. Instead, it uses replaceable
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sensor and communications module expansion boards. The communications
module is an entrance and exit of data transmission. Common communications
modules include NB-loT, Wi-Fi, and 4G ones. A chip controls a device. The
development board has a built-in low-power STM32L431 chip as the main control
chip (MCU). The operating system is Huawei LiteOS, which provides various
device-cloud interworking components.

To facilitate development and debugging, the development board uses the
onboard ST-Link of the 2.1 version, as shown in Figure 1. It provides functions
such as online debugging and programming, drag-and-drop download, and virtual
serial port. An LCD screen with a resolution of 240 x 240 is installed at the center
of the board to display sensor data and other debug logs. Below the LCD screen is
the MCU.

There is a DIP switch in the upper right corner of the development board. When
you set the switch to the AT-PC mode, use the serial port assistant on the
computer to send AT commands to debug the communication module. When you
set it to the AT-MCU mode, use the MCU to send AT commands to interact with
the communication module and sends the collected sensor data to the cloud
through the communication module.

Figure 2-36 BearPi development board

Dialing test switch

ST-Link v2.1 (used for power supply
ssssss and program burning)

Userkeys RESET key NB-loT expansion board

Hardware Connection

1. Insert the NB-loT card into the SIM card slot of the NB-loT expansion board.
Ensure that the notch-end faces outwards, as shown in Figure 2-37.

2. Insert the smoke density collection control board and NB-IoT expansion board
into the development board. Ensure they are inserted in the correct direction.
Use a USB data cable to connect the development board to the computer. If
the screen displays information and the power indicator is on, the
development board is powered on.
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Figure 2-37 Hardware connection

Installing the loT Link Studio Plug-in

loT Link Studio is an integrated development environment (IDE) developed for loT
devices. It provides one-stop development capabilities, such as compilation,
programming, and debugging, and supports multiple programming languages,
such as C, C++, and assembly language.

Step 1 Obtain the operating system information. For example, on Windows 10, enter pc
in the Run window, and click Properties to view the system information.

" system

I Ea o« Syst. » System ~ o £ Search Control Panel

Control Panel Home . o .
View basic information about your computer

& Device Manager Windows edition
& Remote settings Windows 10 Pro -- -
& system protection © 2019 Microsoft Corporation. All - WI n d C
& Advanced system settings rights reserved. -
System
Pracessor: Infel(R) Core(TM) i7-86501) CPU @ 1.90GH7 2.11

Installed memory (RAM): 16.0 GB (15.9 GB usable)

System type: 64-bit Operating System, x64-based processor

Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup sellings
Computer name: SZA190631708A
Full computer name: SZA190631708A.china.huawei.com
Compuler desuiptior:

Domain: china.huawei.com

Step 2 Click here to download and install a Visual Studio Code version that best suits
your computer system. This section uses 64-bit Windows 10 as an example.
Download version 1.49. Other versions do not support loT Link.
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Step 3

Step 4

Visual Studio Code  Docs  Updates Blog APl FExtensions FAQ  Leam R search Docs

Learn. Connect. Code. Join us on May 25-27 at Micresoft Build!

August 2020 (version 1.49)

1

pril
Update 1.49.1: The update addresses these issues.
March 2021
Update 1.49.2: The update addresses these issues.
February 2021 X
Update 1.49.3: The update addresses these issues.

Downloads: Window;siem ARM | Mac: 64 bit | Linux: snap deb rpm tarbal

October Welcome to the August 2020 release of Visual Studio Code. There are a number of updates in this version

September 2020 that we hope you will like, some of the key highlights include:

August 2020 ® Format modified text - Limit formatting to just the code you've changed.
» Change casing on Search and Replace - Change text casing during global Search and Replace.

* Source Control repositories view - Display pending changes per repository.

* Filter Debug Console output - Quickly filter and find debugging output.

o Improved JS debugger Auto Attach - "Smart” Auto Attach to Node,js scripts or test runners.

® TypeScript optional chaining refactoring - Cenvert multiple checks to a concise optional chain.

* JSDoc @deprecated tag support - IntelliSense clearly shows APIs marked as deprecated

* Notebook UX updates - Cell Status bar contributions, enhanced notebook diff editor.

February 2020 If you'd like to read these release notes online, go to Updates on code.visualstudio.com

Note: Visual Studio Code does not support macOS.

After Visual Studio Code is installed, in its plug-in store, search for loT Link and
install it.

loT Link

iot link

loT Link Studio

A develop toolset:

Features

10T Editor 1

Get Started

Yo

Perform the initial startup configuration.

When the IoT Link Studio is started for the first time, it automatically downloads
the latest SDK package and GCC dependency environment. Ensure that the
network is available. Do not close the window during the installation. After the
installation is complete, restart the Visual Studio Code for the plug-in to take
effect.

(10 NOTE

If a proxy is required, click - in the lower left corner of the Visual Studio Code home
page and choose Settings > Application > Proxy, and set Use the proxy support for
extensions to on.

--—-End
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Configuring an loT Link Studio Project

Step 1 Click Home on the toolbar at the bottom of Visual Studio Code.
e Home is used to manage the loT Link project.

e Serial is used to enter AT commands to check the status of the development
board.

e Build is used to compile sample code (displayed after a project is created).

e Download is used to burn the compiled code to the MCU (displayed after a
project is created).

EXPLORER = Extension: loT Link X
> OPEN EDITORS
~ QUICKSTART 0 B loT Link
» iatlink ——
(“ iotlink | <@ 1573 Repository | License v1.0.1
b IDE for laT develop

Disable¥  Uninstall

Details Feature Contributions Changelog Dependencies

loT Link Studio

I I I
A develop toolset for iot device development

is a toolss t device development.

Features

> OUTLINE

> TIMELINE

@0A0 [BBuild 3 Rebuild @ Download Serail fat Home

Step 2 On the displayed page, click Create loT Project, enter the project name and
project directory, and select the hardware platform and sample project template of
the developer board.

SloTlink X

XTEN.. W w0 £ Setting
&=
, INSTALLED

C/CH+

loT Link Studio

ft &
B9 roTuink

IDE for loT development

&
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= JoTLink X

& Back | Create loT Project

Project Name: | Smoke

Project Path: | D:\Smoke/Smoke

Platform: | STM32L431 BearPi

-

e Project Name: Set this parameter as required, for example, Smoke.
e Project Path: You can use the default installation path or select a path in a

disk other than the system disk, for example, D:\.

e Platform: Currently, the demo applies only to the STM32L431_BearPi
hardware platform. Select STM32L431_BearPi.

e Create based on examples: In this example, select oc_smoke_template
demo. Otherwise, the demo does not match the product model defined on
the console and data cannot be reported. Click OK.

--—-End

Compiling and Burning Code

Step 1

In the provided demo, the information for connecting to the Huawei Cloud IoTDA
has been configured. You can directly compile code without modifying code and
burn it to the development board MCU.

Click Build on the toolbar at the bottom of Visual Studio Code and wait until the
compilation is complete. A message is then displayed, indicating that the
compilation is successful.
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o1y,

Step 2 Use a USB data cable to connect the BearPi development board to the computer.
Set the dialing test switch in the upper right corner of the board to the AT-MCU

mode on the right.

Step 3 Click Download on the toolbar at the bottom of Visual Studio Code and wait until
the burning is complete. A message is then displayed, indicating that the burning

is successful.

(1 NOTE

If the burning fails, the possible cause is that the development board does not have a driver
and cannot communicate with the computer through the serial port. In this case, perform 2
to check whether the ST-Link driver is installed. If the driver is not installed, download and

install the ST-Link driver by following Step 4.

Step 4 (Optional) Install the ST-Link driver.

Visit the ST website, download the ST-Link driver, and double-click the
stlink_winusb_install.bat file to start automatic installation. This section uses

Windows 10 64-bit ST-Link 2.0.1 as an example.

1.

55
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Name Size Packed Type Modified CRC32
[ 1. File folder

amd64 File folder 2/8/2018 1:24 ...

x86 File folder 2/8/2018 1:24 ...
E‘dpinst_amdm.exe 680,440 242,269 Application 2/8/2018 1:24 .. EOBABB1A
[®] dpinst_x86.exe 552,328 231,230 Application 2/8/2018 1:24 ... 99D60074
= readme.txt 391 250 Text Document 9/11/2018 4:15... ABBCDABC
| stlink_bridge_winusb.inf 2,853 1,093 Setup Information ~ 2/8/2018 1:25... B797E7D3
o | stlink_dbg_winusb.inf 4373 1347 Setup Information ~ 2/8/2018 1:26 ... 83C18B24
o | stlink VCPinf 2467 871 Setup Information ~ 2/8/2018 1:29 ... 16A7D847
[#]stlink winusb_install. bat 412 259 Windows Batch File  6/23/2017 10:1... FOAESCDC
=/ stlinkbridgewinush_x64.cat 11,004 5890 Security Catalog 2/8/2018 1:33 .. 14FD19D4
=4 stlinkbridgewinush_x86.cat 11,004 5892 Security Catalog 2/8/2018 1:33 .. 410257F4
=4 stlinkdbgwinusb_x64.cat 10,997 5891 Security Catalog 2/8/2018 1:33 .. 2B3C3CCH
=4 stlinkdbgwinusb_x86.cat 10,998 5892 Security Catalog 2/8/2018 1:33 .. 9D9979E2
=4 stlinkvep_x64.cat 9,248 5474 Security Catalog 2/8/2018 1:33 .. E33A16BA
=4 stlinkvep_x86.cat 9,247 5470 Security Catalog 2/8/2018 1:33 ..  829A23AB

Note: You can also use an EXE file that adapts to your system version to
install the ST-Link driver.

2. Open the device manager on the computer to check whether the driver is
installed. If the information shown in the following figure is displayed, the

driver is installed.

& Computer Management
File Action View Help

zalllce il 7 Mool =]

ment (Local)

@ Task Scheduler

Event Viewer

il Shared Folders

& Local Users and Groups
@) Per nce.

r

Management
4 Services and Applications

--—-End

Creating a Product

== Keyboards
@ Mice and other pointing devices
I Monitors
¥ Network adapters
E=! Array Networks VPN Adapter

P Bluetooth Device (Personal Area Netwaork)

P Intel(R) Dual Band Wire
@F Intel(R) E

r
¥ WAN Miniport (L2TP)
P WAN Miniport (Network Monitor)
EF WAN Miniport (PPPOE)

EP# WAN Miniport (PPTP)
P WAN Miniport (SSTP)
B Portable Devices
W Ports (COM & LPT)

s-AC 8265
Connection (4) 1219-LM

anagement Technology - SOL (COM3)

nics STLink Virtual COM Port (COMS)

J Processors
B* software components
B Software devices

Sound, video and game controllers
S ge controllers

Bus controllers
rsal Serial Bus devices

un
§ ST-Link Debug

§ USB Connector Managers

A product is a collection of devices with the same capabilities or features. In
addition to physical devices, a product includes product information, product
models (profiles), and codecs generated during loT capability building.

Step 1
Step 2

Visit the IoTDA product page and click Access Console.

In the navigation pane, click Products. Click the drop-down list in the upper right

corner, and select the resource space to which the new product belongs.

Step 3

over CoAP. Set the parameters and click OK.

Click Create Product in the upper right corner to create a product using LwM2M

Basic Information

Issue 1.0 (2022-06-30)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

56


https://www.huaweicloud.com/intl/en-us/product/iotda.html

loT Device Access
Best Practices

2 Device Access

Resource
Space

Select the resource space to which the product belongs.

Product Name

Enter a name, for example, BearPi_Smoke.

Protocol

Select LwM2M over CoAP.

Data Type

Select Binary.

Manufacturer

Enter a name, for example, BearPi.

Industry

Select Default.

Device Type

Enter Smoke.

Step 4 After the product is created, click the product to access its details and perform
subsequent operations.

--—-End

Defining a Product Model

On the Model Definition tab page, click Custom Model to add a service for the

product.

Table 2-6 describes the service defined in the product model.

Table 2-6 Device service list

Service ID

Description

Enter Smoke.

Detects smoke density in real time.

Table 2 and Table 3 describe the service capabilities.

Table 2-7 Smoke

Capability Property Name Data Type Data Range
Description
Properties Smoke value int 0 to 65535
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Table 2-8 Smoke commands

Capabi | Command Comma | Paramet | Data Data Enumer
lity Name nd er Name | Type Length ation
Descri Paramet
ption er
Comm | Smoke Comman | beep string 3 ON,OFF
ands control beep | d

Respons | beep_sta | int / /

e te

Adding the Smoke Service

1.

On the Add Service page, configure Service ID, Service Type, and
Description, and click OK.

Service ID: Enter Smoke.

Service Type: You are advised to set this parameter to the same value as
Service ID.

Description: Enter Detects smoke density in real time.

Choose Smoke, click Add Property, enter related information, and click OK.
Property Name: Enter Smoke_Value.

Data Type: Select Integer.

Access Permissions: Select Read and Write.

Value Range: Set it to 0-65535.

Step: Enter 0.

Unit: Leave it blank.

Choose Smoke, click Add Command, and enter the command name
Smoke_Control_Beep.

Figure 2-38 Adding a command

Add Command

Smoke_Control Beep

Add Input Parameter

Parameter Name Data Type Mandatory Operation

No data available

Add Qutput Parameter

Parameter Name Data Type Mandatory Operation

No data available
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4. Click Add Command Parameter and Add Response Parameter respectively,
enter related information, and click OK.

Figure 2-39 Adding a parameter

Add Parameter

* Parameter Name Beep

Description
+ Data Type String v
* Length 3

Enumerated Values ON.OFF

Figure 2-40 Adding a parameter

Add Parameter

% Parameter Name Beep State

Description
+ Data Type Integer 4
* Value Range 0 -1

Step

Unit
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Developing a Codec

Step 1 On the product details page, click Develop Codec on the Develop Codec tab
page.
Step 2 Click Add Message.

(11 NOTE

Develop the codec based on the operations provided in this section and ensure that the
fields are added in the order specified in this section.

Step 3 Add the Smoke message. A configuration example is as follows:
e Message Name: Enter Smoke.
e Message Type: Select Data reporting.

Add Message

Basic Information

Smoke @

Field Add Field

Offset Fleld Name Description Data Type Length Tagged a Operation

1. In the Add Message dialog box, click Add Field. In the dialog box displayed,
select Tagged as address field to add the address field messageld, and click
OK.
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Add Field

Tagged as address field@

Field Name messageld

Descri

Data Type (Big Endian) int8u -

Off L]
L ) o
Defau 1 0x0 [i]

2. Click Add Field, add the Smoke_Value field, enter related information, and
click OK.

-  Field Name: Enter Smoke_Value.
- Data Type: Select int16s.

Add Field

Tagged as address field@

Field Name Smoke_Value

Descri

Data Type (Big Endian) int16s -

Off: L]
L ) Li ]
Defau 1 o

Cancel

3. In the Add Message dialog box, click OK to complete the configuration of
Smoke_Value.
Step 4 Add the Smoke_Control_Beep message. A configuration example is as follows:
e Message Name: Enter Smoke_Control_Beep.
e Message Type: Select Command delivery.
e Add Response Field: Select this option.
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1. In the Add Message dialog box, click Add Field. In the dialog box displayed,
select Tagged as address field to add the address field messageld, set
Default value to 0x9, and click OK.

Add Field
Tagged as address field@

Tagged as response 1D field@

Field Name messageld

Descript

Data Type (Big Endian) int8u v

Offset o

Length o

. I Mx1 [}
n Cancel

2. Click Add Field. In the dialog box displayed, select Tagged as response ID
field to add the address field mid, and click OK.
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Add Field

Tagged as response 1D field@

# Field Name mid
Descript
Data Type (Big Endian) int16u -
Offset o
# Length L]
Default Value o

3. Click Add Field. In the dialog box displayed, add the Beep field, and click OK.
-  Field Name: Enter Beep.
- Data Type: Select string.
- Length: Enter 3.

Add Field

Tagged as response 1D field@

* Field Name Beep
Descript
Data Type (Big Endian) string M
Off: L]
Length 3 L]
Default Value o

4. Click Add Response Field. In the dialog box displayed, select Tagged as
address field to add the address field messageld, set Default value to 0xa,
and click OK.
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Add Field

© when the field is tagged as address field, the field name is fixed at
messageld. The names of other fields cannot be set to messageld

Tagged as address field@
Tagged as respense 1D field@

Tagged as command execution state field@

* Field Name messageld
Description
Data Type (Big Endian) int8u -

5. Click Add Response Field. In the dialog box displayed, select Tagged as
response ID field to add the address field mid, and click OK.

x
Add Field

© when the field is tagged as response 1D field, the field name must be fixed
at mid. The names of other fields cannot be set to mid.

Tagged as address field@
Tagged as response 1D field@

Tagged as command execution state field@

* Field Name mid
Description
Data Type (Big Endian) int16u -

6. Click Add Response Field. In the dialog box displayed, select Tagged as
command execution state field to add the address field errcode, and click
OK.
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Add Field

Tagged as command execution state field@

Field Name

Data Type (Big Endian)

errcoge

int8u -

Offs o
Length o
Defau 1 o

Cancel

7. Click Add Response Field. In the dialog box displayed, add the Beep_State

field, and click OK.

- Field Name: Enter Beep_State.

- Data Type: Select int8u.

Length: Enter 1.

Add Field
Tagged as address field@
Tagged as response 1D field@

Tagged as command execution state field@p

Field Name Beep_State
Descri
Data Type (Big Endian) int8u -

Offset

Length

Cancel

8. In the Add Message dialog box, click OK to complete the configuration of
Smoke_Control_Beep.

Step 5 Map the property fields, command fields, and response fields in Product Model
on the right with the fields in the data reporting message, command delivery
message, and command response.
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e / Online Develop
- Smoke_Value
- : — Smoke
® S
Data Reporting Fields
eld
‘—_ T R | Beap )
Smoke_Control_Beap . B s
e s

product Model.

--—-End

Registering a Device
This section describes how to register a non-secure NB-loT module.
Step 1 On the product details page, click Add Test Device on the Online Debugging tab
page

Step 2 In the Add Test Device dialog box, select Physical device, and enter the device
name and node ID.
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Add Test Device

Device Type Virtual device

Device Name Test
Node ID BN 1
Registration Mode Unencrypted Encrypted

Cancel

e Device Name: Customize a name, for example, Test.

e Node ID: Enter the IMEI of the device. The node ID will be carried by the
device for device access authentication. You can view the node ID on the NB-
loT module. You can also set the dialing test switch to the AT-PC mode, select
the STM port, set the baud rate to 9600, and run the AT+CGSN=1 command
to obtain the IMEI. Copy the IMEI to the console.

Note: After obtaining the IMEI and registering the device, set the dialing test
switch of the development board to the AT-MCU mode because the
development board connects to the network through the NB-loT card only in
MCU mode.

= Serial Monitor X

Standard Mode Module Test OMIP Mode

Port

+CGSN = 5 ¢ I 2
Baudrate
0K
Databit

Parity

Stopbit

Flowcontrol

AT+CGSN=1

e Registration Mode: Select Unencrypted.
----End

Reporting Data

After the development board is connected to the platform, it reports the smoke
density.

Step 1 Log in to the I0oTDA console and choose Devices > All Devices.

Step 2 Select the device registered in Registering a Device and click View to view the
data reported to the platform.
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A
Q

(=]

N

Q

--—-End

Delivering a Command

Step 1 Log in to the lIoTDA console. Click the product created in Creating a Product to
go to the product details page.

Step 2 On the Online Debugging tab page, click the registered device to access the
debugging page.

Step 3 After setting the command parameters, click Send. The smoke detector buzzes.
After you send the OFF command, the smoke detector stops buzzing.

--—-End

(Optional) Configuring a Device Linkage Rule

Step 1 In the navigation pane, choose Rules > Device Linkage, and click Create Rule in
the upper right corner.

Step 2 Create a device linkage rule based on the table below.
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Set Basic Information

Resource Space

S ERETE Smoke_Beep Activate Now @

e p—

Description The smoke detector buzzes when the smoke density is higher than 600,

68/2:
Set Trigger Conditions
If all v the conditions are met:
Triggered upon specified device v |  smoketest Reselect | Smoke A Smoke value MEE > | | 600 Trigger Mode  Trigger aging 3005 @
@ Add Condition X
Configure Parameter

Actions

Deliver commands v | Smoketest Reselect | Smoke v Smoke_Control .. v | Configure Parameter

p ON
@ Add Action
. .
Parameter Description
Rule Name Specify the name of the rule to create, for example,

Smoke_Beep.

Activate upon | Select this option.

creation

Effective Select Always effective.

Period

Description Enter a description of the rule, for example, "The smoke

detector buzzes when the smoke density is higher than 600."

Set Triggers 1. Click Add Trigger.

2. Select Triggered upon specified device and select the
device added in 2.

3. Select Smoke for Service Type, Smoke_Value for Property,
> for Operation, and 600 for Value. Click Trigger Mode. In
the dialog box displayed, set Trigger Suppression to Yes and
Data Validity Period (s) to 300, click OK.

Set Actions 1. Click Add Action.

2. Select Deliver Commands, and select the device created in
2.

3. Select Smoke for Service Type, and Smoke_Control_Beep
for Command. Click Configure Parameter. In the dialog box
displayed, set Beap to ON, and click OK.

--—-End

(Optional) Verification

Spray cooling agents around the smoke detector to simulate the smoke density.
When the smoke density is greater than 600, the smoke detector buzzes.
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Locating Module Communication Problems Using AT Commands

When loT Link is connected to the platform, you can use AT commands to quickly
locate the connectivity problem between the module and the cloud. This section
describes how to use AT commands to detect common problems of the
communications module, for example, the device fails to go online or data fails to
be reported.

1.

Connect the BearPi development board to the computer and ensure that the
driver has been installed. Set the dialing test switch in the upper right corner
of the board to the AT-PC mode.

Click Serial on the toolbar at the bottom of Visual Studio Code.

B Build <3 Rebuild < Download Serail fat Home

Select the port number obtained in 2, set Baudrate to 9600, and click Open.

= Serial Monitor X
Module Test OMIP Mode
Port | COM5-STMicro...
Baudrate | 9600
Databit
Parity
Stopbit

Flowcontrol

Enter AT+CGATT? and click Send. If +CGATT:1 is returned, the network
attach is successful, indicating that the NB-loT network is normal. If
+CGATT:0 is returned, the network attach fails, indicating that the NB-loT
network is abnormal. In this case, check whether the SIM card is correctly
inserted or contact the carrier to check the network status.

£ Serial Monitor X

Standard Mode Module Test OMIP Mode

Port

+CGATT: 1
Baudrate
[0):¢
Databit

Parity

Stopbit

Flowcontrol

AT+CGATT?
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(11 NOTE

After using the AT commands to detect the module communication, set the dialing
test switch to the AT-MCU mode so that the collected data can be sent to the
platform through the communication module after the console configuration.

In the AT-PC mode, the development board communicates with the serial port of the
computer, and AT commands are used to read and write data such as the status of the
development board. In the AT-MCU mode, the development board connects to the
network through the SIM card inserted into the module to implement NB-loT
communications.

2.4 Connecting a Device Simulator to IocTDA

This topic uses a device simulator as an example to describe how to connect
devices to 10TDA using the native MQTT protocol. The simulator is an MQTT client
that enables you to easily verify whether devices can interact with the platform to
publish or subscribe to messages.

Prerequisites

e You have registered a Huawei Cloud account. If you have not registered, click
here to complete the registration.

e  You have subscribed to the 10TDA service. If you have not subscribed to the
service, go to the IoTDA service page, and click Access Console to subscribe
to the service.

Obtaining Device Access Information

Perform the following procedure to obtain device access information on the lIoTDA
console:

Step 1 Visit the lI0TDA product page and click Access Console.

Step 2 In the navigation pane, choose Overview and click Access Details in the Instance
Information area to view device access information and record domain names
and ports.
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(11 NOTE

For devices that cannot be connected to the platform using a domain name, run the ping
Domain name command in the CLI to obtain the corresponding IP address. Then you can
connect the devices to the platform using the IP address. The IP address is variable and
needs to be set using a configuration item.

--—-End

Creating a Product

Step 1 Create an MQTT product. (If an MQTT product already exists, skip this step.)

Step 2 Log in to the console, choose Products in the navigation pane, and click Create
Product in the upper right corner.

Step 3 Set the parameters as prompted and click OK.

Basic Information

Resource The platform automatically allocates the created product to the
Space default resource space. If you want to allocate the product to
another resource space, select the resource space from the drop-
down list. If a resource space does not exist, create it first.

Product Customize the value. The name can contain letters, numbers,
Name underscores (_), and hyphens (-).
Protocol Select MQTT.

Data Type Select JSON.

Manufacture | Customize the value. The name can contain letters, numbers,
r underscores (_), and hyphens (-).

Industry Select the industry to which the product model belongs.

Device Type | If the product model preset on the platform is used, the device
type is automatically matched.

Advanced Settings

Product ID Set a unique identifier for the product. If this parameter is
specified, the platform uses the specified product ID. If this
parameter is not specified, the platform allocates a product ID.

Description | Provide a description for the product. Set this parameter based
on the site requirements.
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Figure 2-41 Creating a product

Create Product

Resource Space + | @
To create a new resource space, you can go to the instance details page

Product Name Streetlight

Protoco MQTT >~ @

Data Type JSON + | @

Manufacturer ABC123

Industry PublicUtilities v

Sub-industry MunicipalFacilityManagement v

Device Type PipeNetworkMonitoring v

Advanced Seftings a  custom Product ID | Description

Product ID @

--—-End

Registering a Device

Step 1 On the management console, choose Devices > All Devices in the navigation
pane, and click Individual Register in the upper right corner.

Step 2 Set the parameters as prompted and click OK.

Parameter Description

Resource Ensure that the device and the product created in Creating a
Space Product belong to the same resource space.

Product Select the product created in Creating a Product.

Node ID Customize a unique physical identifier for the device. The value

can be customized and consists of letters and numbers.

Device Name | Customize the device name.

Authenticatio | Select Secret.
n Type
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Parameter Description
Secret Customize the secret used for device access. If the secret is left
blank, the platform automatically generates a secret.

Figure 2-42 Registering a device

Individual Register
+* Resource Space @ -

+ Product s -

Maqtt devices have subscribed to the platform preset topic by default. View the list of
subscribed topics

+* Node ID @
Device Name
Authentication Type @ m X.509 certificate
Secret e ©
Confirm Secret | eseenen ©

After the device is registered, the platform automatically generates a device ID
and secret. Save the device ID and secret for device access.

Device Registered

The system automatically allocated the following device information, which you can use to
activate the device.

For security reasons, the secret will not be available on the device details page. If

you forget the secret, click Reset Secret on the Overview tab page to reset the
secret.

Save & Close

--—-End
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Connecting a Device Simulator to I0TDA

Step 1 Download the simulator (for 64-bit operating system by default) and start it.

certificate
en-US
zh-CN

B device_ demo_mqttnet.exe

' device_demo_mqttnet.exe.config

&2 device demo_mgqttnet.pdb

%] MQTTnet.dll

%] MQTTnet.Extensions.ManagedClient.dll

Step 2 Perform operations on the UL.

sl MQTT Device Access Simulator

[ 85L Connection [] Enable Backeff Recomnnect  RoS |0

v Connect

Server Address |i0t—mqtts.cn-north-‘l.myhuaweiol Device ID |123456789£££fdddd amqp_test vz 1 Device Secret

Topic to Subscribe |$oc;‘rﬂevicesfl23456TSQEEffdd&d_amqp_test_vz_l;‘rsys,-'rcommandsf# ‘

Log Clear Loz

Topic to Fublish |$oc;"devicesfl23456?89ffffdddd_emqp_test_vz_l,-"sys,-"properties,-"report

{:serviEas”i‘[{”propertiss”: . . . . . .. .. .
arn™:1, “temparature”: 82 GT07E4, “humidity”: 75 37673, "smokeConcentration™: 19. 97906}, "service_id”: “smokeDetector”, “event_time” null}]}

1.  On the simulator Ul, enter the server address, device ID, and device secret. Set
the parameters based on the actual device information.

- Server Address: domain name. Obtain it by referring to Platform
Connection Information.

- Device ID and Device Secret: Obtain them from here.
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2. Use the corresponding certificates together with different server addresses
during SSL-encrypted access. Obtain certificates by referring to Obtaining
Resources and replace certificates in the certificate folder.

en-US
zh-CN
8 device_demo_mgqttnet.exe
¢ device_de mo_mgqttnet.exe.config
&2 device_demo_mgttnet.pdb
% MQTTnet.dll
%] MQTTnet.Extensions.ManagedClient.dl|

3. Select SSL encryption or no encryption when establishing a connection on the
device side and set the QoS mode to 0 or 1. Currently, QoS 2 is not supported.
For details, see Constraints.

Step 3 Establish a connection.

To connect a device or gateway to the platform, upload the device information to
bind the device or gateway to the platform. Click Connect. If the domain name,
device ID, and secret are correct, a device connection success is displayed in the
log. Check the device status on I0TDA, as shown in the following figure.

Device List Batch Registration Batch Deletion File Uploads

status (D Device Name Node ID

Online

Step 4 Subscribe to a topic.

Only devices that subscribe to a specific topic can receive messages about the
topic published by the broker. For details on the preset topics, see Topics.

After the connection is established and a topic is subscribed, the following
information is displayed in the log area on the home page of the demo:
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a5l MQTT Device Access Simulator — O %

[ 5L Conmection [ Enable Backoff Reconnect Qo3 |0 ~ Disconnect

Server Address |ts.cn—north—v;.myhuaweiclaud.com Devige ID [test 001 Mavien Samen

Topic to Subscribe $oe/devices/test_001/=sys/conmands/4

Log Clear Loz
Z022-06-13 08:32:26 — try to conmect to zerver iot-mgtts. em—north—d. myhuaweicloud. com
2022-06-13 05:32:26 — connect to mgtt server success, deviceld 1z test 001

20220613 09:32:30 - topic : [$oc/devices/test_001/sys/commands/#] iz subscribe success

Topic to Fublish |$oc;"devicesftast_Dlesysfproperties,-"report |

{:servises”i‘[{”propertiss”: . N N . . . . "
{"alarm™:1, “temperature”: 92 670784, “humi dity”: 78 37673, "smokeConcentration™ 19, 97906}, "service_1d": “smokeDetector”, “event_time” null}]]

Publizh

Step 5 Publish a topic.

Publishing a topic means that a device proactively reports its properties or
messages to the platform. For details, see the APl Device Reporting Properties.

The simulator implements the property reporting topic and property reporting.

After a topic is published, the following information is displayed on the demo

page:
al MQTT Device Access Simulator - O X
[]85L Corneotion [ ] Enable Buckoff Reconneot QoS |0 v Disoonneot
Server Addrass |tl. ercmor th=4, myhuawei eloud, eom| Divigs ID [test 001 Daviow Seorat |FEedsses |

Topio to Subseriba $oo/devices/test_001/sys/conmands /%

Log Clear Log

2022-06-13 08:32:26 — try to conneot to server iot-mqtts. onmorth—4, myhuaweioloud. con
2022-06=13 08:32:26 = connect to mqtt server suscess, devieeld iz test_001
2022-06-13 08:32:30 = topie : [$oo/devicas/test_001/sys/conmands/H] is subsoribe success

Topic to Publish ($oo/devicas/test_001/sys/properties/raport ‘

[“cprioag” [{" tigps"

l"lllrm”: 1, "temperature” 92 670784, "huni dity”: 78, 37673, "smokeConcentration”: 18, 9?906}| "sarvica_id" “smokeDetector”, "event_time” null}]}

Publish
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If the reporting is successful, the reported device properties are displayed on the
device details page.

2 Online @
a
=)
t Res
oirects
2
Latest Data Reported Query Historical Data @ c
Q Lastest Reported Time a
smokeDetector
alarm smokeConcentration temperature humidity
omp ' y
" "19.97906" "12.670784" "18.37673"
6 ~ n

Step 6 Receive a command.

The simulator can receive commands delivered by the platform. After an MQTT
connection is established and a topic is subscribed, you can deliver a command on
the device details page of the I0TDA console. After the command is delivered, the
MQTT callback receives the command delivered by the platform.

For example, deliver a command carrying the parameter name smokeDetector:
SILENCE and parameter value 50.

Device Shadow Message Trace Maintenance Child Devices Tags

@ 11tne product tnat the device belongs o has commands confiaured. vou can callthe biatform APIs.or click Deliver Command 1o deliver a command. Currentl. MQTT devices SUDDOrt svnchronous

command delivery. and NB-oT devices
support asynchronous command delivery.

x
Deliver Command
Synchronous Command Delivery @| oeiver commana
.
Note: Historical record query is not available for synchrg ° -
Asynchronous Command Delivery Commana Smokebetectorcontrol SILENCE - e Deiver Command |
Queued Comman: ds | Historical Commands, value 50 o
9 cance Q|| Aswanceasearen ~ || c |
Status. v Comman: d Name.

Delivered

After the synchronous command is delivered, the following information is
displayed on the demo page:
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85 MQTT Device Access Simulatar

[] S5L Connection [] Enable Backoff Reconnect QoS |0

v Disconnact

Server Address |ts.cn—north—4.myhuaweicloud.com Tlevice ID |test 001 arien Somral

Topic to Subseribe $oe/devices/test 001/ sys/conmands/4

Log Clear Loz

Z020-10-30 04:53:22 — try to connect to server iot-mgtts. ermorth—¢ myhuaweicloud. com

Z020-10-30 04:53:22 — connect to mgtt zerver zuccess, deviceld iz Gebdcdd049:5:b057d7d4861 test 1£d5746511

2020-10-30 04:53:25 — topic © [$oc/devices/Gebdoddld9anab0a7dHE00] Yot L FdA746511 fzvs/commands, 4] iz subscribe success
2020-10-30 05:12:51 - received meszage iz {"paraz”: {”valuetes service_id" “smokeDetector”, "conmand_name”: “SILEHCE"}
gDZD-lD-%?}DS:IZ:SI ~ response meszage msz = {‘result_code”: (lesasalinze_name”: “COMMAND_RESPOWSE", ”paraswi {"result”:
success

Z020-10-30 05:12:61 — publizh mezzageld 65d7d8cT—c0ef—47dl-23c8-710ch5804448, topic:

$oc/devices/Sebdcdd049a54b05TdTd4861 _test 1fd8?46511;"sys,-"commands,-"resgonsa,-"request_id=ceQfZd.9e—2058—4d86—bced-alDfEZaZSZae,
pavload: {"result_code”: 0, “response_hame™: “COMMAND_RESPONSE”, “paras’: ["result”: “success”}} iz published zuccess

Topic to Publish |$oc;‘rdevicesftest_DUlfsysf'rproperties,-'rreport |

{"zervices”: [{"properties™
["alarn”:1, “temperature”:92. 670784, "humi dity”: 78. 37673, "smokeConcentration”: 19, 97906], “service_1d": "smokeDetector”, “event_time”:null}]}

Publizh

--—-End

2.5 Developing a Protocol Conversion Gateway for
Access of Generic-Protocol Devices

Scenarios

Currently, the loT platform supports only standard protocols such as MQTT, HTTP,
and LWM2M. If a device uses other protocols (referred to as third-party protocols),
it cannot access the platform directly.

To address this issue, protocol conversion must be performed outside the platform.
It is recommended that a gateway be used to convert third-party protocols into
MQTT. This gateway is called the protocol conversion gateway.

Implementation Principle

The figure below shows the overall architecture of the solution.
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Protocol conversion gateway

Third-party
protocal device

Access using a

i Protocol .
l:f:{::::y conversion lexicelSIt 1oT platform

Third-party
protocol device

The protocol conversion gateway can be deployed in the cloud or locally. A third-
party protocol device is connected to the platform as a child device of the protocol
conversion gateway.

The protocol conversion gateway consists of the following components:

1. Third-party protocol access component: This component parses and
authenticates third-party protocols.

2. Protocol conversion component: This component converts between third-party
protocol data and platform data.

- In the upstream direction, the component converts third-party protocol
data into platform-supported data and invokes the device SDK APIs to
report the data.

- In the downstream direction, the component, after receiving data from
the platform, converts the data into third-party protocol data and
forwards the data to third-party protocol devices.

3. Device SDK component: The component is the device access SDK provided by
the platform and provides common gateway functions. You can implement
your own gateways based on the SDK.
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Service Flow

Protocol Conversion
Platform
Gateway

ects to the

platform.

Adds a child device.

Saves device information

Establishes a connection.

Authenticates the device.

Reports data

Reports the data

Delivers a comrmand to the child device.

Delivers the command.

Register a gateway with the platform. For details, see Device Authentication.

Power on the gateway and connect it to the platform. Obtain the
authentication parameters required for connection during gateway
registration.

Register a child device on the IoTDA console. The platform delivers a child
device addition event to the gateway. The gateway saves the child device
information and makes the information persistent. (The SDK provides the
default persistent implementation. You can customize the implementation.)

The child device connects to the gateway, and the gateway authenticates the
child device.

The child device reports data to the gateway. The gateway converts the data
to the format supported by the platform and then calls an SDK API for
reporting child device properties or messages to the platform.

The platform delivers a command to the child device. The gateway converts
the command into a command compliant with the third-party protocol and
forwards it to the child device. The child device processes the command.
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Implementation of Protocol Conversion Gateway

For details on the implementation and usage of the gateway, see loT Device SDK
(Java) and loT Device SDK (C).

2.6 Constant-Temperature Air Conditioner

Scenarios

Using a constant-temperature control system, you can adjust the default
temperature of air conditioners (regardless of whether they are powered on). After
being powered on, the air conditioners automatically run at the default
temperature. This is achieved by using the device shadow of the loT platform. For
any connected air conditioner, you can set the device shadow on the application or
IoTDA console to deliver the preset temperature to the air conditioner. The air
conditioner automatically adjusts the temperature after receiving the property
modification request.

Developing a Product

Step 1 Visit the l10TDA product page and click Access Console.

Step 2 In the navigation pane, click Products. Click the drop-down list in the upper right
corner, and select the resource space to which the new product belongs.

Step 3 Click Create Product in the upper right corner to create a constant-temperature
air conditioner product, set the parameters, and click OK.

Basic Information

Product Enter a value, for example, aircondition.
Name

Protocol Select MQTT.

Data Type | Select JSON.

Manufactu | Customize the value.
rer

Industry Customize the values.

Device
Type

Step 4 After the product is created, click the corresponding product to access its details.

Step 5 On the Model Definition tab page, click Custom Model and configure the
product model based on the table below.

Service data
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Service Service ID: Enter temperature.

Service Type: You are advised to set this
parameter to the same value as Service
ID.

Property Property Name: Enter temperature.
Data Type: Select Integer.

Access Permissions: Select Read and
Write.

Length: Enter 1.

Step 6 In the navigation pane, choose Devices > All Devices, and click Individual
Register. In the dialog box displayed, set the parameters based on the table below

and click OK.
X
Individual Register
Resource Space (D aircondition v
Product aircondition v
Node ID 123456789876
Device Name aircondition
Authentication Type (@ m .50 certificate
Secret
Confirm Secret
Cancel
Parameter Description
Product Select the product created in Step 3.
Node ID Set this parameter to the IMEI, MAC address, or serial number

of the device. If the device is not a physical one, set this
parameter to a custom character string that contains letters
and digits.

Device Name | Customize the value.

Authenticatio | Select Secret.
n Type

Secret Customize the secret used for device access. If the secret is left
blank, the platform automatically generates a secret.
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--—-End

Configuring a Device Shadow

You can set a device shadow on the I0TDA console or by calling the API for
configuring desired properties in a device shadow on the application side. This
section describes how to set a device shadow on the I0TDA console.

Step 1 Log in to the IoTDA console, choose Devices > All Devices in the navigation pane,
and click View in the row of the device registered in Step 6 to access its details.

Step 2 On the Device Shadow tab page, click Configure Property.

Step 3 In the dialog box displayed, enter the desired value of a property. In this example,
the value of temperature is set to 25.

Configure Property

Service Property Desired Value

temperature temperature 25

Cancel

--—-End

Verifying the Configurations
Method 1:
You can use MQTT.fx to simulate device verification.

1. Use MQTT.fx to simulate a constant-temperature air conditioner and connect
it to the platform. For details, see Developing an MQTT-based Smart Street
Light Online.

2. On the Subscribe tab page, enter topic=Soc/devices/{device_id}/sys/
shadow/get/response/# of the device shadow (where {device_id} must be
the same as the device ID in Step 6), and click Subscribe.

Publish m Scripts  Broker Status  Log
$oc/devices/3ec5e63004152802c5a7dfac_33667 7/ /sys/sh = |

3. On the Publish tab page, enter Topic=Soc/devices/{device_id}/sys/
shadow/get/request_id={request_id} of the device shadow.

4. Enter a request for obtaining the device shadow and click Publish.

Example:

{
"object_device_id": "40fe3542-f4cc-4b6a-98c3-61a49balacd4",
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"service_id": temperature"

}
|mubscﬁbe Scripts Broker Status Log

i | Soc/devices/ ec3es30d4132802c3a7dfac_S3536677/sys/sh Publis a

1
"object_device_id": "3ecies30d4132802c5a7dfac_336677",
"service_id™: "temperaturs”

5. Click the Subscribe tab. The device shadow data delivered by the platform is

displayed.
Publish m Scripts  Broker Status  Log
$oc/devices/5ec5e65004152802c5a7dfac_356677/sys/sh ¥ S =
Soc/devices/Secses5044152002c5a7dtac_556677/sys/shadow/get/response/ R | Soc/devices/ Sec5e65004152802c5a7dac_ 556677 sysfshadow/ get/response/request id=001 1
Soc/deiices/SecSeAT004152802cSaTotac 354677/ sys/shadow/get/responset Qos0
DumpMessages  Mute  (QUETEIIEY
Soc/devi i id=001 2
Qos0
Topics Collector {0} Saan E
$oc/devices/5ec5e650d4152802c5a7dfac_556677/sys/shadow/ get/response/request_id=001
3 2c5aTohac 33467 2
2505-2020 14:38:37.52717346 Q50
{"shadow":[{"desired":{"properties”:{"temperature”:"25"},"event_time":"20200525T0638152" } ,"repor
ted": {"properties”:{"tenperatu ,"event_time":"20200525T0615612" }, "version:7, "service_id":
"temperature” }1,"object_device_id":"Sec5e650d4152802¢5a7dfac_556677"}

You can connect a physical device to the platform. The device will receive the
device shadow configuration delivered by the platform and change the preset
temperature accordingly.

2.7 Migrating a Custom Topic to the Cloud

Scenarios

As the number of IoT devices increases, self-managed loT networks of enterprises
face many problems, such as server capacity expansion, hardware investment, and
O&M costs. To address these problems, Huawei Cloud provides a simplified
solution to migrate enterprise devices quickly to IoTDA with few changes.

Solution Overview

Assume that enterprise devices are connected to the self-managed MQTT cluster.
The following figure shows the service architecture.
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Publishes topic: /faircondition/data/up
payload: { “temperature™ 26.0 }
loT Self-managed
device MQTT broker LI
Receives topic: /aircondition/cmd

payload: { "switch™ "off" }

Data

Application

The MQTT-based data reporting and command delivery services are defined as

follows:
Scenario Topic Payload
Device data reporting /aircondition/data/up { "temperature": 26.0 }
Server delivering /aircondition/cmd { "switch": "off" }
commands

Huawei Cloud provides the following cost-effective solution to migrate devices to
IoTDA without changing the original topic and payload packet formats.

Publishes topic: /faircondition/data/up

payload: { “temperature™ 26.0 } Data
loT Self-managed S
) lication
device MQTT broker Command App
Receives topic: /faircondition/cmd

payload: { “switch™: "off” }

1. Device access domain names are changed to 3. Applications receive device messages

loTDA access addresses. PUShEd_ by_AMQP. )
2. Devices use the authentication mode of loTDA, 4 AF’PI'CaﬂO”S use the message d.ellvery .
and authentication parameters are changed AP to deliver messages to a specified topic.

Publishes topic: /faircondition/data/up B 3 £ 3
ule + pus|

payload: { “temperature™ 26.0 }
= loTDA Deli t ified topi Application
1 elivers a message to a specified topic.
device 9

Receives topic: /aircondition/cmd
payload: { “switch™ "off" }

There are three core changes after migrating enterprise devices to the cloud:

Procedure

Device access domain names are changed to IoTDA access addresses.

Rules are configured to forward device data to applications, AMQP consumer
group, or Huawei Cloud services.

Applications use the message delivery API to deliver messages to a specified
topic.

Configure a product, device, and data forwarding rule on the console. For
details, see Cloud Development.

Develop services on the device side. For details, see Device-side
Development.

Develop services on the server side to implement device data receiving and
control command delivery. For details, see Server-side Development.
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Cloud Development
Step 1 Visit the I0TDA product page and click Access Console.

Step 2 Create a product.

1. In the navigation pane, choose Products.

2. Click Create Product in the upper right corner to create a product to be

migrated, set the parameters, and click OK.

Basic Information

Product Enter a value, for example, aircondition.

Name

Protocol Select MQTT.

Data Type | Select JSON.

Manufact | Customize a name based on the device manufacturer.
urer

Industry Select Default.

Device Set this parameter as required, for example, aircondition.
Type

Step 3 Register a device.

1. In the navigation pane, choose Devices > All Devices, and click Individual

Register.

Individual Register

Resource space @ aircondition M
Product aircondition -
:1:1}1:563‘:(.:-16-5;1-2:-\.:,6 subscribed to the platform preset topic by default. View the list of
Node 123456789876 @
e Nam aircondition
Authentication Type @ Secret X.509 certificate
cret | e ©
Confimsscret | s ®
Parameter Description
Product Select the product created in 2.
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2.

Parameter

Description

Node ID

Set this parameter to the IMEI, MAC address, or serial
number of the device. If the device is not a physical one, set
this parameter to a custom character string that contains
letters and digits.

Device Name

Customize the value.

Authenticati | Select an authentication type based on the existing device
on Type authentication type. Secret is used in this example.
Secret Enter the secret of the device to be migrated.

Set device parameters and click OK.

Step 4 Create a data forwarding rule.

1.

2.

3.

In the navigation pane, choose Rules > Data Forwarding, and click Create
Rule in the upper right corner.

Set the parameters based on the table below and click Create Rule.

Parameter Description
Rule Name | Specify the name of a rule to create.
Description | Describe the rule.

Data Source

Select Device message. The device reports data based on
the original topic and payload during cloud migration. By
default, loTDA processes messages based on the device
message process.

Trigger After the data source is selected, the platform automatically
matches the trigger event.

Resource You can select a single resource space or all resource spaces.

Space

Under Set Forwarding Target, click Add. On the displayed page, set the
parameters based on the table below and click OK.

Parameter Description
Forwarding Select a data forwarding target, for example, AMQP
Target message queue.
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Parameter Description
Message Click Select to select a message queue.
Queue - If no message queue is available, create one. The

the message queue.

NOTE
A subscribed queue cannot be deleted.

queue name must be unique under a tenant and can
contain 8-128 characters, including letters, numbers,
underscores (_), hyphens (-), periods (.), and colons (:).

- To delete a message queue, click Delete on the right of

4. After the rule is defined, click Enable Rule to start forwarding data to the

AMQP message queue.
----End

Device-side Development

After the cloud configuration is complete, you need to develop services on the
device side. For details about the device development process, see Development
on the Device Side. This section uses MQTT.fx as an example to describe how to
implement MQTT connection establishment, data reporting, and command
receiving with minimum modifications on the device side in cloud migration.

Step 1 Establish an MQTT connection between a device and |oTDA.

1. Set authentication parameters by referring to the following table.

Profile Name | Device_Transfer

=
Profile Type  MQTT Broker - [ M =

MQTT Broker Profile Settings

Broker Address | 015f3b39b2 iot-matts.cn-north-4 myhuaweicloud

Broker Port | 8853

ClientID | 3f343efd 939d94 Generate
General BVECIOGEGENCEN SSL/TLS  Proxy LWT

Dser Name | [5a52 7fa3355 |

Password

Revert m OK Apphy
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Paramet | Manda | Description

er tory

Broker Yes IoTDA access address for MQTT devices. Obtain it by

Address referring to Obtaining Resources.

Broker Yes 8883.

Port

Client ID | No Client ID before the migration.

User Yes Device ID generated during device registration in 3. By

Name default, the device ID generated on the console is
prefixed with the product ID. In the device migration
scenario, if the User Name parameter on the device
side cannot be modified, you can call the API Creating
a Device to set the device ID to the value of User
Name before the migration.

Passwor | Yes Encrypted device secret. The value of this parameter is

d the device secret encrypted by using the HMAC-
SHA256 algorithm with the timestamp as the key.
The device secret is returned by [0TDA upon successful
device registration.

2. Configure the SSL/TLS authentication parameters by referring to the
following table and click Apply.

7 Edit Connection Profiles o X
local mosquitto Profile Name | iot
Profile Type  MQTT Broker N NDTE
Broker Address | eIl
Broker Port | 8883
Client 1D | a8ff Generats
General  User Credentials Proxy LWT
Enable SSL/TLS e Protocol | TLSv:
CA signed server certificate
o
CA Certificate File | D:\certificate\certificate\java\DigiCertGlobalRootCA crt.pem [+ ]
CA certificate keystore
in key:
=]
Revert oK Apply
. .
Parameter Manda | Description
tory
Enable Yes Select Enable SSL/TLS.
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Parameter | Manda | Description
tory

CA Yes Upload the CA certificate obtained from
certificate Certificates.
file

Step 2 After a device is connected to I0TDA, the device uses the topic and payload format
before the migration to report data. For non-predefined topics, loTDA forwards
data reported by devices to third-party applications or other Huawei Cloud
services for processing based on the device message processing process.

All Devices

Individual Register

Device List Batch Registration Batch Deletion File Uploads

status D Device Name Node ID

Ml Fooish | Qs0 Qos2 Retained

Step 3 Subscribe to topics before the migration and receives commands from the
application.

@ MQTT.fx - 1.7.1

718 Extras Help
Publish m Scripts  Broker Status Log

Jaircondition/config/down

Disconnect

[aircondition/ config/down

Dump Messages Mute [ Unsubscribe ]

--—-End

Server-side Development

Develop services on the server side to implement device data receiving and control
command delivery. This section uses a Java script as an example to describe how
to receive device data and deliver control commands.
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Receiving device data

The server receives messages using the AMQP client. For details, see AMQP
Client Access and Java SDK Access Example. For details about the AMQP
message receiving API, see Pushing a Device Property Reporting
Notification.

The following shows an example of the message received by the AMQP client.
The body field carries the original topic and payload reported by the device.

{
"resource": "device.message",
"event": "report"”,
"event_time": "20201114T034403Z",
"notify_data™: {
"header": {
"app_id": "QAksSBSBBQpWYtEKC3LrrOboNkOa",
"device_id": "5fae45e358115902ce609882_20201113",
"node_id": "20201113",
"product_id": "5fae45e358115902ce609882",
"gateway_id": "5fae45e358115902ce609882_20201113"
Iy
"body": {
"topic": "/aircondition/data/up",
"content": {
"temperature": 26.0
}
}
}
}

Java core code example:

package com.huawei.iot.amgp.jms;

import org.apache.qpid.jms.JmsConnection;

import org.apache.qpid.jms.JmsConnectionFactory;

import org.apache.qpid.jms.JmsConnectionListener;

import org.apache.qpid.jms.message.JmsinboundMessageDispatch;
import org.apache.qpid.jms.transports.TransportOptions;

import org.apache.qpid.jms.transports.TransportSupport;

import javax.jms.*;

import javax.naming.Context;

import javax.naming.InitialContext;

import java.net.URI;

import java.util.Hashtable;

import java.util.concurrent.ExecutorService;
import java.util.concurrent.LinkedBlockingQueue;
import java.util.concurrent.ThreadPoolExecutor;
import java.util.concurrent.TimeUnit;

public class HwlotAmgpJavaClientDemo{
// Asynchronous thread pool. You can adjust the parameters based on service features or use other
asynchronous processing modes.
private final static ExecutorService executorService = new
ThreadPoolExecutor(Runtime.getRuntime().availableProcessors(),
Runtime.getRuntime().availableProcessors() * 2, 60,
TimeUnit.SECONDS, new LinkedBlockingQueue<>(5000));

public static void main(String[] args) throws Exception{
// accessKey for the access credential.
String accessKey = "${yourAccessKey}";
long timeStamp = System.currentTimeMillis();
// Method to assemble userName. For details, see AMQP Client Access.
String userName = "accessKey=" + accessKey + "|timestamp=" + timeStamp;
// accessCode for the access credential.
String password = "${yourAccessCode}";
// Assemble the connection URL according to the gpid-jms specifications.
String connectionUrl = "amqps://${UUCID}.iot-amgps.cn-north-4. myhuaweicloud.com:5671?
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amgp.vhost=default&amgp.idleTimeout=8000&amgqp.sasiMechanisms=PLAIN";
Hashtable<String, String> hashtable = new Hashtable<>();
hashtable.put("connectionfactory.HwConnectionURL", connectionUrl);
// Queue name. You can use DefaultQueue.
String queueName = "${yourQueue}";
hashtable.put("queue.HwQueueName", queueName);
hashtable.put(Context.INITIAL_CONTEXT_FACTORY,
"org.apache.gpid.jms.jndi.JmslInitialContextFactory");
Context context = new InitialContext(hashtable);
JmsConnectionFactory cf = (JmsConnectionFactory) context.lookup("HwConnectionURL");
// Multiple queues can be created for one connection. Match queue.HwQueueName with
queue.HwQueueName.
Destination queue = (Destination) context.lookup("HwQueueName");

// Trust the server.
TransportOptions to = new TransportOptions(); to.setTrustAll(true);
cf.setSslContext(TransportSupport.createldkSslContext(to));

// Create a connection.

Connection connection = cf.createConnection(userName, password);

((JmsConnection) connection).addConnectionListener(myJmsConnectionListener);

// Create a session.

// Session.CLIENT_ACKNOWLEDGE: After receiving a message, manually call
message.acknowledge().

// Session.AUTO_ACKNOWLEDGE: The SDK automatically responds with an ACK message.
(recommended processing)

Session session = connection.createSession(false, Session. AUTO_ACKNOWLEDGE);

connection.start();

// Create a receiver link.

MessageConsumer consumer = session.createConsumer(queue);

// Messages can be processed in either of the following ways:

// 1. Proactively pull data (recommended processing). For details, see receiveMessage(consumer).

// 2. Add a listener. For details, see consumer.setMessageListener(messageListener). The server
proactively pushes data to the client at an acceptable data rate.

receiveMessage(consumer);

// consumer.setMessageListener(messagelListener);

}

private static void receiveMessage(MessageConsumer consumer) throws JMSException{
while (true){
try{
// 1t is recommended that received messages be processed asynchronously. Ensure that the
receiveMessage function does not contain time-consuming logic.
Message message = consumer.receive(); processMessage(message);
} catch (Exception e) {
System.out.println("receiveMessage hand an exception: " + e.getMessage());
e.printStackTrace();
}
}

}

private static MessageListener messagelListener = new MessageListener(){
@Override
public void onMessage(Message message){
try {
// 1t is recommended that received messages be processed asynchronously. Ensure that the
onMessage function does not contain time-consuming logic.
// If the service processing takes a long time and blocks the thread, the normal callback
after the SDK receives the message may be affected.
executorService.submit(() -> processMessage(message));
} catch (Exception e){
System.out.println("submit task occurs exception: " + e.getMessage());
e.printStackTrace();
}
}
b

/id(
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* Service logic for processing the received messages
*/
private static void processMessage(Message message) {
try {
String body = message.getBody(String.class); String content = new String(body);
System.out.println("receive an message, the content is " + content);
} catch (Exception e){
System.out.println("processMessage occurs error: " + e.getMessage());
e.printStackTrace();
}
}

private static JmsConnectionListener myJmsConnectionListener = new JmsConnectionListener(){

/**

* Connection established.

*/

@Override

public void onConnectionEstablished (URI remoteURI){
System.out.println("onConnectionEstablished, remoteUri:" + remoteURI);

}
/**

* The connection fails after the maximum number of retries is reached.

*/

@Override

public void onConnectionFailure(Throwable error){
System.out.println("onConnectionFailure, " + error.getMessage());

}
/**

* Connection interrupted.

*/

@Override

public void onConnectioninterrupted(URI remoteURI){
System.out.println("onConnectioninterrupted, remoteUri:" + remoteURI);

}
/**

* Automatic reconnection.

*/

@Override

public void onConnectionRestored (URI remoteURI){
System.out.println("onConnectionRestored, remoteUri:" + remoteURI);

}

@Override
public void onlnboundMessage (JmsinboundMessageDispatch envelope){
System.out.println("oninboundMessage, " + envelope);

}

@Override
public void onSessionClosed(Session session, Throwable cause){
System.out.println("onSessionClosed, session="+ session + ", cause =" + cause);

}

@Override
public void onConsumerClosed(MessageConsumer consumer, Throwable cause){
System.out.println("MessageConsumer, consumer=" + consumer + ", cause =" + cause);

}

@Override
public void onProducerClosed(MessageProducer producer, Throwable cause){
System.out.println("MessageProducer, producer=" + producer + ", cause =" + cause);
}
i
}

e Delivering control commands

Issue 1.0 (2022-06-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

94



loT Device Access
Best Practices

2 Device Access

An application calls the message delivery API to deliver control commands.
For details, see Delivering a Message to a Device.

Key parameters for device message delivery are as follows.

Parameter

Man
dato

ry

Type

Locatio
n

Description

X-Auth-
Token

Yes

String

Header

User token. You can obtain the
token by calling the IAM API
Obtaining a User Token Through
Password Authentication. X-
Subject-Token in the response
header returned by the APl is the
desired user token. For details
about how to obtain the token,
see Token Authentication.

Instance-Id

No

String

Header

Instance ID. This parameter is
required only when the API is
called from the management
plane in the physical multi-tenant
scenario.

project_id

Yes

String

Path

Project ID. For details on how to
obtain a project ID, see Obtaining
a Project ID.

device_id

Yes

String

Path

ID of the device to be migrated.

message

Yes

String

Body

Message executed by the device.
The value is a string. The specific
format depends on the application
and device.

topic_full_
name

No

String(
128)

Body

Topic of the device to be migrated.

Example response:

POST https://{Endpoint}/v5/iot/{project_id}/devices/{device_id}/messages
Content-Type: application/json
X-Auth-Token: *****rxx

Instance-Id: *+¥xs*

{

"message": "{\"switch\":\"off\"}",

"topic_full_name": "/aircondition/cmd"

}

Java core code example:

public class DeviceMessage {
public static void main(String[] args) throws KeyManagementException,
NoSuchAlgorithmException, IOException {
String token = Authentication.getToken();
Map<String, String> headers = new HashMap<String, String>();

headers.put("Content-Type", "application/json");
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headers.put("X-Auth-Token", token);

Message message = new Message();
message.setMessage("{\"switch\" :\"off\"}");
message.setTopic_full_name("/aircondition/cmd");

String projectid = "11111";
String deviceld = "5fae45e358115902ce609882_20201113";
String url = "https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/%s/devices/%s/messages";
url = String.format(url, projectld, deviceld);
HttpUtils httpUtils = new HttpUtils();
httpUtils.initClient();
StreamClosedHttpResponse httpResponse = httpUtils.doPost(url, headers,
JsonUtils.Obj2String(message));
System.out.println (httpResponse.getContent());
}
}

2.8 Connecting and Debugging an NB-loT Device
Simulator

Scenarios

This topic uses a smart street light as an example to describe how to use the
device and application simulators provided by the IoTDA console to experience
data reporting and command delivery.

Assume that:

A street light reports a data message carrying the light intensity (light_intensity)
and status (light_status). The data message is in binary format. The command
(SWITCH_LIGHT) can be used to remotely control the street light status.

Prerequisites

e You have registered a Huawei Cloud account. If you have not registered, click
here to complete the registration.

e You have subscribed to the I0TDA service. If you have not subscribed to the
service, go to the lI0TDA service page, and click Access Console to subscribe
to the service.

(Optional) Creating a Resource Space

A resource space is the commissioning space provided by the platform for
applications and devices. You can create different resource spaces for different
scenarios.

The system provides a preset resource space, where you can develop product
models and codecs for devices online. To create a resource space, perform the
following steps:

Step 1 Visit the IoTDA product page and click Access Console.

Step 2 In the navigation pane, choose Resource Spaces and click Create Resource Space
in the upper right corner.
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Step 3 In the displayed dialog box, specify Space Name and click OK.

--—-End

Creating a Product

You can develop product models and codecs online. The platform provides device
and application simulators for you to debug the product models and codecs.

Step 1 Visit the 10TDA product page and click Access Console.

Step 2 In the navigation pane, choose Products.

Product Name Product ID Davice Type Protocol Operation

Bearfi Streeclig 51a2643753b306020e7dfeT StreecLght LWM2W/CoAP View | Delete

Step 3 Click Create Product in the upper right corner to create a product using LwM2M
over CoAP. Set the parameters and click OK.

X
Create Product
Resource Space - |@
To create a new resource space, you can go 1o the instance details page

Product Name Streetlight

Protocol LWMZM over CoAP - |@

Data T Binary -~ |@

Manufacturer test

Industry Default v

Device Type streetlight @

Advanced Settings ¥ cuystom Product ID | Description

El -
Basic Information
Resource Select the resource space to which the product to create
Space belongs.
Product Customize a name, for example, StreetLight.
Name
Protocol Select LwM2M over CoAP.
Data Type Select Binary.
NOTE
If Data Type is Binary, codec development is required for the product. If
Data Type is JSON, codec development is not required.

Manufacturer | Customize the value.
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Industry Select Default.

Device Type Enter streetlight.

--—-End

Defining a Product Model
Step 1 Click the name of the product created in 3 to go to the product details page.
Step 2 On the Model Definition tab page, click Custom Model to add a service for the
product.
e Service ID: Enter StreetLight.

e Service Type: You are advised to set this parameter to the same value as
Service ID.

e Description: Provide a description, for example, "Define the properties of light
intensity and status."
Step 3 Click the ID of the service added in 2. On the displayed page, click Add Property
to define a light intensity property collected by the street light.
e Property Name: Enter light_intensity.
e Data Type: Select Integer.
e Access Permissions: Select Read and Write.
e Value Range: Set it to 0-100 (light intensity range).

4
Add Property

Property Name lighi_intensity

Description

Data Type Integer i
Access Permissions ‘ Read 1 ‘ Write ‘q‘

Value Range 0 —| 100

“ cancel

Step 4 Click Add Property to define a property as the status of the street light.
e Property Name: Enter light_status.
e Data Type: Select Integer.
e Access Permissions: Select Read and Write.

e Value Range: Set it to 0-1. 0 indicates that the light is turned off. 1 indicates
that the light is turned on.
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Add Property
% Property Name light_status

Description

* Data Type Integer -
% Access Pemmissions | Read 1 ‘m|

Value Range 0 —| 1

Step

unt

Step 5 Define the command used to remotely control the street light switch status.

1. Click Add Command. In the dialog box displayed, set Command Name to
SWITCH_LIGHT.

2. Click Add Command Parameter. Set Parameter Name to SWITCH_LIGHT,
Data Type to String, Length to 3, and Enumerated Value to ON,OFF. Click
OK.

Figure 2-43 Adding a command parameter

Add Parameter

x Parameter Name SWITCH_LIGHT

Description

Data Type String '
k Length 3

Enumerated Values ON,OFF

3. Click Add Response Parameter. Set Parameter Name to result and Data
Type to Integer.

Issue 1.0 (2022-06-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 99



loT Device Access
Best Practices

2 Device Access

Figure 2-44 Adding a response parameter

Add Parameter
Parameter Name result

Description

Data Type Integer -

Value Range 0 — | 65535

Step 6 Click OK. The product model of the street light is created.
----End

Developing a Codec Online

For purposes of power conservation, devices generally report binary data. The
codec converts the binary data into JSON data based on properties defined in the
product model so that the platform and application can identify the data. When
an application remotely delivers a command, the platform converts the command
in JSON format into binary and delivers the binary data to the device.

(10 NOTE

If a device reports data in JSON format, you do not need to define a codec.

Step 1 On the product details page of the street light, click the Codec Development tab

and click Develop Codec.

Step 2 Click Add Message and configure a data reporting message as follows to report

street light data:
e Message Name: Enter LightData.
e Message Type: Select Data reporting.

e Add Response Field: Select this option. After a response field is added, the
platform delivers the configured response data to the device when receiving

data reported by the device.
e Response: Retain the default value AAAA000O.
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Add Message

Basic Information

*Message Name Description

LightData

'®) Data reporting Command delivery

Add Response Field

Fields Add Field

Offset Field Name Description Data Type Length Tagged as Address Fi.. Operation

No table data available.

“ Cancel

1. Click Add Field to add the messageld field, which indicates the message
type.

Add Field

o When the field is tagged as address field, the field name is fixed at messageld.
The names of other fields cannot be set to messageld.

Tagged as address field @

% Field Name messageld
Description
0/1,024
Data Type (Big Endian) int8u A
Offset ®
% Length ®
Default Value 0x0 @

2. Add the Lightintensity field to indicate the light intensity. Set Data Type to
int8u (8-bit unsigned integer) and Length is 1.
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Add Field

Tagged as address field ()

Field Name ‘ Lightintensity|

Description

Data Type (Big Endian) intdu v
Offset @
Length @
Default Value @

3. Add the LightStatus field to indicate the street light switch status. Set Data
Type to int8u (8-bit unsigned integer) and Length is 1.

Add Field

Tagged as address field @

Field Name ‘ LightStatus

Description

Data Type (Big Endian) | int8u -
Offset @
Length ®
Default Value @

Step 3 Click Add Message again to develop a codec for command delivery messages.
e Message Name: Enter SwitchStatus.
e Message Type: Select Command delivery.

e Add Response Field: Select this option. After a response field is added, the
device reports the command execution result when receiving the command.
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Add Message

Basic Information

“Message Name Description

SwitchStatus

*Message Type
Data reporting (® command delivery

Add Response Field

Fields Add Field

Offset Field Name Description DataType  Length Tagged as Address Fi...  Operation

No table data available

1. Click Add Field to add the messageld field, which indicates the message
type.

Add Field

ﬂ When the field is tagged as address field, the field name is fixed at messageld.
The names of other fields cannot be set to messageld.

Tagged as address field @

Tagged as response |D field @

* Field Name messageld

Description

0/1,024
Data Type (Big Endian) intu -
Offset ®
* Length @
Default Value 0x1 @

2. Add the mid field to associate the delivered command with the command
execution result.
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Add Field

o When the field is tagged as response 1D field, the field name must be fixed at
mid. The names of other fields cannot be set to mid.

Tagged as address field @

Tagged as response 1D field @

* Field Name mid
Description
1,024
Data Type (Big Endian) | int16u v
Offset @
% Length @
Default Value @

3. Add the SwitchStatus field. Set Data Type to string and Length is 3.

X
Add Field

Tagged as address field @

Tagged as response 1D field @

* Field Name SwitchStatus
Description
0/1,024
Data Type (Big Endian) string -
Offset @
« Length 3 @
Default Value Q@

4. Click Add Response Field to configure command delivery responses.

Issue 1.0 (2022-06-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

104



loT Device Access
Best Practices 2 Device Access

- Add the messageld field to indicate the message type. The command
execution result is an upstream message, which is differentiated from the
data reporting message by the messageld field.

Add Field

Tagged as address field @
Tagged as response |D field @

Tagged as command execution state field @

Field Name messageld
Description
Data Type (Big Endian) intéu v
Offset
Length
@
Default Value Ox2

n Cance'

- Add the mid field to associate the delivered command with the
command execution result.
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Add Field

Tagged as address field @
Tagged as response 1D field @

Tagged as command execution state field @

Field Name mid
Description
Data Type (Big Endian) int16u -
Offset
Length
@
Default Value

- Add the errcode field to indicate the command execution status. 00
indicates success and 01 indicates failure. If this field is not carried, the
command is executed successfully by default.
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Add Field

Tagged as address field @
Tagged as response |D field @

Tagged as command execution state field

* Field Name errcode

Description

0/1,024

Data Type (Big Endian) intéu

Offset
* Length
@
Default Value
@

Add the result field to indicate the command execution result.
X

Add Field

Tagged as address field
Tagged as response 1D field @

Tagged as command execution state field @

* Field Name result
Description
0/1,024
Data Type (Big Endian) int8u v
Offset @]
% Length @
Default Value @

107
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Step 4 Drag the property and command fields (defined in the product model) in the
Product Model area on the right to map the fields in the data reporting and
command delivery messages defined by the codec.

Step 5 Click Save in the upper right corner and click Deploy to complete codec
deployment.

--—-End

Debugging the Codec Online Using a Physical Device

Simulators debug the functions of devices and applications. You can debug the
defined product model and codec by simulating data reporting and command
delivery.

Step 1 On the product details page of the street light, click Online Debugging and click
Add Test Device.

Step 2 In the dialog box displayed, set the parameters and click OK.
e Device Type: Select Physical device.
e Device Name: Customize a name.

e Node ID: Enter the IMEI of the device. The node ID will be carried by the
device for device access authentication. You can view the node ID on the NB-
loT module.

e Registration Mode: Select Unencrypted. Note: If DTLS is used for device
access, select Encrypted and keep the secret properly.

Add Test Device

Device Type Physical device Virtual device

Device Name Test
Node ID SRR 1

Registration Mode Encrypted

Cancel
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(11 NOTE

The newly added device is in the inactive state. In this case, online debugging cannot be
performed. For details, see Device Connection Authentication. After the device is
connected to the platform, perform the debugging.

Step 3 Click Debug to access the debugging page.

Streetlight

cccccccccc

Step 4 Simulate a scenario where a control command is remotely delivered. Specifically,
under Application Simulator, select StreetLight for Service, SWITCH_LIGHT for
Command, ON for SWITCH_LIGHT, and click Send. The street light is turned on.

--—-End

Debugging the Codec Online Using a Virtual Device

Step 1 On the product details page of the street light, click Online Debugging and click
Add Test Device.

Step 2 In the dialog box displayed, select Virtual device and click OK. The virtual device
name contains Simulator. Only one virtual device can be created for each
product.

Add Test Device

Device Type Physical device

You are requesting to register a virtual device.

Cancel

Step 3 Click Debug to access the debugging page.

Device 1D DevieType ~ Opention

Step 4 Simulate a data reporting scenario. Specifically, under Device Simulator, enter the
hexadecimal code stream 002000, and click Send. (The first byte 00 indicates the
messageld, the second byte 20 indicates the light intensity, and the third byte 00
indicates the switch status.) Under Application Simulator, "Light_Intensity": 32,
"Light_Status": 0 should be displayed.
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Application Simulato

Debug output 2 Reaiime Reresn X ClearLog

Property Report
Application Simulator L loT Platform 1 Device Simulator
Data Reporting The eq l a atforn g prodt
[ [T R—— [ [T RRR— s
> Data Received Comman \ds Receiver d
[{sevucf\d StreetLight, data: {ight_intensity"32,"ight_status™ 0]} | ARAATODD
Data Sent
002000
Commands caed
ot
Data Sent
002000
Data Sent Period (5) Send

Step 5 Simulate a command delivery scenario. Specifically, under Application Simulator,

select StreetLight for Service, SWITCH_LIGHT for Command, ON for

SWITCH_LIGHT, and click Send. Under Device Simulator, 0100014F4E should be

Application Simulator  Device Simulator
Debug output L P
Commands Sent
Application Simulator loT Platform " Device Simulator
fion s
o !
s Received Data Reported ug-in when issuing and orrect coding results and the length of eack
Senvice StreetLight -
sen
Dat Command SWITCH_LIGHT -
{seviceld: StreetLight, data: {Tight intensity”:32.ight_status0}) Data Sent
002000 SWITCH_LIG OoN

--—-End

Debugging Using an Offline Simulator

Step 1
Step 2

The NB-loT device simulator is used to simulate the access of NB-loT devices

(devices using LwM2M over CoAP) to the platform for data reporting and
command delivery.

Obtain the node ID and secret generated during device registration in 2.

Download and decompress the NB-IoT device simulator, and double-click NB-
loTDeviceSimulator_zh.jar to run the simulator.

(10 NOTE

e The simulator can run on Windows, but not macOS.

e Ensure that the JDK has been installed. Otherwise, the JAR file cannot be executed.

~

Name Size Packed Type Modified CRC32

1. File folder

images File folder 10/26/2020 9:5...
‘g‘jNE*\oTDeViCeSimu|atorﬁen.jar ‘ 4,464,721 4,062,301 JAR File 8/7/2017 2:07 ... B47CBF61
|| Californium.properties 1203 607 PROPERTIES File 7/29/2017 12:3.. 01A69483
|_| setting.properties 1 108 PROPERTIES File 8/7/2017 3:21 .. 3CEBICIC

The package contains the following files:

e NB-loTDeviceSimulator_en.jar: simulator
e Californium.properties: simulator configuration file

e setting.properties: configuration file for connecting the simulator to the
platform

Issue 1.0 (2022-06-30)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

110


https://developer.obs.cn-north-4.myhuaweicloud.com/manage/tool/NBSimulate/NB-IoTDeviceSimulatorEn.zip

loT Device Access
Best Practices 2 Device Access

Step 3 When a message is displayed requesting you to confirm whether to enable DTLS
encrypted transmission, click No if a secret is not entered during device
registration, or Yes if a secret is entered.

Confirm ®

@ Are you sure you want to enable DTLS encryption transmission?

Step 4 Enter IP address, VerifyCode, and psk, and click Register Device to bind the
simulator to the platform.

Note: If DTLS encryption transmission is disabled, you do not need to enter a PSK.

Set the three parameters as follows:

e |IP address: access domain name displayed on the 10TDA console. (You can
also use the IP address. You can run the ping [domain name] command to
obtain the IP address.)

e VerifyCode: device ID, for example, aaaaa11111.
e psk: secret set during device registration, for example, aaaaal1111aaaaa.

ﬁ NE-loT Device Sirmulator - X

IP address: F verifyCode : ‘aaaaﬂﬂ | PSK: ‘aaaa1111aaaaa| ‘ | Register Device | ‘

On the 10TDA console, choose Devices > All Devices and view the device status. If
the device is displayed as Online, the simulator is bound to the platform.

Step 5 Simulate a data reporting scenario. Specifically, under the NB-lIoT device simulator,
enter the hexadecimal code stream 001400, and click Send Data. (The first byte
00 indicates the messageld, the second byte 14 indicates the light intensity, and
the third byte 00 indicates the switch status.)
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[E] NB-10T Device Sirulator — X

IP address: [iaweicloud.com| VerifyCode:

Log:

PSK: &

Register Device

The data reponted by the simulatar is as follows:001400

| ¥

ClGIP: 119.3.250.80, PORT: 5684

The data reported by the simulator is as follows:001400

ClGIP: 119.3.2560.80, PORT: G684

The data delivered by the CIG is as follows: 00

ClGIP: 119.3.250.80, PORT: 5684

The data delivered by the CIG is as follows: 00

]

l/ Hexadecimal Code Stream |’J50N |

Hexadecimal message:

101 400 =

1]

Send Data

Enable command listening: W Yes ) No

The data is reported successfully. You can return to the management console and
view the latest reported data on the device details page of aaaaa11111. The latest
reported data is "Light_Intensity": 20, "Light_Status": 0.

Latest Data Reported

light_intensity light_status
20 0

StreetLight>

Step 6 Simulate the remote command delivery scenario. On the management console,
locate the target product and click the product to go to the product details page.
Click the Online Debugging tab and click Debug on the right of the aaaaa11111
device.

Under Application Simulator, select StreetLight for Service, SWITCH_LIGHT for
Command, ON for SWITCH_LIGHT, and click Send.

The data delivered by the CIG is ON in the log area, and the simulator displays a
message indicating that the downstream message from the platform is received
and asking whether to respond. Click Yes. On the Application Simulator page of
the 10TDA console, you can see that the command is in the Delivered state.
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Log:

The data delivered by the CIG is as follows:  OFF

| ¥

CIGIP: 119.3.250.80, PORT: 5654

The data delivered by the C1G is as follows:  OM
Confirm x

CIGIP: 119.3.250.80,

E The downlink message from the platform is received. Respond?
The data deliverad by 1

CIGIP: 118.3.250.80, ||

The data delivered by the CIG is as follows:

]

(1 NOTE

Strings are parsed using ASCII in the codec. You need to deliver printable characters. Non-
printable characters are not displayed in the simulator.

--—-End

2.9 Upgrading the MQTT Device Firmware in OTA
Mode

Scenarios

Message Queuing Telemetry Transport (MQTT) is a publish/subscribe messaging
protocol that transports messages between clients and a server. It is suitable for
remote sensors and control devices (such as smart street lamps) that have limited
computing capabilities and work in low-bandwidth, unreliable networks through
persistent connections. Firmware upgrade is a basic function that network devices
must support. Online upgrades are important especially when the firmware needs
to be upgraded due to security vulnerabilities, software bugs, function
optimization, and device performance improvement. This topic describes how to
upgrade the firmware in Huawei Cloud IoTDA using MQTT.fx to simulate a device.

(11 NOTE

The software upgrade process is the same as that of the firmware upgrade. The only
difference is that the parameters for reporting version numbers are different. For firmware
upgrade, the parameter that specifies the version number is fw_version. For software
upgrade, the parameter is sw_version. For details, see Device Reporting the Software and
Firmware Versions.
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Development Process

Figure 2-45 Upgrade process

. Development Service
Preparations on the console implementation

Create an MQTT Connect MQTT.fx
product. to the platform.
- MQTT fx subscribes
to the platform.
Upload the

s S Perform the upgrade.

Download
MQT T

* Register an MQTT
- device.

Prepare the device
upgrade package.

Create an upgrade
task.

Figure 2-46 MQTT device upgrade process

Console/
Application

L

Device loTDA

1. Uploads a firmware package.

2. Delivers an upgrade task.

3. Detects whether the
device is online.

4. Delivers a command to
query the version number.

5. Reports the firmware
version number.

6. Delivers the package
download URL and token.

7. Downloads the package
using HTTPE.

8. Reports the upgrade status.

9. Sends an upgrade status
notification.
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Development Environment

e Software: Huawei Cloud lIoTDA, 64-bit Windows 7 or later (64-bit Windows
10 is used in the following demonstration), and MQTT.fx simulator.

Prerequisites

e  You have registered a Huawei Cloud account. If you have not registered, click
here to complete the registration.

e You have completed real-name authentication. If the authentication is not
complete, complete real-name authentication on the Huawei Cloud console.
Otherwise, IoTDA cannot be used.

e You have subscribed to the I0TDA service. If you have not subscribed to the
service, go to the lIoTDA service page, and click Access Console to subscribe
to the service.

Preparations
e 1. Download and install MQTT.fx (version 1.7.1 or later).

e  Prepare the upgrade package. Obtain the firmware upgrade package and its
version number from the module vendor. Temporary files are used in this
demonstration.

e Create an MQTT product. (If an MQTT product already exists, skip this step.)
e Register an individual device.

e Add the registered device to a device group, which will be used during
upgrade task creation.

Uploading an Upgrade Package
Step 1 Visit the l10TDA product page and click Access Console.
Step 2 In the navigation pane, choose Devices > Software/Firmware Upgrades.

Step 3 Click the Manage Resource Package tab and click Firmware List.

Step 4 Click Upload. On the page displayed, you can upload a firmware package from
OBS or your local PC.
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< | Upload Package

+ Upgrads Package  Neter When yous uplasd mulile fles, e names miist be uniqie and cannat contain siashes () or hacksiashes ()

Step 5 After the upgrade package is uploaded, configure package parameters and click

< | Upload Package

Package List ~ f2mt Dolete

10/1.024

014,09

< | Upload Package

+ Upgrade Package Mot Wnen you uplosd maltipie fils, fle names must be unique and camnot contain slashes () or backsiashes (1.

Package List

Software/Firmware Upgrades

o —@

Manage Resource Package reate Upgrade Task

Step 7 Click Create Upgrade Task. On the Firmware Upgrades tab page, click Create
Task. On the page displayed, configure parameters, select upgrade packages,
select devices to upgrade, and click Create Now.
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Set Basic Information

Task Name ]

ndat

Firmware 1D Fimware Version

P g ] vao 10704

(11 NOTE

When creating an upgrade task, you can select up to 10 upgrade packages. Supported
source versions of the upgrade packages must be unique. If no source version is specified
for an upgrade package, the package can be used to upgrade devices of all source versions

by default.

Step 8 View the created task in the task list. You can click Detail to view the task details.

On the task details page, you can stop executing upgrade tasks for up to 100
devices in batches or an upgrade task for a single device. You can retry failed
upgrade tasks for up to 100 devices in batches or an upgrade task for a single
device. You can click All Retry to retry the upgrade task for all failed devices.

Task Details
Basic Information
ade Timeout®@  30minute
Execution Details Selected Upgrade Package
1
All Retry
Status Device ID
@ Running e S
0 | Towrecorss 1 < [l
----End

All

Upgrade Description

QueryingVersion

Running

Firmware upgrade

Retry attempts: 0 | Retry

interval (min): 0

30day

Operation
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Service Implementation

Step 1 Use MQTT.fx to simulate device access to the platform.

Step 2 Use MQTT.fx to subscribe to the downstream message topic of the platform.
MQTT.fx receives the version query command delivered by the platform.

Topic
Downstream: $oc/devices/{device_id}/sys/events/down
Parameters

For details, see Platform Delivering an Event to Obtain Version Information.

Figure 2-47 Subscribe/Push

@ MQTTfx - 1.7.1 - a x

File Extras Help

Disconne:

Publish | Subscribé = Scripts rStatus  Log
1

Enter the topic and click Subscribe.

S/ 6079042873515202c 16182

LT he version query command delivered by the platform is received.

Topics Collector (0) So /6079042873515a02c16d82_112332

1-05-2021 09.43.10.34990179

Payload decoded by  Plain Text Decader

Step 3 Report the software and firmware version information using MQTT.fx.
Topic
Upstream: $oc/devices/{device_id}/sys/events/up
Parameters
For details, see Device Reporting the Software and Firmware Versions.

Example

Topic: $oc/devices/{device_id}/sys/events/up
Data format: {
"object_device_id": "{object_device_id}",
"services": [{
"service_id": "$ota",
"event_type": "version_report",
"event_time": "20151212T121212Z2",
"paras": {
"sw_version": "v1.0",
"fw_version": "v1.0"
}
3
}
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Figure 2-48 Reporting version numbers

@ MQTTH - 1.7

Publish = Subscribe  Scripts  Broker Status  Log . o .
M Click Publish to report the version information.

Publish 5O Qos1  Qos2 Retain

i Enter version information.

Step 4 After the version numbers are reported, the simulator receives an upgrade
notification from the platform. The notification is as follows:

Topic
Upstream: $oc/devices/{device_id}/sys/events/down
Parameters

For details, see Platform Delivering an Upgrade Event.

Issue 1.0 (2022-06-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 119


https://support.huaweicloud.com/intl/en-us/api-iothub/iot_06_v5_3030.html

loT Device Access

Best Practices 2 Device Access

Figure 2-49 Obtaining the upgrade notification

L]
File Extras Help

Disconnect

Publish | Subscribe Scripts Broker Status Log

$oc/devices/542695a997bacf 7a56438fae_ota0615/sys/events! 2 $oc/devices/ 6426952997t ota0s15/sy

Dump Messages Mute Unsubscribe
$oc/devices/642695a997bacf7a56438fae_ota0615/sys/events/down

Soc/devices/642695a997bacf7a56438fae_ota0615/sys/events/down

(24
[ Qos0 ]
{"object_devi 1"6426052007bacf7a56438fae_otad615”, "services™: [{"event_type”:"fir
mware_upgrade v i vent_time":"20230818T0706587" ,"paras”:{"version”
$"V3.23%,"url™: "htip 8943/iodm/dev/v2.0/upgradefile/applications/dd70
8a%bcheb4e55bbd1d348¢

Topics Collector (0)

gn" 1 "b79dc7258a2f 14bdfe80797dbdekk
"12121212"}}1}

Payload decoded by | Plain Text Decoder

Step 5 After the device receives the upgrade notification, send an HTTP request to
download the upgrade package.

A cURL command is used in this demonstration.

Figure 2-50 Downloading the upgrade package

BN windows\system32\cmd.exe

Example
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curl -X GET -H "Authorization:Bearer "https://100.93.28.202:8943/iodm/dev/v2.0/
upgradefile/applications/ddecccc223574aee9466fe8f7e16a205/devices/
6079042873515a02c16ffd82_123456789/packages/4f201f38c281ca5d40794a3f" -v -k

/A\ CAUTION

e Add Authorization to the HTTP request header. The value of Authorization is
Bearer {access_token}, where the value of {access token} is the token in the
upgrade notification. Leave a space between Bearer and {access token}

e |f event_type is set to firmware_upgrade_v2 or software_upgrade_v2, the
request header does not need to be carried in the request for downloading the
software or firmware package. An example request is as follows:

GET https://*****.obs.cn-north-4.myhuaweicloud.com:443/test.bin?
AccessKeyld=DX5G 7 \W*r#iiiix

Step 6 Enable the device to report the upgrade status.
Topic
Upstream: $oc/devices/{device_id}/sys/events/up
Parameters
For details, see Device Reporting the Upgrade Status.

Example

Topic: $oc/devices/{device_id}/sys/events/up
Data format:
{ "object_device_id": "{object_device_id}",
"services": [{
"service_id": "$ota",
"event_type": "upgrade_progress_report",
"event_time": "20151212T1212122",
"paras": {
"result_code": 0,
"progress": 50,
"version": "V1.0",
"description": "upgrade processing"
}
H

The following figure shows that the upgrade progress is 50%, which is displayed
on the platform.
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Figure 2-51 Reporting the upgrade progress (50%)

@ MQTT.h - 1.7.1

Disconnect

Publish Subscribe  Scripts  Broker Status  Log

Publish Qo050

Figure 2-52 Querying the upgrade progress

Task Details

Basic Information

Task Name upgrade Status
Execution Time Mow Task Type
Start Time Oct 12, 2023 17:29:04 GMT+08:00 Retry Policy

Qos1

Qos2 Retained

Running

Firmware upgrade

Retry attempts: 0 | Retry
interval (min): 0

Single Device Upgrade Timeout®  30minute Single Device Task Timeout @  30day
Execution Details Selected Upgrade Package
Total Devices to Upgrade ® Successful ® Failed Other
1 0 0 1
Batch Retry Batch Stop All - | | Please input the deviceld Q |

Status Device ID

]

[7] ® Running

Total Records: 1

Upgrade Description

6426953997 bacf7a56438Tae_ot. .

‘|

downloading progress is 50%

Operation

Retry | Stop
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Step 7

Complete the upgrade.
If the upgrade progress is 100% and the current version is the target version, the
upgrade task success will be displayed on the platform.

Figure 2-53 Reporting the upgrade progress (100%)

@ MQTTfx - 1.7.1 - O X

Publish | Subscribe Scripts Broker Status Log

Publish 050 Retained

Figure 2-54 Querying the upgrade status

P
Upgrades
o
—O ©
Wanage Resource Package Greate Upgrade Task
Fimware Upgrades  Software Upgrades
Greate Task Al ~llc
Task Name/ID. Status Task Type Start Time Operation

testtor2
6527516c1497006449517048.

® Successful Firmuare upgrade Oct 12,2023 095452 GMT+08:00 Detail | copied. | Delste

® Failed Firmware upgrade Detail pied. | Delet

® Failed Firmware upgrade Detail pied. | Delet

® Failed Firmware upgrade Detail = copied. = Delete

® Failed Firmware upgrade Detail pied. | Delet
— IEEEEEE
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2.10 Connecting a Device That Uses the X.509
Certificate Based on MQTT.fx

This topic uses MQTT.fx as an example to describe how to connect devices to
[oTDA using the native MQTT protocol. MQTT.fx is a widely used MQTT client.
Using MQTT.fx, you can easily verify whether devices can interact with IoTDA to
publish or subscribe to messages.

An X.509 certificate is a digital certificate used for communication entity
authentication. IoTDA allows devices to use their X.509 certificates for
authentication. The use of X.509 certificate authentication protects devices from
being spoofed.

Prerequisites

e You have registered a Huawei Cloud account. If you have not registered, click
here to complete the registration.

e  You have subscribed to the 10TDA service. If you have not subscribed to the
service, go to the l10TDA service page, and click Access Console to subscribe
to the service.

Constraints
e Only MQTT devices can use X.509 certificates for identity authentication.
e You can upload a maximum of 100 device CA certificates.

X.509-based Authentication

e The complete two-way certificate authentication is as follows:
Two-Way Authentication
Service Process

@ Peffﬁr'fn--twg-way authentication
0Upload and verify the device CA. and senﬂce\ interaction.

loTDA

'y

@ Register the device.
Preset the device 1D on the platform.
(Optianal) Set the device certificate fingerprint.

® Issue the device certificate.
— — —— — >
L — 3

o Burn the device ID, device certificate, and
User corresponding private key.
(Optional) Burn the platform CA certificate.

Device

e Two-way certificate authentication:
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3 Two-Way Authentication

Preconfigure the
platform trust
anchor in step 4.

Preconfigure the
device trust
anchor in step 1.

L —_)
Device

51

¢nd information such as the client SSL version.

 server certificate.

—
/ﬁ Return the server SSL version, random code, and

loTDA

5.3 Verify the server certificate
Optional) Use the server CA
ertificate to verify the digital

signature of the server certificate.

5.4 Send the client ceriificate.

Verify the digital signature
based on the trust anchor to
check the peer end identity.

Transmit secret
information through public
key encryplion and
private key decryption

5.6 The client sends its supported symmetric
encryption modes to the server for selection.

15.5 Verify the client certificate. Use the
> iclient CA certificate to verify the digital

signature of the client certificate.

5.8 Encrypt the selected symmetric encryption mode
using the public key of the client and send the mode
1o the client

5.7 Select a symmetric encryption mode.

5.9 Use the client private key to decrypt and obtain
the symmetric encryption mode, generate a random
code and a symmetric encryption key, encrypt the
symmetric encryption key using the server public key,
and send the encrypted random code to the server

5.12 Successful connection

5.10 Use the server private key to decrypt

‘and obtain the symmetric encryption key.

5.11 Service-layer verification

Obtaining Device Access Information

Perform the following procedure to obtain device access information on the lIoTDA

console:

Step 1 Log in to the lIoTDA console.

Step 2 In the navigation pane, choose Overview and click Access Details in the Instance
Information area to view the device access information and record domain names

and ports.

Figure 2-55 Platform access addresses

IoT Device Access

Currentnstance (2

Instance Information

50,000

B % % %

Edton Basic Ediion

Biling Mods Fayperuse
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(11 NOTE

For devices that cannot be connected to the platform using a domain name, run the ping
Domain name command in the CLI to obtain the corresponding IP address. Then you can
connect the devices to the platform using the IP address. The IP address is variable and
needs to be set using a configuration item.

--—-End

Creating a Product

Step 1 Log in to the console, choose Products in the navigation pane, and click Create

Product in the upper right corner.

Step 2 Set the parameters as prompted and click OK.

Basic Information

Resource The platform automatically allocates the created product to the

Space default resource space. If you want to allocate the product to
another resource space, select the resource space from the drop-
down list. If a resource space does not exist, create it first.

Product Customize the value. The name can contain letters, numbers,

Name underscores (_), and hyphens (-).

Protocol Select MQTT.

Data Type Select JSON.

Manufacture | Customize the value. The name can contain letters, numbers,

r underscores (_), and hyphens (-).

Industry Set this parameter based on the site requirements. If the product
model preset on the platform is used, set this parameter based
on the industry to which the product model belongs. If not,
select Default.

Device Type | Set this parameter based on the site requirements. If the product

model preset on the platform is used, the device type is
automatically matched.

Advanced Settings

Product ID Set a unique identifier for the product. If this parameter is
specified, the platform uses the specified product ID. If this
parameter is not specified, the platform allocates a product ID.

Description | Provide a description for the product. Set this parameter based

on the site requirements.
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Figure 2-56 Creating a product

Create Product

Resource Space > @
To create a new resource space, you can go to the instance details page
Product Name
Protocol MartT » | @
Data Type JSON - @
Manufacturer
Industry Default v
Device Type @

Advanced Settings v  Custom Product ID | Description

Cancel

--—-End

Developing a Product Model

Step 1 Click the created product. The product details page is displayed.

Step 2 On the Model Definition tab page of the product details page, click Custom
Model to add services of the product.

Step 3 Add the Connectivity service.

1. On the Add Service page, configure Service ID, Service Type, and
Description, and click OK.

- Service ID: Enter Connectivity.

- Service Type: You are advised to set this parameter to the same value as
Service ID.

- Description: Enter Connectivity.
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Figure 2-57 Adding a service

Add Service
Service 1D Connectivity
Service Type Connectivity

Description Connectivity

2. Choose Connectivity, click Add Property, enter related information, and click
OK.

- Property Name: Enter dailyActivityTime.
- Data Type: Select Integer.

- Access Permissions: Select Read.

- Value Range: Set it to 0-65535.

-  Step: Enter 1.

- Unit: Enter s.

Figure 2-58 Adding a property

Add Property :
Property Name dailyActivity Time
Description
Data Type Integer v
Access Permissions Write
Value Range 0 —| 65535
Step 1
Unit 5

Step 4 Add the Battery service.
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On the Model Definition tab page, click Add Service, configure Service ID,
Service Type, and Description, and click OK.

- Service ID: Enter Battery.

- Service Type: You are advised to set this parameter to the same value as
Service ID.

- Description: Enter Battery.

Figure 2-59 Adding a service

Add Service
Service ID Battery
Service Type Battery

Description Battery

Choose Battery, click Add Property, enter related information, and click OK.
- Property Name: Enter batteryLevel.

- Data Type: Select Integer.

- Access Permissions: Select Read.

- Value Range: Set it to 0-100.

- Step: Enter 1.

- Unit: Enter %.
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Figure 2-60 Adding a property

Add Property :
Property Name batteryLevel
Description
Data Type Integer v
Access Permissions Write
Value Range 0 —| 100
Step 1
Unit %

--—-End

Uploading a Device CA certificate

Step 1 In the left navigation pane, choose Devices > Device CA Certificates, and click
Upload Certificate in the upper right corner.

Step 2 In the displayed dialog box, click Select File to add a file, and then click OK.

Figure 2-61 Uploading a certificate

Upload Certificate

CA Certificate (3) rootCA pem (1.31KB X Add File
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(11 NOTE

e Device CA certificates are provided by device vendors. You can prepare a
commissioning certificate during commissioning. For security reasons, you are advised
to replace the commissioning certificate with a commercial certificate during
commercial use.

e CA certificates cannot be used to verify server certificates upon expiration. Replace these
certificates before expiration dates to ensure that devices can connect to the loT
platform properly.

--—-End

Making a Device CA Commissioning Certificate

This section uses the Windows operating system as an example to describe how to
use OpenSSL to make a commissioning certificate. The generated certificate is in
PEM format.

Download and install OpenSSL.
2. Open the CLI as user admin.

3.  Run cd c:\openssl\bin (replace c:\openssl\bin with the actual OpenSSL
installation directory) to access the OpenSSL view.

4. Generate a public/private key pair.
openssl genrsa -out rootCA.key 2048

5. Use the private key in the key pair to generate a CA certificate.
openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.pem

The system prompts you to enter the following information. All the
parameters can be customized.

- Country Name (2 letter code) [AU]: country, for example, CN
- State or Province Name (full name) []: state or province, for example, GD
- Locality Name (for example, city) []: city, for example, SZ

- Organization Name (for example, company) []: organization, for
example, Huawei

- Organizational Unit Name (for example, section) []: organization unit, for
example, loT

- Common Name (e.g. server FQDN or YOUR name) []: common name, for
example, zhangsan

- Email Address []: email address, for example, 1234567@163.com

Obtain the generated CA certificate rootCA.pem from the bin folder in the
OpenSSL installation directory.

Uploading a Verification Certificate

If the uploaded certificate is a commissioning certificate, the certificate status is
Unverified. In this case, upload a verification certificate to verify that you have the
CA certificate.
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Figure 2-62 Device CA certificate
Device CA Certificates @ % Recource Space

You can upload a maximum of 100 certificates.

Certificate ID Certificate Owner Created Valid Till Operation

0 GMT+08:00 Delete | Download

The verification certificate is created based on the private key of the device CA
certificate. Perform the following operations to create a verification certificate:

Step 1 Obtain the verification code to verify the certificate.

Figure 2-63 Uploading a verification certificate
Device CA Cerfificates @ % Recouice Space s +

ion Status Cartificate D Certificate Owner Created Valid Till Qperation

800 Deete  Download

Nov 10, 2006 08:03:00 GT+0&:€0 e eticate @ | Uploac Ve

Figure 2-64 Obtaining a verification code

Upload Verification Certificate
Verification Code (@)

Verification Certificate Add File

Step 2 Generate a key pair for the verification certificate.
openssl genrsa -out verificationCert.key 2048

Step 3 Create a certificate signing request (CSR) for the verification certificate.
openssl req -new -key verificationCert.key -out verificationCert.csr

The system prompts you to enter the following information. Set Common Name
to the verification code and set other parameters as required.

e Country Name (2 letter code) [AU]: country, for example, CN

e State or Province Name (full name) []: state or province, for example, GD

e Locality Name (for example, city) []: city, for example, SZ

e Organization Name (for example, company) []: organization, for example,
Huawei

e Organizational Unit Name (for example, section) []: organization unit, for
example, loT

e Common Name (e.g. server FQDN or YOUR name) []: verification code for
verifying the certificate. For details on how to obtain the verification code, see
Step 1.
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Email Address []: email address, for example, 1234567@163.com
Password[]: password, for example, 1234321

e  Optional Company Name[]: company name, for example, Huawei

Step 4 Use the CSR to create a verification certificate.

openssl x509 -req -in verificationCert.csr -CA rootCA.pem -CAkey rootCA key -CAcreateserial -out
verificationCert.pem -days 500 -sha256

Obtain the generated verification certificate verificationCert.pem from the bin
folder of the OpenSSL installation directory.

Step 5 Locate the target certificate, click ~ , and click Upload Verification Certificate.

Figure 2-65 Uploading a verification certificate

Device CA Certificates @ &
You can upload a maximum of 100 ceriificates.

Certificate ID Certficate Owner Created Valid Till Operation

08:00 Delete | Dawn'oad

Nov 10, 2006 (8:00.00 GMT+05:00 @ | upha

Step 6 In the displayed dialog box, click Select File to add a file, and then click OK.
Figure 2-66 Completing verification

Upload Verification Certificate
Verification Code (7)

Verification Certificate verificationCert. pem X Add File

After the verification certificate is uploaded, the certificate status changes to
Verified, indicating that you have the CA certificate.

--—-End

Presetting an X.509 Certificate

Before registering an X.509 device, preset the X.509 certificate issued by the CA on
the device.

(10 NOTE

The X.509 certificate is issued by the CA. If no commercial certificate issued by the CA is
available, you can create a device CA commissioning certificate.

Creating an X.509 Commissioning Certificate
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Run ecmd as user admin to open the CLI and run cd c:\openssl\bin (replace
c:\openssl\bin with the actual OpenSSL installation directory) to access the
OpenSSL view.

Generate a public/private key pair.
openssl genrsa -out deviceCert.key 2048

Create a CSR.

openssl req -new -key deviceCert.key -out deviceCert.csr

The system prompts you to enter the following information. All the
parameters can be customized.

Country Name (2 letter code) [AU]: country, for example, CN
State or Province Name (full name) []: state or province, for example, GD
Locality Name (for example, city) []: city, for example, SZ

Organization Name (for example, company) []: organization, for
example, Huawei

Organizational Unit Name (for example, section) []: organization unit, for
example, loT

Common Name (e.g. server FQDN or YOUR name) []: common name, for
example, zhangsan

Email Address []: email address, for example, 1234567@163.com
Password[]: password, for example, 1234321
Optional Company Name[]: company name, for example, Huawei

Create a device certificate using CSR.
openssl x509 -req -in deviceCert.csr -CA rootCA.pem -CAkey rootCA .key -CAcreateserial -out
deviceCert.pem -days 500 -sha256

Obtain the generated device certificate deviceCert.pem from the bin folder in
the OpenSSL installation directory.

Registering a Device Authenticated by an X.509 Certificate

Step 1 Log in to the lIoTDA console.

Step 2 In the navigation pane, choose Devices > All Devices, click Individual Register in
the upper right corner, set parameters based on the table below, and click OK.
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Figure 2-67 Registering a device

Individual Register

Resource Space @

Authentication Type

Fingerprint

Cancel

Parameter

Description

Resource
Space

Select the resource space to which a device belongs.

Product

Select the product to which the device belongs.
If no product is available, create a product first.

Node ID

Set this parameter to the IMEI, MAC address, or serial number
of the device. If the device is not a physical one, set this
parameter to a custom character string that contains letters
and digits.

Device Name

Customize the device name.

Authenticatio
n Type

X.509 certificate: The device uses an X.509 certificate for
identity verification.

Fingerprint

This parameter is displayed when Authentication Type is set to
X.509 certificate. Import the fingerprint corresponding to the
preset device certificate on the device side. You can run
openssl x509 -fingerprint -sha256 -in deviceCert.pem in the
OpenSSL view to query the fingerprint. Note: Delete the colon
(:) from the obtained fingerprint when f
[ 2-2-1ump certl. # o 509 -fi rint - in r

--—-End

Performing Connection Authentication

You can activate the device registered with the platform by using MQTT.fx. For
details, see Device Connection Authentication.
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Step 1 Download MQTT.fx (64-bit OS) or MQTT.fx (32-bit OS) and install it.
{11 NOTE

e Install the latest MQTT.fx tool. Download it.

e MAQTT.fx 1.7.0 and earlier versions have problems in processing topics containing $. Use
the latest version for test.

Step 2 Go to the 10TDA client ID generator page, enter the device ID and secret
generated after registering a device to generate connection information
(including Clientld, Username, and Password).

(1 NOTE

You can set DeviceSecret to any value, for example, 12345678.

Figure 2-68 Obtaining Clientld

HUAWEI CLOUD loT MQTT Client ID Generator

This tool is used to generate MQTT Client IDs. For details about the algorithm of device connection authentication, click the button below.
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Parame | Mand | Type Description
ter atory
Clientld | Yes String(2 | The value of this parameter consists of a device
56) ID, device type, password signature type, and

timestamp. They are separated by underscores
Q).

e Device ID: A device ID uniquely identifies a
device and is generated when the device is
registered with I0TDA. The value usually
consists of a device's product ID and node ID
which are separated by an underscore (_).

e Device type: The value is fixed at 0, indicating
a device ID.

e Password signature type: The length is 1 byte,
and the value can be 0 or 1.

- 0: The timestamp is not verified using the
HMAC-SHA256 algorithm.

- 1: The timestamp is verified using the
HMAC-SHA256 algorithm.

e Timestamp: The UTC time when the device
was connected to loTDA. The format is
YYYYMMDDHH. For example, if the UTC time
is 2018/7/24 17:56:20, the timestamp is
2018072417.

Userna | Yes String(2 | Device ID.
me 56)

Each device performs authentication using the MQTT CONNECT message, which
must contain all information of the client ID. After receiving a CONNECT message,
IoTDA checks the authentication type and password digest algorithm of the
device.

The generated client ID is in the format Device ID_0_0_Timestamp. By default,
the timestamp is not verified.

e If the timestamp needs to be verified using the HMAC-SHA256 algorithm, the
platform checks whether the message timestamp is consistent with the
platform time and then checks whether the password is correct.

e If the timestamp does not need to be verified using the HMAC-SHA256
algorithm, the timestamp must also be contained in the CONNECT message,
but the platform does not check whether the time is correct. In this case, only
the password is checked.

If the authentication fails, the platform returns an error message and
automatically disconnects the MQTT connections.

Step 3 Open the MQTT.fx tool and click the setting icon.

Issue 1.0 (2022-06-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 137



loT Device Access
Best Practices

2 Device Access

Figure 2-69 Settings

@ MQTTH-171

7l Extras Help

3 .
. 10t

m Subscribe  Scripts  Broker Status  Log

Step 4 Enter Connection Profile information.

Figure 2-70 Using default settings for parameters on the General tab page

Profile Name

Profile Type

MQTT Broker Profile Settings

Broker Address

Broker Port

Client ID

local mosquitto

MQTT Broker - i\\\\ m

3160 e e

8883

SRl D DD Dl | Generate

A user credentials  SSL/TLS  Proxy  LWT

Connection Timeout

Keep Alive Interval

Clean Session

Auto Reconnect
Max Inflight

MQTT Version

Revert

30

10

v Use Default

Clear Publish History

Clear Subscription History

G of  Aeey

Parameter

Description

Broker Address

Enter the device access address (domain name)
obtained from the IoTDA console. If the device cannot
be connected using a domain name, enter the IP
address obtained in 2.

Broker Port

Enter 8883.

Cliend ID

Enter the device Clientld obtained in 2.
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Step 5 Click User Credentials and specify User Name.

Figure 2-71 Entering the device ID

Profile Name | local mosquitto

Profile Type  MOQTT Broker - _‘ 5

MQTT Broker Profile Settings
Broker Address | e e e e e e e e e e e e e e e

Broker Port | 3383

Client ID Generate

General BUEEEROEGENEN SSL/TLS  Proxy LWT

User Name

Password
Revert m OK Apply
Parameter Description
User Name Enter the Deviceld obtained in 2.
Password Leave it blank when the X.509 certificate is used for
authentication.

Step 6 Click SSL/TLS, set authentication parameters, and click Apply. Select Enable SSL/
TLS, select Self signed certificates, and enter the certificate information.

Issue 1.0 (2022-06-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 139



loT Device Access
Best Practices 2 Device Access

Figure 2-72 Setting SSL/TLS parameters

Profile Mame | local mosquitto

0]

Profile Type  MQTT Broker - A

MQTT Broker Profile Settings
Broker AQOress | aaaa e e s aeey e e e

Broker Port | 8883

Client ID

Generate
General  User Credentials SLEIFRIEE Proxy LWT

Enable SSL/TLS v o Protocol  TLSv12

CA signed server certificate
CA certificate file
CA certificate keystore

® Self signed certificates

CA File

Client Certificate File | (xSt pem - O
Client Key File | S0l el et key 5 ]

Client Key Password
PEM Formatted v/ @

Self signed certificates in keystores

Revert m OK Apply

(11 NOTE

CA File: corresponding CA certificate. Download the certificate from Obtaining Resources
and load the PEM certificate.
Client Certificate File: device certificate (deviceCert.pem).

Client Key File: private key (deviceCert.key) of the device.

Step 7 Click Connect. If the device authentication is successful, the device is displayed
online on the platform.

Figure 2-73 Device status

evice List  Batch Registration Batch Deletion  File Uploads

--—-End

Reporting Data

Use MQTT.fx to report data to the platform. For details, see Reporting Device
Properties in the AP/ Reference.

If the device reports data through the MQTT channel, the data must be sent to
the specified topic. The format of the topic for reporting the data is Soc/devices/
{device_id}/sys/properties/report, where device_id is the device ID returned after
device registration.
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Step 1 Enter the API address in the format of "$oc/devices/{device_id}/sys/properties/
report”, for example, Soc/devices/5ed4e2e92ac-164aefa8fouquani/sys/
properties/report.

Figure 2-74 Entering the API address

@ MOTTH- 1.7

File  Extras

‘

Help

"carwire 1Ad" "Temnaratiira®

Step 2 Enter the data to report.

Request parameters

Disconnect

m Subscribe  Scripts  Broker Status  Log

Soc/devices/Sede2 e T Tn e e e ettt e e g uan

operty>

Paramet | Mandat | Type Description
er ory
services Yes List<ServicePr | Service data list. (For details, see the

ServiceProperty structure below.)

ServiceProperty structure

Paramet | Manda | Type Description

er tory

service_id | Yes String Service ID.

propertie | Yes Object Service properties, which are defined in
S the product model of the device.
event_tim | No String UTC time when the device reports data.
e The format is yyyyMMddTHHmMmssZ, for

example, 20161219T114920Z.

If this parameter is not carried in the
reported data or is in incorrect format, the
time when I0TDA receives the data is
used.

Example request

{

"services": [{

"service_id": "Connectivity",
"properties": {
"dailyActivityTime": 57
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}

"service_id": "Battery",

"properties™: {
"batteryLevel": 80

}

Figure 2-75 Example request

event_time": "20151212T1212122"

event_time": "20151212T1212122"

@ MOTTH- 174

7IEN  Extras
m Subscribe  Scripts  Broker Status  Log

»  Soc/devices/{device_id}/sys/properties/report

Help

"services": [{
"service_id": "Connectivity",
"properties": {
"dailyActivityTime": 57
)
“event_time": "20151212T1212127
.
{
"service_id": "Battery”,
"properties": {
"batteryLevel™: 80

i
“event_time": "20151212T1212127°
}

1
]

Disconnect

QL) Qest

Qos2

Retained i

Step 3 Click Publish. Then you can check whether the device successfully reports data on

the platform.

Figure 2-76 Reporting data

2 ® onine @

=}

Q Lastest Reported Time

dallyActivityTime.

-

=1
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]}

LY
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--—-End

2.11 Connecting an OpenHarmony 3.0 Device to lIoTDA

This topic uses BearPi-HM_Nano development board as an example to describe
how to connect an OpenHarmony 3.0 device to I0TDA using the
huaweicloud_iot_link SDK.

Prerequisites

e You have registered a Huawei Cloud account. If you have not registered, click
here to complete the registration.

e You have subscribed to the 10TDA service. If you have not subscribed to the
service, go to the lI0TDA service page, and click Access Console to subscribe
to the service.

Hardware Environment

You need to prepare a BearPi-HM_Nano development board, E53_IA1 expansion
module, Type-C data cable, and PC.

Software Environment

Set up the environment in IDE-based mode or CLI-based mode. The BearPi-
HM_Nano main control chip is Hi3861. Install the corresponding environment.

(1 NOTE

If you install gcc_riscv32 in the environment of the Hi3861 development board, download
the gcc_riscv32 image. Otherwise, some plug-ins may fail to be downloaded or installed.

NOTICE

It may take a long time to download a large amount of open-source code.
Therefore, reserve sufficient time.
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Creating a Product

Step 1 Log in to the console, choose Products in the navigation pane, and click Create
Product in the upper right corner.

Step 2 Set the parameters as prompted and click OK.

Basic Information

Resource The platform automatically allocates the created product to the

Space default resource space. If you want to allocate the product to
another resource space, select the resource space from the drop-
down list. If a resource space does not exist, create it first.

Product Customize the value. The name can contain letters, numbers,

Name underscores (_), and hyphens (-).

Protocol Select MQTT.

Data Type Select JSON.

Manufacture | Customize the value. The name can contain letters, numbers,

r underscores (_), and hyphens (-).

Industry Set this parameter based on the site requirements. If the product
model preset on the platform is used, set this parameter based
on the industry to which the product model belongs. If not,
select Default.

Device Type | Set this parameter based on the site requirements. If the product

model preset on the platform is used, the device type is
automatically matched.

Advanced Settings

Product ID Set a unique identifier for the product. If this parameter is
specified, the platform uses the specified product ID. If this
parameter is not specified, the platform allocates a product ID.

Description | Provide a description for the product. Set this parameter based

on the site requirements.
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Figure 2-77 Creating a product

Create Product

Resource Space v @

To create a new resource space, you can go to the instance details page

Product Name

Protocol MQTT > | @
Data Type JSON v |®
Manufacturer

Industry Default v
Device Type @

Advanced Settings ¥  Custom Product ID | Description

Cancel

--—-End

Developing a Product Model

Step 1 Click the created product. The product details page is displayed.

Step 2 On the Model Definition tab page of the product details page, upload a model
file BearPi_Agriculture.zip.

(11 NOTE

1. In the product list, click the name of a product to access its details. On the product
details page displayed, you can view basic product information, such as the product ID,
product name, device type, data format, manufacturer name, resource space, and
protocol type. The product ID is automatically generated by the platform. Other
information is defined by users during product creation.

2. You can click Delete to delete a product that is no longer used. After the product is
deleted, its resources such as the product models and codecs will be cleared. Exercise
caution when deleting a product.

--—-End

Registering a Device
Step 1 Log in to the 10TDA console.

Step 2 In the navigation pane, choose Devices > All Devices, click Individual Register in
the upper right corner, set parameters based on the table below, and click OK.
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Figure 2-78 Registering an individual device

Individual Register x
Resource Space @ -
Product v
I"\vtht;::leu‘c?s“:]a“\:e subscribed to the platform preset topic by default. View the list of
Node ID @
Device Name
Authentication Type @ Secret X509 certificate
Secret L5
Confirm Secret ©
Parameter Description
Resource Select the resource space to which a device belongs.
Space
Product Select the product to which the device belongs. If no product is
available, create a product first.
Node ID Set this parameter to the IMEI, MAC address, or serial number

of the device. If the device is not a physical one, set this
parameter to a custom character string that contains letters
and digits.

Device Name | Customize the device name.

Authenticatio | Select Secret.
n Type

Secret Customize the secret used for device access. If the secret is left
blank, the platform automatically generates a secret.
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Figure 2-79 Obtaining the device secret

Device Registered

The system automatically allocated the following device information, which you can use to
activate the device.

Click Copy

For security reasons, the secret will not be available on the device details page. If

you forget the secret, click Reset Secret on the Overview tab page to reset the
secret.
Save & Close
(1 NOTE

1. Save the device ID and secret. They are used for authentication when the device
attempts to access l0TDA.

2. If the secret is lost, you can reset the secret. The secret generated during device
registration cannot be retrieved.

3. You can delete a device that is no longer used from the device list. Deleted devices
cannot be recovered. Exercise caution when performing this operation.

--—-End

Using the Huaweicloud_iotlink SDK
Step 1 Download the source code oh3.0_hwcloud_iotlink-master.zip.

Step 2 Copy the preceding source code to the src > third_party directory of the
OpenHarmony source code. Note that the third-party libraries of OpenHarmony
and Huaweicloud_iotlink SDK use the OpenHarmony library files, such as cJSON
and Mbed TLS.

Step 3 Add the following code to the OpenHarmony 3.0 source code file device\bearpi
\bearpi_hm_nano\app\BUILD.gn and select the demo using the comment symbol
(#).

"//third_party/hwcloud_iotlink/demos/mqtt_tiny_v5_agriculture_demo:mqtt_tiny_v5_agriculture_demo",
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Figure 2-80 Selecting a demo

"/ /third_party/hwcloud_iotlink/demos/mqtt_tiny v5_agriculture_demo:mqtt_tiny v5_agriculture_demo",

(10 NOTE

2 in Figure 6 is the demo of connecting an MQTT device to Huawei Cloud. Check the
BUILD.gn file, as shown in Figure 2-81. A contains the library files related to the
development board hardware and Wi-Fi. B contains the library files required for connecting
an MQTT device to Huawei Cloud, including cJSON, MQTT- and OSAL-related files, and
configuration library files. C indicates that the hwcloud_iotlink library needs to be compiled
when the file is compiled. Necessary libraries and C files of the file are located based on the
specified path for compilation.

Figure 2-81 Code compilation file

include dirs
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Figure 2-82 Main function file of the demo

TotMainTaskEntry(

BUILD.gn

test_main.c N

link main task entry()
( ) osal task create inTaskEntry",CloudMainTaskEntr

app_demo ... M : : b
( ) osal task create("Selso skEntry™,SensorTaskEntry,

‘TotMainTaskEntry);

(11 NOTE

A in Figure 2-82 shows the library files and DTLS library files required for connecting an
MQTT device to Huawei Cloud. The link_main_task_entry() function must be called in the
entrypoint function loTMainTaskEntry() first to ensure the OSAL installation and
initialization of other configurations.

Step 4 Set parameters.

Figure 2-83 Modifying parameters

v hwdoud_iotlink
7 at

7 oJSON

2 ac

v demos

2 hello_world
V maqt_tir

£ BUILD.an
_ matt.v5_oc agriculture_sample.c
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/A\ CAUTION

(1) To connect to the cloud, you need to modify the network configuration
information, Wi-Fi hotspot account and password, and device ID and key
registered on the cloud based on your device. Note that this device supports only
2.4 GHz Wi-Fi.

(2) Change the interconnection address to the MQTT access address displayed in
the Access Details dialog box on the Overview page of the console.

(3) Compilation and burning can be performed in IDE mode or CLI mode.

(4) After burning, press the RESET button on the development board to start the
device.

(5) The preceding code is based on OpenHarmony 3.0. For other versions, modify
the OpenHarmony source code path introduced in the BUILD.gn file as required.

--—-End

Connecting the Device to the Platform

After the code is burnt to the device, restart the device. You need to restart the
device twice for the first time. During the first burning, you may need to configure
the internal information. After the device is restarted twice, it can connect to
Huawei Cloud.

On the platform, you can view details about the reported data and deliver
commands to control devices, as shown in the following figures.

Figure 2-84 Data reporting

20221213T094527ZDeviceSimulator £ & Onine @ SmartStreetiight

=]

=1

LY
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Figure 2-85 Command delivery

Debug output Real-Time Refresh X Ciear Log
Command Delivery Command Delivery

Application Simulator loT Platform Device Simulator
Data Repeorting Data Reporting

“ Data Received Commands Sent “ Commands Received Data Reported

Commands Sent Commands Received

Message Body: { "service_id": "Agriculture”, "command_name"

wh o et Received Message Body: { "paras™ [ "Light™: "ON"}, "service_id"
Agriculture_Control_light”, "paras™ { "Light": "ON"} ] .

"Agriculture”, "command_name": "Agriculiure_Control_light" }

Figure 2-86 Log information

[DEEUG] [4750] [hub_step] hub_step:enter

[DEBUG] [4750] [dnp_connect] ec_mgti_cennect:server:121. 36. 42. 100 port:1833
[DEBUG] [4750] [dnp_connect]
oc_mott_comnect:client_id:60bf519cb86dTh02bco1l8aa% 202106081919 0_0_ 1970000100
[DEEUG] [4760] [dnp_cormect] oc_mott_conmect:user:&0bf5lochsdThozbhe518aa9_ 202106081919
pazsswd:0d4a2487A54978ef1398dc04cT T S92bf f03940814708056ed0e351 94T el fh
[DEEUG] [4990] [dnp_cormect] oc_mott_cormect:recods:0 :STCCESS

[DEEUG] [45990] [dnp_subscribe] oc_mott subscribe:start

[DEEUG] [5000] [dnp_subscribe] oc_mott default subscribe:topic:
$oc/devices/60bf519chBadTh02heh1 Baad_2021 06081918/ svs /conmands /#

[DEBUG] [5080] [dnp_subscribe]l oc_mgtt_default_subscribe:retcoede:0:success
[DEBUG] [5080] [dnp_subscribe] oc_mgtt_subscribe:tepic:

$oc/devices /60bf519cbBadTh0Zbe51Baa%_202106081918// sve /nessages /down

[DEEUG] [5170] [dmp_subscribe] oc_mott_subscribe:retcode:0:success

[DEEUG] [5170] [dmp_subscribe] oc_mott_subscribe:topic:

foc/devices /80bf519chb36dTh0zbe518aa% 202106081519 svs/properties/set/H
[DEEUG] [5260] [dnp_subscribe] oc_mott subscribe:retcode:0:success

[DEEUG] [5260] [dnp_subscribe] oc_mott subscribe:topic:
$oc/devices/60bf519chRadThOZhe51 8aa®_2021 06081913/ sve /properties /get/#
[DEBUG] [5310] [dnp_subscribe] oc_mgtt_subscribe:retcede:D:success

[DEBUG] [5310] [dnp_subscribe] oc_mgtt_subscribe:tepic:

$oc/devices /60bf519cbeadTh0Zbe518aa%_202106081919/ eve /shadow/get/Tesponsze/#
[DEEUG] [5390] [dnp_subscribe] oc_mott_subscribe:retcode:0:success

[DEEUG] [5390] [dnp_subscribe] oc_mott_subscribe:topic:

foc/devices /80bf519cb238dTh0ZbeS18aa% 202106081919 5vs /events/down

[DEEUG] [5460] [dnp_subscribe] oc_mott subscribe:retcode:0:success
[DEEUG] [5460] [hub_step] hub step:ok exit

ret = 0

ar mrtt nrafile commect cuccadl

2.12 Using a Custom Topic for Communication

Scenarios

Prerequisites

Custom topics apply to MQTT devices connected to IoTDA. Topics for message
reporting and message delivery can be customized. Applications can implement
different service logic processing based on topics. Custom topics can also be used
in the scenario where a device cannot report properties or receive delivered
commands defined in the product model.

In this example, an application receives data reported by a device and determines
whether to turn on or off the indoor air conditioner.

e You have registered a Huawei ID and enabled Huawei Cloud services. For
details, see Register Huawei ID.
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e You have subscribed to the IoTDA service.

e  You have created an MQTT product, developed a product model, and
registered a device on the IoTDA console. For details, see Products,
Developing a Product Model Online, Registering an Individual Device, or
Registering a Batch of Devices.

e The connection between the device and platform has been established. For
details, see Device Connection Authentication.

Customizing a Topic

For details, see Custom Topic Communications.

Message Reporting

Visit the IoTDA product page and click Access Console.

2. In the navigation pane, choose Devices > All Devices, find the corresponding
device, and click View to access its details.

3. Click the Message Trace tab, click Start Trace, and set the trace duration as
required.

4. Use the MQTT.fx simulator to simulate a device to report a custom topic
message. For details, see Quick Device Access.

&
File Extras Help

‘ Disconnect ﬂ °

m Subscribe  Scripts  Broker Status  Log

»  $oc/devices/ o

@ . 0o Retained
{

"object_device_id": "temperatureSensor1001",

"name": "currentTemperature”,

“id": "00000001",

"content”: "{'temperature’'337%"

L] NOTE
For devices connected using the loT Device SDK or native MQTT protocol, you need to
set the custom topic name reported by the device in the device program.

5.  On the Message Trace page, view the custom topic messages reported by the
device.

6. An application obtains the custom topic message reported by the device
through data forwarding. For details, see Data Forwarding. You can also refer
to Forwarding Device Data to OBS for Long-Term Storage.

Message Delivery

In this example, the Postman is used to deliver an instruction for starting the
indoor air conditioner.
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1.

2.

3.

Use the MQTT.fx simulator to subscribe to a custom topic.

File Extras Help

n Disconnect a o

Publish Scripts  Broker Status Log

Autoscroll o

54/ user/temperature

Dump Messages ~ Mute  (QUEVES000

Topics Collector (0) Scan v

$oc/devices/: /user/temperature
1

QoS0

2 {"name": mmand” ,"id
":"{"airConditioner

(10 NOTE

e Ensure that the device operation permissions contain the subscription function
when you create a custom topic. For details, see Custom Topic Communications.

e For devices connected using the 10T Device SDK or native MQTT protocol, you need
to set the name of the custom topic to which the device subscribes in the device
program.

Use the Postman to simulate the application to call the API Delivering a
Message to a Device to deliver a command for starting the indoor air
conditioner.

send_mqtt_message @ G eee

* send_mqtt_message

POST ~ https:/fiotda.cn-north-4.myhuaweicloud.com/v5/iot/{{project_id}}/devices/{{device_id}}/messages
2 Body @
—

form-data x-www-form-urlencoded  ® raw binary  JSON (application/jso A

1+ {

2 “name” : "command”,

3 “message” : "{ airConditioner’:’start’, 'mode’: cold’}",
4 "topic" : "temperature”

53

Call the APl Querying Device Messages to check whether the command is
delivered. If the command is delivered, the indoor air conditioner will be
started.
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guery_mgtt_message X = 4= eee

» query_mgqtt_message
GET ~ https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/ /devices/ /messages

Headers (2
Key Value
Content-Type application/json

X-Auth-Token

“device_id":
3« "messages": [

"{"airConditioner’: start’, 'mode’: cold’}",
E= -1
": "DELIVERED",
“created_time": ™

peene e e e e
“finished time": R

2.13 Testing MQTT Performance Using JMeter

Scenarios

The number of global loT device connections is increasing with the development
of loT technologies. The access and management of devices at scale pose great
challenges to the network bandwidth, communications protocols, and platform
architecture. It is important to test the platform performance during loT
architecture selection. This topic describes how to use JMeter to perform a
performance pressure test on the MQTT access capability of the platform.

The test plan is described as follows:

Test scenario:
e Simulate 10,000 concurrently online devices to verify the stability of platform
persistent connections.

e Simulate a scenario where devices initiate 100 message reporting requests per
second to verify the message processing capability of the platform.

Test environment:

e Test object: Huawei Cloud IoTDA SU2 (10,000 online devices and 100 TPS
upstream and downstream messages)

e Test executor: One JMeter executor. The specifications are as follows:
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Table 2-9 Test executor

Instanc | Flavor Number of Memory
e Type vCPUs

General | s6.xlarge.2 |4 vCPUs 8 GiB
computi

ng S6

L] NOTE

A single JMeter executor can simulate up to 50,000 online devices. To simulate more online

devices, use Huawei Cloud CPTS and deploy multiple JMeter executors.

Prerequisites

e You have registered a Huawei ID and enabled Huawei Cloud services. If you

have not registered, click here to complete the registration.

e You have subscribed to the 10TDA service. If not, access IoTDA and buy an
SU2 unit (10,000 online devices and 100 TPS upstream and downstream
messages).

Preparations

e Install the Java running environment on the JMeter executor. Visit the Java
website, and download and install the Java running environment.

e Download and install JMeter 5.1.1 or later.

e Download the mqtt-jmeter plug-in package and store it in the lib/ext
directory of the JMeter installation directory.

Procedure

The process of using JMeter to perform an MQTT performance pressure test on

the platform is as follows:

Step 1 Create an MQTT product.

Step 2 Register 10,000 devices in batch import mode.

Step 3 Import the test plan created for the IoT performance test.

Step 4 Initiate a platform performance pressure test based on service specifications.

Step 5 View the test result. Check whether the test result meets the expectation based

on the monitoring metrics displayed on the loT platform.

--—-End

Creating a Product

Step 1 Log in to the console, choose Products in the navigation pane, and click Create
Product in the upper right corner.
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Step 2 Set the parameters as prompted and click OK.

Table 2-10 Parameters

Basic Information

Resource The platform automatically allocates the created product to the
Space default resource space. If you want to allocate the product to
another resource space, select the resource space from the drop-
down list. If a resource space does not exist, create one.

Product Customize the value. The name can contain letters, numbers,
Name underscores (_), and hyphens (-).
Protocol Select MQTT.

Data Type Select JSON.

Manufacture | Customize the value. The name can contain letters, numbers,
r underscores (_), and hyphens (-).

Industry Select the industry to which the product model belongs.

Device Type | If the product model preset on the platform is used, the device
type is automatically matched.

Advanced Settings

Product ID Set a unique identifier for the product. If this parameter is
specified, the platform uses the specified product ID. If this
parameter is not specified, the platform allocates a product ID.

Description | Provide a description for the product. Set this parameter based
on the site requirements.

--—-End

Registering a Batch of Devices

Step 1 Visit the l10TDA product page and click Access Console.

Step 2 In the navigation pane, choose Devices > All Devices, click the Batch
Registration tab, and then click Batch Register.

Step 3 Download and fill in the batch device registration template based on the following
table. You can download the sample file.

Table 2-11 Parameters

Parameter Description

node_id Device identifier. Set this parameter in ascending order,
for example, 10001, 10002, and 10003.

product_id Product ID generated in Creating a Product.
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Parameter Description
app_id Resource space. For details about how to obtain the
resource space, see Resource Spaces.
device_name Device name, which can be the same as the value of
node_id.
secret Device secret. You can hardcode a secret for the

performance test.

Step 4 In the Batch Registration dialog box, click Select File to upload the prepared
batch registration template, and click OK.

Figure 2-87 Registering a batch of devices

Batch Registration
Task Name batchstreetdevice

File BatchCreateDevices_Templat. .. X Select File

Download the template, enter the content in text format, and upload the file.

«l» Batch Device Registration Template

Step 5 After the batch registration is successful, save the device IDs and secrets.

--—-End

Importing a Test Plan
Step 1 Download the JMeter test plan.
Step 2 Open JMeter and click Open to import the downloaded test plan.

Step 3 In the JMeter directory on the left, choose User Defined Variables. On the User
Defined Variables page, configure the following parameters:

Table 2-12 Parameters

Parameter Description

server MQTT server address. For details about how to obtain
the value, see Obtaining Resources.

port MQTT port number. Set this parameter to 8883.

productld Product ID generated in Creating a Product.
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Parameter Description

password MQTT connection password, which is the value of secret
encrypted using the HMAC-SHA256 algorithm with the
timestamp as the key. secret is the secret entered during
batch device registration. You can use this tool to
obtain the encrypted value.

timeStamp Timestamp used for encrypting the password. The time
format is YYYYMMDDHH.

Figure 2-88 Example

BunOption: el
vV -4 00

--—-End

Initiating a Pressure Test

Step 1 In the JMeter directory on the left, choose Thread Group, set Number of Threads
to 10000. (A thread corresponds to an online device. 10000 indicates that 10,000
devices are online on the loT platform.)

Figure 2-89 Configuring devices

Step 2 In the JMeter directory on the left, choose Thread Group > Loop Controller >
Publish Message > Delay between sampler. Set Thread Delay (in milliseconds)
to 100000 (indicating that each device publishes a message every 100 seconds).

Figure 2-90 Configuring devices

i
-4 00 % a2
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Step 3

Step 4

Step 5

Click the start icon on the JMeter toolbar to start the performance test.

Figure 2-91 Performance test

In the JMeter directory on the left, choose Summary Report. The throughputs of
Connect and Publish Message are displayed. You can modify the values of
Number of Threads and Thread Delay (in milliseconds) to adjust the
throughputs.

Figure 2-92 Performance test

After the JMeter test plan is debugged, import the test plan to CodeArts PerfTest
for distributed deployment to meet requirements of higher-level performance
tests.

--—-End

Viewing the Pressure Test Result

1. Log in to the IoTDA console and choose O&M > Reports in the navigation
pane to view statistical metrics of the platform.

Figure 2-93 Viewing statistical reports

2. For more reports, log in to the AOM console, choose Monitoring > Cloud
Service Monitoring, and select l1oT Device Access (IoTDA).
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Figure 2-94 Viewing metrics

' HUMWEICLOUD | gy ol

Data Transfer Trend Data Report Trend
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Device Linkage

3.1 Triggering Alarms and Sending Email or SMS
Notifications

Scenarios

Many loT devices run 24 hours a day. Device administrators do not need to know
the real-time device status. They only need to be notified of certain statuses.

loT Device Access provides the rule engine function to meet this requirement. You
can set rules to enable the platform to send a notification when the data reported
by a device meets a certain condition.

In this example, when the battery level reported by the device is lower than 20%,
the loT platform reports an alarm and sends an email or SMS notification to the
specified mobile number.

Configuring SMN

On the Simple Message Notification (SMN) console, create a topic and add a
subscription for the loT Device Access service to invoke to send emails or SMS

messages.
1. Log in to Huawei Cloud and visit SMN.

2. Click Access Console. If you have not subscribed to SMN, subscribe to it first.
3. Choose Topic Management > Topics page, and click Create Topic.

4. Enter the topic name, for example, Battery_Low_Notify, and click OK.
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Figure 3-1 Parameters for creating a topic

X
Create Topic
Topic Mame Battery_Low_Notify @
Display Name @

View predefined tags

5. Choose Topic Management > Subscriptions, and click Add Subscription.
6. Enter the subscription information and click OK.

Figure 3-2 Parameters for adding a subscription

Add Subscription

Topic Name Battery Low_Naotify Select Topic
Protocol SMS v
Endpoint (?) Endpoints Description

|

(@ Add Endpoint

Batch Add Endpoints

Table 3-1 Parameters for adding a subscription

Parameter Description

Topic Name | Select the topic created in 4.

Protocol e To send an email notification, select Email.
e To send an SMS notification, select SMS.
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Parameter Description

Endpoint e If Protocol is set to Email, enter the email address for
receiving notifications.

e |f Protocol is set to SMS, enter the mobile number for
receiving notifications.

To add multiple endpoints, place one endpoint in a line. A
maximum of 10 lines can be entered.

Configuring l1oTDA

Using loT Device Access, you can create a product model, register a device, and set
a device linkage rule. When the device reports specific data, an alarm is triggered
and an email or SMS notification is sent.

Visit the IoTDA product page and click Access Console.
2. In the navigation pane, choose Products.

Note: The product model and device used in this document are only
examples. You can use your own product model and device.

3. Click Create Product in the upper right corner to create a product using
MQTT. Set the parameters and click Create.

Table 3-2 Parameters for creating a product

Basic Information

Product Enter a value, for example, MQTT_Device.
Name
Protocol Select MQTT.

Data Type Select JSON.

Manufacture | Customize the value.
r

Industry Set the parameters as required.

Device Type

4. Click here to download a sample product model.
5. Click the created product. The product details page is displayed.

6. On the Model Definition tab page, click Import from Local. In the dialog
box displayed, load the local product model and click OK.
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Figure 3-3 Uploading a model file

Model Definition Online Debugging Topic Management

X
Import from Local
After you develop a product model based on the formt standards, you can pack and
upload it. Learn about product models
Profile_01.zip (1.09KB X SelectFile @)
wry
“ Cancel

SET_PREStc e+ e — — I o Level
A Pressure  Tmperature  Usage

\
Period Value Result

A product model describes product details and service capabiliies. You can define a product model using multiple methods. If you do not define a product mode! for a device, the platform only forwards the data reported by the dev

Customize Mode! Import from Local ‘ ‘ Import from Excel ‘ ‘ Import from Library ‘Leam mare

7. In the navigation pane, choose Devices > All Devices. On the page displayed,
click Individual Register in the upper right corner. On the page displayed, set
device registration parameters and click OK. Click OK. Save the device ID and
secret returned after the registration is successful.

Figure 3-4 Parameters for registering a device

Individual Register
Resource Space @
Product MQTT_Device v

Magtt devices have subscribed to the platform preset topic by default. View the list of
subscribed topics

Node ID @ TestStreetLight001

Device Name TestStreetLight

Device D @ 6417cb7ccoT0f41c39fcc27b_TestStreetlight001
Description

Authentication Type ® X.509 certificate

Secret navnnes LS

Confirm Secret prrre. ®

Table 3-3 Parameters for registering a device

Parameter Description

Product Select the product created in 3.
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Parameter Description

Node ID Set this parameter to the IMEI, MAC address, or serial
number of the device. If the device is not a physical one, set
this parameter to a custom character string that contains
letters and digits.

Device Name | Customize the value.

Authenticati | Select Secret.
on Type

Secret Customize the secret used for device access. If the secret is

left blank, the platform automatically generates a secret.

In the navigation pane, choose Rules > Device Linkage, and click Create
Rule in the upper right corner. (Before creating a rule, select the resource
space to which the rule will belong.)

Set the parameters based on the table below. The following parameter values
are only examples. You can create your own rules by referring to User Guide.
After setting the parameters, click Create Rule.

Figure 3-5 Creating a linkage rule

Set Basic Information

Set Triggers

Table 3-4 Parameters for creating a linkage rule

Parameter Description

Rule Name Enter a name, such as Battery_Low_Mail or
Battery_Low_SMS.

Activate Select Activate upon creation.
upon

creation

Effective Select Always effective.

Period
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Parameter Description
Description Provide a description of the rule, for example, "When the
battery level reported by a device is lower than 20%, an
alarm is reported and a notification is sent."
Set Triggers 1. Click Add Trigger.
2. Select Device Property.
3. Select the product added in 3, select Assign Device, and
then select the device added in 7.
4. Select Battery for Select service, batteryLevel for Select
property, < as the operation, and enter 20. Click Trigger
Mode. In the dialog box displayed, set Trigger Strategy
to Repetition suppression and Data Validity Period (s)
to 3600, and click OK.
Set Actions Add an alarm.

1.
2.
3.

Add a notification.
1.
2.
3.

. Select the topic created when configuring SMN for

Click Add Action.
Select Report alarms.

Set the alarm severity to Minor, alarm isolation level to
Device, Alarm Name to Low battery level, and
Description to The battery level is lower than 20%.
Check and replace the battery in time. Click OK.

Click Add Action.
Select Send notifications.

Select the region where SMN is available, for example,
cn-north-4. When you create a rule for connecting to
SMN for the first time, a cloud service access
authorization window will be displayed based on the
cloud service to connect and region. Configure cloud
service access authorization as prompted. (You can log in
to the SMN console and view the information in the
upper left corner.)

Topic Name.

e If Protocol corresponding to the topic is Email, set
Message Title to an email title, for example,
[Huawei loT Platform] Low Battery Warning, and
set Message Content to information similar to You
have a device with less than 20% charge, please
log in to the Huawei loT Platform for details.

e |f Protocol corresponding to the topic is SMS, left
Message Title unspecified, and set Message Content
to information similar to You have a device with less
than 20% charge, please log in to the Huawei loT
Platform for details.
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Verifying the Configurations

e You can use a registered physical device to access the platform and enable the
device to report the battery level less than 20.

e You can also use a simulator to simulate a device to report the battery level
less than 20. For details, see Developing an MQTT-based Smart Street Light
Online.

e You can also use a virtual device for online debugging and enable the device
to report the battery level less than 20.
Expected result:

e In the navigation pane on the left, choose O&M > Device Alarms. Click
Application Operations Management (AOM) to go to the AOM console. A
minor alarm is generated indicating that the device battery is low.

e If you have subscribed to email notification, the mailbox receives an email
indicating that the device battery is low.

e If you have subscribed to SMS notification, the mobile phone receives an SMS
notification indicating that the battery level is low.

3.2 Automatic Device Shutdown Upon High
Temperature

Scenarios

The loT platform supports device data reporting and command delivery. To
associate the two, an application needs to provide corresponding logic.

However, with the rule engine function provided by IoT Device Access, the
platform can automatically deliver specified commands when specific data is
reported, reducing the application development workload.

In this example, when the temperature reported by the temperature sensor of a
device is higher than 80°C, the IoT platform automatically delivers a command to
shut down the device.

Configuring l1oTDA

Using loT Device Access, you can create a product model, register a device, and set
a device linkage rule to enable the loT platform to send a command when
receiving specific data from the device.

1. Visit the 10TDA product page and click Access Console.

2. In the navigation pane, choose Products.

Note: The product model and device used in this document are only
examples. You can use your own product model and device.

3. Click Create Product in the upper right corner to create a product using
MQTT. Set the parameters and click Create.
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Table 3-5 Parameters for creating a product

Basic Information

Product Enter a value, for example, MQTT_Device.
Name
Protocol Select MQTT.

Data Type Select JSON.

Manufacture | Customize the value.
r

Industry Set the parameters as required.

Device Type

Click Profile_tempSensor.zip to download a sample product model.

5.  On the Model Definition tab page, click Import from Local. In the dialog
box displayed, load the local product model and click OK.

Figure 3-6 Uploading a model file

Model Definition Online Debugging Topic Management
X

Import from Local

After you develop a product model based on the format standards, you can pack and

upload it. Learn about product model

Profile_01zip X SelectFile €}
14
Command
SET PRESL e —— — T — Level
Pressure  Tmperature  Usage

Period Value Result

A product model describes product details and service capabilies. You can define a product model using multiple methods. If you do not define a product mode! for a device, the platform only forwards the data reported by the dev

Import from Local Import from Excel Import from Library | Leam more

6. In the navigation pane, choose Devices > All Devices. On the page displayed,
click Individual Register in the upper right corner. On the page displayed, set
device registration parameters and click OK.
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Figure 3-7 Registering a device

Individual Register

Resource Space @

Product

Node D @
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Table 3-6 Parameters for registering a device

Parameter

Description

Product

Select the product created in 3.

Node ID

Set this parameter to the IMEI, MAC address, or serial
number of the device. If the device is not a physical one, set
this parameter to a custom character string that contains
letters and digits.

Device Name

Customize the value.

Authenticati
on Type

Select Secret.

Secret

Customize the secret used for device access. If the secret is
left blank, the platform automatically generates a secret.

Click OK. Save the device ID and secret returned after the registration is

successful.

7. In the navigation pane, choose Rules > Device Linkage, and click Create
Rule in the upper right corner. (Before creating a rule, select the resource
space to which the rule will belong.)
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8. Set the parameters based on the table below. The following parameter values
are only examples. You can create your own rules by referring to User Guide.
After setting the parameters, click Create Rule.

Figure 3-8 Creating a linkage rule

Table 3-7 Parameters for creating a linkage rule

Parameter Description

Rule Name Specify the name of the rule to be created, for example,

Overheated.
Activate Select Activate upon creation.
upon
creation
Effective Select Always effective.
Period

Description Provide a description of the rule, for example, "The device is
automatically shut down when the device temperature is
higher than 80°C."

Set Triggers | 1. Click Add Trigger.
2. Select Device Property.

3. Select the product added in 3, select Assign Device, and
then select the device added in 6.

4. Select tempSensor for Select service, temperature for
Select property, > as the operation, and enter 80. Click
Trigger Mode. In the dialog box displayed, set Trigger
Strategy to Repetition suppression and Data Validity
Period (s) to 300, and click OK.
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Parameter Description

Set Actions 1. Click Add Action.

2. Select Deliver commands, and select the device created
in 6.

3. Select deviceSwitch for Select service, and ON_OFF for

Select command. Click Configure Parameter. In the
dialog box displayed, set power to OFF, and click OK.

Verifying the Configurations

e You can use a registered physical device to access the platform and enable the
device to report the temperature greater than 80.

e You can also use a simulator to simulate a device to subscribe to Topic: Soc/
devices/{device id}/sys/properties/report (replace {deviceld} with the
actual device ID) and report data whose temperature is greater than 80. For
details, see Developing an MQTT-based Smart Street Light Online.

e You can also use a virtual device for online debugging and enable the device
to report the temperature greater than 80.

Expected result:

e If you use a physical device to report data, the device receives an ON_OFF
command in which power is OFF.

e If you use a simulator to report data, you can view the ON_OFF command in
which power is OFF on the Subscribe tab page.

3.3 Automatically Opening the Window upon High Gas
Concentration

Scenarios

IoTDA can instruct a wireless window opener to open the window through a
device linkage rule. The scenario is as follows: A gas detector reports the gas
concentration value to the loT platform. When the gas concentration exceeds a
specific threshold, the preset device linkage rule is triggered. The platform delivers
a window opening command to the wireless window opener, which then opens
the window as instructed.

Creating a Gas Monitoring Product
Step 1 Visit the I0TDA product page and click Access Console.

Step 2 In the navigation pane, choose Products.

Step 3 Click Create Product in the upper right corner to create a gas monitoring product,
set the parameters, and click OK.
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Table 3-8 Parameters for creating a product

Basic Information

Product Name Enter a value, for example, gasdevice.
Protocol Select MQTT.

Data Type Select JSON.

Manufacturer Customize the value.

Industry Customize the values.

Device Type

Step 4 On the Model Definition tab page, click Custom Model and configure the
product model based on the table below. The gaslevel service monitors the gas
concentration. The windowswitch service executes commands for opening and
closing windows.

Table 3-9 Parameters of the gas concentration monitoring product model

Service ID Type Description

gaslevel Properties Property Name: gaslevel
Data Type: int

Access Permissions: Read
Value range: 0-100

windowswitch | Commands Command Name: switch
Parameter Name: switch
Data Type: enum

Enumerated Values: on,off

--—-End

Registering a Device

Step 1 In the navigation pane, choose Devices > All Devices. On the page displayed, click
Individual Register in the upper right corner. On the page displayed, set device
registration parameters and click OK. Register the gas monitoring device and
record the device ID and secret.
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Figure 3-9 Registering a gas concentration monitoring device
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Table 3-10 Parameters for registering a device

Parameter Description
Product Select the product created in step 3.
Node ID Set this parameter to the IMEI, MAC address, or serial number

of the device. If the device is not a physical one, set this
parameter to a custom character string that contains letters
and digits.

Device Name | Customize the value.

Authenticatio | Select Secret.
n Type

Secret Customize the secret used for device access. If the secret is left
blank, the platform automatically generates a secret.

Step 2 In the navigation pane, choose Devices > All Devices. On the page displayed, click
Individual Register in the upper right corner. On the page displayed, set device
registration parameters and click OK. Register a window opener device and record
the device ID and secret.
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Figure 3-10 Parameters for registering a window opener device
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Table 3-11 Parameters for registering a device

Parameter Description

Product Select the product created in step 3.

Node ID Set this parameter to the IMEI, MAC address, or serial number

of the device. If the device is not a physical one, set this
parameter to a custom character string that contains letters
and digits.

Device Name | Customize the value.

Authenticatio | Select Secret.

n Type
Secret Customize the secret used for device access. If the secret is left
blank, the platform automatically generates a secret.
----End

Configuring a Device Linkage Rule

Step 1 In the navigation pane, choose Rules > Device Linkage, and click Create Rule in
the upper right corner. (Before creating a rule, select the resource space to which
the rule will belong.)
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Step 2

Set the parameters based on the table below. The following parameter values are

only examples. You can create your own rules by referring to User Guide. After
setting the parameters, click Create Rule.

Figure 3-11 Creating a linkage rule

Set Basic Information

Trigger 337¢ 3005 &

Table 3-12 Parameters for creating a linkage rule

Parameter

Description

Rule Name

Specify the name of the rule to create, for example,
windowswitch.

Activate upon
creation

Select Activate upon creation.

Effective
Period

Select Always effective.

Description

Enter a description of the rule, for example, "Automatically
opens the window when the gas concentration is higher than
6".

Set Triggers

4. Select gaslevel for Select service, gaslevel for Select

1. Click Add Trigger.
2. Select Device Property.

3. Select the product added in 3, select Assign Device, and
then select the device added in 1.

property, > as the operation, and enter 6. Click Trigger
Mode. In the dialog box displayed, set Trigger Strategy to
Repetition suppression and Data Validity Period (s) to
300, and click OK.
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Parameter Description

Set Actions 1. Click Add Action.

2. Select Deliver Commands, and select the device created in
2.

3. Select windowswitch for Select service, and on_off for
Select command. Click Configure Parameter. In the dialog
box displayed, set switch to on, click OK.

--—-End

Verifying the Configurations
Method 1:
You can use MQTT.fx to simulate device verification.

1. Use MQTT.fx to simulate a gas detector and a window opener, and connect
them to the platform. For details, see Developing an MQTT-based Smart
Street Light Online.

2. Open MQTT.fx that simulates the window opener to subscribe to commands
delivered by the platform.

Click the Subscribe tab.

Enter Topic=Soc/devices/{device_id}/sys/commands/# of the command
delivered by the subscription platform. (The value must be the same as
the device ID obtained in 2.)

c. Click Subscribe to deliver the subscription.
Figure 3-12 Creating an MQTT subscription

9F’ut:-hg -l Scripts  Broker Status Log

$oc/devices/Sec5e650d4152802c5a7dfac_556677/sysish =

©

3. Switch to MQTT.fx that simulates the gas detector to report properties.

a. Click the Publish tab.

Enter topic Soc/devices/{device_id}/sys/properties/report for property
reporting. ({deviceld} must be the same as the device ID obtained in 1.)

c. Report the property gaslevel with a value greater than 6.

Example:
{
"services": [{
"service_id": "gaslevel",
"properties": {
"gaslevel": 45
}

}
]
}
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d. Click Publish to report the property value.

Figure 3-13 MQTT property reporting

Subscribe Scripts  Broker Status  Log
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{

"services": [
"service_id": "gaslevel",
‘properties": {

"gaslevel™:45

3] ]
i

1

}

4. Switch to MQTT.fx that simulates the window opener and click the Subscribe
tab. The command carrying switch with the value set to on delivered by the
platform is received.

Figure 3-14 Viewing delivered commands

Publish Scripts  Broker Status  Log
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‘opics Collector (0) Sean

Payload decoded by _Plain Text Decoder

Method 2:

You can use a registered physical device to access the platform and enable the
device to report the gaslevel greater than 6. The device receives a command
carrying switch with the value set to on and automatically opens the window.

3.4 Monitoring Device Status Changes and Sending
Notifications

Scenarios

Device administrators need to know connection statuses of loT devices, such as
loT gateways.

IoTDA provides the rule engine function to meet this requirement. You can easily
enable the platform to send a notification when the device status meets a certain
condition.

Issue 1.0 (2022-06-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 177



loT Device Access
Best Practices

3 Device Linkage

Example:

An enterprise has a batch of gateways under a gateway product. About 400 child
devices are mounted to a gateway. Administrators need to check gateway statuses
in real time to ensure that child devices report data properly. In addition, the
gateways are connected to the loT platform over the 4G network, frequent alarms
are generated due to network jitter. Administrators consider that the scenario
where devices go offline and quickly go online is normal and do not want to be
notified of this scenario.

The following example shows how to monitor all gateways. When a gateway is
offline for five minutes, an alarm is reported by loTDA. When the gateway is back
to online for one minute, the alarm is cleared and an email or SMS is sent to a
specified address or mobile number.

Interconnection Process

1. Configure IoTDA. Create an IoT product and device and create a linkage rule
so that alarms can be sent to Application Operations Management (AOM)
when device status conditions are met.

2. Configure Simple Message Notification (SMN). Create an SMS or email
subscription.

3. Configure AOM. Create alarm rules to process alarms reported by IoTDA and
send SMS or email notifications using SMN.

Configuring l1oTDA

Step 1
Step 2

Create a product model, register a device, and configure a device linkage rule on
IoTDA. When a device is offline for 5 minutes, an alarm is reported to AOM. This
alarm is cleared 1 minute after the device goes online.

(1 NOTE

The product model and device used in this topic are only examples. You can use your own
product model and device.

Visit the IoTDA product page and click Access Console.
Choose Products in the navigation pane and click Create Product in the upper

right corner to create an MQTT product. Set the parameters and click OK.

Table 3-13 Parameters for creating a product

Basic Information

Product Enter a value, for example, MQTT_Device.
Name

Protocol Select MQTT.

Data Type Select JSON.

Manufacturer | Customize the value.

Industry Set the parameters as required.
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Step 3
Step 4
Step 5

Step 6

Device Type

Click here to download a sample product model.

Click the created product. The product details page is displayed.

On the Model Definition tab page, click Import from Local. In the dialog box
displayed, load the local product model and click OK.

Figure 3-15 Uploading a model file

Model Definition Online Debugging ~ Topic Management

X

Import from Local

After you develop a odel based on the format standards, you can pack and

pload it Learn ab dels

Profile_01.zip (1.09KB X SelectFile €}
wy
o [
Command
1 S — wrrn vrge Level

i C— Pressure  Tmperature  Usage

Period Value Result

Aproduct model describes product details and service capabilies. You can define a product madel using multiple methods. If you do not define & product model for a device, the platform only forwards the data reported by the dev

‘ Import from Local H Import from Excel H Import from Library ‘L eeeeeeeee

In the navigation pane, choose Devices > All Devices. On the page displayed, click
Individual Register in the upper right corner. On the page displayed, set device
registration parameters and click OK. Click OK. Save the device ID and secret
returned after the registration is successful.
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Figure 3-16 Registering a device
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Table 3-14 Parameters for registering a device

Parameter

Description

Product

Select the product created in 4.

Node ID

Set this parameter to the IMEI, MAC address, or serial number
of the device. If the device is not a physical one, set this
parameter to a custom character string that contains letters
and digits.

Device Name

Customize the value.

Authenticatio
n Type

Select Secret.

Secret

Customize the secret used for device access. If the secret is left
blank, the platform automatically generates a secret.

Step 7 In the navigation pane, choose Rules > Device Linkage, and click Create Rule in
the upper right corner. (Before creating a rule, select the resource space to which
the rule will belong.)

Step 8 Configure rule parameters based on the table below to create a rule for reporting
offline gateway alarms. The following parameter values are only examples. You
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can create your own rules by referring to User Guide. After setting the
parameters, click Create Rule.

Table 3-15 Parameters for creating a linkage rule

Parameter Description

Rule Name Customize a value, for example, Gateway_Offline_Monitor.

Activate upon | Select Activate upon creation.

creation

Effective Select Always effective.

Period

Description Describe the rule, for example, This alarm is generated when

the gateway is offline for 5 minutes..

Set Triggers 1. Click Add Trigger.
2. Select Device Property.

3. Select the MQTT_Device product created in 4, select All
Devices, and select Offline as the trigger status.

4. Set Duration to 5 minutes.

Set Actions 1. Click Add Action.
2. Select Report alarms.

3. Set the alarm severity to Major, alarm isolation level to
Device, Alarm Name to GatewayStatusChange, and
Description to The gateway is offline. Check the issue
and arrange personnel for maintenance in a timely
manner., and click OK.

Figure 3-17 Configuring a linkage rule for reporting device going offline alarms

Set Basic Information

Gateway_Offine_Monior Activate upon creation

Rule Name
Rule Type EEl oo

Triggers will be activated on the cloud, and commands delivered to devices or notifications sent.

i H
!

66/

Device Status ~ | | MQTT_Device v || AlDevices v | | ofiine

Create Rule Cancel

Step 9 Create a linkage rule for alarm clearance.
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Figure 3-18 Creating a linkage rule for alarm clearance upon device going online

Set Basic Information

Rule Name Gateway_Online_Monitor Activate upon creation

Rule Type Device Side
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Effective Period Aways efective Specific time
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NOTICE

e The alarm name, alarm severity, and alarm isolation dimension together
identify an AOM alarm. The three attributes of the alarm to clear must be the

same as those specified during alarm reporting. Otherwise, the alarm clearance
will fail.

e There is a flow control for device status monitoring. If a large number of
devices are monitored, flow control is triggered. As a result, alarms cannot be
reported. For details, see Limitations.

--—-End

Configuring SMN

On the Simple Message Notification (SMN) console, create a topic and add a
subscription for AOM to invoke to send emails or SMS messages.

Step 1 Log in to Huawei Cloud and visit SMN.
Step 2 Click Access Console. If you have not subscribed to SMN, subscribe to it first.
Step 3 Choose Topic Management > Topics, and click Create Topic.

Step 4 Enter the topic name, for example, Gateway_Status_Change_Notify, and click
OK.
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Figure 3-19 Creating a topic

Create Topic
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Enterprise Project default v | C (3 Creaie Enterprise Project
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Step 5 Choose Topic Management > Subscriptions, and click Add Subscription.
Step 6 Enter the subscription information. Click OK.

Figure 3-20 Adding a subscription

x
Add Subscription
Topic Name Gateway_Status_Change_Notify Select Topic
Protocol Email -
Endpoint (3)  Endpoints Description
|
(%) Add Endpoint
Baich Add Endpoints
“ Cancel
Table 3-16 Parameters for adding a subscription
Parameter Description
Topic Name Select the topic created in Step 4.
Protocol e To send an email notification, select Email.
e To send an SMS notification, select SMS.
Endpoint e |f Protocol is set to Email, enter the email address for

receiving notifications.

e If Protocol is set to SMS, enter the mobile number for
receiving notifications.

To add multiple endpoints, place one endpoint in a line. A
maximum of 10 lines can be entered.

--—-End
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Configuring AOM

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Create alarm rules and alarm action rules on AOM. When |IoTDA alarms are
reported, AOM handles the alarm and sends email or SMS notifications.

Log in to Huawei Cloud and visit AOM.

Click Try Free to access the AOM console. If you have not subscribed to AOM,
subscribe to it first.

Choose Alarm Center > Alarm Action Rules and click Create.

Enter an alarm action rule name, for example,
Gateway_Status_Change_Alarm_Action_Rule, select the
Gateway_Status_Change_Notify topic created in Configuring SMN, and click
Confirm.

Figure 3-21 Configuring an alarm action rule

wlEale Midl i MGUUIT RUle

Rule Name Gateway_Status_Change_Alarm_Action_Rule

Enter 1 to 100 characters and do not start or end with an underscore (_) or hyphen (-). Only letters. digits, underscores. and hyphens are
allowed

Description

Enter up to 1,024 characters. Only digits, letters, and underscores () are allowed. Do not start or end with an underscore.
Action Type Notification
Topic Gateway_Status_Change_Notify + C

T you do not see a topic you like, create one on the SMN console.

Message Template aom.built-in.template.en v | C Create Template | View Template

Choose Alarm Center > Alarm Rules and click Create Alarm Rule.

Enter a rule name, for example, Gateway_Status_Change_Alarm_Rule, select
Event alarm for Rule Type, enter IoTDA in Alarm Source, set Select Object to
event_name=GatewayStatusChange (GatewayStatusChange is the alarm name),
and set Triggering Policy to Immediate Triggering, set Alarm Mode to Direct
Alarm Reporting, set Action Rule to the action rule created in step 4, and click
Create Now in the lower right corner.
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Figure 3-22 Configuring an alarm rule
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--—-End

Verifying Configurations

the action policy wil b2 riggered.

e You can use a registered physical device to access the platform.

e You can also use a simulator to simulate a device going online and offline. For
details, see Developing an MQTT-based Smart Street Light Online.

Expected result:

1. After the device is offline for five minutes:

- In the navigation pane, choose O&M > Device Alarms. Click Application
Operations Management (AOM) to go to the AOM console. A major
GatewayStatusChange alarm is generated.

Figure 3-23 Accessing AOM
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2.

If the alarm rule and email notification action are configured in AOM, the
target email address will receive an email notifying that the gateway is
offline.

If the alarm rule and SMS notification action are configured in AOM, the
target number will receive an SMS notifying that the gateway is offline.

After the device is back online for one minute:

The major alarm is cleared. You can view the alarm in the historical
alarm list.

If the alarm rule and email notification action are configured in AOM, the
target email address will receive an email notifying that the gateway
goes online.

If the alarm rule and SMS notification action are configured in AOM, the
target number will receive an SMS notifying that the gateway goes
online.

Issue 1.0 (2022-06-30)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 186



	Contents
	1 Introduction
	2 Device Access
	2.1 Developing an MQTT-based Smart Street Light Online
	2.2 Developing a Smart Street Light Using NB-IoT BearPi
	2.3 Developing a Smart Smoke Detector Using NB-IoT BearPi
	2.4 Connecting a Device Simulator to IoTDA
	2.5 Developing a Protocol Conversion Gateway for Access of Generic-Protocol Devices
	2.6 Constant-Temperature Air Conditioner
	2.7 Migrating a Custom Topic to the Cloud
	2.8 Connecting and Debugging an NB-IoT Device Simulator
	2.9 Upgrading the MQTT Device Firmware in OTA Mode
	2.10 Connecting a Device That Uses the X.509 Certificate Based on MQTT.fx
	2.11 Connecting an OpenHarmony 3.0 Device to IoTDA
	2.12 Using a Custom Topic for Communication
	2.13 Testing MQTT Performance Using JMeter

	3 Device Linkage
	3.1 Triggering Alarms and Sending Email or SMS Notifications
	3.2 Automatic Device Shutdown Upon High Temperature
	3.3 Automatically Opening the Window upon High Gas Concentration
	3.4 Monitoring Device Status Changes and Sending Notifications


