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Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory
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1 Creating a Docker Image with a Maven Artifact
CodeArts Build and Pushing the Image to SWR (Built-in Executors,
Best Practices GUI)

Creating a Docker Image with a Maven

Artifact and Pushing the Image to SWR
(Built-in Executors, GUI)

Scenario

In this practice, you use CodeArts Build to build a Maven project. Afterward, you
create a Dockerfile that outlines the process of packaging the Maven build outputs
into a container image. Then, you build a Docker image from the Dockerfile and
push the image to the image repository in SoftWare Repository for Container
(SWR). The build output contained within the image can be used for future
compilation or deployment purposes.

Requirements
e You have created an organization named codeci_gray in SWR.

e  You have permissions for CodeArts Repo.

Procedure

Table 1-1 Steps

Step Description

Creating a Project | Create a project.

Creating a Create the code file used for your build.
CodeArts Repo

Repository

Creating a Build Create, configure, and run a build task.
Task

Viewing the Build | Check the build logs and result files to verify the build
Results results.
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CodeArts Build

1 Creating a Docker Image with a Maven Artifact
and Pushing the Image to SWR (Built-in Executors,

Best Practices GUI)
Creating a Project

Step 1 Log in to the Huawei Cloud console with your Huawei Cloud account.

Step 2 Click = in the upper left corner and choose Developer Services > CodeArts

Step 3
Step 4
Step 5

Step 6

from the service list.
Click Access Service. The homepage of CodeArts is displayed.
Click Create Project, and select the Scrum template.

Set the project name to build-bestpractice, and leave the other parameters as
default.

Click OK to access the project.
----End

Creating a CodeArts Repo Repository

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

In the navigation pane, choose Code > Repo.
On the displayed page, click New Repository. Select Template, and click Next.

On the template selection page, select the Java Maven Demo template and click
Next.

On the displayed page, set Repository Name to build_docker_image_repo, and
leave the other parameters as default. Click OK. The details page of the new code
repository is displayed.

In the root directory of the code repository, choose Create and select Create File
from the drop-down list.

Figure 1-1 Creating a file

[ Home (b i1 Merge Requests 0 (©: Reviews B Associated Work Items 7
@ 0.25 MB Files C- 2 Commits - 1Branches & 0 Tags ::: Comparison
master build_docker_image_repo / [ +[Creaie]~ |
Q R .
| build_docker_image rn =
images 7 Create Directory
images
SIC (< Create Submodule
SIC B
gitignore & Upload File

nitinnnre

Name the file Dockerfile, copy the following code to the file (as shown in Figure
1-3), and click Submit.
FROM ubuntu:latest

# set maintainer
LABEL maintainer=build
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Copyright © Huawei Technologies Co., Ltd. 2


https://console-intl.huaweicloud.com/console/?&locale=en-us

1 Creating a Docker Image with a Maven Artifact
CodeArts Build and Pushing the Image to SWR (Built-in Executors,
Best Practices GUI)

RUN mkdir /release_app
COPY ./target/javaMavenDemo-1.0.jar /release_app/maven_app.jar

USER build

javaMavenDemo-1.0.jar is the file name in the format of ${artifactld}-$
{version}.${packaging} defined in the pom.xml file, as shown in Figure 1-2.

Figure 1-2 pom.xml file

master < [ build_docker_image_repo / pom.xml
Q ,
pomxml (G Blame (2 History T} Comparison 42 lines 1.2
W images 1  Kproject xmlns="http://maven.apache.org/POM/4.8.8" x1
_ 2 <modelVersion>4.8.8</modelVersion>
W SIC 3 <groupId>com.huawei.demo</groupId>
. 4 <artifactId»javaMavenDemo</artifactId>
-] (gitignore 5 <packaging>jar</packaging>
6 <version:1.8</version>
(") Dockerfile 7 <namexmaven_demod/name >
8 <url>http://maven.apache.org</url>
M$ README.md 9 <dependencies>
18 <dependency>
pom.xml 11 <groupId>junit</groupIld>

Figure 1-3 Dockerfile content

{ Dockerfile

FROM ubuntu:latest

# set maintainer
LABEL maintainer=build

RUN mkdir /release_app
COPY ./target/javaMavenDemo-1.8.jar /release app/maven_app.jar
USER build

L= R Y I T

--—-End

Creating a Build Task

Step 1 In the navigation pane, choose CICD > Build.

Step 2 Click Create Task. On the displayed Basic Information page, set parameters
according to Table 1-2. Then, click Next.
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1 Creating a Docker Image with a Maven Artifact
and Pushing the Image to SWR (Built-in Executors,
GUI)

Step 3

Step 4

Step 5

Table 1-2 Basic information

Parameter | Description

Name Assign a custom name to the build task, for example,
build_docker_image_task.

Code Select the code source from which code will be pulled for your

Source build. In this practice, select Repo.

Repository | Select build_docker_image_repo, the code repository created in
Creating a CodeArts Repo Repository.

Default Keep the default value master.
Branch

Select Blank Template and click OK to create the build task. The Build Actions
page is displayed.

On the Build Actions page, click the GUI tab. Then click Add Build Actions on the
left and add the Build with Maven action. Leave the parameters as default.

Click Add Action. In the right pane, click the Container related tab. Hover over
action Build Image and Push to SWR and click Add on the card. Set the
parameters according to Figure 1-4.

Expand the Organization drop-down list and select hwstaff_codeci_gray created
to meet the requirements. Type release_image in the Image Name text box, and
v1.0 in Image Tag. Leave the other parameters as default.

Figure 1-4 Configuring the build action
& build docker image task  gasicinfomation  BuildActions  Parameters  Schedule  Change History  Permissions  Nofifications

GUI  Code

Build Image and Push to SWR

Build an image with a Dockerfile and push the image fo SWR. View User Guide
Configure Build Environment

Configure the global runtime environment for the build task
Action Name

§ Build Image and Push to SWR
Configure Code Download

[«

Configure the code download mode.

Tool Version
docker18.03

Maven Build with Maven

Build a Java project with Apache Maven. mage Repository
SWR

Build Image and Push to SWR » Authorized User

Buid an image with a Dockerfile and push the image to SWR.
Current

° Add Action Push Region

Organization fiew My Organizations
hwstaff_codeci_gray

mage Name

release_image

mage Tag

Working Directory

Issue 01 (2025-09-08) Copyright © Huawei Technologies Co., Ltd. 4



CodeArts Build
Best Practices

1 Creating a Docker Image with a Maven Artifact
and Pushing the Image to SWR (Built-in Executors,
GUI)

Step 6 Click Save and Execute in the upper right corner. In the displayed dialog box, click

OK. The build task execution page is displayed.
----End

Viewing the Build Results

Step 1

Step 2

On the Actions tab, check that the console displays the logs of the build task as it
runs. The Build Logs window automatically scrolls down to show new entries. As
shown in Figure 1-5, the build log window displays the information about the
product of the Maven build.

Figure 1-5 Information about the Maven build product

After the build task is successfully run, go to the SWR console. Choose My Images
and click the Private Images tab (which is displayed by default). From there, click
the name of the image (release_image) created in Step 5 to access its details

page.

Figure 1-6 Image list

SWR My Images (@
Dashboard
My Images Private Images Shared
Image Resources "
Crganizations _
Frivate Images "

Experience Center

Name &

demo

demo

release_image

--—-End
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1 Creating a Docker Image with a Maven Artifact
CodeArts Build and Pushing the Image to SWR (Built-in Executors,
Best Practices GUI)

Related Operations
e  For Maven build questions, see Maven Build FAQs.
e For image questions, see Image FAQs.
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2 Building with Maven and Uploading the Software
CodeArts Build Package to the Self-hosted Repo (Built-in Executors,
Best Practices GUI)

Building with Maven and Uploading the

Software Package to the Self-hosted Repo
(Built-in Executors, GUI)

Scenario
CodeArts Build provides default dependency repositories. If they fall short of your
service needs, you can create custom repositories for your builds. In this practice,
you build with Maven and upload the resulting package to the self-hosted repo
for future use. Same procedures apply when you work with other programming
languages.
These steps depend on the following services:
e CodeArts Repo: stores your project code.
e CodeArts Artifact: stores your private dependencies.

Requirements
e You have permissions for CodeArts Artifact.
e You have permissions for CodeArts Repo.

Procedure

Table 2-1 Steps

Step Description

Creating a Project | Create a project.

Creating a Self- Create a self-hosted repo.
hosted Repo

Creating a Create a code repository.
CodeArts Repo

Repository
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2 Building with Maven and Uploading the Software

CodeArts Build Package to the Self-hosted Repo (Built-in Executors,
Best Practices GUI)
Step Description
Creating and Create, configure, and run a build task.
Running a Build
Task
Viewing the Build | Check the build logs and result files to verify the build
Results results.

Creating a Project

Step 1 Log in to the Huawei Cloud console with your Huawei Cloud account.

Step 2 Click = in the upper left corner and choose Developer Services > CodeArts
from the service list.

Step 3 Click Access Service. The homepage of CodeArts is displayed.
Step 4 Click Create Project, and select the Scrum template.

Step 5 Set the project name to build-bestpractice, and leave the other parameters as
default.

Step 6 Click OK to access the project.

--—-End

Creating a Self-hosted Repo

Step 1 In the navigation pane, choose Artifact > Self-hosted Repos.

Step 2 Click Create and set parameters according to Table 2-2.

Table 2-2 Parameters for creating a self-hosted repo

Parameter | Description

Repository | Select Local Repository.

Type

Repository | Assign a custom name to the repository, for example,

Name maven_repository.

Package Select Maven.

Type

Project Leave the value as default. The field is autofilled with build-
bestpractice in this practice.

Include Leave it blank.

Patterns
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2 Building with Maven and Uploading the Software
CodeArts Build Package to the Self-hosted Repo (Built-in Executors,
Best Practices GUI)

Parameter | Description

Version Specify the version of artifacts stored in the repository. Select
Policy either Release (the release version with stable functions) or
Snapshot (the development version with unstable functions). You
can also select both of them if needed. In this practice, select both
Release and Snapshot.

Descriptio | Enter additional information to describe the repository. Use no
n more than 200 characters.

Step 3 Click Submit. The details page of maven_repository is displayed. Figure 2-1
shows the created self-hosted repo.

Figure 2-1 Self-hosted repo

W Maven -~ T Advanced Search + Create

Q

= Repository View version View

[+] ¥ private_repository (Release)
[+] ¥ maven_repository (Release)
[+] ¥ maven_repository (Snapshot)
[+] W private_repo_test (Release)
[+] W private_repo_test (Snapshot)
[+] ¥ dependency_libs (Release)

--—-End

Creating a CodeArts Repo Repository
Step 1 In the navigation pane, choose Code > Repo.
Step 2 On the displayed page, click New Repository. Select Template, and click Next.

Step 3 On the template selection page, select the Java Maven Demo template and click
Next.

Step 4 On the repository creation page, type maven_private_repository_repo in the
Repository Name field, and leave the other parameters as default.

Step 5 Click OK. The code repository details page is displayed. Figure 2-2 shows the
directory that stores files of the code repository.
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2 Building with Maven and Uploading the Software
CodeArts Build Package to the Self-hosted Repo (Built-in Executors,
Best Practices GUI)

Figure 2-2 Directory

[E Home <» Code §1 Merge Requests 0 (: Reviews [5 Associated Work Ite

@ 0.28 MB Files - 3 Commits - 1 Branches > 0 Tags ::: Comparison
master « [ private_repository_repo / 4+ Create =
O‘ I
| private_repository_repo (2 History
images
images
SIC
SIC
.gitignore
.gitignare
README . md
pom xmi README.md
pom.xml
----End

Creating and Running a Build Task

Step 1 Access CodeArts Build. Click Create Task. On the displayed Basic Information
page, set the following parameters. Leave the other parameters as default.

e Name: Assign a custom name to the build task, for example,
maven_private_repository_task.

e Code Source: Select the code source from which code will be pulled for this
build. In this practice, select Repo.

e Repository: Select maven_private_repository_repo, the code repository
created in Creating a CodeArts Repo Repository.

Step 2 Click Next and select the Maven template. Click OK. The Build Actions page is
displayed.

Step 3 On the Build Actions page, click the GUI tab. Click the Build with Maven action
on the left, and set the following parameters. Leave the other parameters as
default.

e Commands: Add a number sign (#) before the mvn package -
Dmaven.test.skip=true -U -e -X -B command and delete the number sign
before the #mvn deploy -Dmaven.test.skip=true -U -e -X -B command.

e Release to Self-hosted Repos: Select Configure all POMs.

e Release and Snapshot: Select the name (maven_repository is used in this
practice) of the created self-hosted repo.
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2 Building with Maven and Uploading the Software

CodeArts Build Package to the Self-hosted Repo (Built-in Executors,
Best Practices GUI)

Figure 2-3 Configuring the action of building with Maven

< maven private repository task  sasic infomator

o]
3

Step 4 Click Save and Execute in the upper right corner. In the displayed dialog box, click
OK. The build task execution page is displayed.

--—-End

Viewing the Build Results

Step 1 After the build task is successfully run, go to the Actions tab page. Click the Build
with Maven action. The build log window will display the information about the
upload of the Maven build product to the self-hosted repo.

Step 2 In the navigation pane, choose Artifact > Self-hosted Repos. On the displayed

page, expand the directory of maven_repository (Snapshot) to view the released
dependencies, as shown in Figure 2-4.
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2 Building with Maven and Uploading the Software
CodeArts Build Package to the Self-hosted Repo (Built-in Executors,
Best Practices GUI)

Figure 2-4 Checking the software package
& Repository View = Version View

V' private_repository (Release)

V' maven_repository (Release)

(=] ¥ maven_repository (Snapshat)
(-] & com
(-] & huawei
(-] & devcloud
(-] & demoapp
(-] & 1.0.0-SNAPSHOT

[ demoapp-1.0.0-20240722 023843-1 jar
3 demoapp-1.0.0-20240722 023843-1 pom
[ demoapp-1.0.0-20240722.032124-2 jar
(3 demoapp-1.0.0-20240722.032124-2 pom
(3 maven-metadata xmi

[ maven-metadata.xmi

--—-End

Related Information

This practice shows how to archive Snapshot, the unreleased development
version. To archive the unchanged Release version, remove the snapshot suffix
from the version (change 1.0.0-SNAPSHOT to 1.0.0) in the pom.xml file of the
CodeArts Repo repository you created, commit the file change, and run the build
task again.

During a build process, Maven differentiates between snapshot and release
versions by the occurrence of the -SNAPSHOT suffix in the module's version
number (the value of version in the pom.xml file).
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Best Practices

3 Building with Maven to Generate a Private
Dependency for Another Build (Built-in Executors,
GUI)

Building with Maven to Generate a

Private Dependency for Another Build (Built-

in Executors, GUI)

Scenario

In this practice, you upload the artifact of a Maven build project to a self-hosted
repo and include it as a second-party or third-party dependency within another
Maven build project, which then downloads and uses this artifact to build an
application in CodeArts Build. You will need:

Requirements
[

dependency_task: This build project releases the resulting
dependencyProject-1.0.jar package defined in the pom.xml file to the self-
hosted repo. The package will be used for build project release_task.

release_task: This build project looks for the dependencyProject-1.0.jar
package released by build project dependency_repo in the self-hosted repo,
includes the package as a dependency in the build process, and releases the
final application.

dependency_libs: This self-hosted repo stores the dependencyProject-1.0.jar
package released by build project dependency_task. Build project
release_task will download the package from this repo.

These steps depend on the following services:
- CodeArts Repo: stores your project code.
- CodeArts Artifact: stores your private dependencies.

You have permissions for CodeArts Artifact.
You have permissions for CodeArts Repo.

Issue 01 (2025-09-08)
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3 Building with Maven to Generate a Private
Dependency for Another Build (Built-in Executors,
GUI)

Procedure

Table 3-1 Steps

Step

Description

Creating a Project

Create a project.

Creating a Self-
hosted Repo

Create a self-hosted repo.

Creating Code
Repository
dependency_repo

Create the code repository for releasing the
dependencyProject-1.0.jar package.

Creating Build
Task
dependency_task

Create the build task for releasing the
dependencyProject-1.0.jar package.

Creating Code
Repository
release_repo

Create a code repository for releasing the application.

Creating Build
Task release_task

Create the build task that depends on the
dependencyProject-1.0.jar package to build and release
the application.

Viewing the Build
Results

Verify the build results.

Creating a Project

Step 1 Log in to the Huawei Cloud console with your Huawei Cloud account.

Step 2

Step 3
Step 4
Step 5

Step 6

Click = in the upper left corner and choose Developer Services > CodeArts

from the service list.

Click Access Service. The homepage of CodeArts is displayed.

Click Create Project, and select the Scrum template.

Set the project name to build-bestpractice, and leave the other parameters as

default.

Click OK to access the project.

--—-End

Creating a Self-hosted Repo

Step 1

In the navigation pane, choose Artifact > Self-hosted Repos.

Step 2 Click Create and set parameters according to Table 3-2.
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Dependency for Another Build (Built-in Executors,
GUI)

Table 3-2 Parameters for creating a self-hosted repo

Parameter | Description

Repository | Select Local Repository.

Type

Repository | Assign a custom name to the repository, for example,

Name dependency_libs.

Package Select Maven.

Type

Project Leave the value as default. The field is autofilled with build-
bestpractice in this practice.

Include Leave it blank.

Patterns

Version Specify the version of artifacts stored in the repository. Select

Policy either Release (the release version with stable functions) or
Snapshot (the development version with unstable functions). You
can also select both of them if needed. In this practice, select
Release.

Descriptio | Enter additional information to describe the repository. Use no

n more than 200 characters.

Step 3 Click Submit. The details page of dependency_libs is displayed. Figure 3-1 shows

V Maven ~

Q

T Repository View

--—-End

Advanced Search  + Create  «--

o_test (Snapshot)
[+] V| dependency_libs (Release)

the created self-hosted repo.

Figure 3-1 Self-hosted repo

dependency libs (Release)
Package Type: Maven Creato ¢ Created: Jul 31, 2024 10:25:03 GMT+08:

S Version View General Resources  Operation Logs

Details
Repository Name dependency_libs(Release)

& Local Repository

https://devrepo.devcloud [huaweicloud.comvartgalaxy/cn.

Relative Path

Creator
Created Jul 31, 2024 10:25:03 GMT+08:00
Modifier
Modified Jul 31, 2024 10:25:03 GMT+08:00

File Count View

Artifact Size View

Creating Code Repository dependency_repo

Step 1

In the navigation pane, choose Code > Repo.
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3 Building with Maven to Generate a Private
CodeArts Build Dependency for Another Build (Built-in Executors,
Best Practices GUI)

Step 2 On the displayed page, click New Repository. Select Template, and click Next.

Step 3 On the template selection page, select the Java Maven Demo template and click
Next.

Step 4 On the repository creation page, type dependency_repo in the Repository Name
field, and leave the other parameters as default.

Step 5 Click OK. The code repository details page is displayed. Figure 3-2 shows the
directory that stores files of the code repository.

Figure 3-2 Directory

[ Home ¢* Code i1 Merge Requests 0 (& Reviews [ Associated W

@ 0.28 MB Files - 3 Commits ~ 1 Branches % 0 Tags t}_ Comparison
master < [ private_repository_repo /| + Create -
Q i
@ private_repository repo (3 History
B images
B images
— [
_ B SiC
| gitignore
(Y gitignore

Mi README.md

pom.xmi M+ README.md

pom xmi

Step 6 Click the pom.xml file to enter its details page. In the right pane, click 7 to
access the file editor.

. oy .
Figure 3-3 Editing the pom.xml file

& Home t» 31 MergeRequests 0 (C Reviews [ AssociatedWerk tems ¢ Repository Statisties = Activiies & Members £} Settings

[B 029MBFis o 4Conmts ¥ 13arces © 0Tays 2] Comparisen

aster v depencency_repo / pemml gray Commiied 02e12c21 5 days ago

pomxml [ Beme (3 History L Comparison 42 inzs 1.28 KB

Screen | Capy Cote | ij

i mages apache.ong/PON/£.0.0" knlns:xsi="htta: /i .u3.0rg 2091/ XULSchena-instance” ysi:schemalocation="nttp://naven . apache.org/PC EHF

C
) gitignere 5
M4 READMEmd @

8
pom.xml 9

Step 7 Change groupld to com.huawei.dependency, artifactld to dependencyProject,
and name to dependency_project, as shown in Figure 3-4. Click OK to save your
changes to the pom.xml file.
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Figure 3-4 Modifying the pom.xml file

1 <project xmlns="http://maven.apache.org/POM/4.8.8" xmlns:
2 <modelVersion»4.2.8</modelVersions
3 <groupId>com.huawei.dependency</groupld>
4 <artifactId»dependencyProject</artifactId»
g <packaging>jar</packaging»

i <version»1.8</version:

7 [<name>dependency_project</name> |
8

9

8

1

2

3

curls>http://maven.apache.org</urls

<dependencies»
<dependency>
<groupIld>junit</groupIds
<artifactId»>junit</artifactid>
<version»>3.8.1</version>

14 <scopextest</scope>

15 </depandency»

16 </dependencies>»

--—-End

Creating Build Task dependency_task

Step 1 In the navigation pane, choose CICD > Build.

Step 2 Click Create Task. On the displayed Basic Information page, set the following
parameters. Leave the other parameters as default.

Name: Assign a custom name to the build task, for example,
private_repository_task.

Code Source: Select Repo.

Repository: Select private_repository_repo, the code repository created in
Creating Code Repository dependency_repo.

Step 3 Click Next. On the displayed page, select Blank Template. Click OK. The Build
Actions page is displayed.

Step 4 On the Build Actions page, click the GUI tab. Then click Add Build Actions on the
left and add the Build with Maven action.

Step 5 Click the Build with Maven action, and set the following parameters. Leave the
other parameters as default.

Commands: Add a number sign (#) before the mvn package -
Dmaven.test.skip=true -U -e -X -B command and delete the number sign
before the #mvn deploy -Dmaven.test.skip=true -U -e -X -B command.

Release to Self-hosted Repos: Select Configure all POMs.

Release: Select the name (dependency_libs is used in this practice) of the
created self-hosted repo.

Issue 01 (2025-09-08)
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Figure 3-5 Configuring the action of building with Maven

< dependency task gasicinformation  BuildActions  Parameters  Schedule  Change History  Permissions  Notifications
GUI  Code
- Build with Maven
Maven
Build a Java project wilh Apache Maven. View User Guide
Configure Build Environment
Configure the global runtime environment for the build task
Action Name

Build with \aven
| Configure Code Download
%

Configure the code download mode.
Tool Version
maven3.5.3-jdkB-open
Build with Maven S
Build

Maven N
2 project with Apache Maven Commands(To execute commands properly, replace one backsiash (1) with two backslashes (1), and anonymize sensitive information

© Acorcion

Donot configure POM |@ Configure all POMs
Release

dependency_libs

Step 6 Click Save and Execute in the upper right corner. In the displayed dialog box, click
OK. The build task execution page is displayed.

Step 7 After the build task is complete, check the build products. In the navigation pane,
choose Artifact > Self-hosted Repos. On the displayed page, expand the directory
of dependency_libs (Release) to check the released dependencies as build
outputs, as shown in Figure 3-6.

Figure 3-6 Checking dependencies
(-] ¥ dependency_libs (Release)
=] com
-] huawei
(=] dependency
=] dependencyProject

(-] 1.0
[\ dependencyProject-1.0.jar
[ dependencyProject-1.0_pom

[ maven-metadata.xmi

--—-End

Creating Code Repository release_repo

Step 1 In the navigation pane, choose Code > Repo.
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Step 2
Step 3

Step 4

Step 5

Step 6

<modelVersion>4.0.0</modelVersion>

<groupld>com.huawei.release</groupld>
<artifactld>releaseProject</artifactld>
<packaging>jar</packaging>
<version>1.0</version>
<name>release_roject</name>
<url>http://maven.apache.org</url>
<dependencies>
<dependency>
<groupld>junit</groupld>
<artifactld>junit</artifactld>
<version>3.8.1</version>
<scope>test</scope>
</dependency>
<dependency>
<groupld>com.huawei.dependency</groupld>
<artifactld>dependencyProject</artifactld>
<version>1.0</version>
</dependency>
</dependencies>

On the displayed page, click New Repository. Select Template, and click Next.

On the template selection page, select the Java Maven Demo template and click
Next.

On the repository creation page, type release_repo in the Repository Name field,
and leave the other parameters as default.

Click OK. The code repository details page is displayed.

Click the pom.xml file to enter its details page. In the right pane, click 7 to
access the file editor. Copy the following code to the red box shown in Figure 3-7.
Click OK to save your changes to the pom.xml file.

The following sample code adds the dependencyProject-1.0.jar package
generated as the output of the build task dependency_task in the dependency
element.

Issue 01 (2025-09-08)
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Figure 3-7 Modifying the pom.xml file

--—-End

B Y B R W R

=]

<

roject xmlns="http://maven.apache.org/POM/4.0

8" xmlns:xsi="http://www.wu3.org/20

<modelVersion>4.8.8</modelVersion>
<groupId>com.huawel.release</groupId>
cartifactId»releaseProject</artifactId»
<packaging»>jar</packaging»
<version»1.8</version>
<name:release_roject</name>
<url>http://maven.apache.org</url>
<dependencies>
<dependency>
<groupId>junit</groupld»
<artifactId»>junit</artifactIds>
<version»3.8.1</version>
<scopertest</scope>

</dependency>
<dependency>»
<groupId»>com.huawel.dependency</groupId:
<artifactId>dependencyProject</artifactId»
<version»1.8</version>
</dependency>

</dependencies»

Creating Build Task release_task

Step 1
Step 2

Step 3

Step 4

Step 5

In the navigation pane, choose CICD > Build.

Click Create Task. On the displayed Basic Information page, set the following

parameters. Leave the other parameters as default.

Code Source: Select Repo.

Repository: Select release_repo, the code repository created in Creating
Code Repository release_repo.

Name: Assign a custom name to the build task, for example, release_task.

Click Next. On the displayed page, select Blank Template. Click OK. The Build
Actions page is displayed.

On the Build Actions page, click the GUI tab. Then click Add Build Actions on the

left and add the Build with Maven action. Leave the parameters as default.

Click Save and Execute in the upper right corner. In the displayed dialog box, click
OK. The build task execution page is displayed.

Issue 01 (2025-09-08)
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Figure 3-8 Running a build task

< release task case inormaon Paamelers  Schede  Change Hisory  Femissions Notecatons | e |V |
[ou] core
- Build with Maven
i ava proect v Apache Maven. View UserGuide
£ configure Bul Environment
L ————
~ Acton Name

Buid with Maven
|, Configure Code Download

Contute e code donioad moce.
= * Tool Version
maven3 5 30k open

Maven  BUild with Maven Iy

Buida ava profct i AgacheMaven 0 Run . anonymize sensiive inormaton)

© Asctin

--—-End

Viewing the Build Results

On the Actions tab, check that the console displays the logs of the build task as it
runs. The Build Logs window automatically scrolls down to show new entries. As
shown in the following figure, the build log indicates that the
dependencyProject-1.0.jar package produced as the output of the build task
dependency_task is pulled as a dependency from the self-hosted repo
dependency_libs.

Figure 3-9 Viewing the build log

| INFU] UownLoading ti sPubliciepos-1: 1
dependency/dependencyProject/1.8/dependencyProject-1.8. jar
[INFO] Downloaded from

i e . hhuaweicloud. con/artgalaxy/ - f0e40463c23845438
dependencyProject-1.8.Jar (2

Related Operations

For Maven build questions, see Maven Build FAQs.
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Building with npm and Uploading the

Software Package to the Release Repo
(Built-in Executors, GUI)

Scenario
In this practice, you use built-in executors provided by CodeArts Build to compile a
Node.js project and upload the resulting software package to the release repo.
These steps will be carried out through the graphical user interface (GUI).
These steps depend on the following services:
e CodeArts Repo: stores your project code.
e CodeArts Artifact: stores your private dependencies.

Requirements
e You have permissions for CodeArts Artifact.
e You have permissions for CodeArts Repo.

Procedure

Table 4-1 Steps

Step Description

Creating a Create a project.

Project

Creating a Create a CodeArts Repo repository.
CodeArts Repo

Repository

Creating a Create a build task.

Build Task
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Step Description
Configuring Configure build actions and run the build task.
Build Actions
and Running
the Build Task
Viewing and View and verify the build results.
Verifying the
Build Results
Creating a Project
Step 1 Log in to the Huawei Cloud console with your Huawei Cloud account.
Step 2 Click = in the upper left corner and choose Developer Services > CodeArts

from the service list.

Step 3 Click Access Service. The homepage of CodeArts is displayed.

Step 4 Click Create Project, and select the Scrum template.

Step 5 Set the project name to build-bestpractice, and leave the other parameters as

default.

Step 6 Click OK to access the project.

--—-End

Creating a CodeArts Repo Repository

Step 1 In the navigation pane, choose Code > Repo.

Step 2 Access CodeArts Repo, click New Repository. On the displayed page, select
Template, and click Next.

Step 3 On the template selection page, select the Nodejs Webpack Demo template and

click Next.

Step 4 On the repository creation page, type nodesource in the Repository Name field,
leave the other parameters as default, and click OK.

--—-End

Creating a Build Task

Step 1 In the navigation pane, choose CICD > Build.

Step 2 Click Create Task. On the displayed Basic Information page, set parameters
according to Table 4-2. Then, click Next.
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CodeArts Build Package to the Release Repo (Built-in Executors,
Best Practices GUI)

Table 4-2 Basic information

Paramet | Description

er

Name Assign a custom name to the build task, for example,
npm_yml_build.

Code Select Repo.

Source

Reposito | Select nodesource, the code repository created in Creating a
ry CodeArts Repo Repository.

Default Keep the default value master.
Branch

Descripti | Enter additional information to describe the build task.
on

Step 3 Select the npm template and click OK. The Build Actions page is displayed.
----End

Configuring Build Actions and Running the Build Task
Step 1 Configure action Build with npm.

In the command editor, add # before the npm run build command. Then add the
zip -r ./nodeserver.zip ./ command to pack the code into nodeserver.zip, as
shown in Figure 4-1. Leave the other parameters as default.

Figure 4-1 Command example

zip -r ./nodeserver.zip .

Step 2 Configure action Upload to Release Repo according to Figure 4-2.
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Figure 4-2 Configuring the action of uploading a software package to the release
repo

Action Name

Upload to Release Repo

Package Location

Unodeserver zip

Version

v0.0.1

Package Name

nodeserver

Step 3 Once you have finished configuring all build actions, click Save and Execute to
run the build task.

--—-End

Viewing and Verifying the Build Results

In the navigation pane, choose Artifact > Release Repos. On the displayed page,
find the uploaded software package, as shown in Figure 4-3.

Figure 4-3 Checking the uploaded software package

& Reposiory View 8 Version View build-bestpratice / nodeserver / v0.0.1 / nodeserver.zip
(5] M build-bestpratice General ~ Constructing Metadata  Build Packages  Atifact Security
[5) & nodesenver
B v.01 Details
(3 nodeserver.zip| R A Repository Name build-bestpratice
ih hitps:/idevrepo.devcloud huaweicloud.com/DevRepoServer/vi fies/download?filename=00500e21c9614981999400bib.
Version Va
Creator
Created Jun 28, 2024 14:10:30 GMT+08:00
Modifier
Modified Jun 28, 2024 14:25:57 GMT+08:00
275MB

The package name and release version are the same as those configured in Step
2.

Related Operations

For more npm build questions, see npm Build FAQs.
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Building with Maven (Custom Executors,
GUI)

Scenario

If the built-in executors provided by CodeArts Build fall short of your service needs,
you can use your own computing resources. Once registered, these computing
resources can be hosted in CodeArts Build. You can then configure CodeArts Build
to schedule them for running build tasks. In this practice, you configure actions
Build with Maven and Upload to Release Repo and run your build on custom
executors.

These steps depend on the following services:

e CodeArts Repo: stores your project code.
e CodeArts Artifact: stores your private dependencies.

Requirements
e You have permissions for CodeArts Artifact.
e You have permissions for CodeArts Repo.

Resources and Costs

In this practice, you need to purchase an ECS as a custom executor. For details
about the price of an ECS, see Price Calculator.

Prerequisites

You have purchased an Elastic Cloud Server (ECS) for your custom executors by
referring to Purchasing an ECS.
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Procedure

Table 5-1 Steps

Step Description

Creating a Project | Create a project.

Creating an Agent | Create a pool of custom executors (agent pool).

Pool

Creating a Create a repository to store code.

CodeArts Repo

Repository

Creating and Create a build task that includes actions Build with
Running a Build Maven and Upload to Release Repo.

Task

Viewing the Build | Check the build logs to verify the executors used for the
Task and Its build task and view the uploaded software package in
Results CodeArts Artifact.

Creating a Project

Step 1 Log in to the Huawei Cloud console with your Huawei Cloud account.

Step 2 Click = in the upper left corner and choose Developer Services > CodeArts
from the service list.

Step 3 Click Access Service. The homepage of CodeArts is displayed.
Step 4 Click Create Project, and select the Scrum template.

Step 5 Set the project name to build-bestpractice, and leave the other parameters as
default.

Step 6 Click OK to access the project.

--—-End

Creating an Agent Pool

Step 1 On the navigation bar, click the username Q and choose All Account
Settings.

Step 2 Choose Agent Management > Agent Pool.

Step 3 Click Create Pool. In the displayed dialog box, set parameters according to Table
5-2 and click Save.
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Table 5-2 Agent pool configuration

Parameter Description

Pool Name Assign a custom name to the pool, for example,
custom_pool.

Pool Type Select LINUX_DOCKER. When a task is initiated, a Linux
Docker container will be started to run the task.

Description (Optional) Enter additional information to describe the
pool.

This pool can be (Optional) Selecting this option allows all users within the

used by all users of | current account to use the pool.
the current
account.

Step 4 Click the name of the new pool (custom_pool is used in this practice). The pool
configuration page is displayed.

Step 5 Click Create Agent. In the displayed dialog box, configure the agent according to
Table 5-3 and leave the other parameters as default.

Table 5-3 Parameters for creating an agent

Paramet | Description

er

Install Selecting this option mandates Docker installation.
Docker

Install Toggling on the switch will automatically install Docker.
Docker

automati

cally

AK Obtain the AK by referring to Obtaining an AK/SK.

SK Obtain the SK by referring to Obtaining an AK/SK.
Agent Assign a custom name to the agent, for example,
Name agent_test_custom.

Agent Enter an agent workspace that follows the standard Linux directory
Workspac | structure. For example, /opt/agent_test_custom.

e

Step 6 Select the check box to confirm that you have read and accept the agreements.
Then click Generate Command and Copy Command. Click Close.
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Step 7

Step 8

Figure 5-1 Creating an agent

Create Agent wep

Step 1: Ensure that your host can access the Intemet and have Java 8, Git, and Docker installed

Install a JOK automatically ® D How to Manually Install Java 82
Install Git automatically ® e How to Manually Install Git?
Install Docker

Install Docker automatically @ @D towto Manually Install Docker?

Step 2: Use your IAM information to request resources and establisn a connection with the service (How to Oblain AK/SK?). Then Specify the parameters below
= AK

=K

= Agent Name @ agent_test_custom

= Agent Workspace @ Jopt/agent_tesi_custom

\ have read and agree to the Privacy Statement and CodeArts Service Statement and understand that related configurations and authentication information will be used
by CodeArts to perform operations with this service
Disclaimer: CodeArts is not liable for any vulnerability or loss arising from official JDK, Git, and Docker versions that are automatically installed during agent creation. If
preferred, you can choose 1o go to official websites and download latest versions yourself
If the agent is in the offline state, the agent is no longer managed by the CodeArts system. You need to check the log information to locate the cause. (The log file Is
{workspace directory}.) I the offline agent cannot be recovered, delete the offline agent and register it again

‘ Generate Command

export AGENT_INSTALL_URL=ii ich curl” [:then curl # -O S{AGENT_INSTALL_URL}.else wget —no-checkcertificale S{AGENT_INSTALL_URL:fi;bash install-

octopus-agent sh ¢ 9a8bfa23d072495682137fed9b0e752c¢ -1 cn-north-4

Use a remote login tool to remotely log in to the host as user root and run the command. If the message "End Install Octopus Agent,Agent output logs
have been printed to [ /opt/octopus-agent/logs/octopus-agent.log ]" is displayed, the installation is successful. After successful installation, check the agent
status in the agent list of the cluster.

Tips:
1.After the agent host machine is restarted, the agent cannot be restarted. You need to reinstall the agent

Go to the ECS list page, find the row of the ECS purchased to meet prerequisites,
click Remote Login, and run the command copied in Step 6, as instructed by Step
3.

On the agent list page, click Refresh List. After the information is automatically
synchronized in the background, a new item will be added to the list. The agent
alias is agent_test_custom-mwlye1NILG.

----End

Creating a CodeArts Repo Repository

Step 1

Step 2

Step 3

Step 4

In the navigation pane, choose Services > Repo. The CodeArts Repo homepage is
displayed.

Click New Repository. On the displayed page, expand the Project drop-down list
and select the project name you specify when creating a project. Then, select
Template as the repository type. Click Next.

On the template selection page, select the Java Maven Demo template and click
Next.

On the displayed page, set Repository Name to custom_repo, and leave the
other parameters as default. Click OK.

Figure 5-2 shows the directory that stores files of the code repository.
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Figure 5-2 Directory that stores files of the code repository

[ Home

<> Code i1 Merge

[-3 0.23 MB Files - 1 Commits

master

images

sIC

.gitignore

README.md

pom.xmi

--—-End

Creating and Running a Build Task

Step 1 In the navigation pane, choose CICD > Build.

Step 2 Click Create Task. On the displayed Basic Information page, set parameters
according to Table 5-4. Then, click Next.

Table 5-4 Basic information

Parameter

Description

Name

Assign a custom name to the build task, for example,
custom_task.

Code
Source

Select Repo to pull the code hosted in a CodeArts Repo repository
for your build.

Repository

Select custom_repo, the code repository created in Creating a
CodeArts Repo Repository.

Default
Branch

Keep the default value master.

Description

Enter additional information to describe the build task.

Step 3 Select the Maven template and click OK. The Build Actions page is displayed.
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Step 4 Configure the build environment according to Table 5-5. Leave the other
parameters as default, and click Save and Execute.

Table 5-5 Environment parameters

Parameter Description

Execution Select Custom executor.
Host

Agent Pool Expand the drop-down list and select custom_pool you created
in section "Creating an Agent Pool".

Figure 5-3 Configuring the build environment
& custom _task  sasic Information Parameters  Schedule  Change History ~ Permissions  Notifications

Configure Build Environment
Configure the global runtime environment for the build task. View User G
conﬂgure Build Environment »
Configure the global runtim ent for the build
.,  Configure Code Download O xe6 Am (Kunpeng)
Configure the code download mode.
* Execution Host
B it Built-in executor [(Q_ Custom executor
Maven
Build a Java project with Apache Maven
Agent Fool © wmanage Hep
- Mapping Between Host and Container Directories Add Mapping
L

No. Host Directory

Step 5 In the displayed dialog box, click OK. The build task execution page is displayed.
----End

Viewing the Build Task and Its Results

Step 1 The console displays the logs of the build task as it runs. The log window
automatically scrolls down to show new entries. As shown in Figure 5-4, the log
indicates that the current build task is running on executor agent_test_custom-
mwlye1NLLG in pool custom_pool created in section Creating an Agent Pool.

Figure 5-4 Build logs
1Ll [F'F:F_H'l'u':'-.]aw_c ] (e resncs . e e cOFR Ao
ANTAG| (M E:sLave coate © {slave] Fid epty e, Loction AR N slove

(8] (PE EN:sLve e+ [Slave] oo comtont;
1) [P ENle ] [ al i Fuul il e et et st st el
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Step 2 The build task is considered successful if each build action is marked with
after running.

Figure 5-5 Build success

Py

Code Source: ] https:/fdevcloud -4
Actions Build Parameters

Code check out 75

fMaven 75

Upload to Release Repo ds

Step 3 Click action Upload to Release Repo. In the logs, you can find the path that
stores the software package uploaded to the release repo: /custom_task/
20240620.19/.

Step 4 In the navigation pane, choose Artifact > Release Repos. You can find the
software package at /custom_task/20240620.19/javaMavenDemo-1.0.jar.

Figure 5-6 Software package information

= it = i
= Repository View S Version View [ custom_task / 20240620.19 / javaMavenDemo-1.0.jar
E ﬁ General  Constructing Metadata  Build Packages  Artifact Security
[+] &5 soso-c
[+] & custom_env_build_task Details
[E3] custom_env_task Repository Name
53] docker_task Relative Path Jcustom_task/20240620.19/javalavenDemo-1.0 jar
[+) & maven_private_repository_task Repository Path hitps:/idevrepo.devcloud Jaweicloud.com/DevRepoServeriv
[+)i& npm_task 2024062019
[+) &= yml_task o
Creator gray
[+] &5 ant_task
Created Jun 20, 2024 15:29:22 GMT+08:00
(=) custom_task
Modifier gray
(=) & 2024062019
— Modified Jun 20, 2024 15:29:22 GMT+08:00
[3 javaMavenDemo-1.0 jar L 2w
Size 218 KB
---—-End

Related Operations

For Maven build questions, see Maven Build FAQs.
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Building with Maven, Uploading the

Software Package, and Pushing the Image to
SWR (Built-in Executors, Code)

Scenario

CodeArts Build allows you to define your build as code using YAML. Your

configurations, such as build environments, parameters, commands, and actions,

reside in a YAML file (named build.yml in this practice). After creating this file,
add it along with the source code to a code repository. The file will be used as a
script by the system to run a build, making the process traceable, recoverable,
secure, and reliable. In this practice, you build with Maven, upload the resulting
software package to the release repo, and push the image to SWR.

These steps depend on the following services:

Requirements
[
[ J
[ ]

SoftWare Repository for Container (SWR): provides repositories to store
Docker images uploaded by users. These images can be used in build,
deployment, and other scenarios.

CodeArts Repo: stores your project code.
CodeArts Artifact: stores your private dependencies.

You have created an organization named codeci_gray in SWR.

You have permissions for CodeArts Artifact.

You have permissions for CodeArts Repo.

You can only use the code hosted in CodeArts Repo for YAML builds.
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Procedure

Table 6-1 Steps

Step Description

Creating a Create a project.

Project

Creating a Create a CodeArts Repo repository to store code files.
CodeArts Repo

Repository

Creating a Define the entire build process in build.yml.

build.yml File

Creating a Customize an image by modifying the Dockerfile.
Dockerfile

Creating a Create a build task.

Build Task

Viewing and
Verifying the
Build Results

View and verify the build results.

Creating a Project

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6

Log in to the Huawei Cloud console with your Huawei Cloud account.

Click = in the upper left corner and choose Developer Services > CodeArts
from the service list.

Click Access Service. The homepage of CodeArts is displayed.
Click Create Project, and select the Scrum template.

Set the project name to build-bestpractice, and leave the other parameters as
default.

Click OK to access the project.
----End

Creating a CodeArts Repo Repository

Step 1
Step 2
Step 3

Step 4

In the navigation pane, choose Code > Repo.
On the displayed page, click New Repository. Select Template, and click Next.

On the template selection page, select the Java Maven Demo template and click
Next.

On the repository creation page, type maven_yml_build in the Repository Name
field, and leave the other parameters as default.
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Step 5 Click OK. The repository details page is displayed.
----End

Creating a build.yml File

Step 1 On the code repository details page, click Create and select Create Directory
from the drop-down list, as shown in Figure 6-1.

Figure 6-1 Creating a directory

npm_yml_build | + Create |

npm_yml_ bt 2 Create File

. L3 |Create Directory
cloudbuild * !

Step 2 On the Create Directory page, set parameters based on Table 6-2 and click OK.

Table 6-2 Creating a directory

Paramete | Description
r

Directory | Enter a directory name, for example, .cloudbuild. Use 1 to 100
Name characters, including letters, digits, slashes (/), underscores (_),
hyphens (-), and periods (.).

Commit Describe the files within the directory. Use 1 to 2,000 characters.
Message

Step 3 Click the name of the directory created in Step 2.

Step 4 Click Create and select Create File from the drop-down list, as shown in Figure
6-2.

Figure 6-2 Creating a file

maven | | + Create a |

m

ma {3 |Create F

d [3 Create Directory

Step 5 Name the file build.yml and copy the following code to the file:
# The YAML provided is a default template that can be edited as needed.

version: 2.0
steps:
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BUILD:
- maven:
image: cloudbuild@maven3.5.3-jdk8-open # The image path can be customized.
inputs:
settings:
public_repos:
- https://mirrors.huawei.com/maven
cache: true # Determine whether to enable caching.
command: mvn package -Dmaven.test.failure.ignore=true -U -e -X -B
- upload_artifact:
inputs:
path: "**/target/*.?ar"
- build_image:
inputs:
organization: codeci_gray # Organization name
image_name: maven_demo # Image name
image_tag: 1.0 # Image tag
dockerfile_path: ./Dockerfile

Step 6 Click Submit.

--—-End

Creating a Dockerfile

Step 1 In the root directory, create a file named Dockerfile by following Step 4. The code
in the file is as follows:

FROM swr.regionlD.myhuaweicloud.com/codeci/special_base_image:centos7-base-1.0.2
MAINTAINER <devcloud@demo.com>

USER root

RUN mkdir /demo

COPY ./target/server-1.0.jar /demo/app.jar

server-1.0.jar combines the values of artifactld, packaging, and version in the
pom.xml file.

Step 2 Click Submit.

--—-End

Creating a Build Task
Step 1 In the navigation pane, choose CICD > Build.

Step 2 Click Create Task. On the displayed Basic Information page, set parameters
according to Table 6-3.

Table 6-3 Basic information

Parameter | Description

Name Assign a custom name to the build task, for example,
maven_yml_build.

Code Select Repo.

Source

Repository | Select Repo01, the code repository created in Creating a
CodeArts Repo Repository.
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Parameter | Description

Default Keep the default value master.
Branch

Description | Enter additional information to describe the build task.

Step 3 Click Next. On the displayed page, select Blank Template. Click OK. The Build
Actions page is displayed.

Step 4 Click the Code tab. Then you can view the imported build script, as shown in
Figure 6-3.

Figure 6-3 Code tab

¢ maven yml build-32103359  Basicinformation  BuildActions  Parameters  Schedule

GUl  |Code

oa

& master = ¢4 cloudbuild / build.yml

Step 5 Click Save and Execute in the upper right corner.

----End

Viewing and Verifying the Build Results
e Checking the uploaded software package

a. In the navigation pane, choose Artifact > Release Repos.

b. On the displayed page, find the folder that shares the same name as the
build task (the name you specify when creating the build task), as
shown in Figure 6-4. The software package can be found within this
folder.

Figure 6-4 Checking the software package

Release Repos
n -test

“E: Repository View = = - .

Bm

General

e Checking the pushed image

a. Go to the SWR console.

b. In the navigation pane, choose My Images. In the search box, select
Organization as the filter field, and type the organization name
(codeci_gray is used in this example) you configure when creating a
build.yml file.
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c. In the filtered results, click the image name (maven_demo is used in this
example) you configure when creating a build.yml file.

Related Operations
e For Maven build questions, see Maven Build FAQs.
e For image questions, see Image FAQs.
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Running a Multi-Task Maven Build
Project (Built-in Executors, Code)

Scenario

A build task is the smallest unit that a build project can be broken down into for
simple service scenarios. However, for more complex requirements, you may need
to set up multiple build tasks in a modular and fine-grained way, and run them in
a specific order. This means that each task depends on the successful completion
of its dependency task.

To handle such complex builds, CodeArts Build offers a task model called
BuildFlow, which organizes multiple build tasks in a directed acyclic graph (DAG)
and runs them concurrently based on their dependencies.

In this practice, your build project involves three build tasks (Job1, Job2, and
Job3). Job3 depends on Job1 and Job2. Your code is stored in CodeArts Repo
repositories.

Requirements
e You can only use the code hosted in CodeArts Repo for a BuildFlow task.
e You have permissions for CodeArts Repo.

Procedure

Table 7-1 Steps

Step Description

Creating a Project | Create a project.

Creating a Create a CodeArts Repo repository to store code files.
CodeArts Repo

Repository

Creating a Define the entire build process in build.yml.

build.yml File
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Step

Description

Creating Task
Scripts Used in
build.yml

Create a script for the whole build.

Creating and
Running a Build
Task

Create and run a BuildFlow task.

Viewing the Build
Results

View the build results.

Creating a Project

Step 1 Log in to the Huawei Cloud console with your Huawei Cloud account.

Step 2 Click = in the upper left corner and choose Developer Services > CodeArts

from the service list.

Step 3 Click Access Service. The homepage of CodeArts is displayed.

Step 4 Click Create Project, and select the Scrum template.

Step 5 Set the project name to build-bestpractice, and leave the other parameters as

default.

Step 6 Click OK to access the project.

--—-End

Creating a CodeArts Repo Repository

Step 1 In the navigation pane, choose Code > Repo.

Step 2 On the displayed page, click New Repository. Select Template, and click Next.

Step 3 On the template selection page, select the Java Maven Demo template and click

Next.

Step 4 On the displayed page, set Repository Name to Repo01 and keep the default
values for other parameters.

Step 5 Click OK.
----End

Creating a build.yml File

Step 1 On the code repository details page, click Create and select Create Directory
from the drop-down list.

Step 2 Name the directory .cloudbuild and describe the files it contains. Click OK.
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Step 3 In the .cloudbuild directory, click Create and select Create File from the drop-
down list. Name the file build.yml and add the following code to the file:

version: 2.0 # The version number is a mandatory and unique parameter that must be set to 2.0.
params: # Parameters that can be referenced by builds.
- name: condition_param
value: 1
# The envs configuration is optional.
envs:
- condition: condition_param == 0 # The following host specification and type are not used if this
condition is not met.
resource:
type: docker
arch: ARM
- condition: condition_param == 1 # The following host specification and type are used if this condition is
met.
resource:
type: docker
arch: X86

buildflow:
jobs: # Build tasks
- job: Job3 # Define the task name.
depends_on: # Define the task dependency. In this practice, the configuration indicates that Job3
depends on Job1 and Job2.
- Job1
- Job2
build_ref: .cloudbuild/build_job3.yml # Define the YAML build script to run for Job3.
- job: Job1
build_ref: .cloudbuild/build_job1.yml # Define the YAML build script to run for Job1.
- job: Job2
build_ref: .cloudbuild/build_job2.yml # Define the YAML build script to run for Job2.

build.yml defines the entire build process, with three build tasks currently
specified. Job3 depends on Job1 and Job2 and will be run only after they are
completed. Job1 and Job2 have equal priority and will be triggered at the same
time. build_ref defines the build script to be run for each build task.

----End

Creating Task Scripts Used in build.yml

Step 1 In the .cloudbuild directory, click Create and select Create File from the drop-
down list. Name the file build_job1.yml and add the following code to the file:

version: 2.0
steps:
BUILD:
- maven:
image: cloudbuild@maven3.5.3-jdk8-open # The image is used for your build and can be customized.
inputs:
settings:
public_repos:
- https://mirrors.huawei.com/maven # Configure the dependency repository.
cache: true # Determine whether to enable caching.
command: mvn package -Dmaven.test.failure.ignore=true -U -e -X -B # The command to be run.

Step 2 Create build_job2.yml and build_job3.yml with the same code samples by
following the instructions in Step 1.

Step 3 The following figure shows the directory that stores files of the code repository.
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Figure 7-1 Directory
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--—-End

Creating and Running a Build Task

Step 1 In the navigation pane, choose CICD > Build.

Step 2 Click Create Task. On the displayed Basic Information page, set parameters

according to Table 7-2.

Table 7-2 Basic information

Parameter | Description

Name Assign a custom name to the build task, for example, BuildFlow.
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Step 3

Step 4

Step 5

Parameter | Description

Code Select Repo.
Source

Repository | Select Repo01, the code repository created in Creating a
CodeArts Repo Repository.

Default Keep the default value master.
Branch

Description | Enter additional information to describe the build task.

Click Next and select the Maven template. Click OK. The Build Actions page is
displayed.

Click the Code tab. The build scripts in the Repo01 code repository will be loaded
automatically.

Click Save and Execute. In the displayed dialog box, click OK. The build task
execution page is displayed.

--—-End

Viewing the Build Results

Step 1

Step 2

The Build Processes tab page shows the complete flowchart of the current build
tasks. While the build tasks are still running, you can see that Job1 and Job2 are
running in parallel, and Job3 only runs after Job1 and Job2 are finished.

On the Build Processes tab page, click either the Job1 node in the left-hand menu
or the green Job1 rectangle in the right pane. The run details page of Job1 is
displayed, where you can view the build logs of Job1, as shown in Figure 7-2.

Figure 7-2 Viewing the build results

The details page includes the following tabs:

e The Actions tab shows the resource scheduling information and sequential
position of this task within the whole build process.

e The Build Parameters tab shows the global parameters of the current build
task.

e  The Build Scripts tab shows the script run for the current build task.
You can view the run details of Job2 and Job3 by following instructions in Step 1.

--—-End
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Related Operations

For Maven build questions, see Maven Build FAQs.
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Building with Maven Based on Non-

default Dependencies and Uploading the
Software Package to a Self-Hosted Repo
(Built-in Executors, GUI)

Scenario
CodeArts Build provides default dependency repositories. If they fall short of your
service needs, you can create custom repositories for Maven builds.
These steps depend on the following services:
e CodeArts Repo: stores your project code.
e CodeArts Artifact: stores your private dependencies.
Requirements
e You have permissions for CodeArts Artifact.
e You have permissions for CodeArts Repo.
Procedure

Table 8-1 Steps

Step Description

Creating a Project | Create a project.

Creating a Self- Create a self-hosted repo.

hosted Repo

Checking Check the ID and URL of the self-hosted repo, which will
Information About | be used for configuring the pom.xml file of the code
the Self-hosted repository.

Repo
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Step Description
Uploading the Upload the settings.xml file to Files for management in

settings.xml File CodeArts Build.
to CodeArts Build

Creating a Create a code repository.

CodeArts Repo

Repository

Configuring the Configure the address of the self-hosted repo where the

Self-hosted Repo build product will be uploaded.
Address for

Storing Maven
Build Products

Creating a Build Create a build task.

Task

Configuring Build | Configure actions Download File from File Manager and
Actions and Build with Maven, and run the build task.

Running the Build

Task

Viewing the Build | View the build results stored in the self-hosted repo.
Results

Creating a Project

Step 1 Log in to the Huawei Cloud console with your Huawei Cloud account.

Step 2 Click = in the upper left corner and choose Developer Services > CodeArts
from the service list.

Step 3 Click Access Service. The homepage of CodeArts is displayed.
Step 4 Click Create Project, and select the Scrum template.

Step 5 Set the project name to build-bestpractice, and leave the other parameters as
default.

Step 6 Click OK to access the project.
----End

Creating a Self-hosted Repo

Step 1 In the navigation pane, choose Artifact > Self-hosted Repos.

Step 2 Click Create and set parameters according to the following table.
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Table 8-2 Parameters for creating a self-hosted repo

Parameter | Description

Repository | Select Local Repository.

Type

Repository | Assign a custom name to the repository, for example,

Name private_repository.

Package Select Maven.

Type

Project Leave the value as default. The field is autofilled with build-
bestpractice in this practice.

Include Leave it blank.

Patterns

Version Specify the version of artifacts stored in the repository. Select

Policy either Release (the release version with stable functions) or
Snapshot (the development version with unstable functions). You
can also select both of them if needed. In this practice, select
Release.

Descriptio | Enter additional information to describe the repository. Use no

n more than 200 characters.

Step 3 Click Submit. The details page of private_repository is displayed.
----End

Checking Information About the Self-hosted Repo
Step 1 Click Tutorial in the upper right corner.

Step 2 In the displayed dialog box, click Download Configuration File, leaving the
settings as default.

Step 3 In the dialog box that appears next, click Download.

Issue 01 (2025-09-08) Copyright © Huawei Technologies Co., Ltd. 47



8 Building with Maven Based on Non-default
CodeArts Build Dependencies and Uploading the Software Package
Best Practices to a Self-Hosted Repo (Built-in Executors, GUI)

Figure 8-1 Downloading the configuration file
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2 Download Configuration File

Step 4 Open the downloaded settings.xml file and navigate to the <profile> section that
includes the <repositories> element. Under this element, find the <repository>

block that contains information about the repository. Record the values of id and
url.

Figure 8-2 Checking the repository ID and URL

/profile>

--—-End

Uploading the settings.xml File to CodeArts Build
Step 1 In the navigation pane, choose CICD > Build.
Step 2 On the build task list page, choose More > Files.
Step 3 On the displayed page, click Upload File.

Step 4 In the displayed dialog box, upload the settings.xml file you download when
checking information about the self-hosted repo. Select the check box to
confirm that you have read and accept the agreements. Then click Save.

--—-End

Creating a CodeArts Repo Repository

Step 1 In the navigation pane, choose Code > Repo.
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Step 2 On the displayed page, click New Repository. Select Template, and click Next.

Step 3 On the template selection page, select the Java Maven Demo template and click
Next.

Step 4 On the repository creation page, type private_repository_repo in the Repository
Name field, and leave the other parameters as default.

Step 5 Click OK. Figure 8-3 shows the directory that stores files of the code repository.

Figure 8-3 Directory

[E Home <> Code  §) Merge Requests 0 (% Reviews (B Associated Work Items

@ 0.22 MB Files O B Commits ~ 1 Branches > 0 Tags T:J_ Comparison
master < | [ private_repository_repo |+ Create =
Q I
5 private_repository_repo (2 History
W images
_ B images
B siC
1Y gitignore m S
M: README.md b3 gitignore
pom.xml Mi README.md
pom xm|
----End

Configuring the Self-hosted Repo Address for Storing Maven Build Products

Step 1 Click the pom.xml file to enter its details page. In the right pane, click 4 to
access the file editor.

Step 2 Copy the following sample code and add it under the build tag.

Figure 8-4 Sample code of the pom.xml file

L

</manifestEntries»

3
36 <jarchives
37 <f/configuration>
38 </plugin>
39 </plugins>
48 </pluginManagement>
a1 i
B 42  «/project]
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Step 3

<distributionManagement>
<repository>
<id>ID</id>
<url>https://example/</url>
</repository>
</distributionManagement>

Replace the placeholders of id and url (ID and https://example/) with the values
of id and url recorded in Step 4.

Click OK.
----End

Creating a Build Task

Step 1
Step 2

Step 3
Step 4

In the navigation pane, choose CICD > Build.
Click Create Task. On the displayed Basic Information page, set the following
parameters. Leave the other parameters as default.

e Name: Assign a custom name to the build task, for example,
private_repository_task.

e Code Source: Select Repo.

e Repository: Select private_repository_repo, the code repository created in
Creating a CodeArts Repo Repository.

Click Next. On the displayed page, select Blank Template.
Click OK. The Build Actions page is displayed.
----End

Configuring Build Actions and Running the Build Task

Step 1

Step 2

Click Add Action. Add action Download File from File Manager. Leave Action
Name and Tool Version as default. Expand the File Name drop-down list and
select the settings.xml file uploaded to CodeArts Build.

Click Add Action. Add action Build with Maven. In the Commands window, add
a number sign (#) before the mvn package -Dmaven.test.skip=true -U -e -X -B
command, delete the number sign before mvn deploy -Dmaven.test.skip=true -
U -e -X -B, and change mvn deploy -Dmaven.test.skip=true -U -e -X -B to mvn
deploy -Dmaven.test.skip=true -s settings.xml -U -e -X -B. Leave the other
parameters as default.

Figure 8-5 Command for packaging

Figure 8-6 Command for releasing the dependencies

mvn deploy -Dmaven.test.skip=true -s -settings.xml -U -e -X -B
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Step 3 Click Save and Execute. In the displayed dialog box, click OK. Wait for the build
task to complete.

--—-End

Viewing the Build Results

Step 1 Click the build task name (private_repository_task is used in this practice).

Step 2 On the Build History tab page, click the build ID. On the displayed page, check
the action logs. com/huawei/demo/javaMavenDemo/1.0 is the path of the
uploaded build product in the self-hosted repo private_repository.

Figure 8-7 Path for uploading dependencies

[INFO] Uploaded to rele 5048 en_1_29: https://devrepo.devcloud.

- huaweicloud. con/artgalaxy/! . £9e4463c23845438cagefd3aTec venDemo/1.6/javaMavenDemo-1.0. jar
(2.4 kB at 3.3 kB/s)

Step 3 In the navigation pane, choose Artifact > Self-hosted Repos.

Step 4 Expand private_repository and its subfolders. Find the uploaded software
package at com/huawei/demo/javaMavenDemo/1.0.

Figure 8-8 Checking the uploaded software package

(=] ¥ private_repository (Release)
(-] & com
(-] & huawe
(-] & demo
(-] & javaMavenDemo
=] 1.0
[ javaMavenDemo-1.0 jar

[ javaMavenDemo-1.0.pom
----End

Related Operations

For Maven build questions, see Maven Build FAQs.
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Running a Build Task on a Custom
Environment (Built-in Executors, GUI)

Scenario
You may need to extend CodeArts Build with custom environments in the
following scenarios:
e CodeArts Build uses Java 1.8 by default, but you may require Java 21.
e Your build may require your enterprise's dedicated tools that are not
supported by CodeArts Build.
In this practice, you customize a build environment to run a build task.
Requirements
e You have created an organization named hwstaff_codeci_gray in SWR.
- You have permissions for CodeArts Artifact.
- You have permissions for CodeArts Repo.
Procedure

Table 9-1 Steps

Step Description

Creating a Project | Create a project.

Creating a Create the code file used for your build.
CodeArts Repo
Repository

Creating an Image | Create an image as the custom environment.
as the Custom
Build Environment

Creating and Create, configure, and run a build task.
Running a Build
Task
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Step Description

Viewing the Build | Check the build logs and result files to verify the build
Results results.

Creating a Project

Step 1 Log in to the Huawei Cloud console with your Huawei Cloud account.

Step 2 Click = in the upper left corner and choose Developer Services > CodeArts
from the service list.

Step 3 Click Access Service. The homepage of CodeArts is displayed.
Step 4 Click Create Project, and select the Scrum template.

Step 5 Set the project name to build-bestpractice, and leave the other parameters as
default.

Step 6 Click OK to access the project.
----End

Creating a CodeArts Repo Repository

Step 1 In the navigation pane, choose Code > Repo.

Step 2 On the displayed page, click New Repository. Select Template, and click Next.

Step 3 On the template selection page, select the Java Maven Demo template and click

Next.

Step 4 On the displayed page, set Repository Name to custom_env_repo, and leave the
other parameters as default. Click OK. The details page of the new code repository

is displayed.

Step 5 In the root directory of the code repository, choose Create and select Create File

from the drop-down list.
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Figure 9-1 Creating a file
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Step 6 Name the file Dockerfile, copy the following code to the file, and click Submit.

# Use the official Ubuntu image as the base image.
FROM ubuntu:latest
# Install wget.
RUN apt-get update && apt-get install -y wget
# 1. Create a directory for JDK installation.
# 2. Download the JDK installation package of the specified version to the temporary directory.
# 3. Decompress the JDK package into the designated directory using the tar command.
# 4. Delete the JDK package after extraction.
RUN mkdir /usr/local/jdk \
&& waget "https://download.oracle.com/java/17/archive/jdk-17.0.12_linux-x64_bin.tar.gz" -P /tmp/jdk \
&& tar -zxf /tmp/jdk/jdk-17.0.12_linux-x64_bin.tar.gz -C /usr/local/jdk --strip-components 1\
&& rm -rf /tmp/jdk/jdk-17.0.12_linux-x64_bin.tar.gz
# 1. Create a directory for Maven installation.
# 2. Download the Maven installation package of the specified version to the temporary directory.
# 3. Decompress the Maven package into the designated directory using tar command.
# 4. Delete the Maven package after extraction.
RUN mkdir /usr/local/maven \
&& wget "https://dlcdn.apache.org/maven/maven-3/3.9.8/binaries/apache-maven-3.9.8-bin.tar.gz" -P /tmp/
maven \
&& tar -zxf /tmp/maven/apache-maven-3.9.8-bin.tar.gz -C /usr/local/maven --strip-components 1 \
&& rm -rf /tmp/maven/apache-maven-3.9.8-bin.tar.gz
# Configure the environment variables for running Java and Maven.
ENV JAVA_HOME /usr/local/jdk
ENV MAVEN_HOME /usr/local/maven
ENV PATH $PATH:$JAVA_HOME/bin:$MAVEN_HOME/bin
# Verify the installations by checking the version information.
RUN java -version && mvn -v

Dockerfile contains the following instructions for building a container image as
your custom environment.
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Table 9-2 Dockerfile instructions

Instruc | Description

tion

FROM | It specifies the base image (the latest official Ubuntu image is used in
this practice) and must be the first instruction.

RUN They are run when docker build creates an image. In this practice,
RUN instructions install three tools: wget, Java Development Kit (JDK)
17, and Maven 3.9.8. After environment variables are set, these
instructions run commands to verify the installation of proper JDK and
Maven versions.

ENV They set environment variables. In this practice, ENV instructions set
environment variables for JDK and Maven and add their directory to
the PATH environment variable so that users can conveniently run JDK
and Maven by invoking shortcut commands.

----End

Creating an Image as the Custom Build Environment

Step 1 In the navigation pane, choose CICD > Build.

Step 2 Click Create Task. On the displayed Basic Information page, set parameters
according to Table 9-3. Then, click Next.

Table 9-3 Basic information

Parameter | Description

Name

Assign a custom name to the build task, for example,
custom_env_task.

Code
Source

Select the code source from which code will be pulled for your
build. In this practice, select Repo.

Repository | Select custom_env_repo, the code repository created in Creating

a CodeArts Repo Repository.

Branch

Default

Keep the default value master.

Step 3 Select Blank Template and click OK to create the build task. The Build Actions
page is displayed.

Step 4 On the Build Actions page, click the GUI tab and click Add Build Actions.
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Figure 9-2 Adding a build action
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Step 5 In the right pane, click the Container related tab. Hover over action Build Image

and Push to SWR and click Add on the card. Set the parameters according to
Figure 9-3. Expand the Organization drop-down list and select
hwstaff_codeci_gray created to meet the requirements. Type
custom_ubuntu_image in the Image Name text box, and v1.0 in Image Tag.
Leave the other parameters as default.

Figure 9-3 Configuring the build action
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Step 6 Click Save and Execute in the upper right corner. In the displayed dialog box, click

OK. The build task execution page is displayed.

Step 7 On the Actions tab, check that the console displays the logs of the build task as it

runs. The Build Logs window automatically scrolls down to show new entries. As
shown in Figure 9-4, the console prints logs of creating an image from the
Dockerfile stored in the code repository.
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Figure 9-4 Build task run logs

Step 8 After the build task is successfully run, go to the SWR console. Choose My Images
and click the Private Images tab (which is displayed by default). From there, click
the name of the image (custom_ubuntu_image) created in Step 5 to access its
details page.

Step 9 On the image details page, click Edit. In the displayed dialog box, set Type to
Public and click OK.

Figure 9-5 Image details
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Step 10 In the Image Pull Command column, copy and save the complete image name
following docker pull (swr.{regionID}.myhuaweicloud.com/
hwstaff_codeci_gray/custom_ubuntu_image:v1.0 is copied in this practice) for
future use. {regionlID} indicates the ID of the current region.

Figure 9-6 Complete image name
Image Pull Command
docker pull swr

4 myhuaweicloud.com/l _codeci_gray/custom_ubuntu_image:v
1.0

--—-End
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Creating and Running a Build Task

Step 1 Access CodeArts Build. Click Create Task. On the displayed Basic Information
page, set the following parameters. Leave the other parameters as default.

e Name: Assign a custom name to the build task, for example,
custom_env_build_task.

e Code Source: Select the code source from which code will be pulled for this
build. In this practice, select Repo.

e Repository: Select custom_env_repo, the code repository created in Creating
a CodeArts Repo Repository.

Step 2 Click Next. On the displayed page, select Blank Template. Click OK. The Build
Actions page is displayed.

Step 3 On the Build Actions page, click the GUI tab and click Add Build Actions.

Step 4 In the right pane, click the Container related tab. Hover over action Use SWR
Public Image and click Add on the card. Set the parameters according to Figure
9-3. In the Image Address text box, enter the complete image name swr.
{regionID}.myhuaweicloud.com/hwstaff codeci_gray/
custom_ubuntu_image:v1.0 saved in Step 10. Copy the following sample code to
the Commands window. Leave the other parameters as default.
java -version # Show the JDK version contained in the current image.

mvn -v  # Show the Maven version contained in the current image.
mvn package -Dmaven.test.skip=true -U -e -X -B # Run the maven build command.

Figure 9-7 Configuring the action of using the SWR public image
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Step 5 Click Add Action and add the Upload to Release Repo action. In the Package
Location text box, enter **/target/*.?ar. Leave the other parameters as default.

Step 6 Click Save and Execute in the upper right corner. In the displayed dialog box, click
OK. The build task execution page is displayed.

--—-End

Viewing the Build Results

Step 1 After the build task is successfully run, go to the Actions tab page. On the top of
the Build Logs window, click View More to scroll the window up and reveal the
preceding logs. If you see Status: Downloaded newer image for swr.
{regionIiD}.myhuaweicloud.com/hwstaff_codeci_gray/
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custom_ubuntu_image:v1.0 in the logs, the current build environment is created
using the custom image.

Step 2 Click the Upload to Release Repo action on the left. The right-hand log window
will display information about the upload of the build product to the release repo.

Step 3 In the navigation pane, choose Artifact > Release Repos.

On the displayed page, find the folder that shares the same name as the build
task, as shown in Figure 9-8. The software package can be found within this
folder.

Figure 9-8 Checking the software package
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Related Operations

e  For more details about image creation, see Building an Image and Pushing
It to SWR.

e For Maven build questions, see Maven Build FAQs.
e For image questions, see Image FAQs.
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Configuring Role-based Permissions
Before Using CodeArts Build

Background

Data security: Permissions management prevents unauthorized access to
sensitive data, mitigating risks of data leakage, tampering, or misuse. For
example, financial records should be accessible only to finance staff and
administrators.

Misoperation prevention: Permissions limit users to actions within their
defined responsibilities. By granting users only the permissions required for
their tasks, you reduce the likelihood of system or data errors caused by
unintended operations.

Accountability and auditability: Clear permission boundaries define user
responsibilities and make it easy to track operations, supporting follow-up
audits or troubleshooting. For instance, system logs can record who modified
specific data and when.

Efficient management: Centralized role management streamlines permission
assignment, avoids "all-access" configurations, keeps permission structures
rational, and reduces administrative overhead. For example, you can assign
permissions to a role once, then apply that role to multiple users.

Regulatory compliance: Many industries, such as finance and healthcare, must
meet strict standards like General Data Protection Regulation (GDPR) and
Health Insurance Portability and Accountability Act (HIPAA). Proper
permissions management is essential for meeting these requirements and
avoiding compliance violations.

Multi-level collaboration: In large systems, permissions management enable
collaboration across multiple roles, such as project administrators, product
managers, developers, testers, and viewers, ensuring each role has the right
level of access for efficient, secure operations.

Permissions management is essential to product design. It strikes the right
balance between functionality and security, forming the foundation for stable
system operations.
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Solution

In this section, you learn how to leverage role-based access control (RBAC) to
establish fine-grained permission management for custom workflows in a
traditional enterprise.

Table 10-1 Roles involved in this example

t

er

Memb

Projec | Role Responsibility

Sarah | Project Creates projects, sets up project teams, and configures roles

manager | and permissions for members.

Jack Operatio | Acts as a build engineer to manage and standardize build
n tasks.
manager

e

Maggi | Develop | Develops, builds, and debugs code.

er

Mary | Tester Tests and verifies build tasks.

Lucy Viewer Examines build tasks' execution details.

Preparing for the Practice

Ensure that the project owner has registered a HUAWEI ID and enabled
Huawei Cloud services. For details, see Signing Up for a HUAWEI ID and
Enabling Huawei Cloud Services.

Ensure that the project owner has created IAM users for project members. For
details, see Creating an IAM User.

Purchase CodeArts Pro (or higher edition).
- Purchasing a CodeArts package
i. Go to the Buy CodeArts Package page.

ii. Select the Pro edition, retain the default value for Users, set
Required Duration to 1 month, agree to the statement, and click
Next.

iii. Confirm the order and click Pay.
iv. Follow the prompts to complete the payment.
v. Check the subscription record on the CodeArts page.

Creating Resources In Advance

Ensure that the project manager has created a Scrum project named test. For
details, see Creating a CodeArts Project.

Ensure that the project manager has created a code repository (test_repo)
from the template Java Maven Demo. For details, see Creating a Repository
Using a Template.
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Creating a code repository requires permissions on CodeArts Repo. For details,
see Purchasing CodeArts Repo. If you already have an active subscription to
CodeArts, you do not need to purchase a separate CodeArts Repo package.

Ensure that the project manager has created a build task that is named
test_task and uses test_repo as the code source. For details, see Defining a
Build Task on GUI.

Adding Project Members

Sarah (project owner) creates accounts for team members and adds them to the
project. Project members can be added in batches. For details, see How Do |
Create Accounts for Multiple CodeArts Users?

t

Projec | Role Responsibility

Memb
er

Sarah | Project | Creates projects, sets up project teams, and configures roles

manage | and permissions for members.
r

Jack Operati | Acts as a build engineer to manage and standardize build
on tasks.
manage

r

Maggi | Develop | Develops, builds, and debugs code.

er

Mary | Tester Tests and verifies build tasks.

Lucy Viewer | Examines build tasks' execution details.

Configuring Project-level Roles and Permissions

CodeArts Build provides RBAC. Project-level permissions determine what actions a
user can take within a project.

Service resources and their associated permissions vary by project type. Default
role configurations are preset for each project type.

1.

The project manager (Sarah) has all permissions for CodeArts Repo and
CodeArts Build, overseeing overall project construction and management.

The following figure shows this role's permissions for CodeArts Repo.
The following figure shows this role's permissions for CodeArts Build.

The operation manager (Jack) manages and maintains build tasks. This role
standardizes and codifies build processes into templates to improve efficiency.

The following figure shows this role's permissions for CodeArts Repo.

The following figure shows this role's permissions for CodeArts Build.
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3. The developer (Maggie) requires development access to the test_repo code
repository and execution permissions for build tasks to debug and validate
compilation results.

The following figure shows this role's permissions for CodeArts Repo.
The following figure shows this role's permissions for CodeArts Build.

4. The tester (Mary) needs build task execution permissions to verify
compilation results.

The following figure shows this role's permissions for CodeArts Repo.
The following figure shows this role's permissions for CodeArts Build.

5. The viewer (Lucy) has read-only access to build tasks.
The following figure shows this role's permissions for CodeArts Repo.

The following figure shows this role's permissions for CodeArts Build.

Once these roles are assigned, the available action buttons within code
repositories and build tasks under the test project will differ for each user,
reflecting their configured permissions. You can validate these permissions directly
within the relevant task and adjust them for more granular control.

Configuring Task-level Roles and Permissions

When creating or editing a build task, open the Permissions tab. CodeArts Build
allows you to assign or adjust roles and permissions for that specific task. You can
toggle on Use Project Permissions to apply project-level settings.
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