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Alarm Configuration Method

1.1 Configuring Alarm Notifications by Severity
1.2 Masking Alarms by Multiple Metrics or Objects

1.1 Configuring Alarm Notifications by Severity

Scenarios

Prerequisites

You can set up alarms using Cloud Eye's notification policies for tiered alerts. This
feature will send alarm notifications by severity, channel, and time frame to
different recipients.

When creating an alarm policy, you can notify recipients in notification groups or
topic subscriptions of alarms by severity. This helps reduce repeated alarms and
ensures important ones are not missed.

You have added recipients for receiving alarms with different severities, channels,
and time frames to different notification groups or topic subscriptions. For details
about how to configure a notification group, see Creating a Recipient and
Notification Group. For details about how to configure a topic subscription, see
Creating a Topic.

Creating a Notification Policy

Log in to the Cloud Eye console.
In the navigation pane, choose Alarm Management > Alarm Notifications.

3. On the Notification Policies tab, click Create and set the parameters as
prompted. For details, see Creating a Notification Policy.

Click Add Scope and configure multiple notification scopes in a notification
policy. For each scope, specify the alarm severities, notification channels, time
frames, and choose either specific notification groups or subscription topics
receive alarms. This setup allows sending notifications based on severity,
channel, timing, and recipients.
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Figure 1-1 Creating a notification policy

ification Policy
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4. After the parameters are configured, click OK.

Creating an Alarm Rule

Log in to the Cloud Eye console.
In the navigation pane, choose Alarm Management > Alarm Rules.

3. Click Create Alarm Rule and set the parameters as prompted. For details, see
Creating an Alarm Rule and Notifications.

After enabling Alarm Notifications, set Notified By to Notification policies
and select the configured notification policy.

Figure 1-2 Configuring alarm notifications

Alarm Nolifcations [ o)

Nofification policies Mofification groups Topic subscriptions

ou can specily the nofiication group, window, femplate, and other parameters in a notification policy. Create Notificaion Policy

In this way, you can send different alarms to different recipients based on different
severities, channels, and time frames.

1.2 Masking Alarms by Multiple Metrics or Objects

You can configure masking rules to minimize invalid and non-urgent alarms for
O&M personnel, improving alarm validity.

Scenarios

If you have configured alarm rules to monitor various metrics of both production
and test resources on the cloud, you can set up masking rules for test resources to
avoid receiving alarms for such resources.

Creating an Alarm Masking Rule

1. Log in to the Cloud Eye console.
2. In the navigation pane, choose Alarm Management > Alarm Masking.
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5.

In the upper right corner of the page, click Create Masking Rule.

On the Create Masking Rule page, set parameters as prompted. For details,
see Creating a Masking Rule.

a. Set Masked By to Resource.
b. Set Cloud Product to the name of the target cloud service.

c. Click Resource. On the displayed page, select one or more resources to
be masked.

d. In the drop-down list next to Metric, select one or more metrics to be
masked. Leaving this blank applies the masking rule to all metrics.

Figure 1-3 Creating an alarm masking rule

< Create Masking Rule

Click Create.
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Cloud Resource Monitoring

2.1 Creating Alarm Rules By Associating Resource Groups with Alarm Templates

2.2 Recommended Metrics and Alarm Policies for Each Cloud Service

2.1 Creating Alarm Rules By Associating Resource
Groups with Alarm Templates

When your account buys many cloud services, organize them efficiently by
creating resource groups. When you need to configure alarms for these resources
in batches, you can create alarm rules by associating resource groups with custom
alarm templates.

Scenarios

You need to create alarm rules for multiple cloud services in batches.
Prerequisites

You have multiple resources in your account.
Constraints

For details about the cloud services supported by resource groups, see Cloud
Services Supported by Resource Groups.

Creating a Resource Group

Log in to the Cloud Eye console.
In the navigation pane, choose Resource Groups.
In the upper right corner, click Create Resource Group.

AN =

On the Create Resource Group page, set the following parameters:

a. Enter a resource group name, for example,
Key_Service_Resource_Management.
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b. Set Add Resources to Automatically.
c. Set Match Resources By to Enterprise project.
d. Set Resource Level to Cloud product and select the cloud service to

which the resources belong.

e. Select an enterprise project that the resources belongs to.

(11 NOTE

e You can set Add Resources to Automatically or Manually. The
Automatically option is recommended because resources in the group can
update dynamically based on set rules.

e You can set Resource Level to Cloud product or Specific dimension. The
Cloud product option is recommended.

f.  Click Create.

The created resource group appears in the resource group list.

Creating a Custom Alarm Template

AN =

Log in to the Cloud Eye console.

In the navigation pane, choose Alarm Management > Alarm Templates.
Click Create Custom Template in the upper right corner.

On the displayed page, set the template parameters as follows:

a. Enter a template name, for example,
Key_Service_Resource_Alarm_Template.

b. Set Alarm Type to Metric.
c. Set Method to Configure manually.

d. Click Add Resource Type, select the cloud service to which your resources
belong, and configure alarm policies.

Figure 2-2 Creating a custom alarm template
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e. Click Create.

The created alarm template appears in the custom metric alarm template
list.

Associating a Custom Metric Alarm Template with a Resource Group

Log in to the Cloud Eye console.
In the navigation pane, choose Alarm Management > Alarm Templates.
Click the Custom Metric Templates tab.

AN o=

Locate the row that contains the target alarm template and click Associate
with Resource Group in the Operation column.

5. In the Associate with Resource Group dialog box, select the created resource
group and set alarm notification parameters. For details about alarm
notification parameters, see Configuring alarm notifications.

6. Click OK to deliver the association task.

After the association is successful, you can view the alarm rules created for
different cloud services on the alarm rule list page.

(10 NOTE

For alarm rules created by associating a custom alarm template with a resource group,
you cannot directly modify the policies in the alarm rules. Instead, you need to modify
the policies in the custom alarm template.

2.2 Recommended Metrics and Alarm Policies for Each
Cloud Service

This section recommends metrics and alarm policies for configuring alarms for
specific cloud services. Alarm policies change based on cloud services. This section
is for reference only. Adjust your alarm settings as required.

Elastic Cloud Server
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Lane | snr
1
SNR
NPU |npu_ |Raw |5 < - 5000 |db Once
Macr | macr | data 00
o7 o7_se
SerDe | rdes_l
S anhe2_
Lane | snr
2
SNR
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
NPU |npu_ |Raw |5 < - 5000 |db Once
Macr | macr | data 00
o7 o7_se
SerDe | rdes_|
S ane3_
Lane | snr
3
SNR
Packe | npu_ | Raw 5 > 0 - count | Once
ts macr | data
Retra | o1_re
nsmit | try_cn
ted t
by
NPU
Macr
ol
Packe | npu_ | Raw 5 > 0 - count | Once
ts macr | data
Retra | 02_re
nsmit | try_cn
ted t
by
NPU
Macr
02
Packe | npu_ | Raw 5 > 0 - count | Once
ts macr | data
Retra | 03_re
nsmit | try_cn
ted t
by
NPU
Macr
o3
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Packe | npu_ [ Raw 5 > 0 - count | Once
ts macr | data
Retra | 04 _re
nsmit | try_cn
ted t
by
NPU
Macr
o4
Packe | npu_ [ Raw 5 > 0 - count | Once
ts macr | data
Retra | o5_re
nsmit | try_cn
ted t
by
NPU
Macr
05
Packe | npu_ [ Raw 5 > 0 - count | Once
ts macr | data
Retra | 06_re
nsmit | try_cn
ted t
by
NPU
Macr
06
Packe | npu_ [Raw |5 > 0 - count [ Once
ts macr | data
Retra | o7_re
nsmit | try_cn
ted t
by
NPU
Macr
o7
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Invali | npu_ |Raw |5 > 0 - count | Once
d macr | data
Packe | o1 _cr
ts c_erro
Recei | r_cnt
ved
by
NPU
Macr
ol
Invali | npu_ | Raw 5 > 0 - count | Once
d macr | data
Packe | 02_cr
ts c_erro
Recei | r_cnt
ved
by
NPU
Macr
02
Invali | npu_ |Raw |5 > 0 - count | Once
d macr | data
Packe | 03_cr
ts c_erro
Recei |[r_cnt
ved
by
NPU
Macr
o3
Invali | npu_ | Raw 5 > 0 - count | Once
d macr | data
Packe | 04 cr
ts c_erro
Recei | r_cnt
ved
by
NPU
Macr
o4
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Invali | npu_ |Raw |5 > 0 - count | Once
d macr | data
Packe | o5 cr
ts c_erro
Recei | r_cnt
ved
by
NPU
Macr
05
Invali | npu_ | Raw 5 > 0 - count | Once
d macr | data
Packe | 06 _cr
ts c_erro
Recei | r_cnt
ved
by
NPU
Macr
06
Invali | npu_ |Raw |5 > 0 - count | Once
d macr | data
Packe | o7_cr
ts c_erro
Recei |[r_cnt
ved
by
NPU
Macr
o7
NPU npu_ | Raw 5 > 0 - count | Once
Macr | macr | data
ol ol _cr
BER c_erro
r_rate
NPU npu_ | Raw 5 > 0 - % Once
Macr | macr | data
02 o2_cr
BER c_erro
r_rate
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Best Practices

Best Practices 2 Cloud Resource Monitoring
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar

e Trigg m m
ers Thres | Thres
hold | hold

NPU |[npu_ |Raw |5 > 0 - % Once
Macr | macr | data
03 o3 cr
BER c_erro

r_rate
NPU |[npu_ |Raw |5 > 0 - % Once
Macr | macr | data
o4 o4 cr
BER c_erro

r_rate
NPU |[npu_ |Raw |5 > 0 - % Once
Macr | macr | data
05 o5_cr
BER c_erro

r_rate
NPU |[npu_ |Raw |5 > 0 - % Once
Macr | macr | data
06 06_cr
BER c_erro

r_rate
NPU |[npu_ |Raw |5 > 0 - % Once
Macr | macr | data
o7 o7_cr
BER c_erro

r_rate
Maxi | npu_ |[Raw |1 > - 5 S Once
mum | macr | data
Durat | 01_0l
jon of | ane_
NPU max_
Macr | conse
olin | c_sec
Lane
0
Mode
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Maxi | npu_ |[Raw |1 > - 5 S Once
mum | macr | data
Durat | 02_0l
jon of | ane_
NPU max_
Macr | conse
02in | c_sec
Lane
0
Mode
Maxi | npu_ | Raw 1 > - 5 S Once
mum | macr | data
Durat | 03_0l
jon of | ane_
NPU max_
Macr | conse
o3in | c_sec
Lane
0
Mode
Maxi | npu_ |Raw |1 > - 5 S Once
mum | macr | data
Durat | 04 0Ol
jon of | ane_
NPU max_
Macr | conse
o4 in | c_sec
Lane
0
Mode
Maxi | npu_ | Raw 1 > - 5 S Once
mum | macr | data
Durat | o5_0l
jon of | ane_
NPU max_
Macr | conse
o5in | c_sec
Lane
0
Mode
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Maxi | npu_ |[Raw |1 > - 5 S Once
mum | macr | data
Durat | 06_0l
jon of | ane_
NPU max_
Macr | conse
o6 in | c_sec
Lane
0
Mode
Maxi | npu_ | Raw 1 > - 5 S Once
mum | macr | data
Durat | o7 _0l
jon of | ane_
NPU max_
Macr | conse
o7in | c_sec
Lane
0
Mode
Total | npu_ [ Raw 1 > - 20 S Once
Durat | macr | data
jon of | o1_0l
NPU ane_t
Macr | otal_s
olin |ec
Lane
0
Mode
Total |[npu_ |Raw |1 > - 20 s Once
Durat | macr | data
jon of | 02_0l
NPU ane_t
Macr | otal_s
02in |ec
Lane
0
Mode
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Total | npu_ [ Raw 1 > - 20 S Once
Durat | macr | data
jon of | 03 0l
NPU ane_t
Macr | otal_s
o3in |ec
Lane
0
Mode
Total | npu_ [ Raw 1 > - 20 S Once
Durat | macr | data
jon of | 04 0l
NPU ane_t
Macr | otal_s
o4in |ec
Lane
0
Mode
Total | npu_ [ Raw 1 > - 20 S Once
Durat | macr | data
jon of | 05_0l
NPU ane_t
Macr | otal_s
o5in | ec
Lane
0
Mode
Total |[npu_ |Raw |1 > - 20 s Once
Durat | macr | data
jon of | 06_0l
NPU ane_t
Macr | otal_s
o6in |ec
Lane
0
Mode
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Total | npu_ [ Raw 1 > - 20 S Once
Durat | macr | data
jon of | 07_0l
NPU ane_t
Macr | otal_s
o7in |ec
Lane
0
Mode
Packe | npu_r | Raw 5 Incre |1 - % Once
ts oce_n | data ase
Retra | ew_p comp
nsmit | kt_rty ared
ted _hum with
by last
NPU perio
RoCE d
Abno | npu_r | Raw 5 Incre |1 - % Once
rmal | oce_o | data ase
PSN ut_of comp
Packe | orde ared
ts r_nu with
Recei | m last
ved perio
by d
NPU
RoCE
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Best Practices
Best Practices

2 Cloud Resource Monitoring

APl Gateway (Dedicated)

Name | Metri | Metric | Stati | Con | Op | Major Critical | Un | Freq
space | c ID stic sec |era | Alarm Alarm |it [ uenc
Nam utiv | tor | Threshol | Thresh y
e e d old
Trig
ger
s
SYS.A | 5xx reg_cou | Raw |1 Incr | 20 30 % | Hourl
PIC Resp | nt_5xx | data eas y
onses e
co
mp
are
d
wit
h
last
peri
od
Avera | avg_lat | Raw 3 >= | 3000 5000 ms | Hourl
ge ency data y
Laten
cy
Node | node_.s | Raw |3 = 2 3 co | Hourl
Syste | ystem_| | data unt |y
m oad
Load
Node | node_c | Raw 3 > 30 60 % | Hourl
CPU | pu_usa | data y
Usag | ge
e
Node | node_ Raw |3 > 30 60 % | Hourl
Mem | memor | data y
ory y_usag
Usag | e
e
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Name | Metri | Metric | Stati | Con | Op | Major Critical | Un | Freq
space | c ID stic sec | era | Alarm Alarm |it | uenc
Nam utiv | tor | Threshol | Thresh y
e e d old
Trig
ger
s
Throt | throttle | Raw | 1 Incr | 50 70 % | Hourl
tled d_calls | data eas y
API e
Calls co
mp
are
d
wit
h
last
peri
od
NAT Gateway
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.N | Inbou | inbou | Raw | 3 > - 8000 | Count | Hourl
AT nd nd_p | data 00 %
PPS ps
Inbou | inbou | Raw |3 Increa | 20 - % Hourl
nd nd_p | data se or y
PPS ps decre
ase
comp
ared
with
last
perio
d
Outb | outbo | Raw | 3 > - > Count | Hourl
ound |und_ | data 8000 y
PPS pps 00
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Outb | outbo | Raw | 3 Increa | 20 - % Hourl
ound |und_ | data se or y
PPS pps decre
ase
comp
ared
with
last
perio
d
SNAT | snat_ | Raw 3 > - 80 % Hourl
Conn | conne | data y
ectio | ction_
n ratio
Usag
e
Rate
Packe | packe | Raw |3 > - 0 Count | Hourl
ts ts_dro | data y
Drop | p_cou
ped nt_sn
(Exce | at_co
ssive | nnect
SNAT | ion_b
Conn | eyond
ectio
ns)
Packe | packe | Raw | 3 > - 0 Count | Hourl
ts ts_dro | data y
Drop | p_cou
ped nt_pp
(Exce | s_bey
ssive | ond
PPS)
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Packe | packe | Raw | 3 > - 0 Count | Hourl
ts ts_dro | data y
Drop | p_cou
ped nt_ei
(Whe | p_por
nAll |t allo
EIP c_bey
Ports | ond
Alloc
ated)
Total | total | Raw 3 > - 80 % Hourl
PPS pps_r | data y
Usag | atio
e
Web Application Firewall
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS. CPU cpu_u | Raw 3 > 80 90 % Hourl
WAF | Usag | til data y
e
Mem |[mem |Raw |3 > 80 90 % Hourl
ory _util | data y
Usag
e
Disk disk_ [Raw |3 > 80 - % Hourl
Usag | util data y
e
Active | active | Raw | 3 > 4000 | - Count | Hourl
Conn | _conn | data 0 y
ectio | ectio
ns ns
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Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
WAF | waf_h | Raw 1 Incre | 10 15 % Hourl
Statu | ttp_5 | data ase y
s XX comp
Code ared
(5XX) with
last
perio
d
Statu |upstr | Raw | 3 > 15 20 Count | Hourl
S eam_ | data y
Code | code_
Retur | 5xx
ned
by
the
Origi
n
Serve
r
(5XX)
Elastic Load Balance
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.E | Conc | m1_c | Raw 3 > 4000 | 4500 | Count | Hourl
LB urren | ps data 0 0 y
t
Conn
ectio
ns
New |m4_n [Raw |3 > 4000 | 4500 | Count | Hourl
Conn | cps data /s y
ectio
ns
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Unhe | m9_a |[Raw |3 > - 0 Count | Hourl
althy | bnor | data y
Serve | mal_s
rs ervers
Drop |dropp | Raw |3 > - 0 Count | Hourl
ped ed _co | data /s y
Conn | nnect
ectio | ions
ns
Drop |dropp | Raw |3 > - 0 Count | Hourl
ped ed_pa | data /s y
Packe | ckets
ts
Band | dropp | Raw |3 > - 0 bit/s | Hourl
width | ed_tr | data y
for affic
Drop
ping
Packe
ts
Layer [ l4_nc |Raw |3 > 80 90 % Hourl
4 ps_us | data y
New | age
Conn
ectio
n
Usag
e
Layer | l4_co | Raw 3 > 80 90 % Hourl
4 n_usa | data y
Conc | ge
urren
t
Conn
ectio
n
Usag
e
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Best Practices

2 Cloud Resource Monitoring

Nam
espac

Metri

Nam

Metri
ciD

Statis
tic

Cons
ecuti
ve

Trigg
ers

Oper
ator

Majo
r
Alar
m
Thres
hold

Critic
al
Alar
m
Thres
hold

Unit

Frequ
ency

Layer

Inbou
nd
Band
width
Usag

4 in_
bps_u
sage

Raw
data

80

90

%

Hourl

Layer

Outb
ound
Band
width
Usag

4 ou
t_bps
usag

Raw
data

80

90

%

Hourl

Layer
New
Conn
ectio

Usag

7 _nc
ps_us
age

Raw
data

80

90

%

Hourl

Layer

Conc
urren

Conn
ectio

Usag

7 _co
n_usa

Raw
data

80

90

%

Hourl

Layer
Inbou
Band

width
Usag

17 in_
bps_u
sage

Raw
data

80

90

%

Hourl
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Best Practices
Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Layer | l7_ou | Raw 3 > 80 90 % Hourl
7 t_bps | data y
Outb | _usag
ound |e
Band
width
Usag
e
Layer [l7_gp | Raw |3 > 80 90 % Hourl
7 s_usa | data y
QPS ge
Usag
e
Conc | m1_c | Raw 1 Decre | - 80 % Hourl
urren | ps data ase y
t comp
Conn ared
ectio with
ns previ
ous
perio
d
New [ m4 n | Raw 1 Decre | - 80 % Hourl
Conn | cps data ase y
ectio comp
ns ared
with
previ
ous
perio
d
5xx mf |7 | Raw 1 Incre | - 50 % Hourl
Statu | _http | data ase y
S _Bxx comp
Codes ared
(Total with
) last
perio
d
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Best Practices

2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Avera | m14_ | Raw 1 Incre | - 50 % Hourl
ge [7_rt | data ase y
Layer comp
7 ared
Respo with
nse last
Time perio
d
5xX elb_h | Raw 1 Incre | - 50 % Hourl
Statu | ttp_5 | data ase y
s XX comp
Codes ared
(Load with
Balan last
cer) perio
d
5xx [7 5x | Raw 3 >= - 5 % Hourl
Statu | x_rati | data y
s 0
Codes
Perce
ntage
2XX [7 2x | Raw 3 <= - 95 % Hourl
Statu | x_rati | data y
s )
Codes
Perce
ntage
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2 Cloud Resource Monitoring

Scalable File Service

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.S | File read_ | Raw 1 Decre | 100 - % Every
FS Syste | bytes | data ase 3
m _intra comp hours
Read | net ared
Band with
width previ
ous
perio
d
File write | Raw |1 Decre | 100 - % Every
Syste | _byte | data ase 3
m s_intr comp hours
Write | anet ared
Band with
width previ
ous
perio
d
File read_ | Raw 1 Decre | 100 - % Every
Syste | tps data ase 3
m comp hours
Read ared
TPS with
previ
ous
perio
d
File write | Raw 1 Decre | 100 - % Every
Syste | _tps data ase 3
m comp hours
Write ared
TPS with
previ
ous
perio
d
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2 Cloud Resource Monitoring

Scalable File Service Turbo

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.E | Capac | used_ | Raw 5 > 90 95 % Hourl
FS ity capac | data y
Usag | ity_pe
e rcent
Inode |used_ | Raw |5 > 90 95 % Hourl
Usag | inode | data y
e _perc
ent
Object Storage Service
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ ciD tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.O [ Requ | reque | Raw |2 < - 99.97 | % Hourl
BS est st_suc | data y
Succe | cess_r
Ss ate
Rate
Distributed Cache Service
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.D | Mem | mem |Raw |2 > 70 80 % Hourl
CS ory ory_u | data y
Usag | sage
e
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
CPU cpu_u | Raw 2 Decre | - 100 % Hourl
Usag |sage | data ase y
e comp
ared
with
previ
ous
perio
d
Proxy | node_ | Raw 2 = - 1 N/A Hourl
Statu | status | data y
s
Avera | cpu_a | Raw |2 > 70 80 % Hourl
ge vg_us | data y
CPU age
Usag
e
Maxi | com Raw |2 > - 9000 | ps Hourl
mum | mand | data 00 y
Laten | _max
cy rt
Avera | com Raw |2 > - 1500 | us Hourl
ge mand | data 00 y
Laten | _avg_
cy rt
Conn | conne | Raw |2 > 70 80 % Hourl
ectio | ctions | data y
n _usag
Usag | e
e
CPU cpu_u | Raw 2 > 70 80 % Hourl
Usag |sage | data y
e
Slow | mc_is | Raw 1 > - 0 N/A Hourl
Quer | _slow | data y
y _log_
Logs | exist
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2 Cloud Resource Monitoring

Distributed Database Middleware

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.D | CPU ddm_ | Raw 3 > 80 90 % Hourl
DMS | Usag | cpu_u | data y
e til
Mem | ddm_ | Raw 3 > 85 90 % Hourl
ory mem | data y
Usag | _util
e
Slow |ddm_ | Raw 3 > 50 100 Piece | Daily
SQL slow_ | data
Logs | log
Conn | ddm_ | Raw 2 >= 80 85 % Hourl
ectio | conne | data y
n ction_
Usag | util
e
DDM | ddm_ | Raw 1 = - 1 N/A Hourl
Node | node_ | data y
Conn | status
ectivit | _alar
y m_co
de
Distributed Message Service
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.D [ Cons | consu | Raw |2 > 3600 | - Count | Hourl
MS umer | mers | data y
s
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Rabbi | mess | Raw 1 > 1000 | - Count | Hourl
tMQ | ages_ | data 0 y
Insta | ready
nce
Avail
able
Mess
ages
Unac | mess | Raw 1 > 1000 | - Count | Hourl
knowl | ages_ | data 0 y
edge | unack
d nowle
Mess | dged
ages
Insta |insta | Raw 3 > 80 90 % Hourl
nce nce_d | data y
Disk isk_us
Usag | age
e
Disk broke | Raw 3 > 80 90 % Hourl
Capac | r_disk | data y
ity _usag
Usag | e
e
Mem | broke | Raw 3 > 80 90 % Hourl
ory r_me | data y
Usag | mory
e _usag
e
Broke | broke | Raw 1 = - 0 N/A Hourl
r r_aliv | data y
Alive | e
Conn | broke | Raw 3 > - 2000 | Count | Hourl
ectio |r_con | data y
ns necti
ons
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
CPU broke | Raw |3 Decre | - 100 % Hourl
Usag | r_cpu | data ase y
e _usag comp
e ared
with
previ
ous
perio
d
Avera | broke | Raw | 3 > - 5000 | ms Hourl
ge r_disk | data y
Disk | _read
Read | _awai
Time |t
Avera | broke | Raw | 3 > - 5000 | ms Hourl
ge r_disk | data y
Disk | _writ
Write | e_aw
Time | ait
Mess | broke | Raw | 3 > 50 - ms Hourl
age r_pro | data y
Creati | duce_
on p99
Proce
ssing
(99th
Perce
ntile)
Mess | broke | Raw | 3 > 50 - ms Hourl
age r_pro | data y
Creati | duce_
on p999
Proce
ssing
(99.9t
h
Perce
ntile)
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Creati | broke | Raw 1 < - 90 % Hourl
on r_pro | data y
Succe | duce_
sS succe
Rate ss_rat
e
Mess | dlg_a | Raw 3 > 0 - Count | Hourl
ages | ccum | data y
in the | ulatio
Dead |n
Letter
Queu
e
Dead | dlg_in | Raw 3 > 0 - Count | Hourl
Letter | creas | data y
Mess | e
age
Incre
ase
Topic | topic_ | Raw |1 > 1000 | - Count | Hourl
Avail | mess | data 0 y
able | ages_
Mess | remai
ages | ned
Cons | consu | Raw 1 > 1000 |- Count | Hourl
umer | mer_ | data 0 y
Avail | mess
able ages_
Mess | remai
ages | ned
Socke | socke | Raw | 3 > 2500 | - Count | Hourl
t t_use | data y
Conn |d
ectio
ns
Node | rabbit | Raw 1 = - 0 N/A Hourl
Alive | mg_a | data y
live
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Disk rabbit | Raw | 3 > 80 85 % Hourl
Capac | mg_d | data y
ity isk_us
Usag | age
e
CPU rabbit | Raw | 3 - >80 |> % Hourl
Usag | mg_c | data 90% y
e pu_us Or
age
Decre
ased
by
100%
comp
ared
with
the
last
perio
d
Mem | rabbit | Raw 3 > - 30 % Hourl
ory mqg_ | data y
Usag | mem
e ory_u
sage
Mem | rabbit | Raw 1 > - 0 N/A Hourl
ory mqg_ | data y
High | mem
Wate | ory_hi
rmark | gh_w
aterm
ark
Disk rabbit | Raw 1 > - 0 N/A Hourl
High | mqg_d | data y
Wate | isk_in
rmark | suffici
ent
Conn | conne | Raw 1 > - 80 % Hourl
ectio | ctions | data y
n _usag
Usag |e
e
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Accu |insta | Raw 1 > 1000 | Incre | Count | Hourl
mulat | nce_a | data 0 ased y
ed ccum by
Mess | ulatio 50%
ages |n comp
ared
with
the
last
perio
d
Produ | insta | Raw |1 >= - 1 Count | Hourl
ction | nce_p | data y
Rate | roduc
Limits | e_rat
elimit
_time
s
Grou | group | Raw 1 > 1000 | - Count | Hourl
p _accu | data 0 y
Avail | mulat
able ion
Mess
ages
Task | task_s | Raw 1 = 0 - N/A Hourl
Statu | tatus | data y
s
Mess [ mess | Raw (3 > 1000 | - ms Hourl
age age_d | data y
Delay | elay
Partiti | curre | Raw |3 > 90 - Count | Hourl
ons nt_pa | data y
rtitio
ns
Accu | group | Raw 1 > 1000 | - Count | Hourl
mulat | _msg | data 0 y
ed s
Mess
ages
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Queu | queu | Raw 1 > 1000 | - Count | Hourl
e e _me | data 0 y
Avail | ssage
able s_rea
Mess | dy
ages
Avera | broke | Raw |3 > - 50 ms Hourl
ge r_pro | data y
Mess | duce_
age mean
Creati
on
Proce
ssing
Durat
ion
JVM broke | Raw |3 > 80 90 % Hourl
Heap | r_hea | data y
Mem | p_usa
ory ge
Usag
e
Conn | broke | Raw |1 > - 4000 | Count | Hourl
ectio | r_con | data y
ns necti
ons
CPU broke | Raw |3 > 80 90 % Hourl
Usag | r_cpu | data y
e _usag
e
Netw | netw |Raw |3 > 70 80 % Hourl
ork ork_b | data y
Band | andwi
width | dth_u
Usag | sage
e
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2 Cloud Resource Monitoring

Relational Database Service

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.R | CPU rds00 | Raw 3 >= 80 90 % Hourl
DS Usag | 1_cpu | data y
e _util
Mem | rdsO0 | Raw 3 >= 90 95 % Hourl
ory 2_me | data y
Usag | m_uti
e L
Disk rds03 [ Raw | 3 >= 80 95 % Hourl
Usag | 9_dis | data y
e k_util
Conn |rds07 | Raw | 3 >= 80 90 % Hourl
ectio | 2_con | data y
n n_usa
Usag | ge
e
Real- |[rdsO7 | Raw |3 >= 300 600 S Hourl
Time | 3_repl | data y
Replic | icatio
ation | n_del
Delay | ay
Active | rds_.c | Raw |3 >= 80 95 % Hourl
Conn |onn_ | data y
ectio | active
n _usag
Usag |e
e
Strea | slave_ | Raw 3 = - 0 Count | Hourl
m replic | data y
Replic | ation
ation | _statu
Statu | s
s of
Stand
by
Insta
nce
or
Read
Replic
a
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Replic | rds04 | Raw | 3 >= 3000 |[6000 | ms Hourl
ation | 6_repl | data 00 00 y
Lag icatio
n_lag
Conn |rds08 | Raw |3 >= 80 90 % Hourl
ectio | 3_con | data y
n n_usa
Usag | ge
e
Relational Database Service Cluster
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.R | Active | rds_c | Raw 3 >= 80 95 % Hourl
DS M [ Conn | onn_ | data y
YSQL | ectio | active
CLU |n _usag
STER [ Usag |e
e
CPU rds00 | Raw |3 >= 80 90 % Hourl
Usag | 1_cpu | data y
e _util
Mem | rdsO0 | Raw |3 >= 90 95 % Hourl
ory 2_me | data y
Usag | m_uti
e L
Stora | rdsO3 | Raw |3 >= 80 95 % Hourl
ge 9 dis | data y
Space | k_util
Usag
e
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Conn |rds07 |Raw |3 >= 80 90 % Hourl
ectio | 2_con | data y
n n_usa
Usag | ge
e
Real- | rds07 | Raw |3 >= 300 600 s Hourl
Time | 3_repl | data y
Replic | icatio
ation | n_del
Delay | ay
Content Delivery Network
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.C | Band | bw Raw |3 Incre |10 20 % Hourl
DN width data ase y
or
decre
ase
comp
ared
with
last
perio
d
Retrie | bs_fai | Raw 3 > 3 10 % Hourl
val [_rate | data \
Failur
e
Rate
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Statu | http_ | Raw 3 Incre | 60 80 % Hourl
S code_ | data ase y
Codes | 4xx comp
4xx ared
with
last
perio
d
4xx http_ | Raw 3 >= 10 30 % Hourl
Statu | code_ | data y
S 4Xx_r
Code | ate
Ratio
Statu | http_ | Raw 3 Incre | 60 80 % Hourl
S code_ | data ase y
Codes | 5xx comp
5xx ared
with
last
perio
d
5xx http_. | Raw |3 > 1 5 % Hourl
Statu | code_ | data y
S Sxx_r
Code | ate
Ratio
Traffi | hit_fl | Raw 3 < 80 50 % Hourl
c Hit |ux_ra | data y
Ratio | te
5xx bs_ht | Raw 3 > 1 5 % Hourl
Origi | tp_co | data y
n de_5x
Statu | x_rate
S
Code
Ratio
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Live
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.LI | 5xx http_ | Raw 1 > 0 1 % Hourl
VE Statu | 5xx_p | data y
s ropor
Code | tion
Propo
rtion
Data Warehouse Service
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.D | CPU dwsO | Raw |3 > 85 90 % Daily
WS Usag | 10_cp | data
e u_usa
ge
Mem | dwsO |Raw |3 > 90 95 % Daily
ory 11_m | data
Usag |em_u
e sage
Disk | dwsO |Raw |3 > 80 90 % Daily
Usag | 15_di | data
e sk_us
age
Disk | dwsO [Raw |5 > - 3000 | Byte/ |6
Read |18 di | data 0000 |s hours
Throu | sk_re 0
ghput | ad_th
rough
put
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Disk | dwsO [Raw |5 > - 3000 | Byte/ |6
Write | 19 _di | data 0000 |s hours
Throu | sk_wr 0
ghput | ite_th
rough
put
Data Replication Service
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ ciD tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.D | CPU cpu_u | Raw 3 > 80 90 % Hourl
RS Usag | til data y
e
Mem |[mem |Raw |3 > 85 90 % Hourl
ory _util | data y
Usag
e
Stora | disk_ |Raw |3 > 80 90 % Hourl
ge util data y
Space
Usag
e
Sourc | extrac | Raw | 3 > 3000 | 6000 | ms Hourl
e t_late | data 00 00 y
Data | ncy
base
WAL
Extrac
t Lag
Data |apply | Raw |3 > 3000 |6000 | ms Hourl
Synch | _late | data 00 00 y
roniz | ncy
ation
Laten
¢y
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Synch | apply | Raw | 3 = - 10 N/A Hourl
roniz | _curr | data y
ation | ent_st
Statu | ate
s
Task |apply | Raw |3 = - 1 N/A Hourl
Statu | _job_s | data y
s tatus
Database Security Service
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.D | CPU cpu_u | Raw 3 > 80 85 % Hourl
BSS Usag | til data y
e
Mem |[mem |Raw |3 > 80 85 % Hourl
ory _util | data y
Usag
e
Disk disk_ [Raw |3 > 80 85 % Hourl
Usag | util data y
e
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Database Proxy

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.D | CPU rdsO0 | Raw 3 > 80 90 % Hourl
BPRO | Usag | 1_cpu | data y
XY e _util
Mem | rdsO0 | Raw 3 > 90 95 % Hourl
ory 2_me | data y
Usag | m_uti
e L
Intran | [4_ou | Raw 2 > 90 95 % Hourl
et t_bps | data y
Outb | _usag
ound |e
Band
width
Usag
e (%)
Intran | l4_in_ | Raw 2 > 90 95 % Hourl
et bps_u | data y
Inbou | sage
nd
Band
width
Usag
e (%)
Abno | m9_a | Raw 1 > - 0 Count | Hourl
rmal [ bnor | data y
ELB mal_s
Backe | ervers
nd
Proxy
Node
S
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2 Cloud Resource Monitoring

Document Database Service

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.D | Replic | mong | Raw | 3 >= 300 600 s Hourl
DS ation | 0026_ | data y
Lag repl_L
ag
CPU mong | Raw | 3 >= 80 98 % Hourl
Usag | 0o031_ | data y
e cpu_u
sage
Mem | mong | Raw |3 >= 90 98 % Hourl
ory 0032_ | data y
Usag | mem
e _usag
e
Stora | mong | Raw | 3 >= 80 95 % Hourl
ge 0035_ | data y
Space | disk_
Usag | usage
e
Disk |[mong | Raw |3 >= 0.05 0.1 s Hourl
Read | 0039_| data y
Time |avg_d
isk_se
c_per
_read
Disk | mong | Raw |3 >= 0.05 |0.1 s Hourl
Write | 0040_ | data y
Time |avg._d
isk_se
c_per
_writ
e
Perce | mong [ Raw | 3 >= 80 95 % Hourl
ntage | 0007_ | data y
of conne
Active | ctions
Node | _usag
Conn |e
ectio
ns
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Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Wired | mong | Raw | 3 >= 85 95 % Hourl
Tiger | 0054_ | data y
Cache | wt_ca
Perce | che_ u
ntage | sed_p
ercen
t
Wired | mong | Raw | 3 >= 20 25 % Hourl
Tiger | 0055_ | data y
Dirty |wt_ ca
Data | che_ d
Cache | irty_p
Perce | ercen
ntage |t
Virtual Private Cloud
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.V | Outb | upstr | Raw |3 > - 80 % Hourl
PC ound | eam_ | data y
Band | band
width | width
Usag | _usag
e e
Inbou | down | Raw | 3 > - 80 % Hourl
nd strea | data y
Band | m_ba
width | ndwi
Usag | dth_u
e sage
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Outb | upstr | Raw |3 Incre |20 - % Hourl
ound | eam_ | data ase y
Band | band or
width | width decre
Usag | _usag ase
e e comp
ared
with
last
perio
d
Inbou | down | Raw | 3 Incre |20 - % Hourl
nd strea | data ase y
Band | m_ba or
width | ndwi decre
Usag | dth_u ase
e sage comp
ared
with
last
perio
d
Cloud Firewall
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.C | Prote | prote | Raw |3 > 85 95 % Hourl
FW ction | ction_ | data y
Band | band
width | width
Usag | _usag
e e
Rate
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Intern | intern | Raw | 3 > 85 95 % Hourl
et et_pr | data y
Boun | otecti
dary on_ba
Prote | ndwi
ction | dth_u
Band | sage_
width | rate
Usag
e (%)
Inter- | vpc_p | Raw |3 > 85 95 % Hourl
VPC rotect | data y
Prote | ion_b
ction | andwi
Band | dth_u
width | sage_
Usag | rate
e (%)
Cloud Connect
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.C | Netw | netw |Raw |3 > - 80 % Hourl
C ork ork_ b | data y
Band | andwi
width | dth_u
Usag | sage
e
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TaurusDB
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.G | CPU gauss | Raw |3 > 80 90 % Hourl
AUSS [ Usag |db_m | data y
DB e ysqlo
01_cp
u_util
Mem | gauss | Raw |3 > - 90 % Hourl
ory db_m | data y
Usag | ysqlO
e 02_m
em_u
til
Conn | gauss | Raw |3 > 80 90 % Hourl
ectio | db_m | data y
n ysqlo
Usag | 72_co
e nn_us
age
Data |gauss | Raw |3 > 80 90 % Hourl
Disk db_m | data y
Usag | ysqll
e 13_da
ta_dis
k_use
d_rati
0
Cloud Search Service
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ clID tic ecuti [ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.E | Max. | disk_ | Raw 5 >= 85 90 % Hourl
S Disk util data y
Usag
e
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Clust | status | Raw 5 >= 1 2 N/A Hourl
er data y
Healt
h
Statu
s
Max. | max_j | Raw |1 > 80 85 % Hourl
JVM | vm_h | data y
Heap | eap_u
Usag | sage
e
Max. | max_ | Raw 2 > 80 85 % Hourl
CPU cpu_u | data y
Usag | sage
e
Node | nodes | Raw |3 Decre | - 10 % Hourl
S _coun | data ase y
t comp
ared
with
previ
ous
perio
d
Tasks | sum_t [ Raw |5 >= 500 1000 | N/A Hourl
in hread | data y
Write | _pool
Queu | _writ
e e_que
ue
Tasks | sum_t | Raw 5 >= 500 800 N/A Hourl
in hread | data y
Searc | _pool
h _sear
Queu | ch_qu
e eue
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2 Cloud Resource Monitoring

Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Reject | sum_t | Raw 5 >= 10 20 N/A Hourl
ed hread | data y
Tasks | _pool
in _writ
Write | e_reje
Queu | cted
e
Reject | sum_t | Raw 5 >= 10 20 N/A Hourl
ed hread | data y
Tasks | _pool
in _sear
Searc | ch_rej
h ected
Queu
e
Max. | task_ | Raw 1 >= - 6000 | ms Hourl
Task max_ | data 0 \
Runti | runni
me ng_ti
me
Direct Connect
Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
SYS.D | Port netw | Raw |1 I= - 1 N/A Every
CAAS | Statu | ork_st | data 5
S atus minut
es
Inbou | in_err | Raw 1 > - 0 Packe | Every
nd ors data t 5
Error minut
Packe es
ts
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Nam | Metri | Metri | Statis | Cons | Oper | Majo | Critic | Unit | Frequ
espac | ¢ cID | tic ecuti |ator |r al ency
e Nam ve Alar | Alar
e Trigg m m
ers Thres | Thres
hold | hold
Laten | laten | Raw |3 Incre | - 20 % Hourl
cy cy data ase y
comp
ared
with
last
perio
d
Packe | packe | Raw |3 > 5 10 % Hourl
t Loss | t_loss | data y
Rate _rate
IPv4 bgp_ |[Raw |1 I= - 1 N/A Hourl
Peer | peer_ | data y
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S _v4
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Peer | peer_ | data y
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Cloud Eye Resource Group Configuration

3.1 Resource Group Overview
3.2 Configuring Resource Groups for Metric Alarms

3.3 Configuring Resource Groups for Event Alarms

3.1 Resource Group Overview

A typical e-commerce project includes several connected subsystems. Each handles
specific functions and collaborates to deliver the full service experience. If the
customer's e-commerce project uses systems from various suppliers, each system
owner must handle alarms for their specific resources.

This practice describes how to use resource groups in Cloud Eye to send alarms to
the correct O&M personnel, thereby avoiding alarm flooding and invalid
notifications.

What Is a Resource Group?

Resource groups allow you to centrally manage services involved in your
businesses. You can manage different types of resources, alarm rules, and alarm
records by business, which quickly improves O&M efficiency.

Issue 05 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 61



Best Practices
Best Practices

3 Cloud Eye Resource Group Configuration

Metric and Event Notification Solutions for Cloud Eye

Table 3-1 Metric and event notification solutions

group and set
Add
Resources to
Automaticall
y and Match
Resources By
to Tag.

for resources
and the tags
are complete.

Alarm | Configuratio | Scenario Remarks/Risk Point

Type n

Metric | Create a Tags have This solution depends on the
resource been added accuracy of tags added for

resources.

Create a
resource
group and set
Add
Resources to
Automaticall
y and Match
Resources By
to Enterprise

No tag is
added for the
resources of
the account.

This solution only allows you to
select enterprise projects. It is
suitable for accounts with only one
environment.

project.
Create a Enterprise This solution allows you to match
resource projects have resources by enterprise project, tag,

group and set
Add

Resources to
Automaticall

been

configured for
resources, and
no tag related

and instance name. It is suitable for
accounts with a small number of
tags. If a large number of tags are
added for resources, the matching

y and Match | to rights- and | will be complex.
Resources By | domain-based
to Multiple management
criteria. has been
added.
Create a The account's | The solution relies on resource
resource resources have | naming rules, making it hard to

group and set
Add
Resources to
Automaticall
y and Match
Resources By
to Instance
name.

no tags and
are not bound
to any
enterprise
project.

execute. Therefore, it is not
recommended.
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Alarm | Configuratio | Scenario Remarks/Risk Point

Type n
Create a Cloud services | For details about these services, see
resource that do not Cloud Services Supported by
group and set | support Resource Groups.

Add automatic
Resources to | resource
Manually and | addition or
Resource resource
Level to match by tag.
Cloud
product.
Create a Other If you only want to monitor metrics
resource scenarios of a specific dimension, set
group and set | where you Resource Level to Specific
Add need to dimension.
Resources to | manually
Manually and | create a
Resource resource
Level to group. For
Specific example,
dimension. some
resources
require
specific
thresholds.
Event Create an Event alarms | When you select specified resources,
alarm rule of | require rights- | you can filter resources by resource
the event and domain- | group.
type. Set the | based Each alarm rule applies to only one
monitoring management. | ¢|oyud service for which event-based
scope to alarms are generated. Therefore, you
specified need to create an alarm rule for
resources. each group within that cloud service.
If resources are added to a resource
group, you need to manually add
the resources to the event alarm
rule.

Create an Event alarms -

event alarm do not require

rule and set
the
monitoring
scope to all
resources.

rights- and
domain-based
management.
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3.2 Configuring Resource Groups for Metric Alarms

When creating a resource group, you are advised to set Add Resources to
Automatically. Resource groups created with Add Resources set to
Automatically can be updated dynamically. When you add resources that meet
the required conditions, the system automatically adds the resources to the group.
Supported cloud services vary with how resources are added. For details, see
Cloud Services Supported by Resource Groups.

Creating a Resource Group by Matching Resources by Tag

When you need to group services of different owners, you are advised to set Add
Resources to Tag. This matching rule relies on the accuracy of resource tags. For
example, the tag env=pro,business=xxx indicates resources of the xxx service in
the production environment.

Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

In the navigation pane, choose Resource Groups.

In the upper right corner, click Create Resource Group.

o UM w N =

On the Create Resource Group page, set parameters.

Figure 3-1 Matching resources by tag

Basic Information
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Table 3-2 Parameters for creating a resource group by matching resources by

tag
Parameter | Example Value Description
Name Production_Business | Name of the resource group. The

_XXX value can contain 1 to 128 characters
and can only contain letters, digits,
underscores (_), and hyphens (-).
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Parameter | Example Value Description
Add Automatically Method of adding or matching
Resources resources to a resource group.
Match Tag How resources are added to a resource
Resources group.
By
Resource Cloud product Resource level of the monitored
Level object. You can select Cloud product

or Specific dimension.

If Resource Level is set to Cloud
product, you need to select a cloud
product.

If Resource Level is set to Specific
dimension, all available resources in
the selected dimensions will be
automatically added to this resource
group. For details, click View Types of
Resources That Can Be Added
Automatically.

Cloud Elastic Cloud Server | If Resource Level is set to Cloud
Product - ECSs service, you need to select the cloud
service that the instance belongs to.
You can select one or more cloud
services.

If Cloud Product is set to All, all cloud
products that are interconnected with
Cloud Eye will be selected.
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Parameter | Example Value Description
Matching Tag 1: env=pro, Tag matching rule. You can add up to
Rule Tag 2: business=xxx 50 tags. Key-value pairs that you can

use to easily categorize and search for
cloud resources.

e Resource tag key: A tag key cannot
start or end with a space, or start
with _sys_. It can contain up to 128
characters and contain letters,
digits, spaces, and these special
characters: _..=+-@

e Resource tag value: A tag value
consists of the matching method
and value. The matching method
can be set to Equal, All, Include,
Prefix, Suffix, or Not include. The
value can contain up to 255
characters and contain letters,
digits, spaces, and these special
characters: _.;/=+-@

NOTE

If you enter multiple tags, the relationship
between different keys is AND, and the

relationship between values of the same
key is OR.

Enterprise Enterprise Project A | Enterprise project that the resource
Project group belongs to

7. In the Advanced Settings area, select an alarm template and configure alarm
notifications to create an alarm rule. For details about parameters, see
(Optional) Advanced Configurations.

8. Click Create.

Creating a Resource Group by Matching Resources by Enterprise Project

When you create a resource group with Match Resources By set to Enterprise
Project, you can only select a specific enterprise project to match resources, which
is not flexible. This method is applicable to accounts with only one environment.
Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

In the navigation pane, choose Resource Groups.

In the upper right corner, click Create Resource Group.

o U s wWN =

On the Create Resource Group page, set parameters.
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Figure 3-2 Matching resources by enterprise project
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Table 3-3 Parameters for creating a resource group by matching resources by
enterprise project

Parameter Example Value | Description
Name Enterprise_Proje | Name of the resource group. The
ct B value can contain 1 to 128

characters and can only contain
letters, digits, underscores (_), and

hyphens (-).
Add Resources Automatically Method of adding or matching
resources to a resource group.
Match Resources | Enterprise How resources are added to a
By project resource group.
Resource Level Cloud product Resource level of the monitored

object. You can select Cloud product
or Specific dimension.

If Resource Level is set to Cloud
product, you need to select a cloud
product.

If Resource Level is set to Specific
dimension, all available resources in
the selected dimensions will be
automatically added to this resource
group. For details, click View Types
of Resources That Can Be Added
Automatically.
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Parameter Example Value | Description
Cloud Product Elastic Cloud If Resource Level is set to Cloud
Server - ECSs service, you need to select the cloud

service that the instance belongs to.
You can select one or more cloud
services.

If Cloud Product is set to All, all
cloud products that are
interconnected with Cloud Eye will
be selected.

Enterprise Project | Enterprise Enterprise project for matching
project B resources. You can select multiple
enterprise projects.
Enterprise Project | Enterprise Enterprise project that the resource
Project A group belongs to

7. In the Advanced Settings area, select an alarm template and configure alarm
notifications to create an alarm rule. For details about parameters, see
(Optional) Advanced Configurations.

8. Click Create.

Creating a Resource Group by Matching Resources by Multiple Criteria

When you create a resource group with Match Resources By set to Multiple
Criteria, you can choose to match resources by enterprise project and tag. This
method is similar to matching resources by tag. If a large number of tags are
added for resources, the matching will be complex. This method is suitable for
accounts with fewer tags.

Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

In the navigation pane, choose Resource Groups.

In the upper right corner, click Create Resource Group.

oA~ WwWN =

On the Create Resource Group page, set parameters.
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Figure 3-3 Matching resources by multiple criteria

< Create Resource Group @

Basic Information

Elastic Cloud Server-ECSs X

Enterprise project

Add to the resource group when

Enterprise Project

Resource Tag Key

Tag

o ficaly, any ne resources that match the combined matching rule will be automatically ad
Cloud product Specific dimension

Instance name.

any | combined conditon is met

tching rule. Instance name is only available when Resource Level s set to Cloud product

@ Delete

@ Delele

Table 3-4 Parameters for creating a resource group by matching resources by

multiple criteria

Parameter

Example Value

Description

Name

Production_Busi
ness_XXX_Enter
prise_Project_B

Name of the resource group. The
value can contain 1 to 128
characters and can only contain
letters, digits, underscores (_), and
hyphens (-).

Add Resources

Automatically

Method of adding or matching
resources to a resource group.

Match Resources
By

Multiple criteria

How resources are added to a
resource group.

Resource Level

Cloud product

Resource level of the monitored
object. You can select Cloud product
or Specific dimension.

If Resource Level is set to Cloud
product, you need to select a cloud
product.

If Resource Level is set to Specific
dimension, all available resources in
the selected dimensions will be
automatically added to this resource
group. For details, click View Types
of Resources That Can Be Added
Automatically.
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Parameter Example Value

Description

Elastic Cloud
Server - ECSs

Cloud Product

If Resource Level is set to Cloud
service, you need to select the cloud
service that the instance belongs to.
You can select one or more cloud
services.

If Cloud Product is set to All, all
cloud products that are
interconnected with Cloud Eye will
be selected.

Multi-Criteria Enterprise
Match project and
Tag

Combination
method 1:
env=pro,enterpr
ise project B
Combination
method 2:
business=xxx,en
terprise project
B

Combination method for matching
resources by multiple criteria. After
selecting a combination method, you
need to set the corresponding
matching rule. Each rule allows up
to 50 combinations.

If Resource Level is set to Cloud
product, you can select at least two
matching criteria from Enterprise
project, Tag, and Instance name.

If Resource Level is set to Specific
dimension, Enterprise project and
Tag are selected by default and
cannot be changed.
NOTE
The relationship between different
combinations is OR. The relationship

between different matching rules in the
same combination is AND.

Enterprise Project | Enterprise

project A

Enterprise project that the resource
group belongs to

In the Advanced Settings area, select an alarm template and configure alarm
notifications to create an alarm rule. For details about parameters, see

(Optional) Advanced Configurations.
Click Create.

Creating a Resource Group by Matching Resources by Instance Name

When you create a resource group with Match Resources By set to Multiple
Criteria, resources are added or matched based on the resource naming rule,
which can be difficult to manage. Therefore, it is not recommended.

ok w2

Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

In the navigation pane, choose Resource Groups.

In the upper right corner, click Create Resource Group.
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6. On the Create Resource Group page, set parameters.

Figure 3-4 Matching resources by instance name

< Create Resource Group @

~ Basic Information

Name Enter a group name.

Add Resources Automatically Manually

Case Insensiive [ @)

Cloud Product Elastic Cloud ServerECSs v

Elastic Cloud Server-ECSs

Add to the resource group when | any ~ | combined condition is met

Instance Name

Equal v || o 0 Delete

Instance Name

Equal v X [ Delete

+Add Instances you can still add: 43

Enlerprise Project CompanyA v || Q| Create Enterprise Project (2

The enterprise

Table 3-5 Parameters for creating a resource group by matching resources by
instance name

Parameter Example Value | Description
Name Resource_Group | Name of the resource group. The
_test1 value can contain 1 to 128

characters and can only contain
letters, digits, underscores (_), and
hyphens (-).

Add Resources Automatically Method of adding or matching
resources to a resource group.

Match Resources Instance name How resources are added to a
By resource group.
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Parameter

Example Value

Description

Resource Level

Cloud product

Resource level of the monitored
object. You can select Cloud product
or Specific dimension.

If Resource Level is set to Cloud
product, you need to select a cloud
product.

If Resource Level is set to Specific
dimension, all available resources in
the selected dimensions will be
automatically added to this resource
group. For details, click View Types
of Resources That Can Be Added
Automatically.

Cloud Product

Elastic Cloud
Server - ECSs

Add to the
resource group
when any
combined
condition is met

The instance
name contains
test1.

Select the cloud product where the
instance is located and configure
resource matching rules.

You can select one or more cloud
products. For each product, you can
add up to 50 combination
conditions. You can select any or all
combination conditions.

You can select Equal, All, Include,
Prefix, Suffix, or Not include. If All
is selected, all instances of the cloud
product are selected, and you do not
need to enter an instance name.

The instance name can contain a
maximum of 128 characters. It can
contain only letters, digits,
underscores (_), periods (.), and
hyphens (-).

The relationship between different
cloud products is OR.

Enterprise Project

Enterprise
Project A

Enterprise project that the resource
group belongs to

In the Advanced Settings area, select an alarm template and configure alarm
notifications to create an alarm rule. For details about parameters, see

(Optional) Advanced Configurations.

Click Create.

Creating a Resource Group by Manually Selecting Cloud Products

Some services do not support automatic resource addition or resource match by
tag for a resource group. For details about these services, see Cloud Services
Supported by Resource Groups. To perform rights- and domain-based
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configuration for resources of these services, you need to manually select
resources, which is complex.

o v ks whN =

8.

Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

In the navigation pane, choose Resource Groups.

In the upper right corner, click Create Resource Group.
On the Create Resource Group page, set parameters.

Table 3-6 Parameters for creating a resource group for services that do not

support automatically adding resources

Parameter Example Value Description
Name Resource_Group_M | Name of the resource group. The
anual value can contain 1 to 128
characters and can only contain
letters, digits, underscores (_), and
hyphens (-).
Add Resources | Manually Method of adding or matching

resources to a resource group.

Resource
Level

Cloud product

Resource level of the monitored
object. You can select Cloud product
or Specific dimension.

Cloud Product | NAT Gateway -
Private NAT
Gateway, Web
Application Firewall
- Dedicated WAF
Instance, NAT
Gateway - Public

NAT Gateway

If Resource Level is set to Cloud
product, you need to select the
cloud product that the instance
belongs to and select specified
resources. You can select one or
more cloud products.

Enterprise
Project

Enterprise Project A

Enterprise project that the resource
group belongs to

In the Advanced Settings area, select an alarm template and configure alarm
notifications to create an alarm rule. For details about parameters, see

(Optional) Advanced Configurations.
Click Create.

Creating a Resource Group by Manually Selecting Dimensions

You created a resource group for which resources are added automatically
and set Resource Level to Specific dimension, but resources of the selected
dimension cannot be tagged for some reasons.

For example, when you create a service in CCE, the listener created in ELB is
automatically called. In this case, you need to set Resource Level to Specific
dimension because only one type of resource (listener) needs to be added.
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e Some resources require specific thresholds.

For example, the message stacking threshold of a queue in a RabbitMQ
instance needs to be lowered.

o Uk~ whN =

Log in to the management console.

Choose Service List > Cloud Eye.

In the upper left corner, select a region and a project.

In the navigation pane, choose Resource Groups.
In the upper right corner, click Create Resource Group.
On the Create Resource Group page, set parameters.

Name: Name of a resource group. The value can contain 1 to 128 characters.
Only letters, digits, underscores (_), and hyphens (-) are allowed.

Add Resources: Select Manually.

Resource Level: Select Specific dimension.

Table 3-7 Parameters for creating a resource group for services that do not
support automatically adding resources

Parameter Example Value | Description
Name Resource_Grou | Name of the resource group. The value
p_Manual can contain 1 to 128 characters and can

only contain letters, digits, underscores
(L), and hyphens (-).

Add Resources | Manually Method of adding or matching resources
to a resource group.

Resource Specific Resource level of the monitored object.

Level dimension You can select Cloud product or
Specific dimension.
If this parameter is set to Specific
dimension, you can manually select
resources for the resource group.

Enterprise Enterprise Enterprise project that the resource

Project Project A group belongs to

7. In the Advanced Settings area, select an alarm template and configure alarm
notifications to create an alarm rule. For details about parameters, see
(Optional) Advanced Configurations.

8. Click Create.

3.3 Configuring Resource Groups for Event Alarms

When configuring event alarm rules, you can only configure resource groups for
DDS, RDS, DCS, and GeminiDB. In this case, you are advised to configure alarm
rules by setting Monitoring Scope to Specified resources or All resources. When

selecting Specified resources, you can select specified resources from existing
resource groups for better efficiency.
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Creating an Alarm Rule for Specified Resources

ok N =

6.

Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

In the navigation pane, choose Event Monitoring.

Click Create Alarm Rule in the upper right corner and set parameters.

a. Set Monitoring Scope to Specified Resources and click Select Specified
Resources next to Instance.

b. In the resource list, filter resources by resource group and select resources
as needed.

For parameter details, see Creating an Alarm Rule and Notification for
Event Monitoring.

Figure 3-5 Creating an alarm rule

Click Create.

If the resources in a resource group change, you need to manually update the
resources for the event alarm rule. For details, see Modifying an Alarm Rule.

Creating an Alarm Rule for All Resources

ks W=

Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

In the navigation pane, choose Event Monitoring.

Click Create Alarm Rule in the upper right corner and set parameters.

If Monitoring Scope is set to All resources, an alarm will be triggered if any
resource of the current cloud product meets the alarm policy. For parameter
details, see Creating an Alarm Rule and Notification for Event Monitoring.

Figure 3-6 Creating an alarm rule
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6. Click Create.
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Scenario-specific Cases

4.1 Service Monitoring on E-Commerce Platforms
4.2 Live Streaming Monitoring

4.3 Crowdsourcing Platforms

4.4 Best Practices of Event Monitoring

4.5 Resource Group Monitoring

4.6 Configuring an Alarm Rule for the Disk Usage of All Mount Points on an ECS

4.1 Service Monitoring on E-Commerce Platforms

4.1.1 Overview

E-commerce services feature large data volume and large data access, which
requires large memory, fast data exchange and processing, and extremely strict
monitoring.

Elastic Cloud Servers (ECSs) is a core service in the e-commerce scenarios.
Therefore, a comprehensive and three-dimensional ECS monitoring system plays
an important role in service stability. Server Monitoring provides system-wide,
active, and fine-grained ECS monitoring to ensure smooth service running.

People access the websites of e-commerce platforms and make transactions.
During grand annual shopping festivals such as Double 12 and 618 shopping
festivals , the websites are often hit by various problems like slow page loading
and long network latency when people access from different networks.

For services used by an e-commerce platform, such as Relational Database Service
(RDS), Elastic Load Balance (ELB), and Virtual Private Cloud (VPC), you can use
the Cloud Service Monitoring function. On the Cloud Service Monitoring page,
you can gain visibility into the running status of each cloud service and usage of
each metric. After setting alarm rules for cloud service metrics, you can get a more
accurate picture of the health of cloud services.

An e-commerce platform involves many cloud services, such as ECS, Content
Delivery Network (CDN), Auto Scaling (AS), security services, RDS, ELB, and Object
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Storage Service (OBS). With resource groups, you can view resource usages,
alarms, and health status from the service perspective and manage alarm rules.
This greatly reduces O&M complexity and improves O&M efficiency.

4.1.2 Server Monitoring

Scenarios

Prerequisites

Procedure

ECSs are the cores of an e-commerce platform. Slight changes in ECS performance
may cause dramatic fluctuation of e-commerce services or even service
interruptions, resulting in huge losses.

Server Monitoring provides Basic Monitoring and OS Monitoring of different
monitoring granularities. Basic Monitoring monitors metrics reported by ECSs. OS
Monitoring provides server monitoring that is system-wide, active, and fine-
grained after the Agent is installed on an ECS.

This section takes (Agent) CPU Usage as an example to describe how to use
server monitoring. To reserve some processing performance for proper server
running, you are advised to set its threshold to 80% and let Cloud Eye generate an
alarm when the usage exceeds the threshold for three consecutive times.

In e-commerce scenarios such as promotions, flash sales, and red-hot sellers, the
number of instantaneous visits multiplies to tens to hundreds of times than that in
days without activities, which results in heavy server load and slow system
response.

You can configure alarm rules for ECS metrics, for example, CPU usage. When the
CPU usage reaches the threshold, an alarm notification is sent to remind you to
handle the exception promptly.

The Agent has been installed. For details, see Agent Installation and
Configuration.

Log in to the management console.

In the upper left corner, select a region and a project.
Choose Service List > Cloud Eye.

In the navigation pane, choose Server Monitoring.

ok W=

Locate the target ECS. In the Operation column, click More and select Create
Alarm Rule.

6. On the Create Alarm Rule page, set the alarm parameters as prompted.
Alarm Type, Cloud Product, Resource Level, Monitoring Scope, and
Instance are preset by default.
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7.

Table 4-1 Parameters for configuring an alarm rule for an ECS

Paramete | Example Value Description
r
Alarm Metric Alarm type that the alarm rule
Type applies to. The value cannot be
changed.
Cloud Elastic Cloud Server - ECSs Name of the service for which
Product the alarm rule is configured. The
value cannot be changed.
Resource | Cloud product A cloud product has many
Level specific dimensions. If you set
Resource Level to Cloud
product, metrics across
dimensions can be configured in
the same alarm rule. If you set
it to Specific dimension, only
metrics of the specified
dimension can be configured in
the same alarm rule
The value cannot be changed.
Monitorin | Specific resources Monitoring scope the alarm rule
g Scope applies to.
Method Configure manually Select a rule triggering method.
Metric ECSs - Process - ProcessIDs / | Select a metric for triggering
Name (Agent)Process CPU Usage alarms.
Alarm If the metric value is greater | Policy for triggering an alarm.
Policy than or equal to 80% for NOTE
three consecutive times, an If the alarm is not cleared after it is
alarm is generated once generated, an alarm is reported
every day. every day.
Alarm Major Severity of alarms.
Severity

Configure alarm notification parameters.

Table 4-2 Parameters for configuring alarm notifications

Param | Example Description

eter Value

Alarm | Enabled Whether to send an alarm notification when an
Notific alarm is triggered.

ations

Notifie | Topic Select an alarm notification mode.

d By subscriptions
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Param | Example Description

eter Value

Recipie | Account e If you select Topic subscriptions for Notified
nt contact By, select one or more notification recipients.

e |f Recipient is set to Account contact,
notifications will be sent to the registered
phone number and email address.

Notific | 00:00-23:59 | e If Notified By is set to Topic subscriptions,
ation you need to set the notification window.

Windo e Cloud Eye sends notifications only within the

w specified time period.

Trigger | Generated This parameter is available when Notified By is
Conditi | alarm, set to Topic subscriptions or Notification

on Cleared groups. You can select Generated alarm, Cleared

alarm alarm, or both.

After the alarm rule is created, once the service volume soars and the specified
threshold is reached, Cloud Eye immediately informs you of the resource
exception.

4.1.3 Cloud Service Monitoring

For the RDS, ELB, and VPC services used by an e-commerce platform, you can use
the Cloud Service Monitoring function. On the Cloud Service Monitoring page,
you can accurately master the status of each cloud service and usage of each
metric by setting alarm rules.

Procedure

M w N =

Log in to the management console.
In the upper left corner, select a region and a project.
Choose Service List > Cloud Eye.

In the navigation pane, choose Cloud Service Monitoring > Elastic Load
Balance.

Locate the target load balancer and click Create Alarm Rule in the
Operation column.

The Create Alarm Rule page is displayed.
(11 NOTE

To create alarm rules for RDS and EIP and bandwidth metrics, choose Relational
Database Service and Elastic IP and Bandwidth, respectively.

For details about other parameters, see Creating an Alarm Rule.
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(11 NOTE

e To better monitor the ELB service, you need to enable the ELB health check first.
For details, see How Do | Troubleshoot an Unhealthy Backend Server of a
Dedicated Load Balancer? You are advised to set the outbound rate threshold to
80%.

e You are advised to set the CPU usage threshold of the RDS instance to 80% and set
to trigger an alarm if the threshold is exceeded for three consecutive times. Set
thresholds for other RDS metrics, such as disk usage, IOPS, and database
connections in use as required.

e You are advised to set the outbound bandwidth usage threshold of Elastic IP and
Bandwidth to 80% and trigger an alarm if the threshold is exceeded for three
consecutive times. Set thresholds for other Elastic IP and Bandwidth metrics as
required.

6. Click Create.

If the service volume soars and the specified RDS, Elastic IP, and Bandwidth,
or ELB threshold is reached, Cloud Eye immediately informs you of the
resource exception.

4.1.4 Resource Groups

A complete e-commerce platform uses a number of cloud services, such as ECS,
CDN, AS, security services, RDS, OBS, and VPC. You can create resource groups and
divide resources into different groups. You can accurately view resource usages,
alarms, and health status, and manage alarm rules from the service perspective
on the Resource Groups page. This greatly reduces O&M complexity and improves
O&M efficiency.

This section describes how to create a resource group.

Procedure

Log in to the management console.

In the upper left corner, select a region and a project.
Choose Service List > Cloud Eye.

In the navigation pane, choose Resource Groups.

In the upper right corner, click Create Resource Group.
Specify a name for the group.

No ok~ wN =

Select a method for adding resources. For details about the parameters for
creating a resource group, see Creating a Resource Group.

8. Click Create.

After the group is created, you can view the resource usage, alarms, and
health status of the group in Resource Groups.

4.2 Live Streaming Monitoring

4.2.1 Overview

In the era of rapid Internet development, the demand for live video streaming is
increasing. Services on Huawei Cloud, such as ECS, VPC, and ELB, provide stable
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resources to ensure convenient access, low latency, high concurrency, high
definition, and smoothness of live streaming services. This solves the poor user
experience caused by video freeze and blurring.

Figure 4-1 shows the typical architecture of live video streaming deployed on
Huawei Cloud. Multiple ECSs, VPCs, and load balancers are used. ECSs are the
basis of live video streaming, VPCs provide networks, and load balancers are used
for traffic distribution. Subtle ECS performance changes and sudden increase of
network access traffic will cause service instability. In this regard, real-time
monitoring of cloud resources and timely notification of resource exceptions
become increasingly important. Cloud Eye monitors ECS, VPC, and ELB resources,
detects exceptions in a timely manner, and notifies users of the exceptions.

Figure 4-1 Service architecture of live streaming services

4.2.2 Server Monitoring

Background

ECSs are the core of live video streaming. Slight changes in ECS performance may
greatly affect other cloud services. To monitor more fine-grained metrics, you can
install the Agents on ECSs. For details, see Agent Installation and Configuration.

This section describes how to create alarm rules for ECS CPU usage, memory
usage, and disk usage. It also includes how to configure an AS policy. When the
ECS CPU usage reaches 90% for five consecutive times within 5 minutes, AS
automatically adds an ECS to ensure stable service running.

After the alarm rule and AS policy are created, if the service volume soars and the
specified threshold is reached, AS automatically adds an ECS and Cloud Eye
immediately informs you of the resource exception.

CPU Usage, Memory Usage, and Disk Usage are metrics for basic ECS monitoring.
(Agent) CPU Usage, (Agent) Memory Usage, and (Agent) Disk Usage are metrics
for fine-grained minute-level monitoring.

Creating an Alarm Rule

1. Log in to the management console.

2. In the upper left corner, select a region and a project.

3. Choose Service List > Cloud Eye.

4. In the navigation pane, choose Server Monitoring > Elastic Cloud Server.

Issue 05 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 82


https://support.huaweicloud.com/intl/en-us/usermanual-ces/ces_01_0027.html

Best Practices
Best Practices

4 Scenario-specific Cases

7.

Locate the target ECS. In the Operation column, choose More > Create

Alarm Rule.

On the Create Alarm Rule page, set Method to Configure manually and

configure alarm policies for the monitored instance.

Figure 4-2 Creating an alarm rule

Table 4-3 Alarm policy description

Parameter

Example Value

Description

Metric Name

Alarm policy 1: ECSs /
(Agent) CPU Usage

Alarm policy 2: ECSs /
(Agent) Memory Usage

Alarm policy 3: Mount
Point / (Agent) Disk Usage

Metric for triggering
alarms.

Statistic

Avg. > 1 hour

Metric value type.
Cloud Eye supports the
following statistics for
metrics: Raw data,
Avg., Max., Min.,
Variance, and Sum.

Consecutive

3 times (consecutively)

Number of consecutive

Triggers times that an alarm is
triggered.

Operator >= Operator used to
compare metric value
and the threshold.

Threshold Major: 80%; Critical: 90% | Alarm threshold and
unit.

Frequency Daily How often alarms are

repeatedly notified
when there is already
an alarm.

Configure alarm notification parameters. For details, see Creating an Alarm
Rule and Notifications.
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Table 4-4 Parameters for configuring alarm notifications

Param | Example
eter Value

Description

Alarm Enabled

Whether to send an alarm notification when an

d By subscriptions

Notific alarm is triggered.
ations
Notifie | Topic Select an alarm notification mode.

Recipie | Account
nt contact

e If you select Topic subscriptions for Notified
By, select one or more notification recipients.

e |f Recipient is set to Account contact,
notifications will be sent to the registered
phone number and email address.

Notific | 00:00-23:59
ation
Windo
w

o |f Notified By is set to Topic subscriptions,
you need to set the notification window.

e Cloud Eye sends notifications only within the
specified time period.

Trigger | Generated
Conditi | alarm,

on Cleared
alarm

This parameter is available when Notified By is
set to Topic subscriptions or Notification
groups. You can select Generated alarm, Cleared
alarm, or both.

Configuring an AS Policy

Choose Computing > Auto Scaling.

Click Create AS Group. For details, see Creating an AS Group.

3. In the AS group list, locate the created AS group and click View AS Policy in

the Operation column.

4. On the AS Policies tab page, click Add. In the displayed Add AS Policy dialog
box, set parameters based on Figure 4-3.

Figure 4-3 Adding an AS policy

Add AS Policy
pppppppppppppppppppppp

pppppppppp

...........
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4.2.3 ELB Monitoring

In live video streaming, sudden increase of network access traffic may cause
service instability. Therefore, most live video streaming platforms use ELB to
automatically distribute traffic to multiple ECSs.

Stable and reliable load balancing is critical to the proper running of live video
streaming. Cloud Eye can monitor unhealthy backend servers and concurrent
connections of load balancers to ensure proper running of your services.

Procedure

oA~ wWwN =

Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

In the navigation pane, click My Dashboards > Custom Dashboards.
Locate the dashboard for which you want to add a graph and click its name.
In the upper part of the page, click Create and then Create Graph.

In the Add Graph dialog box, add the concurrent connections of all enhanced
elastic load balancers involved in live video streaming to the same graph.

Figure 4-4 Adding a graph

A Concurrent Connections (Elastic Load Balance - Elastic L... (Resources Selected: 5

MMMMM

Monttring Scope. Al resources

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

ggggggggg
eeeeeeeeeeeeeeeee

nnnnnnn

(1] NOTE

The running trends of all concurrent connections in the same live video streaming
must be consistent. If the trend of one or more concurrent connections is inconsistent
with other trends, an exception occurs. In this case, locate the cause and rectify the
fault immediately.

In the navigation pane, choose Alarm Management > Alarm Rules.
Click Create Alarm Rule in the upper right corner the page.

On the displayed page, set the parameters as prompted. For details about
alarm rule parameters, see Creating an Alarm Rule and Notifications.
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Figure 4-5 Creating an alarm rule

Table 4-5 Alarm content parameters

Parameter

Example Value

Description

Alarm Type

Metric

Alarm type that the
alarm rule applies to.

Cloud Product

Elastic Load Balance - Elastic
Load Balancers

Name of the monitored
service.

Resource Level

Cloud product

A cloud product has
many specific
dimensions. If you set
this parameter to
Cloud product, metrics
across dimensions can
be configured in the
same alarm rule. If you
set it to Specific
dimension, only
metrics of the specified
dimension can be
configured in the same
alarm rule.

Monitoring
Scope

All resources

Monitoring scope the
alarm rule applies to.

Method

Configure manually

Method of triggering
the rule.

Metric Name

Elastic Load Balances >
Unhealthy Servers

Metric for triggering
alarms.

Alarm Policy

If Raw data of the metric >=
1 for 1 time, a Critical alarm
is triggered Daily.

Policy for triggering an
alarm.
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Table 4-6 Alarm notification parameters

Parameter

Example Value

Description

Alarm Notifications

Enabled

Whether to send an
alarm notification
when an alarm is

triggered.

Notified By Topic subscriptions Alarm notification
mode.

Recipient Account contact o If Notified By is set

to Topic
subscriptions, you
need to select the
recipients.

e [f Recipient is set to
Account contact,
notifications will be
sent to the
registered mobile
number and email
address.

Notification Window

00:00-23:59

e If Notified By is set
to Topic
subscriptions, you
need to set the
notification window.

e Cloud Eye sends
notifications only
within the specified
time period.

Trigger Condition

Generated alarm and
Cleared alarm

If you set Alarm Type
to Notification groups
or Topic subscriptions,
select Generated
alarm, Cleared alarm,
or both for this
parameter.

10. Click Create.

When ELB is abnormal, Cloud Eye interworks with SMN to notify you of the
resource exception in real time.

4.2.4 Network Monitoring

In live video streaming, random packet loss occurs when the outbound bandwidth
reaches the upper limit. Therefore, attention must be paid to this metric of Elastic

IP and Bandwidth.
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This section describes how to set alarm rules for the outbound bandwidth usage
of Elastic IP and Bandwidth.

Procedure

Log in to the management console.

In the upper left corner, select a region and a project.
Choose Service List > Cloud Eye.

In the navigation pane, choose Cloud Service Monitoring.
On the displayed page, click the VPC dashboard name.

ok wnN =

Locate the row that contains the target VPC and choose More > Create
Alarm Rule in the Operation column.

7. On the Create Alarm Rule page, set Method to Configure manually and
configure alarm policies for the monitored instance.

You are advised to configure alarm rules for the EIPs and bandwidths involved
in the service. Set the threshold of Outbound Bandwidth Usage to Raw data
2 90% of the purchased bandwidth.

Table 4-7 Alarm policy description

Parameter

Example Value

Description

Metric Name

Alarm policy 1: Bandwidths
> Outbound Bandwidth
Usage

Alarm policy 2: Bandwidths
> Inbound Bandwidth
Usage

Metric for triggering
alarms.

Statistic

Raw data

Metric value type.
Cloud Eye supports the
following statistics for
metrics: Raw data,
Avg., Max., Min,,
Variance, and Sum.

Consecutive
Triggers

3 times (consecutively)

Number of consecutive
times that an alarm is
triggered.

Operator

Operator used to
compare metric value
and the threshold.

Threshold

Critical: 90%

Alarm threshold and
unit.

Frequency

Daily

How often alarms are
repeatedly notified
when there is already
an alarm.

Issue 05 (2025-12-22)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

88



Best Practices
Best Practices

4 Scenario-specific Cases

8. Configure alarm notification parameters. For details, see Creating an Alarm
Rule and Notifications.

Table 4-8 Parameters for configuring alarm notifications

Param | Example Description

eter Value

Alarm | Enabled Whether to send an alarm notification when an
Notific alarm is triggered.

ations

Notifie | Topic Select an alarm notification mode.

d By subscriptions

Recipie | Account e If you select Topic subscriptions for Notified
nt contact By, select one or more notification recipients.
e If Recipient is set to Account contact,

notifications will be sent to the registered
phone number and email address.

Notific | 00:00-23:59 | e If Notified By is set to Topic subscriptions,

ation you need to set the notification window.

Windo e Cloud Eye sends notifications only within the

W specified time period.

Trigger | Generated This parameter is available when Notified By is

Conditi | alarm, set to Topic subscriptions or Notification

on Cleared groups. You can select Generated alarm, Cleared

alarm alarm, or both.

9. Click Create.

When the bandwidth is abnormal, Cloud Eye sends real-time alerts via the
SMN service.

4.3 Crowdsourcing Platforms

4.3.1 Overview

Crowdsourcing platforms, as knowledge worker sharing platforms, use the Internet
to allocate jobs and connect employers with service providers. Many service
providers provide customized solutions for enterprises, public institutions, and
individuals to transform ideas, wisdom, and skills into business value and social
value.

Figure 4-6 shows the typical architecture of the crowdsourcing platform deployed
on Huawei Cloud. The core databases use the BMS clusters to deploy the database
clusters. Web-Servers and API-Servers are deployed on ECSs. Web-Servers provide
website search, category, store, and transaction services, and API-Servers are basic
interfaces for connecting services with databases. The running statuses of BMSs
and ECSs are critical to the entire service. CPU, memory, and disk usages affect the
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overall service status. Therefore, you need to use the server monitoring and event
monitoring functions to monitor the running statuses of ECSs and BMSs at any
time. For details, see 4.3.2 Server Monitoring and 4.3.4 Event Monitoring.

Services like VPC, NAT Gateway, and ELB provide basic network support. The
network status affects the connectivity between services. Therefore, you need to
use the cloud service monitoring function to monitor the running status of each
service system at any time. For details, see 4.3.3 Network Monitoring.

Figure 4-6 Crowdsourcing platform architecture

4.3.2 Server Monitoring

On crowdsourcing platforms, ECSs provide computing resources, and databases
are deployed on BMSs. Therefore, BMS disk read and write rates affect the
database operation speed. ECS memory and CPU usages affect the service
execution speed. To monitor more fine-grained metrics, you can install and
configure the Agent on ECSs.

You can set the thresholds of CPU usage, memory usage, and disk usage to 80%,
respectively. The following procedure uses CPU usage as an example.

Procedure

Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

In the navigation pane, choose Server Monitoring > Elastic Cloud Server.

ok LN =

Locate the target ECS. In the Operation column, choose More > Create
Alarm Rule.

6. On the displayed page, set Method to Configure manually and configure
alarm policies for the monitored instance. For details, see Creating an Alarm
Rule and Notifications.
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Figure 4-7 Creating an alarm rule

After the alarm rule is created, when the service volume surges and the
metric data reaches the threshold, the system notifies you of the resource
exception in real time.

4.3.3 Network Monitoring

During activities on a crowdsourcing platform, traffic to the website homepage,
login page, and store details page increases instantaneously. The outbound
bandwidth needs to be monitored at any time.

In addition, if the number of connections increases sharply due to DDoS attacks or
heavy traffic, service access becomes slow. The number of SNAT connections on
days with activities is expected to be two to three times higher. Therefore, you
need to monitor the number of SNAT connections at any time.

Procedure

ok N =

Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

Choose Cloud Service Monitoring.

Click the name of the VPC dashboard to access its details page.

a. Locate the row that contains the target VPC and choose More > Create
Alarm Rule in the Operation column.

b. On the Create Alarm Rule page, set parameters as shown in Figure 4-8.

You are advised to set the threshold of the outbound bandwidth usage to
80%.

Figure 4-8 Creating an alarm rule (for a VPC)

c. Click Create.
Click the NAT Gateway dashboard to access its details page.

a. Locate the row that contains the target NAT gateway and choose More >
Create Alarm Rule in the Operation column.

b. On the Create Alarm Rule page, set parameters as shown in Figure 4-9.
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In this example, the number of SNAT connections is 10,000 in normal
days, and that number is two to three times in peak hours. Therefore, you
are advised to set the threshold of SNAT connections to 30,000.

Figure 4-9 Creating an alarm rule (for a NAT gateway)

c. Click Create.

When the bandwidth is abnormal, Cloud Eye sends real-time alerts via the SMN
service.

4.3.4 Event Monitoring

During service running, you can delete, reboot, or stop ECSs and BMSs, and delete
NICs or security group rules for the ECSs and BMSs at any time as required. You
can use the event monitoring function to monitor the running status of ECSs and
BMSs at any time.

Procedure

M wnN =

Log in to the management console.
In the upper left corner, select a region and a project.
Choose Service List > Cloud Eye.

In the navigation pane, choose Event Monitoring. Locate an event and click
Create Alarm Rule in the Operation column.

This section uses ECS deletion as an example. You can also create alarm rules
for other events, such as rebooting ECSs, stopping ECSs, and deleting NICs.

Figure 4-10 Creating an alarm rule

When the ECSs or BMSs are abnormal, Cloud Eye notifies you of the resource
exception in real time through the SMN service.

4.4 Best Practices of Event Monitoring

4.4.1 ECS Events

Elastic Cloud Server (ECS) is a cloud server that provides scalable, on-demand
computing resources for secure, flexible, and efficient applications. ECSs are the
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core of various services. Slight changes in ECS performance, abnormal running,
and automatic recovery, may greatly affect the applications that run on the ECS.

Therefore, elastic load balancers are required to distribute access traffic to
multiple backend ECSs based on forwarding policies. Traffic distribution expands
the external service capability of the application system. This eliminates single
point of failures (SPOFs), thereby improving the application system availability.
The event monitoring function of Cloud Eye can monitor ECS running exceptions
and automatic recovery. You can subscribe to the ECS event notification when
changes occur.

Table 4-9 Key ECS events

Event
Name

Event Description

Handling Method

Restart
triggered
due to
hardware
fault

Restart
complete
d due to
hardware
failure

ECSs on a faulty host would be
automatically migrated to
another properly-running host.
During the migration, the ECSs
were restarted and Cloud Eye
sent an event Restart triggered
due to hardware fault. After the
migration is complete, Cloud
Eye sent an event Restart
completed due to hardware
failure.

This event indicates that a fault
has occurred and the ECS cannot
be used. In this case, you need to
replace the ECS or direct traffic
to other ECSs.

This event indicates that the ECS
is working properly and can be
used again.

Procedure

AN =

Log in to the management console.

Choose Service List > Cloud Eye.

In the upper left corner, select a region and a project.

In the navigation pane, choose Event Monitoring. In the upper right corner,

click Create Alarm Rule and set parameters as prompted.

In this example, values of Event Name of two alarm policies are set to

Restart triggered due to hardware fault and Restart completed due to
hardware failure, respectively. For details about the parameters, see Creating
an Alarm Rule and Notification for Event Monitoring.

Figure 4-11 Creating an alarm rule
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5. Click Create.

When abnormal ECS events occur, Cloud Eye notifies you in real time through

the SMN service.

4.4.2 RDS Events

RDS is an online relational database service based on the cloud computing
platform. RDS is reliable, scalable, and easy to manage, and immediately ready for
use. When using relational databases, you need to pay attention to the database
status. You can use event monitoring to track abnormal events to ensure stable

service running.

Table 4-10 Key RDS events

Event Name

Event Description

Handling Method

DB instance
creation failure

Generally, DB instances fail to
be created because the number
and quota of disks are small,
and the underlying resources
are exhausted.

Check the number and
quota of disks. Release
resources and create DB
instances again.

Full backup failure

A single full backup failure
does not affect the files that
have been successfully backed
up, but prolongs the
incremental backup time
during the point-in-time restore
(PITR).

Create a manual backup
again.

Primary/standby
switchover failure

The standby DB instance does
not take over services from the
primary DB instance due to
some network or server
failures. The original primary
DB instance continues to
provide services within a short
time.

Check whether the
connection between the
application and the
database is re-
established.
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Event Name

Event Description

Handling Method

abnormal

Replication status

The replication delay between
the primary and standby DB
instances is too long (usually
occurs when a large amount of
data is written to databases or
a large transaction is
performed). During off-peak
hours, the replication delay
between the primary and
standby DB instances gradually
decreases. Another possible
cause is that the network
between the primary and
standby DB instances is
interrupted. However, the
network interruption does not
interrupt data read and write
of a single DB instance, and
customers' applications are
unaware of the interruption.

Submit a service ticket
for processing.

DB instance faulty

A single or primary DB instance
is faulty due to a disaster or a
server failure. This event is
critical and may cause
database service unavailability.

Check whether an
automated backup policy
has been configured for
the DB instance and
submit a service ticket
for processing.

Failure of

DB instance to

changing single

primary/standby

During the standby DB instance
creation or after the standby
DB instance is created, the
configuration synchronization
between the primary DB
instance and the standby DB
instance is faulty. Generally, the
fault is caused by insufficient
resources of the data center
where the standby DB instance
is located. This event does not
cause the data read and write
interruption of the original
single DB instance, and
customers' applications are
unaware of this event.

Submit a service ticket
for processing.

recovered

Replication status

The replication delay between
the primary and standby DB
instances is within the normal
range, or the network
connection between the two is
restored.

No action is required.
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Event Name

Event Description

Handling Method

DB instance
recovered

RDS uses high availability tools | No action is required.

to rebuild the standby DB
instance for disaster recovery.

Procedure

AN =

Log in to the management console.

In the upper left corner, select a region and a project.
Choose Service List > Cloud Eye.

click Create Alarm Rule and set parameters as prompted.

In this example, Event Name is set to Full backup failure. Set the event
name as required. For details about other parameters, see Creating an Alarm
Rule and Notification for Event Monitoring.

Figure 4-12 Creating an alarm rule

5. Click Create.

When abnormal DB instance events occur, Cloud Eye notifies you in real time
through the SMN service.

4.4.3 EIP Events

In the navigation pane, choose Event Monitoring. In the upper right corner,

VPC enables you to build isolated, configurable, and manageable virtual networks

for ECSs, improving the security of your resources on the cloud and simplifying
network deployment.

You can bind an EIP assigned in a VPC to your ECS to access the Internet. Different
EIPs can share a bandwidth, reducing your bandwidth costs.

With the event monitoring function, Cloud Eye monitors the EIP status. This
prevents abnormal events and packet loss that affect your services. You can
subscribe to the EIP event notification when changes occur.
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Table 4-11 Key EIP events

Event Event Description Handling Method

Name

EIP If this event is reported, the Check whether the EIP
bandwidth | bandwidth exceeds the bandwidth keeps increasing and
overflow purchased bandwidth, which whether services are normal.

may slow down the network or | Expand capacity if required.

cause packet loss.

NOTE
This event is available only in
certain regions. You can check the
regions on the console.

EIP blocked | If the bandwidth exceeds 5 Replace the EIP to prevent
Gbit/s, the traffic is blocked. services from being affected. In
That is, the traffic is directly addition, check the blocking
discarded. This indicates that cause and rectify the fault.

the bandwidth exceeds the )
EIP threshold or the system suffers Use‘ the unblocked EIP again to
unblocked | from attacks (generally DDoS avoid resource waste.

attacks).

If the EIP unblocked event is
reported, the blocking has been
resolved.

Procedure

Log in to the management console.

In the upper left corner, select a region and a project.
Choose Service List > Cloud Eye.

ML=

In the navigation pane, choose Event Monitoring. In the upper right corner,
click Create Alarm Rule and set parameters as prompted.

In this example, Event Name is set to EIP bandwidth overflow. For details
about other parameters, see Creating an Alarm Rule and Notification for
Event Monitoring.

Figure 4-13 Creating an alarm rule

5. Click Create.

When abnormal EIP events occur, Cloud Eye notifies you in real time through the
SMN service.
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4.5 Resource Group Monitoring

Scenarios
Cloud Eye provides the resource group and alarm functions. With it, you can group
and monitor resources and receive alarm notifications of the resources in different
groups.
This section describes how to do this.
Assume that there are four ECSs, namely ECS-01, ECS-02, ECS-03, and ECS-04.
ECS-01 and ECS-02 are used by the development team. ECS-03 and ECS-04 are
used by the test team. You need to obtain the running status of the two ECSs in
the development team in a timely manner, including their CPU usage, idle CPU
usage, average load, I/O usage, disk usage, memory usage, and percentage of
total inode used.
Table 4-12 ECS list and group planning
ECS Name Group Whether to Install Department
the Agent
ECS-01 Development | Yes Development team
team
resources
ECS-02 Development | Yes Development team
team
resources
ECS-03 N/A No Test team
ECS-04 N/A No Test team
Prerequisites

The Agent has been installed on ECS-01 and ECS-02. For details, see Agent
Installation and Configuration.

Step 1 Creating a Resource Group

Log in to the management console.

In the upper left corner, select a region and a project.
Choose Service List > Cloud Eye.

In the navigation pane, choose Resource Groups.

In the upper right corner, click Create Resource Group.

oA wWwN =

Enter the group name as prompted. In this example, enter Development-
group-resources.

7. Select the target cloud service resources.
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Figure 4-14 Selecting cloud service resources

8. Click Create.

Step 2 Creating a Topic and Configuring the Notification Object

When resource exceptions occur, an alarm notification can be sent to the
configured topic subscribers.
Log in to the management console.
In the upper left corner, select a region and a project.
3. Under Application, select Simple Message Notification.
The SMN console is displayed.
4. In the navigation pane, choose Topic Management > Topics.
The Topics page is displayed.
5. In the upper right corner, click Create Topic.
The Create Topic dialog box is displayed.

Figure 4-15 Creating a topic

| Create Topic

Mytopic (0]

e

6. Enter a topic name and display name.
7. Click OK.
The topic you created is displayed in the topic list.

L1 NOTE
Click the topic name to view the topic details and the total number of topic
subscriptions.

8. In the topic list, locate the new topic. In the Operation column, click More
and select Add Subscription.

Figure 4-16 Adding a subscription

| Add Subscription
TopicName  Mytapic
P-otocol SWS

Endaoint ®
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9. Specify the subscription protocol and endpoints.
10. Click OK.
The subscriptions you added are displayed in the subscription list.

Step 3 Creating an Alarm Rule

Log in to the management console.

In the upper left corner, select a region and a project.

Choose Service List > Cloud Eye.

In the navigation pane, choose Alarm Management > Alarm Rules.
In the upper right corner, click Create Alarm Rule.

o Uk~ wWwnN =

On the Create Alarm Rule page, follow the prompts to set the parameters.

a. Set the alarm rule name.

Figure 4-17 Setting an alarm rule name

Description

0/256

b. Set the monitored object and alarm triggering conditions.

Figure 4-18 Configuring an alarm rule

.....

L] NOTE
Set Group to Development-group-resources created in Step 1 Creating a
Resource Group.

c. Set Alarm Notification parameters.

Figure 4-19 Configuring alarm notifications
Alarm Notification ()

Validity Period 02:00 - 20:00 &)

Motification Object AN

Create an SMN topic and click refresh to make it available for selection

Trigger Condition Generated alarm Cleared alarm
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{11 NOTE

e Note: When configuring Notification Object, select Mytopic created in Step
2 Creating a Topic and Configuring the Notification Object.

d. Click Create.

After the alarm rule is added, if the metric data reaches the threshold, Cloud Eye
immediately informs you that the metric data of group Development group
resources (ECS-01 and ECS-02) is abnormal through SMN.

4.6 Configuring an Alarm Rule for the Disk Usage of
All Mount Points on an ECS

Scenarios

Cloud Eye allows you to configure alarm rules for all mount points of an ECS. This

section describes how to configure alarm rules for the disk usage of all mount

points on an ECS.

e The mount point dimension is added to metric disk usage. When you
configure a new alarm rule for the disk usage, you need to select the ECS -
Mount Point dimension.

e If you have configured an alarm rule for Any mount point of an ECS, the
alarm rule will automatically apply to new mount points of the ECS.

e If you have configured an alarm rule for the disk usage of the mount point,
when you modify the alarm rule, the system prompts you to split the alarm
rule into multiple rules in different dimensions. You are advised to select all
mount points for the new alarm rules.

Figure 4-20 Alarm rule configuration before and after optimization
Prerequisites
The Agent has been installed on the ECS.
Procedure

Log in to the management console.
2. Choose Service List > Cloud Eye.

3. In the navigation pane, choose Alarm Management > Alarm Rules, and click
Create Alarm Rule in the upper right corner.

4. On the displayed page, enter the rule name and description, and set the
following parameters as prompted.
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- Alarm Type: Metric
- Cloud Product: Elastic Cloud Server - ECSs

- Resource Level: Specific dimension. Select ECSs - Mount Point from the
drop-down list next to this option.

- Monitoring Scope: Specific resources

- Instance: Click Select Specific Resources. On the displayed page, select
all resources, that is, all mount points of all ECSs of the current account.

- Method: Configure manually

- Alarm Policy: If Raw data of (Agent) Disk Usage >= 80% for 3 times
(consecutively), a Major alarm is triggered Daily.

If you want to receive alarm notifications, enable Alarm Notification and
select the notification object and method.
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Suggestions on Cloud Eye Security
Configuration

This section provides actionable guidance for enhancing the overall security of
Cloud Eye. You can continuously evaluate the security of Cloud Eye and combine
different security capabilities to enhance overall defense. By doing this, stored data
can be protected from leakage and tampering both at rest and in transit.

Consider the security configurations from the following aspects:

e Granting User Permissions Using Access Control Capabilities
e Protecting Privacy and Sensitive Information Through Data Masking
e Enabling CTS to Record All Cloud Eye Access Operations

Granting User Permissions Using Access Control Capabilities

You need to grant necessary permissions to IAM users with different roles to
prevent data leakage or misoperations caused by excessive permissions

To better isolate and manage permissions, you are advised to configure
independent IAM administrators and grant them privileges to manage IAM
policies. An IAM administrator can create different user groups based on your
service requirements. User groups correspond to different data access scenarios. By
adding users to user groups and binding IAM policies to user groups, the IAM
administrator can grant different data access permissions to employees in
different departments based on the principle of least privilege. For details, see
Login Protection and Login Authentication Policy.

Protecting Privacy and Sensitive Information Through Data Masking

When a service request includes sensitive information, you are advised to use the
data masking function. On the data masking page, create masking configurations
for your components. The platform will then replace sensitive information in traces
with a globally unique random character string (Hash code mode) or a fixed
number of asterisks (*) (Mask mode). After the configuration is applied, you can
go to the tracing page to view the trace details.
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Enabling CTS to Record All Cloud Eye Access Operations

Cloud Trace Service (CTS) is a log audit service intended for Huawei Cloud
security. It allows you to collect, store, and query cloud resource operation records.
You can use these records to track resource changes, analyze security compliance,
and locate faults.

After you enable CTS and configure a tracker, CTS records management traces of
Cloud Eye for auditing. For details about Cloud Eye operations recorded by CTS,
see Key Cloud Eye Operations.

Issue 05 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 104


https://support.huaweicloud.com/intl/en-us/usermanual-ces/ces_01_0087.html

	Contents
	1 Alarm Configuration Method
	1.1 Configuring Alarm Notifications by Severity
	1.2 Masking Alarms by Multiple Metrics or Objects

	2 Cloud Resource Monitoring
	2.1 Creating Alarm Rules By Associating Resource Groups with Alarm Templates
	2.2 Recommended Metrics and Alarm Policies for Each Cloud Service

	3 Cloud Eye Resource Group Configuration
	3.1 Resource Group Overview
	3.2 Configuring Resource Groups for Metric Alarms
	3.3 Configuring Resource Groups for Event Alarms

	4 Scenario-specific Cases
	4.1 Service Monitoring on E-Commerce Platforms
	4.1.1 Overview
	4.1.2 Server Monitoring
	4.1.3 Cloud Service Monitoring
	4.1.4 Resource Groups

	4.2 Live Streaming Monitoring
	4.2.1 Overview
	4.2.2 Server Monitoring
	4.2.3 ELB Monitoring
	4.2.4 Network Monitoring

	4.3 Crowdsourcing Platforms
	4.3.1 Overview
	4.3.2 Server Monitoring
	4.3.3 Network Monitoring
	4.3.4 Event Monitoring

	4.4 Best Practices of Event Monitoring
	4.4.1 ECS Events
	4.4.2 RDS Events
	4.4.3 EIP Events

	4.5 Resource Group Monitoring
	4.6 Configuring an Alarm Rule for the Disk Usage of All Mount Points on an ECS

	5 Suggestions on Cloud Eye Security Configuration

