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Before You Start

1.1 Overview

Welcome to LakeFormation. You can centrally manage the lifecycle of metadata in
the data lake using the LakeFormation console and APIs, eliminating the need to
use the SQL engine of big data clusters.

This document describes how to use application programming interfaces (APIs) to
perform operations on LakeFormation, such as creating and deleting
LakeFormation instances, metadata databases, and metadata tables.

For details about all supported operations, see APl Overview.

1.2 Calling Methods

LakeFormation supports Representational State Transfer (REST) APIs, allowing you
to call APIs using HTTPS. For details on API calling, see API Calling.

In addition, LakeFormation offers software development kits (SDKs) for multiple
programming languages. For details about how to use SDKs, see APl Explorer.

1.3 Endpoints

An endpoint is the request address for calling an API. Endpoints vary depending on
services and regions. For the endpoints of all services, see Regions and Endpoints.

You need to select an endpoint based on your service requirements.

1.4 Constraints and Limitations

e The number of resources that you can create is determined by your quota. For
details, see Quotas.

e  For more constraints, see API description.
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1.5 Basic Concepts

Account

A domain has full access permissions for all of its cloud services and
resources. It can be used to reset user passwords and grant user permissions.
The domain should not be used directly to perform routine management. For
security purposes, create users and grant them permissions for routine
management.

User

A user is created by using an account in IAM to use cloud services. Each user
has its own identity credentials (password and access keys).

You can view the account ID and user ID in Obtaining a Project ID. The
domain name, username, and password will be required for API
authentication.

Region

Regions are divided from the dimensions of geographical location and
network latency. Public services, such as elastic computing, block storage,
object storage, VPC network, elastic public IP address, and image, are shared
in the same region. Regions are classified as universal regions and dedicated
regions. A universal region provides universal cloud services for common
tenants. A dedicated region provides services of the same type only or for
specific tenants.

AZ

An availability zone (AZ) comprises one or more physical data centers
equipped with independent ventilation, fire, water, and electricity facilities.
Compute, network, storage, and other resources in an AZ are logically divided
into multiple clusters. AZs within a region are interconnected using high-
speed optical fibers to support cross-AZ high-availability systems.

Project

A project corresponds to a region. Projects group and isolate resources
(including compute, storage, and network resources) across physical regions.
Users can be granted permissions in a default project to access all resources in
the region associated with the project. For more refined access control, create
subprojects under a project and Buy resources in the subprojects. Users can
then be assigned permissions to access only specific resources in the
subprojects.
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Figure 1-1 Project isolating model

Project A Project B
ProjectA_1 ProjectA_2 ProjectB_1 Project B_2
Region A Region B

You can also view the project ID in Obtaining a Project ID.
e Enterprise project
An enterprise project groups and manages enterprise resources in a logically

isolated manner. It contains resources in multiple regions, and allows
resources to be added or removed.
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APl Overview

Operation API Type Description
Instance Managing Instance management APIs, which allow you
management | Instances to create, delete, edit, and query
LakeFormation instances.
With these APIs, you can create instances and
obtain information about the created
instances.
Managing Agreement authorization management APIs,
Agreement which allow you to authorize agreements, and

Authorization

query system and authorized agreements.

Before using LakeFormation, you need to
understand and accept related agreements
and authorization.

Managing
OBS Buckets

OBS bucket management APIs, which allow
you to query OBS buckets and objects.

With these APIs, you can obtain the OBS
information needed for configuring the
storage path of metadata.

Managing
Service
Accesses

Service access management APIs, which allow
you to obtain access information and apply for
access.

Once the service is activated and the instances
are set up, LakeFormation can offer metadata
management features to other services.
However, these services need to connect to
LakeFormation through this APl before they
can access the metadata management
features that LakeFormation provides.
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Operation API Type Description
Job Task management APIs, including the APIs
Management | that create tasks and list task information.
With these delicious, you can create and
manage tasks.
Metadata Managing Function management APIs, which allow you
management | functions to create and delete functions.
With these APIs, you can create functions and
obtain information about the created
functions.
Managing Catalog management APIs.
Catalogs With these APIs, you can create and delete
catalogs.
Managing Database management APIs.
Databases With these APIs, you can create and delete
databases.
Managing Table management APIs.
Tables With these APIs, you can create and delete
tables.
Collecting Table statistics APIs.
Table With these APIs, you can obtain the column
Statistics statistics of a table and delete the statistics of
a specified column.
Managing Partition management APIs.
Partitions With these APIs, you can create and delete
partitions.
Collecting Partition statistics APIs.
Partition With these APIs, you can obtain and delete
Statistics partition column statistics.
Managing Authorization management APIs.

Authorization
S

With these APIs, you can query authorization
policies and perform batch authorization.

Managing
User Groups

User group management APIs.

With these APIs, you can obtain information
such as user groups of a tenant.
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Managing Instances

Table 2-1 Instance management APIs

API

Description

Creating an Instance

Allows you to create a LakeFormation instance.

Querying the
Instance List

Allows you to query a list of instances created by a
user.

Deleting an Instance

Allows you to delete a LakeFormation instance by ID.

Querying Instance
Details

Allows you to query the details of LakeFormation
instances by ID.

Updating an
Instance

Allows you to modify LakeFormation instance
information.

Managing Agreement Authorization

Table 2-2 Agreement authorization APIs

API

Description

Registering a Tenant
Agreement

Allows you to authorize and delegate users.

Querying whether a
Tenant Has
Registered an
Agreement

Allows you to query the agreement and agency
information of a tenant.

Querying the Current
System Agreement

Allows you to query the current system agreement.

Managing OBS Buckets

Table 2-3 OBS bucket management APIs

API

Description

Querying the OBS
Buckets

Allows you to query the list of OBS buckets.

Querying the OBS
Bucket Objects

Allows you to query the object list of an OBS bucket.
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Managing Service Accesses

Table 2-4 Service access management APIs

API

Description

Obtaining the
Service Access
Information

Allows you to obtain the access information about the
AP| Gateway instance based on the LakeFormation
instance.

Applying for Service
Access

Allows you to apply for the VPCEP connection to access
API Gateway.

Job Management

Table 2-5 Job management APIs

API

Description

Creating a Job

Allows you to create jobs.

Listing Tasks by
Condition on
Different Page

Jobs information can be listed on multiple pages based
on search criteria. Fuzzy search by job name and
filtering by latest execution status are supported.

Deleting a Job

Allows you to delete a job. A submitted or running job
can be deleted only after it is stopped.

Obtaining Job
Details

Allows you to get job details.

Modifying a Job

Allows you to modify job information.

Starting a Job

Allows you to run the job.

Stopping a Job

Allows you to stop your job.

Checking the Logs of
aJob

Allows you to view the job log specified by the job ID.

Managing functions

Table 2-6 Function Management APIs

API

Description

Listing All Functions
in a Catalog

Allows you to obtain all functions in a catalog.

Modifying Function
Attributes

Allows you to modify the attributes of a function.
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API

Description

Creating a Function

Allows you to create a function.

Querying a Function

Allows you to query function information by function
name.

Deleting a Function

Allows you to delete a function.

Listing Functions

Allows you to list functions.

Managing Catalogs

Table 2-7 Catalog management APIs

API

Description

Listing Catalogs

Allows you to query catalog details based on the
wildcard of the catalog name.

Obtaining Catalog
Information

Allows you to obtain catalog information.

Creating a Catalog

Allows you to create a catalog. A default database is
created in the catalog. The database name is default.

Modifying a Catalog

Allows you to modify catalog information.

Deleting a Catalog

Allows you to delete empty catalog objects.

Before the deletion, ensure that the catalog contains
only the default database and the default database
does not contain table objects. Otherwise, the deletion
fails.

Managing Databases

Table 2-8 Database management APIs

API

Description

Listing Database
Information

Allows you to query database information.

Creating a Database

Allows you to create a database.

Obtaining a
Database

Allows you to obtain the database names.

Modifying Database
Attributes

Allows you to modify database attributes.
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API

Description

Deleting a Database

Allows you to delete a database. The default database
of the catalog cannot be deleted.

cascade: If this parameter is set to true, tables in the
database are deleted. If it is set to false, only empty
databases can be deleted.

delete_data: If this parameter is set to true, table data
is moved to the recycle bin. If it is set to false, table
data is not deleted.

After a database is deleted, transaction tables in the
database cannot be restored.

Managing Tables

Table 2-9 Table Management APIs

API

Description

Obtaining Table
Description Page by
Page

Allows you to find the table that meets the conditions
and returns the table description based on the
database wildcard and table wildcard.

Tenant token.

Allows you to query the table information list in the
database based on the table name.

Listing Tables on
Different Pages by
Condition

Returns the metadata of the table that meets the
query conditions in the database. Transaction
operations are not supported.

If the table name wildcard or table type is not empty,
the table name and type are preferentially used for
filtering.

If the table name wildcard or table type is empty, filter
data based on attributes.

Creating a Table

Allows you to create a table.

Obtaining Table
Information

Allows you to obtain table information.

Modifying Table
Information

Allows you to modify table information.

Deleting a Table

Allows you to delete a table and its partitions.
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Collecting Table Statistics

Table 2-10 Table statistics APIs

API

Description

Obtaining Column
Statistics

Allows you to obtain the column statistics of a table.

Updating Table
Column Statistics

Allows you to update the column statistics of a table.

Deleting Column
Statistics from a

Table

Allows you to delete statistics about a specified column
in a table.

Managing Partitions

Table 2-11 Partition Management APIs

API

Description

Listing Partitions

Allows you to traverse the partition list in a table. For a
transaction table, the partition list can be traversed
based on a specific table version.

If there are filter criteria, the system filters data based
on the filter criteria first.

If no filter criterion is available, the system filters data
based on the partition values (if any).

All partitions in a table will be returned if no filter
criterion or partition value is available.

Modifying Partitions
in Batches

Allows you to modify partition information. All
partitions must exist. If a partition does not exist, a
failure message is returned.

Adding Partitions in
Batches

Allows you to add partition information in batches.

Deleting Partitions
in Batches

Allows you to delete partition information.

If data deletion is enabled for a non-transaction table,
data in the partition data path is immediately deleted.

If data deletion is enabled for a transaction table, the
data is retained in the original path but is invisible to
other services. The data is deleted after it expires.

Obtaining Partitions
in Batches

Allows you to obtain partition information in batches.
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API

Description

Listing Partition
Values

Allows you to traverse the partition name list.

For transaction tables, the partition name list can be
traversed based on a specific table version.

Collecting Partition Statistics

Table 2-12 Partition statistics APIs

API

Description

Obtaining Column
Statistics in a
Partition in Batches

Allows you to obtain partition column statistics in
batches.

Setting Partition
Statistics in Batches

Allows you to set partition column statistics in batches.

Deleting Column
Statistics in a
Partition

Allows you to delete partition column statistics.

Managing Authorizations

Table 2-13 Authorization management APIs

API

Description

Granting Permissions
in Batches

Allows you to authorize users in batches.

Canceling Batch
Authorization

Allows you to cancel authorization in batches.

Querying a Policy

Allows you to query by filter criterion.

Managing User Groups

Table 2-14 User group management APIs

API

Description

Obtaining the User
Group of a Tenant

Allows you to obtain tenant user groups.
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API Calling

3.1 Making an API Request

This section describes the structure of a REST API, and uses the IAM API for
obtaining a user token as an example to demonstrate how to call an API. The
obtained token can then be used to authenticate the calling of other APIs.

Request URI

The format of a request URI is as follows:

{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

Although a request URI is included in a request header, most programming
languages or frameworks require the request URI to be separately transmitted.

Table 3-1 Parameters in a URI

Parameter

Description

URI-scheme

Protocol used to transmit requests. All APIs use HTTPS.

Endpoint

Domain name or IP address of the server bearing the REST
service endpoint. The endpoint varies between services in
different regions.

Obtain the value of this parameter from Regions and
Endpoints.

resource-path

Resource path, that is, APl access path. Obtain the value from
the URI of the API. For example, the resource-path of the API
used to obtain a user token is /v3/auth/tokens.

query-string

Query parameter, which is optional. Ensure that a question
mark (?) is included in front of each query parameter that is in
the format of Parameter name=Parameter value. For

example, ? limit=10 indicates that a maximum of 10 data
records will be queried.
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12


https://support.huaweicloud.com/intl/en-us/api-iam/iam_30_0001.html
https://developer.huaweicloud.com/intl/en-us/endpoint?LakeFormation
https://developer.huaweicloud.com/intl/en-us/endpoint?LakeFormation
https://support.huaweicloud.com/intl/en-us/api-iam/iam_30_0001.html

LakeFormation
API Reference

3 API Calling

For example, to obtain an IAM token in the CN-Hong Kong region, use the
endpoint of IAM (iam.ap-southeast-1.myhuaweicloud.com) for this region and
resource-path (/v3/auth/tokens) in the URI of the API used to obtain a user
token. Then, construct the URI as follows:

https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

(11 NOTE

To simplify the URI display, each API is provided only with resource-path and a request
method. This is because the URI-scheme value of all APIs is HTTPS, and the endpoints in a

region are the same.

Request Method

HTTP-based request methods specify the type of operations that you are

requesting.

Table 3-2 HTTP methods

Method Description

GET Requests a server to return specified resources.

PUT Requests the server to update specified resources.

POST Requests the server to add resources or perform special
operations.

DELETE Requests the server to delete specific resources, for
example, an object.

HEAD Requests the server resource header.

PATCH Requests the server to update part of specified
resources.
If the resource does not exist, the PATCH method may
create a resource.

For example, in the case of the API used to obtain a user token, the request
method is POST. The request is as follows:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

Request Header

You can also add additional fields to a request, such as the fields required by a
specified URI or HTTP method. For example, to request authentication
information, add Content-Type, which specifies the request body type.

Common request header fields are as follows:

e Content-Type: specifies the request body type or format. This field is
mandatory and its default value is application/json. Other values of this field
will be provided for specific APIs if any.
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e X-Auth-Token: specifies a user token, which is optional. This field is
mandatory when token authentication is used. The user token is a response to
the API used to obtain a user token. This API is the only one that does not
require authentication.

(11 NOTE

In addition to supporting token-based authentication, APIs also support authentication
using access key ID/secret access key (AK/SK). During AK/SK-based authentication, an
SDK is used to sign the request, and the Authorization (signature authentication) and
X-Sdk-Date (time when the request is sent) header fields are automatically added to
the request.

For more details, see Authentication Using AK/SK.

X-Project-ID: subproject ID. This field is optional and can be used in multi-
project scenarios.

e X-Domain-ID: account ID.

The API used to obtain a user token does not require authentication. Therefore,
only the Content-Type field needs to be added to requests for calling the API. An
example of such requests is as follows:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

Request Body

This part is optional. The body of a request is often sent in a structured format as
specified in Content-Type. The request body transfers content except the request
header. If the request body contains Chinese characters, these characters must be
coded in UTF-8.

Request bodies vary with APIs. Some APIs do not require a request body, such as
the APIs requested using GET and DELETE methods.

In the case of the APl used to obtain a user token, the request parameters and
parameter description can be obtained from the API request. The following
provides an example request with a body included. Replace username,
domainname, ******** (|ogin password), and xxxxxxxxxxxxxxxxxx (project name,
for example, cn-north-1) with the actual values. Obtain a project name from
Regions and Endpoints.

(11 NOTE

The scope parameter specifies where a token takes effect. You can set scope to an account
or a project under an account. In the following example, the token takes effect only for the
resources in a specified project. For more information about this API, see Obtaining a User
Token.

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {

"methods": [
"password"

]I

"password": {
"user": {

"name": "username",
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"password": " #REEA
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"id": "o
}
}
}
}

If all data required for the API request is available, you can send the request to call
the API through curl, Postman, or coding. In the response to the API used to
obtain a user token, x-subject-token is the desired user token. You can use the
token to authenticate other API calls.

3.2 Authentication

You can use either of the following authentication methods to call APIs:

e Authentication using tokens: General requests are authenticated using tokens.

e Authentication using AK/SK: Requests are encrypted using access key ID (AK)/
secret access key (SK). This authentication method is recommended because
it is more secure than token-based authentication.

Authentication Using Tokens
(11 NOTE

The validity period of a token is 24 hours. When using a token for authentication, cache it
to prevent frequently API calling.

Ensure that the token is valid when you use it. Using a token that will soon expire may
cause API calling failures.

A token specifies temporary permissions in a computer system. During API
authentication using a token, the token is added to a request to get permissions
for calling the API.

When calling an API to obtain a user token, you must set auth.scope in the
request body to project.

{
"auth": {
"identity": {
"methods": [
"password"
]I
"password": {
"user": {
"name": "username", [/Username
"password'"; "t/ [Password of the username
"domain": {
"name": "domainname" //Domain name which the user belongs to
}
}
}
}I

"scope": {
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"project": {
"id": "xxxxxxxx" //Resource set ID
}

}
}
}

After a token is obtained, add field X-Auth-Token to the request header to specify
the token when other APIs are called. For example, if the token is ABCDEF)...., add
X-Auth-Token: ABCDEF!J.... in a request as follows:

Content-Type: application/json
X-Auth-Token: ABCDEFI....

Authentication Using AK/SK

(1 NOTE

Authentication using AK/SK supports API requests with a body not larger than 12 MB. For
API requests with a larger body, token authentication is recommended.

This authentication method uses AK/SK to sign requests, and the signature is then
added to request headers for authentication.

e AK: access key ID. It is a unique identifier used with a secret access key to sign
requests cryptographically.

e SK: secret access key. It is used together with an AK to sign requests. They can
identify request senders and prevent requests from being modified.

You can use an AK/SK to sign requests based on the signature algorithm or use
the signing SDK to sign requests. For details about how to sign requests and use
the signing SDK, see APl Request Signing Guide.

NOTICE

The signing SDKs are only used for signing requests and different from the SDKs
provided by services.

3.3 Response

Status Codes

After sending a request, you will receive a response, including a status code,
response header, and response body.

A status code is a group of digits, ranging from 1xx to 5xx. It indicates the status
of a request. For more information, see Status Codes.

For example, if status code 201 is returned for calling the API used to obtain a
user token, the request is successful.

Response Header

Similar to a request, a response also has a header, for example, Content-Type.
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Figure 3-1 shows the response header fields for the APl used to obtain a user
token. The x-subject-token header field is the desired user token. You can use the
token to authenticate other API calls.

Figure 3-1 Response header for obtaining a user token
connection — eep-alive
content-type — application/json

date — Tue, 12 Feb 2019 06:52:13

server — Web Server
strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options - noopen

x-frame-options — SAMEORIGIM

x-iam-trace-id — 218d45ab-d674-4995-af3a-2d0255bad1b5

x-subject-token

x-Xss-protection —~ 1: mode=block

Response Body

The body of a response is often returned in structured format as specified in the
Content-Type header field. The response body transfers content except the
response header.

The following is part of the response body for the APl used to obtain a user
token. The following describes only part of the request body.

{
"token": {
"expires_at": "2023-02-13T06:52:13.855000Z",
"methods": [
"password"
1

",catalog": [
{

"endpoints": [

"region_id": "aaa", //aaa indicates the region name. Replace it with the actual region name.

If an error occurs during API calling, error code and error message will be
displayed. The following shows an error response body:

{
"error_msg": "The format of message is error",
"error_code": "AS.0001"

}

In the response message body, error_code is an error code, and error_msg
provides information about the error.
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API

4.1 Console

4.1.1 Instance Management

4.1.1.1 Creating an Instance

Function

This API is used to create a LakeFormation instance.

URI

POST /v1/{project_id}/instances

Table 4-1 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

Request Parameters

Table 4-2 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Tenant token.
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Table 4-3 Request body parameters

Parameter Mandatory Type Description
name Yes String Instance name. Enter 4 to 32
characters. Only letters,
numbers, hyphens (-), and
underscores (_) are allowed.
charge_mode | Yes String Billing type. postPaid indicates
the pay-per-use billing and
prePaid indicates the yearly/
monthly billing.
Enumeration values:
e postPaid
e prePaid
enterprise_pro | No String Enterprise project ID. This
ject_id parameter is available only
when an enterprise project is
interconnected. Enter 1 to 64
characters. Only letters,
numbers, and hyphens (-) are
allowed.
description No String Instance description entered
by a user. The value contains a
maximum of 255 characters.
shared Yes Boolean The parameter values include
false (physical multi-tenancy)
and true (logical multi-
tenancy). The default value is
true.
order_id No String Order ID of a yearly/monthly
instance.
specs No Array of Specification list.
CreateSpec
objects
tags No Array of Tag list. Up to 20 tags can be
ResourceTag | added.
objects
charge_info No Chargelnfo Billing information. This
object parameter cannot be left

blank when charge_mode is
set to prePaid.
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Table 4-4 CreateSpec

Parameter Mandatory Type Description

product_id No String Product ID. The system
automatically generates a
value, for example,
OFFI8XXXXXXXXXXXXXXXX4.

spec_code Yes String Specification code. The system
automatically generates a
value, for example,
lakeformation.unit.basic.qps.

stride_num Yes Integer Number of steps. QPS
indicates the maximum
number of requests per
second. The minimum value is
5 and the step is 1.

Table 4-5 ResourceTag

Parameter Mandatory Type Description

key Yes String Key.

value No String Value.

Table 4-6 Chargelnfo
Parameter Mandatory Type Description
period_type No String Subscription period type. This

parameter is valid and
mandatory when
charge_mode is set to
prePaid. The options are
MONTH (monthly) and YEAR

(yearly).
Enumeration values:
e MONTH

e YEAR
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Parameter Mandatory Type Description

period_num No Integer Subscription period. This
parameter is valid and
mandatory only when
charge_mode is set to
prePaid. If period_type is set
to month, the parameter
value ranges from 1 to 9. If
period_type is set to year, the
parameter value ranges from
1 to 3. When a floating-point
value is transferred, the value
is automatically truncated to
an integer.

is_auto_renew | No Boolean Whether to automatically
renew the subscription. This
parameter is valid and
mandatory when
charge_mode is set to
prePaid. The payment is
automatically made during
subscription renewal. The
default renewal period is one
month for monthly
subscription and one year for
yearly subscription. The
renewal period can be
configured as needed. true:
Automatic renewal is enabled.
false: Automatic renewal is
disabled. The default value is
false.

is_auto_pay No Boolean Whether the order will be
automatically paid after
yearly/monthly DB instances
are created. This parameter
does not affect the payment
mode of automatic renewal.
And it is valid and mandatory
when charge_mode is set to
prePaid. true: The order will
be automatically paid. false:
The order will be manually
paid. The default value is
false.

Response Parameters
Status code: 202
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Table 4-7 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Table 4-8 Response body parameters

Parameter Type Description

instance_id String LakeFormation instance ID.

name String Instance name.

description String Description.

enterprise_pro | String Enterprise project ID.

ject_id

shared Boolean Logical multi-tenancy or physical multi-

tenancy. false indicates physical multi-tenancy
and true indicates logical multi-tenancy.

default_instan | Boolean Default instance or not.

ce

create_time String Instance creation timestamp.
update_time String Instance update timestamp.
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Parameter

Type

Description

status

String

Instance status. RESOURCE_PREPARATION
indicates that the instance is being prepared.
RUNNING indicates that the instance is
running. RESOURCE_RELEASE indicates that
the instance is being released. DELETED
indicates that the instance has been released,
RESOURCE_PREPARATION_FAIL indicates that
the instance preparation fails.
FROZEN_RELEASABLE indicates that the
instance can be restored.
FROZEN_UNRELEASABLE indicates that the
instance cannot be restored. RECOVERING,
DELETING, and SCALING indicates that the
instance is being restored, deleted, and scaled,
respectively. SCALE_FAIL indicates the scaling
of the instance fails.

Enumeration values:

e RESOURCE_PREPARATION
¢ RUNNING

e RESOURCE_RELEASE

e DELETED

o RESOURCE_PREPARATION_FAIL
o FROZEN_RELEASABLE

o FROZEN_UNRELEASABLE
e RECOVERING

e DELETING

e SCALING

e SCALE_FAIL

resource_prog
ress

Integer

Resource preparation progress, in percentage.
This value is calculated and returned only
when the instance is in the resource
preparation state.

resource_expe
cted_duration

Integer

Estimated resource preparation duration, in
minutes.

scale_progress

Integer

Specification change progress, in percentage.
The value is calculated and returned only when
the instance is in the specification changing
state.

scale_expecte
d_duration

Integer

Estimated specification change duration, in
minutes.

in_recycle_bin

Boolean

Whether the target is in the recycle bin.
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billing and prePaid indicates yearly/monthly
billing.

Enumeration values:

4 API

Parameter Type Description
tags Array of Tags.

ResourceTag

objects
specs Array of Specifications.

CreateSpec

objects
charge_mode | String Billing mode. postPaid indicates pay-per-use

e prePaid
e postPaid
Table 4-9 ResourceTag
Parameter Type Description
key String Key.
value String Value.
Table 4-10 CreateSpec
Parameter Type Description
product_id String Product ID. The system automatically
generates a value, for example,
OFFI8XXXXXXXXXXXXXXXX4.
spec_code String Specification code. The system automatically
generates a value, for example,
lakeformation.unit.basic.qps.
stride_num Integer Number of steps. QPS indicates the maximum

number of requests per second. The minimum
value is 5 and the step is 1.

Status code: 400

Table 4-11 Response body parameters

Parameter

Type

Description

error_code

String

Error code.
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Parameter Type Description
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-12 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-13 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
[ POST https://{endpoint}/v1/{project_id}/instances
{
"name" : "lakeformation-instance",
"charge_mode" : "postPaid",
"shared" : "true",
"description" : "",
"tags" : [ {
"key" : "key1"
},
"enterprise_project_id" : "0"
}
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Example Responses
Status code: 202

Successful submission of an instance creation request.

{

"instance_id" : "2aeb1789-1b04-4bad-92bf-486a399b9%a3e",

"name" : "lakeformation-instance",

"description" : "",

"enterprise_project_id" : "0",

"shared" : false,

"default_instance" : false,

"create_time" : "2023-08-03T11:50:02.000+00:00",

"update_time" : "2023-08-03T11:50:04.000+00:00",

"status" : "RUNNING",

"in_recycle_bin" : false,

"tags” : [ ],

"specs" : [ {
"spec_code" : "lakeformation.unit.basic. metadata",
"stride_num" : 0

Ao
"spec_code" : "lakeformation.unit.basic.apiinvoke",
"stride_num" : 0

11

"charge_mode" : "postPaid"

}
Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
T
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
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"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
202 Successful submission of an instance creation request.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.1.1.2 Querying the Instance List
Function
This APl is used to query a list of instances created by a user.
URI
GET /v1/{project_id}/instances
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Table 4-14 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

Table 4-15 Query Parameters
Parameter Mandatory Type Description
in_recycle_bin | Yes Boolean Whether to query instances in

the recycle bin. The default
value is false.
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Parameter

Mandatory

Type

Description

status

No

String

Instance status.
RESOURCE_PREPARATION
indicates that the instance is
being prepared. RUNNING
indicates that the instance is
running. RESOURCE_RELEASE
indicates that the instance is
being released. DELETED
indicates that the instance has
been released,
RESOURCE_PREPARATION_F
AIL indicates that the instance
preparation fails.
FROZEN_RELEASABLE
indicates that the instance can
be restored.
FROZEN_UNRELEASABLE
indicates that the instance
cannot be restored.
RECOVERING, DELETING, and
SCALING indicates that the
instance is being restored,
deleted, and scaled,
respectively. SCALE_FAIL
indicates the scaling of the
instance fails.

Enumeration values:

e RESOURCE_PREPARATION
e RUNNING

e RESOURCE_RELEASE

e DELETED

e RESOURCE_PREPARATION
_FAIL

e FROZEN_RELEASABLE

e FROZEN_UNRELEASABLE
e RECOVERING

e DELETING

e SCALING

e SCALE_FAIL

offset

Yes

Integer

Offset of the page-based
query. The default value is 0.
The value ranges from 0 to
1000.
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Parameter

Mandatory

Type

Description

limit

Yes

Integer

Number of records displayed
on one page. The default
value is 10. The value ranges
from 1 to 1000.

name

No

String

This APl is used to search
information using
LakeFormation instance name.
The value should contain 4 to
32 characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.

enterprise_pro
ject_id

Yes

String

Enterprise project ID entered
by users. The value should
contain 1 to 36 characters.
Only letters, numbers,
hyphens (-), and underscores
(L) are allowed. The default
value is all_granted_eps.

tags

No

String

Tag condition list.

Request Parameters

Table 4-16 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Tenant token.

Response Parameters

Status code: 200

Table 4-17 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID, which is used to locate
auxiliary information.
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Table 4-18 Response body parameters

Parameter Type Description
instances Array of LakeFormation instance list.
LakeFormati
onlnstance
objects
total Integer Total number of LakeFormation instances.

Table 4-19 LakeFormationInstance

Parameter Type Description

instance_id String LakeFormation instance ID.

name String Instance name.

description String Description.

enterprise_pro | String Enterprise project ID.

ject_id

shared Boolean Logical multi-tenancy or physical multi-
tenancy. false indicates physical multi-tenancy
and true indicates logical multi-tenancy.

default_instan | Boolean Default instance or not.

ce

create_time String Instance creation timestamp.

update_time String Instance update timestamp.
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Parameter

Type

Description

status

String

Instance status. RESOURCE_PREPARATION

indicates that the instance is being prepared.

RUNNING indicates that the instance is

running. RESOURCE_RELEASE indicates that

the instance is being released. DELETED

indicates that the instance has been released,
RESOURCE_PREPARATION_FAIL indicates that

the instance preparation fails.

FROZEN_RELEASABLE indicates that the

instance can be restored.

FROZEN_UNRELEASABLE indicates that the

instance cannot be restored. RECOVERING,
DELETING, and SCALING indicates that the

instance is being restored, deleted, and scaled,
respectively. SCALE_FAIL indicates the scaling

of the instance fails.
Enumeration values:

e RESOURCE_PREPARATION
¢ RUNNING

e RESOURCE_RELEASE

e DELETED

o RESOURCE_PREPARATION_FAIL
o FROZEN_RELEASABLE

o FROZEN_UNRELEASABLE
e RECOVERING

e DELETING

e SCALING

e SCALE_FAIL

in_recycle_bin

Boolean

Whether the target is in the recycle bin.

tags

Array of
ResourceTag
objects

Tags.

Table 4-20 ResourceTag

Parameter

Type

Description

key

String

Key.

value

String

Value.

Status code: 400
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Table 4-21 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-22 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-23 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
GET https://{endpoint}/v1/{project_id}/instances?in_recycle_bin=false
Example Responses
Status code: 200
LakeFormation instance list.
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{

"instances" : [ {
"instance_id" : "9c368079-6401-4886-991d-0b1bb11e3702",
"name" : "LakeFormation_instance",
"description" : "string",
"enterprise_project_id" : "0",
"shared" : false,
"create_time" : "2022-11-08T04:08:39.000+00:00",
"update_time" : "2022-11-08T04:08:40.000+00:00",
"status" : "RUNNING",
"in_recycle_bin" : false

o
"instance_id" : "dec259f5-c7a8-413e-91b3-67d66c512680",
"name" : "LakeFormation_instance_test",
"description" : "string",
"enterprise_project_id" : "0",
"shared" : false,
"create_time" : "2022-11-08T04:07:42.000+00:00",
"update_time" : "2022-11-08T04:07:42.000+00:00",
"status" : "RUNNING",
"in_recycle_bin" : false

11

"total" : 2

}

Status code: 400
Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
h
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
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Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 LakeFormation instance list.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.1.1.3 Deleting an Instance
Function
This API is used to delete a LakeFormation instance by ID.
URI
DELETE /v1/{project_id}/instances/{instance_id}
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Table 4-24 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

Table 4-25 Query Parameters

Parameter

Mandatory

Type

Description

to_recycle_bin

Yes

Boolean

Whether to move deleted data
to the recycle bin. The default
value is false.

Request Parameters

Table 4-26 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Tenant token.

Response Parameters

Status code: 202

Table 4-27 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID, which is used to locate
auxiliary information.

Status code: 400
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Table 4-28 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-29 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-30 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
DELETE https://{endpoint}/v1/{project_id}/instances/{instance_id}?to_recycle_bin=true
Example Responses
Status code: 400
Bad Request
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{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 401
Unauthorized
{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'
}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
I
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
202 Successful deletion.
400 Bad Request
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Status Description
Code
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.
4.1.1.4 Querying Instance Details

Function

This APl is used to query the details of LakeFormation instances by ID.

URI
GET /v1/{project_id}/instances/{instance_id}

Table 4-31 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 39




LakeFormation
API Reference 4 API

Request Parameters

Table 4-32 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.

Response Parameters
Status code: 200

Table 4-33 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Table 4-34 Response body parameters

Parameter Type Description

instance_id String LakeFormation instance ID.

name String Instance name.

description String Description.

enterprise_pro | String Enterprise project ID.

ject_id

shared Boolean Logical multi-tenancy or physical multi-

tenancy. false indicates physical multi-tenancy
and true indicates logical multi-tenancy.

default_instan | Boolean Default instance or not.

ce

create_time String Instance creation timestamp.
update_time | String Instance update timestamp.
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Parameter

Type

Description

status

String

Instance status. RESOURCE_PREPARATION
indicates that the instance is being prepared.
RUNNING indicates that the instance is
running. RESOURCE_RELEASE indicates that
the instance is being released. DELETED
indicates that the instance has been released,
RESOURCE_PREPARATION_FAIL indicates that
the instance preparation fails.
FROZEN_RELEASABLE indicates that the
instance can be restored.
FROZEN_UNRELEASABLE indicates that the
instance cannot be restored. RECOVERING,
DELETING, and SCALING indicates that the
instance is being restored, deleted, and scaled,
respectively. SCALE_FAIL indicates the scaling
of the instance fails.

Enumeration values:

e RESOURCE_PREPARATION
¢ RUNNING

e RESOURCE_RELEASE

e DELETED

o RESOURCE_PREPARATION_FAIL
o FROZEN_RELEASABLE

o FROZEN_UNRELEASABLE
e RECOVERING

e DELETING

e SCALING

e SCALE_FAIL

resource_prog
ress

Integer

Resource preparation progress, in percentage.
This value is calculated and returned only
when the instance is in the resource
preparation state.

resource_expe
cted_duration

Integer

Estimated resource preparation duration, in
minutes.

scale_progress

Integer

Specification change progress, in percentage.
The value is calculated and returned only when
the instance is in the specification changing
state.

scale_expecte
d_duration

Integer

Estimated specification change duration, in
minutes.

in_recycle_bin

Boolean

Whether the target is in the recycle bin.
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Parameter Type Description
tags Array of Tags.

ResourceTag

objects
specs Array of Specifications.

CreateSpec

objects
charge_mode | String Billing mode. postPaid indicates pay-per-use

e prePaid
e postPaid
Table 4-35 ResourceTag
Parameter Type Description
key String Key.
value String Value.
Table 4-36 CreateSpec
Parameter Type Description
product_id String Product ID. The system automatically
generates a value, for example,
OFFI8XXXXXXXXXXXXXXXX4.
spec_code String Specification code. The system automatically
generates a value, for example,
lakeformation.unit.basic.qps.
stride_num Integer Number of steps. QPS indicates the maximum
number of requests per second. The minimum
value is 5 and the step is 1.

Status code: 400

Table 4-37 Response body parameters

Parameter

Type

Description

error_code

String

Error code.
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Parameter Type Description
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-38 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-39 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
GET https://{endpoint}/v1/{project_id}/instances/{instance_id}
Example Responses
Status code: 200
LakeFormation instance details.
{
"instance_id" : "01049549-82cd-4b2b-9733-ddb94350c125",
"name" : "LakeFormation_instance",
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"description" : "string",

"enterprise_project_id" : 0,

"shared" : false,

"create_time" : "2022-10-08T12:49:19.000+00:00",

"update_time" : "2022-10-08T12:49:19.000+00:00",

"status" : "running",

"in_recycle_bin" : false,

"specs" : [ {
"spec_code" : "hws.resource.type.lakeformation.qps",
"stride_num" : 1

]

}

Status code: 400
Bad Request

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"
}
Status code: 401
Unauthorized

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
}I

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}

Status code: 404
Not Found
{
"error_code" : "common.01000001",

"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error
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{

"error_code" : "common.00000500",
"error_msg" : "internal error"

}

Status Codes

Status Description

Code

200 LakeFormation instance details.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

Error Codes

See Error Codes.

4.1.1.5 Updating an Instance

Function

This APl is used to modify LakeFormation instance information.

URI

PUT /v1/{project_id}/instances/{instance_id}

Table 4-40 Path Parameters

Parameter

Mandatory Type

Description

project_id

Yes String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 45



LakeFormation
API Reference

4 API

Parameter

Mandatory

Type

Description

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-

Request Parameters

adfc53981a25.
Table 4-41 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.

Table 4-42 Request body parameters

Parameter

Mandatory

Type

Description

name

Yes

String

Instance name. The value
should contain 4 to 32
characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.

description

No

String

Instance description entered
by a user. The value contains a
maximum of 255 characters.

Response Parameters

Status code: 200

Table 4-43 Response body parameters

Parameter Type Description

instance_id String LakeFormation instance ID.
name String Instance name.

description String Description.

enterprise_pro | String Enterprise project ID.
ject_id
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Parameter

Type

Description

shared

Boolean

Logical multi-tenancy or physical multi-
tenancy. false indicates physical multi-tenancy
and true indicates logical multi-tenancy.

default_instan
ce

Boolean

Default instance or not.

create_time

String

Instance creation timestamp.

update_time

String

Instance update timestamp.

status

String

Instance status. RESOURCE_PREPARATION
indicates that the instance is being prepared.
RUNNING indicates that the instance is
running. RESOURCE_RELEASE indicates that
the instance is being released. DELETED
indicates that the instance has been released,
RESOURCE_PREPARATION_FAIL indicates that
the instance preparation fails.
FROZEN_RELEASABLE indicates that the
instance can be restored.
FROZEN_UNRELEASABLE indicates that the
instance cannot be restored. RECOVERING,
DELETING, and SCALING indicates that the
instance is being restored, deleted, and scaled,
respectively. SCALE_FAIL indicates the scaling
of the instance fails.

Enumeration values:

e RESOURCE_PREPARATION
e RUNNING

e RESOURCE_RELEASE

e DELETED

e RESOURCE_PREPARATION_FAIL
e FROZEN_RELEASABLE

e FROZEN_UNRELEASABLE
e RECOVERING

e DELETING

e SCALING

e SCALE_FAIL

in_recycle_bin

Boolean

Whether the target is in the recycle bin.

tags

Array of
ResourceTag
objects

Tags.
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Table 4-44 ResourceTag
Parameter Type Description
key String Key.
value String Value.

Status code: 400

Table 4-45 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.

Status code: 404

Table 4-46 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.

Status code: 500

Table 4-47 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
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Parameter

Type

Description

solution_msg

String

Solution.

Example Requests

PUT https://{endpoint}/v1/{project_id}/instances/{instance_id}

{

"name" : "LakeFormation_instance_update",
"description" : "description"

}

Example Responses

Status code: 200

Instance information.

{

"instance_id" : "01049549-82cd-4b2b-9733-ddb94350c125",

"name" : "LakeFormation_instance",

"description" : "string",
"enterprise_project_id" : 0,

"shared" : false,

"create_time" : "2022-10-08T12:49:19.000+00:00",
"update_time" : "2022-10-08T12:49:19.000+00:00",

"status" : "running",

"in_recycle_bin" : false

}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403

Forbidden
{

"error" : {
"code" : "403",

"message" : "X-Auth-Token is invalid in the request",

"error_code" : null,

"error_msg" : null,

"title" : "Forbidden"
h

"error_code" : "403",

"error_msg" : "X-Auth-Token is invalid in the request",

Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 49




LakeFormation

API Reference 4 API
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
}"error_msg" : "response status exception, code: 404"
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
}"error_msg" : "timeout exception occurred"
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
, "error_msg" : "internal error"
Status Codes
Status Description
Code
200 Instance information.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.1.1.6 Seting an Default Instance
Function
This API is used to set a non-default instance as a default one.
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URI
POST /v1/{project_id}/instances/{instance_id}/default

Table 4-48 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-

adfc53981a25.
Request Parameters
Table 4-49 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.
Response Parameters
Status code: 200
Table 4-50 Response header parameters
Parameter Type Description
X-request-id String Request ID, which is used to locate
auxiliary information.

Status code: 400

Table 4-51 Response body parameters

Parameter Type Description

error_code String Error code.

Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 51



LakeFormation

API| Reference 4 API
Parameter Type Description
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-52 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-53 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/default
{
"name" : "LakeFormation_instance_update_default",
"description" : "description"
}
Example Responses
Status code: 400
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Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',

"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
h

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}

Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout
{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error
{

"error_code" : "common.00000500",
"error_msg" : "internal error"

}
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Status Codes

Status Description

Code

200 This API is used to set an instance as a default one.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

Error Codes

See Error Codes.
4.1.1.7 Modifying Instance Specifications

Function

This API is used to modify LakeFormation instance specifications.

URI

POST /v1/{project_id}/instances/{instance_id}/scale

Table 4-54 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
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Request Parameters

Table 4-55 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Tenant token.

Table 4-56 Request body parameters

Parameter

Mandatory

Type

Description

specs

No

Array of
CreateSpec
objects

Specification list.

charge_mode

No

String

Billing type. postPaid indicates
the pay-per-use billing and
prePaid indicates the yearly/
monthly billing.

Enumeration values:
e postPaid
e prePaid

change_classif
y

No

String

Change type. The value can be
UPGRADE (upgrade) or
RENEW_CHANGE (renewal
change). RENEW_CHANGE
takes effect only for yearly/
monthly instances. The default
value is SCALE_UP for pay-
per-use instances.

Enumeration values:
e UPGRADE
e RENEW_CHANGE

charge_info

No

Chargelnfo
object

Billing information. This
parameter cannot be left
blank when charge_mode is
set to prePaid.
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Table 4-57 CreateSpec

Parameter

Mandatory

Type

Description

product_id

No

String

Product ID. The system
automatically generates a
value, for example,
OFFI8XXXXXXXXXXXXXXXX4.

spec_code

Yes

String

Specification code. The system
automatically generates a
value, for example,
lakeformation.unit.basic.qps.

stride_num

Yes

Integer

Number of steps. QPS
indicates the maximum
number of requests per
second. The minimum value is
5 and the step is 1.

Table 4-58 Chargelnfo

Parameter

Mandatory

Type

Description

period_type

No

String

Subscription period type. This
parameter is valid and
mandatory when
charge_mode is set to
prePaid. The options are
MONTH (monthly) and YEAR
(yearly).

Enumeration values:

e MONTH

e YEAR

period_num

No

Integer

Subscription period. This
parameter is valid and
mandatory only when
charge_mode is set to
prePaid. If period_type is set
to month, the parameter
value ranges from 1 to 9. If
period_type is set to year, the
parameter value ranges from
1 to 3. When a floating-point
value is transferred, the value
is automatically truncated to
an integer.
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Parameter

Mandatory

Type

Description

is_auto_renew

No

Boolean

Whether to automatically
renew the subscription. This
parameter is valid and
mandatory when
charge_mode is set to
prePaid. The payment is
automatically made during
subscription renewal. The
default renewal period is one
month for monthly
subscription and one year for
yearly subscription. The
renewal period can be
configured as needed. true:
Automatic renewal is enabled.
false: Automatic renewal is
disabled. The default value is
false.

is_auto_pay

No

Boolean

Whether the order will be
automatically paid after
yearly/monthly DB instances
are created. This parameter
does not affect the payment
mode of automatic renewal.
And it is valid and mandatory
when charge_mode is set to
prePaid. true: The order will
be automatically paid. false:
The order will be manually
paid. The default value is

false.
Response Parameters
Status code: 200
Table 4-59 Response header parameters
Parameter Type Description
X-request-id String Request ID, which is used to locate

auxiliary information.

Status code: 400
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Table 4-60 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-61 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-62 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/scale
{
"specs" : [ {
"spec_code" : "hws.resource.type.lakeformation.qps",
"stride_num" : 1
H
}
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Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',

"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
I
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
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Status Codes

Status Description

Code

200 Instance specification changed.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

Error Codes

See Error Codes.
4.1.1.8 Restoring an Instance

Function

This API is used to restore a LakeFormation instance from the recycle bin.

URI

POST /v1/{project_id}/instances/{instance_id}/recover

Table 4-63 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
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Request Parameters

Table 4-64 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.

Response Parameters
Status code: 200

Table 4-65 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Status code: 400

Table 4-66 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404

Table 4-67 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.
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Status code: 500

Table 4-68 Response body parameters

Parameter

Type

Description

error_code

String

Error code.

error_msg

String

Error description.

common_erro
r_code

String

CBC common error code.

solution_msg

String

Solution.

Example Requests

POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/recover

Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized
{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",

"message" : "X-Auth-Token is invalid in the request",

"error_code" : null,

"error_msg" : null,

"title" : "Forbidden"
T

"error_code" : "403",

"error_msg" : "X-Auth-Token is invalid in the request",

"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
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"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 Successful recovery.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.1.2 Job Management
4.1.2.1 Creating a Job
Function
This API is used to create jobs.
URI
POST /v1/{project_id}/instances/{instance_id}/|f-jobs
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Table 4-69 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-

Request Parameters

adfc53981a25.
Table 4-70 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.

Table 4-71 Request body parameters

Parameter

Mandatory

Type

Description

name

Yes

String

Job name. The value can
contain 4 to 255 characters.
Only letters, digits, and
underscores () are allowed.

description

No

String

Description. Enter 0 to 4000
characters to describe the
created job.

type

Yes

String

METADATA_MIGRATION:
metadata migration
PERMISSION_MIGRATION
data permission migration
METADATA_DISCOVERY
metadata discovery

Enumeration values:

e METADATA_MIGRATION

e PERMISSION_MIGRATION
¢ METADATA_DISCOVERY
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Parameter Mandatory Type Description
parameter Yes JobParamete | Job parameter, which is
r object determined by the system
based on the migration job
type.
Table 4-72 JobParameter
Parameter Mandatory Type Description
metadata_mi | No MetaDataMi | Metadata migration.
gration_para grationPara
meter meter object
permission_mi | No PermissionMi | Permission migration
gration_para grationPara parameters.
meter meter object
metadata_dis | No MetaDataDis | Metadata discovery

covery_param coveryParam | parameters.
eter eter object
Table 4-73 MetaDataMigrationParameter

Parameter Mandatory Type Description

datasource_ty | Yes String ALIYUN_DLF DLF

pe MRS_RDS_FOR_MYSQL: MRS
RDS (for MySQL)
OPEN_FOR_MYSQL: Open
source HiveMetastore (for
MySQL) MRS_RDS_FOR_PG:
MRS RDS (for PostgreSQL)
MRS_LOCAL_GAUSSDB: MRS
local database (GaussDB)
Enumeration values:
e ALIYUN_DLF
e MRS_RDS_FOR_MYSQL
e OPEN_FOR_MYSQL
e MRS_RDS_FOR_PG
e MRS_LOCAL_GAUSSDB

datasource_p | Yes DataSourceP | Data source parameter.

arameter arameter

object
source_catalo | Yes String Source catalog, which is the

g

catalog to be migrated out.
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Parameter

Mandatory

Type

Description

target_catalo
g

Yes

String

Target catalog, which stores
the migrated metadata.

conflict_strate
gy

Yes

String

Conflict resolution policy.
UPSERT indicates that only
existing metadata is created
and updated, but not deleted.

Enumeration values:
e UPSERT

log_location

Yes

String

Data storage path, which is
selected by users.

sync_objects

Yes

Array of
strings

Migration metadata object
array. The values include
DATABASE, FUNCTION,
TABLE, and PARTITION.

Enumeration values:
e DATABASE

e FUNCTION

e TABLE

e PARTITION

default_owner

No

String

Default user information,
which is determined by users.

locations

Yes

Array of
LocationRepl
aceRule
objects

Path replacement table, which
is generated after key-value
pairs are determined by users.
A maximum of 20 records are
supported.

instance_id

Yes

String

Instance ID.

ignore_obs_ch
ecked

No

Boolean

Whether to ignore the
restriction on the OBS path
when creating an internal
table.

network_type

No

String

Migration network type, which
can be EIP or VPC_PEERING.

Enumeration values:
e EIP
e VPC_PEERING

accepted_vpc_
id

No

String

ID of the VPC where the peer
RDS is located.
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Table 4-74 DataSourceParameter

Parameter Mandatory Type

Description

jdbc_url No String

JDBC URL, for example,
jdbc:protocol://host:port/
db_name.

username No String

User name. The value can
contain only letters and digits
and cannot exceed 255
characters.

password No String

Password. The value can be
transferred only when a job is
created or updated. If the
value is empty, there is no
password or the password
does not need to be updated.
The password cannot be
exposed during query and
listing.

endpoint No String

Endpoint URL, for example,
XXXX.com**,

access_key No String

Access key. The value can be
transferred only when a job is
created or updated. If the
value is empty, no key is
available or the key does not
need to be updated. The key
cannot be exposed during
query and listing.

secret_key No String

Secret key. The value can be
transferred only when a job is
created or updated. If the
value is empty, there is no key
or the key does not need to be
updated. The key cannot be
exposed during query and
listing.

subnet_ip No String

Subnet IP address of RDS.

Table 4-75 LocationReplaceRule

Parameter Mandatory Type

Description

key Yes String

Key (source path).

value Yes String

Value (target path).
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Table 4-76 PermissionMigrationParameter

Parameter

Mandatory

Type

Description

location

Yes

String

OBS file path for obtaining
permission migration.

file_name

No

String

Permission JSON file. The file
name cannot contain special

characters such as <, >, 3,", /, ,
? *

log_location

Yes

String

Data storage path, which is
selected by users.

policy_type

Yes

String

Permission type. The values
are DLF, RANGER, and
LAKEFORMATION.

Enumeration values:
e DLF

e RANGER

e LAKEFORMATION

catalog_id

No

String

The catalog_id field needs to
be transferred for DLF
permission policy conversion.

instance_id

Yes

String

Instance ID.

ranger_permis
sion_migratio

n_principal_re
las

No

RangerPermi
ssionMigratio
nPrincipalRel
as object

Authorization entity
conversion relationship of
Ranger.

Table 4-77 RangerPermissionMigrationPrincipalRelas

Parameter

Mandatory

Type

Description

user_to

No

String

User conversion object.
IAM_USER: IAM user
IAM_GROUP: IAM group
ROLE: role

Enumeration values:
e IAM_USER

¢ IAM_GROUP

e ROLE

user_prefix

No

String

Prefix of the object name after
user conversion
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Parameter

Mandatory

Type

Description

user_suffix

No

String

Suffix of the object name after
user conversion.

group_to

No

String

Group conversion object.
IAM_USER: IAM user
IAM_GROUP: IAM group
ROLE: role

Enumeration values:
e |IAM_USER

e |IAM_GROUP

e ROLE

group_prefix

No

String

Prefix of the object name after
group conversion.

group_suffix

No

String

Suffix of the object name after
group conversion.

role_to

No

String

Role conversion object.
IAM_USER: IAM user
IAM_GROUP: IAM group
ROLE: role

Enumeration values:
e |IAM_USER

e IAM_GROUP

e ROLE

role_prefix

No

String

Prefix of the object name after
role conversion.

role_suffix

No

String

Suffix of the object name after
role conversion.

Table 4-78 MetaDataDiscoveryParameter

se

Parameter Mandatory Type Description

data_location | Yes String Data storage path, which is
selected by users.

target_catalo | Yes String Target catalog, which saves

g discovered metadata.

target_databa | Yes String Target database, which saves

discovered metadata.
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Parameter

Mandatory

Type

Description

conflict_strate
ay

Yes

String

Conflict resolution policy.
UPDATE indicates that
existing metadata is updated
but not deleted. INSERT
indicates that metadata is
created but not updated or
deleted. UPSERT indicates that
existing metadata is created
and updated but not deleted.

Enumeration values:
e UPDATE
o INSERT
e UPSERT

file_discovery_
type

Yes

String

File discovery type. PARQUET:
a columnar storage format
that is built on top of the
Hadoop Distributed File
System (HDFS). CSV: a
comma-separated values file.
JSON: stands for Java Script
Object Notation. ORC: stands
for Optimized Row Columnar.
TEXT: stands for text. AVRO: a
row-oriented remote
procedure call and data
serialization framework. ALL:
means auto-detected the file

types.
Enumeration values:

e PARQUET
e CSV

e JSON

e ORC

e AVRO

e ALL

separator

No

String

File separator. Common
separators include commas (,)
and semicolons (;).
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Parameter

Mandatory

Type

Description

quote

No

String

File quotation character.
Common quotation characters
include single quotation
marks, double quotation
marks, and \u0000.

Enumeration values:
e DOUBLE_QUOTE
o SINGLE_QUOTE
e NULL_QUOTE

escape

No

String

Escape character of a file. The
common escape characters are

\.

header

No

Boolean

Indicates whether the first line
of the file is considered as a
header. The value true
indicates that the first line is a
header, and the value false
indicates that the first line is
not a header. The default
value is false.

file_sample_ra
te

No

Integer

File sampling rate. The value
ranges from 0 to 100. 100
indicates 100% full scanning.
0 indicates that only one file
in each folder is scanned.

table_depth

No

Integer

Table depth. Assume that path
obs://a/b/c/d/e=1/f=99 exists
and the data storage path is
obs://a/b. Group level 2
indicates that d is used as the
boundary. d is the table name.
e=1 and f=99 indicate that
table d is a partitioned table.
The partition keys are e and f
and the partition values are 1
and 99.

log_location

Yes

String

Data storage path, which is
selected by users.

default_owner

No

String

This parameter contains the
information of the user who
created the task, by default.

principals

No

Array of
Principal
objects

Entity information.
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Parameter

Mandatory

Type

Description

give_write

No

Boolean

Whether to grant the write
permission. The options are
true (yes) and false (no). The
default value is false. The
authorization entity gets the
read and write permissions if
the write permission is
granted.

instance_id

Yes

String

Instance ID.

rediscovery_p
olicy

No

String

Enumeration
values:Rediscovery policy. The
options are FULL_DISCOVERY
(full discovery) and
INCREMENTAL_DISCOVERY
(incremental discovery). The
default value is
FULL_DISCOVERY.

e FULL_DISCOVERY

e INCREMENTAL_DISCOVER
Y

execute_strate
gy

No

String

Metadata discovery execution
mode. The options are
MANNUAL (manual) and
SCHEDULE (scheduled). The
default value is MANNUAL.

Enumeration values:
e MANNUAL
e SCHEDULE

execute_frequ
ency

No

String

Execution Frequency: The
options are MONTHLY
(monthly), WEEKLY (weekly),
DAILY (daily), and HOURLY
(hourly).

Enumeration values:
e MONTHLY

e WEEKLY

e DAILY

¢ HOURLY
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Parameter

Mandatory

Type

Description

execute_day

No

String

Indicates the date and time
when the metadata discovery
task is executed. When
execute_frequency is set to
MONLY, this parameter
indicates the date when the
task is executed every month.
The value ranges from 1 to 31.
If the specified date does not
exist in the current month, the
task is not executed. If
execute_frequency is set to
MONLY and execute_day is set
to 30, the metadata discovery
task will not be triggered in
February. If execute_frequency
is set to WEEKLY, execute_date
indicates the day of a week.
The value ranges from 1 to 7.
If execute_frequency is set to
DAILY or HOURLY, set this
parameter to * indicating that
the scheduled task is executed
every day.

execute_hour

No

String

Hour when the metadata
discovery schedule is executed.
When execute_frequency is set
to MONLY, WEEKLY, or DAILY,
this parameter indicates the
execution time of the selected
day. The value ranges from 0
to 23. If execute_frequency is
set to HOURLY, the value of
this parameter is *, indicating
that the task is triggered every
hour.

execute_minu
te

No

String

Specifies the minute when the
metadata discovery task is
executed. The value ranges
from 0 to 59, indicating that
the task is executed at the
specified minute.
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Table 4-79 Principal

Parameter Mandatory

Type

Description

principal_type | Yes

String

Entity type. USER: user
GROUP: group ROLE: role
SHARE: share OTHER: others

Enumeration values:
e USER

¢ GROUP

e ROLE

e SHARE

e OTHER

principal_sour | Yes
ce

String

Entity source. IAM: cloud user
SAML: SAML-based federation
LDAP: LDAP ID user LOCAL:
local user AGENTTENANT:
agency OTHER: others

Enumeration values:
e |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

principal_nam | Yes
e

String

Entity name. The value can
contain 1 to 49 characters.
Only letters, digits,
underscores (_), hyphens (-),
and periods (.) are allowed.

Response Parameters

Status code: 201

Table 4-80 Response body parameters

Parameter Type

Description

id String

Job ID, which is automatically generated when

a job is created.

dd124320c125 is an example.

03141229-84cd-4b1b-9733-

name String

Job name. The value can contain 4 to 255
characters. Only letters, digits, and underscores

(L) are allowed.
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e CREATED: The job is created.

e SUBMITTED: The job is submitted.

e RUNNING: The job is being executed.
e SUCCESS: The job has been executed.
e FAILED: The job failed.

e STOPPED: The job has been stopped.
Enumeration values:

e CREATED

e SUBMITTED

¢ RUNNING

e SUCCESS

e FAILED

e STOPPED

4 API

Parameter Type Description

description String Description written when a user creates a job.

type String METADATA_MIGRATION: metadata migration
PERMISSION_MIGRATION data permission
migration METADATA_DISCOVERY metadata
discovery
Enumeration values:
e METADATA_MIGRATION
e PERMISSION_MIGRATION
e METADATA_DISCOVERY

parameter JobParamete | Job parameters.

r object

create_time String Job creation timestamp, which is generated
based on the job creation time.

start_time String Execution timestamp of the last job, which is
generated based on the last job execution
time.

status String Status.

Table 4-81 JobParameter

Parameter

Type

Description

metadata_mi
gration_para
meter

MetaDataMi
grationPara
meter object

Metadata migration.
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Parameter

Type

Description

permission_mi
gration_para
meter

PermissionMi
grationPara
meter object

Permission migration parameters.

metadata_dis
covery_param
eter

MetaDataDis
coveryParam
eter object

Metadata discovery parameters.

Table 4-82 MetaDataMigrationParameter

Parameter Type Description
datasource_ty | String ALIYUN_DLF DLF MRS_RDS_FOR_MYSQL: MRS
pe RDS (for MySQL) OPEN_FOR_MYSQL: Open
source HiveMetastore (for MySQL)
MRS_RDS_FOR_PG: MRS RDS (for PostgreSQL)
MRS_LOCAL_GAUSSDB: MRS local database
(GaussDB)
Enumeration values:
e ALIYUN_DLF
¢ MRS_RDS_FOR_MYSQL
e OPEN_FOR_MYSQL
e MRS_RDS_FOR_PG
¢ MRS_LOCAL_GAUSSDB
datasource_p | DataSourceP | Data source parameter.
arameter arameter
object
source_catalo | String Source catalog, which is the catalog to be
g migrated out.
target_catalo | String Target catalog, which stores the migrated
g metadata.
conflict_strate | String Conflict resolution policy. UPSERT indicates
gy that only existing metadata is created and
updated, but not deleted.
Enumeration values:
e UPSERT
log_location String Data storage path, which is selected by users.
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sync_objects Array of Migration metadata object array. The values
strings include DATABASE, FUNCTION, TABLE, and
PARTITION.
Enumeration values:
o DATABASE
e FUNCTION
e TABLE
e PARTITION
default_owner | String Default user information, which is determined
by users.
locations Array of Path replacement table, which is generated
LocationRepl | after key-value pairs are determined by users.
aceRule A maximum of 20 records are supported.
objects
instance_id String Instance ID.
ignore_obs_ch | Boolean Whether to ignore the restriction on the OBS
ecked path when creating an internal table.
network_type | String Migration network type, which can be EIP or
VPC_PEERING.
Enumeration values:
e EIP
e VPC_PEERING
accepted_vpc_ | String ID of the VPC where the peer RDS is located.

id

Table 4-83 DataSourceParameter

Parameter Type Description

jdbc_url String JDBC URL, for example, jdbc:protocol://
host:port/db_name.

username String User name. The value can contain only letters
and digits and cannot exceed 255 characters.

password String Password. The value can be transferred only
when a job is created or updated. If the value
is empty, there is no password or the password
does not need to be updated. The password
cannot be exposed during query and listing.

endpoint String Endpoint URL, for example, xxxx**.com**.
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Parameter

Type

Description

access_key

String

Access key. The value can be transferred only
when a job is created or updated. If the value
is empty, no key is available or the key does
not need to be updated. The key cannot be
exposed during query and listing.

secret_key

String

Secret key. The value can be transferred only
when a job is created or updated. If the value
is empty, there is no key or the key does not
need to be updated. The key cannot be
exposed during query and listing.

subnet_ip

String

Subnet IP address of RDS.

Table 4-84 LocationReplaceRule

Parameter Type Description
key String Key (source path).
value String Value (target path).

Table 4-85 PermissionMigrationParameter

Parameter Type Description
location String OBS file path for obtaining permission
migration.
file_name String Permission JSON file. The file name cannot
contain special characters such as <, >, ", /,,
2?2 *
log_location String Data storage path, which is selected by users.
policy_type String Permission type. The values are DLF, RANGER,
and LAKEFORMATION.
Enumeration values:
e DLF
e RANGER
e LAKEFORMATION
catalog_id String The catalog_id field needs to be transferred
for DLF permission policy conversion.
instance_id String Instance ID.
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Parameter

Type

Description

ranger_permis
sion_migratio
n_principal_re

las

RangerPermi
ssionMigratio
nPrincipalRel
as object

Authorization entity conversion relationship of
Ranger.

Table 4-86 RangerPermissionMigrationPrincipalRelas

Parameter

Type

Description

user_to

String

User conversion object. IAM_USER: IAM user
IAM_GROUP: IAM group ROLE: role

Enumeration values:
¢ IAM_USER

¢ IAM_GROUP

e ROLE

user_prefix

String

Prefix of the object name after user conversion

user_suffix

String

Suffix of the object name after user conversion.

group_to

String

Group conversion object. IAM_USER: IAM user
IAM_GROUP: IAM group ROLE: role

Enumeration values:
¢ IAM_USER

¢ IAM_GROUP

e ROLE

group_prefix

String

Prefix of the object name after group
conversion.

group_suffix

String

Suffix of the object name after group
conversion.

role_to

String

Role conversion object. IAM_USER: IAM user
IAM_GROUP: IAM group ROLE: role

Enumeration values:
¢ IAM_USER

¢ |IAM_GROUP

e ROLE

role_prefix

String

Prefix of the object name after role conversion.

role_suffix

String

Suffix of the object name after role conversion.
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Table 4-87 MetaDataDiscoveryParameter

Parameter Type Description

data_location | String Data storage path, which is selected by users.

target_catalo | String Target catalog, which saves discovered

g metadata.

target_databa | String Target database, which saves discovered

se metadata.

conflict_strate | String Conflict resolution policy. UPDATE indicates

gy that existing metadata is updated but not
deleted. INSERT indicates that metadata is
created but not updated or deleted. UPSERT
indicates that existing metadata is created and
updated but not deleted.
Enumeration values:
e UPDATE
e INSERT
e UPSERT

file_discovery_ | String File discovery type. PARQUET: a columnar

type storage format that is built on top of the
Hadoop Distributed File System (HDFS). CSV: a
comma-separated values file. JSON: stands for
Java Script Object Notation. ORC: stands for
Optimized Row Columnar. TEXT: stands for
text. AVRO: a row-oriented remote procedure
call and data serialization framework. ALL:
means auto-detected the file types.
Enumeration values:
e PARQUET
o CSV
e JSON
e ORC
e AVRO
o ALL

separator String File separator. Common separators include
commas (,) and semicolons ().

quote String File quotation character. Common quotation
characters include single quotation marks,
double quotation marks, and \u0000.
Enumeration values:
e DOUBLE_QUOTE
e SINGLE_QUOTE
e NULL_QUOTE

Issue 01 (2024-01-31)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 80



LakeFormation
API Reference

4 API

Parameter

Type

Description

escape

String

Escape character of a file. The common escape
characters are\.

header

Boolean

Indicates whether the first line of the file is
considered as a header. The value true
indicates that the first line is a header, and the
value false indicates that the first line is not a
header. The default value is false.

file_sample_ra
te

Integer

File sampling rate. The value ranges from 0 to
100. 100 indicates 100% full scanning. 0
indicates that only one file in each folder is
scanned.

table_depth

Integer

Table depth. Assume that path
obs://a/b/c/d/e=1/f=99 exists and the data
storage path is obs://a/b. Group level 2
indicates that d is used as the boundary. d is
the table name. e=1 and f=99 indicate that
table d is a partitioned table. The partition
keys are e and f and the partition values are 1
and 99.

log_location

String

Data storage path, which is selected by users.

default_owner

String

This parameter contains the information of the
user who created the task, by default.

principals

Array of
Principal
objects

Entity information.

give_write

Boolean

Whether to grant the write permission. The
options are true (yes) and false (no). The
default value is false. The authorization entity
gets the read and write permissions if the write
permission is granted.

instance_id

String

Instance ID.

rediscovery_p
olicy

String

Rediscovery policy. The options are
FULL_DISCOVERY (full discovery) and
INCREMENTAL_DISCOVERY (incremental
discovery). The default value is
FULL_DISCOVERY.

Enumeration values:
e FULL_DISCOVERY
o INCREMENTAL_DISCOVERY
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Parameter

Type

Description

execute_strate
gy

String

Metadata discovery execution mode. The
options are MANNUAL (manual) and
SCHEDULE (scheduled). The default value is
MANNUAL.

Enumeration values:
e MANNUAL
e SCHEDULE

execute_frequ
ency

String

Execution Frequency: The options are
MONTHLY (monthly), WEEKLY (weekly), DAILY
(daily), and HOURLY (hourly).

Enumeration values:
e MONTHLY

e WEEKLY

o DAILY

e HOURLY

execute_day

String

Indicates the date and time when the
metadata discovery task is executed. When
execute_frequency is set to MONLY, this
parameter indicates the date when the task is
executed every month. The value ranges from
1 to 31. If the specified date does not exist in
the current month, the task is not executed. If
execute_frequency is set to MONLY and
execute_day is set to 30, the metadata
discovery task will not be triggered in February.
If execute_frequency is set to WEEKLY,
execute_date indicates the day of a week. The
value ranges from 1 to 7. If execute_frequency
is set to DAILY or HOURLY, set this parameter
to *, indicating that the scheduled task is
executed every day.

execute_hour

String

Hour when the metadata discovery schedule is
executed. When execute_frequency is set to
MONLY, WEEKLY, or DAILY, this parameter
indicates the execution time of the selected
day. The value ranges from 0 to 23. If
execute_frequency is set to HOURLY, the value
of this parameter is *, indicating that the task
is triggered every hour.

execute_minu
te

String

Specifies the minute when the metadata
discovery task is executed. The value ranges
from 0 to 59, indicating that the task is
executed at the specified minute.
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Table 4-88 Principal

Parameter

Type

Description

principal_type

String

Entity type. USER: user GROUP: group ROLE:
role SHARE: share OTHER: others

Enumeration values:
e USER

¢ GROUP

e ROLE

e SHARE

e OTHER

principal_sour
ce

String

Entity source. IAM: cloud user SAML: SAML-
based federation LDAP: LDAP ID user LOCAL:
local user AGENTTENANT: agency OTHER:
others

Enumeration values:
e |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

principal_nam
e

String

Entity name. The value can contain 1 to 49
characters. Only letters, digits, underscores (_),
hyphens (-), and periods (.) are allowed.

Status code: 400

Table 4-89 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404
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Table 4-90 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.

common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 500

Table 4-91 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.

common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Example Requests
POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/lf-jobs

{
"name" : "testjob",
"description" : "testjob",
"type" : "METADATA_MIGRATION",
"parameter" : {
"metadata_migration_parameter" : {
"datasource_type" : "ALIYUN_DLF",
"datasource_parameter" : {
"jdbc_url" : "jdbc:protocol://host:port/db_name",
"username" : "root",
"password" : "password",
"endpoint" : "xxxx.com",
"access_key" : "LTAIXXXXXXXXXXXXXXXXRXPG",
"secret_key" : "12345xxxxxxxxxxxxxxxxNabcdefgh",
"subnet_ip" : "127.0.0.1"
b
"source_catalog" : "sourceCatalog1",
"target_catalog" : "targetCatalog1",
"conflict_strategy" : "UPSERT",
"log_location" : "obs://logStore/2023",
"sync_objects" : [ "string" ],
"default_owner" : "string",
"locations" : [ {
"key" : "test/test1",
"value" : "test2/db"
11

"instance_id" : "string",
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"ignore_obs_checked" : false,
"network_type" : "EIP",
"accepted_vpc_id" : "13551d6b-755d-4757-b956-536f674975c0"
"permission_migration_parameter" : {
"location" : "obs://location/uri/",
"file_name" : "string",
"log_location" : "obs://logStore/2023",
"policy_type" : "DLF",
"catalog_id" : "test_catalog",
"instance_id" : "string",
"ranger_permission_migration_principal_relas" : {
"user_to" : "IAM_USER",
"user_prefix" : "string",
"user_suffix" : "string",
"group_to" : "IAM_USER",
"group_prefix" : "string",
"group_suffix" : "string",
"role_to" : "IAM_USER",
"role_prefix" : "string",
"role_suffix" : "string"
}
%
"metadata_discovery_parameter" : {
"data_location" : "obs://logStore/2023",
"target_catalog" : "targetCatalog1",
"target_database" : "targetCatalog1",
"conflict_strategy" : "UPDATE",
"file_discovery_type" : "PARQUET",
"separator" : ",",
"quote" : "DOUBLE_QUOTE",
"escape" : "\\",
"header" : false,
"file_sample_rate" : 100,
"table_depth" : 3,
"log_location" : "obs://logStore/2023",
"default_owner" : "testOwner",
"principals" : [ {
"principal_type" : "USER",
"principal_source" : "IAM",
"principal_name" : "user1"
11
"give_write" : false,
"instance_id" : "abcdefgh12345678abcdefgh12345678",
"rediscovery_policy" : "FULL_DISCOVERY",
"execute_strategy" : "MANNUAL",
"execute_frequency" : "MONTHLY",
"execute_day" : 1,
"execute_hour" : 1,
"execute_minute" : 1

Example Responses
Status code: 201

Successful job creation.

"id" : "03141229-84cd-4b1b-9733-dd124320c125",
"name" : "testjob",
"description" : "testlob",
"type" : "METADATA_MIGRATION",
"parameter" : {
"metadata_migration_parameter" : {
"datasource_type" : "ALIYUN_DLF",
"datasource_parameter" : {
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"endpoint" : "protocol://xxxx.xxxx.com"
h?
"source_catalog" : "sourceCatalog1",
"target_catalog" : "targetCatalog1",
"conflict_strategy" : "UPDATE",
"log_location" : "obs://logStore/2023",
"sync_objects" : [ "DATABASE" ],
"locations" : [ {
"key" : "test/test1",
"value" : "test2/db"
11
}
h
"status" : {
"status" : "SUCCESS"
}
}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
1

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}

Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout

{

"error_code" : "common.00000408",

Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 86



LakeFormation
API Reference

4 API

"error_msg" : "timeout exception occurred"

}

Status code: 500

Internal Server Error

{

"error_code" : "common.00000500",
"error_msg" : "internal error"

}

Status Codes

Status Description

Code

201 Successful job creation.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

Error Codes

See Error Codes.

4.1.2.2 Listing Tasks by Condition on Different Page

Function

This API is used to list task information on multiple pages based on search criteria.
Fuzzy query by task name and filtering by latest execution status are supported.

URI

GET /v1/{project_id}/instances/{instance_id}/lf-jobs

Table 4-92 Path Parameters

Parameter

Mandatory Type

Description

project_id

Yes String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).
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Parameter

Mandatory

Type

Description

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

Table 4-93 Query Parameters

Parameter

Mandatory

Type

Description

name_pattern

No

String

Wildcard of the task name,
which is used to match the
task name.

type

Yes

String

METADATA_MIGRATION:
metadata migration
PERMISSION_MIGRATION
data permission migration
METADATA_DISCOVERY
metadata discovery

Enumeration values:

e METADATA_MIGRATION

e PERMISSION_MIGRATION
e METADATA_DISCOVERY

status

No

String

CREATED: The job is created.
SUBMITTED: The job is
submitted. RUNNING: The job
is in progress. SUCCESS: The
job has been executed.
FAILED: The task failed.
STOPPED: The job has been
stopped.

Enumeration values:
e CREATED

e SUBMITTED
RUNNING
SUCCESS

e FAILED
STOPPED

offset

Yes

Integer

Offset of the page-based
query. The default value is 0.
The value ranges from 0 to
1000.
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Parameter

Mandatory

Type Description

limit

Yes

Integer Number of records displayed
on one page. The default
value is 10. The value ranges

from 1 to 1000.

Request Parameters

Table 4-94 Request header parameters

Parameter

Mandatory

Type Description

X-Auth-Token

Yes

String Tenant token.

Response Parameters
Status code: 200

Table 4-95 Response body parameters

Parameter Type Description
total Integer Total number of tasks.
jobs Array of Task list.
Jobinfo
objects
Table 4-96 JobInfo
Parameter Type Description
id String Job ID.
name String Job name.
type String Job type. METADATA_MIGRATION indicates a

metadata migration job,
PERMISSION_MIGRATION indicates a data
permission migration job, and
METADATA_DISCOVERY indicates a metadata
discovery job.

Enumeration values:

¢ METADATA_MIGRATION
e PERMISSION_MIGRATION
e METADATA_DISCOVERY
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Parameter Type Description
create_time String Job creation timestamp.
start_time String Execution timestamp of the last job.
status String CREATED: The job is created. SUBMITTED: The

job is submitted. RUNNING: The job is in
progress. SUCCESS: The job has been executed.
FAILED: The job failed. STOPPED: The job has
been stopped.

Enumeration values:
e CREATED

e SUBMITTED

e RUNNING

e SUCCESS

e FAILED

e STOPPED

Status code: 400

Table 4-97 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404

Table 4-98 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.
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Status code: 500

Table 4-99 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Example Requests

GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/|f-jobs

Example Responses
Status code: 200

Successful query on the job list.

"id" : "03141229-84cd-4b1b-9733-dd124320c125",

"type" : "METADATA_MIGRATION",

"create_time" : "2023-05-27T10:04:35.743Z",
"start_time" : "2023-05-27T10:04:35.743Z",

{
"total" : 1,
"jobs" : [ {
"name" : "testjob",
"status" : {
"status" : "SUCCESS"
}
11
}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

}

Status code: 401
Unauthorized

{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
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"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
L
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 Successful query on the job list.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
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4.1.2.3 Deleting a Job

Function

This APl is used to delete jobs. A task that has been submitted or is running needs
to be stopped before being deleted.

URI
DELETE /v1/{project_id}/instances/{instance_id}/lf-jobs/{job_id}

Table 4-100 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

job_id Yes String Job ID, which is automatically
generated when a job is
created. The value is a string
of 36 characters consisting of
letters and digits.

Request Parameters

Table 4-101 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.

Response Parameters
Status code: 200
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Table 4-102 Response header parameters
Parameter Type Description
X-request-id String Request ID, which is used to locate
auxiliary information.
Status code: 400
Table 4-103 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-104 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-105 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 94



LakeFormation
API Reference

4 API

Parameter Type Description

solution_msg | String Solution.

Example Requests
DELETE https://{endpoint}/v1/{project_id}/instances/{instance_id}/\f-jobs/{job_id}

Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",

n.on

"error_msg" : "response status exception, code: 404"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
I
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}

Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500
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Internal Server Error

{

"error_code" : "common.00000500",
"error_msg" : "internal error"

}

Status Codes

Status Description

Code

200 Successful job deletion.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

Error Codes

See Error Codes.

4.1.2.4 Obtaining Job Details

Function

This API is used to obtain job details.

URI

GET /v1/{project_id}/instances/{instance_id}/lf-jobs/{job_id}

Table 4-106 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).
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Parameter Mandatory Type Description
instance_id Yes String LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
job_id Yes String Job ID.
Request Parameters
Table 4-107 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.

Response Parameters

Status code: 200

Table 4-108 Response body parameters

Parameter

Type

Description

id

String

Job ID, which is automatically generated when
a job is created. 03141229-84cd-4b1b-9733-
dd124320c125 is an example.

name

String

Job name. The value can contain 4 to 255
characters. Only letters, digits, and underscores
(L) are allowed.

description

String

Description written when a user creates a job.

type

String

METADATA_MIGRATION: metadata migration
PERMISSION_MIGRATION data permission
migration METADATA_DISCOVERY metadata
discovery

Enumeration values:

o METADATA_MIGRATION
e PERMISSION_MIGRATION
e METADATA_DISCOVERY

parameter

JobParamete
r object

Job parameters.
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Parameter Type Description
create_time String Job creation timestamp, which is generated
based on the job creation time.
start_time String Execution timestamp of the last job, which is
generated based on the last job execution
time.
status String Status.

CREATED: The job is created.
SUBMITTED: The job is submitted.

RUNNING: The job is being executed.
SUCCESS: The job has been executed.

FAILED: The job failed.

STOPPED: The job has been stopped.

Enumeration values:

CREATED
SUBMITTED
RUNNING
SUCCESS
FAILED
STOPPED

Table 4-109 JobParameter

Parameter

Type

Description

metadata_mi
gration_para
meter

MetaDataMi
grationPara
meter object

Metadata migration.

permission_mi
gration_para
meter

PermissionMi
grationPara
meter object

Permission migration parameters.

metadata_dis
covery_param
eter

MetaDataDis
coveryParam
eter object

Metadata discovery parameters.
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Table 4-110 MetaDataMigrationParameter

Parameter

Type

Description

datasource_ty
pe

String

ALIYUN_DLF DLF MRS_RDS_FOR_MYSQL: MRS
RDS (for MySQL) OPEN_FOR_MYSQL: Open
source HiveMetastore (for MySQL)
MRS_RDS_FOR_PG: MRS RDS (for PostgreSQL)
MRS _LOCAL_GAUSSDB: MRS local database
(GaussDB)

Enumeration values:

e ALIYUN_DLF

e MRS_RDS_FOR_MYSQL
e OPEN_FOR_MYSQL

e MRS_RDS_FOR_PG

e MRS_LOCAL_GAUSSDB

datasource_p
arameter

DataSourceP
arameter
object

Data source parameter.

source_catalo
g

String

Source catalog, which is the catalog to be
migrated out.

target_catalo
g

String

Target catalog, which stores the migrated
metadata.

conflict_strate
gy

String

Conflict resolution policy. UPSERT indicates
that only existing metadata is created and
updated, but not deleted.

Enumeration values:
e UPSERT

log_location

String

Data storage path, which is selected by users.

sync_objects

Array of
strings

Migration metadata object array. The values
include DATABASE, FUNCTION, TABLE, and
PARTITION.

Enumeration values:
e DATABASE
FUNCTION

e TABLE

e PARTITION

default_owner

String

Default user information, which is determined
by users.

locations

Array of
LocationRepl
aceRule
objects

Path replacement table, which is generated
after key-value pairs are determined by users.
A maximum of 20 records are supported.
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Parameter Type Description
instance_id String Instance ID.
ignore_obs_ch | Boolean Whether to ignore the restriction on the OBS
ecked path when creating an internal table.
network_type | String Migration network type, which can be EIP or
VPC_PEERING.
Enumeration values:
e EIP
e VPC_PEERING
accepted_vpc_ | String ID of the VPC where the peer RDS is located.
id

Table 4-111 DataSourceParameter

Parameter Type Description

jdbc_url String JDBC URL, for example, jdbc:protocol://
host:port/db_name.

username String User name. The value can contain only letters
and digits and cannot exceed 255 characters.

password String Password. The value can be transferred only
when a job is created or updated. If the value
is empty, there is no password or the password
does not need to be updated. The password
cannot be exposed during query and listing.

endpoint String Endpoint URL, for example, xxxx**.com**.

access_key String Access key. The value can be transferred only
when a job is created or updated. If the value
is empty, no key is available or the key does
not need to be updated. The key cannot be
exposed during query and listing.

secret_key String Secret key. The value can be transferred only
when a job is created or updated. If the value
is empty, there is no key or the key does not
need to be updated. The key cannot be
exposed during query and listing.

subnet_ip String Subnet IP address of RDS.
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Table 4-112 LocationReplaceRule

Parameter Type Description
key String Key (source path).
value String Value (target path).

Table 4-113 PermissionMigrationParameter

Parameter Type Description
location String OBS file path for obtaining permission
migration.
file_name String Permission JSON file. The file name cannot
contain special characters such as <, >, ;,", /,,
2 %
log_location String Data storage path, which is selected by users.
policy_type String Permission type. The values are DLF, RANGER,
and LAKEFORMATION.
Enumeration values:
e DLF
e RANGER
e LAKEFORMATION
catalog_id String The catalog_id field needs to be transferred
for DLF permission policy conversion.
instance_id String Instance ID.
ranger_permis | RangerPermi | Authorization entity conversion relationship of
sion_migratio | ssionMigratio | Ranger.
n_principal_re | nPrincipalRel
las as object

Table 4-114 RangerPermissionMigrationPrincipalRelas

Parameter

Type

Description

user_to

String

User conversion object. IAM_USER: IAM user
IAM_GROUP: IAM group ROLE: role

Enumeration values:
e IAM_USER

¢ IAM_GROUP

e ROLE

user_prefix

String

Prefix of the object name after user conversion
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Parameter Type Description
user_suffix String Suffix of the object name after user conversion.
group_to String Group conversion object. IAM_USER: IAM user
IAM_GROUP: IAM group ROLE: role
Enumeration values:
e |AM_USER
¢ |IAM_GROUP
e ROLE
group_prefix String Prefix of the object name after group
conversion.
group_suffix String Suffix of the object name after group
conversion.
role_to String Role conversion object. IAM_USER: IAM user
IAM_GROUP: IAM group ROLE: role
Enumeration values:
e |AM_USER
¢ |IAM_GROUP
e ROLE
role_prefix String Prefix of the object name after role conversion.
role_suffix String Suffix of the object name after role conversion.

Table 4-115 MetaDataDiscoveryParameter

gy

Parameter Type Description

data_location | String Data storage path, which is selected by users.
target_catalo | String Target catalog, which saves discovered

g metadata.

target_databa | String Target database, which saves discovered

se metadata.

conflict_strate | String Conflict resolution policy. UPDATE indicates

that existing metadata is updated but not
deleted. INSERT indicates that metadata is
created but not updated or deleted. UPSERT
indicates that existing metadata is created and
updated but not deleted.

Enumeration values:
e UPDATE
e INSERT
e UPSERT
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Parameter

Type

Description

file_discovery_
type

String

File discovery type. PARQUET: a columnar
storage format that is built on top of the
Hadoop Distributed File System (HDFS). CSV: a
comma-separated values file. JSON: stands for
Java Script Object Notation. ORC: stands for
Optimized Row Columnar. TEXT: stands for
text. AVRO: a row-oriented remote procedure
call and data serialization framework. ALL:
means auto-detected the file types.

Enumeration values:
e PARQUET

o CSV

e JSON

e ORC

e AVRO

e ALL

separator

String

File separator. Common separators include
commas (,) and semicolons (;).

quote

String

File quotation character. Common quotation
characters include single quotation marks,
double quotation marks, and \u0000.

Enumeration values:
¢ DOUBLE_QUOTE
e SINGLE_QUOTE
e NULL_QUOTE

escape

String

Escape character of a file. The common escape
characters are\.

header

Boolean

Indicates whether the first line of the file is
considered as a header. The value true
indicates that the first line is a header, and the
value false indicates that the first line is not a
header. The default value is false.

file_sample_ra
te

Integer

File sampling rate. The value ranges from 0 to
100. 100 indicates 100% full scanning. 0
indicates that only one file in each folder is
scanned.
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Parameter

Type

Description

table_depth

Integer

Table depth. Assume that path
obs://a/b/c/d/e=1/f=99 exists and the data
storage path is obs://a/b. Group level 2
indicates that d is used as the boundary. d is
the table name. e=1 and f=99 indicate that
table d is a partitioned table. The partition
keys are e and f and the partition values are 1
and 99.

log_location

String

Data storage path, which is selected by users.

default_owner

String

This parameter contains the information of the
user who created the task, by default.

principals

Array of
Principal
objects

Entity information.

give_write

Boolean

Whether to grant the write permission. The
options are true (yes) and false (no). The
default value is false. The authorization entity
gets the read and write permissions if the write
permission is granted.

instance_id

String

Instance ID.

rediscovery_p
olicy

String

Rediscovery policy. The options are
FULL_DISCOVERY (full discovery) and
INCREMENTAL_DISCOVERY (incremental
discovery). The default value is
FULL_DISCOVERY.

Enumeration values:
e FULL_DISCOVERY
e INCREMENTAL_DISCOVERY

execute_strate
ay

String

Metadata discovery execution mode. The
options are MANNUAL (manual) and
SCHEDULE (scheduled). The default value is
MANNUAL.

Enumeration values:
¢ MANNUAL
e SCHEDULE
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Parameter

Type

Description

execute_frequ
ency

String

Execution Frequency: The options are
MONTHLY (monthly), WEEKLY (weekly), DAILY
(daily), and HOURLY (hourly).

Enumeration values:
e MONTHLY

e WEEKLY

e DAILY

e HOURLY

execute_day

String

Indicates the date and time when the
metadata discovery task is executed. When
execute_frequency is set to MONLY, this
parameter indicates the date when the task is
executed every month. The value ranges from
1 to 31. If the specified date does not exist in
the current month, the task is not executed. If
execute_frequency is set to MONLY and
execute_day is set to 30, the metadata
discovery task will not be triggered in February.
If execute_frequency is set to WEEKLY,
execute_date indicates the day of a week. The
value ranges from 1 to 7. If execute_frequency
is set to DAILY or HOURLY, set this parameter
to *, indicating that the scheduled task is
executed every day.

execute_hour

String

Hour when the metadata discovery schedule is
executed. When execute_frequency is set to
MONLY, WEEKLY, or DAILY, this parameter
indicates the execution time of the selected
day. The value ranges from 0 to 23. If
execute_frequency is set to HOURLY, the value
of this parameter is *, indicating that the task
is triggered every hour.

execute_minu
te

String

Specifies the minute when the metadata
discovery task is executed. The value ranges
from 0 to 59, indicating that the task is
executed at the specified minute.
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Table 4-116 Principal

Parameter

Type

Description

principal_type

String

Entity type. USER: user GROUP: group ROLE:
role SHARE: share OTHER: others

Enumeration values:
e USER

¢ GROUP

e ROLE

e SHARE

e OTHER

principal_sour
ce

String

Entity source. IAM: cloud user SAML: SAML-
based federation LDAP: LDAP ID user LOCAL:
local user AGENTTENANT: agency OTHER:
others

Enumeration values:
e |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

principal_nam
e

String

Entity name. The value can contain 1 to 49
characters. Only letters, digits, underscores (_),
hyphens (-), and periods (.) are allowed.

Status code: 400

Table 4-117 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404
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Table 4-118 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-119 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/|f-jobs/{job_id}
Example Responses
Status code: 200
Job details obtained.
{
"id" : "03141229-84cd-4b1b-9733-dd124320c125",
"name" : "testjob",
"description" : "testlob",
"type" : "METADATA_MIGRATION",
"parameter" : {
"metadata_migration_parameter" : {
"datasource_type" : "ALIYUN_DLF",
"datasource_parameter" : {
"endpoint" : "protocol://xxxx.xxxx.com"
)
"source_catalog" : "sourceCatalog1",
"target_catalog" : "targetCatalog1",
"conflict_strategy" : "UPDATE",
"log_location" : "obs://logStore/2023",
"sync_objects" : [ "DATABASE" ],
"locations" : [ {
"key" : "test/test1",
"value" : "test2/db"
]
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}
L
"status" : {
"status" : "SUCCESS"

}
}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}

Status code: 401
Unauthorized

{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
1

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}

Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout
{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error
{

"error_code" : "common.00000500",
"error_msg" : "internal error"

}
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Status Codes

Status Description

Code

200 Job details obtained.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.1.2.5 Modifying a Job

Function

This APl is used to modify job information.

URI

PUT /v1/{project_id}/instances/{instance_id}/lf-jobs/{job_id}

Table 4-120 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

job_id

Yes

String

Job ID.
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Request Parameters
Table 4-121 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.
Table 4-122 Request body parameters
Parameter Mandatory Type Description
name Yes String Task name.
description No String Description.
parameter Yes JobParamete | Job parameters.
r object
Table 4-123 JobParameter
Parameter Mandatory Type Description
metadata_mi | No MetaDataMi | Metadata migration.
gration_para grationPara
meter meter object
permission_mi | No PermissionMi | Permission migration
gration_para grationPara parameters.
meter meter object
metadata_dis | No MetaDataDis | Metadata discovery
covery_param coveryParam | parameters.
eter eter object
Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 110



LakeFormation
API Reference 4 API

Table 4-124 MetaDataMigrationParameter

Parameter Mandatory Type Description
datasource_ty | Yes String ALIYUN_DLF DLF
pe MRS_RDS_FOR_MYSQL: MRS

RDS (for MySQL)
OPEN_FOR_MYSQL: Open
source HiveMetastore (for
MySQL) MRS_RDS_FOR_PG:
MRS RDS (for PostgreSQL)
MRS_LOCAL_GAUSSDB: MRS
local database (GaussDB)

Enumeration values:

e ALIYUN_DLF

e MRS_RDS_FOR_MYSQL
e OPEN_FOR_MYSQL

¢ MRS_RDS_FOR_PG

e MRS_LOCAL _GAUSSDB

datasource_p | Yes DataSourceP | Data source parameter.
arameter arameter

object
source_catalo | Yes String Source catalog, which is the
g catalog to be migrated out.
target_catalo | Yes String Target catalog, which stores
g the migrated metadata.
conflict_strate | Yes String Conflict resolution policy.
gy UPSERT indicates that only

existing metadata is created
and updated, but not deleted.

Enumeration values:

e UPSERT
log_location Yes String Data storage path, which is
selected by users.
sync_objects Yes Array of Migration metadata object
strings array. The values include

DATABASE, FUNCTION,
TABLE, and PARTITION.

Enumeration values:
e DATABASE

e FUNCTION

e TABLE

e PARTITION
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Parameter Mandatory Type Description
default_owner | No String Default user information,
which is determined by users.
locations Yes Array of Path replacement table, which
LocationRepl | is generated after key-value
aceRule pairs are determined by users.
objects A maximum of 20 records are
supported.
instance_id Yes String Instance ID.
ignore_obs_ch | No Boolean Whether to ignore the
ecked restriction on the OBS path
when creating an internal
table.
network_type | No String Migration network type, which
can be EIP or VPC_PEERING.
Enumeration values:
e EIP
e VPC_PEERING
accepted_vpc_ | No String ID of the VPC where the peer

RDS is located.

Table 4-125 DataSourceParameter

Parameter

Mandatory

Type

Description

jdbc_url

No

String

JDBC URL, for example,
jdbc:protocol://host:port/
db_name.

username

No

String

User name. The value can
contain only letters and digits
and cannot exceed 255
characters.

password

No

String

Password. The value can be
transferred only when a job is
created or updated. If the
value is empty, there is no
password or the password
does not need to be updated.
The password cannot be
exposed during query and
listing.

endpoint

No

String

Endpoint URL, for example,
XXXXF.com™,
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Parameter

Mandatory

Type

Description

access_key

No

String

Access key. The value can be
transferred only when a job is
created or updated. If the
value is empty, no key is
available or the key does not
need to be updated. The key
cannot be exposed during
query and listing.

secret_key

No

String

Secret key. The value can be
transferred only when a job is
created or updated. If the
value is empty, there is no key
or the key does not need to be
updated. The key cannot be
exposed during query and
listing.

subnet_ip

No

String

Subnet IP address of RDS.

Table 4-126 LocationReplaceRule

Parameter Mandatory Type Description
key Yes String Key (source path).
value Yes String Value (target path).

Table 4-127 PermissionMigrationParameter

Parameter Mandatory Type Description

location Yes String OBS file path for obtaining
permission migration.

file_name No String Permission JSON file. The file
name cannot contain special
characters such as <, >, .,", /,,

2,
log_location Yes String Data storage path, which is

selected by users.
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policy_type Yes String Permission type. The values
are DLF, RANGER, and
LAKEFORMATION.
Enumeration values:
e DLF
e RANGER
e LAKEFORMATION
catalog_id No String The catalog_id field needs to
be transferred for DLF
permission policy conversion.
instance_id Yes String Instance ID.
ranger_permis | No RangerPermi | Authorization entity
sion_migratio ssionMigratio | conversion relationship of
n_principal_re nPrincipalRel | Ranger.
las as object

Table 4-128 RangerPermissionMigrationPrincipalRelas

Parameter

Mandatory

Type

Description

user_to

No

String

User conversion object.
IAM_USER: IAM user
IAM_GROUP: IAM group
ROLE: role

Enumeration values:
e |IAM_USER

¢ IAM_GROUP

e ROLE

user_prefix

No

String

Prefix of the object name after
user conversion

user_suffix

No

String

Suffix of the object name after
user conversion.

group_to

No

String

Group conversion object.
IAM_USER: |IAM user
IAM_GROUP: IAM group
ROLE: role

Enumeration values:
e |IAM_USER

e IAM_GROUP

e ROLE
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Parameter

Mandatory

Type

Description

group_prefix

No

String

Prefix of the object name after
group conversion.

group_suffix

No

String

Suffix of the object name after
group conversion.

role_to

No

String

Role conversion object.
IAM_USER: IAM user
IAM_GROUP: IAM group
ROLE: role

Enumeration values:
e |IAM_USER

¢ IAM_GROUP

e ROLE

role_prefix

No

String

Prefix of the object name after
role conversion.

role_suffix

No

String

Suffix of the object name after
role conversion.

Table 4-129 MetaDataDiscoveryParameter

gy

Parameter Mandatory Type Description
data_location | Yes String Data storage path, which is
selected by users.
target_catalo | Yes String Target catalog, which saves
g discovered metadata.
target_databa | Yes String Target database, which saves
se discovered metadata.
conflict_strate | Yes String Conflict resolution policy.

UPDATE indicates that
existing metadata is updated
but not deleted. INSERT
indicates that metadata is
created but not updated or
deleted. UPSERT indicates that
existing metadata is created
and updated but not deleted.

Enumeration values:
e UPDATE
e INSERT
e UPSERT
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Parameter

Mandatory

Type

Description

file_discovery_
type

Yes

String

File discovery type. PARQUET:
a columnar storage format
that is built on top of the
Hadoop Distributed File
System (HDFS). CSV: a
comma-separated values file.
JSON: stands for Java Script
Object Notation. ORC: stands
for Optimized Row Columnar.
TEXT: stands for text. AVRO: a
row-oriented remote
procedure call and data
serialization framework. ALL:
means auto-detected the file

types.
Enumeration values:

e PARQUET
o CSV

e JSON

e ORC

e AVRO

e ALL

separator

No

String

File separator. Common
separators include commas (,)
and semicolons (;).

quote

No

String

File quotation character.
Common quotation characters
include single quotation
marks, double quotation
marks, and \u0000.

Enumeration values:
e DOUBLE_QUOTE
o SINGLE_QUOTE
e NULL_QUOTE

escape

No

String

Escape character of a file. The
common escape characters are

\.
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Parameter

Mandatory

Type

Description

header

No

Boolean

Indicates whether the first line
of the file is considered as a
header. The value true
indicates that the first line is a
header, and the value false
indicates that the first line is
not a header. The default
value is false.

file_sample_ra
te

No

Integer

File sampling rate. The value
ranges from 0 to 100. 100
indicates 100% full scanning.
0 indicates that only one file
in each folder is scanned.

table_depth

No

Integer

Table depth. Assume that path
obs://a/b/c/d/e=1/f=99 exists
and the data storage path is
obs://a/b. Group level 2
indicates that d is used as the
boundary. d is the table name.
e=1 and f=99 indicate that
table d is a partitioned table.
The partition keys are e and f
and the partition values are 1
and 99.

log_location

Yes

String

Data storage path, which is
selected by users.

default_owner

No

String

This parameter contains the
information of the user who
created the task, by default.

principals

No

Array of
Principal
objects

Entity information.

give_write

No

Boolean

Whether to grant the write
permission. The options are
true (yes) and false (no). The
default value is false. The
authorization entity gets the
read and write permissions if
the write permission is
granted.

instance_id

Yes

String

Instance ID.
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rediscovery_p | No String Rediscovery policy. The options
olicy are FULL_DISCOVERY (full

discovery) and
INCREMENTAL_DISCOVERY
(incremental discovery). The
default value is
FULL_DISCOVERY.

Enumeration values:
e FULL_DISCOVERY
o INCREMENTAL_DISCOVER

Y
execute_strate | No String Metadata discovery execution
gy mode. The options are

MANNUAL (manual) and
SCHEDULE (scheduled). The
default value is MANNUAL.

Enumeration values:

e MANNUAL

e SCHEDULE
execute_frequ | No String Execution Frequency: The
ency options are MONTHLY

(monthly), WEEKLY (weekly),
DAILY (daily), and HOURLY
(hourly).

Enumeration values:
e MONTHLY

e WEEKLY

e DAILY

e HOURLY
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Parameter

Mandatory

Type

Description

execute_day

No

String

Indicates the date and time
when the metadata discovery
task is executed. When
execute_frequency is set to
MONLY, this parameter
indicates the date when the
task is executed every month.
The value ranges from 1 to 31.
If the specified date does not
exist in the current month, the
task is not executed. If
execute_frequency is set to
MONLY and execute_day is set
to 30, the metadata discovery
task will not be triggered in
February. If execute_frequency
is set to WEEKLY, execute_date
indicates the day of a week.
The value ranges from 1 to 7.
If execute_frequency is set to
DAILY or HOURLY, set this
parameter to * indicating that
the scheduled task is executed
every day.

execute_hour

No

String

Hour when the metadata
discovery schedule is executed.
When execute_frequency is set
to MONLY, WEEKLY, or DAILY,
this parameter indicates the
execution time of the selected
day. The value ranges from 0
to 23. If execute_frequency is
set to HOURLY, the value of
this parameter is *, indicating
that the task is triggered every
hour.

execute_minu
te

No

String

Specifies the minute when the
metadata discovery task is
executed. The value ranges
from 0 to 59, indicating that
the task is executed at the
specified minute.
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Table 4-130 Principal

Parameter Mandatory

Type

Description

principal_type | Yes

String

Entity type. USER: user
GROUP: group ROLE: role
SHARE: share OTHER: others

Enumeration values:
e USER

¢ GROUP

e ROLE

e SHARE

e OTHER

principal_sour | Yes
ce

String

Entity source. IAM: cloud user
SAML: SAML-based federation
LDAP: LDAP ID user LOCAL:
local user AGENTTENANT:
agency OTHER: others

Enumeration values:
e |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

principal_nam | Yes
e

String

Entity name. The value can
contain 1 to 49 characters.
Only letters, digits,
underscores (_), hyphens (-),
and periods (.) are allowed.

Response Parameters

Status code: 200

Table 4-131 Response body parameters

Parameter Type

Description

id String

Job ID, which is automatically generated when

a job is created.

03141229-84cd-4b1b-9733-

dd124320c125 is an example.

name String

Job name. The value can contain 4 to 255
characters. Only letters, digits, and underscores

(L) are allowed.
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Parameter Type Description

description String Description written when a user creates a job.

type String METADATA_MIGRATION: metadata migration
PERMISSION_MIGRATION data permission
migration METADATA_DISCOVERY metadata
discovery
Enumeration values:
e METADATA_MIGRATION
e PERMISSION_MIGRATION
e METADATA_DISCOVERY

parameter JobParamete | Job parameters.

r object

create_time String Job creation timestamp, which is generated
based on the job creation time.

start_time String Execution timestamp of the last job, which is
generated based on the last job execution
time.

status String Status.

e CREATED: The job is created.

e SUBMITTED: The job is submitted.

e RUNNING: The job is being executed.
e SUCCESS: The job has been executed.
e FAILED: The job failed.

e STOPPED: The job has been stopped.
Enumeration values:

e CREATED

e SUBMITTED

¢ RUNNING

e SUCCESS

e FAILED

e STOPPED

Table 4-132 JobParameter

Parameter

Type

Description

metadata_mi
gration_para
meter

MetaDataMi
grationPara
meter object

Metadata migration.
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Parameter

Type

Description

permission_mi
gration_para
meter

PermissionMi
grationPara
meter object

Permission migration parameters.

metadata_dis
covery_param
eter

MetaDataDis
coveryParam
eter object

Metadata discovery parameters.

Table 4-133 MetaDataMigrationParameter

Parameter Type Description
datasource_ty | String ALIYUN_DLF DLF MRS_RDS_FOR_MYSQL: MRS
pe RDS (for MySQL) OPEN_FOR_MYSQL: Open
source HiveMetastore (for MySQL)
MRS_RDS_FOR_PG: MRS RDS (for PostgreSQL)
MRS_LOCAL_GAUSSDB: MRS local database
(GaussDB)
Enumeration values:
e ALIYUN_DLF
¢ MRS_RDS_FOR_MYSQL
e OPEN_FOR_MYSQL
e MRS_RDS_FOR_PG
¢ MRS_LOCAL_GAUSSDB
datasource_p | DataSourceP | Data source parameter.
arameter arameter
object
source_catalo | String Source catalog, which is the catalog to be
g migrated out.
target_catalo | String Target catalog, which stores the migrated
g metadata.
conflict_strate | String Conflict resolution policy. UPSERT indicates
gy that only existing metadata is created and
updated, but not deleted.
Enumeration values:
e UPSERT
log_location String Data storage path, which is selected by users.
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sync_objects Array of Migration metadata object array. The values
strings include DATABASE, FUNCTION, TABLE, and
PARTITION.
Enumeration values:
o DATABASE
e FUNCTION
e TABLE
e PARTITION
default_owner | String Default user information, which is determined
by users.
locations Array of Path replacement table, which is generated
LocationRepl | after key-value pairs are determined by users.
aceRule A maximum of 20 records are supported.
objects
instance_id String Instance ID.
ignore_obs_ch | Boolean Whether to ignore the restriction on the OBS
ecked path when creating an internal table.
network_type | String Migration network type, which can be EIP or
VPC_PEERING.
Enumeration values:
e EIP
e VPC_PEERING
accepted_vpc_ | String ID of the VPC where the peer RDS is located.

id

Table 4-134 DataSourceParameter

Parameter Type Description

jdbc_url String JDBC URL, for example, jdbc:protocol://
host:port/db_name.

username String User name. The value can contain only letters
and digits and cannot exceed 255 characters.

password String Password. The value can be transferred only
when a job is created or updated. If the value
is empty, there is no password or the password
does not need to be updated. The password
cannot be exposed during query and listing.

endpoint String Endpoint URL, for example, xxxx**.com**.
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Parameter

Type

Description

access_key

String

Access key. The value can be transferred only
when a job is created or updated. If the value
is empty, no key is available or the key does
not need to be updated. The key cannot be
exposed during query and listing.

secret_key

String

Secret key. The value can be transferred only
when a job is created or updated. If the value
is empty, there is no key or the key does not
need to be updated. The key cannot be
exposed during query and listing.

subnet_ip

String

Subnet IP address of RDS.

Table 4-135 LocationReplaceRule

Parameter Type Description
key String Key (source path).
value String Value (target path).

Table 4-136 PermissionMigrationParameter

Parameter Type Description
location String OBS file path for obtaining permission
migration.
file_name String Permission JSON file. The file name cannot
contain special characters such as <, >, ", /,,
2?2 *
log_location String Data storage path, which is selected by users.
policy_type String Permission type. The values are DLF, RANGER,
and LAKEFORMATION.
Enumeration values:
e DLF
e RANGER
e LAKEFORMATION
catalog_id String The catalog_id field needs to be transferred
for DLF permission policy conversion.
instance_id String Instance ID.
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Parameter

Type

Description

ranger_permis
sion_migratio
n_principal_re

las

RangerPermi
ssionMigratio
nPrincipalRel
as object

Authorization entity conversion relationship of
Ranger.

Table 4-137 RangerPermissionMigrationPrincipalRelas

Parameter

Type

Description

user_to

String

User conversion object. IAM_USER: IAM user
IAM_GROUP: IAM group ROLE: role

Enumeration values:
¢ IAM_USER

¢ IAM_GROUP

e ROLE

user_prefix

String

Prefix of the object name after user conversion

user_suffix

String

Suffix of the object name after user conversion.

group_to

String

Group conversion object. IAM_USER: IAM user
IAM_GROUP: IAM group ROLE: role

Enumeration values:
¢ IAM_USER

¢ IAM_GROUP

e ROLE

group_prefix

String

Prefix of the object name after group
conversion.

group_suffix

String

Suffix of the object name after group
conversion.

role_to

String

Role conversion object. IAM_USER: IAM user
IAM_GROUP: IAM group ROLE: role

Enumeration values:
¢ IAM_USER

¢ |IAM_GROUP

e ROLE

role_prefix

String

Prefix of the object name after role conversion.

role_suffix

String

Suffix of the object name after role conversion.
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Table 4-138 MetaDataDiscoveryParameter

Parameter Type Description

data_location | String Data storage path, which is selected by users.

target_catalo | String Target catalog, which saves discovered

g metadata.

target_databa | String Target database, which saves discovered

se metadata.

conflict_strate | String Conflict resolution policy. UPDATE indicates

gy that existing metadata is updated but not
deleted. INSERT indicates that metadata is
created but not updated or deleted. UPSERT
indicates that existing metadata is created and
updated but not deleted.
Enumeration values:
e UPDATE
e INSERT
e UPSERT

file_discovery_ | String File discovery type. PARQUET: a columnar

type storage format that is built on top of the
Hadoop Distributed File System (HDFS). CSV: a
comma-separated values file. JSON: stands for
Java Script Object Notation. ORC: stands for
Optimized Row Columnar. TEXT: stands for
text. AVRO: a row-oriented remote procedure
call and data serialization framework. ALL:
means auto-detected the file types.
Enumeration values:
e PARQUET
o CSV
e JSON
e ORC
e AVRO
o ALL

separator String File separator. Common separators include
commas (,) and semicolons ().

quote String File quotation character. Common quotation
characters include single quotation marks,
double quotation marks, and \u0000.
Enumeration values:
e DOUBLE_QUOTE
e SINGLE_QUOTE
e NULL_QUOTE
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Parameter

Type

Description

escape

String

Escape character of a file. The common escape
characters are\.

header

Boolean

Indicates whether the first line of the file is
considered as a header. The value true
indicates that the first line is a header, and the
value false indicates that the first line is not a
header. The default value is false.

file_sample_ra
te

Integer

File sampling rate. The value ranges from 0 to
100. 100 indicates 100% full scanning. 0
indicates that only one file in each folder is
scanned.

table_depth

Integer

Table depth. Assume that path
obs://a/b/c/d/e=1/f=99 exists and the data
storage path is obs://a/b. Group level 2
indicates that d is used as the boundary. d is
the table name. e=1 and f=99 indicate that
table d is a partitioned table. The partition
keys are e and f and the partition values are 1
and 99.

log_location

String

Data storage path, which is selected by users.

default_owner

String

This parameter contains the information of the
user who created the task, by default.

principals

Array of
Principal
objects

Entity information.

give_write

Boolean

Whether to grant the write permission. The
options are true (yes) and false (no). The
default value is false. The authorization entity
gets the read and write permissions if the write
permission is granted.

instance_id

String

Instance ID.

rediscovery_p
olicy

String

Rediscovery policy. The options are
FULL_DISCOVERY (full discovery) and
INCREMENTAL_DISCOVERY (incremental
discovery). The default value is
FULL_DISCOVERY.

Enumeration values:
e FULL_DISCOVERY
o INCREMENTAL_DISCOVERY
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Parameter

Type

Description

execute_strate
gy

String

Metadata discovery execution mode. The
options are MANNUAL (manual) and
SCHEDULE (scheduled). The default value is
MANNUAL.

Enumeration values:
e MANNUAL
e SCHEDULE

execute_frequ
ency

String

Execution Frequency: The options are
MONTHLY (monthly), WEEKLY (weekly), DAILY
(daily), and HOURLY (hourly).

Enumeration values:
e MONTHLY

e WEEKLY

o DAILY

e HOURLY

execute_day

String

Indicates the date and time when the
metadata discovery task is executed. When
execute_frequency is set to MONLY, this
parameter indicates the date when the task is
executed every month. The value ranges from
1 to 31. If the specified date does not exist in
the current month, the task is not executed. If
execute_frequency is set to MONLY and
execute_day is set to 30, the metadata
discovery task will not be triggered in February.
If execute_frequency is set to WEEKLY,
execute_date indicates the day of a week. The
value ranges from 1 to 7. If execute_frequency
is set to DAILY or HOURLY, set this parameter
to *, indicating that the scheduled task is
executed every day.

execute_hour

String

Hour when the metadata discovery schedule is
executed. When execute_frequency is set to
MONLY, WEEKLY, or DAILY, this parameter
indicates the execution time of the selected
day. The value ranges from 0 to 23. If
execute_frequency is set to HOURLY, the value
of this parameter is *, indicating that the task
is triggered every hour.

execute_minu
te

String

Specifies the minute when the metadata
discovery task is executed. The value ranges
from 0 to 59, indicating that the task is
executed at the specified minute.
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Table 4-139 Principal

Parameter

Type

Description

principal_type

String

Entity type. USER: user GROUP: group ROLE:
role SHARE: share OTHER: others

Enumeration values:
e USER

¢ GROUP

e ROLE

e SHARE

e OTHER

principal_sour
ce

String

Entity source. IAM: cloud user SAML: SAML-
based federation LDAP: LDAP ID user LOCAL:
local user AGENTTENANT: agency OTHER:
others

Enumeration values:
e |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

principal_nam
e

String

Entity name. The value can contain 1 to 49
characters. Only letters, digits, underscores (_),
hyphens (-), and periods (.) are allowed.

Status code: 400

Table 4-140 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404
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Table 4-141 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-142 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
PUT https://{endpoint}/v1/{project_id}/instances/{instance_id}/|f-jobs/{job_id}
{
"name" : "testjob",
"description" : "string",
"parameter" : {
"metadata_migration_parameter" : {
"datasource_type" : "ALIYUN_DLF",
"datasource_parameter" : {
"endpoint" : "protocol://xxxx.xxxx.com",
"access_key" : "LTAIXXXXXXXXXXXXXXXXRXPG",
"secret_key" : "1234xXXXXXXXXXXXXXXXxxxxefgh"
%
"source_catalog" : "sourceCatalog1",
"target_catalog" : "targetCatalog1",
"conflict_strategy" : "UPDATE",
"log_location" : "obs://logStore/2023",
"sync_objects" : [ "DATABASE" ],
"locations" : [ {
"key" : "test/test1",
"value" : "test2/db"
11
"instance_id" : "12345678910a"
}
}
}
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Example Responses
Status code: 200

Job information modified.

{
"id" : "03141229-84cd-4b1b-9733-dd124320c125",
"name" : "testjob",
"description" : "testlob",
"type" : "METADATA_MIGRATION",
"parameter" : {
"metadata_migration_parameter" : {
"datasource_type" : "ALIYUN_DLF",
"datasource_parameter" : {
"endpoint" : "protocol://xxxx.xxxx.com"
L
"source_catalog" : "sourceCatalog1",
"target_catalog" : "targetCatalog1",
"conflict_strategy" : "UPDATE",
"log_location" : "obs://logStore/2023",
"sync_objects" : [ "DATABASE" ],
"locations" : [ {
"key" : "test/test1",
"value" : "test2/db"
1]
}
1
"status" : {
"status" : "SUCCESS"
}
}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',

"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
h
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
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Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout
{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",

"error_msg" : "internal error"

}

Status Codes

Status Description

Code

200 Job information modified.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

Error Codes

See Error Codes.

4.1.2.6 Starting a Job

Function

This API is used to run jobs.

URI
POST /v1/{project_id}/instances/{instance_id}/lf-jobs/{job_id}/start
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Table 4-143 Path Parameters

Request Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

job_id Yes String Job ID.

Table 4-144 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.

Response Parameters

Status code: 400

Table 4-145 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.

common_erro | String
r_code

CBC common error code.

solution_msg | String

Solution.

Status code: 404
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Table 4-146 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-147 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/|f-jobs/{job_id}/start
Example Responses
Status code: 400
Bad Request
{
"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"
Status code: 401
Unauthorized
{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'
}
Status code: 403
Forbidden
{
"error" : {
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"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
L
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
202 The running signal has been received by the server.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
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4.1.2.7 Stopping a Job

Function

URI

This API is used to stop jobs.

POST /v1/{project_id}/instances/{instance_id}/|f-jobs/{job_id}/stop

Table 4-148 Path Parameters

Request Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

job_id Yes String Job ID.

Table 4-149 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.

Response Parameters

Status code: 400

Table 4-150 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.
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Parameter Type Description
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.

Status code: 404

Table 4-151 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 500

Table 4-152 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Example Requests
POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/\f-jobs/{job_id}/stop

Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"
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Status code: 401
Unauthorized
{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'
}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
L
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
202 The stop signal has been received by the server.
400 Bad Request
401 Unauthorized
403 Forbidden
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Status Description
Code
404 Not Found
408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.1.2.8 Checking the Logs of a Job

Function

This API is used to check the logs of jobs by job ID.

URI

GET /v1/{project_id}/instances/{instance_id}/lf-jobs/{job_id}/log

Table 4-153 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04 0026.xml
).

instance_id Yes String LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

job_id Yes String Job ID.

Request Parameters
Table 4-154 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.
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Response Parameters
Status code: 200
Table 4-155 Response body parameters
Parameter Type Description
log String Log content.
Status code: 400
Table 4-156 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-157 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-158 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
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Parameter Type Description
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.

Example Requests

GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/|f-jobs/{job_id}/log

Example Responses

Status code: 200

Log-related information.

"log" : "2023-06-23 12:03:23 INFO - starting"

}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

}

Status code: 401
Unauthorized

{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",

"message" : "X-Auth-Token is invalid in the request",

"error_code" : null,

"error_msg" : null,

"title" : "Forbidden"
h

"error_code" : "403",

"error_msg" : "X-Auth-Token is invalid in the request",

"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
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"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 Log-related information.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.1.3 Service Authorization Management
4.1.3.1 Granting Permissions for Accessing Other Cloud Services
Function
Cloud service access authorization.
URI
POST /v1/{project_id}/access-service
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Table 4-159 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

Request Parameters

Table 4-160 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.

Table 4-161 Request body parameters

Parameter Mandatory Type Description
access_service | Yes Array of Access service authorization
s AccessService | information list.

Info objects

Table 4-162 AccessServicelnfo

Parameter Mandatory Type Description

name Yes String Name of the access service.
Enter a maximum of 20
characters.

description No String Description of the access

service. Enter a maximum of
500 characters.

rant No Boolean Whether it is authorized or

g

not. The value can be true or
false.

Response Parameters
Status code: 200
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Table 4-163 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Status code: 400

Table 4-164 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404

Table 4-165 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 500

Table 4-166 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code
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Parameter

Type

Description

solution_msg

String

Solution.

Example Requests

POST https://{endpoint}/v1/{project_id}/access-service

{
"access_services" : [ {
"name" : "DLI",

"description" : "Data Lake Insight",

"grant" : true

I

"name" : "DWS",

"description" : "Data Warehouse Service",

"grant" : true

I

"name" : "MA",

"description" : "ModelArts",

"grant" : true
3]
}

Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

Status code: 401

Unauthorized
{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",

"message" : "X-Auth-Token is invalid in the request",

"error_code" : null,

"error_msg" : null,

"title" : "Forbidden"
1

"error_code" : "403",

"error_msg" : "X-Auth-Token is invalid in the request",

"title" : "Forbidden"
}

Status code: 404
Not Found

Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

145




LakeFormation
API Reference 4 API

{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500
Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
Status Codes
Status Description
Code
200 Successful cloud service access authorization.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.
4.1.3.2 Querying Cloud Service Access Permissions

Function

This API is used to query the cloud service access permissions of a tenant.

URI

GET /v1/{project_id}/access-service
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Table 4-167 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

Request Parameters
Table 4-168 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.

Response Parameters

Status code: 200

Table 4-169 Response header parameters

Parameter Type

Description

X-request-id String

Request ID, which is used to locate
auxiliary information.

Table 4-170 Response body parameters

Parameter Type

Description

access_service | Array of
S AccessService
Info objects

Access service authorization information list.

Table 4-171 AccessServicelnfo

Parameter Type Description

name String Name of the access service. Enter a maximum
of 20 characters.

description String Description of the access service. Enter a
maximum of 500 characters.
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Parameter Type Description
grant Boolean Whether it is authorized or not. The value can
be true or false.

Status code: 400

Table 4-172 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404

Table 4-173 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 500

Table 4-174 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.
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Example Requests

GET https://{endpoint}/v1/{project_id}/access-service
Example Responses

Status code: 200

Response body for querying tenant agreements.

{
"access_services" : [ {
"name" : "DLI",
"description" : "Data Lake Insight",
"grant" : true
Lo
"name" : "DWS",
"description" : "Data Warehouse Service",
"grant" : true
Lo
"name" : "MA",
"description" : "ModelArts",
"grant" : true
1]
}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',

"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
h
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
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"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 Response body for querying tenant agreements.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.1.3.3 Registering a Tenant Agreement
Function
User authorization and delegation.
URI
POST /v1/{project_id}/agreement
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Table 4-175 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

Request Parameters

Table 4-176 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.

Table 4-177 Request body parameters

Parameter Mandatory Type Description
agreements No Array of Tenant agreement list.
TenantAgree
ment objects

Table 4-178 TenantAgreement

Parameter Mandatory Type Description
agreement_na | No String Agreement name. The value
me should contain 1 to 64

characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.

agreement_ve | No String Agreement version. The value
rsion should contain 1 to 32
characters. Only letters and
numbers are allowed.

Response Parameters
Status code: 200
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Table 4-179 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Status code: 400

Table 4-180 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404

Table 4-181 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 500

Table 4-182 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code
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Parameter Type Description

solution_msg | String Solution.

Example Requests
POST https://{endpoint}/v1/{project_id}/agreement

{
"agreements" : [ {
"agreement_name" : "agreement AAA",
"agreement_version" : "v1"
It
"agreement_name" : "agreement BBB",
"agreement_version" : "v1"
1
}

Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
h
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
{
"error_code" : "common.01000001",

"error_msg" : "response status exception, code: 404"

}
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Status code: 408
Request Timeout
{
"error_code" : "common.00000408",

"error_msg" : "timeout exception occurred"

}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",

"error_msg" : "internal error"

}

Status Codes

Status Description

Code

200 Successful tenant agreement registration.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

Error Codes

See Error Codes.
4.1.3.4 Querying whether a Tenant Has Registered an Agreement

Function

This APl is used to query the current agreement and agency information of a
tenant.

URI
GET /v1/{project_id}/agreement
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Table 4-183 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

Request Parameters

Table 4-184 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.

Response Parameters
Status code: 200

Table 4-185 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Table 4-186 Response body parameters

Parameter Type Description
agreements Array of Tenant agreement list.
TenantAgree

ment objects

is_agency Boolean Whether an agency is bound.

Table 4-187 TenantAgreement

Parameter Type Description

agreement_na | String Agreement name. The value should contain 1

me to 64 characters. Only letters, numbers,
hyphens (-), and underscores (_) are allowed.
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Parameter Type Description
agreement_ve | String Agreement version. The value should contain 1
rsion to 32 characters. Only letters and numbers are
allowed.

Status code: 400

Table 4-188 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404

Table 4-189 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 500

Table 4-190 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.
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Example Requests
GET https://{endpoint}/v1/{project_id}/agreement

Example Responses
Status code: 200

Response body for querying tenant agreements.
{

"agreements" : [ {
"agreement_name" : "agreement AAA",
"agreement_version" : "v1"

e
"agreement_name" : "agreement BBB",
"agreement_version" : "v1"

11

"is_agency" : true

Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
h
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
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Status code: 408

Request Timeout
{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",

"error_msg" : "internal error"

}

Status Codes

Status Description

Code

200 Response body for querying tenant agreements.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

Error Codes

See Error Codes.
4.1.3.5 Deleting a Tenant Agreement

Function

The user cancels the authorization and the authorized user deletes the agency.

URI
DELETE /v1/{project_id}/agreement
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Table 4-191 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

Request Parameters

Table 4-192 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Tenant token.

Response Parameters

Status code: 204

Table 4-193 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID, which is used to locate
auxiliary information.

Status code: 400

Table 4-194 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404
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Table 4-195 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-196 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
DELETE https://{endpoint}/v1/{project_id}/agreement
Example Responses
Status code: 400
Bad Request
{
"error_code" : "common.01000001",
}"error_msg" : "response status exception, code: 404"
Status code: 401
Unauthorized
{
"error_code": 'APIG.1002',
}"error_msg": 'Incorrect token or token resolution failed'
Status code: 403
Forbidden
{
"error” : {
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"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
L
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
204 Successful deletion.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
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4.1.3.6 Querying the Current System Agreement

Function

This APl is used to query the current system agreement.

URI
GET /v1/{project_id}/agreement-rule

Table 4-197 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

Request Parameters

Table 4-198 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.

Response Parameters
Status code: 200

Table 4-199 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Table 4-200 Response body parameters

Parameter Type Description
agreement_ru | Array of System agreement list.
les AgreementR

ule objects
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Table 4-201 AgreementRule
Parameter Type Description
agreement_na | String Agreement name.
me
agreement_di | String Agreement display name.
splay_name
agreement_ve | String Agreement version
rsion
agreement_ur | String Agreement URL.
|

Status code: 400

Table 4-202 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.

Status code: 404

Table 4-203 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.

Status code: 500
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Table 4-204 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Example Requests
GET https://{endpoint}/v1/{project_id}/agreement-rule

Example Responses
Status code: 200

System agreement response body.
{

"agreement_rules" : [ {
"agreement_name" : "agreement AAA",
"agreement_display_name" : "AAA",
"agreement_version" : "v1",
"agreement_url" : "https://AAA"

h o
"agreement_name" : "agreement BBB",
"agreement_display_name" : "BBB",
"agreement_version" : "v1",
"agreement_url" : "https://BBB"

1]

}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401
Unauthorized
{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
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"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
h
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 System agreement response body.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.1.4 OBS Management
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4.1.4.1 Querying the OBS Buckets

Function

This APl is used to query the OBS buckets.

URI
GET /v1/{project_id}/obs/buckets

Table 4-205 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

Table 4-206 Query Parameters

Parameter Mandatory Type Description

offset No Integer Offset of the page-based
query. The default value is 0.
The value ranges from 1 to
1000.

limit No Integer Number of records displayed
on one page. The default
value is 1000. The value
ranges from 1 to 1000.

Request Parameters

Table 4-207 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.

Response Parameters

Status code: 200
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Table 4-208 Response header parameters
Parameter Type Description
X-request-id String Request ID, which is used to locate
auxiliary information.
Table 4-209 Response body parameters
Parameter Type Description
buckets Array of OBS bucket list.
BucketDetail
objects
total Integer Total number of OBS buckets.
Table 4-210 BucketDetail
Parameter Type Description
id String OBS bucket ID.
name String OBS bucket name.
creation_date | String OBS bucket creation date.
location String Region.
Status code: 400
Table 4-211 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 167



LakeFormation

API Reference 4 API
Table 4-212 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-213 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
GET https://{endpoint}/v1/{project_id}/obs/buckets
Example Responses
Status code: 200
OBS bucket list.
{
"total" : 3,
"buckets" : [ {
"id" : "555d9e8999c94705be3d7edb70a3199a",
"name" : "lakeformation",
"creation_date" : "2022-06-01T09:32:01.487+00:00",
"location" : "xxxxxx"
A
"id" : "555d9e8999c94705be3d7edb70a3199a",
"name" : "lakeformation-test",
"creation_date" : "2022-06-07T03:20:39.120+00:00",
"location" : "xxxxxx"
A
"id" : "555d9e8999c¢94705be3d7edb70a3199a",
"name" : "test-bk",
"creation_date" : "2022-08-02T09:36:37.193+00:00",
"location" : "xxxxxx"
1
}
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Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request”,
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
h
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
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Status Codes

Error Codes

Status Description

Code

200 OBS bucket list.

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

See Error Codes.

4.1.4.2 Querying the OBS Bucket Objects

Function

URI

This API is used to query the OBS bucket objects.

GET /v1/{project_id}/obs/buckets/{bucket_name}

Table 4-214 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

bucket_ name | Yes

String

OBS bucket name. The value
can contain 1 to 64 characters.
Only letters, digits,
underscores (_), hyphens (-),
and periods (.) are allowed.
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Table 4-215 Query Parameters

Parameter

Mandatory

Type Description

marker

No

String Name of the object from
which the query starts. The
value should contain a
maximum of 4,096 characters.

limit

Yes

Integer

1000.

Number of returned records.
The value ranges from 1 to

prefix

No

String Search prefix. The value
should contain a maximum of
4,096 characters.

Request Parameters

Table 4-216 Request header parameters

Parameter

Mandatory

Type Description

X-Auth-Token

Yes

String Tenant token.

Response Parameters

Status code: 200

Table 4-217 Response body parameters

Parameter Type Description
object_names | Array of Object name list.
strings
location String Region code.
prefix String Search prefix.
bucket_name | String OBS bucket name.
next_marker | String Start position of the next object.

Status code: 400
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Table 4-218 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-219 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-220 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
GET https://{endpoint}/v1/{project_id}/obs/buckets/{bucket_name}
Example Responses
Status code: 200
Response body for querying OBS bucket objects.
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"object_names" : [ "aaa/", "test/" ],
"location" : "xxxxxx",

Ilprefixll : l|ll,

"bucket_name" : "lakeformation",
"next_marker" : "next"

}
Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401
Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
1

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout
{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error
{

"error_code" : "common.00000500",
"error_msg" : "internal error"

}
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Status Codes

Status Description

Code

200 Response body for querying OBS bucket objects.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

Error Codes

See Error Codes.

4.1.5 Access Management

4.1.5.1 Obtaining the Service Access Information

Function

This API is used to obtain the access information related to a LakeFormation
instance by instance name.

URI

GET /v1/{project_id}/instances/{instance_id}/access

Table 4-221 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
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Table 4-222 Query Parameters

Parameter Mandatory Type Description

offset Yes Integer Offset of the page-based
query. The default value is 0.
The value ranges from 0 to
1000.

limit No Integer Number of records displayed
on one page. The default
value is 10 and the maximum
value is 1000.

Request Parameters
Table 4-223 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.

Response Parameters

Status code: 200

Table 4-224 Response body parameters

Parameter Type Description
access_infos Array of accessinfo list.
AccessInfo
objects
total Integer Total number of accessinfo records.

Table 4-225 AccessInfo

Parameter Type Description

vpcep_service | String Service name.

_name

domain String Independent domain name of a group.
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Status code: 400
Table 4-226 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-227 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-228 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/access
Example Responses
Status code: 200
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OK

"total" : 1,
"access_infos" : [ {
"vpcep_service_name" : "XxxxXX.apig.3ab T XXXXXXXXXXXXXXXXXXXXXXXXXXXXf524",
"domain" : "XXXXXXXXXXXXXXXXXXXXXXXXXXXX.com"
H
}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
1

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}

Status code: 404
Not Found

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}

Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}

Status code: 500

Internal Server Error

{

"error_code" : "common.00000500",
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Status Codes

Error Codes

"error_msg" : "internal error"

}

Status Description

Code

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

See Error Codes.

4.1.5.2 Applying for Service Access

Function

URI

This API is used to apply for service access.

POST /v1/{project_id}/instances/{instance_id}/access

Table 4-229 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
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Request Parameters

Table 4-230 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Tenant token.

Table 4-231 Request body parameters

Parameter Mandatory Type Description
[items] Yes Array of Access application
AccessReques | information.
tinfo objects
Table 4-232 AccessRequestinfo
Parameter Mandatory Type Description
vpcep_id Yes String VPC endpoint ID. Click Clients,
click Create, and click create
one. On the displayed page,
click VPC Endpoint to create or
check a VPC endpoint.
domain Yes String Independent domain name of
a group.

Response Parameters

Status code: 200

Table 4-233 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID, which is used to locate
auxiliary information.

Status code: 204
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Table 4-234 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Status code: 400

Table 4-235 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 404

Table 4-236 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code

solution_msg | String Solution.

Status code: 500

Table 4-237 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.
r_code
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Parameter

Type

Description

solution_msg

String

Solution.

Example Requests

POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/access

[{
"vpcep_id" : "string",
"domain" : "string"

}

Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

Status code: 401
Unauthorized

{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",

"message" : "X-Auth-Token is invalid in the request",

"error_code" : null,

"error_msg" : null,

"title" : "Forbidden"
h

"error_code" : "403",

"error_msg" : "X-Auth-Token is invalid in the request",

"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",

"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout
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{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",

"error_msg" : "internal error"

}

Status Codes

Status Description

Code

200 OK

204 No Content

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.1.5.3 Obtaining the List of Service Access Clients

Function

This API is used to obtain the list of access clients related to a LakeFormation
instance by instance name.

URI

GET /v1/{project_id}/instances/{instance_id}/access-clients
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Table 4-238 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-

adfc53981a25.
Table 4-239 Query Parameters
Parameter Mandatory Type Description
id No String This API is used to search

information by ID.

name No String This APl is used to search by
keyword. The keyword should
contain a maximum of 32
characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.

offset Yes Integer Offset of the page-based
query. The default value is 0.
The value ranges from 0 to
1000.

limit No Integer Number of records displayed
on one page. The default
value is 10. The value ranges
from 1 to 1000.

Request Parameters

Table 4-240 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.
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Response Parameters
Status code: 200

Table 4-241 Response body parameters

Parameter Type Description
access_client_i | Array of Access client information list.
nfos AccessClientl

nfo objects

total Integer Total number of access clients.

Table 4-242 AccessClientinfo

Parameter Type Description

id String Client ID.

name String Client name.

access_mode | String Access mode. The options are SYSTEM,

CUSTOM, or AUTO.
Enumeration values:
e SYSTEM

e CUSTOM

e AUTO

status String Client status. The options are CREATING,
RUNNING, DELETING, DELETED,
CREATE_FAIL, and DELETE_FAIL.

Enumeration values:
e CREATING

¢ RUNNING

e DELETING

e DELETED

e CREATE_FAIL

e DELETE_FAIL

vpc_id String VPC ID.
subnet_id String Subnet ID.
access_connec | Array of Access connection list.
tions AccessConne
ctioninfo
objects
create_time String Timestamp when the instance is created.
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Table 4-243 AccessConnectioninfo
Parameter Type Description
vpcep_id String VPC endpoint ID. Click Clients, click Create,

and click create one. On the displayed page,
click VPC Endpoint to create or check a VPC

endpoint.
ip String Access IP address.
owner String Owner.
domain String Access domain name. When accessing

LakeFormation APIs using an IP address, you
need to add the HOST parameter to the
request header and transfer the domain name.

Example Requests

GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/access-clients

Example Responses

Status Codes

Status code: 200

OK

"total" : 1,
"access_client_infos" : [ {
"id" 1 " gS23XXXHHRIXXXXXRXXXXXXXXXXXXXXXXFGS2",
"name" : "lakeformation_client",
"access_mode" : "SYSTEM",
"vpc_id" ;" d3fOXXXXXXXXXXXXXXXXXXXXXXXXXXX8f 1e",
"subnet_id" : "d3fCXXXXXXXXXXXXXXXXXXXXXXXXXXXX8F1e",
"status" : "RUNNING",
"access_connections" : [ {
"vpcep_id" 1 "067T 2XXXXXXXXXXXXXXXXXXXXXXXXXXXXa8fb",

"ip" : "10.1.0.1",
"domain" : "xxxxxx.com"
WA
"vpcep_id" : "06 T 2XXXXXXXXXXXXXXXXXXXXXXXXXXXXa8fb",
"ip" : "10.1.0.2",
"domain" : "xxxxxx.com"
1]
1]
}
Status Description
Code
200 OK
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Error Codes

See Error Codes.
4.1.5.4 Creating a Service Access Client

Function

This API is used to create service access clients. Restriction: By default, a maximum
of 20 access clients can be created in an instance.

URI

POST /v1/{project_id}/instances/{instance_id}/access-clients

Table 4-244 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-

adfc53981a25.
Request Parameters

Table 4-245 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.

Table 4-246 Request body parameters
Parameter Mandatory Type Description
name Yes String Client name. Enter 4 to 32

characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.
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Parameter

Mandatory

Type

Description

access_mode

No

String

Access mode. SYSTEM: default
mode, in which the system
automatically creates a VPCEP
connection. This mode is
recommended. In this mode,
vpc_id and subnet_id cannot
be left empty. CUSTOM:
custom mode, in which the
VPCEP connection is created
by an external service. This
mode is applicable to cross-
tenant scenarios. In this mode,
access_connections cannot be
left empty. This mode is not
recommended. Use the APIs
related to the access tenant
instead.

Enumeration values:
e SYSTEM
e CUSTOM

vpc_id

No

String

VPC ID. You can click Clients,
click Create, and then click
create one to create a VPC.

subnet_id

No

String

Subnet ID. The value is
generated by the system when
a subnet is created, for
example,
8c6721b5-78d1-4c3¢c-97b1-84
21da139ffc.

access_connec
tions

No

Array of
AccessConne
ctionRequest
Body objects

Access connection list. This
parameter is valid only when
the access mode is CUSTOM.

Table 4-247 AccessConnectionRequestBody

Parameter

Mandatory

Type

Description

vpcep_id

No

String

VPCEP ID. Click Clients, click
Create, and click create one.
On the displayed page, click
VPC Endpoint to create or
check a VPC endpoint.
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Parameter Mandatory Type Description
vpcep_service | No String Name of a VPC endpoint
_hame service. Enter a maximum of
64 characters.
domain No String Access domain name. When

accessing LakeFormation APIs
using an IP address, you need
to add the HOST parameter to
the request header and
transfer the domain name.

Response Parameters
Status code: 202

Table 4-248 Response body parameters

Parameter Type

Description

id String

Client ID.

name String

Client name.

access_mode | String

Access mode. The options are SYSTEM,
CUSTOM, or AUTO.

Enumeration values:
e SYSTEM

e CUSTOM

e AUTO

status String

Client status. The options are CREATING,
RUNNING, DELETING, DELETED,
CREATE_FAIL, and DELETE_FAIL.

Enumeration values:
o CREATING

¢ RUNNING

e DELETING

e DELETED

e CREATE_FAIL

e DELETE_FAIL

vpc_id String

VPC ID.

subnet_id String

Subnet ID.
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Parameter Type Description
access_connec | Array of Access connection list.
tions AccessConne
ctioninfo
objects
create_time String Timestamp when the instance is created.

Table 4-249 AccessConnectioninfo

Parameter Type Description

vpcep_id String VPC endpoint ID. Click Clients, click Create,
and click create one. On the displayed page,
click VPC Endpoint to create or check a VPC

endpoint.
ip String Access IP address.
owner String Owner.
domain String Access domain name. When accessing

LakeFormation APIs using an IP address, you
need to add the HOST parameter to the
request header and transfer the domain name.

Example Requests
POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/access-clients

{
"name" : "name-example",
"vpc_id" : "vpc-example",
"subnet_id" : "subnet-example"

}

Example Responses
Status code: 202

Created
{

"id" 1 " gS23XHXRXXXXXKXXKKXXXXXXXXXXXXXXXGS 2",
"name" : "lakeformation_client",

"access_mode" : "SYSTEM",

"vpc_id" ;" d3FOXXXXXXXXXXXXXXXXXXXXXXXXXX BT e,
"subnet_id" : "d3fCXXXXXXXXXXXXXXXXXXXXXXXXXXXX8f1e",
"status" : "CREATING"
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Status Codes

Error Codes

4.1.5.5 Obtaining Service Access Client Details

Function

URI

Status Description
Code
202 Created

See Error Codes.

This API is used to obtain service access client details by ID.

GET /v1/{project_id}/instances/{instance_id}/access-clients/{client_id}

Table 4-250 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

client_id Yes

String

Client ID. The value is
automatically generated when
the client is created.

Request Parameters

Table 4-251 Request header parameters

Parameter Mandatory

Type

Description

X-Auth-Token | Yes

String

Tenant token.
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Response Parameters
Status code: 200

Table 4-252 Response body parameters

Parameter Type Description

id String Client ID.

name String Client name.

access_mode | String Access mode. The options are SYSTEM,

CUSTOM, or AUTO.
Enumeration values:
e SYSTEM

e CUSTOM

e AUTO

status String Client status. The options are CREATING,
RUNNING, DELETING, DELETED,
CREATE_FAIL, and DELETE_FAIL.

Enumeration values:
e CREATING

e RUNNING

e DELETING

e DELETED

e CREATE_FAIL

e DELETE_FAIL

vpc_id String VPC ID.
subnet_id String Subnet ID.
access_connec | Array of Access connection list.
tions AccessConne
ctioninfo
objects
create_time String Timestamp when the instance is created.

Table 4-253 AccessConnectionlnfo

Parameter Type Description

vpcep_id String VPC endpoint ID. Click Clients, click Create,
and click create one. On the displayed page,
click VPC Endpoint to create or check a VPC
endpoint.
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Parameter Type Description
ip String Access IP address.
owner String Owner.
domain String Access domain name. When accessing

LakeFormation APIs using an IP address, you
need to add the HOST parameter to the

request header and transfer the domain name.

Example Requests

GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/access-clients/{client_id}

Example Responses

Status code: 200

OK
{

"id" 1 " gS23XXXHHXRXXKXXXXXXXXXXXXXXXXXXFGS2",

"name" : "lakeformation_client",
"access_mode"

1 "SYSTEM",

"status" : "RUNNING",
"vpc_id" " d3fOXXOXXXXXXXXXXXXXXXXXXXXXXXX8f e,
"subnet_id" : "d3fCXXXXXXXXXXXXXXXXXXXXXXXXXXXX8f1e",
"access_connections" : [ {
"vpcep_id" : "06 T 2XXXXXXXXXXXXXXXXXXXXXXXXXXXXa8fb"

11

"create_time" : "2023-05-30T01:22:44.100Z"

}

Status Codes

Status
Code

Description

200

OK

Error Codes

See Error Codes.

4.1.5.6 Deleting a Service Access Client

Function

This API is used to delete service access clients by ID.

URI

DELETE /v1/{project_id}/instances/{instance_id}/access-clients/{client_id}
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Table 4-254 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

client_id

Yes

String

Client ID. The value is
automatically generated when
the client is created.

Request Parameters

Table 4-255 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Tenant token.

Response Parameters

None

Example Requests

DELETE https://{endpoint}/v1/{project_id}/instances/{instance_id}/access-clients/{client_id}

Example Responses

None
Status Codes
Status Description
Code
200 Successful deletion.
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Error Codes

See Error Codes.
4.1.5.7 Updating a Service Access Client

Function

This API is used to update service access clients by ID.

URI
PUT /v1/{project_id}/instances/{instance_id}/access-clients/{client_id}

Table 4-256 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

client_id Yes String Client ID. The value is
automatically generated when
the client is created.

Request Parameters

Table 4-257 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.
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Table 4-258 Request body parameters
Parameter Mandatory Type Description
name Yes String Client name. The value should

(1) are allowed.

contain 4 to 32 characters.
Only letters, numbers,
hyphens (-), and underscores

Response Parameters
None

Example Requests
PUT https://{endpoint}/v1/{project_id}/instances/{instance_id}/access-clients/{client_id}

{

"name" : "lakeformation_client"

}

Example Responses

None

Status Codes

Status Description
Code
200 Successful upgrade.

Error Codes

See Error Codes.

4.1.6 Specification Management

4.1.6.1 Querying the Specification List

Function

This API is used to query the specification list.

URI
GET /v1/{project_id}/specs
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Table 4-259 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

Table 4-260 Query Parameters

Parameter

Mandatory

Type

Description

spec_code

No

String

Specification code. The system
automatically generates a
value, for example,
lakeformation.unit.basic.qps.

offset

No

Integer

Offset. The value ranges from
0 to 100. The default value is
0.

limit

No

Integer

Number of records to be
queried at a time. The value
ranges from 1 to 100. The
default value is 10.

Request Parameters

None

Response Parameters

Status code: 200

Table 4-261 Response body parameters

Parameter Type Description

total Integer Total number.

spec_codes Array of Spec | Resource specification code list.
objects
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Table 4-262 Spec

Parameter Type Description

spec_code String Specification code. For example,
lakeformation.unit.basic.qps: indicates the
query rate per second (QPS) specification.

resource_type | String Resource code.

stride Integer Step.

unit String Unit.

min_stride_nu | Integer Minimum number of steps.
m

max_stride_n | Integer Maximum number of steps.
um

usage_measur | Integer Usage measurement ID.
e_id

usage_factor | String Usage factor.

usage_value Integer Total usage. Suppose you set a limit of 1

million API calls and 1 million metadata
records as free, and charge CNY5 for each
extra million API calls and each extra 100,000
metadata records. If this parameter shows 2
million API calls and 1.1 million metadata
records, you have to pay for 1 million API calls
and 100,000 metadata records.

free_usage_va | Integer Free quota for API calls and metadata storage,
lue which is set by users. This parameter will
return a result shows that how many API calls
are free of charge and how many metadata
can be stored for free. Suppose you set a limit
of 1 million API calls and 1 million metadata
records as free, this parameter shows 1 million
API calls and 1 million metadata records.

stride_num_w | Array of Step count whitelist. The step count must be a
hitelist integers value in the whitelist.

Status code: 204

Table 4-263 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.
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Status code: 400
Table 4-264 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-265 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-266 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
GET https://{endpoint}/v1/{project_id}/specs
Example Responses
Status code: 200
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Specification list.

"total" : 1,

"spec_codes" : [ {
"spec_code" : "hws.resource.type.lakeformation.qps",
"resource_type" : "hws.resource.type.lakeformation.metadata",
"stride" : 2000,
"unit" : "qps",
"min_stride_num" : 1,
"max_stride_num" : 100,
"usage_measure_id" : 6,
"usage_factor" : "Duration",
"usage_value" : 1,
"free_usage_value" : 1,
"stride_num_whitelist" : [ 1, 2 ]

1

}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
I
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408
Request Timeout

{

"error_code" : "common.00000408",
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"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 Specification list.
204 No Content
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.1.7 Quota Management Service
4.1.7.1 Querying the Quotas
Function
This API is used to query quota information about a user.
URI
GET /v1/{project_id}/quotas
Table 4-267 Path Parameters
Parameter Mandatory Type Description
project_id Yes String Project ID.
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Request Parameters
Table 4-268 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.
Response Parameters
Status code: 200
Table 4-269 Response header parameters
Parameter Type Description
X-request-id String Request ID, which is used to locate
auxiliary information.
Status code: 404
Table 4-270 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-271 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
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Example Requests
GET https://{endpoint}/v1/{project_id}/quotas

Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401
Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
}I
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408
Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",

"error_msg" : "internal error"

}
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Status Codes

Error Codes

Status Description

Code

200 Quota information about a user.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

See Error Codes.

4.1.8 Tag Management Service

4.1.8.1 Querying Tags

Function

URI

This API is used to query all resource tags of the instances in a specified project.

GET /v1/{project_id}/lakeformation-instance/tags

Table 4-272 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
Table 4-273 Query Parameters

Parameter Mandatory Type Description

use_predefine | Yes Boolean Whether to use a predefined
_tags tag. Value true indicates that

a predefined tag is used.
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Request Parameters

Table 4-274 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.

Response Parameters

Status code: 200

Table 4-275 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Table 4-276 Response body parameters

Parameter Type Description
tags Array of Tags.
ResourceTag
Param
objects

Table 4-277 ResourceTagParam

Parameter Type Description

key String Resource tag key.

values Array of List of resource tag values.
strings

Status code: 400

Table 4-278 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.
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Parameter Type Description
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.

Status code: 404
Table 4-279 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-280 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
GET https://{endpoint}/v1/{project_id}/lakeformation-instance/tags
Example Responses
Status code: 200
This API is used to query tags.
{
"tags" : [ {
"key" : "key1",
"values" : [ "valuel" ]
o
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"key" : "key2",
"values" : [ "value2" ]
11
}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"

B

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}
Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
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Status Codes

Status Description

Code

200 This APl is used to query tags.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout

500 Internal Server Error

Error Codes

See Error Codes.
4.1.8.2 Updating Tags in Batches

Function

This API is used to batch update tags of a specified instance.

URI

PUT /v1/{project_id}/instances/{instance_id}/tags

Table 4-281 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
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Request Parameters
Table 4-282 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.
Table 4-283 Request body parameters
Parameter Mandatory Type Description
tags No Array of Tag list.
ResourceTag
objects
Table 4-284 ResourceTag
Parameter Mandatory Type Description
key Yes String Key.
value No String Value.
Response Parameters
Status code: 200
Table 4-285 Response header parameters
Parameter Type Description
X-request-id String Request ID, which is used to locate
auxiliary information.
Status code: 204
Table 4-286 Response header parameters
Parameter Type Description
X-request-id String Request ID, which is used to locate
auxiliary information.
Status code: 400
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Table 4-287 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-288 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-289 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
PUT https://{endpoint}/v1/{project_id}/instances/{instance_id}/tags
{
"tags" : [ {
"key" : "key1",
"value" : "value1"
o
"key" : "key2",
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"value" : "value2"
11
}

Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
L
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout
{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error
{

"error_code" : "common.00000500",
"error_msg" : "internal errorQ"

}
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Status Codes

Status Description

Code

200 OK

204 No Content

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.1.9 Agency Management

4.1.9.1 Creating an Agency

Function

This API is used to create an agency.

URI

POST /v1/{project_id}/agency

Table 4-290 Path Parameters

Parameter

Mandatory Type

Description

project_id

Yes String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).
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Request Parameters
Table 4-291 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String Tenant token.
Table 4-292 Request body parameters
Parameter Mandatory Type Description
agency_type Yes String Agency type. Choose
JOB_TRUST.
Enumeration values:
e JOB_TRUST
Response Parameters
Status code: 400
Table 4-293 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-294 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
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Status code: 500
Table 4-295 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
This API is used to create an agency.
POST https://{endpoint}/v1/{project_id}/agency
{
"agency_type" : "JOB_TRUST"
Example Responses
Status code: 400
Bad Request
{
"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"
}
Status code: 401
Unauthorized
{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'
}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
L
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
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Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
201 Successful agency creation.
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.1.9.2 This API is used to delete an agency.
Function
This API is used to delete an agency.
URI
DELETE /v1/{project_id}/agency
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Table 4-296 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04 0026.xml

).

Request Parameters

Table 4-297 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Tenant token.

Table 4-298 Request body parameters

Parameter Mandatory Type Description

agency_type Yes String Agency type. Choose
JOB_TRUST.
Enumeration values:
e JOB TRUST

Response Parameters
Status code: 200

Table 4-299 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Status code: 400

Table 4-300 Response body parameters

Parameter Type Description

error_code String Error code.
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Parameter Type Description
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 404
Table 4-301 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-302 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
Delete an agency.
DELETE https://{endpoint}/v1/{project_id}/agency
{
"agency_type" : "JOB_TRUST"
Example Responses
Status code: 400
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Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',

"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
%,
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout
{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
Status Codes
Status Description
Code
200 Successful agency deletion.

Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 217



LakeFormation

API| Reference 4 API
Status Description
Code
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.1.9.3 Querying an Agency

Function

This API is used to query an agency.

URI

GET /v1/{project_id}/agency

Table 4-303 Path Parameters

Parameter

Mandatory Type

Description

project_id

Yes String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).
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Table 4-304 Query Parameters

Parameter

Mandatory

Type

Description

agency_type

Yes

String

Agency type. The options are
JOB_TRUST (job agency) and

ADMIN_TRUST (system

agency).

Enumeration values:
e JOB_TRUST
e ADMIN_TRUST

Request Parameters

Table 4-305 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Tenant token.

Response Parameters

Status code: 200

Table 4-306 Response body parameters

Parameter

Type

Description

agency_type

String

Agency type. The options are JOB_TRUST (job
agency) and ADMIN_TRUST (system agency).

Enumeration values:

e JOB_TRUST

e ADMIN_TRUST

Status code: 400

Table 4-307 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error description.
common_erro | String CBC common error code.

r_code
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Parameter Type Description
solution_msg | String Solution.

Status code: 401

Table 4-308 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.

Status code: 403

Table 4-309 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.

Status code: 404

Table 4-310 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
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Status code: 408
Table 4-311 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Status code: 500
Table 4-312 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error description.
common_erro | String CBC common error code.
r_code
solution_msg | String Solution.
Example Requests
/v1/{project_id}/agency?agency_type=JOB_TRUST
Example Responses
Status code: 200
Agency result.
{
"agency_type" : "JOB_TRUST"
Status Codes
Status Description
Code
200 Agency result.
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Status
Code

Description

400

{ "error_code": "common.01000001", "error_msg": "failed to read
http request, please check your input, code: 400, reason: Type
mismatch., cause: TypeMismatchException" }

401

{ "error_code": 'APIG.1002', "error_msg": 'Incorrect token or token
resolution failed' }

403

{ "error": { "code": "403", "message": "X-Auth-Token is invalid in the
request”, "error_code": null, "error_msg": null, "title": "Forbidden" },
"error_code": "403", "error_msg": "X-Auth-Token is invalid in the

request”, "title": "Forbidden" }

404

{ "error_code": "common.01000001", "error_msg": "response status
exception, code: 404" }

408

{ "error_code": "common.00000408", "error_msg": "timeout
exception occurred" }

500

{ "error_code": "common.00000500", "error_msg": "internal error" }

Error Codes

See Error Codes.

4.2 LakeCat

4.2.1 Function Management

4.2.1.1 Listing All Functions in a Catalog

Function

Obtain all functions in a catalog.

URI

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/functions
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Table 4-313 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name

Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

Table 4-314 Query Parameters

Parameter

Mandatory

Type

Description

limit

No

Integer

Number of returned records.
The default value is 1000. The
value ranges from 1 to 2000.

marker

No

String

ID of the record where the
query starts. The value
consists of 0 to 256 characters.

reverse_page

No

Boolean

Whether to query the previous
page. The default value is
false.

Request Parameters

Table 4-315 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings
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Response Parameters

Status code: 200

Table 4-316 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Table 4-317 Response body parameters

Parameter Type Description

page_info Pagedinfo Pagination information.
object

functions Array of Function.
Function
objects

Table 4-318 Pagedinfo

Parameter Type Description

current_count | Integer Number of objects returned this time. The
value ranges from 0 to 2000.

next_marker String Query address of the next page. If the next
page does not exist, the value is null. (If the
value is null, the response body does not
contain this parameter.)

previous_mar | String Query address of the previous page. If the

ker previous page does not exist, the value is null.
(If the value is null, the response body does
not contain this parameter.)

Table 4-319 Function

Parameter Type Description
catalog_name | String Catalog name.
catalog_id String catalogID.
database_na String Database name.
me
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Parameter Type Description
database_id String Database ID.
function_nam | String Function name. The value should contain 1 to
e 256 characters. Only letters, numbers, and
underscores (_) are allowed.
function_type | String Function type. You can choose JAVA.
Enumeration values:
e JAVA
function_id String Function ID.
owner String Function owner. The value should contain 1 to
256 characters. Only letters, numbers, and
underscores () are allowed.
owner_type String Owner type. The options are USER (user),
GROUP (group), and ROLE (role).
Enumeration values:
e USER
¢ GROUP
e ROLE
owner_auth_s | String Owner authorization source type. The options
ource_type are IAM (cloud user), SAML (SAML-based
federation), LDAP (LD user), LOCAL (local
user), AGENTTENANT (agency), and OTHER
(others). The LakeFormation service is divided
into phase 1 and phase 2. The response body
of phase 1 does not contain this parameter.
Enumeration values:
e |AM
e SAML
e LDAP
e LOCAL
o AGENTTENANT
e OTHER
class_name String Function class name.
create_time String Creation time in the "yyyy-mm-ddThh:mm:sss"
format.
update_time | String Function metadata last modification time.
resource_uris | Array of Function address.

FunctionReso
urceUri
objects
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Table 4-320 FunctionResourceUri

Parameter Type

Description

type String

Function package type. The options are JAR,

FILE, and ARCHIVE.
Enumeration values:
e JAR

e FILE

e ARCHIVE

uri String

Function package address.

Status code: 400

Table 4-321 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-322 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-323 Response body parameters

Parameter Type

Description

error_code String

Error code.
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Parameter Type Description
error_msg String Error message.
solution_msg | String

Example Requests

GET https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/functions

Example Responses

Status code: 200

OK

"page_info" : {
"current_count" : 2,
"next_marker" : null,
"previous_marker" : null

B

"functions" : [ {
"catalog_name" : "catalog_1",
"database_name" : "database",
"function_name" : "123kk",
"function_type" : "JAVA",
"owner" : "owner_1",
"owner_type" : "USER",

"owner_auth_source_type" : "IAM",

"class_name" : "lxy",

"create_time" : "2022-12-08T08:18:54.000+00:00",
"resource_uris" : [ {

"type" : "FILE",

1]
I

"uri" : "obs://lakeformation-test/test2/6/"

"catalog_name" : "catalog_2",
"database_name" : "database",
"function_name" : "1456",
"function_type" : "JAVA",
"owner" : "owner_2",
"owner_type" : "USER",

"owner_auth_source_type" : "IAM",

"class_name" : "34",

"create_time" : "2022-12-09T01:50:56.000+00:00",
"resource_uris" : [ {

"type" : "JAR",

I

1]
1]
}

"uri" : "obs://lakeformation-test/"

"type" : "FILE",
"uri" : "obs://lakeformation-test/test3/"

Status code: 400

Bad Request

{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"
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Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',

"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"

}

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}
Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 500
Internal Server Error

{

"error_code" : "common.00000500",
"error_msg" : "internal error"

}

Status Codes

Status Description

Code

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
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Error Codes

4.2.1.2 Modifying Function Attributes

Function

URI

See Error Codes.

This API is used to modify function attributes.

POST /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

{database_name}/functions/{function_name}

Table 4-324 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na Yes
me

String

Database name. The value
should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores (_) are allowed.

function_nam | Yes
e

String

Function name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.
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Request Parameters

Table 4-325 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Table 4-326 Request body parameters

Parameter

Mandatory

Type

Description

function_nam
e

Yes

String

Function name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

function_type

Yes

String

Function type. You can choose
JAVA.

Enumeration values:
e JAVA

owner

Yes

String

Function owner. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

owner_type

Yes

String

Owner type. The options are
USER (user), GROUP (group),
and ROLE (role).

Enumeration values:
e USER

e GROUP

e ROLE
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Parameter Mandatory Type Description
owner_auth_s | No String Owner authorization source
ource_type type. The options are IAM

(cloud user), SAML (SAML-
based federation), LDAP (ID
user), LOCAL (local user),
AGENTTENANT (agency), and
OTHER (others).

Enumeration values:

e |AM
e SAML
e LDAP
e LOCAL
e AGENTTENANT
e OTHER
class_name Yes String Function class name. The
value can contain 1 to 4,000
characters.
create_time No String Creation time in the "yyyy-
mm-ddThh:mm:sss" format.
resource_uris | No Array of Function address.
FunctionReso
urceUri
objects

Table 4-327 FunctionResourceUri

Parameter Mandatory Type Description

type Yes String Function package type. The
options are JAR, FILE, and
ARCHIVE.

Enumeration values:
e JAR

e FILE

e ARCHIVE

uri Yes String Function package address.

Response Parameters
Status code: 200
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Table 4-328 Response body parameters

Parameter

Type

Description

catalog_name

String

Catalog name.

catalog_id

String

cataloglID.

database_na
me

String

Database name.

database_id

String

Database ID.

function_nam
e

String

Function name. The value should contain 1 to
256 characters. Only letters, numbers, and
underscores () are allowed.

function_type

String

Function type. You can choose JAVA.
Enumeration values:
e JAVA

function_id

String

Function ID.

owner

String

Function owner. The value should contain 1 to
256 characters. Only letters, numbers, and
underscores (_) are allowed.

owner_type

String

Owner type. The options are USER (user),
GROUP (group), and ROLE (role).

Enumeration values:
e USER

e GROUP

e ROLE

owner_auth_s
ource_type

String

Owner authorization source type. The options
are 1AM (cloud user), SAML (SAML-based
federation), LDAP (LD user), LOCAL (local
user), AGENTTENANT (agency), and OTHER
(others). The LakeFormation service is divided
into phase 1 and phase 2. The response body
of phase 1 does not contain this parameter.

Enumeration values:
e |IAM

e SAML

e LDAP

e LOCAL

e AGENTTENANT
e OTHER

class_name

String

Function class name.
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Parameter Type Description
create_time String Creation time in the "yyyy-mm-ddThh:mm:sss"
format.
update_time | String Function metadata last modification time.
resource_uris | Array of Function address.

FunctionReso
urceUri
objects

Table 4-329 FunctionResourceUri

Parameter

Type

Description

type

String

Function package type. The options are JAR,
FILE, and ARCHIVE.

Enumeration values:
e JAR

e FILE

e ARCHIVE

uri

String

Function package address.

Status code: 400

Table 4-330 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-331 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.
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Status code: 500

Table 4-332 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/functions/{function_name}

{
"function_name" : "1456",
"function_type" : "JAVA",
"owner" : "owner_2",
"owner_type" : "USER",
"owner_auth_source_type" : "IAM",
"class_name" : "34",
"create_time" : "2022-12-09T01:50:56.000+00:00",
"resource_uris" : [ {
"type" : "JAR",
"uri" : "obs://lakeformation-test/"
h o
"type" : "FILE",
"uri" : "obs://lakeformation-test/test3/"
1]
}

Example Responses
Status code: 200

OK
{

"catalog_name" : "hive",

"database_name" : "Ixy",

"function_name" : "2",

"function_type" : "JAVA",

"owner" : "owner",

"owner_type" : "USER",
"owner_auth_source_type" : "IAM",

"class_name" : "333",

"create_time" : "2022-12-09T01:51:01.000+00:00",
"resource_uris" : [ ]

}
Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401
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Unauthorized
{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'
}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
h
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 OK
201 Created
400 Bad Request
401 Unauthorized
403 Forbidden
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Status Description
Code
404 Not Found
408 Request Timeout
500 Internal Server Error

See Error Codes.

4.2.1.3 Creating a Function

Function

URI

This API is used to create a function.

POST /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

{database_name}/functions

Table 4-333 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na Yes
me

String

Database name. The value
should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.
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Request Parameters

Table 4-334 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Table 4-335 Request body parameters

Parameter

Mandatory

Type

Description

function_nam
e

Yes

String

Function name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

function_type

Yes

String

Function type. You can choose
JAVA.

Enumeration values:
e JAVA

owner

Yes

String

Function owner. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

owner_type

Yes

String

Owner type. The options are
USER (user), GROUP (group),
and ROLE (role).

Enumeration values:
e USER

e GROUP

e ROLE
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Parameter Mandatory Type Description
owner_auth_s | No String Owner authorization source
ource_type type. The options are IAM

(cloud user), SAML (SAML-
based federation), LDAP (ID
user), LOCAL (local user),
AGENTTENANT (agency), and
OTHER (others).

Enumeration values:

e |AM
e SAML
e LDAP
e LOCAL
e AGENTTENANT
e OTHER
class_name Yes String Function class name. The
value can contain 1 to 4,000
characters.
create_time No String Creation time in the "yyyy-
mm-ddThh:mm:sss" format.
resource_uris | No Array of Function address.
FunctionReso
urceUri
objects

Table 4-336 FunctionResourceUri

Parameter Mandatory Type Description

type Yes String Function package type. The
options are JAR, FILE, and
ARCHIVE.

Enumeration values:
e JAR

e FILE

e ARCHIVE

uri Yes String Function package address.

Response Parameters
Status code: 201
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Table 4-337 Response body parameters

Parameter

Type

Description

catalog_name

String

Catalog name.

catalog_id

String

cataloglID.

database_na
me

String

Database name.

database_id

String

Database ID.

function_nam
e

String

Function name. The value should contain 1 to
256 characters. Only letters, numbers, and
underscores () are allowed.

function_type

String

Function type. You can choose JAVA.
Enumeration values:
e JAVA

function_id

String

Function ID.

owner

String

Function owner. The value should contain 1 to
256 characters. Only letters, numbers, and
underscores (_) are allowed.

owner_type

String

Owner type. The options are USER (user),
GROUP (group), and ROLE (role).

Enumeration values:
e USER

e GROUP

e ROLE

owner_auth_s
ource_type

String

Owner authorization source type. The options
are 1AM (cloud user), SAML (SAML-based
federation), LDAP (LD user), LOCAL (local
user), AGENTTENANT (agency), and OTHER
(others). The LakeFormation service is divided
into phase 1 and phase 2. The response body
of phase 1 does not contain this parameter.

Enumeration values:
e |IAM

e SAML

e LDAP

e LOCAL

e AGENTTENANT
e OTHER

class_name

String

Function class name.
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Parameter Type Description
create_time String Creation time in the "yyyy-mm-ddThh:mm:sss"
format.
update_time | String Function metadata last modification time.
resource_uris | Array of Function address.

FunctionReso
urceUri
objects

Table 4-338 FunctionResourceUri

Parameter

Type

Description

type

String

Function package type. The options are JAR,
FILE, and ARCHIVE.

Enumeration values:
e JAR

e FILE

e ARCHIVE

uri

String

Function package address.

Status code: 400

Table 4-339 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-340 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.
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Status code: 500

Table 4-341 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

POST https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/functions

{
"function_name" : "1456",
"function_type" : "JAVA",
"owner" : "owner_2",
"owner_type" : "USER",
"owner_auth_source_type" : "IAM",
"class_name" : "34",
"create_time" : "2022-12-09T01:50:56.000+00:00",
"resource_uris" : [ {
"type" : "JAR",
"uri" : "obs://lakeformation-test/"
Ao
"type" : "FILE",
"uri" : "obs://lakeformation-test/test3/"
1
}

Example Responses
Status code: 201

Created
{

"function_name" : "1456",
"function_type" : "JAVA",
"owner" : "owner_2",
"owner_type" : "USER",
"owner_auth_source_type" : "IAM",
"class_name" : "34",
"create_time" : "2022-12-09T01:50:56.000+00:00",
"resource_uris" : [ {
"type" : "JAR",
"uri" : "obs://lakeformation-test/"

Ao
"type" : "FILE",
"uri" : "obs://lakeformation-test/test3/"

1]
}

Status code: 400
Bad Request
{

"error_code" : "common.01000001",
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"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
I
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
Status Codes
Status Description
Code
201 Created
400 Bad Request
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Status Description
Code
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.2.1.4 Listing All Function Names in a Database

Function

Query all function names in a database.

URI

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/functions/names

Table 4-342 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.
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Parameter Mandatory Type Description

database_na Yes String Database name. The value

me should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores (_) are allowed.

Table 4-343 Query Parameters
Parameter Mandatory Type Description
function_patt | No String Function name wildcard. The

value can contain a maximum
of 256 characters. Only letters,
digits, and special characters
(_J*.) are allowed.

Request Parameters

Table 4-344 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters
Status code: 200

Table 4-345 Response header parameters

Parameter Description

Type
String

Request ID, which is used to locate
auxiliary information.

X-request-id

Table 4-346 Response body parameters

Parameter Type Description
[items] Array of OK
strings
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Status code: 400

Table 4-347 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-348 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-349 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/functions/names

Example Responses
Status code: 200
OK

[ "test" ]
Status code: 400
Bad Request
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{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
L

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}
Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
Status Codes
Status Description
Code
200 OK

Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 246



LakeFormation

API| Reference 4 API
Status Description
Code
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.2.1.5 Querying a Function

Function

This API is used to query function information by function name.

URI

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

{database_name}/functions/{function_name}

Table 4-350 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

Issue 01 (2024-01-31)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 247




LakeFormation

API Reference 4 API
Parameter Mandatory Type Description
database_na Yes String Database name. The value
me should contain 1 to 128

characters. Only letters,
numbers, hyphens (-), and
underscores (_) are allowed.

function_nam | Yes String Function name. The value

e should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

Request Parameters

Table 4-351 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters
Status code: 200

Table 4-352 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Table 4-353 Response body parameters

Parameter Type Description
catalog_name | String Catalog name.
catalog_id String cataloglID.
database_na String Database name.
me

database _id String Database ID.
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Parameter Type Description
function_nam | String Function name. The value should contain 1 to
e 256 characters. Only letters, numbers, and
underscores () are allowed.
function_type | String Function type. You can choose JAVA.
Enumeration values:
e JAVA
function_id String Function ID.
owner String Function owner. The value should contain 1 to
256 characters. Only letters, numbers, and
underscores () are allowed.
owner_type String Owner type. The options are USER (user),
GROUP (group), and ROLE (role).
Enumeration values:
e USER
e GROUP
e ROLE
owner_auth_s | String Owner authorization source type. The options
ource_type are IAM (cloud user), SAML (SAML-based
federation), LDAP (ID user), LOCAL (local
user), AGENTTENANT (agency), and OTHER
(others). The LakeFormation service is divided
into phase 1 and phase 2. The response body
of phase 1 does not contain this parameter.
Enumeration values:
e |IAM
e SAML
e LDAP
e LOCAL
o AGENTTENANT
e OTHER
class_name String Function class name.
create_time String Creation time in the "yyyy-mm-ddThh:mm:sss"
format.
update_time | String Function metadata last modification time.
resource_uris | Array of Function address.

FunctionReso
urceUri
objects
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Table 4-354 FunctionResourceUri

Parameter

Type

Description

type

String

Function package type. The options are JAR,
FILE, and ARCHIVE.

Enumeration values:
e JAR

e FILE

e ARCHIVE

uri

String

Function package address.

Status code: 400

Table 4-355 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-356 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-357 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.
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Example Requests

GET https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/functions/{function_name}

Example Responses
Status code: 200

OK
{

"function_name" : "1456",
"function_type" : "JAVA",
"owner" : "owner_2",
"owner_type" : "USER",
"owner_auth_source_type" : "IAM",
"class_name" : "34",
"create_time" : "2022-12-09T01:50:56.000+00:00",
"resource_uris" : [ {

"type" : "JAR",

"uri" : "obs://lakeformation-test/"
Ao

"type" : "FILE",

"uri" : "obs://lakeformation-test/test3/"
11

}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401
Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
1
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
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{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
Status Codes
Status Description
Code
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.
4.2.1.6 Deleting a Function

Function

This API is used to delete a function.

URI

DELETE /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/
databases/{database_name}/functions/{function_name}
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Table 4-358 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes String Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na Yes String Database name. The value
me should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.

function_nam | Yes String Function name. The value

e should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

Request Parameters

Table 4-359 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters
Status code: 200
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Table 4-360 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Status code: 400

Table 4-361 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-362 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-363 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

DELETE https://{endpoint}/v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/functions/{function_name}
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Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',

"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
I
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
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Status Codes

Error Codes

Status Description

Code

200 OK

204 No Content

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

See Error Codes.

4.2.1.7 Listing Functions

Function

URI

This API is used to list functions.

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

{database_name}/functions

Table 4-364 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

Issue 01 (2024-01

-31)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 256



LakeFormation
API Reference

4 AP

Parameter Mandatory Type Description

catalog_name | Yes String Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na Yes String Database name. The value

me should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores (_) are allowed.

Table 4-365 Query Parameters

Parameter Mandatory Type Description

function_nam | No String Function name wildcard. The

e_pattern value can contain a maximum
of 256 characters. Only letters,
digits, and special characters
(_J*.) are allowed.

limit No Integer Number of returned records.
The default value is 1000. The
value ranges from 1 to 2000.

marker No String ID of the record where the
query starts. The value
consists of 0 to 256 characters.

reverse_page | No Boolean Whether to query the previous
page. The default value is
false.

deleted No Boolean Whether to query deleted

metadata.

Request Parameters

Table 4-366 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Issue 01 (2024-01-31)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 257



LakeFormation
API Reference 4 API

Response Parameters
Status code: 200

Table 4-367 Response body parameters

Parameter Type Description

page_info Pagedinfo Pagination information.
object

functions Array of Function.
Function
objects

Table 4-368 Pagedinfo

Parameter Type Description

current_count | Integer Number of objects returned this time. The
value ranges from 0 to 2000.

next_marker | String Query address of the next page. If the next
page does not exist, the value is null. (If the
value is null, the response body does not
contain this parameter.)

previous_mar | String Query address of the previous page. If the

ker previous page does not exist, the value is null.
(If the value is null, the response body does
not contain this parameter.)

Table 4-369 Function

Parameter Type Description

catalog_name | String Catalog name.

catalog_id String catalogID.

database_na String Database name.

me

database_id String Database ID.

function_nam | String Function name. The value should contain 1 to

e 256 characters. Only letters, numbers, and
underscores () are allowed.

function_type | String Function type. You can choose JAVA.
Enumeration values:
e JAVA
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Parameter Type Description
function_id String Function ID.
owner String Function owner. The value should contain 1 to

256 characters. Only letters, numbers, and
underscores (_) are allowed.

owner_type String Owner type. The options are USER (user),
GROUP (group), and ROLE (role).

Enumeration values:

e USER

e GROUP

e ROLE
owner_auth_s | String Owner authorization source type. The options
ource_type are 1AM (cloud user), SAML (SAML-based

federation), LDAP (ID user), LOCAL (local
user), AGENTTENANT (agency), and OTHER
(others). The LakeFormation service is divided
into phase 1 and phase 2. The response body
of phase 1 does not contain this parameter.

Enumeration values:

e |AM
e SAML
e LDAP
e LOCAL
e AGENTTENANT
e OTHER
class_name String Function class name.
create_time String Creation time in the "yyyy-mm-ddThh:mm:sss"
format.
update_time | String Function metadata last modification time.
resource_uris | Array of Function address.
FunctionReso
urceUri
objects
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Table 4-370 FunctionResourceUri

Parameter

Type

Description

type

String

Function package type. The options are JAR,
FILE, and ARCHIVE.

Enumeration values:
e JAR

e FILE

e ARCHIVE

uri

String

Function package address.

Status code: 400

Table 4-371 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-372 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-373 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.
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Example Requests

GET https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/functions

Example Responses

Status code: 200
OK

"page_info" : {
"current_count" : 2,
"next_marker" : null,
"previous_marker" : null

}

n

functions" : [ {
"catalog_name" : "catalog_1",
"database_name" : "database",
"function_name" : "123kk",
"function_type" : "JAVA",
"owner" : "owner_1",
"owner_type" : "USER",
"owner_auth_source_type" : "IAM",
"class_name" : "lxy",
"create_time" : "2022-12-08T08:18:54.000+00:00",
"resource_uris" : [ {
"type" : "FILE",
"uri" : "obs://lakeformation-test/test2/6/"
13
o
"catalog_name" : "catalog_2",
"database_name" : "database",
"function_name" : "1456",
"function_type" : "JAVA",
"owner" : "owner_2",
"owner_type" : "USER",
"owner_auth_source_type" : "IAM",
"class_name" : "34",
"create_time" : "2022-12-09T01:50:56.000+00:00",
"resource_uris" : [ {
"type" : "JAR",
"uri" : "obs://lakeformation-test/"
o
"type" : "FILE",
"uri" : "obs://lakeformation-test/test3/"
11
1
}

Status code: 400
Bad Request

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
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Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
I
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
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Error Codes

See Error Codes.

4.2.2 Catalog Management

4.2.2.1 Listing Catalogs

Function
Catalog details listed based on the wildcard of the catalog name. The value should
contain 1 to 256 characters. Only letters, numbers, and underscores (_) are
allowed.

URI

GET /v1/{project_id}/instances/{instance_id}/catalogs

Table 4-374 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-

adfc53981a25.
Table 4-375 Query Parameters
Parameter Mandatory Type Description
branch_name | No String Branch name. The value

should contain 1 to 32
characters. Only letters,
numbers, and underscores ()
are allowed. The default value

is main.

version No Long Version.

deleted No Boolean Whether to query deleted
metadata.
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Request Parameters

Table 4-376 Request header parameters

Parameter Mandatory

Type Description

X-Auth-Token | Yes

Array of Tenant token.

strings

Response Parameters
Status code: 200

Table 4-377 Response body parameters

Parameter Type Description
[items] Array of OK
Catalog
objects
Table 4-378 Catalog
Parameter Type Description
catalog_name | String Catalog name.
catalog_id String cataloglD.
description String Description.
location String Path, for example, obs://location/uri/.
database_loca | Array of List of database paths. Value null indicates
tion_Llist strings that the response body does not contain this
parameter.
owner String Catalog owner. The LakeFormation service is
divided into phase 1 and phase 2. The response
body of phase 1 does not contain this
parameter.
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Parameter Type Description

owner_type String Owner type. The options are USER (user),
GROUP (group), and ROLE (role). The
LakeFormation service is divided into phase 1
and phase 2. The response body of phase 1
does not contain this parameter.

Enumeration values:
e USER

e ROLE

e GROUP

owner_source | String Owner source. The options are IAM (cloud
user), SAML (SAML-based federation), LDAP
(LD user), LOCAL (local user), AGENTTENANT
(agency), and OTHER (others). The
LakeFormation service is divided into phase 1
and phase 2. The response body of phase 1
does not contain this parameter.

Enumeration values:
o |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

type String Catalog type. The values are DEFAULT (default
metadata type) or CLICKHOUSE (ClickHouse
type). If this parameter is not specified, the
default value DEFAULT is used. This parameter
is specified during creation and cannot be
modified.

Enumeration values:
e DEFAULT
e CLICKHOUSE

update_time | String Catalog metadata last modification time.

Status code: 400

Table 4-379 Response body parameters

Parameter Type Description

error_code String Error code.
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Parameter Type Description
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-380 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-381 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/catalogs

Example Responses

Status code: 200

OK

[{
"catalog_name" : "hive",
"description" : "Default catalog, for Hive",
"location" : "obs://lakeformation/test",
"database_location_list" : null,
"owner" : "admin",
"owner_type" : "USER",
"owner_source" : "IAM"

}

Status code: 400

Bad Request
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{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
L

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}
Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
Status Codes
Status Description
Code
200 OK
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Status Description
Code
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.
4.2.2.2 Obtaining Catalog Information

Function

This API is used to obtain catalog information.

URI

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}

Table 4-382 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes String Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.
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Table 4-383 Query Parameters

Parameter Mandatory Type Description
branch_name | No String Branch name. The value
should contain 1 to 32
characters. Only letters,
numbers, and underscores ()
are allowed. The default value
is main.
version No Long Version.
Request Parameters
Table 4-384 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters
Status code: 200

Table 4-385 Response body parameters

Parameter Type Description

catalog_name | String Catalog name.

catalog_id String cataloglID.

description String Description.

location String Path, for example, obs://location/uri/.

database_loca | Array of List of database paths. Value null indicates

tion_Llist strings that the response body does not contain this
parameter.

owner String Catalog owner. The LakeFormation service is
divided into phase 1 and phase 2. The response
body of phase 1 does not contain this
parameter.
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Parameter Type Description

owner_type String Owner type. The options are USER (user),
GROUP (group), and ROLE (role). The
LakeFormation service is divided into phase 1
and phase 2. The response body of phase 1
does not contain this parameter.

Enumeration values:
e USER

e ROLE

e GROUP

owner_source | String Owner source. The options are IAM (cloud
user), SAML (SAML-based federation), LDAP
(LD user), LOCAL (local user), AGENTTENANT
(agency), and OTHER (others). The
LakeFormation service is divided into phase 1
and phase 2. The response body of phase 1
does not contain this parameter.

Enumeration values:
o |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

type String Catalog type. The values are DEFAULT (default
metadata type) or CLICKHOUSE (ClickHouse
type). If this parameter is not specified, the
default value DEFAULT is used. This parameter
is specified during creation and cannot be
modified.

Enumeration values:
e DEFAULT
e CLICKHOUSE

update_time | String Catalog metadata last modification time.

Status code: 400

Table 4-386 Response body parameters

Parameter Type Description

error_code String Error code.
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Parameter Type Description
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-387 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-388 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}

Example Responses

Status code: 200

OK

{
"catalog_name" : "hive",
"description" : "Default catalog, for Hive",
"location" : "obs://lakeformation/test",
"database_location_list" : null,
"owner" : "admin",
"owner_type" : "USER",
"owner_source" : "IAM"

}

Status code: 400

Bad Request
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{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
L

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}
Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
Status Codes
Status Description
Code
200 OK
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Status Description
Code
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.
4.2.2.3 Creating a Catalog

Function

Create the default database in the new catalog.

URI

POST /v1/{project_id}/instances/{instance_id}/catalogs

Table 4-389 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
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Request Parameters

Table 4-390 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Table 4-391 Request body parameters

Parameter

Mandatory

Type

Description

catalog_name

Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

description

No

String

Description. Enter a maximum
of 4,000 characters.

location

No

String

Path, for example, obs://
location/uri/.

database_loca
tion_list

No

Array of
strings

List of database paths. A
maximum of 1,000 paths can
be displayed on the page.

branch_name

No

String

Branch name. The value
should contain 1 to 32
characters. Only letters,
numbers, and underscores ()
are allowed. The default value
is main.

owner

No

String

Catalog owner. The value can
contain a maximum of 128
characters. Only letters,
numbers, and underscores ()
are allowed.

owner_type

No

String

Owner type. The options are
USER (user), GROUP (group),
and ROLE (role).

Enumeration values:
e USER

e ROLE

¢ GROUP
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Parameter

Mandatory

Type

Description

owner_source

No

String

Owner source. The options are
IAM (cloud user), SAML
(SAML-based federation),
LDAP (LD user), LOCAL (local
user), AGENTTENANT
(agency), and OTHER
(others).

Enumeration values:
o IAM

e SAML

e LDAP

e LOCAL

e AGENTTENANT
e OTHER

type

No

String

Catalog type. The values are
DEFAULT (default metadata
type) or CLICKHOUSE
(ClickHouse type). If this
parameter is not specified, the
default value DEFAULT is
used. This parameter is
specified during creation and
cannot be modified.

Enumeration values:
e DEFAULT
e CLICKHOUSE

Response Parameters

Status code: 201

Table 4-392 Response body parameters

parameter.

Parameter Type Description

catalog_name | String Catalog name.

catalog_id String cataloglID.

description String Description.

location String Path, for example, obs://location/uri/.
database_loca | Array of List of database paths. Value null indicates
tion_Llist strings that the response body does not contain this
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Parameter Type Description

owner String Catalog owner. The LakeFormation service is
divided into phase 1 and phase 2. The response
body of phase 1 does not contain this
parameter.

owner_type String Owner type. The options are USER (user),
GROUP (group), and ROLE (role). The
LakeFormation service is divided into phase 1
and phase 2. The response body of phase 1
does not contain this parameter.
Enumeration values:
e USER
e ROLE
¢ GROUP

owner_source | String Owner source. The options are IAM (cloud
user), SAML (SAML-based federation), LDAP
(ID user), LOCAL (local user), AGENTTENANT
(agency), and OTHER (others). The
LakeFormation service is divided into phase 1
and phase 2. The response body of phase 1
does not contain this parameter.
Enumeration values:
e |AM
e SAML
e LDAP
e LOCAL
e AGENTTENANT
e OTHER

type String Catalog type. The values are DEFAULT (default
metadata type) or CLICKHOUSE (ClickHouse
type). If this parameter is not specified, the
default value DEFAULT is used. This parameter
is specified during creation and cannot be
modified.
Enumeration values:
e DEFAULT
e CLICKHOUSE

update_time | String Catalog metadata last modification time.

Status code: 400
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Table 4-393 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.
Status code: 404
Table 4-394 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.
Status code: 500
Table 4-395 Response body parameters
Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.
Example Requests
POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/catalogs
{
"catalog_name" : "hive",
"description" : "Default catalog, for Hive",
"location" : "obs://lakeformation/test",
"database_location_list" : null,
"owner" : "admin",
"owner_type" : "USER",
"owner_source" : "IAM"
}
Example Responses
Status code: 201
Created
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"catalog_name" : "hive",

"description" : "Default catalog, for Hive",
"location" : "obs://lakeformation/test",
"database_location_Llist" : null,

"owner" : "admin",

"owner_type" : "USER",

"owner_source" : "IAM"

}

Status code: 400

Bad Request

{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code

cause: TypeMismatchException"

Status code: 401

Unauthorized

{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {

"code" : "403",

"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,

"error_msg" : null,

"title" : "Forbidden"

B

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}

Status code: 404

Not Found

{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}

Status code: 408

Request Timeout

{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}

Status code: 500

Internal Server Error

{

"error_code" : "common.00000500",

: 400, reason: Type mismatch.,
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"error_msg" : "internal error"

}

Status Codes

Status Description

Code

201 Created

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.
4.2.2.4 Modifying a Catalog

Function

This API is used to modify a catalog.

URI

PUT /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}

Table 4-396 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
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Parameter

Mandatory

Type

Description

catalog_name

Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

Request Parameters

Table 4-397 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Table 4-398 Request body parameters

Parameter

Mandatory

Type

Description

catalog_name

Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

description

No

String

Description. Enter a maximum
of 4,000 characters.

location

No

String

Path, for example, obs://
location/uri/.

database_loca
tion_Llist

No

Array of
strings

List of database paths. A
maximum of 1,000 paths can
be displayed on the page.

branch_name

No

String

Branch name. The value
should contain 1 to 32
characters. Only letters,
numbers, and underscores ()
are allowed. The default value
is main.

owner

No

String

Catalog owner. The value can
contain a maximum of 128
characters. Only letters,
numbers, and underscores ()
are allowed.
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Parameter

Mandatory

Type

Description

owner_type

No

String

Owner type. The options are
USER (user), GROUP (group),
and ROLE (role).

Enumeration values:
e USER

e ROLE

e GROUP

owner_source

No

String

Owner source. The options are
IAM (cloud user), SAML
(SAML-based federation),
LDAP (LD user), LOCAL (local
user), AGENTTENANT
(agency), and OTHER
(others).

Enumeration values:
o |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

type

No

String

Catalog type. The values are
DEFAULT (default metadata
type) or CLICKHOUSE
(ClickHouse type). If this
parameter is not specified, the
default value DEFAULT is
used. This parameter is
specified during creation and
cannot be modified.

Enumeration values:
e DEFAULT
e CLICKHOUSE

Response Parameters

Status code: 200

Table 4-399 Response body parameters

Parameter

Type

Description

catalog_name

String

Catalog name.
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Parameter Type Description

catalog_id String cataloglD.

description String Description.

location String Path, for example, obs://location/uri/.

database_loca | Array of List of database paths. Value null indicates

tion_Llist strings that the response body does not contain this
parameter.

owner String Catalog owner. The LakeFormation service is
divided into phase 1 and phase 2. The response
body of phase 1 does not contain this
parameter.

owner_type String Owner type. The options are USER (user),
GROUP (group), and ROLE (role). The
LakeFormation service is divided into phase 1
and phase 2. The response body of phase 1
does not contain this parameter.
Enumeration values:
e USER
e ROLE
¢ GROUP

owner_source | String Owner source. The options are IAM (cloud

user), SAML (SAML-based federation), LDAP
(ID user), LOCAL (local user), AGENTTENANT
(agency), and OTHER (others). The
LakeFormation service is divided into phase 1
and phase 2. The response body of phase 1
does not contain this parameter.

Enumeration values:
e |IAM

e SAML

e LDAP

e LOCAL

e AGENTTENANT
e OTHER
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Parameter

Type

Description

type

String

Catalog type. The values are DEFAULT (default
metadata type) or CLICKHOUSE (ClickHouse
type). If this parameter is not specified, the
default value DEFAULT is used. This parameter
is specified during creation and cannot be
modified.

Enumeration values:
e DEFAULT
e CLICKHOUSE

update_time

String

Catalog metadata last modification time.

Status code: 400

Table 4-400 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-401 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-402 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
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Parameter

Type

Description

solution_msg

String

Solution.

Example Requests

PUT https://{endpoint}/v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}

{

"catalog_name" : "hive",

"description" : "Default catalog, for Hive",
"location" : "obs://lakeformation/test",
"database_location_Llist" : null,

"owner" : "admin",

"owner_type" : "USER",
"owner_source" : "IAM"

Example Responses
Status code: 200

OK
{

"catalog_name" : "hive",

"description" : "Default catalog, for Hive",
"location" : "obs://lakeformation/test",

"database_location_list" : null,

"owner" : "admin",

"owner_type" : "USER",
"owner_source" : "IAM"

}
Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",

"message" : "X-Auth-Token is invalid in the request",

"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
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"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
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4.2.2.5 Deleting a Catalog

Function

URI

Delete empty catalogs. Before the deletion, ensure that the catalog contains only
the default database and the default database does not contain tables. Otherwise,

the deletion fails.

DELETE /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}

Table 4-403 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

Table 4-404 Query Parameters

Parameter Mandatory

Type

Description

branch_name | No

String

Branch name. The value
should contain 1 to 32
characters. Only letters,
numbers, and underscores ()
are allowed. The default value
is main.
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Request Parameters

Table 4-405 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters

Status code: 200

Table 4-406 Response header parameters

Parameter Type Description

X-request-id String Request ID, which is used to locate
auxiliary information.

Status code: 400

Table 4-407 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-408 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500
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Table 4-409 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

DELETE https://{endpoint}/v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}

Example Responses

Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

}
Status code: 401

Unauthorized
{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",

"message" : "X-Auth-Token is invalid in the request",

"error_code" : null,

"error_msg" : null,

"title" : "Forbidden"
h

"error_code" : "403",

"error_msg" : "X-Auth-Token is invalid in the request",

"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",

"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout
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{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",

"error_msg" : "internal error"

}

Status Codes

Status Description

Code

200 OK

204 No Content

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.2.3 Database Management

4.2.3.1 Listing Database Information

Function

This API is used to list database information.

URI

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases
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Table 4-410 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name

Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

Table 4-411 Query Parameters

Parameter

Mandatory

Type

Description

database_na
me_pattern

No

String

Database name wildcard. The
value can contain 1 to 128
characters. Only letters, digits,
and special characters (_|*.-)
are allowed.

limit

No

Integer

Number of returned records.
The default value is 1000. The
value ranges from 0 to 1000.

marker

No

String

ID of the record where the
query starts. The value
consists of 0 to 256 characters.

reverse_page

No

Boolean

Whether to query the previous
page. The default value is
false.

external_data
base_id

No

String

User database ID, which is
specified during creation and
cannot be changed.

deleted

No

Boolean

Whether to query deleted
metadata.
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Request Parameters

Table 4-412 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters
Status code: 200

Table 4-413 Response body parameters

Parameter Type Description

databases Array of Database information.
Database
objects

page_info Pagedinfo Pagination information.
object

Table 4-414 Database

Parameter Type Description

catalog_name | String Catalog name.

catalog_id String cataloglID.

database_na | String Database name.

me

database_id String Database ID.

database_stat | Integer Database status. The options are 0 (normal), 1
us (deleting), 2 (deleted), or 3 (restoring).
external_data | String User database ID, which is specified during
base_id creation and cannot be changed.

owner String Database owner.
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Parameter

Type

Description

owner_type

String

Owner type. The options are USER (user),
GROUP (group), and ROLE (role).

Enumeration values:

USER
GROUP
ROLE

owner_auth_s
ource_type

String

Owner authorization source type. The options
are IAM (cloud user), SAML (SAML-based
federation), LDAP (LD user), LOCAL (local
user), AGENTTENANT (agency), and OTHER
(others). The LakeFormation service is divided
into phase 1 and phase 2. The response body
of phase 1 does not contain this parameter.

Enumeration values:

IAM

SAML

LDAP

LOCAL
AGENTTENANT
OTHER

description

String

Database description.

location

String

Database directory, for example, obs://
location/uri/.

parameters

Map<String,St
ring>

Parameters.

table_location | Array of List of table paths. The LakeFormation service

_list strings is divided into phase 1 and phase 2. The
response body of phase 1 does not contain this
parameter. In phase 2, the default value is null.
Value null indicates that the response body
does not contain this parameter.

function_locat | Array of Function path list. Value null (the default

ion_list strings value) indicates that the response body does
not contain this parameter.

update_time | String Database metadata last modification time.
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Table 4-415 Pagedinfo

Parameter Type Description

current_count | Integer Number of objects returned this time. The
value ranges from 0 to 2000.

next_marker String Query address of the next page. If the next
page does not exist, the value is null. (If the
value is null, the response body does not
contain this parameter.)

previous_mar | String Query address of the previous page. If the

ker previous page does not exist, the value is null.
(If the value is null, the response body does
not contain this parameter.)

Status code: 400

Table 4-416 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-417 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-418 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
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Parameter

Type

Description

solution_msg

String

Solution.

Example Requests

GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases

Example Responses
Status code: 200

OK

{
"databases" : [ {

"catalog_name" : "hive",

"database_name" : "policy_test",

"owner" : "lakeformation",
"owner_type" : "USER",

"owner_auth_source_type" : "IAM",

nn

"description" : "",

"location" : "obs://lakeformation/test",

"parameters" : { },
"table_location_list"

1

"page_info" : {
"current_count” : 1,
"next_marker" : null,

s null,
"function_location_list" : null

"previous_marker" : null

}
}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

}
Status code: 401
Unauthorized

{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",

"message" : "X-Auth-Token is invalid in the request",

"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
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"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.2.3.2 Creating a Database
Function
This API is used to create a database.
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URI

POST /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases

Table 4-419 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name

Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

Request Parameters

Table 4-420 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Table 4-421 Request body parameters

base_id

Parameter Mandatory Type Description

database_na Yes String Database name. The value

me should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.

external_data | No String User database ID, which is

specified during creation and
cannot be changed.
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Parameter

Mandatory

Type

Description

owner

No

String

Database owner. The value
contains 0 to 128 characters.

owner_type

No

String

Owner type. The options are
USER (user), GROUP (group),
and ROLE (role). The
LakeFormation service is
divided into phase 1 and
phase 2. The response body of
phase 1 does not contain this
parameter.

Enumeration values:
e USER

e ROLE

e GROUP

owner_auth_s
ource_type

No

String

Owner source. The options are
IAM (cloud user), SAML
(SAML-based federation),
LDAP (LD user), LOCAL (local
user), AGENTTENANT
(agency), and OTHER
(others). The LakeFormation
service is divided into phase 1
and phase 2. The response
body of phase 1 does not
contain this parameter.

Enumeration values:
o |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

description

No

String

Database description. Enter a
maximum of 4,000 characters
when you create the database.

location

No

String

Database directory, for
example, obs://location/uri/.

parameters

No

Map<String,St
ring>

Tags.

table_location
_list

No

Array of
strings

List of table paths.
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Parameter Mandatory

Type Description

function_locat | No
ion_list

Array of Function path list.

strings

Response Parameters
Status code: 201

Table 4-422 Response body parameters

Parameter Type Description
catalog_name | String Catalog name.
catalog_id String cataloglID.
database_na String Database name.
me
database_id String Database ID.
database_stat | Integer Database status. The options are 0 (normal), 1
us (deleting), 2 (deleted), or 3 (restoring).
external_data | String User database ID, which is specified during
base_id creation and cannot be changed.
owner String Database owner.
owner_type String Owner type. The options are USER (user),
GROUP (group), and ROLE (role).
Enumeration values:
e USER
e GROUP
e ROLE
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Parameter

Type

Description

owner_auth_s
ource_type

String

Owner authorization source type. The options
are 1AM (cloud user), SAML (SAML-based
federation), LDAP (ID user), LOCAL (local
user), AGENTTENANT (agency), and OTHER
(others). The LakeFormation service is divided
into phase 1 and phase 2. The response body
of phase 1 does not contain this parameter.

Enumeration values:
o |IAM

e SAML

e LDAP

e LOCAL

e AGENTTENANT
e OTHER

description

String

Database description.

location

String

Database directory, for example, obs://
location/uri/.

parameters

Map<String,St
ring>

Parameters.

table_location
_list

Array of
strings

List of table paths. The LakeFormation service
is divided into phase 1 and phase 2. The
response body of phase 1 does not contain this
parameter. In phase 2, the default value is null.
Value null indicates that the response body
does not contain this parameter.

function_locat
ion_list

Array of
strings

Function path list. Value null (the default
value) indicates that the response body does
not contain this parameter.

update_time

String

Database metadata last modification time.

Status code: 400

Table 4-423 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.
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Status code: 404

Table 4-424 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-425 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests
POST https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases

{
"database_name" : "db8a9ea595e6a14db1bdb3c3a90bf2554c",
"owner" : "owner",
"owner_type" : "USER",
"description" : "description",
"location" : "obs://location/test/db8a9ea595e6a14db1bdb3c3a90bf2554c.db",
"parameters" : {
"transient_lastDdITime" : "120",
"comment" : "comment message",
"classification" : "other"

Example Responses
Status code: 201

Created

{
"catalog_name" : "catalog0b5633ba2b904511ad514346f4d23d4b",
"database_name" : "db8a9ea595e6a14db1bdb3c3a90bf2554c",
"owner" : "owner",
"owner_type" : "USER",
"description" : "description",
"location" : "obs://location/test/db8a9ea595e6a14db1bdb3c3a90bf2554c.db",
"parameters" : {
"transient_lastDdITime" : "120",
"comment" : "comment message",
"classification" : "other"
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"table_location_list" : [ ],
"function_location_list" : [ ]

}
Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"

B

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}
Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
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Status Codes

Error Codes

Status Description

Code

201 Created

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

See Error Codes.

4.2.3.3 Obtaining a Database

Function

URI

This API is used to obtain a database.

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

{database_name}

Table 4-426 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
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Parameter

Mandatory

Type

Description

catalog_name

Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na
me

Yes

String

Database name. The value
should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores (_) are allowed.

Request Parameters

Table 4-427 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters

Status code: 200

Table 4-428 Response body parameters

Parameter Type Description

catalog_name | String Catalog name.

catalog_id String catalogID.

database_na String Database name.

me

database_id String Database ID.

database_stat | Integer Database status. The options are 0 (normal), 1
us (deleting), 2 (deleted), or 3 (restoring).
external_data | String User database ID, which is specified during
base_id creation and cannot be changed.

owner String Database owner.
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Parameter

Type

Description

owner_type

String

Owner type. The options are USER (user),
GROUP (group), and ROLE (role).

Enumeration values:

USER
GROUP
ROLE

owner_auth_s
ource_type

String

Owner authorization source type. The options
are IAM (cloud user), SAML (SAML-based
federation), LDAP (LD user), LOCAL (local
user), AGENTTENANT (agency), and OTHER
(others). The LakeFormation service is divided
into phase 1 and phase 2. The response body
of phase 1 does not contain this parameter.

Enumeration values:

IAM

SAML

LDAP

LOCAL
AGENTTENANT
OTHER

description

String

Database description.

location

String

Database directory, for example, obs://
location/uri/.

parameters

Map<String,St
ring>

Parameters.

table_location | Array of List of table paths. The LakeFormation service

_list strings is divided into phase 1 and phase 2. The
response body of phase 1 does not contain this
parameter. In phase 2, the default value is null.
Value null indicates that the response body
does not contain this parameter.

function_locat | Array of Function path list. Value null (the default

ion_list strings value) indicates that the response body does
not contain this parameter.

update_time | String Database metadata last modification time.

Status code: 400
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Table 4-429 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-430 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-431 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

GET https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}

Example Responses
Status code: 200

OK
{

"catalog_name" : "hive",
"database_name" : "policy_test",
"owner" : "lakeformation",
"owner_type" : "USER",
"owner_auth_source_type" : "IAM",
"description" : "",

"location" : "obs://lakeformation/test",
"parameters" : {
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"transient_lastDdITime" : "120",
"comment" : "comment message”,
"classification" : "other"
L
"table_location_list" : [ ],
"function_location_list" : [ ]

}
Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}

Status code: 401
Unauthorized

{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
1

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout
{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error
{

"error_code" : "common.00000500",
"error_msg" : "internal error"

}
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Status Codes

Error Codes

Status Description

Code

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

See Error Codes.

4.2.3.4 Modifying Database Attributes

Function

URI

This API is used to modify database attributes.

PUT /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

{database_name}

Table 4-432 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
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Parameter

Mandatory

Type

Description

catalog_name

Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na
me

Yes

String

Database name. The value
should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores (_) are allowed.

Request Parameters

Table 4-433 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Table 4-434 Request body parameters

Parameter Mandatory Type Description

database_na | Yes String Database name. The value

me should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.

external_data | No String User database ID, which is

base_id specified during creation and
cannot be changed.

owner No String Database owner. The value

contains 0 to 128 characters.
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Parameter Mandatory Type Description

owner_type No String Owner type. The options are
USER (user), GROUP (group),
and ROLE (role). The
LakeFormation service is
divided into phase 1 and
phase 2. The response body of
phase 1 does not contain this
parameter.

Enumeration values:

e USER

e ROLE

e GROUP
owner_auth_s | No String Owner source. The options are
ource_type IAM (cloud user), SAML

(SAML-based federation),
LDAP (LD user), LOCAL (local
user), AGENTTENANT
(agency), and OTHER
(others). The LakeFormation
service is divided into phase 1
and phase 2. The response
body of phase 1 does not
contain this parameter.

Enumeration values:
e |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

description No String Database description. Enter a
maximum of 4,000 characters
when you create the database.

location No String Database directory, for
example, obs://location/uri/.

parameters No Map<String,St | Tags.

ring>
table_location | No Array of List of table paths.
_list strings
function_locat | No Array of Function path list.
ion_list strings
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Response Parameters
Status code: 200

Table 4-435 Response body parameters

Parameter Type Description

catalog_name | String Catalog name.

catalog_id String catalogID.

database_na String Database name.

me

database_id String Database ID.

database_stat | Integer Database status. The options are 0 (normal), 1
us (deleting), 2 (deleted), or 3 (restoring).
external_data | String User database ID, which is specified during
base_id creation and cannot be changed.

owner String Database owner.

owner_type String Owner type. The options are USER (user),

GROUP (group), and ROLE (role).
Enumeration values:

e USER

e GROUP

e ROLE
owner_auth_s | String Owner authorization source type. The options
ource_type are 1AM (cloud user), SAML (SAML-based

federation), LDAP (ID user), LOCAL (local
user), AGENTTENANT (agency), and OTHER
(others). The LakeFormation service is divided
into phase 1 and phase 2. The response body
of phase 1 does not contain this parameter.

Enumeration values:
¢ |IAM

e SAML

e LDAP

e LOCAL

o AGENTTENANT
e OTHER

description String Database description.

location String Database directory, for example, obs://
location/uri/.
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Parameter Type Description
parameters Map<String,St | Parameters.
ring>
table_location | Array of List of table paths. The LakeFormation service
_list strings is divided into phase 1 and phase 2. The

response body of phase 1 does not contain this
parameter. In phase 2, the default value is null.
Value null indicates that the response body
does not contain this parameter.

function_locat | Array of Function path list. Value null (the default
ion_Llist strings value) indicates that the response body does
not contain this parameter.

update_time | String Database metadata last modification time.

Status code: 400

Table 4-436 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-437 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-438 Response body parameters

Parameter Type Description

error_code String Error code.
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Parameter

Type

Description

error_msg

String

Error message.

solution_msg

String

Solution.

Example Requests

PUT https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

{database_name}

{

"database_name" : "db8a9ea595e6a14db1bdb3c3a90bf2554c",

"owner" : "owner",

"owner_type" : "USER",
"description" : "description",

"location" : "obs://location/test/db8a9ea595e6a14db1bdb3c3a90bf2554c.db",

"parameters" : {

"transient_lastDd(Time" : "120",
"comment" : "comment message”,

"classification" : "other"

Example Responses
Status code: 200

OK
{

"catalog_name" : "hive",

"database_name" : "policy_test",

"owner" : "lakeformation",
"owner_type" : "USER",

"owner_auth_source_type" : "IAM",

n

"description" : "",

"location" : "obs://lakeformation/test",

"parameters" : {

"transient_lastDdITime" : "120",
"comment" : "comment message",

"classification" : "other"

}

n

table_location_list" :

[1

"function_location_list" : [ ]

}

Status code: 400
Bad Request

{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

Status code: 401

Unauthorized

{

"error_code": 'APIG.1002',

Issue 01 (2024-01-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

312




LakeFormation

API| Reference 4 API
"error_msg": 'Incorrect token or token resolution failed'
}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
1
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
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Error Codes

See Error Codes.
4.2.3.5 Deleting a Database

Function

Delete a database. The default database cannot be deleted. cascade: If this
parameter is set to true, tables in the database will be deleted. If it is set to false,
only empty databases will be deleted. delete_data: If this parameter is set to true,
table data will be moved to the recycle bin during cascading deletion. If it is set to
false, no data will be deleted from the table. After a database is deleted,
transaction tables in it cannot be restored.

URI

DELETE /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/
databases/{database_name}

Table 4-439 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes String Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na Yes String Database name. The value
me should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.
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Table 4-440 Query Parameters

Parameter Mandatory Type Description

delete_data No Boolean Whether to delete the data
stored in the database path.
The default value is false.

cascade No Boolean Whether to delete tables,

partitions, and functions in the
database. The default value is

Request Parameters

false.
Table 4-441 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters

Status code: 200

Table 4-442 Response header parameters

Parameter

Type

Description

X-request-id

String

auxiliary information.

Request ID, which is used to locate

Status code: 400

Table 4-443 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404
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Table 4-444 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-445 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

DELETE https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}

Example Responses
Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

}
Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
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1
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 OK
204 No Content
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
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4.2.3.6 Listing Database Names

Function

URI

This API is used to list database names.

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

names

Table 4-446 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

Table 4-447 Query Parameters

Parameter Mandatory

Type

Description

database_patt | No
ern

String

Database name wildcard. The
value can contain 1 to 128
characters. Only letters, digits,
and special characters (_-|*.)
are allowed.
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Request Parameters

Table 4-448 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters

Status code: 200

Table 4-449 Response body parameters

Parameter Type Description
[items] Array of OK
strings

Status code: 400

Table 4-450 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-451 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500
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Table 4-452 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/names

Example Responses

Status code: 200

OK

[ "test" ]

Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,

cause: TypeMismatchException"

Status code: 401

Unauthorized
{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {
"code" : "403",

"message" : "X-Auth-Token is invalid in the request",

"error_code" : null,

"error_msg" : null,

"title" : "Forbidden"
1

"error_code" : "403",

"error_msg" : "X-Auth-Token is invalid in the request",

"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
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"error_msg" : "response status exception, code: 404"

}

Status code: 408

Request Timeout

{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}

Status code: 500

Internal Server Error

{

"error_code" : "common.00000500",
"error_msg" : "internal error"

}

Status Codes

Status Description

Code

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.2.4 Table Management

4.2.4.1 Obtaining Table Description Page by Page

Function

Find the table that meets the conditions and returns the table description based

on the database and table wildcards.

URI

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

tables
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Table 4-453 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name

Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

Table 4-454 Query Parameters

Parameter

Mandatory

Type

Description

database_na
me_pattern

No

String

Database name wildcard. The
value can contain 1 to 128
characters. Only letters, digits,
and special characters (_|*.-)
are allowed.

table_name_p
attern

No

String

Table name wildcard. The
value can contain 1 to 256
characters. Only letters, digits,
and special characters (_|*.-)
are allowed.
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Parameter Mandatory Type Description

table_types No Array Type of the table to be
queried. The options are
MANAGED TABLE (internal
tables), EXTERNAL_TABLE
(foreign tables),
VIRTUAL_VIEW (views),
MATERIALIZED VIEW
(materialized views), and
DICTIONARY_TABLE
(dictionary tables).

Enumeration values:

e MANAGED_TABLE

e EXTERNAL_TABLE

e VIRTUAL_VIEW
MATERIALIZED_VIEW
DICTIONARY_TABLE

limit No Integer Number of returned records.
The default value is 1000. The
value ranges from 1 to 2000.

marker No String ID of the record where the
query starts. The value
consists of 0 to 256 characters.

reverse_page | No Boolean Whether to query the previous
page. The default value is
false.

external_table | No String User table ID, which is

_id specified during creation and

cannot be changed.

Request Parameters

Table 4-455 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters
Status code: 200
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Table 4-456 Response body parameters

Parameter Type Description

table_metas Array of Table metadata list.
TableMeta
objects

page_info Pagedinfo Pagination return information.
object

Table 4-457 TableMeta

Parameter Type Description

catalog_name | String Catalog name.

database_na String Database name.

me

table_name String Table name.

external_table | String User table ID, which is specified during creation
_id and cannot be changed.

table_type String Table type. The options are MANAGED_TABLE

(internal tables), EXTERNAL_TABLE (foreign
tables), VIRTUAL_VIEW (views),

MATERIALIZED_VIEW (materialized views),
and DICTIONARY_TABLE (dictionary tables).

Enumeration values:

e MANAGED_TABLE

e EXTERNAL_TABLE

e VIRTUAL_VIEW

e MATERIALIZED_VIEW
e DICTIONARY_TABLE

comments String Table description.

Table 4-458 Pagedinfo

Parameter Type Description

current_count | Integer Number of objects returned this time. The
value ranges from 0 to 2000.

next_marker | String Query address of the next page. If the next
page does not exist, the value is null. (If the
value is null, the response body does not
contain this parameter.)
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Parameter Type Description
previous_mar | String Query address of the previous page. If the
ker previous page does not exist, the value is null.
(If the value is null, the response body does
not contain this parameter.)

Status code: 400

Table 4-459 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-460 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-461 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

GET https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/tables
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Example Responses
Status code: 200
OK

"table_metas" : [ {
"catalog_name" : "hive",
"database_name" : "default",
"table_name" : "tbla",
"table_type" : "MANAGED_TABLE",
"comments" : ""

o
"catalog_name" : "hive",
"database_name" : "default",
"table_name" : "tblb",
"table_type" : "MANAGED_TABLE",
"comments" : ""

11

"page_info" : {
"current_count" : 2,
"next_marker" : null,
"previous_marker" : null

}

}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',

"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
T
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}

Status code: 404
Not Found
{

"error_code" : "common.01000001",
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"error_msg" : "response status exception, code: 404"

}
Status code: 408
Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{"error_code" : "common.00000500",
, "error_msg" : "internal error"
Status Codes

Status Description
Code
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.2.4.2 Tenant token.

Function

Query the table information list in the database by table name.

URI

POST /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/tables/list-by-names
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Table 4-462 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id

Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name

Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na
me

Yes

String

Database name. The value
should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores (_) are allowed.

Request Parameters

Table 4-463 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Table 4-464 Request body parameters

Parameter Mandatory Type Description
table_names Yes Array of Name list of tables to be
strings queried. A maximum of 1,000

table names can be displayed
on the page.

Response Parameters

Status code: 200
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Table 4-465 Response body parameters

Parameter Type Description
[items] Array of OK
Table objects
Table 4-466 Table

Parameter Type Description

catalog_name | String Catalog name.

catalog_id String catalogID.

database_na String Database name.

me

database_id String Database ID.

table_name String Table name.

table_id String Table ID.

table_status Integer Table status. The options are 0 (normal), 1
(deleted), 2 (restoring).

external_table | String User table ID, which is specified during creation

_id and cannot be changed.

create_time String Table creation time.

last_access_ti | String Last access time.

me

update_time | String Table metadata last modification time.

last_analyzed | String Last time when column-level statistics were

_time calculated.

owner String User information.

owner_type String User type. The options are USER (user),
GROUP (group), and ROLE (role).
Enumeration values:
e USER
e GROUP
e ROLE

parameters Map<String,St | Parameter.

ring>

partition_keys

Array of
Column
objects

List of table partition columns.
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Parameter Type Description
retention Integer Table retention period.
storage_descri | StorageDescr | Data storage.

text

table_type String Table type. The options are MANAGED_TABLE
(internal tables), EXTERNAL_TABLE (foreign
tables), VIRTUAL _VIEW (views),
MATERIALIZED_VIEW (materialized views),
and DICTIONARY_TABLE (dictionary tables).
Enumeration values:
e MANAGED_TABLE
e EXTERNAL_TABLE
e VIRTUAL_VIEW
e MATERIALIZED_VIEW
e DICTIONARY_TABLE

comments String Table description.

view_expande | String If the table type is set to view, the value of

d_text this parameter is the extended text of a view;
otherwise, the value is null.

view_original_ | String If the table type is set to view, the value of

this parameter is the original text of a view;
otherwise, the value is null.

Table 4-467 StorageDescriptor

Parameter Type Description

columns Array of All fields except partition columns.
Column
objects

location String Path, for example, obs://location/uri/.

compressed Boolean Whether to enable data compression. The

default value is false.

input_format | String Input format.

output_forma | String Output format.

t

number_of_b | Integer Number of buckets. The default value is 0.

uckets

bucket_colum | Array of Bucket field.

ns strings
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Parameter

Type

Description

sort_columns

Array of
Order objects

A list that specifies the bucket sorting method.

serde_info SerDelnfo Serialization/Deserialization information.
object

parameters Map<String,St | Descriptor storage parameter. key can contain
ring> 255 characters at most. value can contain a

maximum of 4,000 characters.

skewed_info SkewedIinfo Information about values (skewed values) that
object often appear in a column.

stored_as_sub | Boolean Whether to store data in subdirectories.

_directories

Table 4-468 Column

Parameter

Type

Description

column_type

String

Column type, including array, bigint, binary,
boolean, char, date, decimal, double, float, int,
interval, map, set, smallint, string, struct,
timestamp, tinyint, union, and varchar.

column_name

String

Column name. The value can contain 1 to 767
characters. Only letters, digits, and special
characters (_-+*(),) are allowed.

comment

String

Description of a column. Enter a maximum of
4,000 characters.

Table 4-469 Order

Parameter Type Description

column String Column name. The value can contain 1 to 767
characters. Only letters, digits, and special
characters (_-+*(),) are allowed.

sort_order Integer Sorting method. The values are ==1 (ascending

order) and ==0 (descending order).

Table 4-470 SerDelnfo

Parameter

Type

Description

name

String

Names.
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serialization_li | String Class that implements serialization/
brary deserialization.
parameters Map<String,St | Parameters. The value of key ranges from 1 to
ring> 255. The maximum value of value is 4000.

Table 4-471 SkewedInfo

Parameter Type Description
skewed_colu Array of List of skewed columns.
mn_names strings

skewed_colu Map<String,St | Mapping between skew values and addresses.
mn_value_loc | ring>
ation_maps

skewed_colu | Array<Array<S | List of skewed values.
mn_values tring>>

Status code: 400

Table 4-472 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-473 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500
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Table 4-474 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

POST https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/tables/list-by-names

{

"table_names" : [ "testtable" ]

}

Example Responses
Status code: 200

OK
[{

"catalog_name" : "hive",
"database_name" : "dba",
"table_name" : "aa",
"create_time" : "2022-11-23T02:34:23.000+00:00",
"last_access_time" : "2022-12-31T23:59:59.000+00:00",
"update_time" : null,
"last_analyzed_time" : null,
"owner" : "owner",
"owner_type" : "USER",
"parameters" : {
"transient_lastDdITime" : "1669170863",
"classification" : "avro"
h
"partition_keys" : [ 1,
"retention" : 0,
"storage_descriptor" : {
"columns" : [ {
"column_type" : "int",
"column_name" : "a",
"comment" : "a"
11
"location" : "obs://lakeformation-test/test/aa",
"compressed" : true,
"input_format" : "org.apache.hadoop.hive.gl.io.avro.AvroContainerlnputFormat",
"output_format" : "org.apache.hadoop.hive.gl.io.avro.AvroContainerOutputFormat",
"number_of_buckets" : 0,
"bucket_columns" : [],
"sort_columns" : [],
"serde_info" : {
"name" : "name",
"serialization_library" : "org.apache.hadoop.hive.serde2.avro.AvroSerDe",
"parameters" : {
"serialization.format" : "1"
}
1
"parameters" : { },
"skewed_info" : {
"skewed_column_names" : [ ],
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"skewed_column_value_location_maps" : { },

"skewed_column_values" : [ ]
2
"stored_as_sub_directories" : false
L
"table_type" : "MANAGED_TABLE",
"comments" : "",
"view_expanded_text" : "",
"view_original_text" : ""

}]
Status code: 201
Created

{
"tables" : [ {
"catalog_name" : "hive",
"database_name" : "dba",
"table_name" : "www",
"create_time" : "2022-11-19T03:10:14.000+00:00",
"last_access_time" : "2022-12-31T23:59:59.000+00:00",
"update_time" : null,
"last_analyzed_time" : null,
"owner" : "lakeformation",
"owner_type" : "USER",
"parameters" : {
"ww" s tww,
"transient_lastDdITime" : "1668827414",
"classification" : "avro",
"www" : "ww,

n "o

WWWW™ © "Ww

"

1
"partition_keys" : [1,
"retention" : 0,
"storage_descriptor" : {
"columns" : [ {
"column_type" : "tinyint",
"column_name" : "ww"
"comment" : null
11
"location" : "obs://lakeformation/test",
"compressed" : true,
"input_format" : "org.apache.hadoop.hive.ql.io.avro.AvroContainerlnputFormat",

"output_format" : "org.apache.hadoop.hive.ql.io.avro.AvroContainerOutputFormat",
"number_of_buckets" : 0,

"bucket_columns" : [ ],
"sort_columns" : [],
"serde_info" : {
"name" : "name",
"serialization_library" : "org.apache.hadoop.hive.serde2.avro.AvroSerDe",
"parameters" : {
"serialization.format" : "1"

}

’

h?
"parameters" : { },
"skewed_info" : {
"skewed_column_names" : [ ],
"skewed_column_value_location_maps" : { },
"skewed_column_values" : [ ]
h?
"stored_as_sub_directories" : false
h?
"table_type" : "MANAGED_TABLE",
"comments" : "",
"view_expanded_text" : ""
"view_original_text" : ""
1
"page_info" : {
"current_count” : 1,

’
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"next_marker" : null,
"previous_marker" : null
}
}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",
"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403

Forbidden
{

"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"

B

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}
Status code: 404

Not Found
{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}
Status code: 408

Request Timeout

{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}
Status code: 500

Internal Server Error

{
"error_code" : "common.00000500",
"error_msg" : "internal error"

}
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Status Codes

Status Description

Code

200 OK

201 Created

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

Error Codes

See Error Codes.

4.2.4.3 Listing Tables on Different Pages by Condition

Function

Return the metadata of the table that meets the query conditions. Transaction

operations are not supported. The table name and type are the primary criteria for
filtering when they are specified by a wildcard or a type. Otherwise, the filtering is
based on the attributes of the data.

URI

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/tables

Table 4-475 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).
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Parameter Mandatory Type Description

instance_id Yes String LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes String Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na Yes String Database name. The value
me should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.

Table 4-476 Query Parameters

Parameter Mandatory Type Description
table_name_p | No String Table name wildcard. The
attern value can contain 1 to 256

characters. Only letters, digits,
and special characters (_|*.-)
are allowed.

table_type No String Table type. The options are
MANAGED_TABLE (internal
tables), EXTERNAL_TABLE
(foreign tables),
VIRTUAL_VIEW (views),
MATERIALIZED_VIEW
(materialized views), and
DICTIONARY_TABLE
(dictionary tables).

Enumeration values:

¢ MANAGED_TABLE

e EXTERNAL_TABLE

e VIRTUAL_VIEW

e MATERIALIZED_VIEW
e DICTIONARY_TABLE
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Parameter

Mandatory

Type

Description

filter

No

String

Filtering criteria string. You
can query the table by
attribute. The supported
attributes include:
HIVE_FILTER_FIELD_OWNER
HIVE_FILTER_FIELD_LAST_ACC
ESS
HIVE_FILTER_FIELD_PARAMS

limit

No

Integer

Number of returned records.
The default number is 100.
The value ranges from 1 to
1000.

marker

No

String

ID of the record where the
query starts. The value
consists of 0 to 256 characters.

reverse_page

No

Boolean

Whether to query the previous
page. The default value is
false.

deleted

No

Boolean

Whether to query deleted
metadata.

Request Parameters

Table 4-477 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters

Status code: 200

Table 4-478 Response body parameters

Parameter Type Description

tables Array of Tables.
Table objects

page_info Pagedinfo Pagination information.
object
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Table 4-479 Table

Parameter Type Description

catalog_name | String Catalog name.

catalog_id String cataloglID.

database_na String Database name.

me

database_id String Database ID.

table_name String Table name.

table_id String Table ID.

table_status Integer Table status. The options are 0 (normal), 1
(deleted), 2 (restoring).

external_table | String User table ID, which is specified during creation

_id and cannot be changed.

create_time String Table creation time.

last_access_ti | String Last access time.

me

update_time | String Table metadata last modification time.

last_analyzed | String Last time when column-level statistics were

_time calculated.

owner String User information.

owner_type String User type. The options are USER (user),
GROUP (group), and ROLE (role).
Enumeration values:
e USER
¢ GROUP
e ROLE

parameters Map<String,St | Parameter.

ring>

partition_keys | Array of List of table partition columns.
Column
objects
retention Integer Table retention period.
storage_descri | StorageDescr | Data storage.

ptor

iptor object
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Parameter Type Description
table_type String Table type. The options are MANAGED_TABLE
(internal tables), EXTERNAL_TABLE (foreign
tables), VIRTUAL_VIEW (views),
MATERIALIZED _VIEW (materialized views),
and DICTIONARY_TABLE (dictionary tables).
Enumeration values:
e MANAGED_TABLE
o EXTERNAL_TABLE
e VIRTUAL_VIEW
e MATERIALIZED_VIEW
e DICTIONARY_TABLE
comments String Table description.
view_expande | String If the table type is set to view, the value of
d_text this parameter is the extended text of a view;
otherwise, the value is null.
view_original_ | String If the table type is set to view, the value of

text

this parameter is the original text of a view;
otherwise, the value is null.

Table 4-480 StorageDescriptor

Parameter Type Description

columns Array of All fields except partition columns.
Column
objects

location String Path, for example, obs://location/uri/.

compressed Boolean Whether to enable data compression. The

default value is false.

input_format | String Input format.

output_forma | String Output format.

t

number_of b | Integer Number of buckets. The default value is 0.

uckets

bucket_colum | Array of Bucket field.

ns strings

sort_columns | Array of A list that specifies the bucket sorting method.

Order objects
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Parameter Type Description
serde_info SerDelnfo Serialization/Deserialization information.
object
parameters Map<String,St | Descriptor storage parameter. key can contain
ring> 255 characters at most. value can contain a
maximum of 4,000 characters.
skewed_info SkewedInfo Information about values (skewed values) that
object often appear in a column.
stored_as_sub | Boolean Whether to store data in subdirectories.

Table 4-481 Column

Parameter

Type

Description

column_type

String

Column type, including array, bigint, binary,
boolean, char, date, decimal, double, float, int,
interval, map, set, smallint, string, struct,
timestamp, tinyint, union, and varchar.

column_name

String

Column name. The value can contain 1 to 767
characters. Only letters, digits, and special
characters (_-+*(),) are allowed.

comment

String

Description of a column. Enter a maximum of
4,000 characters.

Table 4-482 Order

Parameter Type Description

column String Column name. The value can contain 1 to 767
characters. Only letters, digits, and special
characters (_-+*(),) are allowed.

sort_order Integer Sorting method. The values are ==1 (ascending

order) and ==0 (descending order).

Table 4-483 SerDelnfo

Parameter Type Description

name String Names.

serialization_li | String Class that implements serialization/
brary deserialization.
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Parameter

Type

Description

parameters

Map<String,St
ring>

Parameters. The value of key ranges from 1 to
255. The maximum value of value is 4000.

Table 4-484 SkewedInfo

Parameter Type Description
skewed_colu | Array of List of skewed columns.
mn_names strings

skewed_colu
mn_value_loc
ation_maps

Map<String,St
ring>

Mapping between skew values and addresses.

skewed_colu
mn_values

Array<Array<S
tring>>

List of skewed values.

Table 4-485 Pagedinfo

ker

Parameter Type Description

current_count | Integer Number of objects returned this time. The
value ranges from 0 to 2000.

next_marker | String Query address of the next page. If the next
page does not exist, the value is null. (If the
value is null, the response body does not
contain this parameter.)

previous_mar | String Query address of the previous page. If the

previous page does not exist, the value is null.
(If the value is null, the response body does
not contain this parameter.)

Status code: 400

Table 4-486 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.
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Status code: 404

Table 4-487 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-488 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

GET https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/tables

Example Responses
Status code: 200
OK

{
"tables" : [ {

"catalog_name" : "hive",

"database_name" : "dba",

"table_name" : "www",

"create_time" : "2022-11-19T03:10:14.000+00:00",

"last_access_time" : "2022-12-31T23:59:59.000+00:00",

"update_time" : null,

"last_analyzed_time" : null,

"owner" : "lakeformation",

"owner_type" : "USER",

"parameters" : {

"ww" s tww,

"transient_lastDdITime" : "1668827414",
"classification" : "avro",

"www" : "ww',

"wwww" : fww!

h?
"partition_keys" : [ 1,
"retention" : 0,
"storage_descriptor" : {

"columns" : [ {

"column_type" : "tinyint",
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"column_name" : "ww"
"comment" : null
11
"location" : "obs://lakeformation/test",
"compressed" : true,
"input_format" : "org.apache.hadoop.hive.ql.io.avro.AvroContainerlnputFormat",
"output_format" : "org.apache.hadoop.hive.ql.io.avro.AvroContainerOutputFormat",
"number_of_buckets" : 0,
"bucket_columns" : [ ],
"sort_columns" : [],
"serde_info" : {
"name" : "name",
"serialization_library" : "org.apache.hadoop.hive.serde2.avro.AvroSerDe",
"parameters" : {
"serialization.format" : "1"

}

’

h?
"parameters" : { },
"skewed_info" : {
"skewed_column_names" : [ ],
"skewed_column_value_location_maps" : { },
"skewed_column_values" : [ ]
2
"stored_as_sub_directories" : false
2
"table_type" : "MANAGED_TABLE",
"comments" : "",
"view_expanded_text" : "",
"view_original_text" : ""
11
"page_info" : {
"current_count” : 1,
"next_marker" : null,
"previous_marker" : null
}
}

Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',

"error_msg": 'Incorrect token or token resolution failed'

}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
h

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
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"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
}"error_msg" : "response status exception, code: 404"
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
}"error_msg" : "timeout exception occurred"
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
, "error_msg" : "internal error"
Status Codes
Status Description
Code
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
Error Codes
See Error Codes.
4.2.4.4 Creating a Table
Function
This API is used to create a table.
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URI

POST /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

{database_name}/tables

Table 4-489 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na Yes
me

String

Database name. The value
should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.

Request Parameters

Table 4-490 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings
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Table 4-491 Request body parameters

Parameter

Mandatory

Type

Description

table_name

Yes

String

Table name. The value should
contain 1 to 256 characters.
Only letters, numbers,
hyphens (-), and underscores
() are allowed.

table_type

Yes

String

Table type. The options are
MANAGED_TABLE (internal
tables), EXTERNAL_TABLE
(foreign tables),
VIRTUAL_VIEW (views),
MATERIALIZED_VIEW
(materialized views), and
DICTIONARY_TABLE
(dictionary tables).

Enumeration values:

e MANAGED_TABLE

o EXTERNAL_TABLE

e VIRTUAL_VIEW
MATERIALIZED_VIEW
DICTIONARY_TABLE

owner

No

String

Table owner. Enter 1 to 49
characters. Only letters,
numbers, and underscores ()
are allowed.

owner_type

No

String

Owner type. The options are
USER (user), GROUP (group),
and ROLE (role).

Enumeration values:
e USER

e GROUP

e ROLE

create_time

No

String

Table creation time.

last_access_ti
me

No

String

Last access time.

last_analyzed
_time

No

String

Last analyzed time.

partition_keys

No

Array of
Column
objects

Information about partition
columns.

retention

No

Integer

Table retention period.
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Parameter Mandatory Type Description
storage_descri | Yes StorageDescr | Data storage.
ptor iptor object
parameters No Map<String,St | Table parameter information.
ring> Each key is a string that
contains at least 1 byte but no
more than 255 bytes. Each
value is a UTF-8 string
containing a maximum of
4000 bytes.
comments No String Table description. Enter a
maximum of 4,000 characters
when you create the table.
view_expande | No String If the table type is set to view,
d_text the value of this parameter is
the extended text of a view;
otherwise, the value is null.
view_original_ | No String If the table type is set to view,
text the value of this parameter is
the original text of a view;
otherwise, the value is null.
ignore_obs_ch | No Boolean Whether to ignore the
ecked restriction on the OBS path
when creating an internal
table.
external_table | No String User table ID, which is
_id specified during creation and
cannot be changed.
Table 4-492 StorageDescriptor
Parameter Mandatory Type Description
columns Yes Array of All fields except partition
Column columns.
objects
location No String Path, for example, obs://
location/uri/.
compressed Yes Boolean Whether to enable data
compression. The default
value is false.
input_format | No String Input format.
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Parameter Mandatory Type Description
output_forma | No String Output format.
t
number_of b | No Integer Number of buckets. The
uckets default value is 0.
bucket_colum | No Array of Bucket field.
ns strings
sort_columns | No Array of A list that specifies the bucket
Order objects | sorting method.
serde_info Yes SerDelnfo Serialization/Deserialization
object information.
parameters Yes Map<String,St | Descriptor storage parameter.
ring> key can contain 255
characters at most. value can
contain a maximum of 4,000
characters.
skewed_info No SkewedInfo Information about values
object (skewed values) that often
appear in a column.
stored_as_sub | No Boolean Whether to store data in
_directories subdirectories.
Table 4-493 Column
Parameter Mandatory Type Description
column_type | Yes String Column type, including array,
bigint, binary, boolean, char,
date, decimal, double, float,
int, interval, map, set, smallint,
string, struct, timestamp,
tinyint, union, and varchar.
column_name | Yes String Column name. The value can
contain 1 to 767 characters.
Only letters, digits, and special
characters (_-+*(),) are
allowed.
comment No String Description of a column. Enter

a maximum of 4,000
characters.
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Table 4-494 Order

Parameter Mandatory Type Description

column No String Column name. The value can
contain 1 to 767 characters.
Only letters, digits, and special
characters (_-+*(),) are
allowed.

sort_order No Integer Sorting method. The values
are ==1 (ascending order) and
==0 (descending order).

Table 4-495 SerDelnfo

Parameter Mandatory Type Description

name No String Names.

serialization_Lli | No String Class that implements

brary serialization/deserialization.

parameters No Map<String,St | Parameters. The value of key

ring> ranges from 1 to 255. The

maximum value of value is
4000.

Table 4-496 SkewedInfo

Parameter Mandatory Type Description

skewed_colu Yes Array of List of skewed columns.
mn_names strings

skewed_colu | Yes Map<String,St | Mapping between skew values
mn_value_loc ring> and addresses.

ation_maps

skewed_colu | Yes Array<Array<S | List of skewed values.
mn_values tring>>

Response Parameters

Status code: 201
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Table 4-497 Response body parameters

Parameter Type Description

catalog_name | String Catalog name.

catalog_id String cataloglID.

database_na String Database name.

me

database_id String Database ID.

table_name String Table name.

table_id String Table ID.

table_status Integer Table status. The options are 0 (normal), 1
(deleted), 2 (restoring).

external_table | String User table ID, which is specified during creation

_id and cannot be changed.

create_time String Table creation time.

last_access_ti | String Last access time.

me

update_time | String Table metadata last modification time.

last_analyzed | String Last time when column-level statistics were

_time calculated.

owner String User information.

owner_type String User type. The options are USER (user),
GROUP (group), and ROLE (role).
Enumeration values:
e USER
¢ GROUP
e ROLE

parameters Map<String,St | Parameter.

ring>

partition_keys | Array of List of table partition columns.
Column
objects
retention Integer Table retention period.
storage_descri | StorageDescr | Data storage.

ptor

iptor object
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table_type String Table type. The options are MANAGED_TABLE
(internal tables), EXTERNAL_TABLE (foreign
tables), VIRTUAL_VIEW (views),
MATERIALIZED _VIEW (materialized views),
and DICTIONARY_TABLE (dictionary tables).
Enumeration values:
e MANAGED_TABLE
o EXTERNAL_TABLE
e VIRTUAL_VIEW
e MATERIALIZED_VIEW
e DICTIONARY_TABLE
comments String Table description.
view_expande | String If the table type is set to view, the value of
d_text this parameter is the extended text of a view;
otherwise, the value is null.
view_original_ | String If the table type is set to view, the value of

text

this parameter is the original text of a view;
otherwise, the value is null.

Table 4-498 StorageDescriptor

Parameter Type Description

columns Array of All fields except partition columns.
Column
objects

location String Path, for example, obs://location/uri/.

compressed Boolean Whether to enable data compression. The

default value is false.

input_format | String Input format.

output_forma | String Output format.

t

number_of b | Integer Number of buckets. The default value is 0.

uckets

bucket_colum | Array of Bucket field.

ns strings

sort_columns | Array of A list that specifies the bucket sorting method.

Order objects
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Parameter Type Description
serde_info SerDelnfo Serialization/Deserialization information.
object
parameters Map<String,St | Descriptor storage parameter. key can contain
ring> 255 characters at most. value can contain a
maximum of 4,000 characters.
skewed_info SkewedInfo Information about values (skewed values) that
object often appear in a column.
stored_as_sub | Boolean Whether to store data in subdirectories.

Table 4-499 Column

Parameter

Type

Description

column_type

String

Column type, including array, bigint, binary,
boolean, char, date, decimal, double, float, int,
interval, map, set, smallint, string, struct,
timestamp, tinyint, union, and varchar.

column_name

String

Column name. The value can contain 1 to 767
characters. Only letters, digits, and special
characters (_-+*(),) are allowed.

comment

String

Description of a column. Enter a maximum of
4,000 characters.

Table 4-500 Order

Parameter Type Description

column String Column name. The value can contain 1 to 767
characters. Only letters, digits, and special
characters (_-+*(),) are allowed.

sort_order Integer Sorting method. The values are ==1 (ascending

order) and ==0 (descending order).

Table 4-501 SerDelnfo

Parameter Type Description

name String Names.

serialization_li | String Class that implements serialization/
brary deserialization.
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Parameter Type

Description

parameters Map<String,St
ring>

Parameters. The value of key ranges from 1 to
255. The maximum value of value is 4000.

Table 4-502 SkewedInfo

Parameter Type

Description

skewed_colu Array of
mn_names strings

List of skewed columns.

skewed_colu Map<String,St
mn_value_loc | ring>
ation_maps

Mapping between skew values and addresses.

skewed_colu | Array<Array<S
mn_values tring>>

List of skewed values.

Status code: 400

Table 4-503 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-504 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500
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Table 4-505 Response body parameters

Parameter Type Description

error_code String Error code.

error_msg String Error message.

solution_msg | String Solution.

Example Requests

POST https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/

{database_name}/tables

"table_name" : "tbl86b03ad314fa4ea7943fb769df163a79",
"table_type" : "MANAGED_TABLE",
"owner" : "onebox",
"owner_type" : "USER",
"create_time" : "2023-05-31T01:59:54.000+00:00",
"last_access_time" : "2023-05-31T01:59:54.000+00:00",
"last_analyzed_time" : "2023-05-31T01:59:54.000+00:00",
"partition_keys" : [ {
"column_type" : "string",
"column_name" : "column_prefix0",
"comment" : "5456ac36c75947eab223476dafa58ae0"
Ao
"column_type" : "string",
"column_name" : "column_prefix1",
"comment" : "d95d1241557e4a769bfcdad2974fdf0e"
1
"retention" : 1000,
"storage_descriptor" : {
"columns" : [ {
"column_type" : "string",
"column_name" : "column_prefix0",
"comment" : "3eb10da96ec84ec6b8543b730c0660b2"
e
"column_type" : "string",
"column_name" : "column_prefix1",
"comment" : "ee5aalf3755f425a964f045f59b2c0a0"
o
"column_type" : "string",
"column_name" : "column_prefix2",
"comment" : "d47884f69582432db1256e60a8e37eab"
e
"column_type" : "string",
"column_name" : "column_prefix3",
"comment" : "4e26e910310648f1a97b6e17cb2b25ce"
o
"column_type" : "string",
"column_name" : "column_prefix4",
"comment" : "85084620943b4d36a9e5d6a856307e73"
o
"column_type" : "string",
"column_name" : "column_prefix5",
"comment" : "f78264b5d8ab4409a3a05ebb0434424e"
o
"column_type" : "string",
"column_name" : "column_prefix6",
"comment" : "45df8ef109374ac6ab9aaa371b29baa7"
o
"column_type" : "string",
"column_name" : "column_prefix7",
"comment" : "c006d18cc411429bacc0f0e1eb75f99e"
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I

"column_type" : "string",

"column_name" : "column_prefix8",

"comment" : "58e1¢81b2c0a4c089570106c8bb4461d"

I

"column_type" : "string",

"column_name" : "column_prefix9",

"comment" : "32cc797a16f348ebbf5f2e1f85969603"

I P

"location" : "obs://location/test/database/5e2941387d8741afa217677361d0676f",
"compressed" : false,

"input_format" : "850fd4c238934dfdaa3006f388d71fod",

"output_format" : "740f42961f1146d39abe19beadc2ad89",

"number_of_buckets" : 0,

"bucket_columns" : [ ],

"sort_columns" : [ 1,

"serde_info" : {

"name" : "a247cc09ce74477e8c95915bb45e9878",

"serialization_library" : "9dad2d1dfe944e1d83747997188ed445",

"parameters" : {

"347f5f03fdaf46489a39e308be3d2160" : "317b872caa5d4de7bed96f644028ed83"

}

2
"parameters" : {

"ce43c3c8b9854b749dddabe76c487dd8" : "67393e5c0dc649479399603f6adf1432",

"8805af26461e49feaf5fb67eef8da574" : "f956a8ac29514f57af9da84043b845f0"

2
"skewed_info" : {

"skewed_column_names" : [ ],
"skewed_column_value_location_maps" : { },
"skewed_column_values" : [ ]

}
L
"parameters" : {

"key1" : "valuel",

"transient_lastDdITime" : "120",

"classification" : "other"

h
"comments" : "comment info"

}

stored_as_sub_directories" : false

Example Responses
Status code: 201
Created

"catalog_name" : "catcd6359b2a15f42dc90fca897c15db00a",
"database_name" : "dbbf565489e3d04b2d8ca03d6e3d48486f",
"table_name" : "tbl1298911dffa94c449a900ec5dfc50cf8",
"create_time" : "2023-05-31T02:03:44.016+00:00",
"last_access_time" : "2023-05-31T02:03:43.000+00:00",
"update_time" : "2023-05-31T02:03:44.016+00:00",
"last_analyzed_time" : "2023-05-31T02:03:43.000+00:00",
"owner" : "onebox",
"owner_type" : "USER",
"parameters" : {

"key1" : "valuel",

"transient_lastDdITime" : "120",

"classification" : "other"
h
"partition_keys" : [ {
"column_type" : "string",
"column_name" : "column_prefix0",
"comment" : "8be09e713e6b46a08b375b662f93e195"
Ao

"column_type" : "string",
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"column_name" : "column_prefix1",
"comment" : "6874d3047a6c494696438fc64d9a0194"
11
"retention" : 1000,
"storage_descriptor" : {
"columns" : [ {
"column_type" : "string",
"column_name" : "column_prefix0",
"comment" : "5a2968f6141c4d40969c935c39b5accc”
I
"column_type" : "string",
"column_name" : "column_prefix1",
"comment" : "39ac0d5c26ce47d8948a5ea49a455742"
I
"column_type" : "string",
"column_name" : "column_prefix2",
"comment" : "a8d51537564a4042ab3d88a0acfccf83"
I
"column_type" : "string",
"column_name" : "column_prefix3",
"comment" : "d541dd8c95bf4d49853ae5563869821e"
I
"column_type" : "string",
"column_name" : "column_prefix4",
"comment" : "9955f7831b3b4bdc8a18c2e20b592976"
I
"column_type" : "string",
"column_name" : "column_prefix5",
"comment" : "32115b31e61245fd94162f566c6db966"
I
"column_type" : "string",
"column_name" : "column_prefix6",
"comment" : "a6d61el1ad9e14a6da94e242607369284"
I
"column_type" : "string",
"column_name" : "column_prefix7",
"comment" : "9dd785a2f6744fa2a8c5a64d78147961"
I
"column_type" : "string",
"column_name" : "column_prefix8",
"comment" : "60128f0062a949559f0c95f2656812ae"
I
"column_type" : "string",
"column_name" : "column_prefix9",
"comment" : "99d4d3e57af64bd1bb287b5a305b7225"
iap
"location" : "obs://location/test/database/0b288717b41a411dacdd0c9fa2e1c275",
"compressed" : false,
"input_format" : "c28e802613a342568a667aebad4961979",
"output_format" : "9bf425a38fd540c69b68366071b8bbd5",
"number_of_buckets" : 0,
"bucket_columns" : [ ],
"sort_columns" : [ 1,
"serde_info" : {
"name" : "e044a1458d8c4b7a871e54243d2adb93",
"serialization_library" : "bb299f2201fe4da0886ecd380a1508a3",
"parameters" : {
"2980009b8dfd4b3bb78a96485a3728c2" : "f83395c8db5e4ac1803892b08c209799"
}
2
"parameters" : {
"64f073b0a9bd49cb8437681f3faa1538" : "f4154f400e6e465cbc8b8b2033a24faf",
"f31bf1375d4d4097b68e9816388e50a8" : "881546d1b0184048b03ad20d1218104d"
h?
"skewed_info" : {
"skewed_column_names" : [ ],
"skewed_column_value_location_maps" : { },
"skewed_column_values" : [ ]

h
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"stored_as_sub_directories" : false

}

"table_type" : "EXTERNAL_TABLE",

"comments" : "comment info"

}

Status code: 400

Bad Request

{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code

cause: TypeMismatchException"

Status code: 401

Unauthorized

{

"error_code": 'APIG.1002',
"error_msg": 'Incorrect token or token resolution failed'

}

Status code: 403
Forbidden

{

"error" : {

"code" : "403",

"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,

"error_msg" : null,

"title" : "Forbidden"

B

"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"

}

Status code: 404

Not Found

{

"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"

}

Status code: 408

Request Timeout

{

"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"

}

Status code: 500

Internal Server Error

{

"error_code" : "common.00000500",
"error_msg" : "internal error"

}

: 400, reason: Type mismatch.,
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Status Codes

Error Codes

Status Description

Code

201 Created

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

408 Request Timeout
500 Internal Server Error

See Error Codes.

4.2.4.5 Obtaining Table Information

Function

URI

This API is used to obtain table information.

GET /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/tables/{table_name}

Table 4-506 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml
).

instance_id Yes String LakeFormation instance ID.

The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.
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Parameter

Mandatory

Type Description

catalog_name

Yes

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

String

database_na
me

Yes

Database name. The value
should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores () are allowed.

String

table_name

Yes

Table name. The value should
contain 1 to 256 characters.
Only letters, numbers,
hyphens (-), and underscores
(L) are allowed.

String

Request Parameters

Table 4-507 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Response Parameters

Status code: 200

Table 4-508 Response body parameters

Parameter Type Description
catalog_name | String Catalog name.
catalog_id String catalogID.
database_na String Database name.
me

database_id String Database ID.
table_name String Table name.
table_id String Table ID.
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table_status Integer Table status. The options are 0 (normal), 1
(deleted), 2 (restoring).
external_table | String User table ID, which is specified during creation
_id and cannot be changed.
create_time String Table creation time.
last_access_ti | String Last access time.
me
update_time | String Table metadata last modification time.
last_analyzed | String Last time when column-level statistics were
_time calculated.
owner String User information.
owner_type String User type. The options are USER (user),
GROUP (group), and ROLE (role).
Enumeration values:
e USER
e GROUP
e ROLE
parameters Map<String,St | Parameter.

ring>

partition_keys | Array of List of table partition columns.
Column
objects
retention Integer Table retention period.
storage_descri | StorageDescr | Data storage.

ptor

iptor object

table_type

String

Table type. The options are MANAGED_TABLE
(internal tables), EXTERNAL_TABLE (foreign
tables), VIRTUAL_VIEW (views),
MATERIALIZED_VIEW (materialized views),
and DICTIONARY_TABLE (dictionary tables).

Enumeration values:

e MANAGED_TABLE

e EXTERNAL_TABLE

e VIRTUAL_VIEW

e MATERIALIZED_VIEW
e DICTIONARY_TABLE

comments

String

Table description.
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view_expande | String If the table type is set to view, the value of
d_text this parameter is the extended text of a view;
otherwise, the value is null.
view_original_ | String If the table type is set to view, the value of

text

this parameter is the original text of a view;
otherwise, the value is null.

Table 4-509 StorageDescriptor

Parameter Type Description

columns Array of All fields except partition columns.
Column
objects

location String Path, for example, obs://location/uri/.

compressed Boolean Whether to enable data compression. The

default value is false.

input_format | String Input format.

output_forma | String Output format.

t

number_of_b | Integer Number of buckets. The default value is 0.

uckets

bucket_colum | Array of Bucket field.

ns strings

sort_columns | Array of A list that specifies the bucket sorting method.
Order objects

serde_info SerDelnfo Serialization/Deserialization information.
object

parameters Map<String,St | Descriptor storage parameter. key can contain
ring> 255 characters at most. value can contain a

maximum of 4,000 characters.

skewed_info SkewedInfo Information about values (skewed values) that
object often appear in a column.

stored_as_sub | Boolean Whether to store data in subdirectories.

_directories
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Table 4-510 Column

Parameter

Type

Description

column_type

String

Column type, including array, bigint, binary,
boolean, char, date, decimal, double, float, int,
interval, map, set, smallint, string, struct,
timestamp, tinyint, union, and varchar.

column_name

String

Column name. The value can contain 1 to 767
characters. Only letters, digits, and special
characters (_-+*(),) are allowed.

comment

String

Description of a column. Enter a maximum of
4,000 characters.

Table 4-511 Order

Parameter Type Description

column String Column name. The value can contain 1 to 767
characters. Only letters, digits, and special
characters (_-+*(),) are allowed.

sort_order Integer Sorting method. The values are ==1 (ascending

order) and ==0 (descending order).

Table 4-512 SerDelnfo

ring>

Parameter Type Description

name String Names.

serialization_li | String Class that implements serialization/

brary deserialization.

parameters Map<String,St | Parameters. The value of key ranges from 1 to

255. The maximum value of value is 4000.

Table 4-513 SkewedInfo

Parameter Type Description
skewed_colu Array of List of skewed columns.
mn_names strings

skewed_colu
mn_value_loc
ation_maps

Map<String,St
ring>

Mapping between skew values and addresses.
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Parameter Type Description

skewed_colu Array<Array<S | List of skewed values.
mn_values tring>>

Status code: 400

Table 4-514 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-515 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500

Table 4-516 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Example Requests

GET https://{endpoint} /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/tables/{table_name}

Example Responses
Status code: 200
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OK
{

"catalog_name" : "hive",
"database_name" : "dba",
"table_name" : "www",
"create_time" : "2022-11-19T03:10:14.000+00:00",
"last_access_time" : "2022-12-31T23:59:59.000+00:00",
"update_time" : null,
"last_analyzed_time" : null,
"owner" : "lakeformation",
"owner_type" : "USER",
"parameters" : {
"ww" : "ww",
"transient_lastDd(Time" : "1668827414",
"classification" : "avro",
"www" : "ww",
"wwww" : "ww"
1
"partition_keys" : [],
"retention" : 0,
"storage_descriptor" : {
"columns" : [ {
"column_type" : "tinyint",
"column_name" : "ww",
"comment" : null
11
"location" : "obs://lakeformation/test",
"compressed" : true,
"input_format" : "org.apache.hadoop.hive.ql.io.avro.AvroContainerInputFormat",

"output_format" : "org.apache.hadoop.hive.gl.io.avro.AvroContainerOutputFormat",
"number_of_buckets" : 0,
"bucket_columns" : [ ],
"sort_columns" : [],
"serde_info" : {
"name" : "name",
"serialization_library" : "org.apache.hadoop.hive.serde2.avro.AvroSerDe",
"parameters" : {
"serialization.format" : "1"
}
I
"parameters" : { },
"skewed_info" : {
"skewed_column_names" : [ ],
"skewed_column_value_location_maps" : { },
"skewed_column_values" : [ ]
}

stored_as_sub_directories" : false

1
"table_type" : "MANAGED_TABLE",
"comments" : "",
"view_expanded_text" : ""
"view_original_text" : ""

}
Status code: 400

Bad Request
{

"error_code" : "common.01000001",

"error_msg" : "failed to read http request, please check your input, code: 400, reason: Type mismatch.,
cause: TypeMismatchException"

’

Status code: 401

Unauthorized

{
"error_code": 'APIG.1002',
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"error_msg": 'Incorrect token or token resolution failed'
}
Status code: 403
Forbidden
{
"error" : {
"code" : "403",
"message" : "X-Auth-Token is invalid in the request",
"error_code" : null,
"error_msg" : null,
"title" : "Forbidden"
1
"error_code" : "403",
"error_msg" : "X-Auth-Token is invalid in the request",
"title" : "Forbidden"
}
Status code: 404
Not Found
{
"error_code" : "common.01000001",
"error_msg" : "response status exception, code: 404"
}
Status code: 408
Request Timeout
{
"error_code" : "common.00000408",
"error_msg" : "timeout exception occurred"
}
Status code: 500
Internal Server Error
{
"error_code" : "common.00000500",
"error_msg" : "internal error"
}
Status Codes
Status Description
Code
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
408 Request Timeout
500 Internal Server Error
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Error Codes

See Error Codes.

4.2.4.6 Modifying Table Information

Function

URI

This API is used to modify table information.

PUT /v1/{project_id}/instances/{instance_id}/catalogs/{catalog_name}/databases/
{database_name}/tables/{table_name}

Table 4-517 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For how to obtain
the project ID, see Obtaining
a Project ID
(lakeformation_04_0026.xml

).

instance_id Yes

String

LakeFormation instance ID.
The value is automatically
generated when the instance
is created, for example,
2180518f-42b8-4947-b20b-
adfc53981a25.

catalog_name | Yes

String

Catalog name. The value
should contain 1 to 256
characters. Only letters,
numbers, and underscores ()
are allowed.

database_na Yes
me

String

Database name. The value
should contain 1 to 128
characters. Only letters,
numbers, hyphens (-), and
underscores (_) are allowed.

table_name Yes

String

Table name. The value should
contain 1 to 256 characters.
Only letters, numbers,
hyphens (-), and underscores
() are allowed.
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Request Parameters

Table 4-518 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes Array of Tenant token.
strings

Table 4-519 Request body parameters

Parameter

Mandatory

Type

Description

alter_params

No

Map<String,St
ring>

Modify table parameter
mapping information. The
following parameters are
supported: CASADE: whether
to delete columns in the
partition. If it is set to true,
columns are deleted.
DO_NOT_UPDATE_STATS:
whether to update file-level
statistics. If it is set to true,
the system updates file-level
statistics. STATS_GENERATED:
initiator of the update. The
options are TASK and USET.
The role of the parameter is
not clear.

table

Yes

Tablelnput
object

Table input model.

Table 4-520 Tablelnput

Parameter

Mandatory

Type

Description

table_name

Yes

String

Table name. The value should
contain 1 to 256 characters.
Only letters, numbers,
hyphens (-), and underscores
() are allowed.
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Parameter

Mandatory

Type

Description

table_type

Yes

String

Table type. The options are
MANAGED_TABLE (internal
tables), EXTERNAL_TABLE
(foreign tables),
VIRTUAL_VIEW (views),
MATERIALIZED_VIEW
(materialized views), and
DICTIONARY_TABLE
(dictionary tables).

Enumeration values:

e MANAGED_TABLE

e EXTERNAL_TABLE

e VIRTUAL_VIEW

e MATERIALIZED_VIEW
e DICTIONARY_TABLE

owner

No

String

Table owner. Enter 1 to 49
characters. Only letters,
numbers, and underscores ()
are allowed.

owner_type

No

String

Owner type. The options are
USER (user), GROUP (group),
and ROLE (role).

Enumeration values:
e USER

e GROUP

e ROLE

create_time

No

String

Table creation time.

last_access_ti
me

No

String

Last access time.

last_analyzed
_time

No

String

Last analyzed time.

partition_keys

No

Array of
Column
objects

Information about partition
columns.

retention

No

Integer

Table retention period.

storage_descri
ptor

Yes

StorageDescr
iptor object

Data storage.
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Parameter Mandatory Type Description
parameters No Map<String,St | Table parameter information.
ring> Each key is a string that
contains at least 1 byte but no
more than 255 bytes. Each
value is a UTF-8 string
containing a maximum of
4000 bytes.
comments No String Table description. Enter a
maximum of 4,000 characters
when you create the table.
view_expande | No String If the table type is set to view,
d_text the value of this parameter is
the extended text of a view;
otherwise, the value is null.
view_original_ | No String If the table type is set to view,
text the value of this parameter is
the original text of a view;
otherwise, the value is null.
ignore_obs_ch | No Boolean Whether to ignore the
ecked restriction on the OBS path
when creating an internal
table.
external_table | No String User table ID, which is
_id specified during creation and
cannot be changed.
Table 4-521 StorageDescriptor
Parameter Mandatory Type Description
columns Yes Array of All fields except partition
Column columns.
objects
location No String Path, for example, obs://
location/uri/.
compressed Yes Boolean Whether to enable data
compression. The default
value is false.
input_format | No String Input format.
output_forma | No String Output format.

t
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Parameter Mandatory Type Description
number_of b | No Integer Number of buckets. The
uckets default value is 0.
bucket_colum | No Array of Bucket field.
ns strings
sort_columns | No Array of A list that specifies the bucket
Order objects | sorting method.
serde_info Yes SerDelnfo Serialization/Deserialization
object information.
parameters Yes Map<String,St | Descriptor storage parameter.
ring> key can contain 255
characters at most. value can
contain a maximum of 4,000
characters.
skewed_info No SkewedInfo Information about values
object (skewed values) that often
appear in a column.
stored_as_sub | No Boolean Whether to store data in
_directories subdirectories.
Table 4-522 Column
Parameter Mandatory Type Description
column_type | Yes String Column type, including array,
bigint, binary, boolean, char,
date, decimal, double, float,
int, interval, map, set, smallint,
string, struct, timestamp,
tinyint, union, and varchar.
column_name | Yes String Column name. The value can
contain 1 to 767 characters.
Only letters, digits, and special
characters (_-+*(),) are
allowed.
comment No String Description of a column. Enter

a maximum of 4,000
characters.
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Table 4-523 Order

Parameter Mandatory Type Description

column No String Column name. The value can
contain 1 to 767 characters.
Only letters, digits, and special
characters (_-+*(),) are
allowed.

sort_order No Integer Sorting method. The values
are ==1 (ascending order) and
==0 (descending order).

Table 4-524 SerDelnfo

Parameter Mandatory Type Description

name No String Names.

serialization_Lli | No String Class that implements

brary serialization/deserialization.

parameters No Map<String,St | Parameters. The value of key

ring> ranges from 1 to 255. The

maximum value of value is
4000.

Table 4-525 SkewedInfo

Parameter Mandatory Type Description

skewed_colu Yes Array of List of skewed columns.
mn_names strings

skewed_colu | Yes Map<String,St | Mapping between skew values
mn_value_loc ring> and addresses.

ation_maps

skewed_colu | Yes Array<Array<S | List of skewed values.
mn_values tring>>

Response Parameters

Status code: 200
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Table 4-526 Response body parameters

Parameter Type Description

catalog_name | String Catalog name.

catalog_id String cataloglID.

database_na String Database name.

me

database_id String Database ID.

table_name String Table name.

table_id String Table ID.

table_status Integer Table status. The options are 0 (normal), 1
(deleted), 2 (restoring).

external_table | String User table ID, which is specified during creation

_id and cannot be changed.

create_time String Table creation time.

last_access_ti | String Last access time.

me

update_time | String Table metadata last modification time.

last_analyzed | String Last time when column-level statistics were

_time calculated.

owner String User information.

owner_type String User type. The options are USER (user),
GROUP (group), and ROLE (role).
Enumeration values:
e USER
¢ GROUP
e ROLE

parameters Map<String,St | Parameter.

ring>

partition_keys | Array of List of table partition columns.
Column
objects
retention Integer Table retention period.
storage_descri | StorageDescr | Data storage.

ptor

iptor object

Issue 01 (2024-01-31)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

373



LakeFormation
API Reference

4 API
Parameter Type Description
table_type String Table type. The options are MANAGED_TABLE
(internal tables), EXTERNAL_TABLE (foreign
tables), VIRTUAL_VIEW (views),
MATERIALIZED _VIEW (materialized views),
and DICTIONARY_TABLE (dictionary tables).
Enumeration values:
e MANAGED_TABLE
o EXTERNAL_TABLE
e VIRTUAL_VIEW
e MATERIALIZED_VIEW
e DICTIONARY_TABLE
comments String Table description.
view_expande | String If the table type is set to view, the value of
d_text this parameter is the extended text of a view;
otherwise, the value is null.
view_original_ | String If the table type is set to view, the value of

text

this parameter is the original text of a view;
otherwise, the value is null.

Table 4-527 StorageDescriptor

Parameter Type Description

columns Array of All fields except partition columns.
Column
objects

location String Path, for example, obs://location/uri/.

compressed Boolean Whether to enable data compression. The

default value is false.

input_format | String Input format.

output_forma | String Output format.

t

number_of b | Integer Number of buckets. The default value is 0.

uckets

bucket_colum | Array of Bucket field.

ns strings

sort_columns | Array of A list that specifies the bucket sorting method.

Order objects
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Parameter Type Description
serde_info SerDelnfo Serialization/Deserialization information.
object
parameters Map<String,St | Descriptor storage parameter. key can contain
ring> 255 characters at most. value can contain a
maximum of 4,000 characters.
skewed_info SkewedInfo Information about values (skewed values) that
object often appear in a column.
stored_as_sub | Boolean Whether to store data in subdirectories.

Table 4-528 Column

Parameter

Type

Description

column_type

String

Column type, including array, bigint, binary,
boolean, char, date, decimal, double, float, int,
interval, map, set, smallint, string, struct,
timestamp, tinyint, union, and varchar.

column_name

String

Column name. The value can contain 1 to 767
characters. Only letters, digits, and special
characters (_-+*(),) are allowed.

comment

String

Description of a column. Enter a maximum of
4,000 characters.

Table 4-529 Order

Parameter Type Description

column String Column name. The value can contain 1 to 767
characters. Only letters, digits, and special
characters (_-+*(),) are allowed.

sort_order Integer Sorting method. The values are ==1 (ascending

order) and ==0 (descending order).

Table 4-530 SerDelnfo

Parameter Type Description

name String Names.

serialization_li | String Class that implements serialization/
brary deserialization.
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Parameter Type

Description

parameters Map<String,St
ring>

Parameters. The value of key ranges from 1 to
255. The maximum value of value is 4000.

Table 4-531 SkewedInfo

Parameter Type

Description

skewed_colu Array of
mn_names strings

List of skewed columns.

skewed_colu Map<String,St
mn_value_loc | ring>
ation_maps

Mapping between skew values and addresses.

skewed_colu | Array<Array<S
mn_values tring>>

List of skewed values.

Status code: 400

Table 4-532 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 404

Table 4-533 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.
solution_msg | String Solution.

Status code: 500
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