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1 Before You Start

1.1 Overview
EdgeSec (Edge Security) is a security protection service built on edge nodes.

ESA (Edge Security Acceleration) is a sub-product of EdgeSec. It provides cache
acceleration and application security protection and supports multiple security
functions, such as web attack defense, DDoS attack defense, and CC attack
defense. ESA comprehensively improves the security protection capability of the
acceleration network and ensures high-quality user experience and service
security.

This document describes how to use application programming interfaces (APIs) to
perform operations on EdgeSec, such as querying and updating.

If you plan to access EdgeSec through an API, ensure that you are familiar with
EdgeSec. For more information, see What Is EdgeSec?

1.2 API Calling
EdgeSec provides Representational State Transfer (REST) APIs, and allows you to
make API calls over HTTPS.

For details about how to call APIs, see API Calling.

1.3 Endpoints
An endpoint is the request address for calling an API.

Endpoints vary depending on services and endpoints. For the endpoints of all
services, see Regions and Endpoints.

1.4 Concepts
● Account
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An account is created upon successful registration. The account has full access
permissions for all of its cloud services and resources. It can be used to reset
user passwords and grant user permissions. The account is a payment entity
and should not be used directly to perform routine management. For security
purposes, create users and grant them permissions for routine management.

● User
An IAM user is created by an account in IAM to use cloud services. Each IAM
user has its own identity credentials (password and access keys).

● Region
Regions are divided based on geographical location and network latency.
Public services, such as Elastic Cloud Server (ECS), Elastic Volume Service
(EVS), Object Storage Service (OBS), Virtual Private Cloud (VPC), Elastic IP
(EIP), and Image Management Service (IMS), are shared within the same
region. Regions are classified as universal regions and dedicated regions. A
universal region provides universal cloud services for common tenants. A
dedicated region provides services of the same type only or for specific
tenants.

● Availability Zone (AZ)
An AZ comprises one or multiple physical data centers equipped with
independent ventilation, fire, water, and electricity facilities. Compute,
network, storage, and other resources in an AZ are logically divided into
multiple clusters. AZs within a region are interconnected using high-speed
optical fibers to support cross-AZ high-availability systems.

● Project
Projects group and isolate compute, storage, and network resources across
physical regions. A default project is provided for each region, and subprojects
can be created under each default project. Users can be granted permissions
to access all resources in a specific project. For more refined access control,
create subprojects under a project and purchase resources in the subprojects.
Users can then be assigned permissions to access only specific resources in the
subprojects.

Figure 1-1 Project isolation model
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2 API Overview

You can use all functions of EdgeSec via APIs.

Type Description

Anti-DDoS Data
Query

Edge anti-DDoS data query APIs, including APIs for
querying tenants' attack event data and tenant traffic data.

WAF Domain
Name

Edge WAF domain name APIs, including APIs for querying
the CDN domain name list, querying the edge WAF domain
name list, and creating a protected domain name.

WAF Protection
Policy

Edge WAF protection policy APIs, including APIs for creating
and modifying protection policies, and querying the
protection policy list.

Anti-DDoS
Domain Name

Edge anti-DDoS domain name APIs, including adding,
querying, and updating protected domain names.

Tenant
Subscription
Management

APIs used by tenants to query subscription information,
including the API for querying purchased edge security
products.

WAF Certificate
Management

Edge WAF certificate management APIs, including creating,
querying, and deleting certificates.
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3 API Calling

3.1 Making an API Request
This section describes the structure of a REST API request, and uses the IAM API
for obtaining a user token as an example to demonstrate how to call an API. The
obtained token can then be used to authenticate the calling of other APIs.

Request URI
A request URI is in the following format:

{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

Although a request URI is included in the request header, most programming
languages or frameworks require the request URI to be transmitted separately.

● URI-scheme:
Protocol used to transmit requests. All APIs use HTTPS.

● Endpoint:
Domain name or IP address of the server bearing the REST service. The
endpoint varies between services in different regions. It can be obtained from
Regions and Endpoints.
For example, the endpoint of IAM in region CN-Hong Kong is iam.ap-
southeast-1.myhuaweicloud.com.

● resource-path:
Access path of an API for performing a specified operation. Obtain the path
from the URI of an API. For example, the resource-path of the API used to
obtain a user token is /v3/auth/tokens.

● query-string:
Query parameter, which is optional. Ensure that a question mark (?) is
included before each query parameter that is in the format of "Parameter
name=Parameter value". For example, ?limit=10 indicates that a maximum of
10 data records will be displayed.

For example, to obtain an IAM token in the CN-Hong Kong region, obtain the
endpoint of IAM (iam.ap-southeast-1.myhuaweicloud.com)) for this region and

Edge Security
API Reference 3 API Calling

Issue 03 (2024-10-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 4

https://support.huaweicloud.com/intl/en-us/api-iam/iam_30_0001.html
https://developer.huaweicloud.com/intl/en-us/endpoint


the resource-path (/v3/auth/tokens) in the URI of the API used to obtain a user
token. Then, construct the URI as follows:

https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

Figure 3-1 Example URI

NO TE

To simplify the URI display in this document, each API is provided only with a resource-
path and a request method. The URI-scheme of all APIs is HTTPS, and the endpoints of all
APIs in the same region are identical.

Request Methods

The HTTP protocol defines the following request methods that can be used to
send a request to the server:

● GET: requests the server to return specified resources.
● PUT: requests the server to update specified resources.
● POST: requests the server to add resources or perform special operations.
● DELETE: requests the server to delete specified resources, for example, an

object.
● HEAD: same as GET except that the server must return only the response

header.
● PATCH: requests the server to update partial content of a specified resource.

If the resource does not exist, a new resource will be created.

For example, in the case of the API used to obtain a user token, the request
method is POST. The request is as follows:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

Request Header

You can also add additional header fields to a request, such as the fields required
by a specified URI or HTTP method. For example, to request for the authentication
information, add Content-Type, which specifies the request body type.

Common request header fields are as follows:

● Content-Type: specifies the request body type or format. This field is
mandatory and its default value is application/json. Other values of this field
will be provided for specific APIs if any.

● X-Auth-Token: specifies a user token only for token-based API authentication.
The user token is a response to the API used to obtain a user token. This API
is the only one that does not require authentication.
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NO TE

In addition to supporting token-based authentication, APIs also support authentication
using access key ID/secret access key (AK/SK). During AK/SK-based authentication, an
SDK is used to sign the request, and the Authorization (signature information) and X-
Sdk-Date (time when the request is sent) header fields are automatically added to the
request.
For more information, see AK/SK-based Authentication.

The API used to obtain a user token does not require authentication. Therefore,
only the Content-Type field needs to be added to requests for calling the API. An
example of such requests is as follows:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

Request Body
The body of a request is often sent in a structured format as specified in the
Content-Type header field. The request body transfers content except the request
header.

The request body varies between APIs. Some APIs do not require the request body,
such as the APIs requested using the GET and DELETE methods.

In the case of the API used to obtain a user token, the request parameters and
parameter description can be obtained from the API request. The following
provides an example request with a body included. Set username to the name of
a user, domainname to the name of the account that the user belongs to, ********
to the user's login password, and xxxxxxxxxxxxxxxxxx to the project name. You
can learn more information about projects from Regions and Endpoints. Check
the value of the Region column.

NO TE

The scope parameter specifies where a token takes effect. You can set scope to an account
or a project under an account. In the following example, the token takes effect only for the
resources in a specified project. For more information about this API, see Obtaining a User
Token.

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
{
    "auth": {
        "identity": {
            "methods": [
                "password"
            ],
            "password": {
                "user": {
                    "name": "username",
                    "password": "********",
                    "domain": {
                        "name": "domainname"
                    }
                }
            }
        },
        "scope": {
            "project": {
                "name": "xxxxxxxxxxxxxxxxxx"
            }
        }
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    }
}

If all data required for the API request is available, you can send the request to call
the API through curl, Postman, or coding. In the response to the API used to
obtain a user token, x-subject-token is the desired user token. This token can
then be used to authenticate the calling of other APIs.

3.2 Authentication
Requests for calling an API can be authenticated using either of the following
methods:
● Token-based authentication: Requests are authenticated using a token.
● AK/SK-based authentication: Requests are authenticated by encrypting the

request body using an AK/SK pair. This method is recommended because it
provides higher security than token-based authentication.

Token-based Authentication
NO TE

The validity period of a token is 24 hours. When using a token for authentication, cache it
to prevent frequently calling the IAM API used to obtain a user token.

A token specifies temporary permissions in a computer system. During API
authentication using a token, the token is added to requests to get permissions for
calling the API.

The token can be obtained by calling the required API. For more information, see
Obtaining a User Token. A project-level token is required for calling this API, that
is, auth.scope must be set to project in the request body. Example:

{
    "auth": {
        "identity": {
            "methods": [
                "password"
            ],
            "password": {
                "user": {
                    "name": "username",
                    "password": "********",
                    "domain": {
                        "name": "domainname"
                    }
                }
            }
        },
        "scope": {
            "project": {
                "name": "xxxxxxxx"
            }
        }
    }
}

After a token is obtained, the X-Auth-Token header field must be added to
requests to specify the token when calling other APIs. For example, if the token is
ABCDEFJ...., X-Auth-Token: ABCDEFJ.... can be added to a request as follows:
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POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEFJ....

AK/SK-based Authentication
NO TE

AK/SK-based authentication supports API requests with a body not larger than 12 MB. For
API requests with a larger body, token-based authentication is recommended.

In AK/SK-based authentication, AK/SK is used to sign requests and the signature is
then added to the requests for authentication.

● AK: access key ID, which is a unique identifier used in conjunction with a
secret access key to sign requests cryptographically.

● SK: secret access key used in conjunction with an AK to sign requests
cryptographically. It identifies a request sender and prevents the request from
being modified.

In AK/SK-based authentication, you can use an AK/SK to sign requests based on
the signature algorithm or use the signing SDK to sign requests. For details about
how to sign requests and use the signing SDK, see API Signature Guide.

NO TICE

The signing SDK is only used for signing requests and is different from the SDKs
provided by services.

3.3 Returned Values

Status Code

After sending a request, you will receive a response, including a status code,
response header, and response body.

A status code is a group of digits, ranging from 1xx to 5xx. It indicates the status
of a request. For more information, see Status Code.

For example, if status code 201 is returned for calling the API used to obtain a
user token, the request is successful.

Response Header

A response header corresponds to a request header, for example, Content-Type.

Figure 3-2 shows the response header for the API of obtaining a user token, in
which x-subject-token is the desired user token. Then, you can use the token to
authenticate the calling of other APIs.
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Figure 3-2 Header of the response to the request for obtaining a user token

(Optional) Response Body
A response body is generally returned in a structured format, corresponding to the
Content-Type in the response header, and is used to transfer content other than
the response header.

The following shows part of the response body for the API to obtain a user token.
For the sake of space, only part of the content is displayed here.

{
    "token": {
        "expires_at": "2019-02-13T06:52:13.855000Z",
        "methods": [
            "password"
        ],
        "catalog": [
            {
                "endpoints": [
                    {
                        "region_id": "xxxxxxxx",
......

If an error occurs during API calling, the system returns an error code and a
message to you. The following shows the format of an error response body:

{
    "error": {
        "message": "The request you have made requires authentication.",
        "title": "Unauthorized"
    }
}

In the preceding information, error_code is an error code, and error_msg
describes the error.
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4 API

4.1 Protected Domain Name Management

4.1.1 Querying the Protected Domain Name List

Function
Queries the protection domain name list.

URI
GET https://esa.cn-north-4.myhuaweicloud.com/v1/edgesec/configuration/domains

Table 4-1 Query Parameters

Parameter Mandatory Type Description

offset No Integer Query offset.

limit No Integer Number of records on each
page of the query list.

domain_name No String Domain name.

policy_name No String Policy name.

enterprise_pro
ject_id

No String Enterprise project ID.
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Request Parameters

Table 4-2 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token Yes String Tenant token.

 

Response Parameters
Status code: 200

Table 4-3 Response body parameters

Parameter Type Description

total Long Total number of protected domain names.

domain_used_
quota

Long Used domain name quota.

domain_list Array of
DomainInfo
objects

Details about a protected domain name.

 

Table 4-4 DomainInfo

Parameter Type Description

id String Domain name ID.

domain_name String Domain name.

enterprise_pro
ject_id

String Enterprise project ID.

dispatch_statu
s

String Status
● Scheduling exception: dispatch_abnormal
● Unscheduled: un_dispatch
● Scheduling: dispatching
● Scheduled: dispatched
● Deleting: dispatch_deleting

web_name String Website name.

description String Description

policy_id String Policy ID.
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Parameter Type Description

protect_status String Protection status:
● Protected: on
● Not protected: off

create_time Long Time when the domain name is created.

update_time Long Time when the domain name is updated.

 

Status code: 400

Table 4-5 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Status code: 401

Table 4-6 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Status code: 500

Table 4-7 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.
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Parameter Type Description

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Example Requests
None

Example Responses
None

Status Codes

Status
Code

Description

200 Request succeeded.

400 Request failed.

401 The token does not have required permissions.

500 Internal server error.

 

Error Codes
See Error Codes.

4.1.2 Creating a Domain Name

Function
This API is used to create a protected domain name.

URI
POST https://esa.cn-north-4.myhuaweicloud.com/v1/edgesec/configuration/
domains

Request Parameters

Table 4-8 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token Yes String Tenant token
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Table 4-9 Request body parameters

Parameter Mandatory Type Description

domain_name Yes String Protected domain name (port
allowed).

enterprise_pro
ject_id

Yes String Enterprise project ID.

policy_id No String ID of the policy associated
with the protected domain
name.

description No String Domain name description.

 

Response Parameters

Status code: 400

Table 4-10 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Status code: 401

Table 4-11 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Status code: 500
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Table 4-12 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Example Requests

None

Example Responses

None

Status Codes

Status
Code

Description

200 Response returned normally.

400 Request failed.

401 The token does not have required permissions.

500 Internal server error.

 

Error Codes

See Error Codes.

4.1.3 Querying Details About a Protected Domain Name

Function

This API is used to query a protected domain name.

URI

GET https://esa.cn-north-4.myhuaweicloud.com/v1/edgesec/configuration/
domains/{domain_id}
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Table 4-13 Path Parameters

Parameter Mandatory Type Description

domain_id Yes String Protected domain name ID.

 

Request Parameters

Table 4-14 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token Yes String Tenant token

 

Response Parameters

Status code: 200

Table 4-15 Response body parameters

Parameter Type Description

id String Domain name ID.

domain_name String Domain name.

enterprise_pro
ject_id

String Enterprise project ID.

description String Domain name description.

policy_id String Policy ID.

protect_status String Protection status:
● Protected: on
● Not protected: off

create_time Long Time when the domain name is created.

update_time Long Time when the domain name is updated.

 

Status code: 400

Table 4-16 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code
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Parameter Type Description

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Status code: 401

Table 4-17 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Status code: 500

Table 4-18 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Example Requests
None

Example Responses
None
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Status Codes
Status
Code

Description

200 OK

400 Request failed.

401 The token does not have required permissions.

500 Internal server error.

 

Error Codes
See Error Codes.

4.1.4 Updating Protected Domain Names

Function
This API is used to update protected domain names.

URI
PUT https://esa.cn-north-4.myhuaweicloud.com/v1/edgesec/configuration/
domains/{domain_id}

Table 4-19 Path Parameters

Parameter Mandatory Type Description

domain_id Yes String Domain name.

 

Request Parameters

Table 4-20 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token Yes String auth token
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Table 4-21 Request body parameters

Parameter Mandatory Type Description

protect_status No String Protection status. The value
can be on (protected) or off
(unprotected).

description No String Domain name description.

 

Response Parameters

Status code: 400

Table 4-22 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Status code: 401

Table 4-23 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Status code: 500

Table 4-24 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.
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Parameter Type Description

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Example Requests

None

Example Responses

None

Status Codes

Status
Code

Description

200 Response returned normally.

400 Request failed.

401 The token does not have required permissions.

500 Internal server error.

 

Error Codes

See Error Codes.

4.1.5 Deleting a Protected Domain Name

Function

This API is used to delete a protected domain name.

URI

DELETE https://esa.cn-north-4.myhuaweicloud.com/v1/edgesec/configuration/
domains/{domain_id}

Table 4-25 Path Parameters

Parameter Mandatory Type Description

domain_id Yes String Protected domain name ID.
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Table 4-26 Query Parameters

Parameter Mandatory Type Description

enterprise_pro
ject_id

No String Enterprise project ID.

 

Request Parameters

Table 4-27 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token Yes String auth token

 

Response Parameters

Status code: 400

Table 4-28 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Status code: 401

Table 4-29 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Status code: 500
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Table 4-30 Response body parameters

Parameter Type Description

error_code String Standard error code: service name.8-digit code

error_msg String Detailed error information.

encoded_auth
orization_mes
sage

String If the service is integrated with IAM5.0, an IAM
response must be returned when access is
denied.

 

Example Requests
None

Example Responses
None

Status Codes
Status
Code

Description

200 No Content

400 Request failed.

401 The token does not have required permissions.

500 Internal server error.

 

Error Codes
See Error Codes.
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A Appendix

A.1 Status Code
● Normal

Status
Code

Description Description

200 OK The request is successfully processed.

 
● Abnormal

Status
Code

Description Description

400 Bad Request It is a bad request.

401 Unauthorized You do not have permissions to
perform this action.

403 Forbidden Access is denied.

404 Not Found The page is not found.

500 Internal Server Error There is an internal server error.

 

A.2 Error Codes
If an error code starting with APIGW is returned after you call an API, rectify the
fault by referring to the instructions provided in API Gateway Error Codes.
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Status
Code

Error Codes Error
Message

Description Solution

400 EdgeSec.0000
0007

Invalid
Domain
dispatch
status.

Invalid
domain name
scheduling
status.

Contact technical
support.

400 EdgeSec.0000
0009

Invalid
domain.

Invalid
domain
name.

Check the domain
name.

400 EdgeSec.0000
0012

Invalid area
type.

Invalid service
region.

Check the domain
name and the
service region of
the purchased
product.

400 EdgeSec.0000
0014

Not support
operation in
this enterprise
project.

Operation not
supported for
the current
enterprise
project.

Check the
permissions for
the current
enterprise project.

400 EdgeSec.0000
0015

All enterprise
projects do
not support
write
operations.

Write
operation not
supported for
"All project".

Check the
permissions for
"All project".

400 EdgeSec.0000
0016

Tms Illegal
Request.

Invalid
request for
the tag
management
system.

Check the request
input parameters
or contact Huawei
technical support.

400 EdgeSec.0000
0017

Duplicate
resource id.

Duplicate
resource IDs.

Check the
resource ID in the
request input
parameters or
contact technical
support.

400 EdgeSec.0000
0018

This version
only supports
default
enterprise
project.

The current
version only
supports
resource
management
using the
default
enterprise
project.

Use the default
enterprise project
to manage
resources.
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Status
Code

Error Codes Error
Message

Description Solution

400 EdgeSec.0000
0019

Frozen can
not create eps
tag.

EdgeSec
resources are
frozen and
tags cannot
be managed.

Unfreeze EdgeSec
resources.

400 EdgeSec.0001
0003

Domain name
ineligible for
this feature.

The domain
name does
not support
this function.

Check the domain
name.

400 EdgeSec.0001
0004

Domain
Already Exists.

The domain
name already
exists.

Check the domain
name.

400 EdgeSec.0001
0006

Blacklist and
whitelist rules
of an edge
WAF policy
exceed the
quota.

Blacklist and
Whitelist
Rules of Edge
WAF Exceed
the Quota

1.Delete
unnecessary
blacklist and
whitelist rules so
that the number
of blacklist and
whitelist rules in
each policy does
not exceed the
current
quota;Blacklist
and whitelist rule
quota = Edition
quota + Number
of rule expansion
packages x 10. For
example, if you
use the
professional
edition of edge
WAF and have
two rule
expansion
packages, you can
create 120
blacklist and
whitelist rules
(100 + 2 x 10 =
120).
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Status
Code

Error Codes Error
Message

Description Solution

400 EdgeSec.0001
0007

The IP
address group
quota of edge
WAF is
insufficient.

Insufficient IP
Address
Group Quota
of Edge WAF

For details about
how to view the
IP address group
quota, see https://
support.huaweiclo
ud.com/en-us/
usermanual-
edgesec/
edgesec_01_0058.
html#section1. If
the IP address
group quota is
insufficient,
contact technical
support.

400 EdgeSec.0001
0008

The edge
WAF
certificate
quota is
insufficient.

Insufficient
Edge WAF
Certificate
Quota

The certificate
quota is the same
as the domain
name quota.
Purchase the
domain name
expansion
package of the
edge WAF.

400 EdgeSec.0002
0001

Must enable
waf
protection
first.

To enable
anti-DDoS
protection for
a domain
name, enable
WAF first.

Enable WAF for
the domain name.

400 EdgeSec.0002
0002

Domain
Already Exists.

The anti-
DDoS domain
name already
exists.

Check the domain
name.

400 EdgeSec.0003
0001

Illegal
ElasticSearch
Request.

An error
occurred
when
querying
protection
data.

Check the query
parameters.

400 EdgeSec.0003
0002

Search Error. An error
occurred
when
querying
protection
data.

Check the query
parameters.
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Status
Code

Error Codes Error
Message

Description Solution

400 EdgeSec.0003
0003

Statistic Type
Error.

An error
occurred
when
querying the
protected
data type.

Check the
protected data
type.

400 EdgeSec.0004
0004

The customer
has purchased
this product.

You have
purchased the
product.

Cancel purchase
or contact
technical support.

400 EdgeSec.0004
0007

No
Permission To
Operate.

EdgeSec has
been
unsubscribed
from or
frozen. You do
not have the
permission to
perform this
operation.

Purchase EdgeSec
or contact
technical support.

400 EdgeSec.0004
0008

The customer
has not
purchased
this main
resource.

You have not
purchased
EdgeSec.

Purchase EdgeSec
or contact
technical support.

400 EdgeSec.0004
0009

The domain
name scope
does not
match the
service scope.

The domain
name is not
in the region
you
purchased
EdgeSec.

Check the region
of the domain
name or purchase
EdgeSec in the
correct region.

400 EdgeSec.0004
0010

The
remaining
resources are
insufficient.

Insufficient
resources.

Expand resources
or delete
unnecessary
resources.

400 EdgeSec.0004
0011

Please wait
until the
release is
complete.

Resources are
being
released.

Please wait.
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Status
Code

Error Codes Error
Message

Description Solution

400 EdgeSec.0004
0012

Due to
security
reasons, your
account has
been
restricted
from
purchasing
certain pay-
per-use cloud
service
resources
according to
the HUAWEI
CLOUD
Customer
Agreement. If
you have any
questions,
contact
customer
service.

Account
restricted. The
current
product
cannot be
purchased.

Contact customer
service.

400 EdgeSec.0005
0001

Domain is in
processing,
please wait it.

The domain
name is being
scheduled.

Please wait.

400 WAF.0001100
1

bad.request Bad request Check param

400 WAF.0001100
2

url.param.illeg
al

The URL
format is
incorrect

Check URL format

400 WAF.0001100
3

request.body.il
legal

Request body
format error:
missing
parameter
and illegal
value in body

Check request
body

400 WAF.0001100
4

id.illegal Illegal ID Check ID

400 WAF.0001100
5

name.illegal Illegal name Check name

400 WAF.0001100
6

host.illegal Illegal domain
name

Check domain
name

400 WAF.0001100
7

port.illegal Illegal port Check port
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Status
Code

Error Codes Error
Message

Description Solution

400 WAF.0001100
8

protect.status.
illegal

Illegal
protection
status

Check whether
the protection
state is in the
range of
enumeration
value

400 WAF.0001100
9

access.status.i
llegal

Illegal access
status

Check whether
the access status
is in the range of
enumeration
value

400 WAF.0001101
0

offsetOrLimit.
illegal

Illegal offset
or limit
number

Check whether
the starting line
or limit number is
within the range

400 WAF.0001101
1

pageOrPageSi
ze.illegal

Illegal page
number or
number of
entries per
page

Check if page
number or
number of items
per page are in
range

400 WAF.0001101
2

standard.viola
ted

Invalid
parameter

Check the
parameters

400 WAF.0001101
3

description.ille
gal

Illegal
description
format

Check description
format

400 WAF.0001101
4

request.heade
r.illegal

Request
header
format error:
missing
parameter
and illegal
value in
header

Check header
required
parameters

400 WAF.0001200
1

invalid.token Illegal token Check whether
the token is
correct

400 WAF.0001200
2

invalid.project Inconsistency
between
project_id and
token

Check Consistency
of project_id and
token
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Status
Code

Error Codes Error
Message

Description Solution

400 WAF.0001200
3

permission.de
nied

No
permission

Assign WAF
required
permissions to
account

400 WAF.0001200
4

account.froze
n

Account
freezing

Account
unfreezing

400 WAF.0001200
5

not.subscribe Unsubscribed Subscribe to WAF
service first

400 WAF.0001200
6

pdp.permissio
n.denied

No
permission

Check the PDP
authority of the
account

400 WAF.0001200
7

jwt.authentica
tion.disabled

JWT
certification
off

Open JWT
certification

400 WAF.0001200
8

jwt.authentica
tion.invalid.to
ken

Illegal JWT
token

Check whether
the account has
JWT permission

400 WAF.0001200
9

jwt.authentica
tion.failed

JWT
authenticatio
n failed

Give the account
authorization first

400 WAF.0001201
0

eps.all.not.sup
port

eps.all.not.sup
port

Open the write
permission of
enterprise project

400 WAF.0001300
1

insufficient.qu
ota

Insufficient
function
quota

Purchase function
quota upgrade
package

400 WAF.0001300
2

feature.not.su
pport

Function not
supported

nothing

400 WAF.0001300
3

port.not.supp
ort

Port not
supported

Port conversion
via ELB

400 WAF.0001300
4

protocol.not.s
upport

Protocol not
supported

Through ELB
conversion
protocol

400 WAF.0001300
5

wildcard.dom
ain.not.suppor
t

Pan domain
name not
supported

Use specific
domain names

400 WAF.0001300
6

ipv6.not.supp
ort

IPv6 is not
supported

The current
version does not
support IPv6
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Status
Code

Error Codes Error
Message

Description Solution

400 WAF.0001300
7

insufficient.te
nant.quota

insufficient.te
nant.quota

Purchase quota
upgrade package

400 WAF.0001400
1

resource.not.f
ound

Resource not
found

The resource has
been deleted or
does not exist

400 WAF.0001400
2

resource.alrea
dy.exists

Resource
already exists

Resource already
exists

400 WAF.0001400
3

open.protect.f
ailed

Failed to open
protection

Check domain
name protection
status

400 WAF.0001400
4

access.failed Failed to
access WAF

Modify DNS
resolution

400 WAF.0001400
5

bypass.failed Bypasswaf
failed

Check the
protection status
and try again

400 WAF.0001400
6

proxy.config.e
rror

Agent
configuration
error

Reconfigure the
agent correctly
and try again

400 WAF.0001400
7

host.conflict Domain name
conflict

Check that the
domain name
already exists in
the website
configuration

400 WAF.0001400
8

cert.inconsiste
nt

The same
domain
name, but the
certificate is
inconsistent

Use the same
certificate

400 WAF.0001400
9

api.not.found The interface
does not exist

Check interface
URL

400 WAF.0001401
0

port.protocol.
mismatch

Port and
protocol
mismatch

Select the
matching protocol
and port

400 WAF.0001401
1

host.blacklist It is forbidden
to add the
protection
website, and
the domain
name is
blacklisted
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Status
Code

Error Codes Error
Message

Description Solution

400 WAF.0001401
2

insufficient.te
nant.quota

Insufficient
tenant quota

Purchase quota
upgrade package

400 WAF.0001401
3

exclusive.ip.co
nfig.error

Exclusive IP
configuration
error

Check exclusive IP
configuration

400 WAF.0001401
4

exclusive.ip.co
nfig.error

exclusive.ip.co
nfig.error

Check exclusive IP
configuration

400 WAF.0002100
2

url.param.illeg
al

The URL
format is
incorrect

It is
recommended to
modify the URL in
the request body
parameter to the
standard URL and
debug again

400 WAF.0002100
3

request.body.il
legal

The request
body
parameter is
incorrect

It is
recommended
that you verify
the parameters
according to the
document before
initiating
debugging

400 WAF.0002100
4

id.illegal The unique
identifier ID
format is
incorrect

It is
recommended to
follow the correct
instructions in the
documentation to
obtain the ID

400 WAF.0002100
5

name.illegal The name
parameter
format is
incorrect

Check the format
of name, which
can only be
composed of
letters, numbers, -
_ And. Cannot
exceed 64
characters in
length

400 WAF.0002100
6

host.illegal The domain
name format
is incorrect

Domain name can
only be composed
of letters,
numbers, -_ And.
Cannot exceed 64
characters in
length
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Status
Code

Error Codes Error
Message

Description Solution

400 WAF.0002100
7

protocol.illega
l

The back-end
protocol
format is
incorrect

The back-end
protocol can only
be configured as
HTTP or HTTPS
and must be
capitalized

400 WAF.0002100
8

port.illegal The source
port format is
incorrect

Check whether
the configured
port is empty and
whether the
target port is in
the range of
0-65535

400 WAF.0002100
9

ip.illegal Incorrect IP
format

Check whether
the IP format
meets the
standard format
of IPv4 or IPv6

400 WAF.0002101
0

server.address.
illegal

Server
configuration
exception

Check whether
the server
configuration is
empty and
whether the
quantity is in the
range of 1-80

400 WAF.0002101
2

path.illegal The URL
format in the
rule
configuration
is incorrect

It is
recommended to
modify the URL in
the request body
parameter to the
standard URL and
debug again

400 WAF.0002101
3

cert.illegal The HTTPS
certificate has
expired

It is
recommended to
upload the
unexpired
certificate again

400 WAF.0002101
4

action.illegal Illegal
protective
action

It is
recommended to
configure
protection actions
according to the
enumerated
values in the
document
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Status
Code

Error Codes Error
Message

Description Solution

400 WAF.0002101
5

rule.status.ille
gal

Illegal rule
status

It is
recommended to
modify the rule
status according
to the rule status
enumeration
value in the
document

400 WAF.0002101
6

description.ille
gal

Description
exception

It is
recommended to
use standard
English grammar
for description

400 WAF.0002101
7

incorrect.rule.
config

Incorrect rule
configuration

It is
recommended to
configure
protection rules
according to the
documentation in
the help center

400 WAF.0002101
8

incorrect.refer
ence.table.conf
ig

Incorrect
reference
table
configuration

It is
recommended to
configure the
reference table
according to the
documentation in
the help center

400 WAF.0002101
9

incorrect.rout
e.config

Incorrect line
configuration

It is
recommended to
configure the line
according to the
documentation in
the help center

400 WAF.0002102
0

offsetOrLimit.
illegal

Paging
parameter
error

It is
recommended to
fill in pagination
parameters
according to the
documents in the
help center
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Status
Code

Error Codes Error
Message

Description Solution

400 WAF.0002102
1

param.exceed.
limit

Parameter
exceeds limit

It is
recommended to
view the
parameter limits
according to the
documentation in
the help center

400 WAF.0002200
2

resource.alrea
dy.exists

Resource
already exists

It is
recommended to
check whether the
created resource
already exists in
the console

400 WAF.0002200
3

resource.is.bei
ng.used

The resource
is in use

Remove the
relationship
between the
resource and the
user before
deleting the
resource

400 WAF.0002200
4

rule.conflict Rule conflict Check whether
the target rule
conflicts with the
existing rule

401 EdgeSec.0000
0002

Get Request
Attributes
Error.

An error
occurred
when
obtaining IAM
system
parameters.

Contact technical
support.

401 EdgeSec.0000
0003

Get IAM
Context Error.

Failed to
obtain the
IAM context.

Contact technical
support.

401 EdgeSec.0000
0004

Get Token
Result Error.

Failed to
obtain the
IAM token.

Contact technical
support.

401 EdgeSec.0000
0005

Invalid
parameters.

Invalid
parameter.

Check parameters
or contact
technical support.

401 EdgeSec.0000
0020

The project id
does not
match the
token.

The project ID
and x-auth-
token do not
match.

Check the Project
ID and x-auth-
token.
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Status
Code

Error Codes Error
Message

Description Solution

401 EdgeSec.0001
0001

Failed to get
IAM projects.

Failed to
obtain the
IAM project.

Use the current
account to log in
to Huawei Cloud
and check
whether the
project exists in
IAM. If it does not
exist, contact
technical support.

401 EdgeSec.0001
0002

IAM project
not ready for
WAF.

The current
project does
not support
WAF
functions.

Contact technical
support.

403 WAF.0002200
5

insufficient.qu
ota

Insufficient
resources

It is
recommended to
purchase the
upgrade package
of corresponding
resources

404 WAF.0002200
1

resource.not.f
ound

Resource does
not exist

It is
recommended to
check the
resource status on
the console or ask
for technical
support

500 EdgeSec.0000
0001

An internal
error occurs
in the system.

Internal
service error.

Contact technical
support.

500 EdgeSec.0000
0006

send request
fail.

Failed to send
the request.

Try again later or
contact technical
support.

500 EdgeSec.0000
0010

Service
returned
nothing.

The returned
result is
empty.

Try again later or
contact technical
support.

500 EdgeSec.0000
0013

Please try
again.

Please try
again.

Please try again.

500 WAF.0001000
1

internal.error Internal error Contact technical
support

500 WAF.0001000
2

system.busy Internal error Contact technical
support
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Status
Code

Error Codes Error
Message

Description Solution

500 WAF.0001000
3

cname.failed Failed to
create or
modify
CNAME

Contact technical
support

500 WAF.0001000
4

cname.failed Failed to get
OBS file
download link

Contact technical
support

500 WAF.0002000
1

internal.error Service
internal
exception

It is
recommended to
try again in five
minutes

500 WAF.0002000
2

system.busy System busy It is
recommended to
try again in five
minutes

 

A.3 Troubleshooting

A.3.1 EdgeSec.00000005 Invalid Parameter

Root Cause
This error was reported when a user entered an invalid parameter for using some
functions on the console.

Troubleshooting Methods
● The page is not refreshed for a long time.
● Invalid input

Solution

Step 1 Refresh the page. Then, select a proper time range and try again.

Step 2 Enter information about the edge WAF policy or rule as prompted.

----End

A.3.2 EdgeSec.00000013 Concurrent Modification Exception

Root Cause
This error code is triggered when too many concurrent access requests are
performed on APIs.
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Troubleshooting and Solution
Event Scenario Cause Check Items Solution

Creating an
edge WAF
policy rule

Adding a CC
attack
protection
rule

This error code
is triggered
when there
are a large
number of
concurrent
requests
performed on
APIs.

Whether
concurrent
requests are
performed on
the console.

Retry on the
console.

Adding a
precise
protection
rule

Creating a
geolocation
access control
rule

Creating a
global
whitelist rule

Adding a data
masking rule

Check whether
users
concurrently
invoke related
APIs.

Reduce the
concurrency
of invoking
related APIs.Adding an IP

address
blacklist or
whitelist rule

Creating a
reference
table rule

Creating an edge WAF
certificate

Creating an edge WAF
address group

 

A.3.3 EdgeSec.00000014 Only Default Enterprise Project
Supported (Not support operation in this enterprise project)

Root Cause
Currently, EdgeSec can be purchased only in the default enterprise project. If you
add a domain name to edge WAF or edge DDoS in other enterprise projects, this
error will be reported.

Solution
● Console: Switch to the default enterprise project and add a domain name

again.
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● API: When calling the API for adding a domain name to WAF, change the
value of enterprise_project_id to 0 (default enterprise project).

A.3.4 EdgeSec.00000015 Write Operation Not Supported
When All Enterprise Projects Are Selected (All enterprise
projects do not support the write operation)

Root Cause
This error is reported when a user selected All projects for Enterprise Project and
attempted to add a domain name to edge WAF or edge Anti-DDoS. When All
projects is selected for Enterprise Project, only query is supported.

Solution
● Console: Switch to the default enterprise project and add a domain name

again.
● API: When calling the API for adding a domain name to WAF, change the

value of enterprise_project_id to 0 (default enterprise project).

A.3.5 EdgeSec.00000018 Migration of Resources to Non-
Default Enterprise Project Not Supported (This version only
supports default enterprise project)

Root Cause
Currently, EdgeSec can be purchased only in the default enterprise project.
Resources cannot be migrated to a non-default enterprise project.

Troubleshooting and Solution
Event Scenario Cause Solution

An error was
reported when a user
attempted to migrate
resources to a non-
default enterprise
project on the EPS
console.

The current edition of
EdgeSec does not support
non-default enterprise
projects.

The current edition does
not support this
operation. You can
upgrade your edition
and try again.
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A.3.6 EdgeSec.00000019 Frozen Resources Cannot Be Migrated
to or from an Enterprise Project (frozen cannot create eps
tag)

Root Cause
Frozen resources cannot be added to or removed from an enterprise project.

Troubleshooting Methods
Check whether the resource is frozen.

Procedure

Step 1 Log in to the management console.

Step 2 In the upper right corner of the page, choose Billing & Costs > Renewal. The
Renewals page is displayed.

Step 3 Check the status of the resource.

Figure A-1 Resource status

----End

Solution
The current version supports only default enterprise project. Migrations to or from
other enterprise projects are not supported.

NO TE

Note: The later version will support custom enterprise projects. You can migrate renewed
resources between enterprise projects then.

A.3.7 EdgeSec.00000023 Operation Not Supported by the
Current Specifications

Root Cause
This error is reported when the specifications in-use do not support some
operations.

Troubleshooting Methods
Check the operation permissions of each edition.

Solution
Upgrade the service to the edition that supports the operation.
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A.3.8 EdgeSec.00000025 Invalid Block Time (Invalid block
time)

Root Cause

This error was reported when a user entered an invalid parameter for using some
functions on the console.

Troubleshooting Methods

When adding or modifying a protection rule for an edge WAF, enter the block
time as instructed.

Solution

Refresh the page and enter a valid block time for the edge WAF protection rule.

A.3.9 EdgeSec.00000026 Invalid Whitelist Rule Type (Invalid
rule type)

Root Cause

This error was reported when a user entered an invalid parameter for using some
functions on the console.

Troubleshooting Methods

Check the condition length.

Solution

Refresh the page and enter the whitelist rule type as instructed.

A.3.10 EdgeSec.00000027 Invalid CC Rule Condition Length
(Invalid cc condition length value)

Root Cause

This error was reported when a user entered an invalid parameter for using some
functions on the console.

Troubleshooting Methods

Check the condition length.

Solution

Refresh the page and enter the length as prompted.
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A.3.11 EdgeSec.00010001 Invalid IAM Service Project (Failed
to get IAM projects)

Root Cause

This error was reported when an IAM project is abnormal.

Troubleshooting Methods

Check the IAM projects.

Solution

Step 1 Log in to the management console.

Step 2 Hover your mouse over  in the upper left corner of the page and choose
Management & Governance > Identity Access and Management.

Step 3 In the navigation pane on the left, choose Projects and view the region to which
the project belongs.
● If you have registered with the Huawei Cloud International website, there

should be a project in the AP-Singapore region.
● If you have registered with the Huawei Cloud Chinese Mainland website, there

should be a project in the CN North-Beijing4 region.

NO TE

If there is no such a project, Submit a Service Ticket enables the project in the region.

----End

A.3.12 EdgeSec.00010005 Insufficient WAF Policy Rule Quota

Root Cause

The edge WAF policy rule quota is insufficient.

Troubleshooting Methods

Check the policy rule quota of each edition.

Solution

Scenario Solution

The edition with the
largest quota can meet
the requirements.

Upgrade the service edition to the required edition.

If the quota of IP address blacklist and whitelist rules
is insufficient, you can upgrade the service edition, or
purchase the rule expansion package of edge WAF.
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Scenario Solution

The edition with the
largest quota still fails
to meet the
requirements.

Submit a service ticket.

 

A.3.13 EdgeSec.00010006 Blacklist and Whitelist Rules of Edge
WAF Exceed the Quota

Root Cause

Blacklist and whitelist rules of an edge WAF policy exceed the quota.

Troubleshooting Methods

Step 1 Viewing Blacklist and Whitelist Rule Quotas

Step 2 Check whether there are protection policies in which the number of blacklist and
whitelist rules exceeds the current quota.

----End

Viewing Blacklist and Whitelist Rule Quotas

Step 1 Log in to the management console.

Step 2 Click  in the upper left corner of the page and choose Content Delivery &
Edge Computing > CDN and Security.

Step 3 Click Edge WAF in the upper right corner of the page to view the current rule
quota.

Figure A-2 Rule Quota
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NO TE

Rule quota shows an example. If the rule quota is 1010, the blacklist and whitelist rule
quota for a single protection policy is 1010.

----End

Solution
Scenario Solution

Some blacklist and
whitelist rules can be
deleted.

Delete unnecessary blacklist and whitelist rules so that
the number of blacklist and whitelist rules in each policy
does not exceed the current quota.

Existing blacklist and
whitelist rules cannot
be deleted.

Upgrade the edition or purchase a rule expansion
package to ensure that the number of blacklist and
whitelist rules in each policy does not exceed the new
quota.
Blacklist and whitelist rule quota = Edition quota +
Number of rule expansion packages x 10. For example,
if you use the professional edition of edge WAF and
have two rule expansion packages, you can create 120
blacklist and whitelist rules (100 + 2 x 10 = 120).
NOTE

A rule expansion package allows you to configure up to 10 IP
address blacklist and whitelist rules.

 

A.3.14 EdgeSec.00010007 Insufficient IP Address Group Quota
of Edge WAF

Root Cause
The IP address group quota of edge WAF is insufficient.

Troubleshooting Methods
For details about how to view the IP address group quota, see Specifications
Restrictions

Solution
If the IP address group quota is insufficient, contact technical support.

A.3.15 EdgeSec.00010008 Insufficient Edge WAF Certificate
Quota

Root Cause
The edge WAF certificate quota is insufficient.

Edge Security
API Reference A Appendix

Issue 03 (2024-10-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 44

https://support.huaweicloud.com/intl/en-us/usermanual-edgesec/edgesec_01_0058.html#section1
https://support.huaweicloud.com/intl/en-us/usermanual-edgesec/edgesec_01_0058.html#section1


Troubleshooting Methods

View the domain name quota of edge WAF.

NO TE

The certificate quota is the same as the domain name quota.

Viewing Domain Quotas

Step 1 Log in to the management console.

Step 2 Click  in the upper left corner of the page and choose Content Delivery &
Edge Computing > CDN and Security.

Step 3 Click Edge WAF in the upper right corner of the page to view the current domain
name quota.

Figure A-3 Domain name quota

NO TE

Certificate quota = Domain name quota. For example, if the domain name quota is 90, the
certificate quota is 90, as shown in Domain name quota.

----End

Solution

Purchase the domain name expansion package of the edge WAF.

A.3.16 EdgeSec.00030001 Invalid DDoS Overview Parameters
(Illegal Elasticsearch Request)

Root Cause

This error was reported when a user entered an invalid parameter for using some
functions on the console.
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Troubleshooting Methods

Check the parameters on the query page.

Solution

Refresh the page. Then, select a proper time range, specify other parameters, and
try again.

A.3.17 EdgeSec.00030003 DDoS Overview Query Type
Exception (Statistic Type Error)

Root Cause

This error was reported when a user entered an invalid parameter for using some
functions on the console.

Troubleshooting Methods

Check the parameters on the query page.

Solution

Refresh the page. Then, select a proper time range, specify other parameters, and
try again.

A.3.18 EdgeSec.00030002 DDoS Overview Query Type
Exception (Search Error)

Root Cause

This error was reported when a user entered an invalid parameter for using some
functions on the console.

Troubleshooting Methods

Check the parameters on the query page.

Solution

Refresh the page. Then, select a proper time range, specify other parameters, and
try again.

A.3.19 EdgeSec.00040007 No Permission To Operate

Root Cause

This error was reported when the operation permission is insufficient.

Edge Security
API Reference A Appendix

Issue 03 (2024-10-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 46



Troubleshooting and Solution
Event Scenario Sub-Scenario Cause Solution

Adding,
modifying, and
deleting
operations

Edge WAF Edge WAF resources
are frozen.

Renew the
affected resources.

Edge Anti-
DDoS

● No edge Anti-DDoS
resources are
purchased.

● Edge Anti-DDoS
resources are frozen.

Buy or renew edge
Anti-DDoS
resources.

Viewing
operation

Edge Anti-
DDoS

No edge Anti-DDoS
resources are
purchased.

Buy edge Anti-
DDoS.

 

A.3.20 EdgeSec.00040013 Insufficient Top-Level Domain Name
Quota

Root Cause
This error was reported when the top-level domain name quota in edge WAF was
insufficient.

Troubleshooting Methods
1. Learn the top-level domain name quota specified in each EdgeSec edition. For

details, see Specification Limitations.
2. Viewing Top-Level Domain Name Quotas

Viewing Top-Level Domain Name Quotas

Step 1 Log in to the management console.

Step 2 Click  in the upper left corner of the page and choose Content Delivery &
Edge Computing > CDN and Security.

Step 3 Click Edge WAF in the upper right corner of the page to view the current domain
name quota.
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Figure A-4 Domain name quota

NO TE

First-level domain name quota = Domain name quota/10. For example, if the domain name
quota is 90, as shown in Figure A-4, the top-level domain name quota is 9.

----End

Solution
Scenario Method

The enterprise edition
edge WAF is in use.

Buy a domain name expansion package.
NOTE

Each domain name expansion package contains a top-level
domain name.

The basic or
professional edition
edge WAF is in use.

Upgrade the edition or buy a domain name expansion
package.
NOTE

Each domain name expansion package contains a top-level
domain name.

 

A.3.21 EdgeSec.00040014 Expansion Resource Quota Has Been
Used

Root Cause
This error was generated when expansion resource quotas were in use while the
user attempt to unsubscribe from expansion packages they have.
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Troubleshooting and Solution

Event Scenario Cause Solution

A user attempts to
unsubscribe from an
edge WAF domain
name expansion
package.

The number of
domain names or
rules used by the user
has exceeded the
quota provided by the
edition.

Check the used edge WAF
domain names or rules, delete
the ones not in use, and keep
their quantity within the
specifications supported by the
service edition in use.

A user attempts to
unsubscribe from an
edge WAF rule
expansion package.

 

A.3.22 WAF.00022002 Resource Already Exists (Domain
Already Exists)

Root Cause

This error was reported when there are edge WAF resources in the system while a
user attempted to create the same ones.

Troubleshooting Methods

Scenario Cause

Adding or modifying an
edge WAF blacklist/
whitelist rule

There is a blacklist or whitelist rule with the same
name.

There is a blacklist or whitelist rule with the same
IP addresses listed.

Adding or modifying an
edge WAF data masking
rule

Duplicate combination of the path, masked fields,
and masked field name.

 

Solution

A rule cannot be added repeatedly. Modify the rule parameters.

A.3.23 WAF.00014002 Resource Already Exists

Root Cause

This error was reported when there are edge WAF resources in the system while a
user attempted to create the same ones.
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Troubleshooting Methods
Scenario Cause

Adding an address group There is already an address group with the same
name.

 

Solution
Do not use an existing address group name when adding an address group.

A.3.24 common.01010003 No Purchase Permission

Root Cause
The current account does not have the purchase permission.

Solution
Event Scenario Solution

● An IAM user
attempts to
purchase
resources.

● An IAM user
attempts to
change resources.

● Add the IAM user to the admin user group.
● Add the IAM user to the group having the EdgeSec_FullAccess

Permission.
● Use the account that is used to create the IAM user.

 

A.4 Obtaining a Project ID

Obtaining a Project ID by Calling an API
You can obtain the project ID by calling the API for Querying Project Information
Based on Specified Criteria.

The API used to obtain a project ID is GET https://{Endpoint}/v3/projects.
{Endpoint} is the IAM endpoint and can be obtained from Regions and
Endpoints. For details about API authentication, see Authentication.

In the following example, id indicates the project ID.

{
    "projects": [
        {
            "domain_id": "65382450e8f64ac0870cd180d14e684b",
            "is_domain": false,
            "parent_id": "65382450e8f64ac0870cd180d14e684b",
            "name": "xxxxxxxx",
            "description": "",
            "links": {
                "next": null,
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                "previous": null,
                "self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
            },
            "id": "a4a5d4098fb4474fa22cd05f897d6b99",
            "enabled": true
        }
    ],
    "links": {
        "next": null,
        "previous": null,
        "self": "https://www.example.com/v3/projects"
    }
}

Obtaining a Project ID from the Console
A project ID is required for some URLs when an API is called. To obtain a project
ID, perform the following operations:

1. Log in to the management console.
2. Click the username and choose My Credentials from the drop-down list.
3. On the page, view the project ID in the project list.

Figure A-5 Viewing project IDs
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