Partner Center

APl Reference

Issue 71
Date 2024-01-29

HUAWEI

HUAWEI TECHNOLOGIES CO., LTD.



Copyright © Huawei Technologies Co., Ltd. 2024. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by any means without prior
written consent of Huawei Technologies Co., Ltd.

Trademarks and Permissions

QD

nuawer and other Huawei trademarks are trademarks of Huawei Technologies Co., Ltd.
All other trademarks and trade names mentioned in this document are the property of their respective
holders.

Notice

The purchased products, services and features are stipulated by the contract made between Huawei and
the customer. All or part of the products, services and features described in this document may not be
within the purchase scope or the usage scope. Unless otherwise specified in the contract, all statements,
information, and recommendations in this document are provided "AS IS" without warranties, guarantees
or representations of any kind, either express or implied.

The information in this document is subject to change without notice. Every effort has been made in the
preparation of this document to ensure accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied.

Issue 71 (2024-01-29) Copyright © Huawei Technologies Co., Ltd. i



Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory
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Change History

Description Released On

This issue is the seventy-third official release. 2024-4-28
This release incorporates the following changes:

e The V1 API for creating customers was taken offline.

e The V1 API for querying monthly bills was taken offline.

e Deleted the error code, CBC.99003645 (Unsubscription not
supported for this cloud service type), from the V2 API for 7.4.3
Unsubscribing from Yearly/Monthly Resources. "

e Deleted the error code, CBC.99003631 (The unsubscribed,
deleted, or released resource cannot be renewed), from the V2
API for 7.4.2 Renewing Subscription to Yearly/Monthly
Resources.

e Deleted error code, 400 CBC.99006073 (Project does not exist),
from the V2 API for 4.2.1 Querying the Price of a Pay-Per-Use
Product.

e Launched the V2 API for 7.1.2 Batch Querying Customer
Budgets.

e Modified the range (for order creation and payment time)
queried limit to one year for the 7.3.1 Querying Orders and
11.3.2.1 Querying Orders APIs.

This issue is the seventy-second official release. 2024-2-23
This release incorporates the following change:

Added the error code, CBC.99003647 (Unsubscription not supported
for this pay-per-use package.), to the V2 API for renewing yearly/
monthly subscriptions. "
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1 Change History

This release incorporates the following change:

Description Released On
This issue is the seventy-first official release. 2024-1-29
This release incorporates the following changes:
e Added the error code, CBC.99000092 (Incorrect subscription
period.), to the V2 API for renewing yearly/monthly
subscriptions.
e The V1 API for canceling unpaid orders was taken offline.
e Added the Product Type Name and Resource Type Name fields
to the old API for querying customer resource usage details.
e Added the Product Type Name and Resource Type Name fields
to the API for querying customer resource usage details.
e Added the response parameter, budget_type - budget mode, to
the V2 API for querying customer budgets.
e Added the request parameter, budget_type - budget mode, to
the V2 API for setting customer budgets.
Added the error code, CBC.50000030 (Setting budgets not
supported. This reseller's budget quota is insufficient.).
Added the error code, CBC.50000033 (Budget setting permissions
have been revoked. This reseller cannot set budgets.).
This issue is the seventieth official release. 2023-12-26
e The V1 API for paying yearly/monthly bills was taken offline.
e The V1 API for querying refund details was taken offline.
e The V1 API for sending verification codes was taken offline.
e The V1 API for querying pay-per-use resource lists was taken
offline.
This issue is the sixty-ninth official release. 2023-11-15
This release incorporates the following change:
Added the Action column in the API Access Permission (Partner)
section.
This issue is the sixty-eighth official release. 2023-11-1

Removed the API (V1) for querying prices by product specification.
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1 Change History

This release incorporates the following change:

Added the response parameter fail_resource_infos (used for query
the resources that fails to be subscribed to or unsubscribed from) to
the APIs for renewing subscription to yearly/monthly resources
and unsubscribing from yearly/monthly resources.

Description Released On
This issue is the sixty-seventh official release. 2023-6-29
This release incorporates the following changes:
Added the enumerations, 4: Savings plan-subscription and 5:
Savings plan-hourly billing to the field, Billing Mode, in the bill
details generated from the Querying Bill Details of Monthly
Expenditures API.
Added the enumeration, 11: Savings plan, to the field, Billing
Mode and added the enumeration, 23: Expenditure-savings plans
to the parameter, bill_type in the resource usage details generated
from the API, Querying Customer Resource Usage.
Added the enumeration, 11: Savings plan to the parameter,
cycleType for the API, Querying coupons.
Added the error code, CBC.99000088: Your payment is being
processed, to the API, Paying a yearly/monthly order.
This issue is the sixty-sixth official release. 2023-4-18
This release incorporates the following changes:
e Added section 3.3 API Access Permission (Partner). An operator
account of a partner needs to obtain permissions before
accessing APIs. Roles attached with according access permissions
can be assigned to this account.
e Added the error code "CBC.30050013: Renewal not supported
to 4.2.3 Querying the Renewal Price of a Yearly/Monthly
Resource.
e The V1 API for synchronizing customer real-name authentication
information is taken offline.
This issue is the sixty-fifth official release. 2023-3-30
This release incorporates the following change:
Added the API for querying the renewal price of a yearly/
monthly resource. Customers can query the renewal price of
yearly/monthly resources by criteria.
This issue is the sixty-fourth official release. 2023-2-28
This release incorporates the following change:
Deleted the enumerated value 7: International driver license of
the verified_type field in the API for requesting an individual
real-name authentication.
This issue is the sixty-third official release. 2023-2-9
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1 Change History

This release incorporates the following changes:

Added the V3 API for paying yearly/monthly product orders, and
moved the V2 API for paying yearly/monthly product orders to 11
API to Be Brought Offline.

Description Released On
This issue is the sixty-second official release. 2022-12-27
This release incorporates the following change:
Took the API for querying available discounts of an order offline.
This issue is the sixty-first official release. 2022-12-13
This release incorporates the following changes:
e Added the error codes CBC.50010085 - Customer association
not allowed. The account of this partner has been restricted.
and CBC.50010086 - Customer association not allowed. This
partner is a Huawei Cloud reseller, and the account of its
associated distributor has been restricted. to the V2 API for
creating a customer and V1 API for creating a customer.
e Added the error code CBC.70600026 - Sorry, Huawei Cloud
cannot review your real-name authentication information.
Please contact your account manager for assistance. to the
APIs for requesting an individual real-name authentication,
requesting an enterprise real-name authentication, and
requesting a real-name authentication change.
This issue is the sixtieth official release. 2022-11-17
This release incorporates the following changes:
e Brought the V1 API for enabling automatic subscription renewal
for yearly/monthly resources offline.
e Brought the V1 API for disabling automatic subscription renewal
for yearly/monthly resources offline.
This issue is the fifty-ninth official release. 2022-10-31
This release incorporates the following changes:
e Added the enumerated value 60: KooGallery product discounts
in resales for Settlement Product Type in the Querying Bill
Details of Monthly Expenditures API.
e Brought the V1 API for enabling automatic subscription renewal
offline.
e Brought the V1 API for disabling automatic subscription renewal
offline.
This issue is the fifty-eighth official release. 2022-09-27
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1 Change History

Description

Released On

This issue is the fifty-seventh official release.
This release incorporates the following changes:

e Added the request parameter indirect_partner_id to the API for
querying orders. This parameter is used to query the orders of a
Huawei Cloud reseller's customer.

e Added the request parameter indirect_partner_id to the API for
querying order details. This parameter is used to query order
details of a Huawei Cloud reseller's customer.

e Added the request parameter indirect_partner_id to the API for
querying the pay-per-use resources of a customer. This
parameter is used to query the pay-per-use resources of a
Huawei Cloud reseller's customer.

e Added error code CBC.99000037 to the API for querying orders.

e Added error code CBC.99000037 to the API for querying order
details.

e Added error code CBC.99000037 to the API for querying
customer's pay-per-use resources.

2022-08-30

This issue is the fifty-sixth official release.
This release incorporates the following changes:

e Added the request parameter indirect_partner_id to the API for
creating customers to support creating customers for a Huawei
Cloud reseller.

e Added the request parameter indirect_partner._id to the API for
querying customers to support querying the customers of a
Huawei Cloud reseller.

e Added the request parameter indirect_partner._id to the API for
freezing customer accounts to support freezing the accounts of
customers of a Huawei Cloud reseller.

e Added the request parameter indirect_partner_id to the API for
unfreezing customer accounts to support unfreezing the
accounts of customers of a Huawei Cloud reseller.

e Added the request parameter indirect_partner_id to the API for
querying customers' budgets to support querying the budgets
set for the customers of a Huawei Cloud reseller.

e Added the request parameter indirect_partner_id to the API for
setting budgets for customers to support setting budgets for
customers of a Huawei Cloud reseller.

2022-08-16

This issue is the fifty-fifth official release.
This release incorporates the following change:

Changed Elite Service Provider to Huawei Cloud Reseller and
Marketplace to KooGallery.

2022-08-10
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1 Change History

This release incorporates the following change:

Added the enumerated value 2: Account and resources and
changed enumerated value 1: Yes to 1: Only account for the
response parameter is_frozen in 5.3.1 Querying Customers.

Description Released On
This issue is the fifty-fourth official release. 2022-08-02
This release incorporates the following changes:
e Changed the length of the value for password in the V1 API for
create customers. The value can be a string of 8 to 32 characters.
e Changed the length of the value for password in the V2 API for
creating customer. The value can be a string of 8 to 32
characters.
This issue is the fifty-third official release. 2022-07-19
This release incorporates the following changes:
e Added the error code CBC.30010035 to the API for
unsubscribing from yearly/monthly resources.
e Added error code CBC.50010059 to the V1 API for creating a
customer.
e Added error code CBC.50010059 to the V2 API for creating a
customer.
This issue is the fifty-third official release. 2022-07-05
This release incorporates the following change:
Added the following description for the API in 7.4.3 Unsubscribing
from Yearly/Monthly Resources: Confirm the resource information
and the refund before unsubscribing from in-use resources. After
being unsubscribed from, the resources not in the recycle bin
cannot be restored. If you wan to continue using these resources,
unsubscribe from the subscription term renewed but not used yet.
This issue is the fifty-second official release. 2022-06-21
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1 Change History

Description

Released On

This issue is the fifty-first official release.
This release incorporates the following changes:

e Added the API for querying cloud service types, and moved the
old API for querying cloud service types to 11 API to Be
Brought Offline.

e Added the API for querying resource types, and moved the old
API for querying resource types to 11 API to Be Brought
Offline.

e Added service_type_name, indicating the cloud service type, and
resource_type_name, indicating the resource type, to the
response parameters of the APIs for querying usage types,
paying yearly/monthly product orders, querying the amount of
unsubscription orders, querying customer's yearly/monthly
resources, and querying customer's pay-per-use resources.

e Added service_type_name, indicating the cloud service type, to
the response parameters of the APIs for querying order details
and querying resource packages.

2022-04-12

This issue is the fiftieth official release.
This release incorporates the following change:

The Prepayment model has been changed to the Authorized
Distributor model. The transaction model name in Chinese for
Referral has been changed, but the English name remains
unchanged.

2022-03-25

This issue is the forty-ninth official release.
This release incorporates the following change:

Added error code CBC.99003605 in the response of the V2 API for
canceling automatic renewal for yearly/monthly resources.

2022-03-15

This issue is the forty-eighth official release.
This release incorporates the following changes:

e Added error code CBC.30010036 in the response of the API for
renewing subscription to yearly/monthly resources.

e Added error code CBC.99003602 in the response of the API for
enabling automatic subscription renewal for yearly/monthly
resources.

e Added the enumerated value 20: Refund - change for the bill
type in the file exported through the API for querying customer
resource usage.

e Changed 11: Service cross-charging to 11: Special price
request for the parameter Settlement Product Type in the file
exported through the Querying Bill Details of Monthly
Expenditures API.

e Added section 12.5 File Subscription in 12 Appendix. Partners

can subscribe to files in the Partner Center on HUAWE| CLOUD.

2022-01-25
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1 Change History

This release incorporates the following change:

Change the description of the error message for CBC.99003016 to
"The resources have expired and been deleted or do not exist." in
7.4.2 Renewing Subscription to Yearly/Monthly Resources.

Description Released On
This issue is the forty-seventh official release. 2022-01-11
This release incorporates the following changes:
e Added error code CBC.0250 to the response of the API for
querying the price of a yearly/monthly product.
e Added error code CBC.30050006 in the response of the API for
renewing subscription to yearly/monthly resources.
e Added error code CBC.99003115 to the response of the V2 API
for paying yearly/monthly product orders.
e Added error code CBC.99003156 to the response of the V2 API
for paying yearly/monthly product orders.
e Added error code CBC.99003156 to the response of the V1 API
for paying yearly/monthly product orders.
This issue is the forty-sixth official release. 2021-12-14
This release incorporates the following changes:
e Changed the description of error code CBC.99000051 to
Customer creation failed because this mobile number or
email address has been preregistered by Huawei. for the API
in 5.1.3 Creating a Customer.
e Added error code CBC.99000051 to the API in Creating a
Customer (Old).
This issue is the forty-fifth official release. 2021-11-30
This release incorporates the following change:
Deleted error code CBC.99003001 from the API in 7.4.2 Renewing
Subscription to Yearly/Monthly Resources.
This issue is the forty-fourth official release. 2021-11-16
This release incorporates the following changes:
e Changed the description of error code CBC.99005030 returned
by the APl in 5.2.1 Requesting an Individual Real-Name
Authentication to The partner did not complete real-name
authentication or bucket authentication.
e Added the description of the parameter related to the
subscription duration for the API in 8.1.1 Querying Customer
Resource Usage. This parameter can be a non-integer in the
exported CSV file.
This issue is the forty-third official release. 2021-11-02
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1 Change History

Description

Released On

This issue is the forty-second official release.
This release incorporates the following change:

Added the description of anti-injection-reconstruction for input
parameter values of Resource Name and Resource Tag in the file
of the API for querying customer resource usage.

2021-10-19

This issue is the forty-first official release.
This release incorporates the following changes:

e Added the V3 API for querying resource packages and moved
the V2 API for querying resource packages to 11 API to Be
Brought Offline.

e Added request parameters expire_time_begin and
expire_time_end to the APl in Querying Customer's Yearly/
Monthly Resources. These two parameters are used to query
the list of resources that expire in a specified period.

2021-09-28

This issue is the fortieth official release.
This release incorporates the following changes:

e Added error code CBC.30000010 to the API for paying yearly/
monthly product orders.

e Added a description for the Unit parameter in 8.1.1 Querying
Customer Resource Usage to differentiate the unit of the linear
products from that of non-linear products.

2021-08-31

This issue is the thirty-ninth official release.
This release incorporates the following changes:
e Added the API for querying customer resource usage.

e Moved the old API 11.4.1 Querying Customer Resource Usage
to 11 API to Be Brought Offline.

2021-08-13

This issue is the thirty-eighth official release.
This release incorporates the following changes:

e Deleted the old APIs for requesting an individual real-name
authentication, requesting an enterprise real-name
authentication, and requesting real-name authentication change,
and the API for unsubscribing from yearly/monthly products that
fail to be provisioned or changed.

e Added user_name in the response parameters of the APl in 7.3.2
Querying Order Details to specify the order creator returned by
the API for querying order details.

2021-07-13
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1 Change History

Description

Released On

This issue is the thirty-seventh official release.
This release incorporates the following changes:

e Added the API for querying the resource packages of a customer
in 11.3.4.1 Querying Resource Packages.

e Added the API for querying the resource package usage in 7.5.2
Viewing Resource Package Usage.

e Added the field partnerPreferentialType and changed the
calculation method of amount due in 8.2.2 Querying Bill
Details of Monthly Expenditures.

e Added response parameters salePrice, stepNum,
stepNumMeasureld, and partnerPreferentialType in Querying
Monthly Bills. These parameters are returned when
partnerPreferentialType is set to 1.

2021-06-15

This issue is the thirty-sixth official release.
This release incorporates the following change:

Added Querying Available Discounts of an Order. You can invoke
this API to query available discounts when paying an order.

2021-04-28

This issue is the thirty-fifth official release.
This release incorporates the following change:

Added fields Settlement Amount, Partner Coupon, Scene, Partner
Amount Without Tax, Tax Amount, and Usage Type Name in
8.2.2 Querying Bill Details of Monthly Expenditures. These fields
are not displayed for partners in the Asia Pacific region.

2021-02-08

This issue is the thirty-fourth official release.
This release incorporates the following change:

Modified 5.3.1 Querying Customers. Specifically, added fields
xaccount_id, xaccount_type, and customer_level for returning the
partner sales platform user ID, partner sales platform ID, and
customer level, respectively.

2021-01-28

This issue is the thirty-third official release.
This release incorporates the following changes:

Added 4.1.5 Querying Measurement Units and 4.1.6 Querying
the Measurement Unit Number System.

2020-12-30

This issue is the thirty-second official release.
This release incorporates the following changes:

e Added the V2 interface in 8.2.1 Querying Monthly Bills and
moved the V1 interface in Querying Monthly Bills to 11 API to
Be Brought Offline.

e Added the parameter discount_infos and table
DiscountSimpleinfo for the API that is used for paying yearly/
monthly product orders to query available discounts that can be

used for paying yearly/monthly orders.

2020-12-16
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Description Released On
This issue is the thirty-first official release. 2020-12-01

This release incorporates the following changes:

Modified the old API for querying customer resource usage. The
system generates the resource usage details from 12:00 to 20:00
(not later than 24:00) every day.

This issue is the thirtieth official release. 2020-11-18

This release incorporates the following changes:

e Added 4.1.4 Querying Usage Types for querying usage types.

e Added 7.4.6 Enabling/Canceling the Change from Yearly/
Monthly to Pay-per-Use upon Expiration for querying resource
types.

e Added the enumerated value "610: Discount amount" for
parameter discount_type in 7.3.1 Querying Orders and 7.3.2
Querying Order Details, as well as 11.3.2.1 Querying Orders
and 11.3.2.2 Querying Order Details to be brought offline.

This issue is the twenty-ninth official release. 2020-11-04
This release incorporates the following changes:

Added the API in Querying Cloud Service Types (Old).
Added the API in Querying Resource Types (Old).

Added 4.1.3 Querying Resources by Cloud Service Type for
querying resource list by cloud service type.

This issue is the twenty-eighth official release. 2020-10-21
This release incorporates the following changes:

e Add parameter include_association_result in 5.1.3 Creating a
Customer. When this parameter is called, the result of
associating a partner and its sub-customer will be returned.

e Moved 14.1.4.6.12 Querying Resource Provisioning Details of an
Order to 11 API to Be Brought Offline.

This issue is the twenty-seventh official release. 2020-09-28
This release incorporates the following changes:

Added Table 7-39 to support query by language and response
parameter product_spec_desc (indicating product specifications) in
7.6.1 Querying Customer's Pay-Per-Use Resources.
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Description Released On
This issue is the twenty-sixth official release. 2020-09-16

This release incorporates the following changes:

e Added response parameters product_owner_service and
commercial_resource in 7.3.2 Querying Order Details.

e Changed the default value of measure_id in the following APIs
from cent to dollar. After this modification, the unit for the
values of currency-related fields is also changed to dollar. Check
the currency unit in use during an API call.

- 7.3.1 Querying Orders
- 7.3.2 Querying Order Details
- 7.3.5 Querying the Amount of Unsubscription Orders

This issue is the twenty-fifth official release. 2020-09-02
This release incorporates the following changes:

e Added the V2 interface in 5.3.2 Freezing a Customer Account
and moved the V1 interface in 11.2.3.3 Freezing a Customer
Account to 11 API to Be Brought Offline.

e Added the V2 interface in 5.3.3 Unfreezing a Customer
Account and moved the V1 interface in 11.2.3.4 Unfreezing a
Customer Account to 11 API to Be Brought Offline.

e Added the V2 interface in 7.1.1 Querying Customer Budgets
and moved the V1 interface in 11.3.1.1 Querying Customers'
Budgets to 11 API to Be Brought Offline.

e Added the V2 interface in 7.1.3 Setting Customers' Budgets
and moved the V1 interface in 11.3.1.2 Setting Customers'
Budgets to 11 API to Be Brought Offline.

e Added error codes CBC.99006006, CBC.99006055, and
CBC.99006074 in 4.2.1 Querying the Price of a Pay-Per-Use
Product and 4.2.2 Querying the Price of a Yearly/Monthly
Product.
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This issue is the twenty-fourth official release. 2020-06-30

This release incorporates the following changes:

e Added the V2 interface in 7.3.5 Querying the Amount of
Unsubscription Orders and moved the V1 interface in Querying
the Amount of Unsubscription Orders to 11 API to Be Brought
Offline.

e Added the V2 interface in 7.4.1 Querying Customer's Yearly/
Monthly Resources and moved the V1 interface in 11.3.3.1
Querying Customer's Yearly/Monthly Resources to 11 API to
Be Brought Offline.

e Added the V2 interface in 7.4.4 Enabling Automatic
Subscription Renewal for Yearly/Monthly Resources and
moved the V1 interface in Enabling Automatic Subscription
Renewal for Yearly/Monthly Resources to 11 API to Be Brought
Offline.

e Added the V2 interface in 7.4.5 Disabling Automatic
Subscription Renewal for Yearly/Monthly Resources and
moved the V1 interface in Disabling Automatic Subscription
Renewal for Yearly/Monthly Resources to 11 API to Be Brought
Offline.

e Added the V2 interface in 7.6.1 Querying Customer's Pay-Per-
Use Resources and moved the V1 interface in Querying
Customer's Pay-Per-Use Resources to 11 API to Be Brought
Offline.
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This issue is the twenty-third official release. 2020-06-17

This release incorporates the following changes:

e Added the V2 interface in 7.3.1 Querying Orders and moved the
V1 interface in 11.3.2.1 Querying Orders to 11 API to Be
Brought Offline.

e Added the V2 interface in 7.3.2 Querying Order Details and
moved the V1 interface in 11.3.2.2 Querying Order Details to
11 API to Be Brought Offline.

e Added the V2 API for paying yearly/monthly product orders.
Moved the V1 API from Paying Yearly/Monthly Product Orders
(Old) to 11 API to Be Brought Offline.

e Added the V2 interface in 7.3.4 Canceling Orders in the
Pending Payment Status and moved the V1 interface in
Canceling Orders in the Pending Payment Status to 11 API to Be
Brought Offline.

e Added the V2 interface in 7.4.2 Renewing Subscription to
Yearly/Monthly Resources and moved the V1 interface in
11.3.3.2 Renewing Subscription to Yearly/Monthly Resources
to 11 API to Be Brought Offline.

e Added the V2 interface in 7.4.3 Unsubscribing from Yearly/
Monthly Resources and moved the V1 interface in 11.3.3.3
Unsubscribing from Yearly/Monthly Resources to 11 API to Be
Brought Offline.

This issue is the twenty-second official release. 2020-06-03
This release incorporates the following changes:

Added the V2 interface in 5.1.1 Verifying Customer Registration
Information and moved the V1 interface in 11.2.1.1 Verifying
Customer Registration Information (Old) to 11 API to Be
Brought Offline.

Added the V2 API to 5.2.3 Requesting a Real-Name
Authentication Change and moved the V1 APIs in 14.1.2.1.2
Sending a Verification Code to 11 API to Be Brought Offline.
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This issue is the twenty-first official release. 2020-05-20

This release incorporates the following changes:

Added the V2 APl in 5.2.1 Requesting an Individual Real-Name
Authentication, and moved the V1 API for requesting an individual
real-name authentication to 11 API to Be Brought Offline.

Added the V2 APl in 5.2.2 Requesting an Enterprise Real-Name
Authentication, and moved the V1 API for requesting an enterprise
real-name authentication to 11 API to Be Brought Offline.

Added the V2 APl in 5.2.3 Requesting a Real-Name
Authentication Change, and moved the V1 API for requesting a
real-name authentication change to 11 API to Be Brought Offline.

Added the V2 interface in 5.2.4 Querying the Real-Name
Authentication Review Result and moved the V1 interface in
11.2.2.1 Querying the Real-Name Authentication Review Result
(Old) to 11 API to Be Brought Offline.

Added the V2 interface in 5.3.1 Querying Customers. Added
response parameter account_managers. Moved the V1 interface in
11.2.2.1 Querying the Real-Name Authentication Review Result
(Old) to 11 API to Be Brought Offline.

This issue is the twentieth official release. 2020-04-22
This release incorporates the following changes:

Added the V2 interface in 5.1.3 Creating a Customer and brought
the interface in Creating a Customer (Old) offline.

This issue is the nineteenth official release. 2020-03-25
This release incorporates the following changes:

Added 4.2.1 Querying the Price of a Pay-Per-Use Product and
4.2.2 Querying the Price of a Yearly/Monthly Product.

Took the API for querying product prices based on specifications
offline.

This issue is the eighteenth official release. 2020-01-15
This release incorporates the following changes:
Added 9.1.1 Querying the Invoice List.

This issue is the seventeenth official release. 2019-12-18
This release incorporates the following changes:

Added parameter cooperationType in the request of the API in
Creating a Customer (Old).

Modified the description of status codes CBC.4004 and CBC.4005 in
5.1.2 Sending a Verification Code.
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This issue is the sixteenth official release. 2019-11-20

This release incorporates the following changes:

Added error code CBC.3016 in 7.4.2 Renewing Subscription to
Yearly/Monthly Resources. This error code indicates that expired
resources exist.

This issue is the fifteenth official release. 2019-10-23
This release incorporates the following changes:

e Added 11.2.3.3 Freezing a Customer Account.

e Added 11.2.3.4 Unfreezing a Customer Account.

e Added response parameter isFrozen in 11.2.3.1 Querying
Customers (Old). This parameter is used to indicate whether
the customer account is frozen.

e Added request parameter cancelPartnerFrozen in 11.3.1.2
Setting Customers' Budgets. This parameter is used to specify
whether to unfreeze the customer account while setting the
budget for the customer.

e Added the Amount after Coupons and Amount Due fields in
8.2.2 Querying Bill Details of Monthly Expenditures.

This issue is the fourteenth official release. 2019-09-25
This release incorporates the following changes:
Added 10 Managing Service Tickets.

This issue is the thirteenth official release. 2019-09-17
This release incorporates the following changes:

e Added response parameter uplimit in 5.1.1 Verifying Customer
Registration Information. The parameter indicates whether the
number of verification code sending times reaches the upper
limit.

e Added the section "12.1.2.2.3-Requesting a Real-Name
Authentication Change (Old)".

This issue is the twelfth official release. 2019-09-04
This release incorporates the following changes:

e Added response parameter customerType in 11.2.3.1 Querying
Customers (Old). The parameter indicates the customer type.

e Added the section "12.1.2.2.1-Requesting an Individual Real-
Name Authentication (Old)".

e Added the section "12.1.2.2.2-Requesting an Enterprise Real-
Name Authentication (Old)".

e Added 11.2.2.1 Querying the Real-Name Authentication
Review Result (Old).

e Moved the API in Synchronizing Customer Real-Name
Authentication Information to 11 API to Be Brought Offline.
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This Issue is the eleventh official release. 2019-08-21

This release incorporates the following changes:
e Added 7.3.5 Querying the Amount of Unsubscription Orders.

e Added periodType, periodNum, and categoryCode to response
messages of the APl in Querying Monthly Bills.

This issue is the tenth official release. 2019-08-14
This release incorporates the following changes:

e Added 14.1.4.6.12 Querying Resource Provisioning Details of an
Order.

e Added parameters Project ID and Project Tag to the file in
11.4.1 Querying Customer Resource Usage.

This issue is the ninth official release. 2019-07-24
This release incorporates the following changes:

e Added error code CBC.0100 in 7.4.1 Querying Customer's
Yearly/Monthly Resources.

e Moved APl in 11.2.3.2 Querying Customers (Old) to 11 API to
Be Brought Offline. For details about the new API, see 11.2.3.1
Querying Customers (Old).

This issue is the eighth official release. 2019-07-10
This release incorporates the following changes:

e Added parameter categoryCode in response table Table 7-14 in
7.3.2 Querying Order Details.

e Added Bill Type in table 3 in 8.2.2 Querying Bill Details of
Monthly Expenditures.

e Changed the API for querying customer credit limit to the API for
querying customers' budgets in 11.3.1.1 Querying Customers'
Budgets.

e Changed the API for setting customer credit limit to the API for
setting customers' budgets in 11.3.1.2 Setting Customers'
Budgets.
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This issue is the seventh official release. 2019-06-26

This release incorporates the following changes:
e In 7.3.1 Querying Orders

- Added parameters currencyOfficial, amountinfo, and
serviceType in Table 7-7.

- Added response parameter tables Table 7-8 and Table 7-9.

- Added status code CBC.0100, CBC.0101, CBC.0151, and
CBC.0155.

e In 7.3.2 Querying Order Details
- Added parameters offset and limit to Table 7-10.

- Added response parameters currencyOfficial, amountinfo,
currencyType, and serviceType in Table 7-13.

- Added response parameter tables Table 7-14, Table 7-15,
and Table 7-16.

- Added status code CBC.0100, CBC.0101, CBC.0151, and
CBC.0155.

e Added status code CBC.7254 in Creating a Customer (Old).

This issue is the sixth official release. 2019-06-14
This release incorporates the following changes:

e Added parameter isCloseMarketMs in the request of API in
Creating a Customer (Old).

This issue is the fifth official release. 2019-05-22
This release incorporates the following changes:

e Added 8.1 Managing Customer Consumptions.
e Added 12.8 Status Code.

e Added 12.9 Error Codes.

This issue is the fourth official release. 2019-05-10
This release incorporates the following changes:

e Adjusted the sections in 5 Customer Management, 7
Transaction Management, and 8 Bill Management based on
service scenarios in 2 Partner Operation Capability API
(Reseller Model).

e Added 7.3.2 Querying Order Details.
e Added the API for paying yearly/monthly product orders.
e Added 7.3.4 Canceling Orders in the Pending Payment Status.

e Added 7.6.1 Querying Customer's Pay-Per-Use Resources.
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1 Change History

Description

Released On

This issue is the third official release.
This release incorporates the following changes:

e Added 2.1.2.1-Synchronizing Customer Real-Name
Authentication Information.

e Added 14.1.1.2.1 Querying Product Prices Based on the Product
Specifications (Old).

e Added 7.3.1 Querying Orders.
e Added 7.4.1 Querying Customer's Yearly/Monthly Resources.

e Added 7.4.2 Renewing Subscription to Yearly/Monthly
Resources.

e Added 7.4.3 Unsubscribing from Yearly/Monthly Resources.

e Added 7.4.4 Enabling Automatic Subscription Renewal for
Yearly/Monthly Resources.

e Added 7.4.5 Disabling Automatic Subscription Renewal for
Yearly/Monthly Resources.

2019-04-29

This issue is the second official release.
This release incorporates the following changes:

Added the APIs to be supported and their descriptions in 2 Partner
Operation Capability APl (Reseller Model).

2019-04-13

This issue is the first official release.

2019-03-22
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2 Partner Operation Capability API (Reseller Model)

Partner Operation Capability API

(Reseller Model)

HUAWEI CLOUD provides the operation capabilities in the reseller model for
partners to manage customers, coupons, transactions, cloud services, bills, service
tickets, products, and invoices on the partner sales platform.

Table 2-1 APIs and descriptions

Resources by
Cloud Service

Type

Scenar | Sub- API Name Description
io Scenari
o
Produc | Product | Querying This APl is used to query cloud service
t informa | Cloud Service | types on the partner sales platform.
manag | tion Types
ement | query - -
Querying This APl is used to query the resource types
Resource on the partner sales platform.
Types
Querying This APl is used to query the resource type

code and name by associated cloud service
on the partner sales platform and to query
the price of a pay-per-use or yearly/
monthly product.

Querying
Usage Types

This APl is used to query resource usage
types on the partner sales platform.

Querying
Measurement
Units

This APl is used to query the resource
usage, measurement unit for the duration
and amount of a yearly/monthly resource,
as well as the measurement unit type on
the partner sales platform.

Querying the
Measurement
Unit Number
System

This APl is used to query the measurement
unit number system on the partner sales
platform.
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Scenar | Sub- APl Name Description
io Scenari
o
Product | Querying the | Partners can query the price of a pay-per-
price Price of a use product by criteria on the sales
query Pay-per-Use platform.
Product
Querying the | This API is used to query the price of a
Price of a yearly/monthly product by criteria on the
Yearly/ partner sales platform.
Monthly
Product
Querying the | Customers can query the renewal price of a
Renewal yearly/monthly resource by criteria on the
Price of a partner sales platform.
Yearly/
Monthly
Resource
Custo | Custom | Verifying This APl is used to check whether the
mer er Customer account name, and mobile number or
manag | registra | Registration | email address entered by the customer can
ement | tion Information be used for registration.
Sending a If a customer enters an email address
Verification during registration, the system sends a
Code registration verification code to the email
address to verify the information.
Creating a This APl is used to create a Huawei Cloud
Customer account for a customer when the customer
creates an account on your sales platform,
and bind the customer account on the
partner sales platform to the HUAWEI
CLOUD account. In addition, the Huawei
Cloud account is bound to the partner
account.
Real- Requesting This API can be used to submit an
name an Individual | individual real-name authentication
authent | Real-name application.
ication | Authenticatio

n

Requesting
an Enterprise
Real-name
Authenticatio
n

This API can be used to submit an
enterprise real-name authentication
application.
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Scenar | Sub- APl Name Description
io Scenari
o
Requesting a | This API can be used to submit a real-name
Real-Name authentication change application.
Authenticatio
n Change
Querying the | If the response to a real-name
Real-Name authentication application or real-name
Authenticatio | authentication change application indicates
n Review that manual review is required, this API can
Result be used to query the review result.
Custom | Querying This API is used to query your customers.
er Customers
manage -
ment Freezing a A partner can freeze an account of a
Customer customer associated with the partner by
Account reseller model.
Unfreezing a | A partner can unfreeze an account of a
Customer customer associated with the partner by
Account reseller model.
Reselle | Queryin | Querying A Huawei Cloud distributor can query the
r g Huawei list of its associated Huawei Cloud resellers.
manag | resellers | Cloud
ement Resellers
Transa | Custom | Querying This API is used to query the budget of a
ction er Customers' customer for the partner to determine
manag | budget | Budgets whether to adjust the budget.
ement | manage - -
ment 7.1.2 Batch This API is used to batch query budgets of
Querying multiple customers. You can decide
Customer whether to adjust budgets for your
Budgets customers based on the query results.
Setting This APl is used to set or adjust a
Customers' customer's budget.
Budgets
Coupon | Querying Partners can query information about their
manage | Coupons coupons.
ment
Yearly/ | Querying After a customer purchases yearly/monthly
monthl | Orders resources, it can query the orders in
y order different statuses, such as in the pending
manage approval, processing, canceled, completed,
ment and pending payment statuses.
Querying Customers can view order details on the
Order Details | partner sales platform.
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Scenar | Sub- APl Name Description
io Scenari

o
Paying A customer can invoke this API to pay
Yearly/ yearly-monthly product orders in the
Monthly pending payment status.
Product
Orders
Canceling A customer can invoke this API to cancel
Orders in the | orders in the pending payment status.
Pending
Payment
Status
Querying the | A customer can query the resources and
Amount of original orders of the unsubscription
Unsubscriptio | amount for an unsubscription order or
n Orders degrade order on the partner sales

platform.

Yearly/ | Querying A customer can query one or all yearly/

Monthl | Customer's monthly resources on the partner sales

y Yearly/ platform.

resourc | Monthly

e Resources

manage : .

ment Renewing A customer can renew subscription to
Yearly/ yearly/monthly resources on the partner
Monthly sales platform.
Resources

Unsubscribin

If a customer has subscribed to a yearly/

g Yearly/ monthly resource, the customer can use
Monthly this API to unsubscribe from the resource,
Resources including the renewed part and currently
used part. The customer cannot use the
resources after unsubscription.
Configuring A customer can use this API to enable
Automatic automatic subscription renewal for its long-
Renewal for | term yearly/monthly resources to prevent
Yearly/ the resources from being deleted when
Monthly they are expired.
Resources
Canceling A customer can disable automatic
Automatic subscription renewal when needed. After
Renewal for | disabling this function, the customer needs
Yearly/ to manually renew the subscription to the
Monthly resources before they expire.
Resources
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Scenar | Sub- APl Name Description
io Scenari
o
Enabling/ A customer can change the billing mode of
Canceling the | resources from yearly/monthly to pay-per-
Change from | use after the resources expire. The pay-per-
Yearly/ use mode takes effect upon a yearly/
Monthly to monthly expiration.
Pay-per-Use
upon
Expiration
Resourc | Querying This APl is used to query resource packages.
e Resource
packag | Packages
fnanage Querying the | Partners can query the resource package
ment Resource usage of customers on the partner sales
Usage platform by resource.
Pay- Querying A partner can query the pay-per-use
per-use | Customer's resources that have been provisioned for
resourc | Pay-per-Use customers associated with the partner in
e Resources the Reseller model.
manage
ment
Cloud | Cloud Switching This APl is used to switch from the partner
service | service | from the sales platform to the HUAWEI CLOUD
resour | resourc | partner sales | portal using a link to manage cloud service
ce e platform to resources.
manag | manage | the HUAWEI
ement | ment CLOUD portal
Bill Custom | Querying This APl is used to query customer resource
manag | er Customer usage.
ement | resourc | Resource
e usage | Usage
manage
ment
Partner | 8.2.1 You can query your monthly bills that cover
bill Querying amount due, expenditures, refunds, and
manage | Monthly Bills | adjustments.
ment
8.2.2 A partner can subscribe to the partner bill
Querying Bill | (customer resource usage) in the HUAWEI
Details of CLOUD Partner Center. For details, see File
Monthly Subscription. Your sales platform will
Expenditures | calculate the customer expenditures and
generate the customer bills based on this
bill and then you can perform reconciliation
with HUAWEI CLOUD.
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Scenar | Sub- APl Name Description
io Scenari
o

Invoice | Invoice | Querying the | Partners can query the invoice list.

manag | manage | Invoice List

ement | ment

Manag | Managi | Service ticket | Partners and customers can submit

ing ng management | HUAWEI CLOUD service tickets on the

service | service | APIs partner sales platform. When receiving the

tickets | tickets service tickets, the HUAWEI CLOUD after-
sales service team will assist the customers
to handle the problems related to HUAWEI
CLOUD usage.
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API Invoking Methods

3.1 RESTful API

The partner sales platform can invoke RESTful APIs provided by HUAWEI CLOUD.
Alternatively, customers can switch from the partner sales platform to HUAWEI
CLOUD through the web Ul to purchase cloud services and manage cloud service
resources.

3.1.1 Constructing Requests

Request URI

This section describes the structure of a RESTful API request, and uses the API for
creating customers of HUAWEI CLOUD partners as an example to describe how to
call an API.

A request URI consists of the following:
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

Although the request URI is included in the request header, most languages or
frameworks require that it be transmitted separately from the request message.
Therefore, the request URI is listed independently.

Table 3-1 URI parameter description

Parameter Description

URI-scheme Protocol used to transmit requests. All APls use HTTPS.
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Parameter Description

Endpoint Specifies the domain name or IP address of the server
bearing the REST service endpoint.

The operations APl endpoint for partner is bss-
intl.Lmyhuaweicloud.com.
NOTE

e This endpoint is a global endpoint and can be used for all
regions in Huawei Cloud (International Website).

e TLS 1.2 supported.

resource-path Resource path, that is, the API access path. Obtain the
path from the URI of the API. For example, the
resource-path of the API for creating a customer

is /v2/partners/sub-customers.

query-string Query parameter, which is optional. Ensure that a
question mark (?) is included before each query
parameter that is in the format of " Parameter
name=Parameter value". For example, ?limit=10
indicates that a maximum of 10 data records will be
displayed.

For example, to obtain the request URI for creating a customer, obtain the
corresponding resource-path (/v2/partners/sub-customers). Then, construct the
URI as follows:

https://bss-intl.myhuaweicloud.com/v2/partners/sub-customers

https:/ibss-intl. myhuaweicloud.comyv2/partners/sub-customers
URI-scheme Endpoint Resource-path
(10 NOTE

To simplify URI display, each API is provided with only resource-path and the request
method. This is because the URI-scheme value of all APIs is HTTPS, and the endpoints in a
region are the same. Therefore, the two parts are omitted.

Request Method

The HTTP protocol defines the following request methods that can be used to
send a request to the server:
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Table 3-2 HTTP methods

Method Description

GET Requests a server to return a specified resource.

PUT Requests a server to update a specified resource.

POST Requests a server to add a resource or perform a
special operation.

DELETE Requests a server to delete a specified resource (for
example, an object).

HEAD Requests a server resource header.

PATCH Requests a server to update partial content of a
specified resource.
If the resource does not exist, the PATCH method is
used to create a new resource.

As shown in the URI for creating a customer, the request method is POST. The

request URI is as follows:

POST https://bss-intl.myhuaweicloud.com/v2/partners/sub-customers

Request Header

You can also add additional fields to the request header, for example, the fields

required by a specified URI and an HTTP method. Table 3-3 lists common request

header fields.

Table 3-3 Common request header fields

obtained from the authenticatio
URL of the service
APL. If the port
number is not
specified, the
default port is
used. The default
port number for
https is 443.

Field Description Mandatory Example
Host Specifies the server | No bss-
domain name and | This field is intl.myhuaweicloud.com
port number of the mandatory or
resources being only when bss
requested. The ; )
vacllue can be 'fA(‘)Kr/SK is used | jnt| myhuaweicloud.com:

443

n.
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Field Description Mandatory Example

Content-Type | Specifies the Yes application/json
request body MIME
type. You are
advised to use the
default value
application/json.
For an object or
image upload API,
the value varies
depending on the

flow type.
Content- Length of the No 3495
Length request body. The
unit is byte.
X-Auth-Token | Specifies the user No The following is part of
token. This field is an example token:
For details about mandatory MIIPAgYJKoZIhveNAQc-
how to obtain a only when the | C0llO8zCCDUBCAQEXDTA
token, see Token token is used | LB9lghkgBZQMEAgEwgg
Authentication. for 1QBgkghkiGOwOBBwGgg
authenticatio | 91 BBIINPXsidG9rZ
n.

(10 NOTE

In addition to supporting authentication using tokens, APIs support authentication using
AK/SK, which uses SDK to sign a request. During the signature, the Authorization
(signature authentication) and X-Sdk-Date (time when a request is sent) headers are
automatically added to the request.

For more details, see Authentication Using AK/SK in Authentication.

The request of the interface for creating a customer is as follows after the request
header is added:

POST https://bss-intl.myhuaweicloud.com/v2/partners/sub-customers
Content-Type: application/json
X-Auth-Token: MIIPAgYJKoZIhveNAQcCo...ggg1BBIINPXsidG9rZ

(Optional) Request Body

This part is optional. A request body is often sent in a structured format (for
example, JSON or XML) as defined in the Content-Type header field. If the
request body contains Chinese characters, these characters must be coded in
UTF-8.

Request bodies vary with API. Some APIs do not require a request body, such as
the APIs requested using the GET and DELETE methods.

In the case of the APl used to create a customer, you can obtain the required
request parameters and parameter description from the API request. The following
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is a request carrying the message body, where the request parameters vary with
actual condition.

POST https://bss-intl.myhuaweicloud.com/v2/partners/sub-customers HTTP/1.1
Content-Type: application/json
X-Auth-Token: MIIPAgYJKoZIhveNAQcCo...ggg1BBIINPXsidG9rZ

{

"domain_name": "test",
"email": "xxx@huawei.com",

"domain_area": "HK",
"xaccount_id": "35reyxxxx",
"xaccount_type": "xxx_IDP",
"password": "XXXxxXxx",
"is_close_market_ms": "true",
"cooperation_type": "1"

}

If all data required for the API request is available, you can send the request to call
the API through curl, Postman, or coding.

3.1.2 Authentication

You can use either of the following authentication methods when invoking an API:

e Token authentication: Requests are authenticated using tokens. This method
is relatively simple.

e AK/SK authentication: Requests are encrypted using the access key ID (AK)
and secret access key (SK). AK/SK authentication is recommended because it
provides higher security than token authentication.

When a partner invokes some APIs, the customer authentication information is
required. The partner can obtain this information only using the method provided
in Obtaining a User Token with the assume_role Method or Obtaining a
Temporary Access Key and Security Token Through an Agencysecuritytoken.
Therefore, using token authentication is recommended.

Token Authentication

(11 NOTE

The validity period of a token is 24 hours. If a token needs to be used, the system caches
the token to avoid frequent calling. For details about token validity periods, see Obtaining
a User Token Through Password Authentication

A token specifies certain permissions in a computer system. Authenticating using a
token adds the token to the request header during API calling to obtain
permissions to operate APIs through IAM.

In 3.1.1 Constructing Requests, the process of calling the API for obtaining a
user token is described as an example. After obtaining the partner or customer
token, add the X-Auth-Token header in a request to specify the token when
calling other APIs. For example, if the token is ABCDEF)...., add X-Auth-Token:
ABCDEFI.... in a request as follows:

Content-Type: application/json
X-Auth-Token: ABCDEFJ....

e  For details about how to obtain a partner token, see Obtaining a User
Token.
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e  For details about how to obtain a customer token, see Obtaining a User
Token with the assume_role Method.

AK/SK Authentication
(10 NOTE

AK/SK authentication supports API requests with a body size not larger than 12 MB. For API
requests with a larger size, token authentication is recommended.

In AK/SK-based authentication, AK/SK is used to sign requests and the signature is
then added to the requests for authentication.

e AK: access key ID, which is a unique identifier used together with an SK to
sign requests cryptographically.

e SK: secret access key, which is used in conjunction with an AK to sign requests

cryptographically. It identifies a request sender and prevents the request from
being modified.

You can use AK/SK to sign requests based on the signature algorithm or use a
dedicated signature SDK to sign the requests. For details about how to sign
requests and use the signing SDK, see API Request Signing Guide.

(1 NOTE

The signing SDK is only used for signing requests and is different from the SDKs provided
by services.

3.1.3 Returned Values

Status Code

After sending a request, you will receive a response containing the status code,
response header, and response body.

A status code, a group of digits ranging from 1xx to 5xx, indicates the status of a
response. For more information, see Status Code.

If 204 is returned for calling the APl used to create a customer, the request is
successful.

Response Header

Similar to a request, a response also has a header, for example, Content-Type.

Figure 3-1 shows the response header for the APl used to create a customer.
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Figure 3-1 Response header for the APl used to create a customer

» Temporary Headers (8) @

KEY
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A-Content-Type-Options
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Expires

Pragma
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Content-Type
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tatus: 200 OK  Time: 1994ms
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SecAs
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application/json; charset=utf-28
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The body of a response is often returned in structured format (for example, JSON
or XML) as specified in the Content-Type header field. The response body
transfers content except the response header.

The following is part of the response body for the APl used to create a customer:

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Content-Length: length

Date: response time

{
"domain_id": "08f25edee500d3e70f4ec007d082eb80",
"domain_name": "testdomainnamexxx"

}

If an error occurs during API calling, an error code and a message will be
displayed. The following shows an error response body.

{

"error_msg": "The name exists.cse://CBCCustomerRegService/rest/cbc/cbccustomerregservice/v1/
customer/register[error_code]:CBC.7156[msg]:{\"error_code\":\"CBC.7156\" \"error_msg\":\"domainName
exist.\"} ",

"error_code": "CBC.99000038"

}

In the preceding information, error_code is an error code, and error_msg
describes the error.

3.2 Web Ul Mode

After logging in to the partner sales platform, a customer can directly switch to
HUAWEI CLOUD to purchase cloud services and manage cloud service resources.
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The partner sales platform must complete SAML authentication to establish a
trust relationship with HUAWEI CLOUD.

Prerequisites

The partner has performed steps in Access Configuration.

SAML Authentication

Figure 3-2 shows the SAML authentication process.

Figure 3-2 SAML authentication process

Browser 1AM Partner
platiorm

The customer initiates the |
1AM SAML login request. !

-
L

Queries the IDP

Redirects the SAML Metadata.xmi file.
request message.

Initiates the SAML

|
|
|
|
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request message. |
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Verifies and builds
the SAML
response
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Redirects the SAML

Sends the SAML
response message.

L

The account is bound so
that the login is
redirected to the service.

e e

|
I
|
|
: Redirects to the service.
|
|
|

1. A partner's customer uses a browser to call the HUAWEI CLOUD login link.
IAM sends the SAML request.

a. The customer uses a browser to call the HUAWEI CLOUD login link.

https://auth-intl.huaweicloud.com/authui/saml/login?
xAccountType=2XT&isFirstLogin=7alse&service=https%3a%?2f
%2fconsole-intl.huaweicloud.com%2fiam%?2f
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Parameter

Mand
atory

Description

Example

xAccountTy
pe

Yes

Indicates the identifier of
the partner sales platform,
which is globally unique.
The value is provided by
Huawei. After the partner
configures the access
parameters on the Partner
Center page, the partner
ID is generated. For details
about how to obtain the
platform ID, see How Do |
Obtain the xaccountType
Value?

ZXT

isFirstLogin

No

If no HUAWEI CLOUD
account is bound, this
parameter is mandatory
and must be set to true.
Otherwise, the value can
be left empty or set to
false.

After the account creation
API is successfully called to
create a customer account,
HUAWEI CLOUD CBC has
bound the customer
account on the partner
sales platform with the
customer HUAWEI CLOUD
account.

false

service

Yes

Indicates the redirection
address after login.

The encodeURIComponent
function is used for coding.

https%3a%?2f
%?2fconsole-
intl.huaweicloud.co
m%2fiam%:2f

IAM receives the login request of the partner's customer, locates the

SingleSignOnService configuration item in the IDP Metadata.xml file
based on the xAccountType value, and sends the samlRequest request
to the required path.
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2.

Parameter

Description

SAMLRequest

Indicates the response message body.

The response message is in XML format. IAM then
compresses the message, encodes the message using
Base64, and URL encodes the message.

e If the partner uses the SAML toolkits, this
parameter can be directly used. The partner does
not need to parse the XML file.

e |If the partner needs to parse the XML file, the
partner needs to URL decode the message,
decode the message using Base64, and
decompress the message (zip.inflate). For details,
see Sample Code for Parsing the SAMLRequest.

RelayState

Indicates the response parameters for SAML.

SigAlg

Indicates the signature algorithm. Huawei uses
SHA256 for signatures by default.

HTTP://WWW.W3.0RG/2001/04/XMLDSIG-
MORE#RSA-SHA256

Signature

Indicates the signature. The signature is used to
verify the initiator of a request.

When initiating a request, HUAWEI CLOUD uses the
private key to sign

SAMLRequest={ SAMLRequest }&RelayState={ RelayS
tate } &SigAlg={ SigAlg } in request https.//
www.test.com/saml/login?
SAMLRequest={SAMLRequest }&RelayState={ RelaySt
ate} &SigAlg={ SigAlg}&Signature={ Signature } and
then performs Base64 coding to obtain the signature
value.

The signature algorithm is specified by the SigAlg
field.

When receiving the request, the receiver verifies the
signature value using the public key provided by
HUAWEI CLOUD (the value in the
<ds:X509Certificate></ds:X509Certificate> tag in
the SP Metadata.xml file).

If the signature verification succeeds, the request is
sent by HUAWEI CLOUD, and the follow-up
operations can be performed. Otherwise, the request
is invalid.

The partner sales platform generates the SAML response message and sends
it to HUAWEI CLOUD IAM.

a. The partner sales platform obtains the HUAWEI CLOUD public key and
the response message path of samlResponse from the SP Metadata.xml
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file. For details, see Example, Public Key, and Response Path in
Obtaining the SP Metadata File.

b. The partner sales platform generates the SAML response message.

The response message body is in XML format. For the correct response
message body and its parameter description, see the following displayed
content.

NOTICE

The following content is for reference only. The description in the
comments must be modified. The time and ID defined by SAML vary
depending on the message. Therefore, it is recommended that you should
not directly modify the response message content. Instead, you shall use
the SAML toolkits to generate the response message.

<?xml version="1.0" encoding="UTF-8"?>
<!-- Parameter InResponseTo needs to be the same as the ID configuration item of
AuthnRequest in the SAML request message. -->
<!-- Parameter Destination needs to be the same as the Location value in the
AssertionConsumerService tag in the SP Metadata.xml file. -->
<saml2p:Response Consent="urn:oasis:names:tc:SAML:2.0:consent:unspecified"
ID="_d794dc393ae6724e236003bf0b917cf0" Destination="https://auth.huaweicloud.com/authui/
saml/SAMLAssertionConsumer"
InResponseTo="_dck4mm08gmdhc8k4nuir07hghetdqgqg8umg5"
Issuelnstant="2018-10-30T08:21:41.740Z" Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol">
<!-- Must be the same as the entitylD value in the IDP Metadata.xml file. -->
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> https.;//www.test.com</saml2:Issuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success" />
<saml2p:StatusMessage>urn:oasis:names:tc:SAML:2.0:status:Success</saml2p:StatusMessage>
</saml2p:Status>
<saml2:Assertion ID="_2320c40ac7b5e857b2d0d4ea0c8758c3"
Issuelnstant="2018-10-30T08:21:41.740Z" Version="2.0"
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<!-- Must be the same as the entitylD value in the IDP Metadata.xml file. -->
<saml2:Issuer>https.//www.test.com</saml|2:Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />
<!-- The value after "URI #" must be the same as the ID in the Assertion tag. -->
<ds:Reference URI="#_2320c40ac7b5e857b2d0d4ea0c8758c3">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces PrefixList="xsd"
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<!-- The value of DigestValue is the digest of the Assertion tag object. The digest
algorithm is the same as that of DigestMethod. -->
<ds:DigestValue>rFxrycznfGNYOnprZIF)JoudroOMz65+43MIR5F0+H4=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<!-- Partner signature value. For details about how to obtain the value, see the
following description. -->
<ds:SignatureValue>
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YqgTWQngAPfGgRmMWa610PM7LeefgWdKuveUVINrgL67NoHIIDa2WxLwdVzoJIUh64QiNPré+ndm
L DCMgIC5F/9ijuzhlICZcc6lHNIy6EsPkKRjfo9oeoVAGLgG/kmVQYeHLBIDOy 1T1RNXXpAVY4nh/
26KiIVGt7ywyKAmhichE+eW/UYAGIOI5vkfgD2gZUG V+yPkv64k 7xK4yAH3mL2NaCPuw/90edenm
iUx0YuazDwM5FIRUSMpc/sOreNmS6clWAUcCzbOx+y2vIGtTiHb7k3UsmpnTop5e YNp94+sDPEat
8FaV4SgafMEL5z54gpe8+//9yOWEVIBs 1bORYg==
</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>
<!-- Partner public key certificate. The certificate must be the one specified in the IDP
Metadata.xml file. -->
<ds:X509Certificate>
MIIBIJANBgkghkiGO9wOBAQEFAAOCAQSAMIIBCGKCAQEAhK3L 160NjPIERBGQOC2s4r
+Wc62bkRkc nUxfhiZwCwldQCykzul OAoATnfoEamV5W25xtSS5kFs+40C0mYVpKcl3SWoydX
+UE5Qik5UFI8Dt G1AVSEKhSIuyO9axrV5Uv089iMxBnlm/R+xND73WcZM 1 1yIbKIEZSTCEDfh
+KnFbMw108umFMden RZCrNWUJoSp/90XeGOV2Nmj7Fkq72skSifwlASLRG9KgLbmh1QwUX
+AoWpHK/JRUBUStMBmMG1nii
AgpDAEBJjBOB27k TwXZ30+10Jt81ZmfSZRFoNn5VFWXNeEmZ1aQvGSvd3Tyyw2/Wr+w/
8Mags69C mpeX6QIDAQAB
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<!-- The value of NameQualifier must be the same as the entitylD value in the SP
Metadata.xml file. -->
<saml2:NamelD Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient"
NameQualifier="https.//auth.huaweicloud.com/">Some NamelD value</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<!-- Parameter InResponseTo needs to be the same as the ID configuration item of
AuthnRequest in the samlRequest message. -->
<saml2:SubjectConfirmationData
InResponseTo="_dck4mmO08qgmdhc8k4nuir07hghetdggg8umg5"
NotBefore="2018-10-28T08:21:41.740Z" NotOnOrAfter="2018-11-01T08:21:41.740Z"
Recipient="https://auth.huaweicloud.com/authui/saml/SAMLAssertionConsumer" />
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2018-10-28T08:21:41.740Z"
NotOnOrAfter="2018-11-01T08:21:41.740Z">
<saml2:AudienceRestriction>
<!-- Must be the same as the entitylD value in the SP Metadata.xml file. -->
<saml2:Audience> https.//auth.huaweicloud.com/</saml|2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AttributeStatement>
<!-- For values between<saml2:AttributeValue> and </saml2:AttributeValue>, see the
following table. -->
<saml2:Attribute FriendlyName="xUserld" Name="xUserld"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xsd:string">*******< /[sam|2:AttributeValue>
</saml2:Attribute>
<!-- The values of xAccountld and xUserld must be the same. -->
<saml2:Attribute FriendlyName="xAccountld" Name="xAccountld"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xsd:string">********< [sam(2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="bpld" Name="bpld"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xsd:string">******</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="email" Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xsd:string" />
</saml2:Attribute>
<saml2:Attribute FriendlyName="name" Name="name"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
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<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xsd:string">******</saml(2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="mobile" Name="mobile"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xsd:string">*****</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
<saml2:AuthnStatement Authninstant="2018-10-30T08:21:41.741Z">
<!-- Must be the same as the entitylD value in the SP Metadata.xml file. -->
<saml2:SubjectLocality Address="https.//auth.huaweicloud.com/" [>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
</saml2:Assertion>
</saml2p:Response>

The partner signature value is in standard XML format, and the signature
type is enveloped-signature. You are advised to use the SAML library
provided by a third party for signature.

The signature procedure is as follows.

i.  Obtain the signature object (Assertion).
<saml2:Assertion ID="_2320c40ac7b5e857b2d0d4ea0c8758c3"
Issuelnstant="2018-10-30T08:21:41.740Z" Version="2.0"

xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

</saml2:Assertion>

ii. Obtain the tag object (Signature).
<ds:Signature
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-
sha256" />
<ds:Reference URI="#_2320c40ac7b5e857b2d0d4ea0c8758¢3">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature" />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"
PrefixList="xs" />
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha256" />
<ds:DigestValue>.....</ds:DigestValue>
</ds:Reference>
</ds:SignedIinfo>
<!-- Third-party signature value -->
<ds:SignatureValue>
</ds:SignatureValue>
<ds:Keylnfo>
<ds:X509Data>
<!-- Third-party public key certificate -->
<ds:X509Certificate>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
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iii. Generate the DigestValue value for the signature object Assertion.

1) Convert Assertion according to the algorithm defined in
Transform of Signature.

2) Generate a digest for the object obtained in 1) according to the
algorithm specified in DigestMethod.

3) Place the generated digest value in the DigestValue tag.

iv. Use the private key in Step 6 in Generating a Certificate to
generate the SignatureValue value for the Signedinfo object
signature.

1) Convert Signedinfo according to the algorithm defined in
CanonicalizationMethod

2) Generate the signature value for the object obtained in 1)
according to the signature algorithm defined in
SignatureMethod. Place the obtained signature value in
SignatureValue.

v. Combine the values of DigestValue and SignatureValue to form the
final Signature object. Place the value in Assertion as its sub-
element.

The signature is displayed as follows.

<saml2:Assertion ID="_2320c40ac7b5e857b2d0d4ea0c8758c3"
Issuelnstant="2018-10-30T08:21:41.740Z" Version="2.0"
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<ds:Signature
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<!-- Third-party signature value -->
<ds:SignatureValue>
</ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data>
<!I-- Third-party public key certificate -->
<ds:X509Certificate>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
</saml2:Assertion>

Table 3-4 Description of parameters between <saml2:AttributeValue>
and </saml2:AttributeValue>

Parameter | Description

xUserld Indicates the user ID of the partner's customer on the
partner sales platform. This parameter value equals the
value of xAccountld.

xAccountld | Indicates the account ID of the partner's customer on the
partner sales platform.
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Parameter | Description

bpld Indicates the partner ID.
For details, see How Do | Check the Partner ID?

email Indicates the email address.

This parameter is optional.

The parameter must meet the following requirements:
e Must be unique for each customer.

e A maximum of 64 characters

e Passes the verification using the following regular
expression: AlazA-Z0-9.1#$%&"*+\\/=?A_*{|}~-]+@[a-
zA-Z0-9](?:[a-zA-Z0-9-]{0,61}[a-zA-Z0-9])?(?:\\.
[azA-Z0-9](?:[a-zA-Z0-9-]1{0,61}[a-zA-Z0-9])?)*S

name Indicates the account name transferred on the partner
sales platform.

This parameter is optional.

The account name must be the same as the value of
domain_name in the request for APl in 5.1.3 Creating a
Customer.

{11 NOTE

Table 3-4 involves the account ID and user ID because HUAWEI CLOUD IAM has
the account and user concepts. For details about the two concepts, see "Account"
and "IAM User" in Basic Concepts.
c. If the customer has logged in to the partner sales platform, the SAML
response message is returned directly. Otherwise, the SAML response
message is displayed after the login.

Send a POST request to the HUAWEI CLOUD response path
AssertionConsumerService in 2.a. The parameters must be in the Form
Data format.

TQUQLIFI7E2FFNMFHF 1KQgbKijySZ1MBuQgqbE2 FKSFxNE2E956dvimE2BARtPgbxXOh jBpTREIBHEXEPZRNAGS
wWXELQaqPQE2FX2Bc4I Jufmyvz7RUCKIFAARIDRIDERelayState=_lidh2rixcBldnuc72gmpbslf4bmlerafel
n8rNIStwTosXmeNhIDIR2BGnTVBTGITAX5nisoKE43vRGzY1ICPMbeswQWDRE2ZFFHryetPIdecceEBKTgFE1xM]
hCPu]%2EHSICSaUinPUDIn95155E”35T35§2F:VPt15L%1F?i”SlChGE1<15ij6Y5FESUrFfskvvﬂck:PP;:
L2T$¥2545LSVEdqcUyFIKSanVFKSKDHdESEElStRHSmOHquCHVTQAIrCriZSBGIdeKitachquHE:YkV;l
BgDXY1GUe0QqdckhgT36A1 2 2GCIwKT 1pvhAEF L 2xMZGZUSx IKVINY Y1y 2 FjMBlE64pMsyd3IDrzZfcbraPnTEas
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWE4) Applelebkit/S37.36 (KHTML, like Gecko)

Form Data view source view URL en
SAMLResponse: PD94bkbwgdmVyc2lvbj@iMSawIiBlomNyvZGluZz@iVVRGLTgLP zaKPHNhbWwy cDpSIXNWb25
MDAZYmYwWY §kxNZNmMC I gSWSS IXNwb 25z IVAVPS IFZGNrNG1 tMDhxbWRoYzhrNG5 1aXInwN2hnaGV@ZHFxZzh1bl
1lezpeYzpTQUIMOjIuMDpwemS@b 2NVECI+PHNR Wy Ok 12e3V1ciBGEb3 It XQoInVyb jpvYXNpezpuYWl lezpé

Pmh@dHBzO0i8vaWRwlmlzZXNvbCSjb2evakRwl 3Noak)ib2x 1dGg BL INhblwyOklzc3V1icj48c 2F thDIw

RhdHVzTWVzc2FnZT51cm46b2F zaXME6bmF £ ZXMEJGMEUBFNTDoy L JABc SRhdHVZOINIY 2Nl c 3MBL 3Nhblhwy

IE1ze3V1SKS 2dGF udDeiMjAnOCaxMCRzMFQwODeYHMT 6BMS4 SNDBAT iEWI X 2 aWIuPSIyL JAL IHhtbGS =OnNhbl
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Parameter Description

SAMLResponse | Identifies the string obtained by encoding the SAML
response message body in 2.b using Base64.

RelayState The value of this parameter is the same as that in

the SAML request message.

3. 1AM parses the SAMLResponse. When the customer account creation APl is
called to create an account, HUAWEI CLOUD CBC binds the customer account
on the partner sales platform with the HUAWEI CLOUD account. Therefore,
the customer can be redirected to the service page and purchase and manage
the cloud services.

3.3 API Access Permission (Partner)

API access requires authorization. You can attach roles that contain required
permissions for accessing specific APIs to accounts as needed in Partner Center.
Supported actions of APIs are listed in the following table. The API can be
accessed as long as one of its actions is supported.

(1 NOTE

For APIs not listed in the table, fine-grained permission verification is not required and all
operator accounts can access them.

e For more details, visit:

Partner Operation Capability APl (Reseller Model)

Table 3-5
Sce | Sub- | API URL Action Path
nari | Scena | Descrip
o rio tion
Cust | Custo | Verifyin | POST /v2/ BPC_ITEM_SUBCUSTSERV_ | Sales > Customer
ome | mer g partners/sub- 010118 Business > Customer
r registr | custom | customers/users/ Management >
man | ation | er check-identity Customer List > Create
age registra Partner Customer (API
men tion Management)
t informa
tion
Sending | POST /v2/bases/ BPC_ITEM_SUBCUSTSERV_ | Sales > Customer
a verificationcode/ 010118 Business > Customer
verificat | send Management >
ion Customer List > Create
code Partner Customer (API

Management)
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Sce | Sub- | API URL Action Path
nari | Scena | Descrip
o rio tion
Creatin | POST /v2/ BPC_ITEM_SUBCUSTSERV_ | Sales > Customer
ga partners/sub- 010118 Business > Customer
custom | customers Management >
er Customer List > Create
Partner Customer (API
Management)
Real- | Request | POST /v2/ BPC_ITEM_SUBCUSTSERV_ | Sales > Customer
name | ing customers/ 010119 Business > Customer
authe | individu | realname-auths/ Management >
nticati | al real- | individual Customer List > Real-
on name name authentication
authent synchronization (API
ication Management)
Request | POST /v2/ BPC_ITEM_SUBCUSTSERV_ | Sales > Customer
ing customers/ 010119 Business > Customer
enterpri | realname-auths/ Management >
se real- | enterprise Customer List > Real-
name name authentication
authent synchronization (API
ication Management)
Request | PUT /v2/ BPC_ITEM_SUBCUSTSERV_ | Sales > Customer
ing customers/ 010119 Business > Customer
real- realname-auths/ Management >
name enterprise Customer List > Real-
re- name authentication
authent synchronization (API
ication Management)
Queryin | GET /v2/ BPC_ITEM_SUBCUSTSERV_ | Sales > Customer
g the customers/ 010119 Business > Customer
real- realname-auths/ Management >
name result Customer List > Real-
authent name authentication
ication synchronization (API
review Management)
result
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Sce | Sub- | API URL Action Path
nari | Scena | Descrip
o rio tion
Custo | Queryin | POST /v2/ BPC_ITEM_SUBCUSTSERV_ | e Sales > Customer
mer g partners/sub- 010100| Business >
mana | custom | customers/query BPC_ITEM_SUBCUSTSERV_ Customer
geme | ers 010500 Management >
nt Customer List >
View Customer List
e Sales > Customer
Business >
Customer
Management >
Reseller Customers
> View Customers
Freezin | POST /v2/ BPC_ITEM_SUBCUSTSERV_ | e Sales > Customer
ga partners/sub- 010501] Business >
custom | customers/freeze | BPC_ITEM_SUBCUSTSERV_ Customer
er 010115 Management >
account Reseller Customers
> Freeze/Unfreeze
Accounts
e Sales > Customer
Business >
Customer
Management >
Customer List >
Freeze/Unfreeze
Account
Unfreez | POST /v2/ BPC_ITEM_SUBCUSTSERV_ | e Sales > Customer
ing a partners/sub- 010501] Business >
custom | customers/ BPC_ITEM_SUBCUSTSERV _ Customer
er unfreeze 010115 Management >
account Reseller Customers

> Freeze/Unfreeze
Accounts

e Sales > Customer
Business >
Customer
Management >
Customer List >
Freeze/Unfreeze
Account
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Sce | Sub- | API URL Action Path
nari | Scena | Descrip
o rio tion
Res | Query | Queryin | POST /v2/ BPC_ITEM_SALES_ 020100 | Sales > Sales
eller | ing g the partners/indirect- Management > My
man | resell | list of partners/query Resellers > My
age | ers reseller Resellers > View
men S Resellers
t
Tran | Coup | Queryin | GET /v2/ BPC_MENU_FINANCE_100 | e Sales > Customer
sacti | on g promotions/ 100] Management >
on mana | coupon | benefits/coupons | BPC_ITEM_SUBCUSTSERV_ Coupon
Man | geme | s 050101 Management >
age | nt Available Coupons
men > View Coupon List
t e Sales > Customer
Business > Order
Payments > Order
Payments > Pay for
Orders
Yearly | Queryin | GET /v2/orders/ BPC_ITEM_SUBCUSTSERV_ | e Sales > Customer
/ g customer-orders 060100] Business >
mont | orders BPC_ITEM_SUBCUSTSERV _ Customer Orders >
hly 060200 Customer Orders >
order View Orders
mana e Sales > Customer
geme Business >
nt Customer Orders >
Reseller Customer
Orders > View
Orders
Queryin | GET /v2/orders/ BPC_ITEM_SUBCUSTSERV_ | e Sales > Customer
g order | customer-orders/ | 060100] Business >
details | details/{order_id} | BPC_ITEM_SUBCUSTSERV_ Customer Orders >
060200 Customer

Orders>View Orders

e Sales > Customer
Business >
Customer Orders >
Reseller Customer
Orders > View
Orders
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Sce | Sub- | API URL Action Path
nari | Scena | Descrip
o rio tion
Mana | Queryin | POST /v2/ BPC_ITEM_SUBCUSTSERV_ | Sales > Customer
ging g partners/sub- 010105 Business > Customer
Pay- custom | customers/on- Management >
Per- er's demand- Customer List > View
Use pay- resources/query Customer Resources
Resou | per-use
rces resourc
es
Mana | Queryin | GET /v2/partners/ | BPC_ITEM_SUBCUSTSERV_ | o Sales > Customer
ging g sub-customers/ 010111] Business >
Custo | custom | budget BPC_ITEM_SUBCUSTSERV_ Customer
mers' | er 010503 Management >
Budge | budget Customer List >
ts Adjust Credit Limit
e Sales > Customer
Business >
Customer
Management >
Reseller Customers
> Set Monthly
Budgets
Batch POST /v2/ BPC_ITEM_SUBCUSTSERV_ | e Sales > Customer
queryin | partners/sub- 010111] Business >
g customers/ BPC_ITEM_SUBCUSTSERV_ Customer
custom | budget/query 010503 Management >
er Customer List >
budgets Adjust Credit Limit

e Sales > Customer
Business >
Customer
Management >
Reseller Customers
> Set Monthly
Budgets
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Sce | Sub- | API URL Action Path
nari | Scena | Descrip
o rio tion
Setting | POST /v2/ BPC_ITEM_SUBCUSTSERV_ | e Sales > Customer
custom | partners/sub- 010111| Business >
ers' customers/budget | BPC_ITEM_SUBCUSTSERV_ Customer
budgets 010503 Management >
Customer List >
Adjust Credit Limit
e Sales > Customer
Business >
Customer
Management >
Reseller
Customers>Set
Monthly Budgets
Bill |- Queryin | GET /v2/bills/ BPC_ITEM_FINANCE_0901 | Sales > Financial
Man g partner-bills/ 00 Information > Partner
age monthl | postpaid-bill- Bills > Partner Bill >
men y bills summary View Partner Bill
t of a
custom
er
Invo | Invoic | Queryin | GET /v1.0/ BPC_ITEM_FINANCE_0601 | Sales > Financial
ice e g the {domain_id}/ 00 Information > Invoice
Man | Mana | invoice | payments/intl- Center > Invoice
age | geme | list invoices Center > View Invoice
men | nt Requests
t
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Product Management

4.1 Quering Product Information

4.1.1 Querying Cloud Service Types

Function

This API is used to query cloud service types on the partner sales platform.

Constraints

This API can be invoked using the partner AK/SK or token.

KooGallery services are not included.

Debugging

You can debug the API in API Explorer which supports automatic authentication.
API Explorer can automatically generate and debug example SDK code.

URI

GET /v2/products/service-types

Table 4-1 Header parameter

rs

Paramete | Manda | Value Description

r tory Range

X No A Language.

ranguage maximu | ¢ zh_CN: Chinese
m of 8 - '
characte | ® en_US: English

Default value: zh_ CN
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Table 4-2 Query parameters

Paramete
r

Manda
tory

Type

Value
Range

Description

offset

No

Integer

O0to
100000
0000

Offset, which starts from 0. The
default value is 0.

NOTE
This parameter is used for pagination.
Retain its default value 0 if pagination
is not required. offset indicates the
offset relative to the first data record
among all that meets the conditions
configured. If you set offset to 1, the
second and subsequent data records are
returned.

For example, if there 10 records that
meet query conditions, when you set
limit to 10 and offset to 1, the second
to the tenth records are returned.

If there are 20 records that meet query
conditions, when you set offset to 0 and
limit to 10 for the first page and set
offset to 10 and limit to 10 for the
second page, then each page will
respectively have 10 records.

limit

No

Integer

[1-1000
]

Number of records queried each
time. The default value is 10.

GET https://bss-intl.myhuaweicloud.com/v2/products/service-types?offset=0&limit=10 HTTP/1.1

X-Auth-Token: MIIPAgYJKoZIhveNAQcCo...ggg1BBIINPXsidG9rZ

Request
Request Parameters
None
Example Request
Content-Type: application/json
X-Language: zh_CN
Response

Response Parameters

Parameter | Type Value Description
Range
error_code | String A Error code. For details, see Returned Values.
maximu | This parameter is returned only when the
m of 20 | query failed.
characte
rs
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Range
error_msg | String A Error description. This parameter is returned
maximu | only when the query failed.
m of
1000
characte
rs
total_coun | Integer | - Total number.
t
service_typ | List<Ser | - Cloud service type list. For details, see Table
es viceTyp 4-3.
e>

Table 4-3 ServiceType

Parameter | Type Value Description
Range

service_typ | String A Cloud service type name.
€_hame maximu
m of
200
charact
ers

service_typ | String A Cloud service type code.
e_code maximu
m of 64
charact
ers

abbreviatio | String A Abbreviation of the cloud service type.
n maximu
m of
200
charact
ers

Example Response

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Content-Length: length
Date: response time
{
"total_count": 1,
"service_types": [

"service_type_name": "Huawei Cloud WelLink",
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"abbreviation": "WeLink"

Returned Values
(11 NOTE

e 4xx This class of HTTP status code is intended for situations in which the error seems to
have been caused by the client, for example, the request contains bad syntax or
incorrect parameters. You must ensure the request is correct.

e 5xx This class of HTTP status code is intended for cases in which the Huawei Cloud
server is aware that it has encountered an error or is otherwise incapable of performing
the request. In this case, contact Huawei Cloud customer service.

HTTP Status Error Code Description

Code

400 CBC.0100 Invalid parameter.
403 CBC.0151 Access denied.
500 CBC.0999 Other errors.

4.1.2 Querying Resource Types

Function
This APl is used to query the resource types on the partner sales platform.
Constraints
This API can be invoked using the partner AK/SK or token.
Debugging
You can debug the API in API Explorer which supports automatic authentication.
API Explorer can automatically generate and debug example SDK code.
URI

GET /v2/products/resource-types
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Table 4-4 Header parameter

Paramete | Manda | Value Description

r tory Range

X- No A Language.

Language maximu | ¢ zh CN: Chinese
m of 8 - )
characte | ® en_US: English
rs Default value: zh_ CN

Table 4-5 Query parameters

Paramete
r

Manda
tory

Type

Value
Range

Description

offset

No

Integer

0 to
100000
0000

Offset, which starts from 0. The
default value is 0.

NOTE
This parameter is used for pagination.
Retain its default value 0 if pagination
is not required. offset indicates the
offset relative to the first data record
among all that meets the conditions
configured. If you set offset to 1, the
second and subsequent data records are
returned.

For example, if there 10 records that
meet query conditions, when you set
limit to 10 and offset to 1, the second
to the tenth records are returned.

If there are 20 records that meet query
conditions, when you set offset to 0 and
limit to 10 for the first page and set
offset to 10 and limit to 10 for the
second page, then each page will
respectively have 10 records.

limit

No

Integer

[1-1000
]

Number of records queried each
time. The default value is 10.

Request

Request Parameters

None

Example Request

GET https://bss-intl.myhuaweicloud.com/v2/products/resource-types?offset=0&limit=10 HTTP/1.1

Content-Type: application/json

X-Auth-Token: M/IPAgYIKoZIhveNAQcCo...ggg 1BBIINPXsidG9rZ
X-Language: zh_CN
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Response
Response Parameters
Parameter | Type Value Description
Range
error_code | String A Error code. For details, see Returned Values.
maximu | This parameter is returned only when the
m of 20 | query failed.
characte
rs
error_msg | String A Error description. This parameter is returned
maximu | only when the query failed.
m of
1000
characte
rs
total_coun | Integer | - Total number.
t
resource_t | List<Res | - Resource type list. For details, see Table 4-6.
ypes ourceTy
pes>

Table 4-6 ResourceTypes

Parameter | Type Value Description
Range

resource_t | String A Resource type code. For example, the
ype_code maximu | resource type code of ECS is

m of 64 | hws.resource.type.vm.

charact
ers

resource_t | String A Resource type name.
ype_name maximu
m of
200
charact
ers

resource_t | String A Resource type description.
ype_desc maximu
m of
200
charact
ers
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Parameter | Type Value Description

Range
service_typ | String A Code of the service type which a resource
e_code maximu | belongs to. Example:

m of 64 | hws.service.type.offline.

charact

ers

Example Response

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Content-Length: length

Date: response time

{
"total_count": 1,
"resource_types": [
"resource_type_code": "hws.resource.type.workspacehost.desktop",
"resource_type_name": "Cloud Desktop",
"resource_type_desc": "Cloud Desktop",
service_type_code": "hws.service.type.workspacehost"
}
]
}

Returned Values
(10 NOTE

e 4xx This class of HTTP status code is intended for situations in which the error seems to
have been caused by the client, for example, the request contains bad syntax or
incorrect parameters. You must ensure the request is correct.

e 5xx This class of HTTP status code is intended for cases in which the Huawei Cloud
server is aware that it has encountered an error or is otherwise incapable of performing
the request. In this case, contact Huawei Cloud customer service.

HTTP Status Error Code Description

Code

400 CBC.0100 Invalid parameter.
403 CBC.0151 Access denied.
500 CBC.0999 Other errors.

4.1.3 Querying Resources by Cloud Service Type

Function

This API is used to query the resource type code and name by associated cloud
service on the partner sales platform and to query the price of a pay-per-use or
yearly/monthly product.
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Constraints

This API can be invoked using the partner AK/SK or token.

This API cannot be used to query the resources by KooGallery service type.

Debugging

You can debug the API in API Explorer which supports automatic authentication.
API Explorer can automatically generate and debug example SDK code.

URI

GET /v2/products/service-resources

Table 4-7 Header parameter

rs

Paramete | Manda | Value Description

r tory Range

X No A Language.

ranguage maximu | o zh CN: Chinese
m of 8 - ‘
characte | ® €n_US: English

Default value: zh_CN

Table 4-8 Request parameters

Paramete | Manda | Type Value Description
r tory Range
service_ty | Yes String A Cloud service type code. For
pe_code maximu | example, the cloud service type
m of 64 | code of OBS is
charact | hws.service.type.obs. To obtain a
ers specific service type, call the APl in

4.1.1 Querying Cloud Service
Types.
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Paramete | Manda | Type Value Description
r tory Range
offset No Integer | 0to Offset, which starts from 0. The
100000 | default value is 0.
00 NOTE

This parameter is used for pagination.
Retain its default value 0 if pagination
is not required. offset indicates the
offset relative to the first data record
among all that meets the conditions
configured. If you set offset to 1, the
second and subsequent data records are
returned.

For example, if there 10 records that
meet query conditions, when you set
limit to 10 and offset to 1, the second
to the tenth records are returned.

If there are 20 records that meet query
conditions, when you set offset to 0 and
limit to 10 for the first page and set
offset to 10 and limit to 10 for the
second page, then each page will
respectively have 10 records.

limit No Integer | [1-100] | Number of records queried each
time. The default value is 10.

This parameter cannot be left
empty.

Request
Request Parameters

None

Example Request

GET https://bss-intlL.myhuaweicloud.com/v2/products/service-resources?
service_type_code=hws.service.type.obs&limit=5&offset=0 HTTP/1.1
Content-Type: application/json

X-Auth-Token: MIIPAgYJKoZIhveNAQcCo...ggg1BBIINPXsidG9rZ
X-Language: zh_CN

Response

Response Parameters
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Parameter Type Value Description
Range
error_code String A Error code.
maximu | Fqor details, see Returned Values. This
mof 20 | harameter is returned only when the
character | query failed.
s
error_msg String A Error description. This parameter is
maximu | returned only when the query failed.
m of
1000
character
s
total_count Integer - Total number.
infos List<Servi | A List of basic resource information. For
ceResour | maximu details, see Table 4-9.
celnfo> m of 100
values

Table 4-9 ServiceResourcelnfo

Parameter Type Value Description
Range
basic_info BasicInfo | - Basic resource information. For details,
Object see Table 4-10.

Table 4-10 ResourceBasiclnfo

Parameter | Type Value Description
Range
resource_typ | String A Resource type code. Example:
e_code maximu hws.resource.type.general.
m of 64
character
s
product_own | String A Code of the service where a resource
er_service maximu | belongs. Example:
m of 64 hws.service.type.offline.
character
s

Issue 71 (2024-01-29)

Copyright © Huawei Technologies Co., Ltd. 56



Partner Center
API| Reference 4 Product Management

Parameter Type Value Description
Range

name String A Resource type. Example: general
maximu specifications.

m of
1024
character
s

description String A Resource type description.
maximu
m of
1024
character
S

Example Response

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Content-Length: length

Date: response time

"total_count": 5,
"infos": [

"basic_info": {
"resource_type_code": "hws.resource.type.general",
"product_owner_service": "hws.service.type.offline",
"name": "general specifications",
"description": "general specifications"

}
}I
{
"basic_info": {
"resource_type_code": "hws.resource.type.bandwidth",
"product_owner_service": "hws.service.type.vpc",
"name": "fixed bandwidth",
"description": "fixed bandwidth"
}
}I
{
"basic_info": {
"resource_type_code": "hws.resource.type.ip",
"product_owner_service": "hws.service.type.vpc",
"name": "EIP",
"description": "EIP"
}
}I
{
"basic_info": {
"resource_type_code": "hws.resource.type.vm.image",
"product_owner_service": "hws.service.type.ec2",
"name": "ECS image",
"description": "ECS image"
}
}I
{

"basic_info": {
"resource_type_code": "hws.resource.type.vm",
"product_owner_service": "hws.service.type.ec2",
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"name": "ECS",
"description": "ECS"
}
}
]
}

Returned Values
(11 NOTE

e 4xx This class of HTTP status code is intended for situations in which the error seems to
have been caused by the client, for example, the request contains bad syntax or
incorrect parameters. You must ensure the request is correct.

e 5xx This class of HTTP status code is intended for cases in which the Huawei Cloud
server is aware that it has encountered an error or is otherwise incapable of performing
the request. In this case, contact Huawei Cloud customer service.

HTTP Value | Error Code Description

400 CBC.0100 Invalid parameter.
403 CBC.0151 Access denied.
500 CBC.0999 Other errors.

4.1.4 Querying Usage Types

Function
This API is used to query resource usage types on the partner sales platform.
Constraints
This API can be invoked using the partner AK/SK or token.
Debugging
You can debug the API in API Explorer which supports automatic authentication.
API Explorer can automatically generate and debug example SDK code.
URI

GET /v2/products/usage-types
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Table 4-11 Header parameter

Paramete | Manda | Value Description

r tory Range

X- No A Language.

Language maximu | ¢ zh CN: Chinese
m of 8 - .
characte | ® €n_US: English
rs Default value: zh_ CN

Table 4-12 Query parameters

Paramete | Manda | Type Value Description

r tory Range

resource_t [ No String A Resource type code. For example,
ype_code maximu | the VM resource type code of ECS is

m of 64 | hws.resource.type.vm. To obtain a
charact | specific resource type, call the APl in
ers 4.1.2 Querying Resource Types.

If this parameter is not included in
the request parameters or is left
empty, it cannot be used as a filter

criterion. If the value is "", it can be
used as a filter criterion.
offset No Integer | 0to Offset, which starts from 0. The
100000 | default value is 0.
000 NOTE

This parameter is used for pagination.
Retain its default value 0 if pagination
is not required. offset indicates the
offset relative to the first data record
among all that meets the conditions
configured. If you set offset to 1, the
second and subsequent data records are
returned.

For example, if there 10 records that
meet query conditions, when you set
limit to 10 and offset to 1, the second
to the tenth records are returned.

If there are 20 records that meet query
conditions, when you set offset to 0 and
limit to 10 for the first page and set
offset to 10 and limit to 10 for the
second page, then each page will
respectively have 10 records.

limit No Integer | 1to Number of records queried each
100 time. The default value is 10.
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Request
Request Parameters
None

Example Request
GET https://bss-intl.myhuaweicloud.com/v2/products/usage-types?offset=0&limit=3 HTTP/1.1
Content-Type: application/json

X-Auth-Token: MIIPAgYJKoZIhveNAQcCo...ggg1BBIINPXsidG9rZ
X-Language: zh_CN

Response

Response Parameters

Parameter | Type Value Description
Range

error_code String A Error code.
MaxImMu | For details, see Returned Values. This
mof 20 | harameter is returned only when the
character | guery failed.
s

error_msg String A Error description. This parameter is
maximu | returned only when the query failed.
m of
1000
character
s

total_count Integer - Total number.

usage_types | List<Usa | - Usage type list. For details, see Table

geType> 4-13.
Table 4-13 UsageType

Parameter | Type Value Description
Range

code String A Usage type code, for example,
maximu reqNumber.
m of 64
character
s

name String A Usage type name, for example, the
maximu number of invoking times.
m of
1024
character
s
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Parameter Type Value Description

Range
resource_typ | String A Resource type code. For example, the
e_code maximu resource type code of VM is

m of 64 hws.resource.type.vm.

character

s
service_type | String A Cloud service type code. For example, the
_code maximu cloud service type code of OBS is

m of 64 hws.service.type.obs.

character

s
resource_typ | String A Resource type. For example, the resource
e_name maximu type of ECS is Cloud Host.

m of 200

character

s
service_type | String A Cloud service type. For example, the
_hame maximu | cloud service type of ECS is Elastic Cloud

m of 200 | Server.

character

s

Example Response

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Content-Length: length

Date: response time

"total_count": 6048,
"usage_types": [

"code": "flow",

"name": "Video connection traffic",
"resource_type_code": "hws.resource.type.live.videoconnect",
"service_type_code": "hws.service.type.live",
"resource_type_name": "Video connection",
"service_type_name": "Live streaming"

%
{
"code": "reqNumber",

"name": "Invoking times",

"resource_type_code": "hws.resource.type.pca.quantity",
"service_type_code": "hws.service.type.ccm",
"resource_type_name": "Number of private certificates",
"service_type_name": "The cloud certificate management service"

’

"code": "dailyalarmnum?”,
"name": "Alarms",
"resource_type_code": "hws.resource.type.aicms.cdfl",
"service_type_code": "hws.service.type.aimgs",
"resource_type_name": "The fault identification and root cause locating service",
"service_type_name": "The modeling service"
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Returned Values
(11 NOTE

e 4xx This class of HTTP status code is intended for situations in which the error seems to
have been caused by the client, for example, the request contains bad syntax or

incorrect parameters. You must ensure the request is correct.

e 5xx This class of HTTP status code is intended for cases in which the Huawei Cloud
server is aware that it has encountered an error or is otherwise incapable of performing
the request. In this case, contact Huawei Cloud customer service.

HTTP Value Error Code Description
403 CBC.0151 Access denied.
500 CBC.0999 Other errors.
400 CBC.0100 Parameter error.

4.1.5 Querying Measurement Units

Function

This API is used to query the resource usage, measurement unit for the duration
and amount of a yearly/monthly resource, as well as the measurement unit type
on the partner sales platform.

Constraints

This API can be invoked using the partner AK/SK or token.

Debugging

You can debug the API in API Explorer which supports automatic authentication.
API Explorer can automatically generate and debug example SDK code.

URI

GET /v2/bases/measurements
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Table 4-14 Header parameter

Paramete | Manda | Value Description

r tory Range

X- No A Language.

Language maximu | ¢ zh CN: Chinese
m of 8 - .
characte | ® €n_US: English
rs Default value: zh_ CN

Request
Request Parameters
None

Example Request
GET https://bss-intl.myhuaweicloud.com/v2/bases/measurements HTTP/1.1
Content-Type: application/json

X-Auth-Token: M/IPAgYJKoZIhveNAQcCo...ggg 1BBIINPXsidG9rZ
X-Language: zh_CN

Response

Response Parameters

Parameter | Type Value Description
Range
error_code | String A Error code. For details, see Returned Values.

maximu | This parameter is returned only when the
m of 20 | query failed.

characte
rs
error_msg | String A Error description. This parameter is returned
maximu | only when the query failed.
m of
1000
characte
rs
measure_u | List<Me | - Measurement unit information. For details,
nits asureUn see Table 4-15.

itRest>
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Table 4-15 MeasureUnitRest

Parameter | Type Value Description
Range
measure_i | Integer | - Measurement unit ID.
d For example, 10 indicates GB.
measure_n | String A Measurement unit name, which is returned
ame maximu | based on the language type.
m of Example: GB.
128
charact
ers
abbreviatio | String A Abbreviation of a measurement unit name.
n maximu | £or example, the abbreviation of GB is G.
m of 64
charact
ers
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o 2:

Parameter | Type Value Description
Range

measure_t | Integer | - Measurement type.

ype e 1: Currency

Duration

e 3: Traffic
e 4: Quantity
e 7: Capacity

o O
e 10
o 11
e 12
e 16
o 17
e 18
e 19

e 20:
o 21:
° 22:
o 23:
o 24
e 26:

pa
o 27
e 28
e 29
e 30
e 31
e 40
o 41

Number of lines

: Period

: Frequency

: Count

: Bandwidth

: Capacity-duration
: Query rate

: Bandwidth (1000)
Performance test usage
Area

Video
Throughput
Resolution

Deduction unit for a general resource
ckage

: Number of cores x Duration
: Memory x Duration

: IOPS x Duration

: Throughput x Duration

: Number/Duration

: Traffic (1000)

: 1K tokens

Example Response

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

Content-Length: length
Date: response time

{

"measure_units": [

{

"measure_id": 0,

"measure_name": "Day",

"abbreviation™: "d",
"measure_type": 2

}I
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"measure_id": 1,

"measure_name": "USD",
"abbreviation": "YDollar",

"measure_type": 1

"measure_id": 10,

"measure_name": "GB",
"abbreviation": "G",

"measure_type": 3

Returned Values
(10 NOTE

e 4xx This class of HTTP status code is intended for situations in which the error seems to
have been caused by t