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Solution Overview

Scenarios

This solution deploys an Nginx reverse proxy on a cloud server, so that resources
stored in an Object Storage Service (OBS) bucket can be accessed from a fixed IP
address. With a reverse proxy configured, only the proxy server's IP address is
exposed. The actual OBS domain name is hidden to enhance data security.

Solution Architecture

The following figure shows the architecture of this solution.

Figure 1-1 Solution architecture

Huawei Cloud

Subnet

Security Group

P S—

Client Elastic IP (EIP) Nginx reverse proxy

Object Storage Service (OBS)

This solution will:

e Create a Flexus X Instance (FlexusX) for setting up an Nginx reverse proxy.
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Advantages

Constraints

Apply for an EIP and bind it to the newly created FlexusX instance. With the
EIP bound, you can download the Nginx installation package on the FlexusX
instance and provide access to external systems.

Create a security group and configure access rules to secure the Nginx reverse
proxy.

High security and reliability

Only the proxy server's IP address is exposed. The actual OBS domain name is
hidden to enhance data security.

Open source and custom development

This solution is open-source and free for commercial use. You can also make
custom development based on source code.

Easy deployment
You can set up an Nginx reverse proxy with a few clicks.

Before deploying this solution, ensure that you have created a Huawei ID with
access to the target region and enabled Huawei Cloud services. and sufficient
balance for purchasing the resources listed in 2 Resource Planning and
Costs.

If you select the yearly/monthly billing mode, ensure that your account has
sufficient balance. If you do not have sufficient balance, you can go to the
Billing Center to manually pay for the order.

You have obtained the region and name of the OBS bucket you want to
configure a proxy for.

Issue 1.0 (2024-08-08)

Copyright © Huawei Technologies Co., Ltd. 2


https://account-intl.huaweicloud.com/usercenter/?agencyId=&region=ap-southeast-2&locale=en-us#/userindex/allview

Solution as code

Accessing OBS with an Nginx Reverse Proxy

2 Resource Planning and Costs

Resource Planning and Costs

This solution deploys the resources listed in the following table. The costs are only
estimates and may differ from the final prices. For details, see Price Calculator.

Table 2-1 Resource planning and costs (pay-per-use)

Huawei Cloud
Service

Example Configuration

Estimated Monthly
Cost

Flexus X Instance

e Region: AP-Singapore
e Billing Mode: Pay-per-use

e Specifications: FlexusX |
Performance mode (disabled) |
x1.1u.2g | 1 vCPU | 2 GiB

e Image: CentOS 7.6 64bit
e System Disk: High 1/O | 100 GiB
e Quantity: 1

$28.8 USD

Elastic IP (EIP)

e Pay-per-use (by bandwidth):
$0.03 USD/5 Mbit/s/hour

e Region: AP-Singapore

e Billed By: Bandwidth

e Routing Type: Dynamic BGP
e Bandwidth: 5 Mbit/s

e Quantity: 1

$93.6 USD

Total

$122.40 USD
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2 Resource Planning and Costs

Table 2-2 Resource planning and costs (yearly/monthly)

Huawei Cloud
Service

Example Configuration

Estimated Monthly
Cost

Flexus X Instance

Region: AP-Singapore
Billing Mode: Yearly/Monthly

Specifications: FlexusX |
Performance mode (disabled) |
x1.1u.2g | 1 vCPU | 2 GiB

Image: CentOS 7.6 64bit
System Disk: High 1/O | 100 GiB
Quantity: 1

$23.44 USD

Elastic IP (EIP)

Region: AP-Singapore

Billing Mode: Yearly/Monthly
Routing Type: Dynamic BGP
Billed By: Bandwidth
Bandwidth: 5 Mbit/s
Required Duration: 1 month
Quantity: 1

$57.00 USD

Total

$80.44 USD
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Procedure

3.1 Preparations

3.2 Quick Deployment
3.3 Getting Started

3.4 Quick Uninstallation

3.1 Preparations

Creating the rf_admin_trust Agency

Step 1 Log in to the Huawei Cloud console, click on your account name, and choose
Identity and Access Management.

Figure 3-1 Huawei Cloud console

% HuawI cLouD
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Figure 3-2 Identity and Access Management

@p Int-English

Information

Security Settings

My Credentials

dentity and Ac Management
Switch Role

Tag Management

Operation Log

Log Out

Step 2 In the navigation pane, choose Agencies and search for rf_admin_trust.

Figure 3-3 Agency list
agencies @

e If the agency is found, skip the following steps.
e If the agency is not found, perform the following steps.
Step 3 Click Create Agency in the upper right corner of the page. On the displayed page,

enter rf_admin_trust for Agency Name, select Cloud service for Agency Type,
select RFS for Cloud Service, and click Next.
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Figure 3-4 Creating an agency

Agencies | Create Agency

# Agency Mame rf_admin_frust

* Agency Type Account
Delegate another HUAWEI CLOUD account to perform operations on your resour

(®) Cloud service

[=]
[1+]
w

)elegate a cloud service to access your resources in other cloud services.

# Cloud Service RFS -
# Validity Period Unlimited -
Description
0/255
Next Cancel

Step 4 Search for Tenant Administrator, select it in the search results, and click Next.

Figure 3-5 Selecting a policy/role
@ sekct PoicyRote 3) select Scope A

Al poiciesioes « | [ Ansenices | | Tenant Asmistrator x Q

Type

System-defined polcy

System-defined roe

Step 5 Select All resources and click OK.

Figure 3-6 Selecting a scope

< Authorize Agency

-:i:- Select Policy/Role e Select Scope 3 ) Finish

0 The follewing are recommended scopes for the permissions you selecied. Select the desired scope requiring minimum authorization.

Scope

(@) Allresources

ers will be able to use all resources, including those in enlerprise projecis, region-specific projects, and global services under your account based on assigned permissions

Show More

Step 6 Check that the rf_admin_trust agency is displayed in the agency list.
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Figure 3-7 Agency list

1AM

Agencies @

Created = Description =

Unimited Jan 16, 2023 17:57:41 GMT=08:00 Created by RF, Not delete

--—-End

Obtaining the Bucket Access Domain Name

Step 1 Log in to OBS Console and click the name of the OBS bucket you

want to
configure a reverse proxy for.

Figure 3-8 OBS Console

Object Storage Object Storage Service @  Open Source Software Noice (3 QuickLinks ~ 2) Task Center Buy 0BS Packa
Service

e — OBS Browser+ L Download  obsutil Downioad  obsfs &

ParalelFio P S

con
Object Storage Migratin ° £33 CERETEDE SIECDS
ssssss
alle
Quick Links StorageClass & Region © Data Redunda... © | Used Capacity © Objects & E Pro.. 6 Created &
@ Standard AP-Singapore SigleAZstoage  Obyte

Step 2 In the navigation pane, choose Overview to obtain the access domain name.

Figure 3-9 Obtaining the access domain name

Bucket List / Overview

<. test-0bs-25b9 (7 Standerd | Single-AZ storage | AP-Singapore | Created Jul 31, 2024 10:17:52 GMT08.00

8] Task Center

Usage statistcs View Usage s Atarm & o Dets
storage v e - Requests [
o crica 0
0 byte Wt overmonth rowth 5 000% 0 byte Wt overmonth rowth '+ 000% 0 ontrover-moni growth (3 500%
hhhhhh
e 0
Waming 0
Domain Name Details Basic information
0
oo »
a0
Endpoint
Puthccuser
Access Domain Name (D & Bind User Domain Name —
Satc vebste hosingdoannae wrreshTTe = comaue ~ e
Basic Configurat
mone sang ot coti SorverSite Enrp ooty Drect Reaang o WoRM Retenon —

--—-End

3.2 Quick Deployment

This section describes how to quickly deploy this solution.
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Table 3-1 Parameters required for deploying this solution

Paramete | Type Mandator | Description Default
r y Value
vpc_name | String Yes VPC name. This template uses | accessin
a newly created VPC and the | g-obs-
VPC name must be unique. through-
The name can contain 1 to 55 | nginx-
characters, including letters, demo
digits, underscores (),
hyphens (-), and periods (.).
secgroup_ | String Yes Security group name. This accessin
name template uses a newly g-obs-
created security group. To through-
modify security group rules, nginx-
see (Optional) Modifying demo
Security Group Rules. The
name can contain 1 to 64
characters, including letters,
digits, underscores (),
hyphens (-), and periods (.).
ecs_name | String Yes Cloud server name in the accessin
{ecs name}_ecs format. It g-obs-
must be unique. The name through-
can contain 1 to 60 nginx-
characters, including letters, demo
digits, underscores (),
hyphens (-), and periods (.).
ecs_flavor | String Yes Instance flavor of ECS or x1.1u.2g
FlexusX. The flavor ID format
of a FlexusX instance is x1.?
u.?g. For example, the flavor
ID of a FlexusX instance with
2 vCPUs and 4 GiB memory is
x1.2u.4qg. For details about
FlexusX instance flavors, see
the console. For details about
ECS flavors, see A Summary
List of x86 ECS
Specifications.
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Paramete
r

Type

Mandator
y

Description

Default
Value

ecs_passw
ord

String

Yes

Initial password of the cloud
server. The password can
contain 8 to 26 characters,
including at least three of the
following character types:
uppercase letters, lowercase
letters, digits, and special
characters ({@$%A"-_=+
[{}1:,./?). Passwords cannot
contain any username or the
username spelled backwards.
The administrator is root.

Left
blank

charging_
mode

String

Yes

Billing mode. The value can
be prePaid (yearly/monthly)
or postPaid (pay-per-use).

postPaid

charging_u
nit

String

Yes

Billing period unit. This
parameter is mandatory when
charging_mode is set to
prePaid. The value can be
year or month.

month

charging_p
eriod

String

Yes

Billing period. This parameter
is mandatory when
charging_mode is set to
prePaid. The value is in the
range of 1 to 3 when
charging_unit is set to year
and in the range of 1t0 9
when charging_unit is set to
month.

bandwidth
_Size

String

Yes

EIP bandwidth size. This
template uses billing by
bandwidth. The value is in the
range of 1 to 2,000 Mbit/s.

access_do
main_nam
e

String

Yes

Access domain name of the
OBS bucket you want to
configure a proxy for. To
obtain it, see Obtaining the
Bucket Access Domain
Name.

Left
blank

Step 1 Visit Practical Application of Huawei Cloud Solutions, search for Accessing OBS
with an Nginx Reverse Proxy, and click the solution card displayed. Under the
solution architecture, choose a region in the data center area and click Deploy.
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Figure 3-10 Selecting a solution

Solution Architecture

This solution quickly deploys an Nginx reverse proxy on a cloud server.

Accessing OBS with an Nginx Reverse Proxy

&] Version: 2.0.0
Last Updated: August 2024

Huawei Cloud ‘/"; Built By: Huawei Cloud
3y Time Required for Deployment: About 5 minutes

Time Required for Uninstallation: About 5 minutes

Subnet —
u Estimated Cost ¥
View Source Code
Security Group
P Data Center AP-Singapore ~
s TN ['if' |""
/ &) S
. View Deployment Guide
Client Elastic IP (EIP) Nainx reverse proxy Object Storage Service (OBS)
| |

Step 2 On the Select Template page, click Next.

Figure 3-11 Selecting a template

UAWEI CLOUD @ Console @ Singapor

< Create Stack

@ seicctTemplae (@) Configure Parameters (3) Configure Stack (@) Confim Confguratons
oo o Ve D
SR—— o v .
po—— i oo s 47 s oo

© RFS only uses the data you upload for esourcs management. Your templte il not be sncryptec. KMS and DEW e recommended for ncryption of sensitive variabls. Curenty, the RFS consale can automaticalyuss KMS to encrypt your sensitve variabes.

Step 3 On the Configure Parameters page, enter a stack name, configure parameters
based on Table 3-1, and click Next.
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Figure 3-12 Configuring parameters

< Create Stack

9c - ® 0

@) sekctTempiste

StackName | accessing-obs-tnrough-ngin

Doscription | Accessing OBS with an Ngin Roverse Proxy

Configure Parameters

Q| (5 Encyotsome esources based on he tempiterequiements.

Parameter Value Type Description
vpc_name accessing-obs hrough-nginc-demo sting VPG name. It s newy created for ths template and must be unique. The name can contain 110 55 charactrs, inciuding letes, dgs, underscores (), hy
secgroup_name accassing.obs-through-nginc.demo sting ‘Securiy group name. I newiy created ortis template. The name can contain 1 1o 64 characters,incuding lters, dighs, underscores (), hyphens (-
ecs_name accessing-obs through-nginc-demo sting (Cloud server name inthe fecs_r L It consists o 1 aits, underscores O, hyph
X2 sting Instance flavor of ECS o FlexusX. The flavor ID format of a FlexusX instance i 1,720 For example, the lavor 1D of a FlexusX instance with 2 yCPUS

= sting Inital password o the cloud server. It consists o types: ™

charging_mode postPaid - sting Biling mode. Value options: preaid (yeary/morihly) or postPaid (pay-per-use). Default posiFaid

Step 4 On the Configure Stack page, select the rf_admin_trust agency, which is
optional, and click Next.

Figure 3-13 Advanced settings

) Configue Parameters © Gontioure stack (@) Confim Configuratons

) Solect Tomplate

. [Femmn 5] C Howeo
ly define RFS's o | Q ion, update, and e insufficient, subsequent operations such as deployment and execution plan creation may fail. Create
@ Recommended. Ifno agency is RES will hava the permissions of the current user for deployment. An agency limits RFS's permissions on cloud servica resources, preventing undesired operations caused by incorract templates or parameters.

Deletion Protection eleted accidentally. You can modify it on the stack detals page.

0 r@®

—

Step 5 On the Confirm Configurations page, confirm the configurations and click Create
Execution Plan.
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Figure 3-14 Confirming configurations

< Create Stack

@) Select Tompite Parameters

@) contous stk

© corim Conturations

@ Resisfeooron Curenty, you pan
Template Info
s though ngin Accessing BS with an Noins Reverse Proxy
Valu e
ac voughngi.domo sing 105 charactos, incudng latrs, digs, underscores (), byphens (3, and period
voughngi.domo sting ' including leters ighs, underscores (), hyphens (), and priods (). To o.
z < voughngi.domo sting Ht consitsof 1 agts, = O, hyphens (), and periods (
st x.1u2g ting Instance flavor of ECS or FlexusX. The flavor ID format o a lexusX instanca i x1.2.29. For axame, tha flavar D of a FlexusX 2vCPUS and 4 iB memary is
cpaswod s ting e follwing character types: uppercase ltter,lowercaseltters, i,
rgin postPaid sing Biling mode. Value optons
month sing Biling period it Detaut: month
1 mber 1 range o 1 This parameter s
5 mber ™ Voluerange: 1102000, Defaut value: 5
Estmatad fo: e n 0 an xecution pan (ree of crarge).

Previous Create Execuon Plan Directy Deploy Stack

Step 6 In the displayed Create Execution Plan dialog box, enter an execution plan name
and click OK.

Figure 3-15 Creating an execution plan

Create Execution Plan

lﬂl To preview your resource billing information, you can create an execution plan.

# Execution Plan Name executionPlan_20240731_1031_2e0b

Description

0255

Figure 3-16 Execution plan created

< accessing-obs-through-nginx

Delete Update Template/Parameter
Basicinformation  Resouces  Outputs  Events  Template  Execution Plans

Execution Plan Name/iD status

Craten besriion
et 20040731_1031 2600
smerssanamssspeones 0]

Operation

0131, 2024 10:3223 GMT+08.00 Deploy Delete
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Step 7 Click Deploy. In the displayed dialog box, click Execute.

Figure 3-17 Executing the plan

Execution Plan

Are you sure you want to execute the plan?
Execution Plan Name Status Created
executionPlan_20240731_103. . Available Jul 31, 2024 10:32:23 GMT+0....
0 After the plan is executed, the stack is updated accordingly, and resources in the

template are enabled, which may incur fees based on resource payment
requirements.

=a -

Step 8 Wait until the deployment is complete and click the Events tab to view details.

Figure 3-18 Resources created

< accessing-obs-through-nginx Delete Update TemplaterParameter | | C.

Basicnformation Resources Ouputs  Events  Tempiate  Execution Plans

Time = e Resource Name/Type Associated Resource ID

131, 2024 103451 GMT+08:00 Log

Jul 31,2024 10:34:48 GMT+08:00 tion complete after 54s [1d-131356d. 6623 41c4-290c :é';"‘" 14313560-5e23-41c4-a90c-84580a64arl

43,202 103840 GHT-0000 B— vt ol Rsse: 7 a0 g, 0o

23,202 10383 G080 o Progss [ S —, =

i, ne 03433 cureanon P— - S — e

T — ceatonn S— e

a3, 224 1038 12 cH-an00 P — R—— i

a3, 224 103403 cH-a800 p— [ S—————, e

a3, 4 10353 cH-an00 crosin G wewicoud.ve_subnetsubne:Creatoncomplete e s[4 507000 A6 A3 Scts ohdatsosoze] 2% PEAPAES TR
it

43,4 103353 cH-an00 S — ot copts et e

-

--—-End

3.3 Getting Started

(Optional) Modifying Security Group Rules

A security group is a collection of access control rules for cloud resources, such as
cloud servers, containers, and databases, to control inbound and outbound traffic.
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Cloud resources associated with the same security group have the same security
requirements and are mutually trusted within a VPC.

You
dele

(Optional) Confi

can modify security group rules, for example, by adding, modifying, or
ting a TCP port, as follows:

Adding a security group rule: Add an inbound rule to enable a TCP port if
needed.
Modifying a security group rule: Inappropriate security group settings can be

a serious security risk. You can modify a security group rule to ensure
network security of your ECSs.

Deleting a security group rule: If the source or destination IP address of an
inbound or outbound security group rule changes, or a port needs to be
disabled, delete the security group rule.

guring an OBS Bucket Policy

(11 NOTE

Step 1 Log

If your bucket is public read or you want others to add a signature in the URL when
accessing objects in your private bucket, skip the following steps.

If you do not want URLs containing a signature to access resources in your private bucket,
configure the following bucket policy that allows only the IP address of the Nginx proxy
server to access your bucket.

in to OBS Console. In the bucket list, click the target bucket and choose

Permissions > Bucket Policy from the navigation pane.

Figure 3-19 Going to the bucket policy page

< testobs-26b9 O

Step 2 Click Create.
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Figure 3-20 Creating a custom policy

Create Bucket Policy Leam more
¢ = test-obs-25b9 (3 Standard | Sigle-AZ storage | AP-Singapore | Crealed Jul 31,2024 10-17:52 GMT+08:00

© o drectorios, and objcts orforoiher

Sourcelp  faise dotaut Iphddress 1006400..  Edt Deite

oo Old Edton

Step 3 Configure the parameters listed in Figure 3-21 and click Next and then Create to
complete the policy creation. If the bucket and ECS are in the same region, set the
value of Sourcelp for condition operator IpAddress to
100.64.0.0/10,214.0.0.0/7, Private IP address of the ECS. If the bucket and ECS are
in different regions, set the value of Sourcelp for condition operator IpAddress to
EIP of the ECS.

Figure 3-21 Bucket policy parameters

Parameter Description

Policy View Select Visual editor

Policy Name Custom

Policy Content Effect Select Allow.
Principal

« Principal: Select Anonymous user.

« User Policy: Select Include specified users.

Resource « Resource: Select both Current bucket and Objects in bucket.
« Resource Policy: Select Include specified resources

Adtions + Select Get* and List.
« Operation Strategy: Select Include selected.

Conditions

« Conditional Operator: Select IpAddress.
« Key: Select Seurcelp.
- Value

o If the ECS uses a public DNS, the value is as follows:
Elastic P address of the £CS

o If the ECS uses a Huawei Cloud private DNS, the value is as follows:
100.64.0.0/10,214.0.0.0/7 Private IP address of the ECS

NOTE:
The value must contain three IP addresses (CIDR blocks) that are separated with commas (,).
IP addresses in the range starting with 100 or 214 are for ECSs to access OBS through an internal network
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Figure 3-22 Bucket policy created

Bucket List / Bucket Policies

¢ %, testobs-25b9 (3 Stancara| Sge-AZ storage | AP-Sngapore | Created Jul 31,2024 101752 GMT+0.00 ©

. ditectories, and abjects underyour account iroductin fo OBS Permission Coniral - Typical Pemission Cartrol Scenarios
Objects - g " "

[ vsweao  JENES

© conditon: 1 Edit Delete

--—-End

Verifying the Reverse Proxy Settings
Step 1 In Google Chrome, access OBS resources with an address containing the ECS EIP

and the absolute path of the object name, for example, http://ECS EIP| Absolute
path of the object name.

Figure 3-23 Using a fixed IP address to access OBS resources

|« c e ¥.18/main. tf

This XML file does not appear to have any style information associated with it. The document tree is shown below.

ds. con/ doc/ 2016-06-30/ ">

b6 d629Fd4bA dbb163a7048d0ee07</ TD>

>STANDARD</ StorageClass>

3| main (1)4f ~

--—-End

3.4 Quick Uninstallation

Step 1 Click Delete in the row of the solution stack.
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Figure 3-24 Deleting the stack

RFS GG Stacks @
Dashboard StackName v Q| @ C
Status 7 Description Created = Updated |= Operat
. 3 2024 131, 2024 103451 G080 [osie]upeate
Step 2 Enter Delete and click OK.
Figure 3-25 Confirming the stack deletion
X
Delete Stack
Are you sure you want to delete the stack and resources in the stack? Cannot be restored after
being deleted. Exercise caution when performing this operation.
Stack Name Status Created
accessing-obs-through-nginx Deployment ... Jul 31, 2024 10:32:22 GMT+08:00
Fesources (7)
Cloud Product N... Physical Resource Name/ID Resource Status
) accessing-obs-through-nginx-demo_ecs )
Elastic Cloud Si Creation C leti
SHC LIOUESEIVET 4 4313560-6023-41c4-300¢-84580ba6 4afF reation Lompiets
) ) accessing-obs-through-nginx-demo i
Virtual Private Cloud Creation C et
sl rvate LIoUE 40822505-0121-4612-bdc5-01391b169aef reation Lompiets
Virtual Private Cloud  7c5bdfa2-003c-4c41-993e-4111d5d4809a Creation Complete
Virtual Private Cloud  di7520ae-1925-43a9-b5c8-701ff7dal%ab Creation Complete
) ) accessing-obs-through-nginx-demo i
Virtual Private Cloud 1c44b541-7920-4e06-91dd-048674c122¢ca Creation Complete
) accessing-obs-through-nginx-demo-eip )
Elastic [P 476422cd-3dec-4623-08ac-balc4145f4c Creation Complete
When Deleted {:.::- Delete resource Retain resource (Delete only the stack)
Type Delete in the box below to continue.
----End
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Appendix

Terms
The

following explain relevant cloud services.

Elastic IP (EIP): EIP provides static public IP addresses and scalable
bandwidths that enable your cloud resources to communicate with the
Internet. You can easily bind an EIP to an ECS, BMS, virtual IP address, NAT
gateway, or load balancer, enabling immediate Internet access.

Virtual Private Cloud (VPC): VPC allows you to isolate online resources with
virtual private networks. It enables your cloud resources to securely
communicate with each other, the Internet, and on-premises networks.

Elastic Cloud Server (ECS): ECS provides secure, scalable, on-demand
compute resources, enabling you to flexibly deploy applications and
workloads.

Flexus X Instance (FlexusX): FlexusX is a next-generation flexible cloud
server service designed for small- and medium-sized enterprises (SMEs) and
developers. FlexusX provides functions similar to what ECS provides. It
supports flexible vCPU/memory ratios, performance mode, and live
specification change.
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Change History

Released On

Change History

2022-12-30

This issue is the first official release.

2023-02-28

Revised the procedure.

2023-07-30

Supported Flexus X Instance.
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