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Overview

To use Blockchain Service (BCS), you must develop your own chaincodes and
applications. This document describes chaincode development and application
configuration for developers with Go or Java development experience.

The process is as follows:
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Figure 1-1 Development process

Buy a BCS instance.

Develop the chaincode.

Install and instantiate the
chaincode.

Download SDK
configurations and

certificates.

Develop an application.

1. Create a BCS instance.

BCS instances can be deployed in CCE clusters. For details, see Using a CCE
Cluster.

2. Develop the chaincode.

A chaincode is a program written in Go for operating the ledger. For details,
see Chaincode Development.

3. Install and instantiate the chaincode.

BCS provides a graphical user interface (GUI) for chaincode management,
including chaincode installation and instantiation. For details, see Chaincode
Management.

4. Download SDK configurations and certificates.

Before developing an application, obtain the required SDK configuration file
and certificates. For details, see BCS Access.
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Chaincode Development

2.1 Development Preparation

A chaincode, also called a smart contract, is a program written in Go or Node.js
for operating the ledger. It is a code logic that runs on a blockchain and is
automatically executed under specific conditions. Chaincodes are an important
method for users to implement service logic when using blockchains. Due to the
blockchain features, the execution results of smart contracts are reliable and
cannot be forged or tampered with.

To use BCS, you must develop your own chaincodes and applications. Applications
invoke chaincodes through peers in the blockchain network, and the chaincodes
operate ledger data through peers.

Preparing the Development Environment

1. Install the Go development environment. Download the installation package
from https://golang.org/dl/. (Select a version later than 1.9.2.)

The package name for each OS is as follows (version 1.11.12 is used as an

example):
(0} Package
Windows go1.11.12.windows-amd64.msi
Linux go1.11.12.linux-amd64.tar.gz

- In Windows, you can use the .msi installation package for installation. By
default, the .msi file is installed in C:\Go. You can add the C:\Go\bin
directory to the Path environment variable. Restart the CLI for the
settings to take effect.

- In Linux, decompress the downloaded binary package to the /usr/local
directory. Add the /usr/local/go/bin directory to the Path environment

variable.
export PATH=$PATH:/usr/local/go/bin

Issue 01 (2023-03-07) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 3
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After Golang is installed, you can run the go version command to view the
version information and run the go env command to view the path
configuration.

2. Install a Go editor of your choice. GoLand is recommended.

Downloading the Source Code Package
Download the Fabric source code package as the third-party repository.
Download the required version from the following addresses:

https://github.com/hyperledger/fabric/tree/release-2.2

(11 NOTE

The version of the Fabric package should match that of the blockchain. For example, if a
blockchain is v4.x.x, it uses Fabric v2.2, so you need to download the Fabric v2.2 package.

2.2 Development Specifications

Preventing Chaincode Container from Failing After a Panic
(1] NOTE

This section applies only to the Go chaincode development.

When a panic exception occurs, the chaincode container may be suspended and
restarted, logs cannot be found, and the problem cannot be located immediately.
To prevent this case, add the defer statement at the entry point of the Invoke
function. When a panic occurs, the error is returned to the client.

// Name the return value in the defer statement to ensure that the client can receive the value if a panic
occurs.
//Use debug.PrintStack() to print the stack trace to the standard output for fault locating.
func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStubinterface) (pr pb.Response) {
defer func() {
if err:=recover(); err != nil {
fmt.Println("recover from invoke:", err)
debug.PrintStack()
pr = shim.Error(fmt.Sprintf("invoke painc. err: %v",err))
}
30

fmt.Println("ex02 Invoke")
function, args := stub.GetFunctionAndParameters()
if function == "invoke" {
// Make payment of X units from A to B
return t.invoke(stub, args)
} else if function == "delete" {
// Deletes an entity from its state
return t.delete(stub, args)
} else if function == "query" {
// the old "Query" is now implemented in invoke
return t.query(stub, args)

}

pr = shim.Error("Invalid invoke function name. Expecting \"invoke\" \"delete\" \"query\"")
return pr
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Querying Data in Batches

If too many records are returned in one query, too many resources will be
occupied and the interface delay will be long. For example, if the interface delay
exceeds 30s, the peer task will be interrupted. Therefore, estimate the data volume
in advance, and query data in batches if the data volume is large.

To modify or delete the ledger data chaincode, consider performing operations in
batches based on the data volume.

Using Indexes with CouchDB

Using indexes with CouchDB accelerates data querying, but slows data writing.
Therefore, create indexes only for certain fields based on service requirements.

Verifying Permissions

Verify the permissions of the smart contract executor to prevent unauthorized
users from executing chaincodes.

(11 NOTE

If no specified organization is required for the endorsement, select at least two endorsing
organizations to ensure that the chaincode data is not maliciously modified (such as
installing invalid chaincode or processing data) by any other organizations.

Verifying Parameters

Before parameters (including input parameters and parameters defined in code)
are used, the quantity, type, length, and value range of the parameters must be
verified to prevent array out-of-range.

Processing Logs

During the development of services that have a complex logic and are prone to
error, use fmt to print logs to facilitate debugging. fmt consumes a lot of time
and resources. Delete the logs after the debugging is complete.

Configuring Dependencies
L] NOTE
This section applies only to the Java chaincode development.

Use Gradle or Maven to manage chaincode projects. If the chaincode project
contains non-local dependencies, ensure that all nodes of the BCS instance are
bound with EIPs. If the chaincode container runs in a restricted network
environment, ensure that all dependencies in the project are configured as local
dependencies. To obtain the chaincode used in this section, go to the BCS console
and click Use Cases. Download Chaincode Java Local Demo in the Java SDK
Demo area.

2.3 Go Chaincode Development

Issue 01 (2023-03-07) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 5
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2.3.1 Chaincode Structure

A chaincode is a Go file. After creating a chaincode, you can use it to develop
functions.

Chaincode Interface

e To start a chaincode, you must call the Start function in the shim package
(1.4 style). The input parameter is the Chaincode interface type defined in the
shim package. During chaincode development, define a structure to

implement the Chaincode interface.
type Chaincode interface {
Init(stub ChaincodeStublnterface) pb.Response
Invoke(stub ChaincodeStublinterface) pb.Response

}

e When developing chaincodes of the 2.2 style (using fabric-contract-api-go),

define a structure to implement the Chaincode interface.
type Chaincode interface {

Init(ctx contractapi.TransactionContextInterface, args...) error

Invoke(ctx contractapi.TransactionContextInterface, args...) error

}

Chaincode Structure

e The Go chaincode structure (1.4 style) is as follows:
package main

//Import the required package.

import (
"github.com/hyperledger/fabric/core/chaincode/shim"
pb "github.com/hyperledger/fabric/protos/peer"

)

//Declare a structure.
type SimpleChaincode struct {}

//Add the Init method to the structure.
func (t *SimpleChaincode) Init(stub shim.ChaincodeStublinterface) pb.Response {
//Implement the processing logic for chaincode initialization or update in this method.
//stub APIs can be flexibly used during compilation.
}

//Add the Invoke method to the structure.
func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStubinterface) pb.Response {
//Implement the processing logic for responding to the call or query in this method.
//stub APIs can be flexibly used during compilation.
}

//Main function. The shim.Start() method needs to be invoked.
func main() {
err := shim.Start(new(SimpleChaincode))
if err !=nil {
fmt.Printf("Error starting Simple chaincode: %s", err)
}
}

e The Go chaincode structure (2.2 style) is as follows:
package main

//Import the required package.
import (
"github.com/hyperledger/fabric/plugins/fabric-contract-api-go/contractapi")
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//Declare a structure.
type Chaincode struct {
contractapi.Contract

}

//Add the Init method to the structure.

func (ch * Chaincode) Init(ctx contractapi.TransactionContextinterface, args...) error {
//Implement the processing logic for chaincode initialization or update in this method.

}

//Add the Invoke method to the structure.

func (ch * Chaincode) Invoke(ctx contractapi.TransactionContextInterface, args...) error {
//Implement the processing logic for responding to the call or query in this method.

}

//Main function
func main() {
cc, err := contractapi.NewChaincode(new(ABstore))
if err = nil {
panic(err.Error())
}

if err := cc.Start(); err !=nil {
fmt.Printf("Error starting ABstore chaincode: %s", err)
}

}

2.3.2 Chaincode APIs

2.3.3 Samp

The shim package in the Fabric source code package provides the following types
of APIs:

e Parameter parsing APIs: used to parse parameters transferred to the invoked
function or method during chaincode invocation

e Ledger data operation APIs: used to provide methods for performing
operations on ledger data, including status data query and transaction
processing

e Transaction obtaining APIs: used to obtain information about transaction
proposals

e APIs for private data operations: used to perform operations on private data
(the APIs are available since Hyperledger Fabric v1.2.0)

e Other APIs: used to set events and invoke other chaincodes

le Chaincode (1.4)

The following is an example of installing and instantiating the account transfer
chaincode (1.4). For details about how to debug this chaincode, see the official

Fabric examples.
package main

import (
"fmt"
"strconv"
"github.com/hyperledger/fabric/core/chaincode/shim"
pb "github.com/hyperledger/fabric/protos/peer"

)

type SimpleChaincode struct {
//Automatically invoked during chaincode instantiation or update to initialize the data status.

func (t *SimpleChaincode) Init(stub shim.ChaincodeStublnterface) pb.Response {
//The output information of the println function is displayed in the logs of the chaincode container.

Issue 01 (2023-03-
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fmt.Println("ex02 Init")

//Obtain the parameters transferred by the user to invoke the chaincode.
_, args = stub.GetFunctionAndParameters()

var A, B string //Two accounts
var Aval, Bval int //Balances of the two accounts
var err error

//Check whether the number of parameters is 4. If not, an error message is returned.
if len(args) =4 {
return shim.Error("Incorrect number of arguments. Expecting 4")

}

A = args[0] //Username of account A
Aval, err = strconv.Atoi(args[1]) //Balance in account A
if err = nil {
return shim.Error("Expecting integer value for asset holding")

}

B = args[2] //Username of account B
Bval, err = strconv.Atoi(args[3]) //Balance in account B
if err = nil {
return shim.Error("Expecting integer value for asset holding")

}
fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

//Write the status of account A to the ledger.
err = stub.PutState(A, []byte(strconv.ltoa(Aval)))
if err = nil {

return shim.Error(err.Error())

}

//Write the status of account B to the ledger.
err = stub.PutState(B, []byte(strconv.ltoa(Bval)))
if err = nil {

return shim.Error(err.Error())

}

return shim.Success(nil)

}

//The function is automatically invoked to query or invoke the ledger data.

func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStublnterface) pb.Response {
fmt.Println("ex02 Invoke")
//Obtain the function name and parameters transferred by the user to invoke the chaincode.
function, args := stub.GetFunctionAndParameters()

//Check the obtained function name.
if function == "invoke" {
//Invoke the invoke function to implement the money transfer operation.
return t.invoke(stub, args)
} else if function == "delete" {
//Invoke the delete function to deregister the account.
return t.delete(stub, args)
} else if function == "query" {
//Invoke the query interface to query the account.
return t.query(stub, args)

//If the transferred function name is incorrect, shim.Error() is returned.
return shim.Error("Invalid invoke function name. Expecting \"invoke\" \"delete\" \"query\"")

}

//Transfer money between accounts.

func (t *SimpleChaincode) invoke(stub shim.ChaincodeStublinterface, args []string) pb.Response {
var A, B string //Accounts A and B
var Aval, Bval int //Account balance
var X int //Transfer amount

Issue 01 (2023-03-07) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 8
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var err error

if len(args) =3 {
return shim.Error("Incorrect number of arguments. Expecting 3")

}

A = args[0] //Username of account A
B = args[1] //Username of account B

//Obtain the balance of account A from the ledger.
Avalbytes, err := stub.GetState(A)
if err = nil {
return shim.Error("Failed to get state")
}
if Avalbytes == nil {
return shim.Error("Entity not found")
}
Aval, _ = strconv.Atoi(string(Avalbytes))

//Obtain the balance of account B from the ledger.
Bvalbytes, err := stub.GetState(B)
if err = nil {
return shim.Error("Failed to get state")
}
if Bvalbytes == nil {
return shim.Error("Entity not found")
}
Bval, _ = strconv.Atoi(string(Bvalbytes))

//X indicates the transfer amount.
X, err = strconv.Atoi(args[2])
if err = nil {
return shim.Error("Invalid transaction amount, expecting a integer value")
}
//Transfer
Aval = Aval - X
Bval = Bval + X
fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

//Update the balance of account A after the transfer.
err = stub.PutState(A, [Ibyte(strconv.ltoa(Aval)))
if err = nil {

return shim.Error(err.Error())

}

//Update the balance of account B after the transfer.
err = stub.PutState(B, []byte(strconv.ltoa(Bval)))
if err = nil {

return shim.Error(err.Error())

}

return shim.Success(nil)

}

//Account deregistration
func (t *SimpleChaincode) delete(stub shim.ChaincodeStublinterface, args [Jstring) pb.Response {
if len(args) =1 {
return shim.Error("Incorrect number of arguments. Expecting 1")

}
A = args[0] //Username

//Delete the account status from the ledger.
err := stub.DelState(A)
if err = nil {

return shim.Error("Failed to delete state")

}

return shim.Success(nil)
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}

//Account query

func (t *SimpleChaincode) query(stub shim.ChaincodeStublinterface, args []string) pb.Response {
var A string
var err error

if len(args) =1 {
return shim.Error("Incorrect number of arguments. Expecting name of the person to query")
}

A = args[0] //Username

//Obtain the balance of the account from the ledger.
Avalbytes, err := stub.GetState(A)
if err = nil {
jsonResp := "{\"Error\":\"Failed to get state for " + A + "\"}"
return shim.Error(jsonResp)

}

if Avalbytes == nil {
jsonResp := "{\"Error\":\"Nil amount for " + A + "\"}"
return shim.Error(jsonResp)

}

jsonResp := "{\"Name\":\"" + A + "\"\"Amount\":\"" + string(Avalbytes) + "\"}"
fmt.Printf("Query Response:%s\n", jsonResp)

//Return the transfer amount.

return shim.Success(Avalbytes)

}

func main() {
err := shim.Start(new(SimpleChaincode))
if err = nil {
fmt.Printf("Error starting Simple chaincode: %s", err)
}

}

2.3.4 Sample Chaincode (2.0)

The following is an example of installing and instantiating the account transfer
chaincode (2.0). For details about how to debug this chaincode, see the official

Fabric examples.
package main

import (
"errors"
"fmt"
"strconv"

"github.com/hyperledger/fabric-contract-api-go/contractapi"
)

// Chaincode implementation

type ABstore struct {
contractapi.Contract

}

// Automatically invoked during chaincode instantiation or update to initialize the chaincode data.

func (t *ABstore) Init(ctx contractapi.TransactionContextinterface, A string, Aval int, B string, Bval int) error {
// The output information of the println function is recorded in the logs of the chaincode container.
fmt.Println("ABstore Init")
var err error

fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

// Write the status data to the ledger.

err = ctx.GetStub().PutState(A, []byte(strconv.ltoa(Aval)))
if err !=nil {

Issue 01 (2023-03-07) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 10
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return err

}

err = ctx.GetStub().PutState(B, []byte(strconv.ltoa(Bval)))
if err = nil {

return err
}

return nil

}

// A transfers X to B.

func (t *ABstore) Invoke(ctx contractapiTransactionContextinterface, A, B string, X int) error {
var err error
var Aval int
var Bval int

// Obtain the status data from the ledger.
Avalbytes, err := ctx.GetStub().GetState(A)
if err = nil {

return fmt.Errorf("Failed to get state")

if Avalbytes == nil {
return fmt.Errorf("Entity not found")
}

Aval, _ = strconv.Atoi(string(Avalbytes))

Bvalbytes, err := ctx.GetStub().GetState(B)
if err = nil {
return fmt.Errorf("Failed to get state")

if Bvalbytes == nil {
return fmt.Errorf("Entity not found")
}

Bval, _ = strconv.Atoi(string(Bvalbytes))

// Transfer

Aval = Aval - X

Bval = Bval + X

fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

// Write the status data back to the ledger.
err = ctx.GetStub().PutState(A, []byte(strconv.ltoa(Aval)))
if err = nil {
return err
}

err = ctx.GetStub().PutState(B, []byte(strconv.ltoa(Bval)))
if err = nil {

return err
}

return nil

}

// Account deregistration
func (t *ABstore) Delete(ctx contractapi.TransactionContextinterface, A string) error {

// Delete the account status from the ledger.
err := ctx.GetStub().DelState(A)
if err = nil {
return fmt.Errorf("Failed to delete state")
}

return nil

}

// Account query
func (t *ABstore) Query(ctx contractapiTransactionContextinterface, A string) (string, error) {
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var err error
// Obtain the status data from the ledger.
Avalbytes, err := ctx.GetStub().GetState(A)
if err = nil {
jsonResp = "{\"Error\":\"Failed to get state for " + A + "\"}"
return "", errors.New(jsonResp)

}

if Avalbytes == nil {
jsonResp := "{\"Error\":\"Nil amount for " + A + "\"}"
return "", errors.New(jsonResp)

}

jsonResp = "{\"Name\":\"" + A + "\"\"Amount\":\"" + string(Avalbytes) + "\"}"
fmt.Printf("Query Response:%s\n", jsonResp)
return string(Avalbytes), nil

}

func main() {
cc, err := contractapi.NewChaincode(new(ABstore))
if err = nil {
panic(err.Error())
}

if err := cc.Start(); err != nil {
fmt.Printf("Error starting ABstore chaincode: %s", err)
}

}

2.3.5 Chaincode Debugging

To debug a chaincode, you can use MockStub to perform unit tests on the
chaincode. Before chaincode debugging, import the shim package to the test code.
You can refer to the sample test code provided below or the test code provided
by Fabric.

Writing Test Code

The test code of Sample Chaincode (1.4) is as follows:

package main

import (
"fmt"
"testing"

"github.com/hyperledger/fabric/core/chaincode/shim"
)

func checklnit(t *testing.T, stub *shim.MockStub, args [][]byte) {
res := stub.Mocklnit("1", args)
if res.Status != shim.OK {
fmt.Println("Init failed", string(res.Message))
t.FailNow()
}
}

func checkState(t *testing.T, stub *shim.MockStub, name string, value string) {
bytes := stub.State[name]
if bytes == nil {
fmt.Println("State", name, "failed to get value")
t.FailNow()
}
if string(bytes) != value {
fmt.Println("State value", name, "was not", value, "as expected")
t.FailNow()
}
}
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func checkQuery(t *testing.T, stub *shim.MockStub, name string, value string) {
res := stub.MockInvoke("1", [1[1byte{[]byte("query"), [Ibyte(name)})
if res.Status != shim.OK {
fmt.Println("Query", name, "failed", string(res.Message))
t.FailNow()

if res.Payload == nil {
fmt.Println("Query", name, "failed to get value")
t.FailNow()

}

if string(res.Payload) != value {
fmt.Println("Query value", name, "was not", value, "as expected")
t.FailNow()

}

}

func checkinvoke(t *testing.T, stub *shim.MockStub, args [1[]byte) {
res := stub.MockInvoke("1", args)
if res.Status != shim.OK {
fmt.Println("Invoke", args, "failed", string(res.Message))
t.FailNow()
}
}

func TestExample02_Init(t *testing.T) {
scc := new(SimpleChaincode)
stub := shim.NewMockStub("ex02", scc)

// Init A=123 B=234
checkinit(t, stub, [1[]byte{[Ibyte("init"), [Ibyte("A"), [Ibyte("123"), [Ibyte("B"), [Ibyte("234")})

checkState(t, stub, "A", "123")
checkState(t, stub, "B", "234")
}

func TestExample02_Query(t *testing.T) {
scc := new(SimpleChaincode)
stub := shim.NewMockStub("ex02", scc)

// Init A=345 B=456
checkinit(t, stub, [1[1byte{[]byte("init"), [Ibyte("A"), [Jbyte("345"), [Ibyte("B"), [Ibyte("456")})

// Query A
checkQuery(t, stub, "A", "345")
// Query B
checkQuery(t, stub, "B", "456")

}

func TestExample02_Invoke(t *testing.T) {
scc := new(SimpleChaincode)
stub := shim.NewMockStub("ex02", scc)

// Init A=567 B=678
checkinit(t, stub, [1[1byte{[]byte("init"), [Ibyte("A"), [Ibyte("567"), [Ibyte("B"), [Ibyte("678")})

// Invoke A->B for 123

checkinvoke(t, stub, [1[1byte{[1byte("invoke"), [1byte("A"), [Ibyte("B"), [Ibyte("123")})
checkQuery(t, stub, "A", "444")

checkQuery(t, stub, "B", "801")

// Invoke B->A for 234
checkinvoke(t, stub, [1[1byte{[1byte("invoke"), [1byte("B"), [1byte("A"), [Ibyte("234")})
checkQuery(t, stub, "A", "678")
checkQuery(t, stub, "B", "567")
checkQuery(t, stub, "A", "678")
checkQuery(t, stub, "B", "567")
}
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Debugging

Execute the test function in the IDE.

Figure 2-1 Chaincode debugging

eeeeeeeeeeeee

2.4 Java Chaincode Development

2.4.1 Chaincode Structure

This section uses the Java language as an example. A chaincode is a Java project.
After creating the project, you can perform operations such as function
development.

Notes and Constraints

The Java chaincode is supported only by Fabric v2.2 and later versions.

Chaincode Interface

A chaincode is invoked using the start function in the shim package. During
chaincode development, define a class to extend ChaincodeBase. The following
methods are overridden during the extension:

public class SimpleChaincodeSimple extends ChaincodeBase {
@Override
public Response init(ChaincodeStub stub) {

}

@Override
public Response invoke(ChaincodeStub stub) {

}
}

e initis called to initialize data during chaincode instantiation or update.

e Invoke is called to update or query the ledger. The service logic for
responding to the call or query needs to be implemented in this method.

example02. ~Gotan Lo @ sl
Help
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Chaincode Structure

The Java chaincode structure is as follows:

package main

//You only need to configure the required packages in Maven or Gradle. The packages are imported
automatically.

import org.hyperledger.fabric.shim.ChaincodeBase;

import org.hyperledger.fabric.shim.ChaincodeStub;

public class SimpleChaincodeSimple extends ChaincodeBase {
@Override
public Response init(ChaincodeStub stub) {
//lmplement the processing logic for chaincode initialization or update in this method.
//stub APIs can be flexibly used during compilation.
}

@Override

public Response invoke(ChaincodeStub stub) {
//lmplement the processing logic for responding to the call or query in this method.
//stub APIs can be flexibly used during compilation.

}

//Main function. The shim.Start() method needs to be invoked.
public static void main(String[] args) {
new SimpleChaincode().start(args);
}
}

2.4.2 Chaincode APIs

The shim package in the Fabric source code package provides the following types
of APIs:

e Parameter parsing APIs: used to parse parameters transferred to the invoked
function or method during chaincode invocation

e Ledger data operation APIs: used to provide methods for performing
operations on ledger data, including status data query and transaction
processing

e Transaction obtaining APIs: used to obtain information about transaction
proposals

e Other APIs: used to set events and invoke other chaincodes

2.4.3 Sample Chaincode

The following is an example chaincode for reading and writing data. You can also
refer to other chaincodes in the official examples provided by Fabric.

2.4.4 Chaincode Debugging

To debug a chaincode, you can use MockStub to perform unit tests on the
chaincode. To obtain the chaincode used in this section, go to the BCS console and
click Use Cases. Download Chaincode Java Local Demo in the Java SDK Demo
area.

Adding the Dependency

To use the mock() method, add the Mockito dependency.
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e Gradle

Add the following dependency to the dependencies block in the build.gradle

file (not dependencies in the buildscript block):
testCompile 'org.mockito:mockito-core:2.4.1'

e Maven

Add the following configuration dependency to the dependencies block (add

the block if it does not exist) in the pom.xml file;

<dependency>
<groupld>org.mockito</groupld>
<artifactld>mockito-core</artifactld>
<version>2.4.1</version>

</dependency>

Writing Test Code

If the test folder does not exist during project creation, create it under src. Select
test\java under Gradle Source Sets, and create the SimpleChaincodeTest.java
test file, as shown in the following figures:
Figure 2-2 Creating a test file

Mew Directory

| ame

mainresources
testljava

L2 test\resources

Figure 2-3 Test file

Code Analyze Build Run

v hptest % public final class SimpleChaincodeTest {

ricexample eTest
public void initTest() {
sinpleChaincode sc = new Simplechaincode();
stub = ass);

Chaincode Response resp = sc.init(stub);

Assert.assertEquals(resp.getstatus(), Chaincode.Response. Status.SUCCESS);

hen(stub. getFunction
List<Strings args = new ArrayLis

Line warnings

BUILD SUCCESSFUL
3 actionable
15:55:37: Task execu

uted
tion Finished ':test --tests "org.hyperledger.fabric.exanple.SinpleChaincodeTest"

Q
2120 CRLF UTF8 4 spaces W

The content of the SimpleChaincodeTest.java test code is as follows:

import org.hyperledger.fabric.example.SimpleChaincode;
import org.hyperledger.fabric.shim.Chaincode;
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import org.hyperledger.fabric.shim.ChaincodeStub;
import org.junit.Assert;
import org.junit.Test;

import java.util.ArrayList;
import java.util.List;

import static org.mockito.Mockito.mock;
import static org.mockito.Mockito.when;

public final class SimpleChaincodeTest {

@Test
public void initTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
Chaincode.Response resp = sc.init(stub);
Assert.assertEquals(resp.getStatus(), Chaincode.Response.Status.SUCCESS);
}

@Test

public void insertTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("insert");
List<String> args = new ArrayList<>();
args.add("a");
args.add("100");
when(stub.getParameters()).thenReturn(args);
Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getStatus(), Chaincode.Response.Status.SUCCESS);

}

@Test

public void insertTooManyArgsTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("insert");
List<String> args = new ArrayList<>();
args.add("a");
args.add("100");
args.add("b");
args.add("100");
when(stub.getParameters()).thenReturn(args);
Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getMessage(), "Incorrect number of arguments. Expecting 2");

}

@Test

public void queryTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("query");
List<String> args = new ArrayList<>();
args.add("a");
when(stub.getParameters()).thenReturn(args);
when(stub.getStringState("a")).thenReturn("100");
Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getMessage(), "100");

}

@Test

public void queryNoExistTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("query");
List<String> args = new ArrayList<>();
args.add("a");
when(stub.getParameters()).thenReturn(args);
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when(stub.getStringState("a")).thenReturn(null);
Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getMessage(), "{\"Error\":\"Null val for a\"}");
}
}

Debugging
In SimpleChaincodeTest.java, click Run Test on the left of SimpleChaincodeTest.
Figure 2-4 Executing the test

import java.util.Arraylist;
import java.util.List;

€ RunTest t final class SimpleChaincodeTest {

@Test
> public void initTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);

Chaincode.Response resp = sc.init(stub);

Assert.assertEquals(resp.getStatus(), Chaincode.Response.Status.SUCCESS);

If the following information is displayed, the chaincode debugging is successful:

Figure 2-5 Successful

Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.0.

Use '--warning-mode all' to show the individuval deprecation warnings.

See https://docs.aradle.org/6.5/userquide/command line interface.html#sec:command line warnings

BUILD SUCCESSFUL in 15|

3 actionable tasks: 1 executed, 2 up-to-date

16:12:23: Task execution finished ':test --tests "org.hyperledger.fabric.example.SimpleChaincodeTest"'.

If the following information is displayed, the chaincode debugging failed. Edit the
chaincode or check the logic of the test code based on the displayed information.

Figure 2-6 Failed

Ul EPUINL dU. 1AL/ JU./EXAIPLE_LL/UUL LU/ IEPUILS ] LES L) LES L) ANUEX-TILIL

st s
org.hyperledgerfabricex

ample.SimpleChai
queryTest --stacktrace option to get the stack trace. Run with --info or --debug option to get more log output.

* Get more help at https://help.gradle.or

Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.0.
A Use '--warning-mode all' to show the individual deprecation warnings.
See https://docs.gradle.org/é.5/userguide/command_line_interface.html#sec:command_line_warnings

BUILD FAILED in 1s

i 3 actionable tasks: 2 executed, 1 up-to-date
f Tests failed: 1, passed: 0

P &Run i =TODO @ g Problems % 5:Debug B Terminal 4\ Build
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expected:<[{"Error":"Null val for a"}]> but was:<[100]=
Expected :{"Error":"Null val for a"}

Actual :100

<Click to see difference>
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Application Development

3.1 Overview

User applications interact with the ledger using chaincodes. An application can be
written in a variety of languages, including Go, Solidity, Java, C++, Python and
Node.js. The languages used by the application and the chaincode do not
necessarily have to be the same, as long as the application can invoke the
chaincode using the SDK.

(11 NOTE

Enhanced Hyperledger Fabric blockchains open gRPC APIs to applications, just like the
open-source version. These APIs are usually called by SDKs. For details, see the definition
of the SDK APIs.

3.2 Preparations

User applications interact with the ledger using chaincodes. An application can be
written in a variety of languages, including Go, Solidity, Java, C++, Python and
Node.js. The languages used by the application and the chaincode do not
necessarily have to be the same, as long as the application can invoke the
chaincode using the SDK.

1. Create a BCS instance.

BCS instances can be deployed in CCE clusters. For details, see Using a CCE
Cluster.

2. Obtain the required SDK configuration file and certificates. For details, see
BCS Access.

3.3 Development

Develop your own application code. You can use the SDK provided by BCS or the
SDK provided by the official Fabric community that matches the version of your
instance.
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(11 NOTE

The version of the Fabric package should match that of the blockchain. For example, if a
blockchain is v4.x.x, it uses Fabric v2.2, so you need to download the Fabric v2.2 package.

Configuring the Organization ID

Modify the application code for configuring the organization ID of the BCS
instance. After the downloaded certificate file is decompressed, the peer file name
contains the directory name and the organization ID.

The following figure is for reference only. Use the actual certificate file.

After the certificate file is decompressed, the directory name is
6c448740d50d6197dc86b36b0abd0bc639a788a7.peer and the organization ID is
6c448740d50d6197dc86b36b0abd0bc639a788a7.

Figure 3-1 Decompressing the certificate file

6b0abd0

Configuring the SDK file

1.  Modify the application code related to the SDK configuration file. As shown in
the following example, you must configure the correct absolute path of the

SDK configuration file.

var (
configFile = "/root/gosdkdemo/config/go-sdk-demo-channel-sdk-config.yaml"

org = " 6c448740d50d6197dc86b36b0abd0bc639a788a7"
)

2. If the paths in the SDK configuration file are different from the actual ones, you
must manually change all certificate paths in the SDK configuration file.
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Demos

4.1 Go SDK Demo

This section provides a Go SDK-based demo to help you develop your own Go
client applications.

Preparations
e Prepare an ECS.

e Install the golang environment on the ECS. The Go version must be 1.12 or
later, and earlier than 1.16.

e Obtain the Go SDK source code. To obtain it, log in to the BCS console,
choose Interactive Walkthroughs > Use Cases and download the source
code in the Go SDK Demo area.

Creating a BCS Instance
For details, see Using a CCE Cluster.

Installing and Instantiating a Chaincode

To obtain the chaincode used in this demo, go to the BCS console and choose
Interactive Walkthroughs > Use Cases in the navigation pane. Download the
example Go chaincode in the Go SDK Demo area.

For details, see User Guide > Blockchain Management > Chaincode
Management.
Downloading SDK Configurations and Certificates

Step 1 Log in to the BCS console.

Step 2 On the Instance Management page, click Download Client Configuration on an
instance card.

Step 3 Select SDK Configuration File and set the parameters as described in the
following table.
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Parameter Setting
Chaincode Name Enter chaincode.
NOTE

The chaincode name must be the same as the name
specified during chaincode installation and
instantiation.

Certificate Root Path Enter /root/gosdkdemo/config.
Channel Select channel.
Organization & Peer Retain the default value.

Select Orderer Certificate.

Select Peer Certificates, select organization for Peer Organization, and select
Administrator certificate.

Step 4 Click Download. The SDK configuration file and the administrator certificates for
the orderer and organization organizations are downloaded.

--—-End

Deploying the Application

1.

Download the Go SDK source code to the /root directory of the ECS and
decompress the package.

To obtain it, go to the BCS console and click Use Cases. Download the source
code in the Go SDK Demo area.

Decompress the .zip package obtained in Downloading SDK Configurations
and Certificates and copy the orderer and peer folders and the sdk-
config.json and sdk-config.yaml files from the configs folder to the /root/
gosdkdemo/config/ directory.

Find the /gosdkdemo/src/main.go file in the code and modify it as follows:

a.

Use

Change the value of configFile to the actual name of the SDK
configuration file, for example, demo-channel-sdk-config.yaml.

Change the value of org to the hash value of organization.

On the Channel Management page, click View Peer. The organization
ID is the value of MSP ID without "MSP".

var (
configFile = "/root/gosdkdemo/config/go-sdk-demo-channel-sdk-config.yaml"
org = " 9103f17cb6b4f69d75982eb48bececcc51aa3125"

)

go.mod to set GOPATH based on the actual installation path.

Set the environment variable GO111MODULE to on.
export GO111MODULE=0n

The following figure shows the go.mod file. Modify the "replace" line

based on the actual installation path.
module main

go 1.15

//Specify the dependency to be imported and its version.
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5.

Common APIs

require (
github.com/bitly/go-simplejson v0.5.0
github.com/bmizerany/assert v0.0.0-20160611221934-b7ed37b82869// indirect
github.com/ghodss/yaml v1.0.0
github.com/hyperledger/fabric-sdk-go v1.0.0
github.com/pkg/errors v0.9.1
github.com/spf13/viper v1.7.1
)
//The project path /root/gosdkdemo/src is used as an example.
replace github.com/hyperledger/fabric-sdk-go => /root/gosdkdemo/src/github.com/hyperledger/
fabric-sdk-go

Find the main.go file in the gosdkdemo/src directory and run the following

command:
go run main.go

fabric-sdk-go mainly uses the FabricSDK class, which can be constructed by using
the NewSDK() method.

FabricClient, ChannelClient, ChannelMgmtClient, and ResourceMgmtClient can
perform common operations of fabric-sdk-go.

FabricSDK

FabricSDK uses the New() method to generate objects in pkg\fabsdk
\fabsdk.go. The New() method has an Options parameter. The following is
an example of generating FabricSDK:

var opts [Jfabsdk.Option

opts = append(opts, fabsdk.WithOrgid(org))

opts = append(opts, fabsdk.WithUserName("Admin"))
sdk, err = fabsdk.New(config.FromFile(configFile), opts...)

configFile indicates the configuration file path. Orgld is the organization ID
in the SDK configuration file.

FabricSDK uses the NewSDK() method to generate objects in def/fabapi/
fabapi.go. The NewSDK() method has an Options parameter. The following is
an example of generating the Options parameter:

deffab.Options{ConfigFile: configFile, LoggerFa
logging.LoggerProvider(), UserName: sysadmin}

ConfigFile indicates the configuration file path. LoggerFactory is optional. If
it is not specified, logs are printed to the console by default.

FabricClient
FabricClient pr