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i), ZEIzE. MIREEXINEE, SERAIHEEENFRIERE ", RHENE
PAPRIXEFHELIEIEENRITH, BEEUMERSRELERR, BRIRIRSRE

IR EELZ X

TFzIE

FEENPLEAgent/T, ENENISZEIHSSRIGMIFROESNLZSRE, FLE
EHaRARE L, BalS—EEHEER—XERAEENRIRIFRSHEN

ZENXE .
FNEZENTIERIEWNE -1

1-1 TIEREE

TREEES
TREIES

{FRAl. HEZINFEELES
BRSPS TEERE.
spEhREslE, RESRE

EEIERF.
HSSZ=iATAPH L oL

E - E . P . E

} ER=LinuxaERl tERm=Windows=EH F=A=EF = FEHL

BEMINER TIERERBIIT:

— TEERERFE
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SASRRAS 20 (2025-01-07) WRIERE © LEARITERARERAF



I FNZRE
= )RR 1

H
a0
oy
&f

% 1-1 AHEHINEER TIERIEIRAE

R 354AH
BEEHE ACEETES, BFEERTRESESR, BEER—KX

1P ENAIBFIRSIC SR .
HSSTIRBHFHL | o {FERAI. HIBZIMEEEESHARDITENPNZHLZ S
XUB .
o EMEBMRES|E, REERFNPIEERER.
o BWEARHETRNEEEEMMENES, FERESE
7EBRSS 2 ERYAgent,
o EWAgent LIRMNFENES, DIENAHEFENZEXEH
FREER, BoREIEEMMCIREIEXAESNEEHS
RE,
Agent o AgentiBIIHTTPSFHIWSSIMY SHSS=imbaHP Ot TiERE
(s, BiAwO: 10180,
o BREZRENHITINES, £SHEEN; SERTIENEN
L2, FFRKENENER (BEaFEHERE. 7%
B MR, JEFIER. inO5E. HEFIREE
B) ERE=IHBBIPPD
o RIEEGECERNZERER, ELEEETENNKRHITH.
Wi8E
o MERFZHEAgentzAgentiKERE, BB AERRIFNEZE,
o AgentB]ZEFEENTEMRIRSSEE ( Elastic Cloud Server,
ECS) /B£EIRs55E ( Bare Metal Server, BMS) . & FIDCLAK
BE=H=ENF,

o RIBIRERFSMRAEEN ML EGS/REQHRHITRE,

o WMIPHEN . BeELe5FZeHEAR—Agent, BREERE
—FNLE—IR,

1.2 HAREHREE?

PUWFNLERRBRIRERER[5I2 (CCE) . BREESEHNSSEHERGF, &

EamAr el REEE. EHRE. BTHARRNERZEEE, BikIiaE
BREEMIPERR

BRSEREHNF, SEFANRE. BEFETMERMF:

o HEFFRMEME, HSSESHEMUIRGIFMMNERKE, AJLIEMMESS
Cl/COMEIRRFELERGEZ AN, CIMEMRIVRERE. X4, RSE
B. BUREENIG, FEMALZERRGEE, HIEXEIRG E;

o TERBEMER, HSSIEHEZENERIRES, WRASIMNAEPRIRERZE.

o TEBR|ETMER, HSSIEMSLATGEIASEIRNRE, RGNS EE
&), EEINEICNRFNBMEIDNAEINISEERNRZ 2R . tih, 5
ZHSSIRIEA R IETNRE, AR BEX AL R IIREEE, o
BUIPTERTRARARMBEBEENE, RESHENEEEE.
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1.3 HARMRHEA?
M DIR R AR i EM A B R, BT EMRERENNEEER, RIEEER
FRIMILERIMGEESEN, BHIEHIED . B, IEFENTHE. 8FFER
o
P SIRSER P INRE A SERT AR MFF =B R S E B 3R FXXHRITH, FRIEERENEDRIS
EXHIRERE LRI, NTRIPRUEEIMR .. BFYE. BREXHAREEZE

CSUFIRRAR
gﬁ PR EREEZTNREMR . RIERENEN -2FR, EEEMKIESE
1-2,

1-2 M TIBHE SR ERIE

e

——e WEEMRIPECER. FZEAgent.

FENTRERIT S

| ! ENGPER. FINEEEH .
! A E R RN Z FIMSGHRR . Rl
: 5 EEREE.

SR

& 1-2 TN EMESRERIZNIIEERA

HER{FRE 2F Hr52%
T -- EREIENZ SR, WRFIVDCILSS R

5, BTRIzEEEREIZVDG.

iﬁ@ﬁﬂﬁ%& ERISRA IR ECER ,‘@;fﬁ%lﬁ%ﬂﬁ})jﬁﬂ%ﬁﬁ, ZREFFEM IR
B g/l

Z¥Agent AgentiZHSSIEMAIE i, FAFHATRNIE
5, 2EAEIN; SHEUETNNZSIR

&, FRWENENEE LIRGE RimkIF

Lo

TixAgentfs, A REFFEMRRLGEXGF -
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HR{FE R{F Hir52E
RESZEN | RESZEMINEERE, EEEEIEIHSSAIER
ﬁmzﬁé-‘i;ﬁ_ 0, BB TREEN/MITRRIZEX
all, TIeEaaNKE, TEHAEEREER
HEBTEE, TEREISEER.
FEENGF | FEEVFE, SFAEENENSE—
[T
FCEMIPREN | RIIRGIFER | MIIhENE mENuE R, FEMRBEE
ki ENISANINBAIRER
AMNEiREy | HSSEUMSIHIRER FIXMEMHE RNk
FER RN AEHEET, HLES
AR I E IR, 1B E AT
FDTNRE.
ERHETE | FENRBESIFGE, BIFERPIIRNSRE
RIS, MREFRENFHIFBRPRIG
BTG, ATLARNINAFAREE o
ERFFEMR | MR ESHRMAIETRINGE, sefSERT
B JB/RAHSMIIBHELINEE, EATLMERLL
REERT BB E R MAIM R
FEHEMR | siSMREGESER Htomcat N AT B
B RiF, BEESIL ST IR S ISERRIE L
174,
EEMIME | FEMRBENGIFGE, HSSIEIZEIXIEZIN
B RSP ERRTEENZEEN . EEILEER

FHRIFEELAIEMICR o

1.4 =R, S8, NARXRERMTA?

o REBEE—MIRNNHEHERS, [RTRESI|STHAFIRER. E. BR. k&

FNMHI, BEET—ER

N—y—

=17

EERNRESH (WESE. NETE. AF

F) . REFESTONEHE, ERFENRZEEFASRNE.

o FRMRBAIXER, BIEFRITPRILOIINE—F, REEFSHEN, BRE
RBEITHIRISER . BERrILIKEIEZ . Bl F1E. BiFR. HiEZH.

o —MEEHLUBRHSIERR.

o NAFUBE—IH—HER,

1.5 dE{ERLIW FENZE?

IEREWENZRIBRRIN TSR TERF:

LB LR EE
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I FENZE
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T
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T2 ZaEAgent,
ZE#Agentfs, EBABEFRBREIFNZS,
£33 RESZIER.
DSBS, TReEKEIC WV ENZERIENSEBH, R THEIENAARY
ZeNE, BN, LieREENK, SHREEISEEHERTES, TiEKEIR

ZER.

£BA FFREHBGR
o AgentZEpINGE, ERILIAENAEZEMNF.

o FREWFENZEH, EFENEENENSE— N, KARWENZETM
BRENE, ZEE KD EEEMIETER.

S5 EERMERFLIBEXRS .
R

1.6 HSS E&ZHBhIF7AE IDC fR55=37?

Y.
WMREHIIRSSEBEGEER AN, HALUEREWFNZEITEHITHIP.
BARSLER RS2 WNHSSEZHEE .

1.7 HSS R IHEMhZ 24T H3s?

AW FENZEARESF “DenyHosts” . “MBAGO1” 8% “360&F P TARSSEEMR "
2,
Agent X{&EOJEES “DenyHosts” /458
g y
HEIE2N: AgentEEBEH b 24 hse?

WEFNIELEETEES “MfG GO1” T “360 L2 P1HIRSZEEMR” /Hse

FREENENZEAIWindowsEH, TEERBNEFAIEINRERT, FTRERF “ MBI
GO1” 4 E360% £ PHARSIMAVERINIEINGE 4R, Bl LURIESLIRENR ,
EIREREAR B FNZEAONEFAIERE. “MBEG01” 5 “360%EB1RS
#=hR” HIBSIAIELNEE

1.8 HSS 5 CodeArts Inspector., WAF B{+4KX5l?

5 IRMAYHSS . CodeArts Inspector. WAFRRSS, ZENEESEMEN. Wibd. Web
NASE@mRHHXEIIEM, BARAZSIEN . BN=1IRSEBEEA.
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2 1-3 HSS. CodeArts Inspector. WAF X3!

RS BIR g%ﬁ VatiabSEA ThEeER

tUFENZE | EitZ | BAFNERRZE |« B85

(HSS) £ %, o RREZE
. KSR
o BT

o MTIBHEN
WEEERS | MR | BANGEERZE | o ZSTRmEKE
(CodeArts | & ., o MRS
Inspector ) "
o [uhfE A
o HLZESHULN

WebFEREX | AR | fRIPWeb T2 | ¢ WebEHHRHIF

o
o EHIHIAIFGR

1.9 HSS XZHRFEWS{ERL?

HSSAZIFEWRSFER . 81N KSEERHMSLHSSIHITEE . (BERIFZ NMNAMAR
HZ=(FH,

Z1° IAM AP =(FER
BN, SETFEMEATCZETIMKS ( “domain1” ) , BA “domain1” KS7E
IAMeRgIEZ T2 NMAMBEFR ( “sub-userla” #1 “sub-user1b” ) , WSS T

“sub-user1b” FAFHSSEIMPREERE, M “sub-user1b” BFBILAER “sub-
userla” FAFHIHSS,

1.10 {+4 2 HSS Y Agent?

Agent2 A\l EHZ 4% (Host Security Service, HSS ) 12{tAYAgent, BFHITIHETME

5, 2EREIN/ESR, IHEUEI/FRNLERE, FRKERNET/FRER
ERERIGRTHPRC

Agents ALinuxhRAFAWindowshR A, 1SFEEARIEENAIOSIRAS, GeiFIRARAEHTT
L. T LRIEAgent, HFFHSSPEIFE, BIRTIRISHSSIRIRIEMBGIFIORE

Agent B9/EFB

o BHERREMMTONES, SERREN/AR LENEI/FRNEER
&; FRENEN/BRER LIRERIRGIPF O .

o RIBEMEMNZEREE, HEIEKREEXEN/BSENEHITH.
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(1] 588
o WNERFKRZLEAgentTiAgentikZS
E=RF=ENAH,

Linux Agent tHX#H12
AgentiHIZIZI TS :
AgentB B LATHIZ:

root,

58, BELEERRIENRE,

o AgentAJZEELNTEMRIRSSEE (Elastic Cloud Server, ECS) /#2£ @RS 2R ( Bare
Metal Server, BMS ) /=#E=R5528 ( Hyper Elastic Cloud Server, HECS) .

2 1-4 Linux 4 Agent iz{TiHiE
Agenti#i22fR | HiETHEE HIZRTERRER
hostguard ZHIERATFRZNZINZSE | /usr/local/hostguard/bin/
KNSHIR. Agenti#F2RY | hostguard
FIPFIEETE o
hostwatch ZHERATFAgenti#EHISF | /usr/local/hostguard/bin/
PF0IEIR hostwatch
upgrade ZHIEFTFAgenthRAAIF | /usr/local/hostguard/bin/
58 upgrade

Windows Agent tEX3#7i2

AgentiHIZIEZI TS :
Agent8 B LAT#HEZ:

system,

% 1-5 Windows E£#1 Agent iz{TiHiE

Agenti#iERFR | HiEINEE

WERERTTERS

hostguard.exe ZHEBTRESENSNEZSE
KNSR . Agenti#iZRY

C:\Program Files\HostGuard
\HostGuard.exe

TN .
hostwatch.exe ZIHEATAgentifi2R9F | C:\Program Files\HostGuard
PFOMEEE \HostWatch.exe
upgrade.exe ZoHERFAgentH . C:\Program Files\HostGuard

\upgrade.exe

1.11 I FNZErI LB =EREIE?

aILd,
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NRIERNVSAEENT L, aTLMERHSS, W FHZEHSSHHHIRENRECSHR
BER. LHARBMSIRS R . EATRERIRSHR . LA RE (Workspace ) LUK
B=HTIRSGZEME FIDC, HEEGEPEER—KIFASHCEIBRIIRSS .

BALERRIESHHSSSTHERE

ab i —_ S
1.12 HSS A MRABEH EFR _—MEK?
IREZEWMLRAR . FEMR . BeshRelEMNRLEN R BEHEF R _— R R LA EATA
b, EREIRAITHEETG LB ER,
MEEIER. FEARAR . MIRFEN R, BEERIFEES WL ZESEIPECET

1.13 W FENZ L STIFHRAFHLRIS?

EWFNEEZIFRAIFR . AXNMEIMITFHREWFNLZERA

FHkiiA
o FRFEMNR. BHEREMNRSIRE, EEERTHER

o FARMBIFAE T AREIEAIRES, BRI BRI FAREI . K
AYE RS M IR E RS, FERIMHAITWE, WLEEERIRSS =M ECER
HEIM L ESR -

o EMRAIFAER I WAREGEARMRE TR, VbR AT S EERR hREk M ST
8o, IEAMRA AR AN LR -

FHRERARR/IEARRRER(E
A FENZERIECEMRATH RS BB AR “ERPIRE” @y “=iR”
Itt, ARAVRIERIZEUR T BARECERR A RIE RIS
o (FRRSHZR
A EEAERFECEREERH THRIRE, BEFEES NEERAT
o (ERRSHERF
a. HEXBEFEEIETRRBERRE, BFFESES WAESTEET .
b. MEMRHEREEBREINRS “ERARE B ‘=R .
¢ PUTECERARIRME, BEFHBESIARERIAR/DEAR .

FHREM B E L RIRE

FHRRIE ARSI M TR ERES , FWEM R EhRAEE, WXENRBERR
ST IIPINEHRBERIRSSEMIPXE, EFNBRIRS 2RI EMSLAIMTIHE
PHRECER o

1. FERVENZEEHEHESIMREELRIFEE, #1552 MWL EET .
2. RFRBEECAISIRSHRAVGE, BRIFFIEES RSN

3. EFEFRRIMIMLEN, BIFFHEEENAREMTBHESIR.
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1.14 HSS EEXIFRSER?
545,

W FNLZ2RMWRSERINE, REEREETRDRSIONE|ZE, SIFEER
SHPIYRS XM, IENAERBETRIT . EEXE . IR 32,
B B ; BRERIEESEE, BEMRSHEIT “REER" . “£8E
R . "BENERT AEES

REERFANERN RS IHRSER.
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A ENZE
= )RR 2 Agent tB%

Agent f8<

2.1 II3E HSS £8zh%& 3 Agent 137

MISEHSSEZEA=ErRRAgent, FEEHITRIRAgentiBXIR(F, (BINREEWT
HIRECSHY, IEERERENZ 2P, ECSEIETRESBMTEAgentHFHER
o

GRS e ATRIB shZE
TEFEELEARECSHY, Ak “FHBENLZ LR , HSSEERIMZECSTEE
Agent, FFHEMHF.

o UFEEERY RER ‘GF/ER7 , EELUEE “Bithk” . “flhR” . “IE
AR 0 “MTIBHERAR " B FENZE, THMERE, HSSHINAIZECSHEHE
RZhRASHIENFGIF o

o UEEL” M REUET , BHLUEE ‘IR B FNRE, ST
M3EfS, HSSBNNZECSHISERIRARIENGF

ISR S EN SRR BENWVEER, EaAWSIEARATRS, 3%
INESHOMR ( FRESEH%EAgent ) » IR EZLEANERES N~
SIDRE,

WISE HSS BFEheds

NRIGRMWSEHSS, HSSAR MRS 2EE R RAgent, FEEIEHSSIZHIGHEIR
PRFENZEGS, ERRSH/LRRAgent, BELRIFBESNLRI<Agent,

2.2 Agent EBFIHMZ2IREHH5E?

AgentE]8ESFIDenyHostsiXERER{E =4 s,
o HZEEI: BFRENAIIPHIEHSSIRBIANILEIP/S, WHSSEZE, BEENPATR
BE(FRIZIPHENEE R EH. .

o hsEEE: I FEHIZEHDenyHostsEEIRTII A RIRE KT IPRUZ RIPHENE, &
WFENZLTEmEE DenyHostsETEE9IPHbLIE ,
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AW FNZE
= e

2 Agent fB%

o AMEFE: EiF1EDenyHosts,
o FETE:
a. LlrootFRERIRSS=R.
b, HUTLUTSHS, RBESHRET DenyHosts.
ps -ef | grep denyhosts.py
MRFEEZEMLATEE, WiRBEZL%E T DenyHosts,
[root@hss-test ~1# ps -ef | grep denyhosts.py

root 64408 1 0 17:48 7 00:00:08 p) - -daemon
c. WIFLAT®HS, {ZL1EDenyHosts,

kill -9 'cat /var/lock/denyhosts'
d. TLATES, BUEDenyHostsBIEEED

chkconfig --del denyhosts;

2.3 WN{IiENE Agent?

Brn=s

HURRSR

MR EN AN F A AN EN TS

o Agent8IEIRHEIR, FEHIAgentFEMETE,

) ﬁ%@;ﬁ@gr&ﬁﬂigﬁ ( ANTE32[ZAIEN L L6411 A9Agent ) , FBEEZAgent/FE
R,

o PIWFNZEFRAgent KW, FEEHERITAgentEIE

B S —REHAgentlY, =ERSSERAY “AgentiRE” o “EE”

= e — s Agent

gz

SER2

$IR3

gz

BRI LIEd e ENZ it aBiZEHEHAgent, HERFEE.

AR
ENFAgentiF I EN R R TIENZIRSS SRR EHTREIF
EREEEHS.

EREE R “Ki |, BH—, %2 ‘588 > dUENRe” |, AT
NZLTARA.,

EEMSHF, EF “RE5EE > TNESRE W , #A “FNEShE” &
Ho

EERIRSSRPTEITRY “BRIE” 5, BE “ElHAgent”

NRFBEHEEIFAgent, EATLUNEQAEREFHEAgentlIIRSE, BHIIEXLS
19 “Ht2ENFAgent” .

R ERIENHAgentIHEES, BT “HBE” .

M HERAS 20 (2025-01-07) WA © EARTERABIRAE 11


https://console.huaweicloud.com/?locale=zh-cn

A ENZE
= )RR 2 Agent tB%

ZIREFIE “Agentiks” BFH “HRRE” , EiAgentrill.
.

FNAHENE
FAPEAREEAEUFNZE R EEMTREAgentlS, ] AR bEIFRRAAgent,
(MARIYL:
H#EAgentFEENZEIETENZIRS =R EETRIIF
e HFLinuxhRASAgent
a. ERFZHHEWENZEAgentBI=IRSZE, FHITU T ap< % E rootH

o

su - root
b. BIRUNITERE, FLEBWFNZE,
i PUTUI TR SELERSS .
/etc/init.d/hostguard stop
i. (°%) MAREDEEMANEES . WE INEEFFR.
XART EWENZEEFRIPIEN, FHREFITIHRIE.

2-1 NIEERHF

s string to confim you're not robot: |NZGLY2

input correct, please wait...
your agent 1s in normal mod.
hostwatch stopped

sTguarte 2

¢ HEESBEFRPITIN TGS, ElEAgent,

(MARLY:
AAILATE/usr/local/hostguard/ B F FHATEIZ @S, FUAEEMEEBER THITHE

" £tXJEulerOS. CentOS. Red HatZFEXZiFrpmZi=iR4AJ0S, 1T

< rpm -e hostguard

" £XFUbuntu. DebianZ3ziFdebZiRFAI0S, #1Td5<: dpkg -P
hostguard

SRAEOBINTERUMER, WRTEHHAgent5ER, THREHITF—F. R
N RBIBHITE RS

Stopping Hostguard...
Hostguard stopped
Hostguard uninstalled.

d.  (E%) YHITEEEIEAgent L MAT, ATSEU T A EEAgent,
= &¥JEulerOS. CentOS. Red HatZ3Z#rpmZEEiR{4H90S.,

1) TS, MRZERICR.
rpm -e --justdb hostguard
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AW FHZRE
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2 Agent fB%

2) BTN T&S, BiEEaahostquardiZBiHiE,
ps -ef | grep hostguard
WMEBBEHRE, BHITaSkill -9 “HiEpid” SILFAEXRBIHE.
3) WITUNTES, BF “/usr/local/hostguard” BREBF T
L /usr/local/hostguard

MRZEREFE, BT rm -rf /usr/local/hostguardffifikE
o

4) WITWIT&<S, BF “/etc/init.d/hostguard” XIHREFE-
ll /etc/init.d/hostguard
WMBRIZHIFIE, BHITESrm -f /etc/init.d/hostguardflif£sZ
&,

£%FUbuntu. DebianZ X igdebZ e 4HI0S,
1) HTUTa<, EiNEEHEhostguardfEEiftiz.

ps -ef | grep hostguard

WREFERE, BTkl -9 “HiZpid” ELLTEKEHE,
2) WFMT&S, BE “/usr/local/hostguard” BREEFE.

Ul /usr/local/hostguard

MRZEREFE, BHITa<Srm -rf /usr/local/hostguardffiif&E
R

3) BUTWI TS, &F “/etc/init.d/hostguard” MHEEFE.
ll /etc/init.d/hostguard

MNRZHEE, 1BHTaE<Srm -f [etc/init.d/hostguardffif&sz
5.

o HFHWindowsfrAAgent
(Al ) XFAFENZEBFRF.

a.

™

4

IRABTEWFNLZEBRFRFEE, BhXABHEHAgent, BNFTEEE

MAHEIFAgent, XIFR(EESLIAMTXABRF .
BERFEHHEWFNZEAgentHI=IRSS = .
£ “I=HmER > EEFIEE” driks “HostGuard” , ARSBE “EHIE” .

(1] %88
o FFBAETLUENC:\Program File\HostGuardBE T, W& “unins000.exe” , 5
HENEAER o
o WRZEAgentATEIFE T FHAZE TEMAgentIIES NI, BFRIRRILE
“FFiA > HostGuard” iR “ElFHostGuard” #1TEIEL .

£ “HostGuardEl#aS” 12~ EH, Bk “&” , FREHE.
(|l ) ERE

MBREFETRRFER, HEHAgentEEZEEEEN. 7 “HostGuardf]
HMS” wEP, BE ‘R, ERFN.

WREARFEMIEN, TEEEEN. £ “HostGuardilE@s”
BED, BE ‘A7, FERE.
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AW FHZRE
= e

2 Agent fB%

2.4 Agent LKW AN{aILbIE?

INRAgentZE=EW, BESEAHELIE,

BT HSS =HaREEE Agent KW

MREET “RELTR LREXNLRAgentkY, HaiRIEHSSEBEHISINRRE
2, &EFR DEAgent KW IEEIGR HATEIALIE AR .

3 2-1 L% Agent LM FEZEIY

EEERGET | AEREN

=2

WJ??:UFJE, iﬁra_] e Linux

29 BB EEE, RIERSSETERSTNE.,

e Windows
1. AWindowsR#EIE R B{51=17PowerShell,
2. PUTLAT S, BEServicel5R.
winrm get winrm/config/service
e UNERAllowUnencryptedf9BA “true” , B EMLEEED
&, RIERSEAIIERIBEIMNE,
e UNSRAllowUnencryptedfd{E “false” , HITLATaR
%, [BAllowUnencrypteddI{ER “true” .
winrm set winrm/config/service
'@{AllowUnencrypted="true"}'

3. BB HSSIEHI B REIWindowsEHZHcAgent .

4. AgentZERINGE, BHITIATSH S, EXK
AllowUnencryptedf9{&9 “false” ,
winrm set winrm/config/service
'@{AllowUnencrypted="false"}'

INIEEIR, O<
RIERR

EiRtER, BRETESHERER.

AFEZERE

ZHAgently, FEREZDSOMBREZ TN, BAEHE
EBRF=E.

metadatat& & sk
7

metadataikENE, iEESELinuiRER A =IRS 22T EIFE
TCEUREAD? ARG,

expectZ& L

ISBEMEREEREFMEN, FMEKEIEEREITZRAgent,
MRMBIEREDALZEY, BEEENEEEHarA L
fy, B “TH>HETR , BIIHEARARARIRKE
)8
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AW FHZRE
= e

2 Agent fB%

BEEHERT
=8

SbIBEEIY

FTIBVPCRIZR KK

1EARFGVPCOperatePolicy i RIZFHSS, HSSTIEITIBARVPC
ZIERIMLE . BINSELUTERETRIEN:
1. BReWFENZLEFE,

2. ERTEEERSIGE LA E?Jﬂ, IR DKIANINE

3. EEMSH=, &R “RRSEE > BNEE" , #ANEN

4. PHEIBIBIREZ LS “HSEIN" , ¥ VPCOperatePolicy
PRIZFHSS,

X FVPCOperatePolicytXfREVE XFNER, 1B IIENEE,

HBERIDEWZEEA

WERE

IBIOEFREIDEWEBXIRES “EE” K.

VPCEP$Ti@sk I

1RFIGVPCEPOperatePolicy i PRIEFHSS, HSSTEBIER KR iH
T, R EATAgentSHSSIREZiHHTES . ENSELL
THRIESSRIE:

1. BREBUFNZEEHA

2. ERGHEEEHEE LA E’\Jﬂ, EEXISFIE .

3. EEMSEMEZ, EiF ‘RESES > SINEE" , BB
EENAE .

4. BEENIIRE LR “FiBENR7 , EVPCEPOperatePolicy
A PRIZFHSS .

F*FVPCEPOperatePolicy$RAIE XFIVER, B2 BINE
EE o

EREIR, BNESESNERER.

W |
i

5

& | ¢
N

|

Pl

EE‘EJ?! [tmpBRARIFHITHIA, SbashiBHATINR

RETEFEIN :
o EEKE NABRNEHEEEBHENAUR.

o MREFHNPRIDALZEZEN, BEEEIZEERHE
E’\Jgggﬁ;, BE ‘T8 >HETR , BETRERAAR
=L
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AW FHZRE
= e

2 Agent fB%

BEEHERT
=8

SbIBEEIY

TR K
M

RLinuxENSHIULEIRE, BNSEUTREIERZE2A.
DNSECE -
o WNEZEH
TRIRSEE, TUTHS, WARSHRLZEAEFEER
F§3E100.125.0.0/16MEZAY10180i% M .
curl -kv https://hss-agent.Xiz{t;
f8.myhuaweicloud.com:10180
PN, BIXIGERE, FRFEAEES X
M/ o
LA “fedb-dbm—" A, =Ea<mBl: curl -kv https://
hss-agent.cn-north-1.myhuaweicloud.com:10180
- BB ping@pSHITIER, FRASHUE100.125.0.0/16
MIEZH910180i% 0 -
- RIUE: pingdanSHIT/RE, REREARR, RAKBE
100.125.0.0/16MEZAY10180i% 1, HS WAL 2EM
M RBuE ZiwE
o IQEDNSECE
BRIRSE, YUTLTHS, WIBSEONSHEBIERREY
T#HAgenthIiHE .
ping -c 1 hss-agent.X1g{t#8.myhuaweicloud.com
PHIXERE, 81 KigAE, FXIFGLEESIBX
MR R .
L “fedb-dbs—" o, EHBSTE: ping -c 1 hss-
agent.cn-north-1.myhuaweicloud.com
- FRITERTN: RERIZEITEHAIP, RRDNSETIESR

- M FREEE “name or service not known”
RAEHTHIP, FTRDNSEENTELM . 15SE(EDNS.,

HERE

BB TER, RREETERE:

e Linux
- Jusr/local: AgentBNINLIRIZR, THRHFREETHBTEX
F300MB,
- [temp: AgentZERE THIER, TRREETTRAETEX
F100MB
e Windows

- C:\Users\xxx\Downloads: AgentZiE IR, TR
RiEETHBSEAT100MB,

- C\Program Files\HostGuard: AgentBAIAZEIRER, RN
iR#EE I BEEXF300MB,
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AW FHZE

AR 2 Agent tB%
SEEHGIRT | LERZN
=2
DEWRIXZWEE | BREHHBRENEAXNEAEDEWHITIEE.
SR INREAIEFRITE, REAGentITHSSIBRIBRIEAREIE
BHFAH, TJREREIRIKS HIAMFKSEHELEKS, HRD
HIRINZRRSS ( DEW ) HhEAXIEIRRSS (KPS ) HXAUR.
eI LABIEIAMIZESI S, BERLITRME 2 —= TE:
o ENHIT: HLEAgentHIKSIEFDEW
KeypairFullAccesst¥fR ( ZEXIEIRRSHIFFENIR ) -
o TS I2: MRERFELEAgentiIIKS EEMIFRERARS
ZeR, SR TEEN RS, FiSZRIERE N
B[TIAgentiIIkS . BERCIZERBEEN: QEEENER
B
BRIXAFER. SHERY
i "Version": "1.1",
"Statement": [
{
"Action": [
"kps:domainKeypairs:exportpk",
"kps:domainKeypairs:list",
"kps:domainKeypairs:get"
']"Effect": "Allow"
}
]
}
RERFE EEE A TR FARRRTR:
1. BREWVFNZEEFS
2. ERTEERHEE LA a@ﬂ, IR KIHFIIE o
3. EEMSHIE, 1EF ‘“LREERE > FINEE” , EARIN
EETNA,
4. BEENZIERFPEEEVPCEPOperatePolicy.
VPCOperatePolicytX[R .
o B BRUEBEEHIGNALA, BF ‘T8 > HMET
87, BETRERAARI KN
o & BRPHEEIIRELS ‘BN , 8
VPCEPOperatePolicy. VPCOperatePolicyfXfR#ZFHSS
fa, Eiil%3EAgent,
KT EASPRAIE NAER, BESEINEE,
WRESEMRA | BIRS[AIM-RFIMITAgentZ R AIBRSS SR e F AV M R 17
XIFFTIBVPCLS | TEIREITSE, AXFFHTBVPCNES, BB inSiT R
Agent,

BT <S$17R% Agent K

REEE “apetT

| RN (AIERRSHNITHS ) ZiRAgent KW, AIZER

TIRERITE S BRIFEE ZE

MAERRAS 20 (2025-01-07)

WRIERE © LEARITERARERAF 17


https://support.huaweicloud.com/usermanual-iam/iam_01_0605.html
https://support.huaweicloud.com/usermanual-iam/iam_01_0605.html
https://support.huaweicloud.com/usermanual-hss2.0/hss_01_0541.html

NE:
)'_‘ul‘tﬂﬁ 2 Agent 1B

Linux Z3& Agent £
o [DEHIR: MBAE, WHiTERS

2-2 WEEAE, IplaiERd

spawn ssh -t -p 22 root@ls W ConnectTimeout=1

ssh: connect to host 18: y 27: Connection timed out

SR BRENSEE, RIERSRUIERBEMNE,
o [EREHIR: RBHUR

2-3 2 BNIR

1dd (GNU libc) 2.28
: can't create transaction lock on /var/lib/rpm/.rpm.lock (Permission denied)

‘agent failed.

SHEZEW: TE LRI AEroot AR, 15ERroot IR ERIRS RS, BiTR

/hostguard_setup_config.conf
service not known.

ge/agent/Linux/config/c ' /hostguard_setup_config.conf
".myhuaweicloud.con) ... failed: Name o ervice not known.

ackage/agent/linux/config/c 1/ tguard_setup_config.cenf
uaweicloud.com) ... failed: Name or service not known.

RMEEEIN : BRSZERTRIGIOAgent FEbIE, EERERLAT=HMDNSHE, &
BINREISESEEMDNS,

o [BREEIR: /tmpHEEAE100MB

2-5 /tmp EEAE 100MB

/tmp of disk 1s not enough available_mem=3

end check_tmp failed

IEEY: tmpERZEAJentZRBAITHIZEZ, MHREETHATEAT
100MB,

o [OJFIIZK: /usr/local@ZiZAE300MB

2-6 /usr/local #EEAE 300MB

[rootm11b ecs-6c8f-8001 installl# bash linux install.sh
Jusr/local of disk is not enough local_available mem=36573764

end check_user_local failed
[root@ljb-ecs-6c8f-8081 installl#

RAIBFEINY : Jusr/local B RE2AgentZNARERR, MR ETTHEIEXRT
300MB,

o [OJERHIZR: TLSHMYAZEZR curl: (35) SSL connect error
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AW FHNZE
= e

2 Agent fB%

RMIBFRIN : LEEHSS agent, BSRTLSH1.2RLAEIRA . MRTLSIRATHE, B

FapigLEmSHa “curl -k -O” B “curl --tlsv1.2 -k -0”7 , EXLE

Agent,

AT EanHMESURB, BAREEEER.

- [EERREGS
curl -k -O 'https://hss-agent.xxx.myhuaweicloud.com:10180/package/
agent/linux/install/agent_Install.sh' && echo 'MASTER_IP=hss-
agent.xxx.myhuaweicloud.com:10180' > hostguard_setup_config.conf
&& echo 'SLAVE_IP=hss-agent-slave.xxx.myhuaweicloud.com:10180'
>> hostguard_setup_config.conf && echo 'ORG_ID=' >>

hostguard_setup_config.conf && bash agent_Install.sh && rm -f
agent_Install.sh

- ERERRESS

curl --tlsv1.2 -k -O 'https://hss-agent.xxx.myhuaweicloud.com:10180/
package/agent/linux/install/agent_Install.sh' && echo
'MASTER_IP=hss-agent.xxx.myhuaweicloud.com:10180' >
hostguard_setup_config.conf && echo 'SLAVE_IP=hss-agent-
slave.xxx.myhuaweicloud.com:10180' >> hostguard_setup_config.conf
&& echo 'ORG_ID=' >> hostguard_setup_config.conf && bash
agent_Install.sh && rm -f agent_Install.sh

Windows &% Agent 5K
{EAPowerSheliz{THIAE, HIEIRETR, BSELUTENBRITHE,

Ei=#27<: username and password cannot be empty

QMBI : HEEREEAgentld, HERAY “windows-host-list.xlsx” AHHIESHIAR

SRS EBEBALEN, FEIIZSFHHITIEN

BiRiZ<: remote connect failed

QIR HtERIRAgentlY, FRTHITHIARIRS S, EttiRSFZHRFERELS

ANFERFHRITHIARIRSS 2R IPIFE5985i% 1, IBINEREERSBLEEN

B ERBUE5985i% [ . FINZEEMNIEES WIFRINZEEMN .

fEiRig: download package failed

REEEFEIN: THLRBEM, RSBH[LEHDAgent FEMtlE, S0 ETSHE.

DNSECE .

- KNELR2E: BNERSRESALHEEEMIE100.125.0.0/16RERRY
10180ix 0. BEMESEENZ24E.

-  HEDNSEE: BHEIRSZEDNSHIIRF/AEAZHMDONS, BifiESE
{E2DNS,

fHiRiE: hostguard install failed

QRIBEY: BEEBEEEHENA LA, BF ‘TR > HETIR” , BITED

RARANRTKEE

HIRIER: Invoke-Command: FiEWSE “session” HITSHIIE, S8P

Nullsl=, BIRE— I TANuISEZHN2E, ARERiZSS.

REEEFEIN . WInRMBRSZECGAZRIENZET . BSEWN NMEE, RIFIENERE

o

a. LAWindowsRSEIER B#)iz{TPowerShell,
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AW FHNZRE
= e

2 Agent fB%

BTN THS, BEEEFHTTPHWINRMESHE.
winrm enumerate winrm/config/listener

2-7 BE WinRM FREIBR

MEEFEIREBESRS, WERRWINRMIRSKFE, BHiTc.

" IRAEFERBER, WRREWINRRMIRSEHRRE, iB5HiTd
WITAN T HSTBWINRM, EFyTHRIZE .
winrm quickconfig

2-8 Fig WinRM

EcEAuth,
i. ?ﬂ?i&u?ﬁ%; EEAUth'{%:%\o
winrm get winrm/config/service/auth

E 2-9 &F& Auth S8

= winrm get winrm/config/service/auth

Basic = false
KEFDEr0os = True

Negotiate = true
Certificate = true

CredssP = false
CbtHardeningLevel = Relaxed

i. WITUTHSIER “Basic” BUEA “true” ,
LIREES “Basic” BHEAN “true” B, TEHITIZER.

winrm set winrm/config/service/auth '@{Basic="true"}'
BeENZ AN ARITFIENE
i WITWTRS, BEcentER.,

winrm get winrm/config/client

MAERRAS 20 (2025-01-07)
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A ENZE
= W iElRR 2 Agent tB%

2-10 &ZE client 52

PS5 C:\UsershAdministrator> winrm get winrm/config/client
Client

DefaultP
HTTP
HTTPS

TrustedHos

LiREEF “AllowUnencrypted” Jg “false” B, iEHiTe.iio
i. PITUTES, 18K “AllowUnencrypted” J9 “true” .
winrm set winrm/config/client '@{AllowUnencrypted="true"}'

2.5 Agent JASHEMIN{TAME?

AgentlREEZED AT =M, MRAgentBIEITIRES “KLE” 5E “BL” A7,

FRAGentRERE .

o RZE: ENMKRZEEAgent, TAgentEXI=(BRMINGED.

o B AgentSIRFZBIBERE, EHPRIAgentSHEMIER, SHIFEAEENE
%,

o TEf%: ENHBIAgentiZITIEE .

IS
o IEHIBAgentIRESKEH
THERAgentls, FRUEY, FEEFS-100HEGIEFIET =R
o BERFEALZIF
HSSH BRI ISHNRER RIES NMHSSIFAMRIER R IRA
o [ILEHIE,
FHHRIAgentF I =IRFHIFHOHIIFE, WM-REE. IPItRTRHERIR.
o FHAREARE.
o AgentifiERE.

SEETSE
S EEYL EZEAGent INEIBIT 1054, EHBAGentKERER ‘B
. B B2,
o B BEMOSBAGent HE, TENTEEBE, REAGNHING, FAED
£, BEEES- 109 HELEHAT SRFURES.
B R RSB EHSS SR ERARIRAEER .

o = BH{T3.

M HERAS 20 (2025-01-07) WA © EARTERABIRAE 21


https://support.huaweicloud.com/productdesc-hss2.0/hss_01_0137.html#section2
https://support.huaweicloud.com/productdesc-hss2.0/hss_01_0137.html#section2

A ENZE
= )RR 2 Agent tB%

o & AFENZEHAgentTTEIEEZEIETEENEN L, BHEARIEN
LTI ER S EB R T EEAgent,
B3 FHNNEETIEE.
o = BHIIT4,
o & BRRENENFAEREHTE HEIRERIFIHIA100.125.0.0/16EZAT10180
w0, BEVEEIESEIAOME ., FEVEERLOMNEE, BESAgentikZE,
R4 FHFIRTHEREFEREKF300MB,

o = BHIT5,

/

o A FNATAEKSHAgentBEL, 1B RAFTEE, BEY R5ehl/a, Agent
BIRE L,

LIS AgentitiZRE, FE&HFAgent,
o  Windowsi#ER %
a. LIBIESRadministratorfifREZREH
b. #IF “(IBEER" .
c. 1 PR’ mEikH “HostGuard” .
d. BPERIRGEE, ®F ‘ERE7 , THERBAgent,
e Linuxi2EER%:
BLAroot P ML ITRIRMITIA TGS, THERAgent,
/etc/init.d/hostguard restart
WREZLUTMER, WRREZKI .

root@HSS-Ubuntu32:~#/etc/init.d/hostguard restart
Stopping Hostguard...

Hostguard stopped

Hostguard restarting...

Hostguard is running

BERHERFF2-30H:
o WRAgentiRTEH ‘LK, MIEBk.

o WNRAgentREHIT “KRE&EK” sE ‘B’ , BiElHAgent, BEH %X
Agent,

R

2.6 Agent UENAZRIRIZREMTA?

FELinux/WindowsiBERFRIEN R ZiAgentl, REITEPRMLRRZAIE
B, BUAREEUTERESR, MR2-2F7x.

x 2-2 Agent FUBRIAZZERR R

BERR NLZERE
Linux /usr/local/hostguard/
Windows C:\Program Files\HostGuard
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A ENZE
= )RR 2 Agent tH%

2.7 Agent Y SFZ /> CPU FIREFRIR?

HSSERSS RAFRERAgent, HRARIERY, FEZNENRFNERILSEIET.
BRSENCPU. RIEFERNT:

CPU 5AIEE

AgentizfTHY, CPUSAIEFITE1VCPURI20%LAM . Ftt, SEFRSBHEISEWEN=
RSZH|AMEEX, ERTEREENAgentFREA—XN.

ANSRCPU 5 FEELAI#BIZ 1vCPURI20%, AgenteBzhfECPU; BEIECPUSE, Agentid
MENAESTER, (BARMARSER . MRCPULABELEEE1vCPURI25%, Agent

BEmMER,
0 #a
o AgentERMENIHESSEFFERMATEESHO00: 00-04: 0017, 2ERWEEN, F=5
ENEFNIEEIET-

o UWIRAgentIFAEHUTHREBERTS , WEEREFSIIIMGAISCPU, HRRSTBES
ZH930% . XFHESERNFANBESIHESER.

RELRAIEE

Agentiz{THY, WFESAIEHITES00MBLLR . 1R AgentFE S BT R ANFRE
500MB, Agent&2ESHHABEMNER.

AR
YIRAgent ETEHRITRBERES, AFOBIEHIELIES00MB, X TRSERIFANEES
NREEFR

REMEEN, Agent FBiEHE—%
Agentiz{THY, FEIFIMEH=IRSEECPU. RELABRWIFER2-3FR,

x 2-3 Agent BRGEA—%

vCPUsHIG HACPURIRE | fUTHEESER | IE4E (& | uTmsaR
Ebfl (IEME ) ﬁa‘, 5HECPU | {B) it, AELH
HIEELH (1 (M)
)
1vCPUs 20% 50% 500MB 800MB
2vCPUs 10% 40% 500MB 800MB
4vCPUs 5% 35% 500MB 800MB
8vCPUs 2.5% 32.5% 500MB 800MB
12vCPUs £1.67% #331.67% 500MB 800MB
16vCPUs #31.25% #331.25% 500MB 800MB
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AW FNZRE

= IR 2 Agent tH%
vCPUsHIG HACPURIRE | fUTHEESER | &4 (& | uTmsaR
Ebfl (IEE ) ﬁa‘, 5HECPU | {B) i, AELH
HIEELH (1 (918H)
H)
24vCPUs £90.84% #J30.84% 500MB 800MB
32vCPUs #J0.63% #330.63% 500MB 800MB
48vCPUs £90.42% #430.42% 500MB 800MB
60vCPUs #30.34% #330.34% 500MB 800MB
64vCPUs #30.32% #330.32% 500MB 800MB

2.8 IISEAEIMRA HSS, AJLILRIRE— Agent 157

alLA, E—BRSZE§LE—IRAgentBI o EFTE R ARIER

2.9 IMTEEARZZE Agent HYEA?

BERLIRAgentRIENANRIENT
£ SREEEFS

S EREE AR CRET , BET, EE ‘RR5AM > DUENRS” , BAE
NZ2FERHE.

$I]|3 TEAMSHIZIEE “RESHE > TNEZRSEE” , HAAgentSERH .,
TBA BE RLEAgentiREZ R XIFHEIE, fHERLEAgenthIIRSES.
AgentiRZ%, WIRF7R:
o RLE: RLEAgent, TAgentBLE(BRKINE.
o TR AgentlETEREE, EALEMI.
45K

2.10 Agent N{EFHEK?

A FNZEEAgent] OF R EAgent2 0FEERWFNZSE (1B ) EHlaHiE
1, AREERERIENZSE (#ik) REEF. EEFHHIPRE, BlFENZR
£ (|1BhR) BiE1Ean. Brir.

IMTFIETE A EF R
HIRS B REFHERBECUENZS (B ) EHESERSBEA “Agentik

£} BEREEEHE.
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AW FHNZE

AR 2 Agent tB%
S ARELZLAER ‘R , B2 — , &R ‘22588 > I ENZRL” , #HA
I FHNZE (18R ) RE.
T3 HANRSESBEIIRA LENNEEE, PHEEEP “‘=RSZSRAE " 08k, #
AN ENZS (|HR ) RS NE .
TH4 HIRSEREEEMERSRM “AgentikE” A “FHRAIN™ FrRBERENAIAgent
EFREIN .
MR ‘L IKSHEHITHRIRE.
2-11 &F Agent k&
£iE £ v EEEST - Q EREE v c|C
5 B ‘AIFEE’ , BHEERIFNZE (FiR) EHE “‘=kBSR TEEER
SesiiTiER.
=1
FEREHRRM
o  FHREIBEIR=BRSSEEH “AgentikE” W8 “TEE” o
o  FHRAgentFBEE| BT W FNZEH & RmEmHEITIRE.
FERisBH

o  EANFRAgentidiEIINREE .
o FHRIEFARHINGERIRSSE LWSHIEEER,
o  FREBEHFMRconsolet TR, |IHARIZLIETTHZR .
o FHREFVIMELWENZSE (R ) EE=RSHHIPIE, Bl ENZRS
(|BhR ) B=LERHIP,
(AR
o NHEITIFHIMEL I ENZEHIRegion HEIL-B=Z=RH-E—, K-B=8H_=F
—. FOEE-EE—. EE-Fl. EE-TN-RIFRPINE . £R-EiE—. #£R-LiE
—. Eb-dbtEmE—. fdb-1b=m,.
o IREHFIRE, ERNRAEART “IREOIAR" , TNREENLZE (IBR) .
o FHREXIFHBIERIRIEHESHIF.
o  FREBIEFAAgentiz TR 2. IaEM. IR,

EHE—HEASR Agent2.0
TE1 EFREEEHS.
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AW FNZRE
= e

2 Agent fB%

$|2 EREALAEE ‘i’ , B

g

%3

—, R ‘R25EM > DIENRE” , HA
A EYRETE.

HENRS ERBHFIRS LRI A SRE, REREF “‘RRSHFE AR

2-12 HANEHEEHRIT Agent AR

e (8K pralE S
2| @ esEOED O asEs m——
| =
o x
=t=E
[ mmgy | EAEEEN
o . e | mems
Pl - W ENEZLRSHIRE LEAS
R =2
=R -
B R IR A
EX
S 0+ 0= 0=
- wEl > 5T » Fme Fame
FTESER
aE=s . R R ©
e ELE | LS, AR, SERE, R ©)
BeTESE 1
i TR FEE %
00
FHRRIE, EEAGTE BaERR
NS ‘E‘

BB EIRREVFNZER “miRSE" NH, AEREARIORSEIEE, 2
T EF “FHRkAgent2.0” ,

(AR

o WEMBEIRAIRSS “Agentihi&” W8 “HLE .

o WNRMRSZH|FRE 7 WIPHELRFGIF, B5EREMRHENRTE, XAMRBHEXLLFE,
BitfTAgentH R, BUEEEHFARIIIRSSR

{?;_i;@fEEF'E%iA%Eﬂ-?&ESZ_:HE%%%, HWINEIR, BF “HN” , FEBEIITHHRIR

FHRETRIELBIFENRIE A EHZE (1HR ) REEEBRSRSEM “Agentik
&R TR BRI

X
AR

o FHRIEHRHIMARIMEH TG NARTRLELIEINETS NAgent AR LW ZRG
AR TRLZIREALIE? .

2-13 & Agent K&

fEEEE [FECER
£iE B - =Essy Q FEEE v G||C
| === 1Ptk RS EESEHE Agentifis  BAFHGS f-riit g R/ FIERE ====) i BE
HsSEER. 1 1 _ - _ J— .
bca0es 19 4 g =T =L % ISEEE ==

1z T [ =il = EE

1 1z = N =

1 Linu BT Eszil T

i
b
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AW FHNZRE
= e

2 Agent fB%

Windows EHFznFHK Agent2.0

gz

T2
$IE3

$1R4
IR

SRT

$IE8

F$R]10
FEN
£R12

H£R13

HI14

WNREAIWindowsEHLET =5 & —#EFHHKAgent2. 0L BT 1T FERNFHR -
IS REHRAgent2.0l9Windows=EH .

HAWindows=ZEH1AIC:\Program Files (x86)\HostGuardB& T,
HiB& “PkgConfMgrexe” {4,

A ER

MREEFBEWFENZS (|BIR ) BHiPET1EIAgent1.05TFFBA kI, Agent1.07E$T
FEAXEERRERESHRMAIFEN ( hostguard_AllowAnyln ) 1€ H

( hostguard_AllowAnyOut ) B9FRY, BALEFTFFBA XS ERTRR0N SSiER NG
Agent1.OENES, S ASEMUSHEMPR, SUNREELE NS CIEKIEM
), ASSRIMEEIAIRISEERT . EILRSHEE “PkgConfMgrexe” SUEMIFR, BE%R
Agent1.0;FIIA9E N2 BN HEMIER

XE “unins000.exe” 314, ENEAgent1.0,

£ “HostGuardiEl#m@E” #&EH, BE “B” , TEMbRHostGuard BG4
1¢O

(TIik ) BEREMN.

o WREABTMRFEX, HEFAgentl 0EEEREFH. £ “HostGuardElE [
&7 g, BE ‘27, EFF.

o WREBKRABMRIHENR, TEERFFN. 7 “HostGuardElFH @S " #HEH,
BE ‘R, FEBEN.

BEEWindowsEAAYC:\Program Files (x86)\HostGuardBRAR1F1E, FREIE
Agent1.05ER% o

EREEEHS.

EREA LAEE X , B —, BT ‘R2588 > tUENRE” , #A
el FENZE (#Fhk ) TE.

TEEMSH=EE “Rx5HE > AgentE1E”

FAgentEENHE, $F “BASTEE .

FAgentZEIEFHET, RIBIRBE|HRFEOTIRERS, 11T “EF)” TH
AgentAYsEE

EFLZHEAgent2.089WindowsEH A, EZIENGEEEHIAEHIAAgent2. 0 F ik,
TEHAgentZESHEE.

FREERNRIZEITAgent2. 0L EIEF .
LHAgent2.08F, TEFHRBRME, EEFHRE,
o  HRHREN: FEEE “ELHREN

o IFHEAREN: BEEFE ‘HittmFEN

M HERAS 20 (2025-01-07) WA © EARTERABIRAE 27


https://console.huaweicloud.com/?locale=zh-cn

AW FHZRE
= aE

2 Agent fB%

H$IR]15

+I]R16

fEAgentZ ISR EFIOrg ID, WE2-14F7R, HERFREFEREFRRAOrG
ID, AEEFEERTMAgentR®,

ikl
TZREREPFWFRIEOrg IDIEHE, BNEEESHAgentZEEREINARAETRTALTE
Agent,

2-14 3XBX Org ID (IEEA=ENL)

TRSHE 2UT8 | poe

AgentZfiEm

AgentETE  mERE  NRTAE SDRE  G4EE  KSEER

@ fEs@Agent > o  FORBAGentEH > @ =220
75 & 1 2052 4+
=== srmmsEs .
2 B
mEBEP e
e
A -
A
A
=
A -
ssrvE o
A . <D

ZETHE, T “Windows{ESEIEE” hEHIHIE “HostGuard.exe”
“HostWatch.exe” .

FANEIREAE, NERAGent M.
LEHUNE, AgentRETEERN, BESHI-SHMELEHAT SR
TR

Linux ENFzIFH% Agent2.0

g2y
$ER2

I3
gz

gz

INREHLinuxENBIT RS S — A RAgent2 0K Al TF eI FH K .
IR REHRAgent2.0f9LinuxEH
WITIAT S, EFAgent1.0,
AR
AELATE/usr/local/hostguard/ B R FHATEIE A, TIAEEMIERER FHITHEHS .

e FEulerOS. CentOS. SUSE. Red Hat&z#rpmZ%ZESHHIOSHIEIEHS: rpm
-e hostguard;

e Ubuntu. DebianZiEdebZ2E S AIOSHIENZ 5 : dpkg -P hostguard;
BELinuxEAHLAI/usr/local/hostguard/ B RFAFIE, FxAgent1.0E1E TR o
TREEEHSE.

A LRRE ‘Rl , B —
SWENZS ($61R ) T,

, R ‘2560 > Bt FENRE” , #EA
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A ENZE
= )RR 2 Agent tB%

£R6 FEAMSHISEER “ZRSHE > AgentEIE” .
SR|T FAgentEIERE, BE “BAZSTHE™ o
H$IR8 TAgentZIISFHEY, RIERSZ[HNRFREIURMERS, 1T “EF” =%

AgentfI&s< .
EI89 ELinuxENFLArootBPRHIT E—E5KIAZ4arS, LEEAgent2.0,
MRFAEEEZEENE AgentZERMINATR, FRAgent2.0L%ERI0,

2-15 Agent L3ERLIN

Preparing. .. HE TR T R Y [188:]
Updating ~ installing...

1:hostguard-3.2.8-1 T e e [188:2]
hostguard starting ...
memory cgroup iz disabled

your agent is in normal mod.
hostwatch is rumming

hostguard is rwming with normal mod
Hostguard is rumning...

Hostguard installed.

810 {FFservice hostguard statusips, BEFAgentflUEI TR,
MRFEEIZUNE AgentizfTIEEFR, WERAgentlRFBIETIES .

2-16 Agent JI={TIEE

your agent is in normal mod.

hostwatch is rumning
hostguard is rumming with normal mod

FBI LIERKING, AgentRRZBIEN, FTEFFHI~SOMEAEHET SR

R

211 DI FNZEFAREBUEALIE?

Agent FHEi5ER

o  ZTIEHERIEEARGEE—EENMBERERWENZSH . (BREN, KRS
S RSLAE R H SR A9

o  EANFRAgentidiRIINREE .

o FHREIEZR “AgentikE” A “TEXR” FBEEEFR.

o  FREREFAEMEERRSHE LISHIEESER,

o  FHEEGESHRconoslei# TitER, |IRARISLEITER .

o HEERRFH[ELWENZE (Flk ) BEHHIR, B FENZE (I1BR) &

{Z1ERRIP,
FH4% Agent [RIE

FERWFNZEEHaREFRAgentE, REGEMERTEHAgent1.0, AR%RE
Agent2 ORYIFHIT, TBAPDEE.
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A ENZE
= MiE)RR 2 Agent tB%

o  FHRAFAgent?E|BIRIEHI & RIRAVIAZ:
- FHREIN: EEAKDD, TRESWENZS (Fihk ) BEEBPER
- HKh: AgentIEFEF.
- HEREM: AgentHEREK
o  FHRATAgentfEFIRIEHI & RIRAVIAZ:
- REE: BrENESiREH el ki TAgentZEE
- fEZk: AgentiZ{TIER.
- B AgentBIERE.
L= I EE
(MARY:
BITHESTRE, BEEEF5~100HEGAgent T2 B5IRIFAgentikTS
AgentH KM BT EFiY BN BRI sEERI T :

1. DNSTEEMEHT: AgentFHRReeEidIMDNSHET, FELItFZE(RIEPIMDNSIbE
ROTERRME

2. 10180uwO#RAEIAE: AgentHRERETi%10180#1TiAT .

3. TAAGAR: AgentAHREESA—ENEF, FHFFRAEF/NF300MEFITIE

EBFR
4. ;&iﬁft%‘ﬁ%ﬂymetadata: AgentAH R EEIRENIRSSZRAYID. FFR. RegionFE(F
[FEHEE M ERINE
e DNSTEEMT

- HEZPER
i EITEEET AR (f: SecureFX. WInSCP ) ii2ERBR=IRSE.
i. PITLATRS, ERBRIREIRSSAIAMDNSHELE,
cat /etc/resolv.conf

ii. ICREFIRSECETIIHIDNSHENFNFFERegion, SEEPIRIDNSHLEYT
tb, MIARESHRERIRegionFIDNSHEHEITES

iv. YNRHFEAIARegionFIDNSILAE, NIAEDNSEETRRE, HEEHEMERE.
gn5RRegionFIDNSAILES, NIJIAMDNSEETIHILIRIR o

- BRRNE
E%iéReag%ionﬂEDDNSZ:IEEEE, EEMRARSEEIRENAMDNSIEXEER
=AM =28
" NRFEN, oJSEYIRIRSEMDNSHIHE KRS EAIRMDNS, &
KEHITHE

" NRSFMISE, RMDNSTEHITEN, BEEREIENZSIPitbiL
ZERIRGXR, FIMERERITHER, BELRIT:

1) EBFRBir=ikSE.
2) WATLAT®SS, iZErootiR .,
sudo su -
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A ENZE
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3) HITLATES, fRiBhosts3it.
vi /etc/hosts

4) HEEEEAN V7, HAREER,

5) RERUTEIUFINED, BINMRGXE,
FABIPHELE EHE
[=6BI] :
192.168.0.1 hostname01
192.168.0.2 hostname02

6) EEEAN “Esc” BHEREER.

7) HITLUATSRS, REHIRE.
'wq

e 10180¥HO#HPREIEE

FRELFRAgentIEL EFNEESNERIEE, EXRBRSSELESHLEHE
B IFIAIE100.125.X.X/16MEREY10180i% 0 o

- HIEPE

i AREAZLAEE ‘RS, BE—, &BF “UE > BMERRS

oo’

i. SPEBEFRSHBN, HEARSHFERE, £F ‘TR , EER
£HMN

ii. EF ‘HAEEMNT , EEZIEKEPEEE10180ikH,
1) WR"E, FrIEmOERSEER
2) WMREFE, FRBEOERFNGE,.
- BRRINE
imO#IREIAEE, FEGIROKRBEX AT, BMEFEEeNEERSA
pI [l pats 3o
o HHRFEARE.
- HEZPE

" LinuxEH
1) @.LL* B (0: SecureFX. WInSCP ) izf2=RBir=RSE

2) PUTLAT e, EEENTRSHBIINFERIBER.
free -m

3) WTHSRIEEENER-17FR, B&freeliIIEIE.
AN availableX{BE/NF300M, MERRERE.

2-17 BERTE

[opsadmingecn-sheng)i-830%a-CSP-master-consoleserver-052154182123 ~1§ free -m
se shared buff/ cache available
10 1076 1947

Fwap : 2] ¢] 1]
[opsadmin@cn-shengji-0309a-CSP-master-consoleserver-052154182123 ~1s I

" WindowsE#1
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AW FHNZRE
= e

2 Agent fH%

1) BEnEEETE (9: mstsc. rdp ) InfEERBIr=RSES

2) FIFHESEERE.

3) &R “MRE > WFET , BN ‘MF E, EERNRTBRRE

WNERTFARE/NF300M, NERAEFEARE.
- BRNE

" XA-EERELBIINBER.

" TRAGRERBHITRE, T BREFHEESIEERSHENE.

o TiERIEE W metadata,

- HEZPE
HIERAREIER R metadataiF I FiFEIEZS W EiDMetadatatiiE .
- AELR

HECE IR S5169.254.169.254BR A BEIERIREY, BIFFHEESNaIRSE

FTRIRETEREAD? -

2.12 fRS525% %= Agent [G1H 0L

R RRSBHELRFAGeNtFEEBRSLIANRE . IP. iwONR2-4F7.

3+ 2-4 373 Agent 15/l RIRER

R | JRIP |JR| By | BRIP [ B | | EiEE gix
& i | 2% B W
O U
|
(
L';'ﬁ__
I
)
HSS | Agen | B | HSS | HSSAR | 101 | TC | HSS Agentifial | &/ RegionHy
Age |tB |#l|RS |Sik- |80 |P | HSSERSZIHTS HSSHRSS | Pt
nt | FRIP i | ipl =, FEZIRE | AR, Agent
HSSHR RSsesin NARRY | BidEEiAIN,
=i K& /ECE /1S HERYHERE
ip2 <. T#Agent | J9: hss-agent.
B/ ARE. | {{REGION_ID}}.
TEiEEE. £ | myhuaweicloud
IREZEEM/ET= | .com.REGION_I
BEEIERE/E% | D, & Region
WELERNER | S68ER%, 81
FPENGFRI L | RegionHIEAIE
EgNEHT | SFULUES
R AgentZRZEIERS
PRREDS
FIHSSARSS 284
2k,
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AW FHNZE

AR 2 Agent tB%
Eig |JRIP | VR | B8 | Ba9IP | B | th | i5iakER = pad
=1 i | 8T B |

O Ui
|
(
%‘
I
)
U | JTEWE | 80 HSS Agent3XEY | -
B | RS AgentFRTERRSS
£15 | =P 22fYmetadatals
= 2, SEIKEX
ECSHYuuid.
availability_zon
e. project_id#[
enterprise_proje
ct_idf5=.

2.13 NafEARGMER S Agent?

B BRI FRIFA B RG I BIERIIRSS SR TR =EE

MR

EENIAEEGATIEIERegionfEA, BERegion[FHEESSHMAgentREETRARRE,

T~ EARISEEWERNFAERGEIZEEBXY, PBESHEBXIFNAGentKEEETRARETE,
WRFEAXHITEE, WAgentiKEIEE.

WREERegion(FA, BGRTERME, o4 RAgent#THE, BRRAgentE R, AR
$REXB¥rRegionfIZ i SHITAgentZ 2RI

Windows 1#{ER %
windowsi2ERZ T LUFEREGI A It EZ3EAgent, BELEBIUNT:

LN RIRSSRE, BEMRERIIWINdowsRRRER, FMRIRIFES ML
ENRTRERIRSSER .

LR ARSS 2R R AEHSS Agent, IFMIRIEIES I &IEAgent,

AR

PREENHZEHSSHIAgentsh, BAFBEEMARSSSNITIEXEEIRE,

HATLUTRE, BEERERRS SRR

1.
2.

3.
4.

EREMEEHS

EREA R R, 2R, wE LA > RUENRE” , HA
EWFENZEFE.

FEEMSHE=, &R “Jregl > ENEE" , #A “ENEE" .

& “‘miRSHRT RE.
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A ENZE
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5 EEFRSHN ‘PHIPRET 51, EERIPRS.
- BEPIRESS “BEiPgT  BRITERE R
- BEPIRESS “RRGIRT 36 “FRIPHRERT ¢ ST REES.
£BA FATLATIRIE, KEHSSEEF
1. EBWFIRSRAIFAEITRURIES, 2E “XEABPT .
2. BE “#aE” , KM
3. EEBEFREHRIMIFIRES “RBpIF” , RRKAIFRLII

£S5 LAAdministrator AR EFREMRIRSSEE, HEIFBIFRLAT U .
C:\Program Files\HostGuard\run\agent_info.conf
£I6 KITRMURIRSRR, FRZEUERRSHREERR, FHRMEESNERR.
LT (ERLRFIERVRGH ERERS=E
IRSZ[IEAMING, FRE~10DHEAAGentRESEHN “HL” ©
R

Linux i ER %
LinuxiRER AT LABT I F AR B LiEAgent:
S WREHEEMRIRSSE, SEREERNLNRSNER, MRS5S MWLt

SRS
$I2 IR IR IR P L EHSSAIAgent, FMIREIBES IR %EAgent,
MARY

FRTEEEN ZIEHSSAIAgentS,, BT BEMIRS T TIEFECEIRE.
T3 PITLATRIE, BEEMRIRSEBAIHIFIRES.
1. EBREEERHAE
2. EREALBER ‘K , BF—, &R ‘2ol > DUENZES” |, #HA
W ENZERE,
3. HEANSHEE, &R Al > THSE” , HA ‘TSR TE.
. R “miREERT RE.
5. TEBEfRIRSEE:RM “BHIPRE” 7, BEEBIPIRE.
- BEPIRESR “BEiPeRT L BT BREERA,
- BEIPIRESD “SRBAIRT 2k “RiPeRlR T BT REES,
4 BATLUTIRIE, KIFAHSSEAIF .
1. TEBEWIRSZBEERIFRTEITANRIES, BE “FAGR”
2. B “HRE” , XERHIF.
3. BEBFIRSSEMBEIFIRER “KRGIF” , BREABIFAIN.
5 LARootFIRERBME=IRSSEE, MITUATHSHIBR “agent_info.conf” 344,

rm /usr/local/hostguard/run/agent_info.conf
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A ENZE
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SI6 XMBIURIRSE, EHTEEERSENEER, MRS MRS,
ST SRS EeHI SR R ITRRS .
RSEIEAIIG, SR5-109HAEGAGRSLER N ‘7L
R

2.14 Fci&if5i0) Windows 8§ Linux xS Agent EiHEiE?

)RR E

Agent FESHENENZAMMIL, FEIETEAgentgl, BFEEXNENEEL IR
MMIDNSHbiE . INRIKBEEELAZARMDNSHBIE, EVHEAR T T HEEEE

BRINE

EHECE IEMAINMDNSHEE, FAHUNSEREARIEHAIAIMDNSIBIL I TART
5, hEN R R GRRARIAgent FEiEEE, Fii&icAgent,

2.15 A4 Agent £, 127~ “ EHAIEEM”

EIFSENE
FEEVENZLEHE “RRSEE > THNZESHRE > AgentS1E” @A, FHX
Agentfg, AgentAIRERTR “AREM" , BIiRESERREMFUERTIRR
“BHEURI .

FRRINE

el FHEEAgent 3.2 AR TRAAFEFBFHREMRA, EIETEFNEE
3.24% LA TFhRAAgent, BEHZIEHTIRAAgent, FREFIESE:

1. #EiAgent,
2. Z%Agent,

2.16 t=Z4 Agent KW, 1B7< “MEARE”

[BRIISR

el FENZeEFE “ENEE > =RSE” TE, BIKWSEBIAERE
NZZEAgent kW, KMEREIRT “ MEAR@BIHITER” -

ERIIE
1. BPAENRSEER “BIFTFR" .
- B BT ESERE.
- & ENURER CBEITR B, ARERITAGentRE, EHIEENRSHIAE
PRSI TREARE.
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AW FHZ=E
= e

2 Agent fB%

AR 22 Agent N R EER—MVPCT,

EAIASE M TFRIERIA:

2. BREBEHIA,

o smEmssaE bkl wEKEIEE.

¢ SEMEELBN=, &F I > BERESE , BABMRRSER
.

d SE—AERMERRSESR, HAENEEREA.

e ¥ ‘ZBSBED MR, BEENMETEH, MEEENMEERE.

f FEVPCHTE(THY “BRSSENE 3), BT, HUEEBERVPCRATEIIRIR

588,

AR EEREEFERSE.

= 2 FPIT3HREHIERE,

" A BIKSER—EtEREAgentIZRES X (UERT AE—NVPC
TRENHITLE .. BoLASELEAgentHITIELSE,

At ERREAgentIEN K S ZEIEBE2EEE .

- B iERITAREHIE R,

- & EIWEEBR— B EREAgentLE S E(VERT AKS ZBHER
FNFTRE, BLSEREAgentiHTHIERSE.

WITUATE<, WAENZEAL 5 E2AMIE100.125.0.0/16MEAI10180iH

H.

curl -kv https://hss-agent.XiZ{{#8.myhuaweicloud.com:10180

SPHIXIFAE, 81 MXKEAE, SXIFGLEESIBXNEZRTR.

BL “#edb-1bs—" 9f0, 52EE@STRAI: curl -kv https://hss-agent.cn-
north-1.myhuaweicloud.com:10180

- BB ping@SHITIER, FREkuE100.125.0.0/16MEZA910180i% M,
B TS YA LEHFE )RR,

- RKUE: pingarHITIE, REFEARR, FRKRMUET00.125.0.0/16MEHY
10180ix M, BEENRINZEEMN BB ZIR .

HWATLAT S, HBIAEYIDNSEERIE B /T FEiAgentAYiEg= .

ping -c 1 hss-agent.Xidft{#3.myhuaweicloud.com

amSHHXEAE, 81/XKiFgEAE, SFXIGLEESIBRIIZET SR,

LA “fedb-dbm—" i, =Eds<Sfl: ping -c 1 hss-agent.cn-

north-1.myhuaweicloud.com

- FRTERID: REREMFTHAYIP, RRDNSHFTIESE, BHT64ALLHEE D
g

- LW REEISE “name or service not known” B REETHIP, TR
DNSHETEM . 1BHITLA IRIEIEXDNSIRSS 2R -
i.  PITLA TSI Fresolv.conf3Xf4,

vi /etc/resolv.conf

i, SIS DNSHELE, DNSitiHES L RI=R M
DNS,

M HERAS 20 (2025-01-07) WA © EARTERABIRAE 36


https://support.huaweicloud.com/usermanual-hss2.0/hss_01_0233.html
https://support.huaweicloud.com/usermanual-hss2.0/hss_01_0233.html
https://developer.huaweicloud.com/endpoint
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0030969470.html
https://developer.huaweicloud.com/endpoint
https://support.huaweicloud.com/zh-cn/dns_faq/dns_faq_002.html
https://support.huaweicloud.com/zh-cn/dns_faq/dns_faq_002.html

A ENZE
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Ban, Eib-1b5=—hRIDNSHENESS100.125.1.25080100.125.21.250, N#E
AP0 “nameserver 100.125.1.250” 0 “nameserver
100.125.21.250”

iii. #Awq, FHZEnterig, {R1F.
6. HITIAT®S, HAENBEEIREITEIE.
curl http://169.254.169.254/openstack/latest/meta_data.json
- WRFEERENE, FROUGREUTEE, BHIT7HEHEDR .
- NMRFABDEREEHREFRD, BEELinuxIRSTIEIRBUTEIEEA T ME
IR EIRENTTEURII
7. WHAENZEZENLEEEZRICMPEHS .,

FRB—EEVpingmELREAgentlIENIP, FEEpingl#, FrRLEEENS@EE
R7TICMP#<, 152 IIRINEZEEMNHKIBICMPEES

2.17 A{aIGUEENS HSS IRFZiRAIMEZ 2 S FERIN?

Uy R | CTIR-EIA— X, EREENRDAGentE, WIRLEERE:
7 HTRR” , WEBEEBIRENITERNLS.

1B MR 2 IBTE N FIEVPCHRAI—NVPCIHTS & ( SE—ANVPCEMIP) , 1M,
FIHSSHRSSIRALBUTIEES, LUBENAE TRz RAgent. XTFVPCAIRT AEFAN
NBES I ARVPCERTIR? .

AN B RS RS BT TERSIIRES .
IEIERY AR E AT B

SB BREEEHA.

sm prmmnas ek, wExEmRE.

SW3 BEREL AN, ¥R “WE > VPCRIHIE" , WA “LiHTS" K.

TRA ERIRDRIIERP, BEERAFERIR TSRS EMRA
“com.myhuaweicloud.xxx.hss-agent” BRI &,

Hrh “xxx” F/<Region ID, 0K _HIRegion IDF “cn-east-4” ,

2-18 BiF TR

i
®

o &
REMEEITE, FBEILURERIFNZSEHE, RITEEZRAGenthIRIE,
FRIEFE2 NBERSITHENTENREAgent

s FFE
RAMERITE, EETLURAIT S0 TEME
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A ENZE
= MiElRR 2 Agent tB%

- BiTE: REeWFENRSERS, EFITRRETLZEAgentiRIE,
£ EETENERSR LR, GhEmRSE, BUFENRESBEHMA
B TEIRSS MG . (FHRIFES WBT ST HENTENRIEAgent,

- FaiTE: FEREESUFITEMNES .

R

FrIFTEMLE
FB1 £ ‘KigTa” REALS, £ “‘WILRETR" , HAWE “‘RixTSE" THE.
2 RIEREEE, BEEWXLSH.
1. X &R ‘R 8 “FRg-=fE—" . IBRIBENEBANXIEIER .
2. PRSI &R ‘mRST
3. EIERSS:

- 1%&E “com.myhuaweicloud.xxx.hss-agent” , Ef “xxx” F7RxRegion ID,
BN _AYRegion IDJfIcn-east-4,

- @ik “IBAMEE" .

EIFAE R ERESEENMEEBIFAE R
T EEEBIE— M.

IPv4: &R “BmhHECIPv4” o

. Htt2#: RIEFRERREHEE.

$|3 BE “URIWXL® , TRITRIER

$B4 IRE “RigTm” A, WARIRTSEIETM.

e TR

N o oo oa
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AW FHZRE
= 3 BatFHER

3 YIERIEPS

3.1 PRl

[BJREIR
FERWFNZER “BEIE > THEER" TE, BRRSHRIBIPREESR “BiF
ST o
3-1 B3R R
%nrmsaﬁaguss TUME swmE O sems 3 wmm (zenzaon ) (RIS
: T e
R

BANSSE “PriPdl” KEERY 2 7 L, EEPWEE.

o REBHBXV. AgentiBESREHAgentTIHEIE .

- BRS3EEXM
WRRSZHRIEEXN, ERS[HFAVE, WRSEEMEE, BHPRES
MKRER “BpIPR” .

- AgentiBEREIAgentEHXENE
£ “Agentik7E” %1, BEHBIAGentFTAMIATS . tNERAgentER “BLk” ok
‘R , BRAGentiRERE, BSEAgentiKERENINAILE? HiE
%EEO

e Agent=#;

NRAgentiz{TH SR ENRFEIREE R EMERSHAgentER, £305
HABERXREA12R, AgentSHREHANATEHRE, EE_XRIKEIERE. T
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= aE

3 BRIPHEX

IRE T AgentFrBRBIRINEEXA, (NalBIZEHISHITHR . EIEIRIE. Agentty
BENAFFMREES RES BIEE.

WHEFNIEAgentkEIRE EEBFS NGAgent \ERBA =T RSIRENIEER
o

AgentEHER

AgentiHENBREVIASHIEE B FaFh:

- FENFRTEARGFAES50MB, KLO3DHER, AgentZFNFRBRRE,
TARERRE ( KF250MB ) BIASREES,

- WRAgentz{TH HRENRFERBNERSEMERSHAgentER, &
TNERRERREIX1 7R, AgentAREHNFRRE, R _KIKEIER,
AgentS FBENAFRYFMIRIEES DAFSRIEE.

TEEFROAEST, AgentPrBRRiRTIREXHE, HEATEIEHIGHRITHR. ENHIE

Fo

MFFNEAGentREIRE IEFEES WiSAgent \E R B = HIREIKE N IERR

1§ Agent MRS HAEIRE NIEEIRTES

MREBENARFAESHAgents? I, BNET FENATF, REENTAREFEXT
250MB, Agent=B{TIRENIERIRTE.

WNRZAGentERREIIZ S HAgent=HoE2E, ErILIFFAgentXHBITIREILE
2, BT NMEEF B AgentikRENIEEIRE.

AR

MREFRT BRIPREE, BEXABRIPRIEBRITIUTERE. FRRFSEXIABFRE.

1B AgentZZE B F FHIconf/framework.confS {4, JErun_mode§ SEEHAE
e Inormal,

PATIATRME, BIBRCRERIREBISUL

- Linux: #1785 rm -f /usr/local/hostguard/run/restart.conf,

- Windows: 3#ZlC:\Program Files\HostGuard\run\restart.confF iz .
WITLATRIE, ERAgent,

- Linux: $#1178< /etc/init.d/hostguard restart.,

- Windows:

" Agent94.0.17RLAThRA:
1) LIEERadministratori[REZREH.
2) I “(EBEERET , ®&F ‘RS 1’E.

3) i&HHostwatch, BERFARIERE “FIE” , FHERELER
‘EfFLLT FRITEER4.

4) EFEHHostguard, BERIRGHEIEER “FIE7
5) iEfHostwatch, EBEFEEAAGIREIERE “FHR” , TRER.
[BahHostwatchje&BahfifcHostguard.,

" Agent94.0.18% LA ERRA:
1) LIEERadministratorifREZEH.
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= e

3 BpIPtEX

2) FIHcmdartRRHEEO, RXHUTLATGRSELLERSS
sc control hostwatch 198
sc control hostguard 198

WE ELLRSBEARAERENR, FEEFRPHFENEAFSER
sp_state.conf3 {4,

3-2 {Z1ERRSS

3) 1T “ESEERT , & ‘RS RE.
4) & Hostwatch, BERIFARIERE ‘TR~ , THES.
[E&Hostwatchfe & Bahfi#eHostguard .

3.2 fAiFBEeR

PP R E R ERIAgentER D BHIFINEEE R ERERMXARAER, SEX
FEHRIFGIFREND T

SpAATMES ARV ENZ eSS “BeogE > EHEET T, PERSSE
B, HARSRGIFFERNE, BF ‘RE2EE > RIREE" PRIRIINSHIET
AgentBSIFRERER . MRFEREH “‘BRRE" RIREE, RTAgentFERIFRE
o

AIREN BAgentiZ TRTHIBHPERANAgent fHF FERAVRE R ARIRTI 2R o

Agent PP ELIRAA

AgentfbF “IEfTH” KRS, BIFSHHHEDER:
AgentBBINEER=1, ItLATAGentiAASIERS, FFARSIPINALES: .

2. AgentfpiFER=2, ItEAFAgentXiA) T FEIFERIAIRER, REB T BHIFE/R2F0389
RE& . BHIPREEXI AIPLIFFR RS-,

3. AgentfpiFZER=3, IttAFAgentXiA) T BEIFERIFI2BIKREE, RE 7 BFER3HY
RE& . BHIPREEXI AIPLIFFR RS-,

4. Agent=#y, IATAgentFRARGIFINREXA, (NAIESESRISHRITHSR. ENHEE
8, ENBHPRSETA “BERFET” o

5. AgentE#ER, LERTAgentERBERGIFINREXE, FHEATEIESSHITHR. HE
BIE, ENBHPREETR “BatRhiT” o

& 3-1 PP RIEXI ARG IR EF R A

SIS BIRSR
SEREA BN 1
BHELIE ;
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3 BpIPHEX

EREERTR

BIiRER

Bz

1

BRHEARS

1

REBRETH

1

T

iy 1 F A

HEREITH

root}z2fY

rootkit#&:n|

AVEST

MR

Btz

webshell#&: N

RS

ERZ 20N

SCRYEHFE

BRERRIR

HIPSAZ

T 31

=gl

SARIP

BRIP

ssO<4am

W W W W] W[ N[IN[ININIDNIDNDN

AR

R3-1HETRRIRAF MR FIE S RS EETA .

Agent B5iFRRRIREE

AgentBHIPPERIEELNT -
AgentEBEIREBIR: Agent

i R ENRFERBNERSEMRR S

AgentEE, EEANRENITZ, SEAgentHIFfER . AgentE BRI SIHIFFER

KERUT:
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AW FHNZRE
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3 BpIPHEX

5IR<AgentEBEIRE<8IR, LKAgentbHIPERISMIRIEE2%, KK
SIEE.

9R<AgentEBRIRE<1 IR, HRAGentBHIPERIGM2RIEE3%, R IK
SIFE,

12/R<AgentEBRRH<16R, HRAGentIHIPERIEMIRBEETTHIRS, 5
“XIREIEE.

AgentEEIRE2170R, HKRAgentiGIH NIRRT, FXKIREEE.

o EHRFAE: ENAFAES0MBEI=SEHAgentBHiFiER . IIREVAFA

=g

FERAZIDMES, AgentSFMPERFAREHNBIRS FENTBR

F7RE (KF250MB ) B, AgenthEARIREIERE.

3-3 Agent BHPRER

o EREITR . EEI2ZR_ EFEIR

«—— AgentERERE
Bt =5 WiPEs: 3 HiRER: 2 WP 1 e
HHAEERE

Agent [FIRRRBERS R

NREFNAEAREESHHIFES, BET BENRE, REFEVTRERELRT
250MB, Agent=BHITIRENEERKRS.

MR BAGeNtBRREI S SHIHIFER, BAILAEFRFAgentRHBTIREIER, tA]
LB Il MR EF S AgentikERIEEIRE .
AR
IREFET BIRIPHRE, BEXHBRIPRIEBITIUTRE, FERESEXABHEP.

1. [EXAgentZZEHZF THIconf/framework.conf3Z{4, $Erun_modeESEEAIE
e Inormal,

2. PUTLATRE, MIFRMCRERXEAING

Linux: #11785<rm -f Jusr/local/hostguard/run/restart.conf,
Windows: #%ZIC:\Program Files\HostGuard\run\restart.confFif% .

3. HITLATIRIE, EBAgent,

Linux: ¥11785< /etc/init.d/hostguard restart.,
Windows:

" Agent4.0.17RLATFARA:
1) LIEERadministratorf[REZEH.
2) 1TF “{F3EERET , E1R RS 1E.

3) i&Hostwatch, BEBIFARIER “FIL” , FHEREHEN
“‘EffLL” BFHITER4,

4) #EEHHostguard, BERIFAHEIERE “F1L7
5) i&HHostwatch, BHERIRGRIERE ‘TR~ , THRES.
[EEIHostwatchfe & BahfiuieHostguard .
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3 BpIPtEX

Agent}94.0.18 &2 LA ERRAS:

1) LIEEZRadministratorf{REFEN.

2) FTFHcmdGRRFEO, RMTIUATHSELLRS.
sc control hostwatch 198
sc control hostguard 198

NE FILRSFIRAERERR, FREFRIPNEN EASER

sp_state.conf3Z{4,

3-4 (Z1EARSS

‘\User

3) I “ESEERRT , EmE RS 1R,

4) i&fRHostwatch, BEBIAARBIEE “FHR” , THRER.

[BaHostwatchf[&=Bah$i#cHostguard,
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AW FHZRE
= e 4 mREE

TR

=y E =g

4.1 WMt EiE"?

plutyapryilbig:
SB EERFRUER.
SB2 FEERENERATNERIESESENRRSRE N TRAIES.
o  WindowsRERBRIEE=HREREER.
o LinuxERGtKeme KR RIEERREBEER.

$IE3 MIENZEEREEEESERENLInuxENFIWindowsEHL, URIENWeb-CMSHY
TBiE, BEEERKEENIEMNITIE, HSHEEER.

TR
= ESEI
SR R RS

4.2 fmREEE, AR RRmEEE?

ER U ENZLEHA HERRREZENEESRAREREN, NRETREES
%, BRI FAIEEE:

(0 3588
RS ERRIES SIS S RS 22 R TEE.
Linux Z5IRSSE

o  TyumFECE

SRIARSS AT RERBCEyumiE, IBREENLINuRFIZZRyumREHTEE . B&
STRfE, EFRPITRIEIESERE.

o yumERBHEMREHIERHAHRE
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AW FHZE

= aE 4 mREE

REIEENREERyumER, EEME, EFRTRBIESERF.
o  ARMREER LN

AXESREN, FEEZInternet, BIIMPyumiBRARIEIESRSS . NRR
Seeikipidinternet, SEIMByumMIRIRHAIIRS AIRER, HUMEREARIE

HAVRGFRHITRRES
o HNREBRAFEFH

RATFRRARIBASSR, —REBSBERDMFERITE, SrETHITIESHS
SESRERNNZRAEEEMFGREERARS . IATIRE, MTizFE

5E, SaLERIFNZLEEEFHEH “REEE > LinudiFREEE" 1

EHTRE . FiY, FEERRRERERZ,

% 4-1 BiHEEHS

BERSR BEw$

CentOS/Fedora /Euler/Red | rpm -qga | grep F4RTR
Hat/Oracle

Debian/Ubuntu dpkg -l | grep TEFRTR
Gentoo emerge --search 2R

o REEEESERE, REBE
RizmREETNE, FEEREN, FERENRBINEETFE.

4.3 mREERER~NENAFE?

miEyRER7RRRERIRERE, MRAEIEIFEREDE, SETETNE
R, REFHITREEE, KEIIRNEERREENER.

4.4 mREERKE, EERFHE?
“WindowsZZmiE" 0 “LinuxEZKerneZERER" BE=HE, EEEERS

%, ERRSEERPESSSEN, ANBUENR LA EHIRRERMIE
S, BIREHEEE, HtENORRESE, NEBERRSE.

4.5 HSS W{u&EigiERE. EEEE8icR?

ERCREERRE
$W BREERHE.

$E EREALEER ‘K , BHE—, %% ‘588 > tUENZS” |, HAE
NZLTLRE.
S1E3 EAMSHREER “ RG> BEEE” , #A “BEgE’ TE

$R4 ERXRERE, HEEECEENRIE.
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AW FHNZRE
= e 4 mREE

A
mRXEREIREFERTEXR, BtEREEEROEREEENRKE,

4-1 fHiEEEERE

Linuximid 697 windowsiEE 53 Web-CMSiERE 6 RFEimiE 68 RMERE2
Q
BEox B X B x> v | e v | Q HKE: BERD x | Emms
EREIE R EaRe
-
BECEBERS

SERERE. RHESOSKNRINEER, FFEERRESCR. BEIUSE
NMLEEEEENEEREIR.

$E1 SREEEHG

S EREL AR CRET , BHET, wE ‘ReS5AM > RUENZL” , HAE
NZ2FERHE.

W3 EEMSHRFEE RRTS > BARE" , HA “HAHS" N
S| HIE RERS TE.
S BHREGEI, HNREIHER,
SI6 HIF BT > DiEY TS, SECESRER.
-

4.6 imiEZEXBEAT?

!%D%Eﬁikiﬂﬁé??%ﬂéﬂ%gunuxﬂlWindows%éﬁi}%iﬁﬁﬂ‘%ﬂﬂl, B AGHITHE
_ﬂiﬂ o

SR mEEEXMIRE
SE BREWHE
S EREALCRAEE (R, BT, B Re5AM > RUENRS” , HAE

NEEFaRH.
S|3 EANSHNG, E&F ‘X > BREE" , #EAREDEERHE.
AR

WMREIRSECBEBIEWIRBIRNHTERE, SeEEEF ‘tUIRE " BEEMIRIEBR
VIR E ARE=F I ER .
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$R4 7 “RREE REALA, BF ESEERT , EAISEERE.
SRS %R “2ERST ¥, EARBEEER.

£ TEHRINEEESESAESN “BIE” 5, 8 “BEFXWER" , EERSHRIEE
KA “ KRR 0 “RENREE” o

IERILMRIRAWRE, & LinuxiBIEEXWRERERTE. WindowsiFRIEE
LMEERRRSEGIERRIE S LM EEE .,

R

Linux jEiAEE KMRE MR E

ikl

e CCE . MRS. BMSRYEHNABEIEENZIFTRE, BAEETESHIEARTA,
o KerneCERURAIEERME, FEEREN, FERENRINEZETRFE.
o KMERREMTEDXEFER, BFMERIBUEIENZ2EFIEETNE,

KR E RERE | BERINE
timeout EEEN | BESVIIEERESERE. NRHAESE

B, BN EEEReNa LA, B5
‘TEHE>HFETIR , BETERARAARS

KESEN
This agent version | Agenthii K | RSB 2L EAIAgenthR AT, BFHRAgent/F
does not support | K% HiTREES
vulnerability
verification
Agent status is not | AgentikZ | AgentBEE%, TiETHhimIESE. BS%E
normal =58 AgentikRSFHNAMTLIRE? {FAgentikEIKE

IEERE, #TRRES.

Error: software FEmE | o WMRIBEHBERGLIULIE, ATLABERIBRR
have multiple AYERIERR B, EFfEURERESFE.

versions KRB HATLAT s S UE MR IR A BB LHRIE -
rpm -e --test XXX
15288

“XXX” BRI THIRASHEA NS, A
rpm -qam S EIFTEANE.

- HRBEIRE: FTREREEES, Aol
bR, BNEREZRIE.

- MIBRFEIRE: ATHATLA TS HBRIBRA
&,
rpm -e XXX

o R EKernel. GlibcERIZEXAHHTIL,
iR, MERIBARAERIESS REIRIER ST
i, NGB ZImIE .
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4 mREE

KWEH FRREE | BRINE
No package RIEFT LR EFR R EE TR HEIRRIES ISR
marked for update | fRAHE | &mERAE, EBREBDBAFT.
_ 2 388
Error: software 1REE % CentOS 7, CentOS 8, Debian 9, 10
. o IR{EZEZCen , Cen , Debian 9. 10,
info not update Windows 2012 R2E1Ubuntu 14.04% LR, &5
i . EiEldir, BETFEARENTRRULRESE, &
E”ga“t:eme‘ is not W IE AP R RS
P o IB{EZRZUbuntu 16.04~Ubuntu 22.04, Ef54%NT
is already the ;E‘Zg%i@%ﬁ% %ELTIEUbunfE; PI’O{ZL%?E%
. e, KELEUbuntu Pro&S3iREEIE
newest version %, HEERIESEEITIUbuNt ProisS 0
Dependencies UbuntuigiIEERBEEITiEUbuntu Pro?,
resolved. Nothing o WRERE—: HRFEEHER.
to do. Complete! BRERGIR, BEMEGRE, BMESR
i o
o TIEEEE_: FHEBIENZRRIES.
BEE NIRRT ESHINEEAT A, WHE
ER%IRE, BEELEAEREHENG
A, Bk ‘THR>HEIR” , BIIe
A ARARIKER, o
N
CCE . MRS. BMSRIEHABEIEENZRE, &R
SRIEETTESHINEEARTE, BOFRAZER .
Error: Failed to TiFEE | BRAENFTERegionEBE: Eib-Ibm=—.
download ElyumiE | fedb-dbm=M. feR-Eig—. f£R-EBT. £
metadata for repo - M. PE-FS.
configured AR EE NI MRS SRR R, $
repositones fa | led fg?;gf‘Eigﬁz%mﬁm aﬁ]'f‘tlﬁﬁaﬁi‘éyﬂ E%
o
Errors during o T BREENAESSDING, BUEE
ov;/n doi 'Pg EEESEGRESEME, WREHEEEE
e ISR, (BHAEIRTAR, ERILARESE
repository HEHFFREEE.
Error: Cannot
retrieve repository
metadata
Failed connect to
E: Failed to fetch

MAERRZAS 20 (2025-01-07)

WRIERE © EARITERAREIRAF 49


https://support.huaweicloud.com/ecs_faq/zh-cn_topic_0106199430.html
https://support.huaweicloud.com/ecs_faq/zh-cn_topic_0118948562.html
https://support.huaweicloud.com/ecs_faq/zh-cn_topic_0118948562.html
https://support.huaweicloud.com/usermanual-mirrors/mirrors_hlp_0003.html
https://support.huaweicloud.com/usermanual-mirrors/mirrors_hlp_0003.html

AW FNZRE
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4 mREE

KWEH FRREE | BRINE
Error: kernelis not | RZKE | ¢ OJEtEE—: RREIBERFER,
update # fRRNE: BERFEN. kernelFRESEST,
. ) FESEFFNASEN, BUTXRREEE
error: kernel info BB RRRES .
no ate
up o WEEET: EHNEIAREEIES.
EERNZRETESEINEEAT A, WHEE
ERZRR, BEEEIZEERHENA
I, B ‘T >HEITe” , BdIs
A ARANRIKER, o
Please install a yumia® | BIRIEAWERFRTNGE, BEGSAA
package which AuJH EIF
provides this
module, or verify
that the module is
installed correctly
command not
found
Error downloading | FT&EFAHR | BIAEN RS TIEEEZIMNN:
packages BRM . 2 seEREmE, BEEREERE,
FEGRE, EFfEERE.
o & BFRIEERENATLUEREEZINNG,
FHEERE.
There are no KEcER] LM REFRREEGRECERIR, BSEhREE
enabled FBaYE ®RiE, EMEGRERE, EREERE.
repositories
Error: Cannot find
a valid baseurl for
repo
There are no
enabled repos
dpkg was dpkg®4 | IBIRIBEIMERERISRSE, EEHSRTR
interrupted NG 51]-508
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Windows iiRIZE XMIERE KRS E

A

e Windowsth TZikKfG, FEEREN, FERENEFELIL
o WTAREX.

=2

o TELREEMRFI TGN, AIRSSHESKER. TixEw.
o KMERREMTEDXEFER, BFMERBUEIENZ2EFIEETNE,

KRB [REEE | RINE
timeout ggiEnt | BESFINEEREERE. RIHDAIEEE
BY, BREEA=SEEFaNa LA, BF
‘T >HEIR , BEIREEAARIK
#EH,
Agent status is AgentikZE | AgentEB%k, TiEEMREIES. 5%
not normal 58 AgentikSREMAMTLIE? [FAgentiREIRE
EEE, #TREES.
This agent version | AgenthRAs | W ZEEAIAgenthik AT(E, 1B5FRAgent/5iH
does not support | K& TREEES.
vulnerability
verification
Search patch BT | EMERFRREN LERSZAIWindows UpdatetH
failed: Search KK HHEIEE,, FRLATEEREWindows
failed, UpdatefBi4fE, EFHIEERE:
errmsg(Unknown 1. FIFcmdap SRR~ fFE O .
error . —n e
0X8024401C) 2. @-HLULIF':%@%E’VXEO
net StOp wuauserv
reg delete HKEY_LOCAL_MACHINE\SOFTWARE\Policies
\Microsoft\Windows\WindowsUpdate
net start wuauserv
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4 mREE

KM E

[R5

ERINE

Search patch
failed: Search
failed,
errmsg(Unknown
error
0x8024402C)

BHANT
K

LMIREFRTRWindows UpdateZ ik ToikiE s
E|WindowsE#HIRSZ R . IBIRLA T HIE=XIRKE
Windows UpdatefBitf5, EFEERIE:
1. REFNMNEZEZEEIES.
BRREEN T LOER TN .
2. Bk Windows UpdatefEfz.
a. ¥IFH=HImER.
b. HAN “E&ZiZe > EETE > RS .
c. i%&# “Windows Update” RS, A
g2, 1w ‘=17 .
d. FJFFC\Windows3 {43z, #HEIFMIFR
“SoftwareDistribution” {4,

e. & “Windows Update” IRSS, A
e, E®E ‘B .

3. #YTLATESEEWindows UpdatefBit,
net stop wuauserv
net stop cryptSvc
net stop bits
net stop msiserver
ren C:\Windows\SoftwareDistribution
SoftwareDistribution.old
ren C:\Windows\System32\catroot2 catroot2.old
net start wuauserv
net start cryptSvc
net start bits
net start msiserver

Search patch
failed: Search
failed,
errmsg(Unknown
error 0x80070422)

BHANT
K

LWFEEZRREN LEAIWindows Update RS54

Xifl. BRI\ TMRIEBERSE, EHEER

i

1. FIFAEHIER

2. BN “BEEiNTE > EETITE > RS .

3. Wi “Windows Update” RS .

4. 7£ “Windows Updatef9@1E” &0, i®EE
R “Bmh7 .

5. B “HBE’
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= a)R 4 RREE
KMIRE [REGEE | BRINE
Search patch BHAT | AWREFRRENBIWindows UpdatetfifE, 15
failed: Get N KBTS BRSO
updates count is 0 . RBEFTNBEREESIER.
Search patch BT o = HUTER2,
failed: Search | K o & BENRGERTRE, BMHHTR
failed,errmsg Sl
Not install B4 T . $JFFWindows Update, HBAMCERIHFEEHRE
security patch K MEHGFRENT .
Add patch to BRANT o B! TENTHEREMN.
update collection | £ o &:
failed: Update MNREEXWEEFSEIRG, BIRIEE
collection count is IRISTE R E MR R N AR 2R
0 MRS EMEE ARG, HeE
Not find patch ey MBS IRHHIEEBWindows UpdateX
oF Tind pate %T\?HZIJ 1, ZiXEEWindows Update,
Add patch to TRANT
update collection | 2£¥
failed
Com init failed AR
Windows
TR
Download patch | F&k#hT AJgeRE—: Windows UpdateBc &iaR; {X
failed e Windows2008. 2012aggHILLLFHTIRR o
FEENIEHEIRPILE “Windows Update >
BEXRE” , IRUITRE:
- EEEW: EETHER, ERLEE
ERRIEEN.
- EEEH 9k,
- Microsoft&E#: X4k,
BcESeRk/a, $JFWindows Update, B
‘“EEH , FREHTFLEEINTE, ©
B THEBREN
AJEEREE T ENUSAIERITANT, S&
Windows Update®&E
1. BERFHFFTHWindows Update,
2. BF “lEEHT
3. REBHGLREWNTRE, BRINTHERE
Mo
1588
IARmRAEE—RTETEEE, BRENER
WEERESMEHT .
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ERINE

S} BEREEEHE.
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4-2 EERSRER
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HIAMEX(ERE, BEEWM TG ETHR:

o (FEAMWFNRE “EHithR™ AIIRS:E.
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BHERSHENE, BERRSHIREN 1797 .

o AgentihE&H ‘B BIIRSSR
AgentBEfE, TEEWIEHETRINES, BEEAgentREFEN T
12?7 , fEAgentikEH “EL” K&

£B|S EEMNSHEEEE KRS > BEEE” , SAREEERE, ERFHERER
StEEERE, BirikSREDERNIRRIBBER

R

4.8 imiEIIHEKBEATR?

MRERWENZ2EFIEEERERY, BFEERGHITHELRE,
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NEEFaRH.

EEMSHRF, EF KT > REEE" , #SANRDEERE,

(MR

WRERIRSFREBIEVIREREXHITERE, SaEEER

EAVIRE AR FIEIER .

i ‘RREEE” REALA, BE (ESERET , #EAMISEERE.
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%, EAREAEER.

EERREESEIETR “BME 5, BE "EEFRT , #EALEFEERE.
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‘IIRE” EEETRERR

KIS

fERIE
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B2ELTHRERAgentls, EFRIFERE.

AgentEFE T E

e WindowsiB{ER %

1. LAEIE Radministratorf fREFEH1,

2. 17 “1I3EHEE

3. £ “BRSS” maEiEkd “HostGuard”

4. PERrGRE, 1BR “EREET . THRERBAgent,
o LinuxiBE&RS

iBlAroot R SITRIFHMITIA TGS, THRER

Agent,

/etc/init.d/hostguard restart

MREZLUTMER, NRREBHE.

root@HSS-Ubuntu32:~#/etc/init.d/hostguard restart
Stopping Hostguard...

Hostguard stopped

Hostguard restarting...

Hostguard is running

‘THR>HETH” , BETHERAARIKE.

MRBAREEY, BEEEAZEEEReNa LA, B85

AgenthR AR KR

I5FRAgent IERFThRIG, EFfIERIE.

MAERRAS 20 (2025-01-07)

WRIERE © LEARITERARERAF

55


https://console.huaweicloud.com/?locale=zh-cn
https://support.huaweicloud.com/usermanual-hss2.0/hss_01_0462.html

AW FHNZE

2 [0E8R 4 EREE
SRR RRANE
BERIEIEAT | B “225E > SIREE THE, SRV EILERE,
= BE ‘AL SKREACERE. MEREH, NBEZE
B 151 0 S BB SRR .
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AR
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4.9 Ubuntu w28 E5EZEL]TH Ubuntu Pro?
UbuntulB{ERGE S PRI T

Ubuntu 14.04%LATRA, ERFBELEER, BFEAALTERLUTEES,
FINERIEEAPRIRIER S

Ubuntu 16.04~Ubuntu 22.04, P4 T AFREEH, FE1JFUbuntu Pro
FEELEFRE, FEBEUbuntu Pro2ERIAIEE LW

RE S TEERIAUbuntu 16.04~Ubuntu 22.04 R FEEE2TEETE
Ubuntu Pro:

1. EREEEHE.

2. GEREELfER CRE, 2R, wE RL5AM > RUENEL” ,
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3. EAEMNSHE, &F ‘XEWRE > REERE" , SANRREERH,

. FELAEE CEYIET , HEAENE.
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6. 1EFE “LinuxifEil” WE, PHEENRRESTR, EANREFERHE.

7. &R “SRNiRSEFERT K, EERSRRERA,
WNRIFAAFEE “xxxAvailable with Ubuntu Pro ” 31E4-3Fr, NFERZEE
EEFZEITRUbuntu Pro,

4-3 SRS 1FE

EEMRSEIES
“'_, ecs-emergency  #—f IR O saaEP: (m]
o i tar

B Your tar version has this vulnerability. Current version: 1.29b-2ubuntul.3 Versions with this vulnerability: earlier than 1.29b-
2ubuntu0.4+esm1 Available with Ubuntu Pro
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aysleep,
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PRAT, SBEBDWebshellSXEFHSSTEEM, FELFRFITEEZ LR,

ERRSHE

#FiEcheck_inotify.sh3{%, FEBLATRBERIFHIRFZEcheck_inotify.sh3{&H,

#!/bin/bash

# IS Bash RUIZ &b RIS
shopt -s globstar nullglob

# $xEYsysctl fs.inotify.max_user_watchesg9{E
max_user_watches=$(sysctl -n fs.inotify.max_user_watches)

# 1T H30%89E
threshold=$(echo "$max_user_watches * 0.3" | awk '{print int($1)}")

# 118 /opt/app B F RIS
app_files_count=$(find /opt/app -type f | wc -l)

# LWRHBIHER
if [ "$app_files_count" -gt "$threshold" 1]; then
echo "Hgifs.inotify.max_user_watchesfJ{E9: $max_user_watches"
echo "/opt/appBFE FHISEEA: $app_files_count”
echo "FFEDRSAIER! "
else
echo "Hgifs.inotify.max_user_watchesfJ{E9: $max_user_watches"

echo "/opt/appBFE FHISEEA: $app_files_count”
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echo "AEEAMESBEE, "
fi

T3 BELATHS, HfTcheck_inotify.sh32{,
chmod +x check_inotify.sh./check_inotify.sh
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SNRRECATIISR R L, HSSHAREIZEIP, 2IFEERES, HLEENE
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&> OSSR I, REAIRINPIRRELEPAM,
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man pam_pwquality
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a. WIFLAT®S, @wIEXXE “/etc/pam.d/system-auth” .
vi /etc/pam.d/system-auth
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= HETFRed Hat 7.089CentOS. Fedora. EulerOSER%:
password requisite pam_pwquality.so try_first_pass retry=3 type=

= H{thCentOS. Fedora. EulerOSE%::
password requisite pam_cracklib.so try_first_pass retry=3 type=
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HISEOSEENRE
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1. BRMySQLEEE .
. BIFUT®RS, BEIRERPE
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SELECT user, host,
authentication_string From
user;

&R MySQLEURE FERR A AT BEA 245
LA EEESS,
MEHTLL LSS EIRBEIRR
EBER, BhITHS.

SELECT user, host password
From user;

- PUTA TS, RIEEIRERNRSS

FHREZER, EBXREARBFPINE
%o

SET PASSWORD FOR 'HHF&'@"
FH1'=PASSWORD ('#h#&3');

: }étﬁl«‘i'lzﬁé\, RIFTIE LRI Z DS

e 0

flush privileges;

Redis#iE
|3

. FIF RedisEiEERIECE X 14

redis.conf,

- PTLA TS, 18E50<.

requirepass <password>;

o NMREFEBROS,
BERESCAEROS .

o MRAFEEROS,
AINIFOL .

15288
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y

y

Tomcat

. FTHTomcatiRBR TRIECE X4

“conf/tomcat-userxml” .
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BREENEL
EREE FBER “Ki , BH—, %2 ‘588 > dUENRe” |, HAE

NZEFERE.

EEMSHRT, &F “Sr-elE > aREE" , EASTREERE,
ETRIIRN B 5, BE “FENIRT , AEERENFITE RFER.
ERERYRTMED, HiZHAIE ‘HERNEHRER ( fRL2RSREFH) 7 .

Wk R, FETER, BEN HPRS h BRR , HeEsaeT
B
(10 88
— W FHZ SRR — M T =
R

10.4 5% K8s BZEEUNIFFF apiserver EHitIHREE?

ERn=

HIRRSR

FAFBEZK8sAE.

o CHEEHEMIF, HXBEESIHEEST =R,
o EffgilapiserverBitINEERIE, HIALEBUT:
a. EZFRFlkube-apiserverFifERIT =,
b. &EZ&kube-apiserveryam|3{4okE S fFaIA9kube-apiserver#iz .
= N /etc/kubernetes/manifestB&, &E&kube-apiserveryamlFEEEF

f£--audit-log-path#[--audit-policy-file, FTFEBIZR Rapiservers&itIi
BERIEEFS.

= HfTpsins, EEkube-apiserverfUiiEan S1THEBRFE--audit-log-
path&--audit-policy-file, {FTEEIZE RapiserveriiitIHRERIEETFF
=B

FF/E apiserver BitINEE

gz

LA TFyamIRBSEFIHERESyam3 i, FigyamSXEmER “audit-
policy.yaml” ,

ZyamlA B IK8SHITINEERVBECE XY, L BEEFEREIRELR S E R
5,
apiVersion: audit.k8s.io/v1 # This is required.
kind: Policy
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived"
rules:
# The following requests were manually identified as high-volume and low-risk,
# so drop them.
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# Kube-Proxy running on each node will watch services and endpoint objects in real time

- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: "" # core
resources: ["endpoints", "services"]
# Some health checks
- level: None
users: ["kubelet"] # legacy kubelet identity
verbs: ["get"]
resources:
- group: "" # core
resources: ["nodes"]
- level: None
userGroups: ["system:nodes"]
verbs: ["get"]
resources:
- group: "" # core
resources: ["nodes"]
- level: None
users: ["system:apiserver"]
verbs: ["get"]
resources:
- group: "" # core
resources: ["'namespaces"]

# Some system component certificates reuse the master user, which cannot be accurately distinguished

from user behavior,

# considering that subsequent new functions may continue to add system operations under kube-system,

the cost of targeted configuration is relatively high,

# in terms of the overall strategy, it is not recommended (allowed) for users to operate under the kube-

system,

# so overall drop has no direct impact on user experience

- level: None
verbs: ["get", "update"]
namespaces: ["kube-system"]
# Don't log these read-only URLs.
- level: None
nonResourceURLs:
- /healthz*
- /version
- [swagger*
# Don't log events requests.
- level: None
resources:
- group: "" # core
resources: ["events"]
# Don't log leases requests
- level: None
verbs: [ "get", "update" ]
resources:
- group: "coordination.k8s.io"
resources: ["leases"]

# Secrets, ConfigMaps, and TokenReviews can contain sensitive & binary data,

# so only log at the Metadata level.
- level: Metadata
resources:
- group: "" # core
resources: ["secrets", "configmaps"]
- group: authentication.k8s.io
resources: ["tokenreviews"]
# Get responses can be large; skip them.
- level: Request
verbs: ["get", "list", "watch"]
resources:
- group: "" # core
- group: "admissionregistration.k8s.io"
- group: "apps"
- group: "authentication.k8s.io"

SASRRAS 20 (2025-01-07) WRINFTE © AR ERABIRAE

101



- group: "authorization.k8s.io"
- group: "autoscaling"
- group: "batch"
- group: "certificates.k8s.io"
- group: "extensions"
- group: "networking.k8s.io"
- group: "policy"
- group: "rbac.authorization.k8s.io"
- group: "settings.k8s.io"
- group: "storage.k8s.io"
# Default level for known APIs
- level: RequestResponse
resources:
- group: "" # core
- group: "admissionregistration.k8s.io
- group: "apps"
- group: "authentication.k8s.io"
- group: "authorization.k8s.io"
- group: "autoscaling”
- group: "batch"
- group: "certificates.k8s.io"
- group: "extensions"
- group: "networking.k8s.io"
- group: "policy"
- group: "rbac.authorization.k8s.io"
- group: "settings.k8s.io"
- group: "storage.k8s.io"
# Default level for all other requests.
- level: Metadata

$I®2 FKaudit-policy.yam 34 L{&Z/etc/kubernetes/B&1E T o

FI¥3 #HN/etc/kubernetes/manifestsB%, ELUTRSEEEEE X {4kube-
apiserveryamldr, FFZapiservergitINge.

--audit-policy-file=/etc/kubernetes/audit-policy.yaml
--audit-log-path=/var/log/kubernetes/audit/audit.log
--audit-log-maxsize=100

--audit-log-maxage=1

--audit-log-maxbackup=10

(e
e --audit-policy-file: }SERITINAEFT{ERNEE N4
e --audit-log-path: IEEAERSANFHITEEHHNEENHIER . NMEEMTESZREERIR.
e --audit-log-maxsize: EMEHITHEXHHEEZRINRAKRN (FF) .
e --audit-log-maxage: EMREBIHEITHEXHRIRATE
e --audit-log-maxbackup: EMEFRBRIFITHTHHNRAHE.

o E HABHSHIESERE M 4kube-apiserveryamlfd, jF&ESkube-apiserveryam /=
HSEIENRIS—H, BREEFEHERR (tab) .

$£B4 (3% ) NEEMkube-apiserverZLAPodERTFAE, BIRM FEEEHITHEIIAKL
FEN L,

1. fEkube-apiserveryamldi#tZlvolumeMounts=E;, 1RUN FECEIFHEIES .

volumeMounts:
- mountPath: /etc/kubernetes/audit-policy.yaml
name: audit
readOnly: true
- mountPath: /var/log/kubernetes/audit/
name: audit-log
readOnly: false

2. ftkube-apiserveryamlsFEvolumes=ES, ZHINTECEER .

volumes:
- name: audit
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hostPath:
path: /etc/kubernetes/audit-policy.yaml
type: File
- name: audit-log
hostPath:

path: /var/log/kubernetes/audit/
type: DirectoryOrCreate

-

10.5 FRESEFPIFAGEIEKBIEAT?

AR
LERRESHBIEHEELIER, BIEHSSEHAHMBIEH TR RN

fERIEHe
FEAE—EEBFT RTANTIRIE, BNETEDE S AR LB DH PR
SB BRI BTN,

2 F/tmpBRT#Epluginyam3fd, FHEIMTHARSE N ZEpluginyam3X4,

apiVersion: v1
kind: Namespace
metadata:
labels:
admission.gatekeeper.sh/ignore: no-self-managing
control-plane: controller-manager
gatekeeper.sh/system: "yes"
pod-security.kubernetes.io/audit: restricted
pod-security.kubernetes.io/audit-version: latest
pod-security.kubernetes.io/enforce: restricted
pod-security.kubernetes.io/enforce-version: v1.24
pod-security.kubernetes.io/warn: restricted
pod-security.kubernetes.io/warn-version: latest
name: gatekeeper-system

ap|Ver5|on apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: assign.mutations.gatekeeper.sh

ap|Ver5|on apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: assignimage.mutations.gatekeeper.sh

ap|Ver5|on apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: assignmetadata.mutations.gatekeeper.sh
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apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: configs.config.gatekeeper.sh

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: constraintpodstatuses.status.gatekeeper.sh

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: constrainttemplatepodstatuses.status.gatekeeper.sh

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
labels:
gatekeeper.sh/system: "yes"
name: constrainttemplates.templates.gatekeeper.sh

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: expansiontemplate.expansion.gatekeeper.sh

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: expansiontemplatepodstatuses.status.gatekeeper.sh

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: modifyset.mutations.gatekeeper.sh

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
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labels:
gatekeeper.sh/system: "yes"
name: mutatorpodstatuses.status.gatekeeper.sh

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
labels:
gatekeeper.sh/system: "yes"
name: providers.externaldata.gatekeeper.sh

aprer5|on rbac.authorization.k8s.io/v1
kind: Role
metadata:

creationTimestamp: null

labels:

gatekeeper.sh/system: "yes"
name: gatekeeper-manager-role
namespace gatekeeper-system

aprer5|on rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

creationTimestamp: null

labels:

gatekeeper.sh/system: "yes"

name: gatekeeper-manager-role
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

labels:

gatekeeper.sh/system: "yes"

name: gatekeeper-manager-rolebinding

namespace: gatekeeper-system
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: Role

name: gatekeeper-manager-role
subjects:
- kind: ServiceAccount

name: gatekeeper-admin

namespace gatekeeper-system

aprer5|on rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

labels:

gatekeeper.sh/system: "yes"

name: gatekeeper-manager-rolebinding
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: gatekeeper-manager-role
subjects:
- kind: ServiceAccount

name: gatekeeper-admin

namespace gatekeeper-system

aprer5|on admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
metadata:
labels:
gatekeeper.sh/system: "yes"
name: gatekeeper-mutating-webhook-configuration

apiVersion: admissionregistration.k8s.io/v1
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kind: ValidatingWebhookConfiguration
metadata:
labels:
gatekeeper.sh/system: "yes"
name: gatekeeper-validating-webhook-configuration

E/tmpBERT#FZEuninstallsh3{4, FRISUITHEIANESE N Zuninstall.sh3X 4,
#!/bin/bash

kubectl delete -f /tmp/plugin.yaml

kubectl delete ns cgs-provider

AT T an S ENE A BREERE I IP I

bash /tmp/uninstall.sh

EIRINTEXES, RREHERG .

namespace "gatekeeper-system" deleted
resourcequota "gatekeeper-critical-pods" deleted
customresourcedefinition.apiextensions.k8s.io "assign.mutations.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.io gnimage. s.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.io g . i gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s. s. ig. p h" deleted
customresourcedefinition.apiextensions.k8s.1i straintpodstatuses.status.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s. "constrainttemplatepodstatuses.status.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s. "constrainttemplates.templates.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.io "e nsiontemplate.expansion.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s. "expansiontemplatepodstatuses.status.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.1i "mc:(llfycet mutations.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s. "mutatorpodstatuses.status.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s. "providers.externaldata.gatekeeper.sh" deleted
serviceaccount "gatekeeper-admin" deleted
role.rbac.authorization.k8s.io "gatekeeper-manager-role" deleted
clusterrole.rbac.authorization.k8s.io "gatekeeper-manager-role" deleted
.k8s.io "gatekeeper-manager-rolebinding" deleted

rbac.authorization.k8s.io "gatekeeper-manager-rolebinding" deleted
secret "qa‘tekee| webhook-server-cert” deleted
service "gateke r-webhook-service" deleted
deployment.apps "gatekeeper-audit" deleted
deployment gatekeeper-controller-manager" deleted
poddisruptio lget.policy "gateke r- r r-manager" deleted
mutatingwebhookconfiguration.admiss registration. k8:s tekeeper-mutating-webhook-configuration" deleted
validatingwebhookconfiguration. admlﬁﬁlonleql%tratlon k8s.io "gatekeeper-validating-webhook-configuration" deleted

-

ERAH ( ANP-Agent ) BREXIK

SERFIEIAAMT (ANP-Agent ) K

o2y
SER2

43

BIRR
EEANB=SERHBEEEFTRED, NITUUTHhSEEERFERAM (ANP-

Agent ) IR,
kubectl get pods -n hss | grep proxy-agent

REERIRITAR, TREEHERAM (ANP-Agent ) L3N,
proxy-agent-5dc5cfécd7-khdlt 0/1  ImagePullBackOff 0 42h
proxy-agent-5dc5cfécd7-n56bx  0/1  Pending 0 42h

ERIE
EREHTI—T R,
HITLA TS, BETRER.

kubectl describe pod proxy-agent-xxx -n hss

Hrproxy-agent-xxxA “ MK " PEIEHIEEHERAHZIR, FIa0: proxy-
agent-5dc5cf6cd7-khdlt,

*E}Eﬁﬁﬁliﬁ%iﬂﬂ%@? 0
J BEIRE: TiERIENEERFERAMAYRR
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Bl 10-5 T EHIENERFE &éﬂ#ﬁ’]iﬂ%

fRRNE: NN EEIRNE “JECCEERE ( ARIEN ) 7 , BHREaER
B&iHaAMEgee ( BNAEEREISWREEM ) ; tNREGHIERETESITAN,
B5fEA “JECCESERE (FAMIEN) 7, ‘iéBH;T's{’EEIECCEﬁﬁﬁ)\Hss (FA9)

AgERE: T RAICPUSRERIREAE, E/RInsufficient cpu/memory,

10-6 59 CPU S ATFEEARE

Age From Message

Warning FailedScheduling 15h (x277 over 17h) defzult-scheduler No nodes are available thg
match all of the predicates: Insufficient cpu (1).
Warning FailedScheduling 3m (x71 over 23m) defzult-scheduler No nodes are available thg

BRINE: B A PRARGE, BHRITENERE.
OEEEE: REFSREERNNTR.

10-7 ;‘Eﬁﬁéﬂﬁﬂuﬂ’]w,m

hable :NoExecute c

didn’t match pod anti

RRRINE: EERRERAM (ANP-Agent) ARIESATAM, BOMSEENLAIEE
AFENTRLE, BRREFPEDEFEERTTRT S,

-

SERHERAIE (ANP-Agent ) EELRW

)RR

EEANE=L=E L BERERIED, WTUTHSEEEEERAMN (ANP-
Agent ) IEEIKE

for a in $(kubectl get pods -n hss| grep proxy-agent | cut -d ' ' -f1); do kubectl -n hss logs $a | grep 'Start
serving';done

FREREN ‘=7, FREFMHSSIEREM

fRRIE

BREFH T =,

HITLAT S, BFTRAE.

kubectl logs proxy-agent-xxx -n hss

%gﬁé%ﬁlﬂl TR MR, RRERHEZRBIFEIHSS serverizfdgrpaEiEiE
MW,
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AW FHZE
= e 10 BHEE

10-8 &R KW

TE4 BIRUTSEHEEF RN,
(1] #¥88
SERNEEAMAIARSSRRIE MBI hss-anp. KIFAH.myhuaweicloud.com,
ZXEFRIEES DBRLIRT R
1. KNEERFZEHEHNESRZEERIFAEE100.125.0.0/16MEZAI809 11w o
- VPR BRENITERE 4.2,
- Epa BRERSATARAEFLEZnO, BERBNERR,

2. WITLUTSHS, MEREEpingBEEHERAFIIRSSEIHSE .
ping {{SEB¥ERHAIHAOIR S5 251013 )

- fepingi®: BHENITEELSE4.3,
- A BEpingi@: 1BECEDNSHIIE AR AZAMDNSHBLE, A= XIEHRIRMN
DNSHblHES N =RIMDNSHbLL . BB kG, EIXIENERRESF,

3. HTLAT#<, MBS IHUEEHERAHAIIRSRIVERERO .
telnet {{EBHERAIHIIRSS 2B 1)) 8091

- BEAE): IBREHNITERERAA,
- FEGNIE: BXRAMKIER, EREAERES

4. BEAEHZEEENGNA LA, BF ‘T8> HETR” , BETREEKRA
ARIFREE

R

10.7 EEEIRRE

RIS

HSE%?;:E;EEQ@%HE%IBE‘E T, EBRAHSSHE=F=ER o BRERFTRENRE
FRYER

HARSBEBIRAIZERIIT
FE1 SREEEHS

S EREE AR CRET , BET, HE ‘RR5AM > DUENRS” , BAE

NZ2FERHE.
$I|3 EENSHE, &R ‘RSB > FRTESRE™ , #A ‘FRTRE5RE" T
Ho

TRA EF R K.

SES PHEMERER, HAEFTRFRERNE, EB5NRIIER.
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)RR

,r.g;ﬁﬁ HERRIINEASEREITH “‘BEBENIR JIBR ‘67 , RANIRERZES

.

B=P &R E B R ERHEAHSSE{EAAIKubeconfigxZ {4, RIEEFEAIAHSSERLRT
EMKubeconfigZff, EEMIZIHTEF, ERTEEIERIFETENTRLES
o

EREHT—TRER.
Blf2hss-rbacyaml3f¥, FEUTRBEFIFFRFZEhss-rbacyaml3ZEFH,

{"metadata":{"namespace":"hss","name":"hssRole"},"apiVersion":"rbac.authorization.k8s.io/
v1","kind":"Role","rules":[{"resources":["configmaps"],"verbs":
["create","delete","deletecollection”,"get","list","patch","update","watch"],"apiGroups":[""]}{"resources":
["daemonsets","deployments","deployments/rollback","replicasets"],"verbs":
["create","delete","deletecollection”,"get","list","patch","update","watch"],"apiGroups":["apps"1},
{"resources":["cronjobs","jobs"],"verbs":
["create","delete","deletecollection”,"get","list","patch","update","watch"],"apiGroups":["batch"]},
{"resources":["ingresses"],"verbs":
["create","delete","deletecollection”,"get","list","patch","update","watch"],"apiGroups":["extensions"]},
{"resources":["ingresses"],"verbs":
["create","delete","deletecollection”,"get","list","patch","update","watch"],"apiGroups":
["networking.k8s.io"]}]1}{"metadata":
{"namespace":"hss","name":"hssRoleBinding"},"apiVersion":"rbac.authorization.k8s.io/
v1","kind":"RoleBinding","subjects":[{"kind":"ServiceAccount","name":"hss-
user","namespace":"hss"}],"roleRef":{"apiGroup":"rbac.authorization.k8s.io","kind":"Role","name":"hssRole"}}
{"metadata":{"name":"hssClusterRole"},"apiVersion":"rbac.authorization.k8s.io/
v1","kind":"ClusterRole","rules":[{"resources":
["namespaces","pods","nodes","services","endpoints","configmaps","events","persistentvolumeclaims","persis
tentvolumes","podtemplates"”,"replicationcontrollers","serviceaccounts","pods/log"],"verbs":
["get","list"],"apiGroups":[""]},{"resources":["pods/status"],"verbs":["update"],"apiGroups":[""]},{"resources":
["daemonsets","deployments","replicasets","statefulsets"],"verbs":["get","list"],"apiGroups":["apps"]},
{"resources":["horizontalpodautoscalers"],"verbs":["get","list"],"apiGroups":["autoscaling"]},{"resources":
["cronjobs","jobs"],"verbs":["get","list"],"apiGroups":["batch"]},{"resources":["endpointslices"],"verbs":
["get","list"],"apiGroups":["discovery.k8s.i0"]},{"resources":["events"],"verbs":["get","list"],"apiGroups":
["events.k8s.io"]},{"resources":["ingresses"],"verbs":["get","list"],"apiGroups":["extensions"]},{"resources":
["ingressclasses","ingresses","networkpolicies"],"verbs":["create","delete","update","get","list"],"apiGroups":
["networking.k8s.io"]}{"resources":["clusterrolebindings","clusterroles","rolebindings","roles"],"verbs":
["create","delete","deletecollection”,"patch","update","watch"],"apiGroups":["rbac.authorization.k8s.io"]},
{"resources":["clusterrolebindings","clusterroles","rolebindings","roles"],"verbs":["get","list"],"apiGroups":
["rbac.authorization.k8s.io"]},{"resources":["storageclasses","volumeattachments"],"verbs":
["get","list"],"apiGroups":["storage.k8s.i0"]}] H{"metadata":
{"name":"hssClusterRoleBinding"},"apiVersion":"rbac.authorization.k8s.io/
v1","kind":"ClusterRoleBinding","subjects":[{"kind":"ServiceAccount","name":"hss-
user","namespace":"hss"}],"roleRef":
{"apiGroup":"rbac.authorization.k8s.io","kind":"ClusterRole","name":"hssClusterRole"}}

HATIA TS, BEeEHSSErERIEErbactiR

kubectl apply -f hss-rbac.yaml

BRHSSEHIG, SENRFIRT ‘REEIR" 59N ‘8 , FURKEE
%, IR

R EES % AR B URF IR
IR — B ETEHSSIURFIRRE, BEREEA/ER FRE.
-
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AW FHZRE
= e 10 BHELE

10.8 HEREEFAEREECKM

e
FAM B REEHEAHSSIHIES, SR FHITHRER LEHS LERGIFABRE X
miz, REE “http: server gave HTTP response to HTTPS client” , 30& E{&EELMEr
o
10-9 H1&EXKK

RIRINE

LB FRUTHS, BIREG LEWSHRY “docker manifest push --insecure
hub.docker.com/1/anp-agent:24.5.0” &85>
# (REHEBAImanifestiEiAZIISONIZ {4
docker manifest inspect ({E&EARY/{ER B/ {BERBFR:(FEKRMRA} >manifest.json

T2 FRUNTHS, BIREG EEHSHRI “docker manifest push --insecure
hub.docker.com/1/hostguard:3.2.13” &4

# BidcurldiSi8manifest SHHEX R BERE

curl -s -u "{FAFP&Z}{ZRE}" -X PUT -H "Content-Type: application/
vnd.docker.distribution.manifest.list.v2+json" http://{$S{& B ZFR}/V2/{BLZTRY/BERZFRY/ manifests/{$S1RhR
7} -T manifest.json

FE3 AEEHTR ERTEIIRRE EEwS
PHITERERIZNE REC LIEMIFR, FRRILER,

10-10 $RRE_EEMIN

g [
Pushing [>

10.9 CCE £ AR LT RSB ERE

CCEER IF—RARRWENZE, SAPAREWLENZEE, RAEEmIEEH
AT RZRAgentHH BRI

FRFPEESERN “‘BEEDC > REMS” TEEE “R2RS™ ARRER.

MRZLRBETR “FOPIR” , REBDERDTRARREREZEN, BSEUWT
TRAFELMREE:
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AW FNZRE
= aE 10 Bl

S REWSSERE,
1. BREESHE.
2. FEEIESEIG LS, BEEE, HABALMRAE, BASSEERESH.
- MERE, BEHRTSER.
- NERE, EERERE, PUTIIRSE,
| EERSHALLS, SR, EE ‘B8 > SERIIECCE , HA
SRS,
i, BRSNS, HAERAEERE.
i, YEE BB > MBS , BEESRS EK , SEARLR
%, BRARRSRS, SNMETS R,
B2 RESE, BRREAARBRITHE.,
BN AEER AN L, BE ‘T > FRTe” , BT TEERAAR
SsREREN
AR
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AW FHNZRE
= e

11 #HEHIP

1 1 FNZPHIF

11.1 RGPS HESEZHEMTAKR?

W FNLZEHRGIPFIZHERITZEMRS, REWITZEMKRS, HRENH
ZREIEREER.

Eit, EEHIE. FHEELRERBX?, E—XIRHRENSERIRER
RSN

ERPIPRIF DI HS R EDIRSAOFOIE, HRGIPIIEHXEIESEMHR
SH—EENEE, aBHIHIFEESIEONE .

1.2 RPBIFFE

MERIP S EEERI MRS BAIBMRGIPRSETR “FHIPERR” 0 PR
BRI LURIES RIGIPRSEA X P EHR A AR EEFBERSE

L) EXUitab STV

?i%%%ﬁb?ﬂﬁ?ﬂﬁ%?@n—? ‘DRl , EESRRBREZRSENONEER

HRERE—: RixAgentlt, FFETEMBGIFRMG (40360) , SHERBSIHIR
IX=ARDNFALI -

RRIE: KAEMPBIPRE, EXFHEERFESHIF.

AERE: AgentikERE, SFEEEEERKS,

ERIE: 1 “RESEE > FNETESEE > AgentEE” TUH, BIABRE
HIB9AgentikZ, HRPBHIREIEE . AgentiERELIEESINAgentiRER:
ENANaabE?

AgERE=: FrEIFERAEESEBLEW, SEHIPEW .

RRINE: BIRESystemBFHAESREHIFBRITEZHNR . BIFRNEER
PER, GELEBRIRSSE “BHIPREE 5, REHIPFRIESIRES.
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https://support.huaweicloud.com/productdesc-cbr/cbr_01_0002.html#section3
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AW FHZRE
= e 11 #hZRpHIF

k) EXUitialiahy

o FER: ENIFERIOBERERN, IWEERHIFRR
o MRRINE: BIRESystemEHARBABIZIIIFERITEIEFINIR .
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AW FHZE
= e

12 XigFIaT X

X ey F1R] FE

IX

12.1 (HARKIRFIRTAX?

HARKE., TRHKX?
A REFIA ARR AR OMONE, ETLERENRE. TRROEE

o

X1z (Region) : MR EFIMERSIELERID, FE—RegionAHZE 41+
B, REME. WREFMHE. VPCRNLE., BHEAMIP, BHREAHRS . Regionh
iBFIRegionf1EERegion, BFARegioniEEMAHIEFIRILER=RSHY

Region; & JERegiontg RiFEE—RI Sk REM4FEE PR S IRSIEH

Region,

AKX (AZ, Availability Zone ) : —PAZR— P EB MRS OES,
BRITAIXAOKE, AZRIZIE EERBIHE . NE. FESRRUSMSNER.
— P RegiondFHIZMNAZEIET SR EFRIE, LIBERFRBAZINESIAMRS
AIEK

El12-188 T X AKX ZERIXR

12-1 KiFFIRTAX

ey PN

Xis 2

al X3

X1k 1

el X3

B, AREASERSMIEANARS, SRLURESERIEEES B ChIXEN
AKX,
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A ENZE
= MiE)RR 12 XigFIaT X

AR XIE?
VRS, ERBEERUT/AEE:

o IHIB(UE

—RERT, ENHEEEELESNETHBFAPOXE, XL RS
BHE, RSHIIERE. ~F, TEMIRNE. BGPMEZmE. BRI ESEKES
HiE, PEAMSTXISEXAIAK, NRESHEZENETRAEFEXRM, I
VAT A% BB X 15E A A R AR BT SE ()RR

- ERPEXELSMIT X BWSAIAR, FLIEE “HE-F87 . ‘T
X-2887 5 “WR-FHIMK” Xigk.

- ARt XEWSEHAR, FJLUE “RiE-ABREE " Xig,
- AERMEXBWSHAR, FJLOSE “Fil-B27 Xig,

o FRRINKS
FRREHNFRIMETEEES, BERENRRSHEFR.

MEEFEAT AX?
ETERERER—TRRA, TBRRTENS

N
o MRTHINAFTERSHERESN, BER
o

o  MNREAINAERLAIZERIMBERTRIE, WENEERREIEER—TAX

o

SREETIFORILEASIERIEK
RFHEER—XEHANFRTARX

XIFN R w1 =

HISBITAPIERRIRE, S iEERKIHRR TR, BXENTHIKIFEMEZIGRT =
NESER, BEMRKMZIRT .

12.2 XIS STHFHEANIFE AT EN?
BRUATXE, afLUEAIEER=EN:
o fdb-Jbm—
o fEib-dtmIM
o fR-biE—
o fR-biBT

o I
o SHE-EE

o TDA-HINE
. FHR-EE—

o A-FEIME
o HR-FHS

MBENENIFEAREN, BELIAKIYWSLHSSECER, AEFERIFEATENIRY
LRI, BENENECTPAEXE.
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A ENZE
= MiE)RR 12 XigFIaT X

12.3 HSS HJLABXigisEFAIE?

FAEILL

REMSL T SENAER—XIHAIECH, BIRITECHE =ML EAPREXIHATES
%ﬁ o
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A ENZE
= MiE)RR 13 22l E

1 3 ZEhicE

13.1 4{aliEkR HSS FECERY SSH EF IP HRER?

POiFECEEARRIAS T, iBPRHSSHECERISSHERIPHERMN A AR, iBHRIEACER
BYRT, EEFERSSHERIPEHER2MA .

FCEUAS Y “IEE” F1 “EgH” B, SRILAERERAS, BUEEEHE ‘2
7 3 “Biks” BECERISSHERIPRZE, BIELSBINTAR.

SR SREHEEHE.
S8 EREALAEE KT, B —, BE ‘R2588 > tUENRL” , #A
W ENZETTE,

B3 EENSHEIER “LESHE > THZESEE” , #AFNZESEERH, it
B “LeflE > SSHEZRIPEZE” |, HA ‘SSHERIPHEER™ 1L,

+IR4 ES%TQ%%IPFEEGE’\J “EMET FIBE “ZERAT sE MIERT , BRRECERISSHER
IP o

.

SRS/ ARG, ECEaiR

SECEURT D “EFET By, B KRS, EAMRAIRIIFRE, HSSIIAZERF
BREN, BLEBIEEEFIAEMRSSHERIPEEE,

BREERISSHERIPEE R, BIELBUTFIR.
FB1 BREEFRSSHERIPAZEN=EN.
£E;2 HUTUUATa<S, BF “/etc/sshd.deny.hostguard” 3244, WNE13-1F7R.

cat /etc/sshd.deny.hostguard
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https://console.huaweicloud.com

A ENZE
= WiElRR 13 £l E

13-1 BEENHRE

LrantRAacsbindhss ~]1# cat /etc/sshd.deny.hostguard
ALL

[Touteecsbindhss ~]#
[root@ecsbindhss ~]#

FIE3 HITLATEHS, $3TFF “/etc/sshd.deny.hostguard” 3214,
vim /etc/sshd.deny.hostguard

L4 17 0V BAREEL, Wk “ALLY

SIS & “Esc” BHRE, WA “wq” REFEHEL

13.2 FgEEI SSH ImiEERFEN, BADR?
BN
AT A SR G EFREN, BELEEISSHIZEEREN.
EIEEELES
o [FHWFRHEEE (HIEN: MABBERRETE, 300H, EiRREGARISKRLL
F) , SEENIPHEIEE .
o gF‘TSSHﬁiIPE%EIJJab, BEEEIISSHEREYAIIP;EERINZEIPESZ
HESSHERIPHZ®EE, RAIFAKERMNIPEISSHERZIRSE, ELASZ
ELISMYIP,
BRBE

SR WAERSRAKF R, SEENIPHEI=E.
o E, BIRUTEREE:
BREWFNREEHE.
AEEMSHERE “CNSHN > 2EEEEHE" , #A ‘ReHESRH7

FEO
c &R ‘ENEERMT RE, 5L ‘BiEEIP” XgREE, BE ‘S8
IP” TI@,

d. &HhBHRERIP, BEIRLES “GBRIRER" |, BRIPER.
o 7T, BWITEE2,
TE2 WARBEHBSSHERDRE, BEFRFHNIPEERNZIPEHZE,
o 2, BEFRIVMIPINAZISSHERIPEHZSE,
o T, BEHEFALIFIREIN,

s
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https://support.huaweicloud.com/usermanual-hss2.0/hss_01_0051.html#section2
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AW FHZRE
= e

13 Z2hcE

HEXRE

o  TEEBERILinux=IRBEEALD?
o  LEBRIIWindows=iREEEAT?

13.3 IMTERNNEFIAIE?

AELIRSHAPINOERNEF AL,

IMIFE

520 FENEFAEDEE.

ER5ER

o EFLinuxEH

a.

{EFAPUTTY/XshellBEFZ=E..
LRAT, 15IEFRE “Keyboard Interactive” , BIAFFPSMHIIIE.

= PUulTY
BNIRIETS%RIEIR “Keyboard Interactive” , &k “HE”

= Xshell

TRIERMHES, &E EE > BRSMRIE > X", BF ‘AE
THO%IR, i%IF “Keyboard Interactive” , B “HE”
BMAZENNKFSERD,
BAFV I SHBaHEFERTIE, KEGGIES .
Hﬁ%%?iﬁftiﬁ, RBEITHE “TERBHER" FNSBmfELSIE
UL o

" BAFNSHE, ZFNSEHITHNERTRIREITREZE (FINS. b
8 ) MRWEIIESER

" HAERRE, zEBFESUEIISIERSERE .
BINLT LR IR BRI o

13-2 A IIERS

[root@PEK1000164604 /1# ssh 10.154.73.252

Authorized users only. ALl activities may be monitored and reported.

Password:
Phone/Ma1l:
Input #15 Code:l}

(RERY:
INRAKUEIRIFRD, ERESelinuxpIXIBEERXH, XABER.

o ZEFEWindowsEHl

a.

BE ‘FHR” X8, AEFRIEPEA “TREREmEE” , 1R “Enter” , 1TH
AR R EIEE .
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https://support.huaweicloud.com/ecs_faq/zh-cn_topic_0105127983.html
https://support.huaweicloud.com/ecs_faq/ecs_faq_0013.html
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A ENZE
= MiElRR 13 Z2fE

b. 7 “It&N” EA=ENAYIPHELL, HEads “EE .
13-3 IciE R mEERE
Y. oiESEmES o | B |||
TLAESE H

HEA ©): _ -
APE:  FiEE
SiEEETSOERIRE-
) IR Q) EEw || FEpoD |
¢ NMREFENEFNL, BEHNREFISHEE, BE “FKEHIE
B .
maliy:
* BAFNS, RENSTANIETORETRAR (FNS. wiE) B2
IIFRDRE(S

o HINMBFE, {IZHBFESULEIISIERSHP o

d. SREGIERSE, AERFEBARIED. =ENKSHE, E?E, =i

F=EN.
13.4 FRWNEFANIELM, BATD?
EEIENE]
o ENAFMNIEIET, ZBFHBNEFANENEN.
o FRERNHEFALEE, FREX.
o FHEWNEFAEELM.
ABEREH
o  EWRFBBHIF
o FRBRWNEFANEARAESMENER, FEEAXLSHHAER.
o LinuxFEHigBEXA “EHET” BERHH.
e 5 “MFHGOT” 4. IRSZ2EIRI60ZE P EFEHSE,
o ZHXASelinuxpPaXiE,
RRTS R

£E WASHBENREFANENEN, EEEFEENZEMHF.
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A ENZE
= W iElRR 13 22l E

o = BHUTEER2,

o & BREABRNEFANENENHEENZEMHF
R WAFBRNETFANLES, 2BEFH559H.

o E:! BHUTEES

o & BEFSHME, BIHIAFBHINEFNEREE.
H$|3 WAZEALInuxEN, BER “BEN” FRER

o E: BXA ‘AN BRAN, FRE ‘B BERHGH. FEERFESLinux
SRS R EFIRERERIEEER?

o & BIT4.
T4 FAENREEXFSelinuxBhXiE,
o = BT E6,
o & BHTLATHS, XFSelinuxfakiE,
- IfEEFRFASelinuxBhXIE .
setenforce 0 #IERTXF
- KAKHASelinuxBEKiE .
vi /etc/selinux config

selinux=disabled #3x A %7
TS FIAEHEEEELE “MEEG01” B, IRSBEER360ZE 2T,

o E:! BFHUTEERSG,
o A BELE “MEEGOT” BEFMRSEMR360ZER T,
H$|6 BERRERAL .

.

13.5 FBSNEFAEBEWAZIEUERD?

o FRBENEFAIEINEERE, A=ZAIEX.

FESKRASDHAER.

o  FBRWNEFAEZTEXASelinuxfakiE,

iBEXHISelinuxPaKIBEEI .

o LinuxENFEFER “BR” EFRH.

BRI TS BIRERAERNEIEER:

a. (ERZAERLinux=iRSER, RErootZFL.,
sudo passwd root
WNREFSASUGELRTARIR, 1 EEErootZ S,

b. {FFRrootBDIRIERIRSZEENIsshERS .
su root
vi [etc/ssh/sshd_config
(&N N ECEIN:
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https://support.huaweicloud.com/trouble-ecs/ecs_trouble_0359.html
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AW FHNZRE
= e

13 i E

= 3iEPasswordAuthentication nogZgPasswordAuthentication yes
g, ZisPasswordAuthentication yesgiEIAI#FFFIE

= 3iEPermitRootLogin nogZJgPermitRootLogin yes
g ZEigPermitRootLogin yesEImEAI#EREE
c. ERsshdfFEEE .
service sshd restart
d. EE=IRSEHEFMOLUERroot BRI IFNEERIZRER T .
(1 %8B
B LESES AN P R R SR B $A A AIalLinux = iR S5 28, 1845 /root/.ssh/
authorized_keys3Z{4lpfaki&EZSauthorized_keys34HHZ .

13.6 AENEAFAEEERENEK?

Ni4HECE A=

ERHIEIR

ERFNKMBERETREA A EERIER D URIE S

TG ERE N R E1EH.

BoE SRR Jetc/ssh/sshd_config
T IARIBCE ST
PermitEmptyPasswords no

UsePAM yes

ChallengeResponseAuthentication yes

ikl
NREERRIRrootER, BHREEENHI:

PermitRootLogin yes

SMEE: FERXEFAER, AJe2BEI U TARERZE=ENSHEREW .
e iEidCloudShel TEZERZ=FM,
e LinuxEHF, BI=E2NER=FEN.

RARRE: WEFHISIESLEEET AERREITIGNE, AFIALERSHTEEH
RERH, SEIIERK.

RRRINE: 1S SRIMIERNEFINIE? EFERIAIL,
MERL
FRENAFORREME. URSRIESHEESNRLBESHFHN ‘FRNEFME” .
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A ENZE
= MiE)RR 13 Z2fE

13.7 QAL DINEFAIERYFH S THHBFE?

HIEFREWNEFAE, &F “REMHIGIE" , A LR RBHIRS ERFRINF
WS/ HBFEIZUIBRIERS -

CEFERBMIRSS T THIIERF, RAEFRESERANESERRS R

o UIRRAER, FRE ‘EEHEBHMRSER #HT0E, CIETNE, BE
CRINTIR , IREFEEZEARIFUSHIEHRE

o IREHEE, FENEENFINSIE. #FFE:
- INIIFNSHREHRRE

BF “‘EEHREMRSER” FAETERE, BF HINTRET , HI0FE
B H BB FH L SHIEHRE o

- MIBRFHUSHBEHRFE

BF ‘EEHREMRSER” FAETHERE, PHEERZIR, HEAEEF
fBEmE, EFTRHDHRE, PEBFREHER R E RN

13.8 WE-FAERVIGIED 2 EERIIS?
Z:%O
T ERE TSN AR, GaILAE “BIFERTE” . X

EEXERTENR, HSSHEER— I EIISIERAXZENERAE, CEER
ABEHISIERB BT B RIZ = E .

13-4 IGIFASLEIE

HFEREFIAME

HAERIFESESE WEFMEES

13.9 SEENEE2ETIE?
W2k,

W FEEHEEBNEETESEMRSS SMNSTIAY, HEEHARSS TR
5, MEFEBSASMNETREES

M #%hRA 20 (2025-01-07) AR © AR BRABIRAS 123
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A ENZE
= M ialRR 13 Z2fE

13.10 dfIIS AR S E BN FH L SERHEFE"?

FESZEAEERE, HSSETZRENFISHMERIELEEEEM, BIER
B3 T AEEN/ MITRRIR 2 X .

IREHSSHZEEAY, ZaLiEE “HEP0” 5 “HRER , WE13-57R.

o EFRIR “HEHL , NSBHEEPRMELFSIHFE.
o IEEMRE “HEER’ , WSREBERELFSIHBTE.

13-5 HEHH

1 Lo o 4
TS _E._EE'C
BERG @ @ ®ExZE @
zgtest v | C EEREEAREESE

SR SREREHS
S22 HNHBHRO, #gsEl HEH0” PREEZEMRIEE. FINS.
SEMFOAREEWSIEKREA, EURKEETE “THRHPO > HEEWRE > %

%ﬁg > ZEHRMEM” , FESEXIRA, BNREESIZSIEE R

13-6 FEEIEN S EEAHRWA

EHBAIRGET (im0

BEEL RS

et E s A Bt

v Rk

v ~mse

~ =i
=ezeEn EEEA (4]
=rEaEn FEEEA s
=emsEn HEEEA

v %

v =0k

v e
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A ENZE
= MiE)RR 13 £l E

SI|3 ERER “EGERIERIKAT BOF, AiEsEUEAIRFHENNERRA, BE i
&, STRESURIE.

TR

HEER

NSRS BT RRE ( FHSHE ) TE, FEMMTIENE, EFRNE
IS E BRI FH ST o

Bian: HFEMPRHSSEZBAAYEEEMEZIRZE “HSS-warning” , BEITHZ NS
“test@example.com” ,

RS
#BSMN administratoril R
BELP R

B EREEESS
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# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=enforcing

# SELINUXTYPE= can take one of three two values:

# targeted - Targeted processes are protected,

#

minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.
SELINUXTYPE=targeted
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