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< fw-51ce
EF fw-Slee & s BFRE
02a3469d-db57-4797-Bbea-e2e3eBledeTe [ mr - 2

3. & “MBACL” A “FR” RE, EERMNICMPHEIERNHITREMNOE

1-57 ACL i750 ICMP Ry

fw-S1ce

= # 28 00000 @ ;1 ccccc @ 28
= # 0000/0 @ 2 00000 @ 28
] E= = 00000 @ & 00000 @] e
AR
FEIE “MEACLY NBUAMINZERFIEEALERIE, &XiFA “MEACL” 5, HER
INRHTPRESRS o

1. KMEARMME, ERAEKIEENHTPingE.

(FERERRX N =IRSS2EEPINGIEBPingiBAITEMEAMIP, WERATLAEEPing
BIRBAENSEIEE, SRR EHIE R EFHPingillid o
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2. KMESEHRIRNE,

HEISIAE . ST AR, RS[AHEFIBUIAIEES [FRMITPingds S HTHIR
EEHREI SR .

BOOEIRIFESE  ping B EQRITHTHEML? 7 .
MEZRRSREHLE (SNFER)

IXXSERIS FFIbins, ANRERIBRSS AN, BRERLIEEIR.

—RIRERFNEOABBMASEERENT, NRENERT EM-RSEMETERR
BEEEAREIH,
o MWMREIRFFBEE TSN, BHIARRSEARABHEEF T,
a. BROIRSEHE, ITUTHS, EEEAFEEIAEE,
ip route

1-58 EEEIAIH

[ro “1# ip route

b. HRBZIEH, FITA TGS, HIIEGARE.
ip route add default via XXXX dev eth0
(RARLY:
XXXXZRRIKIP o
o WMRTIRFHEE TSN+, BiFEIANIPHEREIEENRL, FEERIRSS
PP B & SRR B SR SC AR E R -RAVE(S .

Eéﬁi?ﬁﬂ’ﬁ%’éﬁ‘%ECS%‘ml‘ﬂﬁ: SMERECE T ZM-REV M R ARSS SREC E TR IR RS
?

MEEZFET (8 Ping MBS )
ANRBMARIPAILAPInGIE, HETEPIngE, AIRERINESESRRE ST
FASH
1. KREEEEE.
SREFEARN—IEN, NSNS IIRS S PEERTE
R A AT LSRR S 2T @51 .
- WIREERTREART SRS SISHERMEERS, BEAERSERM
gﬁﬁ§§$$%,%ﬁmmﬁmgjauﬁﬁm%%FEW@omﬁﬁ
?

- INREERNRFEAMMEXIASMIRSS (BEFEBREREMEZR.
X ) IRHEENEDRS, THER

2. IEEEET.
MRFFHREESR, (ERIEHEESSFTEIREESHIESZTEPIngE .
ZHJLADNSERSS E=H e BB =B BMFS

i

, BEMNE
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3. KEDNSHRSHREE.
R ping 1HE BRKAZIEN AT REEDNSIRSR[REE, SHRHE-RI, &Y
BSEECSEA: BMRIRS RGP EAREINISITINEEIEEAD? H=ITH
%o

1.7.2 TCP 25 igAH A @ :E BRI EATR?

)RR AR

S|

BRI E

ToiE{EFERTCP 25im i MERIEttE . B4, =1T7Telnet smtp.***.com 25, Zm<SHIAT
£,

AT RALNRIPHILLREMFRIRE, BETREEER, TCP 25iwHI5 R IA#RE
£, TEBERTCP 25um &SN

MRSBER LEEIMEIRSZAIFTR, ZREASEAIIRSS .

o WREBFER(FERENT ETIRFZEEXIIMNDAEMMY:, EBINEFRZ=EAE-
o (FARE=FHMEIRSESZIFAN465i% 0,
o ERFEMRFITCP 25i%[ ( Outbound )

MRFERHFTR, BORERRSS EERATCP 25K O TXINERE, BIRE
T EHERE25iR ORI HRB.

ksl

HIEXHRIBRI, BEEMAREHFE, RIETCP 25ixOXBAREZE=F1
SMTPiRSSES, FHMNE=FRISMTPIRSZESIMNZ IR . dNA I IEERERIBERIIPERE
BIISMTPAIXRBE, L ATEROKAMEIZATCP 25150, HABIRMEMEIRSS .

1.7.3 Windows =R 881518) 2 MAEB R 1ol Zb 18 ?

CIECELS)

MWindows=BRSS&2HRIIMNEMES, BEIMEFBIER, ISERNTRSTHITHE
=

o Z=RSBEERDEAMIP,

o M MIPHIHEEEIR

o  RMISPIEEEIIEIIFHETIE,

o  WindowsmRSZHRNZETH, SHLEHRBEIEZBAIIMNIAEE,
o  WindowsmiRSZHRLEHEEAREH,

o  Windowsz=RSZ A S MERETE

e Windowsz k35 22R9F5 KEERET=
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o  Windows=miRSZBBLETE=A RSN, REWLHMT SRR,
e  Windows=hRSZEZHS ARSI
e

o  Windows=ARSZEMEHE EEIR .

SIE7TE

IRV, MR AR

1. MESECEORBERLALETARP, MRAGEAMP, FEHEBIEL
R IPE i,
BTN AR PIE S HRERIP,

2 ABSBMETRIEARIPE, BUHERHARMNRRSEE0ATRE.
MRHTHHEARTE, BHSEEARPEEETBITHERA LR,
A RIS A S H T HE R BT IRA?

3. MEEAMNXELEERIARE, MRS EMIEEH, WrAstRizEmR
HEBI=EX,

4. HEnIRSHEMDSITEN, FMAipconfig /allisSENREERSIER., £
L1THHIAncpa.cpFTHNEHZSEERL, BENRRSERERKE

5. f#iFRoute Printa S EWindows= RS BMIEHE, EEEIHKAEFAY0.0.0.0
AIABHEEEEEOARNX o

FRpingGm SN BERIRSESMABERREE.
BT pingdr SRS, STLSKEUSZ XTI RIIPHELIE
XIEEpingtdZ Fping EARIPHELTAIRTIBIE S, WEEDNSIRSEEMITREIER

8. MnetstatipSICBERBFFESYN-SENT, CLOSE_WAIT. FIN_WAIT,
%Egﬁﬁﬁﬁﬁmﬁ& —REEREIOM, HIERROEE, EEERTRSSEH
(=

9. KMERRSZSHELLEREERERR, TEALAEMUABEE (RIF) , K
BHEARMERE. FIANEN-59FR, BREEAEAIFRREIEE.

ASEZENEEENVEE, FRAIFRRIAMNY RO .
1-59 5 @R FFRAISE

HAGES AJEHN HSERI KBRS

ey g L HRIEFIIH —iEniE HRIGE
v Y @ ESid] Bttt @
T IPv4 0.0.0.0/0 ®

10. BEEHERWIindows=IRSS==MIKIERES, ERARNEREILIEBEMNE
MREARTULIEEWE, BaEhXERIERE.
1. DHFERANEEEWindowsZRSZHRVE=SRERG, KEDTRERERE.
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1.7.4 Fi&iiia) Flexus L SEAIR: X SEAUSEA Eim1TRIM G

)RR

MuLYIA B S =RSBEIMEBEE . iIn[BE. PHXEEE. Z2EAEEEFZSIND
BXE, EFR— 1 UHEIE@E, FHESHMuLTERE . ATIRENBMLLTTIER
IETEHEE RS
K FMuh TR RS BRI EISIBERE: https://bbs.huaweicloud.com/
videos/103592

HFEBE
MR THMuEEIRERREE, BANZRIERIBRESER, HEusEERA,
A LIS EECS APIZEFBERIEREREEPEIRISIHBHIE T EER .

LU HE B SRIERE L IRR TR, EENSRER R EE A
&, NS RIELEEEARER .

INRBRTEANATRERENRBRIUE, BHEHEEMM AT ERRE

1-60 MubTCEipaHEE R

/ 1. 8EEOBE -~ KEWebisOZEIERKR

[ - 2. GEESENN -~ KMEESERERIBEWebiO
[
[
|

[/ — 3. NEkhkIREE ARSI R R AR LIERE

— 4. EBERRSHEEHEE BERRSHERETNXEERAREER

T 5. aEAMME - SRFHASSEMRENES R IAERSE

I\ 6. MERRSECPURIAR - EUsnziRS:HCPURIBESMSEHLILHE

— 7. SEEERT HERTE R EEEEHIER

\— 8. KEERER PSR FIRRSS 28I P R A S REALh

& 1-8 MuATRILITHIE R

AI8ERE A EEiEE
KMEiROBE KBEWebisORBIERGR, FRRFESERERLER
BR o
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ATEERE AIBfENE

KEZEEAN KELZEHRBMEWebinO, FHRIFESENERSE
AU

B XIEERE WP MERAEERE T UEERE, FMRMEEESERE
Bk iEECE o

SERRSHRIZHE | EECRSHRBARTMXEEREEREN, FHRIFS

=1 SERBRRSHRIBHRE.

GEAURILE ERFNALEEMMENLEETIAERSE, FHERF
IESERNBE RN,

KWERIRSECPURI | B IMRBRSSBCPURIBRSIIHEFUHTE, F4Hig

2k FESENERIRSRCPURIAE,

wEEZHr (B | B2FTERREkELR, (FRRMEESENERRSE

FEHZHONGR) | SBTRAER (ERESTELRER) .

KNERERER (1EF | NibAIESMRSRPEEEERMY, FHREESERE

FiEHEZHENGR) | SRSHSEREEERE (ERESEXARINER) .

B iROBEERR
HRIRSHEMROEETIE, LFLSTENKZES. R1-9SELTCPIRE.

o LinuXiRERFA LIRS HFimOBSIRHE
{EMAnetstat -antpas SIEBEIRZHVRE, WINRORESIEE KT,
f5I40: netstat -ntulp |grep 80

1-61 EEFIROMSIFIAZ linux

[root@elb-mge2 ~]# netstat -antpu | grep sshd

tcp ¢] 0 0.0.0.0:22 0.0.0.0:* LISTEN 7178/sshd

- MRIROWIEFRNT, BT EEZSERN .
- WMRIREEREEMLIR, BT Web IRSHEEBBEIE FEES.
o  Windowsi{ERA =R 2 inBE0RHE
{FRIrfEm NS
FIHCMDEs<1TE N
HiTnetstat -ano | findstr “ PID” GSEEHEERNROS,
540 netstat -ano | findstr “80”

1-62 &BF iR [MITIAZ_windows

LISTENING
LISTENING
LISTENING
LISTENING
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YIRIFARIERLENT, BT RERSEMN,
MRS BEWERLINT, BRE Web [RSHIERBBIHE EREE

=18

£ 1-9 B0 TCP K&

TCPIRZS | #%BH PR~
LISTEN Rk Bi A HITCPIR ORNEES | IEETCPIRSS IR
;_}-2

ESTABLIS | £F—NJFFR9ER: FETCPERE

HED

TIME- FFEEARTEILBRIZIZETCPIE | BXFTCPERE:, —R1oWESE

WAIT W EERZ P RTERAYERIA fRo

CLOSE- | EEFEMNAMBR&RAGEZ SR | NBERBUG, 88X Fsocket,

WAIT B3R HIEME SRR . —REHIZET
BT EFEMSFGE . TUERXT
NHEE

FIN- MIZFETCPEFHEZFRMER MEERNY, BE129MAEGBT

WAIT-2 "RE .

SYN- BRIESEEESREESSIERAE | TCPHEESREM ., —RERSH

SENT BZEsK CPULEXRIS, LEFARINS
. DDosKTHEth&HIILLER .

FIN- FIHFTIETCPIEEDRINER, Dot | WEHENT, RS8R 81T

WAIT-1 BURYERZE RS KRAYERIA BE (F1598 LA LA ) , R
KEAERiIROEEEFO0SKE -

KeEZEEMIN

NRZ2ENTS L EHE ML REERRYRE, Flexus LEFIEXSERI EAIMILISTE
=T, IBEDIRSSREAIINAIR BRI TIZR ORI . BeEZR=EMN
BRIFFNEEZSEMN .

£ 1-10 ERBM LK

?tﬁ'a REE | 288 1A | pEbicil R

&

1 BIF | IPv4 BEMTCP: | IPHbdit: FVFERHTTPHMYIE) MY
80 0.0.0.0/0 UG,

1 DiIF | IPv4 BENMTCP: | IPHbht: FVFERHTTPSHMY A8 Y
443 0.0.0.0/0 uh o

1 IF | IPv4 BEMTCP: | IPHbtit: BIFBIEEEER
8888 0.0.0.0/0
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B XIEEE
o LinuiRERA=MRSSEE, XAMXEEUXEEILAERERE,
LACentOS 6.81¢ 1’E%§§E80 I mpSIe

{FHiptables -nvL --line-numberai $EE EE ERIM KEEREE
HORITUA T IS ITSSHARSS BAIAIR 80,
iptables -A INPUT -p tcp --dport 80 -j ACCEPT
iptables -A OUTPUT -p tcp --sport 80 -j ACCEPT
{#F3service iptables savedr S {RTFRAMAIFAN .
{&F3service iptables restartas<$ERiptables,
{EMiptables -nvL --line-numberis SEFIZINAIMN R B ERL -
XA XERE, EFUXMGIEREEER,
o  WindowsEERARRSSEE, XA XERNIXEEIAERSE,

a. EFWindows=hR58E.

b. BEHEEMEA FANIWIndowsEfR, 1EFE “1=HER > WindowsFaKIE" .

-~ o oa n

E] ST [= 1=
3) - 1@ 2emE v FAEEER - v ¢| [ mmewE P
i ENAEE SEST: 1w -

Flash Player (32 &)

.
F
@

c. B “BHEmkEWindowsfrkig” o
BEHRERXBHERRE: TRk,
& Windows B5508 [= [o =0

» FEENEET » Windows ITKE v ¢| [ mmmamE 2|
{5 Windows BEA SRR ENEIRITRIEER
Windows I5(@mENFInI BETERGEMT Internet HRHSFEEREE,
B @ smnzw BiEE @

SRR R EN SR T RS

Windows EERE: ==

oA, NSRRI TR
ERreAEE ¥ mEa

LI Windows I IS mE FERAIS

. D EEmFRREP) Bigk @

LA PRI E SR

Windows PLAEIRE: =BA

L= PRI SEEA RTINS
BN AR FRBHRE

BORT: Windows IR RN TER0R

]
it Lovl

d. XEEXERE, EFUXNEEEREER.
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RERRSHRIRHEE

Linuxi{ERF =IRSS 2R

a. f{FEFrouteipSEBIRAKHES,
METEHEREMER, 2NE1-63F5 117058317

1-63 BEEIRAKE

[root 1 route
Kernel IP routing table
Nest inat ion

default

Reamashk

Rateua L

gateway
gatewal)

255.755
A.8.8.8 2955.255
8.8.8.8 295.255
B.8.8.8 255.255

.255.8 U
.255.8 U
8. .255.8 U
1

b. {EMifconfigag&ip addrazs

1-64 ifconfig S EE IP bk

[root@elb-mge2 ~]# 1fconfig -a

etho: flags=41
inet 1
ineté fed@
ether fa I

ff:fez4:1e7f prefi

] dro pped @ overruns ©
ackets 149514101 bytes 276
; 0 dropped @ overruns

,RUNNT

netman
: preflxlen 128
1oop txqueue1en 1000
( packets 14 bytes 1088 (1.0 KiB)
® dropped @ overruns B
cets 14 bytes 1888 (1.0 KiBE)

@ dropped © overruns 0

Bl 1-65 ip addr’n% BE IP it

tu 65536 gdisc nogueue state UNKNOWN group default glen

brd 0e:00:00:00:00:00

st
T preferred 1ft forever
cope host
d_1ft fore\er preferred_lft forever
,UP,LOWER_UP=
foffiff:ff

r
sec preferred 1ft 7710889sec

valid 1ft forever preferred 1ft fore\er

WIHAREEMX .

c. {FHroute -nap$iE

B 1-66 route -n i SEEMX

[root@elb-mge2 ~]# route -n
Kernel IP routlng table
Destination

0.0.8.8

Windowsi#{ER St = RS 28
a. FIFCMD#mSITEO.

Plarjq Metric Ref

H.8.8.8 UG
2007255 1IGH

Up EROA AST ,RUNNING, MULTICAST=>
netma“k z‘“.z“ 255.08

71 txqueuelen 1000
bytes 21176207838

carrier @

(Local Loopback)

carrier @

#{%0.0.0.009BABE RIS @M %, ERARYIPFD
Fi7~o

llze
1608
1AA
188
181
182

BEEHIRYIPHBIL

mtu 15088
broadcast 192
len 64 scopeid 0x

(Ethernet)
(19.7 GiB)

.2 G1B)
collisions

(257

scopeld Oxl0<host=

frame @

collisions

loee

mtu 1500 gdisc pfife_fast state UP group default qlen 1000

ope global noprefixroute dynamic etho

se Iface
B eths
B eths
B ethe

Flags Metric Ref
UG 180 2]
UGH 180 2]
U 100 4]
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b. iTipconfiginSEBLAIRYIPHELL

1-67 ipconfig e S EE IP bl

PS C:\Users\Administrator> ipconfig

c. HiTroute printap S EIIRHEREEMX

= H AN
E] 1-68 route print AsSEEM X
S Jsers\Administrator> route print
e ee 99 c2 Red Hat VirtIO Ethernet Adapter #2

..................... Software Loopback Interface 1
00 00 00 00 00 00 osoft ISATAP Adapter

B AL

EIRFHR R EMMNENIR 2 ST LGRS o
ZZIZI%?L‘)\IE%‘*»EI‘EL]%EH%HE%%%E’\JWé%@EEIET%, IEHEPR AN M S PSR B
1R

KRE=IRSSEE CPU FIAZE
FIR SR EHICPUR BRI S AT A S MM T RiA T . RS E ISR
SO EE(TE, YCPURSERIARSH, RASENEIREEAIT,
1. BN IRS RS EMCPURI BRSO,

- Windowsi#FEAABIRETRZTELEER, SEESEEes. 4
BENENZE (Performance Monitor) . RiELEINEE (Resource Monitor) .
Process Explorer. Xperf (Windows server 2008 LAfZ)FIHMENE FeFull
Memory Dumpt& &,

- LinudRFRFERITLepis LEEISMRRRIE TR
2. B HIEHERSILER, HoXdHTE,
- IEE#HIE: MHER, XERRSHRE.
- REHRE: BNEFHXARE, SHALUGBHE=STAEXAHE.
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NESRSEHABTEAIEE ((EREBXENTRER )

ST EIAHEES, IBEREMEAMIPHEITIAE . NREEM IP HUERTLISE, (B2
ZINEEM, NATsERE R S E TR RIS AL FiE 51 o
MIGRIIEESEEZAPAE . HBSLRINEPAE. MIGSESRE. BITEEER. Wb
MEMEFZ I UTEXRR . AXERTH, FE—IRTHIEE, HBSEML
FTiEAIE.
g%%)ﬁa@% SEEHTIHIERIRESE ML TELITHERR (HIEHSSExR®
1. EEEHEER.
BEEPEXRFERI—DUEN, MuSAHZFRS==IPERHTER, MG
BRI A A LS A RSS2SR @A .
- WIRESERPEAMT RIRSFREEERMESRSS, FETERSREM
gﬂ%iﬁ%ﬁ%ﬁ, BEMINEEZ AT LUERRSSHELE. MO
?

- INREERNRFEAMMEXIASMIRSS (BEFERREREMEZ.
X ) REEEMNERRS, THER.

- MRCIEFRCHEEMEABDESERHBGEERS, UEERIIEHIT
RS|RBTEHZHET (FE_REBERAEAT) , BEAEELE, FE
BREENTMIENESR.

[MERT Y

o BEHEMLNBTESEREE—N, BEXREREIEN.

o WIREMUEEFREANINILENE, BEF—ITITIFR. ATEREZEER,
BRBEI— I TFEEMRESB5HFN.

2. KEEEERT.
MRFHRESRR, (EREREESZFEITEAIEESHUHZTLEPINgE.
ZAILADNSRSSI=H e ER B FITIESE .

3. EDNSHRSHREE .

WNRping HE B RHAZIEN TEEDNSIRS RIEEE, SERGAIT-FEI, &Y
%’z‘}f‘%ECS$1§U: M RBRSSRR G IR E AR NI AT INE R IR EAD? =T

W

1.7.5 =hRFBES AR EAFEIMNI LT INEEZIE EA73?
FHA SR E RS- ER?

TS

MSERIZ=BRSS 25 A Re = LG R AR E ABES MR U5 R ERAYIEIRE o
XEHTIRSREFEARMEA, HERINuEREAMS,, EfRTHRLiElEEE,

EfrmREE T o hHRSM, HRdEP AR REISGTRIIER, TS
m, iplaRiR, REESTERRSS = HIEERMSRIELT

BRI A TR EESRUARERE
o (ZXUDNSEE
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o {(EtfhostsS{HRMIHITIERE
RAGHRIEER, S —E @I HMiTping -t MishHRIAEGER, #MIRIES
SEREHIOMIGEIEREESEINA

{&24 DNS Fi&
{ECIDNSERSS e itb it N EDNSERSSES, flgn: 101.226.4.6 . 1.1.1.1,
E1-69;%r 7 Windows 201 212{ER B EDNSHUREL

1-69 {4 DNS Bc &

_ e — G:40
a 05 [
s @ g ENG 2021/6/8

E e

| i

IFMIREL BT
1. LAFP{ZAdministrator, BRWindows=R53:E,
2. FTFRAMER.
a. TEESENATHA, GREEMNEEZENER.
b. BBFE “ITAMEZIHEZHL
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1-70 FTHRZFNHZ ARG

c. HEEMSHEZ, BF “EREREFRE -
3. AnIRSESECEDNSHRS .

a. WEMLZIEE.

b. BEHEATHM “EiE” , WEN-71FR.

1-71 ZRitbiEsE

,L. LI 2 5 x|
=i

=
Pvd = Internet
IPvE = FTREHIEHIR
Bk & E=A
sipati) 01:25:43
. 100.0 Gbps

=HEEE).. |
EF
Ak
>5: 3,665,678 220,713,726
=0 || =m0 || #w©

FANC)

c. i “Internet YKRA4 (TCP/IPv4) 7, FH&E “BH" , WMEN-72/
o

/.
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1-72 EIR MY EE

|

AT
&  Red Hat VirtlO Ethernet Adapter

EE(0)...

LR FFIEE(0):

¥ ™ Microsoft FEESE
B Microsoft FEEHTHFHTEINAS
¥ B qos mEatIES

[ 4 Microsoft [REEEEEE ISt
M s SR ETEREE /O BEEF
W s EEERINENBELEF

M s Internet HHUEEE 6 (TCP/IPvE)
Internet #MUEESR 4 (TCP/1Pwd)

Z2(N)... =) [Bi=(R)

EE

TCP/IP, EMMUERIANI MRS . ERHEAEINEEE
R E L ATE.

d. & “(EATHEAIDNSIRSS 2N , FRIBEREERIES DNSIRSS2RAYIP
sk, SNE1-73F7R.
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{225 hosts SUHRILMIGIENERE
BRI IRERIRAIRS S, FHSEIPHIITAE S S Nhost S SRIBALISIIERE .
BT AR &SRR B R AR RAORR S5 88 Pt :
o (EMpingfSFIMTAITEE R RAIRSS SR IPIbAL .
BUNMEESE AR ERping@SHIMAIEEERIRAIARSS 81 PYELL .
o (ERPIngi& M TEAPingInfoView TEEHiSIEER IR R IPELL

BiXBEESESZT: FEAPiIngtS I TEfPingInfoView TEE#KiH0EER
BRAYARSS S8 IPHEhE

FiE—: (E£A ping fpLFIBTIAITEERIRAIARSS =S IP tthilk

B1-74;&7~ 7 Windows 201242{ER % . iHlawww.example.comAfl. {Epingdss
e IPHENERSTRG o
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B 1-75 @ REE
a BIER: BRSBTS | ==

isllserssAdministrator?ping www.exanple .com

o
=153ms | TTL=44

=153ms | TTL=44
B]=153ns | TTL=44

, EE = w e E,

Nisers™dministrator’

2. EEITZIX ping www.example.com, 2R FRTTUES/\. BI2ERIIPIE

ht,

A EE
BEfEpingRYiZi2hH1Tipconfig /flushdnsRFIE DNSIRITER, BNIELIF,LpingZl
E—NPHbiiE

BN A IR TTL=44RYIP1t11t93.184.216.34,

3. {EMhost3T{i4,
FTFHC:\Windows\System32\drivers\etc\, EZaiEHIAYIPHILLIINITARBEAN
hosts3{4K17
BIENEHIRTIPHEIE/993.184.216.34, M¥E93.184.216.34 www.example.comE AN
Flhosts)HRIKRTT, FREREXE.

A\ EE
o hostsNEHRBIEERFSRNZONIEZ—, BIRIEFEEREN, BNEXRIED
hosts3 14 .

o UNRhostsIZHESHE 7 DNSHEHTIP, BBA REEEFIX NI PRRHTIIubLLE .

o (Blhost EUIRAX B RIVEREFHEIRIP, 1BEXEhostIHEEXT
MUSHIECE , AREERITATRIRIFIEEGRIIPHELL

4. EIHEPEARMEINNLG, U-RBETELENERSBRITE.
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{Echost ]I REEMMINITEE, WREBIXFRBUDARBRR, BNEWL “HE-
&g XIFAIARSSE.

ﬁ = {8 Ping {2 T E# PinginfoView TE&EHKiHOEERIRIIIRSSSE IP it

et LLEId Bl hosts U SRILIBIAERE, BAFLSERNT:

FRSERMAE (Administrator ) EFREI=IRSEE
WIS 2EIHaPingt& I TR , LAhttp://ping.chinaz.comJaffl,

BNBEIFEROML, #HITPingtSill, LABIEwww.example.com A, oM
LR RN B EREAIIP

T#PingInfoView, TELE, EIEFz1TPingInfoView.exeBIAT{ER,

5. ¥JFPingInfoView, I5i@EI LB 35AENEIRY PN S HIRINI N AVEMNES, FERS
OK,

HHHHHHHH 1P Address Reply IP Addre... Succeed Co.. Failed Count 9% Failed Lost Ping Stotus  Last Ping Time  Last Ping TTL  Average Ping... Description Lost Succeed O

(OJstart pinging immediately without displaying this dilog-box

6. EHRERERPILER(EAIIPHBIL,
b3 PingInfoView I_I_-' o

Fle Edit View Options Help

O HuE A

ecutive... % Failed Last Ping Status Last Ping Time Last Ping TTL  Average Ping.. Descript
0% Succeeded 248 234 248
0% Succeeded 226 238 226
0% Succeeded 222 234 217
|
£ m >
Sent On Reply IP Address | Ping Time Ping TTL Ping Status
& 2019/1/29 17:3...| 99.84.178.238 216 234 Succeeded
@ 2019/1/29 17:3...| 99.84.178.238 217 234 Succeeded
@ 2019/1/29 17:3...| 99.84.178.238 217 234 Succeeded
@ 2019/1/29 17:4...| 99.84.178.238 216 234 Succeeded
@ 2019/1/29 17:4...| 99.84.178.238 216 234 Succeeded
@ 2019/1/29 17:4...| 99.84.178.238 222 234 Succeeded
3 item(s), 1 Selected HirSoft Freeware. http:iwww.nirsoft.net
. . oS \ —
7. $JFC\Windows\System32\drivers\etc\, ¥ ZRIEHIAIIPHEULIANITI A RHEA
,—
hostsS 4R 1T -
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o hostsIEHRBIEERFRIZONEZ—, BIRIEFEERIEN, BNEXRIFD
hosts3 14,

o WNRhostsIHEEHT T DNSEEHTIP, BBAREEERIX AN PAEAT LA .

o (Blhost EUIRAR B REVEREHHEIRIP, 1BEEEhostl HEXT
MIGRIECE, AREEMITATRIR(FIEEETRIIPHLL

FlaNE$IRgipttit/999.84.178.238, NI¥%99.84.178.238 www.example.comB A\
Elhosts3HRIKRTT, RIFEXA

8. EFMAAFREAREIMGL,, N-RIETEHERINRSETEE.
HRBARER, FNEERPEARINXIHIIRS S

REEMGAERESSEIN N

MHEERER, BENSSEPEILFIASEHDAIMuLItEE, NRMLEETATEET
T, BIRAFENEIENER, thaseRinnBirRSSEFEESNER, JLUHd—
%ﬁﬂ}ﬂﬁping -t RUSHIFRIAE R ER . 152 E ping A @Bk E SIS INEHTHER N
ix?

f51%0: ping -t www.example.com
(D8
WindowsiEER SR BT FEiZEcurlZ g, BRE T HicurlE G, BIEE, F17binX
HEREFKREZR, BEENETEENT,
NRENRARESBIRBIEREEKIEF SR, RAKINEEIEnTsERihEBiR
IREREBFRERSH,
(R LABA R ZRE BN EEZR DM, RIEFSERZERIRS, HO8EILE
MEINE , MR EESEET ERRSLMEXIFEZVPCHIE,

1.7.6 =RRSSeRIEREIBIT

e VCPU/AE (GB) Lb: 1:1. 1:22, 1:4
o VCPUHKETE: 1~8

o EUf: 2.2GHz~2.6GHz

o ZHYfi: 3.2GHz

o EAMBUIEEEEN: 50/5PPS

o RAAMEE: 3Gbps

1.8 {4 E& /&R E
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1.8.1 HEXHFREI=IRSFZ S BES
EFE HESHR Windows BRIERFZ=IRSS2E?

o TKEWIA

EARMENFIWindows=zIRFZ R LD BILREHIREH TR, B4 EERI=RS
28, BanFilezilla, IREEBESZEARWindowsEN(ERFTP_H{EST4E
Windows/Linuxz=pR5Z &8,

o MMEERIRGY (HEE(ER )

(ERITIE R EEREMSTSCH VR THIEE R . ARSI FI RS, AJREFEE
EHFETRYER, EILAREN EEAE

FMEEESEREWindowsEHEEMSTSC_EAESEEIWindows=iRS328 -
o IEEEFTPULS

BRENMHERAR, EIEBIEWIndows=IRSEIEEFTPIAE, AR %%
FileZillaTE H&ES4ZIWindowsRFE=IRSEZEE .

FERIREIESZEAWindows EH{EAFTP_EES{4E|Windows/Linux=R5S
22,

o {HEFHOBSLE4

OBSEIt A E#H TR EENIEIE . BER . YIS HIEFEEZOBS/E, EECSE
BILAIBIEIOBS, FEAERRIE R eSS EIRE . MRS SE A BWindowsE
H{EROBS HEHEIWindows=iRSS 28 .

o AMFgmacOSREZEEN

WRAKFNImMacOSIRIER S, EILUBIIZREE “Microsoft Remote Desktop
for Mac” TEEWindows=ARSSsSEMN . IFMIRIFIESE A ImacOSES
FENEEERIWindows = RS 28 -

BHE R Linux IMERZ=IRS 887
o AMEAWiIndowsiRERSEN

{FRWINSCPTE HENXHEEILInuxREFS=IRSE R, 1FMIRFIESE RibWindows
FHEAWInSCP_EEXHZILinux=iRS:E .

FIRAITELInUXZIRSS SSIEREFTPIA S, TEAMEEN R AEFileZilla T B EES4E)
LinuxRA MRS . FHREBSEAWindowsEHERFTP_LET 43
Windows/Linux=fiR5385 .

o  ARHIALINUXIRIERSEN

{FASCPTE HEXHEILINnUXRAEIRSEE, FMBEIESE R LinuxEHER
SCP_HEXHFILinux=pR558E

fEFASFTPT A EEXHEILInRARIRSES, MR EESE A LinuxENE
FASFTP A& FILinux = AR5 58

ERAFTPIL R EEXHRILInuXRR RS, IFMIRIEIESE R ibLinuxEHER
FTP L& ZILinux=fRs5 38

=IRSEEE FTP _H{EIG?
FIPEEZERAFRBCLEMEE .
o (FEAWiIndowsEHEHIFTPIRSZIZERFTPILIESEIBEFTP 5= ( Windows ) .
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o (FEAVSItpdHERFTPILSIESZFEEFTP uhs (Linux) .

1.8.2 At Windows 41iEid MSTSC _HESZ4ZI Windows =R

Sen
EBMEn=
Y324 HEZEWindows = fRSS 88— RS RAMSTSCRig REERZNAL R . AT AEN
BARMWWindowsit ENBTIRIERmiERE, EXHEWindows= RS BAVRIES
\;io
BUIIESRIHF
o EMARSIINEH ‘BT
o HMARRSHEEHIERMER \HIP HERESNPEEELAMIP,
o HMARRFBVBIMELZEEANFRIEHK338%KO, BEHNIESNEESLZEAM
.,
QBT E
1. #EAMWindowsit&H L, BE “Fir” , AR “EBREFIE” BAE
FRiAmstsc,
o8 T iE REEEERHERE
2. BE “Em” o,
\ EESELE == =
;_‘ Eﬁ#[ﬁl
?‘ |
HHEA, T FEfil: computer. fabrilkam. com -
ARE: FEE

WHBNERAE - FhHiA SRR T E LS

v JEIF @) | EE@ || #EBhon |

3. £ “Eil mEH, BAZRSSE=OAMIPHLFIAEFSE “Administrator”
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|=zf=k=N Administrater
YimEsiT s g -

Ll iRie 18 o)
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| gﬁﬁﬁﬁﬁﬁﬁﬁ#ﬂ RF ST H— 1 ERIFRNE

| #BEe || BEAm.. || #JFE.. |
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4. AR “AMERERET TE, A “RREMRIRT 280 SR ATk
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V. ARSESE ==
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( I

& BT | FMEE (B e =3 |
o =1
[] EE T S E .
[ T P

B#
FrFR Windows $HEEE (KD

~  (REiRETH -]
A5 Alt+Tab
IR

- fi EEEFETDTE ST R E SR -
20y

[ $TEM ) (7] B L)
[EmEE ... |

(- PR ©) | g || #EBhon |

5 BE “FARBRT .

6. géglﬁﬂ%ﬁ” ZIEESE, DEE HEFIWindows=RSSE8_EAISUGFRTERY AN
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7. 17 “taE” , BRWindowz=bRSSEE
8. HFE “FHa > it&EH .
FEHIMAIWindows= RS e8 LRI BEIAENER
9. ?EHE%%%EP, WEHAARIHEE, BHEE LERSEEHIZEIWindows=iRSS

[=]= e}

1.8.3 Zith Windows E#1{85F8 OBS _H{&E37/4% Windows =[R5322

B(Ea=
SRS ESIFEIIHMIGIRIOBS, OBSE{AFEFEBHE=LEEIE . BB K. W5k
SEHIEIZEZEOBS/S, 7EECSEATLUAIEIOBS, FHETAE EaiilsiS g . @I
MIEIEOBS, ATLAUEER R WE AT ESEAIEIEEHRToR, BFERAMMIAIEI0BS
ANKWECREZERA, AR ICHERE. BB, BN E EEMINER,
(AT
LiBIAMIBEOBSAY, EEMREESHTINOBSEBESECSEFRA— X, MNERAETFE—
Xig, BRAAMIGE,
BIERIE
{EEFHOBS Browser+_F{ES4ZIWindows = RSB SE /B2t T :

o I1: FEFOBSETRIZHI& CIENT

FZEOBSHFENRAIARE, ELENRAIZELEERT. MEOBSHFENR
SRR, B EEEOBSRIFEECEIER .
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SRS
$B2: HEXRHIHEIRE (OBS Browser+5=, )
WwWelEmMINGE, BB M ATUEARMI 4 FEZER, OBSEREZGXLENH
SRR R BT -
AR LAOBS Browser+ /= _E& /96,
() 388
o BIFOBSIEHIGRILA H{&E/INF5GBRI S, HA:
o HE CEBRERBEZIEI0NTHER HE, BANREIISGE,
. “BAN HEBRABRRBELE1INE, KNFRFEII50MB,
o iBITOBS Browser+FobsutilaTLA_E{&E/\F48.8TBEIST {4
o EIISDKERAPIFIPUT L&, POST LEFIENS, SJLALE/INF5GBAI .
o JEIISDKERAPIFIZER HIELIR SDKART m4E(E, TILA L&E/\F48.8TBAISI 4,
R EIESE LIEEXNR,
$3: EWindowsz=pR532E_F{EEFIOBS Browser+&Eid PRI al4E

OBS Browser+2i@FFWindowsHIEIFACRE TR, BiE=IRSEAMDNSIRSS
f%iﬂzim'a', BJLA{EFHOBS Browser+@dAMAIERE, TEEHAIE R aiisiEs]
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£ 1: 1£ OBS EEEHIS CIEN

AN =
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FOBSEIREHAEMSA=EE “TRFME” -
EREALASE ‘IR,

WE XK, WA R .

FhiEEAl: APIRLL “tREERE" S,

FHRIEIRENEGRRI 5517 o

LRI, MREASHNFEERIER, BILUREERn=RIER.
“HERERT . ‘RUAINET | “IIRHIEERT FEHRERSES BT EIEEG
BelENE. AOIPIERRARE.

BE “IEPOIE” , TAAERIEIE, FESIRREEECSOIEE.

£B2: HERIIEZIE (OBS Browser+/51 )
B EEEEHE oIS (AKHISK) .

EBIiTOBS Browser+ij5IalOBSHIFBEIFIAZEA ( AK/SK ) B#HITEN . FrLAEROBS
Browser+i5[aJOBSHI, EEZFIFRENAAZEE ( AK/SK)

1.

o U~ WwWN

BEXEFE, BFALANERARE, ETRSIRPEE “HREIE” .
EEMSH=SE “HiEER” .

BE ‘HGnEER” , HA HEpREA” .
BMASHIRFNERER

BT HEFEEE FHEITIRIE, BWAXINAIIGIES

BE ‘e’ , TEIAIEER. AMICAEEETE, EBNSEEEFIIZEN
A=18
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4810BS Browser+ TEBIFHAELAL JL5—M0MD, it Ar—MIRSS SETLUERIR

THIE, - ItR—RIRSAFEEAEIEANIPTHZES, HETRELRE LE
SRS SFERXIGAEFE TE.

2. fRIEOBS Browser+%%E6], 51T “obs-browser-plus Setup xxx.exe” 52OBS
Browser+ T ELZ&2%E

3. FHAFEHmESEEmRES NS obs-browser-plus, BIAJIZ{TOBS Browser+T
B,

$1=3 ZSOBS Browser+,
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$124 (§EFHOBS Browser+_HES{%

BRINEROBS Browser+fg, #EZRIEER1: FEOBSEIREHISEIZEEFCIZINE, #1T
BEANEIEFBIR AN RS RIRERE.
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R
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- ENE: cIRS|AORN 1P, EREMEEHSTEENN RS H/AIAM
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- iwO: EOA 22,
- P& =REBENAEFZ.
= (A “SSHEEATR” BF=IRSHEAT:
o WNERZE “Core0S” PIAHE MR, AFPEA “core” o
o WNRZF “JECoreOS” MIAHEER, BFEA “root” ,
. %ﬁﬁ “BRAEI” BRERSEE, AHRG (8iECore0S) HIAHERFS
g root,
- H: BWI=IRSSEIRENZOEIETZAS R ENENES .
4. BE “BFT , HA “WIinSCP” N{HEMRFME.
5 EBRHINZE, SaLUSRANART SN, EREaNNTREsRS
28, TARNXHHERI=IRSSEE,

1.8.5 it macOS E& 1 LESEEI Windows =iRFBER
e S T

ATRIENBARMEMacOSEZENBITLEE “Microsoft Remote Desktop for Mac”
T HEWindows= RS e E MM FRIRIEL R

BRI
o AHEFEHEZZEMicrosoft Remote Desktop for MacgiE fttmacOSEFIE AT
RiEETH ., T#HMicrosoft Remote Desktop for Mac,
o  WindowsEERA=IRSZZZFEHIERIELMIP,
o EREFRTRSHEMN, BAFERVNCAXERRIRSES, $IFFRDP (Remote
Desktop Protocol ) , ZAIRB{ERAmMstscHIER .
() B8
FRAAHEGREIENTIRSEE, BIASFTFRDP,
BRIELR

. J3sMicrosoft Remote Desktop,
2. B “Add Desktop” .

STRERA 07 (2024-05-31) IR © ERRBRABRAT 89


https://docs.microsoft.com/zh-cn/windows-server/remote/remote-desktop-services/clients/remote-desktop-mac

#H7 Flexus =PRSS
= M ialRR 1 Flexus L SEIR X SE4I

1-76 Add Desktop

Microsoft Remaote Desktop

Add your first desktop
connection to get started.

Add Desktop

3. REERER.
- PCname: BINEZEEZZHIWindowsSLEIEI3EEE,N R IPHELL ,
- User account: TEFHFIFEHIEE “Add user account” ,
2 “Add user account” SHFIE.

i BIAWindows3EAIMKS “administrator” , HEIASLHIPNERER, B
E “Add ” o
1-77 Add user account

Add a User Account

Username:

Password:  essssss sas

Show password

Friendly name:

concel | (D
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1-78 Add PC

Add PC

PC name: l . I

User account: B

(el LUE Display — Devices & Audio | Folders

Friendly name:

Group: Saved PCs
Gateway: Mo gateway

Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

B “Folders” {IEiEIFHFTTIE .,

BFRAETET, KRS HESHS, FHEE “Add” .
5. f£ “Remote Desktop” TUHE, WHBEERAIWindowsLHAIEFR.

4. IEERFF EERISUEIE,
a.
b.
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B 1-79 WHZF Windows S|

o @ Microsoft Remote Desktop
% Saved PCs

/-
C—

6. MIANBREERE, BF “Continue” ,
Eiit, BEL5EEWiIndowssEfl
FIFWindows=fR5528, EEHZRINEE,
BHEE HEIEEFIZEIWindows=iREER . SPEWindows=iRSS2RAIIEF T E

B AR,
1.8.6 ZHt Linux EHERR SCP _HESEE Linux =R5528
B{Eizs
ATREN B AR IELiInuXIR/ER F ENIEITSCPALinux =R SZ S G SUARIRIES I
BELTER
BRBEEGS, HECSHIETMOR G L E SRS SR AR,
o HEH
FEARMILINUBER AN ERTIUTHS, SRRl ERA=IRS

scp AL PR @I ARIP-ZARSS SRl

fBIa0: KA /home/test.txt _EEEEHELAMIPHENEST139.xx XHI =PRSS ES
SNMERT, mSUT:

scp /home/test.txt root@139.x.x.x:/home

RIBIRTEMANERER, B g,

1-80 H1&1H

83 home] home/test.txt root@l39. ':/home
'
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AEARMLINUIRERFEN EMITUA TGRS, TEH=RSEE LASUERIAR I,
scp AP E@EMELMIP:-=IRSZEE S HFitbit ANt

fan, &5 MIPHELE /9139 X X XBIZBRSS 214 /home/test.txt N EEZAHBIS
NBERT, mSuWT:

scp root@139.x.x.x:/home/test.txt /home/

IRIBIRTMANERER, RIS TE-

1-81 &S

5c¢83 homel# scp root@13s. :/home/test.txt /home

's password:

1.8.7 At Linux E=4ER SFTP _HE34Z Linux =RSZ2E

BFn=s

RTIRIELACentOSIMERF B, NBECESFTP. ERASFTPEER FEIM. X
KRRIEL R

BRIELR

LArootFIPER=RSSE .

HATLA T an S EBSsshiRA, OpenSSHIRA K FEFT4.8p1,
ssh -V

EIRERUFFR:

# OpenSSH_7.4p1, OpenSSL 1.0.2k-fips 26 Jan 2017
SUEZBFANAE, Llusert BF 9,
groupadd sftp

useradd -g sftp -s /sbin/nologin user1
REBFZEN.

passwd user1

1-82 iR EAFED
[root@ecs-9a32-0001 ~]# passwd userl
Changing password for user userl.

New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.
[root@ecs-9a32-0001 ~]# ||

REBEFRINR.
chown root:sftp /home/user1
chmod 755 -R /home/user1
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mkdir /home/user1/upload

chown -R user1:sftp /home/user1/upload
chmod -R 755 /home/user1/upload
WITUAT S, YmiEsshd_configSZfs,

vim /etc/ssh/sshd_config

TR TMER

#Subsystem sftp /usr/libexec/openssh/sftp-server
I TRE:

Subsystem sftp internal-sftp
Match Group sftp
ChrootDirectory /home/%u
ForceCommand internal-sftp
AllowTcpForwarding no
X11Forwarding no

1-83 sshd_config M4+ mEEEEE

PermitRootLogin
PasswordAuthentication
UseDNS

Subsystem sftp

Match sftp
ChrootDirectory /fhome/
ForceCommand
AllowTcpForwarding
X1lForwarding

SEnREE, ST THSERSshdRS .
service sshd restart

17

systemctl restart sshd
AERENRITLAT GRS, EREETIRSEE.
sftp root@/Pih1If

EERINE, SLERRZERsftpine.

ro ‘s password:

print_all_tty.sh

s _1.80 centos6.5 x86_64.rpm speedtest.py

10. HITLAT S, LESRESUE. Sk,

SASRRAS 07 (2024-05-31) WRINFTE © AR ERABIRAE

94



#H7 Flexus =PRSS
N 1 Flexus L SCRz X SE451

e put -r

1.8.8 &ith Windows F#1{#H FTP L{&3Z{4%! Windows/Linux =

IRS52%
LE S Ty
ATEIRENBUEEWIndowstEERFRI A EH L ERFTP_ EEEHRI=IRSE -
BIIRER4
o ZLRSBFEHTEHIELAMIP, BRZEENFEHBTCPIMYAI21IRO
o CEEFLENHNTIRSIEFIBE FTP RS,
- WREPI=IRSSEES Windows IRER S, BNREIESE 1BEFTP ihm
(Windows) .
- WREHI=IRSEN Linux IBER%, BNRIEESE 1B&FTP ihm
(Linux) »
RMELT TR

. FEWindowsAtth 41 _EZZ%EFilezZilla, TF&iFilezilla,
2. TEWindowsAH#EEMNFTH FilezZilla, EEFERNTRSZSEER, BE “HREE

<z 9

-

- EH: =ARSERATEELRMIP,

- HP&: BEFTPRHZERAFE.

- ERY: EEFTPEHRERIFAFXINAIERD
- M FTPHEERRO, BUAERM21ROA.
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1-84 ERE=IRSSE
[ sftp://ftpadmin@139.  :21 - FileZilla = | o[
IEF) HREE(E) EE(V) BN BESS) BHEE) EEH)

i :E SO, TA2,
ZEHH): I:I HFE(): EE[\.W;||||||||||| | &=OP): |21 | EEEEQ) |L|

i EEEOESSWERTNIER. ~
e [EEEE 13 >
> | sftpy//ftpadmin@139. x -

v

+- |, ProgramData ~
+ . Recovery
|| System Velume Information

= || Users

. @B Administrator

All Users

cloudbase-init WINDOWS2012-5TA
Default

Default User

+- |, Public

w
VAL A e

3. EALARERANAHENRIXY, EREIAMNTEERRSS:S, Tl ELE

B=fRSSER

1.8.9 ZMh Linux EHVERA FTP _HES43F! Linux =[RS 2:

BEiE=R

Zﬁiﬁé’n’ﬂﬂﬁﬁ Linux RFRIAHEAN S EERT FTP BRSS, SR E(ERIRBRSS
#EHo

RIS
B LEXHNRIRS SBFIEE FTP RS

o ZSIRSBEHEHEMEAMIP, BREEANFBFFBTCPHMYAI21IHRO
o BEFLIEHNEIRSSEPEE FTP RS,

- WREI=IRSS2EH Windows BIERS, BINRIEIBESE BEFTP ihm
(Windows ) ,

- WIREHRIRSZHRA Linux BIERSE, BIMNREIESE BEFTP iR

(Linux) ,

BMELR

1. LinuxdiR{ERFRINIENLEftp,
LACentOS 768 ERF M, HUTLATasSR=ftp
yum -y install ftp

2. PUTLATESSEERRS S
ftp =ARSSRREIELAMIP
FRIER, WMAFTPIRSZAVARZFENE.
- ke

PATLAT <, BRI EEERIRSS =R .
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put A4N304t
fign: EAtLinuxEHLAI/home/test.txt _EAEEI=ARSSEE -
put /home/test.txt
- TEXH
PATUAT S, BoiRGFHRPISUEG TEHERM,
get =ARSZEE A HBLE AR MBS ELE
Ba0: B=hRSS 2N test. txt FELEI AR MBLInUxEHL
get /home/test.txt

1.8.10 EREEEAMENFD Windows =IREZEE 2 D BIEEUE?

Biz—: ZREHTHR
EARKENFIWindows= RSS2 90 BlII&EEFileZillaZE T BT8R G -

BiE=: ARG

(EREiE REEZEMstsHIUHTHIEE . ZB AR GFIT=EE, AJeFEmT
;l?ﬁESE}R, FELEAREN LRI SHBRARS, BI(EREREFTPIRSZFH I TH
EEE.

. BFRARMEN.
2. (ERABRERE “Win+R” TR “B817” &0,
3. TR, B “mstsc” , SRR EEE.
1-85 ITiE REIERE
v mEsm=E o © [mes|

Q‘ I?L'ﬁ%[ﬁl

W EA, )
APE FEE
= EEEI RO o R

&I @ | EEw || #Bhon |

4. BEETAN T, BFHETEEER.
5 IR ‘AR E, FRE ‘AHREMERRT 2R FEERT .
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1-86 A&}

v mesmEes == =]
J\Eﬁ% [H]
{ I
EERERE T
iE S0
B Al s SHRE -
C [ BEe... |
i
o FH Windows $HSHE )
=~ [ruzEenH 7]
Tf: Alt+Tab
FHEEINER
) EESEEAESES ERFNEENEE -
=1
TENHN, () HIMALE (L)
[ EEEEW... |
(= IR ©) | E&om || #Epon |
6. @ik “IRnhzs” A “HMsASRBMERIE (PnP) RF 7 , HBE “AE” , BE
HFEN LR EREEMETEIWindows=iRSS 28
WNR R EEMREER D A E LRI EEIWindows=ijRSSEE, 1BEF “ RGN
227, AEFIRSIIHERE.
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1-87 Z!Si'lﬂIRE*DJ\Iﬁ
v mEsEmsE ==

&_‘ E*}#[ﬁ]

FHNEEHER
EEETniE G ERRE S EN, CAE B R -

EHE M

[0 ®

(V|3EzheE

(V| E =R ENERNA (For )R 5

A=1 | D B b ey} L=
| ®WE || BE |
7. BXIIEREREmEEEREO, FE “EN ERAWindows=iRS2EHEMER
P | PABLLE
1-88 ITiE R mEIERE Windows =IRSBZ 22
v mRsEsE o] & =]
&_‘ :@ﬁ#[ﬁ]
2 )
HEH, C): R -

APE: wEE
S imE RO E g -

(= ER@ | EgEa || Zehon |

8. EE “ \E}_\-‘z ”
”indOWSEHEx’ 2E o

9. BEEWindows=iRSBENEEER, NIREBERAMENAIREZLZE, MR
AR FENSWindows=iRFZ 2 2B LA BEHIE T, WE1-89F .
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& 1-89 EEWEZIRE

R En s 2]
o e v o [mEEamE 2|
s 4 R{HEE (6)
o FE !
s E i E_ B
= A AR
[o s a T
— 2
i g u* b l =
L5 -
.. ECS-2ATD 4 RE AR (5)
M tsclient
P PWAS4ETE HHY C oy PWx454513 EHI D
o -
P PWX454E13 HEOE o PWx454613 HHIF
= -2
MR (03

— I
W7 354 65w s a0s Go

DiE=: BEFTP IR
FEREFTPUASY, (S HEIRIRSSER.

1.8.11 f&£/ FTP L& HAT R FimiEZAR S umiE R B A T?

)RR
BFIREEIRSIRIEN, TRERTIRS.

YR5IRE

ZAERF A EN WindowsE S _ERIFTPIRSS
EIEEELES

RS iR X iEs T 2 H=#
QBT E

1. WWERSKHEXERIE.
2. XHABGKESERIIBRAN .

1.8.12 (£ FTP LEXHBIBAKM, XIHEHEBIEAD?

I ERFEIR
FEFBFTP AR, BAKM, XHHEREN.

YR 5SRE
Z N ASIE R FWindows &R %t EAIFTPERSS
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B EEES
FTPRRSSIRTENATIRE T, EPinsERWaMEEERS IR, EXMER T, RSim
AOIPHELE A M BE R SMNEBIAEIE], FRIARGZTERRSS imhAYXTSM PHRIE S AR S5 2RI WP
(GBHEARIP) , EREROCERREHHEEEL BHRFL LR OHE.
KBTS
SBEMEAMIPSFABIPERANATSHEIE, FTABEERSIniInNAYECE .
1. BCERSBZImRXIIMILMIP,
1R “Edit > Settings” .
& 1-90 EcERRSSimXI NI [P
FE_“.'.W_' aoix

P8 W tene kio @3-

Nwt

Filadilin Sars

2. iE$E “Passive mode settings” , REFIEERIROEE (2150000-50100)
FHESHEMEARIP,

& 1-91 i EEREE IR EE

Fi1ezile Server Options x
- Gerersl settrgs Filefilla Server
-
o ¥ Use atom portranglt [50000 - [0100 JA-65835)
L= —

b Pusene mode sectncs B External Server [P Address for passive Use custom PASY setengs if you are -
STy utingy mode warafers: |operating the server from befund a NAT B
Macelanems  Delfsit router or & frewal. In that case, e I
Admany Interface settngs -address of the server s not sccessible from
Loggrg E t outsde of the router, 5o you shoukd filin
fpreoiine e uuhﬁmma

- ange
PR SAS,. ¥ous 2o oo emter Postrames need to be forwarded through the router.
FTP gwer TLS settngs |
Mdtoben ™ Retreve external [P address from:
I!:'a ). 143
[Defast: htw:/Jo. el roject. i) =
MhmﬂmnwmmDMnmmmu!m
after the rext fnded transter undl Flelils Server recogrres The changed IP
n most cases, the 1P is updated within 305 after a faded vansfer.

¥ Dot use external [P for local connections

[ 1]
Cancel I l‘wc_mu:hnbulﬂmmmm
3. $$ “OK” R

4. ZEAPHFBNFGEcpiMYAIS0000-50100F0218%H
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1.8.13 837 FTP, @B I AMTEIGOE

"’

g

X

CIf:t

iR

RE

1-92 HuE 50000-50100 #0 21 i[O

| TCP: 21 1Pv4 0.000/0 ® |
TCP 22 1Pv4 0000/0 ®
TCP : 3389 1Pv4 0.0.0.0/0 ®

| TCP - 50000-50100 1Pv4 0.0.0.0/0 ® |

5 rﬂ}:llﬁﬂ_ };tl)sjl_t o

e WindowsiEFRGRITIRSS =R,
imBhY, FTiREERIRS Mo

o  EFUmIEEIRS
o LEXHIE.

o HIRSZFAILREHI=EINNEEFLE
o  HIRSH|AIMIKIE=E T FTPEHIZ

BEoE FTP BAKIESZIF

MREN= ERIIRS SFFEEBE 2MIPHEIESRISE R EAISEAIFEZAIFTPARSS 230,
FERCEFTPIRS AR, MNRFE(EAFTPIRSFAIRNER, UFEEE

FTPRIKIE S5 o
1. BREEERSS

AT?

BETFTP, (BXEET

, FBEVNCERERZIRSS=R.

2. &R “FHA > Hﬁ%ﬁ% L

3. & “Hﬁ%aﬁé
(ns)Ees 7

=7 o, BT

i iR

T AR

i FeEsE

fo IS

iR RS

TR REEE

.

FINEE

@ =t siEss

ThRE

3 FINEEIEREMIRSRS

FiEmEEw) B i

| TEERERY

BeEHESEa
B8 2| BEEE 1 | BESRER1

BIiRSSESE

=R =RS

Permit default Linux SSH port

Permit default Windows remot..

Gl H /N

g TEM IEM #EM  #Ee
Internet Information Services (IS)ETE=%

i
|-
B

IPIERZRIIAIE

“ ﬂ&EW > TE > Internet Information Services

iSCSI ZERRE

Microsoft Azure BB
ODBC U= (32 )

ODBC =B (64 ()
Windows PowerShell
Windows PowerShell (x26)
Windows PowerShell ISE
Windor owerShell ISE (x86)
Windows Server Backup
Windows FIFFIZET
=2EERS

B

BE

EREE Windows [iiE
HENEE

EEHERE

=HEEE

B EEEAMLE R

4. Wik “FTPRKIESHE” H?:FFTPBEAiiii—.rE’JEEEﬁEO
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-: ..... = ] -
> H - ot 2 FHE(G)
b 14 I (V1 Q- WE Bozmdministr{ E

— — FTP

s -
[FTP) IFTF)
FTPIP itk FTPSSLiE FTP Zaas
= HHIRH =is

= fi=
‘)E »ﬂc (8}
FTF “FTP] LEIFTPR

FiP BEM FPE#ds  FIPHAZE  FTP S4GE

- GhemETA)

= iE ik
]LIJP HFTR G0
FIP SR FIPEE  FIPRAFE
il B
s -
HTTP AR MIME 38 4B B8R v

5 EEHEXSH, HEeE ‘NAT
-  HEEEROEE: EERTEENEENIROEE . aHgEasuseE
791025-65535, BIRIELIRERHITIRE -

- BEKIER9SMERIPHEIL : EINIZSRETARSS BRI M IPHELLE

@ FIP pRKESS

4 A FE(HR FIP over SSL

FUBIHTE LIRS | SELISEN FP BEBESnEERasnEh A i

e — TR EEETE
£, EESICEINE
1P HEtt,

HEESEOEEO): .

||5000-5000 ||

TR 5000-6000

BICBIISHES 1P Hakik(E):
— |

i 10.0.0.1

] AEHE
6. ERTIRSHEHNBREES.
IRBRRHERMNKIE
ERITFTPIASRIE, BEASRSHEREAMNTSERN—REITFTPIROIAMA.
MREET ‘REFTPENERS , BEARSATRMRITFTPIARERNRON
FTPEA X PR R B E i L -

RSS2SR XIBBMIARATTCPAI2 13K O B TFFTPIRSS . ANRIEAEMIRO, BEEM KIS
HRIRII— SR T IR O AN AR o
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1. BREEEFS.

2. mEEEEas N Y, ERRIEGNEE.

3. MR CiHE > SRSE .

4 EERBEIIE, BESTERLEANNERSESIR.
RAPMEE L SRS ST,

5. IR ‘RE” TS, HEd, EERLSENN.,

6. BEHEZELAID,

R E RS AR .

7. EUANBE TETF, B RN , BREZSENSEIIEN.
RBUSES, BRBIHEE N AT EMIPIA RS DR E.,
BLEFTPRS NG S h AT S e X (1S5 J91025-65535, BIANEERIEIE:
3B E795000-6000

AINATI AN @

‘ O =22 \FERANAEES (6F)  HEASBRERS

=& sgrfoma

iz @ Bk @ sk R
BEYTCP - 1PH v
‘5000-5000I ‘ 0.0.0.0/0
BN SN EETLISERI900 M e BN | BB E SRS A G iy AR,
T LU
(MEEY::

B HRILLEZEREARO.000/0, FEAVFHEIPHALHIIR AR RS
1.8.14 J7F FTP [RS5=8 NN MHRETREEIR, BREEERFNIR
hiaiZ
|E)RRiEIA

FIFFFTPARSS 28 LRSI ERTR IR, B E RSB BNRIBITZIUFE,
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1-93 FTP SZ{4F=4EiR

e FI7F FTP RSSO =i B4R, BRESTHIRAIESIS
El

BIEEEES

FHES:
200 Type setto A
227 Entering Passive Mode ( )

MBS B E T FTPRA KIS

ET5%

LUREIERISSEE A6,
1. FTFIENESSESEER" T B > Internet &IR",
2. ®EE ‘SR &R,

3. ENE@E “(EREEFTP ( BFRIKISFDSUAHRIBRRERERS ) 7 o
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1-94 Internet IR

= (=2 |ma |ms |z= |2z ==

=E

[ SRS Al
vl EREMERRE"
v Pﬂﬂ Internet Explnrer Zim Web IR ERRE

L] {EE‘EEJ FTP ﬁ?ﬁxm DSL mm
v EREFEED
(] mEicSTaanslasEs
[ ] EE iR REET
=] HhEEin RS
O BA
OF ~=
O BF
[V HBkMm Aﬂﬁiﬂﬁﬁ#ﬁﬁﬂﬁﬁi

e T ST A A ST Y

EFESERER)

E5 Internet Explorer 28
¥ Internet Explorer BEEEHNEE. =E(S)...

RaEast ToEERIRSET | ZaRitias.

Bz B | AIEA)

4. BFE “HBE” , ERIENSNE, |IFTHFTPIRSSSE EAISEE,
1.8.15 WinSCP EL;&E#3 Linux =IREZEEEAD?

EISENE
WinscpToiZiEERIIRSS=E . SSHIEE T BEHIuNXshellal LAE #EiEE RS S
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1-95 Winscp JE# 5

"

(*"

L) FRCM) RHF) @BE(C) SE(S) HWIHO) FER) HahH)
& B - ST B

. root@ x I e
RIS -E-FE- =R i
R [+ V]
CUsers\Administrator\Document s\
&F Kb 258 [=hc &F Feh BHEE R wan
HEER 2021/7/3 14:55:48
i iz 3 <
Adobe pre o3
My ISO Files i T .
Ly {1
NetSarang Computer itk 0 RERRRSPRA T
WPS Cloud Files JE BEBEESSMIBHIS126,
iR

FEEUBELSFTPINY, EHLESFTPRESESRE?

WHER(R) HRA(H)
=

0B/0OB, 0/6 6ERER
E=r3

RESH

HithSSHTEIEERRSRIEE, (BEEWinscpTixiEEZIRS S, 5HASSHIRS Ei%
BIAAAY, WinscpiEEETRIZSFTPIMY o

HITLATa<, BF/etc/ssh/sshd_configiZf4,
vi [etc/ssh/sshd_config

BEXTSFTPRIECERIA, 1HBASFTPREXAIECE 42/ usr/libexec/openssh/sftp-
server

1-96 BF SFTP XEXRIECE 4

# override default of no subsystems

Subsystem sttp fusrflibexec/openssh/sftp-server

gNRsftp-server X HIRRETIRFIESSHWINSCPERRE , FUAMNIRZET755,

ET5%
o MRNHRRK, EAUIERBIZERNBRT, Biscpat Bt HERLIBIEER
AR5 == LRISUHEMEISIET NN ER T .

o WRNHNRETN, ATLUEIE chmodfES4 PR/ 9755,
chmod 755 -R /usr/libexec/openssh/sftp-server

1.9 HEEE
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1.9.1 =@E# FAQ

L SLAIERRE R AREI?
o IENIES
- LIRSS EIRR .

- FMBEUERN, (CHFELLAESRISIENERER, NMUSECEREH S
AR EBRIEIRR

- FWXREIEEAEEERER, BERTIRSHDNWEIER, MntER
gﬂ%ﬁj HLEEER ( RARTFENAMN ) - BRRIEFIGHETE

- EMIBMNROEIERELLAILESHEABAEE (QEEE. BIT) , 23UE
EEIHARSE) SPRERRILEAI—3, ASZFFRIREEAIRIT .

o Y HRHER
- (IFHIREERRT S, TXRGEPRT . WEET SENEELERA

1024 GiB,

-  SRIRMEERXST KBE, MEREIBEE.

- ?g B ERHANYE SEr4PERIFlexush RS 2ELEEHI—E, B BRSE8LER
RIRLT .

L SEGIEBRTLAME R A RBIN R G NEIER?
LSERIRGERITISEION, MIBRATIFEMRSSD V2,

AILARY L SEIRNR GRS EERR R J15?

BIELLAE, LEAIEBFHNRARNEERE, FINRSRFMT &, 08
THRLERIRYT BRSE

LSLBIRSIRESTIF R &, BRI Bo@EE.

1.9.2 Flexus Z=fRS325 X SEAERBEBITEAPRS?

o SHIBNREESARZFETE—AIBKX,

o WMRBIHZE, FEBN=ERAN ‘TR K.
MRBHZE, FEHNERS “EEER” K& ‘TR K&

o  ZTIRSZ|/AVRE N “&iTH” 3 K .

o TFHEINEIRIER, FUFHEHLERIRSS

o IRERBINSCSINTERAFRENFNTIRSHRIRGE

o HEIERRSH|MMINRSGE, HHE, WRGRELFHRREZER, WRELE
BOETIRSSE; WRIEAEIERER, WALERSEERRS=S.
IR RRSREWLNVAEEZHUER, B85, MREFER, WRBEHEHS
RRBRSS 2RI .
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#H7 Flexus =PRSS

S 1 Flexus L SR X 26
1.9.3 HEBHEAT?
)R EIA

WindowsiE{ER BRI MRS =R T EERIREAIRE, ZHEL TRV, =#75x:
BRTFEERIRENRE, ZHELATRTVAE, WEN1-97F .

1-97 W2

1] | i

La RES D =

B RS (C:)

40, 00 GE 100 ME WTFS [[39.90 GE HTFS

AT, FERE G IERT (Boh, mmEai, Ak

LEl mEE 1

EE

100. 00 B _ LI:IIIIEIIII 6] _

mEn NI

= hd
)RR R E
WindowstR{ERZSANERRS I=FpAY: OnlineAll, OfflineShared,
Offlinelnternal
2 1-11 Windows 2{EE 5t SAN KEgEEY
£ it )z
OnlineAll R EHAINHEEAETERER
OfflineShared ErRTEH=2%F (ELUIFC, ISCSI) BIsF AL E
FBEEZER, IEZ2% FROWMEBHE T ELXIER .
Offlinelnternal R AHAIMEEE T BEHE .
SFFERSRANEIWindowsiE{EZE S ( fIWindows 2008/2012 1MlkR . EEEC)
bR ) , BMARHZEEZOfflineSharedi&Ez
SR E

[EFADiskPartiit i R EIB T ERE . QB RIS RMSANGE, HEIEAN
OnlineAll25EY,
1. BRWindows=iRSSEE .
2. IRMREEE “Win+R” |, iEfTcmd.exe,
3. WITLAT@<, #ADiskPart,
diskpart
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4. PUTLATES<S, BEERIRSR/IRIAISANRES
san
- WNERSANZREEIONlineAll, iEH{Texitiz<S>iRBHDiskPart,
- &, BHRIT5.
5. BITLAT®S, 1B =iRSSEESANSREIONlineAll,
san policy=onlineall

6. (HE) WFTRAER, EAILUSESGISANKIERIRIRSF=HIEAFAGRR
?ﬁiﬁﬁ%ﬁ{%ﬁﬂﬁﬁ’ﬂﬁﬁﬁ%%, NINAYBEE RFTHITIIRMIRIE, BEROAZEX
TR o

1.9.4 Windows Z=fEF 282 EAMEEEURERIEAD?

Brns

Windows=fRS3 22 L EMIESE, AJReaREMERL. Eit, TEMEE, FEEH
BEHNEERER . AHREN EEENEENEREETINEIIRIEL R,

BRIEL R
1. XHHWSEERIE, £ T8N PEONFENHES .
- B, ETHEBHERIRSESE, £%R.
- B, BRGEEERT, T2,
)

LAERAWindows 2008iRIRAIR RSS2 M1, [RIRZLEMIERE], mIRSZ=_EHA1
RRFE . 2REYEE, WEN-98FR.

1-98 TENISIREIEHIFR

ioixi

) - ~ i [ #F =
klﬁﬂ *  RiRH  IMNEREERE  MMERESS  TRiWEE = 1@
v g -~ Hg @ =
5 T S ) oS @) ]
L 2= ] el | = ]
w, MEHE h/zsgcsﬁm-#wscs VG o, B e |
& e )
h L] | S s ol Eoma
| B .
o
o W
RN
& s )
s FFh0E @)
ca W02 2
g
L ECS-WIN-DISE-3 T{pif: womsrove r R R
HFSE: Intel B) Teon i) CF.

Jrum % 8= o @] @172 b T e ®

TEMRE, EEUEERER, NE1-99F7R.
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1-99 TENUEEHEELER

ETE———_—_— o

|V i
() - a
0~ R DIUEEEA  RERESNEENE  THITV@EIR = [l @

i iR g
8 TN EiuiE )

&'fzsgcsilﬁ-;nsca

k ECS-9IN-DISH- 31{‘;;& mm;l:;rrx e FITE: 2.00 GB
| B w2 # a| &/ @)%t & w 50, m
OF\ERFNREFE ., Fit, TEINEEIE, EFNEENHFI—H, TREEE

SF B K.

BEEREN ‘B Ko

a. IR “FHRT XH, GRBEE ‘HEN
ﬁéﬁﬁﬁia_ ‘IRSBREER" TH.

b. HEAEMSME, & “776k > HEEE" .
N “HEEERNE .

¢ FEEMEEPEIMEETIZE,
IERRA L EH TR

FikE “EE .

PRERBERIATHEE, FHEE "B,

1-100 BX#l

RiER® «:)
100 mE KTES | |79.30 GB NTES
|b\275!§§? OF || apmit Omdh, R, S5RY

%
meo | .

|_,§ liﬁﬂl;ﬁl ER OO ':1

g | 104
o0 [* B e ™

ES=sEA

i
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3. BXE “UHEN hERENTY, KRESTENEIIEE .
- & R
- B, BEERRERREA .

=I5l x|

OO0 e -wwn R (=]
g0 - FREE  EEEERRET  SMPHUERE  THENEE = -3 e
s = g -
s TH Eihiii® ) FEoE o
— =
!:Enai-mr&z .g{.m.ﬁgsan I.I‘ _aﬂ'eslueslﬁa‘;x_ggg'w_‘
& _ gne o) B
‘B w5 W 901 oo B, E oo GE
el MEE
L -]
o BF
A
& Eis )
ca WHS 0
ca F02 @) [
i R
% ECS-WIN-DISK-3 T{RéE: woRmsRomm T 2.0 6h
L5 SEE IntalR) YesalE) Go
z = P {;; - L PR 10:45
ﬂ jJ ot | ﬂ & LR E LR e
= —

1.9.5 Linux =RFB 2T EMREHERIEATD?

Birin=

Linuxz=BRS528 L EAEAT, ARESREMBIEHEAWAIER . Eit, TERERE, F
MEREESRSEEIERE . ADRENBEEMEEOEREIEBINSIRES

.
BIEZR
LAroot P B R RIS

2. PUTLA T &S, EEHERER.
fdisk -l | grep 'Disk /dev/'

1-102 EFHEEE

NE1-102F7R, =IRSZBSHRHE3RIEE: /dev/vda. /dev/vdb. /dev/vdc,
3. WIFUTHS, EEMEEEER.
df -h| grep '/dev/
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|§|1 103 Eﬂﬁﬁﬁﬁﬁﬁ%}ﬂ

WE1-103F77, =ARSSEERER T 15042 /dev/vda,
4. XLEABHEENEENHEE—H.
- =B, ®XRERI, &R,
- B, INFEEEESRM, 1175,
5. {FRmountip A,
=~
mount /dev/vbd1 /mnt/vbd1
Hrp, /dev/vbd1 2fFHEEAIEE, /mnt/vbd1 2IFEHMEEAIEER

A
FEREEAISEE “/mnt/vbd1” BB, BUSEHREW.

6. HEXPUTLAT®S, MWCESN#EENHEE .
fdisk -l | grep 'Disk /dev/
df -h| grep '/dev/

==
- /TE; gl:l

- IZZI: ’ 1%3:*22!; ™= HE&HQ;&*Q% o

1-104 KEBHRENHEE—H

WEN-104F7, FRARNRSEINERSSBRENH—, P52 /dev/
vda. /dev/vdb. /dev/vdc,

1.10 ZLE1E
1.10.1 SIic=RFBEARPREBB EAD?

WindowsZ=RZ2EHZMIAB P Z 2Administrator; LinuxEA=REBZBENAAPZE

root,
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MRETICIRSS=RERS, BOLEERD, BMMEEENRE/EERD.

1.10.2 &8 Linux ARG 2 /IRIRS S, TiEEETIHEA
? (ESFABEGRYIIAEE )

EfEEES

HURSRF

FEHLInuFABEZROIRE/INRIRSEEE, TEBTEEEREFRFlexusiFBIRSSELE
B, LinuxFABRGIEGEREEMTTFENRSHINE=N TR, BIDLEFAE
$EIRCUERAYFlexus AR SZ BELLAImRE R M A L E— A TN EEHEM L L EE R
%o

o MREHRECHNBIREIRS TN, BSEEALInuFATRGEIZR/IRIRSS
#BE, TEEETWEAD? (SHABRGIARED ) LEmMH.

o NMEGETTERRAGREGIRSSHZEN, BTEUATARABTIIERGERZT—EX
EIOEEREMS, FHOFlexusR RS HRBLLOIREZENE

AR EEEN oot HFHNZER, A EERrootFEBEER-IRESHEHEERE
$AsEEIFroot FBFPRYIZE .

o (FRAGTEEERBRHIIIATREEIE—SLInuEERRRIGE B RIRS A
o EF—ALnuRIERFENIRIEME=RSSEEE, Bizlal @t miRESREEMER
RSBBAZTFE—ATHEKX,
AR
o EHARIGETIEMEARSSREA/ BT R — R EE EIHHAIFlexus N FRARSSZELSEGISIE
FE— X1,
. ggﬂli&ﬁf@égiﬁ'ﬂE‘,ﬁ SHMRBRSSFRAENIGES, BRILIEHIEELE—SIRE R ERR
FTBEEo
o ENWIAVEMRIRSREZEZNE, BNIEM, LIRREIKRE,
o HMRIRESIBEEUITHIELMIP,
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%97 Flexus =R

= )RR 1 Flexus L SE5IKZz X SE4
BERIE

1-105 EEFIIRIERIE

IlEBTECS B

ISETECS A

THEEEEEE

H#FESHE (ECSA)

HHESRE (ECSA)

( /i ) T HrootZERUR

HHFERE (ECSA)

TR EEEEEY

BIEEFARIRE

=g =R L LHG RS

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
:
|
HHEESRE (ECSA) |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

B ERS L HIED

BRIESER
1. THESRBONE, 7 HEEIRNRERRSSES.

BETHEEEBHA, ERMESWINSCPEERTH, 1SIRE
changepasswd.shff) A (&2 ImAt=pR5888B -
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#5957 Flexus =PRSS
N
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WinSCPTET# ittt : https://winscp.net/,
BNEEZBHIA, 16417, BMIFF1658/17317,

unction create_setpasswd_sh(){

export PATH= t/bin:

#ichroot §i{mountPath} bash -c "(echo "§i{passuword}’; echo "S{p d¥") T passud root > sdewnull Z>&1"
filename= setcsinit.dssetpassud.sh
if [ -f 1:then
rm
fi
echo " "oy
echo "
echo "
chmod
echo "

BBt RRS /AKX, HBEHRRR, FREGEEED RIS RIRSS S
Bo

a. EREEEHSE.
b. BLHEEEFIGA LA Y , EEKEHMNE .

¢ BE— 7, &R UE> BUERRSHET .
Klni 8t =RSEZ AKX, FRERSB[IMHENFIBR, &R “RiE
®/” .
AR

A RIRSSBRKNAT, IBPPUTRHIXNRIE, BN AR REBERMDIRIELANK .
e. BERFEBFAETH “EHIE” , HEZRRE.
KBRS EEHIIRIEERRSS /B L
a. EFIRREMERIRSSEBIFIER, FiEE “miER” ¥,

b. BE “HEHHME" , £ “HHHE" WEEP, EEMHBNRRE, B
HiEH IR = RS =2EB L.

EIEERIGR R ERIRSS B, HFEEEN.
a. HIRREMRIRSSREBRY “#BRIE7 T, BE “imiEER” .

b. HITUT#HS, BEIGIEERIRSRA LIFENERFEZEIGITE T =IRSE
BLAIBR.
fdisk -l
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d.

1-106 ZHRSALZFERR

ruuiultmp 0Z-zuh:" H fdisk —l
104857600 sectors

512 bytes
12 bytes
b: k 1dEn+1El‘1 Bx44451b07

Boot Start
2048

End
104857566

Sectors
1804855519

Device
sdevssdal =

Size Id Type
50G 83 Linux

Jih
C l;phur1ra1J
ptimal): 512 bytes » 512 bhytes
hl\k 1dPnT
Boot  Start End Sectors
2048 1126399 1124352
112L 400 93884031 B2757632

Device
/ dbl =

Size Id Type
5491 7 HPFS-NTFS
39.5G | ? HPFS/NTFS~

sdewss de

es changepasswd shEIAFEBRATUA TS

chmod +x changepasswd.sh

, IBITEEEBHEIA,

./changepasswd.sh

BITEEFBRHAN, IREFRTEE lv$E9EEfJnnv (&no lvs
commmand ) , J\Jﬁagrllmﬂﬂﬁﬁzﬂﬁ%ﬁt #=lvm (Logical Volume

Manager)I,\, BEFERVmM2, & EIL)&MT::D $yum install lvm2i#{T&
=,

[MERTY:

AR G = AR SS 2SARNIGRY M = AR 3 2EBRYIRIE R Ft1Y A centos7, BTHIAE
R e BIER AN . BBHAFTAINS “mount $dev $mountPath” {89
“mount -o nouuid $dev $mountPath” , BHEBIAIZITEM

RIERSIERAINRENZEF5.bHIREERBRER
RFETUTERERT, RAEERERI.

set passvvord success.

6. (diE) NRREIFrootAR, BTN TERIEF T FrrootZERINR .
vi [etc/ssh/sshd_config
Eal FECEIR:

fEPasswordAuthentication no 25 PasswordAuthentication yes

g XimPasswordAuthentication yes BIEIA#EFRIE
#EPermitRootLogin no 249 PermitRootLogin yes

g X EPermitRootLogin yes BIERI# TR,
{EAllowUsersH9{E Aroot

EXEFEHKAlowUsers, INEREHIBENERE NFEAllowUsers root,

7. Blaiett=iRSEBXA, HERSGE, FREEREHRFEEERRSRAG

WITERRF.

a. BB RARSSEBXRN, HEANFER, & “=ER” 1E.
b. f&E “HEH , EFEZAI3HIG Eﬁ?%ﬁkﬁ@%éfﬁﬁ

c. FEFERILInuGEMRIRSZFEANNFIBR, &EF “‘mER™ T,
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d. BE “EEWE" , & "“SEHHE" WHEER, EEF7.LHEHBNRRR.

8. gllﬁﬁ;ﬂﬂ‘ﬁﬁiﬂﬁ%ﬁmﬂﬁ%—%@ﬁiﬁ?ﬁﬁ%}ﬁ#, BRRPENZE—RER
AIEE U o

9. ERIGREMERIRSSERA,
10. EUZIRREMERRZFANRFR TG . BRRMEFIEIERARRR.
11. {EF¥SFlexusi FARRSS SELLHNIRRIM R AR RFIR . EMNRIEFEIIRIRIER

%
SeRkLA E#R(FfE, BIRJJ9FlexusfFABRSS2RLLAIRERTE . BIMNMFEIERE
ﬁgo

1.10.3 {£A Linux FARRGEIE/NHEIRSRE, TEEERLEA
73? ( EXFABREHIHRED )

S
FRLInuFABIRZR IR /IRIRSEEE, TEBTEEEREFRFlexusiFBIRSSELE
B, LinuxFABRGINEGREEEEMTTFENRSHINE=N TR, BDLEFAT
$EIRCUERAYFlexush AR SZBELLAInBE R WA L E— A B EEREM L LI EE R
ﬁgo
o  WNREHRECHFIERGEIRSZIEZEMD, BEEATHNETE—BABRNEERNE
TEHYG .. ZEHERE, BITEEEE.
o WBHER TG EGIRSZEEZNT, B2 IEALiInuxFATR& I3/ R
£BE, TEEETUEAN? (ESIAEESBER ) RE—EXZNEE
i, TGS, BIEEEE.
BELR

. LArootFIFifess SFlexusiz FBARSZ2ELSLHA .
2. BT T®S, BiIREE% % CloudResetPwdAgent,
ls -lh /Cloud*

1-107 BIR B ELRE— B EERDEN
[rootBecs-test 71 1s -1h ~Cloud=
root root 4.8K Jun 13 14:13

root root 4.8K Jun 13 11:53
root root 4.8K Jun 13 11:53

root root 4.8K Jun 13 11:53
root root 4.8K Jun 13 14:13
[rootlecs-test ™1
[rootlecs-test ™1

KMBEERERWE-107F7R.
- B, TrReTE—EAEEEEEYE, FR,
- B, ERRTE—EAEETEEYE, BRERITUTRERITRE,

3. EEEREHARE—BXEETBEEGTEM (Linux) , TENNPN—REE
Z8i5E4CloudResetPwdAgent . zipFF S Bl S22 ARG o
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ZE—REAEEERHHEFNERREBRTIFHRER, BEEEN

4. WITUATHS, BEREGECloudResetPwdAgent.zip,

TE—EABETNHREHEHFIREERTISHREK, BEREEN .

unzip -o -d #F4H#EEHR CloudResetPwdAgent.zip

~H:

FRigEHH#EERN B RJ9/home/linux/test, MEp<SITUIT:

unzip -o -d /home/linux/test CloudResetPwdAgent.zip

5. TR EETLEYT.

a. HWATLAT®S, HAX{ECloudResetPwdAgent.Linux,
cd {#F4HEEEH R} CloudResetPwdAgent/CloudResetPwdAgent.Linux
ANk
RigiEHRERER B3R 79/home/linux/test, NEESITAIT:

cd /home/linux/test/CloudResetPwdAgent/
CloudResetPwdAgent.Linux

b. HITUATES, HINSf4setup.shAYEI TR .
chmod +x setup.sh
. HITUUATES, ZEEH.
sudo sh setup.sh
ANRBIAHITRLINFTED “ cloudResetPwdAgent install successfully.” , B>
$JED “Failed to start service cloudResetPwdAgent” , FRREEEKI .
(AR
MREBEERHLELY, BPRELRENMEREEHEENK, FERLEERE,
6. (ENEEZHRHAISEFIR
chmod 700 /CloudrResetPwdAgent/bin/cloudResetPwdAgent.script
chmod 700 /CloudrResetPwdAgent/bin/wrapper
chmod 600 /CloudrResetPwdAgent/lib/*

SRR EIREE, A ERFlexushFEIRSSEELEH, BPRJXIFlexusizFAIRSS
SELLHIEEFR

1.11 RiREHE

1.11.1 Windows =R EEEAD?

SR IR SRS TR T SIS SR AR BT O R, W8
S RSB ENCPURIBEISSH ., CaEY = RRRSAREEAN, 4
CPUS SRR, ROSEMDEESAT, B5TIRRESENEEEY
Windows =55 S MBI SR CPURIFMER, HallUEIl R THE:

1. EEREN N ERSESEICPURIBESITE,

WindowsiZ2{ERAARBIRH TRZSTEILUE[IOR, SIF(TSEIEE. el
M2E (Performance Monitor) . ZiRI4S1LEE (Resource Monitor). Process
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Explorer. Xperf (Windows server 2008 LAfS)F0#MEXZE StFull Memory Dumpi&
B, EREXNBERT, BEaTLMERWiIresharkiMEX—ERASEIFIMLEE, SR
SFERBER.

2. [OIRRAME: HEEHERSIER, HoRHiTE,
- IEEHE MER, IZERRSENVERE
- RBEHE. 8EFoxAHE, SEILEEIE=FTEXAHE,

1. E=RSBEENE TR, BF TR > B3
2. 1E ‘IR ERYmAESREAN “perfmon -res” |

= & @

= Windows SiRESAE A FIEFR | ST ERFTER.
IriEE. SRR Internet BRE,

£TFF(O): v
& sEReERaETE.

B || B || SUS(B)...

3. & “HWIREMERT F, BE “CPUT BL ‘M%7, BECPULRASERGERERRS

\
IH' o
(©) R e
SCfE(F)  MENAR(M)  REEN(H)
HE B 303 cPUERE I, 100% B4R ~ 3 [ w8 |+] =
[ mte PO R P = ceu FgcPU 4 CPU - Eit 100%
[ chrome.exe 11184  Google Chr.. IEEET 18 2 175
[] perfmon.exe 14056  EHEEIES.  EEET 19 1 149
[] WmiPrvSE.exe 2676 WMI Provid... IEFEET 9 3 124
[ vulscan.exe 12720 vulScan Ap... IEFEET 9 2 091
[] chrome.exe 6060 Google Chr... [EFEET 47 0 0.71
[ Softhon.exe 4076 LANDESKS... IEEET 12 1 0.67
[] chrome.exe 8520 Google Chr... [EFEET 19 0 0.52
[C] ceSveHst.exe 3996 SymantecS.. IEEET 124 3 047 ~
‘EE_% B 6% cruEEE " |
B 225 el
B ]

crPUD 100% 7

CPU1 100% -‘

4. BBECPUNIFZE S AXRRSHIHIZIDIIHES
5. BEFHZFCtri+Alt+Delete, 3TFF “Windows{EFRE1822” |

INFEBAENBEESESIESPITHPID, RIHENERMNE, BNRERE
HZ
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a. I “HRE” IR

b. BEXBI=HR “BE > EFH .

B Windows (E5BTES =5 [EER™x3
IR EEI(O) EEEN(H)

iz SEREFR) PS5 [ga |

EFEE) ¢
iR a7 —— U PifE
armsve. exe *3 oo 1,20 =
andiodg. exe LOCAL. .. oo 10,11
BuzineszzDhb. exe *32 SYSTEM oo 2,7l
coiveHst, exe *®32 SYSTEM oo 25,24
coiveHst, exe *®32 sO02T. .. oo 1,43
chrome. exe sO02T. .. oo T, 27
chrome. exe sO02T. .. oo 242,18
chrome. exe sO02T. .. oo 3,02
chrome. exe sO02T. .. 01 142, 38
chrome. exe sO02T. .. oo 2,96
chrome. exe sO02T. .. oo 12, 36
chrome. exe sO02T. .. oo B0, 24
chrome. exe sO02T. .. oo 10,86 _
41 T - o - ?‘
V] ST H S FRIHEE )  ERAEE

c. @ik “ PID (HEFRRF) 7 o
ok Bt L 3 X
HEIREFHETTE “ IS EEE " RGN ERI5 -

PID (HHZATIRR)
P

O =i m

CPU {$FAE

O crv A4

O fifs - TiEE

O At - SlETiEE
O fite - TiEEkee
M7 - TRTEE
O Aty - 1250

O AfE - aEmE R
O fiF - i
O EmmEs

O omEises hd

d. 8E “HBE” .
(ESEIREN MR HEES, BREMPIDX—I,
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e. EHPIDEITHEF.

f EEHIOCPUSHER L AESHIHE LARSEE “FIANHMUE" .

g ENUHERERIESHEENEEIER.
B Windows {FEEES = EoR =
MHHF) ERO) ZE(V) EEH)

EFAERE B RE  [dE (BR (RAR |

AL =R FID AR CRU  [IfEC..  dEiF 4
chrome. exe 14138 SO0eT x| AT TO0E  Gogg E
perfmon. exe 1405 [HFE{%E[OJ ] [ ﬁﬁ
chrome. exe 1340 . Goog
taslmar. exe 1330 EEHEE) ¢ Wind
chrome. exe 1292 SETEHTERIT) . Goog
HOFFlashProxy. exe 1258 B D) ¢ Huaw
SearchProtocelHes. .. 1245 =l ¢ Mier
chrome. exe 1220 UAC Ef4aV) . Goog
chrome. exe 1149 SIEEERETIEC) . Goog
OUTLOOK. EXE 1148 T Mier
chrome. exe 1145 EEESESRP) p - Goog
chrome. exe 1140 snamios . Goog
chrome. exe 1118 EEIEFIE(A). . Goog
chrome. n.axe 1058 EtE(R) Gaog
Evervthing exe *32 1040 ¢ Ewer
chrome. exe 1018 ERIEREE(S) L Goog T
4 TIT b
TR A FRIMEE ) HFHHE E)
R 141 CPU {HFEE: 6% BT 44%

SHTaLIE

EIEREUEMRAMEORE, BEHEEFIMINCPUNHER G BRSIHIERIERHE
EEFEHE . TEEEHEPREERMAELE,

IEEHEDS T IERIN
1. WBREABRIERFKEWindows 2008/Windows 2012, iBSHEEREFEA/N, EBINA
FRCEE2GBELA L,

2. KMBERAEEAEWITWindows Updatef91759,
. MERSREGRBIEERSITHRIBRE.
4. EXNERSSHRETHNAEFFEEBEXNMECPUEKRSHERXK, IRE, &
B S
5. MR=RSZEEBECENRS, BNER=RSHLNBHSNSESE, Fla0
YEEIREFRR B D FEE
FEHES T IERIN

MRCPUHERIAES2MTRS . ADARSHN, PABEFHERIE. &2
WAORMBIR R T
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1. (FEBRRSRE S ZEZET EMicrosoft Safety Scanner, ELZ£EXT
Higms.
2. ZTEWindowssmFi T o

3. {EAMSconfigZABIEER BWIRSIRG, MENREAEALRE, BiKES
E: YIJEWindowsH T TFEERN.

4. EHRS[|FULIBZDDOSKEHRCCH TS, MHINFEXENHITFERK.
TR EREEER S RITLUTRE:

- BEAnt-DDOSKHERBTHRE, HIEEWIFRIEREERERIE; WKREE,
B2%E: IREIFREE.

- BECHIPRBESHE, ARENFRBESRESE; MKEkE, B2
% BLECCRHIPSRL.,

1.11.2 Linux =IRSEBEIRWEAL?

SR RIRSHEHNETIRER B =R 2R LAISA L IMESHTRIIER, WATEE
R alRSSEAIHENCPURIARII S S SaBd = iniZiRSIBRSEMAN, =
CPUTHEFARSN, REBEMAEEELE. ESFNGERERIFNEEEN
W=,
Linux= RS BEAIEEREBLSHCPURAERS, BaILURINTERHITHIE:
1. BEEM: EMNENIRS SR HEMCPUERRSIIHE.
2. [FAHE: HIEHERSIER, HoSHiTE,

- IEE#HE: MHER, XERRSHRE.

- REHE: BNEFHXAHE, SBEWE=1TEXHHE.

RIFEKIFFan<SLACentOS 7.2 64 (ARERSF M . HERBBILinuRERSES
HJRERER, BRBRISSRENEMERFEINESXE.

Linux= RS REBCPUEBRFHAIAXARAIRIEBar ST

e  ps -aux
e ps-ef
e top

CPU S AFE S aEENL
1. EEERTIRSESE.
2. PTUTHSBEREHRANETRES.
top
RG] EHEFIINE1-108F 7o
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https://docs.microsoft.com/zh-cn/windows/security/threat-protection/intelligence/safety-scanner-download?spm=a2c4g.11186623.2.22.3fe9671c4mJYXV
https://support.microsoft.com/zh-cn/help/929135/how-to-perform-a-clean-boot-in-windows?spm=a2c4g.11186623.2.23.3fe9671c4mJYXV
https://support.huaweicloud.com/usermanual-aad/aad_01_0020.html
https://support.huaweicloud.com/usermanual-waf/waf_01_0009.html
https://support.huaweicloud.com/qs-ces/ces_06_0008.html
https://support.huaweicloud.com/usermanual-hecs/hecs_03_0048.html
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& 1-108 LIEFE

op - 28:56:82 up 37 days, 9:89, 1 user, load average: B.88, 8.81, B.8S
ask=z: 88 total, 1 rumming, 79 sleeping, A =topped, A zombie
«Cpul(s): B.2us, B.3 sy, B.Bni, 99.5 id, B.B wa, B.8 hi, B.8 =i, 8.8 st

[KiB Mem : 3888824 total, 2963384 free, 178384 u=sed, 738336 buff.cache
KiB Swap: B total, 8 free, B used. 3434888 avail Mem

161896
125488

top

systemd
kthreadd

ksof tirqd 8
kworker.-H :8H
migrationsd
rcu_bh
rcu_sched
lru-add-drain

(YT RT R R R RLRTE "] o)
DO oo ol
OO S W=
DO EO O @k
DD DODE®E -
DUVIDEE O

3. BEERER.

- L EIE%E—17: 20:56:02 up 37 days, 1 user, load average: 0.00, 0.01,
0.05H9B M FERAENWT:
R HEIATIE920:56:02, Z=RFEFCIETI7R, JRIEBITHEPER,
RIE1DH . RIESD eI 157 FEICPUFIIRAE .

- @wPREE=T CPUSTRSMERBER

-  PEEENT: AFEFKESRERER.

- [EERTFTHFERSHENSESEER.
(AL

1. fftoplum, AILABEEENIE “q” SETEREE FiZ “Crl+C” 1BH,

2. RTYBEEBAGS, BEUUREVNCERNHERA LA “Input
Command” , TESEHAISHEEFRMSEMAENGHS, $F “Send”

3. fEtopiz{THERNARSTH U T:
s: MEEEEHAE.
l: XA FFIEE—EBD E—ITtopEEMET.
t: KAFBRE D E 1T TasksFIHE =1TCpus(SENET -
m: XFSFEE—BHD ENTMemFl ERITSWapSENESR.
N: LAPIDBYA/INYIREHES HFESZR o
P: LACPU S RRA/NWIRFHIFIHIESIE
M: DAAESBEERXNOIFHEIHES IR
h: ERap<$HEE.
n: REEHEIIRFETHENHE.
4. 1BZU /proc/PID/exetn S R]LAEBEENHIZI DI AVER X4 .

[rootPelb-myB1 sysconfigl# 11 ~procs4243-exe

Irwarwarwx 1 root root @ Mar 18 11:46 ~sproc-4Z243-exe -> sCloudResetPudUpdatefgent depend- jrel.B.8_131-bin~ java

CPU (sEAERS )R IR

W FEHCPUERRSHEIHIZ, NRWAZRSEHE, A BEEE I topard&ILE
Hi2, X FkswapdOHIZSEBICPUFERRSHIGR, NEEXIMNBRZFHITIK,
o E BTSN FEH TR FEIEOA R
kswapdOZRRFZHIENNFEIEER, UIRMIEBAEARAER, EARgskEEkswapd0
2, AkswapdOpBELiEERIRT BREET, AMaOBXECPUEIR,
o {FMtopanS&RIECPU L BXRSHIHIE

S A EE T opIa TREREL BN S EHE, RELSBUT:
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a. frtopmSiziTHIEIRT, B T/INBRI “k” .,
b. MANELILHIEAIPID,

HIZRIPID I topan LA BRISE—FIEIE. FIa0, EERIEPIDIS2RIHEE, B
A 527 FE%E,

op - £21:87:38 up 37 days, 9:21, 1 user, load average: 8.81, B8.82, B.85
81 total, 1 rumning, 79 sleeping, 1 stopped, B zombie
8.8 us, 3.2 sy, B.Bni, 96.8 id, V.8 wa, B.8 hi, B.8 =i, B.8 st
3888824 total, 2961528 free, 178968 used, 739544 buff.cache

B total, B free, B used. 3434216 avail Mem
11 52
R HR S »CPU »MEM TIME+ COMMAND
A 1725488 3884 2Z26B4 S B.8 8.1 B:11.37 systemd
2] 2] 2] A3 ©W.A B.8 B:80.88 kthreadd

c. BERINE, SHIWEN-109RESR, KEZERIA.

1-109 RA1ER IR

top - 21:87:38 up 37 days, 9:Z21, 1 user, load average:@ B.81, B.82, B.B5

Tasks: 81 total, 1 rumming, 79 sleeping, 1 stopped, 8 zombie

#Cpul=s): B.Bus, 3.2 =y, B.Bni, 96.8 id, B.B wa, B.B hi, B.8 =i, 8.8 st

KiB Mem :@: 3888824 total, 2961528 free, 178968 used, 739544 buff.cache

KiB Swap: A total, A free, B used. 3434216 avail Mem

Send pid 52 =ignal [15-/=sigterml
PID USER PR NI UIRT RES SHR 3 «CFU #MEM TIME+ COMMAND

1 root 28 B 125488 3884 26H4 S @A.8 B.1 B:11.32 systemd
Z root 28 A 2] a AS 8.8 A.A B:00.88 kthreadd

o kswapdO#HiEz HFHSHMCPUERZERS
oE A TS REHENATESBEER.
a. @idtopindEEkswapdOHIEAVEEER
b. WNRkswapdOFHFEIFEAFIEEIRIRS, BiEf7iEREK, AJLWILSHER
ST TIRTUR(E, LSO ENER ENRERHEE.

Tazks: 81 total, 1 rumming, 79 sleeping, 1 stopped, B zombie

#Cpul=s): B.2 us, 52.2 sy, B.Bni, 99.7 id, B.Bwa, B.8 hi, 8.8 =i, B.8 =t
KiB Mem :@ 3888824 total, 3814828 free, 179824 used, 686188 buff.-cache

KiB Swap: A total, a free, B used. 3433948 avail Mem

PID USER PR NI UIRT RES SHR 5 »CPU »MEM TIME+ COMMAND
36 root Z8 A 3] a B3 |99.8 A.8 964:10.45 kswapdf

4595 nginx 28 B 125392 3576 1848 5 6.3 B.1 68:84.91 nginx
1 root 28 B 125488 3J8g64 Z6A4 3 B.8 B.1  B:11.47 systemd

c. BEOvmstatisSH—SBERSEMNNFIERBER.

NRsiFIsoRIERLLERS, RIBRGFEMERRTURE, REMIERTFAR
Eo

" sit BUNZRXBRIRFENAN, BEERAAREF.

" so: BMBAZMXAAFEAN, HREFEAEE.

d. WFAFEAEERE, JLli@dfree, psEmSH—LEERARRFNIHE
NRFSAER, ME—LHED .

e. |mRIATEE A STRERERMN AEE RARMAF .

INREBMRA LERAGAENER, FEMRSBATHETT S, T AR
F=E, MRAEST ZNEY, UTBENANERER, UREEFERAAR
RERHITER

T el RS BRI

MRZRIERBWSHEARIEENAHIESHNTRERRS, FEARKRSHIIFTE
TR . MNRZBIFIEFIDE, WRLAFEIPRIERINE, B RSRERZETCCY
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T, EREHESHNTEERERS, FLIBTRENET Anethogss kLT NS
THSHERTRERRR, FHTUBHERE .

e {#FnethogsT EiH{THIE

a.

HATLA TS, L3nethogsTH,

yum install nethogs -y

ZEAINETT LB netgosip S BB MEHHRAMERAER .
nethogsan < H ASHURAUT

" -d: RERFTRASEER, EIAA1s,

" -t FRREE

" IREEINREG

" device: IREZWNAINR, EiIAReth0,
EITHRT LA ALA S S E e RN AR :

= g: iBtnethogsT &,

" st BRIEREBANRIREHPIHESIR .

" ERERCREX/IIRFHE ETET IR .

= m: RERTEEM, RIRFERIRFKB/s. KB. B. MB,
WTLAT S, BEEREENNZIRO8 N HZEAINESRERER -
nethogs eth7

[NetHogs versiom B.8.5

PID USER PROGRAM DEU SENT RECEIUED
i nginx: S5

4596 in: I ethl 34.368 3.267 KBrsec|
o

.125.68.19:17873 8.179
0.688
0.088

8.608

8.246 KBssec|
8.888 KBrsec|
8.888 KB/sec|
0.8A8 KBsec|

192.168.8.92:11211-213.32.10.149: 44945

root
root 192.166.6.92:20101-165.176.26.66 : 43468
t unknoun TCP

3.512 KBrsec|

ESERBWT:
= PID: H#HERID,
= USER: ETzAEAIERF

" PROGRAM: HIEoEENA HIIPHEINIEC, BIE 2RSS 2EAYIPFNIS
O, EEEXEFiwAYIPFIwO .

" DEV: REEXFRIMZIKO .

= SENT: #EESWAXNEIES.

=  RECEIVED: #ESMWEKIHIES.

KR |FTEREFNEFREEILEIP,
NREAKE SBENE TR TEHE, JLUFERKIll PIDGSEIETE
BEiHiE,

MRRENPEELE, aJLAMERiptablesiRSSRITIEEIPHELEFHITAME, 4N
PRI PIBAIE Sl BRI
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o {ERWebM ARG KIERHICCIE

EBIRSER 7 CCIE, i5EWebN AL XIEEHIEFECCLEMNIF . WebRiAR)
KGRI fE IR S5 S W ECE CCRiF R~ -

1.12 Flexus Az

1.12.1 €3 Flexus REWNEE, EEFIRRSHBEMAHAER?

FlexusRAEINECZFMIMERRKE TN RRSHENERRS SR . IRMEFEE
X1, FlexusREIIERIEEREHARHRIRSS=R.
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https://support.huaweicloud.com/usermanual-waf/waf_01_0009.html

#3397 Flexus =R
= M iElRR 2 Flexus =#{#EZE RDS

Flexus =Z{EZE RDS

2.1 +A 2 Flexus =EIEZE RDS?

EhRBIEARCH, ANIEWRNIANFZIEEZFREBRSRIIEERS . ETE
)P\'H&J‘EE)\?E%%GEE, BhEPRENWS, MRWSHRERRE, B OEIR

2.2 Flexus =#HERE RDS AILASIRAESHEEERILIENG?

Flexus=#EFERDSHIFNERREER, R T ERIm, FeREEI,.

2.3 Flexus =EUEEE RDS [EA¥Y CPU/AEIAE?

o Flexus=m#IEZFERDSIEA 7T X ERMR, MU TWSEE, HERIRIEEFH
TR, MREIREEERIRSS .
HINEP WA S, JLURRITE, BKEERRIMEWEEN . M)
9?%?%%%?&%%1{%;, MLEREBREEER, TMREERHTMEE
E JI %\bo

o HMEFCPU/AGABERIIGS, RiNBISHRSNRRET REMERT
fan, EIEMIRERIFSLE], EIRLOIRNEETES, ERTLUERFRIFFS
SEERIME .

2.4 Flexus =EUERE RDS iFE AZ SaTAIE?

Flexus=#EFERDSHS AT MRS IE AT X o

SRAFMWLLFIRIEHE, EESRIBRA, FlexusmniERFERDSHEBoHEESLFIFE
LIS ECRETRX . FSEHREFERE—NTRXA, SRMEERES—I TR
FIZ_P\J o MNRWSHIFERHERENSAEMERS, BIBNSERSTRLEE
S
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https://console.huaweicloud.com/ticket/#/ticketindex/createIndex

#397 Flexus =IRSE
= )RR 2 Flexus =#{#EZE RDS

2.5 Flexus =EUERE RDS HISEDEREMH4?

SHAPWXEfE, BEEGIBIR, AREE ‘SHKRE" 1IE, REFIHSHMNE

ENE D PRMIIEE:

o FARHEEMEN, ATHREEARENTISHTEIER, BNSEHEE
FE7XR, BE7XNENEHBFESMIR. MRFEZEROSHFRENE, BE
SES

o ATFEAFILE, RUEFIMIESHINEE, SRILUREWSEE, #ITFNSE
17, FNEHOEETUATHEIRMERE . FNSOBIEAZTRENMRRSG, 2
WISMERFEM+IRERNHAN, FLMWRETRZIMIEHE .

o TR BEMENERTFIEMEEFMAEOBS LAY, HAOBSIRETE.

o  Flexus=#IEZERDSEDERRIZFFRE X textrabackup.

2.6 Flexus =Z{IEEE RDS BIF ) 2@l EEa?

Flexus=#UEERDSHIE ER PTG ER M ELRFMEEOBS L, 54, FlexusRDSH
100%HIMGIXZE) ., 24MIF, RNARBWILHESE, MRIERT
2U4GB_120GB, BR4HAPLSIBE—/2U4GBRYLAI. 120GBIF(£ZSE. 120GB OBS
#ZH=a. IENSHEEST, REEIT120GBAFEITE . SHh=EReugET
2, WERESEZHIEESOTETEHER .

2.7 IMIT TEHB DO, ERHITRE?

JUERE LSE “SHRE" , BPEE—IEMHXE, B TR, ARKE
R TS R TR

MRETRHFNEONMY, BEEHITFNEHD, AR TRFNEMHEIE .

2.8 root IKS T4 IRE super B R?

Flexus=#EERDSZ B taroot ik SR supertl iR . EI—BERBFEE 7 supertil iR,
FATLITRSSIEMNSS, tbillreset master, set global---, killZi2, reset
slaveds, REMJREESHFEXRREMBIHIE,

MFEFEKsupertfRHNASR, RetBidFlexus=#HERZERDSIRARIARSS (LEE DAL
12, gEEgEMFRSET supert SRAYIESI. R~EIGNT:

N BREIEERT set global 2#5=2#1E, i SFIEMSEL, XFEFlexusRDS
BIFZIERY, 2¥ENReEE T RIS EIEKINEERL

Tf512: #1117 create definer="root'@'%’ trigger(procedure)--- (s S HIIRE, X
EEREsupert RS, RFEEXFRdefiner="root' XH#2FA0T],

2.9 Flexus =EUERE RDS BT AS5IEE?

Flexus=#EZERDSEIAIRHINN0DB5 |2, InnoDB5|E R EEEKIRENEILS |,
rﬁ_g%iff@i% (ACID ) , TIF(THIEFISME, MySQL 5.5.52f5, InnoDBIESEAIA
?i g o

M #%hRA 07 (2024-05-31) AR © AR BRABIRAS 129


https://www.huaweicloud.com/pricing/calculator.html#/rds

#397 Flexus =IRSE
= )RR 2 Flexus =#{#EZE RDS

2.10 F{+4 Flexus =EUEE RDS A1 MyISAM 5|87

Flexus=#4EERDSBRIAZIHFMYISAMS |2, FE[FEFRIT:

o  MyISAMS|EERATIFERS, (HIFEREFIH, SEZERIFEREAR,

o MyISAMMHUEREIHRIFRIPEFERG, BXLRGSSBEUREEHUIRIIRIAE
EEK,

o MyISAMTELHHEIBEIRERBR T, RSHBEEFNEE, TEEIF-miRSEM
IR EINEEHITEIEIRE

e  MyISAM@InnoDBRYIERIER, ASHIBERAFTENNERINE, =HIEES
ENEEEINnNoDBENAT 2 fiTERE -

2.11 Flexus =##EEZE RDS 3735 RIESLHINS?

FlexusmEEZERDSEE SRHA0IHT, BAES, FAEIEWMPTAEZFRAERS, R
SR ISR R INREEER IR, WENEERTEHIERERDS.

2.12 Flexus =HUERZE RDS 48N IP [FTi% ping EAIAE
RITEE?

mEHE

. RERLENN.

2. 1B “FIEEACL” FI.

3. HEREENHTingUE .
BRI

1. WaEREHEHRN,

a. (ERBRMEANIPEREIRELGIRS, DREREEAMIPFI3306iwOINAR
£ “sg-default-smb” RINTSEMN . BNEIE, B2 RNiRINZEEM
s,

2-1 FIAINTS @R

2. 1GE “MLACL” FN,
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https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0030969470.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0030969470.html

#]97 Flexus =IRSE
= MiElRR 2 Flexus =#{#EZE RDS

a. HFE “MBACL” EERE. BF “‘MEACL" RS, BEFAREABRREIE
E;élj—_l'lj(lu N o
b. BE “BEAMIP” FFENMN-REEE “MBACL” KEXAIFNT .
¢ & MBACL” A “FR” RE, FEHMNCMPHIEMRNIHITRERIE
MARLY:

FEEE “MBACL” FEUAINERZFEEALENE, &XF “MEBACL” i, HE
INREPRERL -

3. HEBEXEENHETpinglA .
ﬁﬁIE—IZEEE’\JHEFlexuszEHE%a%X:&WJ%pmng 2P, WNERATLApingi@isiaARE
PAMLEIEE, BB RZIRAMIR TR

2.13 FHESEAILUS MO I K STIEURERE?

Flexus=¥4EFERDSSEFIMLETR S, ATLABE RENERINEE, HADASERHE, &
DASHBIS ap L 1T EIEMKSFIEIEE o

214 Flexus Z=HEEE RDS SZHEFHFLEhRA, XA/ MEAZ
Y.

BaiFlexus=EIEZERDSSZ355.7508.0M N KhRAS, WNERFFAOMAE 4, EIN{EFHS.0hR
N, 5.IMRAHRERELIESHP T, AR5 7THER T HIPRIETR, i#IRDS
for MySQLIRZASSERS .

FAFP ML BIRIRHR A SIS/ MR A, FlexusmEUEERDSSIRERMAYINRA

2.15 A A B RRARFISEHITH EEELL?

FlexusmEIEZERDS VIR N AFEIFE FIRMESREIREERS . BTFEFR
ENFERYERE, BNEFREWSS, MRISRELRE, i‘xs1ﬁ”aﬁﬂaﬂ’3r|'§7f§iﬁo

REFIGRERES, BEMTEIEERDSHR, FIHEAIRITITE.

2.16 Flexus =#UEZE RDS BB ET &?

BRSSHEENT & . BABI 88X, EFRULWRIEBCEERR. (*IFH
1 S
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https://support.huaweicloud.com/bulletin-rds/rds_bulletin_0012.html
https://support.huaweicloud.com/bulletin-rds/rds_bulletin_0012.html
https://support.huaweicloud.com/usermanual-hecs/rds_05_0039.html
https://support.huaweicloud.com/usermanual-hecs/rds_05_0039.html

#H7 Flexus =PRSS
N 3 BiTIiCH

3 ZiTicx

y-Zisl= ] ZiTic=
2024-05-31 BEREX AT
E

LB R MIPIS?

XSLBIRIR IR RR AR BSR4 ?

(5

FlexusfiFRARSS 2 LSCAIBMPLLRRATL? | HFesEAMNIP

=/Gr o

2024-04-15 FIOREX A

e

Flexus=#UIEEERDS, Fi&Flexus=EEZERDSE W&k
2024-04-10 BRREX A

e

o HIBEFEFAQ

2024-01-02 BIPRIEX AT

g

AR RTIEEETEEGEHonekey_resetpasswdfF
MRS, TiAEREGREIER/IIELLFEAND?
2023-12-26 BERER KM
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