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ebk_vmware/lib/3rd/vddk/lib6455 < 6lJ#E “/opt/huawei-data-protection/
ebackup/microservice/ebk_vmware/lib/3rd/vddk/lib64” BZ,

HiTcp -d Jopt/vmware-vix-disklib-distrib/lib64/lib* /opt/huawei-data-
protection/ebackup/microservice/ebk_vmware/lib/3rd/vddk/lib64/d5<, ¥

VDDKRYSZ £ M EIZER228IZIBR T o

#147chmod 550 -R /opt/huawei-data-protection/ebackup/microservice/
ebk_vmware/lib/3rd/vddk/{ZX B ZRIXE .

#4T7chown hcpprocess:hcpmgr -R /opt/huawei-data-protection/ebackup/
microservice/ebk_vmware/lib/3rd/vddk/aGSIE B REEH “hcpprocess”

R

o SAPEREANEVPNENEARN, BESHRSHENSHRIERSE LA
BHEHIRAIDNS,

o HeBackuplRBHEFEEENSETEEFETE (EEF-FHTFEASHEFHE
S ) B9EfhMIER sk IPHELERY, FREHITIRAHEE .
a. fTifconfigin<, BESHFERASETEIFHEFEBEEHINKER.

eth2 Link encap:Ethernet HWaddr 2A:BE:D4:88:99:01
inet addr:192.168.31.190 Bcast:192.168.31.255 Mask:255.255.255.0

b. #17vi /etc/sysconfig/static-routesip <, FTHECEN A,
. TEXHPRRNBHER, BAwqREFFHEH .

any net 192.168.1.0 netmask 255.255.255.0 gw 192.168.31.1 dev eth2
MRS

LAEEERB IS IFRTERME, BirMEFREiE, RinfImEFim-E&iR.
d. #iTservice network restarti’s<, BEMZFREAEN.
e. HiTroutedid, BEERHBEE.
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Kernel IP routing table
Destination  Gateway Genmask Flags Metric Ref Use Iface
192.168.1.0 192.168.31.1 255.255.255.0 UG 0 O 0 eth2

4.3 BL & eBackup
4.3.1 BeER/ D IRSEE

R—a %= T eBackupEIDRHRIBRS SZHIIBHAEDIRS S, HECEBRXSH.

o LEFIEZBIEIMYSHIRSSEMEXNEEESH .
o CEBEFETFHOTEI “PuTTY” |
e E3kHleBackupfRs3Es “root” IKSHIERZEM.

ELE eBackup FZ{0IRSSES
1 LA “root” WSERFFEENeBackuphRs5as.
“root” MSHIIAZERI S “Cloud12#$” ,
(FREFSIFRTEER, sfEVMware vSphere Client TEHIRFIEER,
£ HiTcd ELUMLRBIEARGTIENREERN AR R
BPELZERREB R 9/opt/eBackup_8.0.0-LHCO1/action,
I3 H11Tsh ebackup_utilities.sh configip<, FHHAHITVIIALEE .
EIRNTER.
P1[elta)\sli select network type for this machine:
2.ipv6

55%4 Eﬁ)\ “1” , § “Enter” o
1
Please select a role for this machine:
1.Backup Server
2.Backup Proxy
3.Backup Manager
4.Backup Workflow Server

55%5 Eﬁ‘lj)\ “1 ”» , § “ Enter” R

Note:

In the following steps you will be required to configure four network planes for eBackup.

The definition of each network plane is as follows:

Backup management plane: the communication plane for eBackup to provide external services.
Internal communication plane: the communication plane between backup server and backup proxy.

Production management plane: the communication plane between eBackup and the management plane of

the production end.

Storage plane: the communication plane between eBackup and the storage plane of the production end

and communication plane between eBackup and backup storage.
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Set network adapter for 'Backup management' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.10 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.10 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Backup management' network
plane?

£IF6 EERMHIRSHMETHE.

A
A FEEANEHIRSF /AT MNEFEAERNAIMN R, BARGERKM-RISHRIER
X RIEE R SRR T o
ABUUEMHIRSREERKN-<, SNSEFE. £r-SBYm. ANEETE. &
FEEFEAEER KN, SHEEFEAEE— KWK,

1. GESHEETFEFEHEIMR, & “Enter” .
AR

BISERbond 1 (ENEH SIEFERBLIEORE, BHA “17

1
Set network adapter for 'Internal communication' network plane:

[11 bond1 MAC=28:6E:D4:88:C6:F2 1P=192.168.1.10 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.10 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Internal communication'
network plane?

2. IEEREBEFERFENENINR, & “Enter”
-

Set network adapter for 'Production management' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 1P=192.168.1.10 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.10 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Production management'
network plane?

3. ERSFEETYERFEHPENNR, & “Enter”
-

Set network adapter for 'Production Storage' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.10 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.10 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Production Storage'
network plane?

4. EEREFFEFEFTEHENMNR, & “Enter” .
-

Set network adapter for 'Backup Storage' network plane:

[1]1 bond1 MAC=28:6E:D4:88:C6:F2 1P=192.168.1.10 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.10 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Backup Storage' network

plane?
5. EESENFRTESFENENNE, & “Enter” |
2

Enter a floating IP address that is in the same network segment as the internal communication plane.
6. IREFEIPHbAL,

Zof)IPiit S RERBS T EFaNIPIIL . 1EFAGRZ NI Pttt ER PO BRE (S I PitsiE

FEE—MERS, BAREKER.

ERNHMER, RREEKS.

192.168.1.12

Configuration succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_accelerator agent of OceanStor BCManager eBackup was started successfully.
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Start:ebk_accelerator service succeeded.

start reload gaussdb

grep: this version of PCRE is compiled without UTF support

The ebk_backup agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_backup service succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_copy agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_copy service succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_delete agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_delete service succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_mgr agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_mgr service succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_restore agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_restore service succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_vmware agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_vmware service succeeded.

service hcp start:completed

You can access the eBackup Ul using the following link.
https://192.168.1.10:8088 or 192.168.1.10

Alternatively, you can access the eBackup CLI through SSH session.

LR, RXPUTIA T <LHTREINE

INERZLLER “root” WSEEER, 1B5FA “hcp” KSER, “hcp” KSHIW
YAZRDY “PXU9@ctuNov17!”

cd /opt/huawei-data-protection/ebackup/bin/StandardHardening
echo -e "yes\nyes\n"|./StandardSuseHardening.sh
(MARY:
o HITIZmSEEReBackupfRs3es, WFEEReBackupfRBeEEEHEEER,

o HUTZEMESS, HiTdatedpSEFHRITE, FEMHIRIRIATESEZEBR Exregiondy
RHENRIE—E, WMRBE 10minkd LATBEESHEEDEM

S8 (Hik ) MERHMD LE=AIHEE/NTF100Mbits, ATaEsEMNERESHENHEY, AT
PRSI, ATLAAITINRan<, RS SE:

vim /opt/huawei-data-protection/ebackup/microservice/ebk_vmware/conf/
hcpconf.ini

BRFHELINT=ASH

ProductStorageMemoryPoolBlockNum M6HME 8
BackupStorageMemoryPoolBlockNum M6HMEX 8
CommonTaskUsingMaxThread4Backup M8{&2 792

WiT hiRsEEd R, PITAN T HRSERHEER:

cd /opt/huawei-data-protection/ebackup/microservice/ebk_vmware/script
sh ebackup_stop.sh

sh ebackup_start.sh
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(AR

BN HRAIMUNZSEHEIEEIERX, NMREOYIRERAMTER/D, TSNS
IERSHAIER

-

432 (k) BeEREHNE

HURRER

SHeBackupE N EERFHML T HIE, FERBRSFDIRSH/IINLIK T eBackupF
IR MRS SRR AEMHNIE, HEERXSH.

o —MeBackupFNEERFZFILIEESSBHRIE, SIREIIKISHDIENE
o HiPRSZBECEETRHK.

o CESEFEAIEFEBOIEMN “PutTyY” |

e E¥KkEleBackupfRsZE: “root” IKSHIERZM.

EcE& eBackup &p{LIE

gz

gz

LA “root” IKS&EFFAECERIeBackupfRs3as.
“root” IKSHIAZHFIA “Cloud12#$”
ERBFaKEITREER, siftVMware vSphere Client TERRNEHIEE R
WiTcd FLHUHZTEEIrEARGSHENGERERNARER.
B ELERREB R 9/opt/eBackup_8.0.0-LHCO1/action,
#147sh ebackup_utilities.sh configip <, FIRHITHIBRMHECE -
BRI TMER.

Please select network type for this machine:
1.ipv4
2.ipv6

Eﬁ)\ “1” , §“Enter” R

1

Please select a role for this machine:
1.Backup Server

2.Backup Proxy

3.Backup Manager

4.Backup Workflow Server

N “2” , 1% “Enter” ,

Note:

In the following steps you will be required to configure four network planes for eBackup.

The definition of each network plane is as follows:

Backup management plane: the communication plane for eBackup to provide external services.

Internal communication plane: the communication plane between backup server and backup proxy.
Production management plane: the communication plane between eBackup and the management plane of
the production end.

Storage plane: the communication plane between eBackup and the storage plane of the production end
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and communication plane between eBackup and backup storage.

Set network adapter for 'Backup management' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.11 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.11 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Backup management' network
plane?

FF6 EERHRSHMEZTHE.

ikl

LA FZNEFMCIERI AN MEFEIPERMAIN R, BEFRGEBKMN-RISRIERL
PSRRI P SRR TR

AGUUSHCIBEER MK, SHEEYE. £F-EEFE. REBEFE. £~
FHEFEREER—KMNK, SHFEFEREET—KMW-RIGIRE.

1. EESOEETEFERHPENINR, & “Enter” .
(1 A8

NRiEEbond MEABMEETEREZLIENINR, BEA “17 .
1
Set network adapter for 'Internal communication' network plane:
[1] bond1 MAC=28:6E:D4:88:C6:F2 1P=192.168.1.11 MASK=255.255.254.0
[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.11 MASK=255.255.254.0
Which network adapter from the above list would you like to bind to the 'Internal communication’
network plane?

2. IEEFEREBEFEFENENINR, & “Enter”
1

Set network adapter for 'Production management' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.11 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.11 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Production management'
network plane?

3. BEEREFEETYERENENNER, & “Enter”
-

Set network adapter for 'Production Storage' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.11 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.11 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Production Storage'
network plane?

4. EEREFFEFEFTEHENMNR, & “Enter” .
-

Set network adapter for 'Backup Storage' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 1P=192.168.1.11 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.11 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Backup Storage' network

plane?
5. ERBMNEFRTEREHENMR, 2 “Enter” ,
2

Please input the leader IP(The IP of internal communication plane at backup server):

6. MASFNIRSFEAAIEESFEIPIIL, & “Enter”
192.168.1.10
Please input the floating IP address at backup server:

7. WABHIRS|AGFNIPHELL, & “Enter” .
192.168.10.12
Please enter the public key of the backup server. To obtain the public key, run the following CLI
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command: show server_public_key.
To use the default public key, press Enter.

8. HMABMIRSZEEIIRE, 12 “Enter” . MNRFEAARE, BHEEZ “Enter”
AR Y

EEHRIECTRYRRER, —BEERTEORSSR, FTESHEESHE. EHk
B, TRERFUARE, BEMEXREREESEH RS R AN,

ERINTMMER, RREEMS.

service hcp start:completed

You can access the eBackup Ul using the following link.

https://backup server's backup management plane:8088 or backup server's backup management
plane

Alternatively, you can access the eBackup CLI through SSH session.

SR RRPUTUA T LRITREME .

EESEES

INERZLEER “root” WSEEER, 1B5FAH “hcp” WKWSER, “hcp” KSHI
A8 “PXU9@ctuNov17!”

cd /opt/huawei-data-protection/ebackup/bin/StandardHardening

echo -e "yes\nyes\n"|./StandardSuseHardening.sh
AR
HTZEin SR EReBackupiRSSeE, WFEEReBackupfRSHBEHEE .

ERHREESRGERES, —BEFERTENIRS:SE, TEEHRRESFHNIE, &
FECERT, FeeFEREOALTE, BIITUT S BAEGTIIS MRS AH.
1. {ER “hep” S, ERBMRSHE.
“hep” IKSHIYIIAZERS D “PXU9@ctuNov17!”
2. HifTsu rootip, A “root” MKSER, IHEE “root” KS,
3. #117cd /opt/huawei-data-protection/ebackup/cli/&i<, #HA “/opt/huawei-
data-protection/ebackup/cli/” B,
4.  #147sh hepcli.sh admin®<, FHEBAZE,
“admin” TIKRSHIFIIAZRD “PXUI@ctuNov17!” |
5. fTsetting@S,

6. HliTshow server_public_key#p<, FKEVA1H.
IP Public Key

172.28.12.5 E]D)bIM?G.mgAhl@cA)bhKc1F(B[+ULKIEGp-+/
“Public Key” THAIFEREIANA

7. HiAexiti® “Enter” iBHsetting®RE.,

8. Hilexiti® “Enter” iBHadminF@E.,

9. HAy#& “Enter” #HAIRHE.

4.3.3 (Ti& ) BCE HA IhEE

SERRSBMNRSH/AIT RN, TLIEERHRSRAIHAILRE .
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RIS

ERBHAE ST R NAIB DRSS =MEHRIE,

B

Tl

B

HAZZX £FRHigh Availability, BDSRIAE, BEERAE. SR MERRIRRIIA
BB IREMAILITRISEINRE, EERERIEN, SRRREBHMEEER
RRITRARE, LURSRG ISR

eBackupEINEIERFAIFHAINRE, FEMKIE DI PeBackupfRSS=E (BHFP—E
RSBRMANNEDIRS R, HRRS|IMBUAEHNRE) . BMABERT, TRE
REEERFKABAHANRE, FEZAFIREHASE, KeBackupEcENSRARS
RETHE, SNRESFAN—FOREENEETR. SRHORSH[LIEN, S5
REABEEHESRRIERIET.

FcE HA &0 IRS52ETh6E

SR TS LIk “@ > RSS2 o
S Wik FALARRERERREM, BEL, REEHENIIRSSE.
$I3 B “HAEIE” RITRETSL, AR FIEE “IBIHARR .

$RA RERTEREE—EMHARE ( “THDRE” B “Gip|” , “ERE” A
‘EiEM” ) FFAHARGZHIET R (FHRSHEAETS) -

£S5 IRE “IFENIPHEL” A0 hEMIX” o

MEMAFENEETANEEFYmEERIPHIAES, Wb, IPHNEAREEL127FF

R

4.3.4 L ESTEHUES O FE

BCERTFeBackupBIEHIE ( MUBEEREENHE ) NENEFIEEE, BTAERHE
[EikEeBackupBIER %, eBackupZiENFS, S3. FTPHISFTPIZE(ENEIREURMISR
DT . RPN BUATEESIERIFHTFE

i
il
i
¢

o FHffeBackupBIERHIEIINITHEREFMIIBE, SHEFHEENENK
WHIENESRBEEY, HEEFENTESRENSHHIEFRERIEEX:
- SEiE “BEH7 i
BERMEENHEEREE-[(FENH+BENH+AE T E+BE T E+1)x
10 + 15]GB,

" fla, SEERSFOMER, EBEMESOEZEEEE=[(0+1+1+1+1)x
10 + 15]GB=55GB.,

" Y YFEEG7 IREN KARE B, MYNBSRITRIREBROFHE
*x. EERYIESHHEFREE=[(HIRBENFHE-AETHEETH
+BHE&ENE+1)x10 + 15]GB,
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- %R “BIEp” B
ERHIESOHEFEES==[(FENMH+BE N AN+ B8N IS
ANEI+1)x10 + 15]GB.,

= fan, SRERKINMER, BEHIESHEEEFHESE
=[(0+1+1+1+1+1)x10 + 15]GB=65GB,,

= Y FERDTIREN KARET B, MYNBERITIRBIERS
x., EEMIERHEZEFHERS=[(TERBNEH+BENE+BEINH
+HBNE+ITENE+1)x10 + 15]GB,

o i5ueBackupEIRLIRECEPMAIRIDFETIE.
o SIEEANBEMEFEIEFERBWINRES =N FMHEE.

BITESMY

o CEHMXISSHEEFHENAE, HEFEHNTENFEER, BNESHEMESK
W, AISEEREREHTRL.

o CIRENSIFEAVN S FHEIGZskE IPHELE . (RESHEIBIIEEIR. AK. SKo

EoE eBackup SEBEHUIRZDELE

1 LA “admin” IKS&EFeBackupB N EERR,
HFHERIEENEReBackup,

T2 ESMIE EiEE “ > B E > SIBHIESED -
$]|3 B IRERDEFET .
$1B4 EE{RFeBackupBIEHIBNSHEEER.

HEX SRR 2R .

A
ERMESHFEESRERAFEINSRENEOEEAIERR— T, SRS
HEHESZEM.

* 4-2 BHNFESHIRA (S3)

SR SR IRERN
ESig [SREECE B ER L NES S3
B,
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SHEWR SR RERN

7 eBackup@EMEERFS | o HfEM “HTTPS” hiXHT, BS
S3TFIEESRIPILEIMN o ANEJINEBLUESHERERS
ANEIREIE “HTTP” #0 KRUES3FERIEE . 1BHERIM@S3
“HTTPS” , FHEREIRRIRENES .

o LINYIRERHTTPES, BEHE
TZENKG, BNREEREZEMS
BIHTTPSHNY o
AK AK ( Access Key ) IFF | -
ENREFMERS A5 HRY
BEARR, BAFREA
BIRFRIFEF .
SK SK ( Secret Key ) IFHF | -
ENREFERES RS9
ZEENE, 2APiAh
W RIFERS RANE
B, ZEENEMEAEE
FRIR——XI N
ifYEs IHIEIS3TFERIERR . IPVARYRR R8N 1P /83
Hep, “IP” 71 “i%87 25055
FIFEIRS RARIARSS I PHEUEFOE,
HZ. BEKETEERE3F255(1, H
F HFSHRFRAER, 155
FHEE-_

FRIRTF EFHEBHIESHEEN | KECER12641U, JEERF
FXHEER, BFXD |8 #xE. “_7 f “-7 Hpk.
AEeBackup RS EIEE]

IERISRMHEUR.
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SHEWR SE5ER

RERN

RARFAERETF | FERB TR, 2
MEXRT, 558 | BEINBA.
HIfERIZSUS o itk

*o MEFERS T
x, NEEESFENE
BFXEFLEMBAN
eBackupHIR D EIE.
izl

AR L EeBackupfFEARE
—NERFXEE, s
SHEBHIESH AT
A, #EiNZEeBackuphy
HET, FEGEFEN
FIEFTZFR

o Ak
MRFERBFXXE
x, N ESEHIRES
DEEEM . LETiEE
WFXIEFEZIR, FE
FEZ,

SIS BE “BE” , THRENEFEEE.

ShBCER, “RESOFMR’ MNIRBANSETRENFHENEERS.

. : IEEBcEA
o FTEFR: I

° o: SEWSZ

MR

kWG, BRE RESHEE , RIBRTERENRE.

£R6 mlik: RERAEIRIUENIRMHRER .
(1R

NRREHRERGHEENRZS, BNEEHNERTERN . RASRPTEEEN.
o BF “‘BiEMRE’ , EREANHEEPRERTMEREEBEHIIRE
- SEE ‘A&7 i, RERNRENTEMR.
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4-3 REHED
HaEmes
ERE S S iR R e S e s B iR e SR B E LA FRIR E G
* iR DR=E B
[ = {aadiE ]
* EHEEL 00:00:00 2| @
[{REDE]
* HEfESH (5): | 1 - | (1-30)
EGRERARSAE—HEGENR M Er B EhE
* EEhEER (5): |1 | (1-4)
EEGREEmESEE— NS S iE | BB EEhE
* AEinREs ({0 ) :
* SR (D)

SR “IEH° i, RERNRENTEMR.
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4-4 R ERIEL

BaiEfHiaE

BRI S RS R EE s E SRR S E RN S RS 6L

* EHi S HEts *) FEty
[ E={EHE ]
* H{TETIEES: M| 00:45:27 5| &| 23:59:59 3
* EfniEkE (M) 1 - (1-23)
(EERH]
e ERER () : |1 o i1-24
* AEGEEs () | 1 S 1-30)
* EERRER(H): |1 v | (1-4)
* AEtEEs (fh): | 1 v (1-12)
* i EEH (o) St
- &% EESEEn\IFEERNSEH AED .
- H&h: BXEFE—MIBHEEIBED.
- [B&%h: BRERA—ME—MEBHEERAED.
- B#&fp: BBE— 1 ANE—MENEEIBED.
- F&D: BEEF—IAEANE—MEDNEBEIAESD.
(1 i AB
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