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JoeBackupiL! 1N Pt

Zin= NiatRiRZIPHI SihiaeBackup BIEFEAYR R . vCenter Server/ESXiE
M. EF=FEUARSEDFEMNEER,

IRt REZE JueBackupBc & 15K~ , ECE/IMRIMIPHBIL

eBackupBYPTEMEEFEE—, eBackupfIEF~EIEFH. SHEEFE. NEE
EFE. £FHEFE. SHFEFEYHBEER—KMN-RLE,
eBackupdZ5 S | PE4E R BlAZEHRYIPHENEEC B 7R BIANRS5-1F 7w .

eBackupMZ& S EANES5-2F7R .

5-2 eBackup M&FEHE

EES R/ AT
BAREETHE
MELEETER
Er/EGERTFR
SaEETm
P
ihiEleBackup EHEEE Center S - *
! et i T EipTEiE
% 5-1 eBackup M4EHERAE
(EEIN i5iBH IPHEIECE R | IPHEILECE R

Bl (FEI24MP | (FLRIAIPHh
it ) 1)

BlaleBackup | iZZimiBEideBackupEIEFHE | 192.168.1.11 192.168.1.11
BEFEYE | IPHEIbAEeBackupF N EE

i %, Nm#ETEHIREsS
NECEFSIE,

vCenter ZH—EEBVMware EHHEY 192.168.1.15 192.168.1.15

Server/ESXiZE | vCenter Servers{ESXiZEH] .

I

FriFhE EAVMware B LI ERIE | 192.168.1.16 192.168.1.16
FEEE .

BIDTELE RESMHEIENZEME, BIEM | 10.10.1.15 192.168.1.18

ZHYVault,
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S2IN

i3

IPHELECE
Bl (FEI249MP
bk )

IPitbiiE e B35l
( #&I14MPith
ht)

SEEETE

o HFEIEFM

192.168.1.10

192.168.1.10

BIDIRSBUNREMHRIE
FOvCenter Server/ESXi=%E
M2 BAIMLEFE .

o FHNEEFME
BIRSZBUREMHIE
FifialeBackup EIEFERY
22 2 [BIRIMLEFE -

REBBIEFE

FINIRSH[IFHRIEZERY
PIESSFEE o

192.168.1.10 192.168.1.10

SreFiETE

BNRSH|URSEHAENE
FEEEZ BRI E .

192.168.1.10 192.168.1.10

BHFEFE

BPRS AN ZHIES
IR TFEZ RS FE .

10.10.1.10 192.168.1.10

5.5 &% eBackup

N 4RE@ITVMware vSphere Client , {EfeBackupiEEiEtREIEEIUL, FFREMVLES
BN,

lf
0
i
@

THFHIVMwarehR A EiEVMware vSphere 5.1, VMware vSphere 5.5, VMware
vSphere 6.0. VMware vSphere 6.5,

— 1 eBackupEMEERRFATEERE—NEMIRSEE, TUBESHEMH
B, BRESEFRPIEMTNSENSHAENHE.

AF5LAVMware vSphere Client 6.0 86#1T7M48 . SfERAEMRAEIVMware
vSphere Clientft, iEZ&VMwaretBX315,

HF B EERPAEEVMwarefJVDDK ( Virtaual Disk Development Kit ) EEE
FPiBEIVMwareE 5 Mithttps://code.vmware.com/web/sdk/6.0/vddk <&
VDDK,

ZiceBackuplIBRSZEEFUEE R CPUANMEFAVCPUARFAETF8GIB, HIBEFR
FEASA/NF200GB,

B%&%EVMware vSphere Client,

2 FikeBackupiSigisig .

E3REXVDDKE: VMware-vix-disklib-6.0.3-4888596.x86_64.tar.gz
EESBFEXHMEMmIER, 1 “WinSCP” ,

N#5hRZA 01 (2023-01-20)
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BIFL R
o2y

$IR2
$E3

H£R13

FE14
H$R15
H£RR16

£E®17

fRIEE TEMeBackupiERiERE, X5 “OceanStor BCManager 8.0.0-
LHCO1_eBackup_VMware_template.ovf” {4&,

$JFFVMware vSphere Client, %% “3{4 > ZPEOVFEIR”

1#3E “OceanStor BCManager 8.0.0-LHCO01_eBackup_VMware_template.ovf” , 8
& ‘T,

BEOVFEIRIFMESR, BF “T—27
HNEBBERISESMIEZRNE, B2F “T—2F7
ERBIETEBERNENEE, B2F “T—27
SRR SR BinENE, BF ‘T2 .
EREINEEE S ‘EERTERES , B2F ‘T8 .
EIREHWAIMEIET, BE “T—57 .
BEEIMNBNESBBLE, B ‘TR .
ERFREIWERE A -

IEBURHINAIMEEIRES

1. EREAENELTSIERS, BEEPelEFAIELIL.
2. EE CNT RE,

3. B “RERIWIRE .

4. EREMNNEAF, PEHEEMEERSR, FE ‘NSRS PRIESLIRMRERE
LR o

MERTY:):
{EFRRAZAIEIMMNENAE =K R, 1SRRI ISR EIRE .
5. (EXFEHMBERRNINBIRER, BE “HE” .
EREAMNEUNS IR, B eRFAIEMU

g by ViR, SEEIWEE.
ERWEEIRING, %% SHa” 1%,
BN “root” MKPFIZEREEFELN o
“root” BKEXIFAZA “Cloud12#$” ,
FREHIHAOSE MR R B APl
IPHEHAORR B S E AL o

#17cd /etc/sysconfig/network-scripts/ap AN “ network-scripts” B,

2. HfTip aas SEBEMINSRIMN-REIR. eth0ABIHITIRAE, SCFRE(FHIEER
FISEFRER

3. AT ifcfg-eth0s<, FTFF “ifcfg-eth0” EREX14,
4. 1% “07 HANREERI, BREENXHE.
FERBENSHUT, NREEXHFHPAFELUTEESH, BFEmA.

M HkRAS 01 (2023-01-20) WA © EARTERABIRAE 17



=D
N =Fay -k AL Si= (2] 5 VMware &1

BOOTPROTO="static", F~{FFFH&IPHbLL,

IPADDR, NETMASKFIGATEWAYZ BIBCE A EMXISFHIEIMIPHELE, FM
FERILARZ X

ONBOOT=yes, XREFBAT, BNZNE,
5. & “Esc” , WAwqrREFFHIEL .
6. FELE17.3~FB17.5hE MM REEFRSIPHbIL,

+E18 ii{Tservice network restartin S, EEMNEE .

$I119 1EfIPKIn E, FA “WinSCP” TR, & “VMware-vix-
disklib-6.0.3-4888596.x86_64.tar.gz” HEZESBERET, W/optBZ-

F120 H1Tcd JoptapSiHAN “Jopt” BR.
21 Hif7tar -xvf VMware-vix-disklib-6.0.3-4888596.x86_64.tar.gzep<, f#/EVDDK
&,

F1E22 HiTmkdir -p /opt/huawei-data-protection/ebackup/microservice/
ebk_vmware/lib/3rd/vddk/lib6455<$ 872 “/opt/huawei-data-protection/
ebackup/microservice/ebk_vmware/lib/3rd/vddk/lib64” BZ.,

FI23 #17cp -d /opt/vmware-vix-disklib-distrib/lib64/lib* /opt/huawei-data-
protection/ebackup/microservice/ebk_vmware/lib/3rd/vddk/lib64/35<, ¥

VDDKRYSZ £ MEIZTR228IZAIERT .

F1#24 #1T7chmod 550 -R /opt/huawei-data-protection/ebackup/microservice/
ebk_vmware/lib/3rd/vddk/(EX B FZIVIE .

25 HifTchown hcpprocess:hcpmgr -R /opt/huawei-data-protection/ebackup/
microservice/ebk_vmware/lib/3rd/vddk/as S IEB REHE “hcpprocess” .

et

[REERME
o YAPEMRELHEBVPNIENEATN, BEZHBRSRNSHIERS R LA
B A=HIDNS,
o HeBackupfRFBHEEERANSEFENFHIE (B FEIFEISHFE
T ) BEMEMEREE IPHELEEY, EEHTIRAARE.

a. HfTifconfigine, EESHFERNEETHHFETFEEEHINRER
eth2 Link encap:Ethernet HWaddr 2A:BE:D4:88:99:01
inet addr:192.168.31.190 Bcast:192.168.31.255 Mask:255.255.255.0

b. #17vi /etc/sysconfig/static-routesip s, ITHECEN A,
. TEXHRRNBHER, BAwqREFEHERE .
any net 192.168.1.0 netmask 255.255.255.0 gw 192.168.31.1 dev eth2

[MERTY:

LARIZEENISFRREIRNG, BIrMEFMIERL, ANiEAIREFIN-EZR,
d. #fiTservice network restartapsS, BEENBZERBEN .
e. HiTroutespS, BEEIRHER.
Kernel IP routing table

Destination  Gateway Genmask Flags Metric Ref  Use Iface
192.168.1.0 192.168.31.1 255.255.255.0 UG 0 O 0 eth2
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5.6 BCE eBackup
5.6.1 BcEFE IR 25

BRIFLR
gz

R—a %= T eBackupEIDRHRIBRS SZHIIBHAEDIRSE, HEEBRXSH.

o LHEFIEZBIEIMY SN IRSSENEXNEEEmSE .
o CESETEESTEAOTEMN “PuTTyY” |
e E3kE¥eBackupfgz3es “root” KSHIZEFREM.

LA “root” tkSERFECENeBackupiRsS5ES.

“root” IKSHIIAZRZA “Cloud12#$”
[FARBESIHOTEER, SEVMware vSphere Client TEFHIEHIEER.
WiTcd FEUHZEEBIEARGSHENGERERNARER.
BPELZERREB R 9/opt/eBackup_8.0.0-LHCO1/action
#147sh ebackup_utilities.sh configip S, FIRHITHIBRMHECE -
BRI TMER.

Please select network type for this machine:
1.ipv4
2.ipv6

AN “1” , 1% “Enter” ,

1

Please select a role for this machine:
1.Backup Server

2.Backup Proxy

3.Backup Manager

4.Backup Workflow Server

Eﬁ)\ “1 ”» , § “ Enter” R

Note:

In the following steps you will be required to configure four network planes for eBackup.

The definition of each network plane is as follows:

Backup management plane: the communication plane for eBackup to provide external services.

Internal communication plane: the communication plane between backup server and backup proxy.
Production management plane: the communication plane between eBackup and the management plane of
the production end.

Storage plane: the communication plane between eBackup and the storage plane of the production end
and communication plane between eBackup and backup storage.

Set network adapter for 'Backup management' network plane:
[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.10 MASK=255.255.254.0
[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.10 MASK=255.255.254.0
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Which network adapter from the above list would you like to bind to the 'Backup management' network
plane?

£IF6 EERMHIRSHMETHE.

A
A FEEANEHIRSF /AR MNEFEAERNAIMN R, BARGERKM-RISHRIER
XIRIEE R SR TR o
ABUUEMHIRSREERKN-<, SNSEFE. £r-SBYm. ANEETE. &
FEEFEAEER KN R, SHEEFEAEE— KWK,

1. GESHEETFEFEHEIMR, & “Enter” .
AR

AISEEbond 1 (ENEH SIEFERBLHEORE, BHA “17

1
Set network adapter for 'Internal communication' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.10 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.10 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Internal communication'
network plane?

2. EEREBEFEFENENNR, & “Enter”
-

Set network adapter for 'Production management' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 1P=192.168.1.10 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.10 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Production management'
network plane?

3. ERSFEETYERFEHENNR, & “Enter”
-

Set network adapter for 'Production Storage' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.10 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.10 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Production Storage'
network plane?

4. EEREFFEFEFTEHENMNR, & “Enter” .
-

Set network adapter for 'Backup Storage' network plane:

[1]1 bond1 MAC=28:6E:D4:88:C6:F2 1P=192.168.1.10 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.10 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Backup Storage' network

plane?
5. EESENFRTESFEMENNE, & “Enter” |
2

Enter a floating IP address that is in the same network segment as the internal communication plane.
6. IREFnIIPHbL,

FE)IPHBLE S A ERB(S FEFRNIPHELL . 1SHRERIZADIPHBLL IR PUERIE S E | PitBit

FEE—MERS, BAREKER.

ERINTMMER, RREEMS.

192.168.1.12

Configuration succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_accelerator agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_accelerator service succeeded.

start reload gaussdb

grep: this version of PCRE is compiled without UTF support
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The ebk_backup agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_backup service succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_copy agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_copy service succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_delete agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_delete service succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_mgr agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_mgr service succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_restore agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_restore service succeeded.

grep: this version of PCRE is compiled without UTF support

The ebk_vmware agent of OceanStor BCManager eBackup was started successfully.
Start:ebk_vmware service succeeded.

service hcp start:completed
You can access the eBackup Ul using the following link.

https://192.168.1.10:8088 or 192.168.1.10
Alternatively, you can access the eBackup CLI through SSH session.

LT RXPUTIA T <LHITREINE

INERZLLER “root” IKSEIBEER, 1BFAH “hcp” IKSEZR, “hcp” KSHIW
AZ1E5 “PXU9@ctuNov17!”

cd /opt/huawei-data-protection/ebackup/bin/StandardHardening

echo -e "yes\nyes\n"|./StandardSuseHardening.sh

(10 88
Tz SR ESeBackupiRs5EE, WIFE FReBackupfRSZEEEHEER .
.

5.6.2 (A% ) BCERDLIE

SeBackupENEERFFMEY T EMHNIE, FTEBIREMIRSH|IINLIE T eBackupF
IRIHRIE MRS SRR AEMNIE, HEERXSH.

BIRSR(Y
o —MeBackupEMNEERAFILUEESEEMHRIE. BIRFITMNSHKIEHE
o FHIPIRFBEECEETHK.
o CHBBTEAITEROITEM “PuTTyY” |
o 2FkHleBackupfR33EE “root” IKERIERZM,

BELR
L1 LA “root” MKSERFFACENeBackuplR5EE.
“root” IKSHIIAZERSS “Cloud12#3$”
FHRBEAIBETAEZSR, stfEVMware vSphere Client TEHRIIZHISE R,
£]2 T FHRMHZTEEIEERSHNGREREHNAER,
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B ELZERREB R 9/opt/eBackup_8.0.0-LHCO1/action,
FIE3 H117sh ebackup_utilities.sh configin <, FHIARTHIIAKES -
EBIENTES,

Please select network type for this machine:
1.ipv4
2.ipv6

59%4 Eﬁ)\ “1” , ;ﬁ “Enter” R

1

Please select a role for this machine:
1.Backup Server

2.Backup Proxy

3.Backup Manager

4.Backup Workflow Server

IS5 WA “27 , & “Enter”

Note:

In the following steps you will be required to configure four network planes for eBackup.

The definition of each network plane is as follows:

Backup management plane: the communication plane for eBackup to provide external services.

Internal communication plane: the communication plane between backup server and backup proxy.
Production management plane: the communication plane between eBackup and the management plane of
the production end.

Storage plane: the communication plane between eBackup and the storage plane of the production end
and communication plane between eBackup and backup storage.

Set network adapter for 'Backup management' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.11 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.11 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Backup management' network
plane?

£IR6 B ERMHIRSHEMETHE.

A
A FENFM RN AN MEFEIHERNAIN R, BEARGEER KM -RISRIENL
RIS RO TIE R

ALUEHRIEBEER MK, SHEEFE. £F-EEYE. NEBEFE. £~
FEFEAEER KWK, SHFMEFEIEET—KMN-RAEIEE,.

1. ERSNEETERE4ENMR, & “Enter” .
AR

NREEbond ENEMNEETFEEEHEIMK, BN 17 .

1
Set network adapter for 'Internal communication' network plane:

[11 bond1 MAC=28:6E:D4:88:C6:F2 1P=192.168.1.11 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.11 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Internal communication'
network plane?

2. BENEBEFEREHNENINR, & “Enter”
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1
Set network adapter for 'Production management' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.11 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.11 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Production management'
network plane?

3. ERATEERETERFEMPENNR, & “Enter”
-

Set network adapter for 'Production Storage' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 1P=192.168.1.11 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.11 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Production Storage'
network plane?

4. GEREFEFHEFESEHREIMNT, & “Enter”
1

Set network adapter for 'Backup Storage' network plane:

[1] bond1 MAC=28:6E:D4:88:C6:F2 IP=192.168.1.11 MASK=255.255.254.0

[2] bond2 MAC=28:6E:D4:88:C6:F3 IP=10.10.1.11 MASK=255.255.254.0

Which network adapter from the above list would you like to bind to the 'Backup Storage' network

plane?
5. ERSMNFEFEREHENNET, & “Enter”
2

Please input the leader IP(The IP of internal communication plane at backup server):

6. MMAFMDIRSFEAAIBESFEIPIHIL, 2 “Enter”
192.168.1.10
Please input the floating IP address at backup server:

7. WANSBDRS[/EGEsNIPHbIE, 2 “Enter”
192.168.10.12
Please enter the public key of the backup server. To obtain the public key, run the following CLI
command: show server_public_key.
To use the default public key, press Enter.

8. WMABEMIRZBEIREA, & “Enter” . MRFEMIARE, HIXIZ “Enter” o
MERL
EEHRECSHNGERERS, —B8RT8HRSSE, BTESHRESNRE. BNk
B, TRUEMBALNE, B2 ERIREREEIEHIRSE AN,
BRI THMER, FREEK.

service hcp start:completed

You can access the eBackup Ul using the following link.

https://backup server's backup management plane:8088 or backup server's backup management
plane

Alternatively, you can access the eBackup CLI through SSH session.

HFORBUTIA Fap S HHATREMNE

INEFZLILER “root” IKSEEES, 1BFER “hep” IKSEF, “hcp” KSHIY)
A0 “PXU9@ctuNov17!” o

cd /opt/huawei-data-protection/ebackup/bin/StandardHardening
echo -e "yes\nyes\n"|./StandardSuseHardening.sh
(MARIY:
WiTiZzm S S EReBackupiRs3zE, MNEEFeBackuplRSBEHEEFHEER .

R

M HkRAS 01 (2023-01-20) WA © EARTERABIRAE 23



=En

N =FaN -k eAESi= (2]

5 VMware &%

HEXRE

EEMRIBEESAREERS, —BEERTEDRSE, SEEHRERNRE, &
HECERT, FBEEREOARTE, BHITUT S EREGIIS MRS AH,
1. {FH “hep” kS, BERBDIRSE.
“hep” IKSRIFIAZERS A “PXU9@ctuNov17!”
2. 4Tsu rootiis, AN “root” HKEZEMG, tIRZE “root” MKE,

3. #17cd /opt/huawei-data-protection/ebackup/cli/d5<, HAN “/opt/huawei-
data-protection/ebackup/cli/” B,

4. $H4Tsh hepclish adminds<, FHEAZL,
“admin” IKSHIFIAZEA “PXUI@ctuNov17!”
5. HiiTsettingiis,

HiTshow server_public_key#s<, SREXAGE.
IP Public Key

172.28.12.5 E]D)bIM?G.mgAhl@cA)bhKc1F(B[+ULKIEGp-+/
“Public Key” THHAIFEREIAAA
HEiAexiti® “Enter” iBHsettingRH .
. HiAexiti® “Enter” iBRHadminFEm.
9. MAyiZ “Enter” HHARE.

5.6.3 (k) ECE HA Ihise

BRIFE R

SERRSEMIRSHAITELEN, ATLEESHRSRAIHATIRE .

ERHHAE R R NAIE MRS =MFHRE,

HAZZX £FRHigh Availability, BDSRIAE, BEERAE. SR MERAIRRIIA
BB IREMAILITRIEEINRE, EERERIEN, SRRREBHMEEER
BEIRIITRRNRE, LURERAISEIE.

eBackupB M EBRAZIFHATIEE, BEMEIZE D NeBackupfrs3sE (BHEP—F
RSB BRI PEDIRS SR, ERRSEBNREABZHRIE) . WABRT, THE
KR BERAAFNSHHAINGE, SEAFIREHASY, SeBackupBtBENSTAHERS.
IREBRRE, SHRSEN—SHREBEIETET S, USHIRSEHIERT, SH
REBEBEASRRIEEET.

SR TS Lk @ > RS2 o
SE2 Wi FALARRIERERREM, BEL, REESHENIIRSSE.
$|3 B “HABIE” RITRETSL, EEBAIRIESEAIERE “IBIMHARR .

N5k 01 (2023-01-20)
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LR RERTEREE—EMNARE ( “FpIRE” B ‘anp|” , ERET A
‘BiEM” ) FFAHARGHRET R (FHRSHRFEAETS) -

SIS IRE “IFENIPHL” AN hEMIXT o

ENEXEENETETANESBEEmEBRIPHIARES, thsh, IPHUEREELI127FF

e

5.6.4 Bc E BIRMIRSHFE

BCERTFeBackupEIEHIE ( MUEEREENHE ) NENEFIEEE, BTAERHE
[EikEeBackupBIRR %, eBackupZiENFS, S3. FTPHISFTPIZE(E N EIREURMISR
DTEME . RPN BUTEE SRR D TFE

2
T
i
G

o FffeBackupEIERHIEIINITHEREFMIIBE, SHEFHEENENK
BN ESRBEEY, HEEFENTESRENSHHIEFRERIEEX:
- i ‘BEH7 B
BRSO =R E-[(FENH+BE N H+AE T E+BE T E+1)x
10 + 15]GB,
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